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Bepcua Jara sbinycka CopeprKaHne UsmeHeHui
HOKYMEHTa
Bepcua 1.17 29.07.2022 CuHxpoHusaums c sepcueit NO 4.0.18

N3meHeHbl pasgensl:

10.2 HacTpoiika npoTokona Spanning-tree
Bepcua 1.16 27.06.2022 CuHxpoHusaums c sepcueit N0 4.0.17

N3meHeHbl pa3gensl:

4.1 CnctemHble pecypcsbl

4.2 CucteMHble napameTpbl

6.2 KoHdurypumposarue VLAN

13 3epkanmpoBaHue NopToB

14.2 InarHOCTUKA ONTMYECKOro TpaHcmBepa
Bepcua 1.15 01.04.2022 CuHxpoHusauma c sepcueli N0 4.0.16.14
Bepcua 1.14 28.02.2022 CuHxpoHu3aums c sepcuert N0 4.0.16.13
Bepcua 1.13 12.01.2022 CuHxpoHu3auums c sepcuert N0 4.0.16.11
Bepcua 1.12 12.11.2021 CuHxpoHusaums c sepcueli N0 4.0.16.5
Bepcua 1.11 12.10.2021 CuHxpoHusaums c sepcueii N0 4.0.16.4
Bepcua 1.10 31.07.2021 CuHxpoHusaums c sepcumeli N0 4.0.16.2
Bepcua 1.9 30.03.2021 MU3meHeHbl pa3aensl:

19.2 Cratuctnka QoS
Bepcua 1.8 02.03.2021 CuHxpoHu3auusa c sepcueit M0 4.0.15.3
Bepcua 1.7 10.02.2021 MU3meHeHbl pa3aensl:

6.1 MapameTpbl Ethernet-untepdelicos
Bepcua 1.6 28.11.2020 M3meHeHbl pa3aensl:

10.2 HacTpoitka npoTokona Spanning-tree
Bepcus 1.5 27.10.2020 Job6asneH pasgen:

18 KoHdurypaumsa 3awmTtbl oT DoS-aTak
Bepcua 1.4 16.10.2020 CuHxpoHu3aums c sepcueit 4.0.14.2
Bepcua 1.3 14.09.2020 N3meHeHbl pa3gensbl:

16.3 3awumTa IP-agpeca knunenTa (IP source Guard)
Bepcus 1.2 19.02.2020 Job6asneHbl pasgensi:

4.3 MNapameTpbl CTEKa

8 Hactpoitka IPv6-aapecaumm

15 dneKkTponuTaHue no avHuam Ethernet (POE)

U3meHeHbl pasgenst:

1 Hactpoiika SNMP-cepsepa n otnpasku SNMP-TRAP

2 KpaTkue o6o3HayeHun

4.1 CuctemHble pecypcbl

4.2 CucteMHble napameTpbl

4.4 YnpaBaeHue yCTPONCTBOM

5 HacTpoiKa cuctemHoro BpemMeHu

6.1 MNapameTpsbl Ethernet-uHtepdeiicos

6.3 HacTtpoiika u moHutopuHr errdisable-coctosaHns

10.2 HacTpoiika npoToKkosa Spanning-tree

12.1 MexaHusm AAA

12.2 HacTpoiika goctyna

13 3epkanuposaHue NOpPTOB

16.6 MexaHun3m obHapyxeHus netensb (loopback-detection)
Bepcua 1.1 13.07.2018 MepBan nyb6anKauus.
Bepcua 4.0.18
nporpamMmmHoro
obecneueHus
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YC/NNOBHbIE OBO3HAYEHUA

O603HauyeHue

OnucaHue

[]

B KBa4paTHbIX cKobKax B KOMaH,D,HOﬁ CTPOKe YyKa3blBakoTCA Heobs3aTeNbHble
napameTpbl, HO X BBO, NpeaoCTaBaAAET onpeaeneHHble 40NO/IHUTE/IbHbIE ONUNN.

{} B ¢urypHbIx ckobKax B KOMaHAHOM CTPOKeE YKa3blBaloTcA 0653aTesIbHble NapaMeTpbl.
«,»

» [aHHble 3HaK1 B ONMCaHUM KOMaHZbl MCMONb3YIOTCA ANA YKa3aHUA AManasoHOB.

«|» [aHHbI 3HAK B ONMCAaHUN KOMaHAbl 0603HaYaeT «Man».

«/» [aHHbI 3HaK NPU YKa3aHUM 3HAYEHUI NepeMEHHbIX Pa3aeNfieT BO3MOXKHbIe 3HaYeHUn

M 3Ha4YeHUA No YMO4aHUIO.

Kypcue Calibri

Kypcusom Calibri ykasbiBaloTca nepemeHHble AKX NapameTpbl, KOTopble HE06X0ANMO
3aMEeHMWTb COOTBETCTBYIOLLMM CIOBOM MW CTPOKOW.

MonyxcupHeiii Kypcue MoNyXUPHbIM KYPCUBOM BblAENEHbI NPUMEYAHNA U NPeayNpeXKaeHNs.
<lMonyxupHeolli MoONYyKUPHbIM KYPCMBOM B YI/NI0OBbIX CKOBKax YKas3blBalOTCA Ha3BaHWA KAaBULW Ha
Kypcue> Knasumatype.

Courier New

MonyxunpHbim wpndptTom Courier New 3anucaHbl NpUMepbl BBOAA KOMAHA,

MpumeyaHua U npegynpexaeHua

MpumeyvaHuA copep:KaT BaXkKHYI0 MHGOPMALMIO, COBETbI MU PEKOMEHAALMM NO
MCNOJIb30BaHMWIO U HAaCTPOIKe YCTPOUCTBA.

MpeaynpexaeHna MHGOPMUPYIOT NO/Ib30BATENA O CUTYALMAX, KOTOPble MOryT HaHECTU Bpes,
’ YCTPOWCTBY MU YeNOBEKY, NPUBECTU K HEKOPPEKTHOI paboTe yCTPOICTBA MK NOTEPE AaHHDbIX.
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1 HACTPOWKA SNMP-CEPBEPA U OTNPABKU SNMP-TRAP

snmp-server server
snmp-server community public ro

snmp-server community private rw

snmp-server host 192.168.1.1 traps version 2c private

2 KPATKHUE OBO3HAYEHUA

ifindex - nHaeKc nopra;

Moxet NPUHUMATb chegyroume sHa4eHUA:

1. KommyTaTopbl goctyna
Mogaenb KommyTaTopa UHpeKcbl

- MHAeKcbl 49-96 — gigabitethernet 1/0/1-48;

- MHAeKcbl 157-204 — gigabitethernet 2/0/1-48;

- MHAeKcbl 256-303 — gigabitethernet 3/0/1-48;

- MHaeKcbl 373-420 — gigabitethernet 4/0/1-48;
MES2308 - MHaeKcbl 481-528 — gigabitethernet 5/0/1-48;
MES2308R - MHAeKcbl 589-636 — gigabitethernet 6/0/1-48;
MES2308P

- MHAEKCbl 697-744 — gigabitethernet 7/0/1-48;
MES2324 - nHaekKcbl 805-852 — gigabitethernet 8/0/1-48;
MES23248B - MHaekKcbl 105-108 — tengigabitethernet 1/0/1-4;
MES2324F . .

- MHAeKcbl 213-216 — tengigabitethernet 2/0/1-4;
MES2324FB
MES2348 - MHAeKcbl 321-324 — tengigabitethernet 3/0/1-4;
MES2348B - uHAeKcbl 429-432 — tengigabitethernet 4/0/1-4;
MES2324P - MHAeKcbl 537-540 — tengigabitethernet 5/0/1-4;
MES2348P - MHAEKCbI 645-648 — tengigabitethernet 6/0/1-4;

- MHAeKcbl 753-756 — tengigabitethernet 7/0/1-4;

- MHAeKcbl 861-864 — tengigabitethernet 8/0/1-4;

- uHAeKcbl 1000-1047 — Port-Channel 1/0/1-48;

- uHaekcol 100000-104095 — VLAN 1-4096.

2. KommyTaTopsl arperauum
Moaenb KommyTaTopa UHAaeKebl

MES3324 - nHaeKcbl 49-96 — gigabitethernet 1/0/1-48;
MES3324F - MHaeKcbl 157-204 — gigabitethernet 2/0/1-48;
MES3308F - MHAeKcbl 256-303 — gigabitethernet 3/0/1-48;
MES3316F
MES3348 - MHAeKcbl 373-420 — gigabitethernet 4/0/1-48;
MES3348F - MHAeKcbl 481-528 — gigabitethernet 5/0/1-48;

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

- MHaeKcbl 589-636 — gigabitethernet 6/0/1-48;

- MHAEKCbl 697-744 — gigabitethernet 7/0/1-48;

- MHaeKcbl 805-852 — gigabitethernet 8/0/1-48;

- MHaekKcbl 105-108 — tengigabitethernet 1/0/1-4;
- nHaekcol 105-108 — tengigabitethernet 1/0/1-4;
- MHAeKcbl 213-216 — tengigabitethernet 2/0/1-4;
- MHAeKcbl 321-324 — tengigabitethernet 3/0/1-4;
- MHAeKcbl 429-432 — tengigabitethernet 4/0/1-4;
- MHAeKcbl 537-540 — tengigabitethernet 5/0/1-4;
- MHAEeKcbl 645-648 — tengigabitethernet 6/0/1-4;
- MHAeKcbl 753-756 — tengigabitethernet 7/0/1-4;
- MHAeKcbl 861-864 — tengigabitethernet 8/0/1-4;
- HAeKcbl 1000-1047 — Port-Channel 1/0/1-48;

- nHaekcbl 100000-104095 — VLAN 1-4096.

3. MHAayCTpUanbHble KOMMYTATOPbI

Mogaenb KommyTaTopa

UHpeKcebl

MES2328lI
MES3508
MES3508P
MES3510P

- MHAeKcbl 49-76 - gigabitethernet 1/0/1-28;

- MHAeKcbl 157-184 - gigabitethernet 2/0/1-28;

- MHAOEKCbI 256-283 - gigabitethernet 3/0/1-28;

- nHaekcbl 373-400 - gigabitethernet 4/0/1-28;

- nHaeKcbl 481-508 - gigabitethernet 5/0/1-28;

- MHAeKcbl 589-616 - gigabitethernet 6/0/1-28;

- MHAEeKcbl 697-724 - gigabitethernet 7/0/1-28;

- nHaekcbl 805-832 - gigabitethernet 8/0/1-28;

- nHaekKcbl 1000-1047 — Port-Channel 1/0/1-48;
- nHaekceol 100000-104095 — VLAN 1-4096.

4. KommyTtatopel gna UOA4

Mopaenb KommyTtaTopa

UHpeKcebl

MES5324

- MHAeKcbl 1-24 — tengigabitethernet 1/0/1-24;

- MHAeKcbl 53-76 — tengigabitethernet 2/0/1-24;

- MHaekKcbl 105-128 — tengigabitethernet 3/0/1-24;
- MHAeKcbl 157-180 — tengigabitethernet 4/0/1-24;
- nHaekKcbl 209-232 — tengigabitethernet 5/0/1-24;
- MHaeKcbl 261-284 — tengigabitethernet 6/0/1-24;
- MHaekcbl 313-336 — tengigabitethernet 7/0/1-24;
- MHAeKcbl 365-388 — tengigabitethernet 8/0/1-24;
- MHaeKcbl 25-28 — fortygigabitethernet 1/0/1-4;
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- nHaekKcbl 77-80 — fortygigabitethernet2/0/1-4;

- MHAeKcbl 129-132 — fortygigabitethernet3/0/1-4;
- MHaekKcbl 181-184 — fortygigabitethernet4/0/1-4;
- MHaeKcbl 233-236 — fortygigabitethernet5/0/1-4;
- MHAOeKcbl 285-288 — fortygigabitethernet6/0/1-4;
- nHaekcbl 337-340 — fortygigabitethernet7/0/1-4;
- MHaeKcbl 389-392 — fortygigabitethernet8/0/1-4;
- nHaekcbl 1000-1047 — Port-Channel 1/0/1-48;

- nHaekcol 100000-104095 — VLAN 1-4096.

index-of-rule — nHpekc npasuna B ACL. Bceraa KpateH 20! Ecav npu cosgaHumn npasun byayT
yKa3aHbl MHAEKCbl He KpaTHble 20, TO Moc/ie nepesarpysky KommyTaTopa nopsaKoBble HOMepa
npasun B ACL cTaHyT KpaTHbI 20;

3HaueHne nona N — B IP u MAC ACL noboe npaBuao 3aHMMaeT OT OAHOro Ao 3 nosen B
3aBUCUMOCTU OT ero CTPYKTYpbl;

IP address — IP-agpec ans ynpasieHnsa KOMMYTaTOPOM;

B npvBeaeHHbIX B AOKYMEHTe Mpumepax MCNosb3yeTca cneayowmin IP-agpec ans ynpasnaeHus:
192.168.1.30;

ip address of tftp server — IP-agpec TFTP-cepBepa;

B npuBedeHHbIX B AOKYMEHTe MpuMMepax ucnonb3yeTca cneayiowmi IP-agpec TFTP-cepsepa:
192.168.1.1;

community — cTpoka coobuiecTsa (naponb) AN goctyna no npotokony SNMP.

B nprBeneHHbIX B LOKYMEHTe NpMMmepax UCrosib3yroTcA cnegyrowme community:

private — npaBa Ha 3anucb (rw);
public — npaBa Ha uTeHue (ro).

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP
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3 PABOTA C PAUNAMMU

3.1 CoxpaHeHue KOHu2ypayuu

CoxpaHeHue KoOHgU2ypayuu 8 3Hep20He3a8UCUMYI MaMAMb

MIB: rlcopy.mib

Ucnonbayemble Tabauupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

set -v2c
.6.1.4.1
6.1.4.1
6.1.4.1
6.1.4.1
6.1.4.1

—-C

.89.
.89.
.89.
.89.
.89.

<community> <IP address> \
2.

87.
87.
87.
87.
87.

NN DN DN

1

[ SRS S

.3.1 1 {local(l)} \

.7.1 i {runningConfig(2)} \
.8.1 1 {local(l)} \

.12.1 i {startupConfig (3)} \
.17.1 1 {createAndGo (4)}

Mpumep coxpaHeHUA B SIHepProHe3aBUCUMYIO NAMATb

e e

1.

3.

w w w w

6.

A Oy O O
o e e

1.

e e

DO D

KomaHpga CLI:
copy running-config startup-config

e e

1.

KomaHaa SNMP:
snmpset -v2c -c private
4.

89.

.89.
.89.
.89.
.89.

87.
87.
87.
87.
87.

2.

NN DN DN

1.

e e

CoxpaHeHue KoOHguU2ypayuu 8 3Hep203a8UCUMYH0 NaMamb U3 3Hep2oHe3asucumoli

MIB: rlcopy.mib

Ucnonbsyemble Tabnuupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

set -v2c
.6.1.4.1
6.1.4.1
6.1.4.1
6.1.4.1
6.1.4.1

—-C

.89.
.89.
.89.
.89.
.89.

<community> <IP address> \
2.

87.
87.
87.
87.
87.

DN DN DN

1

[ SRS e

.3.1 i {local(l)} \

.7.1 i {startupConfig (3)} \
.8.1 1 {local(l)} \

.12.1 i {runningConfig(2)} \
.17.1 i {createAndGo (4)}

Mpumep coxpaHeHMA B IHEPro3aBUCUMYIO NaMATb

[ S =

1.

3.

w w w w

6.

o) O O)Y O
o e e

1.

[ S =

BSOS

KomaHga CLI:
copy startup-config running-config

[ S =

1.

KomaHga SNMP:
snmpset -v2c -c private
4.

89.

.89.
.89.
.89.
.89.

87.
87.
87.
87.
87.

2.

DN DN DN

1.

[ S =
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YoaneHue KOH@uU2ypayuu U3 3Hep2oHe3asucumol namamu

MIB: RADLAN-rndMng

Ucnonb3syembie Tabnunupl: rndAction — 1.3.6.1.4.1.89.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.1.2.0 1 {eraseStartupCDB (20)}

Mpumep yganeHus startup-config

KomaHpa CLI:
delete startup-config

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.1.2.0 1 20

3.2 Paboma c TFTP-cepsepom

KonuposaHue KoHgu2ypayuu u3 aHepaoszasucumol namamu Ha TFTP-cepsep

MIB: RADLAN-COPY-MIB

Ucnonbayembie Tabnunupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.9.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 i {createAndGo (4)}

Mpumep KonupoBaHua U3 running-config Ha TFTP-cepeep

Komanpga CLI:
copy running-config tftp://192.168.1.1/MES-config.cfg

KomaHaa SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \

1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 2 \
1.3.6.1.4.1.89.87.2.1.8.1 1 3 \
1.3.6.1.4.1.89.87.2.1.9.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 1 4
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KonuposaHue KoHgu2ypayuu 8 aHep203asucumyro namame ¢ TFTP-cepsepa

MIB: rlcopy.mib

Ucnonb3yemble Tabnuupbi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \

1.3.6.1.4.1.89.87.2.1.3.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.4.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}

Mpumep konuposaHua ¢ TFTP-cepsepa B running-config

KomaHpga CLI:
copy tftp://192.168.1.1/MES-config.cfg running-config

KomaHaa SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 1 2 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

KonuposaHue KoHgu2ypayuu U3 aHep2oHe3asucumol namamu Ha TFTP-cepsep

MIB: daiin rlcopy.mib

Ucnonbsyemble Tabauupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.9.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 i {createAndGo (4)}

Mpumep KonuposaHua us startup-config Ha TFTP-cepsep

KomaHpa CLI:
copy startup-config tftp://192.168.1.1/MES-config.cfg

KomaHga SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \

1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 3 \
1.3.6.1.4.1.89.87.2.1.8.1 1 3 \
1.3.6.1.4.1.89.87.2.1.9.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 1 4
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KonuposaHue KoHgu2ypayuu 8 aHep2oHe3asucumyro namame ¢ TFTP-cepsepa

MIB: RADLAN-COPY-MIB

Ucnonb3yemble Tabnuupbl: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.4.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}

Mpumep KonuposaHua startup-config c TFTP-cepBepa

KomaHpa CLI:
boot config tftp://192.168.1.1/MES-config.cfg

KomaHaa SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 i 3 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

3.3 AemOKOH@u2ypuposaHue Kommymamopa

BkawyeHue asmomamuyecko20 KoHguaypuposaHus, basupyrouezocs Ha DHCP (eknawo4eHo o

ZMOﬂqGHUDZ

MIB: radlan-dhcpcl-mib.mib

Ucnonb3syembie Tabnunupi: riDhcpClOption67Enable — 1.3.6.1.4.1.89.76.9

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.76.9.0 1 {enable(l), disable(2)}

Mpumep BKAKOUEHUA aBTOKOHPUrypupoBaHua, 6asupytoweroca Ha DHCP

KomaHpa CLI:
boot host auto-config

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.76.9.0 1 1
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3.4 O6HosneHue npo2pammHo20 obecneyeHus

ObHosneHUe Npo2pamMmHOo20 obecrieyeHUss Kommymamopa

MpoxoauTt B ABa 3Tana:

1. 3arpy3Ka o6pasa MO

MIB: RADLAN-COPY-MIB

Ucnonbayemble Tabauupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.87.2.1.3.1 1 {tftp (3)} \
1.3.6.1.4.1.89.87.2.1.4.1 a {ip add of tftp server} \
1.3.6.1.4.1.89.87.2.1.6.1 s "image name" \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {image(8)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4) }

MNpumep 3arpy3ku obpasa No

KomaHpa CLI:
boot system tftp://192.168.1.1/mes3300-409-R478.ros

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.6.1 s "mes3300-409-R478.ros" \
1.3.6.1.4.1.89.87.2.1.8.1 14 1 1.3.6.1.4.1.89.87.2.1.12.1 i 8 \
1.3.6.1.4.1.89.87.2.1.17.1 i 4

2. CmeHa aKTMBHOro o6pasa KommyTaTopa

MIB: RADLAN-DEVICEPARAMS-MIB

Ucnonbayemble Tabamupi: rndActiveSoftwareFileAfterReset — 1.3.6.1.4.1.89.2.13.1.1.3

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.2.13.1.1.3.1 i {imagel (1), image2 (2)}

Mpumep cmeHbl akTUBHOro o6pa3a KOMmyTaTopa

KomaHpa CLI:
boot system inactive-image

KomaHpaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.2.13.1.1.3.1 1 1

V Mocne 3arpy3ku MO ¢ TFTP-cepBepa gaHHaA KOMaHAA NPUMEHAETCA aBTOMATUYECKMU.
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[lepe3az2py3ka Kommymamopa

MIB: rimng.mib

Ucnonb3syembie Tabnuupli: riIRebootDelay — 1.3.6.1.4.1.89.1.10

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.1.10.0 t {3anmepxka BpeMeHM Iepern Iepe3arpy3Kol}

Mpumep nepesarpysku, OT/I0}KEHHOWU Ha 8 MUHYT

KomaHpa CLI:
reload in 8

KomaHga SNMP:
snmpset -v2c -c private -r 0 192.168.1.30 \
1.3.6.1.4.1.89.1.10.0 t 48000

V Ona momeHTanbHOM nepes3arpyskun Tpebyerca ykasarb 3HaueHue t=0.

[lpocmomp obpasa 10

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonb3zyemble Tabauubl: rndActiveSoftwareFile — 1.3.6.1.4.1.89.2.13.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.13.1.1.2

Mpumep npocmotpa obpasza NO

Komanpga CLI:
show bootvar

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.13.1.1.2

V BO3MO>KHble BapnaHTbI:

imagel(1)
image2(2)

rndActiveSoftwareFileAfterReset — 1.3.6.1.4.1.89.2.13.1.1.3 — 38ecb MOXXHO NOCMOTpETb
AKTUBHbIN 06pa3 nocne nepesarpysku MNO.

[Mpocmomp 3a2pyxceHHbIx obpa3os 10

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonb3ayembie Tabnnupi: rndimagelnfoTable — 1.3.6.1.4.1.89.2.16.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.16.1
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Mpumep npocmoTpa 3arpy>eHHbix o6pasos MO

KomaHpga CLI:
show bootvar

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.16.1

lpocmomp mekywel sepcuu [10 kKommymamopa

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonbayemble Tabanupl: rndBrgVersion — 1.3.6.1.4.1.89.2.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.4

Mpumep npocmoTpa TeKylei Bepcum NO KommyTaTopa

KomaHpa CLI:
show version

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.4

lpocmomp mekywell sepcuu annapamHoz2o obecneyeHus (HW)

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonbayemble Tabanupi: genGroupHWVersion — 1.3.6.1.4.1.89.2.11.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.11.1

Mpumep NpocmoTpa TeKyle Bepcun annapaTHoro obecneyeHus

KomaHpga CLI:
show system id

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.11.1
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4 YNPABNEHWUE CUCTEMOW

4.1 CucmemHble pecypcol

[Mpocmomp cepuliHo20 HOMepa KOMMymamopa

MIB: riphysdescription.mib

Ucnonb3ayemblie Tabnunupl: riPhdUnitGenParamSerialNum — 1.3.6.1.4.1.89.53.14.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.14.1.5

Mpumep npocmoTpa cepuitHOro NnopTa KoMmyTtaTopa

KomaHpa CLI:

show system id

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.14.1.5

[Mpocmomp uHgopmayuu o 3az2py3Ke tcam

MiB: RADLAN-QOS-CLI-MIB

Ucnonbsyemble Tabnuupbi: rlQosClassifierUtilizationPercent — 1.3.6.1.4.1.89.88.36.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.36.1.1.2

Mpumep npocmoTpa MHGOpMaLUM o 3arpyske tcam

KomaHpa CLI:
show system tcam utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.88.36.1.1.2

[Ipocmomp MAKCUMQAsAbHO20 KOAUYECMBA XOCMO8

MIB: rltuning.mib

Ucnonb3ayembie Tabnunupi: rsMaxlpSFftEntries — 1.3.6.1.4.1.89.29.8.9.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.9.1

Mpumep NpocMmoTpa MaKCMMaNbHOro KOIMYecTBa XOCToB

Komanpga CLI:

show system router resources

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.9.1
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[Ipocmomp Ucnoab3yemo20 Koau4ecmea xocmos

MIB: rlfft.mib

Ucnonbayemble Tabanupi: riSysmngTcamAllocinUseEntries — 1.3.6.1.4.1.89.204.1.1.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.204.1.1.1.5.5.116.99.97.109.49.1

Mpumep NPOCMOTPa UCMO/Ib3YeMOro KONMUYEeCTBa XOCTOB

KomaHpa CLI:
show system router resources

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.204.1.1.1.5.5.116.99.97.109.49.1

[Ipocmomp MAKcUMasnbHO20 KOaAUu4ecmaa Mmapuwpymos

MIB: rltuning.mib

Ucnonbayemble Tabanupl: rsMaxlpPrefixes — 1.3.6.1.4.1.89.29.8.21.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.21.1

Mpumep NPOCMOTPa MaKCUMaNbHOTrO KOAUYECTBA MapPLLPYTOB

KomaHpga CLI:

show system router resources

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.21.1

[Ipocmomp UcCnoanb3yemo20 Koau4ecmeaea Mmapuipymos

MIB: rlip.mib
Ucnonbayemble Tabauupi: rlipTotalPrefixesNumber — 1.3.6.1.4.1.89.26.25

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.25

Mpumep NPoOCMoOTpa MCMO/Ib3YeMOro KOANYEeCTBa MapLUpPyTOB

KomaHpa CLI:

show system router resources

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.25
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[Tpocmomp MaKCUManb6HO20 Koaudecmea IP-uHmepdgelicos

MIB: rltuning.mib

Ucnonb3ayembie Tabnnupi: rsMaxlpinterfaces — 1.3.6.1.4.1.89.29.8.25.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.25.1

Mpumep npocmoTpa MakcMManbHOro Konnyectsa IP-uHtepdeiicos

KomaHpa CLI:
show system router resources

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.25.1

[Mpocmomp ucnonb3zyemo20 Koauyecmaa IP-uHmepgelicos

MIB: rlip.mib
Ucnonb3syembie Tabnunupl: rlipAddressesNumber — 1.3.6.1.4.1.89.26.23

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.23

Mpumep npocmoTpa ucnonb3yemoro Konudecrea IP-uHTepdeiicos

KomaHpa CLI:

show system router resources

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.23

[Mpocmomp cucmemHo2o MAC-adpeca Kommymamopd

MIB: rlphysdescription.mib

Ucnonbsyemble Tabnuupbi: riPhdStackMacAddr — 1.3.6.1.4.1.89.53.4.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.4.1.7

Mpumep npocmoTpa cucremHoro MAC-aapeca KommyTtatopa

KomaHpa CLI:
show system

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.4.1.7
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[Tlpocmomp Uptime kommymamopa

MIB: SNMPv2-MIB

Ucnonb3yemble Tabanupl: sysUpTime — 1.3.6.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.3

MNpumep npocmoTtpa Uptime KommyTaTopa

KomaHpa CLI:
show system

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.1.3

[lpocmomp Uptime nopma

MIB: SNMPv2-MIB, IF-MIB

Ucnonb3yemble Tabnnupi:
sysUpTime — 1.3.6.1.2.1.1.3
ifLastChange — 1.3.6.1.2.1.2.2.1.9

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.9.{ifindex}

Mpumep npocmotpa Uptime nopra Gigabitethernet1/0/2

KomaHpga CLI:
show interface status Gigabitethernetl/0/2

KomaHaa SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.1.3

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.9.50

/ M3 BbiBOAA NepBOii KOMaHAbI HE06X0AMMO OTHATL BbIBOA BTOPOI KOMaHAbI. NonyyeHHoe
3HaueHue u byaet asnaTbea Uptime nopra.

BkatoyeHuUe cepsuca MoHUMOopUHaa npuxodauie2o Ha CPU mpaguka

MIB: rlsct.mib

Ucnonbsyemble Tabnmupi: riSctCpuRateEnabled — 1.3.6.1.4.1.89.203.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.203.1.0 i {true(l), false(2)}

Mpumep BKAOYEHUA CepBUCa MOHUTOPUHIA Nnpuxogawero Ha CPU Tpaduka

KomaHpa CLI:
service cpu-input-rate

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.89.203.1.0 i 1
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[Tpocmomp cmamucmuKu N0 CKOpocmu 8xo0aujux gpelimos, obpabamesisaembix Mpoueccopom

MIB: rlsct.mib

Ucnonb3ayembie Tabnunupl: riSctCpuRate — 1.3.6.1.4.1.89.90.1.2.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.203.2

Mpumep NpocmoTpa CTaTUCTUKKU NO CKOPOCTU BXoAALWwMX ¢peiimoBs, 06pabaTbiBaeMbliX NPOLLECCOPOM

KomaHpa CLI:
show cpu input-rate

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.203.2

[lpocmomp cyemyukos U Konuyecmsa obpabameisaemoix CPU 8 cekyHOy nakemos (mo munam

mQG@UKGZ

MIB: rlsct.mib

Ucnonb3ayemblie Tabnuupl: eltCpuRateStatisticsTable — 1.3.6.1.4.1.35265.1.23.1.773.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.773.1.2.1.1.{rate in pps(2), packets count(3)}

Mpumep npocmoTpa Koanuectsa o6pabartbiBaembix CPU B ceKyHAY NaKkeToB

KomaHpa CLI:
show cpu input-rate detailed

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.773.1.2.1.1.2

V lpueaska uHdeKcoe K munam mpaduka:

stack(1)

http(2)

telnet(3)

ssh(4)

snmp(5)

ip(6)

arp(7)
arplnspec(8)
stp(9)

ieee(10)
routeUnknown(11)
ipHopByHop(12)
mtuExceeded(13)
ipv4Multicast(14)
ipv6Multicast(15)
dhcpSnooping(16)
igmpSnooping(17)
mldSnooping(18)
ttlExceeded(19)
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ipvalllegalAddress(20)
ipv4HeaderError(21)
ipDaMismatch(22)
sflow(23)
logDenyAces(24)
dhcpv6Snooping(25)
vrrp(26)
logPermitAces(27)
ipvéHeaderError (28)

UN3meHeHue numumos CPU

MIB: eltSwitchRateLimiterMIB.mib

Ucnonbayemble Tabamubl: eltCPURateLimiterTable — 1.3.6.1.4.1.35265.1.23.1.773.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.773.1.1.1.1.2.{index} 1 {limiter value}

Mpumep yCcTaHOBKM OrpaHmndeHna snmp-Tpaduka ana CPU B 512 pps

KomaHpga CLI:
service cpu-rate-limits snmp 512

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.773.1.1.1.1.2.4 1 512

V Cnucok uHoeKcos:

eltCPURLTypeHttp(1)
eltCPURLTypeTelnet(2)
eltCPURLTypeSsh(3)
eltCPURLTypeSnmp(4)
eltCPURLTypelp(5)
eltCPURLTypelLinkLocal(6)
eltCPURLTypeArpRouter(7)
eltCPURLTypeArplnspec(9)
eltCPURLTypeStpBpdu(10)
eltCPURLTypeOtherBpdu(11)
eltCPURLTypelpRouting(12)
eltCPURLTypelpOptions(13)
eltCPURLTypeDhcpSnoop(14)
eltCPURLTypelgmpSnoop(16)
eltCPURLTypeMIdSnoop(17)
eltCPURLTypeSflow(18)
eltCPURLTypeLogDenyAces(19)
eltCPURLTypelpErrors(20)
eltCPURLTypeOther(22)
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MoHumopuHe 3aepy3xku CPU

MIB: rimng.mib

Ucnonbsyemble Tabnuubi:
rICpuUtilDuringlLastSecond — 1.3.6.1.4.1.89.1.7
rICpuUtilDuringlLastMinute — 1.3.6.1.4.1.89.1.8
rICpuUtilDuringlLast5Minutes — 1.3.6.1.4.1.89.1.9
e 3arpyska 3a nocnegHue natb cekyHa: snmpwalk -v2c -c <community> <IP address>
1.3.6.1.4.1.89.1.7
e 3arpyska 3a 1 muHyTty: snmpwalk -v2c¢ -c <community> <IP address> 1.3.6.1.4.1.89.1.8
e 3arpyska3a 5 muHyT: snmpwalk -v2c -c <community> <IP address>1.3.6.1.4.1.89.1.9

Mpumep npocmoTpa 3arpy3ku CPU 3a nocnegHue NATb CEKYHA,

KomaHpa CLI:

show cpu utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.1.7

BrnroyeHue moHumopuHaa 3a2py3ku CPU no npouyeccam

MIB: RADLAN-rndMng

Ucnonb3zyemble Tabaunuypbi: rliCpuTasksUtilEnable — 1.3.6.1.4.1.89.1.6

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.89.1.6.0 i {true(l), false(2)}

Mpumep BKAIOYEHUA MOHUTOPUHTA 3arpy3ku CPU no npoueccam

Komanpga CLI:

service tasks-utilization

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.89.1.6.0 1 1

MoHumopuHe 3a2py3ku CPU no npouyeccam

MIB: ELTEX-MES-MNG-MIB

Ucnonb3yemble Tabnumubi:

eltCpuTasksUtilStatisticsUtilizationDuringlLast5Seconds — 1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.3,
eltCpuTasksUtilStatisticsUtilizationDuringLastMinute — 1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.4,
eltCpuTasksUtilStatisticsUtilizationDuringlLast5Minutes — 1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.3.{5sec(3), 1min(4), 5min(5)}.{task index}

Mpumep npocmoTpa 3arpysku CPU no npoueccam 3a nocnegHue 5 CeKyHa,

Komanpga CLI:
show tasks utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.3
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Mpueaska uHAeKcos K npoyeccam:

LTMR(0)
ROOT(1)
IT33(2)
IV11(3)
URGN(4)
TMNG(5)
IOTG(6)
IOUR(7)
I0TM( 8)
SSHU(9)
XMOD(10)
MSCm(11)
STSA(12)
STSB(13)
STSC(14)
STSD(15)
STSE(16)
CPUT(17)
EVAP(18)
HCLT(19)
EVLC(20)
SELC(21)
SEAU(22)
ESTC(23)
SSTC(24)
BOXS(25)
BSNC(26)
BOXM(27)
TRMT(28)
D_SP(29)
D_LM(30)
PLCT(31)
PLCR(32)
exRX(33)
3SWF(34)
MSRP(35)
HSES(36)
HSCS(37)
MRDP(38)
MLDP(39 )
SETX( 40)
EVTX(41)
SERX(42)
EVRX(43)
HLTX(44)
LBDR(45)
DDFG(46)
SYLG(47)
CDB_(48)
SNMP(49)

NTST(50)
CNLD(51)
HOST(52)
TBI_(53)
BRMN(54)
COPY(55)
TRNS(56)
MROR( 57)
DFST(58)
SFTR(59)
SFMG(60)
HCPT(61)
EVAU(62)
EVFB(63)
EVRT(64)
EPOE(65)
DSPT(66)
B_RS(67)
TRIG(68)
MACT(69)
SW2M(70)
35WQ(71)
POLI(72)
OBSR(73)
NTPL(74)
L2HU(75)
L2PS(76)
SFSM(77)
NSCT(78)
NSFP(79)
NVCT(80)
NACT(81)
NSTM(82)
NINP(83)
L2UT(84)
BRGS(85)
FHSS(86)
FHSF(87)
FFTT(88)
IPAT(89)
IP6M(90)
IP6L(91)
IP6C(92)
IP6R(93)
RPTS(94)
ARPG(95)
IPG_(96 )
DNSC(97)
ICMP(98 )
TFTP(99)

IPRD(100)
PNGA(101)
UDPR(102)
VRRP(103)
TRCE(104)
SSLP(105)
WBSO(106)
WBSR(107)
GOAH(108)
ECHO(109)
TNSR(110)
TNSL(111)
SSHP(112)
PTPT(113)
NBBT(114)
SQIN(115)
MUXT(116)
DMNG(117)
DSYN(118)
HSEU(119)
DTSA(120)
SS2M(121)
DSND(122)
STMB(123)
AAAT(124)
AATT(125)
SCPT(126)
DH6C(127)
RCLA(128)
RCLB(129)
RCDS(130)
GRN_(131)
IPMT(132)
SNTP(133)
DHCP(134)
DHCp(135)
RELY(136)
MSSS(137)
WBAM(138)
WNTT(139)
RADS(140)
SNAS(141)
SNAE(142)
SNAD(143)
MNGT(144)
UTST(145)
SOCK(146)
TCPP(147)
UNQt(148)
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[Mpocmomp obwie2o obvema onepamusHol namamu

MIB: ELTEX-PROCESS-MIB.mib

Ucnonb3ayembie Tabnunupl: eltexProcessMemoryTotal — 1.3.6.1.4.1.35265.41.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.41.1.2.1.1.3.0

Mpumep npocmoTpa obuiero o6bema onepaTtMBHOM NAMATU

KomaHpa CLI:
show cpu utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.41.1.2.1.1.3.0

[lpocmomp csob00H020 0bvema onepamusHol namamu

MIB: ELTEX-PROCESS-MIB.mib

Ucnonb3lyemble Tabauubi: eltexProcessMemoryFree — 1.3.6.1.4.1.35265.41.1.2.1.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.41.1.2.1.1.7.0

Mpumep npocmoTpa cBo60AHOro o6bema onepaTMBHON NAMATH

Komanpga CLI:

show cpu utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.41.1.2.1.1.7.0

BkrtoyeHue nodoepiKu caepxosi1uHHbIX Kadpos (jumbo-frames)

MIB: radlan-jumboframes-mib.mib

Ucnonb3ayembie Tabnuupli: rlJumboFrames — 1.3.6.1.4.1.89.91

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.91.2.0 1 {enabled(l), disabled(2)}

Mpumep BKAOYEHUA NOAAEPIKKN CBEPXAJNHHBIX KAaApOB

KomaHpa CLI:
port jumbo-frame

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.91.2.0 1 1
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4.2 CucmemHsbie napamempol

KoHmponabe cocmosHua 6710K08 numaHus

MIB: rlphysdescription.mib

Ucnonbayemble Tabanupi: rIPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.15

e OcHOBHOM 670K nuTaHMA: snmpwalk -v2c -c  <community> <IP  address>
1.3.6.1.4.1.89.53.15.1.2
e Pe3epBHbIt 6AOK nNUTaHMA: snmpwalk -v2c -c  <community> <IP address>
1.3.6.1.4.1.89.53.15.1.3
Mpumep NpocMOTpPa COCTOAHUA OCHOBHOro 610Ka NUTaHUA
KomaHpga CLI:
show system
KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.2
V Ana ocHo8HO20 610Ka NUMAHUA 803MOXM(HbI Caedyoujue CoCmoaHuUsA:
normal (1)
warning (2)
critical (3)
shutdown (4)
notPresent (5)
notFunctioning (6)
Ana pe3epeHo20 610Ka NUMAHUA 803MOXHbI caedyroujue cOCmosaHUA:
normal (1)
warning (2)
critical (3)
shutdown (4)
notPresent (5)
notFunctioning (6)
KoHmpoabs muna ycmaHossneHH020 610Ka NUMAHUS
MIB: rlEnv.mib
Ucnonbsyemble Tabamupi: rlIEnvMonSupplySource — 1.3.6.1.4.1.89.83.1.2.1.4
snmpwalk -v2c -c <community> <IP address> \ 1.3.6.1.4.1.89.83.1.2.1.4
Mpumep 3anpoca TMNa ycTaHOBNEHHOro 610Ka NUTaHUA
KomaHpa CLI:
show system power-supply
KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.83.1.2.1.4
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V Tun moxcem npuHUMams csiedyrowiue 3Ha4eHus:

1 — 610K NUTaAHUA He YCTAHOBJIEH, U/IU TUM He onpeaeneH;
2 — 610K nuTaHua AC;
3 — 610K nutaHua DC.

MoHumopuHe cmamyca AKb

MIB: eltEnv.mib

Ucnonb3syemblie Tabnuupl: eltEnvMonBatteryState — 1.3.6.1.4.1.35265.1.23.11.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.11.1.1.2

Mpumep npocmoTtpa cratyca AKb

Komanga CLI:
show system battery

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.11.1.1.2

V Bo3mocHble cocmoAaHuA:

normal (1) — 6aTapesn 3apaeHa

warning (2) — 6aTtapes paspsarKaerca

critical (3) — HU3KuMi1 ypoBeHb 3apaaa 6arapeum

notPresent (5) — 6arapes otcyrcrByer

notFunctioning (6) — aBapua pacuenuTens ToKa NuTaHua 6atapeun
restore(7) — 6arapes 3apsarkaetca

MoHumopuHe yposHsa 3apada AKb

MIB: eltEnv.mib

Mcnonb3syemble Tabnunupl: eltEnvMonBatteryStatusCharge — 1.3.6.1.4.1.35265.1.23.11.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.11.1.1.3

Mpumep npocmoTpa ypoBHA 3apasa AKb

KomaHpa CLI:
show system battery

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.11.1.1.3
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KoHmpoab cocmosaHUA 8eHMUAAMOP08

MIB: rlphysdescription.mib
Ucnonbayemble Tabanupi: rIPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.15

e BeHtunsaTop 1: snmpwalk -v2¢ -c <community> <IP address>1.3.6.1.4.1.89.53.15.1.4
e BeHTtunatop 2: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.5
e BeHTtunaTop 3: snmpwalk -v2¢ -c <community> <IP address>1.3.6.1.4.1.89.53.15.1.6
e BeHTtunatop 4: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.7

Mpumep NPOCMOTpPA COCTOAHMA BeHTUAATOpA 3 KommyTatopa MES3324F

KomaHpga CLI:
show system

KomaHpaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.6

V Bo3moxycHbI cnedyroujue cocmoaHus:

normal (1)
notFunctioning (5)

KoHmponab nokaszaHuli memnepamypHsix 0am4yuKos

MIB: rlphysdescription.mib
Ucnonbayemble Tabanupi: rIPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.1

e TemnepaTypHbiit gatumk 1: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.10

Mpumep NpocmoTpa TemnepaTypbl faT4MKa

KomaHga CLI:
show system

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.10

/7 MES5324 umeert 4 TemnepaTypHbIX AAaTYUKA, NOKA3aHUA KOTOPbIX MOXHO NOCMOTPETD,
BbinonHuB KomaHay CLI: show system sensors.

KomaHda SNMP:

1 patuukK:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.4.68420481

2 paTuuK:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.4.68420482

3 paTymnk:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.4.68420483

4 paTtumk:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.4.68420484
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KoHmposab cocmosaHusa memnepamypHbiX 0amYyuKos

MIB: riphysdescription.mib
Ucnonbayembie Tabnnupli: riPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.15
TemnepaTtypHbIi gatumnk 1: snmpwalk -v2c¢ -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.11

Mpumep NPocMoOTPa COCTOAHUA TEMNEPATYPHbIX AATYUKOB

KomaHpa CLI:
show system sensors

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.11

/'- MES5324 umeert 4 TemnepaTypHbIX AAaTYNKA, COCTOAHUA KOTOPbIX MOXKHO
NOCMOTpETb, BbiNoaHMB KomaHay CLI: show system sensors.

Komanda SNMP:

1 patuuk:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.5.68420481

2 paTyuK:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.5.68420482

3 patumnk:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.5.68420483

4 patuunk:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.5.68420484

/ CocmosHuA memnepamypHbix 0am4yuKos:
V ok (1)

unavailable (2)

nonoperational (3)

4.3 [Mapamempbl cmeKa

MoHumopuHe napamempog cmeka

MIB: rIphysdescription.mib

Ucnonb3syembie Tabnunupl: riPhdStackTable — 1.3.6.1.4.1.89.53.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.4
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Mpumep NPoCMOTPa NapameTPoB CTEKA

KomaHpga CLI:
show stack

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.4

MOoHUMOopUH2 CMeKo8bIX Mopmos

MIB: rlphysdescription.mib

Ucnonbayemble Tabauupi: riCascadeTable — 1.3.6.1.4.1.89.53.23

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.23

Mpumep NnpocmoTpa COCTOAHUA CTEKOBbIX NOPTOB

KomaHpa CLI:

show stack links

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.23

4.4 YnpaeneHue ycmpolicmeom

3adams/cmeHums hostname Ha ycmpolicmee

MIB: SNMPv2-MIB

Ucnonbayemble Tabanupi: sysName — 1.3.6.1.2.1.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.5.0 s "{hostname}"

MNpumep npucsoeHusa hostname "mes2324"

KomaHga CLI:
hostname mes2324

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.1.5.0 s "mes2324"

BKmoweHue/omeoquue management acl

MIB: RADLAN-MNGINF-MIB

Ucnonb3yemble Tabauupbi:
rIMnglInfEnable — 1.3.6.1.4.1.89.89.2
rIMnglInfActiveListName — 1.3.6.1.4.1.89.89.3
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n et -v2c -c <community> <IP address>
.1.89.89.2.0 1 {true(l), false(2)1}\

.1.89.89.3.0 s {name}

P

R
w w 3B

set
.3.6.1.4
.3.6.1.4

Mpumep BKAOYEeHMA management acl c umeHem eltex

KomaHaa CLI:
management access-class eltex

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.89.2.0 1 1 \
1.3.6.1.4.1.89.89.3.0 s eltex

Ycnonv3o8aHue ymuaumel ping

MIB: rlapplication.mib

Ucnonb3zyemble Tabauubi: rsPinglnetTable — 1.3.6.1.4.1.89.35.4.2

snmpset -v2c -c <community> <IP address>\

1.3.6.1.4.1.89.35.4.1.1.2.{IP address>} 1 {Packet count}\
1.3.6.1.4.1.89.35.4.1.1.3.{IP address>} 1 {Packet Size}\
1.3.6.1.4.1.89.35.4.1.1.4.{IP address>} 1 {Packet Timeout}\
1.3.6.1.4.1.89.35.4.1.1.5.{IP address>} i {Ping Delay}\
1.3.6.1.4.1.89.35.4.1.1.6.{IP address>} i {Send SNMP Trap(2) }\
1.3.6.1.4.1.89.35.4.1.1.14.{IP address>} i {createAndGo(4), destroy(6),
active (1)}

Mpumep KomaHAbl ping y3na 192.168.1.1

Komanpa CLI:
ping 192.168.1.1 count 10 size 250 timeout 1000

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.35.4.1.1.2.192.168.1.1 1 10 \
1.3.6.1.4.1.89.35.4.1.1.3.192.168.1.1 1 250 \
1.3.6.1.4.1.89.35.4.1.1.4.192.168.1.1 1 1000 \
1.3.6.1.4.1.89.35.4.1.1.5.192.168.1.1 1 0 \
1.3.6.1.4.1.89.35.4.1.1.6.192.168.1.1 1 2 \
1.3.6.1.4.1.89.35.4.1.1.14.192.168.1.1 i 4
V Mpu ycraHoBKe B none rsPingEntryStatus 3HaueHusa 4 (createAndGo) cospaértca um
aKTUBMpYeTCA onepauusa ping.

Yro6bl NOBTOPHO BbINONHUTbL Ping yAaNEHHOro XocTa, Tpebyetca B none rsPingEntryStatus
BbICTAaBUTb 3HaueHue 1(active).

Mocne okoHuaHUA onepauuu obsa3aTenbHO HAAO YAANUTL BCe 3anNUCU, BbICTaBUMB B MnoJse
rsPingEntryStatus 3HaueHune 6 (destroy). UHaue uepes CLI 1 SNMP onepauuio ping go
APYroro xocta BbINOJIHUTb He yAACTCA.

Mpumep yaaneHmsa:

snmpset -v2c -c private 192.168.1.30\
1.3.6.1.4.1.89.35.4.1.1.2.192.168.1.1i 10\
1.3.6.1.4.1.89.35.4.1.1.3.192.168.1.1 i 250\
1.3.6.1.4.1.89.35.4.1.1.4.192.168.1.1 i 1000\
1.3.6.1.4.1.89.35.4.1.1.5.192.168.1.1 i 0\
1.3.6.1.4.1.89.35.4.1.1.6.192.168.1.1 i 2\
1.3.6.1.4.1.89.35.4.1.1.14.192.168.1.1i 6

30 MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP



HELTEX

MoHumopuH2 ymuaumel ping

MIB: rlapplication.mib

Ucnonb3yemble Tabanupl: rsPingEntry — 1.3.6.1.4.1.89.35.4.1.1

snmpwalk -v2c -c <community> <IP address>\

1.3.6.1.4.1.89.35.4.1.1.{KonmuecTBO OTIpPaBJIeHEX NakeToB(7), KolmuecTBO NPMHSTHIX
naxkeTos (8), MuHuMasibHOe BpeMsa oTBeTa (9), CpemHue Bpems oreBeTa (10), MaxkxcuMaJibHOE

BpeMsa orTBeTa (1l1l) }

Mpumep npocmoTpa KoAnyecTsa NPUHATbIX NAKeTOB

KomaHpga CLI:
ping 192.168.1.31

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.35.4.1.1.8

V Mpu yctaHoBKe B none rsPingEntryStatus 3HaueHua 6 (destroy) moHuTOpuHr 6yaper
! 3anpeLwéH A0 co3aaHMUA HOBOW onepauuu.

Hacmpolika cucmemHo20 3ypHana

MIB: DRAFT-IETF-SYSLOG-DEVICE-MIB

Ucnonbsyemble Tabauubl: snmpSyslogCollectorEntry — 1.3.6.1.4.1.89.82.1.2.4.1

snmpset -v2c -c <community> -t 10 -r 5 <IP address> \
1.3.6.1.4.1.89.82.1.2.4.1.2.1 s "{name}" \
1.3.6.1.4.1.89.82.1.2.4.1.3.1 1 {ipv4d (1), ipv6(2)} \
1.3.6.1.4.1.89.82.1.2.4.1.4.1 x {ip add in HEX} \
1.3.6.1.4.1.89.82.1.2.4.1.5.1 u {udp port number} \
1.3.6.1.4.1.89.82.1.2.4.1.6.1 1 {syslog facility(16-24)} \
1.3.6.1.4.1.89.82.1.2.4.1.7.1 1 {severity level} \
1.3.6.1.4.1.89.82.1.2.4.1.9.1 1 {createAndGo(4), destroy(6)}

Mpumep gob6aBneHna cepsepa ANA NOrMPOBaHUA

KomaHpga CLI:
logging host 192.168.1.1 description 11111

KomaHaa SNMP:

snmpset -v2c -c private -t 10 -r 5 192.168.1.30 \
1.3.6.1.4.1.89.82.1.2.4.1.2.1 s "11111" \
1.3.6.1.4.1.89.82.1.2.4.1.3.1 1 1 \
1.3.6.1.4.1.89.82.1.2.4.1.4.1 x COA80101 \
1.3.6.1.4.1.89.82.1.2.4.1.5.1 u 514 \
1.3.6.1.4.1.89.82.1.2.4.1.6.1 1 23 \
1.3.6.1.4.1.89.82.1.2.4.1.7.1 1 6 \
1.3.6.1.4.1.89.82.1.2.4.1.9.1 1 4
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Severity level 3a0daemcsa cnedyrowum obpazom:

emergency(0),
alert(1),
critical(2),
error(3),
warning(4),
notice(5),
info(6),
debug(7)

Facility:

local0(16),
local1(17),
local2(18),
local3(19),
local4(20),
local5(21),
local6(22),
local7(23),
no-map(24)
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5 HACTPOWKA CUCTEMHOIO BPEMEHMU

Hacmpolika adpeca SNTP-cepsepa

MIB: rlsntp.mib

Ucnonbayemble Tabanupi: riSntpConfigServerinetTable — 1.3.6.1.4.1.89.92.2.2.17

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.2.2.17.1.3.1.4.{ip address in DEC. Banutu IP-ampeca

pPa3mensanTcsa TOUYKAMMU } {true(l), false(2). Ykaszaume 3HaueHus poll} \
1.3.6.1.4.1.89.92.2.2.17.1.9.1.4.{ip address in DEC. Bawutu IP-ampeca
Pa3mesignTCcad TOUYKaMM} 0 \

1.3.6.1.4.1.89.92.2.
pPa3mensanTcsa TOYKAMU }

.17.1.10.1.4.{ip address in DEC. Bautel IP-anmpeca
{createAndGo (4), destroy(6)}

PN SN R

Mpumep ykasaHmna SNTP-cepsepa c IP-agpecom 91.226.136.136

KomaHpa CLI:
sntp server 91.226.136.136 poll

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.2.2.17.1.3.1.4.91.226.136.136 i 1 \
3.6.1.4.1.89.92.2.2.17.1.9.1.4.91.226.136.136 u 0 \
3.6.

1.
1. 1.4.1.89.92.2.2.17.1.10.1.4.91.226.136.136 1 4

YcmaHoska spemeHu onpoca 0449 SNTP-knueHma

MIB: rlsntp.mib

Ucnonbayemble Tabaunupi: riSntpNtpConfig — 1.3.6.1.4.1.89.92.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.2.1.4.0 1 {range 60-86400}

Mpumep ycTaHOBKM BpemeHu onpoca B 60 CeKyHA,

KomaHaa CLI:
sntp client poll timer 60

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.2.1.4.0 1 60

/ Y106bI BEPHYTLCA K HACTPOMHKAM N0 YMOAYaHUIO, A0CTaTOUYHO YCTaHOBUTb Bpems B 1024
CeKyHAbl.

Hacmpolika pabomsl 00HoadpecHbix SNTP-KaueHmos

MIB: rlsntp.mib

Ucnonbayemble Tabauupi: riSntpConfig — 1.3.6.1.4.1.89.92.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.2.2.5.0 1 {true(l), false(2)}
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Mpumep paspeweHnsa nocnegosarenbHoro onpoca SNTP-cepsepos

KomaHaa CLI:
sntp unicast client poll

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.2.2.5.0 1 1

HobasneHue yacosozo noaca

MIB: risntp.mib

Ucnonb3ayembie Tabnanupl: riTimeSyncMethodMode — 1.3.6.1.4.1.89.92.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.1.6.0 s "{TimeZone}" \
1.3.6.1.4.1.89.92.1.7.0 s "{NameZone}"

Mpumep ao06aBNeHNUA YACOBOro NOACA Ha YCTPOCTBE

KomaHpa CLI:

clock timezone test +7

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.1.6.0 s "+7:00™ \
1.3.6.1.4.1.89.92.1.7.0 s "test"
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6 KOH®UIrYPUPOBAHME UHTEP®ENCOB

6.1 [Mapamempeol Ethernet-unmepdeiicos

[1lpocmomp Description nopma

MIB: IF-MIB nan eltMng.mib

Ucnonbayemble Tabamupl: ifAlias — 1.3.6.1.2.1.31.1.1.1.18 unu iflongDescr —
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.18.{ifIndex}

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1.{ifIndex}

Mpumep npocmotpa Description Ha uHTepdeiice GigabitEthernet 1/0/1

KomaHpa CLI:
show interfaces description GigabitEthernet 1/0/1

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.18.49

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1.49

[Mpocmomp Description vlan

MIB: Q-BRIDGE-MIB

Ucnonbayemble Tabauupi: dotlgVlanStaticTable — 1.3.6.1.2.1.17.7.1.4.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.3.1.1.{vlan id}

Npumep npocmotpa Description vian 100

KomaHaa CLI:
show interfaces description vlan 100

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.3.1.1.100

[Mpocmomp ckopocmu Ha UHmMepgelice

MIB: IF-MIB

Ucnonbsyemble Tabanupi: ifHighSpeed — 1.3.6.1.2.1.31.1.1.1.15

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.15.{ififndex}
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Mpumep npocmoTpa ckopocTh Ha GigabitEthernet1/0/2

KomaHaa CLI:

show interface status GigabitEthernetl/0/2
KomaHaa SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.15.50

BKntoyeHue/8bikarYeHuUe a8mocoaaaco8aHuUs CKOpocmu Ha uHmepaelice

MIB: rlinterfaces.mib

Ucnonb3ayembie Tabnunupl: swifSpeedDuplexAutoNegotiation — 1.3.6.1.4.1.89.43.1.1.16

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.16.{ifIndex} i {negotiation(l), no negotiation(2)}

Mpumep BbiKAOYEHUA negotiation Ha GigabitEthernet1/0/2

Komanga CLI:
interface GigabitEthernetl/0/2
no negotiation

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.16.50 1 2

BraroyeHue nponycka npoyedypbl 8mocoz2aaco8aHuUS, eCcau NapmHyep Ha 8CMpPeYHoli CmopoHe He
omee4yaem

MIB: eltinterfaces.mib

Ucnonb3ayembie Tabnunupli: eltSwifAutoNegotiationBypass — 1.3.6.1.4.1.35265.1.23.43.1.1.3
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.43.1.1.3.{ifIndex} i {negotiationbypass(l), no
negotiation bypass(2)}

Mpumep BbiKOYeHUA negotiation Ha TenGigabitEthernet1/0/2

Komanpga CLI:
interface TenGigabitEthernetl/0/2
no negotiation bypass

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.43.1.1.3.106 i 2

YcmaHO08Ka pexumos a8moco2aaco8aHuUsl CKOpocmu Ha uHmepdgelice

MIB: rlinterfaces.mib

Ucnonb3syemblie Tabnuupl: swifAdminSpeedDuplexAutoNegotiationLocalCapabilities —
1.3.6.1.4.1.89.43.1.1.40

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.40.{ifIndex} x {negotiation mode (HEX) }

36

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

Mpumep HacTpoOMKK aBTOCOrNacoBaHua Ha ckopoctu 10f n 100f Ha untepdeiice GigabitEthernetl/0/2

KomaHpga CLI:
interface GigabitEthernetl1/0/2
negotiation 10f 100f

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.40.50 x 14

V B aBouuyHoit cucteme 10f n 100f 3anucbiBaetca Kak 00010100. B wecTtHaguatepuyHoii (HEX)
v cucteme cumcneHms sto 14.

OnucaHue bumos

default(0),
unknown(1),
tenHalf(2),
tenFull(3),
fastHalf(4),
fastFull(5),
gigaHalf(6),
gigaFull(7)

lMopsadok 6umos

01234567

Mpocmomp duplex-pexcuma nopma

MIB: EtherLike-MIB

Ucnonbsyemble Tabamupi: dot3StatsDuplexStatus — 1.3.6.1.2.1.10.7.2.1.19

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.19.{ifindex}

Mpumep npocmortpa duplex-pexkuma nopra GigabitEthernet 1/0/1

KomaHga CLI:
show interfaces status GigabitEthernet 1/0/1

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.19.49

V Pacwudgposka gbidagaembix 3Ha4eHul

unknown (1)
halfDuplex (2)
fullDuplex (3)
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CmeHa duplex-pexcuma Ha uHmepaelice

MIB: RADLAN-rlInterfaces

Ucnonb3syembie Tabnunupl: swifDuplexAdminMode — 1.3.6.1.4.1.89.43.1.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.3.{1ifIndex} i {none(l),half(2),full (3)}

Mpumep cmeHbl duplex-pexkuma noprta GigabitEthernet 1/0/1

KomaHpa CLI:
interface GigabitEthernetl/0/1
duplex half

KomaHaa SNMP:
snmpset-v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.3.49 i 2

[lpocmomp cpedsbi nepeda4u UHMepgelica

MIB: EtherLike-MIB

Ucnonb3ayembie Tabnunupl: swifTransceiverType — 1.3.6.1.4.1.89.43.1.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.7.{ifindex}

Mpumep npocmoTpa cpeapl nepeaaum nopra GigabitEthernet 1/0/1

Komanga CLI:
show interfaces status GigabitEthernet 1/0/1

Komanaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.7.49

V‘ Pacwugposka ebidagaembix 3Ha4eHuli

Copper (1)
FiberOptics (2)
ComboCopper (3)
ComboFiberOptics (4)

YnpasneHue nomokom (flowcontrol)

MIB: RADLAN-rlInterfaces

Ucnonb3ayembie Tabnunupl: swifFlowControlMode — 1.3.6.1.4.1.89.43.1.1.14

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.14.{ifindex} 1 {on(l),0ff(2),auto (3)}
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Mpumep BKAIOYEHMA yNpaBaeHUA NOTOKOM Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpga CLI:
interface GigabitEthernetl1/0/2
flowcontrol on

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.14.50 1 1

[Ipocmomp aOMUHUCMPAMUBHO20 COCMOAHUA NopmMa

MIB: IF-MIB

Ucnonbayemble Tabanupi: ifAdminStatus — 1.3.6.1.2.1.2.2.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.7.{1ifIndex}

Mpumep npocmortpa cTaTtyca nopra GigabitEthernet 1/0/1

KomaHpa CLI:
show interfaces status GigabitEthernet 1/0/1

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.7.49

/  BosmoycHble eapuaHmei:

up(1)
down(2)
testing(3)

Bko4ume/8bikaA04UMb KOHGU2Yypupyemslli uHmepgetc

MIB: IF-MIB
Ucnonbzyemble Tabaunubl: ifAdminStatus — 1.3.6.1.2.1.2.2.1.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.7.{ifIndex} 1 {up(l),down(2)}

Mpumep BbiKAOueHUa untepdelica GigabitEthernet 1/0/1

KomaHpa CLI:
interface GigabitEthernet 1/0/1
shutdown

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.2.2.1.7.49 1 2
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[Ipocmomp onepamugHO20 COCMOAHUA Nopma

MIB: IF-MIB

Ucnonb3syembie Tabnunupl: ifOperStatus — 1.3.6.1.2.1.2.2.1.8

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.8.{ifIndex}

Mpumep npocmoTpa cTaTtyca nopra GigabitEthernet 1/0/1

KomaHpa CLI:
show interfaces status GigabitEthernet 1/0/1

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.8.49

V- Bo3moscHble sapuaHmel:

up(1)
down(2)

OnpedeneHue muna NOOKAKYEeHUA nopma

MIB: rlinterfaces.mib

Ucnonbayembie Tabnunupl: swifTransceiverType — 1.3.6.1.4.1.89.43.1.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.7.{1ifIndex}

Mpumep onpegeneHunsa Tuna noprta GigabitEthernet1/0/1

Komanpga CLI:

show interfaces status

Komanga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.7.49

V' Bo3MO3#CHbIe 8apuUAHMbI:

regular (1)
fiberOptics (2)
comboRegular (3)
comboFiberOptics (4)

[Mpocmomp cyuemyuKa unicast-nakemos Ha uHmepgelice

MIB: IF-MIB

Ucnonb3ayembie Tabnuupl: ifinUcastPkts — 1.3.6.1.2.1.2.2.1.11

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.11.{ifIndex}

40

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

Mpumep NpocMoTpa cueTYUKa BXOAALLMX Unicast-nakeToB Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpga CLI:
show interface counters GigabitEthernetl1/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.11.50

Mpocmomp cyemyuka multicast-nakemos Ha uHmMepgpelice

MIB: IF-MIB

Ucnonbayemble Tabanupi: ifinMulticastPkts — 1.3.6.1.2.1.31.1.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.2.{ifindex}

Mpumep npocmoTpa cueTunKa Bxoaawmx multicast-naketos Ha nHtepdeiice GigabitEthernet1/0/2

KomaHpga CLI:
show interface counters GigabitEtherneti1/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.2.50

[pocmomp cyemyuka broadcast-nakemos Ha UHMepgelice

MIB: IF-MIB
Ucnonbayemble Tabauupi: ifinBroadcastPkts — 1.3.6.1.2.1.31.1.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.3.{ifindex}

Mpumep npocmoTpa cueTumKa exogawmx broadcast-nakeros Ha nHtepdeiice GigabitEthernet1/0/2

KomaHpga CLI:
show interface counters GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.3.50

[lpocMomp cyem4yuKka oKmemos Ha UHmepgeltice

MIB: IF-MIB

Ucnonb3yemble Tabnuupi:

ifinOctets — 1.3.6.1.2.1.2.2.1.10
ifHCInOctets - 1.3.6.1.2.1.31.1.1.1.6
ifOutOctets— 1.3.6.1.2.1.2.2.1.16
ifHCOutOctets - 1.3.6.1.2.1.31.1.1.1.10

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.10.{ifindex}
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Mpumep NpocmoTpa cyeTYNKa NPUHATLIX OKTETOB Ha UHTepdelice GigabitEthernet1/0/2

KomaHaa CLI:
show interface counters gigabitethernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.10.50

V‘ Moa okTeTomM MMmeeTcA B BUAY KOMYecTBo 6aiT.

1 oKtet = 1 6auT

[Mpocmomp cyemyuka FCS Errors Ha uHmepgelice

MIB: EtherLike-MIB
Ucnonbayembie Tabnnupl: dot3StatsFCSErrors — 1.3.6.1.2.1.10.7.2.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.3.{ifindex}

Mpumep npocmoTtpa cuetumka FCS Errors Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show interface counters GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.3.50

[Mpocmomp cyemyuka Internal MAC Rx Errors Ha uHmepdaelice

MIB: EtherlLike-MIB
Ucnonb3ayembie Tabnunupl: dot3StatsinternalMacReceiveErrors — 1.3.6.1.2.1.10.7.2.1.16

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.16.{ifindex}

Mpumep npocmotpa cuetumka Internal MAC Rx Errors Ha nutepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show interface counters GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.16.50

[Mpocmomp cyemyuka Transmitted Pause Frames Ha uHmepaelice

MIB: EtherLike-MIB
Ucnonb3ayembie Tabnunupl: dot30utPauseFrames — 1.3.6.1.2.1.10.7.10.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.10.1.4.{ifindex}
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Mpumep npocmoTpa cuetunka Transmitted Pause Frames Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpga CLI:
show interface counters GigabitEthernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.10.1.4.50

lpocmomp cyemyuka Received Pause Frames Ha uHmepaelice

MIB: EtherLike-MIB
Ucnonbayemble Tabanupi: dot3InPauseFrames — 1.3.6.1.2.1.10.7.10.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.10.1.3.{ifindex}

Mpumep npocmotpa cuetumKka Received Pause Frames Ha untepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show interface counters GigabitEthernetl1/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.10.1.3.50

O4yucmKa cyem4yuKos UHmMepagelicos

MIB: rlinterfaces.mib

Ucnonbayemble Tabauupi: rlifClearPortMibCounters — 1.3.6.1.4.1.89.54.4

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.54.4.0 x {6uroBasa Macka}

Mpumep 04UCTKU cueTYnKa MHTepdencoB Ana KommyTtatopa MES2324B

KomaHga CLI:

clear counters

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.54.4.0 x
000000000000££££££00000000£0000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000001£££e0000000000

Mpumep OUUCTKU cueTunKa MHTepdencoB ana Kommyrtatopa MES5324

KomaHpga CLI:

clear counters

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.54.4.0 x
FFFFFFFOOOOO8FFFFFFFOOOOOSFFFFFFFOOOOOSFFFFFFFOOOOO8FFFFFFFOOOOO8SFFFFEFFFO00008FE
FFFFFFO000008FFFFFFF000008000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000001FFFE0000000000
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/ 1) B 3HauyeHMe OUYMCTKM CHETYMKOB B CTEKe 3ajaeTca 6uTOBaA macka AnAa Bcex
nopTOB BCEX IOHUTOB CTEKa:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.54.4.0 x
000000000000FFFFFFO0000000F000000000000FFFFFFOO000000F
000000000000FFFFFFO0000000F000000000000FFFFFFO0000000F0000000000
OOFFFFFFO
0000000F000000000000FFFFFFO0000000F000000000000FFFFFFO0000000F00
000000000

OFFFFFFO0000000F0000000000000000000000000000000001 FFFE0000000000

2) NocmoTpeTb 3HaYeHUe 6UTOBOI MaCKU MOYKHO KOMaHAOIM:

snmpwalk -v2c -c public <IP address> \
1.3.6.1.4.1.89.54.9.0

MoHuUmopuHa 3a2py3KuU NopmMos Kommymamopda

MIB: eltMes.mib

Ucnonb3zyemble Tabauubi: eltSwifUtilizationEntry — 1.3.6.1.4.1.35265.1.23.43.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.43.2.1.{parameter}

Mpumep npocmoTpa 3arpy3Ku NOPTOB

KomaHpa CLI:

show interfaces utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.43.2.1.1

V CrnucoK 803MOXHbIX Napamempos

eltSwifUtilizationIfIndex(1)
eltSwifUtilizationAverageTime(2)
eltSwifUtilizationCurrentinPkts(3)
eltSwifUtilizationCurrentinRate(4)
eltSwifUtilizationCurrentOutPkts(5)
eltSwifUtilizationCurrentOutRate(6)
eltSwifUtilizationAveragelnPkts(7)
eltSwifUtilizationAveragelnRate(8)
eltSwifUtilizationAverageOutPkts(9)
eltSwifUtilizationAverageOutRate(10)
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6.2 KoHgueypupoesaHue VLAN

JobasneHue vian so vilan database

MIB: rlvlan.mib

Ucnonb3yemble Tabauubl:

rldotlqVlanStaticList1t01024 — 1.3.6.1.4.1.89.48.69.1.2
rldotlqVlanStaticList1025t02048 — 1.3.6.1.4.1.89.48.69.1.3
rldot1qVlanStaticList2049t03072 — 1.3.6.1.4.1.89.48.69.1.4
rldot1qVlanStaticList3073t04094 — 1.3.6.1.4.1.89.48.69.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.69.1.2 x {6uroras Macka}

MNpumep cosganua 994 vilan'a B vlan database

KomaHpa CLI:
vlan database
Vlian 994

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.69.1.2.0 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000040000000

/ Mpu pacuete 6utoBoit mackm gna vian 1025-2048 BbinonHUTL BbluuTaHue 1024 ot
V Heobxoaumoro vlan, a 3atem y)Ke BbINOAHATb pac4yeT MacKu. AHanoru4Ho ana vlan
2049-3072: Heo6xogumo BbluecTb 2048 nepeg, pacuetom. Ana 3073-4094 — BbluecTb

3072. butoBaa macKa A0NXHa BKA4YaTb B ceba He meHee 10 cMMmBON0B.

MNpumep pacueta 6MTOBON Macku npusBesgeH B pasaene «Mpunoxenue A. Metoauka
pacueta 6UTOBOI MacKu».

YUuTbIBaTb MX GMTOBYIO MAcCKy: KOHEUHbIi pe3ynbTaT TpebyeTcAa BBOAUTb B BuAe
6MTOBOI MaCKM, COCTOALLEN U3 pe3y/bTaTa BbIMONHEHUA AU3BIOHKLUM (norMyeckoe
«MAn») GUTOBbLIX MaCOK.

” MNpu pob6aBneHun Hoeoro vian K yxe umerowmmca Bo vian database HyxHO

JlobasneHue vlan Ha nopm

MIB: rlvlan.mib

Ucnonbayemble Tabauupi: ridotlqPortVianStaticTable — 1.3.6.1.4.1.89.48.68

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{1-8}.{ifIndex} x {vlan B Bume OMUTOBOV MaCKMN}

Mpumep pobasneHus vian 622 n 3100 Ha uHtepdeiic GigabitEthernet 1/0/2 B pexkum trunk

KomaHpa CLI:

interface GigabitEthernet 1/0/2

switchport mode trunk

switchport trunk allowed vlan add 622,3100
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KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.1.50 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.4.50 x 0000001000

Mpumep aobasnenuns vlian 622 Ha nHtepdeiic GigabitEthernet 1/0/2 8 kauectse native vian

KomaHaa CLI:

interface GigabitEthernet 1/0/2
switchport mode trunk

switchport trunk native vlan 622

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.1.50 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.5.50 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004

Mpumep pobasneHuns vlian 622 Ha uHTepdeiic GigabitEthernet 1/0/2 B pexume access

Komanga CLI:
interface GigabitEthernet 1/0/2
switchport access vlan 622

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.1.50 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004 \
1.3.6.1.4.1.89.48.68.1.5.50 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004

V 1. NepeyeHb Tabnuuy:

rldotlqPortVianStaticEgressList1t01024 — 1.3.6.1.4.1.89.48.68.1.1.{ifindex}
ridotlqPortVlanStaticEgressList1025t02048 — 1.3.6.1.4.1.89.48.68.1.2.{ifindex}
rldotlqPortVlanStaticEgressList2049t03072 — 1.3.6.1.4.1.89.48.68.1.3.{ifindex}
ridotlqPortVianStaticEgressList3073t0o4094 — 1.3.6.1.4.1.89.48.68.1.4.{ifindex}
rldotlgPortVlanStaticUntaggedEgressList1t01024 —

1.3.6.1.4.1.89.48.68.1.5 {ifindex}
rldotlgPortVlanStaticUntaggedEgressList1025t02048 —
1.3.6.1.4.1.89.48.68.1.6.{ifindex}
rldotlgPortVlanStaticUntaggedEgressList2049t03072 —
1.3.6.1.4.1.89.48.68.1.7 {ifindex}
rldotlqPortVlanStaticUntaggedEgressList3073t04094 —
1.3.6.1.4.1.89.48.68.1.8.{ifindex}

2. Mpumep coctaBneHusa 6MTOBOM Macku npuseseH B pasgene «lMpunoxeHue A.
MeToauKa pacyeta 6MTOBOI MacKn».

3. butoBasa macKa A0/XKHA BK/1IOYaTb B ceba He meHee 10 cumBONOB.
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3anpemume default VLAN Ha nopme

MIB: eltVlan.mib

Ucnonbayemble Tabauupl: eltVianDefaultForbiddenPorts — 1.3.6.1.4.1.35265.1.23.5.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.5.5.1.0 x {mopTt B BMOe OMTOBOM Macku}

Mpumep 3anpeta default vlan Ha nopte GigabitEthernet 1/0/5

KomaHpa CLI:
interface GigabitEthernetl/0/5
switchport forbidden default-vlan

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.5.5.1.0 x 00000000000008

/ 1. NMpumep cocTaBneHna 6UTOBOI Macku NpuBegeH B pasgene «lMpunoxkeHue A.
MeTtoauka pacyeta 6MTOBOIN MacKku».

2. butoBas macKa A0/KHA BKAOYATb B ceba He meHee 10 cMMBOOB.

[Tpocmomp umeHu VLAN

MIB: rlvlan.mib

Ucnonbayemble Tabamupi: ridotlqVianStaticName — 1.3.6.1.4.1.89.48.70.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.70.1.1.{vlan}

MNpumep npocmoTtpa umeHu vian 5

KomaHga CLI:
show vlan tag 5

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.70.1.1.5

[lpocmomp YneHcmea nopma 8o VLAN

MIB: rlvlan.mib

Ucnonbayemble Tabamupi: ridotlqPortVianStaticTable — 1.3.6.1.4.1.89.48.68

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{1-4}.{ifindex}
snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{5-8}.{ifindex}
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Mpumep npocmotpa vilan Ha GigabitEthernet1/0/5

KomaHaa CLI:

show interfaces switchport GigabitEthernetl/0/5

KomaHaa SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.68.1.1.54

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.68.1.5.54

Y

1. B npumepe npepactaBneHbl 2 KomaHgbl snmpwalk. Ecam noprt Tagged, 10
napameTpbl B BbIBOAE BTOPOA KOMaHAbl NPUHUMAIOT Hy/IeBOe 3HAYeHUe, U Homep
Vlan cooTBeTcTBYET 3HaUEHMAM BbiBOAA NepBoi KOMmaHabl. Ecam nopt Untagged — B
BblBOAE BTOPOIi KOMaHAbl NPUCYTCTBYIOT 3HAYEHUSA, OT/IMYHbBIE OT HyAA, u Homep Vian
COOTBETCTBYET 3TUM 3HAUEHUAM.

2. NepeyeHb Tabany;:

rldotlqPortVianStaticEgressList1t01024 — 1.3.6.1.4.1.89.48.68.1.1.{ifindex}
rldotlqPortVianStaticEgressList1025t02048 — 1.3.6.1.4.1.89.48.68.1.2.{ifindex}
rldotlqPortVianStaticEgressList2049t03072 — 1.3.6.1.4.1.89.48.68.1.3.{ifindex}
rldotlqPortVianStaticEgressList3073t0o4094 — 1.3.6.1.4.1.89.48.68.1.4.{ifindex}
rldotlqPortVlanStaticUntaggedEgressList1t01024 —
1.3.6.1.4.1.89.48.68.1.5.{ifindex}
rldotlqPortVlanStaticUntaggedEgressList1025t02048

— 1.3.6.1.4.1.89.48.68.1.6.{ifindex}
rldotlgPortVlanStaticUntaggedEgressList2049t03072

— 1.3.6.1.4.1.89.48.68.1.7.{ifindex}
rldotlgPortVlanStaticUntaggedEgressList3073to4094

— 1.3.6.1.4.1.89.48.68.1.8.{ifindex}

3. NonyyeHHble B pe3y/ibTaTe BbiMOJIHEHUA 3aNPOCa 3HAYEHUA NPeACTaBAAIOT U3 cebs
6MTOBYIO MacKy, MeTOAMUKA pacyeTa KOTOpoi npuseaeHa B pasaene «MpunoxkeHue
A. MeToguKa pacyeta 6UTOBOIA MaCKun».

Hacmpolika pexcuma pabomel nopma

MIB: rlvlan.mib

Ucnonb3syembie Tabnunupl: vianPortModeEntry — 1.3.6.1.4.1.89.48.22.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4

.1.89.48.22.1.1.{ifIndex} 1 {general(l), access(2), trunk(3),

customer (7) }

Mpumep nepesoga uHtepdeiica GigabitEthernet 1/0/2 B pexkum trunk

KomaHpa CLI:

interface GigabitEthernet 1/0/2
switchport mode trunk

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.22.1.1.50 1 3
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[Ipocmomp pexcuma nopma

MIB: rlvlan.mib

Ucnonbayemble Tabanupi: vianPortModeState — 1.3.6.1.4.1.89.48.22.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.22.1.1.{ifindex}

Mpumep npocmoTpa pexkuma Ha GigabitEthernet1/0/2

KomaHpa CLI:
show interfaces switchport GigabitEthernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.22.1.1.50

Bo3mocHble sapuaHmel:

general(1)
access(2)
trunk (3)
customer (7)

HasHa4yume pvid Ha uHmepaelic

MIB: Q-BRIDGE-MIB.mib

Ucnonbayemble Tabnuupi: dotlgPortVianTable — 1.3.6.1.2.1.17.7.1.4.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.5.1.1.{ifindex} u {1-4094}

Mpumep Ha3HaueHua pvid 15 ana GigabitEthernet 1/0/2

KomaHaa CLI:
interface GigabitEthernet 1/0/2
switchport general pvid 15

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.5.1.1.50 u 15

Hacmpolika map mac

MIB: rlvlan.mib

Ucnonbayemble Tabanupi: vianMacBaseVlanGroupTable — 1.3.6.1.4.1.89.48.45

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.45.1.3.{MAC address in DEC}.{mask} i {map-group number} \

1.3.6.1.4.1.89.48.45.1.4.{MAC address in DEC}.{mask} i {createAndGo (4

destroy(6) }

),
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Mpumep HacTPOIiKM map mac

KomaHaa CLI:
vlan database
map mac a8:£9:4b:33:29:c0 32 macs-group 1

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.45.1.3.168.249.75.51.41.192.32 i 1 \
1.3.6.1.4.1.89.48.45.1.4.168.249.75.51.41.192.32 1 4

YemaHoska npasuna Kadccugukayuu VLIAN, ocHosaHHo20 Ha npusfaske K MAC-adpecy, 014

UHmMepagelica

MIB: rlvlan.mib

Ucnonb3zyemble Tabauubi: vianMacBaseVlanPortTable — 1.3.6.1.4.1.89.48.46.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.46.1.2.58.1 u {vlan} 1.3.6.1.4.1.89.48.46.1.3.58.1 1
{createAndGo (4), destroy(6)}

Mpumep BKAOUeHUA npaBuna Knaccudukaumum VLAN gna vHtepdeiica gigabitethernet 1/0/10

Komanga CLI:
interface Gigabitethernet 1/0/10
switchport general map macs-group 1 vlan 20

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.46.1.2.58.1 u 20 \
1.3.6.1.4.1.89.48.46.1.3.58.1 1 4

6.3 Hacmpoiika u moHumopuHe errdisable-cocmoaHusa

[lpocmomp HacmpoekK 0419 asmomMmamu4eckoli arkmusayuu UHmepagelica

MIB: rlinterfaces_recovery.mib

Mcnonb3ayembie Tabnunupl: rlErrdisableRecoveryEnable — 1.3.6.1.4.1.89.128.2.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.2.1.2

Mpumep NpocMoTPa HACTPOEK A1 aBTOMATUMUECKOI aKTUBaLMK UHTepdeica

Komanpga CLI:
show errdisable recovery

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.128.2.1.2
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[pocmomp npu4uHsl 6s10KUPOBKU Mopma

MIB: rlErrdisableRecoverylfReason

Ucnonbayemble Tabauupi: rlErrdisableRecoverylfReason — 1.3.6.1.4.1.89.128.3.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.3.1.1

Mpumep NPocMoTPa NPUUYMHBI 6IOKMPOBKK NOPTA

KomaHpa CLI:
show errdisable interfaces

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.128.3.1.1

V Bo3mocHble apuaHmel:

loopback-detection (1)
port-security (2)
dotlx-src-address (3)
acl-deny (4)
stp-bpdu-guard (5)
stp-loopback-guard (6)
unidirectional-link (7)
dhcp-rate-limit (8)
12pt-guard (9)
storm-control (10)

Hacmpolika asmomamuyeckol akmusayuu UuHmepgelica

MIB: rlinterfaces_recovery.mib

Ucnonbayemble Tabauupi: rlErrdisableRecoveryEnable — 1.3.6.1.4.1.89.128.2.1.2

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.128.2.1.2. {index of reason} i {true(l), false(2)}

Mpumep BKAIOYEHUA aBTOMATUYECKOM aKTUBaLMmn nHtepdeiica B cnyyae loopback detection

KomaHpa CLI:
errdisable recovery cause loopback-detection

KomaHpaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.128.2.1.2.1 i 1
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/‘f‘ Bo3morKHble 3HaueHua index of reason, B 3aBMCMMOCTM OT TUMNA BbIMNOJHAEMOM

HACTPOMKMU:

loopback detection — (1)
port-security — (2)
dotlx-src-address — (3)
acl-deny — (4)
stp-bpdu-guard — (5)
stp-loopback-guard (6)
unidirectional-link — (8)
storm-control — (9)
12pt-guard — (11)

Hacmpolika uHmepsana ebixo0a uHmepgelica us errdisable cocmosaHus

MIB: rlinterfaces_recovery.mib

Ucnonb3zyemble Tabauubi: rlErrdisableRecoveryinterval — 1.3.6.1.4.1.89.128.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.1.0 1 {interval 30-86400}

Mpumep HacTpoiikn 30-ceKyHAHOro MHTepBana Bbixoaa u3 errdisable-coctoaHua

Komanga CLI:
errdisable recovery interval 30

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.128.1.0 i 30

6.4 Hacmpolika voice vian

JlobasaeHue voice vlan

MIB: RADLAN-vlanVoice-MIB

Ucnonb3syembie Tabnnupi: vianVoiceAdminVid — 1.3.6.1.4.1.89.48.54.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.54.8.0 1 {vlan id}

Mpumep ao6aBneHus voice vlan id 10

Komanpga CLI:
voice vlan id 10

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.8.0 1 10
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AKkmusauus voice vlan Ha uHmepagelice

MIB: RADLAN-vlanVoice-MIB

Ucnonbayemble Tabanupi: vianVoiceOUIBasedPortTable — 1.3.6.1.4.1.89.48.54.12.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.54.12.5.1.1.{ifIndex} 1 1 \
1.3.6.1.4.1.89.48.54.12.5.1.2.{ifIndex} u {voice vlan id}

Mpumep akTuBauum voice vlan Ha uHtepdeiice GigabitEthernet1/0/3

KomaHpga CLI:
interface GigabitEthernetl/0/3
voice vlan enable

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.12.5.1.1.51 i 1 \
1.3.6.1.4.1.89.48.54.12.5.1.2.51 u 10

PedakmuposaHue mabauys! OUI

MIB: rlvlanVoice.mib

Ucnonbayemble Tabanupl: vianVoiceOUIBasedTable — 1.3.6.1.4.1.89.48.54.12.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.54.12.4.1.3.{0UI in DEC. BalTe pas3mejig0TCsa TOoukKamMm} i
{createAndGo (4), destroy(6)}

Mpumep pobasneHuna B Tabauuy OUI

KomaHpga CLI:
voice vlan oui-table add 002618

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.12.4.1.3.0.38.24 i 4

6.5 Hacmpoiika LLDP

FnobanbHoe sxknoYeHue/omknaovyeHue LLDP

MIB: riLIdp.mib

Ucnonbayemble Tabauupi: riLidpEnabled — 1.3.6.1.4.1.89.110.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.110.1.1.1.0 1 {true (1), false (2)}

Mpumep otkNtoueHUA LLDP

KomaHpga CLI:
no Lldp run

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.110.1.1.1.0 i 2
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Hacmpolika lldp-med noaumuku ¢ ykazaHuem Homepd voice vlan 019 mea2uposaHHo20 mpaguKa
voice vian

MIB: rllldb.mib

Ucnonb3ayemble Tabnuupl: riLidpXMedLocMediaPolicyContainerTable — 1.3.6.1.4.1.89.110.1.2.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.110.1.2.1.1.2.1 1 {voice(l), voice-signaling(2), guest-voice(3),
guest-voice-signaling(4), softphone-voice(5), video-conferencing(6), streaming-
video(7), video-signaling(8)} \

1.3.6.1.4.1.89.110.1.2.1.1.3.1 1 {vlan} \
1.3.6.1.4.1.89.110.1.2.1.1.4.1 1 {priority} \
1.3.6.1.4.1.89.110.1.2.1.1.7.1 {true(l), false(2)} \
11.3.6.1.4.1.89.110.1.2.1.1.9.1 i {createAndGo (4), destroy(6)}

MNpumep HacTpoiKku lldp-med nonutukm c ykasaHmem VLAN 10, ykazaHuem npuoputeTa 4

KomaHpa CLI:
11dp med network-policy 1 voice vlan 10 vlan-type tagged up 4

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.110.1.2.1.1.2.1 1 1 \
1.3.6.1.4.1.89.110.1.2.1.1.3.1 i 10 \
1.3.6.1.4.1.89.110.1.2.1.1.4.1 1 4 \
1.3.6.1.4.1.89.110.1.2.1.1.7.12 1 1 \
1.3.6.1.4.1.89.110.1.2.1.1.9.1 1 4

Hacmpolika lldp-med nonumuku 0519 meauposaHHo020 mpagukKa voice vian

MIB: rllldb.mib

Ucnonb3syembie Tabnunupl: riLidpXMedNetPolVoiceUpdateMode — 1.3.6.1.4.1.89.110.1.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.110.1.7.0 1 {manual(0), auto(l)}

Mpumep HacTpoiiku lldp-med nonnTnkm B pexkume auto

KomaHpa CLI:
no 1lldp med network-policy voice auto

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.110.1.7.0 1 0
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7 HACTPOMKA IPV4-AOPECALIMU

Co30aHue IP-adpeca Ha interface vian

MIB: rlip.mib
Ucnonbayemble Tabanupi: rsipAddrEntry — 1.3.6.1.4.1.89.26.1.1

snmpset -v2c -c <community> <IP address> \

e
6. .1.89.26.1.1.2.{ip address(DEC)} i {ifIndex} \
6. .

n
1
1 1.89.26.1.1.3.{ip address(DEC)} a {netmask}

w W'

1.4
1.4

Mpumep HacTpoiku agpeca 192.168.10.30/24 Ha vian 30

KomaHpga CLI:
interface vlan 30
ip address 192.168.10.30 /24

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.26.1.1.2.192.168.10.30 i 100029 \
1.3.6.1.4.1.89.26.1.1.3.192.168.10.30 a 255.255.255.0

YoaneHue IP-adpeca Ha interface vian

MIB: rlip.mib
Ucnonbayemble Tabnanupi: rsipAddrEntry — 1.3.6.1.4.1.89.26.1.1

snmpset
1.3
1.3

s 2c -c <community> <IP address> \
1.89.26.1.1.2.{ip address(DEC)} i {ifIndex} \
1.89.26.1.1.3.{ip address(DEC)} a {netmask} \

1.3.6.1.4.1.89.26.1.1.6.{ip address(DEC)} 1 2

et -v
.6.1.4.
.6.1.4.

MNpumep ypanenuns IP-agpeca 192.168.10.30 Ha uHtepdeiice vian 30

KomaHpga CLI:
interface vlan 30
no ip address 192.168.10.30

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.26.1.1.2.192.168.10.30 i 100029 \
1.3.6.1.4.1.89.26.1.1.3.192.168.10.30 a 255.255.255.0 \
1.3.6.1.4.1.89.26.1.1.6.192.168.10.30 i 2

[onyyeHue IP-adpeca no DHCP Ha interface vian

MIB: radlan-dhcpcl-mib.mib

Ucnonbayemble Tabanupi: riDhcpClActionStatus — 1.3.6.1.4.1.89.76.3.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.76.3.1.2.{ifIndex} i {createAndGo(4), destroy(6)}
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Mpumep nonyyeHus IP-agpeca no DHCP Ha interface vlian

KomaHaa CLI:
interface vlan 30
ip address dhcp

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.301\1.3.6.1.4.1.89.76.3.1.2.100029 i 4

,ﬂo6aeumb/ydanumb w3 o ymosa4YaHuro

MIB: rlip.mib

Ucnonb3syembie Tabnunupi: rlinetStaticRouteEntry — 1.3.6.1.4.1.89.26.28.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.28.1.4.0.0.0.0.0.1.4.{IP address}.0 i {metric(4)} \
1.3.6.1.4.1.89.26.28.1.4.0.0.0.0.0.1.4.{IP address}.0 i {remote(4)} \
1.3.6.1.4.1.89.26.28.1.4.0.0.0.0.0.1.4.{IP address}.0 i {createAndGo (4),

destroy (6) }

Mpumep aobaBneHums ip default-gateway 192.168.1.10

KomaHpa CLI:
ip default-gateway 192.168.1.10

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.26.28.1.7.1.4.0.0.0.0.0.1.4.192.168.1.10.0 u 4
1.4.1.89.26.28.1.8.1.4.0.0.0.0.0.1.4.192.168.1.10.0 i 4

\
3.6. \
3.6.1.4.1.89.26.28.1.10.1.4.0.0.0.0.0.1.4.192.168.1.10.0 1 4

1.
1.
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8 HACTPOMKA IPV6-AAPECALIUU

BkrtoyeHue/sbikaro4eHue IPv6-adpecauuu Ha interface vlan

MIB: ip-mib.mib
Ucnonbayemble Tabauupi: ipvbinterfaceEnableStatus — 1.3.6.1.2.1.4.30.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.30.1.5.{ifindex} i {enable(l), disable(2)}

Mpumep BrkAtoUYeHUn IPv6-aapecaumnm Ha vian 2

KomaHpa CLI:
interface vlan 2
ipv6 enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.4.30.1.5.100001 i 1

Co3daHue/ydaneHue |IPv6-adpeca Ha interface vian

MIB: rlip.mib
Ucnonbzyemble Tabanubi: rlipAddressEntry — 1.3.6.1.4.1.89.26.36.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.26.36.1.5.{kxonmnuecTBO DaluT B alpece}.{KaxOuM OalT B INEeCATUUHOM
Bume uepes pasgenuresb}.2.0 1 {ifindex} \
1.3.6.1.4.1.89.26.36.1.13.{konmuecTBO OamT B ampece}.{kaxnowy OauT B HNECATUUYHOM
BuOe uyepes pasznesuresb}.2.0 u {Macka B mecaTuyHoOM BuOe}\
1.3.6.1.4.1.89.26.36.1.11.{xonmuecTBO DOaMT B ampece}.{KaxOuM OalT B INEeCATUUHOM
BuUme uepes paszmemauresib}.2.0 i {createAndGo (4), destroy(6)}

Mpumep pobasneHuns agpeca 2001::1/64 Ha vlan 2

KomaHpga CLI:
interface vlan 2
ipv6 address 2001::1/64

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.26.36.1.5.2.16.32.1.0.0.0.0.0.0.0.0.0.0.0.0.0.1.2.0 1 100001 \
1.4.1.89.26.36.1.13.2.16.32. u 64 \

i

1.3.6. 1.0.0.0.0.0.0.0.0.0.0.0.0.0.1.2.0
1.3.6.1.4.1.89.26.36.1.11.2.16.32.1.0.0.0.0.0.0.0.0.0.0.0.0.0.1.2.0 4
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9 HACTPOMKA GREEN ETHERNET

[nobanbHoe omKnaryeHue green-ethernet short-reach

MIB: rigreeneth.mib

Ucnonb3ayembie Tabnuupli: riGreenEthShortReachEnable — 1.3.6.1.4.1.89.134.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.134.2.0 1 {true (1), false (2)}

Mpumep oTkAoueHUs green-ethernet short-reach

KomaHpa CLI:
no green-ethernet short-reach

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.134.2.0 1 2

[nobanbHOe omKarYyeHue green-ethernet energy-detect

MIB: rigreeneth.mib

Ucnonb3syemblie Tabnuupl: riGreenEthEnergyDetectEnable — 1.3.6.1.4.1.89.134.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.134.1.0 i {true (1), false (2)}

Mpumep oTKkNOUeHUA green-ethernet energy-detect

KomaHpa CLI:
no green-ethernet energy-detect

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.134.1.0 1 2

[Mpocmomp napamempos green-ethernet

MIB: rIGreenEth.mib

Ucnonb3ayembie Tabnunupli: riGreenEthCumulativePowerSaveMeter — 1.3.6.1.4.1.89.134.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.134.5

Mpumep npocmoTpa napameTpos green-ethernet

Komanpga CLI:
show green-ethernet

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.134.5
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10 HACTPOWMKA KO/NbLEBbIX NPOTOKO/1I0B

10.1 MMpomokon ERPS

OnpedeneHue Homepa west-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonbayemble Tabauupi: eltexErpsMgmtRAPSWestPort — 1.3.6.1.4.1.35265.35.1.1.3.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.2

Mpumep onpegeneHna Homepa west-nopra

KomaHpga CLI:

show erps

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.2

[Ipocmomp cocmoaHua west-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonblyemble Tabanybl: eltexErpsMgmtRAPSWestPortState — 1.3.6.1.4.1.35265.35.1.1.3.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.3

Mpumep NpocmoTpa cOCToAHUA west-nopTa

KomaHpga CLI:
show erps vlan 10

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.3

/ Bo3mocHble cocmoAaHuA nopma:

1. Forwarding (1)

2. Blocking (2)

3. Signal-fail (3)

4. Manual-switch (4)
5. Forced-switch (5)

OnpedeneHue Homepa east-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonbayemble Tabanupi: eltexErpsMgmtRAPSEastPort — 1.3.6.1.4.1.35265.35.1.1.3.1.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.4
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Mpumep onpegeneHna Homepa east-nopTa

KomaHaa CLI:
show erps

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.4

[Ipocmomp cocmosAHUA east-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonb3ayembie Tabnnupl: eltexErpsMgmtRAPSEastPortState — 1.3.6.1.4.1.35265.35.1.1.3.1.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.5

Mpumep NnpocMmoTpa coCcToAHUA east-nopTa

Komanga CLI:

show erps vlan 10

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.5

/ Bo3moxcHble cocmoaHua nopma:

1. Forwarding (1)

2. Blocking (2)

3. Signal-fail (3)

4. Manual-switch (4)
5. Forced-switch (5)

[Ipocmomp cocmoAaHUA Koasbua

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonbayembie Tabnunupi: eltexErpsMgmtRAPSRingState — 1.3.6.1.4.1.35265.35.1.1.3.1.1.12

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.12

Mpumep NpocMmoTPa COCTOAHUA KObLA

Komanpga CLI:
show erps vlan 10

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.12
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/ Bo3MO3tHble COCMOAHUA KO/bYa erps:

. Init (1)

.Idle (2)

. Protection (3)

. Manual-switch (4)
. Forced-switch (5)
. Pending (6)

AUV A WNPR

10.2 Hacmpoiika npomoKonaa Spanning-tree

BkrtovyeHue/omkKa4YeHuUe npomokosaa Spanning-tree

MIB: radlan-brgmacswitch.mib

Ucnonbsyemble Tabauupi: ridot1dStp — 1.3.6.1.4.1.89.57.2.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.3.0 1 {enabled(l), disabled(2)}

Mpumep oTKkAOUeHUA Spanning-tree

KomaHpga CLI:

no spanning-tree

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.57.2.3.0 1 2

Banoquue/omeoquue MPomokKoaa spanning-tree Ha KoHguz2ypupyemom uHmepgelice

MIB: BRIDGE-MIB

Ucnonbayemble Tabamupi: dotldStpPortTable — 1.3.6.1.2.1.17.2.15.1.4

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.2.1.17.2.15.1.4.{ifIndex} i {enabled(l), disabled(2)}

Mpumep oTKloueHna paboTbl spanning-tree Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpga CLI:
interface GigabitEthernetl/0/2
spanning-tree disable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.15.1.4.50 i 2

BraroyeHue/sbika0YeHUe pexcuma obpabomku nakemos BPDU uHmepgpelicom, HO KOmopom
8bIK/I0YEeH npomokKosa STP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonbayemble Tabamupi: ridot1dStpPortTable — 1.3.6.1.4.1.89.57.2.13.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.13.1.4.{ifIndex} 1 {filtering(l), flooding(2)}
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Mpumep sBkaoueHna punbtpauum BPDU Ha uHtepdelice Gigabitethernet 1/0/2

KomaHaa CLI:
interface gigabitethernet 1/0/2
spanning-tree bpdu filtering

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.57.2.13.1.4.50 1 1

BkntoyeHue/sbikao4YeHue pexcuma obpabomku nakemos BPDU so VLAN, Ha Komopoli 8bIKAH0YEH
rnpomokos PVST/RPVST

MIB: eltBridgeExtMIB.mib

Ucnonb3ayemble Tabnunupi: eltBridgePvstConfigFilterBpdu — 1.3.6.1.4.1.35265.1.23.1.401.0.6.1.1.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.401.0.6.1.1.7.{VlanId} \
i {enabled(1l), disabled(2)}

Mpumep BrAoueHua ¢punbrpaumm BPDU Bo VLAN 2

KomaHpa CLI:

spanning-tree vlan 2 bpdu filtering

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.401.0.6.1.1.7.2 1 1

BkrnitoueHue/sbikno4yeHue pexcuma obpabomku nakemos BPDU uHmepgpelicom, Ha Komopom
8blKAt04YeH npomokona PVST/RPVST

MIB: eltBridgeExtMIB.mib

Ucnonb3ayembie Tabnunupi: eltBridgePvstConfigFilterBpdu — 1.3.6.1.4.1.35265.1.23.1.401.0.6.2.1.10

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.401.0.6.2.1.10.{V1lanId}.{ifIndex} \
i {enabled(l), disabled(2)}

Mpumep BrAoueHUa punbTpaymm BPDU Ha uHtepdeiice Gigabitethernet 1/0/1 sBo VLAN 2

Komanpga CLI:
interface gigabitethernet 1/0/1
spanning-tree vlan 2 bpdu filtering

KomaHga SNMP:
snmpset -v2c —-c private 192.168.1.30 \
1.3.6.1.4.35265.1.23.1.401.0.6.2.1.10.2.49 1 1

Hacmpolka pexcuma pabomesl npomoKoaa spanning-tree

MIB: draft-ietf-bridge-rstpmib.mib
Ucnonb3syembie Tabnunupl: dot1dStpVersion — 1.3.6.1.2.1.17.2.16

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.16.0 1 {stp(0), rstp(2), mstp(3)}
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Mpumep ycTaHOBKM pexkuma paboTbl NpoToKoAa Spanning-tree

KomaHpga CLI:
spanning-tree mode rstp

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.16.0 1 2

[lpocmomp ponau nopma 8 STP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonbayemble Tabamupi: ridotldStpPortRole — 1.3.6.1.4.1.89.57.2.13.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.13.1.7.{ifindex}

Mpumep npocmotpa ponu Gigabitethernet0/2 s STP

KomaHaa CLI:
show spanning-tree Gigabitethernet0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.57.2.13.1.7.50

/ Bo3mocHble cocmoAaHuA nopma:

1. Disabled (1)
2. Alternate (2)
3. Backup (3)

4. Root (4)

5. Designated (5)

[lpocmomp cocmoaHusa nopma 8 MSTP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonbayemble Tabamupli: ridotlsMstplnstancePortState — 1.3.6.1.4.1.89.57.6.2.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.6.2.1.4.1.{ifindex}

Mpumep npocmoTpa coctoaHusa Gigabitethernet0/2 8 mstp

KomaHpa CLI:
show spanning-tree Gigabitethernet0/2

KomaHpaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.57.6.2.1.4.1.50

/ Bo3mMocHble cocmoAaHUA nopma:

1. Disabled (1)
2. Blocking (2)
3. Listening (3)
4. Forwarding (5)
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[Mpocmomp epemeHu ¢ nocaedHe20 nepecmpoeHus (topology change)

MIB: BRIDGE-MIB

Ucnonb3ayemble Tabnuupl: dotldStpTimeSinceTopologyChange — 1.3.6.1.2.1.17.2.3.0

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.3.0

Mpumep NpocMoTpa BpemeHU € NocAeaHero nepecTpoeHus

KomaHaa CLI:
show spanning-tree

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 1.3.6.1.2.1.17.2.3.0

Koauyecmeo nepecmpoeHuli (topology change)

MIB: BRIDGE-MIB
Ucnonb3zyemble Tabauubi: dotldStpTopChanges — 1.3.6.1.2.1.17.2.4.0

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.4.0

Mpumep NPoOCMOTPa KOAUUECTBA NEPECTPOEHMIA

KomaHpa CLI:
show spanning-tree

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 1.3.6.1.2.1.17.2.4.0

[lpocmomp uHmepagelica, c Komopo2o NPUHAM rnocaedHul topology change

MIB: eltBridgeExtMIB.mib

Ucnonb3syemblie Tabnunupl: eltdotldStplastTopologyChangePort — 1.3.6.1.4.1.35265.1.23.1.401.0.5.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.401.0.5.2

Mpumep npocmoTpa MHTepdeiica, C KOTOPOro NPUHAT nocnegHui topology change

Komanpga CLI:
show spanning-tree

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 1.3.6.1.4.1.35265.1.23.1.401.0.5.2
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11 rPynnoBAA AAPECALMUA

11.1 MNpasuna epynnoeoli adpecayuu (multicast addressing)

3anpeuwjeHue QUHaMuUYyecKo2o dobasaeHud nopma K MHo2odopecHol epynne

MIB: rlbrgmulticast.mib

Ucnonbayemble Tabauupi: riBrgStaticinetMulticastEntry — 1.3.6.1.4.1.89.116.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.116.5.1.6.{vlan id}.1.4.{ip address(DEC)}.1.4.0.0.0.0 x
0000000000000000 \
1.3.6.1.4.1.89.116.5.1.7.{vlan id}.1.4.{ip address(DEC)}.1.4.0.0.0.0 x
{BuroBaa macka uHTepberical \
1.3.6.1.4.1.89.116.5.1.8.{vlan id}.1.4.{ip address(DEC)}.1.4.0.0.0.0 1
{createAndGo (4), destroy (6)}

Mpumep 3anpeta nsyyeHus rpynnoi 239.200.200.17 Ha nopTe GigabitEthernet 1/0/1 B vlan 622

KomaHpga CLI:

interface vlan 622

bridge multicast forbidden ip-address 239.200.200.17 add GigabitEthernet 1/0/1

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.116.5.1.6.622.1.4.239.200.200.17.1.4.0.0.0.0 x 0000000000000000

\
1.3.6.1.4.1.89.116.5.1.7.622.1.4.239.200.200.17.1.4.0.0.0.0 x 0000000000008000
\
1

.3.6.1.4.1.89.116.5.1.8.622.1.4.239.200.200.17.1.4.0.0.0.0 1 4

1) CymmapHoe KonuuecTtso umodp B OID 1.3.6.1.4.1.89.116.5.1.6 1 OID
V 1.3.6.1.4.1.89.116.5.1.7 oNKHO 6biTb OANHAKOBbIM U YETHBIM.

2) MeToauKy pacueta 6MTOBOI MacKU MOXXHO NOCMOTPETb B pa3gene «MNpunoxeHue A.

MeToauKa pacyeta 6UTOBOIA MacKu».

3anpeuwieHue npoxoxoeHuUs HeapeaucmpuposaHHo2o Multicast-mpaguka

MIB: rlbrgmulticast.mib

Ucnonbayemble Tabamupl: riMacMulticastUnregFilterEnable — 1.3.6.1.4.1.89.55.4.1

snmpset -v2c —-c <community> <IP address> \
1.3.6.1.4.1.89.55.4.1.0 x "{BuroBasa Macka nnsa muHTepdelicon}"

Mpumep 3anpeta npoXoXaeHUa HesapeructpuposaHHoro Multicast-tpaduka ana
GigabitEthernet 1/0/20-21

noprtos

KomaHpa CLI:
interface range GigabitEthernet 1/0/20-21
bridge multicast unregistered filtering

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.4.1.0 x "000000000000000018™

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP

65




HELTEX

/ 1) Ona ypaneHna HACTPOMKU HaAo 3aMeHUTb COOTBETCTBYIOLME NopTam nons B
6uToBoii macke Ha 0.

2) MeToauKy pacueta 6UTOBOI MacCKM MOXKHO NOCMOTPETb B pasaene «MpunokeHue
A. MeToguMKa pacueta 6UTOBON MaCKu».

Puabmpayuss MH020a0pecHo20 MpPaduKa

MIB: rlbrgmulticast.mib

Ucnonb3ayembie Tabnunupi: riIMacMulticastEnable — 1.3.6.1.4.1.89.55.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.1.0 i {true(l), false(2)}

Mpumep BKAOYEHUA GUNbTPALMM MHOrOa4pecHoro Tpaduka

Komanpga CLI:
bridge multicast filtering

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.1.0 1 1

[nobasnbHOe 8KAYEHUE igmp shooping

MIB: rlbrgmulticast.mib

Ucnonb3syemblie Tabnunupl: rligmpSnoopEnable — 1.3.6.1.4.1.89.55.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.2.2.0 1 {true(l), false(2)}

Mpumep rnobanbHOro BKAKOYEHUA igmp snooping

Komanpga CLI:

ip igmp snooping

Komanga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.2.2.0 1 1

BknroyeHue igmp snooping 8 vlan

MIB: rlbrgmulticast.mib

Ucnonb3syembie Tabnaunupl: rligmpMIidSnoopVianEnable — 1.3.6.1.4.1.89.55.5.5.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.5.5.1.3.1.{vlan id} 1 {true(l), false(2)}

Mpumep BKAKOUEHUA igmp snooping Bo vian 30

KomaHpa CLI:
ip igmp snooping vlan 30

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.5.5.1.3.1.30 1 1
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[lpocmomp mabauysl igmp snooping

MIB: rlbrgmulticast.mib

Ucnonbayemble Tabamupi: riigmpMIdSnoopMembershipTable — 1.3.6.1.4.1.89.55.5.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.5.4

Mpumep npocmoTpa Tabauubl igmp snooping

KomaHpa CLI:
show ip igmp shooping groups
KomaHga SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.55.5.4

Hacmpolika multicast-tv vian (MVR)

MIB: rlvlan.mib

Ucnonbayemble Tabamupbi: vianMulticastTvEntry — 1.3.6.1.4.1.89.48.44.1

snmpset -v2c -c <community> <IP address> \
1.3.6. .1.89.48.44.1.1.{ifIndex} u {vlan-id} \
1.3.6. .1.89.48.44.1.2.50 1 {createAndGo (4), destroy (6)}

1.4
1.4

Mpumep HacTpoku multicast-tv vlan 622 Ha nHtepdeiice gigabitethernet 1/0/2

KomaHpga CLI:
interface gigabitethernet 1/0/2
switchport access multicast-tv vlan 622

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.44.1.1.50 u 622 \
1.3.6.1.4.1.89.48.44.1.2.50 1 4

Hacrpoiika pexuma pabotbl multicast-tv vlan <customer/access/trunk/general>
V 3aBMCUT OT peXMMa HacTpPOMKM nopTa, T.e. OT KOmaHAabl switchport mode
customer/access/trunk/general.

11.2 ®yHkyuu o2paHuvyeHus multicast-mpaguka

Co30aHue multicast snooping profile

MIB: eltlpMulticast.mib

Ucnonbayemble Tabauupi: eltMeslpMulticast — 1.3.6.1.4.1.35265.1.23.46.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.46.1.1.2.{Index of profile} s {profile name} \
1.3.6.1.4.1.35265. 1.23.46.1.1.3.{Index of profile} i {deny(l), permit(2)} \
1.3.6.1.4.1.35265. 1.23.46.1.1.4.{Index of profile} i {createAndGo (4),
destroy (6) }
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Mpumep co3gaHua npodpuna c umeHem IPTV (npegnonoxum, uto npodunb byaer umerb NOPALKOBbINA
Homep 3)

KomaHaa CLI:
multicast snooping profile IPTV

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.1.1.2.3 s IPTV \
1.3.6.1.4.1.35265.1.23.46.1.1.3.3 1 1 \
1.3.6.1.4.1.35265.1.23.46.1.1.4.3 1 4

YKkasaHue duanasoHos Multicast-adpecos 8 multicast snooping profile

MIB: eltlpMulticast.mib

Ucnonb3syembie Tabnunupl: eltMeslpMulticast — 1.3.6.1.4.1.35265. 1.23.46.3

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265. 1.23.46.3.1.3.{index of rule}.{Index of profile} 1
{ip(1),1ipv6(2)} \

1.3.6.1.4.1.35265. 1.23.46.3.1.4.{index of rule}.{Index of profile} x {ip-
ampec Hauajla IOManasoHa B IMeCTHaAlaTepuuyHoM Bume} \

1.3.6.1.4.1.35265. 1.23.46.3.1.5.{index of rule}.{Index of profile} x {ip-
ampec KOHIA IOMarnas30Ha B MEeCTHaAlaTepuuyHoM Bume} \

1.3.6.1.4.1.35265. 1.23.46.3.1.6.{index of rule}.{Index of profile} 1
{createAndGo (4), destroy(6)}

Mpumep orpaHuyeHna Multicast-rpynn 233.7.70.1-233.7.70.10 pgna npoduna c umeHem IPTV
(npegnonaraerca, uto npoduabL umeer NopsaaKoBbii Homep 3. B nepsom npodune asa npasuna, Bo
BTOPOM — 0OAHO)

KomaHpa CLI:
multicast snooping profile IPTV
match ip 233.7.70.1 233.7.70.10

Komanaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.3.1.3.4.3 1 1 \
1.3.6.1.4.1.35265.1.23.46.3.1.4.4.3 x E9074601 \
1.3.6.1.4.1.35265.1.23.46.3.1.5.4.3 x E907460A \
1.3.6.1.4.1.35265.1.23.46.3.1.6.4.3 1 4

V index of rule cuntaetca no cymme Bcex NpaBua BO Bcex Npodpunsax.

HasHayeHue multicast snooping profile Ha nopm

MIB: eltlpMulticast.mib

Ucnonb3syemble Tabnunupl: eltMeslpMulticast — 1.3.6.1.4.1.35265. 1.23.46.7.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265. 1.23.46.7.1.1.{ifIndex}.{Index of profile} i {ifIndex} \
1.3.6.1.4.1.35265. 1.23.46.7.1.2.{ifIndex}.{Index of profile} i {Index of
profile} \

1.3.6.1.4.1.35265. 1.23.46.7.1.3.{ifIndex}.{Index of profile} i
{createAndGo (4), destroy(6)}
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Mpumep po6aeneHuna npodunsa test (c tHaekcom npoduna 3) Ha uHtepdeic Gigabitethernet 1/0/2

KomaHpga CLI:
interface Gigabitethernet 1/0/2
multicast snooping add test

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.7.1.1.50.3 1 50 \
1.3.6.1.4.1.35265.1.23.46.7.1.2.50.3 1 3 \
1.3.6.1.4.1.35265.1.23.46.7.1.3.50.3 1 4

Hacmpolika oepaHu4eHus Konuyecmesa Multicast-epynn Ha nopme

MIB: eltlpMulticast.mib

Ucnonbzyemble Tabanybl: eltMeslpMulticast — 1.3.6.1.4.1.35265.1.23.46.6.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.46.6.1.2.{ifIndex} i {MAX number}

Mpumep HacTpoKu orpaHuueHus B Tpu Multicast-rpynnbi Ha nHtepdeiice Gigabitethernet 1/0/2

KomaHpga CLI:
interface Gigabitethernet 1/0/2
multicast snooping max-groups 3

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.6.1.2.50 1 3

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP 69




HELTEX

12 ®YHKLUWU YNPABJIEHUA

12.1 MexaHu3zm AAA

LobasneHue HO8020 osnsL308amess

MIB: rlaaa.mib

Ucnonb3syembie Tabnunupl: rIAAALocalUserTable — 1.3.6.1.4.1.89.79.17

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.17.1.1.{number of letters}.{Login in DEC, kaxnas OykBa
JIOTMHAa OTHeJIseTCs OT cJjenywmel rToukoi} s {login} \
1.3.6.1.4.1.89.79.17.1.2.{number of letters}.{Login in DEC, xaxnmas OyKBa
JIOTMHA OTIeJyiseTcd OT cijenywmelrt Toukoi} s "#{encoding password}™ \
1.3.6.1.4.1.89.79.17.1.3.{number of letters}.{Login in DEC, kaxnas OykBa
JIOTMHA OTIejyiseTcda OT cienywmel Toukoi} i {privelege level (1-15)} \
1.3.6.1.4.1.89.79.17.1.4. {number of letters}.{Login in DEC, xaxnas OyKBa
JIOTMHa OTHEeJITeTCsa OT cJjenywomey Toukon} i {create and go(4)}

Mpumep pobasneHna nonbsosartena techsup c naponem password U yposHem npusunernii 15

Komanga CLI:
username techsup password password privilege 15

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.17.1.1.7.116.101.99.104.115.117.112 s techsup \
1.3.6.1.4.1.89.79.17.1.2.7.116.101.99.104.115.117.112 s
"#5baa61ed4c9093f3f0682250b6cf8331b7ee68£d8" \
1.3.6.1.4.1.89.79.17.1.3.7.116.101.99.104.115.117.112 i 15
\N1.3.6.1.4.1.89.79.17.1.4.7.116.101.99.104.115.117.112 i 4

7 1. NloruH nepesogutca us ASCIl 8 HEX ¢ nomolbio Tabnunubl, KOTOPYIO MOXKHO HaTH
V no ccbinke https://ru.wikipedia.org/wiki/ASCII

2. Maponb 3a43eTcA UCKAIOUUTENBHO B LWKMdPOBAHHOM BUAE, NUweTca 06sa3aTenbHO
B KaBbluKax, nepeg naponem aobasnsnerca #.

Hacmpolika memoodos asmopu3sayuu 044 login

MIB: rlaaa.mib

Ucnonb3ayembie Tabnunupi: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.2.15.{"1login _c default” in DEC, xaxnada OyKBa JIOTMHa
oTHeNyiaeTCcHa OT ciyenymomel Touxkol} 1 {enable(2),radius (4),tacacs(5),local (3)} \
1.3.6.1.4.1.89.79.15.1.2.15.{"1login n default” in DEC, xaxnmas OykBa JIOTMHa
oTmesiseTcda oOT cienylumer Toukoi} i1 {enable(2),radius (4),tacacs (5),local(3)} \
1.3.6.1.4.1.89.79.15.1.3.15.{"1login _c default” in DEC, kaxnada OyKBa JIOTMHa
oTHeNyiaeTCcHa OT cijenymomel Touxkol} 1 {enable(2),radius (4),tacacs(5),local (3)} \
1.3.6.1.4.1.89.79.15.1.3.15.{"1login n default” in DEC, kaxnada OyKBa JIOTMHa
oTmesiseTcda oOT cienylumer Toukoi} i1 {enable(2),radius (4),tacacs (5),local(3)} \
1.3.6.1.4.1.89.79.15.1.4.15.{"1ogin _c_default” in DEC, xaxnmas OykBa JIOTMHa
oTmesiaeTCca OT ciyenymomer Touxkol} 1 {enable(2),radius(4),tacacs(5),local (3)} \
1.3.6.1.4.1.89.79.15.1.4.15.{"1login n default” in DEC, kaxpasda OyKBa JIOTMHa
oTmesideTCca OT cijenymomer Touxkol} 1 {enable(2),radius(4),tacacs(5),local (3)} \
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1.3.6.1.4.1.89.79.15.1.10.15.{"1ogin_c default” in DEC, kaxnasa OyKBa JIOTMHa
oTmesiseTcsa OT cijenybmeir Toukon} i 1\
1.3.6.1.4.1.89.79.15.1.10.15.{"1ogin n default” in DEC, kaxnasa OyKBa JIOTMHAa
oTImeyIfeTcsa OT cjemyomer Toukon} i 1

Mpumep HacTPOIiKN MeToA0B aBTOpU3auum ana login

KomaHpga CLI:
aaa authentication login authorizationdefault local

KomaHpa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108

.116 1 3\
1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.110.95.100.101.102.97.117.10
8.116 i 3 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.99.95.100.101.102.97.117.10
8.116 i 1 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.110.95.100.101.102.97.117.1
08.116 i 1
/ None 1.3.6.1.4.1.89.79.15.1.2.15 HacTpanBaeT NepBbiA METOA aBTOPU3aLUK;
V None 1.3.6.1.4.1.89.79.15.1.3.15 HacTpanBaeT BTOPOii meTopm, aBTOpU3aLUu;
None 1.3.6.1.4.1.89.79.15.1.4.15 HacTpanBaeT TPeTUii MeToa, aBTOpU3aLmm.
V 108.111.103.105.110.95.99.95.100.101.102.97.117.108.116 nepesoautca u3 ASCIl

Tabaunubl (pacwmdposbiBaetca login_c_default).

108.111.103.105.110.95.110.95.100.101.102.97.117.108.116 nepeBogutca us ASCII
Tabaunubl (pacwmdposbiBaetca login_c_default).

YoaneHue Hacmpoliku memodos asmopu3sayuu 04 login

MIB: rlaaa.mib

Ucnonbayemble Tabauupi: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.2.15.{"1ogin_c _default” in DEC, xaxzmas OykBa JIOTMHa
oTmesiseTcda OT ciemynmer Toukon} i 3\
1.3.6.1.4.1.89.79.15.1.2.15.{"1login n default” in DEC, kaxnmasa OykBa JIOTMHa
oTmesigseTcd OT ciemyomer Touxkon} i 3\
1.3.6.1.4.1.89.79.15.1.3.15.{"1ogin_c default” in DEC, xaxzmas ©OykBa JIOTMHa
oTmesigseTcd OT ciemywomer Ttouxon} i 0 \
1.3.6.1.4.1.89.79.15.1.3.15.{"1ogin _n default” in DEC, xaxnmasa OykBa JIOTMHa
oTmesigeTcda oT ciemymmer Toukor} i 0\
1.3.6.1.4.1.89.79.15.1.4.15.{"1login _c default” in DEC, kaxnasa OyKBa JIOT'MHa
oTmesigseTcd oOT ciemyomer Ttouxon} i 0 \
1.3.6.1.4.1.89.79.15.1.4.15.{"1login n default” in DEC, kaxnasa OyKBa JIOT'MHa
oTmesigeTcda oT ciemymmer Toukon} i 0\
1.3.6.1.4.1.89.79.15.1.10.15.{"1ogin_c default” in DEC, kaxnasa OyKBa JIOTMHAa
oTmesigseTcd oOT ciemyomer Ttouxkon} i 0 \
1.3.6.1.4.1.89.79.15.1.10.15.{"1ogin n default” in DEC, kaxnmaa Oykea JIOTMHa
oTmensgeTcs OT cjenyiomer Toukoin} i 0

Mpumep yaaneHna meToaos aBTopusaumm gna login

KomaHpga CLI:
no aaa authentication login default
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KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108

116 i3\
.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.110.95.100.101.102.97.117.10
8 116 i 3\
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.99.95.100.101.102.97.117.10
8.116 i 0 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.110.95.100.101.102.97.117.1
08.116 1 O
MNone 1.3.6.1.4.1.89.79.15.1.2.15 HacTpanBaeT NepBbliA MeTOA aBTOPU3aLUMK;
MNone 1.3.6.1.4.1.89.79.15.1.3.15 HacTpauBaeT BTOpPOii MmeToA, aBTOpU3aLum;
MNone 1.3.6.1.4.1.89.79.15.1.4.15 HacTpanBaeT TpeTUN MeTO4 aBTOPU3aLIUN.

108.111.103.105.110.95.99.95.100.101.102.97.117.108.116 nepeBogutca u3 ASCII
Tabaunubl (pacwudposbiBaertca login_c_default).

108.111.103.105.110.95.110.95.100.101.102.97.117.108.116 nepesogutca us ASCII
Tabaunubl (pacwudposbiBaeTtca login_c_default).

Hacmpolika memodos asmopu3sayuu 014 enable

MIB: rlaaa.mib

Ucnonb3zyemble Tabauubi: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.16.1.2.16.{"enable n default” in DEC, kaxnasa OyKBa JIOTMHA
oTmesiseTcsa OT cienylumel Toukoi} 1 {enable(2),radius (4),tacacs(5)} \
1.3.6.1.4.1.89.79.16.1.3.16.{"enable c default” in DEC, kaxpasa OykKBa JIOTMHa
oTmesiaeTCca OT ciyenmywumel Toukol} 1 {enable(2),radius(4),tacacs(5)} \
1.3.6.1.4.1.89.79.16.1.4.16.{“enable c default” in DEC, kaxnasa OykKBa JIOTMHa
oTmesiseTcsa oOT cienybmel Toukoi} i1 {enable(2),radius (4),tacacs(5)} \
1.3.6.1.4.1.89.79.16.1.10.16.{"enable c default” in DEC, xaxnmas OyKBa JIOTMHAa
oTmesigeTcd OT ciemypomer Touxkon} 1 1\
1.3.6.1.4.1.89.79.16.1.10.16.{“enable n default” in DEC, xaxnas OykBa JIOTMHa
oTmeyiaeTcda OT cJijenylmer Toukoin} i 1

Mpumep HacTPOIKN MeToA0B aBTOpU3aL MK gna enable

Komanpga CLI:
aaa authentication enable authorization default tacacs radius enable

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.79.15.1.2.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.1

08.116 i 5 \

1.3.6.1.4.1.89.79.15.1.2.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117.
108.116 1 5 \
1.3.6.1.4.1.89.79.15.1.10.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.
108.116 1 1 \
1.3.6.1.4.1.89.79.15.1.10.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117

.108.116 1 1

V None 1.3.6.1.4.1.89.79.16.1.2.16 HacTpanBaeT NepBbiA METOA aBTOPU3aLUK;

‘ MNone 1.3.6.1.4.1.89.79.16.1.3.16 HacTpanBaeT BTOPOii meToa, aBTOpU3aLUK;

None 1.3.6.1.4.1.89.79.16.1.4.16 HacTpanBaeT TPeTUii MeToA, aBTOpU3aL M.
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v/

101.110.97.98.108.101.95.99.95.100.101.102.97.117.108.116 nepeBogutca us ASCII
Tabaunupbl (pacwmdposbiBaetca enable_c_default).

101.110.97.98.108.101.95.110.95.100.101.102.97.117.108.116 nepesogutca u3 ASCII
Tabauubl (pacwmdposbiBaetca enable_n_default).

YoaneHue Hacmpoliku memo0dos asmopu3ayuu 014 enable

MIB: rlaaa.mib

Ucnonbayemble Tabanupi: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.2.16.{ enable_c default” in DEC, kaxnasa OykKBa JIOTMHa
oTmesigeTcda OT cijemypmeir Toukoi} i 2 \
1.3.6.1.4.1.89.79.15.1.2.16.{"enable n default” in DEC, kaxnasa OyKBa JIOTMHAa
oTmesigseTcd OT ciemyomer Toukon} 1 2 \
1.3.6.1.4.1.89.79.15.1.3.16.{ enable_c default” in DEC, kaxpasa OyKBa JIOTMHa
oTmesigseTcd OT cienywomer Touxkom} 1 0 \
1.3.6.1.4.1.89.79.15.1.3.16.{"enable n default” in DEC, kaxnasa OyKBa JIOTMHa
oTmesigseTcd oOT cienywomer Ttouxkon} i 0 \
1.3.6.1.4.1.89.79.15.1.4.16.{ enable_c default” in DEC, kaxpasa OykKBa JIOTMHa
oTmesigseTcd oOT ciemyomer Touxkon} 1 0 \
1.3.6.1.4.1.89.79.15.1.4.16.{ enable n default” in DEC, kaxpasa OyKBa JIOTMHa
oTmesigseTcda OT cienywomer Ttouxkon} i 0 \
1.3.6.1.4.1.89.79.15.1.10.16.{%"enable c default” in DEC, kaxnas OykBa JIOTMHAa
oTmesigseTcd OT ciemybomer Touxkom} 1 0 \
1.3.6.1.4.1.89.79.15.1.10.16.{"enable n default” in DEC, xaxnmas OykBa JIOTMHa
oTmeyigeTcsa oOT cienyiomer Toukoin} i 0

Mpumep ypaneHna meToaoB aBTopusaumm gna enable

KomaHga CLI:

no aaa authentication enable default

KomaHga SNMP

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.15.1.2.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.1

08.116 1 2 \
1.3.6.1.
108.116

108.116
1.3.6.1.
.108.116 1 0

9.79.15.1.2.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117.

4.1.89.

i 2\
1.3.6.1.4.1.89.79.15.1.10.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.

i 0\

4.1.89.

9.79.15.1.10.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117

v/
Y

None 1.3.6.1.4.1.89.79.15.1.2.15 HacTpanBaeT NepBbliA METOA aBTOPU3aLIUK;
None 1.3.6.1.4.1.89.79.15.1.3.15 HacTpanBaeT BTOPOii MmeTom, aBTOpU3aLUK;
None 1.3.6.1.4.1.89.79.15.1.4.15 HacTpaMBaeT TPEeTUi1 MeToa, aBTOpU3aL M.

101.110.97.98.108.101.95.99.95.100.101.102.97.117.108.116 nepeBogutca us ASCII
Tabaunupbl (pacwmndposbiBaetca enable_c_default).

101.110.97.98.108.101.95.110.95.100.101.102.97.117.108.116 nepesogutca us ASCIl
Tabnuupbl (pacwmdposbiBaetca enable_n_default).
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12.2 Hacmpoiika docmyna

BkaroyeHue telnet-cepsepa

MIB: radlan-telnet-mib.mib

Ucnonb3ayemble Tabnuupl: riTelnetEnable — 1.3.6.1.4.1.89.58.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.58.7.0 1 {on(l), off(2)}

Mpumep BKntoueHus telnet-cepsepa

KomaHpa CLI:
ip telnet server

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.58.7.0 1 1

BknroyeHue ssh-cepsepa

MIB: rlssh.mib
Ucnonb3syembie Tabnunupl: riISshServerEnable — 1.3.6.1.4.1.89.78.2.102

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.78.2.102.0 1 {on(l), off(2)}

Mpumep BrAoueHua ssh-cepsepa

KomaHpa CLI:
ip ssh server

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.78.2.102.0 1 1

[Mpocmomp akmugHbix ceccull

MIB: rIAAA.mib

Ucnonbsyemble Tabnuupbi: rIAAAUserlnetName — 1.3.6.1.4.1.89.79.57.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.57.1.5

Mpumep NPOCMOTPa aKTUBHbBIX CECCUN

KomaHpa CLI:
Show users

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.79.57.1.5
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13 3EPKAIMPOBAHUE NOPTOB

HacmpolKa 3epKanupo8aHusa nopmos

MIB: rfc2613.mib

Ucnonbayemble Tabauupi: portCopyTable — 1.3.6.1.2.1.16.22.1.3.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.16.22.1.3.1.1.4.{ifindex src port}.{ifindex dst port} i
{copyRxOnly (1), copyTxOnly(2), copyBoth(3)} \
1.3.6.1.2.1.16.22.1.3.1.1.5.{ifindex src port}.{ifindex dst port} i
{createAndGo (4), destroy(6)}

Mpumep 3epkanuposaHua Tpaduka c uHTepdeiica GigabitEthernet 1/0/1 Ha untepdeiic GigabitEthernet
1/0/2

KomaHpa CLI:
interface GigabitEthernet 1/0/2
port monitor GigabitEthernet 1/0/1

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.16.22.1.3.1.1.4.49.50 1 3 \
1.3.6.1.2.1.16.22.1.3.1.1.5.49.50 1 4

Hacmpolika 3epkanuposaHusa vlan

MIB: rfc2613.mib

Ucnonbsyemble Tabauupi: portCopyTable — 1.3.6.1.2.1.16.22.1.3.1

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.2.1.16.22.1.3.1.1.4.{ifindex vlan}.{ifindex dst port} i
{copyRxOnly (1)} \

1.3.6.1.2.1.16.22.1.3.1.1.5.{ifindex vlan}.{ifindex dst port} i
{createAndGo (4), destroy(6)}

Mpumep HacTpoiikm 3epkanuposaHua vlan 622 Ha untepdeiic GigabitEthernet 1/0/2

KomaHaa CLI:
interface GigabitEthernet 1/0/2
port monitor vlan 622

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.16.22.1.3.1.1.4.100621.50 1 1 \
1.3.6.1.2.1.16.22.1.3.1.1.5.100621.50 1 4

Hacmpolika pexcuma 3epKaauposaHus

MIB: RADLAN-SMON-MIB

Ucnonbayemble Tabanupi: riPortCopyMode — 1.3.6.1.4.1.89.84.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.84.4.0 1 {monitor-only(l), network(2)}
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Mpumep 3apgaHnA pexxmma 3epKaamposaHuA

KomaHaa CLI:

port monitor mode network

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.84.4.0 1 2

HaszHayeHue vlan 018 yoaneHHO20 MOHUMOPUH2a

MIB: ELTEX-MES-SMON-MIB

Ucnonb3ayemble Tabnunupli: eltPortCopyRemoteTable — 1.3.6.1.4.1.35265.1.23.84.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.84.1.1.2.1 i {vlan id} \
1.3.6.1.4.1.35265.1.23.84.1.1.2.2 i {vlan id} \
1.3.6.1.4.1.35265.1.23.84.1.1.4.1 1 {createAndGo (4), destroy(6)}
1.3.6.1.4.1.35265.1.23.84.1.1.4.2 1 { createAndGo(4), destroy(6)}

Mpumep HasHayeHusA vian 100 gns yaaneHHOro MOHUTOPUHTA

KomaHpa CLI:
port monitor remote vlan 100

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.84.1.1.2.1 i 100 \
1.3.6.1.4.1.35265.1.23.84.1.1.2.2 i 100 \
1.3.6.1.4.1.35265.1.23.84.1.1.4.1 i 4 \
1.3.6.1.4.1.35265.1.23.84.1.1.4.2 1 4

BkaroyeHue pyHKUuU yoasaeHHo20 3epKanuposaHud (RSPAN)

MIB: RADLAN-SMON-MIB

Ucnonb3syembie Tabnunupl: riPortCopyVianTaggingTable — 1.3.6.1.4.1.89.84.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.84.3.1.1.{ifindex} i {true)l), false(2)}

Mpumep BKAOUEHUA GYHKLMU YAANEHHOTO 3epKaIMpoBaHuUs

KomaHpa CLI:
interface GigabitEthernet0/2
port monitor remote

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.84.3.1.1.50 1 1

Hacmpolika numumos (0eckpunmopos) 014 nepedayu 3epKaaupyemo20 mpaguka

MIB: ELTEX-MES-QOS-TAIL-DROP-MIB

Ucnonb3ayembie Tabnnupi: eltQoSTailDropMirrorRxDescriptorsLimit — 1.3.6.1.4.1.35265.1.23.12.1.1.5

snmpset 2c -c <community> <IP address> \

1.35265.1.23.12.1.1.5.0 1 {rx mirror descriptors limit} \

n
1
1 1.35265.1.23.12.1.1.6.0 1 {tx mirror descriptors limit}

w W'

et -v
.3.6.1.4.
.3.6.1.4.
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Mpumep HazHaYeHUA NMMUTOB

KomaHpga CLI:
gos tail-drop mirror-limit rx 2650
gos tail-drop mirror-limit tx 2650

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.5.0 1 2650 \
1.3.6.1.4.1.35265.1.23.12.1.1.6.0 1 2650
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14 ®YHKUMU ANATHOCTUKN PUSUYECKOIO YPOBHA

14.1 AuazHocmuka medHoz20 Kabens

3anyck TDR-mecma 018 nopma

MIB: riphy.mib
Ucnonb3ayemble Tabnunupli: riPhyTestSetType — 1.3.6.1.4.1.89.90.1.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.90.1.1.1.1.{ifIndex} 1 2

Mpumep 3anycka tdr gna nopra GigabitEthernet 1/0/12

KomaHpa CLI:
test cable-diagnostics tdr interface GigabitEthernet 1/0/12

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.90.1.1.1.1.60 1 2

V | Dna 3anycka Tecta tdr-fast ykasatb napamerp i 25.

YmeHue uHgopmMmayuu rno napam npu mecmuposaHuu memooom TDR

MIB: eltPhy.mib
Ucnonb3syembie Tabnuupl: eltPhyTdrTestTable — 1.3.6.1.4.1.35265.1.23.90.1.1

e Cratyc1 (1-2) napbl:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.2.{ifIndex}

e (Cratyc 2 (3-6) napbi:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.3.{ifIndex}

e Cratyc 3 (4-5) napbl:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.4.{ifIndex}

e Cratyc 4 (7-8) napbl:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.5.{1ifIndex}
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Mpumep npocmoTpa cTatyca napbl 1 Ha uHTepdeiice GigabitEthernet 1/0/12

KomaHpga CLI:
show cable-diagnostics tdr interface GigabitEthernet 1/0/12

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.90.1.1.1.2.60

V BapuaHTbI cTaTycoB nap:

HELTEX

test-failed(0) — d¢usuueckas HeucnpaBHOCTb, MO6O B MOMEHT 3anpoca upaer

ONarHocTUKa NHUY;
ok(1) — napa B nopsaake;

open(2) — paspbis;

short(3) — KOHTaKTbl Napbl 3aMKHYTbI;

impedance-mismatch(4) — pasHuua B conpotuBneHum (camwkom 6onbioe

3aTyxaHue B INHUN);

short-with-pair-1(5) — 3ambikaHue mexay napamm;
short-with-pair-2(6) — 3ambikaHue mexKay napamm;
short-with-pair-3(7) — 3ambikaHue mexKay napamm;
short-with-pair-4(8) — sambikaHue mexKgy napamm.

UsmepeHue OauHbI nap 0718 memooda TDR

MIB: eltPhy.mib
Ucnonbayemble Tabnuupl: eltPhyTdrTestTable — 1.3.6.1.4.1.35265. 1.23.90.1.1

e [lnunHa 1 (1-2) napsbi:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.6.{ifIndex}

e [lnuHa 2 (3-6) napsi:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.7.{ifIndex}

e [inuHa 3 (4-5) napsi:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.8.{ifIndex}

e [1nnHa 4 (7-8) napsbi:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.9.{ifIndex}

Mpumep nsmepeHna aamHbl napbl 4 ana metogaa TDR Ha untepdeiice GigabitEthernet 1/0/12

KomaHpga CLI:
show cable-diagnostics tdr interface GigabitEthernet 1/0/12

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.90.1.1.1.9.60
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N3mepeHue 0auHbl Kabeaa memoOoM, OCHOBAHHbLIM HA 3aMYyXAHUU

MIB: riphy.mib
Ucnonb3syembie Tabnuupl: riPhyTestGetResult — 1.3.6.1.4.1.89.90.1.2.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.90.1.2.1.3.{ifIndex}

Mpumep nsmepeHna ANUHbI Kabena Ha BCeX aKTUBHbIX NOPTax

KomaHpa CLI:
show cable-diagnostics cable-length

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.90.1.2.1.3

14.2 fluazHocmuKa onmu4yecko20 mpaHcueepa

CHamue nokasaHuti DDM

MIB: riphy.mib
Ucnonb3syembie Tabnuupl: riPhyTestGetResult — 1.3.6.1.4.1.89.90.1.2.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.90.1.2.1.3.{mHmexc nopra}.{Tun napamerpa}

Mpumep 3anpoca nokasaHuit DDM ¢ nntepdeliica TengigabitEthernet 1/0/1 (ana scex napameTpos)

KomaHpa CLI:
show fiber-ports optical-transceiver interface TengigabitEthernet0/1

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.90.1.2.1.3.105

/ Tun napameTpa MOXKET NPUHUMATb CAeayloLmne 3HauYeHUA:

rIPhyTestTableTransceiverTemp (5) — Temnepatypa SFP-TpaHcuBepa;
rIPhyTestTableTransceiverSupply (6) — HanpsaeHWe NUTaHUA B MKB;
rIPhyTestTableTxBias (7) — TOK cmeLieHUA B MKA;

rIPhyTestTableTxOutput (8) — ypoBeHb MOLWHOCTU Ha Nepegayve B mabm;
rIPhyTestTableRxOpticalPower (9) — ypoBeHb MOLWHOCTK Ha Npueme B mabm.

[Mpocmomp uHgpopmayuu 06 SFP-mpaHcusepe

MIB: eltMes.mib

Ucnonb3syemblie Tabnunupl: eltMesPhdTransceiver — 1.3.6.1.4.1.35265.1.23.53

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.53.1.1.1.{Tun napameTpa}.{MHIEKC IOpTa}
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Mpumep npocmoTpa cepuitHoro Homepa SFP ¢ untepdelica GigabitEthernet 1/0/2

KomaHpga CLI:

show fiber-ports optical-transceiver interface GigabitEthernet 1/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.53.1.1.1.6.50

v

Tun napameTpa MOXKET NPUHUMATDb Caeaylolmne 3HauYeHUA:

eltPhdTransceiverinfoConnectorType (1) — TMn KOHHeKTOopa SFP-TpaHcuBepa;
Hamnbonee pacnpocTpaHeHHble 3HAYEHUA:
0 — unknown;

1—SC;
7 — LG,
34 — RJ-45.

eltPhdTransceiverinfoType (2) — Tun SFP-TpaHcuBepa;

Hanbonee pacnpocTpaHeHHble 3HaYeHuA:

0 — unknown;

3 — SFP/SFP+.

eltPhdTransceiverinfoComplianceCode (3) — Kopg cootBetcTBUA SFP-TpaHcuBepa;
eltPhdTransceiverinfoWavelLength (4) — gnnHa BonHbI B HM;
eltPhdTransceiverinfoVendorName (5) — umsa seHgopa SFP-TpaHcuBepa;
eltPhdTransceiverinfoSerialNumber (6) — cepuiiHbii Homep SFP-TpaHcuBepa;
eltPhdTransceiverinfoFiberDiameterType (7) — anameTp cepaLueBUHbI BOJIOKHA.
3HayeHuA:

1 — 9 MUKpPOH;

2 — 50 MUKpOH;

3 — 62.5 MuUKpoH;

4 — mepHblii Kabenb;

65635 — unknown.

eltPhdTransceiverinfoTransferDistance (8) — mMmaKcMmanbHaAa AJWHA NIMHUAK
nepepaum SFP-TpaHcuBepa B m;

eltPhdTransceiverinfoDiagnostic (9) — noanep:xka DDM SFP-TpaHcuBepom.
3HayeHuA:

1 — true;

2 — false.
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15 3NEKTPONUTAHUE NO NTUHUAM ETHERNET (POE)

Mpocmomp nompebasemoli/HoMuHanbHoU MowHocmu PoE

MIB: rfc3621.mib

Ucnonb3ayemble Tabnunupl: pethMainPseEntry — 1.3.6.1.2.1.105.1.3.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.105.1.3.1.1.{nominal(2), consumed(4)}.{unit}

Mpumep npocmoTpa NoTpebasemoit MOLLHOCTU

KomaHpa CLI:
show power inline

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.105.1.3.1.1.4.1

[Mpocmomp noKasaHul memnepamypHo20 0amyuka PoE

MIB: rIPoe.mib

Ucnonb3syembie Tabnunupli: riPethPowerPseTemperatureSensor — 1.3.6.1.4.1.89.108.3.1.6

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.108.3.1.6.{unit}

Mpumep npocmoTpa NOKasaHUIt TeMNepaTypHOro AaTumKa

KomaHpa CLI:

show power inline

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.108.3.1.6.1

[lpocmomp aumuma mouwHocmu Ha uHmepaetice PoE

MIB: rIPoe.mib

Ucnonb3ayembie Tabnunupl: ripethPsePortOperPowerlLimit — 1.3.6.1.4.1.89.108.1.1.9

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.108.1.1.9.{unit}.{ifindex}

Mpumep npocmoTpa AMMUTa MOLLHOCTU Ha UHTepdeiice GigabitEthernet1/0/2

Komanpga CLI:
show power inline GigabitEthernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.108.1.1.9.1.50
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[pocmomp 3Ha4YeHUA MowHocmu Ha uHmepgelice PoE

MIB: rfc3621.mib

Ucnonbayemble Tabnuupi: pethPsePortActualPower — 1.3.6.1.2.1.105.1.1.1.15

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.105.1.1.1.15.{unit}.{ifindex}

Mpumep NpocmoTpa 3HaUYEHNA MOLLHOCTU Ha MHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show power inline GigabitEthernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.105.1.1.1.15.1.50

lpocmomp 3Ha4YeHUa moKa Ha uHmepgelice POE

MIB: rlPoe.mib

Ucnonbayemble Tabauupi: ripethPsePortOutputCurrent — 1.3.6.1.4.1.89.108.1.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.108.1.1.4.{unit}.{ifindex}

Mpumep npocmoTpa 3HaYEHUA TOKa Ha HTepdeiice GigabitEthernet1/0/2

KomaHpga CLI:
show power inline GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.108.1.1.4.1.50

lMpocMmomp 3HaYeHUA HanpaxceHuUa Ha uHmepgelice PoE

MIB: rlPoe.mib

Ucnonbsyemble Tabauupi: ripethPsePortOutputVoltage — 1.3.6.1.4.1.89.108.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.108.1.1.3.{unit}.{ifindex}

Mpumep npocmoTpa 3HaUYeHUA HanpaKeHua Ha uHtepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show power inline GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.108.1.1.3.1.50
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HELTEX

OmeknroveHue Power over Ethernet Ha nopme

MIB: rfc3621.mib

Ucnonb3ayembie Tabnuupl: pethPsePortAdminEnable — 1.3.6.1.2.1.105.1.1.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.105.1.1.1.3.{unit}.{ifindex} 1 {auto(l), never(2)}

Mpumep oTknoueHun PoE Ha nHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
interface GigabitEthernetl/0/2
power inline never

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.105.1.1.1.3.1.50 1 2
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HELTEX

16 ®YHKLUMUN OBECNEYEHUA BE3ONACHOCTU

16.1 ®yHkyuu obecnevyeHus 3auumsi NOPMos

OzpaHuyeHue Koaudecmsaa MAC-adpecos, usydaembix Ha Ethernet-nopmax

MIB: rlinterfaces.mib

Ucnonbayemble Tabnanupi: swifTable — 1.3.6.1.4.1.89.43.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.38.{ifIndex} i {max mac addresses}

Mpumep orpaHnyeHuns 8 20 MAC-agpecos Ha nopt GigabitEthernet1/0/2

KomaHpga CLI:
interface GigabitEthernetl/0/2
port security max 20

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.38.50 1 20

BkaroyeHue port security

MIB: rlinterfaces.mib

Ucnonbayemble Tabamupi: swifPortLocklfRangeTable — 1.3.6.1.4.1.89.43.6

v2c -c <community> <IP address> \

4.1.89.43.6.1.3.1 1 {locked(1l), unlocked(2)} \

4.1.89.43.6.1.4.1 1 {discard(l), forwardNormal (2), discardDisable(3),
Hal [IaKeToM, He MOoNaBliMM [OI NpaBuiia port security} \
4.1.89.43.6.1.5.1 i {true(l), false(2). Ius oTnpaBKu TpamnoB} \
4.1.89.43.6.1.6.1 i {uacToTa oTnpaBKM TpamnoB (cek)} \
4.1.89.43.6.1.2.1 x {ifindex B BMIOEe OMUTOBOM MAaACKM}

Mpumep HacTpoiikm port security ana nnrepdeiicos GigabitEthernet 1/0/1-2

KomaHga CLI:
interface range GigabitEthernet 1/0/1-2
port security discard trap 30

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.43.6.1.3.1 1 1 \

1.3.6.1.4.1.89.43.6.1.4.1 1 1 \

1.3.6.1.4.1.89.43.6.1.5.1 1 1 \

1.3.6.1.4.1.89.43.6.1.6.1 1 30 \

1.3.6.1.4.1.89.43.6.1.2.1 x "000000000O0OOCQCO"

MeTtoguka pacueta 6MTOBOM MacKu npusegeHa B pasgene «lpunoxkeHue A.
V MeToauka pacyeta 6UTOBOIA MacKun».
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YcmaHoska pexcuma pabomel port security

MIB: rlinterfaces.mib

Ucnonb3syembie Tabnuupl: swifTable — 1.3.6.1.4.1.89.43.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.37.{ifIndex} i {disabled(l), dynamic(2), secure-
permanent (3), secure-delete-on-reset (4)}

Mpumep HACTPOMKM peXkMMma orpaHUYeHUA No Konuuectsy usydeHHbix MAC-aapecoB Ha uHTepdeiice
GigabitEthernet 1/0/2

KomaHpa CLI:
interface GigabitEthernet 1/0/2
port security mode max-addresses

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.37.50 i 2

[pocmomp cmamyca port security

MIB: rlinterfaces.mib

Ucnonb3syemble Tabauubi: swifLockAdminStatus — 1.3.6.1.4.1.89.43.1.1.8

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.8

Mpumep npocmoTpa cratyca port security

KomaHpaa CLI:
show ports security

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.8

lpocmomp muna port security

MIB: rlinterfaces.mib

Ucnonb3ayembie Tabnunupl: swifAdminLockAction — 1.3.6.1.4.1.89.43.1.1.20

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.20

Mpumep npocmoTpa TMNA port security

Komanpga CLI:
show ports security

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.20
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[Mpocmomp MaKcumasabHo20 3a0aHHO20 Koauyecmea MAC-adpecos, udy4aemsix Ha Ethernet
nopmax

MIB: rlinterfaces.mib

Ucnonbayemble Tabamupi: swifLockMaxMacAddresses — 1.3.6.1.4.1.89.43.1.1.38

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.38

Mpumep npocmoTpa MaKCMManbHOrO 3agaHHOro Konunvectsa MAC-agpecos, usyvyaembix Ha Ethernet-
noprax

KomaHpa CLI:
show ports security

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.38

[epesod nopma 8 pexcum u3oaayuu

MIB: rlprotectedport.mib

Ucnonbayemble Tabauupi: riProtectedPortsTable — 1.3.6.1.4.1.89.132.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.132.1.1.1.{Ifindex} i {not-protected(l), protected(2)}

Mpumep HacTPoiikn nsonaumm Ha noptax GigabitEthernet 1/0/1 n GigabitEthernet 1/0/2

KomaHpga CLI:
interface range GigabitEthernet 1/0/1-2
switchport protected-port

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.132.1.1.1.49 i 2 \
1.3.6.1.4.1.89.132.1.1.1.50 1 2

Hacmpolika omnpasku mpaguka Ha uplink-port

MIB: RADLAN-vlan-MIB

Ucnonbsyemble Tabamupi: vlianPrivateEdgeStatus — 1.3.6.1.4.1.89.48.37.1.2
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.37.1.1.{Ifindex} 1 {ifindex} \
1.3.6.1.4.1.89.48.37.1.2.{Ifindex} i {createandGo (4),destroy(6)}

Mpumep HacTpoiiku oTnpaBKu TpaduKa Ha uplink-nopt

KomaHpa CLI:
interface GigabitEthernet 1/0/6
switchport protected GigabitEthernet 1/0/8

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.37.1.1.54 1 56 \
1.3.6.1.4.1.89.48.37.1.2.54 1 4
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Co30aHue cmamuyeckol npusasku 8 MAC-mabauye

MIB: Q-BRIDGE-MIB

Ucnonb3ayembie Tabnnupl: dotlqgStaticUnicastTable — 1.3.6.1.2.1.17.7.1.3.1

snmpset -v2c -c <community> -t 20 -r 0 <IP address> \

1.3.6.1.2.1.17.7.1.3.1.1.4.{v1lan id}.{mac address (DEC). Bamurel MAC-azmpeca
pasnensawonrcsa Toukamu}.{ifIndex} 1 {other(l), invalid(2), permanent(3),
deleteOnReset (4), deleteOnTimeout (5) }

Mpumep npusaskn MAC-agpeca 00:22:68:7d:0f:3f B vlan 622 Kk uHtepdelicy Gigabitethernetl/0/2 s
pexume secure (N0 yMONAYAHUIO UCMONb3YETCA PEXXUM permanent)

KomaHaa CLI:
mac address-table static 00:22:68:7d:0f:3f vlan 622 interface
gigabitethernetl/0/2 secure

KomaHaa SNMP:
snmpset -v2c -c private -t 20 -r 0 192.168.1.30 \
1.3.6.1.2.1.17.7.1.3.1.1.4.622.0.34.104.125.15.63.50 i 1

[pocmomp MAC-mabauubi

MIB: Q-BRIDGE-MIB

Ucnonb3zyemble Tabauubi: dotlqTpFdbTable — 1.3.6.1.2.1.17.7.1.2.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.2.2

Mpumep npocmotpa MAC-Tabnuubl

Komanga CLI:
show mac address-table

Komanaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.2.2

Co30aHUe cmamu4yecKol Npusa3Ku 8 arp-mabauye

MIB: RFC1213-MIB

Ucnonb3syembie Tabnuupl: ipNetToMediaTable — 1.3.6.1.2.1.4.22

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.22.1.2.{v1lan id}.{IP address} x {,MAC address“} \
1.3.6.1.2.1.4.22.1.3.{vlan id}.{IP address} a {IP address} \
1.3.6.1.2.1.4.22.1.4.{v1lan id}.{IP address} 1 4

Mpumep npmsasKku ip 192.168.1.21 n MAC aa:bb:cc:dd:ee:ff k vlan 1

KomaHpa CLI:
arp 192.168.1.21 aa:bb:cc:dd:ee:ff vlan 1

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.4.22.1.2.100000.192.168.1.21 x "aabbccddeeff" \
.2.1.4.22.1.3.100000.192.168.1.21 a 192.168.1.21 \

1.3.6.1
1.3.6.1.2.1.4.22.1.4.100000.192.168.1.21 1 4
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V 1. OnAa yaaneHns npmueAsKu Heobxoaumo 8 none 1.3.6.1.2.1.4.22.1.4 npucBoUTb 3HaYeHue
2. IP-agpec yctpoiictBa u IP-agpec co3gaBaemoi cTaTUMeCKOM 3anucuy B arp-tabauue
AOMKHbI HAXOAUTLCA B OAHOM NoaceTu.

lpocmomp arp-mabauysl

MIB: RFC1213-MIB.mib, Q-BRIDGE-MIB.mib

Ucnonb3yemble Tabanubi:
pNetToMediaPhysAddress — 1.3.6.1.2.1.4.22.1.2
dotlqTpFdbEntry — 1.3.6.1.2.1.17.7.1.2.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.22.1.2.{(2) ip address, (3)MAC address}

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.2.2.1

Mpumep npocmoTpa arp-Tabaunupbl

KomaHpa CLI:

show arp

KomaHaa SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.4.22.1.2

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.2.2.1

V 1. 3HaueHue Tabaunuybl pNetToMediaPhysAddress otobpakaert IP-agpec 1 MAC-agpec vian.
2. 3HaueHue Tabanubl dotlqTpFdbEntry oTo6parkaeT cTaTyc U naeHTUPUKALMOHHDIN
HOMep NopTa, C KOTOPOro AOCTYMHO YCTPOWCTBO.

16.2 Kovmponab npomokona DHCP u onyusa 82

BkrntoyeHue/sbikaro4eHue DHCP-cepsepa Ha KOMMymamope

MIB: rldhcp.mib

Ucnonbayemble Tabanupi: riDhcpRelaylnterfacelistTable — 1.3.6.1.4.1.89.38.29

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.38.30.0 i {true(l), false(2)}

Mpumep sraoyeHna DHCP-cepsepa Ha KommyTaTope

KomaHpa CLI:
ip dhcp server

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.38.30.0 i 1
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Mpocmomp 3anuceli mabauysl dhcp snooping

MIB: rIBridgeSecurity.mib

Ucnonb3syemble Tabauubi: rlipDhcpSnoopEntry — 1.3.6.1.4.1.89.112.1.11.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.11.1

Mpumep npocmotpa Tabaunubl dhcp snooping

KomaHpa CLI:
Show ip dhcp snooping binding

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.112.1.11.1

BrntoyeHue/sovikntoyeHue dhcp snooping 2n06asa6HO

MIB: rlbridge-security.mib
Ucnonb3syembie Tabnunupl: rlipDhcpSnoopEnable — 1.3.6.1.4.1.89.112.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.2.0 1 {enable(l), disable(2)}

Mpumep rnobanbHoro BkAoueHua dhcp snooping

KomaHpa CLI:
ip dhcp snooping

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.2.0 1 1

BkntoueHue/sbikntovyeHue dhep snooping so vlan

MIB: rlbridge-security.mib
Ucnonb3ayembie Tabnuupl: rlipDhcpSnoopEnableVianTable — 1.3.6.1.4.1.89.112.1.12

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.12.1.2.{v1lan id} i {createAndGo(4), destroy(6)}

Mpumep BrkaoueHusa dhcp snooping B vlan 622

KomaHpa CLI:
ip dhcp snooping vlan 622

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.12.1.2.622 1 4
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Hacmpolika ip DHCP information option

MIB: rlbridgesecurity.mib

Ucnonbayemble Tabauupi: rlipDhcpOpt82InsertionEnable — 1.3.6.1.4.1.89.112.1.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.8.0 1 {enable(l), disable(2)}

Mpumep HacTpoiiku ip DHCP information option

KomaHpa CLI:
ip dhcp information option

KomaHga SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.112.1.8.0 1 1

Hacmpolika dosepeHHoz20 nopma dhcp

MIB: rlbridge-security.mib
Ucnonbayemble Tabauupi: rlipDhcpSnoopTrustedPortTable — 1.3.6.1.4.1.89.112.1.13

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.89.112.1.13.1.2.{ifIndex} 1 {createAndGo(4), destroy(6)}

Mpumep HacTpoKu gosepeHHoro nHtepdeiica GigabitEthernet 1/0/2

KomaHpga CLI:
interface GigabitEthernet 1/0/2
ip dhcp snooping trust

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.13.1.2.50 1 4

Hacmpolika DHCP relay so vian

MIB: rldhcp.mib

Ucnonb3yemble TabauLbI:

rIDhcpRelayinterfacelListVlanld1To1024 — 1.3.6.1.4.1.89.38.29.1.3
rIDhcpRelaylnterfacelListVlanld1025T02048 — 1.3.6.1.4.1.89.38.29.1.4
rIDhcpRelayInterfacelListVlanld2049To3072 — 1.3.6.1.4.1.89.38.29.1.5
rIDhcpRelayInterfacelListVlanld3073To4094 — 1.3.6.1.4.1.89.38.29.1.6

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.38.29.1.3.1 x {BuroBas Macka}

Mpumep HacTpoiiku ip DHCP relay enable Bo vian 1

KomaHpa CLI:
Interface vlan 1
Ip dhcp relay enable

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.38.29.1.3.1 x 800000000000
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Mpumep HacTpoiiku ip DHCP relay enable Bo vlan 1026

KomaHaa CLI:
Interface vlan 1026
Ip dhcp relay enable

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.38.29.1.4.1 x 400000000000

V Mpumep pacueta 6UTOBOI MACKM MOXKHO NOCMOTPETb B pasaene «lpunoxenue A.
- MeTtoguKa pacueta 6UTOBOI MacKu».

16.3 3awuma IP-adpeca knueHma (IP source Guard)

BKﬂfO‘—IEHUE/BbIKﬂ.‘O‘-IGHU@ ip source quard 2106as16HO

MIB: rlbridge-security.mib

Ucnonb3zyemble Tabauubi: rlipSourceGuardEnable — 1.3.6.1.4.1.89.112.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.2.2.0 i {enable(l), disable(2)}

Mpumep rnobanbHOro BKAOUYEHUA ip source guard

Komanga CLI:

ip source-guard

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.2.2.0 1 1

Co3daHuUe cmamu4yecKkol npusasKu ip source quard

MIB: rlbridge-security.mib

Ucnonb3syemble Tabnuupl: rlipDhcpSnoopStaticTable — 1.3.6.1.4.1.89.112.1.10

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.10.1.3.{vlan id}.{MAC in DEC. Kaxmemt OamT MAC-ampeca
oTmeJyifseTcd OT HOpelsaymero Toukoi} a {ip address (DEC)} \
1.3.6.1.4.1.89.112.1.10.1.4.{v1lan id}.{MAC in DEC. Kaxmem OanT MAC-azmpeca
ormesiseTcd OT npemnsnymero Toukoir} i {ifIndex} \
1.3.6.1.4.1.89.112.1.10.1.5.{vlan id}.{MAC in DEC. Kaxmemt OamT MAC-ampeca
oTHmensgeTCcs OT MNpemsnymero Toukou} 1 {createAndGo (4), destroy(6)}

Mpumep npusasku MAC appeca 00:11:22:33:44:55 k IP 192.168.1.34, vlan 622, wuHTepdeiicy
GigabitEthernet 1/0/9

Komanpga CLI:
ip source-guard binding 00:11:22:33:44:55 622 192.168.1.34 GigabitEthernet 1/0/9

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.10.1.3.622.0.17.34.51.68.85 a 192.168.1.34 \
1.3.6.1.4.1.89.112.1.10.1.4.622.0.17.34.51.68.85 1 57 \
1.3.6.1.4.1.89.112.1.10.1.5.622.0.17.34.51.68.85 i 4
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BKﬂfO‘-leHUE/GbIKfHO‘-feHue ip source quard Ha uHMepgelice

MIB: rlbridge-security.mib
Ucnonbayemble Tabnauupi: rlipSourceGuardPortTable — 1.3.6.1.4.1.89.112.2.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.2.5.1.2.<ifIndex> 1 {createAndGo(4), destroy(6)}

Mpumep BKAOUeHUA ip source guard Ha nHtepdeliice GigabitEthernet 1/0/9

KomaHpa CLI:
interface GigabitEthernet 1/0/9
ip source-guard

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.2.5.1.2.57 1 4

Banoquue/eb/Kmoquue ip source quard 8o vlan

MIB: eltBridgeSecurity.mib

Ucnonbsyembie Tabauuybi: eltlpSourceGuardPortTable — 1.3.6.1.4.1.35265.1.23.112.8.1,
1.3.6.1.4.1.35265.1.23.112.8.1.1.1 — vlan1-1024, 1.3.6.1.4.1.35265.1.23.112.8.1.1.2 — vlan1025-2048,
1.3.6.1.4.1.35265.1.23.112.8.1.1.3 — vlan2049-3072, 1.3.6.1.4.1.35265.1.23.112.8.1.1.4 — vlan3073-4094

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.112.8.1.1.1.<ifindex> x {BurToBas Macka}

Mpumep BKAOUeHMA ip source guard Ha nHtepdeliice GigabitEthernet 1/0/1 so vlan 2

KomaHga CLI:
interface GigabitEthernet 1/0/9
ip source-guard vlan 2

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.35265.1.23.112.8.1.1.1.49 x
"400000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000"

16.4 Konmponab npomokona ARP (ARP Inspection)

[nobansHoe 6Kﬂf0‘4€HU€/OmKﬂlO‘4€HU€ arp inspection

MIB: rlbridge-security.mib
Ucnonbayemble Tabanupi: rlipArpinspectEnable — 1.3.6.1.4.1.89.112.3.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.2.0 1 {enable(l), disable (2)}
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Mpumep rnobanbHOro BKAOUEHUA arp inspection

KomaHaa CLI:
ip arp inspection

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.2.0 i 1

BKmoweHue/omeoquue arp inspection o vlan

MIB: rlbridge-security.mib

Ucnonb3ayembie Tabnunupl: rlipArpinspectEnableVianTable — 1.3.6.1.4.1.89.112.3.6

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.6.1.3.{vlan id} 1 {createAndGo(4), destroy(6)}

Mpumep BKAOUYEHUA arp inspection Bo vlan 622

Komanga CLI:

ip arp inspection vlan 622

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.6.1.3.622 1 4

Hacmpolika dosepeHHo20 nopma arp inspection

MIB: rlbridge-security.mib
Ucnonb3ayembie Tabnunupl: rlipArplnspectTrustedPortRowStatus — 1.3.6.1.4.1.89.112.3.7.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.7.1.2.{ifIndex} 1 {createAndGo(4), destroy(6)}

Mpumep HacTPoiikn gosepeHHOro nHtepdeiica GigabitEthernet 1/0/2

Komanpga CLI:
interface GigabitEthernet 1/0/2
ip arp inspection trust

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.7.1.2.50 1 4

[pusaska ip arp inspection list K vian

MIB: rlbridge-security.mib
Ucnonb3ayemble Tabnuupl: rlipArplnspectAssignedListName — 1.3.6.1.4.1.89.112.3.6.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.6.1.2.{vlan id} s {list name}

94 MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP



HELTEX

Mpumep NpUBA3KK UCTA C UMeHeMm test K vlian 622

KomaHpga CLI:
ip arp inspection list assign 100 test

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.6.1.2.622 s test

16.5 lposepka NnodAUHHOCMU KaueHma Ha ocHoee nopma (802.1x)

BkrtoyeHue aymeHmugukayuu 802.1X Ha Kommymamope

MIB: dot1xPaeSystem.mib

Ucnonbayemble Tabanybl: dotlxPaeSystemAuthControl — 1.0.8802.1.1.1.1.1.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.1.1.0 i {enabled(l), disabled(2)}

Mpumep BrAoYeHUA 802.1x

KomaHpga CLI:
dotlx system-auth-control

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.1.1.0 1 1

BKaroueHue nepuoduyeckoli nosmopHoU nposepKU nodauHHocmu (nepeaymeHmuguKkayuu)
KaueHma

MIB: draft-ietf-bridge-8021x.mib

Ucnonbsyemble Tabamupl: dot1xAuthReAuthEnabled — 1.0.8802.1.1.1.1.2.1.1.13

snmpset -v2c -c¢ <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.13.{ifIndex} 1 {true(l), false(2)}

Mpumep BKAKOYEHUA NEPUOAUYECKON NOBTOPHOI NPOBEPKU MOAJIMHHOCTU KAMEeHTa Ha uHTepdeiice
Gigabitethernet 1/0/2

KomaHpa CLI:
interface gigabitethernet 1/0/2
dotlx reauthentication

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.13.50 1 1

YcmaHosKa rnepuoda mexdy nosmopHbIMU Mpo8epKamMu nodauHHOCMu

MIB: draft-ietf-bridge-8021x.mib

Ucnonb3yemble Tabanupl: dotlxAuthConfigTable — 1.0.8802.1.1.1.1.2.1.1.12
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snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.12.{ifIndex} u {size 300-4294967295}

Mpumep yctaHOBKM nepuoga B 300 ceKyHA MeXAy NOBTOPHbIMM NpoOBEpKamMu Ha UHTepdeiice
Gigabitethernet 1/0/2

KomaHpa CLI:
interface gigabitethernet 1/0/2
dotlx timeout reauth-period 300

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.12.50 u 300

Hacmpolika pexcumos aymeHmugukayuu 802.1X Ha uHmepgelice

MIB: draft-ietf-bridge-8021x.mib

Ucnonb3zyemble Tabauubi: dotlxAuthConfigTable — 1.0.8802.1.1.1.1.2.1.1.6

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.6.{ifIndex} 1 {force-Unauthorized(l), auto(2), force-
Authorized(3) }

Mpumep HacTpoiikn ayTeHTUGMKaumum 802.1X B pexkume auto Ha uHtepdeiice Gigabitethernet 1/0/2

Komanga CLI:
interface gigabitethernet 1/0/2
dotlx port-control auto

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.6.50 1 2

BKaroyeHuUe aymeHmuguKkayuu, ocHosaHHol Ha MAC-adpecax nose3osameneli

MIB: radlan-dotlx-mib.mib

Ucnonbsyemble Tabnuubl: ridotlxAuthenticationPortTable — 1.3.6.1.4.1.89.95.10.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.95.10.1.1.{ifIndex} i {destroy (1), mac-and-802.1x(2), mac-
only (3)}

Mpumep BKAOYEHUA ayTeHTUOUKALUM, OCHOBaAHHOIK TonbKo Ha MAC-agpecax, Ha uHTepdeiice
GigabitEthernet 1/0/3

Komanpga CLI:
interface gigabitethernet 1/0/3
dotlx authentication mac

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.95.10.1.1.51 i 3

PaspeweHue Haau4us OdHOZO/HECKOfIbKUX KAueHmMoeg Ha asmopu3osaHHom nopme 802.1X

MIB: rlinterfaces.mib
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Ucnonbayemble Tabamupi: swifTable — 1.3.6.1.4.1.89.43.1.1.30

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.30.{ifIndex} 1 {single(l), none(2), multi-sessions(3)}

Mpumep paspelleHnsa HaIMUMA HECKOJIbKUX KNMEHTOB Ha uHTepdeiice Gigabitethernet 1/0/3

KomaHpa CLI:
interface Gigabitethernet 1/0/3
dotlx host-mode multi-sessions

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.30.51 i 3

BKrtoyeHue 00H020 uau 08yx Memoodos8 NposepKU nodauHHOCMU, aesmopusayuu u yyema (AAA)
014 Ucnona6308aHUA HO UHMepgelicax IEEE 802.1x

MIB: rlaaa.mib

Ucnonbzyemble Tabanybl: rIAAAEapMethodListTable — 1.3.6.1.4.1.89.97.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.97.1.1.1.7.{%default” in DEC, xaxiasa OyKBa OTIeJIS€TCH OT
crnegypomert Toukom} s {authentication list} \1.3.6.1.4.1.89.97.1.1.2.7.{%default”
in DEC, xaxmasa OykBa oTHeyseTcs OT cjenywomer Touxkor} i {Deny(0), radius(l),
none (2) } \

1.3.6.1.4.1.89.97.1.1.3.7.{%default” in DEC, xaxmasa OyKBa OTIEJIS€TCS OT
caenymomet Toukoi} i {Deny(0), radius(l), none(2)} \
1.3.6.1.4.1.89.97.1.1.7.7.{“default” in DEC, kxaxmas OyKBa OTIeJIIeTCsa OT
cienympmern Touxkom} i 1

Mpumep BKAoUeHUa cnucka RADIUS-cepBepoB ana ayteHTUPUKauum nonb3oBartens

KomaHga CLI:
aaa authentication dotlx default radius none

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.97.1.1.1.7.100.101.102.97.117.108.116 s default \
1.3.6.1.4.1.89.97.1.1.2.7.100.101.102.97.117.108.116 1 1 \
1.3.6.1.4.1.89.97.1.1.3.7.100.101.102.97.117.108.116 1 2 \
1.3.6.1.4.1.89.97.1.1.7.7.100.101.102.97.117.108.116 1 1
1) Ana Toro uto6bl BEPHYTbCA K HACTPOIKaM NO YMOIYaHUIO, AOCTaTOYHO 3HAYEHUA
V nomeHATb Ha Deny(0).

2) Default nepesoauTtca us ASCIl B HEX ¢ nomoLubio Tabaunubl, KOTOPYIO MOXKHO HAUTH
no ccbinke https://ru.wikipedia.org/wiki/ASCII

JlobasneHue yKa3aHHOo20 cepsepa 8 criucokK ucnoassyemoix RADIUS-cepsepos

MIB: rlaaa.mib
Ucnonbayemble Tabauupi: riIRadiusServerinetTable — 1.3.6.1.4.1.89.80.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.80.8.1.2.1.4.{ip address (DEC)}.{default UDP port 1812}.{default
UDP port 1813} x "{ip adress (HEX)}"™ \
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1.3.6.1.4.1.89.80.8.1.1.1.4.{ip addres

S

(DEC) } . {default UDP port

UDP port 1813} i {ipv4(l), ipv6(2), ipv4z(3)}

1.3.6.1.4.1.89.80.8.1.3.1.4.{ip address(DEC)}.{default UDP port

UDP port 1813} i {default UDP port 1812} \

1.3.6.1.4.1.89.80.8.1.4.1.4.{ip address(DEC)}.{default UDP port

UDP port 1813} i {default UDP port 181
1.3.6.1.4.1.89.80.8.1.9.1.4.{ip addres
UDP port 1813} s "#{encoding key}" \

3}
s

1.3.6.1.4.1.89.80.8.1.13.1.4.{ip address
UDP port 1813} 1 {createAndGo (4), destroy(6)}

\

(DEC) } . {default UDP port

(DEC) } . {default UDP port 1812}.

\

Mpumep Ao6aBneHUA cepBepa B CNUCOK ucnonb3lyembix RADIUS-cepBepoB

1812} .
1812}.
1812}.

1812}.

{default

{default

{default

{default

{default

KomaHpaa CLI:

radius-server host 192.168.1.10 encrypted key da90833f59be

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.80.8.1.2.1.4.192.168.1.
1.3.6.1.4.1.89.80.8.1.1.1.4.192.168.1.
1.3.6.1.4.1.89.80.8.1.3.1.4.192.168.1.
1.3.6.1.4.1.89.80.8.1.4.1.4.192.168.1.
1.3.6.1.4.1.89.80.8.1.9.1.4.192.168.1.
1.3.6.1.4.1.89.80.8.1.1

10.
10.
10.
10.
10.

1812.
1812.
1812.
1812.
1. 1812.
3.1.4.192.168.1.10.1812.1813 i 4

1813
1813
1813
1813
1813

O S

"c0a8010a"
1\

1812 \
1813 \

\

"#da90833f59%be" \

16.6 MexaHu3m obHapyxceHua nemens (loopback-detection)

[nobanbHoe sKkaroyeHue loopback-detection

MIB: rllbd.mib

Ucnonb3syembie Tabnuupl: riLbdEnable — 1.3.6.1.4.1.89.127.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.1.0 i { true(l), false(2)

Mpumep rnobanbHoro BkatoueHus loopback-detection

Komanga CLI:
loopback-detection enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.1.0 i 1

N3meHeHUe uHmepsana loopback-detection

MIB: rllbd.mib

Ucnonb3syemble Tabnunupl: riLbdDetectioninterval — 1.3.6.1.4.1.89.127.2

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.127.2.0 I { seconds 1-60 }

98

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

Npumep nsmeHeHus uHtepsana loopback-¢ppeiimos Ha 23 ceKyHAbI

KomaHpga CLI:
loopback-detection interval 23

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.2.0 1 23

UsmeHeHue pexuma pabombel loopback-detection

MIB: rllbd.mib

Ucnonbayemble Tabauupi: rilbdMode — 1.3.6.1.4.1.89.127.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.3.0 i {source-mac-addr(1l),base-mac-addr(2),
addr (3) ,broadcast-mac-addr (4) }

Mpumep nameHeHus pexkuma pabotbl loopback-detection Ha source-mac-addr

multicast-mac-

KomaHpga CLI:
loopback-detection mode src-mac-addr

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.3.0 1 1

BktoyeHue/omknioveHue loopback-detection Ha uHmepgelicax

MIB: rllbd.mib

Ucnonbayemble Tabauubl: riLbdPortAdminStatus — 1.3.6.1.4.1.89.127.4.1.1

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.127.4.1.1.{ifindex} 1 { enable(l), disable(2)}

Mpumep ekaoueHns loopback-detection Ha uHTepdeiice TengigabitEthernet1/0/2

KomaHpga CLI:
interface TengigabitEthernetl/0/2
loopback-detection enable

KomaHpaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.4.1.1.106 1 1

Mpocmomp paboyezo cocmoaHua loopback-detection Ha uHmepdgelice

MIB: rllbd.mib

Ucnonbayemble Tabanupi: riLbdPortOperStatus — 1.3.6.1.4.1.89.127.4.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.4.1.2.{ifindex}

Mpumep npocmotpa coctoaHus loopback-detection Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show loopback-detection GigabitEthernetl/0/2
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KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.127.4.1.2.50

/ pu ucnonv3oeaHuu sNMp-KOMaHObI:

1 — cocroAHue inactive,
2 — cocTtofAHue active,
3 — loopdetected.

[Mpocmomp 3a6a0KkuposaHHbix VLAN e pexcume vian-based

MIB: rllbd.mib
Ucnonb3syembie Tabnuupl: eltMesLdb — 1.3.6.1.4.1.35265.1.23.127

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.127.4.1.3.{ifindex}.{v1lan}

Mpumep npocmoTpa coctoaHua vian 2 Ha nHtepdeiice GigabitEthernet1/0/2

Komanga CLI:
show loopback-detection GigabitEthernetl1l/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.127.4.1.3.50.2

/) Bo3MOCHble COCMOAHUA:
1 — active,
2 — blocked

16.7 KoHmponb wupoKosewamenbHo20 wmopma (storm-control)

Hacmpolika storm-control Ha uHmepaelice

MIB: radlan-mib.mib

Ucnonbayembie Tabnunupi: rIStormCtrl — 1.3.6.1.4.1.89.77

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.89.77.12.1.2.{ifindex}.{broadcast(l),multicastRegistred(2),multicas
tUnregistred(3), multicastAll (4), unknownUnicast(5)} u {rate} \
1.3.6.1.4.1.89.77.12.1.3.{ifindex}.{broadcast(l), multicastRegistred

(2) ,multicastUnregistred(3),multicastAll (4),unknownUnicast(5)} I
kiloBitsPerSecond(l),precentaged(2)} \
1.3.6.1.4.1.89.77.12.1.4.{ifindex}.{broadcast(l),multicastRegistred

(2) ,multicastUnregistred(3), multicastAll (4), unknownUnicast(5)} 1

{none (1), trap(2),shutdown (3), trapAndShutdown (4) }
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Mpumep BKAOUeHUA storm-control ana broadcast-tpagpuka Ha untepdeiice GigabitEthernet 1/0/1

KomaHpga CLI:
interface GigabitEthernetl1/0/1
storm-control broadcast kbps 10000 trap shutdown

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.3.49.1 1 1 \
1.3.6.1.4.1.89.77.12.1.2.49.1 u 1000 \
1.3.6.1.4.1.89.77.12.1.4.49.1 1 4

Mpumep oTKaoueHus storm-control gna broadcast-tpadpuka Ha nutepdeiice GigabitEthernet 1/0/1

KomaHpga CLI:
interface GigabitEthernetl/0/1
no storm-control broadcast

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.2.49.1 u O

Bkoyume/8bikao4ums storm-control 018 unknown unicast-mpaguka

MIB: radlan-stormctrl.mib

Ucnonbayemble Tabauupi: riIStormCtriRateLimCfgTable — 1.3.6.1.4.1.89.77.12

snmpset -v2c -c <community> <IP address> \
1i5s0.3.6.1.4.1.89.77.12.1.2.{ifIndex}.5 u {Kbps, orxyounrs (0) }

Mpumep BKNOUEHUA KOHTPONA HEU3BECTHOrO 0aHOaapecHoro Tpaduka Ao 50 K6ut/c

KomaHpga CLI:
interface GigabitEthernetl/0/2
storm-control unicast Kbps 50

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.2.50.5 u 50
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17 KOH®PUTYPUPOBAHME IP U MAC ACL (CMUCKU KOHTPONA AOCTYNA)

Co3daHue mac access-list

MIB: gosclimib.mib

Mcnonb3ayemble Tabnunupl: rlQosAclTable — 1.3.6.1.4.1.89.88.7

n -v2c -c <community> <IP address> \

e 2
1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}"™ \
1.
1.

P

89.88.7.1.3.{index-of-acl} i {type-of-acl: mac(l), ip P\

(
89.88.7.1.4.{index-of-acl} i {createAndGo(4), destroy (6

w w w =]

t
1.
1.
1.

e
m m m n

4.
4. 2)
4. )}

Mpumep co3panHmna MAC ACL c nupgekcom 207

KomaHpa CLI:
mac access-list extended 7-mac

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.7.1.2.207 s "7-mac" \
1.3.6.1.4.1.89.88.7.1.3.207 i 1 \
1.3.6.1.4.1.89.88.7.1.4.207 1 4

Co30daHue ip access-list (ACL)

MIB: gosclimib.mib

Ucnonbsyemble Tabnuubi: rlQosAclTable — 1.3.6.1.4.1.89.88.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}" \
1.3.6.1.4.1.89.88.7.1.3.{index~-of-acl} i {type-of-acl: mac(l), ip (2
1.3.6.1 6)

4 FoA
.4.1.89.88.7.1.4.{index-of-acl} i1 {createAndGo (4), destroy(

)
}

Mpumep co3panua IP ACL ¢c uHaekcom 107

Komanpga CLI:
ip access-list extended 7-ip

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.7.1.2.107 s "7-ip" \
1.3.6.1.4.1.89.88.7.1.3.107 1 2 \
1.3.6.1.4.1.89.88.7.1.4.107 i 4

V Mpumep HanonHeHua ACL npasunamum noapobHO paccmoTpeH B pasgene
«Mpunoxenue b. NMpumep cosaaHuna tunosoro IP ACL».

lMpuesaska IP unu MAC ACL K nopmy

MIB: gosclimib.mib

Ucnonb3yemble Tabnuubi:
rlQoslfAclin — 1.3.6.1.4.1.89.88.13.1.14
rlQoslIfPolicyMapStatus — 1.3.6.1.4.1.89.88.13.1.13
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pset -v2c -c <community> <IP address> \
.3.6.1.4.1.89.88.13.1.14.{ifIndex}.2 i {Index-of-acl} \
3.6.1.4.1.89.88.13.1.13.{ifIndex}.2 1 1

Mpumep Ha3HauyeHUA npaBuaa c mHaekcom 107 (HassaHue ACL 7-ip) Ha nopT GigabitEthernet 1/0/2

KomaHpga CLI:
interface GigabitEthernet 1/0/2
service-acl input 7-ip

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.14.50.2 1 107 \
1.3.6.1.4.1.89.88.13.1.13.50.2 1 1

V Ana ypaneHna ACL c nopta gocTtatouHo nHgekc ACL 3ameHuTb Ha 0.
snmpset -c -v2c private 192.168.1.301.3.6.1.4.1.89.88.13.1.14.50.2 1 0
1.3.6.1.4.1.89.88.13.1.13.50.2i 1

lMpussaszKka IP u MAC ACL kK nopmy

MIB: gosclimib.mib

Ucnonb3yemble Tabaunubl:

rlQoslfAclin — 1.3.6.1.4.1.89.88.13.1.14

rlQosliflpv6Aclin — 1.3.6.1.4.1.89.88.13.1.201.3.6.1.4.1.89.88.13.1.20
rlQoslfPolicyMapStatus — 1.3.6.1.4.1.89.88.13.1.13

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.14.{Ifindex}.2 i {Index-of-mac-acl} \
1.3.6.1.4.1.89.88.13.1.20.{Ifindex}.2 i {Index-of-ip-acl} \
1.3.6.1.4.1.89.88.13.1.13.{ifIndex}.2 i 1

MNpumep Ha3HauyeHUa npasuaa ¢ uHaekcom 107 n 207 (HassaHue ACL 7-ip ana IP ACL u 7-mac ana MAC
ACL) Ha nopt GigabitEthernet 1/0/2 (Ifindex 50)

KomaHpga CLI:
interface GigabitEthernet 1/0/2
service-acl input 7-mac 7-ip

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.14.50.2 1 207 \
1.3.6.1.4.1.89.88.13.1.20.50.2 1 107 \
1.3.6.1.4.1.89.88.13.1.13.50.2 1 1

V Ona ypaneHna ACL c nopta aocratouHo uHaekc IP u MAC ACL 3ameHuTb Ha 0.

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.14.50.2i 0 \
1.3.6.1.4.1.89.88.13.1.20.50.2i 0 \
1.3.6.1.4.1.89.88.13.1.13.50.2 i1

Co30aHue policy-map u npusaska K Hemy ACL

MIB: gosclimib.mib
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Ucnonb3yemble Tabnunubi:

rlIQosClassMapTable — 1.3.6.1.4.1.89.88.9
rlQosPolicyMapTable — 1.3.6.1.4.1.89.88.11
rlQosPolicyClassPriorityRefTable — 1.3.6.1.4.1.89.88.39

Cxema: co3gaHue policy-map npoBoAMTCA B HECKOJIbKO 3aMpocoB

1. CospgaHue class 1 HazHayeHe emy CBOWCTB

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.9.1.2.{index-of-class} s "{name-of-class-map}" \
1.3.6.1.4.1.89.88.9.1.3 {index-of-class} i {matchAll (1)} \
1.3.6.1.4.1.89.88.9.1.7 {index-of-class} i {index-of-acl} \
1.3.6.1.4.1.89.88.9.1.9.{index-of-class} i {Mark vlan disable (1), enable(2)}\
1.3.6.1.4.1.89.88.9.1.13.{index-of-class} i {create and go(4),destroy(6)}

2. Co3paHue policy-map 1 ero BkatoueHme

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.11.1.2.{index-of-policy-map} s {name-of-policy-map} \
1.3.6.1.4.1.89.88.11.1.3.{index-of-policy-map} i {createAndGo(4), destroy(6)}

3. Mpwuesaska class-map K policy-map

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.39.1.2.1.{index-of-class} i {index-of-class} \
1.3.6.1.4.1.89.88.39.1.3.1.{index-of-class} i {index-of-policy-map}

4. Co3paHune orpaHnUYeHma cKopoctu gns class-map

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.10.1.2.{Number-of-class-in-policy} s {Policer-cm-20} \
1.3.6.1.4.1.89.88.10.1.3.{Number-of-class-in-policy} i {single(1), aggregate(2)} \
1.3.6.1.4.1.89.88.10.1.4.{Number-of-class-in-policy} i {rate} \
1.3.6.1.4.1.89.88.10.1.5.{Number-of-class-in-policy} i {burst} \
1.3.6.1.4.1.89.88.10.1.6.{Number-of-class-in-policy} i {none(1), drop(2), remark(3)} \
1.3.6.1.4.1.89.88.10.1.8.{Number-of-class-in-policy} i {createAndGo(4), destroy(6)}

5. MpuBA3Ka orpaHnYeHnA CKOPoCTU K class-map
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.9.1.6.{index-of-class} i {Number-of-class-in-policy}

6. 3agaHue 3HaveHna meTku Tpadpuky DSCP n/mnu cos, ykasaHue BbIXOAHON oyepeam

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.88.5.1.1.{index-of-class}.{setDSCP(3), setQueue(4), setCos(5)} i {setDSCP(3),
setQueue(4), setCos(5)} \

1.3.6.1.4.1.35265.1.23.88.5.1.2.{index-of-class}.{setDSCP(3), setQueue(4), setCos(5)} i {Mark value of
DSCP/queue/cos(DEC)}\

1.3.6.1.4.1.35265.1.23.88.5.1.3.{index-of-class}.{setDSCP(3), setQueue(4), setCos(5)} i {createAndGo(4),
destroy(6)}
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Npumep npusasku IP ACL c index-of-acl = 107 K class-map ¢ umeHem test n BbictaBneHusa metkn DSCP =
36(DEC), cos = 4 u queue = 8 ana TpaduKa, nognasiero nog, IP ACL. Class test npusasbiBaetca K policy-
map c umeHem testl

KomaHpga CLI:
gos advanced

ip access-list extended 7-ip
permit ip any any any any
exit

class-map test

match access-group 7-ip
exit

policy-map testl

class test

set dscp 36

set queue 8

set cos 4

police 97000 524288 exceed-action drop
exit
exit

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.9.1.2.20 s "test"™ \

1.3.6.1.4.1.89.88.9.1.3.20 i 1 \
1.3.6.1.4.1.89.88.9.1.7.20 1 107 \
1.3.6.1.4.1.89.88.9.1.9.20 1 1 \
1.3.6.1.4.1.89.88.9.1.13.20 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.11.1.2.1 s "testl" \
1.3.6.1.4.1.89.88.11.1.3.1 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.39.1.2.1.20 1 20 \
1.3.6.1.4.1.89.88.39.1.3.1.20 1 1

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.88.10.1.2.1 s "Policer-cm-20" \
1.3.6.1.4.1.89.88.10.1.3.1 i 1 \
1.3.6.1.4.1.89.88.10.1.4.1 u 97000 \
1.3.6.1.4.1.89.88.10.1.5.1 u 524288 \
1.3.6.1.4.1.89.88.10.1.6.1 1 2 \
1.3.6.1.4.1.89.88.10.1.8.1 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.9.1.6.20 1 1

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.5.1.1.20.3 1 3 \
1.3.6.1.4.1.35265.1.23.88.5.1.2.20.3 1 36 \
1.3.6.1.4.1.35265.1.23.88.5.1.3.20.3 1 4
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.5.1.1.20.4 1 4 \
1.3.6.1.4.1.35265.1.23.88.5.1.2.20.4 1 8 \
1.3.6.1.4.1.35265.1.23.88.5.1.3.20.4 1 4
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.5.1.1.20.5 1 5 \
1.3.6.1.4.1.35265.1.23.88.5.1.2.20.5 1 4 \
1.3.6.1.4.1.35265.1.23.88.5.1.3.20.5 1 4
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HasHa4yeHue Policy-map Ha nopm

MIB: gosclimib.mib

Ucnonb3yemble Tabauubi: rlQosifPolicyMapPointerin — 1.3.6.1.4.1.89.88.13.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.3.{Ifindex}.2 1 {Index-of-policy-map}

Mpumep HazHaueHus policy-map ¢ nuaekcom 1 Ha nopt GigabitEthernet 1/0/3

KomaHpa CLI:
interface GigabitEthernet 1/0/3
service-policy input testl

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.3.51.2 1 1
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18 KOH®UTYPALIUA 3ALLUTDBI OT DOS-ATAK

BknwouveHue security-suite

MIB: riSecuritySuiteMib

Ucnonb3yemble Tabauubl:
rISecuritySuiteGlobalEnable — 1.3.6.1.4.1.89.120.1

snmpset -v2c -c <community> <IP address> 1.3.6.1.4.1.89.120.1.0 1 {enable-
global-rules-only (1), enable- all-rules-types (2), disable (3)}

Mpumep BKAOUYEHUA KNacca KOMaHZ security-suite gna Bcex npasun

KomaHpa CLI:

security-suite enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.120.1.0 1 2

Hacmpolika pexcuma pabomel security-suite

MIB: riISecuritySuiteMib

Ucnonb3ayemble Tabanubi: rlSecuritySuiteSynProtectionMode — 1.3.6.1.4.1.89.120.10

snmpset -v2c -c <community> <IP address> 1.3.6.1.4.1.89.120.10.0 1 {disabled
(1), report (2), block (3)}

Mpumep BKAIOYEHUA pexkuma paboTbl "report”

KomaHpga CLI:
security-suite syn protection mode report

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.120.10.0 1 2

Bbikaovumes 3auumy om tcp-nakemos ¢ 00Ho8pemMeHHo ycmaHosaeHHbimuU SYN- u FIN- gonaeamu

MIB: rlSecuritySuiteMib

Ucnonbayemble Tabauupi: riSecuritySuiteDenySynFinTcp — 1.3.6.1.4.1.89.120.9

snmpset -v2c -c <community> <IP address> 1.3.6.1.4.1.89.120.9.0 1 {(deny (1),
permit (2)}

Mpumep BbikAOUYEHMA 3awWwnTbl 0T TCP-nakeToB ¢ ycTaHoBAeHHbIMU SYN- u FIN-pnaramm

KomaHpa CLI:
security-suite deny syn-fin

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
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19 KAYECTBO OBCNYXKUBAHUA — QOS

19.1 Hacmpoiika QoS

OrpaHunyeHune ncxoaaule ckopoctmn Ha Ethernet-noprax

MIB: gosclimib.mib

Ucnonb3ayembie Tabnunupl: rlQosIfPolicyEntry — 1.3.6.1.4.1.89.88.13.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.6.{ifindex nopra}.2 i {disable(l),enable
(1)} \

1.3.6.1.4.1.89.88.13.1.7.{ifindex nopra}.2 i {traffic-shape} \
1.3.6.1.4.1.89.88.13.1.8.{ifindex mopra}.2 i1 {Burst size in bytes}

Mpumep orpaHUYeHUA UCXOAALLEIN CKOPOCTU Ha HTepdelice A0 3HauyeHuna 20 M6ut/c

Komanga CLI:
interface GigabitEthernet 1/0/1
traffic-shape 20480 500000

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.6.49.2 1 2 \
1.3.6.1.4.1.89.88.13.1.7.49.2 1 20480 \
1.3.6.1.4.1.89.88.13.1.8.49.2 i 500000

O2paHuyeHue sxodgujel ckopocmu Ha Ethernet-nopmax

MIB: radlan-mib.mib

Ucnonb3syemble Tabnuupl: rIStormCtrlRateLimCfgTable — 1.3.6.1.4.1.89.77.12

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.77.12.1.2.{ifIndex}.6 u {limit} \
1.3.6.1.4.1.89.77.12.1.5.{ifIndex}.6 u {Burst size in bytes}

Mpumep orpaHuueHna BxogAllel CKOpocTM Ha uHTepdelice GigabitEthernet 1/0/1 go 3HaueHua 10

M6urt/c

KomaHpa CLI:
interface GigabitEthernet 1/0/1
rate-limit 10240 burst 500000

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.2.49.6 u 10240 \
1.3.6.1.4.1.89.77.12.1.5.49.6 u 500000

V DOna otknouenua rate-limit Ha uHTepdeiice Heo6xoaMMO BbINONHUTDL (Ha NpuUMmepe
uHTepdeiica GigabitEthernet 1/0/1):

snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.89.77.12.1.2.49.6 u 0
1.3.6.1.4.1.89.77.12.1.5.49.6 u 128000
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Co30aHue npoghunsa qos tail-drop u pacwupeHue deckpunmopos 014 o4yepedeli

MIB: eltQosTailDropMIB.mib

Ucnonb3yemble Tabnunupbl: eltQosTailDropProfileQueueTable — 1.3.6.1.4.1.35265.1.23.12.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.1.1.4. {Homep npoduna (1-4)}.{HomMep ouepemm(1-8) }
i {size (0-400)}

Mpumep co3gaHua npodunsa qos tail-drop u paclumpeHuna geckpuntTopos ana ouepeaen

KomaHpa CLI:
gos tail-drop profile 2
queue 1 limit 400

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.1.1.4.2.1 1 400

V Y106bI BEPHYTLCA K HAaCTPOMKAM NO YMOJIHAHUIO, AOCTAaTOYHO YCTaHOBUTb 3HaUYeHUue
- paBHbim 12,

YcmaHo8Ka pasmepa nakemHo20 pa3oeanaemozo nyaa 041 nopma

MIB: eltQosTailDropMIB.mib

Ucnonbsyemble Tabamupi: eltQosTailDropProfileTable — 1.3.6.1.4.1.35265.1.23.12.1.1.4

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.4.1.2{noMep npodunsa(1-4)} i {size (0-400)}

Mpumep ycTaHOBKM pa3mepa NaKeTHOro pasAenAemoro nyna

KomaHpga CLI:
gos tail-drop profile 2
port-limit 400

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.4.1.2.2 1 400

HasHa4yeHue co30aHH020 npogusaga Ha UHmepagelic

MIB: eltQosTailDropMIB.mib

Ucnonbayemble Tabanupi: eltQosTailDroplfConfigTable — 1.3.6.1.4.1.35265.1.23.12.1.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.2.1.1.{IfIndex} i {HOomMep npodmuns (1-4)}

Mpumep Ha3HauyeHuAa npoduna Ha nHtepdeiic GigabitEthernet 1/0/1

KomaHpga CLI:
interface GigabitEthernet 1/0/1
qgos tail-drop profile 2
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KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.2.1.1.49 i 2

[Mpocmomp omobpaxceHud 2a06aabHbIX AUMUMO8, 0ecKkpunmopos, bygepos

MIB: radlan-mib.mib

Ucnonb3ayemble Tabnunupl: eltQosTailDropConfigTable — 1.3.6.1.4.1.35265.1.23.12.1.1.3

snmpwalk -v2c -c <community> <ip address> \
1.3.6.1.4.1.35265.1.23.12.1.1.3

Mpumep npocmoTpa oTobparkeHua rnobanbHbIX IMMUTOB, AecKkpuntopos, 6ydepos

Komanga CLI:
show gos tail-drop

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.3

Mpocmomp mabauybl 8618000 _MeEKyWUX aA70UUPOBAHHbIX _Pecypcos  qos

(numumoes,

deckpunmopos, bygepos)

MIB: ELTEX-MES-QOS-TAIL-DROP-MIB

Ucnonb3ayemble Tabnunupl: eltQosTailDropStatusTable — 1.3.6.1.4.1.35265.1.23.12.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.2.1

Mpumep NpocMmoTpa BbIBOAA TEKYLLUX IMMUTOB, AecKpunTopos, bydepos

Komanpga CLI:
show qgos tail-drop

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.2.1

[Tlepemapkuposka DSCP e COS

MIB: eltQosclimib.mib

Ucnonb3syembie Tabnnupl: eltQosCos — 1.3.6.1.4.1.35265.1.23.88.6.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.88.6.1.2.{meTka DSCP} i {merka COS}

Mpumep HacTpoiiku nepemapknpoBkn DSCP 30 B meTKy 5 COS

KomaHpa CLI:
gos map dscp-cos 30 to 5

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.6.1.2.30 1 5
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19.2 Cmamucmuka QoS

pocmomp Tail Drop-cuem4yuKkos no o4epeodam

MIB: eltMesCounters.mib
Ucnonbayemble Tabanupi: eltMesCountersMIB — 1.3.6.1.4.1.35265.1.23.1.8

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.8.1.2.1.1.1.{Dropped packets(5), Passed
packets (7)}.{ifIndex}.{1-8}.0

Mpumep NpocMoTPa CYETUMKOB ANA NepPBOi ouepean

KomaHpga CLI:
show interface GigabitEthernetl/0/6

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.8.1.2.1.1.1.7.54.1.0
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20 MAPLUPYTU3SALUA

20.1 Cmamuyveckaa mapwpymu3ayus

[Mpocmomp mabauubl Mapwpymu3ayuu

MIB: radlan-mib.mib

Ucnonb3syemble Tabnunupl: ipCidrRouteTable — 1.3.6.1.2.1.4.24.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.24.4

Mpumep npocmoTpa Tabanubl MapLupyTusaumum

KomaHpa CLI:

show ip route

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.4.24.4

[Ipocmomp cmamu4yecKux Mapupymos

MIB: rlip.mib
Mcnonb3syemble Tabnunupl: rlipStaticRouteTable — 1.3.6.1.4.1.89.26.17.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.17.1

Mpumep NpocMoTPa CTaTUNECKUX MapLIPYTOB

Komanpa CLI:

show running-config routing

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.17.1

20.2 [JuHamu4eckaa mapwpymusayus

[Mpocmomp cocedcmea OSPF

MIB: rlip.mib
Ucnonb3syembie Tabnunupl: rlOspfNbrTable — 1.3.6.1.4.1.89.210.11

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.210.11

Mpumep npocmoTpa coceacrtsa OSPF

Komanpaa CLI:
show ip ospf neighbor

112

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.210.11
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NPUNOMXEHUE A. METOAUKA PACYETA BUTOBOW MACKU

BuUTOBbIE MACKM coCTOAT U3 128 6alT (LWecTHaguaTepUYHbIX pa3psaaos Bcero 256).
Kaxablit pa3pag obo3HavaeT YeTbipe VLAN/nopTa. Mo Homepy VLAN/nopTa onpeaenserca Hy»KHoe none.

lpumep 1
3anucaTb 6MTOBYIO MacKy Ansa uHTepdeincos GigabitEthernet 1/0/20-21:

—  ana 1G-nntepodeiicos ifindex HaumHaeTcs c 49;
— ananopra gil/0/20 ifindex paseH 68, ana gil/0/21 — 69.

OnpeaeneHve Homepa paspaja:

68/4 = 17 69/4 = 17,25 (kaxabln pa3pan oteedaeT 3a 4 ifIndex. MNpun aeneHunu ifindex Ha 4 ana
onpeaeneHuns Ne paspaga Ana 3anMcK Nosay4YeHHoe 3HaYeHME OKPYrAseTca B 60/bLUYIO CTOPOHY).

Ecnmn Heobxoaumbl nopTbl gi0/20-21 (ifindex 68,69), TO OHU A0AXKHbI 6bITb 3anncaHbl B Noas 17 n 18.

B ABOMYHOI nocneaoBaTenbHOCTV none 17 byaet 3anncaHo cheayouwmm obpasom: 0001 (nocneaHaAs
eanHuua — 68 nHgekc). Mpu nepesoge B HEX nonyyaem 1.

B ABouuyHOM nocneaoBaTenbHOCTM 18 nose 6yaeT 3anucaHo caeayolmm obpasom: 1000 (nepsas
eauHuua — 69 nHgekc). Npu nepesoge B HEX nonyyaem 8.

UToro B butosoit macke byaet 16 Hynein, 1 u 8: 000000000000000018.

lpumep 2
3anucatb butoByto macky ans vlan 622, 3100.

—  622/4=155,5 (kaxablit 0 oTBeyvaeT 3a 4 vlan. Mpu aeneHnn vlian Ha 4 ansa onpeaenerHna No
nons Ans 3anucu OKpyrneHue Bcerga UaeT BBepx).
Ecnn Heobxoamm vlan 622, To OH A0/IXKeH BbiTb 3anuncaH B none 156.
B nBoMYHOM NocnepoBaTtenbHOCTM nosie 156 6yaeT 3anucaHo cregyowmm obpasom: 0100
(sTopasa 1 — 622 vlan). Mpu nepesBoge B HEX nonyyaem 4.
WNToro B butoBOoM macke 6yaet 155 Hyneii u 4:
000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000
000000000004

— 3100/4=775
TpebyeTca NPUHATL BO BHUMAHWE, YTO 15 yKasaHMa Homepa VLAN 6epyTca Tabanupl:
rldotlqPortVlanStaticEgressList1to1024
rldot1qPortVlanStaticEgressList1025t02048
rldotlqPortVlanStaticEgressList2049t03072
rldotlqPortVlanStaticEgressList3073t04094
Tak Kak paccmatpusaembln VLAN nonagaet B Tabanuy 4, 1o 775-256*3=7.
VLAN 3100 byageT 3anucaH B none 7 AaHHOM Tabanubl.
B ABOMYHOWM nocnepoBaTeNbHOCTU none 7 6yaeT 3anucaHo caeayrowmm obpasom: 0001
(nocnegHas 1 — 3100 vlan). Mpwu nepesoae B HEX nonyyaem 1.
WNToro B BuToBOM Macke byaeT 6 Hynei 1 1: 0000001.
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NMPUNOXKEHUE b. NTPUMEP CO3AHUA TUMOBOIO IP ACL

B 4aHHOM NpUNOXKEHUM PacCMOTPEH npumep HanosHeHua IP ACL ¢ index-of-acl = 107 npaBunamu Buaa:

ip access-list extended 7-ip

deny udp any bootps any bootpc ace-priority 20

permit igmp any any ace-priority 40

deny ip any any any 224.0.0.0 15.255.255.255 ace-priority 60

permit ip any any 37.193.119.7 0.0.0.0 any ace-priority 80

permit ip any any 10.130.8.3 0.0.0.0 any ace-priority 100

permit ip any any 192.168.0.0 0.0.0.15 any ace-priority 120

permit ip 00:19:16:15:14:16 00:00:00:00:00:00 any 37.193.119.7 0.0.0.0 any
ace-priority 140

permit ip any 01:00:0c:00:00:00 00:00:00:ff:ff:ff any any ace-priority 160
exit

Co30aHue npasuna deny udp any bootps any bootpc

MIB: gosclimib.mib

Ucnonbayemble Tabauupbi: riQosTupleTable — 1.3.6.1.4.1.89.88.5, rlQosAceTidxTable —
1.3.6.1.4.1.89.88.31

Cxema: cosziaHue npasuna NpoBoAnTCA B ABa 3anpoca.

1. 3apaHue napameTpoB npasuaa.

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenne nojya 1} i {protocol (1)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenne nojsg 1} x {protocol index (HEX)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenre nomnsa 1} i {3Hauenme B Tabiuie nopTra IJjs
nporokojia = 0. KoHcTaHTa mjig 3TOTo mpaBuial \

1.3.6.1.4.1.89.88.5.1.2.{3Hauenne nojyg 2} i {udp-port-src(6)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenne nojya 2} i {Number of source port (DEC)} \
1.3.6.1.4.1.89.88.5.1.4.{3HaueHre nojg 2} x {source ip (HEX)} \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenre noyg 3} 1 { udp-port-dst(6)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenne nojysg 3} 1 {Number of dst port (DEC)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nosa 3} x {dst ip (HEX) }

2. MpuBsA3ska npasuna no nHgekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) Kak deny.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {deny(2)} \

1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {udp(3)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} i {3Hauenume noms 1} \
1.3.6.1.4.1.89.88.31.1.7.{index-of-acl}.{index-of-rule} 1 {3HaueHue nonsa 3} \
1.3.6.1.4.1.89.88.31.1.9.{index-of-acl}.{index-of-rule} 1 {3HaueHme nondg 2}

Npumep pobasneHusa npasuna deny udp any bootps any bootpc B IP ACL 7-ip (T.K. npegnonaraerca, uto
npaswuio nepsoe no cuety, To index-of-rule=20)

KomaHpga CLI:

ip access-list extended 7-ip

deny udp any bootps any bootpc ace-priority 20
exit

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.1 1 1 \
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1.3.6.1.4.1.89.88.5.1.4.1 x "Ox11 FF"™ \
1.3.6.1.4.1.89.88.5.1.3.1 1 0 \
1.3.6.1.4.1.89.88.5.1.2.2 1 6 \
1.3.6.1.4.1.89.88.5.1.3.2 1 67 \
1.3.6.1.4.1.89.88.5.1.4.2 x "0x00 00™ \
1.3.6.1.4.1.89.88.5.1.2.3 1 7 \
1.3.6.1.4.1.89.88.5.1.3.3 1 68 \
1.3.6.1.4.1.89.88.5.1.4.3 x "0x00 o0oO"
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.107.20 1 2 \
1.3.6.1.4.1.89.88.31.1.4.107.20 1 3 \
1.3.6.1.4.1.89.88.31.1.5.107.20 1 1 \
1.3.6.1.4.1.89.88.31.1.7.107.20 1 2 \
1.3.6.1.4.1.89.88.31.1.9.107.20 1 3

Co3daHue npasunaa permit igmp any any

MIB: gosclimib.mib

Ucnonbayembie Tabanubi:
rlIQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: cosgaHue npasunaa NpPpoBoANTCA B ABa 3anpoca.

1. 3apgaHue napameTpos npasuna.

snmpset -v2c -c <community> <IP address> \

e
[ 1.89.88.5.1.2.{3Hauenure nong 4} i {protocol(l)} \
6

n
1 4.
1 4.1.89.88.5.1.4.{3Hauenue nomnsa 4} x {protocol index (HEX)}

w W'

.3.6.1.
.3.6.1.
2. MpwuBA3sKa npasuna no nHgekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kKak permit.
snmpset -v2c -c <community> <IP address> \

.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {igmp (8)} \
.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} i {3Hauenue nosnsa 4}

I
ww w

Mpumep pgobasneHua npasuna permit igmp any any 8 IP ACL 7-ip (T.K. npegnonaraerca, YTo NpaBu/o
BTOpOeE no cuety, To index-of-rule=40)

Komanpga CLI:

ip access-list extended 7-ip

permit igmp any any ace-priority 40
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.4 1 1 \
1.3.6.1.4.1.89.88.5.1.4.4 x "0x02 FF"

nmpset -v2c -c private 192.168.
4.1.89.88.31.1.3.107.40
.1.89.88.31.1.4.107.40
.1.89.88.31.1.5.107.40

Beobe e e

S
1.3.6.1.
1.3.6.1.4
1.3.6.1.4
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Co30aHue npasuna deny ip any any any 224.0.0.0 15.255.255.255

MIB: gosclimib.mib

Ucnonb3yemble Tabauubi:
rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasuaa NpoBoAUTCA B ABa 3anpoca.

1. 3apaHne napameTpos npasuna.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenne nosig 5} 1 {ip-dest(3)} \
1.3.6.1.4.1.89.88.5.1.4.{31Hauenne nonsa 5} x {dst ip +wildcard mask (HEX) }

2. MpwusAaska npasuna no uHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak deny.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {deny P\
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHme nosdg 5}

Npumep pobaeneHua npasuna deny ip any any any 224.0.0.0 15.255.255.255 B IP ACL 7-ip (T.K.
npeanonaraercs, YTo NPaBUO TpeTbe no cuety, To index-of-rule=60)

KomaHpga CLI:

ip access-list extended 7-ip

deny ip any any any 224.0.0.0 15.255.255.255 ace-priority 60
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.5 1 3 \
1.3.6.1.4.1.89.88.5.1.4.5 x "0OxEQO 00 00 00 OF FF FF FE"
pset -v2c -c private 192.168.1.30 \
1.4.1.89.88.31.1.3.107.60 2\
1.4.1.89.88.31.1.4.107.60 1\

1.4

mps
.3.6.
.3.6.
.3.6. .1.89.88.31.1.5.107.60 5

RS

Co30aHue npasuaa permit ip any any 37.193.119.7 0.0.0.0 any

MIB: gosclimib.mib

Ucnonbsyemble Tabnunupi:
rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasuaa NnpoBoAUTCA B ABa 3anpoca.

1. 3apaHue napameTpoB npasuna.

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenne noyga 6} 1 {ip-source(2)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue noya 6} x {source ip +wildcard mask (HEX)}
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2. Mpwusnaska npasuaa no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak permit.

-c <community> <IP address> \
.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
.89.88.31.1.4.{index-of-acl}.{index-of-rule} 1 {ip (1)} \
.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHuMe nojuga 6}

[
W w WD
> oo D
NN
P
NI

Mpumep po6asBneHua npaBuna permit ip any any 37.193.119.7 0.0.0.0 any B IP ACL 7-ip (T.K.
npeanosaraeTcs, YTO NPABU/IO YeTBepToe No cyeTty, To index-of-rule=80)

KomaHpaa CLI:

ip access-list extended 7-ip

permit ip any any 37.193.119.7 0.0.0.0 any ace-priority 80
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.6 1 2 \
1.3.6.1.4.1.89.88.5.1.4.6 x "0x25 C1 77 07 00 00 00 oQ™

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.107.80 1 1 \
1.3.6.1.4.1.89.88.31.1.4.107.80 1 1 \
1.3.6.1.4.1.89.88.31.1.6.107.80 i 6

Co30aHue npasuna permit ip any any 10.130.8.3 0.0.0.0 any

MIB: gosclimib.mib

Ucnonbsyembie Tabnuupbli:
rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlIQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3gaHve npasuaa NpoBoANTCA B iBa 3anpoca.

1. 3apaHue napameTpos Npasuna.

snmpset
1.3
1.3

S 2c -c <community> <IP address> \
1.89.88.5.1.2.{3Hauenme noja 7} 1 {ip-source(2)} \

et -v
.6.1.4.
.6.1.4.1.89.88.5.1.4.{3Hauenue nojyusa 7} x {source ip +wildcard mask (HEX) }

2. [MpwuBsaska npaBuaa no nHaekcy (index-of-rule) Kk ACL no nHaekcy (index-of-acl) kak permit
snmpset -v2c -c <community> <IP address> \

.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3Hauenue nomnsa 7}

=
w w w

.3.6.1.4.1
.3.6.1.4.1.
.3.6.1.4.1.
MNpumep pobasneHua npasBuna permit ip any any 10.130.8.3 0.0.0.0 any B IP ACL 7-ip (T.K.
npepnonaraerca, YTo Npasuao NAToe no cuety, To index-of-rule=100)

KomaHpa CLI:

ip access-list extended 7-ip

permit ip any any 10.130.8.3 0.0.0.0 any ace-priority 100
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.7 1 2 \
1.3.6.1.4.1.89.88.5.1.4.7 x "0x0OA 82 08 03 00 00 00 OO"
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t -v2c -c private 192.168.1.30 \
.1.4.1.89.88.31.1.3.107.100 1 1 \
1.4.1.89.88.31.1.4.107.100 i 1 \
1.4.1.89.88.31.1.6.107.100 1 7

Co30aHue npasunad permit ip any any 192.168.0.0 0.0.0.15 any

MIB: gosclimib.mib

Ucnonb3yemble Tabnuupi:
rlIQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3gaHume npasuaa NnpoBoOAUTCA B ABa 3anpoca.

1. 3apaHue napameTpoB Npasua.

snmpset 2c -c <community> <IP address> \

1.89.88.5.1.2.{3Hauenne nosa 8} i {ip-source(2)} \

n
1
1 1.89.88.5.1.4. {sHauenue nonga 8} x {source ip +wildcard mask (HEX) }

w w'o

et -v
.3.6.1.4.
.3.6.1.4.

2. Mpwusnaska npasuna no uHaekcy (index-of-rule) kK ACL no uHaekcy (index-of-acl) kak permit.

t -v2c -c <community> <IP address> \
.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \

.89.88.31.1.5.{index-of-acl}.{index-of-rule} i {3HaueHue nojysa 8}

snmps

Il e =
w W Ww'o
ooy oy D
[T N N
R = Q

1
1.
1

MNpumep pobaBneHusa npaBuna permit ip any any 192.168.0.0 0.0.0.15 any B IP ACL 7-ip (T.K.
npeanonaraerTca, YTo NPaBUIO LWECToe No cyety, To index-of-rule=120)

KomaHga CLI:

ip access-list extended 7-ip

permit ip any any 192.168.0.0 0.0.0.15 any ace-priority 120
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.8 1 2 \
1.3.6.1.4.1.89.88.5.1.4.8 x "0OxCO A8 00 00 00 00 00O OF"™

nmpset -v2c -c private 192.168.1.30 \
4.1.89.88.31.1.3.107.120 i 1 \
.1.89.88.31.1.4.107.120 1 1 \

s
1
1
1 .1.89.88.31.1.6.107.120 1 8

w W w

.3.6.1.
.3.6.1.
.3.6.1.

4
4

Co30aHue npasunad permit ip 00:19:16:15:14:16 00:00:00:00:00:00 any 37.193.119.7 0.0.0.0 any

MIB: gosclimib.mib

Ucnonbsyemble Tabnuubi:
rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31
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Cxema: cosgaHue npasunaa NPoBOAUTCA B ABa 3anpoca.

1. 3apaHue napameTpos nNpasuna.

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.88.5.1.2.{3Hauenue noss 9} i {ip-source(2)} \
1.3.6.1.4.1.89.88.5.1.4.{3uauenue nonsa 9} x {source ip +wildcard mask (HEX)} \
1.3.6.1.4.1.89.88.5.1.2.{3Hadvendre nona 10} 1 {mac-src(10)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue noysa 10} x {source mac +wildcard mask (HEX)}

2. [Mpwuenaska npasuaa no nHaekcy (index-of-rule) Kk ACL no uHaekcy (index-of-acl) kak permit

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHue nonug 9} \
1.3.6.1.4.1.89.88.31.1.6.{index-of-acl}.{index-of-rule} 1 {3Hauenme nosug 10}

MNpumep aobasneHunsa npasuna permit ip 00:19:16:15:14:16 00:00:00:00:00:00 any 37.193.119.7 0.0.0.0
any B IP ACL 7-ip (T.K. npegnonaraetcs, 4To NpaBKIO cegbmoe no cyety, To index-of-rule=140)

Komanga CLI:

ip access-1list extended 7-ip

permit ip 00:19:16:15:14:16 00:00:00:00:00:00 any 37.193.119.7 0.0.0.0 any ace-
priority 140

exit

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.9 1 2 \

1.3.6.1.4.1.89.88.5.1.4.9 x "0x25 C1 77 07 00 00 00 00" \
1.3.6.1.4.1.89.88.5.1.2.10 i 10 \
1.3.6.1.4.1.89.88.5.1.4.10 x "0x001916151416000000000000"
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.107.140 i 1 \
1.3.6.1.4.1.89.88.31.1.4.107.140 1 1 \
1.3.6.1.4.1.89.88.31.1.5.107.140 1 9 \
1.3.6.1.4.1.89.88.31.1.6.107.140 i 10

Co30aHue npasuaa permit ip any 01:00:0c:00:00:00 00:00:00:ff:ff:ff any any

MIB: gosclimib.mib

Ucnonb3yemble Tabnuubi:
rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: cosgaHue npasunaa NPoBOAUTCA B ABa 3anpoca.

1. 3agaHve napameTpoB nNpasuna.

snmpset -v2c —-c <community> <IP address> \
. {3Hauenme nonsa 11} 1 {mac-dest (11)} \
1.3.6.1.4.1.89.88.5.1.4.{30auenue nong 11} x {dst mac +wildcard mask (HEX) }
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2. MpwueAaska npasuna no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak permit.

-c <community> <IP address> \
.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3Hauenme nomsa 11}

[
W W WS
> o o O
e
s
o

Npumep aobasneHua npasuna permit ip any 01:00:0c:00:00:00 00:00:00:ff:ff:ff any any B IP ACL 7-ip (T.K.
npepnonaraerca, YTo NpaBuIo BOCbMmoe No cyety, To index-of-rule=160)

KomaHpga CLI:

ip access-list extended 7-ip

permit ip any 01:00:0c:00:00:00 00:00:00:ff:ff:ff any any ace-priority 160
exit

KomaHpa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.11 i 11 \
1.3.6.1.4.1.89.88.5.1.4.11 x "0x01000cO000000000000ffff£f"

nmpset -v2c -c private 192.168.1.30 \
.4.1.89.88.31.1.3.107.160 1 1 \
.4.1.89.88.31.1.4.107.160 1 1 \
.4.1.89.88.31.1.5.107.160 1 11

[ SRS ()
W w W
SN
R
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NPUNOMEHUE B. NAPUMEP CO3AAHUA, HANONHEHUA U YOANEHUA OFFSET-LIST C
NMPUBA3KOM K MAC ACL

B AaHHOM MpPUIOXKEHMM PAacCMOTPEH Npumep co3gaHusa M HanonHeHua MAC ACL c index-of-acl = 207

npasniamu senaa:

mac access-list extended 7-mac
offset-1list PADO 12 12 00 88 12 13 00 63 12 15 00 07
deny any any offset-list PADO ace-priority 20

Co30aHue mac access-list

MIB: gosclimib.mib

Ucnonb3zyemble Tabauubi: rlQosAciTable — 1.3.6.1.4.1.89.88.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}"™ \
1.3.6.1.4.1.89.88.7.1.3.{index-of-acl} i {type-of-acl: mac(l), ip (2)} \
1.3.6.1.4.1.89.88.7.1.4.{index-of-acl} i {createAndGo(4), destroy(6)}

Mpumep co3panHmna MAC ACL c uupekcom 207

Komanga CLI:

mac access-list extended 7-mac

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.7.1.2.207 s "7-mac" \
1.3.6.1.4.1.89.88.7.1.3.207 i 1 \
1.3.6.1.4.1.89.88.7.1.4.207 i 4

Co30aHue offset-list

MIB: qgosclimib.mib

Ucnonb3yemble Tabnuubi:
rlQosOffsetTable — 1.3.6.1.4.1.89.88.4
eltMesQosCliMib — 1.3.6.1.4.1.35265.1.23.88

Mpumep cosaanHus offset-list PADO 12 12 00 88 12 13 00 63 12 15 00 07:
CosaaHue npasuia NpoM3BOAMTCA B ABa 3anpoca.

1. 3agaHue napameTpoB Npasuna.

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.88.4.1.2.{3Hauenue nojsa 1 B offset-list} 1 {layer2-start(2) -
yKasaHue BarojioBKa IakKeTa WMJIM OTHOEJILHEIX [IapaMeTpOB 3aToJIoBKal} \
1.3.6.1.4.1.89.88.4.1.3.{3HaueHue nona 1 B offset-list} 1 {I[IOPAOKOBEIML HOMED
fanTa B 3arojoBke} \

1.3.6.1.4.1.89.88.4.1.4.{3Hauenve noja 1 B offset-1list} i {WildcardMask B Oamre
B DEC} \

1.3.6.1.4.1.89.88.4.1.5.{3Hauenmue noynsa 1 B offset-list} i {3HaueHme OamrTa C
yueroM WildcardMask B DEC} \
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1.3.6.1.4.1.89.88.4.1.7.{3Hauenue nojua 1 B offset-1list} i {createAndGo(4),
destroy (6) }

1.3.6.1.4.1.89.88.4.1.2.{31HaueHue nojusa 2 B offset-list} i {layer2-start(2) -
yKasaHue 3aroJjIoOBKa MNaKeTa WM OTIeJIbHHX [IapaMeTpOoB 3arojioBkal \
1.3.6.1.4.1.89.88.4.1.3.{3Hauenue nossg 2 B offset-1list} i {IlopaOKOBEI HOMEP
fariTa B 3arojioBke} \

1.3.6.1.4.1.89.88.4.1.4.{30Hauenue nojsa 2 B offset-1list} i {WildcardMask B ©Ganure
B DEC} \

1.3.6.1.4.1.89.88.4.1.5.{3Hauenue nong 2 B offset-list} 1 {3HaueHue 6HBamra C
yueToM WildcardMask B DEC} \

1.3.6.1.4.1.89.88.4.1.7.{3Hauenue nojsa 2 B offset-1list} i {createAndGo(4),
destroy (6) }

1.3.6.1.4.1.89.88.4.1.2.{3Hauenue nojsa 3 B offset-1list} 1 {layer2-start(2) -
yKasaHMe 3aroJjIoOBKa MNaKeTa WM OTIeJIbHHX [IapaMeTpOoB 3arojioBkal \
1.3.6.1.4.1.89.88.4.1.3.{3HaueHue noja 3 B offset-list} i {I[IopsAOKOBEIM HOMED
fariTa B 3arojioBke} \

1.3.6.1.4.1.89.88.4.1.4.{30Hauenue nojusa 3 B offset-1list} i {WildcardMask B ©Oanre
B DEC} \

1.3.6.1.4.1.89.88.4.1.5.{3HauenHue nong 3 B offset-list} 1 {3HaueHue 6Bamra C
yueroM WildcardMask B DEC} \

1.3.6.1.4.1.89.88.4.1.7.{30Hauenue nojsa 3 B offset-1list} i {createAndGo(4),
destroy (6) }

2. Mpwusaska offset-list no Ha3BaHMIO K MHAEKcy ACL (index-of-acl).

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.88.1.1.1.{index-of-acl}.{KomnuecTBo OyKB B Ha3BaAHUU
offset-1ist}.{HasBaume offset-list in DEC, kaxnmaa OykBa HasBaHMA OTHeJIIeTCS OT
cnenympmern Toukom} i {index-of-acl}
1.3.6.1.4.1.35265.1.23.88.1.1.3.{index-of-acl}.{KomnuecTtBo OyKB B Ha3BAHUU
offset-1list}.{HasBaunue offset-list in DEC, kaxnmas OykBa Has3BaHUA OTIOEJISETCS OT
cremgypoumer ToukoM} 1 {3HaueHme nosig 1 B offset-list} \
1.3.6.1.4.1.35265.1.23.88.1.1.4.{index-of-acl}.{KomnuecTBo OyKB B Ha3BaAHUU
offset-1list}.{HasBauue offset-list in DEC, kaxnasa OykBa HasBaHMUA OTIOeJIeTCS OT
cremywmen Toukoi} 1 {3HaueHue nonsg 2 B offset-list} \
1.3.6.1.4.1.35265.1.23.88.1.1.5.{index-of-acl}.{KomnuecTBo OyKB B Ha3BaAHUU
offset-1list}.{HasBauue offset-list in DEC, kaxnmas OykBa Has3BaHUA OTIOEJISETCS OT
cremynumeln Toukoi} 1 {3HaueHue nonsg 3 B offset-list} \
1.3.6.1.4.1.35265.1.23.88.1.1.8.{index-of-acl}.{KomnuuecTtBo OyKB B Ha3BAHUU
offset-1list}.{HasBauue offset-list in DEC, kaxnasa OykBa HasBaHMA OTIOeJIeTCS OT
crnenymomer Toukoi} i {createAndGo (4), destroy(6)}

Npumep aobasnenuna npasuna deny udp any bootps any bootpc 8 MAC ACL 7-mac (T.K. npegnonaraercs,
YTO NpaBuKao NepBoe Nno cyety, To index-of-rule=20)

KomaHpa CLI:

mac access-list extended 7-mac

offset-list PADO 12 12 00 88 12 13 00 63 12 15 00 07
exit

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.4.1.2.1 1 2 \
1.3.6.1.4.1.89.88.4.1.3.1 1 12 \
1.3.6.1.4.1.89.88.4.1.4.1 1 0 \
1.3.6.1.4.1.89.88.4.1.5.1 1 136 \
1.3.6.1.4.1.89.88.4.1.7.1 1 4 \
1.3.6.1.4.1.89.88.4.1.2.2 1 2 \
1.3.6.1.4.1.89.88.4.1.3.2 1 13 \
1.3.6.1.4.1.89.88.4.1.4.2 1 0 \
1.3.6.1.4.1.89.88.4.1.5.2 1 99 \
1.3.6.1.4.1.89.88.4.1.7.2 1 4 \
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1.3.6.1.4.1.89.88.4.1.2.3 1 2 \
1.3.6.1.4.1.89.88.4.1.3.3 1 15 \
1.3.6.1.4.1.89.88.4.1.4.3 1 0 \
1.3.6.1.4.1.89.88.4.1.5.3 1 7 \
1.3.6.1.4.1.89.88.4.1.7.3 1 4
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.1.1.1.207.4.80.65.68.79 i 207 \
1.3.6.1.4.1.35265.1.23.88.1.1.3.207.4.80.65.68.79 i 1 \
1.3.6.1.4.1.35265.1.23.88.1.1.4.207.4.80.65.68.79 i 2 \
1.3.6.1.4.1.35265.1.23.88.1.1.5.207.4.80.65.68.79 i 3 \
1.3.6.1.4.1.35265.1.23.88.1.1.8.207.4.80.65.68.79 1 4

7 HassaHue offset-list nepesoautca us ASCIl B HEX ¢ nomouwybto Tabanubl, KOTOPYHO MOXKHO
« HalTh no ccbike https://ru.wikipedia.org/wiki/ASCII
Co3daHue npasuna deny any any offset-list PADO
MIB: gosclimib.mib
Ucnonb3yemble Tabnuubl:
rlIQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable —1.3.6.1.4.1.89.88.31
Co3paHuve npasBuna NpoBOAMUTCA B ABa 3anpoca:
1. 3apaHue napameTpoB npasuna.
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue noya 1 B ACL} 1 {general(15)} \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue noysa 2 B ACL} 1 {general (15)} \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue noysa 2 B ACL} 1 {general (15)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenre noyga 1 B ACL} 1 {3Hauenme mnoyiga 1 B offset-
list} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenre noydga 2 B ACL} 1 {3HaueHme noyiga 2 B offset-
list} \
1.3.6.1.4.1.89.88.5.1.3.{30auenue nondg 3 B ACL} 1 {3nHauenme nong 3 B offset-
list} \
1.3.6.1.4.1.89.88.5.1.5.{38auenue nonsa 1 B ACL} i {createAndGo(4), destroy(6)}
\
1.3.6.1.4.1.89.88.5.1.5.{3Hauenue nonsa 2 B ACL} i {createAndGo (4), destroy(6)}
\
1.3.6.1.4.1.89.88.5.1.5.{38auenue nonsa 3 B ACL} i {createAndGo(4), destroy(6)}
2. TlpuBsaAska OpaBuila no MHAOekcy (index-of-rule) x ACL mo mHIekcy (index-of-acl)

kak deny

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} {deny (2)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {mac(5)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} i {3HaueHme mnojs 1 B
ACL} \

1.3.6.1.4.1.89.88.31.1.6.{index-of-acl}.{index-of-rule} 1 {3HaueHume nojdg 2 B
ACL} \

1.3.6.1.4.1.89.88.31.1.7.{index-of-acl}.{index-of-rule} i {3HaueHMe nojs 3 B
ACL}

[

Mpumep aobasneHua npasuna deny any any offset-list PADO 8 MAC ACL 7-mac (T.K. npegnonaraercs,
4TO NpaBuKNO NepBoe No cyety, To index-of-rule=20)

KomaHpa CLI:

mac access-list extended 7-mac

deny any any offset-list PADO ace-priority 20
exit
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KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.1 1 15 \
1.3.6.1.4.1.89.88.5.1.2.2 1 15 \
1.3.6.1.4.1.89.88.5.1.2.3 1 15 \
1.3.6.1.4.1.89.88.5.1.3.1 1 1 \
1.3.6.1.4.1.89.88.5.1.3.2 1 2 \
1.3.6.1.4.1.89.88.5.1.3.3 1 3 \
1.3.6.1.4.1.89.88.5.1.5.1 1 4 \
1.3.6.1.4.1.89.88.5.1.5.2 1 4 \
1.3.6.1.4.1.89.88.5.1.5.3 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.207.20 1 2 \
1.3.6.1.4.1.89.88.31.1.4.207.20 1 5 \
1.3.6.1.4.1.89.88.31.1.5.207.20 1 1 \
1.3.6.1.4.1.89.88.31.1.6.207.20 1 2 \
1.3.6.1.4.1.89.88.31.1.7.207.20 1 3

Co30aHue npasuna 8 MAC ACL Ha ocHosge EtherType

MIB: gosclimib.mib

Ucnonb3yemble Tabnunubi:
rlIQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: cosziaHue npasuna NpoBoAUTCA B ABa 3anpoca.

1. 3apaHuve napameTpoBs Npasua.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue noxg 1} i1 {mac-src(10), mac-dest (11),

vlian(12)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenne nojyg 1} x {protocol index (HEX)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenre nonsa 1} i {3Hauenme B Tabiuie HnopTa IJjs
nporokojia = 0. KoHcTaHTa mjg 3TOTo mpaBuial \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenre nojya 2} 1 {ether-type(17)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenne nojya 2} i {ether-type (DEC)} \
1.3.6.1.4.1.89.88.5.1.4.{30Hauenmue nojga 2} x {HymeBoe mnojie - KOHCTaHTa}

2. NpusA3sKa npasuna no uHaekcy (index-of-rule) Kk ACL no nngekcy (index-of-acl) kak permit.

snmpset -v2c -c <community> <IP address> \
.1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)
.1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {mac(5)} \
.1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3Hauenme nossa 1} \
.1.3.6.1.4.1.89.88.31.1.9.{index-of-acl}.{index-of-rule} 1 {3Hauenme nojsa 2}

Mpumep aobasneHuna npasuna permit 00:1f:c6:8b:c6:8a 00:00:00:00:00:00 any 806 0000 8 MAC ACL 7-
mac (T.K. npegnonaraeTcs, YTo NpaBuUIo Nepsoe no cuety, To index-of-rule=20)

KomaHpa CLI:

mac access-list extended 7-mac

permit 00:1f:c6:8b:c6:8a 00:00:00:00:00:00 any 806 0000 ace-priority 20
exit
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KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.1 1 10 \

1.3.6.1.4.1.89.88.5.1.4.1 x "0x001fc68bc68a000000000000™ \
1.3.6.1.4.1.89.88.5.1.3.1 1 0 1.3.6.1.4.1.89.88.5.1.2.2 i 17 \
1.3.6.1.4.1.89.88.5.1.3.2 1 2054 \
1.3.6.1.4.1.89.88.5.1.4.2 x "0x00 00"

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.207.20 1 1 \
1.3.6.1.4.1.89.88.31.1.4.207.20 1 5 \
1.3.6.1.4.1.89.88.31.1.5.207.20 1 1 \
1.3.6.1.4.1.89.88.31.1.9.207.20 i 2
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TEXHUYECKAA NOAOAEPXKKA

Jns nonyvyeHma TEXHUYECKOM KOHCYNbTaLMM MO BONPOCaM 3KCnayaTaunm obopynosaHus
TOO «3nTekcAnaTtay» Bbl MoxKeTe 06paTUTbCA B CEPBUCHDBIN LLEHTP KOMMNAHWUW:

050032, Pecnybavnka KasaxcraH, r. Animatbl, MKp-H. Anatay, yn. Mbparnmosa 9
TenedoH:

+7(727) 220-76-10, +7 (727) 220-76-07

E-mail: post@eltexalatau.kz

Ha oduumanbHOM caiiTe KOMMNaHUM Bbl MOMKETe HAWTU TeXHUYECKYI0 J[OKYMEHTauuio W
nporpammHoe obecneveHune ana npoaykumm TOO «InTekcAnaTay», 0BpaTUTbcA K 6Gase 3HaAHWIA,
NPOKOHCY/IbTUPOBATLCA Y UHMKEeHepPOoB CEePBUCHOTO LLEHTPa Ha TEXHUYECKOM dpopyme.

OduumanbHbIn canT kKomnaHuu: http://eltexalatau.kz
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