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Bepcua AOKYMeHTa

[ara Bbinycka

CogeprKaHne U3MEHEHMA

Bepcusa 6.0

10.2021

[ob6asneHa nHpopmauma 06 ycrpoinctee MES2411X

Bepcuna 5.9

10.2021

CuHXxpoHM3auma ¢ Bepcuelt M0 10.2.7

MN3meHeHus B pasgenax:

- 4.3 HacTpoiKa MaKpoOKOMaHA,

- 4.4 KomaHapl ynpaB/iieHus cuctemom

- 4.16.1dyHKUMA nocpeaHnKa npotokona IGMP (IGMP Snooping)
-4.21.3 DSLAM Controller Solution (DCS)

- 4.25 KoHowurypauma 3awmTbl oT DOS-aTak

- 4.28 Pexxum oTnagKkun

[ob6asneHbl pasgensi:
-4.21.7 NpoBepKa NOA/JIMHHOCTM KAMEHTA Ha OCHoBe nopTa (ctaHaapT 802.1x)

Bepcua 5.8

07.2021

CuHXpoHM3auma c sepcueli M0 10.2.6.3

Bepcua 5.7

05.2021

CuHxpoHu3auma c sepcumeit MO 10.2.6

MN3meHeHus B pasgenax:

- 4.11 F'pynnbl arperaumnn kaHanos — Link Aggregation Group (LAG)
- 4.12 HacTpoWika IPv4-agpecaumm

-4.13.2 Hactpoiika ¢yHKumn IPv6 RA Guard

-4.17.4 Cnucku poctyna ACL gna ynpaBneHus yCTpOMCTBOM
-4.21.6 Hactpolika ¢yHKkummn MAC Address Notification

- 4.23 KoHowurypauwms PPPoE Intermediate Agent

- 4.24 KoHourypauma ACL (cnucKM KOHTpoas focTtyna)

-4.26.1 Hactpoiika QoS

[ob6aBneHbl pasgenbl:
- 4.13.3 Hactpoliika ¢yHKumm IPv6 ND Inspection

Bepcua 5.6

03.2021

CuHXxpoHM3aumsa ¢ sepcueit MO 10.2.5.2

Bepcua 5.5

11.2020

CuHxpoHM3aumsa ¢ sepcueit MO 10.2.5
[ob6asneHa nHpopmauma o6 yctporicteax MES2448 DC, MES2448B, MES2448E.

MN3meHeHus B pasgenax:

- 1.1 HasHauyeHue

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN

- 1.4.1 BHewWwHuWI’ BUA, 1 onvcaHne nepegHein naHeamn ycTpomncTs
-1.4.2 3aaHAA NaHeNb yCTPOMCTBA

- 1.5 KomnnekT nocTaBku

- 4.4 KomaHabl ynpasBaeHUs cuctemon

- 4.8.1 NapameTpsl Ethernet-untepdeiicos, Port-Channel n Loopback-uxTep-
deiicos

- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMMyTaLmMu MHTepdelicos
-4.13.2 Hactpoiika ¢yHKumn IPv6 RA Guard

-4.14.4 HacTtpoiika ¢oyHKumn Layer 2 Protocol Tunneling (L2PT)

- 4.15 Hactpoiika npotokosna OAM

-4.16.1 dyHKLMA NnocpesHMKa npoTokona IGMP (IGMP Snooping)
-4.21.5 KoHTponb npotokona ARP (ARP Inspection)

-4.26.1 Hactpoiika QoS

-MpunoxeHue B. Oyepean ana npuHumaemoro Ha CPU Tpaduka

Bepcua 5.4

10.2020

N3meHeHun B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTepPUCTUKM

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.8.1 Napametpbl Ethernet-untepdeliicos, Port-Channel n Loopback-uxTep-
deiicos

- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMMyTaLmMK MHTepdelicos
-4.11 Fpynnbl arperaumm KaHanos — Link Aggregation Group (LAG)
-4.13.2 Hactpoliika ¢yHKumm IPv6 RA Guard

- 4.14.2 MexaHun3m obHapyxeHus netenb (loopback-detection)
-4.14.3.1 HacTtpowka npoTtokona STP, RSTP

- 4.14.4 HacTtpolika ¢oyHKumum Layer 2 Protocol Tunneling (L2PT)

- 4.14.5 Hactpolika npoTokosa LLDP

- 4.15 HacTpoiika npotokosa OAM

-4.16.1 dyHKuMA NnocpesHMKa npoTokona IGMP (IGMP Snooping)
- 4.18 ¥ypHan aBapwuit, npotokon SYSLOG

- 4.19 3epkannpoBaHue (MOHUTOPUHT) NOPTOB
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-4.21.6 Hactpolika ¢yHkummn MAC Address Notification
- 4.23 KoHowurypauwms PPPoE Intermediate Agent
-4.26.1 Hactpoiika QoS

-4.28.2 Otnagka VLAN

Bepcua 5.3

08.2020

[o6asneHa nHdopmauma o6 yctporictee MES3708P.

M3meHeHUsA B pasgenax:

- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKM

- 3.5.2.3 HacTtpoiika napameTtpos npotokona SNMP ana goctyna K ycTpoicTsy
- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.8.1 Napametpbl Ethernet-untepdeliicos, Port-Channel n Loopback-uHTep-
deiicos

- 4.8.2 Hactpotika VLAN 1 pexxumoB KommyTaummn nHtepdeicos Hactpoika
dyHKumm Layer 2 Protocol Tunneling (L2PT)

- 4.14.5 Hactpolika npoTokosa LLDP

-4.17.1 MexaHusm AAA

-4.17.3 Npotokon TACACS+

-4.21.2 KoHTponb npoTokosna DHCP v onuua 82

-4.21.4 3awumTa IP-agpeca KnuneHTa (IP Source Guard)

[ob6asneHbl pasaensi:
- 4.3 HacTpoiKa MaKpOKOMaHA,

Bepcua 5.2

07.2020

N3meHeHuA B pasgenax:

- 3.5.2.2 HacTpoiika ctatuyeckoro IP-agpeca, Macku NoACETM U W/03a NO YMOA-
YaHuio

- 3.5.2.3 HacTtpoiika napameTtpos npotokona SNMP ana goctyna K ycTpoicTsy
- 4.6.2 KomaHab! ana pabotol ¢ pannamm

- 4.8.2 HacTpoiika VLAN 1 peXxnmoB KomMyTaummn nHTepodencos

- 4.13.2 Hactpoliika ¢yHKumm IPv6 RA Guard

- 4.15 HacTpoiika npotokosa OAM

- 4.16.1 ®yHKUMA NocpesHMKa npoTokona IGMP (IGMP Snooping)

- 4.18 ypHan aBapuii, npotokon SYSLOG

-4.20.2 dneKkTponuTaHue no anHuam Ethernet (PoE)

-4.21.3 DSLAM Controller Solution (DCS)

-4.21.4 3awmTa IP-agpeca knmnenTa (IP Source Guard)

-4.21.5 KoHTponb npoTtokona ARP (ARP Inspection)

- 4.23 KoHourypauma PPPoE Intermediate Agent

-4.26.1 Hactpoliika QoS

[ob6asneHbl pasaenoi:
- MpwunoxeHue . PaclwmdpoBKa cnmcka npoLeccos

Bepcma 5.1

06.2020

[ob6asneHa nHpopmauma o6 ycrponicteax MES2424, MES2424B.

N3meHeHuA B pasgenax:

- 1.3 OCHOBHble TEXHNYECKME XapaKTEPUCTUKN

- 1.4.1 BHewWwHuWI’ BUA, 1 onvcaHue nepegHein NnaHeamn ycTpomncTs
- 4.6.3 KomaHabl ANA pe3epBUpPOBaHMA KOHOUIypaumum

Bepcua 5.0

03.2020

N3meHeHus B pasgenax:

- 1.3 OCHOBHble TEXHMYECKME XapaKTEPUCTUKM

-3.5.2.1 3agaHue napons gns nonb3osatens «admin» U co3gaHue HOBbIX NOJb-
3oBaTenein

- 3.5.2.3 HacTpoliika napameTpos npotokona SNMP ans goctyna K ycTpoicTay
- 4.4 KomaHapl ynpaB/ieHUs CUCTEMOM

- 4.6.2 KomaHab! ana pabotol ¢ pannamm

- 4.7 HacTpoiKa CUCTEMHOTO BPEMEHM

- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMMYyTaLmMK MHTepdelicos

-4.17.1 MexaHusm AAA

-4.21.3 DSLAM Controller Solution (DCS)

- 4.28.4 KypHannpoBaHWe OTN1a404HbIX COOBLLEHNM

[ob6asneHbl pasgensi:
- 3.4 3arpy304Hoe MeHto
- MpwnoxeHue B. Ouepeaun ans npuHumaemoro Ha CPU Tpaduka

Bepcua 4.5

12.2019

N3meHeHwuA B pasgenax:
- 3.5.2 ba3oBas HacTpoika KommyTaTopa
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- 4.8.2 HacTpotika VLAN 1 pexxnmoB KOMmMyTaumn nHTepdencos
- 4.9 Selective Q-in-Q
-4.20.1 OnarHocTMka megHoro Kabens
- 4.21.2 KoHTponb npoTtokona DHCP u onuua 82
Bepcua 4.4 11.2019 M3meHeHusA B pasgenax:
-4.17.5.2 KomaHAbl KOHPUrypaLum TepmmHana
- 4.20.2 dnekTponuTaHue no vHuam Ethernet (PoE)
Bepcua 4.3 10.2019 M3meHeHUA B pasgenax:
- 1.3 OCHOBHble TEXHMYECKME XapaKTEPUCTUKHM
- 4.4 KomaHapl ynpaB/iieHUs cucTemon
- 4.20.2 dnekTponuTaHue no vHuam Ethernet (PoE)
-4.21.3 DSLAM Controller Solution (DCS)
[ob6asneHbl pasaens:
- 4.2 dunbTpauma coobLLeHN KOMaHLHOM CTPOKM
- 4.5 KomaHapl g8 HaCTPOMKM NapameTpoB 418 3a43aHWA Naposien
- 4.6.3 KomaHAabl A4NnA pe3epBMpoBaHMA KOHOUIypaumm
- 4.28 Pexxum oTnagKkun
Bepcua 4.2 08.2019 M3meHeHunA B pasgenax:
- 3.5.2.3 HacTtpoiika napameTtpos npotokona SNMP ansa goctyna K ycTpoicTsy
- 4.8.2 Hactpoika VLAN 1 pexMmoB KoMmyTaLmu nHTepdelicos
- 4.16.1 ®yHKUMA nocpegHMKa npoTtokona IGMP (IGMP Snooping)
-4.17.3 MNpotokon TACACS+
-4.21.2 KoHTponb npoTtokosia DHCP v onuua 82
-4.21.3 DSLAM Controller Solution (DCS)
- 4.23 KoHowurypauwms PPPoE Intermediate Agent
- 4.27 O6HOBNEHME NpOrpaMMHOro obecneyeHun c cepsepa TFTP
[ob6asneHbl pasaensi:
- 4.25 KoHourypauma 3awmTbl ot DOS-aTtak
Bepcua 4.1 06.2019 M3meHeHUsA B pasgenax:
— Storm Control gna pasaunyHoro Tpadumka (broadcast, multicast, unknown
unicast)
Bepcua 4.0 06.2019 M3meHeHusA B pasgenax:
— HayvanbHana HacTpoiKa KommyTaTopa
— HacTtpoiika napameTpos npoTtokona SNMP gna noctyna K ycTponctay
— dneKTponuTaHue no NMHuam Ethernet (PoE)
Bepcusa 3.0 03.2019 [ob6asneHa nHdopmauma 06 yctponcteax cepum MES2408x n MES2428P
[o6asneHbl pasgensi:
— ABTOMaTM4YeCcKas HacTpoliKa NapameTpoB KOMMyTaTopa
(Zero Touch Provisioning)
— Selective Q-in-Q
— Hactpolika IPv6-agpecauumn
— HacTpolika ¢yHKuum Layer 2 Protocol Tunneling (L2PT)
— HacTpoiika npotokona OAM
— MLD snooping — NpOTOKOJ1 KOHTPO/I MHOroaApecHoro TpaduKa B IPv6
—MpoTtokon TACACS+
— DneKTponuTaHue no AMHuam Ethernet (PoE)
—MpoTtokon UDLD
— 3awwuTa IP-aapeca knuneHTa (IP Source Guard)
Bepcua 2.0 01.2019 BTopas nybavkauus.
Bepcua 1.0 12.2018 MNepBasa nybankaums.
Bepcua nporpammHoro obecneyeHus 10.2.7
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HELTEX

YC/NTOBHbIE O6O3HAYEHUA

0O603HauyeHue

OnucaHue

[]

B KBaZpaTHbIX CKOBKax B KOMaHAHOM CTPOKe YKa3blBaloTCA HeobszaTenbHble
napameTpbl, HO UX BBOA NpeaocTaBAAeT onpeaeneHHble A0ONONHUTENbHbIe
onuuu.

{}

B purypHbix ckobKkax B KOMaHAHOM CTPOKE YKa3blBalOTC BO3MOXKHble 0653a-
TeNbHble napameTpbl. Heobxoanmo BblI6paTh 0AMH U3 MapaMeTpos.

«,»
«-»

ﬂ,aHHbIe 3HaKM B ONNCaHNN KOMaHAbl UCMNONb3YOTCA ANA YKa3aHUA ANaNa30-
HOB.

«|»

[aHHbIN 3HaK B ONUCAaHMM KOMaHAbl 0603HaYaeT «Uany.

«/»

l£|,aHHbIl\;1 3HaK B ONNCaHne KoMaHA4bl YKa3biBae€T Ha 3Ha4Y€HUNE NO YMO/TYAHUIO.

Kypcue Calibri

Kypcusom Calibri yka3sbiBatloTca nepeMeHHble AKX NapamMeTpbl, KOTopble Heob-
XOAMMO 3aMEHUTb COOTBETCTBYHOLLMM C/IOBOM WUJIU CTPOKOWA.

MonyXupHbI Kypcue

MonyXMpHbIM WPUEOTOM BblAENEHBI NPUMEUYAHUA U NPesyNpPeXaeHUS.

<MonyxcupHolii
Kypcue>

MoNYyXMPHBIM KYPCUBOM B YI/I0BbIX CKOBKAX YKa3blBalOTCA HAa3BaHUA KNaBULL
Ha KfnaBuaType.

Courier New

MonyxupHbim LW pndtom Courier New 3anuncaHbl NpUMepbl BBOAA KOMAHA,

Courier New|

WpunopTtom Courier New B pamKe C TEHbIO YKa3aHbl Pe3yabTaTbl BbIMOJAHEHMSA
KOMaHa,

NPUMEYAHUA U NPEAYNPEXAEHUA

Y

MpumeyvaHuA coaeprKaT BaXKHYIO MHPOPMaLUIO, COBETbI UM PEeKOMEHAAL MU NO UCNOJIb-
30BaHUIO U HACTPOKe YCTPOMUCTBA.

1 MpeaynpexageHna MHGOPMUPYIOT NOb30BaTENA O CUTYALUAX, KOTOpPble MOTYT HaHeCTU
’ Bpepa, yCTPOMCTBY UM YeNI0BEKY, MPUBECTU K HEKOPPEKTHOU paboTe ycTpoiicTBa Mam no-
Tepe AaHHbIX.
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HELTEX

BBEAEHUE

B nocnegHue ropbl Habaopaetca TEHAEHUMA K OCYLLECTBAEHUIO MACWTAbHbIX MPOEKTOB NO
NOCTPOEHMUIO ceTel CBA3U B COOTBETCTBMMU € KoHUenuneit NGN. OaHol M3 OCHOBHbIX 3a4a4 Npu peaansauum
KPYMHbIX MY/JbTUCEPBUCHDBIX CETEN ABAAETCA CO34aHME HALEXKHbIX W BbICOKOMPOU3BOAUTENbHBIX
TPAHCMOPTHbIX CETEN, KOTOPble ABAAKOTCA ONOPHbIMW B MHOTOCNOMHOW apXUTEKTYpPe CETEN CAeayloLLero
NOKONEHMUA.

[NA pOCTUNKEHUA BbICOKMX CKOPOCTEN WMPOKO MPUMEHAIOTCA TEXHOIOTUM Nepesadn nHGopmMaLmm
Gigabit Ethernet (GE). Nepegaya MHPOpMaLMM Ha BbICOKMX CKOPOCTAX, OCOBEHHO B CeTAX KpynHOro
MacwTaba, noapasymesBaeT Bbl6Op TaKoOW TOMO/IOTMKU CeTU, KOTopas MO3BOJIAET M'MOBKO OCYLLEeCcTBAATb
pacnpefeneHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTtatopbl cepuit MES24xx, MES14xx n MES3708P moryT MCNO/b30BaTbCA Ha CETAX KPYMHbIX
npeanpuATUA M NpeanpuATMiA manoro u cpegaHero 6usHeca (SMB), B onepatopckux ceTax. OHu
obecneunBaloT BbICOKYHO MPOU3BOAUTENBHOCTb, FMBKOCTb, 6€30MacHOCTb, MHOrOYPOBHEBOE KayecTBO
obcnyxumeaHua (QoS).

MpoMmblIWNEHHbIM KoMmmyTaTop MES3708P npeaHasHayeH gna pasmeLleHus BHYTPM 0Nop OCBeLLeHus
(nan gpyrux) c AMameTpom BHYTPEHHEW MNOA0CTU He MeHee 185 MM, a TaKKe OpraHM3aLMM 3aLMLWEHHbIX
OTKa30yCTOMUYMBbIX CETEN Nepesayn AaHHbIX Ha 06beKTax, rae HeobxoaMMo BbiNOAHEHWE TpeboBaHWUIM No
obecneyeHnNo YCTOMYMBOCTM K BO3OEWCTBUAM Pa3/IMUHOIO BMAA: TeMNepaTypHbIM, MEXaHWUYECKUM W

Apyrum.

B HacToswemM pyKOBOACTBE M3/I0XKEHbI HA3HAYEHME, TEXHUYECKME XapaKTEPUCTUKU, pEKOMEHLALNN
MO HaA4a/ibHOM HACTPOMKe, CUMHTAKCUMC KOMaHA AN1A KOHPUrypauuu, MOHUTOPUHIa M ob6HOBAEHUA
NPOrpamMmHoro obecneyeHns KOMMyTaTopa.
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HELTEX

1 OMNWUCAHUE U3AENUA

1.1 HasHauyeHue
Yctpoiictea cepuii  MES14xx wn  MES24xx ABnAOTCA  ynpaBAseMbiMM  KOMMYTAaTOPamM,
BbINONHAOLMMMU CBON KOMMYTALMOHHbIE GYHKLMN HA KAaHA/IbHOM M CETEBOM YPOBHAX mozenn OSI.

CeTteBble KommyTaTopbl MES1428 nmetoT B cBOEMm cocTaBe 24 anieKTpuyeckmx nopta Fast Ethernet u
4 onTtnyeckux nopta Gigabit Ethernet ana yctaHoBKku SFP-TpaHcmeepos (Combo-nopTbi).

CeTteBble KOMmMyTaTOpbl MES2408X MMeIOT B CBOEM cOCTaBe 8 aneKkTpuyeckux noptos Gigabit Ethernet
M 2 onTuyeckux nopta Gigabit Ethernet ana ycraHoBku SFP-TpaHcMBepoB.

CeteBble KommyTaTopbl MES2411X mMmeloT B CBOEM cocCTaBe 8 3/eKTpuuyeckux nopTtoB Gigabit
Ethernet 1 11 ontnuyeckmx noptoB TenGigabit Ethernet ans yctaHoBKku SFP+-TpaHcMBEpOB.

CeTeBble KommyTaTopbl MES2428x nmetoT B CBOEM cocTaBe 24 31eKTpuyeckmx nopta Gigabit Ethernet
n 4 onTuyeckmx nopta Gigabit Ethernet ans ycraHoBku SFP-TpaHcnepos (Combo-nopTsl).

CeTteBble KOmMyTaTOpbl MES2424x umetoT B CBOEM cocTaBe 24 aneKkTpuyeckunx nopta Gigabit Ethernet
n 4 ontnyeckmx nopta TenGigabit Ethernet ana yctaHoBku SFP+-TpaHcMBepOB.

CeteBble KommyTaTopbl MES2448 DC nmeloT B CBOEM cocTaBe 48 aneKTpuyeckux noprtos Gigabit
Ethernet u 4 onTuueckmx noprta TenGigabit Ethernet gns yctaHoBKM SFP+-TpaHcMBepoB.

CeTeBble KoMMmyTaTopbl MES2448B umeloT B CBOEM cocTaBe 48 3neKTpuyeckux noptos Gigabit
Ethernet n 4 onTuyeckmx nopta TenGigabit Ethernet gnsa yctaHoBKM SFP+-TpaHcMBepoOB.

CeTeBble KommyTaTopbl MES2448E nmeloT B CBOEM cocTaBe 48 3/1eKTpuyeckMx noptoB Gigabit
Ethernet 1 6 onTnueckmx noptos TenGigabit Ethernet gns yctaHoBKM SFP+-TpaHcMBepos.

CeteBble kommyTaTopbl MES3708P umeloT B cBOEM cocTaBe 8 3fneKTpuyeckux noptos Gigabit
Ethernet 1 2 onTnueckux nopta Gigabit Ethernet ana ycraHoBku SFP-TpaHcuBepos.

1.2 ®DyHKUMM KOMMYyTaTOpa

1.2.1 ba3oesie pyHKYuu

B Tabnmue 1 npuseneH cnncok 6a3oBbix GYHKLMI YCTPOMCTB, AOCTYNHbIX AN agMUHUCTPUPOBaHUA.

Tabnunua 1 — basosble GyHKUUM YCTPOMCTBA

3awyuma om BAOKMpPOBKa BO3HMKAET B C/ly4anx Neperpy3kn BbIXOAHbIX MOPTOB YCTPOMNCTBA Tpadu-
6710KupoeKuU o4yepedu KOM OT HECKOJIbKMX BXOAHbIX MOPTOB. ITO NPMBOAMT K 334eP*KKaM nepesaym AaHHbIX
(HOL) 1 noTepe NakeTos.

Moddepicka CnocobHocTb noaaepK1BaTb Nepenady CBepXA/IMHHbIX KagpoB, YTo MO3BOJIAET Me-
C8epXO0AUHHbIX KaOPO8 | pefaBaTb AaHHbIE MEHbLUMM YACNOM NAKETOB. ITO CHUXKAET 06bem CNyKeBHOW UH-
(Jumbo frames) dopmaumu, Bpemsa 06paboTKM 1 NepepbiBbI.

YnpaBieHne NOTOKOM NO3BOJIAET COEANHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. s npefoTBpalleHUA nepenonHeHus bydepa HU3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBaATb naket PAUSE, Tem cambim MHPopMUpya
BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOBXOAMMOCTU cAenaTh Naysy Npu nepesaye na-
KeToB.

YnpaeneHue nomokom
(IEEE 802.3X)
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HELTEX

1.2.2 ®yHKYyuu npu pabome ¢ MAC-adpecamu

B Tabanue 2 npueeseHbl PyHKUUKN yCTPOICTB Npu paboTe ¢ MAC-agpecamum.

Tabnuua 2 — PyHKUMKM paboTbl ¢ MAC-agpecamu

Tabauya MAC-adpecos

KommyTaTop coctasaseT B namati Tabsvuy, B KOTOPOW yCTaHaB/AMBAETCA COOTBET-
cTBMe mexay MAC-agpecamu 1 y3namu NopToB KOMMyTaTopa.

Pexcum obyyeHus

B oTcyTcTBME 06YYEHMA, AaHHble, MOCTyNatoWmMe Ha Kakon-nMbo nopT, nepeaatoTcs
Ha BCe OCTa/ibHble NOPTbl KOMMyTaTopa. B pexxume obyvyeHUA KOMMYTaTOp aHAN3U-
pyeT Kagpbl u, onpesenns MAC-agpec oTnpasuTens, 3aHOCUT ero B Tabanuy mapLu-
pyTv3auuun. Bnocneactsum kagp Ethernet, npegHasHaveHHbIN ansa xocta, MAC-agpec
KOTOPOTroO y»Ke ecTb B Tabanue, nepesaetcs TONbKO Yepes yKasaHHbIN B Tabauue noprt.

Moddepxka nepedayu
Ha HecKonbKko MAC-
adpecos (MAC

[daHHaa ¢yHKUMA NO3BONSAET YCTaHaB/AMBAaTb COEAMHEHUA «OAMH KO MHOTUM» U
«MHOTME KO MHOrmm». Takum o6pa3om, Kaap, agpecoBaHHblii MHOroagpecHomn
rpynne, nepeaaeTca Ha KaxKablit NopT, BXOAALLMI B rpynny.

Multicast Support)

Asmomamuyeckoe

epemsa xpaHeHusa MAC- | Ecan ot yctpoiictaa c onpeaeneHHbim MAC-aapecom 3a onpeaesieHHbIN nepuog spe-

adpecos MEHM He MOCTYMaloT NaKeTbl, TO 3aMMCb ANA AAHHOIO agpeca ycTapeBaeT M yaAanaeTca.

(Automatic Aging for 370 NO3BONAET NOAAEPKMBATL TabOAMLY KOMMYTaLMW B aKTyalbHOM COCTOAHUU.

MAC Addresses)

CmamuyecKue 3anucu .

MAC CeTeBOlM KOMMYTATOP NO3BOAAET MOJ/Ib30BATENO ONPeAe/IUTb CTaTUYECKUE 3anuncu
. . cooTBeTcTBU MAC-agpecoB, KOTOPble COXPAHSAOTCA B TabiMue MapLupyT1saumm.

(Static MAC Entries)

1.2.3 ®yHKyuu emopozo yposHa cemeesoli modenu OSI

B Tabnmue 3 npuseaeHbl GyHKUMM M 0COBEHHOCTM BTOPOrO YpoBHA (ypoBeHb 2 OSI).

Tabnuvua 3 — OnucaHme GyHKUNUIN BTOPOro ypoBHA (yposeHb 2 OSI)

Peanusauma npoTtokona IGMP nossonsert Ha ocHoBe MHbOPMALUKM, NOSYYEHHOM
npuv aHanuse cogepxunmoro IGMP-nakeToBs, onpeaenunTb, Kakue ycTpoicTea B ceTu

®yHkyusa IGMP Snooping o

Y4acTBYHOT B Fpynnax MHOroaApecHOM paccbl/iKM, U agpecoBaTb TpadumK Ha cooTeeT-

CTByHOLLME NOPTHI.

. Peanuszauusa npoTtokona MLD no3BosseT ycTpoiicTBy MMHUMU3NPOBATbL MHOTOaz-

@®yHkyusa MLD Snooping . 4 P yerp y P A

pecHbliit IPv6-Tpadumk.

®yHKLMA, NO3BONAOWAA NepeHanpaBaATb MHOroafApecHblt TpaduK M3 oaHOro
®yHkyua MVR VLAN B pgpyryto Ha ocHoBaHuM IGMP-coobLieHunit, 4To MO3BOJIAET YMEHbLUNTb

HarpysKy Ha uplink-nopty. NMpumeHaeTca B peweHusx lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LlWTopm» — 3TO pasmHoKeHMe broadcast-, multicast-, unknown unicast-naketos B
KaXK40oM y31e, KoTopoe NPMBOAUT K NaBUHOOBpPa3HOMY POCTY MX YMCAa U Napanu-
3yeT paboTy ceTn. KommyTaTopbl UMEIOT GYHKLMIO, MO3BONAIOLLYIO OFPaHUYUTL CKO-
pocTb Nepenaym MHOroaApPEecHbIX U LIMPOKOBELLATENbHbIX KaApOoB, MPUHATbIX U ne-
pefaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoes
(Port Mirroring)

3epkanupoBaHue NOPTOB NO3BOAAET Ay6AMpoBaTh Tpaduk HabaoAaembIx NOPTOB,
nepecbiiasa BXogawme u/Mam ucxogsawme nNakeTbl Ha KOHTPOAMPYIOLWMIA nopT. Y
Nno/sib30BaTeNA KOMMYTAaToOpa €CTb BO3MOXHOCTb 334aTb KOHTPO/IUPYIOLMIA U KOH-
TpoaMpyemble NopTbl MU BbIBpaTb TMN TpadMKa (BXOAAWMA N/UAN NCXOAALLNN), KO-
TOpbIl BygeT nepenaH Ha KOHTPOJIMPYHOLWMIA NOPT.

Uzonayua nopmos
(Protected ports)

JaHHasa dyHKUMA No3BONAET Ha3HaunTb nopTy ero uplink-nopT, Ha KoTopsblii 6es-
ycnoBHo ByaeT nepeHanpaBaaTbcsA Becb TpaduK, obecneunsan Tem caMbiM U30A-
LU0 C APYTMMK MOpTamm (B Npesenax o4HOro KOMMYTaTopa), HaXO4ALLMXCA B STOM
e WupoKosellaTtenbHom aomeHe (VLAN) B npeaenax oAHOro KommyTratopa.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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HELTEX

Mooddepxcka npomoKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBOW NPOTOKO/I, OCHOBHOM 3aZayelt KOTOPOro ABAA-
etca npusepeHune cetn Ethernet ¢ M36bITOYHBIMU COEAUHEHUAMM K APEBOBUAHOWN
TOMONOMMK, UCKAOYatoLWen neTan. KommyTaTtopbl 06MeHUBaOTCA KOHOUTYPaLMOH-
HbIMU COOBLLEHNAMM, UCNONBL3YA Kagpbl cneumansHoro ¢opmaTa, U BbIBOPOYHO
BK/IIOYAIOT M OTKJ/IOHAIOT Nepegayvy Ha nopTbl.

Mooddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbiii) STP (RSTP) — AaBNseTcA ycoBepLLueHCTBOBaHMEM NpoToKkona STP, xa-
paKTepU3yeTcs MeHbWMM BpeMeHeM NPUBEAEHUA CETU K APEBOBUAHON TONOAOMMU
1 nmeeT 6onee BbICOKYHO YCTONUYMBOCTD.

Mooddepxcka VLAN

VLAN — 370 rpynna nopToB KOMMYyTaTopa, 06pa3yowmnx o4HY LWNPOKOBELLLATE/IbHYIO
obnactb (aomeH). KommyTtaTop noanep1BaeT pasinyHble cpeacTBa Kaaccuoduka-
LMW NaKeToB ANA onpeaeneHna Ux NnpuHaaaerxKHocTu K onpegeneHHoro VLAN.

Mooddepxcka npomoKona
OAM

(Operation,
Administration and
Maintenance,

IEEE 802.3ah)

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah — ¢yHK-
LMK YPOBHA KaHana nepegayn AaHHbIX, NpeacTaBasowme coboil NPoTOKON MOHM-
TOPWHra COCTOAHMA KaHana. B aTom npoTokone Ans nepegayn MHGopmaLmm o co-
CTOSIHAM KaHafa Mexay HenocpeacTBeHHO MNOAKAKYEHHBIMM YCTPOMCTBAMM
Ethernet ncnonb3yotca 610K gaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoii-
CTBa A0NKHbI NoAAepXKuBaTb cTaHaapT IEEE 802.3ah.

Moddepxcka VLAN Ha
6ase nopmos
(Port-Based VLAN)

Pacnpenenenune no rpynnam VLAN BbinoAHAETCA NO BXOAAWMM nopTam. [JaHHoe
pelleHMe NO3BONAET UCMO/Ib30BaThb Ha KaXKAOM NOpTy TONbKO ofHy rpynny VLAN.

Mooddepxcka 802.1Q

IEEE 802.1Q — OTKpbITbIM CTaHAAPT, KOTOPbIM ONUCLIBAET NPOLLEeAYpPY TEFMPOBaHMUA
TpaduKa gna nepesadm nHbopmaumm o npuHagaexHoctm K VLAN. MossonseT uc-
Nnonb3oBaTb HeckoabKo rpynn VLAN Ha ogHOM nopTy.

Ob6veduHeHUe KaHan108 ¢
ucnonv3osaHuem LACP

MpoToKkon LACP obecneynBaeT aBToMaTMYecKoe obbeaNHEeHNE OTAE/NbHbIX CBA3EMN
MeXay ABYMA YCTPOWCTBaMM (KOMMYTaTOP—KOMMYTaTOp MAM KOMMyTaTop—cep-
BEpP) B eAMHbIN KaHaN nepesayn AaHHbIX.

B NpoTOKONE NOCTOAHHO ONpeAenseTcs BOSMOXHOCTb 06beaMHEHNA KaHAO0B, U B
C/ly4ae 0TKa3a coeMHEHUA, BXOAALLErO B 06beaMHEHHbIN KaHan, ero Tpaduk aBTo-
MaTUYeCcKn nepepacnpesenserca no He OTKA3aBLUMM KOMNOHEHTam 0b6beAnHEH-
HOro KaHana.

Co3zdaHue 2pynn LAG

B ycTpowcTBax nogaepxumBaetcs GyHKLMA CO34aHMNA TPYNN KaHaMoB. Arperaums Ka-
Hanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHonorusa obbeanHeHnn
HECKONIbKMX PU3NYECKMX KAHAIOB B OAMH SIOTMYECKUIA. ITO CNOCODBCTBYET HE TONIbKO
YBE/IMYEHUIO MPOMYCKHOM CMOCOBHOCTM MarncTpasbHbIX KaHanoB KomMmyTaTop—
KOMMYTaToOp MW KOMMyTaTOp—CepBep, HO U NOBbILWEHUID UX HAAEKHOCTU. Bo3-
MOKHbI TPM TUMa 6anaHCMPOBKM — Ha ocHoBaHMM MAC-aapecoB, Ha OCHOBaHuM |IP-
afipecoB 1 Ha OCHOBaHWW nopTa (socket) HazHayeHuUs.

lpynna LAG cocTouT U3 NopTOB € O4MHAKOBOW CKOPOCTbIO, paboTatowmx B AynaeKc-
HOM peKnme.

Selective Q-in-Q

MNo3BonseT Ha3HauaTb BHelwHM VLAN SPVLAN (ServiceProvider's VLAN) Ha ocHoBe
CKOHOUIYPUPOBaHHbIX Npasua OGUAbTpaLMM NO HOomepam BHYTpeHHuUx VLAN
(Customer VLAN). MNpumeHeHune Selective Q-in-Q nossonseT pas3obpaTb Tpaduk
aboHeHTa Ha Heckonbko VLAN, uameHuTb metky SPVLAN y naketa B oTAe/ibHOM
yyacTKe ceTu.

1.2.4 ®yHKyuu mpemoezo ypoeHa cemesoli modenu OSI|

B Tabnnue 4 npuseaeHbl pyHKLUN TpeTbero yposHa (yposeHb 3 OSI).

Tabnunua 4 — OnncaHue GyHKUNI TpeTbero ypoBHs (Layer 3)

CmamuyecKue IP-

mapwpymel

AZMUHUCTPATOP KOMMYTaTOPa MMEET BO3MOMKHOCTb A06aBAATb U yAaNATb CTaTU4e-
CKMe 3anuncy B TabanLy MapLIpyTU3aLmm.
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HELTEX

KnueHmeoi BootP u

(Address Resolution
Protocol)

DHCP (Dynamic Host YcTporictBa cnocobHbl  aBTOMAaTMyecku nonyyatb [P-agpec no  npoTokony
. ) BootP/DHCP.

Configuration Protocol)

lpomokon ARP ARP — npoTokon conoctasneHus IP-agpeca n dpusnyeckoro agpeca ycrpoicraa. CooT-

BEeTCTBUE YCTAaHAB/IMBAETCA Ha OCHOBE aHa/IM3a OTBETa OT Yy3/1a CeTU, agpec y3na 3a-
npawnBaeTCA B LWULMPOKOBELWATENbHOM NaKeTe.

1.2.5 ®yHkyuu QoS

B Tabnnue 5 npuBeaeHbl OCHOBHble GyHKLUMM KadecTBa obcny:kmnsaHua (Quality of Service).

Tabnnua 5 — OcHoBHble QYHKLMM KauecTBa 06CyKUBAHMSA

Moddepxcka
npuopumemHbix
oyepedeii

YCTPOICTBO NOAAEPKMBAET MPUOPUTEIALMIO MCXOAALLEro TpadmrKa No oyepessm Ha
Kaxkgom nopty. PacnpegesneHne NakeTos No o4yepessm MOXKET NMPOU3BOAMTLCA B pe-
3y/ibTaTe KnaccudurKaLmMm NakeTos Mo PasIMYHbIM NOMAM B 3aro/I0BKax NaKkeToB.

ModdepxKa Knacca
obcnyrcueaHusa 802.1p

CraHgapT 802.1p cneunduumpyeT MeToZ yKasaHMA NpMoOpUTETa Kagpa M anroputm
MCNO/Ib30BaHMA NpPUOpUTETA B LeIAX CBOEBPEMEHHOW AOCTaBKU HYyBCTBUTENBHOTO K
BPEMEHHbIM 3aAaep*KKam Tpadumka. CtaHgapT 802.1p onpeaensetr BOCEMb YPOBHEMN
npuopuTeToB. KOMMyTaTOpbl MOTryT MCNONb30BATb 3HAYeHUe npuoputeta 802.1p gna
pacnpeaeneHna Kagpos No NPUOPUTETHbLIM ovepeaam.

1.2.6 ®PyHKYyuu obecneyeHus 6ezonacHocmu

Tabnnua 6 — PyHKUMKM obecneyeHma 6e3onacHoOCTH

DHCP snooping

PyHKUMA KOMMYyTaTOpa, NpeHa3Ha4YeHHas 4/1A 3alunTbl OT aTak C UCMO/Ib30BaHNEM
npotokona DHCP. Ob6ecneumsaet ¢puabrpaunto DHCP-coobuieHMiA, NoCTynuBLINX C
HeHaZeXHbIX MOPTOB MyTeM MOCTPOEHMA U noaaepaHua 6a3bl AaHHbIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbinonHseT Aencrsua
6paHaMayspa MeKay HeHaAeKHbIMKW NopTamu 1 cepsepamu DHCP.

Onyus 82 npomokKona
DHCP

Onuwus, KoTopas nossonsetr npouHbopmuposatb DHCP-cepBep o TOom, C KaKkoro
DHCP-peTpaHcaaTopa 1 Yepes Kakoi NopT npuLien 3anpoc.

Mo ymonyaHuio KOMMYTATOp, UCNoNb3yowmii dyHKLMo DHCP snooping, 06HapyXu-
BaeT u oTbpacbiBaeT Ntob6oin DHCP-3anpoc coaepskalinin onuuio 82, KOTOPbIN OH MNo-
Nyynn yepes HeHagEéxHbIM (untrusted) nopr.

Dynamic ARP
Inspection (Protection)

PyHKLMA KOMMYTATOpPa, NPeAHa3Ha4YeHHaa A1A 3alWMTbl OT aTaK C UCMO/b30BaHNEM
npoTtokona ARP. CoobuieHune, KOTOpoe NOCTynaeT ¢ HEHaAEeXHOro NopTa, Nnoasepra-
eTcA NpoBepKe — cooTBeTcTBYET N IP-agpec B Tene npuHaToro ARP-nakeTa IP-agpecy
oTnpasuTens.

Ecnun appeca He coBNagatoT, TO KOMMyTaTop oT6packiBaeT naker.

L2 -L3—-L4 ACL (Access
Control List)

Ha ocHoBe MHbOpMaumK, coaepiKalleinca B 3arosoBKax ypoBHel 2, 3 n 4, y aAMUHK-
CTpaTopa ecTb BO3MOXHOCTb HAacTpouTb A0 100 npasu, COrNacHoO KOTOPbIM NaKeT by-
net obpabotaH, nMbo oT6pOoLLEH.

IP Source address
Guard

®yHKUMA KOMMYTaTOpa, KOTOopas orpaHuumBaeT IP-Tpadumk, PuabTpya ero Ha ocHoBa-
HUK TabMLLbl cOOTBETCTBUI 6a3bl 4aHHbIX NpuBsA3kn DHCP — DHCP snooping u ctaTtn-
Yecku CKoHPUryprpoBaHHbIX IP-agpecos. PyHKLMA ncnonb3yeTcsa Ana 6opbbbl ¢ noa-
meHoM IP-agpecos.

1.2.7 ®yHKyuu ynpaesseHUs KOMMymamopom

Tabanua 7 — OcHOBHble GYHKLMM yNpaBAEeHNA KOMMYTaTOPamM

3azpy3ka u ebi2py3Ka
¢aiina Hacmpoliku

MapameTpbl YCTPONCTB coxpaHatoTcA B daliie HAaCTPOMKMU, KOTOPbIN COAepKUT AaH-
Hble KOHPUrypaL MM KaK BCEN CUCTEMbI B LLEIOM, TaK U OnpeaesIeHHOro nopTa ycTpom-
cTBa.
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MpoTtokon TFTP ncnonb3yertcs s onepaumn 3anucu 1 yteHus ¢ainos. NpoTokon oc-
Mpomokon TFTP (Trivial | nosan Ha TpaHcnopTHom npoTokone UDP.
File Transfer Protocol) YcTpoicTBa nogaepKuBatoT 3arpysky U nepegady no AaHHOMY NpoToKoay ¢daiios
HacTpPoOMKKU 1 06pasoB nporpammHoro obecneyeHwms.
MpoTokon SNMP ucnonbsyeTca ANA MOHUTOPUHIA M YNPaB/JEHUS CETEBbIM YCTPOM-
lpomokon SNMP cTBOM. [1nA ynpaBaeHUsa AOCTYNOM K CUCTEME OnpesenseTca CNMCOK 3anncei coob-
LLLeCTBa, KaXKaas U3 KOTOPbIX COAEPHKUT NPUBUAETUN A0CTYNA.
YnpasneHne KommyTaTopamu nocpenctsom CLI ocyliectBnseTca 10KanbHO Yepes no-
Uumepdpeiic cnenoBatesibHbIA NopT RS-232, inbo ypaneHHo yepes Telnet. UHTepdeinc KomaHa-
KOMAHOHOU cmpoKu HOW CTPOKK KoHconu (CLI) sBafeTca NpomMbllIEHHbIM CTaHAapToM. MHTepnpeTaTop
(CLI) CLI npepocTaBnaeT CNMCOK KOMaHA, U K/KOYEBbIX C/10B A8 NOMOLLM NO/Ib30BaTeNto U
COKpaLLeHNto 06bema BBOAMMbIX LaHHbIX.
syslog Syslog — npoToKon, obecneunBaoWwmii nepesady coobLLeHNI 0 NPOUCXOAALLNX B CU-
cTeme cobbITUAX, a TaKXKe yBefOMNEHUI 06 OWMBKaxX yaaNeHHbIM cepBepam.
SNTP MpoTtokon SNTP — NpOTOKON CUHXPOHU3ALMN BPEMEHU CETU, rapaHTUPYyeT TOYHOCTb
(Simple Network Time CUHXPOHU3ALMN BPEMEHWN CETEBOIO YCTPOMCTBA C CEPBEPOM A0 MUAIUCEKYHADI.
Protocol)
Traceroute Traceroute — cny»kebHan GyHKLMA, NpegHa3HauYeHHas 41A onpeseneHns MapLlpyTos
nepeaayun AaHHbIx B IP-ceTax.
YnpaeneHue
AZMUHUCTPATOP MOXKET onpesennTb YPoBHU NPUBUAETUIA AOCTYNa ANA NONb30BaTe-
KOHMponaupyemsim . . .
el yCTPOMCTBA U XapaKTEPUCTUKN AN1A KaXKAOr0 YpOBHA NpUBUAETUI (TONbKO Ann
docmynom — ypoeHu o
. yTeHus — 1 ypoBeHb, NOJIHbIN AoCcTyn — 15 ypoBeHb).
npusuneauu
KommyTaTop crnocobeH ycTaHaBAMBaTb 3amnpeT AOCTyna K Kakaomy uHTepdelicy
BroKupoeka ynpasneHus (SNMP, CLI). 3anpeT MoKeT bbITb YCTaHOB/IEH OTAE/IbHO ANA KaXKA0ro
o TMNa gocTyna:
unmepdpeiica e Telnet (CLI over Telnet Session);
ynpaeneHus e SNMP:
e SSH.
JlokanbHas [ns nokanbHOM ayTeHTUDMKaALMWN NOALEPKUBAETCA XpaHeHUe naposei B 6ase gaH-
aymeHmuguKayus HbIX KOMMYTaTOpa.
bunempayus IP- Joctyn no SNMP pa3pelwaetca gnsa onpeaeneHHbix IP-agpecos, ABasAoWwmMXca vne-
aodpecos 013 SNMP Hamn SNMP-coobuiecTsa.
MpoTtokon RADIUS ncnonb3yetca ana ayteHTMdMKaLmMm, aBTopmsaumm m yyeta. Cep-
Kauenm RADIUS Bep RADIUS ncnonb3yeT 6a3y AaHHbIX NO/b30BaTeIe, KOTOPaA COAEPHKUT AaHHbIe
NPOBEPKM NOAJNHHOCTU AN1A KAXKA0ro nosb3osatena. KommyTtaTopbl cogepKaTt Kam-
E€HTCKY0 YacTb npoTokona RADIUS.
TACACS+ YCTpoiCcTBO NpefocTaBAAeT NOALEPKKY NPOBEPKN NOAJAMHHOCTU KMEHTOB nocpes-
. ctBom npoTtokona TACACS+. MpoTtokon TACACS+ obecneumBaeT LeHTPa/IM30BaHHYIO
(Terminal Access N
Controller Access CVICTerVly 6e30MacHOCTM AN MPOBEPKM MONb30BATENEN, MOMAyYaloOWMX AOCTYRN K
YCTPOMCTBY, @ TaKe LEeHTPa/NM30BaHHYIO CUCTEMY YNpasieHus npu cobaoaeHuu
Control System) cosmectTumocTtun ¢ RADIUS n gpyrummn npoueccamm nposepKu NOAJANHHOCTU.

1.2.8 [onoaHumesnbHble pyHKYuu

B Tabnmue 8 npuseaeHbl ONONAHUTENbHBIE GYHKLMKM YCTPOMCTBA.

Tabnunuya 8 — [lononHuUTeNbHble GYHKLUMM YCTPOMNCTBA

BupmyanbHoe CeTeBble KOMMYTATOPbI UMEIOT B CBOEM COCTaBe NPOrpaMMHbIe U annapaTHble cpes-

mecmupoeaHue Kabenas | cTBa, NO3BONAKOLME BbINONHATL GYHKLMM BUPTYyanbHOro Tectepa kabena — VCT. Te-

(VCT) CTep No3BOSIAET ONpenennTb COCTOAHNE MeLHOro Kabensa cBAsw.

HAuazHocmuka YCTpPOMCTBO NO3BO/IAET TECTUPOBAaTh ONTUYECKMI TPaHcMBep. Mpu TeCTUPOBAHUK OT-

onmu4yecKo20 CNeXXMBalOTCA TakMe napameTpbl, Kak TOK M HanpsaXeHue nuTaHua, Temnepartypa

mpaHcueepa TpaHcusepa. Ans peannsauun TpebyeTtca noanepkka aTuX GyHKLMI B TpaHCHMBeEpe.
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Link Detection)

UDLD (Unidirectional

MpPOTOKO/1 BTOPOro YPOBHSA, CO34aHHbIN A1 aBTOMaTUUYECKOro 06HapYXeHUs notepu
[ABYXCTOPOHHEW KOMMYHUKALMKN Ha ONTUYECKUX IMHUAX CBA3U.

1.3 OcHOBHbIe TeXHUYECKME XapaKTepPUCTUKH

OCHOBHble TeXHU4YecKume napamMeTpbl KOMMYTAaTOPOB nNpueeaeHbl B Ta6/w1u,e 9.

Ta6IIVILI,a 9 — OCHOBHble TEXHUYECKME XapaKTepnucTtnkn

0O6wue napameTpbl

MES1428

Realtek RTL8332M

MES2408
MES2408B

MES2408IP DC1

Realtek RTL8380M

MES2408P
MES2408PL
MES3708P
MES2408C
MakeTHbIN MES2408CP
npoueccop mig;jggp Realtek RTL8382M
MES2428B
MES2428T
mg;jgfm Realtek RTL9301
MES2448 DC
MES2448B Realtek RTL9311
MES2448E
MES2411X Realtek RTL9313
24 x 10/100BASE-TX (RJ-45)
MES1428 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)
8 x 10/100/1000BASE-T (RJ-45)
m:;jg:B 2 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
8 x 10/100/1000BASE-T (RJ-45)
MES2408C 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
8 x 10/100/1000BASE-T (PoE/PoE+)
MES2408CP 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
NHTepdeiicsl 1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2408IP DC1

8 x 10/100/1000BASE-T (PoE/PoE+)

MES2408P 2 x 100BASE-FX/1000BASE-X (SFP)

MES2408PL 1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3708P

MES2428 24 x 10/100/1000BASE-T (RJ-45)

MES24288 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)
24 x 10/100/1000BASE-T (RJ-45)

MES2428T 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

1 x KoHconbHbIN nopT RS-232 (RJ-45)
4 napbl BXOAHbIX CYXMX KOHTaKTOB

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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24 x 10/100/1000BASE-T (PoE/PoE+)
MES2428P 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopt RS-232 (RJ-45)
MES2424 24 x 10/100/1000BASE-T (RJ-45)
MES2424B 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
48 x 10/100/1000BASE-T (RJ-45)
m:gﬁgﬁ?c 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopt RS-232 (RJ-45)
48 x 10/100/1000BASE-T (RJ-45)
MES2448E 6 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
8 x 10/100/1000BASE-T (RJ-45)
MES2411X 11 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
MES1428 12,8 réut/c
MES2408
MES2408B
MES2408C
MES2408CP
Mes24a0sippcy | 20 FeuT/e
MES2408P
MES2408PL
MES3708P
MponycKkHas cnocob- MES2428
HOCTb MES2428P
MES2428B >6 T6u/c
MES2428T
MES2424
MES24248 128 reut/c
MES2448 DC
MES24488 176 Feut/c
MES2448E 216 réut/c
MES2411X 236 Iéut/c
MES1428 9 MPPS
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1 14,88 MPPS
MES2408P
Mpoussogutens- MES2408PL
HOCTb Ha NaKeTax MES3708P
ONMHoM 64 6aiital MES2428
MES2428P
MES2428B 41,658 MPPS
MES2428T
MES2424
MES2424B 95,2 MPPS
MES2448 DC
MES2448B 130,9 MPPS

1 3HaueHuA yKa3aHbl AN8 OAHOCTOPOHHEN nepeaaun
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MES2448E

160,7 MPPS

MES2411X

175,5 MPPS

Ob6bem bydepHoi

namaTn

MES1428
MES2408
MES2408B
MES2408C
MES2408CP

MES2408IP DC1

MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

512 K6ant

MES2424
MES2424B

1,5 M6ant

MES2448 DC
MES2448B
MES2448E
MES2411X

2 Méaunt

0O6bem 0O3Y
(DDR3)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP

MES2408IP DC1

MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

256 Mb6aint

MES2424
MES24248B
MES2448 DC
MES2448B
MES2448E
MES2411X

512 Mb6aunt
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O6bem M3y
(SPI Flash)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

32 Mbaunt

MES2424
MES2424B
MES2448 DC
MES2448B
MES2448E
MES2411X

64 Mb6aunt

Tabnnua MAC-
aapecos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

8192

MES2424
MES2424B

16384

MES2448 DC
MES2448B
MES2448E
MES2411X

32768

Konnyectso ARP-3anucei

1000

Moppeprkka VLAN

cornacHo 802.1Q go 4094 aktueHbIX VLAN

KonnyecTso rpynn
L2 Multicast
(IGMP snooping)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

509

18
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MES2424
MES24248B

1023

MES2448 DC
MES24488B
MES2448E
MES2411X

4094

KonnuecTso npasun
MAC-based VLAN

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

128 Ha ntoboe KonnyecTso MHTepdencos

MES2424
MES24248B

640*

MES2448 DC
MES24488B
MES2448E
MES2411X

1280"

KonnuecTtso npasun
Protocol-based VLAN

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

100!

MES2424
MES2424B
MES2448 DC
MES2448B
MES2448E
MES2411X

8 Ha Nntoboe KonyectTso MHTepdencos

! lobaBneHne npaBuaa Ha Kax bl MOPT pacxoayeT annapaTHble pecypcbl obLero nyna.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

Konunyectso npasun
SQinQ

128 (ingress)/256 (egress)

MES2424
MES2424B

384 (ingress)/512 (egress)

MES2448 DC
MES2448B
MES2448E
MES2411X

768 (ingress)/1024 (egress)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

Konunuectso npasun
ACL

MAC-381
IPv4/IPv6 —219/128

MES2424
MES2424B

MAC — 509
IPv4/IPv6 — 384/192

MES2448 DC
MES2448B
MES2448E
MES2411X

MAC - 766
IPv4/IPv6 — 640/320

Konunuectso npasmn ACL B ogHom ACL

Konuuectso L3-uHTepdelicos

8 vlan, go 5 IPv4d-agpecos B Kaxgom vlan, go 300 IPv6 GUA
CymmapHo and scex vlan

Konnuectso BnpTyanbHbix Loopback-
nHTepdelicos

10
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MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P 8 rpynn, o 8 noptos B ogHOM LAG
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

Arperaums KaHai08
(LAG)

MES2424
MES24248B
MES2448 DC
MES2448B
MES2448E
MES2411X

24 rpynnbl, Ao 8 nopTtoB B ogHom LAG

npuMopuTnaumsa TpaduKa, 8 ypoBHemn
KauecTBo obcny»kmnsaHus QoS 8 BbIXOAHbIX o4yepeaer ¢ pasHbIMU MPUOPUTETAMU ONA KaXKA0ro
nopra

Konnyectso aksemnasapos MSTP 64

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P MaKcMMasbHbli pasmep naketos 10 000 6aiT
MES2408PL
Ceepxa/IMHHble MES2428
Kaapbl MES2428P
(jumboframes) MES2428B
MES2428T
MES3708P

MES2424
MES2424B
MES2448 DC
MES2448B
MES2448E
MES2411X

MaKCMMasbHbIl pasmep naketos 12 288 6aliT
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HELTEX

CooTBeTcTBME CTAHOAPTAM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)

IEEE 802.3af PoE, |EEE 802.3at PoE+ (Tonbko MES2408CP,
MES2408IP DC1, MES2408P, MES2408PL, MES2428P n MES3708P)

YnpasneHue

JlokanbHOe ynpasneHue

Console

YpaneHHoe ynpasaeHune

SNMP, Telnet, SSH, Web

dusnyeckme XxapakTepucTUKMN N YyCI0BUA OKPYIKaloLLen cpeabl

MES2408C
MES2408CP
MES2408PL ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
MES3708P
MES2411X
MES1428
MES2408 CeTb nepemeHHoOro Toka: 110-250 B, 50-60 I'y,
MES2424 CceTb NOCTOAHHOrO TOKa: 18—-72 B
MES2428 )
MES2428T
NCTOUYHUKU MES2408IP DC1
ceTb NOCTOAHHOrO TOKa: 36—72 B
NMUTaHuMA MES2448 DC
MES2408P CeTb NepemMeHHOro Toka: 176—250 B, 50-60 I'y,
ceTb NOCTOAHHOrO TOKa: 36—72 B
MES2428P CeTb NepemMeHHOro Toka: 170-264 B, 50-60 I'y,
CceTb NOCTOAHHOrO TOKa: 36—72 B
MES2408B
MES24288 CceTb nepemeHHoro Toka: 110-250 B, 50-60 I'y,
MES24248 aKKymynaTtopHana 6atapes: 12 B DC
MES2448B YMyAATOP pes:
MES2448E
MES3708P ceTb nepemeHHoro Toka: 100—-240 B, 50-60 I'y,
MES1428 DC
MES2408C 1087
MES1428 AC 11 Bt
MES2408 AC 7 Bt
MaKcumanbHasn MES2408 DC 8,6 BT
notpebnAeman | \MES2408B 37 Br
MotHocTe MES2408CP
MES3708P 160 BT (c yueTom Harpysku PoE)
MES2408IP DC1 135 BT (c yueTom Harpysku PoE)
MES2408P 280 BT (c yuyeTom Harpysku PoE)
MES2408PL 93 BT (¢ yueTom Harpysku PoE)
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MES2428
MES2428T

18 BT

MES2428B

45 Bt

MES2428P AC

420 BT (c yyeTom Harpysku PoE)

MES2428P DC

450 BT (c yueTom Harpysku PoE)

MES2424 AC

25 Bt

MES2424 DC

26 Bt

MES24248B

49 Bt

MES2448 DC

48 Bt

MES2448B

66 Bt

MES2448E

68 Bt

MES2411X

33 Br

MakcmmanbHas
nortpebnsemas
MoulHoCTb 6e3
y4yéta 3apaga AKb

MES2408B

7 Bt

MES2428B

20 Bt

MES2424B

24 Bt

MES2448B

48 BT

MES2448E

50 Bt

bioa<et PoE

MES2408CP
MES2408IP DC1
MES3708P

120 Bt

MES2408P

240 Bt

MES2408PL

65 BT

MES2428P

370 Bt

AnnapaTHasa
noaneprka
Dying Gasp

MES1428 AC
MES2408C
MES2408CP
MES2428 AC
MES2428T AC
MES2428P AC
MES2424
MES2448B
MES2448E

eCTb

MES1428 DC
MES2408
MES2408B
MES2408IP DC1
MES2408P
MES2408PL
MES2428 DC
MES2428T DC
MES24288B
MES2428P DC
MES24248B
MES3708P
MES2448 DC
MES2411X

HET

FabaputHble
pa3smepbl
(lWxBxT)

MES1428
MES2408IP DC1
MES2408P
MES2428
MES2428B
MES2428T

430 x 44 x 178 mm

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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MES2408
MES2408B
MES2408C 310x44 x 177 mm
MES2408CP
MES2408PL
MES2428P AC 430 x 44 x 204 mm
MES2428P DC 430 x 44 x 305 mm
MES2424
MES2424B 430 x 44 x 203 Mmm
MES2411X
MES3708P 152 x 517 x 85 mm
MES2448 DC
MES2448B 440 x 44 x 280 mm
MES2448E
MES1428 2,26 Kr
MES2424 AC 2,44 kr
MES2424 DC 2,42 Kkr
MES2424B 2,54 Kr
MES2408 1,72 kr
MES2408B 1,78 kr
MES2408C 1,77 kr
MES2408CP 2,16 Kr
MES2408IP DC1 2,38 Kr
MES2408P 2,69 Kkr
Macca MES2408PL 1,9 kr
MES2428P 3,27 Kr
MES2428
MES24288B 2,35 Kt
MES2428T 2,37 kr
MES3708P 4,2 Kr
MES2448 DC
MES24488B 3,98 kr
MES2448E 4,02 Kr
MES2411X 2,57 Kr
MES1428
MES2408 DC
MES2408B
MES2408C
MES2408P
MES2408PL
UHTepsan MES2428
paboumx MES2428B oT-20 go +50 °C
Temnepatyp MES2428P
MES2428T
MES2424 DC
MES2448 DC
MES2448B
MES2448E
MES2411X
24 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




HELTEX

o1 -20 no +50 °C

MES2424 AC 7 Mpu Ucnonb3oBaHMM KOMMepPUYECKMX TpaHcusepos SFP+
MES24248B V Temnepatypa OKpyXawlieid cpegbl He AO0NXKHA
npesbiwaTb +45 °C.

o1 -20 po +50 °C

MES2408CP 7 Mpun ncnonb3oBaHMM KOMMepUYecKUxX TpaHcmsepos SFP
MES2408P DC V Temnepatypa OKpyXawlieid cpegbl He  AO0NXKHA
npesbiwaTb +45 °C.

MES2408 AC ot -20 go +60 °C
MES2408IP DC1 o
MES3708P o1 -40 po +60 °C

oT-40 go +70°C

MHTepBan TemnepaTypbl XpaHeHUs (T -50 70 +85 °C — A MES3708P)

OTHOCUTENIbHAA BIAXKHOCTb NpW
aKcnnyaTaumm (6e3 obpasoBaHuA
KOHAeHcaTa)

He 6onee 80%
(He 6onee 90% — ana MES3708P)

OTHOCUTENbHAA BNAXKHOCTb npu XxpaHeHnn

109 959
(be3 obpasoBaHMA KOHAEHCATA) ot 10% Ao 95%
CpOK cnyx6bl He meHee 15 net
V : Tun NUTaHMA YCTPOIiCTBa onpeaenseTca Npu 3aKase.

1.4 KOHCTPYKTUBHOE UCNOJIHEHUEe

B naHHOM pa3gesie oNMCaHO KOHCTPYKTUBHOE UCMNOJIHEHUE YCTpOVICTB. MpeacrasneHbl M306pa)KeHMFI
I'IEpEAHEﬁ, 3ap,HeV1 1 BOKOBbIX NaHesnekn yCTpOVICTBa, OnncaHbl pa3bembl, CBETOANOOHbIE MHOUKATOPbI U Op-
raHbl ynpaBaeHnA.

Ethernet-kommyTaTopbl cepunint MES14xx u MES24xx BbINO/IHEHbI B METAN/IMYECKOM KOpNyce C BO3-
MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

MpombiwneHHbIM Ethernet-kommyTtatop MES3708P BbINONHEH B METa//IMYECKOM KOpMycCe C BO3-
MOXHOCTbIO MOABELIMBAHUSA HA WITAHTY TOAWMHON He 6onee 8 mm. CTeneHb 3awmTbl Kopnyca IP55.

1.4.1 BHewHulii sud u onucarue nepedHeli naHeau ycmpoiicme

BHewHM BMA, nepegHelt naHenn MES1428 nokasaH Ha pucyHke 1.

140-250 VAC EG/S0Hz e 1A A uiarc 1 3 5 7 3 1 13 15 17 19 21 2
SO ool ool ool o ol ool ool ool oo ool ool o
Console
£
(N ~ ) Power O ]
Aarm O [ ) Dy S ) 15 o e e o 1y o 58 5 e 5 S el o e
2 4 6 8 10 1n 14 16 18 20 n

» LA AELTEX MES1428

1 2 3 4 5 6 7

PucyHok 1 —lMepeaHasa naHeno MES1428
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HELTEX

B Tabanue 10 npueeaeH nepeyeHb pa3beMoBs, CBETOAMOAHbIX MHANKATOPOB M OPraHoB yrnpasBaeHus,
Pacno/ioXeHHbIX Ha NepeaHelt naHenm KoMmmyTaTopa.

Tabnnua 10 — OnucaHMe pa3beMoB, MHAMKATOPOB WU OPraHoOB ynpaBaeHua nepegHei naHenn MES1428

dnemeHT nepepHen

Ne OnucaHue
naHenu
1 ~110-250VAC, 60/50Hz max | Pasbem A/1a NOAKMOYEHMS K MUCTOUYHMKY 3/1EKTPOMUTaHUA MepemMeHHOro
1A TOKa.
Power NHAMKATOp NUTaHMA YCTPOMCTBA.
2
Alarm NHaunKaTop neperpesa.

KOHCONbHbIM NOPT A5 NOKANbHOTO YNpaB/ieHUs YCTPOUCTBOM.
PacnuHoBKa pasbema cnesytolas:

He ncnonb3yetca

He ncnonb3yetca

RX

GND

GND

X

He Ucnonb3yetcs

He ncnonb3yetca

He ncnonb3yetca

Pacnaika KoHconbHOro Kabena npuBeAeHa B NPUNOXKEHUM A.

3 Console

OCooNOOULL D WNPE

®YHKLMOHaNbHAA KHOMKa AN1A nepe3arpyskun ycTpoicTea un cbpoca K 3aBoa-
CKMM HaCTpoMKam:
- NPW HaXKaTUM Ha KHOMKY AAUTENbHOCTbIO MeHee 10 ¢ npoucxoauT nepesa-

4 F .
rpy3Ka yCcTpoMCTBa;
- NPU Ha)KaTMM Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ npoucxoaut cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOMN KOHUrypaumm.

5 [1-24] MopTtbl 10/100BASE-TX (RJ-45).

6 25, 26, 27, 28 Combo-nopTbl: noptbl 10/100/1000BASE-T (RJ-45).

Combo-nopTbl: cnoTbl Ans ycTaHOBKM TpaHcmBepos 1000BASE-X Combo.

7 25, 26, 27, 28 N
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX MHTEPDENCOB.

BHelwHW BUA, nepeaHeit naHenn yctpoicts cepmum MES2408 nokasaH Ha pucyHKax 2—10.

110-250 VAC 60/50Hz max 0.5A S AELTEX MES2408

1 3 5 7
Eime] L] L] ]|
@ I 0 I Console i
= el Ll
Aarm O
@ Ly IUZDDADDSDUED

9 10
i
| | |

1 2 3 4 5 6 7

PucyHok 2 — NepeaHas naHenb MES2408 AC

A v AELTEX MES2408

1 3 s 7
13’72_‘."’2"‘"“ S0 I o I IO G T0] -
@ s {(m] ] (o] ]
s ml F L o 10
i = Ejmmmm e
& Alarm O = oo To S To oo 0] Oseo
@ L L2 4 6 8 L |

1 2.1 3 4 5 6 7
PucyHok 3 —lMepeaHasa naHenb MES2408 DC
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110-250 VAC 60/50Hz max 1A

A\ usivsicr 1 3 s 7 JELTEX MES24088
e ST TO O IO O IO O T0) 530 csanse eooonssex
= e
@ - Power O console
= Y Marm Q) .
== | ° gl gl Y gl Nl
= | I— ) oo oo o =]
2 4 3 8
b

PucyHok 4 — MNepeaHaa naHens MES2408B

110-250 VAC 60/50Hz max 0.5 L\ s 9 JVELTEX MES2408C
L8

9,10 - 10/100/1000BASET
DDBASE-F/1000BASE-

L] 75
| s e e
L |

o

S)
I

power O nmnﬂ EITILIJ ET,H:H] EWIIEWIME ["1,.:":]
L J
Aarm O p— OO OO O 7o 7D
2 4 6 8

Lm0
3 4 5 6 6.1 7.1

'Tnﬁ'ﬂﬁﬂmﬁﬁﬁiﬁ
l oo
2

PucyHok 5 — NepeaHasa naHenb MES2408C

®

110-250 VAC 60/S0Hz max 2A o - s 1
{ X [ N W e ¥ W
Com] Comn] L] L]
IE FoEs 2 Consale . 5 it
* 1222 [ [ e o = e
00 |I= o Yo chro oo [1]o [ oo
88 2 4 6 s | -——

: AELTEX MEs2408cP

18
9,10 - 10/100/1¢ T
‘Or 100BASE-FX/1000BASE-X

2 3 31 4 5 6 6.1 7.1

PucyHok 6 — NepeaHas naHeno MES2408CP

AELTEX MES24081P
wasante

1 3 s 7
T T ]|
Pok Console
1357 F
= B EDDE @
MmO, OO00O0 =]
24 2 4 3 PR

PucyHok 7 — NMepeaHas naHenb MES2408IP DC1
176-250 VAC 60/50Hz max 2A [ uS 1 3 5 7 AELTEX MES2408P
n PoE Console
i 5
Power O) 0000
2O, 0000
— 2 llﬁ 8 .
2 3 31 4 5 6 7

A wieeoence JLELTEX MES2408P
20 et

' s 5 ;
= CITD O OIT0] i0. iewase uasoonisex
bt comsole

1357 F 9 10
rwrd 0000 7] O [FoT] O
I_|_l 24 L2 3 5 s

3 31 4 5 6 7

PucyHok 9 — NepeaHAaa naHenb MES2408P DC
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110-250 VAC 60/50Hz max 14 LS . R s ; A ELTEX MES2408PL
[P T i My Yo ot ] [ oy e
: v o ] Gl Con] o]
@ YoL-T a
=5 455¢ [0 ; [ e
Alarm O 0000 D OO oo O 7o
@ | I 246 8 L 2 4 [ 81

PucyHok 10 — NepeaHasa naHenb MES2408PL

B Tabauue 11 npuseaeH nepeyeHb pa3beMoB, CBETOAMOAHbIX MHANMKATOPOB M OPraHOB yrnpaBaeHus,
PacnoNIOXKEHHbIX Ha NepegHel naHeAn KoMmMyTaTopos cepun MES2408.

Tabnmua 11 — OnucaHMe pa3bemMoB, MHAMKATOPOB M OPraHOB ynpaB/ieHUs nepeaHen NnaHeam KoMmyTaTo-
pos cepmun MES2408

Ne | dnemeHT nepeaHel NnaHenu OnucaHue

1 ok Knemma pns 3a3emneHuns ycTponcTea.

~110-250VAC, 60/50Hz max | Pa3bem ANA MNOAKAOYEHUA K UCTOYHWKY 3/1EKTPOMUTaHUA NepemMeHHOoro
1A TOKa.

Pasbem anA nogKkntoyeHMA K WMCTOYHWUKY SNEKTPOMUTAaHWMA MNOCTOAHHOMO
TOKa.

2.1 | 18-72 VDC max 10A

2.2 36-72 VDC max 1A/10A Paszbem ANA NOAKNKYEHUA K MUCTOYHUKY 3SNEKTPONUTAaHMUA NOCTOAHHOIO

TOKa.
2.3 | 12VDC max 2A Pazbem AN NOAKNOUYEHUA K aKKYMYATOPHOM 6aTapen.
Power MNHAMKaTOp NUTAHMA YCTPOMCTBA.
3 Alarm MHanKkaTop neperpesa.
Battery (ana MES2408B) NHanKaTop paboTbl aKKYMyNATOpHOM HaTapen.
3.1 | PoE1-8 MHanKaTopbl coctoAHMA POE-nopToB..

KOHCO/IbHbIM NOPT 415 NOKANbHOTO YPaB/ieHUs YCTPONCTBOM.
PacnuHoBKa pasbema cneaytouian:

He ncnonb3syetca

He ncnonb3syetca

RX

GND

GND

TX

He ucnonb3yetca

He ncnonb3syerca

He ncnonb3syerca

Pacnaitka KOHCONbHOrO Kabensa NpuseaeHa B NPUAOKEHUM A.

4 Console

O o0 NOULLD WNPRE

dYHKUMOHaNbHAA KHOMKa ANA nepe3arpysku yCTPoCcTBa M cbpoca K 3aBoA-
CKMM HacTpoiKam:
- NPV HaXKaTWM Ha KHOMKY A/MTeNbHOCTbIO MeHee 10 ¢ npoucxoauT nepesa-

> F rpy3Ka yCTpOKCTBa;
- NPW Ha*KaTUKW Ha KHOMKY AaunTenbHOCTblo 6onee 10 ¢ npoucxoamT cbpoc
HACTpOeK YCTPOMCTBA A0 3aBOACKON KoHdUrypaumu.

6 [1-8] MopTbl 10/100/1000BASE-T (RJ-45).

6.1 | 9,10 Combo-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45).

CnoTbl ANA yCTaHOBKM onTUYecKux TpaHcmeepos 100BASE-FX/1000BASE-X
7 9, 10, LNK/SPD (SFP).
LNK/SPD — cBeToBast MHAMKALMA COCTOAHUA ONTUYECKUX NHTEPDENCOB.
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7.1 | 9,10, LNK/SPD

Combo-nopTbl: cAOTbI ANA yCTaHOBKM TpaHcueepoB 1000BASE-X Combo.
LNK/SPD — cBeToBasi MHAMKALMA COCTOAHUA ONTUHECKUX HTEPPEINCOB.

BHewWwHW BUA nepegHen naHenn yctponcts cepun MES2428 nokasaH Ha pucyHKax 11-16.

A€LTex Mes2a2s

110-250 VAC 60/50Hz max 1A A\ e 1 3 5 7
R o o ] o]
ot el T g bl bl {
‘—|—‘ i 2 1 ] 8 i
1 2 3 4
PucyHok 11 — NepeaHasa naHenb MES2428 AC
18-72VDC max 24 A i 17 15 2 2 25 2 SHELTEX MES2428
- [ (e Com] Lo [ T T
% - i
T
1.2 2
PucyHok 12 — NepeaHasa naHenb MES2428 DC
10250 AC ROISOM: e 14 AELTEX MEs24288

nnnnnnnnn

Sl

iy

5
T

P o) o]

e ) Gl ) e | ) )
| |
17 11 2 3 4 5 6 7

PucyHok 13 — lNepeaHasa naHenb MES2428B

170-264 VAC 60/50Hz max 34

o o

AeLTex Mes2a28p
e -

s023 Po+.

B e

g8 MmO e
- E
1 > 34

36-72VDC max 15A

A€LTex Mes2a28p
124 - 10/100/1000BASET, 802, 3at Pol+

1.2

PucyHok 15 — NepeaHaa naHenbs MES2428P DC
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HELTEX

P/ﬁJ SN i g
et =] vl iyl

Aarm O
—_— L 2 4 [ 8 1

ELTEX MES2428T
e

5 6 7

PucyHok 16 — NepeaHasa naHenb MES2428T

B Tabnuue 12 npuBeneH nepeyeHb pa3bemoB, CBETOANOAHbIX MHANKATOPOB M OPraHOB yNpaB/ieHus,

pPacnofioXKEeHHbIX Ha nepegHel naHean KoMmMmyTaTopos cepun MES2428.

Tabnvua 12 — OnucaHune pasbemoB, MHAMKATOPOB U OPraHOB yNpaBaeHUA NepeaHen NaHeam KOMMyTaTo-
pos cepun MES2428

No dnemeHT nepepHen Onucanme
naHenm
~110-250VAC, 60/50Hz max
1 1A Pasbem pna NoAKMOYEHWMA K WCTOYHUKY 3/EKTPOMUTAHWMA MEepeMeHHOro
(170-264 VAC 60/50 Hz max | ToKa.
3A pna MES2428P)
1.1 | 12VvDC max 2A Pasbem g5 NOAKNIOYEHMA K aKKYMYNATOPHON BaTapeu.
18-72 VDC max 2A
1.2 | (36-72 VDC max 15A ann Paszbem Ana NoAKNOUYEHNA K UCTOYHWUKY 3/IEKTPONUTAHMA NOCTOAHHOIO TOKA.
MES2428P DC)
Power NHAMKaTOp NUTaHMA yCTPOMCTBA.
Alarm UHpuKaTop neperpesa.
2
PoE NHankaTop paboTsbl PoE.
Battery (ana MES2428B) NHamKaTop paboTbl akKymynsTopHon baTapeu.
KoHCObHbIV NOPT ANA IOKANbHOTO YNpaBAeHUA YCTPONCTBOM.
PacnnHoBKa pasbema cneayroLLan:
1 Hewucnonb3yetca
2 He ucnosb3yeTca
3 RX
4 GND
3 Console 5 GND
6 TX
7  He uncnonb3yetca
8 He ucnonbayetca
9 He ucnonbayetcA
Pacnaiika KoHcobHOTrO Kabena npuseaeHa B NPUAOKEHUMU A.
PyHKLMOHaNbHAA KHOMKA ANA NepesarpysKku ycTpoictea 1 cbpoca K 3aBoa-
CKMM HaCTpoMKam:
4 P - PU HAXKaTUM HA KHOMKY AAUTENbHOCTbIO MeHee 10 ¢ nponcxoanT nepesa-
rpy3Ka yCcTpomcTBa;
- NPW Ha)KaTUKW Ha KHOMKY A/auTenbHocTblo 6osee 10 ¢ npovcxoant cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHOUIypaLuuu.
5 [1-24] MopTtbl 10/100/1000BASE-T (RJ-45).
6 25, 26, 27, 28 Combo-nopTbi: noptbl 10/100/1000BASE-T (RJ-45).
7 25 26, 27, 28, LNK, SPD Combo-nopTbl: CNOTbl AN YCTAaHOBKM TPaHCUBEPOB 1000BASE-Z( Combo.
LNK/SPD — cBeToBas MHAMKALMA COCTOAHNA ONTUYECKMX UHTEpPDEICOoB .
8 T1 4 napbl BXOAHbIX CyXMX KOHTAKTOB.
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BHewHWMn BMA nepepHeit naHenn yctponcts MES2424, MES2424B, MES2448 DC, MES2448B,
MES2448E, MES2411X nokasaH Ha pUCYHKax 17—-22.
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PucyHok 22 — MepeaHaa naHenb MES2411X
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B Tabaunue 13 npuBeaeH nepeyeHb pasbeMoB, CBETOANOAHbIX MHAMKATOPOB M OPraHoB ynpasiaeHus,
pPacnofioXKeHHbIX Ha nepeaHen naHenn KommyTtatopos MES2424, MES2424B, MES2448 DC, MES2448B,
MES2448E, MES2411X.

Tabaunuya 13 — OnucaHue pasbemoB, MHAMKATOPOB M OPraHOB YNpPaBAeHMA NepegHei naHeAn KOMMYTaToO-

pos MES2424, MES2424B, MES2448 DC, MES2448B, MES2448E n MES2411X

No dnemeHT nepeaHen Onucanme
naHenm
1 ~110-250VAC, 60/50Hz max | Pasbem A/ NOAKMOYEHMS K MUCTOUYHMKY 3/1EKTPOMUTAHWUA MepemMeHHOro
1A TOKa.
1.1 | 12vDC max 2A Pasbem g5 NOAKNIOYEHMA K aKKYMYNATOPHON BaTapeu.
Power NHAMKaTOp NUTaHMA yCTPOMCTBA.
Alarm NHamkaTop neperpesa.
2 Master MHAaMKaTop peskmma paboTbl yCTpoiicTBa (BeayLimii/Beaomblit).
Battery (ana MES2424B, NHamKaTop paboTbl akKymynsTopHon baTtapeun
MES2448B n MES2448E) AnKarop p yMynATop PEeu.
3 Unit ID NHAuKaTOp HoOMepa YCTPOICTBA B CTEKeE.
KoHCO/bHbIM NOPT 4R IOKANBbHOIO YNPaB/AeHUA YCTPOUCTBOM.
PacnnHoBKa pasbema cneayroLLan:
1 Hewucnonb3yetca
2 Hewucnosb3yeTcA
3 RX
4 GND
4 Console 5 GND
6 TX
7  He ucnonb3yetcA
8 He ucnonb3syetca
9  He ucnonb3syetca
Pacnaiika KoHCcoNbHOTrO Kabena npuseaeHa B NPUAOKEHUM A.
PyHKLMOHaNbHAA KHOMKa ANA Nepesarpysku ycTpoictea u cbpoca K 3aBoa-
CKMM HacTpoMKam:
5 F - NPW HaXKaTUM Ha KHOMKY AAUTENbHOCTbI0 MeHee 10 ¢ nponcxoauTt nepesa-
rpy3Ka yCTpOWCTBa;
- NPW Ha)KaTUKW Ha KHOMKY AauTenbHocTblo 6osee 10 ¢ npoucxoant cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHpUrypaumm.
6 [1-8], [1-24], [1-48] MopTtbl 10/100/1000BASE-T (RJ-45).
7 [XG1 - XG4], [XG1 — XG11] MopTbl 1000BASE-X (SFP)/10GBASE-R (SFP+).
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1.4.2 3adHAs naHenb ycmpolicmea

BHewWwHW BuA 3agHen naHenn KommyTtatopos MES14xx u MES24x npuBeneH Ha pUCYHKax HUXKe.
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PucyHok 23 —3aaHAaa naHenb kommytatopos MES1428, MES2428, MES2428T, MES2428B, MES2408IP
DC1, MES2408P, MES2424 n MES2424B
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PucyHoK 25 —3aaHAa naHenb kKommyTtaTtopa MES2428P
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PucyHok 27 — 3agHaa naHenb KommytaTopa MES2448B
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PucyHok 28 — 3aaHaa naHenb KommyTatopa MES2448E
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PucyHoK 29 — 3aaHAa naHenb kKommytatopa MES2411X

B T1abnuuax 14 wn 15 npuBegeH nepeyeHb Pa3beMOB, PACMOIOMKEHHbIX Ha 3aA4Hel naHenu
KOMMYTaTOpOB.

Tabnnua 14 — OnucaHuMe pa3beMoB 3agHen naHenu kommyTtatopos MES1428, MES2428, MES2428T,
MES2428B, MES2408IP DC1, MES2408P, MES2424 n MES2424B

Ne dnemeHT 3agHel naHenu OnucaHue

—r o
1 Knemma 3azemneHuna = Knemma gna 3azemneHna ycTpomncTea.

Tabnnua 15 — OnucaHne pa3bemoB 3agHen naHenu KommyTtatopa MES2428P, MES2448 DC, MES2448B,
MES2448E n MES2411X

Ne dnemeHT 3aagHel naHenu OnucaHue

1 BeHTUNATOPbI 415 OXNAXKAEHUA YCTPOMCTBA.

2 Knemma 3asemnenus = Knemma gna 3azemieHuna ycTponcTaa.

3 12VDC max 2A Paszbem Ons NOAKNIOYEHMA K aKKYMYNATOPHON HaTapen.

4 ~110-250VAC, 60/50Hz max Pazbem 418 NOAKNIOYEHMA K UCTOYHUKY INEKTPOMUTAHUA NepemeHHOoro
1A TOKa.

5 [XG5 — XG6] MopTbl 1000BASE-X (SFP)/10GBASE-R (SFP+).

1.4.3 bokosble naHenu ycmpolicmea
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PucyHok 31 — flesaa 6okoBas naHenb Ethernet-kommyTaTopos

Ha 60KOBbIX MaHeNAX YCTPOWNCTBA PACMONOMKEHbl BEHTUAALUMOHHbIE PELIeTKU, KOTopble CAYXKaT Ans
oTBOZa Tensaa. He 3akpbiBaiiTe BEHTUAAUMOHHbIE OTBEPCTUA MOCTOPOHHUMMMK MpeameTamu. ITO MOXKeT
NPUBECTU K NeperpeBy KOMMOHEHTOB YCTPOMCTBA M BbI3BaTb HapyLleHWs B ero paboTe. PekomeHzaumm no
YCTaHOBKe YyCTPOICTBaA Pacno/oXKeHbl B pasgene «YCTaHOBKa U NOAKIOUEHNE Y.,
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1.4.4 KoHcmpykmueHoe ucrnosiHeHue Kommymamopa MES3708P

B naHHOM pasgesnie onnMcaHo KOHCTPYKTUBHOE UcnonHeHne Ethernet-kommyTtaTtopa MES3708P.

YCTpOIACTBO COCTOUT M3 OCHOBHOM NAaTbl, NAaTbl 610Ka NUTaHWA U Moaynen 3awmTbl nopTos Ethernet
10/100/1000BASE-T oT nepeHanpsxeHuiA. MnaTbl pacnonoKeHbl B MeTaNINYECKOM Kopryce.

Ons KpenneHuAa yCTPOMCTBA Ha Kopnyce npeaycMOTPEH MeTa/Indeckuii KproK. KpenneHue
NnoABEeCHOE, Ha LWTAHry TO/WMHOM He 6onee 8 mm. lMogKatouyeHWe NUTAHUA M ceTeBblXx MHTepdelicoB
NpPOM3BOAMUTCA K pasbemam, PacroNoXKeHHbIM BHYTPM Koprnyca. BbiBoA, NpoBOAOB HapyKy BbIMNOAHAETCS
yepes npeaHasHayeHHble 418 3TOro OTBEPCTUA B Kopnyce.

Ha pucyHKe 32 noKasaHbl OCHOBHbIE KOMMNOHEHTbI U pazbembl MES3708P.
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PucyHOK 32 — OCHOBHble KOMMNOHEHTbI U pasbembl MES3708P
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B Tabnnue 16 npuBeaeHo onncaHMe OCHOBHbIX KOMMOHEHTOB M pazbemoB MES3708P.

Tabnmua 16 — OnucaHne OCHOBHbIX KOMMNOHEHTOB U pa3bemos MES3708P

Ne OnucaHue

Pasbembl 415 YCTaHOBKM ONTUYECKUX TpaHcuBepos 100BASE-FX/1000BASE-X (SFP).

OcHoBHa#A niaTa yCTPOMCTBa.

MnaTa 610Ka NUTaHUA.

Pasbem gna NoaKnoYeHUA K UCTOYHUKY 31IEKTPONUTAHMA NEPEMEHHOrO TOKa.

Pasbembl 415 NOAK/IOYEHNA MoAy el 3awmTbl nopTos Ethernet 10/100/1000BASE-T oT nepeHanpsasKeHui.

Moaynu 3awmTbl noptos Ethernet 10/100/1000BASE-T oT nepeHanpaKeHni.

Knemma gna 3azemneHus yCTpOﬁCTBa.

Pasbembl 415 NOAK/IIOYEHNA YCTPOWCTB /IoKasibHOM ceTu Ethernet.

O | (I NV | W|IN|RFP

FepmosBoA ana Kabens 31EeKTPpONUTaHUA.

[
o

fepmoBBOA 418 MeAHbIX U ONTUYECKUX Kabenelt nokanbHon cetu Ethernet.

[y
=

Paszbem gna NOAKAOYEHUA K KOHCO/IM YCTPOMCTBA Yepes nHTepderic RS-232.

1.4.5 Ceemosasn uHoukayusa

CocrosiHue nHTepdeincos Ethernet nHguumMpyeTca AByma cBeTOAMOAHbIMU UHANKATOPamu, LINK/ACT
3eneHoro useta n SPEED aHTapHoro ugeTa. PacnonoxkeHue cBeToan040B NOKa3aHO Ha pUCYHKax 33, 34.

(O LNK
() sPD

PucyHok 33 — BHewHMI BuA pasbema SFP

LINK/ACT SPEED

PucyHok 34 — BHelwHM BMA pasbema RJ-45

Tabnvua 17 — CeetoBas MHAMKauUua coctoaHna Ethernet-noptos 10/100/1000BASE-T

CBeueHue MHAUKaATopa

CBeueHue MHAUKaATopa

CoctosHue uHtepdeiica Ethernet

SPEED LINK/ACT
BbikntouyeH BbikntoyeH MopT BbIKAKOYEH MAN COEANHEHNE HE YCTAaHOB/IEHO.
YcTaHoBNEHO coeanHeHUe Ha ckopoctn 10 M6uTt/c unm
BbikntoueH [oOpUT NOCTOAHHO

100 M6wuT/c.

[opuT nocToAHHO

[opuT NOCTOAHHO

YcTaHOBAEHO coeamHeHne Ha ckopocTi 1000 M6uT/c.

X

Mwuranune

MaoeT nepepaya faHHbIX.

CuctemHble MHpuKatopbl (Power, Alarm) chayxaTt gns onpepeneHns coctosiHMA paboTbl y3nos
KoMMyTaTopos cepum MES14xx, MES24xx.
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Tabnmua 18 — CBeToBan MHAMKALMA CUCTEMHbIX MHAMKATOPOB

HassaHue DyHKUUA ”
CocTosiHMe UHAUKaTopa CocTosiHue yCcTpoicTBa
MHAMKKaTopa MHAMKKaTopa
BbIkntoyeH MuTaHWe BbIKAOYEHO.
CocTosiHune . MuTaHWe BKAOYEHO, HOPMaJibHaA
3eneHbli, ropuT NOCTOAHHO o
Power MCTOYHMKOB paboTa ycTpoicTaa.
nUTaHUA N CamoTecTMpoBaHMe YCTPOMCTBA NPU
3eneHblit, mepuaeT
crapte (POST).
Alarm CocTosiHune He ropur HopmanbHana paboTa ycTponcTsa.
yCTpoWMcTBa KpacHbIi, ropuT NOCTOAHHO MNeperpes.
o MoakntoyeH notpebutens PoE (roput
NHauKaTop 3eneHbll, ropuUT NOCTOAHHO .
WMHOMKATOP, COOTBETCTBYIOLWMI NOPTY).
PoE coctoAaHua PoE- >
nopToB KpacHbIn, ropuT NOCTOAHHO OwwnbKa PoE Ha nopTy.
BbikntoveH MNoTpebutens PoE He NnogKntoueH.
Mpu3Hak . YCTpOoICTBO ABNAETCA «MacCTEPOM»
3eneHbln, rOpUT NOCTOAHHO
Beaywero CrekKa.
Master yCTpolicTBa YCTPOICTBO He ABNAETCA KMacTepoM» B
npv pabote B BbikitoueH CTEKE MW He 33[aH PEXUM
cTeke CTEKMPOBAHMUA.
WHamkaTop 3eneHbli, FOPUT NOCTOAHHO AKB nogkntoveHa.
Battery COCTOAHUA KpacHbli1, ropuT NOCTOAHHO HusKuit yposeHb 3apaaa AKB.
AKKYMYNATOPH
oit 6atapen BbIKk/lOueH AKB oTk/loueHa.
/ Ecau nngukartop Alarm n ungukatop PoE ogHOBpeMeHHO ropAT KpacHbIM LiBETOM, — 3TO
CUrHaNU3UpyeT 0 KpUTUYecKoi ownbke PoE.

1.5 KomnneKkTt nocraBku

B 6a30BbIii KOMNAEKT NOCTaBKU BXO4AT:

—  Ethernet-kommyTaTop;
— KomnnekT Kpeneka B CTOMKY;

—  LlUHyp nuTaHua EBpoBunka-C13 1.8m (ana mogeneit c AC-nutaHmnem);
—  LWHyp nuTaHua NBC 2x1.5 2m (ans moaeneii ¢ DC-nutaHmem);

— TNamATKa 0 AOKYMEHTauumu;
— CepTuduKat cooTBETCTBUSA;
— [Macnopr.

Mo 3aKa3y Nnokynatena B KOMMNAEKT NOCTAaBKM OMUMOHANIbHO MOTYT 6bITb BKNHOYEHDI:

—  PyKoBoAcCTBO Mo 3KcnayaTauuun Ha CD-aucke;

—  KoHconbHbIN Kabenb;
—  SFP/SFP+ TpaHcuBepbl.
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2 YCTAHOBKA U NOAKNIOYEHUE

B AaHHOM pa3gene onucaHbl NpoLeaypbl YCTaHOBKM 060pyA0BaHNA B CTOMKY M NOAKNOYEHUSA K NN-
Taloulen cetu.

2.1 KpenneHue KPOHWTENHOB

B KOMNNEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLITEVHbI 418 YCTAaHOBKM B CTOMKY M BUHTbI 4N Kpen-
JIeHWA KPOHLUTEMHOB K KOpNycy yCTPOWCTBa. N5 YCTaHOBKM KPOHLUTEMHOB:

PucyHok 35 — KpenneHne KpoHLWTENHOB

1. CoBmecTuTe YeTbipe OTBEPCTUA ANA BUHTOB Ha KPOHLUTEMHE C TAKMMU Ke OTBEPCTUAMM HA
6OKOBOIM NaHenun ycTpoMcTBa.

2. CnomolLLbto OTBEPTKU NPUKPENUTE KPOHLITEH BUHTAMM K KOPMYCY.

3. TlosTopuTe AeincTeua 1, 2 ANA BTOPOro KPOHLITEMHa.

2.2 YcTaHOBKa YCTPOICTBA B CTOMKY

[NA yCTaHOBKM YCTPOMCTBA B CTOWMKY:

1. MpunoxKnTe YCTPOMCTBO K BEPTUKA/IbHBIM HaNpPaBAAOLWMM CTONKMN.

2. CoBMecTUTe OTBEPCTUA KPOHLITEMHOB C OTBEPCTUAMM Ha HamnpaBAAOWMX CTOMKKU. Ucnosb-
3yilTe OTBEpPCTMSA B HAMPaBAAIOWMX Ha OLHOM YPOBHE C 06EUX CTOPOH CTOMKW, ANA TOro
4TOObI YCTPOWCTBO pacnoaaraaocb rOpM3oHTasIbHO.

3. C nomoLLbio OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTaMMU.
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Ha pucyHKke 37 npuBeaeH Npumep pasmeleHns kommytatopoB MES14xx u MES24xx B cTOMKe.

[ OO000000000060886000000000/

MES14xx/MES24xx N1

(o]

KabenbHblin opraHainsep

MES14xx/MES24xx N2

o

KabenbHblin opraHansep

MES14xx/MES24xx N3

(o]

KabenbHbIA opraHainaep

MES14xx/MES24xx N4

(o}

KabenbHbIA opraHainaep

MES14xx/MES24xx N5

KabenbHbIn opraHainaep

e

PucyHoK 36 — YcTaHOBKa yCTPOICTBA B CTOMKY

PucyHok 37 — PaameweHne kommyTtatopoB MES14xx n MES24xx B cTolKe

’I He 3aKpbiBaiiTe BEHTUNALUOHHDbIE OTBEPCTUA, a TaK}Ke BEHTUNATOPbI, PACNo/IO}KEeHHbIe Ha
3aAHel naHeau, NOCTOPOHHUMU NpeameTamu Bo M3berkaHMe neperpeBa KOMMNOHEHTOB
KOMMYyTaTOpa M HapyLeHuA ero paboTbl.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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2.3 TMoaKnuyeHUe NUTAKOLLEN CeTH

1. MMpexae, 4em K yCTPOMCTBY byaeT NoAK/IOYeHa NuUTalowas ceTb, HEOBXOAMMO 3a3eM/IUTb

KOpNyc YCTPOMCTBa. 3a3emieHne HeobXxoAMMO BbINOHATb U30/MPOBAHHbIM MHOTOXWU/b-
HbIM NPOBOAOM. YCTPOMCTBO 3a3eMNEHUA U CEYEHME 3a3EMJIAIOLLLErO NPOBOAA AO0/MKHbI CO-
oTBeTcTBOBaTb TpeboBaHUAMM MY,

MoaKnoueHne A0MKHO OCYLLECTBAATLCA KBaAMPULMPOBAHHBIM CNELNanncTom.

2. Ecan npegnonaraeTtca nNogKknkyeHne KomnbrotTepa Uan UHOro O60py,ﬂ,OBaHMﬂ K KOHCO/J1b-

HOMY NOPTY KOMMYTATOpPa, 3TO o6opyp,OBaHv1e TaKXe JONXKHO 6bITb HadeXHO 3a3eM/1IeHO.

3. ToagKnounTe K yCTpoMcTBY Kabenb NUTaHUA. B 3aBMCMMOCTM OT KOMMNIEKTaLMM YCTPOMCTBA,

NUTaHUe MOXKET OCYLLeCTBAATLCA OT CeTU NepeMeHHOro ToKa, IMB0 OT CeTU NOCTOAHHOro
TOKa. Mp1 NOAKNIOYEHNM CETU NePEMEHHOTO TOKa CaeyeT MCNoAb30BaTh Kabesb, BXOAALLMIA
B KOMMIEKT YCTPOMCTBA. [/19 NOAKMIOYEHMA K CETU MOCTOAHHOMO TOKAa MCMOb3yiTe NPOBOJ,
ceyeHnem He meHee 1 mm?2.

Bo usbe)kaHme BO3HUKHOBEHUA KOPOTKOro 3aMbiKaHUA NpuU NOAK/NIOYEHUUN K CeTUu
NMOCTOAHHOIO TOKa peKomeHAyeTCcA Npon3BecTu 3a4nCTKy Nnposoada Ha AJIUHY 9 mm.

Llenb nUTaHUA NOCTOAHHbLIM TOKOM A0/IXHA COAEepKaTb YCTPOMUCTBO OTKAOUYEHUA NUTAHUA C
dusnueckum pasbegmuHeHMemM coeanHeHUA (BbIKAlOYaTe b, pa3bem, KOHTaKTOP, aBTOMaTH-
YeCKUit BbiKAloUaTeNb U T.N.).

4. BKAOYMTE NUTaHME YCTPOMCTBA 1 ybeanTecb B OTCYTCTBUM aBapuid NO COCTOSHUIO MHAMKATO-
pOB Ha NepeaHei naHenw.

Ona nogknoyeHna K MES3708P nutatoweit ceT He06X0AMMO CHATb KPbILLKY YCTPOMCTBA,
OTKPYTUB OTBEPTKOI 18 BUHTOB, PAacNONOXKEHHbIX NO KpaaM.

2.4 YcraHoBKa v yaaneHue SFP-TpaHcuBepoB

YcTaHOBKa ONTUYECKMX MOAYNEN MOMKET NPOU3BOAUTLCA KAK NPU BbIKJIOYEHHOM, TaK U Npu
BK/IOYEHHOM YCTpoiicTBe.

PekomeHAayeTcAa pasgesibHoe NOAKAIOYEeHUue SFP-TpaHCMBepa U onTu4yeCcKoro naty-Kopaa B
Cnor.

1. BcTaBbTe BepXxHM1 SFP-MoAy /b B CNOT OTKPbLITOM YacCTblo pa3bema BHM3, a HUKHWUI SFP-mo-
OYNb OTKPbLITON YaCTblO pa3bema BBEpX.
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PucyHok 38 — YcTtaHoBKa SFP-TpaHcmBepoB

2. Hapasute Ha moay/sb. Koraa oH BCTAHET Ha MECTO, Bbl YC/bIWNTE XapaKTePHbINA WENYOK.

PucyHok 39 — YcrtaHoBneHHble SFP-TpaHcuBepbl

[nsa ypaneHus TpaHcueepa:

1. OTKpoiiTe 3alLenKky moayns.

PucyHok 40 — OTKpbiTHe 3awenku SFP-TpaHcmeepos

2. W3BneKkuTe moaynb U3 cioTa.

PucyHok 41 — N3BneveHune SFP-TpaHcmBepos
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3 HAYA/IbHAA HACTPOMKA KOMMYTATOPA

3.1 Tlopauue Knasuwm

CouyeTaHue KnasuLl OnucaHue
Ctrl+A BepHYTbCA K Hayany CTPOKM.
Ctrl+E BepHyTbCA K KOHLY CTPOKM.
Ctrl+F MpoaBnHyTbCA BNnepea Ha 0 ANH CUMBO.
Ctrl+B MpoaBWHYTLCA Ha3ad Ha OAUH CUMBO.
Ctrl+D YaanuTb AaHHbIN CUMBOJI.
Ctrl+U,X Y4anutb Ha4ano CTPOKKU A0 CMMBOAA.
Ctrl+K YAanntb KOHeL, CTPOKM nocse CMMBOAA.
Ctrl+wW Ypaannte npegblayuiee cnoso.
Ctrl+T MepemecTuTb NpeablayLLINIA CUMBOA.
Ctrl+P MepenTn K NpeablayLLen CTPOKe B UICTOPUN KOMaHA,
Ctrl+N MepenTu K cneaytoLLelt CTPOKe B UCTOPUN KOMaHA,
Ctrl+z Bo3spat K KopHesomy pexumy CLI.

3.2 Hactpoiika TepmuHana

Ha KomnbloTepe 3anyCcTUTb NPOrpammy smynsauumn tepmunana (HyperTerminal, TeraTerm, Minicom)

1 NPOMU3BECTU CeAYIOLLIME HACTPONKMN:

— BblbpaTb COOTBETCTBYIOLWMI NOCAEA0BaTENbHbIN NOPT;

—  YCTaHOBWTb CKOPOCTb Nepeaayn aaHHbix — 115200 604,

— 3a4aTtb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 cTONOBbLIV 6UT, 6€3 KOHTPO/IA YETHOCTY;

—  OTKNKYUTb annapaTHOE U NporpamMmmHoe ynpasaeHme NOTOKOM AaHHbIX;

— 330aTb PeXUM 3sMynauuMu TepmuHana VT100 (MHOrMe TepmMMHaNAbHble MPOrPaMMbl
NCMOb3YIOT AAHHbIN PEXUM IMYIALUN TEPMUHANG B KAYECTBE PEXKMMA MO YMOYAHMIO).

3.3 BkaoueHue ycTpoiicTBa

YCTaHOBUTb CoOeANHEHNE KOHCOM KoMmmyTaTopa (nopT «console») ¢ pasbemMom nocnesoBaTe/IbHOro
nHTepdeiica KoOMNbloTepa, Ha KOTOPOM YCTaHOBAEHO NPOrpammMmHoe obecneyeHne amynaLUM TepMUHaNa.

BKkAlounTb  ycTpoicTBo. [lpu  KarKAOM  BK/OYEHMM  KOMMyTaTopa

3aMNyCKaeTca npouecc

WMHUUMANM3ALMM YCTPOICTBA, MOC/AE KOTOPOM HeobxoAMMO MpOMTM npoueaypy asTopu3aumMu Ans

AanbHelwwe paboTbl C KOMMYTAaTOPOM:

ISS login:admin
Password: *x*x* (admin)
console#
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3.4 3arpy3o4yHoe MeHIo

Ona BXxoda B 3arpy3oyHoe MeHlo ciedyeT NOAKAOUYUTLCA K YCTpoMcTBy Yepes uHtepdeinc RS-232,

nepesarpysutb YCTPOMCTBO M BBECTM Maposib A/ 3arpy304HOro MEHI0 B TeyeHue 3-X CeKyHZA, nocse
MOABNEHUA CTPOK:

U-Boot 2011.12.(2.1.5.67086) (Feb 18 2019 - 06:43:17)

Board: RTL838x CPU:500MHz LXB:200MHz MEM:300MHz
DRAM: 256 MB

SPI-F: 1x32 MB

Loading 65536B env. variables from offset 0x110000
chip index= 23

Switch Model: MES2428 board (Port Count: 28)
Switch Chip: RTL8382

Ak hkhkkhkhkhkhhhhkr kb hkhkdhhhhkhhkhhkkhhkhhkrkhkhkhrhhh ok hkhhhkdhhkxkxtk
#4## RTL8218B config - MAC ID = 0 ####

Now External 8218B
khkkhkkhkhkhkhkkhkkhkhkhkhhkhhkhrhkhkkhkhkhkhhkkhkhkhrhhkhhhkhrhkkhhkhrhkhkkhkhhkrhkkhkhhxhkhkh*k
#### RTL8218B config - MAC ID = 8 ####

Now Internal PHY

Ak hkhkkhkhkhkhkhkhhkrkhkhhkhkhkdhhrhkhhkhhkkhhkhkhkrkhkhkrhhh ok hkhkhhkkhhktxkxkk
#4## RTL8218B config - MAC ID = 16 ####

Now External 8218B
khkkhkkhkhkhkhkkhkkhkhkhkhhkhhkhrhhkkhkhkhhhkhkhkhrhkhkkhhhkhrhkkhhkhrhkhkkhkhhkrhkkhhhxhhk*k
**x%%x RTLB214FC config - MAC ID = 24 ***%

Now External 8214FC

Net: Net Initialization Skipped

rt18380#0

Autobootin 3 seconds..

’_ Haponb OT 3arpy3o4yHoOro meH no ymon4aHuio gna scex YCTPOﬁCTB «eltex».
y

Bupg, 3arpy3o4yHoro meHto:

Startup Menu

(
[
(
[41]
[

E

nter your choice or press 'ESC' to exit:

Restore Factory Defaults
Boot password

Password Recovery Procedure
Image menu

Serial bandwidth

Tabnnuya 19 — PyHKUMK MHTepdelica 3arpy304HOro MeHto

®DyHKYUA OnucaHue
Restore Factory Defaults BoccTaHOBWTL 3aBOACKME HACTPOMKU.
Boot password MN3meHeHWe napona Ha 3arpy304HOE MeHIO.

Password Pecovery Procedure BoccTaHoBeHWe ycTpayeHHOro napoas. MNpu cnegytoulen 3a-

rpyske ocHoHoro MO nonb3oBaTeNb CPas3y NOMALET B PEXUM
privil EXEC 6e3 BBOAa Napons.

Image menu Bbi6paTb aKTMBHbIV 06pa3 cuctemHoro MO. Ecan HOBbIN 3arpy-

JKeHHbI dain cuctemHoro MO He BbIGpaH aKTUBHbLIM, TO
YCTPOMCTBO BbIMOJIHUT 3arpy3Ky C MCMO/Ib30BaHNEM TEKyLLEro
aKTuBHoro obpasa.

Image menu
[1] Show current image — npocmMoTp aKTUBHOTO c/i0Ta c o6pasom
no;
[2] Set current image — BbI6Op aKTUBHOTO C/10Ta cucTemHoro MN0;
[3] Back.

Serial bandwidth Bbibop ckopocTu nocnesoBaTenbHOro nHTepdelica.
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Ana sbixoga us 3arpy3o4yHOro mMeHw 1 npoao/1KeHmA 3arpyskm oCHOBHOro o6pa3a no HEO6XO,£I,MMO

HaXaTb <Esc>.
Ecnu B TeueHue 1 MUHYTbI He BbIGPaH HU OAMH U3 NYHKTOB MEHI0, 3arpy3Ka yCTpoucTea npo-

A ! BOKUTCA.

3.5 Hacrpoiika pyHKUMII KOMMyTaTOpa

®PyHKLUMM NO HaYaNbHOMY KOHPUIYPMUPOBAHMIO YCTPOIACTBA MOXKHO Pa3AenunTb Ha ABa TMna:

— ba3oBas HacTpoiiKka — BK/toYaeT B cebsa onpeseneHne 6a30Bbix GYHKUUIA KOHOUIYpaLUK 1
HACTPOMKY ANHAaMMYecKux IP-aapecos.

— HacTpoiika napameTpoB cucTtembl 6€30MacHOCTU — BK/KOYaeT YynpaB/ieHWe CUCTeMOM
6e3onacHOCTM Ha ocHoBe MexaHM3ma AAA (Authentication, Authorization, Accounting).

/ Mpu nepesarpyske yCTPoiCcTBa BCe HECOXPaHEHHbIE AaHHble 6yayT yTepaHbl. A coxpaHe-
HUA NI06bIX BHECEHHbIX U3MEHEHUI B HAaCTPOIKY KOMMYyTaTopa UCNOb3YeTCa CeayiloLasn

KOMaHAa:

console# write startup-config

3.5.1 AsmomamuyecKkaa Hacmpolika napamempoe Kommymamopa

(Zero Touch Provisioning)
B uenax aBTomMaTv3aumu ynpaBieHUA KOMMYTATOPOM Ha ycTpoicTBe noaaepkaHa ¢yHkuma ZTP

(Zero Touch Provisioning). laHHaA GpyHKLMSA NO3BOASET MNOAYYUTb HACTPOMKY HEKOTOPbIX onuuii oT DHCP-
cepBepa Ha 3Tane NoAKAOYEHUA yCTpolcTBa. 1o ymonyaHuio ZTP BKAHOYEH aBTOMATUUECKN.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Buz, 3anpoca KOMaHAHOMN CTPOKM pesknma rnobasbHON KOHPUrypaumm:
console (confiqg) #

Tabanua 20 — KomaHabl pexunma rnobanbHoin KoHoUrypaumm

Komanda 3Ha4yeHue/3HayeHue no Neiicmeue
YMOAYAHUIO
ztp enable BKntounTb paboTty dyHKumm ZTP.
V‘ Mo ymonuanuio ZTP nogpepKuBaeT nepeaady onuui
43, 66, 67. Noponuum pgna 43 onuuu:
-/BKNKOYEHO, 3anycKaeTca -1-image
BHavase cTapTa NPOLWMBKM -2 — bootfile
-3 — config-file
-4 — tftpserver
ztp disable OTKNOYUTL paboTy pyHKUMM ZTP.

3.5.2 baszoeaa Hacmpolika Kommymamopda

[na Hayana KoHGUrypaumm yctTpoiicTea Heob6x0A4MMO NOAKAYUTL YCTPOMCTBO K KOMMNbIOTEPY Yepes
nocnaefoBaTeNbHbIA NOPT. 3aNyCTUTb HAa KOMMNbIOTEPE NPOrpaMmmy sSMyAsALMU TEPMUHANA COTACHO NMYHKTY

3.2 «HacTtpolika TepMUHaNa».
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Bo Bpemsa HavyanbHOM HAaCTPOMKM MOXKHO onpeaennTb MHTepdenc, KoTopbii byaeT MCNoNb30BaTbCA
ONA NOAKAOYEHMA K YCTPOMCTBY YAaNEHHO.

basosan HaCTpOVIKa BK/IIOYaEeT cheaytouee:

1. 3agaHue napona ans nonbsosatens «admin» (c ypoBHem npusunerni — 15).
YaaneHue y4eTHOM 3anmcK «guest» nam nameHeHue napons ana Heeé.
Co3paHue HOBbIX NO/Ib30BaTeNEMN.

HacTtpolika cTaTuyeckoro IP-agpeca, Macku NOACETM U LWAO33 NO YMOYAHUIO.
Hactpoika napameTtpoB npoTokosia SNMP.

vk wnN

3.5.2.1 3adaHue naponsa 011 nosnv3oeamena «admin» u co30aHuUe HOBbIX Nnoab3osameneli

[na o6ecneyeHnA 3aWULLLEHHOrO BXOAA B CUCTEMY HE06X0AMMO HA3HAYMTb NAPO/b NPUBU-
- JlerupoBaHHOMY noJsb3oBaTento «adminy.

MmA nosib3oBatens W naposb BBOAUTCA MPUM BXOAE B CUCTEMY BO BpPemMa CeaHcoB
aAAMUHUCTPUPOBAHMA yCTpoicTBa. [NA Co34aHNA HOBOrO NO/Ib30BaTENA CUCTEMbI UM HACTPOWKK Ntoboro
13 NapameTpoB — UMEHM M0/1b30BaTENA, NapPOAsA, YPOBHA NMPUBUNETMIA, UCMOb3YHOTCA KOMaHAbI:

console# configure terminal
console (config)# username name password password privilege {1-15}

V’ YpoBeHb npusuneruii ¢ 1 no 14 paspeluaer goctyn K yCTPOUCTBY, HO 3aMnpeLLaeT HAaCTPOIKy.
YposeHb npuBuaernii 15 paspeluaer Kak A0CTyn, TaK U HACTPOMKY YCTPOIACTBA.

Mpumep KOMaHA anA 3a4aHuA nosnb3osaTento «adminy» napona «Eltex_1» 1 cosgaHna nonb3osaTens
«operator» c naponem «Pass_2» 1 ypoBHeM npusuaeruin 1:

console# configure terminal

console (config) # username admin password Eltex 1

console (config) # username operator password Pass 2 privilege I
console (config) # exit

console#
/' MHopmaumna 0 NOKaNbHbIX YYETHBIX 3aNMUCAX XPaHUTCA B IHEProHE3aBMCMMOMW NaMATU U
MoKeT 6bITb oumLLeHa KomaHAoi 'delete startup-config'.
’ ‘ HeobxoaMmo 6paTb B KaBbIUKU MMEHA YYETHbIX 3aNMceil U Napo/u, cogepiKalyme cneycum-
- BOJbI.

3.5.2.2 Hacmpolika cmamu4ecKozo IP-adpeca, macku nodcemu U wisno3d o yMmoa4YaHuto

[na BO3MOXHOCTU yrNpaBNeHUA KOMMYTaTOPOM M3 CETU HeobXOoAMMO HasHauuTb ycTponctsy IP-
ajpec, MacKy NOACETU U, B C/y4ae ynpasaeHUAa M3 APYroi ceTu, W3 No yMon4YaHuto. IP-agpec MoXKHO
Ha3HaunTb Atobomy uHTepdeicy — VLAN, ¢usnyeckomy nopTy, rpynne noptoB (MO yMOAYaHMIO Ha
nHTepdelice VLAN 1 HasHaueH IP-aapec 192.168.1.239, macka 255.255.255.0). IP-agpec wnto3a A0MKeH
NPUHAANEXKATb K TON e NOACETH, UTO U 0AMH U3 IP-uHTepdeincoB ycTpolicTBa.

V’ IP-appec 192.168.1.239 cywecTByeT A0 TeX Nop, NOKa Ha ntobom MHTepdeice cTaTUuecKu
uam no DHCP He co3paH gpyroii IP-agpec. Mpu aTom Ha interface vian 1 gonKeH 6biTb BK/O-
yeH dhcp-KnueHr.

V Mpu ypaaneHun Bcex IP-agpecoB KommyTaTopa A0CTYN K Hemy 6yaeT ocyw,ecTBnaTbca no IP-
agpecy 192.168.1.239/24. MNMpu 3tom Ha interface vlan 1 gonxeH 6biTb BKAtoueH dhcp-
KJWEHT.
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MNprmep KoMaHA HacTpouKku IP-agpeca ans nutepdeinca VLAN 1

MapameTpbl MHTEpdelica:

IP-adpec, HasHavyaemblll 015 uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winto3a no-ymonyaHuro —192.168.1.1

console# configure terminal
console (config)# interface vlan I
console (config-if)# ip address 192.168.16.144 255.255.255.0

console (config-if)# exit

(

console (config-if)# no shutdown
(
(

console (config) #ip route 0.0.0.0 0.0.0.0 192.168.16.1

[na Toro ytobbl yoeauTbes, 4To agpec 6bia1 HazHavyeH nHTepdency, BBeamMTe KoMmaHay:

console# show ip interface

vlanl is up, line protocol is up
Internet Address is 192.168.16.144/24
Broadcast Address 192.168.16.255
Vlan counters disabled

3.5.2.3 Hacmpoiika napamempoes npomokoaa SNMP dnas docmyna K ycmpolicmey

YCTPOMCTBO COAEPKUT BCTPOEHHbIN areHT SNMP 1 noggepusBaet Bepcum npotokona vl/v2c/v3.
AreHT SNMP nogaeprkmBaeT Habop cTaHAAPTHbLIX NepemeHHbix MIB.

[NnAa BO3MOKHOCTU agMUHUCTPUPOBAHKNA YCTPOMCTBA NOCPEACTBOM NpoTokona SNMP, Heobxoanmo
€034aTb X0TA 6bl 04HY CTPOKY coobLLecTsa.

Popmat KoHdurypaumm SNMP aonxkeH NpMHUMATL caeayoLlmnii BUAa:

snmp
snmp
snmp
snmp
snmp
snmp
snmp

user user

community index indexNumber name community security user

group groupname user user security-model version

access groupname version read view write view notify view

view view oid included

targetaddr targetAddr param targetParam ip-address taglist taglist
targetparams targetParam user user security-model version message-

processing version

snmp

notify user tag taglist type type

B KauectBe npumepa bygem wmcnonb3oBatb Bepcuto snmpv2c. Cosgaamm nonb3osatena USER,
npuHagnexKauwero rpynne GROUP. [aHHbIl nonb3oBaTenb AO/MKEH MMETb BO3MOMXKHOCTb MCNOAb30BaTb

community

NETMAN, koTopoit npucBoum wuHaekc 1. Tpynne GROUP 6yaeT paspelseH AocTyn Ha

yTeHune/3anucb/nonydeHne snmp-trap no ob6bekTam, NpUHagaerKamm viewiso. O6beKTbl, 419 KOTOPbIX
pa3spelleHa OTNpaBKa TPanoB, AOJIXKHbI MPUHaAexaTb Ter-nucty TAG, oTnpaBAATbCA Ha TPynny agpecos
ADDR, B koTOpYto BXoguT IP-agpec 192.168.1.1. MapameTpbl OTNPaBKM yKa3biBatoTcA B targetparam TRAPS,
onpeaensaemom ana nonbsosarena USER.

console (config
console (config
console (config
console (config
console (config
console (config

#snmp user USER

#snmp community index 1 name NETMAN security USER

#snmp group GROUP user USER security-model vZc

#snmp access GROUP v2c read iso write iso notify iso
#snmp view iso 1 included

#snmp targetaddr ADDR param TRAPS 192.168.1.1 taglist TAG

—_— — — — — —

console (config) #snmp targetparams TRAPS user USER security-model vZc
message-processing vZc
console (config) #snmp notify USER tag TAG type Trap

46

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




HELTEX

KomaHObI pexcuma 2106aabHol KOHuU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoOM KOHPUrypaLmm:

console (config) #

Tabnnuya 21 — KomaHabl pexkmma rnobanbHol KoHpUrypaumm

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

snmp notify notify_name tag
tag_name type {trap |
inform}

snmp notify notify_name

notify_name: (1..32)
CMMBONA;
tag_name: (1..32) cumBona
-/BbIKNOYEHO

AKTMBMPOBATL OTNPaBKY Tpanos no cobbituio login/logout.

OTKANOUUTL OTNPABKY TPanos no cobbiTuio login/logout.

snmp-server enable traps
dry-contacts

no snmp-server enable traps
dry-contacts

-/BbIK/IOYEHO

AKTVMBMPOBaTbL OTNPABKY TPANoB No cobbITUI0 3amblkaHus/ pas-
MbIKaHWUA CyXMX KOHTAKTOB.

OTKAIOYMUTL OTNPaABKY TPanos Mo cobbITHIO 3aMbIKaHVIﬂ/
Pa3MblKaHUA CYXUX KOHTAKTOB.

snmp enable traps coldstart

AKTMBMpPOBaTb OTNPABKY TPANoB No cobbiTUio “*KecTKol’ nepe-
3arpysku.

no snmp enable traps /BrniodeHO OTKNOYUTL OTNPABKY TPanos No cobbITUIO ‘}KecTKoin’ nepesa-
coldstart rPY3KM.
snmp enable traps warmstart AKTMBMPOBATb OTNPaBKY TPanos No cobbITMIO Nepe3arpysku
no KomaHae ‘reload’.
-/BKAKOYEHO

no snmp enable traps
warmstart

OTKNOYUTL OTMNPABKY TPANoB Mo cobbITMIO Nepesarpysku no
KomaHge ‘reload’.

snmp user user_name
{EnginelD EnginelD}

no snmp user name

user_name: (1..32)
CUMBOIOB

Cospatb SNMP-nonb3oBsartens.

- EnginelD — naeHtnpukatop SNMP-ycTpoicTea
’ Bknlouatowee B ceba cneucumBoibl user_name
H TpebyeTca yKasbiBaTb B KaBbl4KaXx.

Ypanntb SNMP-nonb3osaTensa.

snmp community index index
name name security
user_name

no snmp community index
index

index: (1..32) cumBonoB;
user_name: (1..32)
CUMBOIOB

MpuBA3aTb cOOBLLECTBO C 3aaHHbIM MHAEKCOM K paHee co-
34aHHOMY M0/1b30BaTeNIO.
YT106bl paspewnTb MCMoAb30oBaHWE MOHOro cneunanbHoro
CMMBO/IA B Ha3BaHWM U MHAEKCe cOObLLEeCTBa, YKaXKUTE ero B
[BOVHbIX KaBblYKax. Ecnn HasBaHWe M MHAEKC coobluecTBa co-
OepXKaT TONIbKO BYKBbI U UUPbI, TOrAa ABOVHbIE KAaBblYKW He
HYKHbI.
l BKatoualouiee B ceba cneLcMmeosbl community Tpe-
H 6yeTcA yKasblBaTb B KaBblYKaX.

Yaanute SNMP-coo6LecTBO € yKazaHHbIM MHAEKCOM.

snmp group group_name user
user_name security-model
{v1 | v2c |v3}

no snmp group group_name
user user_name security-
model {v1 | v2c |v3}

user_name: (1..32)
CUMBO/IOB;
group_name: (1..32)
CUMBOJI0B

Co3patb SNMP-rpynny uau Tabnaunuy cootsetctenini SNMP-
nosib3oBaTenew 1 npasua obo3peHnin SNMP.

Yaanutb SNMP-rpynny.

snmp access group_name {v1
| v2c |v3} read
read_viewwrite write_view
notify notify_view

Nno snmp access group_name
{v1 | v2c |v3auth}

group_name: (1..32)
CMMBOJIOB

Paspewuntb SNMP-rpynne A4ocTyn Ha YTeHWe, 3anucb 1 oT-
NpaBKy SNMp-TPanos No 06beKkTamM, NPUHAANENKALLMM
read/write/notify-view.

3anpetntb SNMP-rpynne AoCTyn Ha YTeHKWe, 3anucb 1 oT-
npaBKy SNMpP-TPanoB No 06bekTam, NPUHAANENKALUM
read/write/notify-view.

snmp view view_nameOID
{included | excluded}

snmp view view_name OID

view_name: (1..32)
CUMBOJI0B

Co3aaTb MW pepaKkTMPoBaTbnpasmnio 0b6o3peHuns ana
SNMP—pa3speLiatouiee npasuno, 1Mbo orpaHnYMBaloLLee
cepBepy-obo3pesaTtento goctyn K OID.

- OID — vpeHTUdMKaTOpa obekTa MIB, npeacTBAEHHbIV B BUAE
pepesa ASN.1

- included — OID BKntoueHa B NpaBuIo gns 0603peBaHus;

- excluded — OID uckntouyeHa B NpaBuao ana 0603peBaHus.

Yaanutb npasuno 06o3peHusa gna SNMP.
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snmp targetaddr targetAddr targetAddr: (1..32) Co3paTb rpynny agpecos, Ha KOoTopble byayT OTNPaBAATLCA
param targetParamlIP_addr CMMBOIOB; Tpanbl COr/IaCHO NapameTpam Ter-amncra.

taglist tagList targetParam: (1..32)

no snmp targetaddr CUMBOJIOB; YoanuTte rpynny agpecos, Ha KoTopble ByayT oTNPaBAATLCA
targetAddr taglist: (1..255) cumBONOB | Tpanbl COrIAaCHO NapameTpam Ter-amucTa.

snmp targetparams YKasaTb NapameTpbl OTNPaBKM TPanos, onpeaensemble nosib-
target_param user user_name 30Baesnem.

security-model {v1 | v2c | v3} user_name: (1..32)

. CMMBO/IOB;

message-processing {v1 | v2c
target_param: (1..32)
| v3}
CYMBOOB;

no snmp targetparams YpanuTb napameTpbl OTNPaBKM Tpanos, onpeaensemblie Nosb-
target_param 30Baeniem.
system location text Name:(1..255) cumsonos 3afaTb MHGOPMALMIO O MECTOMONOMKEHUM YCTPOMCTBA.
system contact text Name:(1..255) cumBonos 3a4aTb KOHTaKTHYI MHGOPMALMIO YCTPOICTBA.

3.5.3 Hacmpolika napamempos cucmemol b6e3onacHocmu

Ona obecneyeHna 6e30NacHOCTM CUCTEMbl MCMONb3yeTca MexaHusam AAA (ayTeHTUdMKaumA,
aBTopu3aums, yuet). Ans wndpoBaHMUA AaHHbIX UCNONb3YETCA MexaHuU3M SSH.

— Authentication (ayTeHTUdMKaumMa) — conocTaBleHMe 3anpoca CyLEeCTBYIOWEN YYETHOM
3anuncu B cucteme 6e3onacHoCTU.

— Authorization (aBTop13aLms, NPOBEPKA YPOBHA A0CTyMNa) — CONOCTaBAeHNe YY4ETHOM 3anucu
B cucTeme (npoweawei ayTeHTUOMKaLMIO) M onpeaenEHHbIX MOAHOMOUYNNA,

— Accounting (y4éT) — cnexeHue 3a notpebaeHrem pecypcos noab3osaTesiem.

HpM MCIIOJIb30OBaAHMM HACTPOEK yCTpOIZCTBa IO YMOJIUaHMIO MMA II0JIB30BaATEJIAd — admin,
nmapoJib — admin. Haponb Has3HadvaeTCda II0JIBb30BaTeJIEM.
/’ Monb3osaTtenb no ymonyaHuio (admin/admin) cywecteyer oo Tex nop, NoKa He CO34,aH Nio-
60i1 ppyroii nonb3oBaTtenb C ypoBHeM npusunerui 15.

V Bcerpga f0/1KeH cyw,ecTBOBaTb N0/1b30BaTe /b C YPOBHEM npuseneruii 15.

MemoObl aymeHmuguKayuu U asmopusayuu mo2ym bbimb HACmpoeHsl 2106a716HO UAU Ha om-
desibHble AUHUU.

KomaHObI pexcuma 2106aabHoU KoOHgu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkuma rnobanbHol KOHGUIypaumm:
console (config) #

[na Bxoaa B pexkum KOHOUrypaumm IMHUIA NCNONb3YHOTCA KOMaHAbI:
line {console | telnet | ssh}

Bupa 3anpoca KOMaHAHOM CTPOKM peXknuma KoHpUrypaumm AnHUn:

console (config-line) #
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Tabanua 22 — KomaHapl pexunma rnobanbHon KoHoUrypaumm

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

enable authentication
{local | radius | tacacs}

no enable authentication

-/BbIKOYEHO

3apaTtb meTog, ayTeHTMOUKALMM NONb30BaTeNA NPU NOBbIWEHUN
YPOBHSA NpUBUAErNIA ANsA KOHconu, telnet, ssh.
- radius — ucnosb3oBaTb cnmMcok RADIUS-cepBepoB ana ayTeH-
TMdUKaumm;
- tacacs — ncnonb3osatb cnncok TACACS-cepsepoB ana ayTeH-
TMdUKaumm.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIHAHMUIO.

login authentication
{radius | tacacs} [local]

no login authentication

-/local

3ajaTb MeToA ayTeHTMMKaLMM NoNb30oBaTeNd Npu Bxode ANA
KoHconu, telnet, ssh

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.
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4 YNPABNEHUE YCTPOMUCTBOM. MUHTEP®EMUC KOMAHAHON CTPOKU

[NA KOHPUrypaLMM HacTPOeK KOMMYTaTOpa UCMO/Ib3YETC HECKOJIbKO PEXKMMOB. B KaxKaom pexume
[AOCTyrneH onpeaeseHHbl CMUMCOK KoMaH4,. BBog cMMBOMa «?» CAYKUT ANA NpocmoTpa Habopa KomaHa,
OOCTYMHbIX B KaXXA0M M3 PEKMMOB.

[na nepexoda M3 o4HOrO pe)KMma B APYroi UCMOAb3YIOTCA cneuvanbHble KomaHabl. MepedyeHb
CYLLECTBYIOLMX PEXMMOB M KOMaH/, BXO4A B PEXKMUM:

KomaHOdHbiii pexcum (EXEC), naHHbI peXXMm AOCTyNeH cpasy noc/se yCcnewHon 3arpy3kmM KommyTa-
TOpa M BBOAA MMEHM NOb30BaATENA U NAPOAs (41a HENPUBMAETMPOBAHHOTO Noab3oBaTeNs). NpurnaweHue
CUCTEMBI B 3TOM PEXMME COCTOUT U3 UMEHM ycTpoicTea (host name) u cumsona “>”.

console>

Mpusune2upoeaHHbIii KOMaHOHbIl pexcum (privileged EXEC), naHHbIN peXMm AOCTyneH cpasy no-
C/le yCNeLwHoM 3arpy3kM KOMMyTaTopa, BBOAa MMeHW Nob3oBaTena U naponsd. MpurnaweHne cucTemMbl B
3TOM peXXMMe COCTOMT U3 UMeHM ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanbHoli KoHgpuypayuu (global configuration), naHHbIN peXxum npeaHasHayeH ana 3a-
AaHuA 06LWKMX HacTpoek KommyTaTtopa. KomaHabl pexmma rnobanbHon KOHGUIypauum A0CTYMHbI U3 Jio-
6oro nogpexunma KoHpuUrypaumun. Bxoa B pexknmm ocyLlecTBaseTca KoMaHaon configure terminal.

console# configure terminal
console (confiqg) #

Pexcum KoHguaypayuu mepmunHana (line configuration), naHHbIN pexnm npegHasHavyeH A1A KOH-
burypaumm, cBasaHHoM ¢ paboTon TepmMuHana. Bxos B pexMm OCyLLeCTBAAETCA U3 perrMma rnobanbHOM
KOHOUIypaumm KomaHaoM line console.

console (config)# line console
console (config-line) #

4.1 ba3oBble KOMaHAbI

KomaHOwbi pexcuma EXEC

3anpoc KoMaHAHOWM CTPOKM B pexkume EXEC nmeet cnegyowmin BuA:

console>

Tabnunua 23 — ba3oBble KOMaHAbl, AOCTYMHble B pexkmme EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no yMmoan4YaHuto
enable [priv] priv: (1..15)/15 MepekntounTbCA B NPUBUNETMPOBAHHBIN PEXUM (€C/IU 3HAYEHUe
He YKa3aHo — To ypoBeHb npusunernii 15).
logout - 3aBeplLueHMe TEKYLLE CECCUM U CMEHa NO/Ib30BaTeN .
exit - 3aKpbITb aKTUBHYIO TEPMUHAJbHYIO CECCUIO.
help 3anpoc cnpaBo4YHOW WMHPopmaumm o paboTe uHTepdelica Ko-
) MaHZHOW CTPOKM
show privilege - MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NONb30BATENS.
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KomaHObi pexcuma privileged EXEC

3anpoc KoOMaHAHOM CTPOKU MMeeT caeayowmii BUa;:

console#

Tabnunua 24 — basoBble KOMaHAbI, AOCTYMHbIe B pexkume privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B HOPMAbHbIW PEXKUM U3 MPUBUNETUPOBAHHOTO.

configure terminal

MepeiTn B pexxum KoHPUrypawumm.

KomaHOb1, docmyrniHbie 80 8cex perumMmax KoOHgu2ypauuu

3anpoc KOMaHAHOVI CTPOKU MMEET OANH U3 cnegyrowmnx sngos:

console#

console (config) #

console (config-line)#

Tabanuya 25 — ba3oBble KOMaHAbI, AOCTYMHbIE BO BCEX peXMMax KOHOUTypaLmm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

exit ) BobIliTn 13 noboro pexmma KoHPUrypaLmm Ha ypoBeHb Bbllle B
nepapxmm Komang CLI.

end BbIiTn U3 noboro perkmuma KoOHOUTypaLum B KOMaHAHbIN pexrum

i (Privileged EXEC).

do ) BbINONHUTL KOMaHAY KomaHgHoro ypoBHa (EXEC) 3 noboro pe-
KUMa KOHOUTypaLmm.

help - BbIBECTM cnNpaBKy MO MCNOJIb3yeMbIM KOMaHAAM.

4.2 dunbTpayma coobieHnit KoOMaHAHOMN CTPOKMU

®dunbTpaums coobLeHni N03BOAAET YMEHbLINTL 06BeM 0TOBpakaemMblx AaHHbIX B OTBET Ha 3anpochl
nosib3oBaTens U 06aerynTb NOUCK Heobxoanmon nHpopmaumu. Ana dunbTpaumm Tpebyerca nob6asuTh B
KOHeLl, KOMaHAHOW CTPOKM CMMBOJI « |» M UCMONIb30BaTb OA4HY U3 ONUMIA GUNbTPALUN, NEPEYUCIEHHDBIX B
Tabanue 26. PuabTpauma paboTaeT ToNbKO 4nA show-KomaHg,

KomaHOwbi pexcuma Privileged EXEC

3anpoc KOMaHAHOW CTPOKU MMEET Caeayiolmii BUA,:

console#

Tabnunua 26 — ba3oBble KOMaHAbl, AOCTYMHble B pexume Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

grep

BbiBecTn Bce CTPOKMU, cogepKaiue WabnoH.

grep-v

BbiBECTW BCe CTPOKM, He copepxalime WabnoH.

grep -c "regexp"

BbIBECTM BCe CTPOKM, CoAeprKallme perynspHbie BblpaxKeHus:

. — COOTBETCTBYET Nt060MY OTAEbHOMY CUMBOAY;

* — npeaplAyLmMii cumBon cooTseTcTyeT O Mnu bonee pas;

A — cooTBeTCBYET Npobeny B Hauane CTPOKM;

\b — cooTBercTByeT npobeny B KOHLE CNOBa;

[l — BbIBOAWT BCE CTPOKM, B KOTOPbIX COAEPIKATCA CUMBObI U3
KBagpaTHbIX CKOBOK;

\ — WrHOPWTYET CMMBOJ, CNelyIOWMIA 33 pPeryaapHbIM Bbipaxe-
HUEM.
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4.3 HacTpoiiKa MaKpOKOMaHp,

[aHHas QyHKLMA NO3BONSET CO34aBaTb YHUPUUMPOBaAHHbIE HabOPbl KOMaHA — MaKpPOChI, KOTOpble
MOXHO BMOC/eACTBUM NPUMEHATb B Npouecce KoHUrypauun. MakcMmanbHOe KoNMYecTBO MaKpoCoB —
15.

KomaHObI pexcuma 2a06aa6HolU KOHu2ypayuu

Bua 3anpoca KOMaHAHOW CTPOKM peXknma rnobanbHoM KoOHPUrypaumu:
console (confiqg) #

Tabnunuya 27 — KomaHabl perknma rnobanbHo KoHpUrypaumm

3HayeHue/3HayeH
KomaHoa ue no Aelicmeue
yMOAYaHUIO
macro name word Co34aTb HOBbIM Habop KOMaHA, ecnn Habop ¢ TaKUM UMeHeM
cylLecTByeT —nepesanucatb ero. Habop KomaHg BBOAUTCA NO-
CTPOYHO. 3aKOHUYMTb MAKPOC MOMKHO C MOMOLLbIO CMMBO/A
word: (1..32) “
@”. MakcMmanbHaa aanHa makpoca — 510 cumBonios. B Tene
cMmBonoB MaKpoca MOXHO MCNO/Ib30BaTb 40 TPEX NEPEMEHHbIX B KOH-
durypauum.
no macro name word YAanuTb YKasaHHbIA Makpoc.
macro apply word MpUMeHNTb YKa3aHHbIA MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wWabnoH, COCTOALMA U3 0OBABNEHUA, HAaNpUMepP
value2] [pattern3 value3] CMMBOJ/I0B cumBona "%", n nepemMeHHON, HanMcaHHbIX CIMTHO;
- value — nepeMeHHasn KoHdUrypaumuu.
macro trace word OTo6pa3unTb NpoLecc BbINOJHEHWUA MaKpOCa.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabaoOH, coCTOAWMIN N3 06BABNEHNA, HAaNpUMep
value2] [pattern3 value3] CMMBO/IOB cumBona "%", u nepemeHHoM, HanUCaHHbIX CIMTHO;
- value — nepemeHHasn KoHdUrypaumuu.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKK pexxnma EXEC:
console#

Tabnuvua 28 — KomaHab! pexxknma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4aHuro

macro apply word MpPUMEHUTb YKa3aHHbIN MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabnoH, COCTOALLMI U3 0OBABNEHUS, HAaNPUMep
value2] [pattern3 value3] CMMBO/IOB cumBsona "%", u nepemeHHoM, HanUcaHHbIX CIMTHO;

- value — nepemeHHasn KoHOUTypaLmu.
macro trace word OTo6pasnTb NpoLLecC BbINOJHEHMA MaKpoOCa.
[patternl valuel] [pattern2 word: (1..32) - pattern — wWabA0OH, cOCTOALMIN U3 06BABNAEHUA, HaNpUMepP
value2] [pattern3 value3] CUMBOJI0B cumeona "%", U nepemeHHOM, HanMUCaHHbIX CIMTHO;

- value — nepemeHHasn KoHOUTypaLmu.
show macro OTo6pasnTb MNapameTpbl HACTPOEHHbIX MaKpPOCOB Ha

i ycTpoiicTse.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Buza 3anpoca KOMaHZAHOW CTPOKM peXxnma KoHouUrypaumm nHtepdeica:

console (config-if) #
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Tabnnua 29 — KomaHabl pexkuma KoHourypauum uHtepdelica

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

macro apply word MprUMeHNTb YKa3aHHbIA MaKpoc.
[pattern1 valuel] [pattern2 word: (1..32) - pattern — wab0OH, COCTOALWMMN U3 06BABNEHMSA, HANPUMEP
value2] [pattern3 value3] CMMBOJI0B cumBona "%", n nepemMeHHON, HaNMCaHHbIX CIUTHO;

- value — nepemeHHas KoHoUrypauuu.
macro trace word word: (1..32) OT06pasunTb NpoLecc BbINOJHEHMA MaKpOCa.
[patternl valuel] [pattern2 CMMBO/I0B - pattern — wab0OH, COCTOAWMMN U3 06BbABNEHUSA, HANPUMEP
value2] [pattern3 value3] cumBona "%", v nepemMeHHOM, HaMUCaHHbBIX CAUTHO;

- value — nepemeHHas KoHoUrypauuu.

[pumep UCNoaAb308AHUA MAKPOKOMAHO:

console (config) #macro name 1234
Enter macro commands, one per line. End with symbol '@'.
conf t

interface gi0/%1

switchport mode access
switchport access vlan %2
description %3

@

consolef#macro apply 1 %1 6 %2 10

o

3 "giO/6"
4.4 KomaHAapbl ynpaBaeHUa cUCTeMmomn

KomaHOwbI pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console>

Tabanuya 30 — KomaHAabl ynpasaeHna cuctemon B pexkume EXEC

Komanda 3HayeHue/3HayeHue o Neiicmeue
YMOAYAHUIO
ping [ip] {A.B.C.D | host} [size KomaHgza cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
size] [count count] [timeout npoTtokona ICMP yKkaszaHHOMY y3/ly CETM, a TaKxKe AN KOHTPOANA
timeout] host: (1..158) cumBonos; | noctynatowmx oteeTtos (ICMP Echo-Reply).
size: (36..2080)/64 6aiit; | - A.B.C.D — IPv4-agpec y3na cetu;

count: (0..10)/3; - host — poMeHHOe UMSA y3Na ceTu;

timeout: (1..100) - Size — pa3mep NakeTa ANs OTNPaBKKU, KOANYECTBO BalT B NakeTe;

- count — KONIMYECTBO NAKETOB ANA Nepesayu;

- timeout — Bpema 0XXnAaHWA o0TBeTa Ha 3anpoc.
traceroute{A.B.C.D | ipv6 OnpegeneHve mapwpyta TpaduKka [0 Yy31a Ha3HaAYeHwuA.
AAAA::BBBB} [size size] [ttl - A.B.C.D — IPv4-apapec y3na cetu;
tt/] [count count] [timeout - AAAA::BBBB — IPv6-aapec y3na cetu
timeout] . . - host — pomeHHOe MMA y31a ceTu;

size: (64..1518)/64 GaiiT; | _ size — pazmep nakeTta A4NA OTNPaABKM, KOANYECTBO HAMNT B NaKeTe;
ttl: (1..255)/30; - tt/ — MaKcMMmanbHOe KOJIMYEeCTBO Y4aCTKOB B MapLUpyTe;
.count: (1..10)/3; -count — KONMYECTBO MOMbITOK Mepefayn MakeTa Ha KaXKaoM
timeout: (1..60)/3 c yHacTKe;
- timeout — Bpema 0XXnAaHWA O0TBETa Ha 3anpoc;
OnucaHue oWwM60K NpU BbINOJIHEHUU KOMAHA U pe3yb-
V TaTOB NpuBeAeHo B Tabauue 32.
show users OT06pasnTb UHPOPMALMIO O NO/b30BATENAX, UCMOb3YIOLWMX pe-
i CypCbl YCTPOMCTBA.
show system information - BbiBOA, cMCTEMHOWN MHPOPMALUK.
show nvram ) 0OT06pa3snTb MHGOPMaLMIO 06 YCTPOICTBE B SHEPrOHE3aBUCUMOIA
namaTy.
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show tech-support

BbiBog KOMaHAbI NpeacTaBnseT coboi KOMbMHauUto
BbIBOZOB MepPeYNCIEHHbIX HMXXE KOMaHA:
- show clock

show system information

show bootvar

show running-config

show ip interface

show ipv6 interface

show spanning-tree

show etherchannel summary

show etherchannel load-balance
show interfaces status

show interfaces counters

show interfaces utilization

show interfaces

show ip arp

show env all

show mac-address-table count summary
show fiber-ports optical-transceiver
show cpu rate limit

show errdisable interfaces

show vilan

show ip igmp snooping groups
show ip igmp snooping forward
show ip igmp snooping mrouter
show ipv6 mld snooping groups
show ipv6 mld snooping forward
show ipv6 mld snooping mrouter
show logging

show logging filename-one

show logging filename-two

show logging filename-three

show users

- debug show tcam

KomaHOb! pexcuma privileged EXEC

3anpoc KomaHAHOM cTpoKK B pexxkume privileged EXEC nmeet cneayrowmii BuAa;

console#

Tabnunua 31 — KomaHAabl ynpaBneHus cuctemomn B pexkume privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

reload

KomaHga cnyxuT 4ns nepesanycka ycTpoicTsa.

reload at hh:mm:ss [day month ]

hh: (0..23), mm:
(0..59), ss: (0..59)/ day:
(1...31)/ month: (1..12)

YcTaHOBKa BpeMeHu nepesarpysku ycTpoicTsaa.

reload in { hours minutes}

hours: (0..168), minutes:
(0..59).

YCTaHOBKa BpeMeHMU, Yepes KoTopoe Npon3oieT nepesarpyska
yCTpOWMCTBa.

reload cancel

OTMeHa OT/I0KEHHOM Nepesarpysku.

show reload

MpocmoTp BpeMeHU, Ha KOTOpoe Ha3HayYeHa nepesa-rpyska.

show env CPU

MoHuTOpUHr yTnansaumm CPU.

show env tasks

MoHuTopuHr ytnansaumnm CPU no npoueccam.

show env RAM

MoHUTOPUHT yTAn3saumm RAM.

show env temperature

MOHVITOpMHI’ TepmMmoaTynKa.

show env flash

MoHuTopuHr flash-namatu.

show env power

MoHuTOopUuHr NuTaHua n AKB.

show env all

MOHUTOPMHT BCEX NAPAMETPOB OKPYKEHUA.

show env dry-contacts

MOHMTOpMHI’ TeKyLulero COCToAHUA CyXnUX KOHTaAKTOB.

show env fan

MOHMTOpMHI’ COCTOAHNA BEHTUNATOPOB.

show env fan thresholds

OT06pasnTb Tabamuy ¢ AONYCTUMbIMU CKOPOCTAMM BPaLLEeHUA
BEHTUNATOPOB.
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telnet {A.B.C.D | AAAA::BBBB |
AAAA::BBBB%interface} [-| name]

OTkpbiTe TELNET-ceccumn ana ysna cetu.
- A.B.C.D — IPv4-appec y3na cetu;

- AAAA::BBBB — IPv6-aapec y3na cetn

- interface - nHTepdelic;

- name — uMa NoNb30BaTeNA.

show telnet-client

OTo6pasmnTb cTaTyc KAneHTa Telnet 1 K0IMYECTBO aKTUBHbIX cec-
CUNA.

ssh [name@]{A.B.C.D |
AAAA::BBBB |

[-1]-2] [-C] [-v] [command]

AAAA::BBBB%interface} [-l name]

OTKpbITMe SSH-ceccuun gna ysna cetu.

- A.B.C.D — IPv4-appec y3na cetu;

- AAAA::BBBB — IPv6-aapec y3na cetn

- interface — nHTepdeiic;

- name — uMA NoNb30BaTeNs;

-1 —ucnonb3oBatb ToNbKO SSH Bepcum 1;

-2 — ncnonb3oBaTb TO/IbKO SSH Bepcumn 2;

-C —3anpocuTb cXKaTve AaHHbIX;

-V — noApobHO 0TobparkaTb NPOLLECC NOAK/OYEHUS;

- command — KomaHZa, BbinoaHAemas Ha SSH-cepsepe.

show ssh-client

OT06pa3mnTb cTaTyc KAneHTa SSH 1 KOIMYeCcTBO aKTUBHbIX Cec-
CUN.

Mpu BbINOJIHEHUM KOMaHAbI t raceroute MOTYT MPOU30MTU OLIMOKM, ONUCcaHMe oWnBOoK NpuBeaeHO

B Tabauue 32.

Tabnmua 32 — OwKMbKM Npu BbINOJIHEHUN KOMAHAbI traceroute

Cumeon owubku OnucaHue
* TaimayT Nnpu NonbITKe Nepefayun nakera.
? HewnsBecTHbIV TUM NaKeTa.
A AZLMUHUCTPATUBHO HegocTyneH. O6bIYHO NpoucxoanTt npu 6J10KMPOBAHUN UCXOLALLENO
TpaduKa no npasuaam B Tabanue goctyna ACL.
F TpebyeTcs pparmeHTaums n yctaHoBka 6mtos DF.
H Y3en cetn HeJoOCTyneH.
N CeTb HegOCTYNHa.
P MpoToKon HegoCTyneH.
Q MCTOYHMK noaaBneH.
R McTekno Bpems NoBTOpPHOM cbopKM pparmeHTa.
S OwnbKa ncxoaallero mapLupyTa.
U MopT HepoCTyNEH.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

3anpoc KoOMaHAHOW CTPOKM B pexxunme rnobanbHon KoHOUTypaumm MMeeT cieayowmnii Bua;

console (confiqg) #

Tabanua 33 — KomaHapl ynpaBieHNa cMCTEMOW B pexxmnme rnobanbHoin KoHoUrypaumum

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no yMmon4aHuo
hostname name name: (1..64) KomaHgza cny»kut gns 3aaHusa ceTeBoro MMeHu yCTpoCTBa.
no hostname CMMBONOB/- BepHyTb ceTeBOE MMA YCTPOICTBA B 3HAYEHME MO YMONYAHWIO.

cpu rate limit queue queue
maxrate pps

YCTaHOBWTb OFrpaHUYEeHNE CKOPOCTU BXOAALLMX dpelriMmoB AN onpe-
AeNneHHon o4epean

queue: (1-8) pps: - pps - NAaKETOB B CEKYHAY.

cpu-rate limit queue queue
maxrate 128

1..2000/128 .
BoccTtaHOBUTL 3HayeHue pPpPSsS NO yMONYaHUIO ANnA onpeaeneHHoun

oyepesam.
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reset-button {enable | disable
| reset-only}

- enable — npu HaxaTUKM KHOMKKM F anuTtenbHocTbio meHee 10 ce-
KyHA, NPOMCXOAMT Nepesarpyska yCTpoiCTBa; NpM HaKaTuK Ha
KHOMKy 60ee 10 cekyHA, NpoucxoamT cbpoc ycTpoicTBa A0 3a-

set ssh-client disable

-/enable .
BO/CKOM KOHOUrypaumm;
- disable — kHonKa F oTkNtoueHa (He pearnpyeT Ha HaxkaTue);
- reset-only — TonbKO nepesarpyska.
set telnet-client enable BKkntounTb paboty TELNET-knmeHTa.
- - -/BKNOYEHO
set telnet-client disable BbiktounTb paboty TELNET-Kk/MeHTa.
set ip http enable .
Bkatountb HTTP-cepBep Ha ycTpoOMCTBE.
-/BKAIOYEHO
set ip http disable Bbikntountb HTTP-cepBep Ha ycTpoiicTae.
HasHauutb nopTt, npocnywmnsaemsii HTTP-cepBepom.
ip http port port 80 Tpebyetca nepesanyck HTTP-cepBepa ana npumeHeHUn
_ ! Hacrpoiiku.
set ssh-client enable Bkntountb paboty SSH-knAneHTa.
-/BKAOYEHO

BbIkNounTb paboty SSH-KnmeHTa.

env dying-gasp enable

env dying-gasp disable

-/BbIKNOYEHO

BkntounTb 0TNpaBKy coobueHunii diyng gasp.
V TonbKo gna ycrpoiicts MES2448B u MES2448E.

V Mpu BKAOYEHUM OTNPABKKU coobueHnii dying-gasp Bbik-
nroyaerca moHutopur AKB.

BbIK/MOUNTb OTNPABKY coobuweHuii dying gasp.

env battery monitor enable

env battery monitor disable

-/BKAOYEHO

BkntounTtb moHuTOpUHT AKB.
Vk Tonbko gna yctpoiicte MES2448B u MES2448E.

Mpu BkAOYEHUU MOHUTOPUHTa AKB BbiKAtoYaeTca OTn-
V paBKa coobLweHmii gying-gasp.

Bbikntountb moHutTopur AKB.

banner exec [ string ]

no banner exec

-/BbIKNIOYEHO

HacTpouTb npuBeTcTBME AN HEAaBTOPM30BaHHbLIX NOJib30BATE/NEN
npu NOAKAOYEHUN K KOMMYTATOPY.

string — TeKCT NPUBETCTBUA A/IMHON [0 256 CMMBONOB.

Mpu BBOAE KOMaHAbl 6e3 napameTpa string NpuBeTCTBUE MOXKET
nmeTb aanHy go 1023 cumsonos. BBog npuBeTCTBUA NpepbiBaeTca
C NOMOLLbIO cMmBona "'@".

Yaanutb npuseTcTame 417 HeEaBTOPU3O0BaHHbIX nosib3oBaTenem.

banner login [ string ]

no banner login

-/BbIK/IIOYEHO

HacTpouTb NpuBeTCTBME ANA NOJb30BaTENEN NOC/e aBTOPU3ALLUN.

string — TEKCT NPUBETCTBUSA AJ/IMHON A0 256 CMMBO/IOB.

Mpu BBOAE KOMaHAbl 6e3 napameTpa string NnpuBeTCTBUE MOXKET
umeTb aanHy go 1023 cumeonos. BBog npuBeTcTBUA NpepbiBaeTca
C NomoLLbio cumBona "@".

YpanuTb npusBeTcTBme 419 aBTOPU30BAHHbIX nonb3osaTeneu.

logging events reload

no logging events reload

-/BKAIOYEHO

BKAOUUTL OTMPaBKY SNmp Tpanos 1 syslog coobuieHnit npu nepe-
3arpysKe ycTpomncTea no KomaHge «reload» nav yepes SNMP.

BbIK/IIOUMTL OTNPABKY SNMp TPanos U syslog coobLieHnii npu nepe-
3arpysKe ycTpoictsea no komaHge «reload» nnm yepes SNMP.

Tabnnua 34 — KomaHgb! pexunma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

clear cpu rate limit counters

OumnCTUTb cYeTUMKM rate limit Ha CPU.

show cpu rate limit

OTobparkeHne cyeTymKos rate limit Ha CPU.

set cli pagination on

BKHOYNTB NOCTPAHWUYHbIN BbIBOA KOHOUIYpaLuu.

set cli prompt off

— -/on .
set cli pagination off OTKAOUUTD NOCTPAHWUYHbIN BbIBOA KOHOUIYpaLnu.
. BKNOUNTL MOATBEPKAEHWE nepes BbIMOJHEHWMEM HEKOTOPbIX KO-
set cli prompt on ATBEPHA PeA P
MaHa.
-/on

OTKNIOYUTL NOATBEPNKAEHME Nepes, BbINOHEHUEM HEKOTOPbIX KO-
MaHa.
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4.5 KomaHabl ANA HAaCTPOMKKU NapameTpoB ANA 3a4aHUA Nnaponei

[aHHbIX pa3aen npegHasHayeH ANA HACTPOMKM 3afaHNA Naposielt Ana nonb3osBartenei.

KomaHObI pexcuma 2a06asbHol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexmme rnobanbHON KOHPUTYpaLUnmM MmeeT cneaytowmnii Bua;:

console (confiqg) #

Tabanuya 35 — KomaHabl ynpaBaeHUa CUCTEMOW B peXxume rnobanbHoin KoHdurypaumm

KomaHda

3HayeHue/3HayeHue

Aelicmeue
o yMmon4aHuio

password validate char
{lowercase | numbers |
symbols | uppercase}

BKNOUNTE MEXaHWU3M NPOBEPKYU NMaponen.

- lowercase — naponb AOMKEH COAepKaTb CUMBOJIbI HUXKHETO perun-
cTpa;

- numbers — NapoJib AO/IKEH COAEPKaTb XOTA Bbl 0AHY LUDPY;

- symbols — naponb AO/IKEH COXKepPXKaTb XOTA Obl OAUH CUMBOJT;

- uppercase — Napoib OO/MXKEH COAEPHKATb CUMBO/IbI BEPXHETO pe-
rmcrpa.

-/BbIK/IIOYEHO

no password validate

OTKNOUYNUTL MEXaHU3M NPOBEPKU NapoNen.

password validate length
length

3a4aTb MUHUMaNbHYIO AJIMHY Naposs.
length: (0..20)/0

no password validate

YCTaHOBUTb 3HAYEHMe Mo YMOI4YaHUIO.

3anpoc KomaHAHoM cTpoKu B pexume Privileged EXEC nmeeT cneayowmin sua;

console#

Tabnunua 36 — KomaHabl ans pabotbl ¢ paiinamm B pexkume Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

show password validate rules - MpPOCMOTp TEKYLLLE HACTPOMKM MeXaHWM3MA NPOBEPKM Napoen.

4.6 Pab6orta c painamm

4.6.1 OnucaHue ap2ymeHmMoe KOMaHO

Mpu ocywecTeneHmn onepaumn Hag dannamm, B KauecTBe apryMeHTOB KOMaHA, BbICTYNatoT aapeca
URL — onpegenutenn mecToHaxoxaeHus pecypca. OnucaHMe KAOYEeBbIX C/I0B, WMCNO/Ib3yeMbIX B
onepaumax, npuseaeHo B Tabauue 37.

Tabnumua 37 — CNuCcoK KAoYEBbIX CI0B U UX ONUCaHKNe

Knrouesoe cnoso

OnucaHue

flash://

McxoaHbl agpec Uamn agpec mecta HasHauyeHus 41 SHeproHe3aBUCMMON NamATh. DHeproHesasu-
CMMas NamAaTb UCMOb3YeTCA No ymonyaHuio, ecam agpec URL onpegenen 6e3 npedukca (npeduk-
camu ssastotcsa: flash:, tftp:, scp:...).

running-config

dalin Tekylwen KoHPUrypaumm.

startup-config

dain nepBoHayvanbHOM KOHUTypauuu.

active-image

dalin ¢ aKTMBHbIM 06pasom.

inactive-image

dain c HeakTUBHbIM 06pasom.

McxoaHbIv agpec nav agpec mecta HasHadyeHus gns TFTP-cepsepa.
CuHTakcuc: tftp://host/[directory]/ filename.

tftp:// - host — IPv4-agpec unu ceteBoe MMs yCTPOICTBA;
- directory — kaTanor;
- filename — vma daiina.

logging dainn c uctopreit KomaHgag,
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4.6.2 KomaHObI 0na pabomei ¢ halinamu

3anpoc KomaHaHoM cTpoku B pexkmme Privileged EXEC umeeT cneaytowmin sua;:
console#

Tabanuya 38 — KomaHabl gns paboTbl ¢ pannamm B pexkmme Privileged EXEC

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymon4aHuro
copy source_url KonupoBaHue ¢aitna U3 MectononoxXeHus UCTOYHUKA B MeCTomMo-
destination_url image NOXeHWe Ha3HayYeHus.
- source_url — mectononoxeHue Konvpyemoro ¢aiina;
source_url: (1..160) - destination_url —agpec mecTa Ha3sHayeHus, Kyaa dain byaeT cko-
CMMBO/I0B; MPOBaH.
" destination_url: (1..160) "
copy startup-config CoxpaHeHue nepBoOHaYabHOW KOHUrypaL MM Ha cepsepe.
L CUMBOJI0B
destination_url
copy source_url boot KonupoBsaHue daitna Ha4yabHOro 3arpy3yunKa U3 MeCTONOIOKEHUS
WCTOYHMKA B CUCTEMY.
dir [flash:path | dir_name] - OT06pa3nTb CNMCOK palinoB B yKasaHHOM KaTanore.
more [flash:path | file_name] OTob6pa3unTb cogepknumoe danna.
pwd - OT06pa3unTb NyTb A0 TEKyLLEWh AUPEKTOPUM.
cd [flash:path | dir_name] - N3MEHUTb ANPEKTOPUIO Ha YKA3aHHYIO.
mkdir [flash:path | dir_name] - Co34aTb AMPEKTOPUIO C YKa3aHHbIM Ha3BaHUEM.
rmdir [flash:path | dir_name] - YOanuTb ANPEKTOPMIO C YKa3aHHbIM Ha3BaHMEM.
erase url - Ypanutb bann
erase startup-config - Yaanutb ¢ann nepsoHavanbHON KOHGUTypauuu.
erase nvram: - C6pocnTb A0 AedONTHON IHEProHe3aBUCMMYLO NAMATb.
erase flash:/LogDir/filename - Ypanutb dalin 3anncm aBapuiiHbIX U OTAAL04HbIX COOOLLEHWN.
boot system inactive - 3arpy3uTbcs ¢ HeakTUBHOro obpasa MO.
boot system active - 3arpysuTbca ¢ akTMBHOro obpasa MNo.
delete startup-config Yaanutb Gpainn nepBoHaYanbHOM KOHPUTYpPaLMM BMECTE C OUMCTKOM
i rnobanbHbIX HACTPOEK NVram U yaaseHnem Nosib3oBaTesnei.
show running-config OTtobpa3ntb copepxkumoe danna Tekylwen KoHPurypaumm
[interface { fastethernet fa_port: (0/1..24); (running-config).
fa_port | gigabitethernet gi_port: (0/1..48); - interface — KoHPUrypauma nHTepdeincos KommyTaTopa - Gpusnye-
gi_port |tengigabitethernet te_port: (0/1..11); CKUX UHTepdeircoBs, rpynn nHtepdeiicos (port-channel), VLAN-uH-
te_port | port-channel group group: (1..24); Tepdeiicos, nHTepdeiica 3amblKaHUsA Ha cebs;
| vlan vian_id ]J[module] vlan: (2..4094); - igs — IGMP snooping;
module: (igs, la, stp..) - la — link-aggregation;
- stp — spanning-tree.
show startup-config OTo6pasunTb copepxumoe daina nepsBoHayanbHOW KoHUrypa-
i .
show bootvar MoKas3aTb akTMBHbIN $ann cuctemHoro MO, KOTOPbIA YCTPOMCTBO
) 3arpy»Kaert npu 3anycke.
write {startup-config | url} CoxpaHUTb TERYLLYIO KOHdUrypaLmio B Gain nepBOHaYaIbHON KOH-
) durypauun.

Cepsep TFTP He moKeT 6bITb afpecom UCTOYHUKOM U a4 pPecomM HasHa4YeHUA anA oA HOM
< KOMaH/Abl KONUPOBaHUA.

MpoCMOTp aKTUBHOTO M HEAKTMBHOTO 06pa3a JocyTneH us u-boot. A 3Toro B KOMaHAHOM CTPOKe U-
boot Heobxoanmo BBecTU:
MES2428# bootimg print
KomaHga ans cmeHbl akTMBHOTO 06pasa 13 u-boot:

MES2428# bootimg inactive

’ | KomaHpga «bootimg inactive» npumeHsertca 6e3 oXXngaHua noATBepPXKAEHUA.
o
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’ | Mpu 3arpyske ¢aiina KoHpUrypauum c yganeHHoro cepseepa B «startup-config» B Hauane
- daitna Heob6xogumo f06aBUTb CTPOKY C CUMBOIOM « 1%,
dain KoHpUrypaumm gonxKeH UMeTb paclumpeHume «.confr».

4.6.3 KomaHObI 0515 pe3epeuposaHuUs KOHGuzypayuu

B AaHHOM pasgesne onucaHbl KOMaHAbl, NO3BOIAOLIME PE3ePBMPOBaTb KOHOUIYPaLMIO Ha cepBep.
[ns pesepBrpoBaHna KOHOUIypaLmm HeobXoAMMO YKas3aTb agpec cepsepa.

KomaHObl pexcuma 2106aa6HoU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME rN106anbHOM KOHPUIypaLmm:

console (config) #

Tabnnuya 39 — KomaHabl pexkmuma rnobanbHo KoHpUrypaumm

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

backup server dest_url

YKasaTb agpec cepsepa, Ha KoTopblii ByaeT NpoM3BoAUTLCA pe-
3epBupoOBaHmue KOHbUrypauuu. CTpoka B dopmarte
«tftp:// XXX XXX XXX XXX ».

no backup server

YpanuTb agpec cepsepa.

backup path path

YKasaTb NyTb pacnosnoxeHusa ¢aina Ha cepsepe ¢ npedrKcom
umeHu daiina. Mpu coxpaHeHUU K npedukcy byaet nobasneHa Te-
Kyl,as gata v Bpems B popmare rrrrMmAaA44MMCC.

no backup path

YpanuTb NyTb AN15 pe3epBUMPOBaHMS.

backup auto

BK/OYUMTL aBTOMATUYECKOE pe3epBnpoBaHme KoHOUrypaumuu.

no backup auto

BbIKNOUNTL aBTOMATMYECKOEe pesepBnpoBaHune KOHC')MpraLI,MM.

backup history enable

Bkaountb COXpaHeHne UCTOPUKN pe3epPBHbIX Konui.

no backup history enable

BbIKNHOUNTL COXPAaHEHWE UCTOPUU Pe3ePBHbIX KOMUNA.

backup time-period timer )
timer:

(1..35791394)/720 mn-

YKaszaTb NPOMEKYTOK BPeMeHu, N0 UcTedeHnn Kotoporo bypet
OCYLLLECTBNATLCA aBTOMATMUYECKOE pe3epBupoBaHuMe KoHduUrypa-
TZ8

HYT
no backup time-period

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

backup write-memory
-/BbIK/IOYEHO

BKloueHWe pe3epBUPOBaHUA KOHOUrypauuu npu CoXpaHeHuu
nosnb3oBaTtenem KoHdUrypauum Ha flash-Hakonurens.

no backup write-memory

YCTaHOBUTb 3HaYeHuMe nNo YMONYaHUIO.

KomaHObI pexcuma Privileged EXEC

3anpoc KomaHgHoM cTpoKu B pexxume Privileged EXEC nmeeT cneayrowmin Bua;

console#

Tabnnuya 40 — KomaHgbl pexkmma Privileged EXEC

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aelicmeue

backup running-config -

Co34aTb pe3epBHYH KOMUIO KOHUTypaLMIo Ha cepBepe.
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4.7 HacTpoiiKa CUCTEMHOro BpemeHu

/ Mo ymonuyaHuio aBTOMaTUYECKUIA nepexos Ha JieTHee BpemMs OCYLLEeCTBAAETCA B COOTBeT-
cTBMM co cTaHgapTamu CLLUA n Esponbl. B KOHGUrypauum moryTt 6biTb 3agaHbl ntobble gata
M Bpems ANna nepexoaa Ha JieTHee Bpemsa u o6paTHo.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKu B pexxkume Privileged EXEC nmeeT cneayowmin BuAa;

console#

Tabnnuya 41 — KomaHabl HACTPOMKM CUCTEMHOTO BpemeHu B pexkume Privileged EXEC

month: (Jan..Dec);
year: (2000..2037)

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o ymon4aHuro
clock set hh:mm:ss day month hh: (0..23); PyyHas ycTaHOBKa CMCTEMHOro BpemMeHM (KOmaHAa A[ocTynHa
year mm: (0..59); TONIbKO AR NPUBUIErMPOBAHHOIO NOJ/b30BaTENSA).
ss: (0..59); - hh —4acbl, MM — MUHYTbI, 5§ — CEKYHAbI;
day: (1..31); - day — peHb; month — mecsau,; year — rog.

KomaHOwb! pexcuma EXEC

3anpoc KomaHAHOM CTPoKKM B pexkume EXEC umeeT cnepytowmin BuA:

console>

Tabnunua 42 — KomaHabl perkuma privileged EXEC

KomaHoa 3HayeHue/3Ha4yeHue Aeiicmeue
Mo ymMoa4YaHuto
show clock - MoKa3aTb CUCTEMHOE BpeMA 1 AaTy.
show clock properties - OTobpa3unTb cBOKCTBA.

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B PeXKMUME r106anbHON KOHPUTYpaLMmM UMeET cieayowmnii Bua;

console (config) #

Tabanua 43 — CNMCOK KOMaHA, 1A HacTPOMKM CUCTEMHOrO BpemMeHU B pexkume rnobanbHol KoHourypa-

Lmm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

clock time source ntp

no clock time source

YCTaHOBWTb Sntp-cepBep WCTOYHUKOM CUHXPOHM3ALMWU BPEMEHU
AN1A yCTPOMCTBA.

YCTaHOBWTb 3HAYeHue no YMO4aHUIO.

clock utc-offset utc

no clock utc-offset

utc: (+00:00..+14:00)

YCTaHOBUTb YacoBOe CMeLLeHMe OTHOCUTENbHO HyneBoro mepugun-
aHa.

YCTaHOBUTb 3HaY€HMe N0 YMOJIHAHMUIO.
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KomaHObI pexcuma KoHguaypauyuu SNTP

[Ons nepexona B pernm KoHdpurypaumm SNTP HeobxoaMMO MCMO/Ib30BaTb KOMaHAY:

console (config) #sntp

3anpoc KOMaHAHOW CTPOKM B pPeXMME KOHPUTypaLmMmM nHTepdelica UMeeT cneayowmn BUa;:

console (config-sntp) #

Tabanua 44 — CNMCOK KOMaHA ANA HAaCTPOMKN CUCTEMHOIO BPEMEHM B pPeXKMME KOHOUIypaLumm sntp

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHda

Aelicmeue

set sntp unicast-server auto-
discovery enabled

- -/disabled
set sntp unicast-server auto-

discovery disabled

BKtOUNTL aBTOMATMYECKMIA NOUCK Shtp-cepBepa B pexunme
unicast.

BbIKNOUYMTb aBTOMATUYECKNI MOUCK SNtp-cepBepa B perkmume
unicast.

set sntp unicast-server {ipv4 |
ipv6} ip_addr [priority priority]
[version version] [port

MoskeT 6bITb 3a4aHO A0
4 cepsepoB
priority: (1..15); port:

YKasaTb ip-agpec SNTP-cepBepa.

mode unicast

udp_port] .
- - (1025..36564); version: -
no sntp unicast-server {ipv4 | (3..4) Ypanutb ip-agpec SNTP-cepsepa.
ipv6} ip_addr "
set sntp client enable ] BKkntoumTb paboty SNTP-KauneHTa.
- - -/disabled
set sntp client disable BbIkntounTb paboTty SNTP-kAneHTa.
set sntp client addressing- Junicast YKazaTb pexxum pabotbl SNTP-kaneHTa.

set sntp client authentication-

key: (O..
key key md5 parametrs ey: (0..65535)

YCTaHOBUWTDb KAtoY ayTeHTUdMKaumm gns SNTP-KnneHTa.

set sntp client clock-format

-/h
{ampm | hours} /hours

YctaHoBUTbL Ppopmart Yacos s SNTP.

set sntp client port port_num port_num: (123, 1025-

65535)

YcTaHoBWTb Udp-NOPT 4AA shtp-KaneHTa.

set sntp client time-zone zone zone: (+00:00 to

+14:00)

3aaaTb 3HaYeHWe YacoBOro nosca.

set sntp client version version version: (v1,,v4)

3afaTb BepCUIO NPOTOKoNa AA PaboTbl sntp-KaneHTa.

Tabnuua 45 — KomaHab! pexxkmma Privileged EXEC

KomaHda 3HayeHue/3HayeHue

no ymosn4aHuro

Aelicmeue

show sntp statistics -

MoKa3aTb CTaTUCTUKY NpoToKoaa SNTP.

show sntp status -

MNMokasaTtb cTaTyc npotokona SNTP.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#

[Mpumep Hacmpoliku SNTP-kaueHma 011 cepsepa 192.168.1.1:

console (config) # sntp
console (config-sntp) #
console (config-sntp) #
console (config-sntp) #
console (config-sntp) #
console (config) #clock

exit
time source ntp

set sntp client enabled
set sntp client addressing-mode unicast
set sntp unicast-server ipv4 192.168.1.1
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4.8 KoHdurypauma nntepodeicos u VLAN

4.8.1 Mapamempeoi Ethernet-unmepdgbelicos, Port-Channel u Loopback-unmepdgeiicos

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica (QuanaszoHa uHmepgelicos)

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port |tengigabitethernet te port | port-channel group | range {..} |

loopback Ioopback id }
console (config-if) #

[aHHbIA peXknm AOCTyneH 13 pexmma KoHoUrypauum n npegHasHavyeH Aas 3a4aHuA napameTpos

KOHUrypaumm uHTepdeiica (nopta KommyTaTtopa wau

rpynnbl NOpPTOB, paboTaloWwmMx B pexunme

pa3sgeneHua Harpysku), 1Mbo ananasoHa nHTepdeicos.

Bblibop MHTepdeiica ocyecTBAAETCA NPY NOMOLLM KOMaHA, NpUBEeAEHHDbIX B Tabauue 46:

Tabnunuya 46 — KomaHabl Bbibopa uHTepdelica ana MES14xx, MES24xx, MES3708P

KomaHda

HasHaveHue

interface fastethernet fa_port

[ns HacTpolikn nHtepdelicos Fast Ethernet

interface gigabitethernet gi_port

[Ons HacTpolikun 1G-uHTepdeicos

Interface tengigabitethernet te_port

Ona nactpoikun 10G-unHtepdeiicos

interface port-channel group

[N HacTPOWKM rpynn KaHanos

interface loopback /oopback_id

[na HacTpoMKK BUPTYaNnbHbIX HTEpdelicoB

roe:

—  fa_port — nopsaakosbin Homep 100MB-nHTepdeiica, 3agaetca 8 suge: 0/1;

— gi_port — nopaaxosblit Homep 1G-nHTepdeiica, 3aaaetca 8 suge: 0/1;

— te_port — nopsaakosbin Homep 10G-uHTepdelica, 3agaetca 8 suae 0/1;

— group — nopsAKoBbI HOMep rpynnbl, 0bLee KOMYECTBO coriacHo Tabaumue 9 (cTpoka «Arperayus

KaHanos (LAG)»);

— loopback_id — nopsakoBbii HOMep BUPTYabHOIo MHTepdelica, obliee KOANYECTBO COrNAcHO Tab-
nvue 9 (cTpoka «Konunuectso BUpTyanbHbix Loopback-nHtepdericos»).

KomaHgabl, BBeAEeHHble B pexume KoHourypaumm uHTepderica, NpUMeHATca K BblbpaHHOMY

nHTepdency.

Tabnunua 47 — KomaHabl pexkuma KoHourypaumm nHtepdericos Ethernet u Port-Channel

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa

Aeiicmeue

shutdown
-/BKNIOYEHO

no shutdown

BbIKNOUNTb  KOHOUTypupyemblid  nHTepdeiic (Ethernet,

channel).

port-

BKNHOUMTL KOHPUTYPUPYEMbBIV MHTEPDENC.

description description description: (1..64)

[ob6asutb onucaHune nHtepoeiica (Ethernet, port-channel).

YaanuTb onucaHune uHtepoeiica.

— CMMBONOB/HET
no description
onucaHus
speed mode
mode: (10, 100, 1000)
no speed

3apaTb CKOPOCTb Nepesaun aaHHbIx (Ethernet).

YCTaHOBUTb 3HaYeHMe N0 YMONHYAHWUIO.

duplex mode
mode: (full, half)/full

no duplex

3afaTb pexum aynnekca uHtepdeiica (nonHoaynnekcHoe coeam-
HeHuWe, nonyaynnekcHoe coeanHeHue, Ethernet).

YCTaHOBUTb 3HaYeHMe nNo YMONYaHUIO.
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negotiation [capl
[cap2...cap5]]

cap: (10f, 10h, 100f,
100h, 1000f)

no negotiation

Y/

BK/ilo4aeT aBTOCOrnacoBaHMe A/A CKOPOCTUM M AynjieKkca Ha HacT-
panBaemom nHTepdelice. MOXHO yKa3aTb onpeaefieHHble CoB-Mme-
CTMMOCTM MapameTpa aBTocornacoBaHua. Ecav napametpsl He 3a-
[aHbl, TO NOAAEPMKMBAIOTCA BCE COBMECTMMOCTY.
ABTOCOrnacoBaHue HacTpamBaeTCs TONIbKO Ha MHTepdeii-
cax Ethernet.

BbIK/lOYaeT aBTOCOr/NacoBaHWe AN CKOPOCTM M AynaeKkca Ha
HacTpanBaemom MHTepodeiice.

flowcontrol mode

mode: (on, off,
auto)/off

no flowcontrol

3apaTb pexuMm ynpasseHua notokom flowcontrol (BKaounTtb, oT-
K/OYMTb MK aBTOCOrNacosaHme). ABTocornacosaHue flowcontrol
paboTaeT TONbKO B C/yyae, €CAM PEXMM aBTOCOMI1acoBaHUA
negotiation BKAOYEH Ha HacTpauMBaemom UHTepodeiice (Ethernet,
port-channel).

OTKNOUUTD pexXum ynpasieHnA NOTOKOM.

media-type { force-fiber |
force-copper | prefer-fiber }

-/prefer-fiber

Bbibop TMNa KOMb60o-NopTa B Ka4ecTBe OCHOBHOIO HOCUTENA.

- force-fiber — paspelweHa aKTMBHOCTb TONILKO ONTUYECKOM YacTu
KOMb0-nopTa;

- force-cooper — paspelueHa aKTUBHOCTb TONbKO MeAHOW 4acTu
KOMb0-nopTa;

- prefer-fiber — npenmyuLecTBO ONTUYECKOTO IMHKA.

mtu size

size: (128..12288)/
12288 6anT

no mtu

YCcTaHOBUTb 3HaYeHMe maximum transmission unit (MTU) gns uH-
Tepdelica
- size — pasmep nakema (Konuyecmso 6aiim 8 nakeme)

’ KomaHga goctynHa TonbKo gnas ycrpoicts MES2424,

H MES2424B.

’ Ecnun Ethernet-untepdeiic Bxogut B coctas Port-Channel,
. TO HA HEM HeNb3A U3MEHATb 3HaYeHne MTU.

, DedonTtHoe 3HaueHne MTU pna Ethernet n Port-Channel
H MHTepdeiicoB paBHO 3HA4YEHUIO 33JaHHOMY KOMaH-
[oun system mtu B pexkume rnobanbHoii KOHGUrypauum.

YCTaHOBUTb 3HaYeHue no YMOAN4YaHUIO

KomaHObI pexcuma 2a06anb6Hol KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOW CTPOKM B pexxume rnobasbHon KoHduUrypaumm:
console (config) #

Tabnuua 48 — KomaHab! pexxkmma rnobanbHoOn KoHUrypaumm

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

errdisable recovery interval
interval

no errdisable
interval

recovery

interval: (30..86400)/300

YCTaHOBWUTb BPeMEHHOW MHTepBan ANA aBTOMATUYECKOro
MOBTOPHOTO BK/tOYEeHUA MHTepdeiica. Mpu cmeHe UHTep-
Basa Talmep obHoBAseTcA ANA BCeX 3ab6J0KMPOBAHHBIX
MOPTOB, Ha KOTOPbIX BK/IKOYEHO aBTOCOI/IACOBAHME.

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.

errdisable recovery cause
{storm-control|loopback-
detection | udld}

no errdisable recovery
cause {storm-control|loop-
back-detection | udld}

-/3anpelleHo

BK/IIOYMTb aBTOMATMUECKYIO aKTMBaLUMIO MHTepdelica nocae
€ro OTK/IOYEHMSA B CIeAYIOLMX CAYYanX:

- loopback-detection — 06Hapy»keHue netens;

- udld — akTuBauwms 3awmTbl UDLD;

- storm-control — WnpoKoBeLw,aTeIbHbIN LWTOPM.

YCTaHOBUTb 3HaYeHue no YMOIHaHUIO.

system mtu size

no system mtu

size: (128..10000)/10000 6ait
size: (128..12288)/12288 6aiit
(Tonbko ana MES2424,
MES2424B)

YCTaHOBWTb 3HaYeHWEe CMCTEMHOrO maximum transmission
unit (MTU)
- size — pa3amep naketa (KonnyecTso H6alT B Nakere).

YCTaHOBUTb 3HAYeHWe no YMOI4aHUIO.
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default interface [range]
{fastethernet fa_port | giga-
bitethernet gi _port | tengi-
gabitethernet te port |
port-channel group | vlan
vlan_id | loopback /loop-
back_id }

fa_port: (0/1..24); gi_port:
(0/1..48); te_port: (0/1..11);
group: (1..24); vlan_id: (1..4094); -

loopback_id: (1..10)

Cbpoc HacTpoeK uHTepdeiica uam rpynnbl MHTepdencos Ha
3HaAYeHWA, YCTAHOB/IEHHbIE MO YMONYAHUIO.
l Bo Bpems BbiNONHEHUA KOMaHAbI HTepdeiic 6y-
AET OTK/IOYEH.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOW CTPOKM B pexxknume EXEC:

console#

Tabnnua 49 — KomaHapl pexkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

clear counters

C6poc CTaTUCTUKKM ANA BCcex MHTepdencos.

clear counters { fastethernet
fa_port | gigabitethernet
gi_port [ tengigabitethernet

te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

Cbpoc cTaTUCTUKKN ana nHtepdeliica.

fa_port | gigabitethernet
gi_port [ tengigabitethernet

show interfaces { fastethernet

te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

MokasaTb cBOAHYH MHOPMALMIO O COCTOSHUW, HAaCTPOMKE U CTaTU-
CTWKe nopTa.

show interfaces status

MokasaTb cocToAHUe Bcex MHTepdencos.

show interfaces description

MoKasaTb on1caHUA Bcex MHTepdeincos.

show interfaces counters

MoKas3aTb CTAaTUCTUKY NS BCEX UHTEPdENCOoB.

show interfaces counters {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group | vlan
vlan_id }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24);
vlan: (1..4094)

MoKasaTb CTaTUCTUKY ANA MHTepdeiica.

show errdisable interfaces {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MNokasaTtb NPUYUHY OTKNKOYEHUA NOPTa, rpynnbl NOPTOB, 3a610KK-
POBaHHbIE NOPTbI.

show errdisable recovery

MoKa3aTb HaCTPOKM ANA aBTOMaTMUYECKOM NOBTOPHOM aKTUBaLLMK
nopra.

set interface active {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

AKTMBMpPOBaTL MHTepdeiic nocne errdisable.

show interfaces utilization {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
{interval interval}

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
interval: (5, 60, 300) cek

Moka3aTb CTaTUCTUKY NO Harpyske Ans uHTepdeiica.
- Interval — vHTepBan B cekyHaax.
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4.8.2 Hacmpoliika VLAN u pexcumos Kommymayuu uHmepdgelicos

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHoi KoHGUrypaumu:
console (config) #

Tabanya 50 — KomaHabl pexkmma rnobanbHoM KoHGUrypaumum

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymoa4YaHuro
vlan vian_id vlan_id: (2..4094) MepeiTn B pexKMm KOHPUrypmpoBaHuma ykasaHHoro VLAN

map protocol { ip | other}
{enet-v2 | licOther | snap} pro-
tocols-group group-id

no map protocol { ip | other}
{enet-v2| licOther | snap}

group-id:
(1..2147483647)/-

HacTpouTb rpynny nNpoTOKo/0B, NO KOTOpbiM OyaeT npousso-
AMTbCA KnaccudurKauma Kagpos. B oaHy rpynny mMoxHo obbeau-
HUTb HECKO/IbKO MPOTOKO/IOB, YKa3blBaA A8 HUX OOAUH U TOT XKe
Group ID. Homep NpoTOKO/Ia MOXHO BblOpaTb M3 CNMCKa npea-
YCTaHOB/IEHHbIX 3HAYEHUIN UM 3a4aTb BPYYHYIO Yepes napameTp
other B popmate XX:XX. PacnonokeHune nons c HOMePoOM NpoTo-
KOJ1a 3aBUCUT OT TUNa L2-3arosI0BKa 1 MHKaNCynaumm:

- enet-v2 — kagp c 3arososkom Ethernet I, npoTokon onpegens-
etca no noato EtherType. Mpu Hanmumm VLAN-Teros Bbibupaertca
camblit nocneaHnin EtherType, ¢ Hanbonbwmm odpdceTom.

- licOther — kagp dopmata RFC1042 (IEEE 802). AByx6alTHbIN HO-
mep npoTokosa cootsetcTeyeT nonam DSAP:SSAP s LLC-3aro-
NIoBKe.

- snap — Kagp ¢ LLC/SNAP-uHKancynsaumeit. Homep npotokona co-
oTBeTcTBYeT noto Protocol ID 8 SNAP-3aronoske.

Ypansert protocol-group ¢ KommyTaTtopa.

map mac { host | mac-address
mask} macs-group group-id

group-id:
(1..2147483647)/-

HacTtpouTb ananason MAC-agpecos, no KoTopbim byaeT npom3Bo-
AMTbea Knaccuoukauma. Ana pasHbix MAC-aapecos MOXKHO Bbl-
6paTb OAHY M Ty XKe rpynny.

no map mac { host | mac-ad-
dress }

YaanuTb yKasaHHbii MAC-agpec n3 macs-group.

shutdown garp

no shutdown garp

-/BbIKNIOYEHO

OTKAtounNTb paboTy moayns GARP Ha ycTpoiicTse.
l [OaHHaa KomaHpa oTKawuaeT pabotry moayna GARP c
H 6e3B03BpaTHbIM yAaneHUEemMm BCEX HacTpoeK 610Ka
GARP.

BkatounTte moayib npoTtokona GARP.
DOna pabotbl moayna GARP pesepsupyetca 15 M6aiit
. onepaTMBHOWN NAMATU.

gvrp enable

gvrp disable

BkatounTb npotokon GVRP rnobanbHo.

-/BbIK/IOYEHO

BbIkntounTb Nnpotokon GVRP rnobanbHo.

KomaHObI pexcuma KoHgpuaypayuu VLAN (duanasoH VLAN o8)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnnua 51 — KomaHabl pexkmma KoHourypauumVLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

vlan active

AkTMBMpOBaThL vlan nau rpynny vlian’os.

set unicast-mac learning {
enable | disable}

set unicast-mac learning
default

BK/110UNTb/BbIKNOUUTL U3yuyeHne MAC-aapecos gaa VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMOJIHAHUIO.
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KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanaszoHa uHmepaeticos) Ethernet, uHmep-

¢elica epynmnsl nopmos

Bua, 3anpoca KomMaHAHOW CTPOKM B pexxume KoHourypaumm mHtepdeiica Ethernet, nntepdeitca
rpynnbl NOPTOB:

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port | tengigabitethernet te port | port-channel group}

console (config-if) #

JaHHbIN peXXMm OCTyneH M3 penuma KOHPUrypaumm n npegHasHavyeH ana 3agaHua napameTpos
KOHdUrypaummn nutepoeiica.

MopT moskeT paboTaTb B UETbIPEX PEXMMAX:

— access — uHTepdelic AocTyna — HETErMPOBaAHHbIN UHTepdelic ana ogHoro VLAN;

— trunk — nHTepdeinc, NpMHUMAIOLNI TO/IBKO TETMPOBaHHbIN TpaduK, 38 UCKIIOYEHNEM O4-
Horo VLAN, KoTopblli MOXET bbiTb 406aB/IeH C NOMOLLbIO KOMaHAbl switchport trunk
native vlan;

— general — uHTepdelic c nosnHon nogaep:kon 802.1q, NPUHMMAET KaK TErMPOBaHHbIN, TaK U
HeTerMpoBaHHbI TpadUK;

Tabnunua 52 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport mode {access
|trunk | general}

no switchport mode

mode: (access, trunk,
general)/general

3apaTb pexkum paboTsl nopta B VLAN.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

[o6asuntb VLAN ana nntepdeiica goctyna.
-vlan_id — naeHTMOUKaUMOHHBbIA Homep VLAN.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

switchport dotlq tunnel

MepeBecT NopT pexkum paboTbl ¢ BHeWwHUMm VLAN-Terom. KomaHaa
MCNONb3yeTcA ANA HAacTPOMKM dyHKumMm Q-in-Q.

switchport trunk native vian
vlan_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

[No6asutb Homep VLAN B Kayectse Default VLAN ana gaHHoro wk-
Tepdelica. Becb HeTerMpoBaHHbIM TPaduK, NOCTYNAOWMIA Ha AaH-
Hblli MOPT, onpeaenaerca B AaHHbIN VLAN.

-vlan_id — naeHTMOUKaUMOHHBbIA Homep VLAN.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport dotlq tunnel

MNepeBecTn NopT pexknm paboTobl ¢ BHewHMM VLAN-Terom. KomaHga
MNCMNONb3YeTCa ANA HACTPOWKK dyHKUMM Q-in-Q.

switchport general allowed
vlan add vian_list [untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094)

[o6asutb cnucok VLAN gns nntepdelica.

- vlan_list — cnucok VLAN ID. inanasoH VLAN MOKHO 3a4aTb nepe-
yncneHmem 4yepes 3anaTyl0 UAM YKa3aTb Ha4yasNbHOE U KOHeYyHoe
3HayeHuA AmanasoHa Yepes gedpuc "-".

Yaanutb cnucok VLAN gns nHtepdelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
Nno YyMONYaHUIO

[Oo6aButb naeHtuounkatop VLAN nopra (PVID) ana 0CHOBHOMO UH-
Tepdelica.
- vlan_id — naeHTMdMKaumoHHbIn Homep VLAN nopTa.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

switchport ingress-filter

no switchport ingress-filter

-/dunbTpauma
BKAIOYEHA

BKntounTb GUAbTPaLMIO BXOAALLMX NMAKETOB HAa OCHOBE MPUCBOEH-
Horo um 3HauyeHua VLAN ID. Ecnav dunbTpauma BKAOYEHA, M NAKeT
He BxoauT B rpynny VLAN ¢ npucBoeHHbIM nakeTy 3HavyeHnem VLAN
ID, To naKkeT oTbpacbiBaeTcs.

BbIKNOUNTD GUNBTPALLUIO BXOAALLMX NAKETOB HA OCHOBE NPUCBOEH-
HOro um 3HayeHua VLAN ID.
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switchport acceptable-frame-
type
{untaggedAndPrioritytagged |
tagged | all}

-/all

-untaggedAndPrioritytagged — Ha nopTty paspelwaetca npuem
TONIbKO HETerMpoBaHHbIX GPenmos;

-tagged — TONbKO TErMPOBAHHBIX;

-all — nobbix dppeiimos.

switchport forbidden vlan add
vlan_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLleHbl NopTy

3anpetutb gobasBneHne ykasaHHbix VLAN nopry.

- vlan_list — cnucok VLAN ID. inana3soH VLAN MoKHO 3a4aTb nepe-
YMC/IEHUEM Yepes3 3anATYyH WM YKas3aTb Haya/lbHOE U KOHevyHoe
3HayeHuna AuManasoHa Yepes gepuc "-".

PaspewwnTb gobasneHue ykasaHHbix VLAN-nopTy.

switchport forbidden default-
vlan

no switchport forbidden
default-vlan

Mo ymonuyanutio
YNIeHCTBO B AedpOoNTHOM
VLAN paspeLieHo

3anpetutb gobasneHne gedpontHomy VLAN-nopty.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

switchport protected

no switchport protected

MepeBecTu NOPT B PEXKMUM U30NALMUN BHYTPU TPYNMbl NOPTOB.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

port-isolation { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

Co3gaTb UM NepesanucaTh CyLWEeCTBYIOLMIA CMTMCOK NOPTOB Ha yKa-
3aHHbI HOBbIN.

port-isolation {add | remove} {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);

[106aBUTb CMNMCOK YKa3aHHbIX MOPTOB K YKe CyLLecTBylolemy
CMUCKY.

port-channel group} group: (1..24)

switchport default-vlan tagged YCTaHOBWUTb NOPT Kak Ternpytowmii B gedontHomy VLAN.

no switchport default-vlan - YCTaHOBUTb 3HaYeHUe No YMOAYaHUIO.

tagged

switchport map protocols- group_id: HasHauutb VLAN ID nakeTam, nonagatowmm B yKazaHHyto Group ID

group group-id vlan vian-id

no port protocol-vlan

(1..2147483647);
vlan_id: (1..4094)/no
ymonyaHuto PBV
BKJIIOYEH Ha BCEX
noprax

Ha 3TOM NopTy. PasHble NOPTbl O4HOW U TOM e rpynnbl MOTYT COOT-
BeTCTBOBATbL pasHbim VLAN.

Bbikntountb PBV Ha nopry.

port mac-vlan

no port mac-vlan

-/OTKNIO4YEHO

MepeBecT NOPT B pexxknm paboTsl MBV.

OTKNtoUNTL perkum MBVHa nHTepdeiice.

switchport map macs-group
group-id vlan vian-id

no switchport

vlan_id: (1..4094)/-
group-id:
(1..2147483647)/-

OcyLuecTBUTbHa3HaueHwue vlan-id gna macs-group.

OTMeHUTb HasHaveHwue vian-id gna macs-group.

gvrp enable

gvrp disable

-/BbIK/OYEHO

BkntoumTb npoTokon GVRP Ha nHTepdelice.

BblntounTtb npoTokon GVRP Ha nHTepdeiice.

vlan restricted enable

vlan restricted disable

-/BbIK/IIOYEHO

BKAOUMTbL 3anpeT Ha M3yvyeHue vlan-aTpubyToB, NONYYEHHbIX OT
npoTtokona GVRP, Ha nHTepdeiice.

BbIK/MIOUNTL 3anpeT Ha usydeHune vlan-aTpubyToB, NONYYEHHbIX OT
npoTtokona GVRP, Ha nHTepdeiice.

set garp timer {join | leave |
leaveall}

join: msec/200
leave: msec/600
leaveall: msec/10000

YcTaHOBUTL 3HayeHus Tainmepos GVRP Ha nHtepdelice.

switchport unicast-mac
learning enable

BkntoumTb n3yyeHne MAC-agpecoB Ha UHTepodeiice.

- - -/BK/IIOYEHO
switchport unicast-mac .
. . Bbikntountb nsyyeHne MAC-agpecoB Ha uHTepdelice.

learning disable

switchport egress-filter BkatoyaeT dpunbTpaumio ucxogawmx G¢peiiMos Ha OCHOBE MPUCBO-
eHHoro um 3HayeHua VLAN ID. Ecnm dunbTpauma BrAOYEH], M Na-
KeT He BXOAMT B rpynny paspeLleHHbix Ha nHtepdelice VLAN ID, To

-/BKAOYEHO naket otbpacbiBaeTcs.

no switchport egress-filter

BbIkntountb PpuabTpaumo ncxoaalwmx ¢penmos Ha OCHOBE Npuc-
BOEHHOro Mm 3HaveHuna VLAN ID.
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’ Mpu coBmecTHOM paboTe port-isolation u port-protected gonxKHo cobaoaarbca npasuno:

b ANA 3aWMLEHHOrO ingress NopTa, B CNUCKe paspeLlléHHbIX, KomaHabl port-isolation,
He MoXKeT 6bITb ApPYroro 3alULEHHOrO NOpTa. 3TO NOAPasyMmeBaeT BOSMOXHOCTb AenaTb
3aWMULLLEHHBIMM egress NOpPTbl B U301ALMU UM ingress NOPT, HO He ingress U egress NopTbl
OAHOBPEMEHHO.

Mpumep HacTpoiikn Q-in-Q ¢ gobasneHnem meTtkm 99 VLAN:

console#configure terminal

console (config) # interface gi 0/1

console (config-if)# switchport mode access
console (config-if)# switchport access vlan 99
console (config-if)# switchport dotlg tunnel
console (config) # interface gi 0/2
console (config-if) # switchport mode trunk

' KnueHTcKuii nopt gna pa6otbl Q-in-Q 06a3aTenbHO A0MKEH ObiTb B peXKume access.
.

KomaHObI pexcuma 2a0b6aabHoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHOM KoHUrypaumm:

console (config) #

Tabnunua 53 — KomaHabl perknma rnobanbHo KoHGUrypauum

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
o yMOAYaHUIO
mac-address-table static [o6asutb ucxoaHbln MAC-agpec B Tabnuuy.
unicast mac_add vlan vian in- -Permanent — gaHHbIlt MAC-aapec octaetca B Tabauue agpeca-

terface [fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port]
status [deleteOnReset |
deleteOnTimeout | perma-
nent]

LMW nocne nepekntodeHns crtatyca HTepdeiica;
-Deleteonreset — faHHbIN agpec yoanuTca Nocie nepesarpysku
YCTPOWCTBA;

-Deleteontimeout — gaHHbIM agpec yaanuTca no Takim-ayTy.

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

no mac-address-table static Yaanute MAC-agpec 13 Tabnuvubl.
unicast mac_add vlan vian

KomaHOb! pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnnua 54 — KomaHabl perkmma Privileged EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymMmoa4YaHuro

show mac-address-table MpocmoTp Bcen Tabamubl MAC-agpecos.
address mac_addr )
show mac-address-table count - MoKasaTb Ko/iMyecTBo 3anucei B Tabanue MAC-agpecos .
show mac-address-table count i MoKa3aTb CyMMapHYyO CTaTUCTUKY No Tabanue MAC-agpecos.
summary
show mac-address-table Mokasatb Tabanuy ¢ anHammnueckumm MAC-agpecamm .
dynamic unicast )
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clear mac-address-table
dynamic [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

YaanuTb AMHamuyeckume 3anucu 13 Tabamubl MAC-agpecos.

show mac-address-table
secure

MokasaTtb Tabanuy ¢ 3awmuieHHbiMM MAC-agpecamu.

show mac-address-table
secure recovery-file

MokaszaTtb Tabanuy ¢ 3awmeHHbImM MAC-agpecamu, KOTopble co-
XPaHATCA NpU nepesarpyskKe.

show mac-address-table
interface [fastethernet fa_port
gigabitethernet gi_port
tengigabitethernet te_port]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Moka3saTb Tabanuy MAC-aspecoB 11 yKazaHHOro MHTepdeiica.

clear mac-address-table secure
interface

[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port ]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Ypanutb 3awmiLeHHble MAC-agpeca 13 Tabauubl Ha MHTepdeiice.

show mac-address-table static
unicast

MokasaTtb Tabanuy co ctatnyeckumn MAC-agpecamu.

show mac-address-table vlan
vlan

vlan_id: (1..4094);

MNokasaTtb Tabanuy MAC-agpecoB ana ykasaHHoro VLAN.

show garp timer [port
{fastethernet | gigabitethernet
| tengigabitethernet | port-
channel}]

-/-

OTo6pa3unTb 3HaYeHnna TalimepoB GVRP Ha nHTepdeiicax.

show gvrp statistics [port
{fastethernet | gigabitethernet
| tengigabitethernet | port-
channel}]

OT06pa3unTb CTaTUCTUKY NpoToKosa GVRP.

clear garp counters{all | port
{fastethernet | gigabitethernet
| tengigabitethernet | port-
channel}}

-/-

OunCTUTL CTaTUCTUKY NpoTOoKoNa GARP.

show vlan

Mokaszatb uHopmauuto no scem VLAN.

show vlan id vian_id

vlan_id: (1..4094)

Moka3saTb HGopMaL Mo No KoOHKpeTHomy VLAN.

show vlan protocols-group

MNokasaTtb MHd)OpMaLI,MIO O HAaCTPOEHHbIX rpynnax n NpoTOKONaX.

show protocol-vlan

Moka3saTb nHdopmaumio o VLAN, cOOTBETCTBYHOLLMX Fpynnam npo-
TOKOJIOB Ha Pa3HbIX NOpPTax.

KomaHOowb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 55 — KomaHab! pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show interfaces switchport {
fastethernet fa_port|
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MoKasaTb KOHOUIrypaLMIo NOpPTa, rPYNMbl NOPTOB.

4.9 Selective Q-in-Q

[aHHas GyHKUMA NO3BONSET HAa OCHOBE CKOHOUIYPUPOBAHHBIX MPaBUA GUAbTPALMM NO HOMEpPaM

BHyTpeHHux VLAN (Customer VLAN) npoussoguTb aobasneHune BHewHero SPVLAN (Service Provider’s
VLAN), noameHsaTb Customer VLAN.
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[nAa ycTponcTBa co34aeTca CNUCOK NpaBu, Ha OCHOBAHMK KOTOpbIX byaeT o6pabaTbiBaTbCA TPAapUK.

Bua 3anpoca KOMaHAHOM CTPOKM pexknma KoHdUrypauumn nHTepdeiica KoHourypauum:

console# configure terminal

console (config) # interface{fastethernet fa port | gigabitethernet gi port | gi
tengigabitethernet te port| port-channel group|range{..}}

console (config-if) # B

Tabnunua 56 — KomaHabl pexkuma KoHourypaumm nHtepdelica (ananasoHa nHtepdeiicos) Ethernet

3HayeHue/3HayeHue

KomaHoa Aeiicmeue
no yMmoa4YaHuro

selective-qinq list ingress Co3gaTtb NpaBuiIo, Ha OCHOBaHMM KOTOPOrO BHELWHAA MeTKa
override-vlan vian_id vlan_id: (1..4094) ingress_vlan_id Bxoaawero naketa 6yaeT 3ameHaTbCA Ha vlan_id.
[ingress_vlan ingress_vian_id] ingress_vlan_id:
no selective-ginq list ingress (1..4094) YpanuTb yKasaHHoe npasBwuso selective ging ana sxoaAawmx nake-
ingress-vlan vian_id TOB.
selective-qinq list egress Co34aTb NPaBK/IO, HAa OCHOBAHWM KOTOPOTO BHELLHAA METKa
override_vlan vian_id vlan_id(1..4094); ingress_vlan_id ncxopaulero nakeTta byget 3ameHsATbea Ha vlan_id.
[ingress_vlan ingress_vlan_id] ingress_vlan_id:
no selective-qinq list egress (1..4094) YpanuTb cnucok npasua selective ging Ana ncxoaawmx NnakeTos.

ingress_vlan vian_id

selective-qinq list ingress add-
vlan vlan_id [ingress_vlan
ingress_vlan_id]

vlan_id: (1..4094); Co3aaTb NPaBWIO, HA OCHOBAHMM KOTOPOTo Ans TpaduKa ¢ BHeL-
HeWn meTKol ingress_vlan_id byaet pobasnaTbca meTKa ¢ vian_id.

- T ingress_vlan_id: . .
no selective-qing list ingress (1..4094) YpanuTb yKasaHHoe npasuo selective ging ana BxoAALMX nake-

ingress-vlan vian_id TOB.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnvua 57 — KomaHab! pexkuma EXEC

3HaveHue/3HayeHue .
KomaHoa / Aeiicmeue
no ymon4aHuio

show selective-qinq OTo6pas3unTb CNMCOK NpaBuA sging.
[fastethernet fa_port |
gigabitethernet gi_port | -
tengigabitethernet te_port |
port-channel group]

4.10 Storm Control ana pasaunuHoro Tpaduka (broadcast, multicast, unknown
unicast)

«LLTopm» BO3HMKaeT BCAEACTBME 4Ype3MEepHOro KoamyectBa broadcast-, multicast-, unknown
unicast-coobueHuni, 0AHOBPEMEHHO NepeaaBaeMbIX MO CETU Yepes 04MH NOPT, YTO MPUBOAUT K Neperpyske
PecypcoB CETU U MOABNEHWNIO 334eprKeK. «LLITopM» MOMKET BO3HMKHYTb MPU HaZIMUYMUM «3aKObLOBAHHbIX»
cermeHToB B ceTu Ethernet.

KommyTaTtop wu3mepAeT CKOPOCTb MNPUHMMAeMOro LWWPOKoBeLwaTeabHOro, MHOFoaApecHoro u
HensBeCTHOro oaHoagpecHoro Tpadwn(a AnAa NopToB C BK/IKIOYEHHbIM KOHTPOJZIEM LWNPOKOBELLATE/IbHOTO
«WwTOpMma» n OT6paCbIBaET NaKeTbl, eC/IN CKOPOCTb npeBblllaeT 3aJaHHOE MaKCMMaibHOe 3Ha4YeHUe.
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KomaHObI pexcuma 2a06asab6Hol KoOHu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHon KoHbuUrypaumm:

console (confiqg) #

Tabnnuya 58 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumm
3HayeHue/3HayeHue
no ymon4aHuro

KomaHoa Aelicmeue

YcTaHOBUTb rN106aNbHO Kakue eauHULbI U3MepeHus HeobxoaMmo
MCnonb3oBaTh.

- pps — 06bem TpaduKa NakeToB B CEKYHAY;

- kbps — 06bem Tpaduka KOUT B CERyHAY.

storm-control mode {kbps |

pps} -/pps

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypaumm mHtepdenca Ethernet, nntepdeitca
rpynnbl NOPTOB:

console (config-if)#

Tabnnua 59 — KomaHgpl pexxnma KoHdurypaumm nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

storm-control multicast level
{pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/IOUYNTBL KOHTPOJ/Ib MHOTOaApeCcHOro TpaduKa:

- pps — 06bem TpaduKa NaKeToB B CEKYHAY;

- kbps — 06bem Tpadurka KOUT B ceKyHAy.

Mpw 0BHapy»KeHUM MHOoroaapecHoro TpadurKa nHTepdeinc moxer
6bITb OTKAtOYEH (shutdown) nnu gobasneHa 3anumch B XKypHan co-
obuweHui (trap).

no storm-control multicast
level {pps | kbps}

BbIK/IHOYNTb KOHTPOJIb MHOTOA4PECHOTO TPadUKa.

storm-control dif level {pps |
kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/IIOYNTb KOHTPO/Ib HEM3BECTHOMO OZHOAAPECHOTo TpaduKa.

- pps — 06bem Tpad1Ka NAKETOB B CEKYHAY;

- kbps — 06bem Tpadurka KOUT B cekyHAy.

Mpu 06HapyKEeHUM HEM3BECTHOMO O4HOAAPECHOrO TpadUKa UHTEp-
deic moxeT 6bITb oTKAtoYeH (shutdown) nan fobasneHa 3anuch B
KYypHan cooblueHwuii (trap).

no storm-control dif level
{pps | kbps}

BbIK/IIOYMTL KOHTPO/Ib O4HOAAPECHOTO TpaduKa.

storm-control broadcast level
{pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/IIOYNTB KOHTPO/Ib LUIMPOKOBELLATENbHOTO TpaduKa.

- pps — 06bem TpadmKa NaKkeTos B CEKYHAY;

- kbps — 06bem TpaduKa KOUT B CEKYHAY.

Mpu 0BHapy»KeHUM WIMpPOKOBeLLAaTEbHOTO TpaduKa MHTepdpenc mo-
eT 6bITb oTKNto4eH (shutdown) nnn gobasneHa 3anuch B XKypHan
coobuieHuit (trap).

no storm-control broadcast
level {pps | kbps}

BbIKNOUNTb KOHTPO/Ib LUMPOKOBELLLATENIbHOTO Tpad)l/IKa.

storm-control {multicast | dif |
broadcast} action shutdown

OTKNOUUTL UHTEpdeiic Npu 06HaAPYKEHUM MHOTOAAPECHOTO, Heus-
BECTHOTO OAHOAAPECHOTO W/IW LIMPOKOBELLATENBHOTO TpaduKa.

no storm-control {multicast |
dif | broadcast} action
shutdown

OTMEHUTb OTKAOYeHMe UHTepdelica Npy 06HapyKEeHUN MHOroaa-
pecHoro, Hen3BeCcTHOro 0OA4HOAAPECHOIO UM LIMPOKOBELLATEIbHOTO
TpaduKa.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnnuya 60 — KomaHabl pexkmma EXEC

3HaveHue/3HayeHue .
KomaHoa / Aelicmeue
no ymoa4aHuro

show interface [fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group]
storm-control

MoKasaTb KOHPUIypaLMIO GYHKLMU KOHTPOAA LMPOKOBELLATE b-

fa_port: (0/1..24);
HOTO «LUTOPMa» A1 YKa3aHHOTo NopTa, IM60 BCex NMopTos.

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24)

show storm-control - OTObparKaeT TEKYLLY HAaCTPOMKY eANHUL, USMEPEHWUA.

4.11 lpynnbi arperayumn KaHanos — Link Aggregation Group (LAG)

KommyTtaTopbl obecneunBatoT NoaaepKy rpynn arperaumm KaHanos LAG B KOaMdecTBe COrnacHoO
Tabanue 9 (cTpoka «Arperaums kaHanos (LAG)»). Kaxaas rpynna nopToB A0NXHA COCTOATb U3 UHTepdelicos
Ethernet ¢ ogMHaKoOBOM CKOPOCTbIO, paboTaroLmx B AynaeKCHOM pexume. ObbegmHeHMe NOPTOB B rpynny
YyBE/MYMBAET MPOMYCKHYD CMOCOOHOCTb KaHana Mmexay B3aMMOAEWNCTBYIOWMMN YCTPOMCTBAMU MU
MOBbIWAET OTKA30yCTOMYMBOCTb. [Pynna nopTos ABAAETCA AN KOMMYTaTopa O4HMM JIOTUYECKMM NOPTOM.

YCTPOMCTBO NoAAep KMBaeT ABa peXXmMma paboTbl rpynnbl NOPTOB — CTAaTMYECKaA rpynna v rpynna,
paborTatowas no npotokony LACP. PaboTta no npotokony LACP onucaHa B COOTBETCTBYHOLLEM pasaene
KOHOUIypauum.

/ Ecnu gna nntepdeiica nponsseaeHbl HACTPOIKK, TO AnA ao6aBneHuUs ero B rpynny ciegyer
BEPHYTb HACTPOMKUN NO YMOSYAHUIO.

Hob6asneHune nHTepdeNCcoB B rpynny arperauumn KaHanoB AOCTYMHO TONIbKO B PEKMME KOHOUrypauum
uHTepdelica Ethernet.

Buz 3anpoca KoMaHAHOM CTPOKM B pexnume KoHpurypaummn nntepdeiica Ethernet:

console (config-if) #

Tabnuua 61 — KomaHab! pexxkuma kKoHoburypaumm nHtepoeica Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymMoa4YaHuro
channel-group group mode {on [obasuTtb Ethernet-uHtepoderic 8 rpynny nopTos.
| active | passive} group: (1..24); Ecan 3HaueHne MTU ansa Ethernet n Port-Channel uu-
mode: (on, active, ~ TepdeiicoB oTanualoTCA, TO 406aBUTbL AaHHbIN
passive) Ethernet-uHtepdeiic B rpynny nopToB Henb3s.
no channel-group Yaanute Ethernet-untepdeliic 13 rpynnbl nopTos..

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM pexnma riobanbHoM KoHbUrypauum:

console# configure terminal
console (config) #

Tabanua 62 — KomaHabl pexnma rnobanbHoi KoHoUrypaumm

3HayeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymon4aHuwo

shutdown port-channel o
OTkNtountb  paboty mopyna port-channel Ha ycTpoicTse.

| [aHHaa KomaHAa oTkAoYaeT paboty moayns port-chan-
- nel c 6e3B03BpaTHbIM yAaneHNnemM BCex HacTpoeK 61oka

-/BKAIOYEHO LAG.

no shutdown port-channel o
Bkatountb paboty moayns port-channel Ha ycTpoiicTse.
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port-channel load-balance 3apaTb MexaHn3m 6anaHCMPOBKKM HArpysku ans ctpaterun ECMP
{src-dest-mac-ip | src-dest-mac W ANA TPYNMbl arperMpoBaHHbIX NOPTOB.

| src-dest-ip | - src-dest-mac-ip — mexaHn3m 6anaHCMpPOBKM OCHOBbIBaETCA Ha
src-dest-mac-ip-port | MAC-agpece u IP-agpece UCTOYHMKA U NONyYaTens;

dest-mac | dest-ip | src-mac | - src-dest-mac — mexaH13m 6anaHCUMPOBKM OCHOBbIBAETCA HA
src-ip} MAC-agpece UCTOYHUKA 1 Noay4aTens;

- src-dest-ip — mexaHu3m 6anaHCMPOBKM OCHOBbLIBAeTCA Ha IP-aa-
pece UCTOYHMKA U NoyYaTens;

- src-dest-mac-ip-port — mexaH1M3m 6anaHCMPOBKU OCHOBbIBA-
-/src-dest-mac etcAa Ha MAC-agpece, IP-agpece UCTOYHMKA M Nnony4vaTens, a
TakKe TCP-nopTe HasHayeHus;

- dest-mac — mexaHn3m 6anaHcMpoOBKM OCHOBbIBaeTcA Ha MAC-
afpece nosnyyatens;

- dest-ip — mexaHM3M 6anaHCUMPOBKM OCHOBbIBaeTCA Ha IP-aa-
pece nonyyaTens;

- src-mac — mexaHn3m 6anaHcMpoBKM ocHoBbiBaeTcA Ha MAC-
agpece UCTOYHUKA;

- src-ip — mexaHu3m H6anaHcMpoBKM OCcHOBbIBaeTcA Ha IP-agpece

MUCTOYHUKa.
set port-channel enable BkntounTb paboTy LAG rnobanbHo Ha KOMMmyTaTope.
set port-channel disable BbikntounTb paboty LAG rnobanbHo Ha KommyTaTope.
set port-channel independent- -/OTKNIOUEHO BKNOUMTL aBTOHOMHbIN pexxnm paboTbl LAG.
mode enable
set port-channel independent- BbIKNOYMTb aBTOHOMHbIW pexxum paboTsl LAG.

mode disable

l Ha ycrpoicreax MES2424 n MES2448 Bbl6paHHbIN anroputm 6anaHCUPOBKU

M 6ygpert paboTaTb TONbKO ANa TpaduKa c obyyeHHbIM agpecom B MAC-Tabnuue.
Ecnu MAC-aapec Ha3HaueHusa TpaduKa oTcyTcTBYeT B Tabauue, 6anaHcupoBKa
6yAeT NpousBoAUTLCA NO MEeToAAM:
— L2-Tpaduk — src-dest-mac;
— L3-tpaduk(IPv4/IPv6) — src-dest-ip.

4.11.1 Cmamuyeckue 2pynnel azpe2ayuu KaHAn1086

tbymu,meﬁ CTaTnyeckux rpynn LAG asnaetca O6'be,EI,VIHeHMG HECKOJZIbKUX ¢M3MH€CKMX KaHa/z108 B O4UH,
YTO NO3BOSIAET YBE/IMYNTLb NPONYCKHYIO CNOCOBHOCTb KaHana U NOBbICUTb ero OTKa30yCTOﬁHMBOCTb. Ana
CTaTU4eCKUX rpynn npnopuTeT NCNO/1b30BaHNA KaHa/10B B 06'bEAMHEHHOM ny4yke He 3a4aeTcA.

DOna BknoueHuA paboTbl HTepdeiica B cocTaBe CTaTUUECKOW rPynnbl UCMONb3yATE KOMAHAY
channel-group {group} mode on B pexxume KOHGUrypaunm cooTBeTCTBYIOLEro nHTepdeiica.

4.11.2 lpomokon azpezayuu KaHanoe LACP

dyHKuMelt npoToKona Link Aggregation Control Protocol (LACP) sBnseTca o6beguHeHne HECKONbKUX
dU3NYECKMX KaHANOB B OOMH. ArperMpoBaHWe KaHa/ioB MCMOMb3yeTcA AN YBE/MYEHUS MPOMYCKHOWM
CNOCOBHOCTM KaHasa M MOBbILWEHUS ero oTKasoycToiumsocTu. LACP nossonseT nepenasaTb TpaduK Mo
06beMHEHHbIM KaHa/laM B COOTBETCTBMM C 3aZ,aHHbIMU NPUOPUTETAMMU.

Ona BKAoueHna pabotbl uHTepdeiica no npotokony LACP wucnonb3yidiTe KomaHay
channel-group {group} mode active/passive B pexxume KOHPUrypauumm cOOTBETCTBYIOLLEFO
uHTepdeinca.

KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKU perknumMa rnobanbHoOM KOHGUIypauum:

console (config) #
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Tabnunuya 63 — KomaHabl perkuma rnobanbHoM KoHpUrypaumm

KomaHoa

3HayeHue/3HayeHue
o ymon4aHuro

Aeiicmeue

lacp system-priority value

no lacp system-priority

value: (0..65535)/1

YCTaHOBUTb NPUOPUTET CUCTEMBI.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

lacp system-identifier
mac_addr

no lacp system-identifier

YcTaHoBUTb id yyacTHMKa lacp.

Ypanuts id yyacTHuKa lacp.

KomaHObI pexcuma KoHgpu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexKMme KoHdurypaumm nHtepdelica Ethernet:

console (config-if) #

Tabnnua 64 — KomaHgpl pexnma KoHdurypaumm nHtepdelrica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

lacp timeout {long | short}

no lacp timeout

-/long

YCTaHOBWUTb aAMUHUCTPATMBHbIV TalimayT npoTokona LACP:
- long — annTenbHoe Bpems TaimayTa;
- short — manoe Bpems TaimayTa.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

lacp port-priority value

no lacp port-priority

value: (1..65535)/1

YcTaHOBUTbL NpuopuTeT nHTepdeiica Ethernet.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM pexkmuma EXEC:

console#

Tabnunua 65 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show lacp [neighbor |
counters]

MokasaTb Hpopmaumto o npotokone LACP.

show etherchannel summary

MpocmoTp nHGopmaumm o LAG.

show etherchannel detail

MpocmoTp noapobHoM nHpopmaumm o LAG.

show etherchannel load-
balance

MpocmoTp anroputma 6anaHcnpoBku LAG.

show etherchannel protocol

MpocmoTp npoTokona LAG.

show etherchannel port

MpocmoTp MHPOopMauumn o nopTtax B cocTase LAG.

show etherchannel port-
channel

MpocmoTp nHbopmaumm o LAG.

MNpumep HacTPOUKM:

console (config)# set port-channel enable
console (config) # interface port-channel I
console (config-if)# no shutdown

console (config) # interface range fa 0/1-2
console (config-if-range)# no shutdown

(
(
(
console (config-if)# exit
(
(
(

console (config-if-range) # channel-group I mode active
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4.12 Hacrpoiika IPv4-agpecaumm

B gaHHOM pasgene onucaHbl KOMaHAblI A5 HAaCTPOMKWM CTaTUYECKUX napameTtpos IP-agpecauun,
TaKux Kak IP-agpec, macka nogcetu, WAK3 N0 YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuA 3anpoca KoOMaHAHOWM CTPOKM B pexume KoHpurypaunm nHtepoerica VLAN:

console (config-if) #

Tabanuya 66 — KomaHabl pexkMma KoHourypaumm nHtepderica

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

ip address ip_address ip_mask
[secondary]

no ip address [/P_address]

HasHauyeHue 3agaHHOMy UHTepdelicy IP-agpeca n macku nopcetw.
- secondary — no3Bo/IAET HAaCTPOUTb JONONHUTENbHbIE |Pv4-
appeca Ha Tekywmit interface vlan. [1na HacTpoiiku TpebyeTtca
HanMume ocHoBHoro IPv4-aapeca Ha uHTepdelice.

Ypanenwue IP-agpeca nHtepdeiica.

ip management outer-vlan
vlan-id

no ip management outer-vlan

vlan-id: (1...4094)

BkntoyaeT 06paboTky QinQ-Tpaduka ynpasneHma Ha CPU. Mapa-
meTp vlan-id HasHayaeT BHewHu Ter 802.1Q.

l Ana KoppeKTHO paboTbl PyHKL UM HEO6XO0AMMO Hanu-

- yme aKTMBHOro vlan-id Ha KommyTaTope. Mpu aTom one-
paTuBHOe coctosiHue interface vlan, Ha KoTopom HacTpausaeTca
$yHKUMA, AOMKHO BbITb Up.

] [laHHble HACTPOMKM BLINONHAIOTCA Ha MHTepdeiice C-

. VLAN.

ip address dhcp

no ip address dhcp

NonyyeHwne IP-apgpeca ot DHCP-cepsepa.

3anpet ucnonb3osBaHuA npotokona DHCP gna nonyyeHua IP-
appeca ot DHCP-cepsepa.

ip dhcp client vendor-
specific string

no ip dhcp client vendor-
specific

string:(1..256)/mozens
KOoMMyTaTopa

YcTaHOBUTb 3HaYeHume onummn 60.

YCTaHOBUTb 3HAYEHME MO YMONYAHWIO.

Mo-ymonuanuio, untepdeiicol Vlan Haxopartca B coctoaHun Admin down. Mpusectu B co-
. crossHue Admin Up nx moxHo kKomaHgoh no shutdown.

Mpumep HacTpolikn ob6paboTku TpaduKa c S-vlan 10, C-vlan 20 Ha CPU:

console# !

console (config)# interface vlan 20
console (config-vlan)# ip management outer-vlan 10

KomaHOowbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console>

Tabnuua 67 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
10 yMoA4YaHuo

Aelicmeue

show ip interface vlan vian_id

vlan_id: (1..4094)

MokasaTb KoHduUrypaumio IP-agpecaumn Ana yKasaHHOTo UHTep-
deiica.
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4.13 Hacrpoiika IPv6-agpecauum

4.13.1 lpomokon IPv6

KommyTtaTopbl noaaepxuseatoT paboTy no npotokony IPv6, uto AsnseTca 601blWMM NPEUMYLLECTBOM,
T.K. npoToko IPv6 paspaboTaH gns Toro, 4tobbl B HyayLLem NOAHOCTbIO 3aMEHUTb agpecaLnio NPoToKoaa
IPv4. Mo cpaBHeHMto ¢ IPv4 npoTokon IPv6 nmeeT pacluMpeHHOEe apecHoe NPoCcTpaHCcTBo — 128 6UT BMecTo
32. Agpec IPv6 npeacrtaBnset cobolt 8 6/10KOB, pasAefeHHbIX ABOETOYMEM, B Kaxkaom 6sioke 16 6uT,
3aMMCcaHHbIX B BUAE YeTblpex WecTHaAuaTePUYHbIX Yncen.

MOMMMO YyBENMYEHMS AAPECHOrO MPOCTPAHCTBA MNPOTOKOA IPV6 MMeeT MepapxXUyecKkyro cxemy
agpecaumn, obecneuymBaeT arperauyio MapLipyToB, YNpowaeT Tabauuy MapuwpyTvsaumu, npu 3TOm
3dPeKTMBHOCTb PaboTbl MapLIPYTU3aTOPa MNOBbIWAETCA 33 CYET MeXaHM3Ma 0BHaPYKEeHNA COCeAHMX Y3/10B.

V Ecnmn 3HaueHue rpynnbl MU HECKOZIbKUX FPYNN noapaa B agpece nporokona IPvé pasHO
Hynto — 0000, TO pAaHHble rpynnbl MorytT O6biTb onyuweHbl. Hanpumep, aapec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moxeT 6biTb coKpaweH ao FE40::AD21:FE43.
CoKpalleHu1o He MoryT 6biTb NoABEPrHyTbl 2 pasaesieHHble HyNAeBble rpynnbl U3-3a BO3HUK-
HOBEHUA HEeOAHO3HAYHOCTH.

V" EUI-64 — 310 naeHTUdUKaTOp, CO34aHHbIA Ha 6a3e MAC-agpeca uHtepdeiica, ABNAIOLMACA
64 mnagwumu 6utamm IPv6-agpeca. MAC-agpec pasbusaerca Ha ABe 4YacTu no 24 6ura,
MeXnay KoTopbimu aobasnserca KoHcTaHTa FFFE.

4.13.2 Hacmpoliika ¢pyHKyuu IPv6 RA Guard

®yHKumA IPv6 RA Guard npeaocTaBaseT 3alMTy OT aTaK, OCHOBaHHbIX Ha paccbl/ike NOAAEeNbHbIX MNa-
ketoB Router Advertisement, paspeLuasn OTCbIIKY COOBLLLEHNI TONBKO C JOBEPEHHbIX MOPTOB.

KomaHObI pexcuma 27106a0s16H020 KOHGU2YPUPOBAHUS

Bua 3anpoca KOMaHAHOWM CTPOKM peknma rnob6anbHOro KOHPUrypmposaHms:
console (confiqg) #

Tabanua 68 — KomaHabl pexknma rnobanbHoro KOHPUrypmMpoBaHus

3HayeHue/3Ha4yeHue no .
KomaHoa / Aelicmeue
YyMOAYaHUIO
shutdown ipv6 snooping OTkNtounTb paboty mopyna IPv6é RA Guard Ha ycTpoiicTee.
l JaHHaA KomaHAA oTKAlouaeT paboty mogyna IPv6
H RA Guard c 6e3B0o3BpaTHbIM yganeHuem BcCeX
-/BKMiO4eHO HacTpoek 6n0ka IPv6 RA Guard.
no shutdown ipv6 snooping BkntoumTb paboty moayns IPvé RA Guard Ha ycTpolicTse.
ipv6 nd ra-guard enable Paspewntb KOMMYTaTOpy KOHTPO/JMPOBaHWE MOCPEeACTBOM
-/BbIK/OYEHO dyHKumK IPv6 RA Guard.
no ipv6 nd ra-guard enable BbikntoyeHue pyHKumm IPv6 RA Guard.
ipv6 nd ra-guard policy pol- Co3gatb 1 ckoHdurypmposaTb policy IPv6 RA Guard.
icy_id
yf - policy_id: (1..65535) -
no ipv6 nd ra-guard policy Yaanuts policy IPv6 RA Guard.
policy_id
ipv6 rag-acl-list ac- Co3paTb 3anucb B cnuncke goctyna RA Guard Ha ocHose link
cess_list_num seq se- . layer agpeca.
access_list_num:
gmac_addr — =
- - (1..65535);
no ipv6 rag-acl-list ac- seq: (1..100) YpanuTb 3anuck B cnuncke goctyna RA Guard.
cess_list_num seq se- T
gmac_addr
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ipv6 rag-prefix-list list_id seq
seq prefix

no ipv6 rag-prefix-list list_id
seq seq prefix

prefix: (2000::1/64)

Co3patb 3anuch B cnucke goctyna RA Guard Ha ocHose IPv6
npedukca.

YaanuTb 3anucb B cnucke goctyna RA Guard.

ipv6 rag-src-ipv6-list ac-
cess_list_num [ seq seq ]
src_ipv6_link-local_address

access_list_num:

no ipv6 rag-src-ipv6-list ac-
cess_list_num [ seq seq ]
src_ipv6_link-local_address

(1..65535);
seq: (1..100)

Co3patb 3anuch B cnucke agoctyna RA Guard Ha ocHose link-
local ipv6-agpeca.

YaanuTb 3anucb B cnucke goctyna RA Guard.

KomaHObI pexxcuma 2a06as16H020 KoHgu2ypuposaHus policy IPv6 RA Guard

BuAa 3anpoca KOMaHAHOM CTPOKMK pexxnma KoHdurypmuposaHus policy IPv6 RA Guard:

console (config-rag) #

Tabnunua 69 — KomaHabl pexkmma KoHourypmuposaHus policy IPv6 RA Guard

3HayeHue/3HayeHue rno

KomaHoa Aelicmeue
YMOAYAHUIO
device-role {host | router} Bbi6op pexkuma paboTbl nopTa.
/host - host — 6510kMpoBKa Bcex Bxoaawmx RA-coobuieHnit;

- router — punbTpauma RA-coobLueHMl B COOTBETCTBUM C

HaCTPOEHHbIMM NPaBUNaMK.
other-config flag { on | off | Jnone YnpasnaTtb O-6utom B RA-CO06LLEHUAX.
none}
managed-config flag{ on | off Ynpaenate M-6utom B RA-coobuieHnsx.
| none} -/none
router-preference {low | me- _Jnone YnpaensaTb nonem router-preference 8 RA-coobLyeHmsx.

dium | high | none}

match rag-acl-list ac/_num

no match rag-acl-list ac/_num

acl_num: (1..100)

OcyuwectBuTb NpuBsa3sky acl K policy IPv6 RA Guard.

Ypanutb npmueasky acl K policy IPvé RA Guard.

match rag-prefix-list pre-
fix_id

no match rag-prefix-list pre-
fix_id

prefix_id: (1..100)

OcyuwecteuTb Ppunbtpaumto coobuweHnin IPv6 RA Guard no-
npedukcy.

Yaoanutb dunbtpaumio no npedukcy IPvé RA Guard.

match rag-src-ipvé6-list
ibvé_prefix_id

no match rag-src-ipv6-list
ibvé_prefix_id

ipv6_prefix_id: (1..100)

Ocywectutb dunbTpauuio coobuweHumii IPvé RA Guard no
IPv6-npeduKcy.

Yaanutb ¢ounotpaumto cooblieHnit IPv6 RA Guard no IPv6-
npedukcy.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM PeXMMA KOHPUTYpUpoBaHUa nHTepdelica:

console

(config-if) #

Tabnnua 70 — KomaHgb! pexkmma KoHpurypmuposaHua nHtepoeiica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ipv6 nd ra-guard

no ipv6 nd ra-guard

-/BbIKAOYEHO

Paspewunts KommyTaTopy KOHTpoAnpoBaHue dyHKuum IPv6 RA
Guard Ha uHTepodeiice.

Bbikntountb dyHKUMIO IPv6 RA Guard Ha nHTepodelice.

ipv6 nd ra-guard trust-
state trusted

ipv6 nd ra-guard trust-
state untrusted

Mo ymonuaHuio Bce NopThl

[106aBUTb NOPT B CMUCOK LOBEPEHHDIX.

AsnAoTcA untrusted

Yaanute nopt u3 trusted-list.

ipv6 nd ra-guard attach-
policy policy_id

policy_id: (1..65535)

MpuBasaTb ckoHOUrypupoBaHHbIi policy IPv6 RA Guard K uH-
Tepdelicy.
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no ipv6 nd ra-guard attach-
policy policy_id

Yaanutb policy IPv6 RA Guard Ha nHtepdelice.

KomaHObi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexxkume privileged EXEC:

console#

Tabnunua 71 — KomaHabl perkuma privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show ipv6 nd ra-guard
[interface fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group ]

MokasaTtb HacTpoliku IPv6 RA Guard Ha uHTpedericax.

show ipv6 nd ra-guard policy
[policy_id]

policy_id: (1..65535)

MoKa3aTb HacTpolikM NoAnTuK IPv6 RA Guard.

show ipv6 nd ra-guard global

MokasaTtb rnobanbHble HacTponku IPv6 RA Guard.

4.13.3 Hacmpoiika ¢pyHKkyuu IPv6 ND Inspection

®yHKuma IPv6 ND Inspection npegocTaBAseT 3alWMTy OT aTaK, OCHOBAHHbIX Ha PaccblKe NoAAeNbHbIX
Neighbor Advertisement, paspeLuas oTCbI/IKY COO6LEHMI TONBKO C AOBEPEHHbIX MOPTOB AW NPU COOTBET-
CTBMM MaKeTa HacTPOEHHOMN NOINTUKE.

KomaHObI pexcuma 27106a0s16H020 KOHGU2YPUPOBAHUS

Bua 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoro KoOHGUryprupoBaHusa:

console (config) #

Tabnuua 72 — KomaHgbl pexxknma rnobanbHoro KoHGUrypmpoBaHus

3HayeHue/3HayeHue no

no shutdown ipv6 snooping

KomaHoa Aelicmeue
ymMon4aHuio
shutdown ipv6 snooping OTkNtounTL paboty moayna IPv6 ND inspection Ha ycTpoit-
cTBe.
JaHHas KomaHAa oOTKAYaeT pabory mopynsa IPve RA
-/BKNIOYEHO Guard m IPv6 ND Inspection ¢ 6e3B03BpaTHbIM yAa-

. NeHueMm Bcex HacTpoek 610Ka IPv6 RA Guard u IPv6
ND Inspection.

BkntounTb paboty mogyns IPvé ND Guard Ha ycTpolicTse.

ipv6 nd inspection

no ipv6 nd inspection

-/BbIK/IIOYEHO

BkntoumTb PpyHKUMto IPv6 ND Inspection.
BbikntoueHue dyHkuuto IPv6 ND Inspection.

ipv6 nd inspection policy
policy_id

policy_id

no ipv6 nd inspection policy

policy_id: (1..65535)

Co3gatb 1 ckoHdurypmposaTts policy IPv6 ND Inspection.

Ypanute policy IPv6 ND Inspection.

ipv6 nd inspection src-addr-
list src-addr-list_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection src-
addr-list src-addr-list_num

[seq seq] prefix/prefix-len

src-addr-list_num:
(1..65535);
seq: (1..100)

Co3patb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu src ipv6-prefix B 3aronoske IPv6.

Yaanutb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
Huu src ipv6-prefix B 3aronoske IPv6.
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ipv6 nd inspection tgt-addr-
list tgt-addr-list_num [seq
seq] prefix/prefix-len

tgt-addr-list_num:

no ipv6 nd inspection tgt-
addr-list tgt-addr-list_num
[seq seq] prefix/prefix-len

(1..65535);
seq: (1..100)

Co3patb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
HuM target ipv6-addr B 3aronoske ICMPv6.

Ypanutb 3anuce 8 cnucke goctyna ND Inspection Ha ocHOBa-
HuU target ipv6-addr B 3aronoske ICMPv6.

ipvé nd inspection tgt-mac-
list tgt-mac-list_num [seq
seq] prefix/prefix-len

tgt-mac-list_num:

no ipv6 nd inspection tgt-
mac-list tgt-mac-list_num
[seq seq] prefix/prefix-len

(1..65535);
seq: (1..100)

Co3patb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
HuM target mac-addr B 3aronoske ICMPv6.

Ypanutb 3anuce B cnucke goctyna ND Inspection Ha ocHOBa-
HuM target mac-addr B 3aronoske ICMPv6.

KomaHObI pexcuma KoHgu2ypuposaHusa policy IPv6 ND Inspection

BuAa 3anpoca KoOMaHAHOM CTPOKM pexxnma KoHdurypmposaHus policy IPv6 ND Inspection:

console (config-ndi) #

Tabanua 73 — KomaHabl pexkmma KoHourypmposaHuma policy IPv6 ND Inspection

Komanda 3HayeHue/3HayeHue o Neiicmeue
YMOAYAHUIO
override-flag { on | off | OnpepenvTtb 3HavyeHne ¢nara override B NA-cOObLLEHUSAX.
none} /none
router-flag{ on | off | none} -/none Onpeaenntb 3HaveHue dnara router 8 NA-coobLieHUAX.
solicited-flag{ on | off | _/none OnpeaennTb 3HayeHune dnara solicited B8 NA-coobuieHmnx.

none}

match src-addr-list src-addr-
list_num

src-addr-list_num:

no match src-addr-list src-
addr-list_num

(1..65535)

OcyuectBuTb NpueAasky src-addr-list K policy IPv6 ND Inspec-
tion.

Ypanutb npusasky src-addr-list k policy IPv6 ND Inspection.

match tgt-addr-list tgt-addr-
list_num

tgt-addr-list_num:

no match tgt-addr-list tgt-
addr-list_num

(1..65535)

OcyuwectBuTb Npuasky tgt-addr-list k policy IPv6 ND Inspec-
tion.

Ypanutb npusasky tgt-addr-list k policy IPv6 ND Inspection .

match tgt-mac-list tgt-mac-
list_num

tgt-mac-list_num:

no match tgt-mac-list tgt-
mac-list_num

(1..65535)

OcyuwectsuTb Npueasky tgt-mac-list k policy IPv6 ND Inspec-
tion.

Ypanutb npueasky tgt-mac-list k policy IPv6 ND Inspection.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma KoHPUrypupoBaHus nHtepdelica:

console

(config-if) #

Tabnnua 74 — KomaHgb! pexxmma KoHpurypmposaHua nHtepoeiica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMONYAHUIO

Aelicmeue

ipv6 nd inspection

no ipv6 nd inspection

-/BbIKOYEHO

BkntoumTb PpyHKUMIo IPv6 ND Inspection Ha nHTepdelice.

Bbikntountb GpyHKuMto IPv6 ND Inspection Ha uHTepdeiice.

ipv6 nd inspection trust-
state trusted

ipv6 nd inspection trust-
state untrusted

Mo ymonyaHuio Bce NopTbl

[106aBUTb MOPT B CMIUCOK JOBEPEHHDIX.

AsnAoTcA untrusted

Yaanutb nopT U3 CNUCKa A0BEPEHHDbIX.

ipv6 nd inspection attach-
policy policy_id

policy_id: (1..65535)

MpuBasaTb ckoHdUrypupoBaHHbIi policy IPv6 ND Inspection K
MHTepoeicy.
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no ipvé6 nd inspection at-
tach-policy policy_id

! Monutuka He moxKeT 6bITb NpUBA3aHa K HTEpdeiicy,
HaxoAALeMYyCcA B CNUCKe A0BEPEHHbIX NOPTOB.

YaanuTtb policy IPv6 ND Inspection ¢ nHtepdelica.

KomaHObi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexxkume privileged EXEC:

console#

Tabnunua 75 — KomaHab! perkuma privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show ipv6 nd inspection
[interface fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group ]

Moka3aTb HacTpoliku IPv6 ND Inspection Ha uHTpedericax.

show ipv6 nd inspection policy

policy_id: (1..65535)

MokasaTb HacTpoliku noantuk IPv6 ND Inspection.

[policy_id]

show ipv6 nd inspection src- src-addr-list_num: MokasaTtb HacTpoliku IPv6 ND Inspection src-addr-acl.
addr-acl [src-addr-list_num] (1..65535)

show ipv6 nd inspection tgt- tgt-addr-list_num: MokasaTb HacTpoliku IPv6 ND Inspection tgt-addr-acl.
addr-acl [tgt-addr-list_num] (1..65535)

show ipv6 nd inspection tgt- tgt-mac-list_num: Moka3saTb HacTpoliku IPv6 ND Inspection tgt-mac-acl.
mac-acl [tgt-mac-list_num] (1..65535)

show ipv6 nd inspection global

Moka3saTtb rnobanbHble HacTpoliku IPv6 ND Inspection.

4.14 HacTtpoiika NnpoTOKON0B

4.14.1 Hacmpolika npomoKona ARP

ARP (Address Resolution Protocol — npoTokon paspelleHua agpecoB) — MPOTOKOJ KaHa/lbHOro
YPOBHA, BbINO/HAIOWMIA PyHKUMIO onpeaeneHna MAC-agpeca Ha OCHOBaHMM COAeprKalLerocs B 3anpoce

IP-agpeca.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B peXKMME rN06anbHOM KOHPUIypaLmm:

console (config) #

Tabnunua 76 — KomaHAabl perknma rinobanbHoM KoHpUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

arp ip_addr hw_addr
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

arp ip_addr hw_addr
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

dopmart ip_addr:
A.B.C.D;
¢dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
fa_port: (0/1-24);
gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
vlan_id: (1..4094)

[Jo6aBuTb cTaTnyeckyto 3anmcb cootsetcTeus IP- 1 MAC-agpecos
B Tabanuy ARP ansa ykasaHHOro B KOMaHae uHTepodeiica.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

YpanuTb cTaTMYecKyto 3anucb cooTsetcTemA IP- 1 MAC-agpecos
13 Tabnumubl ARP ans yKa3aHHOro B KOMaHA4e uHTepdelica.
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arp gratuitous interval seconds

no arp gratuitous interval

seconds:
(15..86400)/150 cerkyHAa,

YCTaHOBUTb MHTEPBAN MEXKAY OTNPaBKoM gratuitous arp coobuue-
HUN.

YCTaHOBWTb 3HaYeHMe N0 YMOJTHAHUIO.

arp timeout sec

no arp timeout

sec: (30..86400) cek

HacTpouTb Bpems *KU3HM gMHAMUYECKux 3anucei B Tabamue ARP
(cek).

YCTaHOBUTb 3HaYeHMe N0 YMOYAHUIO.

clearip arp

Yaanutb Bce AnHamuyeckue 3anmcu ns ARP-Tabamubl (KomaHga
AOCTYMHA TO/IbKO 419 NPUBUAETMPOBAHHOIO NOb30BaTeNsA).

KomaHObI pexcuma KoHgu2ypauyuu uHmepagpelica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKMK B pexxknume KoHurypaummn nutepoeiica VLAN:

console (config-if)#

Tabnunua 77 — KomaHabl pexkmma KoHourypauum uHtepdelica

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip arp gratuitous periodic
no ip arp gratuitous periodic

-/BKNIOYEHO

BKkntouMTb OTNpaBKy gratuitous arp coobLeHMN.

BbIK/IOYMTL OTNPABKY gratuitous arp coobLLeHMI.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnuua 78 — KomaHab! pexxkmma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show ip arp [ip-address
ip_address] [mac-address
mac_addres] [vlan vian_id]

dopmar ip_address:
A.B.C.D
dopmat mac_address:
H.H.H uan H:H:H:H:H:H
nnm H-H-H-H-H-H;
vlan: (1..4094)

MokasaTtb 3anucy ARP-Tabanubl: Bce 3anucu, dunbTp no IP-agpecy;
dunbTp no MAC-agpecy; ounbTp no nHTepdeicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show ip arp statistics

loKasaTb TeKyLLyo CTAaTUCTUKY NPOTOKOANA arp.

4.14.2 MexaHu3m obHapyxceHusa nemens (loopback-detection)

,ﬂ,aHHblﬁ MEXaHU3M NO3BONAET YCTpOﬁCTBy OTCNEXNBATb 3aKO/IbLUOBaHHbIE NOPTbHI. MNeTtna Ha nopTty
O6H3py>KMBaeTCFl I'IYTéM OTCbIJTKM KOMMYTAaTOpPOM d)peﬁN\a cagpecom Ha3HaveHuA, cosnagakowimm C OgHUM

n3 MAC-agpecoB ycTpoiicTBa.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHol KoHGUrypaummu:

console (config) #
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Tabnunua 79 — KomaHabl perknma rnobanbHo KoHpUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

shutdown loopback-detection

no shutdown loopback-
detection

-/BKAOYEHO

OTKAounTbL paboTy mogyns loopback-detection Ha ycTpoiicTse.

' [aHHas KomaHga oTKA4YaeT paboty mogyns loopback-

b detection c 6e3803BpaTHbIM yAaNeHMEM BCEX HAaCTPOeK
6n0Ka LBD.

BkntounTb paboty moayns loopback-detection Ha ycTpolicTse.

loopback-detection enable

loopback-detection disable

-/BbIK/IOYEHO

BKIOUNTL MEXaHU3M 06Hapy)KEHMH neTenb ANA KOMMYTaTOopa.

BoccTaHOBMTb 3HaYeHMe no YMONYaHULO.

loopback-detection interval
seconds

seconds: (1..60)/30

YcTaHOBUTbL MHTepBaa mexay loopback-pperimamu.
- seconds — HTepBaa BpeMeHu mexay LBD dpeirimamu.

mac_address

CEeKyH
no loopback-detection interval yha BoccTaHOBWTL 3HaYeHME N0 YMONYAHUIO.
loopback-detection Onpegenntb MAC-agpec HazHayeHus, yKasaHHbIN B LDB-dpelime.
destination-address -[ff.£f.£ffFAFFF Mo ymonyanuio MAC-agpec HasHaYeHUA LWUPOKOBeLa-

Y

TeNbHbIN.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

¢elica epynnel nopmos

Bupa, 3anpoca KomaHAHOW CTPOKM B pexxume KoHourypaumm mHtepdeiica Ethernet, nnrepdeiica

rpynnbl NOPTOB:

console# configure terminal
console (config) # interface { fastethernet fa port | gigabitethernet

gi port |

console (config-if) #

tengigabitethernet te port | port-channel group}

Tabnuua 80 — KomaHabl pexknuma kKoHoburypaumm nHtepoeica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

loopback-detection enable

loopback-detection disable

-/BbIKNIOYEHO

BKAOUNTL MeXaHM3M OBHapyKeHUA neTenb Ha NOpPTy.

BoccTaHOBUTL 3HaYeHMe N0 YMOYAHMUIO.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKK pexxnma EXEC:

console#

Tabnnuya 81 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

show loopback-detection
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
statistics]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

OTo6pasunTb cocTosHMe mexaHu3ma loopback-detection.

debug loopback-detection [all
| buffer-alloc | control |
critical | pkt-dump | pkt-flow ]

-/OTKNIOYEHO

BKOUYUTL OTNPaBKy coobLieHnit no cobbitnam loopback-detec-
tion.

4.14.3 Cemelicmeo npomokKosnoe STP (STP,

RSTP, MSTP)

OcHoBHoOWM 3aaaveit npoTtokona STP (Spanning Tree Protocol) asnsetca npuseaeHue cetn Ethernet c
MHOXECTBEHHbIMW CBA3AMM K APEBOBMAHON TOMOAOMMKN, UCKNOYAIOWEN LMKAbI MaKeToB. KommyTaTopbl
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06MEeHMBAOTCA KOHPUrypaLMOHHbIMKM COOBLLEHNAMM, MCNOAb3yA Kagpbl cneuuanbHoro dopmara, U
BbIBOPOYHO BKAIOUAIOT M OTKAIOYAIOT Nepeaady Ha nopTbl.

Rapid (6bicTpbiit) STP (RSTP) ABnsieTcs ycoBeplleHCTBOBAHMEM MpoTOKosa STP, xapaKkTepusyetca
MEHbLWMM BpeMeHemM MpuBELEHNA CeTU K LPEeBOBMAHOWM TOMONAOIMM U UMeeT 6osiee BbICOKYHO

YCTOMYNBOCTb.

MpoTtokon Multiple STP
mcnonob3doBaHne VLAN. MSTP

noaaepskusatoLei

(MSTP)

ABNAETCA

Hanbonee
npeanonaraeT

COBpeMeHHol peanusaumeinr STP,
KOHdUrypauuio HeobxoaMMOro

KOJIMYECTBA SK3EMNAAPOB CBA3YIOWEro AepeBa (spanning tree) BHe 3aBUCMMOCTM OT umcna rpynn VLAN Ha
KommyTaTope. Kaxablii aK3eMniap MOKeT cogepkaTb HeckonbKo rpynn VLAN. HegoctaTkom npoToKona
MSTP aBnsieTcA TO, YTO Ha BCEX KOMMYyTaTopax, B3anmogencraytowmx no MSTP, onxHbl O6biTb 0AMHAKOBO
cKoHuUrypuposaHbl rpynnbl VLAN.

V MaKcmmanbHO aonycTtumoe Koam4yectso aksemnaapos MSTP — 64.

4.14.3.1 Hacmpoiika npomokona STP, RSTP

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 82 — KomaHabl pexkmuma rnobanbHo KoHPUrypaumum

3Ha4yeHue/3HayeHue

no spanning-tree mode

KomaHoa Aelicmeue
no yMoaYaHuro
shutdown spanning-tree OTKNOUYNTD paboty moayna STP Ha ycTpoiicTae.
JaHHaa KomaHga oTKAoYaeT paboty moayna STP ¢ 6e3-
. BO3BPaTHbIM yAa/lieHUeM BCeX HacTpoeK 6soka STP.
-/8KniodeHo ' Mopgynb STP BKAtoHaeTca KOMaHA0M spanning-tree.
.
spanning-tree /BKnioueHO Pa3spelwmnTb MCNoib30BaHME KOMMYTATOPOM NpoTOKoNa STP.
no spanning-tree 3anpeTnTb UCMO/Ib30BaHWE KOMMYTAaTOPOM NpoToKona STP.
spanning-tree mode { rst | YCTaHOBUTL pexkum paboTbl npoTokona STP:
mst} /MSTP - rst — IEEE 802.1W Rapid Spanning Tree Protocol;

- mst — |IEEE 802.1S Multiple Spanning Tree Protocol.

YCTaHOBUTb 3Ha4YeHME N0 YMONYAHMUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YCTaHOBUTb MHTEPBAN BPEMEHMW, 33Tpa“IMBaeMbI17I Ha npocayuwuea-
HUe n nsyvyeHue COCTOAHUM nepen nepexknryeHmnem B CoCtoaHue
nepegayu.

YCTaHOBUTbL 3HaYeHue no YMONYaHULO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..2)/2 cek

YCTaHOBUTbL MHTEPBA BPEMEHM MEXAY Nepesadyamm LWMPOKoBeLla-
Te/IbHbIX coobLeHnl «Hello» K B3aMmogencTByOWMM KOMMYTaTO-
pam.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTb BpemsA }WU3HU ceA3ytoLero aepesa STP.

YCTaHOBUTb 3Ha4YeHME N0 YMOYAHMUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTpouTb npuopuTeT ceAsyowero gepesa STP.
3HayeHue npuopuTeTa A0MKHO 6bITb KpaTHO 4096.

YCTaHOBUTbL 3HaYeHue no YMONYaHUIO.

spanning-tree pathcost
dynamic [lag-speed]

no spanning-tree pathcost

-/BbIK/IIOYEHO

BKAOUUTL AMHAMMYECKOEe onpeseieHMe LLEHHOCTU NYTH.
-lag-speed — onpegeneHne ueHHOCTU NyTU BYAET BbIYUCAATLCA NPU
M3MeHeHun ckopoctu LAG.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

spanning-tree compatibility
{mst | rst | stp}

-/BKIOYEHO

Bepcua cosmectnmoctu STP.
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no spanning-tree
compatibility

YCTaHOBUTb 3HAYeHUe no YMOI4aHUIO.

spanning-tree flush-
indication-threshold value

no spanning-tree flush-
indication-threshold

value: (0..65535)

MoporoBoe KOAMYECTBO tcn, MpU KOTOPOM 3aMnycKaeTcs Talimep, Ko-
TOpbIA paBeH 3HayeHuto flush-interval.

OTmeHUTb noporoBoe 3Ha4yeHue.

spanning-tree flush-interval
interval

no spanning-tree flush-
interval

interval: (0..500)/0

YCTaHOBUTb 3HAYeHMEe WHTepBasa, MNocie KOTOpPOro npousonaéT
flash MAC-Tabaunupl nocge nonyyexus ten.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

spanning-tree transmit
hold-count count

no spanning-tree transmit
hold-count

count: (1..10)

ITO 3HayeHue yKasbiBaeT MaKCMMabHOE KOJIMYECTBO NAKeToB, KO-
Topble MOryT 6bITb OTMPABAEHbI B 3a4aHHbIA UHTEPBA/N BPEMEHMU
hello-time.

OTMEHUTb HaCTPOMKY OrpaHUYeHUs nakeTos B MHTepBan hello-time.

spanning-tree pathcost
method {long|short}

no spanning-tree pathcost
method

-/long

YcTaHOBUTbL MeTOZ onpeaeneHua LLeHHOCTU NyTH.
- long— 3HauyeHue yeHHocTN B AnanasoHe 1..200000000;
- short — 3HayeHue ueHHOCTM B AnanasoHe 1..65535.

YCTaHOBMUTb 3HAYEHMe No YMOI4aHUIO.

Mpu 3agaHun STP napameTpos forward-time, hello-time, max-age Heo6xogumo BbinonHeHne
v ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgpu2ypayuu uHmepagetica Ethernet, uHmepagelica 2pynnsi NopmMos

Bua, 3anpoca KomaHAHOW CTPOKM B pexxume KoHourypaumum mHtepdeiica Ethernet, nurepdeica

rpynnbl NOPTOB:

console (config-if) #

Tabanua 83 — KomaHgbl pexknma KoHpurypaumm nHtepoeiica Ethernet, rpynnel noptos

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree disable

3anpetutb paboTy npoTtokona STP Ha KOHdUrypupyemom UHTEp-
deiice.

-/paspelueHo
no spanning-tree disable /pasp Paspetutb paboTy npoTokona STP Ha KOHPUrypupyemom UHTep-
delice.
spanning-tree cost cost cost: YCTaHOBWTb LLleHHOCTb NYTU Yepes AaHHbIN MHTepdeic.
i (1..200000000)/cm. - COSt — UEeHHOCTb NyTw.
no spanning-tree cost YCTaHOBWUTbL 3HauyeHue, onpenensiemoe Ha OCHOBAHWWM CKOPOCTU
Tabanuy 78

nopTa u MeToAa onpejeneHuns LeHHOCTU NyTH, cM.Tabauuy 78

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YCcTaHOBWUTL NpUopUTET MHTEpPdElica B cBA3YlOLem aepese STP.

V 3HaueHue NpuopuTeTa A,0/KHO 6bITb KpaTHO 16.

YCTaHOBUTb 3HaYeHue No YMONYaHUIO.

spanning-tree portfast

no spanning-tree portfast

BK/OUMTb PEKUM, B KOTOPOM MOPT NPU NOAHATAM Ha HEM JINHKA
Cpasy CTaHOBUTCA B COCTOAHME Nepesayun, He AOXUAAACH UCTeve-
HUWA Talimepa.

BbikntounTb PexXnm MOMEHTA/IbHOrO nepexoaa B COCToOAHME nepe-
Aa4yn No NOAHATUIO KJIMHKa».

spanning-tree loop-guard

no spanning-tree loop-guard

-/3anpelieHo

Pa3spelwnTb Ha MHTepdeiice 4ONONHUTENbHYIO 3aLLUTY OT neTens. B
cnydae, ecim nHTepdeinc HaxoauTCA B COCTOAHWUM, OTIUYHOM OT
Designated u npu aTom nepecTaet nonyyatb BPDU, nHtepdeic 610-
KnpyeTtca.

3aI'IpeTVITb AONONHUTENIbHYIO 3aLlLMUTY OT BO3SHUKHOBEHUA NEeTe/b.
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spanning-tree guard {root |
loop | none}

no spanning-tree guard

-/Mcnonb3oBaHue
rno6anbHOM HaCTPOMKK

BKtOUUTD 3aLLMTY KKOPHA» A5 BCEX CBA3YIOLWMX AepeBbeB STP Bbl-
6paHHOro nopra.

- root — 3anpeLaeT UHTepdeicy 6biTb KOPHEBBIM NOPTOM KOMMY-
TaTopa;

- loop — Bk/toyaeT Ha nHTepdelice 4ONONHUTENbHYIO 3aLLMTY OT ne-
Tenb. B cayvae, ecnam nHTepdeiic HaxoAMTCA B COCTOAHUM, OTANY-
Hom oT Designated 1 npu sTom nepecrtaet nony4yats BPDU, nHTep-
deiic bnokupyertcs;

- none — oTK/o4aeT Bce Guard-pyHKLMU Ha uHTepdelice.

Mcnonb3oBath r106abHY0 HACTPOMKY.

spanning-tree bpduguard
{enable | disable | none}

no spanning-tree bpduguard

-/BbIK/IIOYEHO

PaspewnTb 3aLWmMTy, BbIKAOYAOLWYH MHTEPdEC Npu Npuéme nake-
TOoB BPDU.

3anpeTuTb 3aWUTY, BbIKAKOYAOLLYO MHTepdEeNC npy Npuéme nake-
TOoB BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/BpNA pynnekcHoro
nopTa «TOYKA-TOYKAY,
ONA NONYyAYNIEKCHOTO

— «Pa3BETBNAEHHbIN»

YcTtaHoBUTb NpoToKoa RSTP B nepepatolLee coOCToAHUE N onpeae-
JINTb TUN CBA3M AN1A BbIOpaHHOroO nopTa:

- point-to-point — To4Ka-TOu4Ka;

- shared — pa3BeTBNEHHbIN.

YCTaHOBUTb 3HAYEHMe No YMOI4aHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIK/IIOYEHO

3anpeTtutb npuem BPDU ¢ pnarom TCN.

Paspewwntb npuem BPDU ¢ pnarom TCN.

spanning-tree bpdufilter

Onpeaenntb pexxum pabotbl BPDU filtering Ha nHTepdelice.

{disable | enable | | none} -/disabled
no spanning-tree bpdufilter YCTaHOBWTb 3HAYEHUE MO YMOIYAHUIO.
spanning-tree auto-edge JeKnioueHo BKOYNTL aBTOMATMUYECKOe onpeaeneHne KANeHTCKMX NOPTOB.
no spanning-tree auto-edge BbIK/IIOYNTb aBTOMATMYECKOE ONpPeaeNeHne KINEHTCKUX NOPTOB.
spanning-tree {bpdu-receive | BK/IIOUNTL pexunm npréma u/mnm nepesaum Ha uHtepdeiice.
bpdu-transmit} enable

-/BKOYEHO

spanning-tree {bpdu-receive |
bpdu-transmit} disable

BbIK/OUMTL pexnm npuéma u/uav nepegauv Ha uHtepdeiice.

spanning-tree layer2-gateway-
port

no spanning-tree layer2-
gateway-port

-/BbIK/IIOYEHO

Ha3HaunTb NOPT KaK W03 2 yPOBHA.
/! Spanning-tree Ha faHHOM NOPTY AO/MKeH 6biTb B cocToA-

Hum disabled.
OTMEHUTb HaCTPOMKY.

spanning-tree pseudoRootld
priority priority

no spanning-tree
pseudoRootld

priority: (0..61440)

HactpouTb npuoputet gna pseudoRoot Ha nHTepdeiice.

OTMEHUTb HaCTPOIKY.

spanning-tree {restricted-role
| restricted-tcn}

no spanning-tree {restricted-
role | restricted-tcn}

BKAtounTb Ha MHTepdelice GYHKUMIO 3aLMTbl OT aTak.

OTKNOYUTL Ha UHTepdelice GYHKUMIO 3aLMTbI OT aTak.

Tabanua 84 — CTOMMOCTb NyTK, YCTAaHOBAEHHAA N0 YMOYaHUIO (spanning-tree cost)

Memod onpedeneHus

Unmepdpeliic yeHHocmu nymu
Long Short
Port-channel 20000 4
Fast Ethernet (100 Mbps) 2000000 19
Gigabit Ethernet (1000 Mbps) 2000000 100

KomaHObI pexcuma privileged EXEC

Bunpa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#
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Tabnunua 85 — KomaHab! perkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show spanning-tree
interface[fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port/
port-channel group]

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

MokasaTbcocTosiHMe npoTokona STP Ha nHTepdeiice.

show spanning-tree detail

MoKasaTb NoAPOBHY0 MHPOPMALMIO O HACTPOMKAX MPOTOKOIA
STP.

show spanning-tree active
[detail]

MoKa3aTb MHPOPMALMIO O COCTOAHUM O HACTPOMKax STP Ha aKTuB-
HbIX NOPTAX.

show spanning-tree bridge

[address | detail | forward-
time| hello-time | id | max-
age | priority | protocol]

OTo6pasunTb HacTpokn STP Ha bridge.

show spanning-tree layer2-
gateway-port

OT06pa3nTb HACTPOMKM LLUO3A 2 YPOBHA.

show spanning-tree pathcost
method

0OT06pa3nTb MHPOPMALMIO O METOAE ONpeaesieHUA CTOMMOCTH
nyT.

show spanning-tree root

0OT06pa3nTb MHPpopmaumio o root B Tononormum STP.

show spanning-tree summary

0OT06pa3nTb cOCToAHNE NPOoTOKoNa STP OTHOCUTENbHO MHTEpPdEeit-
COB.

4.14.3.2 Hacmpoiika npomokosaa MSTP

KomaHObI pexcuma 2n106as1bHOU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHoOM KOHPUrypaumm:

console (config) #

Tabnvua 86 — KomaHabl pexknma rnobanbHoN KOHPUrypawmm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YCTaHOBWUTb NPUOPUTET ANA AAHHOFO KOMMYyTaTopa nepes, ocTab-
HbIMW, UCMONB3YOLWMMKN 06N 3K3emnnap MSTP.

- instance_id — aksemnnap MST;

- priority — npuopuTeT KOMMyTaTOpA.

V 3HauyeHue npuopuTeTa AOMKHO 6bITb KpaTHO 4096.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHYAHMUIO.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (6..40)/20

YCTaHOBUTb MaKCMMaIbHOE KOIMYECTBO TPAH3UTHbIX YH4aCTKOB A4
naketa BPDU, Heobxogumbix ans GopmnMpoBaHua aepesa U yaep-
aHWA MHopMaLMK o ero cTpoeHuK. Ecv naket yxke npoLuen mak-
CMMa/IbHOE KO/IMYECTBO TPAH3UTHbIX YYAaCTKOB, TO Ha cnefyloLiem
y4acTKe OH oTbpacbiBaeTca.

- hop_count — MmaKcumasibHOE KONIMYECTBO TPaH3UTHbLIX Y4acTKOB
ana naketa BPDU.

YCTaHOBUTbL 3HaYeHue no YMONYaHULO.

spanning-tree mst
configuration

Bxog, B pexxum KoHdurypauum npoTokosia MSTP.

KomaHObI pexcuma KoHgu2ypayuu npomokosaa MSTP

Buza 3anpoca KOMaHAHOWM CTPOKM B pexnume KoHPUrypaumnm npotokosa MSTP:

console# configure terminal

console
console

(config) # spanning-tree mst configuration
(config-mst) #
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Tabnuua 87 — KomaHabl pexkmma KoHourypaumm npotokona MSTP

Komanda 3HaveHue/3HavyeHue Neiicmeue
no ymoa4aHuro
instance instance_id vlan Co3paTb COOTBETCTBME MEXAY dK3emMnaapom npotokona MSTP u
vlan_range rpynnamm VLAN.
instance_id:(1..63); - instance-id — ngeHTMdUKaTOpP aK3emnaapa npotokona MSTP;
vlan_range: (1..4094) - vlan-range — Homep rpynnbl VLAN.
no instance instance_id vlan YAanutb COOTBETCTBUE MEeXAY dK3eMNaapom npoTtokona MSTP un
vlan_range rpynnamu VLAN.
name string 3apaTb UMA KoOHPUrypaumm MST.
string: (1..32) cumBona | - string —uma KoHoUrypaumm MST.
no name Yaanutb ums KoHourypaumm MST.
revision value 3apaTb HoOMep peBu3uKU KoHoUrypaumm MST.
value: (0..65535)/0 - value — Homep peBu3nn KoHdurypaumm MST.
no revision YCTaHOBWTb 3HaYeHKe No ymonyauuio (value).
exit Bbixoa, 3 pexmma KoHdurypauum npotokona MSTP c coxpaHe-
i HUeM KoOHGUrypaumu.

KomaHObI pexcuma KoHgu2ypauyuu uHmepaelica Ethernet, uHmepdaelica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHtepdeiica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if)#

Tabnvua 88 — KomaHabl pexxmuma KoHourypaumm nHtepoelica Ethernet, rpynnbsi noptos

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
spanning-tree guard root BKAOUNTDL 3aLLMTY KKOPHA» A5 BCEX CBA3YIOLWMX AepeBbeB STP Bbl-
/3aLupTa BbIKIOYEHa 6paHHOro nopta. [aHHaa 3awuTa 3anpewaet uHtepdelicy bbiTb
KOPHEBbIM NOPTOM KOMMYTaTOpPA.
no spanning-tree guard root YCTaHOBWTb 3HAYEHME N0 YMONYAHMUIO.
spanning-tree mst instance_id YcTaHOBUTL NpuopuTeT MHTepdeiica B ak3emnasape MSTP.
port-priority priority - instance-id — npeHTUdUKATOP 3K3emnaapa npoTokona MSTP;
instance_id: (1..63); - priority — npuopuTeT nHTEpdeiica.
priority: (0..240)/128 V 3HaueHue NnpuopuTeTa A0MKHO BbITb KPaTHO 16.
no spanning-tree mst YcTaHaBAMBaeT 3HaYeHMEe N0 YMOYAHUIO.
instance_id port-priority
spanning-tree mst instance_id YCTaHOBUTb LLEHHOCTb NyTW Yepe3 BblbpaHHbI WHTEpdelnc ana
cost cost onpeaeneHHOro sksemnaspa npotokona MSTP.
instance_id: (1..4094); | - instance-id — npeHTUdUKaTOpP 3K3emnaapa npotokona MSTP.
cost: (1..200000000) - cost — LeHHOCTb NyTw.
no spanning-tree mst YCTaHOBUTb 3HauyeHue, onpeaensiemoe Ha OCHOBAHMM CKOPOCTU
instance_id cost nopTa U MeToAa onpeaeneHns LeHHOCTM NyTh, cm. Tabauuy 78.
spanning-tree port-priority YcTaHOBUTbL NpUOPUTET MHTEpdEelica B KOPHEBOM CBA3YHOLLEM Ae-
priority pese MSTP.
priority: (0..240)/128 V 3HaueHue NpuopUTeTa AOMKHO bbITb KpaTHO 16.
no spanning-tree port-priority YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
spanning-tree mst instance_id instance_id: (1..63); YcTaHoBUTL NpuopuTeT pseudoroot B aksemnnspe MSTP.
pseudoroot priority priority: (0..240)/128
po spanni'ng-tree mst instance_id: (1..63) YCTaHOBWTb 3HaYeHME N0 YMOYAHMIO.
instance_id pseudoroot
spanning-tree mst msti guard { . BKAOUYNUTL MM OTKNIOUMTL spanning-tree Root Guard B yKazaHHOM
msti: (1..63)
root /none } MSTI.

KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#
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Tabnnuya 89 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuwo

Aeiicmeue

show spanning-tree
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

MokaszaTb KoOHOUrypaLumto npoTokona STP.

show spanning-tree detail

instance_id: (1..4094)

MoKa3aTb NoAPOHHY0 MHPOPMALMIO O HAaCTPOMKe NpoToKona STP.

show spanning-tree mst
configuration

MoKasaTb MHOOPMALMIO O CKOHOUTYPUPOBAHHbLIX 3K3emnaspax

MSTP.

clear spanning-tree detected
protocols {interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port|
port-channel group}}

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

Mepe3anycTuTb NPOLECC MUrpaLumn NPOTOKoAa. 3aHOBO NPOMUCXO-

OUT NpocyéT aepesa STP.

4.14.4 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKuma Layer 2 Protocol Tunneling (L2PT) no3sonseT nponyckatb cay*KebHble NakeTbl PasINYHbIX
L2-npoTokonos (PDU) yepes ceTb NpoBaiaepa, YTo NO3BOAET «MPO3PAYHO» CBA3ATb KAMEHTCKME CErMEHTbI

ceTn.

L2PT uHkancynupyet PDU Ha rpaHMYHOM KOMMyTaTope, nepefaeT MX Ha APYron rpaHUYHbIN
KOMMYTaTOp, KOTOPbIV OXUAAET creLnanbHble NMHKANCYIMPOBAHHbIE Kagpbl, @ 3aTEM AeKancyanpyeT ux,
4YTO NO3BO/IAET NONb30BATENAM NepeaaBaTb MHGOPMaALMIO 2-F0 YPOBHS Yepe3 CeTb NpoBanaepa.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KoOHPUrypaumu:

console (confiqg) #

Tabanua 90 — KomaHabl pexunma rnobanbHoi KoHoUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

lacp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d4

YCTaHOBUTL aapec Ha3HayeHua gna
MOB COOTBETCTBYOLLEro NPOTOKONA.

WMHKaNCyMpoBaHHbIX dpei-

stp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d0

YcTaHOBUTb aapec Ha3HayeHUAa AnAa
MOB COOTBETCTBYHOLLENO NPOTOKOANA.

MHKaNCcyMpoBaHHbIX dpent-

lidp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d8

YCcTaHOBUTL afpec Ha3HayvyeHuAa na
MOB COOTBETCTBYHOLLENO NPOTOKOANA.

WMHKaNCy/IMPOBaHHbIX dpei-

isis-l11-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:dc

YcTaHOBUTb ajpec Ha3HayeHunAa AnAa
MOB COOTBETCTBYHOLLEro NPOTOKONA.

WHKanNcyMpoBaHHbIX ¢pent-

isis-12-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:dd

YCcTaHOBUTb aapec Ha3HayeHnAa AnAa
MOB COOTBETCTBYHOLLENO NPOTOKOANA.

MHKaNCcyMpoBaHHbIX ¢pent-

pvst-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:df

YCcTaHOBUTL afpec Ha3HayvyeHuAa gna
MOB COOTBETCTBYHOLLENO NPOTOKOANA.

WMHKaNCy/IMPOBaHHbIX dpei-

vtp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e0

YCcTaHOBUTL afpec Ha3HayeHuAa na
MOB COOTBETCTBYIOLLEro NPOTOKONA.

MHKaNCy/IMPOBaHHbIX dpei-

ospf-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:el

YcTaHOBUTb ajpec Ha3HayeHunAa AnAa
MOB COOTBETCTBYHOLLEro NpPoOTOKONA.

WHKanNcyMpoBaHHbIX ¢pent-

rip-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e2

YcTaHOBUTb afpec Ha3HayeHuUAa AnAa
MOB COOTBETCTBYHOLLENO NPOTOKOANA.

WMHKaNCy/IMpOBaHHbIX dpen-

fctl-12-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:de

YCcTaHOBUTL afpec Ha3HayeHuAa na
MOB COOTBETCTBYHOLLENO NPOTOKOANA.

WMHKaNCy/IMPOBaHHbIX Gpei-

igmp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:db

YCTaHOBUTL afpec Ha3HayeHua gna
MOB COOTBETCTBYHOLWLEro NPOTOKONA.

MHKancy/IMpoBaHHbIX ¢pen-
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vrrp-tunnel-address multicast-mac-address/ | YcTaHOBUTb agpec HasHa4deHMsa AN MHKAMNCYAMpPOBaHHbIX dpei-
multicast-mac-address 01:00:0c:cd:cd:e3 MOB COOTBETCTBYIOLLLETO MPOTOKONA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepdelicos Ethernet:

console (config-if)#

Tabanuya 91 — KomaHabl pexkuma KoHourypauum nHtepdericos Ethernet

3HayeHue/3Ha4yeHue

Aeiicmeue
o ymon4aruro

KomaHda

12protocol-tunnel {stp | lacp | BKAtounTb pexkum nHkancynauum PDU.
lidp | isis-11 | isis-12 | fetl |
ospf | rip | vtp | pvst | igmp |
vrrp}

-/BbIK/IIOYEHO
BbIKNHOUYNTL peXXnm nHKkancynaumm PDU.

no I2protocol-tunnel {stp |
lacp | lidp | isis-I1 | isis-12 |
fctl | ospf | rip | vtp | pvst |

igmp | vrrp}

Mpwu BKAOYEHMU UHKacnyaauum ana VTP nHKancyampoBsatbca 6yaeT BcA rpynna NPoToKo-
. nos ¢ MAC-agpecamu HasHayeHuma 01:00:0C:CC:CC:CC.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnuua 92 — KomaHgpbl perkmuma EXEC

Komanda 3HaveHue/3HaveHue Neiicmeue
no ymoa4YaHuro
show I12protocol-tunnel OT106pa3nTb KoHOUrypauuo L2PT cymmapHO 1 No oTAeNbHbIM UH-
[interface fastethernet fa_port fa_port: (0/1..24); Tepdericam.
| gigabitethernet gi_port | gi_port: (0/1..48);
tengigabitethernet te_port te_port: (0/1..11);
port-channel group } | group: (1..24)
summary ]
show I2protocol tunnel-mac- OT106pa3nTb agpeca Ha3HaYeHUA ANA UHKANCYIMPOBaHHbIX dpeit-
address i MOB.

4.14.5 Hacmpolika npomokKona LLDP

OcHoBHoOW ¢yHKUMei npoTokona Link Layer Discovery Protocol (LLDP) aBnsetca obmeH mexay
ceTeBbIMU YCTPOMCTBAMM O CBOEM COCTOAHUM U XapaKTepuctTukax. Mubopmaums, cobpaHHas nocpeacTsom
npoTtokona LLDP, Hakan/iMBaeTca B YCTPOMCTBAX M MOXKET ObITb 3anpolLeHa ynpaBAAtoWwMmM KOMNbIOTEPOM
no npotokony SNMP. Takum o6pasom, Ha OCHOBaHMWM cobpaHHON MHOPMALMMK, Ha YNPaABAAIOLLEM
KOMMblOTEPE MOXKET ObITb CMOAENNPOBAHA TONOIOTUA CETU.

KOMMYTaTopr noaaepXuMearoT nepenadyy Kak CTaHOaPTHbIX NMapamMeTpoB, Tak U ONUUOHAJ/IbHbIX,
TAaKUX KaK:

—  MM#A YCTPOICTBA M €ro onucaHue;
—  MMA NOpTa U ero onucaHue;

—  unHbopmauma o MAC/PHY;

- UT.A
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KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Buza 3anpoca KOoMaHAHOM CTPOKM peXxnma rinobanbHOM KoOHGUrypaumum:

console (config) #

Tabaunuya 93 — KomaHzabl perknma rnobanbHoM KoHPUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aeiicmeue
no yMoaAYaHuro
shutdown lidp OTKNOYNTD paboty moayna LLDP Ha ycTpoucTBe.
[aHHasa KomaHAa oTKAoYaeT paboty moayna LLDP c 6es-
-/BKAIOYEHO
. BO3BPaTHbIM yAaneHUem Bcex HacTpoeK 6aoka LLDP.

no shutdown lidp

BKkntoumTb paboty moayna LLDP Ha ycTpolicTBe.

set lidp enable

set lidp disable

-/BbIKNOYEHO

Paspewmntb KOMMyTaTOPYy MCNONb30BaHWE NpPoToKoaa LLDP.

3anpeTnuTb KOMMYTATOpPYy MCNO/Ib30BaHWE NpoTokona LLDP.

set lldp version {v1 | v2} /vl 3agaTb Bepcuio npoTokoa LLDP.
lldp mac_address Ykaszatb MAC-agpec, Ha KoTopbili byayT oTcbigatbea lldp-dperimbl.
- lldp-dperimbl Tak ke byayT Ay6AMpoBaTbCs HA CTaHAAPTHbIA MAC-
agpec.
lidp lidpdu flooding Jfiltering YCcTaHOBUTL pexkum ¢unbTpaumm naketos LLDP BPDU.

lidp lidpdu filtering

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

lidp chassis-id-subtype type

lidp chassis-id-subtype mac-
addr

-/mac-address

3agatb chassis-id-subtype ans lldp-dpperima.

BepHyTb K 3HaYEHMIO MO YMOYAHMUIO.

lidp reinitialization-delay
delay

delay: (1..10)/2

YCTaHOBWUTb 3afepPKKy MOBTOPHOW WMHUUMaNM3auuu (Bpemsa 3a-
LEPKKU, BbiNosHAemoe LLDP gas noBTOpPHOM MHUUMANU3ALMU HA
nobom nHtepdelice).

V Y106bl OTMEHUTb HACTPOIIKY HEeob6XoAMMO BbICTAaBUTb
3Ha4YeHUe No YMONYaAHUIO.

lidp transmit-interval interval

interval: (5-32768)/30

YcTaHoBUTL MHTepBan nepeaaun lldp -dpelimos.
/1 UT06bl OTMEHWTL HaCTPOlKy Heob6X0AMMO BbICTaBUTbL
3HauyeHUe No YMONYaHMIO.

lidp notification-interval
seconds

seconds: (5-3600)/5

YCTaHOBUTb MaKCUMabHYIO CKOPOCTb Nepeaaun lldp-dpelimos.
Seconds — nepnoj, BpEMEHN B TEYEHUN KOTOPOTO YCTPOMCTBO MO-
YKeT 0TNpaBuTb He bosiee ogHOro dppelrima.

V Y106bl OTMEHMUTb HACTPOKY HEob6XoAMMO BbICTaBUTb
3HauYeHUe Mo YMONYAHMIO.

lidp tx-delay value

value: (8192)/2

YCTaHOBUTb MUHUMA/IbHYIO A/INMTENbHOCTb 334EPMKKU, Mexay no-
cnepoBaTenbHbIMKM Kagpamm LLDP.
n UYTOObl OTMEHUTb HACTPOIiKY HEeo6Xo4MMO BbICTAaBUTb

lidp txCreditmax value

3Ha4YeHue No YMOHaHUIO.
YcTaHoBUTb 3HaYeHue Credit Max (MakcMmanbHOe KOAMYecTBo no-

value: (1..10) cneposatenbHbix LLDPDU, KoTopble MoryT ObiTb NepesaHbl B ito-
60e Bpems).
lidp txFastInit value value: (1.8) YCTaHOBWUTb YNCNO NAKETOB, KOTopoe byayT OTNpaBaATbLCA B Ne-

puog fast init.

KomaHObI pexcuma KoHgu2ypayuu uHmepdgelicos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHdurypaumm nnutepdeincos Ethernet:

console (config-if) #

Tabnunua 94 — KomaHabl pexkrma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aeiicmeue

lldp dest-mac mac_address

lidp dest-mac mac_address

-/BbIK/IIOYEHO

3agatb MAC-agpec, Ha KoTopbii 6yayT otcbinatbes lldp-

dpenmsl.

Yoanute MAC-agpec, Ha KoTopbiii 6yayT otcbinatbes lldp-
dpenmbl.

lldp transmit [mac-address
mac_addr]

-/BKOYEHO

PaspewaeT nepepayvy naketos no npoTtokony LLDP Ha uHTep-

deiice.
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no lidp transmit [mac-
address mac_addr]

3anpeTuTb nepegayy naketoB No nNpotokony LLDP Ha uHTep-
delice.

lidp med-app-type type
{none | vlan}

no lidp med-app-type type

HasHauntb npasuno network-policy saHHOMY UHTepdeicy.

Ypanutb npasuno.

lidp med-location {civic-
location | coordinate-
location | elin-location}
location-id {coordinate
civic_address_data |
elin_data}

no lidp med-location

-/BbIK/IOYEHO

3azaTb MECTONO/OMXKEHUE YCTPOMCTBA A/1A NpoToKona LLDP (3Ha-
yeHue napameTpa location npotokona LLDP MED).

-coordinate — agpec B cucteme KOOpAMHaAT;

-civic_address_data — agMWHMCTPaTUBHBIN agpec yCTPOWCTBa;
-elin_data — agpec 8 popmarte, onpeageneHHom ANSI/TIA 1057.

YaanuTb MectonosioxKeHue.

lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

no lldp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

-/BbIKNOYEHO

CkoHdurypmposats TLV LLDP-MED Ha gaHHOM uHTepdelice.

Ypanutb HacTpoiky TLV LLDP-MED Ha uHTepoeiice.

lidp notification {mis-
configuration | remote-
table-chg} [mac-address
mac_addr]

no lidp notification

BKAOUMTb OTNpPaBKy Tpanos no cobbitnuam LLDP.

OTKAOYNUTb OTNPABKY TPanoB no cobbituam LLDP.

lidp port-id-subtype subtype

subtype: (if-alias, if-name,
local, mac-addr) / if-name

3agatb ID Port Subtype ans kagpa LLDP.

lidp receive [mac-address
mac_addr]

no lidp receive [mac-address
mac_addr]

-/BKAOYEHO

PaspewunTb MHTepdeiicy npuHMmaTb Kagpbl LLDP.

3anpeTuTb UHTEpPdENCY NPUHUMATL Kaapbl LLDP.

lidp tlv-select basic-tlv tiv_list

no lidp tlv-select basic-tlv

tlv_list: (port-descr, sys-
capab, sys-descr, sys-name)

Onpeaenutb Kakne 6a3oBble onuumoHanbHble TLV-nons 6yayt
BK/IIOYEHbI YCTPOMCTBOM B Nepesasaemblii LLDP-naker.

YCTaHOBUTbL 3HaYeHue no YMONYaHUIO.

lidp tlv-select {dot1tlv |
dot3tlv} tiv_list

no lldp tlv-select {dot1tlv |
dot3tlv}

tlv_list: (link-aggregation,
macphy-config, max-
framesize)

OnpeaennTb Kakne cneupmanbHble onuuoHanbHble TLV-nonsa 6y-
OYT BK/AOYEHbl YCTPOMCTBOM B nepesaBaemblit LLDP-naker.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

v/
Y

nopT rpynnbi.

KomaHObI pexcuma privileged EXEC

Naketbl LLDP, npuHATbie Yyepe3 rpynny nopToB, 3aNOMMUHAIOTCA MHAUBUAYA/IbHO NMOpPTaMMU
rpynnbl, NPUHABWMMMK coobweHunna. LLDP oTnpasnaeT pasnMuHble cOO6LEHUA HA KaXKAbln

PaboTta npotoKona LLDP He 3aBUCUT OT COCTOAHMA NpoToKona STP Ha nopTy, nakeTbl LLDP oT-
NPaBAAKTCA U NPUHUMAIOTCA HA 3a6710KMpPOBaHHbIX NPOTOKONOM STP-nopTax.

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#

Tabnuua 95 — KomaHabl pexkmma privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

show lldp local

MNokasaTtb LLDP-nHpopmaLmio, KOTOPYI aHOHCUMPYIOT MOPTbI.

show lidp neighbors [detail]

MokasaTtb MHGOPMALMIO O COCEAHMX YCTPOWMCTBAX, HA KOTOPLIX pa-
60Taet npotokon LLDP.

show lldp statistics

MNMokasaTtb cTaTUCcTUKy LLDP.
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Tabnnuya 96 — OnucaHune pesynbTaToB

Mone OnucaHue
Timer OnpeaenseT, Kak 4acTo ycTpolicTBo waeT LLDP-o6HOBAEHMA.
Onpeaenset BennunHy spemenu (TTL, Time-To-Live) 4na npuHMMalOLLEro YCTPOICTBA,
Hold Multiplier B TEYEHME KOTOPOTO HYXKHO yAEPXKMBaTb NPMHMMaemble nakeTbl LLDP nepeg nx c6po-
com: TTL = Timer * Hold Multiplier.
Reinit dela OnpeaenseT MUHUMaNbHOE BPEMS, B TEUEHWE KOTOPOro NopT byAeT oxunaaTte nepes
y nocbinkol cneaytouwero LLDP-coobueHus.
Tx dela OnpegenseT 3afepXKy Mexay nocieaywmmm nepegadamm LLDP-¢ppeitmos, MHUUM-
y MPOBaHHbIX U3SMEHEHUAMM 3Ha4YEHUM IMBO cTaTyca.
Port Homep nopTa.
State Pexum paboTbl nopTa gnsa npotokona LLDP.

—

Optional TLVs

TLV-onuuu, KoTopble nepeaatoTca
BO3MOKHble 3HaYeHUA:

PD — OnucaHue nopta;

SN — CucremHoe ums;

SD — OnucaHue cuctemol;

SC — BO3MOXXHOCTM CUCTEMDI.

Address

Azpec ycTponcTBa, KoTopbli nepegaetcs B LLDP-coobweHunsx.

Notifications

YKa3blBaeT, pa3pelleHbl nau 3anpeweHsl ysegomneHma LLDP.

abauvua 97 — OnucaHue pesynbTaToB
Mone OnucaHue
Port Homep nopTa.
Device ID Nma nnm MAC-agpec cocegHero ycTpomncrsa.
Port ID NpeHTudmKaTop nopTa cocenHero ycTponcTaa.

System name

CuCTeMHOE MMSA YCTPOMCTBA.

Capabilities

[aHHoe nose onucbiBaeT TMN YCTPOMCTBA:

B — Mocrt (Bridge);

R — MapuwpyTtusatop (Router);

W — TouKa goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticto (DOCSIS cable device);
H — CeteBoe ycTpolictBo (Host);

r — NosTopuTens (Repeater);

O — Tun HeunssecteH (Other).

System description

OnucaHuWe coceiHero ycTponcTaa.

Port description

OnucaHMe nopTa coceaHero ycTpoicTaa.

Management address

Appec ynpasneHus ycTponcTsom.

Auto-negotiation support

OnpegenseT, nogaep1MBaeTca M aBTOMaTUYECKOe onpeaeneHne pexnma nopra.

Auto-negotiation status

OnpegenseT, BKAOYEHA M NOAAEPIKKA aBTOMATUYECKOrO ONpeaesieHna pexmnma
nopra.

Auto-negotiation
Advertised Capabilities

OnpepenseT pexumbl, noaaepKnaaemble GpyHKLMEH aBTOMATUYECKOTO onpeaeneHus
nopra.

Operational MAU type

Pabouunit MAU-TMN ycTpolicTaa.

Mpumep HacTpoikm TLV-onumit Ha nHtepodeiice Gigabitethernet 0/1:

console (config) # set 1lldp enable
console (config) # interface gigabitethernet 0/1
console (config-if)# 1lldp tlv-select basic-tlv port-descr
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console (config-if)# 11ldp tlv-select
console (config-if)# 11ldp tlv-select
console (config-if)# 11ldp tlv-select
console (config-if)# 1l1ldp tlv-select
console (config-if)# 1l1ldp tlv-select
console (config-if)# 11ldp tlv-select
console (config-if)# 1l1ldp tlv-select
console (config-if)# 1l1ldp tlv-select
console (config-if)# 1l1ldp tlv-select

4.15 Hacrpoiika npotokona OAM

basic-tlv sys-name

basic-tlv sys-descr

basic-tlv sys-capab

basic-tlv mgmt-addr ipv4 10.0.0.1
dotltlv port-vlan-id

dotltlv protocol-vlan-id all
dot3tlv macphy-config

dot3tlv link-aggregation

dot3tlv max-framesize

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah — ¢pyHKUMM ypOBHA
KaHana nepefayuv AaHHbIX MPEeACTaBAAlOT cobOM MPOTOKOS MOHUTOPWUHIA COCTOSIHWMA KaHana. B atom
NpPOTOKO/IE ANA Nepesayn MHPOPMALUKN O COCTOSHUM KaHana Mexay HenocpeacTBEHHO NOAKAOYEHHbIMU
ycTpoiicteBamu Ethernet mcnonbsyiotca 610KM gaHHbIX npotokona OAM (OAMPDU). O6a ycTpolicTBa

[O0JIKHbI noaaep»kmnBatb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

Bug, 3anpoca KOMaHAHOMW CTPOKM B pexume KoHdurypaumm nHtepdelicos Ethernet:

console (config-if)#

Y

Hacrtpoiika Ethernet OAM TpebyeTca ana otnpasku snmp-trap no cobbiTuio Dying Gasp.

Tabaunua 98 — KomaHgpl pexxnma KoHdurypaumm nHtepdelica Ethernet

3HayeHue/3HayeHue
Mo yMoA4YaHuo

KomaHoa

Aelicmeue

shutdown ethernet-oam

OTKntounTb paboty moayna Ethernet OAM Ha ycTpoiicTse.
[aHHasa KomaHAa oTKAouaeT paboty moayna Ethernet

no shutdown fault-
management

-/BKAOYEHO OAM c 6e3B0O3BpaTHbIM yAaneHMEM BCEX HACTPOEK
6n0ka OAM.
no shutdown ethernet-oam Bkntountb paboty moayna Ethernet OAM Ha ycTpolicTse.
shutdown fault-management OTKAtounTb paboTy moaynsa Fault-management Ha ycTpoiicTse.
[JaHHas KomaHaa oTKAwuaer pabory mopayna Fault-
JeknioueHo ! management ¢ 6e3B03BpaTHbIM yAa/seHUeM Bcex

HacTpoek 6n10Ka Fault-management.

Bkatoumntb paboty moaynsa Fault-management Ha ycTpolicTse.

ethernet-oam enable
ethernet-oam disable

-/BbIKAOYEHO

PaspewunTtb paboty OAM

3anpetutb paboty OAM

ethernet oam link-monitor
frame threshold count
count: (1..900)/1

no ethernet-oam link-monitor
frame threshold

YCTaHOBUTb MOPOr KOAMYECTBAa OLWMBOK 3a YKasaHHbIM nepuog,
(nepwog, yctaHaBnanBaeTca KomaHgo ethernet oam link-monitor
frame window).

BoccTaHOBUTL 3HaYeHWe N0 YMOHYAHWUIO.

ethernet-oam link-monitor
frame window window

no ethernet-oam link-monitor
frame window

window: (10..600)/100 mc

YCTaHOBWUTbL BPEMEHHOW MPOMENKYTOK A/1A MOACUYETa KOMYecTBa
ownboK.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

ethernet-oam link-monitor
frame-period threshold count
count: (1..900)/1

no ethernet-oam link-monitor
frame-period threshold

YcTaHoBUTbL nopor ans cobbitna «frame-period» (nepuog ycra-
HaBAMBaeTcA KomaHgol ethernet-oam link-monitor frame-pe-
riod window).

BoccTaHOBUTL 3HaYeHMe no YMONYaHUIO.

window:
(Oxffff../123456..)

ethernet-oam link-monitor
frame-period window window

YCTaHOBWUTb BPEMEHHOM NPOMEKYTOK AnsA cobbitua «frame-
period».
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no ethernet-oam link-monitor
frame-period window

BoccTaHOBUTL 3HaYeHMe no YMONYaHUIO.

ethernet oam link-monitor
frame-sec-summary threshold
count

no ethernet-oam link-monitor
frame-sec-summary threshold

count: (1..900)/1

YcTaHOBUTbL nopor ana cobbitma «frame-period» (nepuog, ycra-
HaBauBaeTcA KomaHaol Ethernet-oam link-monitor frame-sec-
onds window), B cekyHAax.

BoccTaHOBMTL 3Ha4YeHMe no YMONYaHULO.

ethernet-oam link-monitor
frame-sec-summary window

window window: (100..9000)/100

YCTaHOBWUTb BPEMEHHOM NPOMEKYTOK AnsA cobbitua «frame-
period».

no ethernet-oam link-monitor me BoccTaHOBUTbL 3Ha4YEeHWE NO YMOAYaHUIO.

frame-seconds window

ethernet-oam mode YCTaHOBUTb peMm paboTbl npoTokona OAM:

{active| passive} Jactive - active — KOMMyTaTOp NOCTOAHHO oTnpasnadaet OAM PDU;

- passive — KOMMyTaToOp HaunHaeT oTnpasaATb OAM PDU Tonbko
npv Haanumn OAM PDU co BCTpeYHOWM CTOPOHBI.

ethernet oam
remote-loopback {deny |

disable | enable | permit} /BbIKIOUEHO

KomaHga ana ynpasneHusa noaaepxKon GyHKLUKM 3aBOpoTa Tpa-
duKa.

- deny — urHopupyet KomaHab! loopback;

- disable — 6nokupyet loopback;

- enable - BkntouaeT KoHTpoIb AnA loopback;

- permit — BkatovaeT 06paboTKy loopback.

ethernet-oam uni-directional
detection

no ethernet-oam -/BbIK/IOYEHO

uni-directional detection

BkntounTtb GyHKUMIO OBHapyKeHWA OAHOHANpPaBAEeHHbIX CBA3el
Ha 6a3e npoToKkona Ethernet OAM.

BoccTaHaBnvBaeT 3HauYeHMe No YMOAYaHUIO.

ethernet-oam uni-directional
detection action
{log| errdisable}

-/log

no ethernet-oam
uni-directional detection
action

OnpeaennTc Peakumto KOMMYTaTopa Ha OAHOHaNpaB/eHHYo
CBA3b:

- log — 3anuchb B }KypHan;

- errdisable — nepesog nopTa B cocToAHue «error-disable», 3a-
Nncb B XXypHan u otnpaska SNMP trap.

BoccTaHOBUTb 3HaYeHMe N0 YMONYAHUIO.

ethernet-oam uni-directional
detection agressive

-/BbIK/IIOYEHO

no ethernet-oam
uni-directional detection
aggressive

BK/OUYNTD arpeccuBHbIN pexnm onpepeneHna ogHOHanpaBneH-
HOW cBA3u. Ecn OT coceiHero ycTpoicTBa NepecTatoT NpUxoauTb
Ethernet OAM-co0bLWeHNs — IMHK MOMeYaeTCcs Kak O4HOHANpPaB-
JIEHHBIN.

BoccTaHOBUTb 3HaYeHME N0 YMONYAHUIO.

ethernet oam uni-directional
detection discovery-time time
no ethernet-oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YCTaHOBWUTb BPEMEHHOM MHTEPBAA ANA ONpesesieHus TUna cBasu
Ha nopry.

BoccTaHOBUTL 3HaYeHMe N0 YMOYAHWUIO.

KomaHObI pexcuma 210b6anbHol KoHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoM KOHGUrypaumm:

console (config) #

Tabanua 99 — KomaHgpl pexxnma rnobanbHom KoHoUrypaumm

3HayeHue/3HavyeHue
no ymoan4yaHuro

KomaHoa

Aelicmeue

set ethernet-oam

{enable|disable} -/disable

BkatounTb/BblkAounTs OAM B cucteme.

set ethernet-oam oui oui oui: (aa:aa:aa)

3agatb OUI gna OAM.
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KomaHOwbi pexcuma privileged EXEC

Bce KOMaHAbl AOCTYMHbI ANA NPUBUMAEIMPOBAHHOIO Nosb3oBaTens. Bug 3anpoca KomaHAHOM CTPOKK
pernma privileged EXEC:

console#

Tabnnua 100 — KomaHgb! pexuma privileged EXEC

Komanda 3HavyeHue/3HayeHue Leiicmeue
no ymosn4aHurw
show port ethernet-oam - OT106pasnTb MHGOPMALIMIO O TEKYLLEM COCTOSHUMU 0am.
show port ethernet- fa_port: (0/1..24); 0OT06pasnTb MHGOPMALMIO O TEKYLLEM COCTOSHUM 0am ANS KOH-
oam({fastethernet fa_port | gi_port: (0/1..48); KpeTHoro nHTepdeiica.
gigabitethernet gi_port te_port: (0/1..11).

| tengigabitethernet te_port}

show port ethernet-
oam(fastethernet fa_port |
gigabitethernet gi_port

| tengigabitethernet te_port]
neighbor

fa_port: (0/1..24); OTO6pPa3nTb COCTOAHME COCEACTBYOWEN KOHPUTYpaLmum.

gi_port: (0/1..48);
te_port: (0/1..11).

OT1o6pa3snTb ctatuctuky OAM ans uHTepdeincos/KOHKPETHOro MH-
Tepdelica.

show port ethernet-
oam(fastethernet fa_port |
gigabitethernet gi_port

| tengigabitethernet te_port]
statistics

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11).

show port ethernet-oam({ OTo6pa3nutb OAM HacTpolikK nopTa.
fastethernet fa_port |
gigabitethernet gi_port

| tengigabitethernet te_port }

event-notifications

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11).

show port ethernet-oam fa_port: (0/1..24); OT06pasunTb Nor cobbITii coctosHna OAM.
[fastethernet fa_port | gi_port: (0/1..48);

gigabitethernet gi_port te_port: (0/1..11).

| tengigabitethernet te_port]

show ethernet-oam global OT06pa3unTb r1obanbHble HAacTPoWKKM 61o0ka OAM.
information i

Mpumep HacTpoliku Ethernet OAM:

console (config) # set ethernet-oam enable
console (config) # interface gigabitethernet 0/1
console (config-if)# ethernet-oam enable

4.16 lNpynnoBasa aapecauumsa

4.16.1 ®yHKyusa nocpedHUKa npomokKosa IGMP (IGMP Snooping)

®dyHKUMA IGMP Snooping Mcnonb3yeTcsa B CeTAX rPynnoBoi paccbliku. OcHoBHOM 3agaveit IGMP
Snooping ABnAeTcA NpefoCTaBNeHMe MHOroagpecHoro TpaduKa TONbKO AAA Tex NOpPTOB, KOTopble
3anpocuau ero.

V MoapeprkuBarTca Bepcuun npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.
’ | ®dyHKuma rpynnosoii punbrpauum “bridge multicast filtering” BkntoueHa no ymonuanuio.
-

PacnosHaBaHMe NOPTOB, K KOTOPbIM MOAKAOYEHbI MHOMOaApecHbIe MapLIPyTU3aTOPbl, OCHOBAHO Ha
cneayolmx cobbITuaAX:

— IGMP-3anpocbl NPUHATbLI HA NOPTY;
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— nakeTbl npoTokona Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NOPTY;
— MakKeTbl MPOTOKO/1Ia MHOroaapecHon mapwpyTtmnsaumm Distance Vector Multicast Routing Protocol

(DVMRP) npuHATbI Ha nopTy;

— naketbl npoTtokona MRDISC npnHATLI Ha NopTY;
— naketbl NpoToKosa Multicast Open Shortest Path First (MOSPF) npuHATbI Ha NopTy.

KomaHObI pexcuma 2n10bas1bHoU KoOHpuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHGUrypaumm:

console (config) #

Tabaunuya 101 — KomaHabl pexkmma rnobanbHoi KoHpUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

shutdown snooping

-/BKNOYEHO

no shutdown snooping

OTKAtounTbL paboty moayns IGMP/MLD Snooping Ha ycTpoicTse.
l [aHHaa KomaHpa oTkAoyaeT pabory moayna
Lo IGMP/MLD Snooping ¢ 6e3B03BpaTHbIM yaaneHuMem

Bcex HacTpoeK 6;10ka IGMP/MLD Snooping.

Bratoumntb paboty moayns IGMP/MLD Snooping Ha ycTpoiicTae.

ip igmp snooping

— - -/BbIK/IlOYEHO
no ip igmp snooping

PaspewunTb ucnosnb3osaHue ¢pyHkuun IGMP Snooping KommyTa-
TOpOM.

3anpeTuTb Ucnosib3oBaHue ¢oyHKUMM IGMP Snooping KommyTaTo-
pom.

ip igmp snooping vlan vian_id

vlan_id: (1..4094)/BbI-
KNtoueHo

no ip igmp snooping vian
vlan_id

PaspewwnTb ncnonb3osaHme ¢dyHkUuun IGMP Snooping KommyTa-
TOpPOM ANA AaHHOro nHtepdeiica VLAN.
- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

3anpeTuTb Ucnosib3osaHue ¢oyHKUMM IGMP Snooping KommyTaTo-
pom ansa gaHHoro uHTepdeinca VLAN.

snooping authentication

- —— -/BbIK/IlOYEHO
no snooping authentication

BkntoumTb aBTOpM3aumto IGMP join rnobansHo.

BbIkntounTb aBTopusaumio IGMP join rnobanbHo.

snooping authentication
cache-time timeout

no snooping authentication
cache-time

-/600

HacTpouTb TalimayT ansa cache-tabanupl IGMP-aBTOpUsaymm.

BepHyTb 3HaYeHWe N0 yMONYaHUIO.

ip igmp snooping vlan vian_id
mrouter interface {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24);

no ip igmp snooping vian
vlan_id mrouter interface {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

Onpeaennts MOPT, K KOTOPOMY MOAKNIOYEH MApLLpyTM3aTop
MHOTroaZpecHoOM PaccblIkM ans 3agaHHoro VLAN.
- vlan_id — vaeHTMdUKaumMoHHbIi Homep VLAN.

YKasaTb, YTO K NMOPTY HE MOAK/IOYEH MApPLIPYTU3aTOP MHOroas-
pecHol pacchinku.

ip igmp snooping vlan vian_id

immediate-leave .
vlan_id: (1..4094);

-/BbIK/IOYEHO

no ip igmp snooping vian
vlan_id immediate-leave

BkntoumTb npouecc IGMP Snooping Immediate-Leave Ha TekyLiel
VLAN. O3HayaerT, 4To NopT A0JIXKeH 6bITb HEMeA/IeHHO yAaneH u3
rpynnbl IGMP nocne nonyyeHus coobueHua IGMP leave.

OTKAtounTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wen VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_add

vlan_id: (1..4094)/sbI-
K/IHO4EHO

BKAOUMTL NOAMEHY KOMMYTAaTOPOM aApeca MCTOYHMKA Ha 3aaH-
HbIN IP-agpec B nakeTax IGMP-report B ykazaHHom VLAN.
-ip_addr — IP-agpec, KoTopbiii ByaeT Ucnonb3oBaTbCA A1a Nnoa-
MeHbI
MoameHa Ha 3aAaHHbIM agpec ANA TPAH3UTHOro Tpa-
! ¢$UKa NPOMUCXOAUT NPU BKAIOYEHHOM ip igmp snooping.
MoameHa Ha 3agaHHbIA agpec ana Tpaduka, ucxoaa-
wero ¢ CPU kommyTaTopa, — Npu BKJIIOYEHHOM ip igmp
snooping u ip igmp snooping proxy-reporting.
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no ip igmp snooping vlan
vlan_id replace source-ip

BbIKNOUMTL NOAMEHY KOMMYTaTOPOM aApeca UCTOYHMKA Ha 3a-
AaHHbIN IP-agpec B nakeTax IGMP-report.

ip igmp snooping group-query-
interval value

ip igmp snooping group-query-
interval

value: (2..5)

YCTaHOBWUTb WMHTEPBAN BPEMEHW B CEKYHAAX, Moc/e KOToporo
YCTPOIACTBO OTNpaBAseT group-query Ha mrouter.

YCTaHOBWUTb 3HAYeHME NOo YMOI4aHUIO.

ip igmp snooping port-purge-
interval value

no ip igmp snooping port-
purge-interval

value: (130..1225)

YCTaHOBUTb MHTEPBaN BPEMEHU B CEKYHAAX, MO NCTEYEHUM KOTO-
poro mrouter yaanaetcs, ecam He nony4vaet IGMP reports.

OTKNHOUUTL HACTPOMKY.

ip igmp snooping query-
forward all-ports

ip igmp snooping query-
forward non-router

BK/IOUMTb OTNPABKY query BO BCE MOPTbI.

BKAOUMTL OTNPaBKy query B non-router-nopTol.

ip igmp snooping report-
suppression-interval value

3apaTtb MHTepBan (B ceKyHaax), ana Kotoporo IGMPv2 report gns
OZHOW 1 TOW e rpynnbl He 6yAyT nepeHanpaBaeHbl.

no ip igmp snooping retry-
count

— - value: (1..25) ~
no ip igmp snooping report- OTKNIOUYUTD HACTPOMKY.
suppression-interval
ip igmp snooping retry-count MaKcrMmanbHoe Ko/IMYecTBO query, OTHOCALLMXCA K rpynne, oT-
value npaBAeHHbIX Ha mrouter.
value: (1..5)

OTKNOYUTD HACTPOWMKY.

ip igmp snooping send-query
enable

ip igmp snooping send-query
disable

Pa3spewnTb nepenayy query-nakeTos Ha yCTPOMCTBE.

3anpeTuTb Nepesayy query-nakeTos Ha yCTPOMCTBe.

ip igmp snooping source-only
learning age-timer interval

no ip igmp snooping source-
only learning age-timer

interval: (130..1225)

YCcTaHOBUTb MHTEPBAA (B CEKYHAAX), NOC/Ee KOTOPOro NopT yaana-
etca, ecnm IGMP reports He noay4yeHsbl.

OTK/OYNUTb TaMep.

ip igmp snooping filter

no ip igmp snooping filter

-/BbIK/OYEHO

Pa3spewntb ucnosnbsosaHme GpyHKUMN dunbtpaumm IGMP Ha UH-
Tepdelicax.

3anpetTuTb UCNonb3oBaHWe GyHKUM dunbTpaumm IGMP Ha UH-
Tepdelicax.

KomaHObl pexcuma kKoHguaypauuu VLAN (duanasoH VLAN’08)

console# configure terminal

console
console

(config)# vlan 1,3,7
(config-vlan-range) #

Tabnnua 102 — KomaHabl pexmuma KoHpurypauum VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip igmp snooping replace
source-ip ip_add

BKAOUNTL MOAMEHY KOMMYTAaTOPOM afpeca UCTOYHWMKA Ha 3a-
AaHHbIN IP-agpec B nakeTax IGMP-report.
-ip_addr - IP-agpec, KOTOpbIit ByaeT MCnonb3oBaTbCA ANA NoA-
MeHbl
MoameHa Ha 3aA,aHHbIN agpec ANA TPaH3UTHOrO Tpa-
! ¢MKa npoucxoauT nNpU  BKAKOYEHHOM ip igmp
snooping. MoameHa Ha 3aAaHHbIA agpec AnA Tpa-
¢uKa, ucxopawero ¢ CPU kommytaTtopa, — Npu BK/IO-
YeHHOM ip igmp snooping u ip igmp snooping proxy-
reporting.

no ip igmp snooping replace
source-ip

BbIKNOUMTL MOAMEHY KOMMYTAaTOPOM agpeca UCTOYHUKA Ha 3a-
AaHHbIN IP-appec B naketax IGMP-report.

ip igmp snooping cos cos

YcTaHOBUTb 3HauyeHue 802.1p gns IGMP-nakeToB, KoTopble by-
AYT UCNO/Ib30BaTbCA KOMMYTAaTOPOM Ha UHTepderice VLAN.

v2 | v3}

no ip igmp snooping cos cos: (0..7)/- Ypanaet 3HayeHne metkn 802.1p ana IGMP-nakeToB Ha UHTeEp-
deice VLAN.
ip igmp snooping version {v1 | N3 YcTaHoBUTL Bepcuto npoTtokona IGMP 8 VLAN.
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ip igmp snooping

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

ip igmp snooping fast-leave

no ip igmp snooping fast-leave

-/BbIK/IIOYEHO

BkntoyaeT ¢pyHKumto fast-leave ans VLAN.

BbikntoyaeT pyHKumio fast-leave ansa VLAN.

ip igmp snooping max-
response-code value

no ip igmp snooping max-
response-code

value: (0..255)

YCTaHOBWUTbL MaKCMMa/ibHOE Bpems OTBETa Ha 3anpoc, 3ajatoLLe-
ecsl B KoJe, r4e OfHa eAMHMLA KoAa paBHa OLHOM aecATol ce-
KyHAbl.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip igmp snooping mrouter {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

no ip igmp snooping mrouter-
port{ fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

CTaTU4eCcKM HacTpouTb NOPTbI MappyTusaTopa gna VLAN.

Yaanutb yKasaHHble NpTbl MapwpyTusaTtopa ana VLAN.

ip igmp snooping mrouter-port
{ fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
[time-out time]

no ip igmp snooping mrouter {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

time: (60..600)

HacTpouTb MHTEepBan OXKUAAHWUA [0 OYUCTKM MOPTa MapLUPyTM3a-
Topa ana nHtepderica VLAN.

YCTaHOBUTb 3HaAYeHMe No YMOI4YaHUIO.

ip igmp snooping mrouter-port
{ fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
version {v1 | v2 | v3}

no ip igmp snooping mrouter {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
version

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

HacTtpoutb Bepcuio IGMP ana nopta mapwpyTtmsaTtopa ana VLAN.
-v1l — IGMP snooping Version 1;
-v2 — IGMP snooping Version 2;
-v3 — IGMP snooping Version 3.

YcTaHOBUTb BEPCUIO NO YMONYAHMUIO.

ip igmp snooping multicast-vlan
profile index

no ip igmp snooping multicast-
vlan profile

index: (1..4294967295)

MpuBasaTb multicast-npodunb ¢ 3agaHHbIM MHAEKCOM K VLAN.

Ypanutb npusasky K VLAN.

ip igmp snooping querier

no ip igmp snooping querier

-/BbIK/IOYEHO

BKAOUMTL NOAAEPKKY BblAAuM 3aNpoCcoB igmp-query KOMmyTa-
Topom 8O VLAN.

BbIKNOUNTL MOAAEPHKKY BblAauM 3aNpoCcoB igmp-query KommyTa-
TOopom 8O VLAN.

ip igmp snooping query-interval
interval

no ip igmp snooping query-
interval

interval:
(60..600)/BbIKkNIO4EHO

YcTaHOBUTb TaVIMayT, Nno KOTOPOMY CUCTEMA OTNPaBaAET OCHOB-
Hbl€ 3anpocCbl BCEM YYaCTHUKam rpynnbl MHOI'OB,CI,pECHOl;’I nepe-
Aadn anAa NnpoBepKU NX aKTUBHOCTU.

YCTaHOBUTb 3HaYeHuMe no YMOANYaHUIO.

ip igmp snooping sparse-mode
enable

ip igmp snooping sparse-mode
disable

-/BbIK/IOYEHO

BKAIOUNTE pexMM OUAbTPaLUKM He3aperMcTpMpoBaHHOMO Tpa-
¢duka B VLAN.

OTKAIOUUTDL perUM GUABTPALMN He3apPEerncTPMpPOBaHHOMO Tpa-
¢duka B VLAN.

ip igmp snooping static-group
ip_add [ports ports]

no ip igmp snooping static-
group ip_add

Co3paTh CTaTUYECKYIO 3anuch B TabauLie rpynnoBoii agpecaumu.

YAanuTb cTaTMyeckyto 3anucb u3 Tabauubl rpynnosoi agpeca-
TIZR

ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |

fa_port: (0/1..24);
gi_port: (0/1..48);

Bratountb oT6pacbiBaHne Query Ha uHTepdeiice.
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tengigabitethernet te_port
port-channel group}

no ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

te_port: (0/1..11);
group: (1..24);

BbIKNtoUMTb OTOpacbiBaHMe Query Ha nHTepdeliice.

KomaHObl pexcuma KoHgu2ypayuu uHmepgeltica (QuanasoHa uHmepgelicos) Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHdurypaumm nHtepdelica:

console (config-if)#

Tabnuua 103 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

switchport multicast-tv vlan
vlan_id [tagged]

no switchport multicast-tv vian

vlan_id: (1..4094)

Bkntountb nepeHanpasneHne |IGMP-3anpocoB M3 KIMEHTCKUX
Vlan 8 Multicast Vlan u mynbTukactosoro Tpadumka B KIMEHTCKUE
Vlan B HeTerMpoBaHHOM BUAe.

-tagged — BKounTb NnepeHanpasneHme IGMP-3anpocoB U3 Kau-
eHTcKkumx Vlan B Multicast Vlan u mynbTukactoBoro Tpadmka B Kam-
eHTckue Vlan ana nHtepdeiica B TermpoBaHHOM BUAe.

BbikntounTb nepeHanpasneHne |IGMP-3anpocoB C KAMEHTCKUX
Vlan 8 Multicast Vlan u mynbTukactoBoro TpadumKka B KNIMEHTCKUNE
Vlan gna nutepdeiica B pexxnme «access».

limit

ip igmp snooping limit groups

no ip igmp snooping limit

-/BbIKNIOYEHO

YCTaHOBWTb OrpaHMYeHne Mo KOIMYECTBY rpynn Ha uHTepderice.
Ona pabotbl TpebyercAa KomaHga ip igmp snooping
e filter.

CHATb OrpaHNYeHne Ha KOIMYecTBo rpynn.

ip igmp snooping filter-
profileld filter-id

no ip igmp snooping filter-
profileld

-/BbIK/IIOYEHO

BkntounTb punbTpaumio no filter-id Ha nHtepdelice.

OTkntounTb dunbTpaumio no filter-id Ha nHTepderice.

ip igmp snooping leavemode
{exp-hosttrack | fastleave |
normalleave}

-/normalleave

YcTaHOBUTL pexkum leave Ha nHTepdeiice.

- exp-hosttrack — c otcnexxmsaeHune xocTos;

- fastleave — yaaneHune cpasy nocne nonyyeHue leave;

- normalleave — pexXnm no ymonuyaHuio.

[na paboTtbl TpebyeTca KomaHaa snooping leave-process config-
level port.

ip igmp snooping trusted

no ip igmp snooping trusted

-/BbIKNIOYEHO

BkAtounTb perkum gosepua IGMP Snooping Ha uHTepdeiice.

Ha poBepeHHbI MHTepdeic He pacnpocTpaHaeTca AeicTeue Ko-
MaHg, ip igmp snooping proxy-reporting n ip igmp snooping
replace source-ip.

BbIKNIOUUTL PeKUM f0Bepun Ha UHTepdeiice.

ip igmp snooping authentica-
tion radius [required]

no ip igmp snooping
authentication

-/BbIKNIOYEHO

BkntounTb IGMP-aBTopUu3aumto Ha nHTepdeiice.
required — 3anpeTnTb 06pPaboTKy IGMP join npu HegoOCTyNHO-
ctn RADIUS-cepBepa.

BepHyTb 3HaUYeHMe Mo YMONYaHUIO.

ip igmp snooping
authentication forward-first

no ip igmp snooping
authentication forward-first

-/BbIKNIOYEHO

Bkatountb onuymto forward-first, npu koTopoii IGMP join 6yayT 06-
pabaTbiBaTbCA NEpes, Ux aBTopu3aLLMeit Ha cepeepe.

BepHyTb 3HaYeHWe No YMONYaHUIO.

ip igmp sn authentication

exception mcast profile profile

no ip igmp sn authentication
exception mcast profile

MNpuBAasaTb mcast-npoouns ansa IGMP-aBTopusaLmm Ha UHTEp-
deiic.

BepHyTb 3HaUYeHMe Mo YMOAYaHUIO.
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MprMmep HAcTPOMKM NOAMMUCKMN HA CTaTUYECKMUE rpynnbl:

console# configure terminal

console (config)# vlan 10

console (config-vlan)# wvlan active

console (config-vlan)# ip igmp snooping static-group 232.0.0.1
console (config)# ip igmp snooping

console (config) # ip igmp snooping proxy-reporting

Mpumep HacTpolikn MVR:

B npumepe gigabitethernet 0/1 - mrouter-port, fastethernet 0/1 - KAneHTCcKKit NopT

console (config)# vlan 10,100
console (config-vlan)# vlan active
console (config-vlan) # exit
console (config) # ip mcast profile I
console (config-profile)# permit
console (config-profile)# range 232.0.0.1 232.0.0.5
console (config-profile) # profile active
console (config-profile)# exit
console (config) # snooping multicast-forwarding-mode ip
console (config) # ip igmp snooping
console (config) # ip igmp snooping vlan 100
console (config)# ip igmp snooping multicast-vlan enable
console (config)# wvlan 100
console (config-vlan)# ip igmp snooping multicast-vlan profile 1
console (config) # interface gigabitethernet 0/1
console (config-if) # switchport mode trunk
console (config-if)# exit
console (config)# interface fastethernet 0/1
console (config-if)# switchport mode access
console (config-if) # switchport access vlan 10
console (config-if) # switchport multicast-tv vlan 100
( ) #

console (config-if exit

KomaHOwb! pexcuma EXEC

Bce KOmaHAbl AOCTYMNHbI TONILKO 419 NPUBUNETMPOBAHHOIO NOJIb30BaTeNA.

Buza 3anpoca KomaHAHOM CTPOKM pexxunma EXEC:

console#

Tabnunua 104 — KomaHabl pexkmma EXEC

vlan_id: (1..4094)

Komanda 3HayeHue/3HayeHue leiicmeue
no ymoa4YaHuro
show ip igmp snooping mrouter MNokasaTtb nHpopmaLmto 06 nsyyeH-
- HbIX MHOTOaApPeCcHbIX MapLIpyTM3a-
TOpax B yKasaHHo rpynne VLAN.
show ip igmp snooping interface vian_id . MNokasatb WHpopmaunio  IGMP-

snooping Ansa AaHHOro nHTepdeiica.

CblIKe.

show ip igmp snooping groups MokasaTb MHPOopmaLmio 06 U3yyeH-
HbIX ~ MHOrOaZpecHbIXx  rpynnax,
y4yacTBylOWMX B TPynnoBoi pac-

clear ip igmp snooping groups [vlan vian-id] vian_id: (1..4094)

Ounctnte Tabauuy rpynn noaHo-
CTbO UK B yKa3zaHHOM VLAN.
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show ip igmp snooping authentication cache fa_port: (0/1..24); MpocmoTp cache-tabnanupl IGMP-
[interface {fastethernet_fa_port_| gigabitethernet gi_port | gi_port: (0/1..48); aBTOpU3aLMn
tengigabitethernet te_port | port-channel port-channel}] te_port: (0/1..11);

group: (1..24)

4.16.2 lMNpasuna 2pynnosoli adpecayuu (multicast addressing)

[aHHbIA Knacc KOMaHA, npefHasHayeH AAA 334aHWA NpaBuA FPynnoBOi aapecaupmm B CETU Ha
KaHa/NIbHOM M ceTeBOM YpoBHAX moaenn OSI.

KomaHOb! pexcuma 2106aa6HoU KOHU2ypayuu

Bu, 3anpoca KOMaHAHON CTPOKM peRMMa rno6asbHON KOHPUrypaLmu:
console (config) #

Tabnnua 105 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HavyeHue/3HavyeHue Neiicmeue
o ymMoa4aHuro
ip igmp snooping multicast- BKktounTb GYHKLMIO rpynnoBon GuabTpaymm.
vlan enable
— - - -/BbIKIOYEHO -
ip igmp snooping multicast- BbIKNOUNTL GYHKLMIO rpynnoBov GpuabTpaLmnm.
vlan disable
snooping multicast- HacTpaunsaet pexkmm o6paboTkm multicast-tpadmka no IP-agpecy.
forwarding-mode ip B AaHHOM pexxume yacTb multicast-tpaduka nepexsarbl-
-/mac . BaeTcA ycrpoiictsom Ha CPU.
snooping multicast- HacTtpaunsaeT pexum obpaboTtkm multicast-tpadpmka no MAC-aa-
forwarding-mode mac pecy.
snooping leave-process config- OnpeaenneT ypoBeHb KOHPUIypaLLMM MexaHM3MoB 06paboTKM oT-
level port | nycka (KoHourypauum Ha ocHose VLAN nau Ha ocHoBe nopTa).
snooping leave-process config- -Man YCTaHOBWTb 3HaYEHWE MO YMOIYAHUIO.
level vlan
snooping report-process YKa3blBaeT Ha Kakux nopTax obpabaTblBaloTCA MOAyYEHHble pe-
config-levelall-ports nopTbl OT XocTa. PenopTbl MoryT 0bpabaTbiBaTbCA HA BCEX NOPTaX
-/non-router-ports WM Ha NOPTax, KOTOpble He ABNAITCA mMrouter-nopTamu.
snooping report-process YCTaHOBWTb 3HAYEHME NO YMOYAHUIO.
config-level non-router-ports

4.16.3 MLD snooping — npomoKos1 KOHMPOoAA MHO20a0pecHo20 mpaguka 8 IPvé

MLD snooping — MexaHM3M MHOroaApecHOM pPacCbiIKM  COOBLWEHMI, MNO3BOAAIOLWNIA
MWHUMW3MPOBATb MHOrOAApPeCHbIN TpaduK B IPv6-ceTax.

V B TeKyuweii Bepcuu MO He noaaepKuBaetca Ha mogenax MES2448B, MES2448E.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHOM KOHGUrypaumm:

console (config) #

Tabnnuya 106 — KomaHgbl rnobanbHOro perkmma KoHpurypaumm

3HavyeHue/3Ha4yeHue .
KomaHda / Aelicmeue
o ymoa4aHuio
ipvé mld snooping / Bkatountb MLD snooping.
-/BbIKAOYEHO
no ipv6 mid snooping OTkntounTs MLD snooping.
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ipvé6 mld snooping group-
query-interval interval

no ipvé mld snooping group-
query-interval

interval: (2..5)/2

YCTaHOBWUTb TaliMayT, MO KOTOPOMY CMCTEMA OTNPaB/IAET OCHOBHbIE
query-3anpocsl.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ipv6 mld snooping mrouter-
time-out time

YCTaHOBWUTb BpPeMA OXMAAHMA OYMCTKM MOPTa OTCAEXKMBAIOLLErO
mapuwpyTtusatopa MLD, nocne KOTOporo nopT yAansaeTca, ecan He

time: (60..600) nony4eHsl controlpackets maplpytusatopom MLD.
no ipvﬁ mid snooping mrouter- YCTaHOBUTb 3HaYeHMEe N0 YMOHAHUIO.
time-out
ipv6 mld snooping port-purge- 3a4aTb MHTEPBaN BPEMEHWN OUYUCTKM NoOpTa oTcaexmsaHmna MLD, no-
interval interval interval: cne KoToporo nopt yaanaetca, ecnv MLD-reports He nonyyeHbl.

no ipv6 mld snooping port-
purge-interval

(130..1225)/260

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ipvé mld snooping proxy-
reporting

no ipvé mld snooping proxy-
reporting

BKAOUNTL GYHKLMIO Proxy-report Ha ycTpoiicTae.

BbIKMOUMTL GYHKLMIO proxy-report Ha ycTpoiicTae.

ipvé6 mld snooping report-
forward {all-ports | router-
ports}

no ipvé mld snooping report-
forward

YKa3zaTb HanpasneHune penopTtos: Bo Bce nopTbl VLAN unm Tonbko
Ha NopTbl poyTepa.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

ipv6 mld snooping report-
suppression-interval interval

no ipvé mld snooping report-
suppression-interval

interval: (1..25)

YCTaHOBWTb BpeMEeHHOM MHTepBa 3anpeTa nepeaayn MLDvSnoop-
ing-reports, B Te4eHne KOToporo coobuieHma otyetos MLDv1 He by-
OyT NepeHanpaBaATbCA Ha MOPTbl MapLpyTU3aTopa ANSA TOW ke
rpynnbi.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

ipvé mid snooping retry-
countinrerval interval

no ipv6 mld snooping retry-
countinrerval

interval: (1..5)

YCTaHOBUTb MaKCMManbHOE KOIMYECTBO rpynnoBbIX 3anpocos, OT-
npasasemblX Ha NOPT NpU Noay4yeHumn coobuweHma MLDv1.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipvé mld snooping send-query
enable

ipvé mid snooping send-query
disable

-/disable

BkatounTb dyHKLMIO Nnepenaum 3anpocos MLD npu UameHeHUn To-
nonoruu.

BbIkntounTb GyHKLMIO Nnepesayn 3anpocos MLD npu nameHeHuu
TONONOrUN.

KomaHOowb! pexcuma EXEC

Bce KomaHAapbl AOCTYNHbI TONIbKO A/1A NPUBUNETNPOBAHHOIO NO/1b30BaTENA.

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnunua 107 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show ipv6 mld snooping global

OT06pa3unTb robanbHble HacTporiku MLD.

show ipv6 mld snooping vlan
vlan_id

OTo6pasnTb MHPOPMaLMIo 0 KoHbUrypauumn MSD-snooping ans
naHHou VLAN.

KomaHObI pexcuma KoHgu2ypayuu VLAN (duanasoH VLAN o8)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnnua 108 — KomaHapl pexkmma KoHpurypaumm VLAN
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KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmeue

ipvé mld snooping mrouter {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

No ipv6 mld snooping mrouter
{ fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);

MpuBA3aTbh NOPT OTCAEXKMBaAtOLWEero mapwpytusatopa MLD k VLAN.

te_port: (0/1..11)

Ypanutb NOpT oTCAeXnBarLero mapwpyTtnsatopa MLD ns VLAN.

ipvé mld snooping version {v1
| v2}

ipvé mld snooping version

-/v2

HacTtpouTb Bepcuto otcnexknsaHua MLD B VLAN.
-vl — MLD snooping Version 1;
-v2 — MLD snooping Version 2.

YCTaHOBUTb 3HaYeHWe MO YMOYaHUIO

4.16.4 ®dyHKkyuu o2paHuveHua multicast-mpacgpuka

®YHKUMM orpaHnyeHnsa multicast-Tpaduka ncnonbaytotcs gna yaAobHON HACTPOMKM OrpaHuMuYeHus

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

MPOCMOTpPA OnpeaeneHHbIX FPynn MHOroaapecHoOn PaccbIKu.

Bug, 3anpoca KOMaHAHOM CTPOKM peXnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnuua 109 — KomaHapl pexkruma rnobanbHom KoHdUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

ip mcast profile index

no ip mcast profile index

index: (1..4294967295)

Co3paatb multicast-npoduab u nepenTn B pexkMm ero KoHGU-
rypupoBsaHus.

Ypanute multicast-npodpune.

KomaHObI pexcuma KoHgu2ypayuu multicast-npoguns

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm multicast-npoduns:

console (config-profile) #

Tabnnua 110 —KomaHabl pexkmma KoHourypauum multicast-npoduns

KomaHpa

3HauyeHune/3HaueHune
Nno YMOYAHUIO

OnucaHue

range first_group_ip
last_group_ip

range first_group_ip
last_group_ip

3apaTb AMana3oH aApecoB-UcTouHMKOB multicast-Tpaduka.
Ecnun 3a4aTb TONbKO OAMH afpec, OH CTaHeT eAUHCTBEHHbIM WUC-
TOYHMKOM MYNbTMKACTa.

Ypanutb A1ManasoH agpecos-UCcTOMHUKOB multicast-Tpaduka.

permit

deny

-/deny

B cnyyae HecooTBeTCTBMA OAHOMY M3 33faHHbIX AMANas’oHOB,
IGMP-report 6yayT nponycKkaTbcs.

B cnyyae HecoOTBETCTBUA OAHOMY M3 33AaHHbIX [ManasoHOB,
IGMP-report 6yayT oTbpacbiBaTbCA.

profile active

AKTMBMpOBaTL paboTy npoduns.

KomaHObl pexcuma KoHguzypayuu VLAN

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxknume KoHdurypaumm VLAN:

console (config-vlan) #
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Tabnnua 111 — KomaHgbl pexkmma KoHpurypaumumn VLAN

3HaueHune/3HaueHmne
no ymonyaHuto

KomaHpga OnucaHune

ip igmp snooping multicast-
vlan profile profile

index: (1.. 4294967295) MpuBA3aTb YKasaHHbIA Npodunb K VLAN.

4.17 ®yHKUUM ynpaBneHUA

4.17.1 MexaHu3m AAA

Ona obecneyeHna 6e30NacHOCTM CUCTEMbl MCMOAb3yeTca MexaHusam AAA (ayTeHTUdMKaumA,
aBTOpPM3aLMA, YYeT).

— Authentication (ayTeHTMdUKALMA) — conocTaBaeHME 3anpoca CyLLEecTBYHoLEeN YYETHOW 3a-
nucK B cucteme 6e3onacHoCTU.

— Authorization (aBTopu3aumsa, NpoBepKa YPOBHA A0CTyNa) — CONOCTaB/leHNe YYETHOMN 3anncu
B cucTeme (npoweawei ayTeHTUOMKaLMIO) M onpeaenEHHbIX MOIHOMOUYNNA,

— Accounting (y4éT) — cnexkeHue 3a notpebneHmem pecypcos noab3oBaTesiem.

ANnA WwnppoBaHUA AaHHbIX UCNONb3YETCA MexaHu3m SSH.

KomaHObI pexcuma 2n106anbHol KoOHpuU2ypayuu

Buz, 3anpoca KOMaHAHOMN CTPOKM peskuma rnobasbHON KoHpUrypaumm:
console (confiqg) #

Tabnnua 112 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

KomaHda Aeiicmeue

enable password password
[level level]

YCTaHOBWTbL Maposib A1 KOHTPOAA U3MEHEHUA NPUBUAETUI O0-
CTyna nonb3oBaTtenen.
- level — yposeHb npusuneruii;
- password — naposneb.
BKkatoualowmii B ceba cnewucMmsosibl naponb Tpebyetca
e YKasbiBaTb B KaBbI4KaXx.

level: (1..15)/1;
password: (5..20)
CUMBOJI0B

no enable password [level
level]

YaanuTb naposib 418 COOTBETCTBYIOLLErO YPOBHS NPUBUIETMIA.

username name password
password [privelige level]

[06aB1Tb No/sb30BaTENA B /IOKa/bHYIO 633y AaHHbIX.
- level — ypoBeHb npusuiernii;
- password — naposb;
Bkawouatowmii B cebs cneucumsosibl naposb Tpebyertca

name: (1..20) cumBoNOB;
password: (5..20)

CUMBONOB; g
YKa3biBaTb B KaBblYKaXx.
level: (1..15)
- name — UMs NoAb30BaTENS.
no username name YAanuTb N0Nb30BaTeNA U3 NOKANbHOW 6asbl AaHHBbIX.
aaa authentication login { -/local 3azaTb MeToa ayTeHTMdMKaumMKM NpuU BXOAe 415 KOHcou, telnet,
radius | tacacs | local} list_name: (1..12) ssh.
no aaa authentication login CMMBO/I0B YCTaHOBWTb 3HaYeHMEe N0 YMOYAHMIO.
aaa authentication enable 3a4aTb MeToA ayTeHTMOUKALMM NP NOBbILEHUN YPOBHA NpU-
. -/local .
{ radius | tacacs | local} . BUAernin ana koHconum, Telnet, SSH.
— list_name: (1..12)
no aaa authentication YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
CMMBOOB

enable

aaa authorization
command /evel {tacacs |
local}

level: (1..15) / BbIKAtOYEHO

PaspewnTtb aBTOpU3aLMI0O KOMaHZ Nosib3oBaTenein.
- level — ypoBeHb npusuaernin nonbsosartenei.
/ B Tekyuwiei sBepcum MO npu N0KaNbHOMU aBTOpU3aLUm
paspeLueHbl Bce KOMaHAbl.
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no aaa authorization
command level

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

Tabnunuya 113 — AtpumbyTbl cooblieHunit BeaeHma yyeta npotokona RADIUS ana ceccuit ynpasneHums

Haau4ue Hanau4ue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NpeHTMdMKaLMA nosb3oBaTens.
IP-agpec KOMMyTaTopa, KOTOPbIN MCMOMb3yeTcA
NAS-IP-Address (4) EcTb EcTb Apec K yraropa, P y
ana ceccunin ¢ Radius-cepsepom.
Mpoun3BoNAbHOE 3HaYeHWNEe, BK/OYEHHOE BO BCe CO-
Class (25) EcTb Ectb P .
obLLeHNa yyeTa ceccui.
. IP-agpec KOMMyTaTOpa, UCNO/b3yemMblil ANA cec-
Called-Station-ID (30) EcTb EcTb “p,p Y P ¥ A
CUI ynpaBneHus.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb EcTb YHUKanbHbIN naeHTUPMKATOP yyeTa.
. YKasblBaeT MeToa, N0 KOTOPOMY KAUEHT A0JKEH
Acct-Authentic (45) EcTb EcTb A poMy A
6bITb ayTEHTUOULMPOBAH.
. . MoKa3blBaeT, KaK A0Aro nosb3osaTtent 6ol Noa-
Acct-Session-Time (46) Het EcTb A A
KJIOYEH K cUcTEME.
Acct-Terminate-Cause (49) | Het EcTb MpuYMHa 3aKPbITUA Ceccum.

Tabnuua 114 — ATpubyThI

coobueHnit BegeHua yyeta npoTtokona RADIUS ans ceccmin 802.1x

Haau4ue Hanu4ue
ampubyma e | ampubyma e
Ampubym PUoY POy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTMdMKauMs nosb3oBaTens.
IP-appec KommyTaTOpa, KOTOPbIM MCMNO/b3yeTcA
NAS-IP-Address (4) EcTb EcTb AP o y' P P v
ana ceccuin ¢ Radius-cepsepom.
NAS-Port (5) Ects Ects MopT KoOMMmyTaTopa, Ha KOTOPOM MOAKAOUYMACA
nosab3oBaTesb.
MpounsBonbHOE 3Ha4YeHMe, BKIOYEHHOE BO BCE CO-
Class (25) EcTb EcTb P .
obLLeHnn yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-agpec KommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-appec nonb3oBaTens.
Acct-Session-ID (44) EcTb Ectb YHUKanbHbIN naeHTUGMKaATOp yyeTa.
. YKa3blBaeT MeToA, N0 KOTOPOMY K/AUEHT A0JIKeH
Acct-Authentic (45) EcTb EcTb A poMy A
6bITb ayTEHTUDULMPOBAH.
. . MoKa3bIBaeT, KaKk A0Aro nosib3osBaTtenb Hbia Noa-
Acct-Session-Time (46) Het Ectb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het Ectb MpuymMHa 3aKpbITUA ceccuu.
Nas-Port-Type (61) EcTb Ectb [MoKa3bIiBaeT TN NOPTA KANEHTA.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobasibHoM KoHdUrypaumm:

console (config) #
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Tabnunuya 115 — KomaHAabl pexxmma KoHpUrypauum tTepmuHana

3HavyeHue/3HavyeHue "
KomaHoa / Aelicmeue
no ymoa4aHuro
aaa authentication login 3a4aTb MeTo4 ayTeHTUOUKALUM MPU BXOLE A1 KOHCONM,
{radius | tacacs | local} Jlocal Telnet, SSH.
-/loca

no login authentication YCTaHOBUTb 3HAY€HME N0 YMOJYaHUIO.
aaa authentication enable 3a4aTb MeTo4 ayTeHTMOUKALMM MPU NOBbILEHUN YPOBHA NPU-
{radius | tacacs | local} BuAernin ana koHconum, Telnet, SSH.

- -/local
no aaa authentication enable YCTaHOBWTb 3HAYEHME N0 YMOIYAHUIO.
aaa authorization command PaspewnTb aBTOpPU3aLMI0 KOMaHA gns KoHconu, Telnet, SSH.
{tacacs | local}

—— -/BbIK/IlOYEHO

no aaa authorization YCTaHOBWTb 3HAYEHME MO YMOYAHUIO.
command

4.17.2 lpomokon RADIUS

MpoTtokon RADIUS ucnonb3yetca ana ayteHTUdMKauumm, astopmsaumm u ydeta. Cepsep RADIUS
ncnonodyetr 6asy AaHHbIX NONAb30OBaTesel, KOTOpaA COLEPKUT AaHHbIe MPOBEPKU NOAJMHHOCTM ANA
KaX[aoro nosb3oBatesid. Takmm ob6pas3om, ucnosib3oBaHWe npoTokosa RADIUS obecneunBaer
LONONHUTENIbHYIO 3aLlUUTY NPU AOCTYNE K pecypcam CeTH, a TaKKe Npu A0CTyne K CaMoMy KOMMYTaTopy.

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B peXnme robasibHo KoHbUrypaumm:
console (confiqg) #

Tabnuua 116 — KomaHapl pexknuma rnobanbHom KoHdUrypauum

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

[06aBUTb yKa3aHHbIM cepBep B CMMCOK Mcnosab3dyembix RADIUS-
cepBepos.

- ip_address — IPv4 unu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nmsa RADIUS-cepBepa;

. hostname: (1..158) - timeout — nHTepBan oXxunaaHuA oTeeTa OT cepsepa;
radius-server host .
) ] CMMBOIOB; - retries — KoiuecTBO NonbITOK Nnoncka RADIUS-cepsepa;

{ipv4-address | ipv6-address |

. . (0..65535)/1813; - secret_key — Koy ans ayTeHTUOUKALMKM U WNdPOBAHMA BCEro
hostname} [timeout timeout] .

. : timeout: (1..30) cek; obmeHa gaHHbIMK RADIUS;
[retransmit retries] [key A ’ .
- i retries: (1..15); - priority — npuopuTeT ucnonbsosaHma RADIUS-cepBepa (4em Huke
secret_key] [priority priority]
secret_key: (0..128) 3HauyeHue, TeM NpMopUTETHEE Cepaep);
CMMBOJIOB; - type — Tun ncnonbzosaHma RADIUS-cepBepa;

priority: (0..65535)/0 B cny4yae oTcyTcTBMA B KOMaHAe napameTpos timeout, retries, se-
cret_key nna paHHoro RADIUS-cepsepa MCNONb3yOTCA 3HAYEHUA
HACTPOEHHbIe C MOMOLLbIO KOMAaHZ, YKa3aHHbIX HUXKeE.

no radius-server host
{ipv4-address | ipv6-address |
hostname}

YOanuTb yKasaHHbIV cepBep U3 cnucka ncnosbsyemoix RADIUS-
cepBepoB.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM cTpPoKM B pexxkume Privileged EXEC:

console#
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Tabnnua 117 — KomaHgapl pexkuma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
show radius-servers OT06pasnTb napameTpbl HacTpoiku RADIUS-cepsepos (KomaHaa
) [O0CTYMHA TONbKO AN1A NPUBMAETMPOBAHHbIX NoJib30BaTeNen).
show radius statistics OT06pa3nTb CTaTUCTUKY NpoTokona Radius, HGopmauuto o nosb-
) 30BaTenax, KoHourypauuio RADIUS-cepsepa.

4.17.3 lpomokon TACACS+

MpoTtokon TACACS+ obecneumBaeT UEHTPASIM30BAHHYIO CUCTEeMy 6e30MacHOCTM ANA MPOBEPKM
no/sb3oBaTesiel, NoayyatoWwmx A0CTyN K YCTPOMCTBY, MPU 3TOM noaaepxmsas coBmectmumoctb ¢ RADIUS u
ApyrMmu npoueccamun nposepku nognmHHoctn. TACACS+ npegocTaBaseT cneaytowme cay»ooi:

— Authentication (nposepka nodauHHocmu). ObecneymBaeTca BO BpemMA BXo4a B CUCTEMY MO
MMeHaM NoNb30oBaTeNIei U onpeaeneHHbIM NO/Ib30BaTENAMM NAPOAM.

— Authorization (aemopu3sayus). ObecneuynBaeTca BO BpPema BXxoda B cuctemy. [locne
3aBEpLIEHMS CeaHca MpPOBEPKM MOA/JAMHHOCTM 3aMycKaeTcs CeaHC aBTopu3auuuM ¢
MCNONb30BaHWEM MPOBEPEHHOrO MMEHW MO/b30BaTeNA, TaKKe CepBepoM MpOoBepAloTCA
NpMBUAErMM NONb30BATENA.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU B pexnume rnobasibHoM KoHbuUrypaumm:
console (config) #

Tabnunua 118 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3HayeHue/3Ha4yeHue »
KomaHoa / Aelicmeue
no ymona4aHuro
tacacs-server host [006aB1Tb yKasaHHbIM cepBep B CMWUCOK ucnonbdyembix TACACS
{ip_address Ihostname} cepBepos.
[single-connection] [port port] - ip_address — IP-agpec TACACS-cepsepa;
[timeout timeout] [key - hostname — ceteBoe uma TACACS-cepBepa;
secret_key] - single-connection — B KaXXAbli MOMEHT BPeMeHW WMeTb He
hostname: (1..63)
60/ble 04HOro coeanHeHna ana obmeHa fgaHHbimm ¢ TACACS-cep-
CMMBOJIOB; Bepom;
port: (0..65535)/49; !
. - port — Homep nopTa A1A obmeHa gaHHbIMKU ¢ TACACS-cepBepom;
timeout: (1..30) cex; - timeout — HTepBan OXWAaHUA OTBETA OT CEpPBEP];
secret_key: (0..128) !
- - secret_key — Kntoy ans ayTeHTMOUKaLMK M WindpoBaHMA BCero 0b-
CMMBO/OB
meHa AaHHbimu TACACS;
Mpwu HacTpolike cepBepa: «tacacs-serverhost ip_address key se-
cret_key» aBTOMaTU4YeCKM BKAOYaeTcs accounting.
no tacacs-server host YOanuTb yKasaHHbI cepBep M3 cnucka ucnosbdyembix TACACS-
{ip_address| hostname} cepBepos.
tacacs-server retransmit YKa3aTb Konnyectso akTueHbIx TACACS-cepBepoB, K KOTopbim by-
number P AeT nooyepesHO MOAKNOUMTLCA KAMEHT, B C/Nyvyae HeyaauyHoWm
ayTeHTMdUKaLmK.
no tacacs-server retransmit YaanuTb HacTPOWKY.
tacacs use-server address BbibpaTb cepsep 13 Tabanubl cepBepos Ans Tacacs-KAMeHTa
{ip_address | hostname} - P peep 4 peepos A )
no tacacs use-server OTMeHUTb UCNONb30BaHWE 3alaHHOTO cepBepa.
tacacs authentication type
.. -/pap Onpenenutb MeTo ayTeHTUGUKaL MM C TOMOLLLbIO tacacs.
{ascii | pap }
tacacs attributes port {console YcTaHOBUTb aTpmnbyTa port B popmaTte cBO6oAHOM CTPOKK onpeae-
| ssh | telnet} identifer identifer (1..255) NeHHOI nonb3oBaTesieM. BO3MOXHO Mcnosib3oBaHMe LWabNOHOB.
cMMB0/10B / WabnoHbl | - %N — HOMEp IMHUK, COOTBETCTBYIOWMIA BbIBOAY KOMaHAbl show
%n %% users;
-%% — cumBon %.
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no tacacs attributes port
{console | ssh | telnet}

YCTaHOBUTb 3HAYeHUA No YMONYaHUIO.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTpoKM B pexxkume Privileged EXEC:

console#

Tabaunuya 119 — KomaHgb! pexknma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
o ymon4aHuro

Aelicmeue

show tacacs

OTob6pasnTb napameTpbl HacTpolikm TACACS-cepBepoB, MeToS,
ayTeHTUOUKALMM U CTATUCTUKY NPOTOKONA (KOmaHAa AoCTynHa

TONbKO ANA MPUBMAETMPOBAHHBIX NO/b30BaTENEN).

4.17.4 Cnucku docmyna ACL dna ynpaeneHusa ycmpolicmeom

B ISS nogaep:kusaetca duabTpauma ynpasasiowero Tpadmka ¢ NOMOLLbIO CIUCKA aBTOPM30BaHHbIX
IP-meHeakepos (IP Authorized Managers). B ¢unbTpe MOXHO 3aAaTb aApec MAM NOACETb UCTOUHUKA,
VLAN, nHTepdeinc 1 cnyxby, c KOTopbix byAeT paspeLlleHo ynpaBieHMe YyCTPOACTBOM.

KomaHObI pexcuma 2n106anbHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 120 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

authorized-manager ip-
source {ipv4_addr [mask | /
ipv4_prefix] | ipv6_addr
[ipv6_prefix]} [interface
interface_list] [vlan vian_list] [
service [snmp] [telnet] [http]
[https] [ssh]]

no authorized-manager ip-
source {ipv4_addr [mask| /
ipv4_prefix] | ipv6_addr
[ipve_prefix]}

ipv4_prefix: (0..32);
ipv6_prefix: (1..128)
vlan_id: (1..4094)

OrpaHnYnTL yNpaB/ieHMe yCTPOMCTBOM MO 3aAaHHOMY GUNBTPY
goctyna.

OTMEHUTb OrPaHMYEHMNE HA YNpaB/eHWe YCTPOMCTBOM.

Ha ycTpoiticTBe MOXKHO CKOHGUrypuposaTb He 6onblue 10 npasun. Mo ymonyaHuio, ecnm He
3a,aHO HU OAHO NPaBWUIO, YNpaB/iieHUE YCTPOMCTBOM AOCTYMNHO C 1I060ro UCTOYHMKA.

’ | Mocne ykasaHua xoTa 6bl ogHoro npasuna authorized-manager gna scex ycTpoiicrs,
b KOoTopble UCK/oueHbl NpaBuaom, byaer geicteoBatb npasuno deny any any.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTpoKM pexkmma Privileged EXEC:

console#
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Tabnnua 121 — KomaHapl pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

show authorized-managers [ip-
source ip_add]

MokasaTb CNMCKM AOCTyNa ANA yNpaBaeHus.

4.17.5 Hacmpolika docmyna

4.17.5.1 Telnet, SSH

[aHHble KOoMaHAbl

npegHasHa4veHbl

ana

HacTPOMKM CepBepoB AOCTyna AfA YnpasBieHus

KommyTaTtopom. Moaaeprkka cepsepos TELNET n SSH kommyTaTopom no3sondAeT yganeHHO NoAKAo4aTbCA
K HEMY A1 MOHUTOPWUHTA U KoHoUrypaumm. KoHdurypmposaHue yctpoictea Yepes Telnet Ha ycTpoiicTee

pa3speLeHo No yMo4YaHuIo.

KomaHObI pexcuma 2a06anb6Hol KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnnua 122 — KomaHabl pexuma rnobanbHoi KoHdurypaumum

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymoa4YaHuro
ssh enable PaspewnTb yaaneHHoe KOHGUIypupoBaHUe yCTPOMCTBA Yepes
SSH.
- -/BKAKOYEHO —
ssh disable 3anpeTntb yaaneHHoe KOHUrypupoBaHUe YCTPOWCTBA yepes

SSH.

ssh server-address ip_addr port
port

port: (1..65535)

3apatb IP-appec SSH-cepsepa u TCP-nopT, ncnonbsyembiin SSH-
cepBepom.

ip ssh auth [hmac-md5 | hmac-

BblbpaTb TMN ayTeHTUOUKALMM NO NpoToKoay SSH.

no feature telnet

-/hmac-shal

shal] /hmac-sha

ip ssh cipher [3des-cdc | aes128- BbI6paThb Wndp ayTeHTUDUKALMM NO NpoTOKOoAY SSH.

-/3des-cdc
cdc | aes256-cdc | des-cdc]
crypto key generate rsa i CreHepupoBaTb Napy Karoyen RSA —4yacTHbIN U Ny6AUYHBIN ann
SSH-cepswuca.

feature telnet PaspewnTtb KoHOUTYypHpoBaHue ycTpoicTaa Yepes Telnet.

-/BKOYEHO

3anpeTuTb KOHbUrypMpoBaHue ycTpoiicTea Yepes Telnet.

KomaHOowbl pexcuma EXEC

KomaHabl JaHHOro pa3aena AOCTynHbl TONbKO ANA NPpUBUAErMPOBaHHbIX nosib3oBaTenem.

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 123 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

show ip ssh

MokaszaTtb KoHduUrypauuto SSH-cepBepa, a TakKe aKTUBHbIE BXO-
aawme SSH-ceccum.

show telnet server

OT06pa3unTb cTaTyc cepsepa Telnet.
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4.17.5.2 KomaHOblI KOHU2ypayuu mepmuHana

KomaHgabl KOHPUrypaunm TepMmnHaNa CAyKaT A8 HACTPOMKM NapameTpoB paboTbl TEPMUHANOB.

KomaHObI pexcuma 2n10bas1bHoU KOHpuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM peXxnma rinobanbHOM KoOHOUrypauum:

console (config) #

Tabnunuya 124 — KomaHabl pexkmma rnobanbHoi KoHpUrypaumm

3HayeHue/3HayeHue -
KomaHoa Aelicmeue
no ymon4yaHuro
line console - Bxoa B peXXnMm cOOTBETCTBYIOLEro TepMUHana.
line telnet - Bxopa B pexKMm COOTBETCTBYIOLLErO TEpMUHANA.

line ssh

BX0Z, B peKMM COOTBETCTBYHOLLErO TEPMUHANA.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Buz 3anpoca KOMaHAHOM CTPOKM B peXXnume KOHPUrypaunm TepMmnHana:

console# configure terminal
console (config)# line {console |
console (config-line) #

telnet |

ssh}

Tabanua 125 — KomaHabl perkuma KoHOUrypauum TepmuHana

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuo

Aelicmeue

exec-timeout seconds

no exec-timeout

seconds:
(1..18000)/1800 cek

3afaTb UHTEpBan, B Te4eHUEe KOTOPOro CMCTema OXuaaeT BBoAa
OT nonb3oBatena. Ecnu B Te4yeHne gaHHOro MHTepBasa NoONb30-
BaTe/lb HU4Yero He BBOAUT, TO KOHCO/1b OTK/NKOYaeTCA.

YCTaHOBUTb 3HaYeHMEe N0 YMOHYAHUIO .

speed {4800 | 9600 | 19200 |
38400 | 57600 | 115200}

(4800, 9600, 19200,
38400, 57600, 115200)/

YCTaHOBWUTb CKOPOCTb Nepefayu ANs NocnefoBaTeNbHOrO WH-
Tepdelica.

no login authentication

115200 6ut/c
enable authentication {radius 3apaTb meToa ayTeHTUPMKaLMM NoNb30BaTENA NPU NOBbILLEHUM
| tacacs | local} -/local YPOBHSA NPUBUAETUIA A1A KOHCONN.
no enable authentication YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
login authentication {radius | 3afatb MeToA ayTeHTUOUKaLMM NPpK BXOAE 417 KOHCONN.
tacacs | local} -/local

YCTaHOBUTb 3HaYEeHME N0 YMOHYAHUIO.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnunua 126 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

show line exec-timeout

MNoKasaTb 3Ha4YeHuns napameTpa exec-timeout ana scex TEPMU-
HanoB.

show line exec-timeout
current

MoKasaTb 3HaueHMs NapameTpa exec-timeout ana TekyLuein cec-
cuu.

110

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




HELTEX

4.18 XypHan aBapwuii, npotokon SYSLOG

CuCTeMHbIe }KypHabl NO3BOJIAIOT BECTU UCTOPULO COBbITUIA, NPOM30LLIELIMNX Ha YCTPOMCTBE, a TaKKe
KOHTPOIMPOBATL NpousoLeawmne cobbiTua B peasibHOM BpemMeHW. B »KypHan 3aHoCATCS cobbITUA BOCbMMU
TUMOB: Ype3BblYalHbIE, CUFHA/bl TPEBOTU, KPUTUUYECKME U HE KPUTMYECKME OLIMBKM, npeaynpexaeHus,

yBeAoMNEHUA, MHOOPMALMOHHbIE U OTNAL0UHbIE.

KomaHOb! pexcuma 2a06aa6HOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUTypaLmm:

console (confiqg) #

Tabnnua 127 — KomaHgb! pexkuma rnobanbHoi KoHdurypaumm

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHda

Aelicmeue

logging on

no logging on
-/perucTpaums BKaOYEHa

BKAHOUMTL perncTpaLmio 0T1a404HbIX COOBLEHNI U COOOLLEHWI
06 owwmnbKax.

BbIK/IIOUMTL PErUCTPALMI0 OTIALOUYHBIX CO0bLLeHMI U cooblue-
HUI 06 owmnbKax.
Mpy BbIKNIOYEHHOM perncTpaumm oTnagouHble coob-
weHnMAa u coobweHna o6 owunbkax Gyayt nepeaa-
BaTbCA HAa KOHCOb.

logging-server priotity [ipv4 |
ipv6] ip_address

no logging-server priotity [ipv4
| ipv6] ip_address

BKkntoumTb Nepegayy aBapuiHbIX U OT/IAA04YHbIX COOBLLEHMI Ha
yaaneHHblt SYSLOG cepsep.
- ip_address — IPv4 nnu IPv6-agpec SYSLOG-cepBepa;
- priority — npuopuTeT NnepefaBaemblX COOOLEHUNA.
V 3HaueHue priority popmupyetca U3 cymmel severity un

facility.
YaanuTb BbIGpaHHbIV cepeep M3 CNMCcKa ncnonblyembix SYSLOG-
cepBsepos.

logging console
level: (cm. Tabanuy
123)/informational

no logging console

BKAOUUTL Nepegady aBapuiiHbIX UM OTAALO0UHbIX COOBLLEHMI
Ha KOHCO/b.

BbIKNOUNTb Nepeaayvy aBapuitHbIX UK OTaL04HbIX COODOLLEHN
Ha KOHCO/Ib.

logging buffered size
size: (1..200)50

no logging buffered

M3MeHWUTb KONIMYECTBO COODLLEHUI, 3aNOMUHAEMBIX BO BHYT-
peHHem bydepe. HoBoe 3HaueHue pasmepa bydepa npume-
HWUTCA Mocne nepesarpyskn yCcTpomncTea.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

syslog {filename-one |
filename-two | filename- -
three} filename

Co3paTb daiin 3anncy aBapuiHbIX M OTAAL0UHbIX COOBLLEHWN.

logging-file [level] filename

level: (128..191) /-
filename: (1..32)

no logging file

BKAOUUTL Nepegavy aBapuiiHbIX MW OTNAL4O0UHbIX COOBLLEHMI
BbI6PaHHOIO YPOBHA BaXKHOCTU B YKa3aHHbIN daitn KypHana.
Level - facility+severity.

Hanpumep, cobbitne ana facility0(128) c yposHem informational
(6) 6yaeT umets level = 134.

BbIK/IOUNTL Nepeaady aBapUnHbIX UM OTAAA04UHbIX COOBLLEHM
B $aiin KypHana.

logging severity

[severity_level] level: (cm. Tabnnuy 123)/6

no logging severity

3afaTb ypoBeHb 10rMPOBaHMA.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

logging facility local{0..7}

3agatb KaTeropuio normpoBaHunA.

no logging hostname-format

-/local0
no logging facility YCTaHOBWTb 3HaYEHME MO YMOIYAHUIO.
syslog localstorage JBKAtOUeHO AKTMBMPOBaTb OTMPABKY aBapUMHbLIX UAKU COOBLLEHMI HA CKOH-
-/BKN c
durypmpoBaHHble palinibl 3anucu.
logging hostname-format [ 3agaTtb napameTp, KOTopbli ByaeT Mcnoib30BaThCA B KayecTse
hostname | ip | ipv6 | string ] Jner naeHTMdmKatopa xocta B SYSLOG-coobLyeHusx.

Mcnonb3oBaTtb 3HaYeHMeE N0 YMONYAHUIO.
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Kaxpoe cooblieHre MMeeT CBOM ypoBeHb BaKHOCTU. B Tabanue 128 npmseaeHbl TUMNbI COOBLLEHNI

B nopaake Y6bIBaHVI‘r'I MX BaXXHOCTU.

Tabnnua 128 — Tunbl BaskHOCTU COOBLLEHUI

Tun eaxcHocmu coobweHuli

OnucaHue

YpesBblyaliHble (emergencies)

B cucteme npousowna KpUTUYeckan owmnbKa, cMcTema MoXKeT paboTtaTtb
HenpaBW/bHO.

CurHanbl TpeBoru (alerts)

HeobxoaAnMo HemeaeHHOEe BMeLIaTeIbCTBO B CUCTEMY.

Kputnyeckue (critical)

B cucteme npomnsoLwwna Kputnuyeckas owmnbKa.

OwwnboyHble (errors)

B cucteme npowusowwsia owmnbka.

MpeaynpexxaeHua (warnings)

MpeaynpexaeHune, HeaBapuinHoe cooblueHme.

YBegomnenus (notifications)

YBegoM/IeHne CMCTeMbl, HeaBapuiiHoe coobLieHue.

NHdopmaumoHHble (informational)

NHopMmaLMoHHble coobLeHnsA cuctTemsl.

OtnagouHblie (debugging)

OTnagouHble cooblueHMs, NPeaoCTaBAAOT NOAb30BaATENO MHPOPMALMIO
ONA KOPPEKTHOM HACTPOWMKM CUCTEMDI.

Mpumep HacTpoliku logging-file:

Mycme facility = localO.

Co3pgagmm noKanbHbl pann ¢ umeHem sll, Kyga 6yayT 3anucbiBaTbca cobbITUA C TUNOM OT
ype3BblYaliHbIX A0 UHGOPMALNOHHBIX.

console (config) # syslog filename-one sl1I

( )
console (confiqg)
console (configqg)
console (configqg)
console (configqg)
console (confiqg)
console (confiqg)
console (configqg)
console (configqg)

KomaHObi pexcuma Privileged EXEC

# logging severity 6

# logging-file 128 511
# logging-file 129 s1I
# logging-file 130 sl1I
# logging-file 131 sl11
# logging-file 132 sl11
# logging-file 133 511
# logging-file 134 511

Buza 3anpoca KomaHAHOM cTpPoKM B pexxkume Privileged EXEC:

console#

Tabnnuya 129 — KomaHga pexuma Privileged EXEC ana npocmoTpa daiina *KypHana

KomaHda

3HayeHue/3Ha4yeHue
110 YyMOAYAHUIO

Aelicmeue

clear logs

- Ypanutb Bce cooblueHns n3 BHyTpeHHero bybepa.

show logging-file {filename-
one | filename-two |
filename-three}

OT06pasunTb COCTOAHMUE KypHaa, aBapuitHbie U 0TA3L04Hble CO06-
- LeHus, 3anucaHHble B daiine xKypHana.

show logging

OT06pasunTb COCTOAHMUE KypPHaa, aBapuitHbie U 0TAaL04Hble CO06-
LeHus, 3anucaHHble BO BHYTpeHHeMm bydepe.

show syslog-servers

- OTO6pPa3nTb HAaCTPOMKK ANA yAaNEHHbIX syslog-cepsepos.

4.19 3epkanupoBaHue (MOHUTOPUHI) NOPTOB

®YHKUMA 3epKanMpoBaHMA MOPTOB MpeAHasHayeHa ANA KOHTPoAA ceTeBoro TpaduKa nytem
NepecbiNKM KOMui BXOAALWMX M/UAN NCXOOALLMX MAKETOB C OAHOMO WAM HECKONbKUX KOHTPO/IMPYEMbIX
NOPTOB Ha OAMH KOHTPO/IMPYIOLLMIA NOPT.
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l BO3MO)XHO 3epKanupoBaHue nw6oro Koauuectsa uHTepdeiicos.

OTtcytcTBME noTepb

rapaHTUpyeTca, ec/iu NPOoNycKHaa cnocobHOCTb UHTepdeiica Ha3HaYeHUA He npeBbiweHa. Mpu
MCNo/b30BaHUU GU3UYECKUX NeTesib Ha KOMMYTaTope 3epKaanpoBaTbca byaer ToNbKO oaHa
Konusa ¢ppeiima, ecim 3aMKHyTbie MHTepdeincbl NpuHagnexat ogHomy VLAN.

K KOHTpoaupyroLlemy NOpTy NPUMEHAIOTCA CAeaytolme orpaHMYeHns:

— TopT He MOKeT BbITb KOHTPONUPYIOLWMM U KOHTPOJIMPYEMbIM MOPTOM OZHOBPEMEHHO;
— IP-uHTepdeic oNKeH OTCYTCTBOBATb A/1A 3TOr0 NOPTa;

K KOHTPO/INpyeEMbIM NOPTaM NPUMEHAIOTCA cheayowmne orpaHn4YeHnA:

— MopT He MOXKeT BbITb KOHTPONMPYHOLLUM U KOHTPOANPYEMbBIM NOPTOM O4HOBPEMEHHO.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOMW CTPOKM B peXKMUMe r106anbHOM KoHGUrypaumm:

console (config) #

Tabnnua 130 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

monitor session session_id
destination interface
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port]

no monitor session session_id
destination

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
session_id: (1..4)

YKa3aTb 3epKaaupyrolwmin nopt pas BblOpaHHOW ceccunm Mo-
HUTOPUHra.
®DYHKLMA MOHUTOPMHIA MOXKET 6biTb HACTPOEHA Ha YeTbl-
V pEX nopTax 04HOBPEMEHHO.

BbIKNOUMTL DYHKLMIO MOHMTOPUHIA Ha HacTPaMBaeMOM MWHTep-
delice.

monitor session session_id
destination remote vlan
vian_id

no monitor session session_id
destination

vlan_id: (1..4094);
session_id: (1..4)

YKas3aTb cny:KebHblit vlan gna 3epkannpoBaHua TpaduKa C 3afaH-
HoOro pedaeKkTop-nopTa A1 BbIOBpaHHOM ceccuu.
remote vlan — cny»kebHbli vlan gns 3epKanMpoBaHua Tpaduka;

BbIKNOUMTL GYHKLUMIO MOHUTOPWMHIA Ha HACTPaMBaeMOM WHTep-
deiice.

monitor session session_id
source interface [fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port] [rx | tx | both]

monitor session session_id
source interface [ fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
session_id: (1..4)

[06aBUTb yKa3aHHbIM 3epKannpyemblii NOpPT A5 BbIOpaHHOW ceccunm
MOHUTOPUHra.

-rX — KONUPOBATb MaKeTbl NPUHATbIE KOHTPOMPYEMbIM NMOPTOM;

-tX — KONMpoBaTb NaKeTbl, NepesaHHble KOHTPOMPYEMbIM NOPTOM;
-both — KonupoBaTb BCe NakeTbl C KOHTPOIMPYEMOro NopTa.

BbIKMOUNTL QYHKLMIO MOHUTOPUHIA Ha HaAcTPaMBaeMOM MWHTep-
delice.

KomaHOowbl pexcuma EXEC

3anpoc KoMaHAHOM CTpoKKM B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnnuya 131 — KomaHagbl, AocTynHble B pexume EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymoa4YaHuro

Aelicmeue

show monitor session
session_id

session_id: (1..4)

BbiBECTU MHPOPMaALMIO MO CKOHPUIYPUPOBAHHOM CECCUU MOHMUTO-
pwvHra.
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[pumepbl 8bIMOAHEHUA KOMAHO

console# configure terminal
console (config) # monitor session 2 destination interface gigabitethernet

0/1

BbiBeCTM MHGOPMALMIO NO KOHTPOIMPYIOLLMM M KOHTPOANPYEMbBIM MOPTaM.

console# show monitor session 2

Mirroring is globally Enabled.
Session : 2

Source Ports

Rx : None

Tx : None

Both : None
Destination Ports : Gi0/1
Session Status : Inactive

4.20 PYHKUMM ANATHOCTUKU PU3UUYECKOTO YPOBHA

CeTeBble KOMMYyTaTOpPbl COAEPKaT annapaTHble M MNPOrpamMmHble CpeacTBa ANA AMArHOCTUKM
dusnyeckux nHTepdelncos U AMHMUN cBA3KN. B nepeyeHb TecTMpyemMbix NapamMmeTpoB BXOAAT C/ieaytolme:

[Ona anekTpnyecknx nHTepdencos:
— JJ/IMHa Kabens;
—  paccTosiHMe 40 MecTa HEMCNPaBHOCTM — 06pbiBa UM 3aMblKaHUA.

Ons onTnyeckux nHtepoeicos 1G:
— napameTpbl NUTAHWA — HaNPAMXKEHWNE U TOK;
—  BbIXOAHasA ONTUYECKaa MOLHOCTb;
—  ONTUYecKas MOLWHOCTb Ha NpueMe.

4.20.1 QuazHocmuka medHo20 Kabensa

KomaHOwb! pexcuma EXEC

3anpoc KomaHAHOM CTpoKK B pexkume EXEC umeeT cnepytowmii Bua;
console>

Tabnnua 132 — KomaHapbl ANAarHOCTUKM MeZIHOTo Kabens

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
Mo ymon4aHuio
test cable-diagnostics fa_port: (0/1..24); BbINONHUTL BUPTYaNbHOE TECTUPOBaHWE Kabena Ans yKazaHHOMo UH-
fastethernet fa_port | gi_port: (0/1..48); Tepdeiica.
gigabitethernet gi_port | te_port: (0/1..11)
tengigabitethernet te_port]

/ Mpu nonyueHumn coobuwenus 'Fail to get cable test result for port Gi0/X. Status: 3'
peKomeHayetcA npoeepuTb media-type wuHTepdeiica M cocrosHue wuHTepdeiica Ha
YAaNeHHo CTopoHe.
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4.20.2 3nekmponumanHue no auHuam Ethernet (PoE)

Mogenn kommytaTopos MES2408CP, MES2408IP DC1, MES2408P, MES2408PL n MES2428P nopgaep-
YKMBAIOT 3N1E€KTPONUTAHNE YCTPOMCTB MO AMHMK Ethernet B cooTBeTcTBMM € pekomeHgaumamm IEEE 802.3af
(PoE) v IEEE 802.3at (PoE+). Tun pacnuHoBKu A.

KommyTtatopbl MES2408PL xapaKkTepusyoTca MeHbLINM B104KeTOM MOLLIHOCTU, OTHOCUTENIbHO ApY-

rnx.

KomaHObI pexcuma 2a06an6HolU KOHgu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHo KoHUrypaumm:

console (confiqg) #

Tabnunua 133 — KomaHabl pexkmuma rnobanbHol KoHdurypaumm

KomaHda

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

set poe enable

set poe disable

BKAOUUTbL 3NEKTPONUTAHME NO INHUAM Ethernet.

BbIKNOUNTb 3n1EeKTpONUTaHWe No AMHuAam Ethernet.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Ouana3oHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknMma KOHpUrypaumnm nHtepoeiica:

console (config-if)#

Tabnuua 134 —KomaHzabl pexxnma KoHodurypaumm nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

power inline auto

Pa3spewuntb paboTy npotokona PoE-ycTpoiictB Ha uHTepdeice m
BKNKOYAET NOAAYY 3/1EKTPONUTAHNA HA UHTepdENC.

power inline never fauto 3anpetutb paboTy npoTokona obHapyxeHus POE-ycTpoWCTB Ha
nHTepderice U OTKAOYAET NoAayy 3NeKTPONUTaHUA.
power inline priority { critical | 3apaTb npuopuTeT nHTepdeiica POE npy ynpaBaeHUmM snekTponu-
high | low } TaHWeMm.
- critical — ycTaHaBAMBaeT HauBbICWWIA NPUOPUTET SNEKTPONMUTA-
Jlow HWA. DNEKTPONUTaHMe NOPTOB C TaKUM NpuoputeTom byaet npe-

KpalLaTbCA B MOCNELHIO ouvepeab NpWU neperpyske CUCTEMbl
POE;

- high — ycTaHaBnMBaeT BbICOKUI MPUOPUTET 3NEKTPONUTAHUS;

- low — ycTaHaBAMBaAET HU3KUIA NPUOPUTET 3/IEKTPONUTAHUSA.

power inline limit-mode {class
| user-definded wattage}

no power inline limit-mode

wattage: (200..31200)
munnmsaTtt/ class

BbIb6paTh peMM OrpaHUYeHUA MOLLHOCTH.

- class — IMMUT MmaKcmanbHoM NnoTpebagemMoin MOLLHOCTY onpe-
[AenaeTca KAaccom NoAKAo4aeMoro yCTpomcTea;

- user-definded — "MMUT maKcMManbHOM NOTPe6GAAEMON MOLLHO-
CTW BbICTaBNAETCA BPYYHYIO, € warom 200 mBT.

BbIBpaTh peMM No yMONYaHuIO.

KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console#
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Tabnunua 135 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

show power inline
[gigabitethernet gi_port]

gi_port: (0/1..8)

OTO6pPa3nTb COCTOSAHME 3NIEKTPONUTAHUA UHTEPPENCOB, MOAAEPKU-
BalOLWKUX NUTAHME NO NnHUK POE.

show power detail

OT06pasunTb 06LLY0 MHPOPMALMIO NO COCTOAHUIO POE 1 cocTosHUIO
MCTOYHUKA.

show power inline
consumption

OTO6pa3snTb XapaKTEPUCTUKM NOTPEBNEHMA MOLWHOCTM, TOKa M
HanpsXeHus.

4.20.3 lpomokon UDLD

UDLD (Unidirectional Link Detection) — 3To NnpOTOKON BTOPOro YPOBHS CO34aHHbIN ANA aBTOMaTUYe-
CKOro 0bHapy»KeHUs NoTepu ABYXCTOPOHHEN KOMMYHUKaLMKN Ha ONTUYECKUX TUHUAX CBA3U.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Ouana3oHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma KOHPUrypaumm nHtepoeliica:

console (config-if) #

Tabnmua 136 — KomaHabl pexkmma KoHpurypaumm nHtepoeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ethernet-oam uni-directional
detection

no ethernet-oam uni-
directional detection

-/BbIK/OYEHO

Bkatountb ANArHOCTUKY COCTOAHUA ONTUYECKUI INHUIA.

BbiknounTb ANArHOCTUKY COCTOAHUA ONTUYECKUI INHUIA.

ethernet-oam uni-directional
detection aggressive

no ethernet-oam uni-
directional detection
aggressive

-/BbIK/OYEHO

BKAOUUTB arpeccuBHbIl pexkum, npu kotopom TLV oTnpasnseTca
B 06OM cnyyae, Aaxke eciv OHa He 6blaa NoslydyeHa oT yaaneH-
HOTO YCTPOWCTBA.

BbIKNOUNTL arpeccuBHbIM pexxum, npu Kotopom TLV oTnpasns-
etca B tobom cnyyae, farke ecnn oHa He Hblia nonyeHa ot yaa-
JIEHHOTO YCTPOMCTBA.

ethernet-oam uni-directional

detection discovery-time time

no ethernet-oam uni-
directional detection
discovery-time

time: (5..300)/5

BbiCTaBUTHL Taiimep, Mo KOTopomy ByaeT NpoucxoanTb onpeaesie-
HMe TEeKYLLLEero COCTOAHUA INHKA.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

ethernet-oam uni-directional
detection action {errdisable |
log}

detection action

noethernet-oamuni-directional

-/log

BblbpaTb pexxnm paboTbl npoTokona UDLD.

-errdisable — nepegaya TpaduKka 610OKMpyeTCs Npu OTCYTCTBMM
npvema BOAHOM U3 HanNpaB/IeHUI B KaHane;

-log — coobuieHne o 6N10KMPOBKe NOABNSETCA B *KypPHae.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

KomaHObI pexcuma EXEC

3anpoc KomaHAHoOM cTPpoKK B pexkmume EXEC nmeeT cneayrowmin BuA;

console>
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Tabnuua 137 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue

Aelicmeue
o yMmon4YaHuo

show port ethernet-oam uni-
directional detection

OT06pasnTb COCTOAHME ONTUYECKOTO JINHKA.

4.20.4 [luaezHOoCMuUKa onmu4yecKko20 mpaHcueepa

q)yHKLI,Mﬂ ANArHOCTUKMN NOo3BOJIAET OUEHUTb TeKyuwee COCToOAHME ONTUYEeCKOro TpaHCUBEpPaA U

ONTUYECKOMN NUHUU CBA3MU.

BO3MOKEH aBTOMATUYECKMI KOHTPO/b COCTOAHWUA JMHWIA CBA3W. [ 3TOro  KommyTaTop
nepuoamnyeckn onpawmsaeT MapameTpbl ONTUYECKUX MHTepdencoB M CpPaBHMBAET MX C NOPOroBbIMM
3HaYEeHNAMM, 334aHHbLIMW NPOU3BOAUTENAMM TpaHCMBEPOB. MpKu Bbixode NapameTpoB 3a AOMNYCTUMble
npegenbl KoMmyTaTop GopMUpPYeT NpeaynpexKaatoLme 1 aBapuiiHble COobLLEHMS.

KomaHOb1 pexcuma EXEC

3anpoc KOMaHAHOM CTPOKKM B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnvua 138 — KomaHabl ANArHOCTUKM ONTMYECKOTO TPaHCUBepPa

KomaHoa

3HayeHue/3HayeHue

Aelicmeue
0 yMon4YaHuo

show fiber-ports
optical-transceiver [ {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}]

OT06pasnTb pe3yabTaTbl ANArHOCTUKM ONTUYECKOTO TpaHcuBepa.

Tabanua 139 — MNapameTpbl ZUArHOCTUKM ONTUYECKOTO TpaHCUBepa

Mapamemp 3HaueHue
Temp TemnepaTypa TpaHcuBepa.
Voltage HanpsaeHue nuTaHuA TpaHCcMBepa.
Current OTKNOHEeHWe TOKa Ha nepejaye.
Output Power BbIxoAHas MOLHOCTb Ha nepegaye (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MoTepA curHana.

3Ha4yeHuA pPe3ynbTaTtoB ANAarHOCTUKHU:

— N/A - HepocTynHo,

— N/S - He noaaepunsaercs.

4.21 ®yHKuMmM obecnevyeHnsa 6esonacHocTn

4.21.1 ®yHKyuu obecneyeHun 3auUmsi NOPMoe

C uenbto nosbiWeHMA 6e30NacHOCTM B KOMMYTATOpe CyLLEeCTBYeT BO3MOMKHOCTb HaCTPOUTb KaKoW-
nMbo nopT TakK, YyTobbl AOCTYN K KOMMYTATOPy Yepes 3TOT MOpT NPeAoCTaBAfACA TO/NbKO 33aAaHHbIM
ycTpoiicTBam. OyHKUMA 3aLWMTbl NOPTOB OCHOBAHA Ha onpeaeneHnn MAC-agpecos, KOTOPbIM paspeluaeTcs
foctyn. MAC-agpeca mMoryT 6biTb HAaCTPOEHbI BPYYHYHO MW M3y4eHbl KOMMyTaToOpoM. Mocsie M3yyeHus
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HeobX0AMMbIX afpecoB NOPT cneayeT 3abNOKMPOBATb, 3alMTMB €ro OT MOCTYMNAEHWA MaKeToB C
HeunsydyeHHbIMW MAC-agpecamun. Takum obpasom, Koraa 3ab10KMPOBaHHbIM NOPT nosyyaeT naket, u MAC-
afpec UCTOYHMKA MaKeTa He CBA3aH C 3TUM NOPTOM, aKTUBMU3NPYETCA MEXaHU3M 3aLmTbl, B 3aBUCMMOCTH OT
KOTOPOro MOryT 6bITb NPUHATLI Clegylolme Mepbl: HECAaHKLMOHMPOBaHHbIE MaKeTbl, NOCTynatowue Ha
3a6/10KMpPOBaHHbI NOPT, NepecbliatoTcA, oTOpackiBatoTcA, MO0 Ke NOPT, NPUHABLUMI NAKeT, OTKAKOYAETCS.
dyHKuna 6esonacHoctn Locked Port no3BondeT COXpaHUTb CAMCOK M3y4deHHbIx MAC-agpecoB B daine
KOHUrypaunm, Takum 06pasom, sTOT CIMCOK MOXKHO BOCCTAaHOBUTb NOC/E Nepe3arpysKM yCTPonCTaa.

/ CywectsyeT orpaHuyeHue Ha Konnyectso MAC-aapecos, KOTOpoe MOXKeT U3y4nTb NOpT, UC-
NONb3YOLWMIA GYHKLMIO 3aLUTDI.

KomaHOb! pexcuma KoHguaypauyuu udmepgelica (OuanaszoHa uHmepgelicos) Ethernet, uHmep-
¢helica 2pynmel nopmos

Buza 3anpoca KOMaHAHOM CTPOKU B pexnme KoHourypauumm uHtepdeiica Ethernet, nntepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 140 — KomaHabl pexkmma KoHpurypauum untepdeiica Ethernet, rpynnsi uHTepdelicos

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymon4aHuio
switchport port-security ena- BKNOUNTBL GYHKLMIO 3aLLUUTBI HA UHTepdelice. BnokMpyeT GpyHK-
ble LMI0 M3yYeHUA HOBbIX aapecoB ana nHTepdeiica. MNakeTsbl ¢ He-
-/BbIKNOYEHO nsyyeHHbiIMnM MAC-agpecamm MCTOYHMKa OTOpackIBatOTCA.
no switchport port-security en- OTKNOUYNTL QYHKLMIO 3aLWNTLI Ha MHTepdeiice.
able
switchport port-security mac- 3apaTb MaKcMManbHOE KONMYECTBO afipecoB, KOTOPOE MOXKET
limit M3y4nTb NOPT.
limit: (0..8192)/1
no switchport port-security YCTaHOBWTb 3HaYEHME N0 YMOYAHMIO.
mac-limit
switchport port-security mode 3a4aTb peXKMM orpaHuyeHma nsydyeHma MAC-agpecos a1 HacTpa-
{max-addresses | lock | se- nBaemoro uHtepdeiica.
cure-delete-on-reset | secure- - max-addresses — yganfer Tekywue ANHAMUYECKM U3YYEHHble
permanent} aZipeca, cBA3aHHble C MHTepdelicom. PaspelleHo M3yYeHne Mak-
CMMaNIbHOTO KO/IMYecTBa afLpecoB Ha NopTy. MoBTOpPHOE U3yyeHne
W CTapeHue paspeLLeHbl.
- lock — coxpaHseT B paitn Tekywme AMHAMUYECKUN U3YYEHHblEe aj-
peca, cBA3aHHble ¢ MHTepdeicom 1 3anpelyaet obyyeHne HOBbIM
afipecam u CTapeHue yKe 3y4yeHHbIX agpecos.
- secure-delete-on-reset — yaanseT Tekylwme AUHAMUYECKN U3Y-
-/lock YeHHble afpeca, CBA3aHHble C UHTepdelicom. PaspelueHo nsyye-
HME MAKCMMaNbHOro KOIMYeCTBa afpecoB Ha nopTy. [NoBTopHoe
N3yyeHune 1 CTapeHue 3anpeLleHbl. Aapeca CoXpaHaoTca A0 nepe-
3arpysKku.
- secure-permanent — yaanfeT TeKylMe AUHAMMYECKM M3yYeH-
Hble agpeca, cBA3aHHble C UHTepdelicom. PaspelleHo nsyyeHue
MaKCMMaNbHOro KONMYEeCTBa afpecoB Ha nopTy. [oBTOpHOe n3y-
YeHne U cTapeHue 3anpelleHbl. ALpeca COXpaHAoTCA Npu nepe-
3arpyske.
no switchport port-security YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
mode
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switchport port-security viola- 3a4aTb peKMM pearMpoBaHuA NP HapylweHnn 6esonacHoCTH.
tion [restrict | protect] -Restrict — B faHHOM pexXume npu HapyweHu 6esonacHoCcTU oT-
npasnaetca SNMP-Tpan Ha SYSLOG-cepsep.

-Protect — B faHHOM pe)KMMme OnoBeLLeHUA O HapyleHun bes-
-/protect OnacHoCcTU HeT. Bknwouyaet nepexsat MAC-agpecos, KoOTopble
O0/IXHbI B6bITb 0T6pOLWeHbI, Ha CPU, nocne yero MAC-agpeca no-
MeyatoTcA Kak 3ab/0KMpoBaHHbIe M OTOPACLIBAOTCA B TeYeHUU

aging-time.
no switchport port-security vi- YCTaHOBWTb 3HaYeHUe No YMOAYAHUIO.
olation
switchport port-security Co3pgatb cTatnyeckyro MAC-3anucb gnAa nopTa.

mac_address:
(aa:aa:aa:aa:aa:aa);
vlan_id: (1..4094)

unicast mac_address vlan
vlan_id

[JaHHaa KomaHaa He oTobpakaeTtca B KoHoUrypauum. NMpocmort-
peTb cTtatnyeckyto MAC-3anmcb MOXHO 4yepe3 KomaHay show
mac-address-table static unicast.

4.21.2 KoHmponb npomokona DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoi NMPOTOKO/, MO3BOAAOWMIA KANEHTY MO
3anpocy nony4atb IP-agpec u gpyrue Tpebyemble napameTpbl, Heobxoammble aia pabotbl B cetn TCP/IP.

MpoTtokon DHCP moxeT Ncnonb30BaTbCs 3/I0YMbILLIEHHUKAMK /1 COBEPLUEHUS aTaK Ha YCTPOMCTBO,
KaK CO CTOPOHbl KAneHTa, 3actanaa DHCP-cepBep BblaaTbh BCe AOCTYMHbIE aapeca, TaK U CO CTOPOHbI
cepsepa, nyTem ero nogmexbl. MNporpammHoe obecneyeHrne KOMMyTaTOpa NO3BOAAET 06ECNeUYnTb 3aLLUTY
YCTPOMCTBA OT aTak C UCNosb3oBaHMeM npoTokosa DHCP, ana yero npumeHseTca yHKUMA KOHTpoAA
npotokona DHCP — DHCP snooping.

YcTpoicTBO CNOCcOO6HO oTcnexusBatb nossneHne DHCP-cepBepoB B CeTW, paspewlas  ux
NCNo/Ib30BaHME TOMbKO Ha «O0BEPEHHbIX» UHTepdelicax, a TakKe KOHTPO/MPOBATb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabauue cooTBETCTBUNA.

Onuus 82 npotokona DHCP (option 82) ucnonbsyetca ana Toro, 4tobbl NnponHpopmmnposats DHCP-
cepBep o ToMm, oT Kakoro DHCP-peTpaHcnaTopa (Relay Agent) 1 Yepes Kakol ero nopt 6611 NoAyYeH 3anpoc.
MpumeHaeTcA oA YyCTaHOBAEHUA COOTBETCTBUI IP-agpecoB 1 NOPTOB KOMMYTATOPA, a TaKKe ANA 3aLlnThI
OT aTaK C Mcnosb3oBaHMem npoTokosa DHCP. Onuua 82 npeactaBaser coboi AONOAHUTENbHYIO
MHbOPMAUMIO (MMA YyCTPOMCTBA, HOMepP MnopTa), AobaBaseMytd KOMMYTAaTOPOM, KOTopbl paboTaeT B
pexknme DHCP Relay areHTa, B Buae DHCP-3anpoca, NpuHATOro oT KAneHTa. Ha oCHOBaHWKM AaHHOM onuuuy,
DHCP-cepBep Bblaenset IP-agpec (guanasoH IP-agpecoB) u apyrne napameTpbl MOPTY KommyTaTopa.
Monyuns Heobxogumble gaHHble oT cepBepa, DHCP Relay areHT BbiaenseT IP-agpec KAMEHTY, a TaKxkKe
nepenaer emy apyrue HeobxoamMmble NnapameTpbl.

Tabnunuya 141 — dopmart noneit onuymm 82

Mone lMepedasaemas uHgpopmayusa

Mmsa xocTa ycTpoicTea.

cTpoKa Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnegHuin 6aT — HOMep NopTa, K KOTOPOMY NOAK/OYEHO YCTPONCTBO, OTNpaBasAoLLee
dhcp-3anpoc.

Circuit ID

Enterprise number —0089c1

R t tID
emote agen MAC-aapec ycTpoiicTBa.

’ . [na KoppeKTHoii pa6oTbl ¢pyHKuumM DHCP Snooping Bce ucnonbsyemble DHCP-cepBepbl

N OOJIKHbI 6bITb NOAKAKOUEHbl K «AO0BEpPEHHbIM» MOpPTamMm KommyTtaTtopa. Ans po6asneHus
nopTa B CMUCOK «A0BEePEeHHbIX» UCNOAb3YIOTCA KOMaHAbI port-security-state trusted, set port-
role uplink B pexxume KoHdurypaumm uHtepdeica. Ana obecneyeHna 6es3onacHOCTU Bce
OCTaJ/IbHble NOPTbl KOMMYTaTOPa A,0/3KHbI 6bITb «HeA0BEPEeHHbIMUY.
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KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Buza 3anpoca KOoMaHAHOM CTPOKM peXxnma rinobanbHOM KoOHGUrypaumum:

console (config) #

Tabnunuya 142 — KomaHabl pexkmma rnobanbHoi KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aeiicmeue

ip {dhcp| dhcpv6} snooping

no ip {dhcp| dhcpv6}
snooping

-/BbIK/IIOYEHO

Paspewntb KoMmyTaToOpy KOHTPOAMpPOBaHUe npoTokoaa DHCP.

3anpeTnTb KOMMYTATOPY KOHTPOIMPOBaHWe NpoTokoaa DHCP.

ip {dhcp| dhcpv6} snooping
vlan vian_id

no ip {dhcp| dhcpv6}
snooping vlan vian_id

vlan_id:
(1..4094)/BbIKNIO4EHO

Pa3pewuntb KOHTpOAMpoBaHue npotokona DHCP B npegenax yka-
3aHHoro VLAN.

3anpeTntb KOHTpPoaMpoBaHMe npoTokona DHCP B npeaenax yka-
3aHHoro VLAN.

ip dhcp snooping verify mac-
address

no ip dhcp snooping verify
mac-address

-/BKNIOYEHO

BKkatounTb BepuomKkaymo MAC-agpeca knmeHta u MAC-agpeca mc-
TOYHMKa, NpuHAToro 8 DHCP-nakeTe Ha «HeAOBEPEHHbIX» MOPTaXx.

Bbikntountb Bepudukaumio MAC-agpeca kaneHta u MAC-agpeca
MCTOYHMKA, NpuHATOoro B DHCP-nakeTe Ha «Heg0BepeHHbIX» Mop-
Tax.

KomaHOwbi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOW CTPOKM pexknma Privileged EXEC:

console#

Tabnunua 143 — KomaHgb! pexuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
Mo yMmoA4YaHuo

Aeiicmeue

show ip {dhcp | dhcpv6}
snooping

OTo6pasunTb cooTBETCTBUA U3 daitna (6asbl) KOHTPOASA NPOTOKOANA
DHCP.

show ip dhcp snooping global

OT06pa3unTb rnobanbHyto HacTpoinky DHCP Snooping.

show {ip | ipv6} binding

Moka3aTb Bce cooTBETCTBUA U3 daiina (6a3bl) KOHTPONA NPOTOKONA
DHCP.

clear {ipv4 | ipv6} binding

Ounctntb cooTseTcTBUA U3 daina (6asbl) KOHTPOAA NPOTOKONa
DHCP.

KomaHObI pexcuma KoHgu2ypayuu

uHmepagelica (QuanasoHa uHmepgpelicos) Ethernet, uHmep-

gelica epynnsl nopmos

Bua, 3anpoca KomMaHAHOW CTPOKM B pexume KoHourypaumum mHtepdeiica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 144 — KomaHabl pexxmma KoHourypauum uHtepdelica Ethernet, rpynnsl uHtepdelicos

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

ip binding limit /imit

no ip binding limit

limit (0..1024)

BKAtounTb orpaHuyeHme konmyectsa DHCP-kaneHTOB Ha nopTy.

BbIkntounTb orpaHuyeHue konnyecrsa DHCP-knneHToB Ha
nopry.

YcTaHoBNeHHoe orpaHuyeHuMe no Konuuvectsy DHCP-knueHTOoB 6ypeT pacnpocTpaHATbCA
TONbKO HA HOBble 3anucu. PeKomeHayeTcs nepes, HAaCTPOMKOW OrpaHUYEHUA OYUCTUTD
Tabaunuy knnentos DHCP snooping.
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4.21.3 DSLAM Controller Solution (DCS)

C nomolblo AaHHON (YHKUMM HACcTpauBaloTcA 3HauyeHuAa UAeHTUPUKATOPOB WHTepdenca w
peTpaHcaAaTopa npu KoHdurypmposarmnn DHCP snooping, DHCPv6 snooping u PPPoE Intermediate Agent.
Circuit-id — naeHTudumkatop uMHTepdelica, ¢ KOTOporo npuwen 3anpoc, remote-id — nageHTdPuUKatTop
peTpaHcaATOpPa, C KOTOPOro npuiesn 3anpoc.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHom KOHOUrypaLmm:

console (confiqg) #

Tabnunua 145 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

dcs information option [dhcp |
dhcpvé | pppoe ia | dhcp-
relay] enable

dcs information option [dhcp |
dhcpvé | pppoe-ia] disable

-/BbIK/IIOYEHO

BkatounTb fobasnenue circuit id + remote id ana Bcex onyuii (T.e.
dhcp | dhepv6 | pppoe-ia | dhcp-relay), nMbo 3a4aTh KOHKPETHBIM
NPOTOKOAN ANA BCTaBKM remote-id u circuit-id.

Bbikntountb gobasneHne remote-id u circuit-id.

dcs agent-circuit-id user-
defined identifier

no dcs agent-circuit-id user-
defined

identifier (1..63)
CUMBO10B/1La6IOH
%h%i%v

YcTaHOBUTD circuit-id B popmaTe cBOOOAHOM CTPOKM onpesener-
HOM nosib3oBaTesIeM. BO3MOXKHO MCNo/Ib30BaHMe WabaoHOoB.

YCTaHOBUTb 3HaYeHME N0 YMOIHAHMUIO.

dcs agent-circuit-id format-
type [identifier-string]
identifier option format
[delimiter] delimiter

HacTpowuTs circuit-id cornacHo pekomeHgaums TR-101.
NpeHTnduKaTtop:

-identifier — npon3sBonbHas cTpoka 6e3 wabnoHos.
dopmar:

-pv — Homep nopta un VLAN;

-Sp — HOMep c/10Ta U NopPTa;

-sV — Homep cnoTa u VLAN;

-Spv — HOMmep cnoTa, nopTa n VLAN.

identifier (1..48) Paap,enmefl:.:
-comma-"“";
cumBosios/dopmar spv, ~dot —“.":
p.a3,u,e1.uf1Tenb std, -hash — “#”;
identifier NULL . “n

-semi-colon - “;”;

-slash - “/”;

-space - “";

-std - “slot:port/vlan”.
dcs agent-circuit-id format- YCTaHOBWUTb 3HAUYEHME MO YMONYAHMIO.
type [identifier-
string identifier ]
[option format ]
[delimiter delimiter ]
dcs agent-circuit-id suboption- YcTaHoBUTL hopmarT circuit-id.
type {dhcpva | dhcpvé | dopmartbl:
pppoe-ia | dhcpva-relay} {tr- - tr-101 — gobasneHwue circuit-id 8 popmate cornacHo pekomeHTa-
101 | user-defined} [binary] umam TR-101
[add-subtypes] - user-defined — pob6asneHue circuit-id 8 popmate cBobogHOM

CTPOKM C BO3MOKHOCTbIO UCMO/Ib30BaHWA WabNOHOB.

Jtr-101 [lononHuUTeNbHbIe NapameTpbl:

- binary — gaHHbI napameTp yKa3blBaeT, YTO YMCoBble WabAOoHbI
6yayT npeobpasosaHbl B popmat HEX.

- add-subtypes — faHHbI/ NapameTp yKasbiBaeT, YTo B MAEHTUHU-
Katop 6yaet AobasneH AOMNOAHUTENbHbIN noaTnn (2x 6anToBbIN
ana DHCPv4 n PPPoE u 4x 6aitToBbii gna DHCPv6), B KoTopom
onpegensaetca popmat ctpoku (ASCII - 0x01, HEX-0x00) 1 gnmnHHa
naeHTndukaTopa.
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no dcs agent-circuit-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcpva-
relay}

YCTaHOBUTb 3HaYeHMe MO YMOHYAHWUIO.

dcs remote-agent-id user-
defined identifer

no dcs remote-agent-id user-
defined

identifer (1..63)
cMMB00B/WabnoH %m

YcTtaHoBuTb remote-id B popmaTte cBoboAHOM CTPOKM onpeaenéH-
Hol nosb3oBaTesemM. BO3MOXXHO MCNo/b30BaHWe LWaboHOB.

YCTaHOBUTb 3HaYeHMe MO YMONYAHWUIO.

dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcpva-
relay} user-defined [binary]
[add-subtypes]

no dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcpva-
relay}

-/user-defined

YcTaHoBUTbL popmat remote-id

dopmartbl:

- user-defined — go6asneHne remote-id B dopmare cBobogHOM
CTPOKM C BO3MOXHOCTbIO MCMO/1b30BaHMA WAabBAOHOB.
JononHutenbHble napameTpbl:

- binary — faHHbI napameTp yKasbIBaeT, YTO YNCNOBbIE LWABAOHDI
6yayT NnpeobpasosaHbl B popmat HEX.

- add-subtypes — faHHbIM NapamMeTp yKasblBaeT, YTO B UAEHTUDU-
KaTop byaeT gobaeneH AONOAHUTENbHbIA NoaTun (2x 6aiToBbIN
ana DHCPv4 u PPPoE u 4x 6avitoBbin ans DHCPv6), B KoTopom
onpegenserca ¢opmat cTpoku (ASCII - 0x01, HEX-0x00) n anvHHa
naeHtndukartopa.

YCTaHOBUTb 3HaYeHMe MO YMOAYAHWIO.

Tabnunua 146 — LLabnoHbI, 4OCTYNHbIE AN HAcTpoliKku user-defined naeHTndukatopos

LWa6noH OnucaHue

%a IP-agpec. [laHHbIl WabnoH moxKeT bbiTb NpeobpasosaH B popmat HEX. ECTb BO3MOXKHOCTb YKa3aTb HOMep
VLAN c IP-agpecom (Hanpumep VLAN 2: %a2).

%h Nms ycTpoiicTsa.

%p KopoTkoe ums noprta, Hanpumep gil/0/1.

%P [nvHHOE ma nopTa, Hanpumep, gigabitethernet 1/0/1.

%t Tun nopta, Hanpumep gigabitethernet.

%m MAC-agpec nopta B popmate H-H-H-H-H-H-H. JaHHbI wabnoH moxkeT 6biTb NpeobpasosaH B popmat HEX.

%M MAC-agpec cuctembl B popmate H-H-H-H-H-H-H. JaHHbI WwabaoH morKeT 6biTb NpeobpasosaH B popmat
HEX.

%u Homep toHuTa. JaHHbIN WwWabnoH moxeT 6biTb NpeobpasosaH B popmat HEX.

%s Homep cnoTa. [JaHHbIl WwWabnoH MmoxKeT 6biTb NpeobpasosaH B popmaT HEX.

%i ifindex nopTa. [laHHbIN Waba0H MOXKeT 6bITb NpeobpazosBaH B popmat HEX.

%cC MAC-agpec aboHeHTcKoro ycTpolictea B popmate H-H-H-H-H-H-H. JaHHbIN WwabnoH moxeT bbiTb Nnpeobpa-
30BaH B popmat HEX.

%V NaeHtndumkatop VLAN. JaHHbIl WwWabnoH moxKeT bbiTb NpeobpasosaH B dopmat HEX.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme KoHdurypaumm nutepdeica Ethernet:

console (config-if) #

Tabnunua 147 — KomaHabl pexkuma KoHpurypauum nHtepdelica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
Mo yMoA4YaHuio

Aeiicmeue

dcs agent-circuit-identifer
circuit_id

no dcs agent-circuit-identifer

circuit_id: (1..63)
cMmBonoB/wabnoH
%h%i%v

YcTaHoBuTb circuit-id B dopmate cBo6OAHOM CTPOKM onpenenéH-
Hol nosb3oBaTesieM. BO3MOXKHO MCNo/b30BaHMe WaboHOB.

YCTaHOBUTb 3HAYEHWUA NO YMOIYAHMUIO.

dcs remote-agent-identifier
remote_id

remote_id: (1..63)
cMMBO0B/1WabA0H %m

YcTtaHoBuTb remote-id B popmaTte cBoboAHOM CTPOKM onpenenéH-
HoM nosnb3oBaTesemM. BO3MOXKHO Mcnoab3osBaHKe WabsoHOB.
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| no dcs remote-agent-identifier | YCTaHOBUTb 3HAYeHME N0 YMOYaHUIO.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabnunua 148 — KomaHgb! pexkuma Privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro
show dcs-port-config fa_port: (0/1..24); OT06pa3nTb TEKYLLY KOHOUIypaLmio naeHTudmKkaTtopos Remote
[interface fastethernet fa_port gi_port: (0/1..48); ID u Circuit ID ana nHTepdeincos.
| gigabitethernet gi_port | te_port: (0/1..11)
tengigabitethernet te_port]
show dcs-global-config 0OT06pa3unTb rnobanbHyo KoOHPUrypaymio naeHTudukaTopa Circuit
ID.

Mpumep Hactpolikm DHCP Snooping Bo VLAN10 c HacTpoikon DCS-onumin Ha WHTepdeice
Gigabitethernet 0/13.

console (config) # interface gigabitethernet 0/10
console (config-if) # port-security-state trusted
console (config-if)# set port-role uplink
console (config-if)# switchport mode trunk
console (config-if) # exit

console (config)# ip dhcp snooping

console (config)# wvlan 10

console (config-vlan)# ip dhcp snooping

console (config) # interface gigabitethernet 0/13

console (config-if) # switchport general allowed vlan add 10 untagged
console (config-if
console (config-if
console (config-if
console (config-if

switchport general pvid 10
# dcs remote-agent-identifier enable
# dcs agent-circuit-identifier "$v 8p Sh"
# dcs remote-agent-identifier "3M"

) #
)
)
)

Mpumep Hactpolikn DHCP Snooping Bo VLAN1O ¢ HacTpolikoi DCS-onumit ansa Bcex MHTepdeiicos B
dopmarte HEX.

console (config) # !

console (config) # interface gigabitethernet 0/10

console (config-if)# port-security-state trusted

console (config-if)# set port-role uplink

console (config-if)# switchport mode trunk

console (config-if)# exit

console (config) # ip dhcp snooping

console (config)# dcs remote-agent-id suboption-type dhcpv4 user-defined binary
console (config)# dcs agent-circuit-id suboption-type dhcpv4 user-defined binary
console (config)# dcs agent-circuit-id user-defined "3%idv"

console (config)# dcs remote-agent-id user-defined "%

console (config) # !

console (config)# wvlan 10

console (config-vlan)# ip dhcp snooping

console (config-vlan)# !

console (config) # interface gigabitethernet 0/13

console (config-if)# switchport general allowed vlan add 10 untagged

console (config-if) # switchport general pvid 10
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4.21.4 3awuma IP-adpeca knueuma (IP Source Guard)

dyHKuMA 3awWmTbl IP-agpeca (IP Source Guard) npegHasHadyeHa ana puabTpaumm TpaduKa, NPUHATOrO
c uHTepdelica, Ha ocHoBaHMKU Tabauubl cootBeTcTBUM DHCP snooping n ctatyeckux cooTsetcTBuid IP
Source Guard. Takum obpasom, IP Source Guard no3BosseT 60poTbca ¢ nogmeHou IP-agpecoB B nakeTax.

V' MockonbKy pyHKLUA KOHTPONA 3awwuTbl IP-agpeca ucnonbsyeT TabauLbl COOTBETCTBUN
DHCP snooping, meeT CcMbIC/1 UICNO/Ib30BaTb AaHHYI0 PYHKLMUIO, NpeaBapUTeIbHO
HacTtpous u Bkatouns DHCP snooping.

KomaHObI pexcuma KoHguaypayuu uHmepgelica Ethernet

Buz 3anpoca KOMaHAHOM CTPOKM:
console (config-if) #

Tabnunuya 149 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

3HaveHue/3HayeHue o "
KomaHoa / Aelicmeue
yMOAYaHUIO
{ip | ipv6} verify source port- BKAounTb OyHKUMIO 3awmTbl IP-uHTepdeica pns
security nopta. Mocne BkAOYEHUA Ha UHTepdece Bce 3anncu B
Tabauue IP Binding yctaHasaunsatotca B TCAM B Kaue-
-/BblkntoyeHo
CTBe pa3peLualoLLero npasuna.
no {ip | ipv6} verify source KomaHga yaansaet 3anucm s TCAM m OTKNtOYaeT oOT-
port-security 6pacbiBaHue IP-nakeToB Ha NOPTY.

KomaHObI pexcuma KoHguaypauuu uHmepapetica L2Vian

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-vlan) #

Tabnunua 150 — KomaHabl pexxmma KoHpurypauum nHtepdeliica L2Vian

3HayeHue/3HavyeHue no "
KomaHoa / Aelicmeue
YMOAYAHUIO
{ip | ipv6} verify source port- BKAOUMTL  GyHKUMIO 3awmTbl  IP/IPV6-uHTEpdeitica ans
security VLAN. Mocne BKNtOYEHMA Ha nHTepdece Bce 3anucK B Tab-
nuue IP Binding yctaHaenusatotca 8 TCAM B KauecTBe pas-
-/BbIKNtO4EHO
peluatoLLLero npasuna.
no {ip | ipv6} verify source KomaHga yaansaet 3anvcun n3 TCAM u oTKAto4aeT otbpachl-
port-security BaHue |IP/IPv6-naketos 8o VLAN.

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPoKK perkuma Privileged EXEC:
console#

Tabnunua 151 — KomaHabl pexkuma Privileged EXEC
3Ha4yeHue/3HayeHue
no ymoa4aHuro
show { ip | ipv6} verify source OTo6pasunTb HacTponku IP/IPv6 source Guard Ha uHTepdelicax.
[interface { fastethernet |
gigabitethernet | -
tengigabitethernet} interface |

vlan [vian-id]]
Show running-config OT06pasunTb KOHPUrypaumto moagynsa IP source Guard.
ipsourceguard

KomaHda Aeilicmeue
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4.21.5 Konmponaob npomokona ARP (ARP Inspection)

®yHKUMA KoHTpons npotokona ARP (ARP Inspection) npepgHasHayeHa g/s 3aWmTbl OT aTaKk C
ncnonb3oBaHMem npoTokosa ARP (Hanpumep, ARP-spoofing — nepexsat ARP-TpaduKka). KoHTponb
npoTtoKosia ARP ocyliecTBaseTca Ha OCHOBe CTaTUYeckux cootsetcTeuit IP- u MAC-agpecoB, 3aaHHbIX Ans

rpynnbl VLAN.

’ | NopT, cCKoHPUrypMUpoBaHHbIN «HepzoBepeHHbIM» ana pyHKuum ARP Inspection, gonkeH
! TaK)e bbITb «Hego0BepeHHbIM» Ana ¢pyHKUun DHCP snooping nnm cootsetrcteue MAC-agpeca
u IP-agpeca gnAa 3TOro NopTa J0MXKHO 6bITb CKOHOUIYPUPOBAHO CTaTUYECKU. UHaue faHHbIN
nopTt He 6yper oTBevaTb Ha 3anpocbl ARP.

[Ona HeHageKHbIX NOPTOB BbINOJIHAIOTCA NPOBEPKU cooTBeTcTBMIA IP- 1 MAC-agpecos.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXRnma rnobanbHo KOHPUrypaLmm:

console (config) #

Tabnunua 152 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip arp inspection enable

ip arp inspection disable

-/BbIK/IIOYEHO

BK/1t0UMTb KOHTPOb NpoTokona ARP (pyHKumio ARP Inspection).

BbIKNOUMTb KOHTPOJIb NpoToKona ARP (dyHKumio ARP Inspection).

ip arp inspection vlan vian_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094)/
BbIK/OYEHO

Pa3spewntb nposepky npoTokosna ARP, ocHOBaHHylO Ha H6ase cooT-
BetcTBuit DHCP snooping, B Bbi6paHHoM rpynne VLAN.

3anpeTutb NpoBepKy NpoTokona ARP, ocHoBaHHyto Ha 6a3e cooTseT-
cteuii DHCP snooping, B BbibpaHHo rpynne VLAN.

ip arp inspection validate
{dstmac | dstmac-ipaddr |
ipaddr |srcmac | srcmac-
dstmac | srcmac-dstmac-
ipaddr | srcmac-ipaddr}

no ip arp inspection validate

MpepoctaBuTb cneumduyHbie NPOBEPKU AN KOHTPOAS NPOTOKOAA
ARP.

-srcmac: na ARP-3anpocoB 1 OTBETOB NPOBEPAETCA COOTBETCTBUE
MAC-agpeca B 3aronoske Ethernet MAC-agpecy MCTOYHUKA B CO-
Aepnmom npotokona ARP.

-dstmac: s ARP-oTBeTOB NpoBepsetcsa cooTeeTcTBue MAC-aapeca
B 3arosnoske Ethernet MAC-agpecy Ha3HayeHMA B COLEPHKMMOM
npotokona ARP.

-ipaddr: MposepsaeTtca cogepkmmoe ARP-nakeTa Ha HaaMuMe HeKop-
pekTHbIX IP-agpecos.

3anpetutb cneunduryHbie NPOBEPKU A8 KOHTPOASA NpoToKona ARP.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 153 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show ip arp inspection globals

OT06pasnTb CUCTEMHYIO KOHOUrypaumto dyHKLMK KOoHTpons ARP
npoToKona.

show ip arp inspection vlan
[vian_id]

vlan_id: (1..4094)

OT1ob6pasunTb cnncok VLAN, Ha KoTopbix akTuBeH ARP Inspection.
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show ip arp inspection
statistics [ vlan vian_id]

vlan_id: (1..4094)

MoKasaTb CTaTUCTUKY ANA CAeAyloWMX TUMNOB NaKeToB, KOTopble
6bInn 06paboTaHbl NPy NomoLm GyHKuMm ARP:

- nepefaHHble nakeTbl (forwarded);

- noTepsAHHble nakeTbl (dropped);

- owmn6ku B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics [ vlan vian_id]

vlan_id: (1..4094)

OunCTUTL CTAaTUCTUKY KOHTPOAA NpoTokona ARP Inspection.

4.21.6 Hacmpolika ¢pyHkyuu MAC Address Notification

dyHKuma MAC Address Notification no3sosnseT oTcnekmMBaTb NOABAEHME N UCYUE3HOBEHME aKTUBHOTO
0b60pyA0BaHUA Ha CeTU NyTeM COXpaHeHMA wuctopum usydeHns MAC-agpecos. pu obOHapyKeHUMU
U3MEHEHWA B cocTaBe M3ydeHHbIx MAC-afpecoB KOMMYTATOp COXpaHseT uHpopmauuto B Tabauue wm
nsgewaer o6 aTom ¢ nomouplo coobuieHnit npoTokosa SNMP. O®yHKLMA MMeeT HacTpauMBaemble
napametpbl — rybuHa UCTOPUM O COOLITUAX U MUHUMAJBbHBIA MHTEPBaA OTMNPaBKKU coobuieHunit. Cepsuc
MAC Address Notification oTK/t04EH NO YMO/THAHWNIO U MOKET ObITb HAaCTPOEH BbIBOPOYHO A1 OTAE/bHbIX

NMopToB KOMMYyTaTOpa.

KomaHObI pexcuma 2n106anbHol KoOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B peXMMe r1o06asibHOM KoHbUrypaumm:

console (config) #

Tabnunua 154 — KomaHabl pexkmma rnobanbHoi KoHurypaumm

KomaHoa

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

mac-address-table notification
change

no mac-address-table
notification change

-/BbIKNIOYEHO

KomaHgza npegHasHauyeHa A5 rnobanbHOro ynpasneHus GyHK-
umeit MAC notification. KomaHga pa3peluaeT perucrpaumio co-
6bITUIN fobasneHuns n yaanenma MAC-agpecos 13 TabaumL, Kom-
MyTaTopa M OTMpPaBKy YBEAOMNEHUA O COBbLITUAX.

[na paboTbl GpyHKUMM HEOBXOAMMO AOMONHUTE/IbHO paspe-
LWaTb reHepaunio yBeaoMAEHUI Ha HTepdelicax (CMm. HUXKe).

Bbikntountb PpyHKumMo MAC notification rno6anbHo M oTMeHUTb
COOTBETCTBYIOLLME HACTPOMKM Ha Bcex UHTepdelicax.

mac-address-table notification
change interval value

no mac-address-table
notification change interval

value: (0..604800)/1

MaKcMManbHbIM NPOMEXKYTOK BPEMEHM MeXKAy OTnpasBKamu
SNMP-yBegomneHnn. Ecnv 3HayeHue WHTepBasia BPEMEHM
paBHO 0, TO reHepaLusa yBe4OMNEHUIN U COXpaHeHWe cobbITUi
B UCTOPUIO ByZeT ocyLwecTBAATLCA HEMEAJ/IEHHO MO Mepe BO3-
HUKHOBEHUA COObITUIA 06 W3MEHEHUMM COCTOSHMA Tabauubl
MAC-agpecos. Ecnu 3HaueHne nHTepsana spemeHun 6onblue 0,
TO YCTPOMCTBO ByAEeT HaKanAneaTb CObbITUA 06 U3IMEHEHUU CO-
cTOAHUA Tabamubl MAC-aapecoB B Te4eHME 3TOTO BPEMEHM, a
3aTem OTNpaB/ATb yBegoMeHusa npotokona SNMP u coxpa-
HATb COBbITUA B UCTOPUU.

BoccTaHOBUTL 3HaYeHME NO YMOYAHMUIO.

mac-address-table notification
change history value

no mac-address-table
notification change history

value: (0..500)/1

KomaHAa 3aAaeT maKcMmasibHoe KO/MYecTBo cobbiTuii 06 13-
MeHeHWW cocToaHuA Tabauubl MAC-aapecos, KOTOpoe coxpa-
HAETCA B UCTOpUW. ECIM yCTaHOBNEH pasmep UCTOPUM PaBHbIN
0, To cobbiTUA He coxpaHatoTca. Mpu nepenonHeHun Gydepa
MUCTOpUM HOBOE COBbITME MOMELLAeTCs Ha MeCTO Camoro CTa-
poro.

BocctaHOBUTL 3HaYeHMe no YMONYaHUIO.

logging events mac-address-
table change

-/BbIKNOYEHO

BKAOUNTbL OTNPABKY TPanos B syslog 0 cobbITUAX U3ydeHNnsa nam
yaaneHna MAC-agpecos.

mac-address-table notification
flapping

-/BKAIOYEHO

BkntoumTb oTcnexkunsaHne MAC Flapping.
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no mac-address-table
notification flapping

BbIkntountb otcnexkmsaHne MAC Flapping.

logging events mac-address-
table flapping

no logging events mac-
address-table flapping

Bkntountb noruposaHme MAC Flapping.

-/BKAOYEHO

Bbikntountb nornposarmne MAC Flapping.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnunua 155 — KomaHgb! pexkuma KoHdpurypaumm nntepdeliica Ethernet

3Ha4yeHue/3HayeHue no

no snmp-server enable traps
errdisable { storm-

control | loopback-

detection | udld}

KomaHoa Aelicmeue
YMOAYAHUIO
snmp-server enable traps BKAIOUMTL TeHepauuio yBegoMAeHM npu 670KMpOBKe
errdisable { storm- nopTa no cobbITUAM:
control | loopback-detection| - loopback-detection — o6Hapy:eHue neTens;
udid} - udld — akTnBaymsa 3awmuTbl UDLD;
- storm-control — wWunpokoBeLLaTeNbHbIN LWTOPM.
-/BKAtOYEHO

OTKNIOYMTb FreHepaumio yBe4OMIEHUIN Ha UHTepdelice.

snmp trap mac-address-
notification change [learnt |
removed]

no snmp trap mac-notification
change [learnt | removed]

-/BbIK/IIOYEHO

BKOUMTL reHepaumio yBEAOMIEHUN HA KaKAOM UHTep-
deiice 0 cobbITUAX 3MEHEHMA cocTosHMA MAC-aapecos.

- learnt — yBegomneHus o6 nsyyeHmm MAC-agpecos;

- removed — yBegomneHus o6 yaaneHmm MAC-agpecos.

OTK/OYUTL reHepaLmio yBeAOMAEHUIN Ha UHTepdelice.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnvua 156 — KomaHapl pexkmma privileged EXEC

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show mac-address-table
notification change history

OT0b6parkeHune Bcex yBeAOMNEHUN 06 U3MEHEHUU COCTosA-
H1A MAC-apecoB, COXPaHEHHbIX B UCTOPUM.

show snmp-server traps

MpocmoTp cobbiTUiA, NPU KOTOPbIX FEHEPUPYIOTCA TPanbI.

4.21.7 lNpoeepka NodaAUHHOCMU KAUeHmMa Ha ocHoee nopma (cmaxHdapm 802.1x)

AyTeHTUdMKaLumMsa Ha

OCHOBE

CTaHAapTa

802.1x

obecneumnBaet npoBEPKY NOA/IMHHOCTH

nosib3oBaTesiell KOMMYTAaTOPa Yepe3 BHELIHUI cepBep HAa OCHOBE MOPTA, K KOTOPOMY NOAK/IOYEH K/IUEHT.
TonbKo ayTeHTUPUUMPOBAHHbIE M ABTOPM30BAHHbIE MOAb30BATENM CMOFYT nepepasaTb M MPUHUMATb
AaHHble. MpoBepKa NOAJIMHHOCTM NoJIb30BaTeNeN NOPTOB BbiNosHAeTcA cepBepom RADIUS nocpencrsom
npotokona EAP (Extensible Authentication Protocol).
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoM KoOHOUrypauum:

console (config) #

Tabnunuya 157 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3HayeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

shutdown dotlx

BkatoumTtb moaynb dotlx.

-/BKIOYEHO
no shutdown dotlx

BbIkNoUMTL Mogynb dotlx.

dotlx system-auth-control

BKkntounTb pexkum ayteHTUdMKaumm 802.1x Ha KOmmyTaTope.

no dotlx system-auth- -/BbIKNIOYEHO

control

BbIKNOUNTb perkum ayTeHTudumKaumm 802.1x Ha KOMMmyTaTope.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexMme KoHdUrypauumn nHtepdelica Ethernet:

console (config-if) #

Tabanua 158 — KomaHapl perkuma KoHourypauum nHtepdeiica Ethernet

3HayeHue/3HayeHue o

KomaHoa Aelicmeue
YMOAYAHUIO
dotlx host-mode {multi-host PaspewnTb HaMumMe HECKONIbKUX KIMEHTOB Ha aBTOPU3NPOBAH-
multi-session . Hom nopTy dotlx:
| } -/multi-host Ty

-multi-host — HeckonbKo KANEHTOB;
-multi-session — HeCKobKO ceccuit.

dotlx max-req number

number: (1..10)/2

no dotlx max-req

YCTaHOBUTb MaKCMMasibHOE YMC/I0 MOMbITOK Nepeaaym 3anpo-
COB NpoToKosa EAP-KAMeHTY nepes HOBbIM 3aMyCKOM npoLiecca
NPOBEPKMN MOANMHHOCTH.

YCTaHOBUTb 3HaYeHMe N0 YMOYaHUIO.

dotlx port-control {auto |
force-authorized | force-
unauthorized}

-/force-authorized

no dotlx port-control

HactpouTb ayteHTUdUKaumio 802.1X Ha nHTepdeiice.
Pa3pewwnTb py4HOl KOHTPOb 33 COCTOSAHMEM aBTOPU3aALLUM
nopra.

- auto — ncnonb3osatb 802.1X AnA N3MEHEHNA COCTOAHUA KNN-
€HTa MeXAay aBTOPU30BaHHbIM M HEABTOPU30BAHHbIM;

- force-authorized — BbikntoYaTL ayTeHTUPMKaumio 802.1X Ha
nHTepoelice. Mepexos NopTa B aBTOPU30BaHHOE COCTOsAHME be3
ayTeHTUdUKaLMK;

- force-unauthorized — nepeBog, NnopTta B HEaBTOPM30BaHHOE
cocTofHMe. UrHopupyroTca BCe NONbITKM ayTeHTUGUKALUK Kn-
eHTa, KOMMYTaTOp He NPeaoCTaBAAET CePBUC ayTEHTUDMKALMUM
AN1A 3TOro nopTa.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

dotlx reauth-max number
number: (1..10)/2

no dotlx reauth-max

3apaTb MakCMMaibHOE KOIMYECTBO MOMbITOK aBTOpPU3auumn ona
KNWneHTa.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHYAHWIO.

dotlx reauthentication
-/BbIKAOYEHO

no dotlx reauthentication

BK/IIOYMTbL NEPUOAMYECKME MOBTOPHbIE MPOBEPKMU
NoANMHHOCTM (NepeayTeHTUdMKALMIO) KANEHTa.

YCTaHOBUTb 3HaYeHMe N0 YMOTHYAHWIO.

dotlx timeout quiet-period
sec

sec: (0..65535)/60

no dotlx timeout quiet-
period

YCTaHOBWTb NEpPUOA, B TEYEHUE KOTOPOro KOMMYTATOP OCTaeTcs
B COCTOSIHUM MOJIY@HUA NOC/e HeyAa4yHOW NPOBEPKM NOANVH-
HOCTW.

B TeueHue neproaa MoAYAHMA KOMMYTATOP He NPUHUMAET U
He MHULMMPYET HUKAKUX ayTEHTUDUKALMOHHBIX COOBLLEHWIA.

YCTaHOBUTb 3HaYeHMeE N0 YMOHYAHWIO.
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dotlx timeout reauth-period
sec

no dotlx timeout reauth-
period

sec: (1..65535)/3600

YKa3zaTb MPOMEXKYTOK BPEMEHMU, MO UCTEYEHUMN KOTOPOTO KOM-
MyTaTop nonpobyeT peayTeHTUPULMPOBATL KAMEHTA.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIHYAHMUIO.

dotlx timeout server-timeout
sec

no dotlx timeout server-
timeout

sec: (1..65535)/30

YCTaHOBUTb NEPUOA, B TEUEHME KOTOPOro KOMMYTaTOP OXKM-
[JaeT 0TBeTa OT cepBepa ayTeHTUDUKALMM.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

dotlx timeout supp-timeout
sec

no dotlx timeout supp-
timeout

sec: (1..65535)/30

YCTaHOBWTb NepMoA, Mexay NOBTOPHbIMW Nepeaadamu 3anpo-
COB NpoToKona EAP-kauneHTy.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

dotlx timeout tx-period sec

no dotlx timeout tx-period

sec: (1..65535)/30

YKa3zaTb MPOMEXKYTOK BPEMEHM, B TeYEHNE KOTOPOro KOMMYTa-
TOp oXuAaet oTBeTa Ha EAP-3anpoc/Kagp uaeHTMdmKaumm ot
K/AMeHTa.

YCTaHOBUTb 3HaYyeHue no YMONYaHULO.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 159— KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue

no ymon4aHuro

Aelicmeue

dotlx re-authenticate
interface [fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port]

fa_port: (0/1..24);
gi_port: (0/1..24);
te_port: (0/1..11)

OcyLLecTBNATb BPYYHYIO MOBTOPHYKO NPOBEPKY MOAJMHHOCTU
YKa3aHHOro nopTa B KOMaHAe.

show dotlx

MokasaTb KoHbUrypauuio dotlx.

show dotlx all

MokasaTtb KoHbUrypauuio dotlx ana Bcex MHTepdeicos.

show dot1x interface
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port]

fa_port: (0/1..24);
gi_port: (0/1..24);
te_port: (0/1..11)

MoKa3aTb HacTpolkn npoTokona 802.1x Ha UHTepdelice.

show dot1x mac-info [address
mac]

mac_address:

(aa:aa:aa:aa:aa:aa)

MokasaTb napametpbl ceccum dotlx no Bcem mac-agpecam uau
Mo KOHKpPeTHoMy mac-agpecy.

show dotlx mac-statistics
[address mac]

mac_address:

(aa:aa:aa:aa:aa:aa)

MoKasaTb NapameTpbl ceccum dotlx No nopTam MM MO KOHKpeT-
HOMY mac-agpecy.

show dot1x statistics interface
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port]

fa_port: (0/1..24);
gi_port: (0/1..24);
te_port: (0/1..11)

MoKasaTb cTaTUCTUKY 0bmeHa nakeTamu dotlx Ha nHTepdelice.

Mpumep BKAOYEHUA pexnma ayTeHTUdmKaumm 802.1x Ha KommyTaTope:

Mcnonb3osatb RADIUS-cepBep A1a NpoBepKM NOAAMHHOCTU KAMEHTOB Ha UHTepdelicax IEEE 802.1X. Ana 8
nHTepoelica Ethernet ucnonb3oBaTb pexum ayteHTUdMKaumm 802.1x.

console# configure terminal

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default group radius
console (config) # interface gigabitethernet 0/8

console (config-if)# dotlx port-control auto
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4.22 ®dyHKuum DHCP Relay nocpegHuka

KommyTatopbl nogaepmeatot dyHKumMn DHCP Relay areHTa. 3agadveit DHCP Relay areHTa aBnsaetcs
nepeaaya DHCP-nakeToB OT KAMEHTa K cepBepy M obpaTHO B cnydae, ecnn DHCP-cepBep HaxoauTca B 04HOM
CeTU, a KAMEHT B Apyroi. [pyroit ¢pyHKumen asnsetcs pobasneHmMe AONOAHUTENbHbIX onuuit 8 DHCP-
3anpocbl KAneHTa (Hanpumep, onumm 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTAaTOpP NPUHMMAET OT KaneHta DHCP-
3anpocbl, NnepeaaeT 3TW 3aNPOChl CEPBEPY OT UMEHU KNMEHTa (0CTaBAAA B 3anpoce onunun ¢ Tpebyembimu
KAMEHTOM MapaMeTpaMu U, B 3aBUCMMOCTU OT KOHOUrypaumm, aobasnaa cson onuuu). Monyyms oTBeT OT
cepBepa, KoOMMyTaTop nepenaet ero KaneHty. CoBmectHas pabota dhcp relay n dhcp snooping B TekyLuen
BEPCUM HEBO3MOXKHaA.

KomaHObI pexcuma 2a0b6aabHoU KOHuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM peXnma rnobanbHoM KoOHPUrypaumu:
console (config) #

Tabnunua 157 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3HayeHue/3HayeHue ”
KomaHda / Aelicmeue
no yMmon4aHuto
service dhcp-relay BkntounTb dpyHKumio DHCP Relay areHTa Ha KommyTaTope.
- -/BbIKIOYEHO
no service dhcp-relay BbikntounTb dyHKumno DHCP Relay areHTa Ha KommyTaTope.
ip dhcp server ip_add 3apatb IP-agpec goctynHoro DHCP-cepsepa ana DHCP Relay
MosxeT 6bITb 3a4aHO areHTa.
no ip dhcp server ip_add [0 NATU cepBepoB Yaanutb IP-agpec us cnucka DHCP-cepsepos ans DHCP Relay
areHTa.
KomaHOosl pexcuma EXEC
Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:
console#
Tabnunua 158 — KomaHabl pexkmma EXEC
3HavyeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue

1o ymonyaHuro

OTo6pasnTb KoHOUrypaumio HacTpoeHHon ¢yHKumMm DHCP Relay
areHTa AnAa KOMMyTaTopa M OTAENbHO ANA UHTepdeicoB, a TakxKe
CMUCOK AOCTYMHbIX CEPBEPOB.

show ip dhcp relay information
{fastethernet fa_port | giga-
bitethernet gi_port | tengiga-
bitethernet te_port | vlan |
vlan}

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
vlan: (1..4094)

show dhcp server - OTO6pPa3nTb CMMCOK AOCTYMHbIX CEPBEPOB.

4.23 KoHdurypauusa PPPoE Intermediate Agent

®yHKumMA PPPOE IA peanvsoBaHa B COOTBETCTBUM € TpeboBaHMAMM AokymeHTa DSL Forum TR-101 u
npesHasHavyeHa A1a UCN0Ab30BAHUA Ha KOMMYyTaTopax, paboTatolmx Ha ypoBHe AocTyna.

dPyHKUMA NO3BONAET AONONHATL NakeTbl PPPOE Discovery nHpopmalmel, xapakTepumsytowweit nHTep-
deiic goctyna. 3To Heob6X0AMMO ANA UAEHTUDMKALMKU NONb30BaTE/IbCKOrO MHTepdeinca Ha cepeepe Ao-
ctyna (BRAS, Broadband Remote Access Server). YnpaBneHue nepexsaTom n 0bpaboTkoi naketos PPPoE
Active Discovery ocyuiectsnsetcs rnobanbHO ANA BCEro YCTPOMCTBA M BbIGOPOYHO ANA KaxK[oro UHTep-
deiica.
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Peannsaums ¢oyHKunm PPPOE IA npeaoctaBaseT 4OMNO/HUTE/IbHbIE BO3SMOMXHOCTU KOHTPO1A coobLue-
HM NPOTOKO/1A MyTEM Ha3HauYeHUA AO0BEPEHHbIX MHTepdencos.

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoM KOHPUrypaLmm:

console (confiqg) #

Tabnunuya 159 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

shutdown pppoe
intermediate-agent

no shutdown pppoe
intermediate-agent

-/BKIOYEHO

OTKAouUTL paboTy moayna pppoe intermediate-agent Ha
ycTpoWcTae.
[laHHaA KomaHAa oTKAlo4YaeT paboTy moayna pppoe
.’ intermediate-agent ¢ 6e3Bo3BpaTHbIM yaaneHuem Bcex
HacTpoek 6n0Ka PPPOE IA.

BKkntounTb paboTy moayns pppoe intermediate-agent Ha
yCcTpoWcTae.

pppoe-ia snooping

no pppoe-ia snooping

-/BbIK/OYEHO

[no6anbHO BKAKOUMTL KOHTPOIb GYHKUMKM PPPOE IA.

BbIKNOUMTb KOHTPOJIb GYHKUMM PPPOE IA.

pppoe-ia snooping session
timeout range

pppoe-ia snooping session
timeout 0

range: (0..600)/300

3apaTtb TamayT ana paboTtbl GyHKUMM PPPOE IA.

OTKNOYUTL TalimayT ana paboTbl pyHKLMK PPPOE IA.

pppoe passthrough

no pppoe passthrough

-/BbIK/IIOYEHO

BkntoueHne komaHabl 3actasnaeT PPPOE-nakeTbl npoxoanTb Yyepes
KOMMYTATOp KaK Hen3BecCTHbI L2-Tpaduk, n aenaet mux "HeBnan-
mbimmn" ana IP ACL.

BKAOUMTbL NAPCUHT MHKaNCynpoBaHHbIX B PPPoE-nakeTtax L3-3aro-
noBKoB, npasuna IP ACL HauMHatoT paboTaTb 418 UHKANCY/IMPOBaH-
HbIX MAKETOB.

.‘

Ona KoppekTHo paboTbl dyHKUMM PPPOE Intermediate Agent Bce ucnonbsyemoie PPPoE-cep-
Bepa AO0MKHbI ObITb NOAKNIOYEHDbI K « AOBEPEHHbIM» NOpTamM KoMmMmyTaTopa. [Ans gob6asneHus

nopTa B CMUCOK «A4,0BEPEHHBIX» UCMONb3YIOTCA KOMaHAbI port-security-state trusted, set port-
role uplink B pexume KoHdurypaumum uHtepdeiica. [na obecneyeHna 6e3onacHocTn Bce
OCTa/ibHble MOPTbl KOMMYTATOPa A0/KHbI 6bITb «HeA0BEPEHHbIMUY.

KomaHab! pexxnma kKoHdurypaumm VLAN (amanasod VLAN’oB)

console# configure terminal
console (config)# vlanl, 3,7
console (config-vlan-range) #

Tabnunua 160 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

pppoe-ia snooping

-/BbIK/IOYEHO

BKNtounTb KOHTpPOAb PpyHKLMM PPPOE |A B npeaenax ykasaHHOro
VLAN.

Mpumep HacTpoiku PPPoE IA B VLAN1O ¢ HacTpoinkoi DCS-onumit Ha nHTepdeice

Gigabitethernet0/13.

console (config) #pppoe-ia snooping

console (config) #pppoe passthrough

console (config) #dcs information option enable
console (config) #vlan 10

console (config-vlan) #pppoe-ia snooping
console (config-vlan) #exit
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console (config) #interface gigabitethernet 0/13

console (config-if) #switchport general allowed vlan add 10 untagged
console (config-if) #switchport general pvid 10

console (config-if) #decs agent-circuit-identifier "8v $p &h"

console (config-if) #dcs remote-agent-identifier "3M"

console (config) #interface gigabitethernet 0/24
console (config-if) #switchport general allowed vlan add 10

console (config-if) #port-security-state trusted

(
(
(
(
(
console (config-if) #exit
(
(
(
(
(

)
console (config-if) #set port-role uplink
console (config-if) #exit

4.24 KoHdurypauua ACL (cnnucku KoHTpona gocTtyna)

ACL (Access Control List — cnncok KoHTpona goctyna) — Tabnuua, Kotopas onpeaenseTt npasuna
bbunbTpauum BxogAWEro U ncxoaauiero Tpaduka Ha OCHOBaHWUM NepeaBaeMblX B MakeTax NPOTOKO/OB,

TCP/UDP nopros, IP-agpecos nnn MAC-agpecos.

Ha gaHHbIN momeHT peanmnsaums ACL TakoBa: Kaxabii ACL cogep»KuT To/ibKo 1 npaBuno. Heckosibko
ACL MOXXHO NpmBA3aTb K ogHOMY UHTepdeincy. NMopaaok oTpaboTKK NpaBma onpeaensieTca no NPMopuTeTy
npasuaa, ykasaHHomy B ACL, npu paseHcTBe npmnoputetoB — no Homepy ACL.

ACL aBTOMATMYECKM CHMMaeTCA ¢ MHTepdelica NPy U3IMEHEHUN B HEM NpaBua.

KomaHgbl Ans co3gaHus M pepaktMpoBaHMa cnuckoB ACL AocTynHbl B pexkume rnobanbHoi

KOHOUIypauum.

KomaHObI pexcuma 2106anbHol KoOHpuU2ypayuu

KomaHaHana cTpoKa B pexume rnobanbHoit KoHOUrypaLmm nmeet Bua;

console

(config) #

Tabnvua 161 — KomaHapl ana co3ganua n KoHdurypauum cnuckos ACL

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip access-list standart
access_list_num

no ip access-list standart
access_list_num

access_list_num:
(1..1000)

Co3gaTb CTaHAapTHbIN cnvcok ACL.

YpanuTe cTaHAapTHbIV cnncok ACL.

ip access-list extended
access_list

no ip access-list extended
access_list

ipv6 access-list extended
access_list_num

no ipv6 access-list extended
access_list

access_list_num:
(1001..65535)

Co34aTb HOBbIN paclwmMpeHHbIA cnncok ACL ana agpecaumm IPv4 un
BOMTU B PEXMM €ro KoHoUrypaumm (ecam cnmcok ¢ AaHHbIM ume-
HeM eLle He co3AaH), MMB0 BOMTU B peKUM KOHOUTypaLmMmn paHee
CO34aHHOrO CMMCKa.

YpanuTe pacwmpeHHbin cnucok ACL ansa agpecaunm IPv4.

Co34aTb HOBbIN paclwmMpeHHbIA cnnucok ACL ans aapecaunmn IPvé n
BOMTU B PEXMM €ro KoHoUrypaumm (ecam cnmcok ¢ AaHHbIM ume-
HeM elle He co3AaH), MMB0 BOMTU B peKUM KOHOUTypaLmMmn paHee
CO34aHHOrO CMMCKa.

YpanuTe pacwmpeHHbln cnucok ACL ansa agpecaunm IPv6.

mac access-list extended
access_list_num

no mac access-list extended
mac_access_list_num

mac_ access_list_num:
(1..65535)

Co3paTb HOBbIN cnncok ACL Ha 6a3e MAC-agpecaumn 1 BOITHU B pe-
UM ero KOHGUrypaumm (ecam CNMCoK ¢ JaHHbIM UMEHEM elle He
€034aH), b0 BOUTU B PEXMM KOHOUTypaLmuu paHee CO34aHHOTO
cnucka.

Ypanute cnucok ACL Ha 6aze MAC-agpecaumm.
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user-defined offset offset_id {
12 | ethtype | I3 | 14 } value

no user-defined offset
offset_id

offset_id: (1..4);
value: (0..255)

HactpouTb cmeweHre B 6ailiTax OTHOCUTENLHO BbIBPAHHOM CTapTO-
BOM NO3MUMK. 3HaYEHME U MacKa, ncnosb3yemble Ana GUNbTpaLmy,
3a4atoTca Yepes napametpbl ACL-npasuan.

- 12 — Hauyano nakerta (Destination MAC address);

- ethtype — Ethertype (cambliii BHyTpeHHWUI, Npyu Hannumm VLAN-Te-
ros);

- 13 — L3-3aronoBok;

- 14 — L4-3aronoBok.

YAanutb cmelleHne OTHOCUTENbHO BbliBpPaHHOW CTapTOBOW MO3M-
umn.

Ona TOro ytobbl aKkTMBM3MpOBaATb cnucok ACL, Heobxogumo cBA3aTb ero c MHTepdencom.
NHTepdelicom, MCNONb3YIOWMM CNIMCOK, MOXKET b6biTb 60 nHTepdelic Ethernet, anbo rpynna noprtos. Ha
[JaHHbI MOMEHT NOAAEPKMBAETCA TO/IbKO BXOAALLEE HanpaB/ieHWe Ha MHTepdeiicax (in).

KomaHObI pexcuma KoHgu2ypauuu uHmepdgpetica Ethernet, VLAN

KomaHaHas cTpoka B pexknme KoHoburypaumm nutepdeica Ethernet umeet sua;

console (config-if)#

KomaHaHan cTpoka B pernme KoHourypaumm nutepdenca VLAN nmeet Bua:

console (config-vlan) #

Tabnnuya 162 — KomaHga HasHadeHua cnncka ACL-mHTepdeiicy.

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

Aelicmeue

ip access-group
access_list_num in

no ip access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpoiikax onpegenéHHoro ¢pusmyeckoro nHTepdeinca KomaHaa
NPMUBA3bIBAET YKa3aHHbIV CMIUCOK K JaHHOMY UHTepdelicy.

Y[anuTb CNUCOK € MHTepdelica.

mac access-group
access_list_num in

no mac access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpoiKax onpegenéHHoro pusmyeckoro nHTepdeica KomaHaa
MPUBA3bIBAET YKa3aHHbIA Mac-CMUCOK K aHHOMY uHTepdelicy.

YAanuTb CNUCOK € MHTepdelica.

KomaHOwbl pexcuma Privileged EXEC

KomaHgHan cTpokKa B pexume Privileged EXEC nmeert Bua;:

console#

Tabnnua 163 — KomaHgb! 4na npocmoTpa cnnckos ACL

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show access-lists
[access_list_num]

access_list_num: (1-
65535) cumBona

MokasaTtb cnuckn ACL, co3gaHHble Ha KOmMmyTaTope.

show running-config acl

Moka3saTb 610K KomaHg, ACL B KOHOUTYypauum ycTpoicTea.

4.24.1 KoHdpueypayusa ACL Ha 6a3e IPv4

B paHHOM pasgene npuseaeHbl 3HAYEHUA U ONUCAHUA OCHOBHbIX NAPAMETPOB, UCMOb3yeMbIX B
coCTaBe KOMaHA, HacTpoMKuM cnmnckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv4. Co3gaHue M BXO4, B pPeum
pefakTuposaHnA cnuckos ACL, oCcHOBaHHbIX Ha agpecauuun IPv4, ocywectBnAaetTca No KomaHae: ip

access-list {extended | standart} access-list num.
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Tabnnua 164 — KomaHabl, ucnosb3yemble ana Hactpolikn ACL-cnnckoB Ha ocHoBse IP-agpecaunn

KomaHda

Aelicmeue

permit protocol {any | source host } {any | destination }
[parametr]

[o6asnTb paspeltatolyto 3anucb GUAbTPaLMM AN NPOTOKOAA.
MakeTbl, OTBEYatoLMe YCAOBUAM 3anucu, byayT obpabaTbiBaTbes
KOMMYTaTOpPOM.

permit ip {any | source host } {any | destination }
[parametr]

[o06aBunTb paspeLaoLyo 3anncb GpuabTpauumn ans npotokona IP.
MakeTbl, OTBEYatoLWMe ycnoBmAmM 3anucu, byayt obpabaTtbiBaTbea
KOMMYTaTOpPOM.

permit icmp {any | source host } {any | destination }
[parametr]

[o6aBuTb paspewatowyto 3anucb GUAbLTPAUUKM Oaa NPOTOKoAA
ICMP. MNakeTbl, 0TBEYatoLWMe ycI0BUAM 3anmcu, byayt obpabaTbi-
BaTbCA KOMMYTaTOPOM.

permit tcp {any | source host } {any | destination }
[parametr]

[o6aBuTb paspelwatowyto 3anucb GUAbTPAUUK Aaa NPOTOKoAa
TCP. MNaKkeTbl, OTBEYaKOLWME YCAOBUAM 3anucK, byayT obpabaTbi-
BaTbCA KOMMYTaTOPOM.

permit udp {any | source host } {any | destination }
[parametr]

[o6aBuTb paspelatollyto 3anuce GUAbTPaALMM AA NPOTOKONA
UDP. MakeTbl, OTBEYatOLWME YCNOBUAM 3anucK, byayt obpabaTbl-
BaTbCA KOMMYTaTOPOM.

deny protocol {any | source host } {any | destination }
[parametr]

[o6asuTb 3anpeLyaroLlyto 3anuce GuUAbLTPaLMM As NPOTOKOAA.
MakeTbl, OTBeYaloLWMe yCAOBUAM 3anucu, byayT 610KMpPOBaTLCA
KOMMYTaTOpPOM.

deny ip {any | source host } {any | destination }
[parametr]

[06aBuTb 3anpeLatoLLyto 3anmMcb GuabTpauum ana npotokona IP.
MakeTbl, OTBeYaloLWmMe ycnoBuam 3anucu, byayt 610KMpoBaTbCA
KOMMYTaTOpPOM.

deny icmp {any | source host } {any | destination }
[parametr]

[o6asuTb 3anpelsatollyto 3anuce GUAbTPaALMM AN NPOTOKONA
ICMP. MaKeTbl, oTBevatoWwue ycnosmam 3anucu, byayt 610kupo-
BaTbCA KOMMYTaTOPOM.

deny tcp {any | source host } {any | destination }
[parametr]

[o6asuTb 3anpelsatollyto 3anuce GUAbTPaALMKM AN NPOTOKONA
TCP. MNaKkeTbl, OTBeYaloLWMe yCA0BUAM 3anucu, byayT 610Kupo-
BaTbCA KOMMYTaTOPOM.

deny udp {any | source host } {any | destination }
[parametr]

[obasnTb 3anpeluatoLlyto 3anucb GUAbTPALMM ANA NPOTOKOAa
UDP. MakeTbl, oTBEYalowWme ycnosmam 3anucu, byayt 6n1okupo-
BaTbCA KOMMYTAaTOPOM.

Tabanuya 165 — OcHoBHbIE NApPameTpbl, UCMOb3YEMbIE B KOMAHAAX

lMapamemp 3HaveHue Aelicmeue
permit [ewncTteue ‘paspeumnTs’ Co3gaTb paspellatoliee npasuao ¢punbtpaumm B cnmcke ACL.
deny [OevictBue ‘3anpetuTs’ Co3paTb 3anpelatoliee npasuao dunbTpaumm B cnncke ACL.
protocol Mone npegHasHayeHo ANA YKazaHMA NPOTOKOAaA (MK BCeX NpoTo-
KOJI0B), Ha OCHOBE KOTOpOro byaeT ocyuiectBaseTca GpuabTpaums.
NooTOKOA Mpu BbIGOPE NPOTOKOA BO3MOXKHbI Ceaytolme BapuaHTbl: icmp,
P ip, tcp, udp, ipv6, ipv6:icmp, ospf, pim,nMbo uncnosoe 3HaueHue
NpoToKoNa, B AvanasoHe (0 — 255).
[na cooTBeTCTBMA NIO6OMY NPOTOKONY MCNOJb3yeTcA 3HaYeHue |P.
source AApec UCTOYHMKA Onpegenset IP-agpec UCTOYHMKA NaKeTa.

source_mask

Macka agpeca UCTOYHUKA

Macka, npumeHaemaa K IP-agpecy MCTOYHMKA nakeTta. Macka
onpegensaet 6utbl IP-agpeca, KOTopble HEOBXOANMMO WUTHOPUPO-
BaTb. B 3HaYeHWA UrHopupyembix BUTOB AO0NKHbI ObITb 3anmncaHbl
eavHuubl. Hanpumep, ncnonb3ya Macky, MOXKHO onpeaennTb ans
npasuna punbtpaumm IP-cetb. YTobbl 406aBUTL B NpaBuao Gpuib-
Tpauwmm IP-cetb 195.165.0.0, HeobxoaAMMO 334aTb 3HAYEHME MACKK
/16, TO ecTb cornacHo faHHoM macke nocnegHue 16 6ut IP-agpeca
6yayT UTHOPUPOBATLCA.

destination AZpec Ha3HavyeHua

OnpeaenseT IP-agpec HasHayYeHUs nakeTa.

destination_mask

Macka agpeca HazHavyeHuA

BuToBan macka, npumeHsieman K IP-agpecy HaszHauyeHus nakeTa.
Macka onpegenset 6utbl IP-agpeca, KoTopble HE06X0AMMO UTHO-
pvpoBaTb. B 3HaYeHUA UTHOPUPYEMBbIX BUTOB A0MKHBI BbITb 3aMK-
caHbl efAuHuUbl. Macka MCnonb3yercs aHasorMuyHO Macke
source_mask.

vlan NaoeHTndmkatop VLAN Onpegenset VLAN, gns KoToporo 6yaeT npMMeHATbCA NPaBuso.
dscp None DSCP & 3aronoske L3 OI‘IpG,CI,EIlﬂET 3HayeHune DSCP-nonsa diffserv. BoamorkHble Kogbl co-
obuweHwnii nons dscp: (0 — 63).
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MpuopwuTet IP

Onpegaenset npuoputeT IP-Tpaduka: (0-7).

Kopg, coobuieHuns npoTtokona
ICMP

icmp_type Tun coobueHnit npotokona ICMP, ncnonbayemblit ans dunbTpa-
- umm ICMP-nakeToB. YMcnoBoe 3HaYeHMe TMNa CoobLLEeHUS, B AMa-

nasoHe (0 — 255).
icmp_code Kopg, coobennit npotokona ICMP, ncnonbayembiit ans Gunbtpa-

umn  ICMP-naketoB. B03MOXHble coobleHnit nona

icmp_code: (0 — 255).

Koapbl

destination_port UDP/TCP-nopT Ha3HayeHus

source_port UDP/TCP-nopT UCTOYHMKa

Bo3moskHble 3HadeHna nonsa TCP/UDP-noprTa: eq, gt, host, It,range.

OnuKWoHaNbHbIN NapameTp

priority MHAeKc 3a4aeT No0XKeHNe NpasBuia B CNUCKE U ero NnpuopuTer.
MpuopwuTteT 3anucu Yem meHblle MHAEKC — Tem npuopuTeTHee npasuno. [lnanasoH

[O0NYyCTUMBbIX 3HaYeHni (1..255).
optional parametr OnumMoHanbHble NapameTpbl NPU KOHPUIYPUPOBAHUU CNUCKA [0-

cTyna:
- tos — ¢unabTpauma no 6aiTy ToS;

- user-defined — ¢unbTpayma no User-defined bytes;

- sub-action — gonosnHuTenbHoe aenicTBue Hag Tpadpukom.
JocTtynHble gononHutenbHble genctena — modify-vlan (usmene-
Hue VLAN) u nested-vlan (gobasneHne [ononHUTENBHOrO Tera
VLAN).

v
Y

4.24.2 KoHepueypayus ACL Ha 6a3e IPv6

B ctaHgapTHbIX ip ACL BO3MOXKHa PpuabTpaumusa ToabKo No npedpuKkcam, B pacumpeHHbix ACL
— N0 AONO/IHUTE/IbHbIM NapameTpam.

. MNocne Toro, KakK noboit ACL 6yaeTt npusaAsaH K uHTepdeiicy, ana atoro nHtepdeica npume-
HUTCcA npasuno implicit deny any any.

B gaHHOM pasgene npuBefeHbl 3HAYEHUA U OMMCAHMA OCHOBHbIX NAPaMeTPOB, UCMOJ/b3yeMbIX B
CoCTaBe KoMaHz HacTpoliku cnmckoB ACL, ocHOBaHHbIX Ha agpecaunn IPv6.

CosgaHue n BXo4, B pexum penaktmposaHuma cnuckoB ACL, OoCHOBaHHbIX Ha agpecauun [Pv6,
OCYLLLECTBNAGTCA NO KOMaHAe: ipve access-list extended apvé access-list.

Tabnnua 166 — KomaHabl, ucnonb3yemble ana HacTpolikn ACL-cnnckoB Ha ocHoBe IP-agpecaunn

KomaHoa

Aelicmeue

permit protocol {any|source host} {any|destination}
[parametr]

[06aBuTb paspeluatoLlyto 3anncb GUAbTPALMKM ANA NPOTOKONa.
lMaKeTbl, OTBEYatOLLME YCAOBMAM 3anucu, byayT obpabaTtbiBaTbCa
KOMMYTaToOpPOM.

permit ipv6 {any|source host} {any| destination}
[parametr]

[o6aBuTb paspelsaoulyto 3anmMcb GUAbLTPaALUK OAA NPOTOKOAA
IPv6. MaKeTbl, oTBEYAlOLME YCAOBUAM 3anuck, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

permit icmp {any|source host} {any|destination}
[parametr]

[Jo6aBuTb paspeluarolyo 3anuce GuUAbTpauumK Aaa NpoToKona
ICMP. MaKeTbl, oTBEYatOWMe yCA0BUAM 3anucu, byayT obpabaTbl-
BaTbCA KOMMYTAaTOPOM.

permit tcp {any|source host} {any| destination}
[parametr]

[06aBUTb paspeLualolyto 3anucb GUAbTPaLUKU ANS NPOTOKoANa
TCP. MaKeTbl, OTBEYaloLLMe YCAOBUAM 3anucK, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

permit udp {any|source host} {any| destination}
[parametr]

[o6aBuTb paspeluatoLlyto 3anmcb GUAbTPALUKN ANA NPOTOKONA
UDP. MNakeTbl, OTBEYatoWMe ycnoBmMam 3anucu, byayt obpabatbi-
BaTbCA KOMMYTAaTOPOM.

deny protocol any|source host} {any| destination}
[parametr]

[o6aBuTb 3anpelatollyto 3anucb GUALTPALMU ANA NPOTOKONA.
MaKeTbl, OTBEYatoLLME YCAOBUAM 3anucy, byayT 610KMpoBaTbCA
KOMMYTaToOpPOM.

deny ipv6 {any|source host} {any| destination}
[parametr]

[o6aBuTb 3anpeLLatollyto 3anucb GUAbTPALUKU ANS NPOTOKOAa
IPv6. MaKeTbl, OTBEYalOWMe yCA0BMAM 3anuck, byayt 6aokupo-
BaTbCA KOMMYTaTOPOM.
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[parametr]

deny icmp {any|source host} {any|destination}

[o6aBuTb 3anpelatollyto 3anucb GpUAbTPaLMM ANA NPOTOKONA
ICMP. MNaKeTbl, OTBEYalOWME YCAOBMAM 3anucu, byayT 6J10KMpo-
BaTbCA KOMMYTaTOPOM.

deny tcp {any|source host} {any|destination} [parametr]

[o6aBuTb 3anpeliatollyto 3anucb GpUAbTPaLMM ANA NPOTOKONA
TCP. MaKkeTbl, OTBevalolWwme ycnoBuam 3anucu, byayt 61okupo-
BaTbCA KOMMYTaTOPOM.

deny udp {any|source host} {any| destination} [parametr]

[o6aBuTb 3anpeliatollyto 3anucb GpUAbTPaLMM ANA NPOTOKONA
UDP. MakeTbl, oTBEYalowWwme ycnoBusam 3anucu, byayt 61o0kupo-
BaTbCA KOMMYTaTOPOM.

Tabnunuya 167 — OcHOBHbIE NapameTpbl, UCMOJIb3yeMble B KOMaHAAX

Mapamemp 3HayeHue Aelicmesue
permit [OewncTteue ‘paspelwmnTs’ Co3gaTb pa3spellatouiee npasuao ¢punbTpaymm B cnmcke ACL.
deny [OeiicTBKe ‘3anpeTutnd’ Co3pgaTb 3anpewatouee npasuno ¢uabtpaumm B cnucke ACL.
protocol Mone npegHasHavyeHo 1A YKazaHMA NPOTOKoNa (Man BCcex NpoTo-
NboTOKON KOJ/I0B), Ha OCHOBE KOTOporo byaeT ocyuecTBaseTca GuabTpaums.
P Mpu BbIGOPE NPOTOKO/1A BO3MOXHbI C/iedytolme BapuaHTbl: icmp,
tcp, udp, ipvé.
source AJpec UCTOYHMKA Onpepgensaet IP-agpec UCTOYHMKA NaKeTa.

destination

Apapec HasHayeHuA

Onpegenset IP-agpec HazHavyeHMA NakeTa.

vlan NaeHTndmkatop VLAN Onpegenset VLAN, gns KoToporo byaeT npuMeHATbLCA NPaBuIo.
DSCP- iff .B -
dscp None DSCP B 3aronosKe L3 OI‘IpEAEIlHET 3HayeHne DSCP-nonsa diffserv. BoamoxkHble Koabl CO
obuweHnii nons dscp: (0 —63).
icmp_type Tun coobuweHunii npotokona ICMP, ncnonb3yembiii gns GuabTpa-
- unn ICMP-nakeToB. YncnosoesHayeHneTMnacoobueHus, sgmana-
30He (0 — 255).
icmp_code Kopa coobueHunii npotokona ICMP, ncnonbsyembiin ansa dpuabtpa-

Kopg, coobuieHunsa npoTokona

ICMP umm  ICMP-nakeToB. Bo3MmOMKHble Kogbl cOObLEHMI nons

icmp_code: (0 — 255).

destination_port UDP/TCP-nopT Ha3Ha4yeHun Bo3moskHble 3HaYeHua nons TCP/UDP-nopra: eq, gt, host, It,range.

source_port UDP/TCP-nopT MCTOYHUKA

priority MH,CI,EKC 3a4aeT NoJIoXKeHUe npasnaa B CNUCKe U ero NpUuopuTeT.
anOpMTeT 3anucu Yem meHblie MHOEKC — TeM npunoputTeTHee npasuao. ﬂ,mana30H
O0MNYCTUMBbIX 3HaYeHui(1..255).
/‘ Mocne Toro, Kak nto6oit ACL 6ygeT npusasaH K uHtepdeiicy, ana atoro uHtepdeiica npume-
HuTcA npasuno implicit deny any any.

4.24.3 Konduzypayus ACL Ha 6a3ze MAC

B paHHOM pasgene npuBeAeHbl 3HAYEHUA M OMUCAHUA OCHOBHbIX MAPaMETPOB, UCMOJIb3yeEMbIX B
coCTaBe KoMaHZ HacTpoliku cnmckos ACL, ocHoBaHHbIX Ha MAC-aapecauuu.

CosgaHue n BXo4, B peum pepaktmposaHua cnuckos ACL, ocHoBaHHbix Ha MAC-agpecaumm,
OCYyLWEeCTBAAETCA NO KOMaHAe: mac access-list extended access-l1ist num.

Tabnnuya 168 — KomaHgbl, ucnonbsyemble ana Hactpolikn ACL-cnnckos Ha ocHose MAC-agpecaumm
KomaHoa Aeiicmeue

permit {any | host source source_ mask } {any | host [o6aBunTb paspelatoLyto 3anmcb ¢punbTpaumnn. Maketol, oTee-
destination destination_ mask} [encaptype value | etype_list | 4yatowme ycnosuam 3anucu, byayt ob6pabatbiBaTbCca KOMMYTa-
1 [priority priority] [parametr] TOpOM.

deny {any | host source source_ mask } {any | host [o6aBunTb 3anpeLLaoLyio 3anucb ¢punbTpauunn. Maketbl, oTee-
destination destination_ mask} [encaptype value | etype_list | 4atowme ycnosuam 3anucu, 6yayt 610KMpPOBaATLCA KOMMYTATO-
1 [priority priority] [parametr] pom.
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Tabnnua 169 — OcHOBHble NapameTpbl, UCMOJIb3yeMmble B KOMaHAaAX

Mapamemp 3HavyeHue Aelicmeue
permit [eWncTBre paspewmnTb Co3patb paspelatolee npaBuao ¢punbTpaumm B cnmcke ACL.
deny [OevicTBue 3anpeTuTb Co3patb 3anpewatoulee npasuno ¢punbTpaymm B cnmcke ACL.
source Appec oTnpasuTena Onpegenser MAC-agpec UCTOYHMKA NaKeTa.

source_mask

ButoBas macka,
npumeHsaemasn Kk MAC-
aZpecy UCTOYHMKA NaKkeTa

Macka onpegenset 6utbl MAC-agpeca, KoTopble He06X0ANMO Ur-
HOPMPOBATb. B 3HaUYeHWNA UTHOPUpPYyEMbIX BUTOB JOMKHbI ObITb 3a-
nucaHbl eauMHULbL. Hanpumep, UCNonb3ya MacKy, MOXHO onpeae-
NMTb ANA npasuaa ¢puabTpaumm amanasoHa MAC-agpecos. Y1obbl
£06aBuTb B NpaBmno ¢puabtpauumn sce MAC-agpeca, HauMHaoLWm-
eca Ha 00:00:02:AA.xx.xx, HEObX0AMMO 3a4aTb 3HAYEHWE MACKMU
FF:FF:FF:FF:00:00, TO ecTb, COrnacHoO aHHOW Macke, nociegHue
16 6uT MAC-agpeca byayT He BaXKHbl 415 aHaAu3a.

destination

Appec HazHayeHun

Onpepgenser MAC-agpec HazHa4yeHUA nakeTa.

destination_ mask

buTtoBas macka,
npumeHaemasa Kk MAC-
agpecy HazHayeHuA nakeTa

Macka onpegenset 6utbl MAC-agpeca, KoTopble HEOBX0ANMO UTr-
HOPMPOBATb. B 3HaUYeHWA UTHOPUpPYyEMbIX BUTOB JO/XKHbI ObITb 3a-
nucaHbl eauMHUUbl. Macka Wcnosb3yeTcA aHasorMYyHO MacKe
source_ mask.

vlan_id

vlan_id: (0..4095)

NoaceTtb VLAN ¢dunbTpyembix NakeTos.

cvlan-priority

cvlan_priority: (0..7)

Knacc o6cnykuBaHma ¢punbTpyembix NakeTos.

ethertype

eth_type: (0..0xFFFF)

Ethernet TMn ¢MAbTPyeMbIX NAaKeTOB B LUECTHAALATEPUYHON 3a-
nucu.

encaptype value

Value: (1..65535)

Tun ethertype ana ¢punbTpyembix NakeTos.

etype_list

etype_list: (1..65535)

CnucoK ctaHAapTHbIX ethertype

priority

MHaekc npasmna

MHAaeKe npasuna B Tabavue, YeM MeHblle MHAEKC — TeEM NPUopu-
TeTHee npasuno 1-255.

Optional parameter

OnuWoHaNbHbIN NapameTp

OnuunoHanbHble NapameTpbl NPU KOHOUIYPUPOBAHUN CNIUCKA [0-
cTyna:

- user-defined — ¢dunbTpayma no User-defined bytes;

- sub-action — gonosnHuTenbHoe aecTBue Hag Tpadpukom.
JocTtynHble gononHutenbHble genctena — modify-vlan (usmene-
Hue VLAN), nested-vlan (no6asneHve AONOAHUTENLHOTO Terau
VLAN) 1 modify-cvlan (gobasneHne sHyTpeHHero Tera VLAN).

Mpumep HacTpoikn punbtpaumm padi/pado yepes User-defined offset:

console
console

(
(

config)# user-defined offset 1 ethtype 0
config) # mac access-list extended I

console (config-ext-macl)# deny 00:00:00:00:00:01 ff:ff:£f£:£f£f:££:00 any
user-defined offsetl 0x8863 Oxffff

console (config-ext-macl) # !
console (config) # interface gigabitethernet 0/1
console (config-if)# mac access-group ! in

[na npoxoxaeHusa OCTaNbHbIX MaKeTOB Ha WHTepdelice TpebyeTca aAobasutb BTOpoi ACL,
pa3speLLaloLmii NPOXoXKAEHME NAKeTOB, He NoNagaowWwmx nog npasuao duabtpaumm padi/pado:

console (config)# mac access-list extended 2
console (config-ext-macl) # permit any any

console (config) # interface gigabitethernet 0/1

(
(
console (config-ext-macl) # ex
(
(

console (config-if) # mac access-group 2 in

Mpumep dunbtpaumm no src/dst IP, src/dst port, tos yepes User-defined offset:

console (config)# user-defined offset 1 ethtype 0
console (config) # ip access-list extended 1010
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KomaHObI pexcuma 2a06anab6HoU KOHpuU2ypayuu

console (config-ext-nacl)# deny udp 1.1.0.0 255.255.0.0 gt 5000 2.2.2.0
255.255.255.0 1t 7000 traffic-class 0Oxe(0 sub-action modify-vlan 2 user-
defined offsetl 0x8864 Oxffff
console (config-ext-nacl)# !
console (config) # interface gigabitethernet 0/1
console (config-if) # ip access-group 1010 in

Ona nNpoxoXKOeHWs OCTaNbHbIX MaKeToB Ha uHTepdelice Tpebyetcs p[ob6asuTb BTOpok ACL,
pa3peLlatoLLnii NPOXOXKAEHME NakeToBs, He Nonaaatolwmx noa npasuno ¢unbtpaumm padi/pado:

console (config) # mac access-list extended 2
console (config-ext-macl) # permit any any

console (config) # interface gigabitethernet 0/1

(
(
console (config-ext-macl) # ex
(
(

console (config-if) # mac access-group 2 in

4.25 KoHdurypauymsa sawmtbl ot DOS-atak

[aHHbI 610K KOMaHA No3Bo/IAET 6/10KMPOBATb HEKOTOPbIE PAcCNpPOCTPaHEHHbIe Kaacckl DoS-aTak.

Buz 3anpoca KOMaHAHOW CTPOKM peXxnma rnobanbHoM KoOHPUrypaumu:

console (config) #

Tabnvua 170 — KomaHabl pexkmuma rnobanbHom KoHdUrypaumum

KomaHoa

3Ha4yeHue/3HayeHue
o yMmon4YaHuo

Aelicmeue

firewall

-/BKOYEHO

MepeinTn B pexkum KOHOUIyprMpoBaHUS MOAY/IA, OTBEYAIOLWEro 3a
dYyHKLMOHaN 3awmTbl oT DoS-aTak.

Buza 3anpoca KOMaHAHOM CTPOKM:

console (config-firewall) #

Tabnvua 171 — KomaHapl pexkmma KoHourypaumm eyHkumoHana firewall

3HayeHue/3HayeHue

no ip tcp inspection syn-fin

KomaHoa Aelicmeue
no ymoa4YaHuro
enable BKAOUUTL NoAAep:KKyY 3awmTbl oT DOS-aTak.
. -/BKNIOYEHO
disable BbIKMOUNTb NoAAePKKY 3awwmTbl oT DOS-aTak.
ip tcp inspection syn-fin BKkntoumTb 06HapykeHue syn-fin-naketos.
enable -/BKAKOYEHO

BbIkntounTb 06HapykeHue syn-fin-nakeTos.

ip tcp inspection
timeout <sec>

sec: (1..65535)/1

YcTaHoOBUTL Talimep 610KMPOBKM syn-fin-nakeTos.

ip tcp limit syn-flag enable

ip tcp limit syn-flag disable

-/BbIK/IIOYEHO

BKtOUNTb OrpaHnyeHne ckopoctu ana sxogaliero TCP-Tpaduka ¢
¢dnarom SYN.

BbIKNOUNTL OrpaHUYeHne ckopocTn ana exoasauiero TCP-Tpaduka
¢ pnarom SYN.

notification interval <sec>

no notification interval

sec: (1..3600)/1

YCTaHOBUTb BPEMEHHOW MHTepBan mexay SYSLOG coobuieHnamm
0 npeBbllLeHnn orpaHudeHns exoaawero TCP-Tpaduka ¢ pnarom
SYN.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHdurypaumm nHtepdelica:

console (config-if)#

Tabnunua 172 — KomaHgb! pexkuma KoHpurypaumm nHtepoeiica

3HayeHue/3HavyeHue .
KomaHoa Aelicmeue
o ymon4YaHuro

ip tcp limit syn-flag <value> YCcTaHOBUTbL 3HaYeHWe ckopoctTn ansa exogsuwero TCP-TpaduKa ¢

¢dnarom SYN Ha nHTepodeiice.
value: (1-262143) pps /

100

no ip tep limit syn-flag BbIK/IIOYUMTL OTpaHMYEHME CKOPOCTU ana Bxoasawero TCP-Tpa-
duka c pnarom SYN Ha nHTepdelice.

KomaHOwb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 173 — KomaHgb! pexkmuma EXEC

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymMmoa4YaHuro
sh run firewall - OT06pa3unTb HacTpoitky moaynsa firewall.
sh firewall stats 0OT06pa3nTb CTaTUCTMKY NO NakeTam, 06paboTaHHbIMU MOAYAEM
firewall.
sh firewall logs - OTtobpa3unTb norm moagyns firewall.
show firewall tcp-syn-limit OTo6pasnTb TeKylime HACTPOMKM OrpaHUYeHUsAs CKOpPOCTU ANA

Bxogsauiero TCP-tpaduKa ¢ dpnarom SYN.

4.26 KauectBo o6cnykusaHmua — QoS

Mo ymonyaHuio Ha BCex MOPTax KOMMyTaTopa MCNO/b3yeTcA OpraHM3auua oyepeam MakeTosB No
meToay FIFO: nepsbiii npuwen — nepsbiit ywén (First In — First Out). Bo BpemAa MHTEHCMBHOW Nepeaayn
TpadMKa Npu MCNOAb30BaHUM AAHHOTO METOAA MOFYT BO3HMKHYTb NpPobHaembl, MOCKObKY YCTPONCTBOM
WUrHOPMPYIOTCA BCe MakeTbl, He Boweawune B bydpep odepegn FIFO, M cOOTBETCTBEHHO TepsAtOTCA
6e3B03BpaTHO. PelwaeT AaHHy0 npobnemy meTos, OpraHM3ylOLWMA odepegm No NpuoputeTy Tpadwuka.
MexaHusm QoS (Quality of service — KauyecTBo 06CAyXKMBaHMA), peanv3oBaHHbI B KOMMyTaTopax,
No3BO/IAET OPraHM30BaTb BOCEMb OYEpPeAEN NPUOPUTETA MAKETOB B 3aBMCMMOCTU OT TUNA NepesaBaemMblxX
OaHHbIX.

4.26.1 Hacmpoiika QoS

KomaHObI pexcuma 2a0banabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config) #
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Tabnunua 174 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

class-map class_map_num

no class-map class_map_num

class_map_num:
(1..65535)

1. Co3paTb CMMCOK KpuTepues Knaccudukaumm tpaduka.
2. BoliTn B pexmMm pefakTMpOBaHMA CNNCKa KpuTepues Knaccudu-
Kauuu TpaduKa.

YLanuTb CNUCOK KpuTepues Kaaccudurkaumm Tpaduka.

policy-map policy_map_num

no policy-map
policy_map_num

policy_map_num:
(1..65535)

1. Co3patb cTpaTernto knaccudmrkaumm Tpadumka.
2. BoWT! B pexum pefakTUpoBaHUA cTpaTerum Knaccudukaumm
TpaduKa.

YpanuTb npasuao Knaccudukaumm tpaduka.

scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
sched-algo {strict-priority |
strict-wrr | wrr}

no scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | port-channel group}

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
sched_num: (1..65535)

OnpepennTb anroputm paboTbl NIAHMPOBLLMKA Ha MHTepdeiice.

- strict-priority — cTporan ouepesb, MMeeT HauBbICLIWIA MPUOPUTET;
- strict-wrr — o4epeab N0 MexaHWU3My WIT, UMEeLLLas NPUOPUTET;
Bblle oYepeamn wrr

- Wrr — o4yepeap, 06pabaTbiBalOLLAACA MO MEXAHU3MY WIT;

- fa/gi/tei_port — ucxoaawmii nntepdeic.

YLanuTb HaCTPOMKM NAAHMPOBLLMKA.

queue queue_num interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group} weight
weight

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
queue_num: (1..8);
weight: (1..127)

3afaTb HOMEp U BEC oYepenm s ucxoasauero nHtepodeiica.

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map} queue-id queue_id

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map}

dscp_map: (0..63);
cas_map: (0..7);
queue_id: (1..8)

OnpegennTb Tpadmk c meTkol CoS/DSCP B ouepeab.

OTmeHuUTb onpeaeneHue Tpad)VlKa B oyepeb.

gos interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
def-user-priority priority

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
Priority: (0..7)/0

YKa3aTb ouepeab ana uHTepoerica, Npy ycao0BUM OTCYTCTBUA METOK
CoS/DSCP y BxoAALMX NAaKeToB..

class-map class_num

no class-map class_num

class_num: (1..65535)

Co34aTb M NepenTn B pexkum KoHOUTrypnpoBaHua class-map.

Yaanutb Knacc.

policy-map policy_num

no policy-map class_num

policy_num: (1..65535)

Co3pathb 1 NepeiiTn B pexmm KoHburypmuposaHus policy-map.

Ypanutb NOAUTURY.

logging service cpu rate-limit
[queue]

no logging service cpu rate-
limit [queue]

-/BbIK/IIOYEHO

BK/OUMTL OTNPaBKY TPaMNoB O NpesblleHUn nopora cpu-rate-limit
B syslog .

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

snmp-server enable traps cpu
rate-limit [queue]

no snmp-server enable traps
cpu rate-limit [queue]

-/BbIKAOYEHO

BKHOYNTL FreHepaLmio YBeAOMAEHMWI NPU NPeBbILUEHNN 3HAYEeHUA
cpu-rate-limit.

OTKNOYNTD reHepauyuto ypeoMNIEeHUA Ha YCTpO[;ICTBe.

KomaHObI pexcuma KoHgpuaypayuu VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHourypaumm VLAN:

console (config-vlan) #
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Tabnunua 175 — KomaHabl pexkuma KoHdurypaumm VLAN

Komanda 3HaveHue/3HavyeHue Onucanue
no yMmoa4YaHuro
qos cos egress cos_default YcTaHaBoBUTb 3Ha4YeHMe CoS ana nopta (CoS, npumeHsembln ans
cos_default: (0..7)/0 Bcevro HEeTermpoBaHHOro TpaduKa, NPOXOAALWEro Yepes UHTep-
delic).
no gos cos egress YCTaHOBWTb 3HaYEHME N0 YMOYAHUIO.
KomaHOb! pexcuma KoHgu2ypayuu uHmepgelica Ethernet
BuAa 3anpoca KOMaHAHOWN CTPOKM:
console (config-if) #
Ta6nmu,a 176 — HOMaHAbI pexnma KOH(I)VII'ypaLI,VIVI MHTepd>e171ca Ethernet
Komanda 3Ha4yeHue/3HayeHue no Neiicmeue
YMOAYAHUIO
gos trust {cos | dscp | cos-dscp YCTaHOBUTL pPeXUM L0Bepua KommyTaTopa B 6a30BOM pe-
| none} »ume QoS (CoS nnau DSCP).
- €COS — YCTaHaBAMBAET KNACCUPUMKALMIO BXOAALLMX NAKETOB
no 3HayeHmAam CoS. [Jna HeTermMpoBaHHbIX MAKeTOB UCMO/b-
3yeTtca 3Ha4yeHue CoS no ymonyaHuio.
-/BbIKMIOYEHO - dscp — ycTaHaBAMBAET KnaccMUKALMIO BXOSALLMX NaKe-
TOB Mo 3HayeHnAm DSCP.
- cos-dscp — ycTaHaBAMBaAET KNacCUPUKaLMIO BXOJALLMX Na-
KeToB no 3HayeHuam DSCP ans IP-nakeToB 1M N0 3HaYEeHMAM
CoS ana He IP-nakeToB.
no qos trust YCTaHOBUTb 3HAaYE€HUA NO YMOHAHUIO.
qos map regen-priority - VlanPri — pa3pewnTb yCTaHOBUTb Ha UCXOAALLEM UHTEp-
{vlanPri | ipDscp} enable deice 3HaveHne CoS B NaKeTax cCOrnacHo
HaCTPOEHHOMY BHYTPEHHeMyY NpUopUTETY.
-/BbIKNIOYEHO - ipDscp — paspewnTb U3MepUTeNto NepemapKMpoBbIBaTb
TpaduK COrNacHO HaCTPOEHHOMY afrOPUTMY.
no gqos map regen-priority OTMEHUTb HaCTPOWKM NepemapKMpoBKM TpadurKa Ha UCXo-
{vlanPri | ipDscp} enable asuem nHtepdeiice.
gos def-vlanPri source {inner- YcTaHaBAMBaeT UCTOYHMK svlan-priority npu ncnonb3osa-
vlanPri/none/user-pri} Hun DotlQ tunnel gna BxopsAwero Tpaduka Ha WHTep-
deiice.
- inner-vlanPri — konwupyeTt cvlan-priority B svlan-priority;
-/none - user-pri — 3HayeHue svlan-priority 6epertca u3 qos inter-
face {fastethernet/gigabitethenet/tengigabitether-
net/port-channel port} def-user-priority priority;
- none — 3Ha4yeHue No ymoayaHwuto, svlan-priority = 0.
no gos def-vlanPri source Bo3BpallaeT 3HayeHne No YMOYaHUIO.

KomaHObI pexcuma pedakmupo8aHUA CIUCKA Kpumepues KAaccuguKkayuu mpaguKka

Bua 3anpoca KOMaHOHOWM CTPOKM pexMmMa pefakTUPOBaHMA CMMCKa KpUTEpUeB KnaccubuKauum
Tpaduka:

console# configure terminal
console (config)# class-map class-map-name
console (config-cls-map) #

Tabnnua 177 — KomaHgb! pexxuma pegakTMpoBaHUA CNIMCKA Kputepues Knaccuduraumm TpaduKa
3HayeHue/3Ha4yeHue
10 yMOoA4YaHuo

KomaHoa Aelicmeue

match access-group {ip-access- [0o6aBuTb Kputepuii Knaccupurkaumm Tpaduka. OnpegenseT npa-
list | mac-access-list } acl_num BuAa dunbTpaumm Tpadumka no cnucky ACL ana KnaccupuKkaumm.

set class class_num AKTMBMPOBaATb Kaacc.

acl_num: (0..65535)
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no set class class_num

class_num: (1..65535)

OTKAtoUNTb paboTy Knacca.

set class class_num regen-
priority priority group-name
name

priority: (0..7);
name: (1..31) cumBonos

3afaTb BHYTPEHHMI NPUOPUTET ANA YKAa3aHHOTO Kaacca.

KomaHObI pexcuma pedakmupo8aHua cmpameauu Kaaccugukauyuu mpaguKka

Bupa 3anpoca KOMaHAHOM CTPOKM PeXKMMa pedaKTUPOBaHUA cTpaTerMm Knaccupukaumm tpaduka:

console# configure terminal
console (config)# policy-map policy-map-name
console (config-ply-map) #

Tabnnuya 178 — KomaHAabl pexkMma pefakTMpoBaHUA CTpaTerMm Knaccudpurkaumm tpadmrka

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

set policy class class_num
default-priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

class_num: (0..65535);
new_cos_map: (0..7);
new_dscp_map: (0..63)

YCTaHOBUTb HOBOE 3HAYeHMe MEeTKM A/iA MaKeTa.

set policy class class_num
interace {fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group} default-
priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

class_num: (0..65535);
new_cos_map: (0..7);
new_dscp_map: (0..63)

YCcTaHOBWTb HOBOE 3HAYeHMe METKM A/1A NaKeTa Ha nHTepdeiice.

set meter meter

YCTaHOBWTb OrpaHuYeHne A4/1A CKOPOCTM NOTOKa COracHO HacTpo-
€HHOMY a/iIropPUTMy.

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnunua 179 — KomaHabl pexmma rnobanbHol KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

meter meter

no meter meter

meter: (1..255)

Co3fatb M3MepUTesb OFPaHUYEHUA CKOPOCTU A/A UCXOAALLEro
TpaduKa.

Y4anuTb M3MepuTesib OrpaHUYeHUA CKOPOCTM ANA MCXOAALLEro
TpaduKa.

KomaHObI pexuma KoHgu2ypayuu usmepumens 02paHUYeHUs CKOpoCcmu 014 8x00Auje20 mpa-

UKa:

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMme KoHOUrypauuu:

console (config-meter) #
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Tabnmua 180 — KomaHabl pexkmma KoHpurypaumm

nameputena orpaHnN4eHmA CKOpoCTn

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

meter-type avgRate cir
{cir_value} mode {bytes |
packets}

YCTaHOBUTb OrpaHNYeHne CKOPOCTU 41 UCXoaaLLero TpaduKa co-
rnacHo anropuTtmy avgRate (leaky bucket).

meter-type srTCM cir
{cir_value} cbs {cbs_value} ebs
{ebs_value} mode {bytes |
packets} [color-aware]

YCTaHOBUTb OrpaHUYEHNE CKOPOCTU A8 ucxoasawero Tpaduka co-
rnacHo anropuTmy single rate — Three Color Marker (rfc2697).
Color-aware — Bknto4aeT aHanm3 DSCP npu aHanuse ob6bema Tpa-
oduKa.

V Mopaepunsaerca Tonbko Ha MES2424, MES2424B.

meter-type trTCM cir
{cir_value} cbs {cbs_value} eir
{eir_value} ebs {ebs_value}
mode {bytes | packets} [color-
aware]

YCTaHOBUTb OFPaHNYEHNE CKOPOCTU AN1A UCXoAALLero Tpaduka co-
rnacHo anropuTtmy two rate — Three Color Marker (rfc2698).
Color-aware — Bknto4yaeT aHanm3 DSCP npu aHanuse ob6bema Tpa-
oduka.

V Moapeprusaerca Tonbko Ha MIES2424, MES2424B.

' Ona KoppeKTHOW paboTbl M3mepuTena ¢ aaroputmamm sr-TCM u tr-TCM TtpebyeTca ycTaHo-
’ BUTb Ha Ucxoaawem uHrepdeiice KomaHgy qos map regen-priority ipDscp enable.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perknma EXEC:

console#

Tabnnua 181 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show gos global info

OT06pasunTb rnobasnbHble HACTPOMKK (OS.

show qos def-user-priority
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group]

MoKasaTb B KaKyto o4yepeab onpeseneHbl MHTephenchbl.

show queue-map

OTobpasnTb mannuHr CoS n DSCP no ymonyaHuio.

show qos trust

MpocmoTpeTb TeKyLLMe HaCTPOWKM f0BepUsa MeTKam cosu dscp.

show qos queue-stats
[interface gigabitethernet
gi_port | tengigabitethernet
te_port]

gi_port: (0/1..48);
te_port: (0/1..11)

0OT06pa3unTb cTaTUCTMRY QOS.
Mopaepkusaerca ToNbko Ha MES2424, MES2424B,
MES2448B, MES2448E.

Mpumep NPUMEHEHUA CEPBUCHOMN MOANTUKMN:

Ons Tpaduka, umetowwero DSCP 8, meHaeTtcs VLAN Ha 100, p-bit meHseTcs Ha 7, dscp meHsieTca Ha 63,
CKOpPOCTb NOTOKa orpaHmumBaetca go 512 kbps.

console (config)# ip access-list extended 1008
console (config-ext-nacl)# permit ip any any traffic-class 8 sub-action mod-

ify-vlan 100

console (config-ext-nacl)# !
console (config) # interface gigabitethernet 0/6

console (config-if)# gos trust cos

console (config-if) # ip access-group 1008 in
console (config-if)# !

(
(
console (config-if)# switchport mode trunk
(
(
(

console (config) # interface gigabitethernet 0/7
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console (config-if) # switchport mode trunk

console (config-if)# gos map regen-priority-type vlanPri enable
console (config-if)# !
console (config)# class-map 1008
console (config-cls-map) # match access-group ip-access-list 1008

console

console (config) # meter 10
console (config-meter) # meter-type avgRate cir 512 kbps

console (config-meter) #
console (config)# policy-map 1008
console (config-ply-map) # set policy class 1008 default-priority-type ipDscp

63

(

(

(

(

(

(config-cls-map) # set class 1008 regen-priority 7 group-name Q0S
console (config-cls-map) #

(

(

(

(

(

KomaHObI pexcuma KoHgu2ypauuu uHmepgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-

¢elica 2pynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKU B peume KoHourypauum uHtepdeiica Ethernet, untepdeliica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 182 — KomaHabl pexkmma KoHpurypauum untepdeiica Ethernet, rpynnsl uHtepdelicos

KomaHda

3HayeHue/3HayeHue
no yMmon4YaHuo

Aelicmeue

rate-limit input rate

no rate-limit input

rate: (16..4194288)
kbps

YCTaHOBUTb OrpaHUYeEHNE CKOPOCTM AR BXOZALLEro TpaduKa.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

rate-limit output rate

no rate-limit output

rate: (16..4194288)
kbps

YCTaHOBWTb OrpaHUYEHNE CKOPOCTU AN1A UCXOAALLEro Tpaduka.

V 3HaueHue rate 40MKHO 6bITb KpaTHO 16.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

Mpumep HaCcTPOMKM OrpaHNYEeHnn CKopocTM NopTaGigabitEthernet 0/4:

console# configure terminal
console (config)# wvlan 10
console (config-vlan)# vlan active
console (config-vlan) #
console (config) # interface gigabitethernet 0/4

console (config-if) #
console (config-if)# rate-limit
) #

(
(
(
console (config-if) #
(
(
( rate-limit

console (config-if

Mpumep HacTpoiikmn QOS:

switchport
switchport

mode access
access vlan 10
input 512
output 512

HacTpouTb NNaHNPOBLLMK NO aATOPUTMY WIT A5 ucxogawero nHtepdeiica fa0/1. Pacnpeaenntsb Tpa-
¢ukK cornacHo nonto CoS B ovepegy 1-4. HasHaunTb BeC WrIT ANs o4Yepeseit CornacHO HoMepy oyepeau.

Ouepepb 5 06bABUTL NPUOPUTETHOMN.

console
console

—_

strict-priority

console (config) #
console (config) #
console (config)# queue
console (confiqg) #
console (confiqg) #

console (config) #

queue
dqueue

queue
queue

1
2
3
4
5

interface
interface
interface
interface
interface

config) # scheduler 10 interface fastethernet 0/1 sched-algo wrr
config)# scheduler 20 interface fastethernet 0/1 sched-algo

fastethernet 0/1 scheduler 10 weight
fastethernet 0/1 scheduler 10 weight
fastethernet 0/1 scheduler 10 weight
fastethernet 0/1 scheduler 10 weight
fastethernet 0/1 scheduler 10

N W N =

queue-map regn-priority vlanPri I queue-id I
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console (config) # queue-map regn-priority vlanPri 2 queue-id 2
console (config) # queue-map regn-priority vlanPri 3 queue-id 3
console (config) # queue-map regn-priority vlanPri 4 queue-id 4
console (config)# queue-map regn-priority vlanPri 5 queue-id 5

4.27 O6HoBneHUe nporpammHoro obecneueHus c cepsepa TFTP

Cepsep TFTP gonxeH 6biTb 3anyLeH U HaCTPOEH Ha KOMMNblOTepe, ¢ KoToporo 6yaer 3arpy-
¥aTbcA nporpammHoe obecneueHue. CepBep A0MKEH MMETb paspelleHUue Ha YTeHue dai-
J10B HauyaNbHOro 3arpysumka u/unm cuctemuoro NO. Komnblotep ¢ 3anyweHHbIMm TFTP-cep-
BEpPOM A0/1KeH 6bITb A0CTyNeH A1 KoOMMyTaTopa (MOXKHO NPOKOHTPOIMPOBATb, BbINO/NHUB
Ha KoMmmyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbioTepa).

.‘

’ ‘ O6HOBNEHMEe NPOrpaMmMHOro obecneueHns MoKeT OCYLLECTBAATLCA TONbKO NPUBUIErUpO-
H BaHHbIM NO/b30BaTeNEM.

4.27.1 Ob6HoBMEHUE cUCMEMHO020 Npo2pamMmmMHo20 obecneyeHus

3arpy3Kka ycTponctea ocyulectensercs us daiina cuctemHoro nporpammHoro obecneverHus (M0O),
KOTOPbIA XpaHUTcA BO Gnsw-namaAtu. MNMpu obHoBNEHUM HOBbIM ¢dann cuctemHoro MO coxpaHsaeTca B
cneumasnbHO BblaeseHHOM obnactm namatu. [pu 3arpy3ke yCTPOMCTBO 3anyCKaeT aKTUBHbINM ¢ann
cuctemHoro MO.

Mpoueaypa obHoBAeHuA MNO:

CkonunpoBaTtb HOBbIN daitn nporpammHoro obecneyeHUA Ha YCTPOMCTBO B BblAeneHHY 061acTb na-
MATU. PopmaTt KOMaHAbI:

console# copy tftp://tftp ip address/[directory]/filename image

Nnn KomaHaomn

console# firmware upgrade tftp://tftp_ip_address/[directory]l/filename
Mpumep KomaHapl gna 3arpyskm MO vepes sftp:

console# copy
sftp://username:password@Tftp ip address//[directory]/filename image

HoBas Bepcua NporpammHoOro obecnevyeHus CTaHeT aKTUBHOW noc/e nepes3arpyskn KommyTtaTtopa.

[lna npocmoTpa AaHHbIX O BEPCUAX MPOrpamMmMHOro obecneyeHmsa U UX akTUBHOCTU BBEAUTE KOMaHAY
show bootvar:

console# show bootvar

4.28 PexXnum oTnagKku

PexXMm OTNagKM Mo3BONAET CHUMMATb JOMNOJIHUTENIbHYIO AMAarHOCTUYECKYID MHOOpMaLMIo C
yCTpolicTBa.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknma rnobanbHOM KOHGUrypaunm:

console (config) #
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Tabnunua 183 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

debug iss enable { init-shut |
management-trc | data-path-
trc | cntrl-plane-trc | dump-
trc | os-resource-trc | all-fail}

debug iss disable { init-shut |
management-trc | data-path-
trc| cntrl-plane-trc | dump-

trc | os-resource-trc | all-fail}

-/disable

BKNHOUNTL reHepaL Mo OTNaf04HbIX COOBLLEHNI AR KOHKPETHOro
6/10Ka CUCTEMHOIO MOAYNA iss.

BbIK/IOUMTL TeHepaLmio OTIaLOUYHbIX COOBLEHNI ANA KOHKpeT-
HOro 6/10Ka CMCTEMHOTO MOAY /A iss.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabanua 184 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

no debug all

OTKNOYUTb BbIBOA, BCEX OT/IAA0UYHbIX COOOLLEHNI.

dump sockets

[pOoCMOTp BCEX COKETOB B CUCTEME.

dump mem Jocation [len byte]

location: (1..OxFFFFFFF);
byte: (1..256)

OTO6pPa3nTb COAEPHKMMOro NMamaTM M3 3agaHHOM obnactv na-
MATHU.

dump {task | sem | que} name
[name]

MoKasaTb AeTanu 3a4auu, odepegm uam cemadopa npu npuceoe-
HUWM MMEHM TacKa.
- name — Ha3BaHMe Tacka.

debug test mem alloc bytes

bytes: (1..4294967295)

BblgennTb 610Ka NaMATV € 3a4aHHbIM B 6aliTax pasmepom.

debug test mem free

OcBo604uUTb BblAeNeHHbIN 610K NamaTu.

debug show sensor
temprerature index

index: (0..1)

OTO06pa3snTb 3HaYEHMA AaTynKa TemnepaTypsbl.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#

Tabnunua 185 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug np module { all | cfa |
eth | fwl | igs | ip | iss | isspi |
12app | la | mau | mlds | mstp
| pnac | qosx | rstp | tcam |
vct | vlan } [level {all | errors |
general | polling}]

no debug np module { all | cfa
| eth | fwl | igs | ip | iss | isspi
| 12app | la | mau | mids |
mstp | pnac | qosx | rstp |
tcam | vct | vlan }

BKNOUNTL reHepaLmio oT1aAouHbIX coobueHnin ans NPAPI ans
yKa3aHHOro moayns.

BbIKNOUMTb reHepaunio 0T1ag0uHbIX coobuennit ana NPAPI ans
yKa3aHHOro moayns.

debug show vlan np port

OT06pasunTb KoOHPUrypaumto nopta NPAPI.

debug show ip arp np
interfaces

OTobpasunTb aepeso nHtepdericos ARP 8 NPAPI.
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4.28.1 KomaHObli omaadku 011 uHmepgelicos

[aHHbIVA peXXMm OT/IafKWM YCTAaHaBAMBAET TPACCUPOBKM ANA UHTepdelncoB A YKa3aHHOTO YPOBHA

severity.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnuua 186 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HavyeHue
0 yMon4YaHuo

Aelicmeue

debug interface all severity

no debug interface all

severity: (0..7)/-

BKAOUUTB reHepaLmio 0T1af04HbIX COOOLLEHWI ANA BCeX BUAOB
TPaccMpOBOK.

BbIK/IOUNTb reHepaL Mo 0T1ag04uHbIX CO0bLeHUI ana nHTepden-
coB.

debug interface arppktdump
severity

BKAOUMTbL TpaccMpoBKKU gamna naketos ARP.

severity: (0..7)/-
no debug interface BbIKNtOUNTbL TPaccMpoBKM Aamna nakeTos ARP.
arppktdump
debug interface buffer severity BKAOUMTD reHepaLmio OT1af04uHbIX COODOWEHNUA ANA NaKeTHOro
severity: (0..7)/- Oydepa.
no debug interface buffer BbIKNOUNTL reHepaL Mo OTNaA04HbIX COOBLLEHMI A5 NAaKETHOIO
bydepa.
debug interface enetpktdump BKntouMTb TpaccupoBKM gamna naketos Ethernet.
severity - severity: (0..7)/-
no debug interface BbIKNOUNTL TPAccMpoBKKM Aamna nakeTtos Ethernet.
enetpktdump
debug interface failall severity BKAOUUTD reHepaumio OTNaA04HbIX COOBLWEeHN NPU BOSHUKHO-
. BEHMWU BCEX BUAOB CH0EB, BK/OYAsA BaINAALMIO MAKETOB.
- - severity: (0..7)/- —
no debug interface failall BbIKNOUYNTL reHepaLuio OTAaL04HbIX COOBLLEHMIA MPU BOSHUKHO-
BeHuu cboes.
debug interface ippktdump BKAHOYMTB TPAaCCUMPOBKM gamna naketos |P.
severity severity: (0..7)/-
no debug interface ippktdump BbIKNOUNTBL TPAaccMpOBKM Aamna nakeTos IP.
debug interface os severity leHepupoBaTb OTNaA04HblE cCo0bLWeHus gns pecypcos OC.
no debug interface os severity: (0..7)/- BbIKNOUYNTL FreHepaLmio 0TNaf04YHbIX COOBLEHNI AN pecypcos
OoC.
debug interface track severity BKNOYNTL FreHepaumio OTNaL4O0YHbIX COOBLEHMI CNeXeHUs WH-
severity: (0..7)/- Tepdeiica.
no debug interface track BbIK/IOYNTb reHepaumto OTAaL04YHbIX COODLWEHUI CNEXKEHUA UH-
severity Tepodelica.
debug interface trcerror BKOUMTD reHepaumnio 0T/1af0uHbIX COOBLWEHNIN OWMBOK UHTEp-
severity severity: (0..7)/- delicos.

no debug interface trcerror
severity

BbIK/IOYMTL FreHepaLmio OTAag0uHbIX COOBLEHMIN OWMBOK UH-
Tepdelicos.

4.28.2 Omnadka VLAN

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnunua 187 — KomaHabl pexxkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMon4aHuio

Aelicmeue

debug vlan all-debug

no debug vlan all-debug

BK/IIOUMTL reHepaLmio BCEX OT/NIaA04YHbIX COOBLEHNH Moayns
VLAN.

BbIKNOUUTL FeHepaunto BCeX OTNAZLOUYHbIX COOBLEHUI Moay s
VLAN.

debug vlan all-module

no debug vlan all-module

BK/IIOUMTL reHepaLumio OTNaZ0YHbIX COOBLLEeHMM, Kacatomxcs
npuopuTeTa, N36bLITOYHOCTH, Nepesdadn TpaduKa.

BbIK/IIOYMTb reHepaunio OT1aA0uHbIX COOBLLEHMI, KacatoLwmxca
npuopuTeTa, N36bLITOYHOCTH, Nepesadn TpaduKa.

debug vlan buffer

no debug vlan buffer

BKOUYNTL reHepaumio 0TNaLouHbIX coobuieHunii bydepos vian.

BbIKNOUMTb reHepaumio 0T1af04uHbIX coobLLeHnl bydpepos vian.

debug vlan ctpl

no debug vlan ctpl

BKNOUMUTL reHepauunio OTNIaA0YHbIX COOOLWEHUI ynpaBieHus
vlan.

BbIKNOYMTb TeHepauuio OTNaA0UYHbIX COOBLWEHUI ynpaBieHus
vlan.

debug vlan data

no debug vlan data

BKAOUNTL reHepaumio OTNaf0uHbIX CoobLieHnit obmeHa aaH-
HbImM vlan.

BbIKNtOUMTb reHepaumio 0T1af0uHbIX co0bLeHM obmeHa aaH-
HbiMM Vvlan.

debug vlan dump

no debug vlan dump

BKNOUMTL reHepaumio 0TAa40uHbIX COOBLLLEHMI 3axBaTa NaKeToB
vlan.

BbIKNHOUYMTb FreHepauuio 0TAaA0uHbIX COObLLIEHNI 3axBaTa Nake-
ToB vlan.

debug vlan failall

no debug vlan failall

BKNOUMUTL FreHepaumio OTN1afouHbIX coobuweHnin 06 owmbkax
vlan.

BbIKNOUMTb FEeHEpPaUMIO OTNIAA04HbIX COObLEeHU 06 owmnbKax
vlan.

debug vlan fwd

no debug vlan fwd

BK/lOUMTL reHepaLMio OTNaA0UHbIX COODOLLEHNI nepesayn Tpa-
duka vlan.

BbIK/NHOUNTL FreHepaLuio OTAaL04HbIX COODBLEeHMI Nnepefaym Tpa-
duka vlan.

debug vilan global

no debug vlan global

BKAIOUUTL reHepaLmio OTNaA0uHbIX co0bLLeHUi rnobanbHO Mo
moayto vlan

BbIKNtOUNTL reHepaL Mo OTAaA0UYHbIX COOOLEHNI TNobanbHO Mo
moayto vlan

debug vlan initshut

no debug vlan initshut

BKNOUUTL reHepaumio OTNIaA04HbIX COOBOLWEHNN U3MEHEHUA CO-
cTosHMA moayna vlan.

BbikntounTb reHepauuto 0T1aa04HbIX C006LIJ,eHMl\;I M3MeHeHUA Co-
CTOAHUA MOoaynA vlan.

debug vlan mgmt

no debug vlan mgmt

BK/IIOYUMTL reHepaumio OTNafO0UYHbIX COOBLWEHNIA ynpasaeHus
vlan.

BbIK/MOYUTL reHepaumio OTNaZ0UHbIX COOBLEHWUI ynpasaeHus
vlan.

debug vlan os

no debug vlan os

BKNIIOUUTL reHepaLuio OTNaA0uHbIX COOBLEHWI ANA pecypcos
moZayna vlan, kpome bydepos.

BbIK/NOUMTbL FreHepaLmio OTNaf04HbIX COOBLLEHNI aNa pecypcoB
mogyns vlan, Kpome 6ydpepos.

debug vlan priority

no debug vlan priority

BKAOUNTL reHepauuMio OTAaA0uHbIX COOBLLEHMIA NPUOPUTETOB
vlan.

BbIK/IOUMTL reHepaumio OTNa404HbIX COOBLEHNIA NPUOPUTETOB
vlan.

debug vlan redundancy

no debug vlan redundancy

BK/IOYMTb reHepaumio OT/IaZ04HbIX COOBLLEHMI M36bITOYHOCTM
vlan.

BbIKNHOUYNTb reHepaLmio 0TAaA04HbIX COOBLWEHNI U3BLITOYHOCTH
vlan.

debug garp

-/BbIKOYEHO

BKAOUMTL OTNaZKy NpoToKkoaa GARP.
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no debug garp

Bbikntountb oTnagky npotokona GARP.

4.28.3 Omnaodka Ethernet-oam

KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 188 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HavyeHue
o0 yMon4YaHuo

Aelicmeue

debug ethernet-oam all

no debug ethernet-oam all

BKAHOUMTL reHepaumnto BCEX OTNAA04HbIX COObLWEeHMA eoam.

BbIKNOUNTL reHepaumio BCex oTaf0uHbIX COO6LLI,eHl/Il‘/'I eoam.

debug ethernet-oam buffer

no debug ethernet-oam buffer

BkntounTb reHepaumio coobueHunin bydepos eoam.

BbIkntounTb reHepaumio coobueHmnin bydepos eoam.

debug ethernet-oam config

no debug ethernet-oam config

BKAOUNTL reHepaumio coobLLeHnit KoHdurypaumm eoam.

BbIK/IOUNTL reHepaLmio CoobLLeHNI KoHGUrypaumm eoam.

debug ethernet-oam ctrl

no debug ethernet-oam ctrl

BKNHOUMTL reHepaumto coobLWweHN ynpasaeHma eoam.

BbIK/IIOYNTL FreHepaLmio CoobLLEeHMI ynpaBaeHua eoam.

debug ethernet-oam discovery

no debug ethernet-oam
discovery

BK/OUYNTB FreHepauuio cooblieHMiA npolecca obHapy»KeHUsa co-
cepent eoam.

BbIKMOUNTL reHepaLmio CoobLeHN npoLiecca 06HapyKeHMA Co-
cegen eoam.

debug ethernet-oam failure

no debug ethernet-oam failure

BKAOUMTL reHepauuto coobueHuii olwmboK eoam.

BbIKNOUNTL reHepaLmio coobLeHnit olwmnbok eoam.

debug ethernet-oam func-
entry

no debug ethernet-oam func-
entry

BKOUNTL reHepaumio coobLieHuit Bxoga B GyHKLMM eoam.

BbIK/OUNTb reHepaLmio CoobLLeHNI BXxoaa B GyHKLMM eoam.

debug ethernet-oam func-exit

no debug ethernet-oam func-
exit

BKNOUMTL reHepaumto coobueHnin Boixoga v GyHKUMI eoam.

BbIK/NOUNTL reHepaLmio CoOobLLEHNI BbIXxoAa U3 GYHKLMIA eoam.

debug ethernet-oam init

no debug ethernet-oam init

BKNOUMTDL reHepaumio COOBLEHU U3MEHEHUA COCTOAHUS MO-
nyns ecam.

BbIKNtoUNTL reHepauuio COO6LLI,EHVII7I NU3MEHEHUA COCTOAHUA MO-
Ayna eoam.

debug ethernet-oam Im

no debug ethernet-oam Im

BKAtoUMTb reHepaumto coobuieHuit link-monitor eoam.

BbIKNOUNTbL reHepaumto coobuieHnit link-monitor eoam.

debug ethernet-oam loopback

no debug ethernet-oam
loopback

BKAtouMTb reHepaumto coobuieHuin remote-loopback eoam.

BbIKNOUNTb reHepaumto coobleHnit remote-loopback eoam.

debug ethernet-oam mux-
parser

no debug ethernet-oam mux-
parser

BktounTb reHepaumio COO6LLI,EHI/II7I COCTOAHUN mux-parser eoam.

BbIKNtounTb reHepauuio COO6UJ,eHI/Il7I COCTOAHUN mux-parser
eoam.

debug ethernet-oam pkt

no debug ethernet-oam pkt

BKAOUUTL reHepaumio coobLieHnit Ans naketa eoam.

BbIK/IIOYMTb reHepaLmnio cCoobLLeHMit 415 NakeTa eoam.

debug ethernet-oam
redundancy

no debug ethernet-oam
redundancy

BKIOUNTL reHepaumio coobLieHuit U3bbITOYHOCTM eoam.

BbIK/IIOYNTb reHepaLmio coobLLeHMi U36bITOYHOCTM eoam.
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debug ethernet-oam resource

no debug ethernet-oam
resource

BKNIOUUTL FreHepaLmio COOBLEHNI ANA PecypcoB eoam, Kpome
bydepos.

BbIK/HOYMTb reHepaLmio COobLLEHNIA A8 PecypcoB eoam, Kpome
bydepos.

debug ethernet-oam rfi

no debug ethernet-oam rfi

BKNOUNTL reHepaunto coobLueHUi yaaneHHoro obHapy»KeHun
aBapuit eoam.

BbIK/NOYNTL FreHepaLmio COOBLWEHNI YAANEHHOTO 0BHAPYKeHUs
aBapui eoam.

debug ethernet-oam var-
regresp

no debug ethernet-oam var-
regresp

BKAtOUNTL reHepauuio coobuieHnid gna 3HaYeHUn 3anpocoB-0T-
BETOB eoam.

BbIK/OYMTb reHepaumto coobLueHni ana 3Ha4YeHMM 3anpocoB-oT-

BETOB e0am.

4.28.4 MypHanuposaHue omaaodo4yHbix coobweHuli

C nomoublo gaHHoro 6/10Ka KOMaHA, HacTpauMBaloTCA MapameTpbl BeAeHWA XKypHaia OTNadKku B

cucrteme.

HasBaHue kypHana coaep:KuT B cebe aaty ero cosgaHus Ha flash.

KomaHOb! pexcuma 2n106as16HOU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnunua 189 — KomaHabl pexmma rnobanbHol KoHdurypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

debug-logging { console | file
| buffered-file}

no debug-logging

MepeHanpaBuTb BbIBOA, OT/NAZOYHbIX COOBLLEHUI B KOHKpETHoe
pacnonoseHue.

console — B TepMMHaN KOHCONK;

file — B oTaenbHbIN dain Ha flash;

buffered-file — B otaenbHbIN Bydep, npu ncuepnaHum pecypca by-
depa — B dpaiin Ha flash.

YCTaHOBUTb 3HAYEHME MO YMOHYAHWUIO.

debug-logging log-path
{flash_url}

no debug-logging log-path

flash:/LogDir/Debug/

YCTaHOBUTL pacnonoxKeHue ¢alina, B KOTOPbIM 3anucbiBatoTca de-
bug-coobueHus.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

clear logs debug file

OuunCcTUTb coaepRumoe aupektTopum ¢ debug-painamm.

' ' MHdpopmauusa o debug-logging log-path xpaHutca B ¢paitne nvram. [lna Bo3Bpata AUPEKTO-
e puM no ymonuyaHuio Tpebyerca ucnonb3oBatb KomaHAy no debug-logging log-path wau

delete startup.

' ' Mpu ucnonbsosaHum KomaHgbl clear logs debug file ctupaetca Bce cogepxmmoe aupeKkTo-
N puMn, B KOTOpPOIi HaxoaATcA ¢aitabl }KypHanoB. PeKomeHAyeTcs UCNO/b30BaTb OTAE/NbHYIO
AVUPEKTOPUIO U AUPEKTOPUIO MO YMOYAHUIO ANA XPaHEHUA XKYPHANOB BO usbexaHue no-
Tepu KOHPUrypaLoHHbIX ¢aiinos.

' ' Bo3moxkHa coBmecTHasa pabora KomaHg debug-logging console u debug-logging { file |
-

buffered-file}

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM pexknuma EXEC:

console#
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4.28.5 KomaHObI 019 omnaadku pyHKYuli ynpasnenus

KomaHOowb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnmua 190 — KomaHabl pexkmma EXEC

KomaHoa

3HavyeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug radius {all | errors |
events | packets | responses |
timers}

no debug radius

-/BbIK/OYEHO

BKOYUTB reHepaumio OTAaf0uHbIX COOBLWEHNI AN NPOTOKONA
RADIUS.

BbIK/IIOYNTL reHepaLLmio 0TAaA0UHbIX COOBLLEHMI 418 NPOTOKONA
RADIUS.

debug tacacs {all | dumprx |
dumptx | errors | info}

no debug tacacs

-/BbIK/OYEHO

BKNHOUMTD reHepaumto oTAaf0uHbIX COObLLEHMI AN NPOTOKOA
TACACS.

BbIK/NIOYNTL reHepaumIo 0TIaf04YHbIX COOBLLEHMI AN1A NPOTOKONA
TACACS.

debug ssh {all | duffer | ctrl |
data | dump | mgmt| resource
| server | shut}

no debug ssh {all | duffer | ctrl
| data | dump | mgmt |
resource | server | shut}

-/BbIK/OYEHO

BKAOUMTL reHepaumio 0TAaA0uHbIX coobueHnin ana SSH.

BbIKNOUNTL reHepaLmio 0TIaA04HbIX CO0bLWeHnn ana SSH.

debug terminal take BKnouMTb  BbIBOA, OT/IAA0YHbIX COOOLWEHMIA B TeKyLen
SSH-/Telnet-ceccun.
- -/BbIKNOYEHO — —
no debug terminal take BbIKNOUNTL  BbIBOA, OTAA4OYHbIX COOBWEHUIA B  TeKylien
SSH-/Telnet-ceccun.
4.28.6 KomaHObI 018 omaadku npomokona DHCP
KomaHapl faHHOro 610Ka BKAKOYAOT OTc/iexXuBaHmne moayns DHCP.
KomaHOosi pexcuma EXEC
Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#
Tabnnuya 191 — KomaHgb! pexkuma EXEC
3HayeHue/3HayeHue .
KomaHoa / Aelicmeue

no ymon4aHuro

debug ip dhcp snooping {all |
entry | exit | debug | fail}

no debug ip dhcp snooping {all
| entry | exit | debug | fail}

-/BbIKAOYEHO

BKNOUMTL reHepaumio coobuweHuit otnagku ¢yHkuum DHCP
Snooping.

BbIKNOUNTL reHepauuto coobuweHuii otnagkn ¢yHkumm DHCP
Snooping.

debug ip dhcp client all

no debug ip dhcp client all

-/BbIK/IOYEHO

BKAOUUTL reHepauuio Bcex coobleHuii otnagku GyHkumm DHCP
client.

BbIKNOYNTL FeHepauumio BCeX COOBWEHUI OTAaaKU GyHKUUK
DHCP client.

debug ip dhcp client {bind |
errors | event | packets}

no debug ip dhcp client {bind |
errors | event | packets}

-/BbIK/IIOYEHO

BKNHOUMTb reHepaunio BbIBOPOYHbIX COOBLEHNIN OTNAAKN DYHK-
umm DHCP client.

BbIK/MIOUNTL FeHepaLuio BblIBOPOYHbIX COOBLIEHUIA OTNALKM
dyHKuum DHCP client.
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debug ip dhcp relay {all |
errors}

no debug ip dhcp relay {all |
errors}

-/BbIKIOYEHO

BKAtounTb reHepaumto coobuieHnii otnagkm ¢yHKumm DHCP re-
lay:

- all — Bce oTnagouHble coobueHus;

- errors — 0T1aZlo04Hble COObLWEHUA NPU OLIMBKaX.

BbIKNHOUNTL reHepaLmio cooblueHuii otnagku GyHkumm DHCP re-
lay.

debug show ip dhcp np
interfaces

Moka3aTb KoHOUrypaumo GYHKUMN KOHTPOIA NpoTokona DHCP.

4.28.7 Omnadka ¢pyHKyuu PPPoE-IA

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console#

Tabanuya 192 — KomaHabl pexkmma EXEC

KomaHda

3HaveHue/3HayeHue
1o yMmon4aHuio

Aeiicmeue

debug pppoe intermediate-
agent all

no debug pppoe intermediate-
agent

BKNOUUTL reHepaumto BCeX OTNAA04HbIX coobuweHuini PPPoE-IA.

BbIKNOUYUTb reHepaLmio BCeX OTNaA04HbIX coobLeHnit PPPoE-IA.

debug pppoe intermediate-
agent entry

no debug pppoe intermediate-
agent

BKNOUMTL reHepaLmio 0T/1a404HbIX COODOLLEHWNI O BXOAE B QYHK-
unmn PPPoOE-IA.

BbIKNtOUNTb reHepaLmio BCeX OTNaL04HbIX coobLeHnin PPPoE-IA.

debug pppoe intermediate-
agent exit

no debug pppoe intermediate-
agent

BK/IlOUNTbL reHepaumio OTNa[0YHbIX COOBLEHUA O Bbixoge W3
byHKLMI PPPOE-IA.

BbIKNtOUNTb reHepaLmio BCeX OTNaL04HbIX coobLLeHnn PPPoE-IA.

debug pppoe intermediate-
agent fail

no debug pppoe intermediate-
agent

BKNOUMUTL FeHepaumio OTNafouHbIX coobuweHnin 06 owmbkax
PPPoE-IA.

BbIKNOUYUTb reHepaLmio BCcex 0TAaA04HbIX cooblieHunit PPPoE-IA.

debug pppoe intermediate-
agent pkt

no debug pppoe intermediate-
agent

BKNOUMTL reHepauuio OTNaf4OYHbIX COOOLIEHMI O nakeTax
PPPoE-IA.

BbIKNHOUMTb reHepaLmto Bcex 0TNaf04uHbIX coobuieHmit PPPoOE-IA.

4.28.8 Omnadka ¢pyHKyuu DCS

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxnma EXEC:

console#

Tabnunuya 193 — KomaHabl pexkmma EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro
debug dcs all BKNOUMTL reHepaumio BCeX OTNaA04HbIX coobeHui dcs.
no debug dcs i BbIKNHOUYMTL reHepaL Mo BCex 0TNaf04HbIX coobLeHmit dcs.
debug dcs entry BKNOUMTL reHepaLmio 0T/1a404HbIX COODOLLEHUI 0 BXxoae B QYHK-
R umm dcs.
no debug dcs BbIKNOUMTb reHepaLmio BCeX OTNaL04HbIX CO0bLeHuMI dcs.
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debug dcs exit BKAOYUTbL reHepaunto OTNaL04HbIX COOBLLEHUI O Bbixoae M3
- dyHKLMI dcs.

no debug dcs BbIK/OUNTb FreHepaLLmMio BCEX OTNIaZ04HbIX CO0bLLEeHN dcs.

debug dcs fail BKOYUTL reHepaLmio OT1aA04HbIX coobuieHmi 06 owmnbKax dcs.

no debug dcs i BbIK/IOUNTb reHepaLLMio BCEX OTNaZ04YHbIX COObLLEeHNI dcs.

4.28.9 Omanadka ¢pyHKyuii QoS

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabanuya 194 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug qos buffer

no debug qos buffer

BKNOUMTbL reHepaumio OTNagouHbIX coobuieHnit ana bydepos
QoS.

BbIK/IOUNTb FreHepauuio OTAaA0uHbIX coobuieHnit ansa bydepos
QosS.

debug qos ctrl

no debug qos ctrl

BKNHOUMTb reHepaLmio oT/1a404HbIX COOBLLEHNIN AN ynpaBaeHns
QosS.

BbIKNOUNTL reHepaLmio OTIaf04YHbIX COODLEHUI ans ynpasne-
Hua QoS.

debug qos dump

no debug qos dump

BKAHOUMTL reHepaLmio OTNaA04HbIX COObLLEeHNI No nakeTam QOS.

BbIK/NOYNTL reHepaLMilo OTNAA0YHbIX COODOLEHUI MO MakeTam
QosS.

debug qos failall

no debug qos failall

BKNOUYNTDL FreHepauuio OTNaA04HbIX COOBLWEHU No owmnbKam
QosS.

BbIKNOYNTL FeHepaumio OTaL04HbIX COOBLEHNI No oWwnbKam
QosS.

debug gos init-shut

no debug qos init-shut

BKOUUTD reHepaumio OTAaf04YHbIX COOBWEHNI NO U3MEHEHMIO
coctoaHna moayna QoS.

BbIKNOYNTL reHepaumIo 0Taf04YHbIX COOBLLEHMI MO U3SMEHEHUIO
coctoaHmna moayna QoS.

debug gos mgmt

no debug gos mgmt

BKNHOUMTD reHepaLmio OT1Ia404HbIX COOBLWEHNI ANA yNpaBaeHUA
QosS.

BbIKNOUNTL reHepaL Mo OTNaA04HbIX COObLEeHNI ana ynpasne-
HuAa QoS.

debug qos os

no debug qos os

BKOYUNTbL FreHepaLmio OTNaf0uYHbIX COOBLEHMIt AN pecypcos
QoS, Kpome bydepos.

BbIK/IIOYMTb reHepaumio 0TNaf0uHbIX Co0bLLEHNI ana pecypcos
QoS, Kpome bydepos.

debug show qos meters

OT06pasnTb MHGOPMALLMIO O KOMYECTBE BblAeNeHHbIX U cBobOA-
HbIx QoS Meters.

4.28.10 KomaHObI 014 omaadku npomokosaa SNTP

KomaHabl gaHHOTo 610Ka N03BOIAOT CHAMATb AONONHUTENIbHYIO ANArHOCTUYECKYIO VIHd)OpMaLI,VIIO,CJ,}'IFI npo-

TOoKona SNTP.

KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnunuya 195 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debugsntp {all | all-fail | buff |
control | data-path | init-shut
| mgmt| resource}

no debugsntp {all | all-fail |
buff | control | data-path |
init-shut | mgmt| resource}

-/BbIKNOYEHO

BKNOUMTL reHepaumio oTAafouHbIX coobuweHna 61o0Kka SNTP.

BbIKNOUNTb reHepaumio 0T1ag0uHbIX coobLLeHMa 6aoka SNTP.

4.28.11 KomaHObI 014 omaadku npomokona STP

KomaHabl aaHHOro 6/710Ka NO3BOAAKT CHUMATb AOMOJIHUTE/bHYIO AMArHOCTUYECKY0 MHbOopMauMio Aaa

npoTtokona STP.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabanua 196 — KomaHabl pexkmma EXEC

KomaHda

3HavyeHue/3HayeHue
1o ymon4aHuio

Aeiicmeue

debug spanning-tree global

no debug spanning-tree global

-/BbIK/IIOYEHO

BKNOUUTL reHepaumio OTNaA04HbIX COOBLWEHWIA ANA NPOTOKONa
STP rnobanbHo.

YCTaHOBUTb 3HAYEHME MO YMOJIYAHUIO.

debug spanning-tree all

no debug spanning-tree all

-/BbIKNIOYEHO

BKAtOUNTL reHepaLmio BCex OTNaL0UHbIX COOBLLEeHUI aa NpoTo-
Kona STP.

YCTaHOBUTb 3HAYEHME MO YMOJIHAHUIO.

debug spanning-tree errors

no debug spanning-tree errors

-/BbIKNIOYEHO

BKAtOUNTL reHepaunio coobleHuii oTnaaKku ana npotokona STP
ONA ANATHOCTUMKM OLWMBOK.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

debug spanning-tree init-shut

no debug spanning-tree init-
shut

-/BbIK/IIOYEHO

BKAtOUNTL reHepaunio coobleHuii oTnaaKkn ana npotokona STP
Ana init u shutdown. 31a TpaccMpoBKa reHepupyeTcs Npu Heyaau-
HOM MW yCNELWHOW MHULMANAU3ALUN WU 3aKPpbITUKM moayns STP.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

debug spanning-tree
management

no debug spanning-tree
management

-/BbIKNIOYEHO

BK/OUMTL reHepaLunio COObLEeHU OTAaAKM NpW ynpaBieHWuu
npoTokonom STP. OTNagoUHble COOBLEHMA FTeHEPUPYIOTCA Kaxk-
AbIVi pa3, Koraa Bbl HacTpansaeTe Kakue-nmbo ¢pyHKumun STP.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

debug spanning-tree memory

no debug spanning-tree
memory

-/BbIK/IOYEHO

BK/IIOYMTbL reHepaumio OTMPaBKM OTAAZ40UYHbIX COOBLEHMI npu
HeyAa4HOM U yCnewHoM BblaeneHnn namaTi ana STP-npouecca.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.

debug spanning-tree bpdu

no debug spanning-tree bpdu

-/BbIK/IOYEHO

BKNIOUMTL reHepaumto cooblueHuii oTaagku gas npoTtokona STP
npu Heyaa4YHoOM M yCnewHoMm npueme, nepegaye n obpabotke
naketos BPDU.

YCTaHOBUTb 3HaYeHMe MO YMOJTHaHUIO.

debug spanning-tree events

no debug spanning-tree events

-/BbIKOYEHO

BKtOUYNTL reHepaLLmio COObLLEHNI OTAAAKMN oA COOLITUIA KOHOU-
rypaumm npotokona STP. CooblieHua reHepupyloTca npu
HacTpolike GpyHKLMIA STP.

YCTaHOBUTb 3HAYeHUe no YMO/I4aHUIO.

debug spanning-tree timers

-/BbIKNOYEHO

BK/lOUMTb reHepauumio COOBLLEHMIN OTAAAKM NPU HeyAauHOM,
yCrewHOM 3anycKe, NPy OCTAaHOBKE UK Nepe3anycke Talimepos
npoTokona STP.
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no debug spanning-tree timers

YCTaHOBUTb 3HaYeHMe nNo YMONYaHUIO.

debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine }

no debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine|
pseudolnfo-state-machine}

-/BbIK/IIOYEHO

BKOYUTL reHepaLmio coobLEHNI OTAAAKM ANA NOPTOB, 3a4ei-
CTBOBAHHbIX B NOCTpoeHun aepesa STP.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

debug spanning-tree
redundancy

no debug spanning-tree
redundancy

-/BbIK/IIOYEHO

BK/IOUNTb reHepaLmio coObLLEHUI OTNadKN B Pe3ePBHOM Yy3/e
STP npu BbINOJIHEHUU PEe3EPBHOrO KONMPOBaHUA MHPOpPMaLMK O
KOHGUTypaLmmn oT aKTUBHOTO y3/1a.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

debug spanning-tree sem-
variables

no debug spanning-tree

-/BbIK/IIOYEHO

BKNOUMTb reHepauuio coobLLeHnit oTnagKkM ana npotokona STP
npyv HeyZa4yHOM M YCMEeLWHOM CO34aHUN U yaaneHue cemadopa.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

debug show spanning-tree
port-state { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port}

OT06pa3uTb STP-cOCTOAHMA NOPTa BO BCEX CYLLECTBYHOLWMUX UH-
CTaHCax.

debug show spanning-tree
vlan-mapping [instance]

instance: (0..63)

OT06pa3nTtb mannuHr VLAN no nHctaHcam. Ecam ykasaH onumo-
HaNbHbIM NapameTp instance, TO BbIBOAWUTCA MANMUHT TONbKO ANA
3TOro MHCTaHca.

debug spanning-tree bridge-
detection-state-machine

-/BbIK/IOYEHO

BKAOUNTB OTNIaZ0UHbIE COOBLIEHNA 4R MeXaHM3ma oBHapysKe-
HUA cocegen.

debug spanning-tree topology-
change-state-machine

-/BbIK/IIOYEHO

BkAoUMTb OThagouHbIe coo6u.|,eva ANAa MexaHun3ma 06Hapy>+<e-
HUA U3MEHEHMUI TONONOTUM.

4.28.12 KomaHObl 019 omnadku npomokona LLDP

KomaHabl faHHoro 6/10Ka No3BOIAKT CHUMATb AOMNOAHUTENbHYIO AMArHOCTUYECKY0 MHPOPMAL MO

ANnA npotokona LLDP.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 197 — KomaHgb! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug lidp all

no debug lidp all

-/BbIK/IIOYEHO

BKNOUMTB reHepau Mo Bcex OT/1af04uHbIX COOBLLEeHUI a5 NpoTo-
Kona LLDP.

YCTaHOBUTbL 3HaYeHue no YMON4YaHULO.

debug lidp all-fail

no debug lldp all-fail

-/BbIKOYEHO

BKOUMTB reHepaLunio coobLLeHnI oTAagKu gns npoTokosa LLDP
ONA AMarHOCTUKKN OWKBOK.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.
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debug lidp {buf | critical | ctrl
| data-path | init-shut | mgmt
| pkt-dump | redundancy |
resourve}

no debug lidp {buf | critical |
ctrl | data-path | init-shut |
mgmt. | pkt-dump |
redundancy | resourve}

-/BbIKNOYEHO

BKAtoUNTL reHepauuto BbIGOPOYHbIX OTNALOYHbIX COODLLEHWNI
npoTokona LLDP.

- buf — oTnapouHble coobleHus, cBa3aHHble ¢ bydepom LLDP;

- critical — oTnag0uHbIE COOBLLEHNA KPUTUUECKOTO YPOBHS;

- ctrl — oThapoyHble coobueHnsa Npu cboe NpU U3MEHEeHUN unm
nosyy4eHun 3anucein LLDP;

- data-path — oTnagouHble coobLeHus, Kacatowmeca nyTm nepe-
Aauv Unm nonyveHus sanucen LLDP;

- init-shut — oT1ag04HbIE COOBLEHMA NPU HEYAAYHOW UHULMANK-
3aLuK 1 BblKNOYeHUU moayna LLDP;

- mgmt — oTnafo4YHble cooblieHna npu cboe B KOHOUTypauum
ntoboi n3 GpyHKumin LLDP;

- pkt-dump — oTna04HbIe COOBLLEHNA ANA TPACCUPOBKM AaMMNOB
NnaKeToB;

- resource — OT/1af04Hble COOBLLEHUA, CBA3AHHbIE C pecypcamm
OC. 971a TpaccupoBKa reHepupyeTca npu cboe B oyepeasax coob-
LLLEHUA.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

debug lidp tlvall

no debug lidp tlv all

-/BbIK/IIOYEHO

leHepupoBaTb OTNaL04YHbIE COObLWeHUs ans Bcex TLV-onumii.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHWUIO.

debug lidp tlv {chassis-id |
inventory-management | lag |
mac-phy | max-frame | med-
capability | mgmt-addr |
mgmt-vid | network-policy |
port-vlan | ppvlan | proto-id |
pwr-mdi | sys-capab | sys-
descr | sys-name | ttl | vid-
digest | vlan-name}

no debug lidp tiv

-/BbIK/IIOYEHO

[eHepupoBaTb OTNAA04HbIE COOOLEHMA ANA BbIOOPOUHbIX PYHK-
umi TLV-onuui.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

4.28.13 KomaHObl 0ns omaadku ¢pyHkyuu IGMP Snooping

KomaHgbl gaHHOro 610Ka NO3BONAOT CHMUMATb AONONHUTENIbHYKO ONArHOCTUYECKYHO VIHd)OpMaLl,VIlO

ana npotokona IGMP.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunuya 198 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug ip igmp snooping all

no debug ip igmp snooping all

-/BbIK/IOYEHO

BKNtOUNTL reHepaumio BCeX OTNAL0YHbIX COObLWEHMI ANa GyHK-
umn IGMP Snooping.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

debug ip igmp snooping {entry
| exit}

no debug ip igmp snooping
{entry | exit}

-/BbIK/IOYEHO

BK/lOUNTL reHepaLMio OTNAfOYHbIX COOBLEHUA AnAa AuarHo-
CTUKM BXoAa-Bbixoaa B GpyHKuuto IGMP Snooping.

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.

debug ip igmp snooping fwd

no debug ip igmp snooping
fwd

-/BbIKOYEHO

BKOUNTL reHepaLmio 0TAaf04HbIX COOBLWEHMI B Cyyae nepec-
CbI/IKM 6a3bl AaHHbIX IGMP.

YCTaHOBUTb 3HAYeHue no YMO/IHaHUIO.
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debug ip igmp snooping grp

no debug ip igmp snooping grp

-/BbIK/IIOYEHO

BKOYUTL reHepaLmio OT1aA04HbIX COOBLLEHWMIA, B CyYae 3apem-
CTBOBaHUA MHPopmaumm o IGMP-rpynnax.

YCTaHOBWUTb 3HAYeHME NO YMO4aHUIO.

debug ip igmp snooping init

no debug ip igmp snooping init

-/BbIK/IIOYEHO

BKAOUNTb reHepauuto cooblieHnsa no cobbiTUAM MHULUMANU3a-
umu 1 shutdown, nHpopmauus saHocuTtca B dpaiin.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIHAHMUIO.

debug ip igmp snooping {mgmt
| redundancy | resourses|
vlan | src}

no debug ip igmp snooping
mgmt

-/BbIK/IIOYEHO

BKOUNTb reHepaumio BbIGOPOYHbIX OTIAA0UHbIX COOBLLEHMIM
ona yHrumm IGMP Snooping.

YCTaHOBWUTb 3HAYeHME NO YMO4aHUIO.

debug ip igmp snooping pkt

no debug ip igmp snooping pkt

-/BbIK/IIOYEHO

BKOUNTb reHepaumio OTIaf04HbIX COOBLEHN NPU BO3HUKHO-
BEHWUW OLWMBKM Npu Nepegade nam npueme naketos IGMP.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIHAHMUIO.

debug ip igmp snooping qry

no debug ip igmp snooping qry

-/BbIK/IOYEHO

BKAIOUMTbL reHepauMio NakeToB MpU OTMPaBKeE UAW MOAYYEHUU
query-naketos IGMP.

YCTaHOBUTb 3HaYyeHue no YMOI4YaHUIO.

debug ip igmp snooping tmr

no debug ip igmp snooping tmr

-/BbIK/OYEHO

BKOUNTL reHepaLmio NaKeToB B TeX CAy4anx, KOr4a 3a4eicTeo-
BaHbl TalMepbl.

YCTaHOBUTb 3HaYeHue no YMO/I4YaHUIO.

debug ip igmp snooping trace
{all | data-path | ctrl-path | Rx
| Tx}

no debug ip igmp snooping
trace {all | data-path | ctrl-
path | Rx | Tx}

-/BbIK/IOYEHO

BKAOUNTL reHepauumilo OTNafO0YHbIX COOOLEeHU AnA AmnarHo-
CTUKM TPAaCCUPOBOK, CBA3AHHbIX C NPOTOKO/IOM IGMP.

- all — BKNOUNTb reHepaLmio BCex OT1aZ04HbIX COOOLLEHMI;

- RX — BK/IOUMTb reHepaLmio 0TAaf04HbIX COObLEeHNI ansa Tpac-
CMPOBKMU NPUHUMAEMbIX NAKETOB;

- TX — BKIHOUMTb FreHEepPaLMIO OTIAA04HbIX COObLLEHMI Ana Tpac-
CMPOBKM NepeaaBaeMblX NaKeTos.;

- ctrl-path — BktOUMTL reHepaLMtio OTNa[0UHBIX COOBLLEHWI NpH
NPOXOXKAEHUN KOHTPOIbHOM ynpaBastoLLen MHGopMaLMK;

- data-path — BKAOUUTL reHepauMio OTAAA04YHBLIX COOBLEHMIA
NPV NPOXOXKAEHUN MybTUKACT-TpadmKa.

YCTaHOBUTb 3HaYeHue no YMON4YaHULO.

4.28.14 Omaadka 0ns port-channel

KomaHOowb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 199 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
0 yMon4YaHuo

Aeiicmeue

debug lacp all

no debug lacp all

BKNIOUMTL reHepaumto BCeX OTNaA04HbIX coobuweHnina ana LACP.

BbIKNHOUYMTL reHepaLmio Bcex 0TNafA04HbIX coobuieHuniia gna LACP.

debug lacp buffer

no debug lacp buffer

BK/IOUMTL reHepaLmio OTNaA04HbIX coobuweHnin no bydpepam LACP.

BbIKNIOUUTL TeHepaumio OTNafo4HbIX coobleHunit no Bydepam
LACP.

debug lacp data

no debug lacp data

BK/11OYMTb reHepaLmio 0TAaZ0UHbIX CO0bLeHNn o6MeHa AaHHbIMM
LACP.

BbIKNOYMTb reHepauMio OTNaf0uHbIX COObWEeHNn obmeHa paH-
Hbimu LACP.

debug lacp events

no debug lacp events

BK/IOUMTL reHepauuio OTNaf0uHbIX COOBLEHMI no cobbiITuaAm
LACP.

BbIK/IOYMTL reHepaLuio OT/1aA0uYHbIX COOBLEHNA MO cobBbITUAM
LACP.
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debug lacp failall

no debug lacp failall

BKNHOUMTB reHepauuio 0T1ag04uHbIX coobueHnin no owmnbkam LACP.

BbIKNOYNTL FeHepaumio OTNaf04HbIX COOBLWEeHU no ownbkam
LACP.

debug lacp init-shutdown

no debug lacp init-shutdown

BK/OYNTL reHepaumio OT1aA04HbIX COOBLEHNIA U3MEHEHUA COCTO-
aHna LACP.

BbIKNOUYNTL FreHepaumio OTIaA04HbIX COOBLEHUIA U3MEHEHUSA CO-
ctoaHna LACP.

debug lacp mgmt

no debug lacp mgmt

BKNHOUNTL reHepaLmio OTNaL04HbIX COOBLLEHMI NO YNPaBAAOWMM
coobuieHmam LACP.

BbIK/IOUNTL FeHepaLmio OTNAafL04YHbIX COOBLEHUI MO ynpaBasio-
Wwmm coobuweHnam LACP.

debug lacp os

no debug lacp os

BK/OYUTB reHepaLmio OT1aA04HbIX coobLeHmMI no pecypcam LACP,
UCKNtouvan bydepbl.

BbIK/IIOUNTL reHepaumio OT/IafouYHbIX COObBLEHMt No pecypcam
LACP, uckntouan 6ydepbl.

debug lacp packet

no debug lacp packet

BKNOUMTL reHepaumio oTAa4o0uHbIX coobuweHuii no naketam LACP.

BbIK/IIOUNTL TEHEPALMIO OTNaf0uYHbIX COOBLEHWA MO MakeTam
LACP.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnunuya 200 — KomaHabl pexkmma EXEC

KomaHda

3HavyeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

debug etherchannel all

no debug etherchannel all

BK/OUNTB reHepaumio Bcex 0T1aA404HbIX coobLeHnin ans LAG.

BbIKNOUNTL reHepaLmio BCex 0TNaf04HbIX coobweHunit ana LAG.

debug etherchannel detail

no debug etherchannel detail

BKNOUMTD reHepaunio NogpobHbIX OTAaf0UHbIX COODLEHUI ans
LAG.

BbIK/MIOYNTL reHepaumio NoApPobHbIX OTAAL04HbIX COODLWEHUA ANA
LAG.

debug etherchannel error

no debug etherchannel error

BKOYUTB reHepaunio oTaafouHbIX coobeHnit 06 owmnbKkax LAG.

BbIK/MOUNTL reHepauuio OTNaf0uHbIX COObLWeHUt 06 owunbKax
LAG.

debug etherchannel event

no debug etherchannel event

BKNHOYMTL reHepaLmio OTNaA04HbIX CO0bLLEeHIM No cobbiTnam LAG.

BbikntounTb reHepauunto OT/1a404HbIX COOﬁLLI,EHVIm no cobbITMAM
LAG.

debug etherchannel idb

no debug etherchannel idb

BK/OUMTL reHepaLuio 0TNaf04HbIX COOBLLEeHMI No AecKpunTopam
nHTepdeincos LAG.

BbIKNOUMTL FEHEPALMIO OT/IAf04HbIX COOBLLEHWNIA NO AecKpUnTo-
pam uHTepoeiicos LAG.

4.28.15 Omanadka loopback-detection

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnnua 201 — KomaHapl pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
o ymon4aHuio

Aeiicmeue

debug loopback-detection all

BKOUNTL reHepaumio Bcex 0Ta404HbIX coobueHni LBD.
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no debug loopback-detection
all

BbIKNOUYNTL reHepaL Mo BCex 0T1ag04HbIX coobweHunin LBD.

debug loopback-detection
buffer-alloc

no debug loopback-detection
buffer-alloc

BKNOUNTbL reHepaumio OTIaAo0uHbIX cooblieHuit ana bydepos
LBD.

BbIKNOUYNTL rEHepaLMIO OTNAZ04HbIX coobLeHuid ansa bydepos
LBD.

debug loopback-detection
control

no debug loopback-detection
control

BKAOUMTL FeHepauuio OTNAfO0YHbIX COOBLLEHWUI ynpaBaeHus
LBD.

BbIK/IOUNTL TEHEPALMIO OTNaA0YHbIX COOBLLeHWI ynpaBaeHun
LBD.

debug loopback-detection pkt-
dump

no debug loopback-detection
pkt-dump

BKOYNTB reHepaLmio 0T1ag04HbIX COOBLLEHNI 3axBaTa NAaKeToB
LBD.

BbIKNOUYNTL reHepaumio 0TAaL04HbIX COObLLEeHNI 3axBaTa Nake-
ToB LBD.

debug loopback-detection pkt-
flow

no debug loopback-detection
pkt-flow

BKAIOUNTb TFeHepauuio OTNaA0YHbIX COODOLEHU MOTOKOB Tpa-
¢duka LBD.

BbIK/IOUMTL FeHepaL Mo OTNaf0UHbIX COOBLLEHMIA NOTOKOB Tpa-
¢duka LBD.

4.28.16 Omanadka 0aa npomokoaa SNMP

KomaHOwbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 202 — Komanapl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug snmp

no debug snmp

BKNHOUMTL reHepau Mo BCEX OTNIAA04HbIX coobuweHnin ana SNMP.

BbIKNIOYMTL FEeHepaLuio BCeX OTNAZ0YHbIX CcooblieHMit ans
SNMP.

4.28.17 KomaHObI 0na duazHocmuku napamempoe TCAM

KomaHabl gaHHOro 6/10Ka NO3BONAIOT CHAMATb AONO/THUTENIbHYIO ANATHOCTUYECKYIO Mchopmau,mo

ansa TCAM.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 203 — KomaHgb! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug show tcam

OT06pasnTb MHPopmaumio o TCAM.

debug show tcam domains

OT06pasnTb MHPOPMaLmio 0 someHax TCAM.

debug show tcam block
block_index [all]

OT06pasnTb nHdopmaumio o 61oke TCAM v foNyCTUMbIE 3aMUCK.
- block_index — nHaekc 6noka TCAM. block_id: (0..11);
- all — nevatb BCex 3anmceil, BKAOYasA HEAOMYyCTUMbIE.

debug show tcam entry
entry_index

0OT06pa3nTb MHPopmaumto o 3anucn TCAM n ee nonei.
- entry_index — nHaekc 3anuncu TCAM; entry_id:(0..1535);

debug show tcam entry
allocated

OT06pasnTb MHGOPMALMIO O 3ape3epBMPOBAHHbLIX U UCMNOb30-
BaHHbIX 3anucax TCAM u o0 ux BnagenbLax.
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debug show tcam portmask

OTo6pa3unTb Tabaunuy macok noptos TCAM.

debug set tcam entry entry_id
field f_type data f_data mask
f_mask

debug unset tcam entry
entry_id field f_type

entry_id: (0..1535);
f_type: (0..114);
f_data: (0..65535);
f_mask: (0..65535)

YKa3zaTtb Tvn nonsa TCAM.

CTepeTb AaHHble NoAA yKasaHHoro entry_id.

debug set tcam entry entry_id
enable

debug set tcam entry entry_id
disable

entry_id: (0..1535)

BKkAtounTb paboty 3anucu TCAM ¢ 3agaHHbIM entry_id.

BbIkntounTb paboty 3anmncu TCAM c 3agaHHbIM entry_id.

debug set tcam entry entry_id
move move {number number}

entry_id: (0..1535)

NepemecTnTb YKasaHHyto 3anucb TCAM B Ha3HaYeHHy!0.

debug set tcam entry entry_id
action drop [ withdraw ]

debug unset tcam entry
entry_id action drop

entry_id: (0..1535)

YcTaHOBUTL AecTeue drop Ana NAaKeToB, KOTOPbIe He MONain HU
noA, ofHO NPaBuo.

OTKNOUNUTL AelicTBME yaaNEeHUA.

debug set tcam entry entry_id
action redirect { port_number
| cpu}

debug set tcam entry entry_id
action redirect

entry_id: (0..1535)

MNepeHanpaBuTb NakeTbl, NoONagatoLwne Noa NpaBMao C yKasaH-
HbIm entry_id B 3agaHHbIN NOPT MK Ha LINY.

OTKNOYUTD nepeHanpasieHMe NakeTos.

debug set tcam entry entry_id
action inner-tag assign { vlan-
id | shift | shift-from-outer-tag
| inner-pvid } assigned_val

debug unset tcam entry
entry_id action inner-tag assign

entry_id: (0..1535)

[06aBUTb BHYTPEHHUI Ter K NakeTam, nonagatowmm nog TCAM-
3anuch C yKasaHHbIM enter_id.

Y[anuTb BHYTPEHHWI Ter.

debug set tcam entry entry_id
action inner-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action inner-tag
format

entry_id: (0..1535)

YCTaHOBUTb AelCcTBME BHYTPEHHero Tera ¢opmatMpoBaHua s
3anucun TCAM.

- none — He BbIMOJIHATb HUKaKOe AelCTBME;

- untag — yaanunTb BHYTPEHHWIA Ter;

- tag — BCTaBUTb BHYTPEHHWI Ter;

- keep — coxpaHuTb cogepKMmoe Tera.

Ypanutb geicremne Tera.

debug set tcam entry entry_id

action outer-tag assign { vlan-

id | shift | shift-from-inner-tag
| outer-pvid } assigned_val

debug unset tcam entry
entry_id action outer-tag
assign

entry_id: (0..1535)

[06aBUTb BHELHWIA Ter K NakeTam, nonagatowmm nog TCAM-3a-
MMUCb C yKasaHHbIM enter_id.

YAanuTb BHELIHWIA Ter ¢ NakeToB C 3afaHHbIM entry_id 3anucu
TCAM.

debug set tcam entry entry_id
action outer-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action outer-tag
format

entry_id: (0..1535)

YCTaHOBUTbL AeNCTBME BHELHEro Tera GopmMaTMpOBaHuA g/s 3a-
nucu TCAM.

- none — He BbINOJ/IHATb HUKAKOe AeNCTBUE;

- untag — y4annTb BHELLHWI Ter;

- tag — BCTaBUTb BHELUHWUI TeT;

- keep — coxpaHuTb cogeprkMmoe Tera.

Ypanutb geicreme Tera.

debug set tcam entry entry_id
action {inner-tpid inner-tpid |
outer-tpid outer-tpid}

debug set tcam entry entry_id
action {inner-tpid | outer-tpid}

entry_id: (0..1535)

[006aBUTb BHYTPEHHUI MK BHewHMI TPID K yKasaHHOW 3anucu
TCAM.

YaanuTb BHYTPEHHUIA UM BHeWHUIA TPID K yKasaHHOM 3anucu
TCAM
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debug set tcam entry entry_id
action remark { inner-user-pri
| other-user-pri | dscp | ip-
precedence | copy-ipri-to-opri
| copy-opri-to-ipri | keep-
inner-pri | keep-outer-pri }
rem_val

debug set tcam entry entry_id
action remark

entry_id: (0..1535)

HacTtpouTb nepesanncb napametpos QoS A1A yKazaHHOW 3anucu
TCAM.

- copy-ipri-to-opri — ckonnposaTb NPMOPUTET U3 BHYTPEHHErO
Tera BO BHELWHUN;

- copy-opri-to-ipri — ckonnposaTb NPMOPUTET U3 BHELLHEro Tera
BO BHYTPEHHUI;

- dscp — nepesanucatb nose DSCP B 3aronoeke IP;

- inner-user-pri — nepe3sanucaTb npuoputeT 802.1p BO BHYTPEH-
Hui Ter VLAN;

- ip-precedence — nepesanucatb nose ToS B 3aronoske IP;

- keep-inner-pri — coxpaHWTb NPUOPUTET BHYTPEHHErO Tera;

- keep-outer-pri — coxpaHWUTb NPUOPUTET BHELLHETO TEra;

- outer-user-pri — nepesanucatb npuoputet 802.1p BO BHELWHEM
Tere VLAN.

Ypanute nepesanucb napametpoB QOS AnA yKasaHHOW 3anucu
TCAM.

debug show tcam applications

0OT06pa3nTb 0b6uyto nHopmaumo o TCAM.

debug show tcam range

OT06pasuTb Tabnuy CpaBHEHMA AManas3oHa.

debug show tcam udb

Mokasatb Tabamuy Bbibopa nosein (cmewweHuns UDB).
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HELTEX

NPUNOXEHUE A. KOHCO/IbHbIN KABE/1b

D@ G| @W G

6) (7)) () (9

RJ-45 DB-9

PucyHok A.1 — MoaxntoueHne KOHCOIbHOTO Kabens

162 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P



HELTEX

NMPUNOXKEHUE b. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnuua 6.1 — Nogaep*knBaemble 3Ha4YeHus EtherType

0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22EO0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881le 0x8833 0x8848
O0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
O0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
Ox22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC Ox86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 Ox883A 0x884F
Ox22EE 0x885c 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840
0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841
0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842
0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844
0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NPUNOMEHUE B. OYEPEAU AN1A NPUHUMAEMOIO HA CPU TPA®UKA

Tabnunua B.1 — PacnpeaeneHue oyepenen ana npuHumaemoro Ha CPU Tpadumka gna MES1428, MES2428,
MES2408, MES3708P

Cepsuc Homep oyepedu
DHCP relay, Firewall (ysegomneHue o Hayane ataku), L2PT,EOAM 1
Port Security (yBegomaeHue o NpesbIlEHUN OrPaHNYEHUA), HE3aPErMCTPUPOBAHHDIM 2

MynbTUKacT(pesxkum IP based IGMP/MLD snooping)
DHCP client, DHCPv4/v6 snooping, IPv6 NDP

ARP, PPPoE IA

EAPOL, IGMP/MLD snooping

Tpaduk ¢ MAC DA kommyTaTopa

3ape3epBnpoBaHo

| N| O] W | W

BPDU,LBD, Slow Protocol(LACP)

Tabnnua B.2 — PacnpeaeneHue odepeneit ana npuHnmaemoro Ha CPU Tpaduka gna MES2424, MES2448,
MES2411X

Cepsuc Homep ouyepedu
Mpounii Tpaduk 1
Firewall (yeaomneHune o Hayane aTaku) 2
HesapernctpmpoBaHHbIit MynbTUKacT (B peskume IP based IGMP/MLD) 7
Port Security (yBegomneHune o NpesbieHNN OrPaHNYeH ) 8
DHCP Client/Snooping 12
PPPoE IA Snooping 12
DHCP Server/Relay 15
EAPOL 16
L2 Protocol Tunneling 16
LLDP 18
OAM 20
IPv6 ND Inspection 21
ARP Inspection 22
IGMP/MLD Snooping 24
MNaketbl ¢ MAC DA KommyTaTopa 25
Slow protocols (LACP) 30
BPDU 31
Loopback detection 31
Stacking 32
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NMPUNOKEHUE I. PACLLU®POBKA CIMUCKA NPOLIECCOB

HasBaHue OnucaHue
TMR# YnpaBneHue Tanmepamu
PKTT Mepuoguyeckan oTnpasBKa NakeTos (ceyac He UCNob3yeTca, NoAAEPKMUBAET TONbKO Heart Beat)
VemT O6paboTKa cobbITUM cTEKa (ceityac He ucnonbayeTcs)
SMT SYSLOG
CFA MepBoHayanbHaa 06paboTka NaKeTOB, MOHUTOPUHT COCTOAHMA NOPTOB
IPDB Ynpasnenue 6a3oit IP Binding (ans ARP Inspection u IP Source Guard)
L2DS DHCP Snooping
BOXF MoHuTOpUHF cocToAHMA SFP
ERRD Errdisable
ELMT MoHuTopuHr noptos gna Ethernet OAM
EOAT OcHoBHoW noTok Ethernet OAM
FMGT Ethernet OAM Fault Management, 06paboTka cobbITHi1 B annapaTHOM OKpYKeHWUU
AST STP
PIf IEEE 802.1x
LaTT LAG, LACP
CNMT MAC Notification
VLAN OcHoBHoW noTok mogyns VLAN
FDBP CuHXpoHM3auma ¢ annapatHon MAC-Tabauuein
SnpT IGMP/MLD Snooping
QoS OcHoBHoW NoTok moayns QoS
SMGT MOHWTOPUHT annapaTHoro okpy:eHuus (RAM, FLASH, BEHTUNATOPbI, UCTOYHWUKM MUTAHUA U Npoyee)
CPUU MoHuTopuHr ytuansaunm CPU
BAKP ABTOCOXpaHeHue KoHbUrypauum
RT6 Mapuwpytusauma IPvé
IP6 O6paboTKa IPv6 naketos
PNG6 Ping v6
RTM MapuwpyTtumsauua IPv4
IPFW O6paboTKa IPv4 naketos
UDP O6paboTka UDP naketos
ARP O6paboTka ARP nakeTos
PNG Ping v4
SLT YnpasneHue coketamu
SAT Cepsep SNMP
TCP O6paboTka TCP naketos
RAD Knnent RADIUS
TACT Knunent TACACS
DHRL DHCP Relay
DHC MpoTtokon KnneHTa DHCP
DCS MpocnywmnsaHue coketa ana knmeHta DHCP
PIA PPPoE Intermediate Agent
L2SN IPv6 RA Guard
CLIC Cul
CTS Cepsep TELNET
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SSH Cepsep SSH
LLDP LLDP
LBD Loopback Detection
LOGF JlornpoBaHue 0T1af04HbIX COODLLEHNI
SNT SNTP
STOC Storm Control
HWPK MN3mepeHne yTunamsaumm nopTos
MSR YnpasneHue daninamu KoHPUrypaumm, 3arpyska/sbirpyska ¢hannos, 06HOBAEHNE NPOLLNBKM
C[200-999] BpemeHHbIi NOTOK Ans 06paboTKM oTAeNbHOIO nogkatoueHms no TELNET/SSH
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TEXHUYECKAA NOAAEPHKKA

[na nony4yeHna TEXHUYECKOMN KOHCYIbTaLlMm NO BOMPOCaM 3KCMIyaTauumn obopyaosBaHma
TOO «3nTekcAnaTtay» Bbl MoXKeTe 06paTUTbCA B CEPBUCHDBIN LLEHTP KOMMNaHWUW:

050032, Pecnybnuka KasaxcrtaH, r. Aimatbl, MKp-H. AnaTtay, ya. Mbparnmosa 9
TenedoH:

+7(727) 220-76-10, +7 (727) 220-76-07

E-mail: post@eltexalatau.kz

Ha oduumanbHom caiiTe KomMMNaHuMM Bbl MOXKETe HaWTU TeXHUYECKYH [OKYMEHTaLMo WU
nporpammHoe obecneveHve ana npoaykumm TOO «3InTekcAnatay», obpatntbca K 6ase 3HaHWNA,
NPOKOHCY/IbTUPOBATLCA Y MHXXeHepoB CEPBUCHONO LEHTPa Ha TexHMYeckom popyme.

OduumanbHbIn canT KomnaHuu: http://eltexalatau.kz
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