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1 BBeaeHwue

1.1 AHHOTauus

B HacTosiLeM NpunoXeHnn K pykoBOACTBY MO 3KCnyataumu npusegeHa nHdopmaums o coctase Web-
NHTEepdieiica yCTPoncTBa, 06 OCHOBHbIX HAaBbIKax HaBurawumm no cTpaHuuam nHtepderica, npasuiax
KOHCQUIypMpOBaHUsi, MOHUTOPWHIA 1 CMEHE NPOrpaMMHOro obecneyeHns 6ecnpoBOAHON Touku gocTyna (B
[lanbHelilemM NMeHyeMoro yCTpONCTBOM).

Web-uHtepdieiic no3BonsieT caenarb ynpasneHne yCTpoCcTBOM 60ee HarnsagHbIM 1 KOMGOPTHbIM. C
nomouypto Web-nHtepdpeliica BbinonHAETCS KOHhUrypmpoBaHne, MOHUTOPVHT, OTN1aJKa yCTpocTBa C
yaaneHHoro pabo4yero mecta, ncnosnb3ysa Web-6paysep.

1.2 UeneBas ayautopus

Web-nHTepdelic npegHasHavyeH Ansi TEXHUYECKOro NepcoHana, BbINOTHALWENO HACTPORKY M MOHUTOPUHT
ycTpoicTBa nocpeactsom Web-nHtepdeiica. Ksanudmkaums TexHuyeckoro nepcoHana npegnonaraeT 3HaHue
OoCcHOB paboTbl cTekos npotokonos TCP/IP, UDP/IP, npMHUMNOB NOCTPOEHMA NPOBOAHBLIX U 6€CnpoBOAHbIX
ceTeln.

1.3 YcnoBHble 0003HaUYeHNA

MpumeyaHns n npeagynpexaeHns

© MpumeyaHus cogepxar BaxHYH UHIIOPMALMIO, COBETLI UM PEKOMEHAALM MO UCTOMb30BAHMIO 1
HacTpolike yCTpoicTBa.

© TMpeaynpexaeHys MHDOPMUPYIOT MO/L30BATESA O CUTYaLSX, KOTOPbIE MOTYT HAHECTU Bpe[,
nporpammHo-annapaTHoOMy KOMIIEKCY, MPUBECTM K HEKOPPEKTHOM paboTe CUCTEMbI WX NoTepe
[aHHbIX.
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2 OnucaHue web-nHTepderica

2.1 Hauyano pab6oTsl
[na Hayana paboTbl HY)XXHO NOAKIOUNTLCS K YCTPOMCTBY Yepe3 web-6pay3ep:

1. Otkpolite Web-6pay3ep (nporpammy-npocmotpLumk Web -ctpanul), Hanpumep, Firefox, Opera, Chrome.
2. BBegute B agpecHoil cTpoke 6pay3sepa IP-agpec ycTpoicTsa.

© 3asoackoii IP-agpec yctpoiictea: 192.168.1.10, macka noacetu: 255.255.255.0
B koHhurypaLmm no ymonyaHuio ycTporcTeo nonyyaet agpec no DHCP. 1o 3T0ro 0HO AOCTYMHO Mo

3aBsogckomy IP-agpecy.

Mpun ycnewwHoOM NOAK/THYEHNM B OKHE Bpay3epa 0To6pa3uTcs CTpaHmLa ¢ 3anpocoM UMEHW Nob3oBaTenst

S ELTEX

napons.

User Name
Password

Logan

1. BBegute nmsa nonb3osaTtenis B cTpoke «User Name» 1 naposb B cTpoke «Password».

© 3aBopckue ycraHosku: User Name: admin, Password: password.

2. HaxxmuTe KHOMKy «Logon». B okHe 6pay3epa OTKPOeTCA HadasibHasa cTpaHuua web-koHurypaTopa

yCTpOWCTBA.

2.2 CwmeHa napons

[na cmeHbl naponsa Ans nogxntyveHns K web-koHdurypatopy ycTpolicTBa B pasaene «Basic Settings», nyHKT
«Provide Network Settings», B nonsix «<New Password» n «Confirm new password» BBeAUTe HOBbIi Naposib.

b Provide Network Settings ...

These settings apply to this access point.

New Password

Confirm new password

2.3 32nemeHTblI web-KoHpurypartopa
Ha pucyHke 1 npeactaBneHbl 31€MEHTbI HaBuraumm web-koHdurypatopa.
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D ELTEX
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PUcyHOK 1 — 9nemMeHTbl HaBuraumm web-koHdurypatopa
OKHO N0/1b30BaTE/bCKOT0 MHTEPCIeica MOXHO YC/TOBHO pas3aennTb Ha 3 yacTu:

1. Pasgesnbl MEeHI0 HacTPOeK yCcTpoiicTBa.
2. OCHOBHOE OKHO HAacTPOEK BbIGPAHHOIO pasaena.
3. CnpaBoyHas MHhopmMauus no BbIGpaHHOMY pasaesny MeHio.
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3 MeHio «Basic Settings»

D Review Description of this Access Point ...

These fields show information specific to this access point.

IF Address: 1592.168.15.128

MAC Address: ABIF9:4B:B0:13F80
Firmware Version: {Tekywan eepcua MOy
Uptime: 0 days, 2 hours, 20 minutes
CPU Usage: 16.10%

Memory Usage: 125MB/248MB (50%)

[ Refrash |

D Device Information

Product Identifier: WLAN-EAP
Hardwara Version: 2v7

Serial Number : WPRO1000408
Device Namea: Eltex-AP

Device Description: WEP-12AC

b Provide Network Settings ...

These settings apply to this access point.

MNew Password

Confirm new password

b Serial Settings ...

Baud Rate 115200

b System Settings ...
System Name WEP-12AC
Systemn Contact admin@example.com

System Location Default

Click "Update” to save the new settings.

Update |

B meHto «Basic Settings» oTob6paxaeTca ocHoBHas nHopmaumsa 06 yCTPOMCTBE, CETEBbIE HACTPOKM, BEPCUS
nporpaMMHOro obecneyeHuns, cucTeMHasi Hpopmaums. BbINoNHAETCA CMeHa Napons 1 yCTaHOBKa CKOPOCTK
nopta Console.

Review Description of this Access Point — B faHHOM pa3gene npnBoauTCs MHopMaLms O CETEBbIX
HacTpoiikax ycTpoicTea v Bepcum MO.

+ IP Address — IP-agpec ycTpoiicTBag,;

* MAC Address — MAC-agpec yCcTpoiCTBa;

* Firmware Version — Bepcusa nporpaMmMHOro obecrnevyeHus;

+ Uptime — Bpems paboThl;

+ CPU Usage — cpefHuin ypoBeHb 3arpy3ku npoueccopa 3a nocnegtue 10 cekyHg, %;
+ Memory Usage — nucnonb3yemas ousmyeckas namatb yCTPOUCTBa, %.

Device Information — ocHoBHasi MH(hopmauwmst 06 yCTpocTBe.

* Product Identifier — ngeHTudmkaTop yCTPONCTBa;
* Hardware Version — Bepcus annapaTtHOro obecneyeHus;
+ Serial Number — cepuiiHbIli HOMEp yCTPONCTBa,;
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+ Device Name — cucTemMHOe MMsi YCTPOICTBa;
+ Device Description — onucaHue ycTpoicTaa.

Provide Network Settings — B JaHHOM paspesne BbINO/HAETCA CMeHa napons ans goctyna k web/CLI-
KOHpUrypaTopy ycTpoiicTBa.

+ New Password — HOBbIli Naposb;
« Confirm new password — NoATBEPXAEHNE HOBOTO Naposisi.

Serial Settings — HacTpoiikn nHTepdeiica Console.

*+ Baud Rate — ckopocCTb nepefayn faHHblX No nHTepdelicy Console, 6uT/c, npuHnUMaeT 3HaveHus: 9600;
19200; 38400; 57600; 115200.

System Settings — B pasgene MOXHO BbINOMHUTL CUCTEMHbIE HACTPOIKN YCTPOMCTBA.

+ System Name — cMcTeMHOe UMS YCTPOINCTBA;
+ System Contact — KOHTaKTHaa nHopmMaLmsa 419 CBA3M C aAMUHUCTPATOPOM,;
+ System Location — nHgopmauusi No pasmeLLeHN0 yCTPoncTaa.

[lna coxpaHeHnst HacTPOoeK U 0GHOBEHNUS NHpopPMaLMKN HaxkMKTe KHOMKY «Update.
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B MeHio «Status» npmBoaMTCA MHGOPMALMSI O COCTOSIHUM MHTEPIEINCOB YCTPOICTBA, PEFMCTPUPYEMbIX HA
YCTPOICTBE COBLITUAX, PAANOOKPYXXEHUN 1 PAANOCTATUCTIKE YCTPOCTBA.

4.1 NopgmeHto «Interfaces»

Click "Refrash™ button to refresh the pags.
Refrash

Wired Settings

Internal Interface

MAC Addraszs

WLAN ID

1P Address

Subnet Mask

1PvE Address

1PvE Address Status

1PvE Autoconfigured Global Addresses
1PwE Link Loczl Address

View settings for network interfaces

(Edit)

AB:iF9:4B:B0:43:61
1

192.168.44.20
255.255.255.0

Operational bandwidth, MHz
Transmit Poweer Output, dBm
Show interfaces table

Radio Two

Status

MALC Address

Mode

Channe

Operational bandwidth, MHz
Transmit Poweer Output, dBm
Show interfaces table

IPvEe-DMS-1 i

IPvEe-DMNS-2 i

DMS-1 172.16.0.1
DMS-2 172.16.0.3
Default Gateway 192.168.42.1
Show interfaces table

Wireless Settings (_Edit }
AaroScout™ Engine Communications Status down

Radio One

Status On

MAC Addrazs AS:FI:48:80:43:60
Mode 1IEEE 802.11bfg/n
Channe 1 (2412 MHz)

20
16.00

On
AB:F9:48:80:43:70
IEEE 302.11a/n/ac
45 (5240 MHz)

20

19.25

B gaHHOM pasgene MOXHO y3HaTb NoApOo6HY MHAIOpMaLMIO O TEKYLLLEM COCTOSAHUM NPOBOAHbLIX MHTepPelicoB
N HacTpolikax 6ecnpoBoAHON ceTn. HacTpoiika NpoBOAHbLIX MHTEPMECOB BbINOIHAETCS B MeHO «Manage —
Ethernet Settings». HacTpoiika 6ecnpoBoAHOro nHTepdeiica BbinonHsaetcs B «<Manage — Wireless Settings».
[ns nepexofa B MEHIO HACTPOEK MOXHO HaxkaTb CCbifKy «Edit» B cooTBETCTBYOWEM pa3gene.

Wired Settings — npuBoauTcsa nHdgopmaums o TekyLlem COCTOSHUM NPOBOAHbIX NHTEPHEiCoB:

10
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+ MAC Address — MAC-agpec ycTpoiicTBa Ha uHtepdpeiicax Ethernet;

* VLAN ID - Homep VLAN ans ynpasneHus yCTPOCTBOM,;

* IP Address — IP-agpec ynpaBneHus ycTponcTeom,

+ Subnet Mask — macka IPv4-ceTu ynpaB/ieHus;

* Ipv6 Address — IPv6-agpec ynpaBneHusi yCTpOICTBOM;

« Ipv6 Autoconfigured Global Addresses — cnncok CKOHGUIypupoBaHHbIX aBToMaTuyeckn IPv6-agpecos;
* Ipv6 Link Local Address — aBToMaTn4eCckn CKOHOMIrypupoBaHHbIli IoKasbHbIN IPv6-agpec;
+ Ipv6-DNS-T — agpec nepsoro cepepa DNS B IPv6-ceTy;

+ Ipv6-DNS-2 — appec BToporo cepsepa DNS B IPv6-ceTy;

+ DNS-1 — appec nepsoro cepsepa DNS B IPv4-ceTy;

+ DNS-2 — appec sToporo cepsepa DNS B IPv4-ceTy;

+ Default Gateway — wnto3 no ymonyanuto B IPv4-ceTn.

Show interfaces table — npuBoguTcst Tabnuua MHTEpPAECcoB:

* Interface — Ha3BaHue uHTepdeiica T/,

« Status — cTaTyc uHTepgeiica;

* MAC Address — MAC-agpec nHrepdeiica;

* VLAN ID - ngeHtudpmkatop VLAN, ncnonb3yemsblin Ha uHtTepdeiice;
+ Name (SSID) — umsa 6ecnpoBoaHoli ceTu.

Wireless Settings — npmBoanTCca MHbopMaLmMsi 0 TEKYLLEM COCTOSIHUM 6eCNPOBOAHbIX MHTEPXECOB:

« AeroScout™ Engine Communications Status — cTaTyc nogaepXku npotokona AeroScout;

* Radio One Status — cocTosiHMe paboTbl NepBOro paanonHTepdelica;

* Radio Two Status — cocTosiHMe paboTbl BTOPOro pagnonHtTepdeiica;

* MAC Address — MAC-agpec paanonHTepdelica;

* Mode — pexum paboTbl pagnonHTepdeinca;

« Channel — Homep 6ecnpoBoAHoro kaHana cornacHo 802.11, Ha KOTOpom paboTaeT pagnoNHTEPAIENC;
+ Operational bandwidth — lwmpuHa NONOCkI, 3aHMMaeMOoli CNEKTPOM paanonHTepdenca;

+ Transmit Power Output — chakTnyeckasi nsfyyaemas MOLWHOCTb Nnepegarymka.

SFP Settings onuunoHansHo Tonbko ana WOP-12ac ER SFP n WOP-12ac ER GPON — nHdopmaums 0 Tekyuiem
COCTOSAHUM ONMTUYECKOro nHTepdelica:

* Link Status — cocTosiHMe paboTbl ONTUYECKOr0 UHTepheca;

« SFP-module Status — otobpaxaeT Hannyme/oTcyTcTene SFP-moayns;
+ Temperature — Tekylwiasa Temneparypa SFP-moayns;

+ Transceiver Supply Voltage — HanpsixeHne nutaHns SFP-moayns;

+ Laser Bias Current — TOK cMeLLleHnA nasepa SFP-moayns;

* Transmit Power — MOWHOCTb U3y4YEHUS;

* Receive Power — MOLLHOCTb Ha BXOA4e NPUEMHUKa,;

+ Speed — ckoOpoCTb Nepefayn faHHbIX.

[nsi 06HOBNEHMS UHPOPMALIMN HA CTPAHULE HAXMUTE KHOMKY «Refreshy.

4.2 TopmeHio «Events»

B pasgene «Events» Bbl MOXeTe NOCMOTPEThL XYPHas1 COObITUIA, MPONCXOAALLMX C YCTPONCTBOM, @ Takxe
nepeHanpasnTb NHPOPMAaLMIO O COBbLITUAX HA CTOPOHHUIA SYSLOG-cepBsep.
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View events generated by this access point

Options Relay Options
Persistence % Enabled Disabled Relay Log @ Epabled Disabled
Severity T ; + Host|172.16.0. (362t 00000300 000 R0 XK 00 0D 00O N 000 0001
ey Relay Hest|172.16.0.22 Hostname max 253 Characters)
Depth 512 |[(Range :1-512) Relay Port |514 (Ranga: 1 - 65525, Default: 514)
Click "Update" to save the new sattings. Click "Update" to save the new settings.
Update Update
Events

Click "Refrash” button to refresh the pags.
Refrash
Time Settings (NTPF)  Type Service Description
Sap 11 2017 15:10:56 debug hostzpd[12236] station: 38:a4:ed:14:72:8a associated rssi -71(-71)
Sep 11 2017 15:10:56 info  hostapd[12236] STA 38:a4:ed:14:7e:8a reassociated with BSSID a8:f9:4b:b0:43:71
Sep 11 2017 15:10:536 info  hostzpd[12236] ReAssoc request from 28:24:ed:14:72:8z BSSID 28:f5:14b:b0:43:71 551D Eltex-Local
Sep 11 2017 15:10:56 debug hostapd[12236] station: 24:52:0s:cf:7a:02 deauthenticated rssi -68 reason 8 init 1
Sep 11 2017 15:10:56 info  hostapd[12238] STA 24:52:0e:cf:72:02 disassociated from BSSID a8:f5:4b:b0:42:72 reason 8: Sending STA is leaving BSS
Sep 11 2017 15:10:54 debug hostapd[12236] station: 24:92:0e:cf:72:02 associated rssi -80(-80)
Sep 11 2017 15:10:54 info  hostapd[12236] STA 24:92:0e:cf:72:02 reassociated with BSSID 28:f3:4b:b0:43:72
Sep 11 2017 15:10:54 info  hostapd[12236] ReAssoc request from 24:92:0e:cf:72:02 BSSID 25:f9:4b:00:43:72 551D Eltex-Guest

Options — B pa3gesie BbINOMHAETCA HACTPONKa NapaMeTpoB XypHasia COOOLLEHWNIA: ypOBEHb BaXKHOCTU U
KO/IM4eCTBO COOBLLEHNI, COXpaHAEMbIX B 3HEProOHE3aBUCUMOW NamATH YCTPOMCTBA.

* Persistence — BbI6op cnoco6a coxpaHeHWst UHPOPMALMOHHbIX COOBLLIEHWIA:
*+ Enabled — npu yctaHoBKe AaHHOro thriara cobbITusA XypHasa 6yayT COXpaHATLCS B
9HEepProHe3aBNCUMON NamATY;
+ Disabled — npu yctaHoBKe faHHOro dpnara cobbitns 6yayT COXpaHATbLCA B 3HEPro3aBnCcUMOi
namaTn. Coo6LLEeHNs B 9HEPro3aBMCMMO NamMATy ByayT yaasieHbl Npy nepesarpyske cCMCTeMbI.
+ Severity — ypoBeHb BXXHOCTN COOBLLEHNMS, KOTOPOE HY)XXHO COXPaHWUTb B AHEProHE3aBMCUMOW NaMaTy,
onucaHve npueeneHo B Tabnuue 1.

Tabnuua 1 — YpOBHU BXXHOCTM COOOLLEHNI

YpoBeHb Tun BAXXHOCTN COOGLEeHNIA OnucaHue

0 UpesBblualiHble (emergency) B cucTeme npousoLunia Kputuyeckas onbka, cucteMa
MOXeT paboTaTb HEMPaBU/ILHO.

1 CurHanbl Tpesoru (alert) Heobxoanmo HemeAleHHOEe BMELLIATENIbCTBO B CUCTEMY.

2 Kputuueckue (critical) B cucteme npov3soluna Kputuyeckasi omoka.

3 Owwu6ouHble (error) B cucteme npousoLuna owmoka.

4 Mpegynpexaexus (warning) MpenynpexaeHue, HeaBapuitHoe coobLLeHNe.

5 YBegomneHus (notice) YBEAOM/EHNE CUCTEMbI, HEABapUIiHOE CO0BLLEHME.

6 NHhopmaumoHHble (informational) NHhopMaLUOHHbIE COOBLLEHNS CUCTEMBI.

7 OTtnapgouHble (debug) OTnagouHble coobLIEHUS NPeAOCTaBSAOT NO/Ib30BaTESNO

MHhOpMaLIo /151 KOPPEKTHOI HACTPOWKM CUCTEMBI.

+ Depth — makcuMasibHOE KONIMYECTBO COOBLLIEHWIA, KOTOPOE MOXET ObITb COXPaHEHO B 3HEPro3aBrCUMONA
namsT, No ymonyaHuo o 512 coobLieHnin, npuHuMaeT 3HavyeHns 1-512. Mpwu npeBbIleHnn 4aHHOro
rnopora npoucxoamT nepesanucb COOOLLLEHUS, KOTOPOE XPaHMTCA B CUCTEME 0/1bLle BCEX, HOBbIM.

KHonka «Update» ncnonb3yetcs A/ coOXpaHeHUss HaCcTPOeK.

Relay Options — B faHHOM pasfesie BbINOMHATCA HACTPOMKN OTNPaBKN MH(POPMAaLMOHHbIX COOOLLIEHWI
YCTPOWCTBA Ha CTOPOHHUI cepBaep.
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* Relay Log — BKNOYE€HME/BbIK/TIHOUYEHME OTNPAaBKN MHPOPMAaLMOHHbIX COOBLLIEHNI YCTPOMNCTBA Ha
CTOPOHHWIA cepBep:
* Enabled — npu yctaHOBNeHHOM dhniare oTrnpaBKa BK/IHOYEHS;
* Disabled — npu yctaHOB/IEHHOM (h/iare oTrnpaska OTK/loYeHa.
* Relay Host — agpec cepBepa, Ha KOTOpbI/ NepeHanpas/ifAoTca COOOLEHS;
* Relay Port — Homep nopTa (layer 4), Ha KOTOpbI/i NepeHanpaBAsOTCSA COOGLLEHUS, MPUHUMAET 3HAYEHUS
1-65535, no ymonuaHuo — 514.

KHonka «Update» ncnonb3yercs Ansi CoxpaHeHUsi HACTPOEK.

Events — B JaHHOM pa3aesnie MOXHO MPOCMOTPETb CNCOK MH(DOPMAaLMOHHbLIX COOBLLEHUI B peasibHOM
BPEMEHM 1 CNeAyoLLY0 NHOPMaLKIO:

+ Time Setting (NTP) — BpeMsi, Koraa coobITVe 6bl/10 CreHEPUPOBAHO;
+ Type — ypoBEHb BaXHOCTU COObITUSA, Tabnmua 1;

+ Service — UM npoLecca, creHepupoBaBLLEro CO06LLEHNE;

* Description — onncaHne coobLLeHuns.

[nsi 06HOBNEHMA MHpopMauun B pasaene «Events» HaxxmuTe kHonky «Refreshy.
[nsa yaaneHns Bcex coobLueHnin HaxxmuTe kHonky «Clear All».
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4.3 TMoameHo «Transmit/Receive»

Web-koHdpurypaTop WEP-12ac

B pasgene «Transmit/Receive» 0ToGpaxaloTCs rpadmki CKOPOCTHN NepesaHHoro/noslyyeHHoro Tpadmka 3a
nocnegHue 10 MUHYT, a Tak e CTaTUCTUKA O KO/IM4ecTBe nepeaaHHoro/nofy4eHHoro Tpagirka ¢ MoOMeHTa

BKMIOYEHNA TOYKK AOCTYNa.

Click "Refrash™ button to refresh the pags.
Fiefrash

1G000kbps-
14400kbps+
12500kbps-
11200kbps-
2500kbps
2000kbps-
G400kbps-
4200kbps
3200kbps-
1600kbps—

View transmit and receive statistics for this access point

LAM Tx/Rx

Okbps: T T T T T T T

15000kbps
12500kbps<
12000kbps-
10500kbps-
2000kbps+
TE00kbps-
5000kbps+
4500kbps-|
2000kbps+
1500kbps+

Okbps= T T 1 T T T 1

WWLAM Tax/Rx

OnwucaHue rpadmkoB "Transmit/Receive”:

+ 'pachmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHOro/nonyyeHHoro tpagmka vyepes Ethernet
nHTepdeic Toukn goctyna 3a nocnegHue 10 MuHyT. Mpadk aBToMaTnyeckm o6HoBnseTcs kaxable 30

CEKYH.

+ pachuk WLAN Tx/Rx nokasbiBaeT CKOPOCTb NepefaHHoro/nosy4yeHHoro Tpaduvka yepes Radio
NMHTEepdecbl ToUkn gocTyna 3a nocnegHme 10 MuHyT. Mpadmk aBTomaTnyeckn obHosnsetTcs kaxable 30

CEKYHA.
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Transmit
Interface

LAM

isatap0
wlan0:vapl
wlan0:vapl
wlan0:vap2
wlan0:vap3
wlan0:vapad
wlan0:vap5s
wlan0:vap6
wlan0:vap?
wlan0:vapsg
wlan0:vap9
wlan0:vapl0
wlan0:vapll
wlanl:vapl2
wlan0:vapl3
wlan0:vapid
wlan0:vapls
wlanl:vap0
wlanl:vapl
wlanl:vap2
wlanl:vap3
wlanl:vapa
wlani:vaps
wlanl:vapt
wlanl:vap?
wlanl:vapg
wlanl:vaps
wlanl:vapl0
wlanl:vapll
wlani:vapl2
wlanl:vapl3
wlanl:vapl4d
wlanl:vapls
wlanOwds0
wlanOwds1
wlanOwds2

wlanOwds3

Total packets Total bytes

1278751
o
118839
913125
1139956
7960
781331
o

0O o0 o0 o0 o o0 o000

o]
119137
1566136

0O o0 o0 o0 o0 o0 0o o0o0Do0o0o0o0o0o

388025011
0
21065001
131557256
1823584543
1500254
100458046

0O o0 o0 o0 o000 o000

20165405
345420792

0O o0 o0 o0 o000 o0o0o0o0o0o0o0o0ogo

Total drop packets Total drop bytes

0O o0 0 o0 o0 o0 o0 o0 o0o0o0o0o0o0o0o0o0o0o0oDoDooDo0o0o0o0o0oDoo0oDooo0o0o0o0

0

0O 00 o0 o0 o0 0o 000000000000 oD ooDo0oDo0o0o0oDoo0oDooo0o0o

Errors

0O 00 o0 00D o0 o0o0o0o0o0o0o0o0o0o0Doo0o0DooDoDo0o0o0o0o0o0ogo

Receive
Interface

LAN

isatap0
wlan0:vap0
wlan0:vapl
wlanD:vap2
wlan0:vap3
wlan0:vap4
wlan0:vap5s
wlanD:vapf
wlan0:vap7?
wlan0:vapd
wlan0:vap9
wlan0:vapl0
wlan0:vapll
wlan0:vap12
wlan0:vapl3
wlan0:vapl4
wlan0:vapl5s
wlanl:vap0
wlanl:vapl

wlanl:vap2

Total packets Total bytes

2214503
o

0

63
473513
3250

3
a
1]
o
0
o]
o]
o]
o]
o]
o]
o]
o]

534881
o]

598859069
0

0

11374
103039130
1123650
403

0

9651055

[=T = I R = R Y = R = T = T = R = T = = I =

Total drop packets Total drop bytes Errors

16 0

0O 0 o0 o0 o0 o000 000000000000
O 0 o0 0 o0 o0 o000 o0o0oQ0o0o0o0o0o0oo0 o

0

0O 0 o0 0 o0 o0 o0 o0o0o0o0Do0o0o0o0o0o0o0o

15



Web-koHdpurypaTop WEP-12ac

Ha3saHus nonei:

* Interface — nmsi uHTepheiica;

+ Status — cocTosiHue nHTepdeiica:

* Up — nHTepdheinc BKIOYEH,;

+ Down — uHTepenc BbIK/OYEH.
MAC Address — MAC-agpec nHtepdelica,
VLAN ID - naeHTudmKaunoHHbli Homep VLAN;
« Name (SSID) — nms 6ecnpoBoHoii ceTu

OnucaHue Tabnuupl «Transmity:

* Interface — nmsi nuHTEpheiica;

+ Total packets — KONNM4ECTBO YCNELLIHO OTNPAaB/IEHHbIX NAKETOB;

+ Total bytes — KONMYECTBO YCNELIHO OTNPaBNEHHbIX 6anT;

+ Total drop packets — KONM4eCTBO OTOPOLLEHHbIX MPU OTNPaBKE NaKeTOB;
+ Total drop bytes — konM4ecTBO OTOPOLLUEHHbIX NPV OTNPaBke 6aliT;

* Errors — koniM4ecTBO OLWNGOK.

OnucaHue Tabnuubl «Receive:

* Interface — nms nHTepheiica;

+ Total packets — KONNM4ECTBO YCNELLUHO NO/TYYEHHbIX NAKETOB;

+ Total bytes — KONMYECTBO YCNELIHO MOMYYEHHbIX GaNT,;

+ Total drop packets — KOfIM4eCcTBO OTOPOLLEHHBIX NMPW NOJSTyYEHUN NaKETOB;
+ Total drop bytes — konM4ecTBO OTOPOLLUEHHbIX NPY NONYYEHUN BaNT;

* Errors — koniM4ecTBo OLWNGOK.

[na o6HOBNEHNs nHOpMaLMN HaXMnTe KHOMKY «Refreshy.
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4.4 TMopmeHio «Passpoint»

Web-koHtpuryparop WEP-12ac

Passpoint — 310 thyHKUMSA, No3BONAKOLLAA NO/Ib30BaTENNAM 6ecloBHO nepexoauTs ¢ 3G/4G-cetein Ha Wi-Fi
ceTu. Passpoint nogaepxmnBaeT cneaytlme Tunbl ayTeHTudmkaumm: EAP-TLS (naeHTuduKaums Ha OCHOBe
cepTudpmkarta), EAP-SIM (maeHTudmKaumsa Ha ocHoBe AaHHbIX GSM SIM-kapTbl), EAP-AKA (naeHTudukaums Ha
ocHoBe faHHbIX UMTS USIM) nnun EAP-TTLS ¢ MS-CHAPV2 (3anpoc umeHu nosb3oBatenst U naposs,

cepTudmkar st cepeepa).

Bbibepute pagmonHTepgenc n BUpTyasibHyI0 TOUKY AOCTYNa, Ha KoTopoi byaeT pabotate Passpoint n
3anosiHnTe Noss Hke (Mo HeOBXOANMOCTH).

D ELTEX

Interfaces
Events

Transmit/Receive

Client Associations

TSPEC Client Associations
Rogue AP Detection

TSPEC Status and Statistics
TSPEC AP Statistics

Radio Statistics

Email Alert Status

Ethemnet Settings
Management IPv6
IPv6 Tunnel

Wireless Settings

Scheduler

Scheduler Association
VA

VAP Minimal Signal
Fast Bss Transition
Passpoint

Wireless Multicast Forwarding

=
7]

= A
=] El = i
; = H 3 Cd B
@ g E
= =i
= ‘8

8

g

F

s

=N

5

2

@

o

i

&

MAC Authentication

Load Balancing

Madify Passpoint settings

802.11u Status
Internet Access
ASRA

Network Access Type
Interworking HESSID
P2P IE Status

P2P Cross Status

1P Address Type Availability Information

Pv4
IPve

Network Authentication Type List
Auth Type

Not Configured

Not Configured

Not Configured

Not Configured
Venue Group
Venue Type

Venue Name List
Venue Name

Not Configured

Not Configured

a4 4

Eltex Enterprise Wireless Access Point

Radio |17 |

VAP |PPVAPO Y|
_ =

Passpoint Parameters :

off ¥

off ¥

off ¥

Private Network
00:23:45:67:89:3b
off ¥

off ¥

Not Available

Not Available

Redirect URL
Not Configured
Not Configured
Not Configured
Not Configured
Unspecified
Unspecified ¥

Language Code

ENG ¥

ENG ¥

v

XX AK AR XK XK

(URL)
(URL)
(URL)
(URL)

* Radio — pagnonHTepdelic, Ha KOTOPOM HEOBXOAMMO aKTMBMpPOBaTb PyHKUMIO Passpoint;
+ VAP - BupTyasibHasi Touka goctyna (SSID), Ha KoTopoii HE06X04MMO aKTUBMPOBaTb (HYHKLMIO

Passpoint.
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MexceTeBble napameTpbl 802.11u (Passpoint parameters)

Web-koHdpurypaTop WEP-12ac

Passpoint Parameters :

802.11u Status
Internet Access
ASRA

Network Access Type

Interworking HESSID

Ooff ¥
off ¥
Ooff ¥
Private Network

00:23:45:67:89:ab

v

{200 2300 1300 13001 X001 300)

P2P IE Status off ¥

P2P Cross Status Ooff ¥
IP Address Type Availability Information
1Pwd Nat Available y
IPvE Mot Available v

Metwork Authentication Type List
Auth Type Redirect URL

Mot Configured v Not Cenfigured (URL)
Mot Configured v Not Cenfigured (URL)
Mot Configured v Not Cenfigured (URL)
Mot Configured v Not Cenfigured (URL)
\fenue Group Unspecified v
Wenue Type Unspecified ¥

Venue Name List

Venue Name Language Code

Not Configured
v

"]

M

Mot Configured

ENG ¥
s
Roaming Consortium List
OUI Name Is Beacon
Not Configured No ¥
Not Configured Mo ¥

3GPP Cellular Network Information List

Country Code Metwork Code

Mot Configured Mot Configured
Mot Configured Mot Configured
Mot Configured Mot Configured
Mot Configured Mot Configured
Mot Configured Mot Configured
Mot Configured Mot Configured

Domain List

1 |Not Configured 2 |Not Configured

3 |Not Configured 4 |Not Configured

+ 802.711u status — BK/IOUNTL/BbIKTIOUNTL (OYHKLMIO Passpoint;
* Internet Access — BK/TOUNTL/BbIK/TIOUNTL AOCTYN K VIHTEPHETY;,

ASRA - (Additional Step Required for Access) — 106aBUTb/y6paTh AONO/HUTE/bHbIN LWAr aBTOpU3aLun

npu NoslydeHnn JocTyna;
* Network Access Type — TN B3aMMOZEINCTBUA C CETbIO AOCTyna:

Private Network — yacTHas ceTb;

Private Network with Guest Access — YacTHasi CETb C FOCTEBbIM AOCTYMNOM;

Chargable public network — Tapuduumnpyemas nybnmyHas ceTb;

Free public network — 6ecnnatHas ny6nnyHas cetb,

Emergency Services only Network — ceTb Ans aBapuiiHbIX CYX6 1 CNyX6 CKOPO NMOMOLLY;
Personal Device Network — nu4Hast ceTb YCTPOWCTB,;

Test or Experimental — TectoBas CeTb;

Wildcard — B3anmopgelictBme yepes Bayuyepsbl (wildcard-ceptudmkar);

* Interworking HESSID — MAC-agpec, eavHblil AN BCex ToYek AoCTyna O4HOM CeT.

NHdopmauus o Tune goctyna (IP Address Type Availability Information)

+ IPv4 - HacTpoiika goctyna ncnosb3ysa npotokon IPv4;

18
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+ IPv6 — HacTpoiika gocTtyna ncnonb3ys npotokon IPvé.
Tunbl ayteHTucukaumm B cetn (Network Authentication Type List)

+ Auth Type — BblbepuTe B none Tun ayTeHTuduKauuu:
+ Not Configured — Tn ayTeHTUMKaLMM HE YCTAHOB/EH;
+ Acceptance of term and Conditions — ayTeHTUdMKaLMs C MPUHATUEM NOJIb30BATENLCKOIO
cornawleHus;
Online Enrollment — peructpayms OHMaiH,;
HTTP/HTTPS Redirection — nepeagpecauusa no HTTP/HTTPS;
* DNS Redirection — nepeagpecaums no DNS.
* Redirect URL — none ansa Beoga URL-agpeca, Ha KOTopbIli 6yAeT BbINOSIHEHA Nepeapecauns.

WHdopmauusa o mecte yctaHoBku (Venue Details)

+ Venue Group — kateropus Mecta yCcTaHOBKM, onpegeneHHasn ctaHgaptom IEEE 802.11u:
+ Unspecified — He BbIGpaHO;
+ Assembly — mecTa 60/1bLLIOr0 CKONSIEHMSI NtoAel (CTaamoHbl, TeaTpbl, PECTOPaHbI, BOK3asbl,
asponopTbl ¥ T.1.).
* Business — 6aHKM, 0UChI, HAyUHblEe LLEHTPbI U T.N.
* Educational — yuebHble LeHTpbI
* Factory and Industrial — npoMbILINEHHbIE 34aHUS;
* Institutional — rocyfapcTBeHHbIE YUpexaeHus;
* Mercantile — komMepyeckune (TOpProBble) opraHM3auuy;
* Residential — Xunble KOMMN/IEKCbI;
+ Storage — xpaHunuwa/cknagsbl,
+ Utility and Miscellaneous — KOMMyHaJlbHble C/TyXObl 1 T.1.;
+ Vehicular — TpaHcnopr,
+ Outdoor - pa3melyeHne Ha ynuue (ropoackue napku, 30HbI OTAbIXA, OCTAHOBKM, KMOCKM)
* Reserved — yacTHble TeppUTOPUN.
+ Venue Type — TN MecTononoxeHus. JOCTyrnHble BapuaHTbl 3aBUCAT OT BblIOPaHHO BbILLEe KaTeropum
pacnonoXeHus.

Cnucok mecTonosioxeHuii Touek goctyna (Venue Name List)

+ Venue Name — HaMeHOBaHWsi MecTa yCTaHOBKM TOUKU AOCTYNa;
+ Language Code — fA3blK.

Cnucok opraHusauyuii (Roaming Consortium List)

+ OUI Name — yHuKanbHbIii naeHtTudmkatop opranmsauum (OUI);
+ Is Beacon — fo6asutb OUI B beacon (yes), He go6aenatb OUI B beacon (No).

NHdopmauusa o 3GPP cetsax cotoBoii cBA3u (3GPP Cellular Network Information List)

+ Country Code — ko, CTpaHbl;
+ Network Code - kop ceTw.

Cnucok gomeHoB (Domain List)

Bnvwmnte AOMeHbI B CBOﬁO,EI,Hble nons.
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Cnucok o6nacrteii (Realm list)

Realm List:
Realm Name Enceding EAP and Auth Information
Not Configured RFC4252 ¥ | |Not Configured Modify | | Reset
Not Configured RFC4252 ¥ | |Not Configured Modify | | Reset
Not Configured RFC4252 ¥ | |Not Configured Modify | | Reset
Not Configured RFC4252 ¥ | |Not Configured Modify | | Reset
Not Configured RFC4252 ¥ | |Not Configured Modify | | Reset
Not Configured RFC4252 ¥ | |Not Configured Modify | | Reset

* Realm Name — Ha3BaHue obnacTy,
* Encoding - kognpoBka (RFC4282, UTF8);
+ EAP and Auth Information — nHdopmaums 0 NpoToKose U ayTEHTUMKALNN.

* Modify — HacTpouTb TUM 1 NapameTpbl ayTeHTUUKaLuy;
* Reset — cO6pOCUTb HACTPOWKM

HacTpolika napameTpoB pa6otbl ANQP npotokona (Passpoint ANQP Parameters Configurations)

Passpoint ANQP Parameters Configurations :
Passpoint ANQP Parameters
Fasspoint Status Disabled ¥
Fasspoint Capability Release 1 ¥
DGAF Disabled Status Dizabled ¥
AMNQF 4 frame Disabled ¥
Gas Come Back Delay 0
Proxy &RP Status Disabled ¥
Operating Class Indicator Operating Class 81 r
Anonymous NAI Mot Configured
L2 Traffic Inspection Enabled ¥
ICMPw4 Echo Enabled ¥
Operator Friendly Mame List
Operator Name Language Code
Mot Configured ENG ¥
Not Configured ENG ¥
QoS Map ID or
MAI Home Realm Query List
Home Realm Encoding
MNot Configured RFC4282 ¥
Not Configured RFC4282 T

+ Passpoint Status — BkntounTb (enable) / otkntounTs (disable) dyHkumto Passpoint;

*+ Passpoint Capability — onpegenuTb noaaep>XxunBaeT A YCTPOKCTBO hyHKLMI0 Passpoint;

+ DGAF Disabled Status — BkntounTb (enable) / BbikntounTs (disable) nepeagpecaumto HUICXOASALLMX
rpynnoBbIX aapecHbIX kaapoB(ans MynsTukacta). Koraa T nepegaet kagpsbl, coaepxalime 3neMeHT
nHankaumm HS2.0, B koTopom 3HaueHne DGAF Disable yctaHoBneHo paBHbiM disable, Mo6ubHOE
YCTPOICTBO AO/HKHO OTOPOCUTL BCE NPUHATbIE OHUKACT IP-nakeTbl, KoTopble 6bln pacmngpoBaHbl C
NMOMOLLIbIO K/KoYa rpynnbl;
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ANQP 4 frame — BkntounTh (enable) / BbikntounTb (disable) o6meH 4 GAS-thpeiimamu;
Gas Come Back Delay — 3apepxka Bo3Bpata GAS (GAS Comeback Delay) B TU 3aBucuT oT
HacTpoiikn ANQP 4 frame;
Proxy ARP Status — aktuBupoBarth (enable) / peaktuBuposarts (disable) ARP-npokcu (Proxy ARP);
Operating Class Indicator:

* Operating Class 81 — paboTta B gnanasoHe 2.4 ['Tu;

+ Operating Class 115 — pa6ota B gnanasoHe 5 I'Ty;

+ Operating Class 81&115 — ogHOBpeMeHHasi paboTta B gnanasoHax 2.4 n 5Ty,
Anonymous NAI — yctaHoBUTb aHOHUMHBIN ID goctyna k cetn (NAI — Network Access ldentifier);
L2 Traffic Inspection — BkntounTh (enable) / Bbikntounthb (disable) koHTponb 1 onnbrpayuto L2-Tpadomka
(mocTynHO AN ToYek AOCTYNa, KOTOPbIe MMEKT BCTPOEHHYO (PYHKLMIO KOHTPONA 1 chunbTpaumm
Tpaduka);
ICMPv4 Echo — doyHkumns dounstpaumm gna ICMPv4 Echo 3anpocos.

OnepaTopbl, KOTOPbIM AOCTYMHO NoaknoueHne Passpoint Ha gaHHol Touke gocTtyna (Operator Friendly
Name List)

Operator Name — nmsi oneparopa;
Language Code — fA3blIK;
QoS Map ID — ngeHtudpnkarop QoS Map.

Cnucok gomawHux oénacreii (NAl Home Realm Query List)

Home Realm — gomaluHsasa o6nacTb;
Encoding - kognposka (RFC4282 nnun UTFS8).

Cnucok BO3MOXHbIX nogkntoueHuii (Connection Capability List)

Connection Capability List :
Protocol Port Status
Select b Select ¥ Select ¥
Select v Select ¥ Sele ¥
Select hd Selec ¥ ele ¥
Select hd Select ¥ Select ¥

Protocol — npoToKos, N0 KOTOPOMY BO3MOXHO NOAK/IOUYEHME:
+ ICMP (0x1) - lcmp npoToKor;
+ TCP (0x6) - TCP npoTokKor;
« UDP (0x11) - UDP npoTokor;
+ ESP (0x32) - npoTokon ESP.
Port — nopT, No KOTOPOMY BO3MOXHO MOAK/IOUEHNE;
Status — cTaTyC NOAK/IOUEHUS:
+ Closed - nogkntoyeHne No AaHHbIM NapaMeTpam 3aKpbITo;
+ Open — NOAK/MOYEHME MO AAHHLIM NapaMeTpam JOCTYMHO;
* Unknown — cTaTyc Noak/Ito4eHnsi HEM3BECTEH.
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CnucoK npoBaiiepos, KOTOPbIM AOCTYNHA oHNaliH-perucTpauus (OSU Provider List)

05U Provider List:
0SU SSID : 05U
OS5U Friendly Name OS5 Desc 05U Language Code OSU Server URI 05U NAI 05U Methed 05U lcon
#1 SF Red Test Onlyleng Fres service for te https://fosu-serve SOAP-XML ¥ ||7
1-1 Select v
1-2 Select v
1-3 Select v
#2 Mot Configured Not Configured OMA-DM ¥ |0
2-1 Select v
2-2 Select v
2-3 Select v
#3 Mot Configured Not Configured OMA-DM ¥ |0
3-1 Select v
3-2 Select v
3-3 Select M

* OSU SSID - naeHTndpmkatop cetn ans oHnaH-perncTpaumm;
* OSU Friendly Name — nmsi UHTepHET npoBaiaepa;

* OSU Desc — onucaHune cepsepa OHMaiH-perncTpauny;

+ OSU Language Code — ko i3blka OHNaliH-perncrpaumm;

+ OSU Server URI — URL cepBepa oHnaliH-perncrpaumy;

« OSU NAI - ID pocTyna K ceTu ans oHnaH-perncTpaumm;

* OSU Method — meToga oHNnaiH-perncTpauuy;

* OSU Icon — NoroTtun npoBaiaepa.

MHuopmauus o metpuke WAN (WAN Metrics Information)

WAN Metrics Information :

Link Status  Symmetric Link At Capacity Down Link Speed Up Link Speed Down Link Load Up Link Load Lmd

¥: ¥: ¥|= = -

* Link Status — cOCTOS\HNE COeANHEHUS:
* Link up — coevHeHVe aKTUBHO;
* Link Down — coegnHeHne HeakTUBHO;
* Link Test — coegmHeHne paboTaeT B TECTOBOM pPeXMME.
« Symmetric Link — coeguHeHne cummeTpuruHo (Symetric Link) nnm He cummeTpuuHo (Not Symmetric
Link);
+ At Capacity — nponyckHasi CnoCOGHOCTb;
+ Down Link speed — CKOPOCTb HUCXOAALLENO NOTOKA;
* Up Link speed — cKOpOCTb BOCXOASALLEro NOTOKa,;
* Down Link Load — Harpy3ka Ha HUCXo4sLWmMIA NOTOK;
* Up Link Load — Harpy3ka Ha BOCXOASLL M1 NOTOK,;
« Lmd - pnmTenbHocTb n3mepeHus Harpysku (Load Measurement Duration).

4.5 MopgmeHto «Wireless Multicast Forwarding Statistic»

B pasgene «Wireless Multicast Forwarding Statistic» oto6paxaetcs ctatuctuka no pa6orte Wireless Multicast
Forwarding.
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View WMF transmit and receive statistics for this access point

Click "Refresh” button to refresh the page.
Refresh

wlano:
wlan0:
wlano:
wlan0:
wlano:
wlan0:
wlan0:
wlan0:
wlan0:
wlano:
wlan0:
wlano:
wlan0:
wlano:
wlan0:
wlan0:
wlani:
wlani:
wlani:
wlani:
wlani:
wlani:
wlani:
wlani:
wlani:
wlani:
wlani:
wlani:
wlani:
wlant:
wlani:

wlani:

wvapl
vapl
vap2

ivap3

wvapd
vaps
vapt
vap?
vapd
vapg
vapl0

wapll

vapl2
vapl3
vapld
vapls
wvap0
vapl
vap2
vap3
wvapd
vaps
vaps
vap?
vapd
vap9
vapl0
wapll
vapl2
vapl3
wvapld
vapls

Transmit/Receive Statistics
Interface

Mcast-Data-Frames Mcast-Data-Fwd Mcast-Data-Flooded Mcast-Data-Sentup Mcast-Data-Dropped

145602 0 1] 0 115795

wlan0:
wlan0:
wlan0:
wlano:
wlan0:
wlano:
wlan0:
wlan0:
wlan0:
wlan0:
wlan0:
wlan0:
wlano:
wlan0
wlano:
wlan0:
wlan1

wlani:
wlanl

wlani:
wlani

wlani:
wlani

wlani:
wlani:
wlanl:
wlani:
wlanl:
wlani:
wlani:
wlani

wlani:

vapl

ivapl

vap2
vap3
vapd
vaps
vapb
vap7
vapd
vap9
vapll
vapll
vapl2

wapl3

vapld
vapls
vap0
vapl
vap2
vap3
wvapd
vap3
vapb
vap7
vapd
vapg
vapl0
vapll
vapl2
vapl3
vapld
vapls

IGMP Statistics
Interface

Igmp-Frames Igmp-Fr Fwd Igmp-Fr Sentup Mfdb-Cache-Hits Mfdb-Cache-Misses

9 9 a 0 143697

Multicast-Group
Interface Multicast-Group Stations Packets

OnucaHue Tabnuupl «Transmit/Receive Statistics»:

* Interface — nms nHTepdelica.
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* Mcast-Data-Frames — konuyecTBo multicast-kagpoB, N0Ny4YeHHbIX TOYKON AOCTYNa;
* Mcast-Data-Fwd — konnyectBo multicast-kagpoB, NPUHATBLIX KNNeHTamu;

* Mcast-Data-Flooded — konuuecTBo multicast-kagpoB, OTNpaB/EeHHbIX HA BCe NOPThI;
* Mcast-Data-Sentup — konu4ecTBO oTnpasneHHbIX multicast-kagpos;

* Mcast-Data-Dropped — KonmyecTBO 0T6poLeHHbIX multicast-kagpos.

OnucaHue Tabnuupl «IGMP Statictics»:

* Interface — nms nHTepdeiica;

+ Igmp-Frames — konnyecTBo IGMP-KaapoB, NoMy4eHHbIX TOYKOR AOCTYNa;

* Igmp-Frames-Fwd — konnyectBo IGMP-kaapoB, NpUHATBLIX KNneHTamu;

+ Igmp-Frames-Sentup — konnyecTtBo IGMP-kagpoBs, 0TnpasBneHHbIX Ha BCe NOPThI;

« Mfdb-Cache-Hits — konn4ecTBO NaKeTOB, OTNPAaB/IEHHbIX HA U3BECTHbI Multicast-agpec;

+ Mfdb-Cache-Misses — konn4ecTBO NakeTOB, OTNPAaB/EHHbIX HA HEM3BECTHbIN multicast-agpec.

OnucaHue Tabnuupl «Multicast-Group»:

* Interface — nmsa nHTepdelica;

+ Multicast-Group — IP-agpec multicast-rpynnsi;

+ Stations — MAC-agpec knveHTa multicast-rpynnbi

*+ Packets — KONNM4eCTBO NPUHATLIX NAKeTOB KAMEHTOB multicast-rpynnbl.

4.6 MoameHto «Client Associations»

B pa3spgene «Client Associations» oTo6paxaeTcsa nHgopmauusa 0 NOAKNOYEHHbIX K/IMEeHTax K Touke focTyna u
cTaTtucTuka nepesaHHoro/nony4yeHHoro Tpaduka no KaxaomMy K/imeHTy.

View list of currently associated client stations

Click "Refrazh™ button to refresh the page.
Fefresh

Total Number of Associated Clients 6
S5ID Station IP Address Hostname Uptime RSSI SMNR Noise Link Quality Rate Quality Link Capacity Status
Authorized
Eltex-Local [wland) 53224235366 192.168.40.181 android-cSb3ee6c4a68205f 00:00:14 -51 dBm 237 B -38 dBm 41%% 4685 71 Yes
Eltex-Guest (wlanOvapl) 20:97-f3:68de:32 00:00:00 -72 dBm 16 dB -88 dBm 100% 4E65% Mot supparted Yes

Eltex-Local [wlanivapl) 00:00:02 -6% dBm 232 dB -392 dBm &4%% 4E84 Mot supported Yas
Eltex-Local (wlanlvapl) 2.168.40.175 android-d3425501ee713821 7 -71dBm 21 dB -92 dBm 520G 390G 919, Yes
Eltex-Local [wlanlvapl) 3.f9:4b:b0:0d:c 152.168.40.176 WB-2P 00:00:00 -68 dBm 24 dB -92 dBm 73% 95% 45% Yes
BRAS-Guest (wlanivap3) d 00:00:00 -732 dBm 15 dB -92 dBm 100% 95% Neot supported Yes

+ SSID — nms 6ecnpoBOAHOIo MHTEpdenca 1 MMA BUPTYaUTbHOM TOUKM AOCTYNa Ha MHTepderice, K KOTOpOii
noAKNtoYeH KNneHT. Hanpumep, 3anuck wlanOvap2 o3HauvaeT, 4To K/IMeHT cBsi3aH ¢ Radio 1 BupTyasibHOi
Toukon goctyna VAP2; 3anucb wlan1 o3Hauvaert, 4To kmeHT cBsidaH ¢ VAPO Ha Radio2;

+ Station — MAC-agpec KNneHTa;

* IP Address — IP-agpec KnneHTa;

+ Hostname — ceTeBOe UMS YCTPOINCTBA, 3a4aeTcA CTpoka 1-63 CMMBO/IOB: NaTUHCKME 3arnaBHble U
CTOYHble GYKBbI, LMdpbl, 3HaK fedunc «-» (4ednC He MOXET BbITb NOCNEAHNM CMBOSIOM B UMEHMW);

* Uptime — Npofo/MmKUTE/IbHOCTb CECCUN KITUEHTS,

* RSSI — ypoBeHb cUrHana ot K/INEeHTa;

* SNR — ypOBeHb OTHOLLEHWS CUTHaU/LLIYM OT K/INEHTa;

* Noise — ypoBeHb LWyMma;

* Link Quality — napameTp oTo6paXkaeT COCTOSIHUE /IMHKA [0 KNIMEHTa, paccymMTaHHbIli HA OCHOBaHWUU
KO/IM4yecTBa NOBTOPHO OTNPAaB/IEHHBIX KNIMEHTY NakeToB. MakcumasibHoe 3HadyeHne — 100% (Bce
nepefAaHHble NakeTbl OTNPABUINCH C NEPBOVA NOMbITKM), MUHUMa/IbHOE 3HaveHune - 0% (HW OAMH NakeT A0
K/IMeHTa He Bbl/ YCNeLwHo OTNpaB/eH);
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* Rate Quality — napameTp, KOTOpbIii 0TOGpPaXKaeT COCTOSIHNE NINHKA A0 K/IMEHTa, pacCUMTaHHbI Ha

OCHOBaHMK KO/IMYecTBa NOBTOPHO OTMNPaB/EHHbIX K/IMEHTY NMakeToB, A4J/1 MOAY/IALUN, KOTopas
MCNOMb3YeTCA B AaHHbI MOMEHT. MakcumanbHoe 3HaueHne — 100% (Bce nepefaHHble NakeTbl HA
[aHHOI MoAyNAUMM OTNPaBUIUCHL C NEPBOI NOMbITKKN), MUHUMasIbHOE 3HayYeHue - 0% (H1 OAMH NakeT Ha
[aHHOI MoAyNAUMKN [0 KNNEHTa He Gbln YCNEeLWHO OTNpPaB/eH);

Link Capacity — napameTp, KOTOpbIii 0To6paxaeT a(pPeKTUBHOCTb UCNO/Ib30BaHUSA TOUKOM AOCTyNna
MOAyNAauMn Ha nepegady. PaccumTbiBaeTcs UCX04s U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i
MOAYNALMMN [0 KITMEHTA,M NOHMKAOLWMX KO3ULMEHTOB. MakcMasibHoe 3HaveHne- 100% (o3Hauvaer,
4TO BCE MakeTbl NepefatoTcs A0 KIMEHTa Ha MakCUMasibHOM MOAYNALMN 019 MakCMMa/lbHOTO Tuna nss,
NoALEPXMBAEMOTO KIMEHTOM). MUHUMabHOE 3HaYeHue - 2% (B cyyae, Korga nakeTbl NepefaroTcs Ha
moaynaumm nssTmes0 ans knnenTta ¢ nogaepxkkoii MIMO 3x3). Ina KNMEeHTOB, NOAK/THYEHHbIX 63
ncnosnb3osaHma AMPDU, napameTp He noagepXuBaeTcs;

Status — ctaryc asTopusaLumn.

View list of currently associated client stations

Click "Refrazh” button to refresh the pags.
Refresh

Total Number of Associated Clisnts &

S5ID Station IP Address Hostname Uptime RSSI SHNR Noise Link Quality Rate Quality Link Capacity Status
Authorized
Eltex-Local (wland) 152,168.40.181 android-cSb3eetcd4ac8e03f 00:00:14 -51 dBm 37 dB -88 dBm 4184 4E84 Ti% Yes
e et » + o f8:32:24:2a:33:66 Connection time: 00:00:14 ;] , " _
Eltex-Guest {wlanlvapl] 4 : Sandvridth: 2oMHE Mot supported Yes
Eltex-Local (wlanivapl) D Eltex-Locs PS Mode: off Mot supported Yes
. i 802.11n Auth Moda: WeaZ
Eltex-Local (wlanivapl)} [ 251 dBm Encryption: AES-COMP 91% Yes
Eltex-Local [wlanivapl) g AM: 148 Listen Interval: 2 45%% Yes
[T actual rate: i7 Fuc actual rate: 1
BRAS-Guest (wlanlvap3) O Mot supported Yes
TR Packets: 4719/2574
[T=/Rx Drop Packets: [afx]
[Tx/Rx Bytas: 3325428/261%43
[Tx/Rx Drop Bytes: a/0
ITx/Rx Rate: 65/6 Mbps
[T/Rx Statistics:
MCE Rx Pkis Tx Pkis Tx Succ Pkis Tx Retries Tx Period Retries
I e e
imbps 438 68 13 8.8%
zmbps a a a 2.8%
smbpss 8 8 8 g8.8%
&mbps 1438 152 11z 48, 8%
ombps 8 ] ] B8k
1imbps 1886 6 2 2.8%
12mbps a ] ] 8.8%
18mbps @ ] ] .8k
ambps a -] e g.8% =
36mbps a e -] g.8% B, 8% &7

MAC - MAC-agpec K/neHTa;

AID — yHMKaNbHbIA nAEHTUAINKATOP NOAKIHUEHNS,

SSID — nMsi CeTU K KOTOPOW MOAKMOUEH KITUEHT;

Mode - ctaHgapT IEEE 802.11, B KOTOPOM paboTaeT K/INEHT;

RSSI — ypoBeHb curHana ot K/IMeHTa,;

VLAN — Homep VLAN BupTyanbHOW TOUKN AOCTYN3,;

Tx actual rate — Tekywasi CKOPOCTb Nepefayn faHHbIX B CTOPOHY KIMEHTA, B KOUT/C;

Tx/Rx Packets — KOnnM4ecTBO NepegaHHbIX 1 NPUHATLIX NAKETOB OT K/IMEHTA;

Tx/Rx Drop Packets — konim4ecTBO OT6POLLIEHHbIX NAKeTOB B ABYX HanpaB/ieHusix (Ha nepeaayy u npuem
COOTBETCTBEHHO);

Tx/Rx Bytes — KONM4eCTBO NepefaHHON 1 NPUHATOM MHpopMaLnn OT KNIMEHTa, B banTtax,;

Tx/Rx Drop Packets — konmuecTBo 0T6pOLLIEHHOI MHhopMaumK B ABYX HanpasneHusax (Ha nepegayvy u
npvem COOTBETCTBEHHO), B GaiTax;

Tx/Rx Rate — kaHanbHasi CKOPOCTb B AByX HanpasneHusx, 8 MouTt/c;

Connection time — NpoOAO/IXNTENIbHOCTb CECCUu;

Bandwidth — wmpuHa nonockl, B KOTOPO paboTaeT KNneHT, My,
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* PS Mode - pexum "CoH": 0 - KNMEHT akTUBEH, 1 - KNIMEHT HAXOAUTCA B "ChisiLLEM" pexnme;
« Auth Mode — Tun 6e3onacHocTy;
* Encryption — Tvn wvdpoBaHus;

« Listen Interval — xonuuecTBO beacon chpeliMoB, CNycTs KOTOPbIE KNNEHT A0/HKEH NPOBEPUTL HaMume

ANs Hero Tpadimka Tpadomka (B cnyyae pexuvma "CoH");
* Rx actual rate — Tekylas CKOPOCTb NepeAaqn AaHHbIX B CTOPOHY TOYKM AOCTYNa, B KGUT/C;
* MCS - mogynauus;
* Rx Pkts — KOnn4ecTBO NPUHSATLIX OT K/IMEHTA NMaKETOB Ha Kaxkol Moaysuum;
* Tx Pkts — KONMUYeCTBO NepeaHHbIX KIIMEHTY NMaKeTOB Ha Kaxkaol Moaynsiunm;
* Tx Succ Pkts — KONMYeCTBO YCMNELIHO NepeAaHHbIX KTMEHTY NakeToB;
+ Tx Retries — KONIMYECTBO NPOAY6NMPOBAHHBIX NMAKETOB B CTOPOHY K/TMEHTA, B %;

* Tx Period Retries — konM4ecTBO NMOBTOPHO OTNPaB/IEHHbIX NAKETOB 3a nocnegHwii nepuog, (10 cekyHa),

B%.

[N 06HOBNEHMA MHPOPMALMK Ha CTpaHULEe HaxkMUTe KHOMKy «Refresh».

4.7 MoameHto «TSPEC Client Associations»

B pasgene «TSPEC Client Associations» oTo6paxaeTcs MH(popmaums 0 KNMEHTCKUX AaHHbIX Tspec
nepefaHHbIX 1 MOyYEHHbIX C MOMOLLbIO 3TOM TOYKM AOCTYMAa.

View TSPEC Client Association Status and Statistics

Click "Rafrash® buttan to refresh the pags.
Refresh

Status
Hetwork Station T5 Identifier Access Category Direction User Priority Medium Time Excess Usage Events VAP MAC Address 5510

Statistics
Network Station TS Identifier Access Category Direction From Station To Station
Packets Bytes Packets Bytes

+ Network — nmsa 6ecnpoBoAHOIO HTepdeiica n NMa BUPTYyasibHOM TOUKM JOCTYNa Ha MHTepdielice, K
KOTOpPOI nogxodeH knneHT. Hanpumep, 3anncek wlanOvap2 o3HavaerT, 4To K/IMeHT cBsi3aH ¢ Radio 1

BMPTYasibHOM Toukoi goctyna VAP2; 3anuck wlan1 o3HadvaeT, 4yTo kimeHT cesidaH ¢ VAPO Ha Radio2;

+ Station — MAC-agpec KNneHTa;
+ TS Identifier — TSPEC naeHtucukarop notoka tpacmka(range 0-7);
* Access Category — kateropus goctyna(voice nnu video);
+ Direction — HanpaBnexue Tpacuka(uplink/downlink);
* User Priority — npnopuTeT nonb3oBartesns;
* Medium Time — cpegHee BpeMs, KOTOpPOe NOTOK Tpaduka 3aHMaeT cpesy nepegadv;
+ Excess Usage Events — KONn4ecTBO BpEMEHMN, KOTAA K/TMEHT NPEBbLICU CPeAHUIA CPOK nepegay;
+ Vap — HoMep BUPTYasibHOM TOYKM AOCTYNa,;
* Mac Address — MAC-agpec To4kun AocTyna;
+ SSID - nms 6ecnpoBOAHOI ceTw;
* From Station — nHdpopmauums o Tpadmke, KOTOPbI NepegaeTcsi 0T 6eCNPOBOAHOIO K/MEHTA K TOUKe
[oCTyna;
+ To Station — nHhopmaums o Tpadmke, KOTOPbIA NepefaeTcs OT TOUKU AOCTYNa K K/INEHTY:
*+ Packets — konnyecTBO NepefaHHbIX NakeTos;
* Bytes — konn4ecTBO NepefaHHbIX 6aiT;
+ Drop Packets — konn4ecTBO OTOPOLLEHHbIX NAKETOB;
* Drop Bytes — KOIM4eCTBO OTOPOLUEHHbIX GaiT.

[N 06HOBNEHMA MH(DOPMALMK Ha CTpaHULE HaxkMUTe KHOMKY «Refreshy.
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4.8 MopmeHto «Rogue AP Detection»

B gaHHOM nogmeHo oTobpaxaeTcs nHgopmauma 060 Bcex 6ecnpoBOAHbIX TOUKAX AOCTYMa, KOTopble
YCTPOMCTBO AETEKTUPYET BOKPYr cebs.

View Rogue AP Detection

Click "Refresh” button to refresh the page.

Refrash
AP Detection for Radio 1 * Enabled Disabled
AF Detection for Radio 2 * Enabled Disabled

Click "Update® to save the new settings.
Update

Detected Rogue AP List
Click "Delete old” to delete old entries frem Detected Rogue AP List

Delete Old
Action MAC Radio Beacon Int. Type SSID Privacy WPA Band Channel Rate Signal Beacons Last Beacon Rates
Grant | a8:f9:4b:1f:fc:82  wlan0 100 AP I!-.lilég Off off 2.4 1 1l 222 Fri Dec 31 13:08:03 1955 1,2,5.5,11,18,24,36,54,5,9,12 48
Grant | a8:f9:4b:b0:33:82 wland 100 AP IF_I’;IFSD Off off 2.4 1 1 all 2 Fri Dec 31 12:00:08 199% 1,2,5.5,11,18,24,35,54,6,9,12,48
Grant | a8:f9:4b:b0:24:40 wlan0 100 AP ;EET Off off 2.4 1 1l 352 Fri Dec 31 13:08:06 199% 1,2,5.5,11,18,24,36,54,5,9,12, 48
Grant | a8:f9:4b:b0:24:41 wlan0 100 ap ¥ on  on 24 1 1 .l 380 Fri Dec 31 13:08:06 1959 1,2,5.5,11,18,24,36,54,5,9,12,48
ELTE
Grant | el:ch:4e:a5:7e:3b wlan0 100 Ap ;—?Er On on 2.4 1 1 all 31a Sat Jan 1 02:56:18 2000 1,2,5.5,11,18,24,35,54,6,9,12,48
5T
MikR :
Grant | aB:f9:4b:1f:fc:80 wlan0 100 AP adius On Oon 24 1 1 187 Fri Dec 31 13:08:03 1999 1,2,5.5,11,18,24,36,54,6,9,12, 48
E
Grant | a8:f9:4b:1f:fc:81  wlan0 100 Ap :1illf2r'l Off of 2.4 1 1 all 310 Fri Dec 31 13:08:02 195% 1,2,5.5,11,18,24,36,54,6,9,12,48
ELTE _
Grant | a8:f9:4b:5b:19:23 wland 100 AP X-19 On Oon 24 & 1 wlll 7 Sat Jan 1 03:01:19 2000 1,2,5.5,11,18,24,35,54,6,9,12,48
22
Grant | aB:f9:4b:b0:33:80 wlan0 100 AP E';" Off Off 2.4 1 1 il 198790 Sat Jan 1 09:40:22 2000 1,2,5.5,11,18,24,36,54,6,9,12,48
Known AP List
Action MAC Radio Beacon Int. Type SSID Privacy WPA Band Channel Rate Signal Beacons Last Beacon Rates

Save Known AP List to a file
Save

Import Known AP List from a file
* Replace Merge
Bubepure dalin | ©ain He swibpan Import

Mons o6HOBNEHNS HDOPMaLIMKN HaXXMUTE KHOMNKY «Refreshy.

+ AP Detection for Radio 1/ AP Detection for Radio 2 — BKNtoUeHME AETEKTUPOBAHUSA CTOPOHHUX TOYEK
poctyna B ooHe ans Radiol n Radio2.

KHonka «Update» ncnonb3yercsi asi COxpaHeHUsi HaCTPOEK.

Detected Rogue AP List — B pasgene npuBoanTcs MHpopmaumsi 060 Bcex 6eCcnpoBOAHbIX TOUKax AOCTynNa,
KOTOpble YCTPOICTBO AETEKTUPYET BOKPYT CebS.

KHonka «Delete Old» ncnonb3yetcs ans yganeHus 3anvceli 0 HeakTUBHbIX YCTPOMCTBaxX B PafiviOOKPYXXEeHUW.

+ Action — ecnv To4ka JOCTyna HaXoAUTCA B CNUCKe OOHaPYXXeHHbIX, TO HaXkaTne KHomnku «Grant»
nepeHeceT ee B CNNCOK AOBEPEHHbIX TOYEK focTyna. Ecnun Touka foctyna HaxoA4uTCs B CrMCKe
[0OBepeHHbIX, TO HaxkaTne KHonku «Delete» nepeBefeT ee B CNMCOK 06HAPYXXEHHbIX TOYEK A0CTYNa;

+ MAC - MAC-agpec To4ku J0CTyna,;

* Radio — ucnonb3yemblin pagnovHTepdelic;

* Beacon Int. — nHTepBa NocbINKM Beacon-nakeTta TOUKOM AOCTYNa,;
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+ Type — Tun 06HapyXEHHOro YCTpPOICTBa:
+ AP - Touka gocTtyna;
+ Ad hoc — peueHTpaIM30BaHHOE K/IMEHTCKOE YCTPOWNCTBO;
+ SSID - nms 6ecnpoBOgHOl ceTu;
* Privacy — ctatyc paboTbl pexunma 6e30nacHOCTM TOUKM gocTyna:
* On — pexum 6e30MacHOCTU BbIK/THOYEH;
+ Off — pexxum 6e30nacHOCTM BK/THOYEH;
+ WPA - coctosiHue wudppoBaHmnss WPA: BbIKNHOUYEHO [, BkntoueHo |
* Band — 4acTOTHbI cnekTp paboTbl Toukn goctyna: 2.4 'y unm 5 My,
« Channel [BandWidth] — ncnonb3yemblii YaCTOTHBIV KaHasT U LUIMPWHA NOJIOCH;
* Channel Blocks — gnana3oH kaHanoB, KoTopble 3aHumaeT T/,
+ Signal — ypoBeHb cUrHana, NpUHMMaeMsbIii OT TOYKK gocTyna. MNpu HaBeaeHUM ykasaTens Ha
rpadpuyeckoe n3obpaxeHne curHasa BCn/biBalOT YAC/IEHHbIE MOKasaTes v 3Toro CUrHana;

* Beacons — o6Luee uncio Beacon-nakeToB, NPUHSTLIX OT TOYKU AOCTYNa C MOMEHTA €e 0GHaPYXeHNS;

+ Last Beacon — gata v BpeMsi NpueMa nocnegHero Beacon-naketa ot TOUKM JOCTYNa;
* Rates — CNMCOK KaHa/TbHbIX CKOPOCTEN, NoAAepXXMBaEMbIX AAHHOW TOUKOI AocTyna.

Known AP List — B Ta6nuue npMBoAMTCA CNNCOK AOBEPEHHbIX TOYEK AOCTyna.

Save Known AP List to a file — B gaHHOM pa3gene BbinosHsAeTcs coxpaHeHue cnuncka «Known AP List» B paiin.

[N COXpaHeHMs HAXKMUTE KHOMKY «Save».

Import Known AP List from a file — B faHHOM pa3gene BbinonHseTcs 3arpy3ka cnmcka «kKnown AP List» n3

haina.

* Replace — npu nmnopTe cnmcka AOBEPEHHbIX TOUEK AOCTYNa MMNOPTUPYEMBI/ CMUCOK MOTHOCTHHO
3aMEeHUT TeKyLUIA CNUCOK AOBEPEHHbIX TOUEK AOCTYNa;
+ Merge — npu nMnopTe cn1cka AOBEPEHHbIX TOUYEK AOCTYNa AOBEPEHHbIE TOYKM AOCTyna 13

MMMNOPTUPYEMOTO CrncKa 6y,qu AO6aBﬂeHbI K TO4KaM AocCTyna, HaxoaAawmnmcd B MMNopTupyemMom Crnncke

B ,anHbII7| MOMEHT BPEMEHMN.

[ns 3arpy3ku haiina HaxMmuTe KHOMKy «BblbepuTe daiiny, ykakute aiin, KOTopbIii HY>XHO 3arpy3nTb U
HaXXMUTe KHOMKY «lmport».

4.9 Moamento «TSPEC Status and Statistics»

B gaHHOM nogmMeHio oTobpaxaeTcs MHpopmaums o Tspec ceccusix Ha paguo nHtepdericax.
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View TSPEC Status and Statistics

Click "Refresh” button to refresh the page.

| Refresh

AP Status

Interface Access Category  Status Active TS TS Clients Med. Time Admitted Med. Time Unallocated

wlan0 Best Effort down 0 0 0 0

wlan0 Background down 0 0 0 0

wlan0 Voice down 0 0 0 0

wlan0 Video down 0 0 1] 0

wlanl Best Effort down 0 0 0 0

wlanl Background down 0 0 0 0

wlanil Vaoice down 0 0 0 0

wlanl Video down 0 0 1] 0

VAP Status

wlan0:vap0 Best Effort dawn 0 0 0 ]
Background down 1] 1] 0 0
Voice down 1] 0 1] 0
Video down 0 0 0 0

wlan0:vapl Best Effort down 0 0 0 0
Background down 0 ] 0 0
Voice down 0 0 1] 0
Video down 0 0 0 0

wlan0:vap2 Best Effort down 0 0 1] 0
Background down 0 0 0 0
Voice down 0 0 1] 0
Video down 0 0 0 0

wlan0:vap3 Best Effort down 0 0 1] 0
Background down 0 0 0 0
Voice down 0 0 1] 0

* Interface — nms nHTepdelica;

* Access Category — kateropusi goctyna (voice, video, BE, BK);

+ Status — cocTosiHue ceccuy;

+ Active TS — KONMYECTBO TEKYLLNX aKTUBHbIX NOTOKOB TpauKa;

« TS Clients — KONMYECTBO K/IMEHTOB;

+ Medium Time Admitted — cpegHee Bpemsi, KOTOpOe NOTOK Tpadiuka 3aHMMaEeT cpeay nepenayu;
* Medium Time Unallocated — Bpemsi NpOCTOS NOM10CLI B AAHHO KaTeropun.

410 MoameHto «TSPEC AP Statistics»

B pasgene «TSPEC AP Statistics» oTo6paxaeTcs ctaTucTuka rno KosmyecTBy nepegaHHoro/nosly4eHHoro
notokoB Tpadmka (Voice, Video, BE, BK).
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View TSPEC AP Statistics

Click "Refresh” button to refresh the page.

Refresh
TSPEC Statistics Summary for Voice ACM
Totzl Voice TS Accepted 0
Totzl Voice TS Rejected 0

TSPEC Statistics Summary for Video ACM

Total Video TS Accepted i
Totzl Video TS Rejected 0
TSPEC Statistics Summary for Best Effort ACM

Total Best Effort TS Accepted 0
Totzl Best Effort TS Rejected 0
TSPEC Statistics Summary for Background ACM

Totzl Background TS Accepted 0
Totzl Background TS Rejected 0

TSPEC Statistics Summary for Voice ACM — obLiee KoNM4ecTBO NPUHATLIX U OTK/TOHEHHbIX NOTOKOB
Tpadmka kaTteropum Voise;
TSPEC Statistics Summary for Video ACM — o6Luee KOfmm4yecTBO NPUHATLIX U OTK/IOHEHHbIX MOTOKOB
Tpadmka kateropun Video;

TSPEC Statistics Summary for Best effort ACM — obLyee KONMYeCTBO NMPUHSTbIX Y OTK/TOHEHHbIX MOTOKOB

Tpadhmka kaTeropum BE;
TSPEC Statistics Summary for Background ACM — o6Liee KoiM4ecTBO NPUHATLIX U OTKIOHEHHbIX
NoTOKOB Tpadounka kareropumn BK.
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4.11 MopameHto «Radio Statistics»

B pa3gene «Radio Statistics» oTo6paxaeTcs nogpobHas cTaTucTvka no KosmyecTBy nepesaHHoro/
nony4yeHHoro Tpaduka, NakeToBs, KaAPOB 1 APYroro A5 KaxX40ro pagmovHtepdelica.

View Radio Statistics

Click "Refresh™ button to refresh the page.
Refresh

Radio @ Radio 1 Radio 2

WLAM Packets Received: 2061 WLAN Bytes Received: 335727
WLAN Packets Transmitted: 10205 WLAN Bytes Transmitted: 3385531
WLAM Packets Receive Dropped: 0 WLAN Bytes Receive Dropped: 0
WLAN Packets Transmit Dropped: 0 WLAN Bytes Transmit Dropped: 0
Fragments Received: 0 Fragments Transmitted: 0
Multicast Frames Received: 23 Multicast Frames Transmitted: 6138
Duplicate Frame Count: 13135 Failed Transmit Count: 313
Transmit Retry Count: 1066 Multiple Retry Count: 591
RTS Success Count: 1557 RTS Failure Count: g7az2
ACK Failure Count: 4521 FCS Error Count: 31037
Tranzmitted Frame Count: 8055 WEP Undecryptable Count: 0

« WLAN Packets Received — konmuecTBo MHhopMaLuy (NakeToB) NonyyeHHbIX Yepes paamo nHTepdelic;

« WLAN Bytes Received — konmuecTBo MHopMauuu (B 6aiitax) nosly4yeHHbIX Yyepes pagno HTepaelic;

« WLAN Packets Transmitted — konmuyecTBo MHopMaLuy (NakeToB) nepefaHHbIX Yepes pagmno
nHTEepdeic;

« WLAN Bytes Transmitted — konuuyecTBo MHhopMauum (B 6aiitax) nepefaHHbIX Yepes paamno UHTepaeiic;

« WLAN Packets Receive Dropped — konu4ecTBo UHdopmauum (NakeToB) OTOPOLLEHHbIX NPU NOMTyYEHUN
yepes paano uHTepdeiic;

« WLAN Bytes Receive Dropped — KonnyecTBo nHchopmaumm (B 6aiiTax) 0T6POLLIEHHbIX NPU NOMYyYEHUN
yepes paano uHTepdeiic;

« WLAN Packets Transmit Dropped — konmyecTBo HcopMaLum (NakeToB) OTOPOLLEHHbIX NPY NOMbITKe
nepefayv yepes pagmno UHTepgelic;

« WLAN Bytes Transmit Dropped — konnyectso MHgopmauum (B 6aiiTax) oTOPOLLEHHbIX NPU NOMbITKE
nepefayv yepes pagmno HTepgelic;

* Fragments Received — KOIM4YECTBO NOMYYEHHbIX (hparMeHTOB NakeToB.;

* Fragments Transmitted — KONM4YeCTBO NepefaHHbIX hparMeHTOB NaKeTOB;

* Multicast Frames Received — KONnM4ecTBO MOMYYEHHbIX KAAPOB MYy/NbTUKACT;

* Multicast Frames Transmitted — KONMYECTBO NepefaHHbIX KaapoB My/IbTUKACT;

* Duplicate Frame Count — KOnM4ecTBO Ay6AMpyOLWMX KafpoB.;

* Failed Transmit Count — KONN4eCTBO He NepefaHHbIX NakeToB U3-3a OLUNOKY;

+ Transmit Retry Count — KONn4eCcTBO NOBTOPHO OTMNPaB/IEHHbLIX NAKETOB;

+ Multiple Retry Count — KONM4eCTBO NakeToB NepeoTnpaBnAeMbIX HECKONBbKO pas;

* RTS Success Count — KONMYECTBO NaKeTOB NOATBEPXAEHMS 0 FOTOBHOCTU NpuHUMaTh Tpaduk (CTS);

* RTS Failure Count — Konn4ecTBO NaKeTOB Ha KOTOPbIE HE NPULL/IM NOATBEPXKAEHNSA O TOTOBHOCTY Ha
npuem (CTS);

+ ACK Failure Count — koNnn4ecTBO NakeTOB Ha KOTOPblE HE NPULLIM NOATBEPXAEHNSA O YCNELHOM npueme
(ACK);

* FCS Error Count — konn4eCcTBO KaZpoB He MpoLleLnx NnpoBepKy KOHTPOIbHOW CyMMbI;

+ Transmitted Frame Count — KO/IM4ECTBO YCMELHO NepeaaHHbIX Kaapos;

« WEP Undecryptable Count — konn4ecTBo NakeToB, KOTOpPble He yaanocb pacwudgposatb (WEP).

[na o6HOBNEHNs nHAOpPMaLMN HaXMKTE KHOMKY «Refreshy.
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4.12 MoameHto «Email Alert Status»

B pasgene «Email Alert Status» oTo6paxaeTca nHpopmarma 06 oTnpaske cO06LLEHWI O paboTe yCcTpoincTea
Ha 3NEKTPOHHYH0 MOUTY.

Email Alert Operational Status.

Click "Refresh” button to refresh the page.
Refresh

Email Alert Status : down
Number of Email Sent Hl1|
Number of Email Failed HE)

Time Since Last Email Sent @ not zent

+ Email Alert Status — cTaTyc pab0Tbl ONOBELLEHMSA N0 3/1EKTPOHHO NoYTe 0 paboTe ycTpolicTBa:
+ Up - onoBeLyeHne BK/THOYEHO;
+ Down - onoBeLLeH1e BbIK/THOUEHO;

* Number of Email Sent — Konn4yecTBO COOO6LLIEHWNIA, KOTOPOE GbINI0 OTNPAB/EHO;

* Number of Email Failed — konn4yecTBo NOTEPSIHHbIX COOBLLEHWIA;

« Time Since Last Email Sent — nepvog, BpeMeHW, KOTOPbIV NPOLLEN ¢ Noc/1egHen nepegayn cooobLEHNS
Ha 3/1eKTPOHHYIO NOYTY.

[nsi 06HOBNEHMS HDOPMALMN HAXMUTE KHOMKY «Refresh».
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5 MeHto «Manage»

B MeHIo «Manage» BbINOMHAIOTCS CeTeBble HACTPOIiKM YCTPOIACTBA.

5.1 MNMogmeHto «Ethernet Settings»

B TekyLleM paszene BbINOHATCA CETEBbIE HACTPOIKM YCTPOICTBA.

Web-koHdpurypaTop WEP-12ac

Modify Ethernet (Wired) settings

Hostname WEP-12| (Range : 1 - 83 characters)

Internal Interface Settings
MAC Address

Management WVLAN ID
Untagged VLAN

Untagged VLAN ID 1

AB:F9:4B:B5:D4:40
148 | (Range: 1 - 4094, Default: 1)
Enabled '® Disabled

(Range: 1 - 4094, Default; 1)

Static IF ¥
192 |.[168

Connection Type
Static IP Address

Subnet Mask

. |40 . |20
. [255 |. |0
. |40 -1

. [255

. |168

255
Default Gateway 192
DNS Nameservers Dynamic Manual
172 |. |16 . |0 .1

172 |. |16 . [0 . |3

Click "Update” to save the new settings.
Update

Hostname — ceTeBoe 1MMs YCTPOWCTBa, 3a4aeTcs cTpoka 1-63 CUMBOMOB: TaTUHCKUE 3ar1aBHble U
CTOYHble GYKBbI, LMdpbI, 3HaK gedunc «-» (Aednc He MOXET BbITb NOCNEAHNM CMBOSIOM B UMEHMW);
MAC Address — MAC-agpec ycTpolicTBa Ha nHTepdeiicax Ethernet;

Management VLAN ID - ngenTtndmkatop VLAN, ncnonb3yemsiii s goctyna K ycTPOMCTBY, NpUHMMaeT
3HadeHns 1-4094, no ymonyaHuio — 1;

Untagged VLAN - nepeBecTtu LAN-NopTbl B access-pexum, B KoTopom gobasnsietca VLAN-Ter ans
BXOAALLEr0 HETEMMPOBAHHOIO Tpaduka u cHUMaeTcs yctaHoBneHHbIi VLAN-Ter ¢ ncxogsawero:

+ Enabled — BknounTb access-pexum LAN-nopToB;

* Disabled — BbikntounTb access-pexxum LAN-NopToB;

Untagged VLAN ID — naeHtudpmkatop VLAN, KOTOpbIii 6yAeT Ha3Ha4YeH HIMPOBaHHOMY TpaduKy,
nocTynatwLemMy Ha YCTPOMNCTBO, U CHAT C UcxogsLero Tpadguka. NpuHumaeT 3HavyeHuns 1-4094, no
ymosnyaHuo — 1;cTy

Connection Type — BbI6Op cnocoba ycTaHoBkM IP-agpeca Ha ynpasnstowem nHtepgeiice, no KOTOpoMy
6yneT ocyuiecTBnAaTbea nogkntodeHne WAN-uHTepdelica ycTpolicTea K CeTU NpefocTaBneHuns yenyr
nposangepa:

+ DHCP - pexxum paboTsl, Npu kKoTopoM IP-agpec, macka nogcetn, agpec DNS-cepeepa, LW/to3 no
YMOJIHaHWIo 1 Apyrve napameTpbl, Heob6xoanmble 418 paboTsl B ceTun, 6yayT nosyyeHsl or DHCP-
cepBepa aBToOMaTU4eckuy;

+ Static IP — pexum paboTsbl, npn KoTopom IP-agpec u Bce HeobxognMble napameTpbl Ha WAN-
nHTepdenc HazHavarTcs ctatmyecku. Mpu Boibope Tuna «Static» Ana pefakTMpoBaHus cTaHyT
[OCTYMNHbI CreaytoLme napameTpsbl:

« Static IP Address — IP-agpec ycTpolicTBa B CETU NpoBaiigepa;

+ Subnet Mask — macka BHelLUHel noaceTy;

+ Default Gateway — agpec, Ha KOTOpbIA OTpaB/IAeTCA NakeT, eCc/n 419 Hero He HangeH
MapLIpyT B Tabnuue mapLupytmsauum,

« DNS Nameservers — afipeca cepBepoB AOMEHHbIX UMEH (MCMoNb3yOTCS A5 onpeaeneHns
IP-agpeca ycTpoiicTBa No ero JOMeHHOMY 1MeHK). Mpun yctaHoBke chnara «Dynamic» 6yayT
ncnonb3oBaHbl DNS-cepBepa, nonyyeHHble no DHCP; npu yctaHoBke chnara «Manual»
Heobxoammo yka3atb DNS-cepsepa Bpy4Hyio.
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KHonka «Update» ncnonb3yercst Ansi CoxpaHeHUsi HACTPOEK.

5.2 MogmeHo «Management IPv6»

Web-koHdpurypaTop WEP-12ac

B pasgene «Management IPv6» BbinosnHseTcsA HacTpoika koHdurypaumm IPvé-agpeca ans goctyna K

ynpasneHnto YyCTPOCTBOM.

Modify Management IPvé

Management IPvE

IPvE Connection Type DHCPw& ¥

IPvE Admin Mode Enabled "™ Disabled

IPvE Aute Config Admin Mode Erabled ® Disabled

Static IPv6 Address .
LSOO S0 B S N R N O )

Static IPve Address Prafix Length (Range: 0 - 128, Default: 0)

Static IPvS Address Stakus

IPvE Autcconfigured Global Addresses

IPvE Link Local Address

Default IPvE Gateway
I I NEX O R R ]

IPvE DMNS Mameservers ® Dynamic Manua

Lm0 SN M M N N N M ]

LR SN NN XN SN K l\.l'.‘A.:.'\l:.‘A:A\..I'AlAI\.f.I-:'

Click "Update® to save the new
sathngs.

Updake

IPv6 Cinnection Type — BbIGOp MCNO/b30BaHUS cTaTtuyeckoro IPv6-aapeca ycTpolictsa (Static IPv6) nnm
AnHamuyeckoro (DHCPv6);
IPv6 admin Mode — gocTyn K yCTPOWCTBY No npoTokony IPv6:

« Enable — pocTyn paspelueH;

+ Disable — pocTyn 3anpeLieH,;
IPv6 Auto Config Admin Mode — pexnm aBTOKOHpurypmpoaHus IPv6-agpeca:

« Enable — ncnonb3syertcs;

+ Disable — He ncnonb3yeTcs;
Static IPv6 Address — IPv6-agpec ycTpoicTBa npu UCnosib3oBaHun ctatudeckoro IPv6. Touka goctyna
MOXET MMEeTb YCTaHOBNEHHbIN cTatuyeckuii IPvb-agpec n B cnyyae, eciim 6bi/1 CKOHOUTYprUpoBaH
aapec(a) yepes «Auto Config»;
Static IPv6 Address Prefix Length — npechmkc ctatnyeckoro IPvé-agpeca, npuHumaeT 3HadeHne 0-128, no
ymonuyaxuio — 0;
Static IPv6 Address Status — npocMoTp paboyero ctaTyca ctaTu4yeckn cKoHdurypmpoBaHHoro IPvé-
agpeca, NpMHUMaEeT 3HaYeHUs:

+ Operational — TeKyww1ii AeACTBYOLLNIA;

+ Tentative — pe3epBHblIii.
IPv6 Autoconfigured global Addresses — cnucok gelicTeytowmx IPv6-agpecoB Ha yCTPOIACTBE;
IPv6 Link Local Address — nokanbHblii IPv6-agpec, yctaHoBneHHbIN Ha LAN-uHTepdieiice. [laHHblli agpec
He KOHJUIyprpyeTcs 1 Ha3HaYaeTca aBToMaTUyecku;
Default IPv6 Gateway — w03 no ymonyaHuo ans IPve;
IPV6 DNS Nameservers — afpeca cepBepoB AOMEHHbIX UMEH (MCnonb3yroTcst Ansi onpeaenexus IP-
ajpeca ycTpoiicTBa no ero JOMeHHOMY UMeHN). Mpu ycTaHoBKe hnara «Dynamin» 6yayT NCNOb30BaHbI
DNS-cepBepa, nony4yeHHble no DHCPv6; npu yctaHoBKke donara «Manual» Heobxoanmo ykasaTb DNS-
cepBepa BpYy4HYIo.

KHonka «Update» ncnonb3yercs ans coxpaHeHUsi HAaCTPOEK.
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5.3 MNMogmeHto «IPv6 Tunnel»

B pasgene «IPv6 Tunnel» BbinonHsAeTCA HacTpolika TyHHenupoBaHus IPv6 BHyTpu IPv4. Ncnonb3yetcs
npoTokon ISATAP (Intra-Site Automatic Tunnel Addressing Protocol — npoTokon BHyTpucaiiToBOI agpecalui
TyHHenel4). Mo npoTokony ISATAP BbinonHseTcst uHkancynsums IPvé-naketos B IPv4-nakeTbl Ans nepegayn no
¢ IPv4-cetun. Mopaepxka faHHOro oyHKLMOHaNa Nno3BoseT YCTPOUCTBY yCTaHaBMBaTh CBA3b C yAa/IeHHbIMU
IPv6-xocTtamu.

Modify IPv6 Tunnel Settings

IPv6 Tunnel

ISATAF Status Enabled ® Disabled

ISATAP Capable Host isatap (000000000000 / Hostname max 253 characters, Default: isatap)
ISATAF Query Interval 120 sec. (Range: 120-3600, Default: 120)

ISATAP Scolicitation Interval 120 sec. (Range: 120-3600, Default: 120)

ISATAP IPve Link Local Address
ISATAP IPvE Global Address

Click "Update™ to save the new settings.
Update

ISATAP Status — pexum paboTtbl npoTokona ISATAP:
+ Enabled — pa3pelueHa pabota no npotokony ISATAP;
+ Disabled — 3anpelieHa paboTta no npotokony ISATAP.
+ ISATAP Capable Host — IP-agpec unm umsa xocTa, 3afaeTcs CTpoka A0 253 CMMBOJI0B, N0 YMONYaHWUIO —
isatap;
* ISATAP Query Interval — nitepas BpemeHu onpoca DNS, npuHumaet 3HaveHus 120-3600, no
ymonuyaHuio — 120,
+ ISATAP Solicitation Interval — nHTepBan BpeMeHn Mexay CoObLEeHNsAMN 3anpoca, MPUHUMAET 3HAYEeHNS
120-3600, no ymonyaHuo — 120;
« ISATAP IPv6 Link Local Address — nokanbHblli IPv6-agpec yCTpoiCTBa;
+ ISATAP IPv6 Global Address — rno6anbHbliin IPv6-agpec ycTpoiicTBa.

KHonka «Update» ncnonb3yercsi a/si CoxpaHeHUsi HAaCTPOEK.

5.4 NMopgmeHto «Wireless Settings»

B nogmeHto «Wireless Settings» BbInonHsATCA HACTpoliku 6ecnpoBoaHoii Wi-Fi ceTn. YCcTpoicTBo umeet 2
He3aBNCUMbIX (PU3MYECKMX paanovHTepdeiica, CnoCo6HbIX paboTaTtb B CBOEM peXxnume 1 ananasoHe Kaxabli.
Ona WOP-12ac ER, WEP-12ac:rev.C, WOP-12ac:rev.C 3adoukcrMpoBaHbl AnanasoHsl: 2,4 [T, ToNbKO Ha NepBoMm
pagunovHTepdelice, 5 'L, TONbKO Ha BTOPOM paguouHTepdieiice. B npeacTaBneHHOM pa3fene MeHo
NpUBOANTCA pasfesibHas HacTponka A1 Kax4oro nHTepgeiica.
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Modify wireless settings
Country Russia r
Transmit Power Contro On ¥
TSPEC Violation Interva 300 (Sec, Range: 0 - 900, O Disables)
Global Isolation
Radio Interface ® on off
MAC address AB:F9:4B:B0:43:60
Mode IEEE 802.11b/g/n T
Channel & (2437 MHz) ¥
Airtime Faimess ® On off
Radio Interface 2 * on Off
MAC address AB:F9:4B:B0:43:70
Mode IEEE 802.11a/nfac ¥
Channel 48 (5240 MHz) ¥
Airtime Faimess ® On off
AeroScout™ Engine Protocol Support Disabled ¥
Click "Update™ to save the new settings.
Update

Country — Ha3BaHWe CTpaHbl, B KOTOPOI paboTaeT Touka focTyna. B 3aBUCUMOCTY OT yKa3aHHOro
3HauyeHns ByayT NPUMEHEHbI OrpaHMyYeHns K Nosioce YacToT U MOLLHOCTY nepegarynka, Kotopble
[eNCTBYIOT B f;aHHON cTpaHe. OT yCTaHOB/IEHHOM CTPaHbl 3aBUCUT CMUCOK AOCTYMHbIX YACTOTHbIX
KaHao0B U, CNeloBaTesibHO, 3TO B/IMSIET HA aBTOMATUYECKUiA BbIGOp kaHana B pexume Channel = Auto.
Ecnvn ncnonb3yetcsa kIMeHTCkoe 060pyAoBaHne, NMNLEH3MPOBaHHOE /15 UCMNO/Ib30BaHWA B ApYroM
pernoHe, BO3MOXHO, YCTaHOBUTb CBA3b C TOYKOM AOCTYNa B TaKOM C/lydyae He yaacTcs.

© BbI60p HENPABU/ILHOTO PErYOHA MOXET NPUBECTU K NPOGIEMAaM COBMECTUMOCTU C PasHbIMY
K/TMEHTCKMU YCTPOCTBaMM.

Transmit Power Control — HacTpoiika pexumMa orpaHnyeHus napametpa Transmit Power Limit:

+ On — MakcumasibHoe 3HavyeHne SNVIM orpaHnumBaeTcs B COOTBETCTBUM C 3aKOHOAATE/TIbCTBOM
P® u He npesblwaet 100 MBT (16 4BM 13nyyaemMoii nepefaTynkoM MOLHOCTM /1S AnanasoHa
2,4 TTu, 19 obm n3nyyaemolii nepegaTyumkoM MOLLHOCTM — ans 5 Tu).

+ Off — makcumasibHOe 3HaueHrne 3VINM orpaHmumBaeTcs (OU3NYECKMMU XapakTepucTmkamm
nepegatumka Ansa scex ycrporicte WOP/WEP-12ac, kpome WOP-12ac ER opt.FOS, makcumanbHoe
3HayeHne ANNM pns oboux guanaszoHoB — 19 abm. Ana WOP-12ac ER opt.FOS - 26 abwm.

TSPEC Violation Interval — nHTepBan BpeMeHMu, BblAENEHHbIN /15 TOYKM A0CTYNa, YTOObl COOOLNTD
yepes cuctemy sioruposaHmsa nnm SNMP 0 npucoeguHEHHbIX KNTMEHTax, KOTopble He NoALEPXNBAKOT
o6s3aTesibHbIe NPoLeaypb! AOMYCKa;
Global Isolation — npy ycTaHOBNEHHOM gonare BKOYEeHa N30NAunsa Tpadmka Mexay KaMeHTaMmm pasHbiX
VAP 1 pa3HbIX pagMonHTepdeincos;
Radio Interface — cocTosiHMe paguonHTepdeiica:

+ On — npu ycTaHOB/IEHHOM chniare pagnmovHTepdIeic akT1BEH;

+ Off — npn ycTaHOBNEHHOM chnare paamonHTepenc BbIK/IOUEH.
MAC Address — MAC-agpec pagnonHtepdeiica;
Mode — BbIGOp pexrmMa paboTbl 6eCnpoBOAHONO UHTEpPdenca;
Channel — Homep kaHana ans paboTel 6ecnpoBofHON ceTu. MNpu BbiIbope 3HaYeHus «auto»
aBTOMaTUYECKN ONpefensAeTca KaHasl C MEHbLUVM YPOBHEM NMOMEX;
Airtime fairness — cpyHkuusi 3hMpHOI PaanOAOCTYMHOCTY:

* On — npun ycTaHOB/IEHHOM don1are PyHKLMA akTMBHA. DPMPHOE BpeMs paBHOMEPHO
pacnpefenserca Mexay rnonb3osarensamu,
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« AeroScout™ Engine Protocol Support — nogaepxka npotokona AeroScout™ Engine:
* Disabled — npoTokon nogaepxmBaeTcs;
* Enabled — npoTokon He NogaepXmBaeTcs.

Haxmure KHOMKY «Update» Ana coxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

5.5 MNMopgmeHto «Radio»

B nogmeHto «Radio» BbINOMHAKTCA paclumpeHHble HacTpoliku 6ecnposogHoii Wi-Fi cet ans kaxgoro

pagnovHTepdelica.

Modify radio settings

Radio | 1 ~

Status

Channel

Channel Update Pericd

®' On Off

Mode | IEEE 802.11bigin

Auto

Off hid

Transmit Power Limit

Advanced Settings

TSPEC Settings

Update

Limit Channels

Channel| 1 [ 2 | 3 | 4|5 |6 |7 All
Use

Channel Bandwidth 40 MHz ~

Primary Channel Lower ~

10 (dBm, Range: 10 - 16)

Click “Update” to save the new settings.

* Radio — Bbl6op 6ecnposogHoro Wi-Fi nutepdelica;

+ Status — coctosiHue koHdurypupyemoro Wi-Fi nitepdpelica:
+ On — npu yctaHoBieHHoM tpnare Wi-Fi nHTepcheic BktoYeH,;
+ Off — npn yctaHoBneHHom chnare Wi-Fi uHTepheinc BbIKIOYEH;

* Mode — BbIGOp pexrma paboTbl pagnonHTepdgeinca:
* IEEE 802.11b/g — 4acToTHbI ananasoH 2,4 'L, MakcuMasibHasi CKOpoCTb nepegayn 54 Mout/c;
+ |EEE 802.11b/g/n — 4acTOTHbIN AnanasoH 2,4 MU, MakcumasibHasi CKopocTb nepegaun 450 Mout/

G

* 2.4 Ghz IEEE 802.11n — 4yacTOTHbI gnana3oH 2,4 'y, MakcuMasibHast CKopocTb nepegayun 450
M6uT/C. BO3MOXHO MOAK/IOYEHNE KIMEHTOB TOMbKO C Noanepxkon ctaHgapta IEEE 802.11n;

* IEEE 802.17a — 4acTOTHbI AnanasoH 5 'Tu, MmakcumanibHaa cKopocTb nepegayn 54 MouTt/c;

+ IEEE 802.11a/n/a ¢ — 4acTOTHbI AnanasoH 5 Ty, makcumanbHasa ckopoctb nepegayn 1300 Mout/

G

 |EEE 802.71n/ac — 4yacTOTHbI gnanasoH 5 Ny, MmakcumanbHasa ckopocTb nepegaun 1300 M6uT/c.
BO3MOXHO NOAK/IOYEHME KITMEHTOB TOMILKO C nogaepxkoi ctaHaapta IEEE 802.11n/ac;
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Channel — BbIGop pagvokaHana ansa pabotsl Wi-Fi nHTepdelica. MNpu Bbibope 3HauveHus «Auto»
aBTOMaTUYeCKUN onpefensAeTca KaHasl C HaMMEHbLUMM KOMIMYEeCTBOM paboTaroLLmx TOYeK AOCTyna Ha
[aHHOM KaHaJe C yYeTOM 3aaHHOro pernoHa;
Channel Update Period - nepnog BpeMeHu, Yepes KOTopblii 6yaeT NPOMCX0ANTb aBTOBbIOOP
ONTUM&JIbHOTO KaHana;
Limit Channels - cnncok kaHanos, koTopble T/, MOXET BblbMpaTb ANnst paboTbl B pexmme «Auto,
Channel Bandwidth — lwmpvHa NONOCbI NPOMYCKaHNS;
Primary Channel — napameTp MOXeT 6bITb U3MEHEH TO/IbKO MPU NPOMYCKHON CMOCOBHOCTY CTaTUYeCKU
3agaHHoro kaHana 40 MIry,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOALMM U3 ABYX KaHau1ios no 20 My,
KOTOpble rpaHuyaT B 4acTOTHON obnacTtu. 3T ABa kaHana 20 My Ha3bIBaOT NEPBUYHLIM U BTOPUYHBIM
KaHanamu. MepBuYHbIA KaHaN UCNO/b3yeTCA K/IMEHTaMK, KOTOPbIE NOAAEPXKMBAIOT TONIbLKO MOM0CYy
nponyckaHusa kaHasa 20 MIy:

* Upper — nepBuYHbIM KaHasiom 6yaeT BepxHuii kaHan 20 MMy B nonoce 40 MIy;

+ Lower — nepBMYHbIM KaHa/10M ByaeT HMmxHWUIA KaHaun 20 MITy, B nonoce 40 MIu.
Transmit Power Limit — MOLLHOCTb Nepejaryvka pagmonHtepdeiica, B A6M. Mpu BKNIOYEHHOM pexnme
Transmit Power Control B gnana3soHe 2,4 [T, npuHMMaeT 3HadyeHus ot 1 o 16, no ymonyaHuo — 16, B
AvanasoHe 5 [Ty npuHumMaet 3HavyeHusa ot 1 4o 19, no ymonyaxuio — 19. Npn OTKIIOYEHHOM pexnme
Transmit Power Control «Outdoor» npuHumaeT 3HadeHns ot 1 go 19, no ymonyanuo — 19;

KnueHTtckme Wi-Fi ycTpolicTBa MOryT He NOAAEPXMBATb HEKOTOPbIE YACTOTHbIE KaHaslbl.
PekomeHayeTca Ha3HavyaTb YacToTHble kKaHaslbl 1-11 gna gnanasoHa 2,4 'y 1 36-48 gns gnanasoHa 5
Iy, ecnu HeT nHhopMauun o0 KaHanax, NogaepXNBaeMbIX KNNeHTamu.

Mpn ycTaHOBKE 4acTOTHOIO KaHana n3 gnanasoHa 52-144 skntoveHne nHtepdgenca Wi-Fi nponcxogut
yepes T MUHYTY.

UYTo6bl NEPENTN K paclUMPEHHOMY CMUCKY NapaMeTpoB, HaxkmuTe "+" HanpoTme "Advanced settings":
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QIBSS Comasisnce

DFS Suppart

Muisdamain Reguimary Mods

Snart Guard Imsrval Supparisd

STEC Maode

Protecian

DT Period

Fragmenasaon Threshaid

RTS Threshaid

b aimarn SiaSons

WILAM L=t

Fimad Mulicasi Rme

Frame-burst Suppart

ARP Suppression

DHCF Snoapng Mode

MCS Rate S5

Web-koHtpuryparop WEP-12ac

[ Mo~ |

(s

| aam0 > |

[100  |psec, Range: 20 2000

ha

| frange: 1293
[z3s8  |(Range: 202380, Even NumBers)
|z | rang=: o.0mmay

[200 | (Rang=:0-200

|| s || memove Seseceea

{Range: 14054, 20 vian-ids max)

WHT M552 MCS0-MC 54 (13 - 150 Miops)
WHT M552 MCS0-MCST (13 - 130 Mips)

WHT MS51MCS0-MCS3 (6.5 - 73 Miops)
WHT MS51MCS0-MCST (6.5 - 63 Mops)
MCS15 {130 Mbps)
MCS14 {117 Mops)

[ Ersdcasmiuscas: Rase Lmisng

VHT Faahuras

TSPEC Setngs

Chick “Update” io s The new Sefings.

| upame |

+ OBSS Coexistence — pexvumMm aBTOMaTU4eCKOI CMeHbI LMPUHbI KaHana ¢ 40 My, Ha 20 MI'y, npwn

3arpy>eHHoM paavoadmpe:

+ On — Npu yCTaHOB/IEHHOM dh/1are PeXxunm BK/IHOYEH;
+ Off — npn ycTaHOBNEHHOM (hriare peXxvm BbIK/HOYEH;

+ Short Guard Interval Supported — nogaepXxka yKOpOYEHHOT0 3aLMTHOIO MHTepBasia. ATO Nose JOCTYMHO,
TONbKO €C/n BblGpaHHbIV pexxum paboTbl pagnonHTepdelica BknoyaeT B cebs 802.11n. YMeHbLueHne
3aLLMTHOro MHTepBasia yBemumMBaeT NPOMyCKHYH CNOCOBHOCTb:

+ Yes — Touka gocTyna nepegaeT AaHHble, ncnonb3ys 400 HC 3alWMTHBIA MHTepBaa NPy 06LLEHUN C
KNMeHTaMu, KOTopble Takke NOAAEPXKMBAOT KOPOTKMIA 3alLMTHbIN NHTepBaUT,
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+ No - Touka goctyna nepegaeT gaHHble, ncnonb3ys 800 HC 3aWMTHbI MHTEpPBa;
Multidomain Regulatory Mode — pexum nepefayv yCTpoiCcTBOM MHADOPMaLMN O BbICTaB/IEHHOM PErYOHe
B C/Ty)ebHbIX coobLyeHnsix Beacon frame:

+ Enable — pexum BK/HOYEH,;

* Disable — peXum BbIK/TOYEH;
STBC Mode — meTof, NpOCTaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBaHUS, HanpaBEeHHbIV Ha
NOBbILLEHNE HAAEXHOCTU Nepefayun faHHbIX. [1one 4OCTYNHO, TONbKO eCcv BblGpaHHbI pexumM paboThbl
pagnovHTepdelica BkntoyaeT B cebs1 802.11n:

* Yes — Touka focTyna nepefaeT oAvH NOTOK AAaHHbIX Yepe3 HECKO/IbKO aHTEHH,;

* No — Touka goctyna He nepefaeT OAVH 1 TOT e NOTOK AaHHbIX Yepe3 HECKO/IbKO aHTEHH,;
Protection — pexum paboTbl NpeoTBpaLLeHNs MEXCTaHLMOHHOW UHTepepeHLmn:

* Auto — pexuMm BK/IHOYEH;

+ Off — pexvM BbIK/THOYEH;
Beacon Interval — nepnog NocbIsiK1n MasiukoBbIX (hpeimoB. Ppeiimbl NnepesatoTcsa Ans o6HapyXeHus
TOUKM JocTyna B achupe, npuHuMaeT 3HavyeHms 20-2000 mc, no ymonyanuto - 100 mc;
DTIM Period — BpeMeHHOI nHTepBaJl, N0 NCTEYEHNM KOTOPOTO LUMPOKOBELLATE/IbHbIE U MY/IbTUKACTOBbIE
nakeTbl, MOMeLLEeHHble B Bydhepe, 6yayT focTas/ieHbl 6ecnpoBOAHbLIM KNneHTaMm. Mpu BbiCcTaBneHnn
60/bLUEro 3HaYeHNs NO3BOMAET 60/bLIE IKOHOMUTL IHEPTUIO MOBUBHBIX KNIMEHTOB, O4HAKO NOBbILIAET
3alepXKy 4719 My/IsTUKACTOBOIO ayavo 1 BuAeo Tpadmka. NpuHnumaet 3HaveHns 1-255 mc, no
yMOTYaHnio — 4 Mc;
Fragmentation Threshold — nopor coparmeHTaymun hpeiima, B 6aintax. NpuHMMaeT 3HaueHns 256-2346,
no ymosnyaHuio — 2346;
RTS Threshold — yka3blBaeT unMcno 6aiiT, yepes KOTOpoe NocbllaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMSA MOXET Y/YULINTL PaboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli ceTu. MNpuHuMaeT 3HaveHns 0-2347, no ymonyanuio — 2347;
Maximum stations — MakcumasibHoe YMUC/0 NOAK/TOUYEHHbIX KNNMEHTOB. MpuHnumaeT 3HadveHunsa 0-200, no
ymonyaHuo — 200;
DHCP Snooping Mode - ynpasneHue nonntukoi o6paboTkm onuumn 82:

+ Ignore — Ha TO4Ke focTyna oTk/AYeHa obpaboTka onuun 82;

* Replace — Touka focTyna noAcTaBAseT Uan 3aMeHsIeT 3HayeHne onuun 82.

+ DHCP Option 82 Circuit ID - cBo60gHasn cTpoka BBOAA 3HaYeHNs onuun 82 (orpaHunyeHvie B
52 cumBona). Ecnv octaBUTb CTOKY NycTOW, T/, aBTOMaTUYeCKn NoACTaB/sSET 3HAYEHNE B
hopmare:
+ _Agent Circuit ID = \[mac-agpec Touku ; SSID\];
+ _Remote ID = \[mac-agpec knneHTa\] - noacTaBnseTcs aBTOMATNYECKU.

* Remove - T[] yganset 3Ha4deHune onuun 82.
VLAN list — cnncok VLAN, paspeLleHHbIx /15t nepegaun B agomp (MCnonb3yeTcs COBMECTHO C PEXMMOM
VlanTrunk Ha VAP). HacTpoiika VLAN list uicnonb3yetcsi B TOM c/lyyae, ecniv B CTOPOHY K/IMEHTCKOTO
YCTPOMCTBO HY>KHO nepepatb He oanH VLAN, a HecKo/bko. HacTpoiika akTyasibHa A pexuma paboThbl
VAP - VlanTrunk. Makcumym — 20;
Fixed Multicast Rate — BbI6GOp (pMKCMPOBAHHOM CKOPOCTM Nepeaayn My/ibTUKAcCTOBOro Tpaduvka, npu
BblGOpe 3HauYeHns «auto» BbI6OP CKOPOCTW BbIMO/THAETCHA aBTOMAaTUYECKY;
ARP suppression — mexaH13m koHBepTupoBaHus ARP-3anpocoB 13 Broadcast B Unicast;
Frame-burst Support — pexum, N03BONSALLNIA YBETMYUTL NPOMYCKHYI0 CMOCOBHOCTb A1 HUCXOAALETO
MOoTOKa,;
MCS Rate Set - BbI6Op nogaepxmBaeMbiX KaHaUTbHbIX CKOpOCTel 6eCnpoBOAHOM Nepefayn AaHHbIX,
onpegensembix cneundurkaumamu ctaHgaprtos IEEE 802.11n/ac;
Legacy Rate Sets — noggepxunBaemMble 1 TpaHC/MPYEMbIE TOUKOM A0CTyNna Habopbl KaHaIbHbIX
cKopocTei;
Broadcast/Multicast Rate Limit — npn ycTaHOB/IEHHOM dh/1are BbINOSIHAETCA OrpaHuyeHne nepegaym
LUMPOKOBeLLATENTbHOIO/MYNLTUKACTOBOrO Tpadmka no 6ecnpoBogHoli cetu. Ans pefakTpoBaHus 6yayT
[OCTYMHbI CeaytoLme nons:

* Rate limit — nopor Ans ckopocTu nepefayn AaHHbIX, NakeT/c;
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* Rate limit Burst — makcMMasibHOE 3Ha4YeHue Becrnsiecka Tpadumka, naket/c.
Tspec Mode — perynupyet o6wwmii pexum Tspec Ha Touke goctyna.

+ On — Touyka gocTyna obpabaTtbiBaeT Tspec-3anpochl OT K/IMEHTOB. Icnonb3yiiTe 3Ty HACTPOWAKY,
€C/ Touka gocTyna obpabatbiBaeT Tpadmk oT QOS-COBMECTUMbIX YCTPOWCTB, TaKMX Kak
cepTuduumpoBaHHbIin TenedoHbl Wi-Fi.

+ Off — Touka gocTyna UrHopupyeT Tspec-3anpochl OT K/IMEHTOB. Vcnonb3yiiTe 3Ty HACTPOIiKy, ec/iun
Bbl HE XOTUTE MUCNOob30BaTh Tspec A/19 QOS-COBMECTUMbIX YCTPOWCTB.

Tspec Voice ACM Mode - pernamMeHTUpYeT 06s13aTe/bHbIi KOHTPOsb Aonycka (ACM) ans kateropum
ronocooro Tpacuka (Voice).

+ On — KNMeHTy TpebyeTca OTNpaBUTb 3anpoc K TOUKe AOCTyna nepes OTnpaBKoi Uav NosyYeHnem
NnoToKa ronocoBoro Tpaduuka Voice.

* Off — KIMEHT MOXET OTNPaBNSATbL U MOJlyYaTb ro/10COBON Tpadhmk Voice, He Tpebyst fonycKkaeMoi
Tspec; Touka gocTtyna urHopmpyert 3anpocbl Voice Tspec OT K/IMEHTOB.

Tspec Voice ACM Limit — onpegensiet npegen obbema Voice-Tpadmka.

Tspec FBT Voice ACM Limit — onpegensieT BepxHuii npefen obbema Voice-Tpadumka 4Nns KNIMEHTOB B
POYMUHre Ha 3TOW ToYKe AOCTyrna C NOMOLLbIO 6bICTporo nepexoga BSS.

Tspec Video ACM Mode - pernameHTMpyeT 06si3aTefbHblli KOHTPONb Aonycka (ACM) ansi kateropmm
Video-Tpadmka.

+ On — KIMEeHTy TpebyeTcs OTNpaBuTb 3anpoc K TOYKe AOCTyna nepes oTrnpasBKov Un nonyyYyeHnem
notoka Video-Tpadmka.

« Off — KNNEHT MOXET oTNpaBnATbL U Nony4yaTb Video-Tpadmk 6e3 HE06X0AMMOCTK 3anpoca.

Tspec Video ACM Limit — onpepgensieT BepxHuii npegen oobbema Video-Tpadmka

Tspec FBT Video ACM Limit — onpefensieT BepxHuin npegen oobema Video-Tpaduka ans KNMeHToB B
POYMUHre Ha 3TOWM ToYKe AOCTyrna C NOMOLLLIO 6bICTporo nepexoga BSS.

Tspec BE ACM Mode — pernameHTUpyeT 0653aTeNbHbIli KOHTPO/b Aonycka AN kareropumn BE-Tpacdmka.

+ On — KMeHTy TpebyeTcsa OTNpaBuTb 3anpoc K TOYKe AoCTyna nepes oTnpasBKov Uin NonyyeHnem
notoka Tpadmka kateropuu BE.

+ Off — KNMEHT MOXET OTNPaBNATbL U NoNyYaTb Tpaduk kateropun BE, 6e3 Heo6XxoaAMMOCTK 3anpoca.
Tspec BE ACM Limit — onpegensieT BepxHuii npegen obbema Tpadmka kateropmum BE gnsa knneHToB B
POYMUHre Ha 3TOW ToYKe AOCTyrna C NOMOLLLIO 6bICTporo nepexoga BSS.

Tspec BK ACM Mode - pernameHTupyeT 06a3atebHbIil KOHTPONb Aonycka Ans kareropum BK-Tpadmka.

+ On — KMeHTy TpebyeTcsa OTNpaBuTb 3anpoc K TOYKe AoCcTyna nepes oTnpasBKov Uin nonyyeHnem
notoka Tpadgmka kateropum BK.

+ Off — KNNEHT MOXET OTNPaBNATbL U NoNy4yaTb Tpaduk kateropun BK 6e3 Heob6xoaumocTy 3anpoca.
Tspec BK ACM Limit — onpeaensieT BepxHuii npeaen o6bema Tpadumka kateropum BK gns knneHTos B
POYMUHre Ha 3TOW ToYKe AOCTyrna C NOMOLLLIO 6bICTporo nepexoga BSS.

Tspec AP Inactivity timeout — BpeMs, N0 UCTEUEHNIO KOTOPOro 6yAyT YAaNATLCA HE aKTUBHbIE KIMEHTHI C
Touku goctyna (npoBepsietcst notok downlink).

Tspec Station inactivity timeout — Bpemsi, N0 UCTEYEHWIO KOTOPOTO, ByAyT YAAIATLCA HE aKTUBHbIE
K/IMEHTbI € ToukM gocTyna (npoeepsieTcst noTok uplink).

Tspec Legacy WMM Queue Map Mode — BblibepuTe Bks1, 4TOObI NoAy4YaTb TpaduK pasnnyHbIxX

KaTeropuii Ha ouepeasix, pabotatowmx B AKM.

VHT Features — dpyHKUMS BKIHOUYEHUS/BbIKtOYeHNs Broadcom pacwmpenus B VHT. ®yHkumnsa VHT
BKNtoYaeT noanepxky 256QAM,nogaepxnsaetca s 802.11ac.

o

HacTpolika coctaBa Mcnosib3yeMbiX aHTEHH AOCTYNHa ToNbKO A1 ycTporicte WOP-12ac. Ans
WEP-12ac HacTpoiika ckpbITa.

HaxmunTe kHonky «Update» ansi coxpaHeHus BHECEHHbIX M3MEHEHMWIA.
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5.6 MopgmeHto «Scheduler»

B nogmeHto «Scheduler» BbinoaHAETCS HAcTpoiika naaHMpoBLuKa paboTbl Tovek gocTtyna. C NoMOLLbo
HacCTpOeK JaHHOr0 MEHI0 MOXHO CKOH(pUrypmpoBaTh BpeMsi paboTbl ONpeAeneHHoro pagnonHtepderica nm
BMPTYasIbHOM TOYKM AOCTYMNa.

Scheduler Configuration

Global Scheduler Mode: Enable '"® Dizable

Scheduler Operational Status
Status: down

Reaszon: | ConfigDown TimeMNotSet

Scheduler Profile (Range: 1 - 32 chars) | Add

Rule Configuration

Select Profile T Remove
Set Schedule ® Daily

Weekday

Weekend

on | Sunday r

Start Time (00 ¥ | : |00 Y |End Time |00 ¥|: |00 ¥

Add Rule
Profile Mame Rule I Day of the Week Start Time End Time

Modify Rule Remove Rule

Click "Update™ to =ave the new =ettings.
Update

* Global Scheduler Mode — Bk/ito4eHVe/BbIK/THOYEHME NIAHNPOBLLMKA:
+ Enable — npu yctaHoB/EHHOM chiare NAaHUPOBLUMK BK/IOYEH;
+ Disable — npu ycTtaHoB/eHHOM hnare NIaHNPOBLUMK BbIK/THOYEH;

Scheduler Operational Status — B pazfesne BbINOMHSAETCA NPOCMOTP O COCTOSIHUM Pa60Thbl MIAHVPOBLLMKA:

+ Status — cTatyc paboTbl N1aHNPOBLLMKA;
* Reason — pononHuTensHas MHhopmaums 0 COCTOAHUM paboTbl NIAHMPOBLLMKA:
+ IsActive — B paboyemM COCTOAHUY;
+ ConfigDown — NNaHNPOBLLMK BbIK/IHOYEH, OTCYTCTBYIOT /106a/1bHble HACTPOKY;
+ TimeNotSet — NNaHWPOBLLVK BbIK/IIOYEH, HA YCTPOCTBE HE YCTAHOB/IEHO CUCTEMHOE BPEMS;
+ ManagedMode — NnNaHMPOBLLYK BbIK/IHOYEH, YCTPONCTBO B peXMMe ynpaseHus,
Scheduler Profile — nmsa cozgaBaemoro npodunsa NaaHMpoBLMKa, 3agaeTcs oT 1-32 CMMBO/IOB.

[nsa po6asneHns npocmnsa B cuctemy ykaxumte nms B none «Scheduler Profile» n Haxxmute kHonky «Add».
Rule Configuration — B pasgene BbINo/HAETCS HACTPOika NapameTpoB NPOohnIA NIaHMPOBLUMKA:

« Select Profile — nmsa co3gaHHoro npodnns, 4719 KOTOPOro 6yAeT BbINOMHATLCA HACTPOiKa NapaMeTpPoB;
+ Set Schedule — geHb Hegenu paboTbl NNAHNPOBLLMKA:

* Daily — exegHeBHO;

+ Weekday — pabouve gHu;

+ Weekend — BbIXoaHble OHW;

+ On — onpefeneHHbIin AeHb, BbIGOp OCYLLECTBSETCA 13 BbiMaAatoLLero Crmcka;
« Start Time — Bpemsi BK/IIOYEHUST paanovHTepdeiica, 3a4aeTcs B BUAE Yacbl:MUHYThI;
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+ End Time — Bpemsi BbIK/tOUEHMSI paguonHTepdelica, 3a4aeTcsa B BUAE Yacbl:MUHYTbI.

[N coxpaHeHWs HOBOTO Npaswia NPoduas HaxxmuTe kKHonky «Add Rule». [Ina yaaneHus npasuna Bbibepute

npaBw/Io B CIUCKE M HaXXMUTe KHOMKY «<Remove Rule». 115 n3meHeHns HacTpoek npasuia BbiGepute npasuio
N HaxxmuTe kKHonky «Modify Rule».

Haxmure KHOMKY «Update» Ana coxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.
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B pasgene «Scheduler Association» BbInonHaeTCA NprBA3Ka Npasua NIaHMPOBLUMKA K BUPTYaslbHbIM TOUKaM

[0CTyna unu paguonHTepdgeiicam.

Scheduler Association Settings

Radio Scheduler Profile Operational Status

1 b up
2 b up
Radio [1 ¥

VAP Scheduler Profile Operational Status

o b up

1 T up

2 v up

3 b down
4 v down
5 b down
3 v down
7 b down
g v down
g b down
10 b down
11 b down
iz b down
12 ¥ daown
14 b down
15 ¥ daown

Click "Update”™ to save the new satiings.
Update

HaxkmunTe kHonky «Update» ansi coxpaHeHus BHECEHHbIX M3MEHEHMIA.
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5.8 TMoameHto «VAP»
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B pasgene «VAP» BbINONHAETCA HACTPOIiKa BUPTYasibHbIX Tovek gocTtyna Ha Wi-Fi nHTepdpeiicax n HacTpoiika
napameTpoB RADIUS-cepBepa. MOXeT 6bITb CKOHGUIypupoBaHo A0 16 Todek gocTtyna Ha kaxkaom Wi-Fi

nHTEpdeiice.

Modify Virtual Access Point settings

Global RADIUS Server Settings
RADIUS Domain:

RADIUS IP Address TYDE: &) pys (' 1pyg
RADIUS IP Address: 192.168.1.1
RADIUS IP Address-1:

RADIUS IP Address-2:

RADIUS IP Address-3:

RADIUS Key: LTI
RADIUS Key-1:

RADIUS Key-2.

RADIUS Key-3:

Enable RADIUS Accounting

Radio

1w

VAP Enabled VLAN ID SSID Broadcast SSID Station Isolation Band Steer B02.11k DSCP Priority VLAN Trunk General Mode General VLAN ID VLAN Priority Security MAC Auth Type
a W |148 Eftex-Local v v 1 0~ WPA Enterprise v Disabled ~ | (=)
WPA Versions: (v wpa. TKIP WPA2-AES
Enable Pre-authentication
Use Global RADIUS Server Settings
RADIUS Domain: enterprise.service.root
RADIUS IP Address Type: (8 1pyg () |pys

RADIUS IP Address 172.16.0.134
RADIUS IP Address-1:
RADIUS IP Address-2:
RADIUS IP Address-3:
RADIUS Key: cesessee
RADIUS Key-1:
RADIUS Key-2:
RADIUS Key-3:
~ Enable RADIUS Accounting

Active Server: RADIUS IP Address v
Broadcast Key Refresh Rate |0

Session Key Refresh Rate 0

(Range:0-86400)
(Range:30-86400, 0 Disables)

Global RADIUS server settings — B pa3zzene BbINONHATCA rnobasibHble HACTPOiKu asTopm3auuy no RADIUS-
MPOTOKONY:

RADIUS Domain — noMeH nosb30Bartens;

RADIUS IP address Type — Bbi6op npotokona IPv4 nnu IPvé gna goctyna Ha cepsep RADIUS;

RADIUS IP Address — agpec RADIUS-cepsepa. Mpu HegocTynHocTn ocHoBHOro RADIUS-cepBepa,
3anpocbl 6yayT OTNPaBNATLCA HA PE3EPBHbIE;

RADIUS Key — naposnb gns astopmsaunn Ha RADIUS-cepsepe;

Enable RADIUS accounting — npu ycTaHOB/IEHHOM chnare 6yayT oTnpaBnsATbCsA coobLeHuns «Accounting»
Ha RADIUS-cepsep.

HacTtpoliika Touek goctyna:

Radio — BbI6Op HacTpanBaemoro pagmonHtepdeinca,

VAP - NOpsiAKOBbIN HOMEP BUPTYa/IbHON TOUKN A0CTYNa;

Enabled - npw yctaHOBNeHHOM chnare BUPTyasibHas ToUka AOCTYNa BKIYEHa, MHaYe — BbIK/HYeHa:
VLANID - Homep VLAN, K KoTOpOoMY MprBA3aHa BUPTYyasibHasa Touka 4OCTyna,

SSID — nmsa 6ecnpoBogHOl ceTu;

BroadcastSSID — npu ycTaHOB/IEHHOM chnare BK/IlOYEHO BellaHue B admp umeHu SSID, nHave —
BbIK/IHOYEHO;

Station Isolation — npn ycTaHOBNEHHOM chnare BK/IKOUeHa U30M1AUMs KNMEHTOB Apyr OT Apyra B npegenax
opHoro SSID;
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BandSteer — npu ycTaHOB/IEHHOM ¢o/1are akTMBHO NPUOPUTETHOE NOAKNIOYEHME KneHTa K 5 Ty, ceTn.
[ns paboTbl 3TOW (PYHKLMN HYXXHO HACTPOUTL PaaMoNHTEPKENChI TOYKM AOCTYNa Ha pa3Hble YacTOoTbl
2.4TTywn5TlTy, co3gatb VAP c ognHakoBbiM SSID Ha kaxxgom pagvonHTepdpeiice,  akTuBMpoBaTb Ha
HUX napameTp «BandSteer»,
802.11k — BknounTb Noaaepxky ctaHgapta 802.11k Ha BUpTyasibHOI TOYKe A0CTYynNa;
DSCPPriority — npv ycTaHOBNEHHOM dhiare MICTOYHMKOM MpuopuTeTa ansa Belbopa ovepeaun 6yayTt
AaHHble DSCP, npu cHaTtom - 802.1p;
VLAN trunk — npw ycTaHOBNeHHOM chnare UCnosib3yeTcst TPaHKOBbIV NOPT 415 NOAK/IHYEeHNS abOHEHTa;
General Mode - npun yctaHoBneHHOM chnare 6yaeT ncnonb3oBatbest General nopT AN NogKNHOYEHUS
KJIMEHTCKOro o6opyaoBaHuA - NpYemM v nepegaya TerMpoBaHHONO M HETETMPOBAHHOIO Tpaduka;
General VLAN ID - Homep VLAN, KoTOpbIli 6yAeT CHAMATbCA B CTOPOHY K/IMEHTCKOro o6opyaoBaHus/B
KOTOpbIA ByaeT 3aBOpaymBaTbCs HETEMNMPOBAHHbIN Tpaduk;
VLANPriority — npuopuTeT 3ro YpoBHS, KOTOPbIV 6yAeT HazHaYaTbCs Ha NakeTbl, NPoXoAsLume yepes
AaHHbIn VAP ¢ pagmo acmpa B CTOPOHY NPOBOAHON CeTy;
Security — pexum 6e30nacHOCTM AOCTyna K 6eCnpoBOAHON CETU:
* None - He ncnonb3oBaTh WKU(POBaHUE AN1A Nepefayn faHHbIX. Touka OTKpbITa A1 AocTyna
JTI0O0ro K/INEeHT];
+ WPA Personal - wundposaHne WPA n WPA2, npu Bbibope gaHHOro cnocoba 6yayT AOCTYMHbI
cnepyloLme HacTPOnKu:

WPAVersions: 4 WPA-TKIP WPAR-AES
Key:
Broadcast Key Refresh Rate |0 (Range:0-86400)

+ WPAVersions — Bepcus wngpobanms: WPA-TKIP, WPA2-AES;

* WPA-k/mo4. JnnHa Koya coctaBnsgeT oT 8 4o 63 cMMBOJIOB.

* Broadcast Key Refresh Rate — nHtepBan 06HOB/IEHNS LUMPOKOBELLATENBHOrO K/tova. MNpuHumaeT
3Ha4veHuns 0-86400, no ymonyanuto — 0.

* MFP - 3awmTa ynpasnswoLwmx kagpos: Not Required — He ucnonb3oBaTtb, Capable —
onuMoHanbHo, Required — ncnNonbL30BaTh;

« WPAEnterprise — pexnm ceptudmkaimm yCTPONCTB 6ecrnpoBOAHON CBA3N, NPU KOTOPOM KNTMEHT
aBTOpU3yeTCs Ha LeHTpannsoBaHHOM RADIUS-cepBepe. [ns HACTPOKN AaHHOro pexunma 6e30nacHocTu
TpebyeTcs ykazaTb napameTpbl RADIUS-cepBepa (Bo3MOXHO mcnonb3oBaHve 10 4 RADIUS-cepeepoB
0[IHOBPEMEHHO, HO C YKa3aHWeM OfIHOr0 aKTUBHOIO Ha [laHHbIi MOMEHT). Takxe TpebyeTcs yKkasaTb
[OMEH, BEpCUN NPOTOKOSOB pexuma 6e3onacHoCT! 1 Knoum ansa kaxaoro RADIUS-cepsepa.

WPRAVersions: ¥ wWPRA-TKIP WPAZ-AES
¥| Enable pre-authentication
Use global RADIUS server settings
RADIUS Domain: enterprise.root
RADIUS IP Address Type: @ [pya IPvE
RADIUS IP Address: 172.16.0.22
RADIUS IP Address-1:

=

RADIUS IP Address-2:

kI

RADIUS IFP Address-3:

L

RADIUS Key: sensnsen
RADIUS Key-1:
RADIUS Key-2:
RADIUS Key-3:

¥ Enable RADIUS accounting

Active Server: RADIUS IP Addresz ¥
EBroadcast Key Refresh Rate |0 (Range:0-86400)
Session Key Refresh Rate 0 (Range:30-86400 ,0 Disables)
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* MAC Auth Type — pexum ayTeHTudumkauns knnentos no MAC-agpecy:
+ Disabled — He ncnonb3oBaTb ayTeHTUMKaumo kKnneHToB no MAC-agpecy;
* RADIUS - ncnonb3osatb ayTeHTUdukauuio knmeHTos no MAC-agpecy ¢ nomousto RADIUS-
cepsepa;
+ Local — ncnonb3oBaTtb ayTeHTMdINKaLMIO KMeHToB No MAC-agpecy ¢ NOMOLLbHO /I0Ka/TbHOrO
cnuncka agpecos, CHOPMUPOBAHHOTO Ha AaHHOM ToUKe AocTyna.

5.9 MNMogmeHto «VAP Minimal Signal»

B paspgene BbINO/HAETCS HACTPOMKa QOYHKUMM OTKoYeHNs KnneHTckoro Wi-Fi 06opygoBaHus npu HU3KOM
YPOBHE CUrHasna, NpUHNMaeMoM OT Hero.

Modify Virtual Access Point minimal signal settings
Radic |1 ¥

VAP Minimal signal Enable Minimal signal (dBm, Range: -100 - -1) Check signal timeout (Sec, Range: 1 - 300)
0 Ld -75 10
1 -100 10
2 -100 10
3 -100 10
4 -100 10
5 -100 10
G -100 10
7 -100 10
g -100 10
9 -100 10
10 -100 10
11 -100 10
12 -100 10
13 -100 10
14 -100 10
15 -100 10
Click "Update™ to save the new settings.

Update

* Radio — BbIGOp HacCTpaMBaemoro pagmonHTepgeinca;

+ VAP - HOMep BUPTYa/IbHOW TOYKN JOCTYNa;

* Minimal signal Enabled — npu yctaHoBneHHOM chniare BkoveHa pyHkuma Minimal Signal,

* Minimal signal, dBm — ypoBeHb curHasia B ABM, H/Xe KOTOPOro NPOUCXOAUT OTK/THOUYEHWE KIIMEHTCKOIO
o6opyaoBaHus;

+ Check signal timeout, s — nepunof BpeMeH!, No UCTEYEHNN KOTOPOro NMPUHUMAETCS peLueHne 06
OTK/IHOYEHWM KIMEHTCKOIo 060py0BaHUS.

HaxmunTe kHonky «Update» A5 coxpaHeHWsi BHECEHHbIX U3MEHEHWIA.
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B nogmeHio «Fast Bss Transition» npon3soguTcsa 3agaHve napameTpoB 1 HacTpoika poymuHra 802.11r mexay

6a30BbIMU CTAHLIMSMM.

Maobility Domain
RO Key Holder
R1 Key Holder

Reassociation Deadline

Update

Fast Bss Transition Parameters

1000

Radic |1 ¥

VAP |FT VAP D
Fast Transition Mode off ¥
FT over DS off ¥

Click "Update™ to save the new settings.

Modify Fast Bss Transition settings

(1 - 48 characters)

(3030 2200 1 30000 20 1300120 )

(1000 - 4294967295)

MapameTpbl Fast Bss Transition:

* Radio — Bbl6Op pagnonHTepdelica, Ha KOTOpom 6yaeT HacTpoeH FBT;

* VAP — HOMep BUPTYa/IbHOM TOUKU A0CTYNa, Ha KOTopoi 6yaeT HacTpoeH FBT;

* Fast Transition Mode — akTnBaumsa yHKUMM GbICTPOI Nepefayvm 6a3oBoro Habopa cnyx6 ans
YCKOpeHMA npouecca ayTeHTMdrKauum Ha Touke JocTyna:

* On — OyHKUMS BK/IOYEHS,
+ Off — oyHKUMA BbIK/IOYEHA.

FT over DS - Bk/loYeHVE MexaHU3Ma 06MeHa Mexay 6a30BbIMY CTAHLMAMU Yepes3 MPOBOAHYIO CETb.
KnueHT npn He06X04MMOCTM COBEPLUUTL POYMUHT OTNPAaB/ISET Ha TeKyLLyt Touky goctyna FT Action
Request frame ¢ He06X04MMbIMM aBTOPM3ALMOHHBIMM AAHHBIMU. TekyLas Touka AocTyna
NHKanNcynupyeT AaHHbI hpeiim 1 nepeHanpas/iseT Ha LeNeByto TOUKY A0CTyna Yepes NpOBOAHYHO CETb.
LleneBas Touka focTyna noaTBepXaaeT BO3MOXHOCTb ObICTPON ayTeHTUMKALMN UHKANCYMPOBaHHbIM
coob6LLeHneM TekyLlen Toukn goctyna FT Action Response frame. Tekyluas Touka gocTyna nepecbiiaer
3TO COO0O6LLEeHVE KNNeHTY. [locnie oKoHYaHWs npoLecca KMEHT OTCbIJIaeT Ha LieNeByto TOUKY A0oCTyna
3anpoc Reassociation. MNpu oTkNo4eHHOW dyHKUnn FT-over-DS paboTaeT FT-over-AIR, B TakoM cnyyae
aBTOpM3auusa KaveHTa Ha Lenesoit T, NpoMCXo4uT C NCMONb30BaHWEM CTaHAapTHbIX (hpeinmoB
ayTeHTUdmnKauuu:

* On — OyHKUMS BK/IOYEHS,

+ Off — oyHKUMA BbIK/OYEHA.
Mobility Domain identifier (MDID) — Homep rpynnbl (0 - 65535), B pamkax KOTOpOii MOXET 6biTb COBEPLUEH
POYMWHT;
RO Key Holder — kntou PMK-R0, o 48 cuMBO/0B. Takxe UCMNONb3yeTcs B Ka4ecTBe naeHTudukaropa
NAS, koTopbIli 6yaeT oTnpaBnsaTbes B coobleHun Radius Access Request;
R1 Key Holder — kntou PMK-R1 B popmate MAC-agpeca XX:XX:XX:XX:XX:XX;
Reassociation Deadline, ms — MmakcumaibHOe paspeLleHHOe BpeMs OxuaaHuns 3anpoca "Reassociation”
OT cTaHumu. Mo ymonyaHuo ncnonb3yetcs 3HadeHne 1000 mc.

Haxmute kHonky «Update» Ana coxpaHeHns BHECEHHbIX U3MEHEHWIA.
Mocne ykasaHusi OCHOBHbIX NapaMeTpPOB HEOGXOAMMO HACTPOUTL B3aMMOZAENCTBME C TOUKAMM A0CTYNa, Mexay
KOTOpPbIMMW BYAET OCYLLECTBATLCA POYMUHT, 3agaB MAC-aapeca 1 Kiouu.
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NASTD RRE Key
MAC Address (1 - 48 characters) (16 characters)
AB:IF9:4B:B0:45:70 AB:F9:4B:B0:2D:AD 1234567890123456 Add

Remote RO Key Holder Data [ag:F9:4B:B0:44:80%*key01%*1234567890123456

Remove

Click "Update™ to save the new settings.
Update

R1 Key Holder RERB Key

MAC Address (MAC Address) (16 characters)

Add

Remote R1 Key Holder Data [15:F5:45:B0:44:80"*A8:F0:4B:B0:2D: AD**1234567890123456

Remawve

Click "Update™ to save the new settings.
Update

+ MAC Address — MAC-aapec TOYKM AOCTYNa, y4acTBYOLLEN B POYMUHTE,;
+ NAS ID - ngeHtudpmkatop NAS, npyHumaeT 3HaveHune, ykazaHHoe B RO Key Holder;
* RRB key — kntou ans wudpoBaHuss RRM-coobueHunin gnnHoin 16 cumBonos.

[nsa no6aBneHns 3anncu B TabnnLy HaXmmuTe KHomnky «Add».
[ns yganexHus 3anncy n3 Tabnuubl BblAEMTE CTPOKY Y HOKMUTE KHOMKY «Removey.

Haxmute kHonky «Update» Ans coxpaHeHnsi BHECEHHbIX U3MEHEHWIA.
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5.11 MNMogmeHto «Wireless Multicast Forwarding»

B pa3gene «Wireless Multicast Forwarding» BbinonHseTcs HacTpoiika nepeHanpasneHms multicast-nakeTos.

Modify Wireless Multicast Forwarding settings

Radio |1 ¥

VAP Enabled WMF-Enable
0 b e

1

2

10
11
12
13
14

15

Click "Update” to save the new settings.
Update

* Radio — BbIGOp pagnonHTepdelica,;

* VAP — HOMep BUPTYasIbHOW TOUKM AOCTYNa,;

* Enabled — npu yctaHOB/IeHHOM dhiare BUpPTyasibHas Touka JocTyna 6yAeT akTVBHa, MHavye — HeaKT/BHa;

+ WMF-Enable — npu ycTaHOB/IEHHOM chnare 6yAeT akTvBHa (PyHKLMA nepeHanpasneHns multicast-
NakeToB Ha BUPTYaslbHOWN TOYKe [OCTYNa, MHaye — HeaKTUBHA.

HaxmunTe kHonky «Update» A5 coxpaHeHWsi BHECEHHbIX U3MEHEHWIA.
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B pasgene «WDS» BbINOSHSIETCS HACTPOIKa CBA3M MeXAy TouKamu A0CTyna no 6ecnpoBOAHON CETH.

Configure WDS bridges to other access points

Click "Refresh” button to refresh remote APs =signal strength.

Refresh |

Tunneling off -

Spanning Tree Mode Enabled @ Disabled

Radio 2w

Local Address AB:F9:4B:B5:DA:30
Remote Address ag:fg:4b:ba:ff:10 *
Connection Status up

Signal -75

Encryption Mone (Plain-text) -

Radio 2w
Local Address AB:F9:4B:B5:DA:30
Remote Address *

Connection Status down

Encryption Mone (Plain-text) -

Radio i
Local Address AB:F9:4B:B5:DA:20
Remote Address *

Connection Status down

Encryption Mone (Plain-text) -

Radio i
Local Address AB:F9:4B:B5:DA:20
Remote Address *

Connection Status down

Encryption Mone (Plain-text) -

Click "Update™ to save the new settings.

[ update |

Tunneling - onuusa JocTynHa ToNbKO Npu ncnonb3oBaHun GRE:
+ Off — GRE He ncnonbayetcs, onums Tunneling BbIK/IHOYEHS;
+ Master — Touka nogknoyaeTcs B ceTb Yepes Ethernet-uHtepdelic;
+ Slave — Touka nogknoyaeTca K Master no pagmonHTepgeiicy;
Spanning Tree Mode — pexum pa6oTbl npoTtokona STP s npegoTBpalleHns netenb B CETU:
+ Enabled — npu yctaHoB/eHHOM hnare npoTokos STP paspelueH A5 UCnoib30BaHus.
PexomeHgyeTcs BkNOUUTL Npu ncnosb3osaHu WDS;
* Disable — npun yctaHoBneHHoM chnare npotokon STP 3anpeLlueH;
Radio — BbIbOp pagnonHTepdeiica;
Local Address — npocmoTp MAC-agpeca TekyLwero pagmonHtepgeinca;
Remote Address — agpec To4YkM LOCTYNa, C KOTOPOK NpeaycMaTprBaeTcs COBMeCTHas paboTa;
Connection Status — cTatyc coeguHeHus;
Signal — ypoBeHb C KOTOpbIM BuAHa BCTpeyHasa T/,
Encryption — BbI60Op pexvma WngposaHns:
+ None - He ncnosnb3oBarb WNPOBaHKE;
* WPA (PSK) - wundpoaHne WPA n WPA2, npu Bbibope AaHHOro cnocoba 6yayT AOCTYMNHbI
cnegyouime HacTPOMKK:
+ SSID - nma Wi-Fi cety;
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+ WPA-k/mou. [I/ivHa kntoya coctasniser oT 8 40 63 CMBOJIOB.

Haxmure KHOMKY «Update» Ana coxXxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

5.13

MoameHto «MAC Authentication»

B pasgene «MAC Authentication» BbinosiHaeTca HacTpolika 6enbix/4epHbix cnnckoB MAC-aipecoB K/IMEHTOB,
KOTOPbIM pa3peLleHo/3anpeLLeHo NoakIYaTbCs K JaHHO Touke AocTyna.

Configure MAC Authentication of client stations
Global policy Allow anly stations in list

9 Block all statiens in list
Access list default .
Stations List | QO0:ffaff:ffaffff

Remowve

Add

Radic 1 o
WAP S5ID ACL Policy mode
o Eltex-Laocal default 5 Global o
i Eltex-Guest default » Global «
2 _test_S0Z.iir default o Global o
3 BRAS-Guest defsult .  Globhal
4 WDS default 4 Global o
5 BRASZ-Guest default  Global
6 El_personal default & Global
7 egor3 default » Global o
8 egor2 default . Global
3 radio test 24 default » Global o
10 TEST_SYMC_PROC default o Global o
11 Virtual Access Point 11 default » Global o
12 test_roam default & Global
13 Roam default o Global
14 Rgami default 5 Global o
15 Roaming2 default » Global o
Click "Update” to save the new settings.
Update

Global policy — Bbi6op cnucka dunstpauyun MAC-agpecoB npu ayteHTudmkaumy;

Allow only stations in list — npu yctaHoB/IeHHOM chnare 6yzet oopmuposaTbes 6enbliii cnncok MAC-
afpecos;

Block all stations in list — npu yctaHoBneHHOM chnare 6yaeT hopmMnpoBaTbCs YepHbIin cnucok MAC-
afipecos.

Access list — Bbl6op cnunckoB MAC-aapecos;

Stations List — cnncok MAC-agpecoB K/IMEHTOB, KOTOPbIM pa3peLleH/3anpeLLeH 4ocTyr,

[Ona po6aesneHna MAC-agpeca B pasgene «Access List» BbibepuTe cnvcok counstpaunm n seegute MAC-
afpec, KOTopbIil HYXXHO A06aBUTb B CNNCOK. Haxkmute KHOMKy «Add».
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Ona ypanenna MAC-agpeca B pasgere «Station List» BbibepuTe 3anmcb 1 HaxXMnTe KHOMKY «Remove».

* Radio — BbI6Op paamo nHTepdeiica ToUkn AOCTyNa,;

* VAP — HOMep BUPTYa/IbHOIN TOYKN AOCTYNa;

+ SSID - nmA BUPTYaU1bHON TOUKN AOCTYNa;

+ ACL - BbI6op cnncka MAC-agpecoB 4191 NpUBA3KU ero K BblopaHHoMmy SSID;

* Policy mode — HacTpoiika 6enbix/4epHbix cnmckoB MAC-agpecos:
+ Global — gnsa Tekywero SSID Bbi6GpaHHbIV cnucok Mac-agpecos 6yaeT COOTBETCTBOBATb

rno6asibHoOMy cpnary;

+ Allow — gns Tekyuiero SSID Bbi6paHHbIi CNUCOK ByAeT ABNSATLCSA 6enbiM (4OCTYN paspeLler);
+ Block — gnsi Tekywiero SSID BbliGpaHHbIA CNUCOK BYAET ABNSATLCA YEPHbIM (JOCTYN 3anpeLLeH).

Haxmure KHOMKY «Update» Ana coxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

5.14 NMopmeHto «Load Balancing»

B pasgene «Load Balancing» BbINOMHAETCA KOHOUIypUpoBaHUE OrpaHNYeHNst BO3MOXHOCTM MOAK/OUEHMS K
TOUYKe AOCTyna B 3aBMCUMOCTY OT YTUAM3ALMN KaHana.

Modify load balancing settings

Load Balancing Enabled ® Disabled

-

Utilization for No New Assocations 0 (Percent, 0 disables)

Click "Update” to save the new settings.
Update

+ Load Balancing — 6anaHcupoBKa Harpysku:
+ Enabled — 6anaHcMpoBKa Harpy3ku BK/HOUYEHS;
* Disabled — 6anaHcnpoBKa Harpy3km BbIK/lOYEHA.
« Utilization for No New Associations — ypoBeHb YyTUAM3aumMmn Noaockl NPonyckaHnst TOYKM A0CTyna, npu
NPEeBbILLIEHNM KOTOPOI NPOMCXOAUT 3anpeT Ha NOoAK/I0YEHNE HOBbIX KNIMEHTOB, 3agaeTcs B %. Mo
ymonuyaxuio — 0.

HaxmunTe kHonky «Update» 51 cCOXpaHeHWs BHECEHHbIX M3MEHEHWIA.

5.15 MoameHto «Authentication»

B pasgene «Authentication» npon3BoguTcsa HacTpoiika TOUKM JOCTYNa B PEXUM KMEHTa no npoTokony 802.1X
ANS NPOXOXAEHMS NpoLeaypbl ayTEHTUIMKALMM Ha BbILLECTOSILLIEM 060pYA0BaHUN.
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Modify 802.1X Supplicant Authentication settings

Click "Refresh™ button to refresh the pags.
Refresh

Supplicant Configuration ...
802.1X Supplicant Enabled ® Disablad

EAP Method DS ¥
Username {(Range: 1 - 64 characters)
Password {(Range: 1 - 64 characters)

Click #Update® to save the new settings.
Update

Certificate File Status ...
Certificate File Present no

Certificate Expiration Date| Not Present

Certificate File Upload ...

Browse to the location where your certificate file is stored and click the "Upload” button.
To upload from a TFTR server, click the TFTP radic button and enter the TFTP server information.
Upload Method ® y1TR TETE
Filename BufspuTe thaiin | $ain He exlbpaH
Upload

Supplicant Configuration — B pazaene BbINoNHSAETCSA HACTPOliKa NapaMeTpoB ayTEHTUGIMKALNN:

+ 802.1X Supplicant — BKNOYNTL/BbIK/IOYMTL PAb0OTY TOUKM JOCTYNa B PEXUME K/IMEHTA NO NPOTOKOY
802.1X:

« Enabled — BKNHOUNTD;

» Disabled — BbIKNOUUTB;
« EAP Method — anropuTtm wndpoBaHus Npu ayTeHTUdMUKaLMM NONb30BaTenNs;
+ Username — nmsa nonb3oBartens, 3afaeTcs cTpoka 1-64 cuMmBO/OB;
+ Password — naponb, 3agaeTcs cTpoika 1-64 cumBOOB.

Certificate File Status — B pasgene moxHo npocMoTpeTb nHdopmauuio o coctossHum HTTP SSL ceptudimkara.
Certificate File Upload — B pa3gene BbinonHsetcs 3arpyska dpanna HTTP SSL Certificate.

+ Upload Method — meTtog 3arpy3ku gpainna HTTP SSL cepTudunkara:
« HTTP - 3arpy3ka ceptudoukara yepes HTTP. Npu BbI6Ope 3TOro cnocoba HaXXMUTE KHOMKY
«BblbepuTe thaiiny», ykaxxuTe thaiin, KOTopbIi HY)XXHO 3arpy3nTb B YCTPOIACTBO;
« TFTP - 3arpy3ka ceptudmkata yepe3 TFTP. Mpu ykasaHun 3Toro cnocoba Hy>HO 3ano/HUTb
cnepywowime nons:

*+ Filename — nms haiina ceptudmkara;
+ Server IP — IP-agpec cepsepa.

[nsi 3arpyskn cepTudomkata HaxmmTe kKHomnky «Upload».

5.16 TogmeHio «kManagement ACL»

B pasgene «Management ACL» BbINOSTHAETCA HACTPOKiKa CNMCKOB A0CTyna ynpasneHus yctpoiictsom Web,
Telnet, SSH, SNMP.
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Configure Management Access Control Parameters

Manzgement ACL Mode Enzbled ® Dizzbled

IP Address 1 [, 30 SRR R )

IP Address 2 [ 3R B RO R

IP Address 3 (3003004300000

IP Address 4 (B SR R R

IF Address 5 [ e, 300 300 3 )

IPvE Address 1 (SR | SR SN §IEIEMEN | SR § I | I | R )
IPvE Address 2 [ 3P0 BN L RO RO RO § SO § SO0 0
IPvE Address 3 (30000 30000 30000 30000 30000 X000 X000 000K

IPvE Address 4 [P s 0RO OO RN OO O OO MO

IPvE Address 3 (30000 30000 30000 30000 30000 XOO00K | X000 300K

Click "Update” to save the new settings.
Update

+ Management ACL Mode — ncnonb3oBaHue CNMCKOB A0CTyna K ynpas/ieHNI0 YyCTPONCTBOM:
« Enabled — npu ycTaHOB/IeHHOM dhnare pyHKLMOHaN BK/THOYEH;
* Disabled — npu yctaHoBNneHHOM chnare yHKLUMOHaA OTK/IHOYEH;

+ IP Address — cnncok xocToB |IPv4, KOTopble MMEHT A0CTYN K yNpaB/eHN0 YCTPOACTBOM;

+ IPv6 Address — cnncok xocToB IPv6, KOTOpble UMEKT A0CTYN K YNpaB/IeHWI0 YCTPONCTBOM.

[Na NpUMEHEHUSI N COXPaHEHNs HAaCTPOEK B 3HEProHe3aBMUCUMYH NamsiTb HaxMuTe «Update».

5.17 MopmeHto «OTT Settings»

B pasgene «OTT Settings» BbinonHseTcst HacTpolika napametpoB OTT(over the top) ana noctpoexus IPsec,
nn6o GRE-TyHHeneli BHyTpu IPSec-coegnHeHns ot TA.

OTT Settings
Service Activator URL (https Mroxa kxx . xxx. xxx [ Domain names=:<Port=)
IPsec Remote Gateway 1721601 (e 0 0k xxx J Domain name)

IPsec Operational Status

¥ALUTH User user (Range: 4-16 chars)
XAUTH Password password (Range: 8-48 chars)
Advanced Settings

Click “Update™ to save the new settings.
Update

+ Service Activator URL — agpec cepBuc-akTuBaTopa, 3agaetca B popmare IP-agpeca nnm goMeHHOro
NMEeHN;

+ IPsec Remote Gateway — w03 ans IPsec, 3agaetca B hopmare IP-agpeca nav 4OMEHHOTo UMeHW;

+ IPsec Operation Status — cocTtosiHne KoHdaurypmpyemoro IPsec coeiMHeHUs ;

« XAUTH User — nmsi nonb3oBaTtens As1s pacliMpeHHon aBTopum3almm, He06XoaAMMOo A/1s paboThl
mexaHusma mode config (auanasoH: 4-16 cMMBOOB);

« XAUTH Password — naposnb nosb3oBaTens AN pacliMpeHHol aBTopusaumm, Heo6xoammo ans paboTbl
mexaHusma mode config (ananasoH: 8-48 cumBonoB);
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Advanced Settings E]

IKE Proposal

IKE Authentication Algorithm mds v

IKE DH Group 1w

IKE Encryption Algorithm aes v

IKE Policy

Use ISAKMP Mode Config * on O of

IKE Lifetime | 86400 |(Sec, Range: 180-B6400)
Use NAT-T w

IPsec NAT Keepalive [180  |(Sec, Range: 1-300)
IPsec Password password (Range: B-48 chars)

~ Use XAUTH Password
IPsec Proposal

|Psec Authentication Algorithm mds ~

IPsec DH Group 0

IPsec Encryption Algorithm ags v

IPsec Policy

IPsec DPD Delay (180 |(Sec, Range: 5-600)

IPsec Chaild SA Lifetime [3600 |(Sec, Range: 180-B6400)

IPsec VPN

Force Establish Tunnel W

GRE Over IPsec

Use GRE Mode * on o

GRE Over |Psec Mgmt | 192 168.3.2 | (0300 3000000 X0
GRE Over |Psec Data | 192.168.3.3 | (30000000 0K N
GRE MTU Offset (148 |(Range: 0-220)

GRE Ping Counter 3 |(Range: 3-60)

Click “Update™ to save the new settings.
Update

IKE Authentication Algorithm — Bbi6op asroputma xawmposaHus IKE, npegHasHaveH a1 npoBepku
L,e/IOCTHOCTU [ aHHbIX;

IKE DH Group — Bbi6op anroputma Auddmn-XennmaHa, NCNosib3yeTcs YToObl yCTaHOBUTL O6LLMIA CEKpeT
B He3alMLIEHHONR CceTy;

IKE Encryption Algorithm - Bbli6op anroputma wmndposaHua onsa 1 dpasel nogxnoyeHus IPsec;

Use ISAKMP Mode Config — akTMBMpYyEM pPeX1UM aBTOMATUYECKOTrO MOyYeHWs BUPTYasIbHOTO apeca,
yAaneHHon nogcetu, agpecos ansa nogHATUA GRE TyHHenel ot ESR, kK koTopoMy nogksitoyaemcs no
IPSec.,;

IKE Lifetime — Bpemsi xu3Hu IKE (dhasa 1), go/mkeH 6biTb naeHTUYeH no 06e ctopoHsl IKE/IPsec-
coeamHeHus (OuanasoH: 180-86400 cekyHa);

Use NAT-T — Heobxoammo BKNOUMTL donar, ecnun T Haxoautces 3a NAT;

IPsec NAT Keepalive — nepnoguyHocTb oTnpasku naketos keepalive npu pabote yepe3 NAT, uto 661 NAT
TPaHCNALMA COXPaHAIach Ha BbILLECTOALWMX poyTepax Npu AnUTeNIbHOW HE aKTUBHOCTU CO CTOPOHbI
knueHTa. (JnanasoH: 0-300 cekyHAa);

IPsec Password - naponb ans IKE/ISPEC-coeanHeHus (amanasoH: 8-48 cuMBOOB);

IPsec Authentication Algorithm — BbI6oOp anroputTMa xawmposaHus IPsec, npegHasHaveH ans NpoBepku
L,e/IOCTHOCTU [ aHHbIX;

IPsec DH Group - Bbi6op anroputMma Audpdom-XennmaHa, ncnosb3yetcs YTobbl yCTaHOBUTb OOLLMiA
CEKpPET B He3aLLNLLEHHOW CeTy;

IPsec Encryption Algorithm — Bbi6op anroputma wndpposaHns 41 1 hasbl nogknoveHus IPsec;
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* IPsec DPD Delay — nHTepBan OTnpaBk1 NakeToB 06HapyXXeHus paspbiBa coeguHeHus. Mpu oTcyTcTBUM C
NPOTMBOMNONOXHON cTopoHbl IPsec VPN oTBeToB Ha 5 naketos nogpsag, T coutetr VPN passanvslummcs
1 npon3BenéT nepesanyck IPsec VPN co cBoeli cTopoHbI. (AuanasoH: 5-600 cekyHna);

+ IPsec Chaild SA Lifetime — Bpems xu3Hu IPsec VPN SA (chaza 2), Lo/KeH ObITb 0AMHAKOBLIM C 06eUX
cTopoH TyHHens IKE / IPsec. [lomkeH 6biTb HUXe, yeM IKE Lifetime (AvnanasoH: 180-86400 cekyHa). ;

* Force Establish Tunnel — BkNtoUnTb, YTOObI yCTaHOBUTL coeanHeHne IPsec VPN HemeaneHHo. MHave,
VPN-coeguHeHune IPsec 6yaeT ycTaHOB/IEHO NO 3anpocy;,

+ Use GRE Mode — BknitounTb nnm otknioumTb GRE yepes IPsec;

* GRE Over IPsec Mgmt — IP-agpec GRE g1a TyHHens ynpasfieHus;

* GRE Over IPsec Data — IP-agpec GRE ans TyHHens ynpasneHus faHHbIMU |

+ GRE MTU Offset — onpepgenseT ymeHblueHne MTU ana GRE TyHHenei. GRE TyHHensim 6yaeT HazHa4yeHo
MTU ncxopgs us pacueta 1500 - GRE MTU Offset,

* GRE Ping Counter — 4yTo6bl NpoBepuTb, 4TO TyHHes1b GRE Bce elle xuB, otnpasnsercsa ping Ha GRE IP-
management kaxgble 10 cekyHA. DTO 3HaYeHVe OnpeaesiseT, CKOMIbKO NakeToB NHra MOXeT ObITb
noTepsiHO, A0 TOro, Kak T/, nepe3anyctut coeguHeHune IPsec (JuanasoH: 3-60).

Haxmure KHOMKY «Update» Ana coxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.
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5.18 MogmeHto «Mesh»*

Web-koHtpuryparop WEP-12ac

B pa3gene "Mesh" BbinonHsaeTcA HacTpoiika CBA3N MeXAy TodkaMu focTyna no 6ecnposogHoii Mesh-cetn.

® *MogmeHIo JOCTYMHO, EC/IM Ha TOUKE A0CTyna ycTaHosneHo MO ¢ noaaepxkoii Mesh

(WEP-12ac-1.14.0.X-MESH.tar.gz n 6onee nosgHvie Bepcun).

Autopeer Status

Configure Mesh access point

Mesh General Settings

Spanning Tree Mode | on V|
Tunneling | Off V|
Mesh Interface Settings
Radio [1w]
Interface wlan0mesh
Status [up  w|
Mesh 1D |Mesh ‘
Mesh Encryption | Off V|
Mesh Root | on v |
Mesh Root Address AB:F9:4B:B5:52:9F ‘
Mesh Interface Address AB:F9:4B:B5:52:9F ‘
Mesh Mac Authentication
Peer's list
ag:f9:4b:b5:52:8f
ag:f9:4b:b5:4d:af
ag:f9:4b:bd:cd: 27
ag:f9:4b:b5:52:9f
ag:f9:4b:bB:26: 17
e@:d9:e3:73:86:ef
ag:f9:4b:b7:8b:cf
ag:f9:4b:bd:c4:3f

ag:f9:4b:b0:3a:1f

[ Delete From Access List H

Delete From Block List J

| Access || Block

Add mac

|| Access || Block |

Click "Update™ to save the new settings.
| Update

Mesh General Settings — B flaHHOM pa3zene BbINOHAETCA HAacTpoiika obwmx Mesh napameTpos.

+ Autopeer Status — cTaTyC aBTOKOH(pUIypnpoBaHusi Touek goctyna. Jo/mkeH ObiTb OTK/IOUYEH Ha
npoBoAHoii Touke (Root) 1 BKOUEH Ha 6GECNPOBO/HBIX.
+ Spanning Tree Mode — pexum paboTbl npoTokona STP ansa npegoTBpalleHnsi NeTesb B CETK;
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+ Tunneling — onuus AOCTYyNHa TONLKO NpY Ucnosb3oBaHun GRE:
+ Off — GRE He ucnonbayeTtcs, onumsa Tunneling Bbiko4eHa;
+ Master — Touka nogknoyaeTcs B ceTb Yepes Ethernet-uHtepdelic;
+ Slave — Touka nogxnovaetcs K Master no pagnonHtepaericy.

Mesh Interface Settings — B aHHOM pa3fene BbINOMHAETCA HACTPOlika napameTpoB nHTepdieca Ans
opraHusauun Mesh.

* Radio - BbIGOp pagnovHTepdelica ans opraHmsauun Mesh;

* Interface - nHTepeiic, UCcnonb3yeMblil Ans opraHusauun Mesh;

« Status — cocTosiHMe koHurypmupemoro Mesh-nHTtepdeiica;

+ Mesh id = nmsa Mesh-cety;

* Mesh Encryption — ucnonb3osaHve Mesh-ceTu ¢ wncgpoBaHnem (on — BKIHOUUTb, Off — BbIKIOUNTD);
+ Mesh Root — HazHauUTb TOUKY fOCTyna KOHTposinepom B Mesh cetu(gomkHa 6biTb TOUKOI BBOAA/

NPOBOAHON);
* Root Address — MAC-agpec nHTepdeiica Touku A0CTyna, ABMSAOLMIACA KOHTPONNEPOM (3anonHseTcs
aBTOMAaTUNYECKM);

+ Mesh interface Address — MAC-agpec Mesh-nHTepdeiica kKoHdUrypmpyemoli ToUku gocTyna.
Mesh Mac Authentication — B pa3gene BbINOMHAETCA A0o6aBneHne/yganeHmne yyactHmkos Mesh-cetn.

+ Allowed — Toukam goctyna gob6asneHHbIM B cnvcok "Allowed" paspelueH goctyn B Mesh-ceT;
* Blocked — Toukam poctyna gob6aeneHHbIM B cnucok "Blocked" 3anpelueH goctyn B Mesh-ceTb;
+ Access Request— cnucok ToYek focTyna npucnasLMx 3anpoc Ha nogkatoveHne B Mesh-cetb:
+ Access— go6aBneHune ToUkM AocTyna B "6enblii" cnucok (A0CTyn paspeLueH);
* Block— po6aBneHvie ToUkM foCTyna B "4epHbIii" CNCOK (JOCTYN 3anpeLLeH).
« Delete from Access List — ynanuTb BblaeneHHbli MAC-agpec 13 cnucka paspeLueHHbIX;

+ Delete from Block List — ynanuTb BbigeneHHblii MAC-agpec 13 cnmcka 3anpeLleHHbIX.

[nsa Toro, uTobbl 406aBMTbL TOUKY AocTyna B cnucok Allowed/Blocked spy4Hyto, Heobxooumo ssecmu MAC-
aopec moyku 8 nose "Add mac" u Haxxamb COOMBECMBYOWYH KHOIKY:

+ Access, ec/iu moyKy Heobxooumo 0obasume 8 "6e/1bil" CrIUCOK;
* Block o551 0o6assieHusi moyYKu 8 "4epHbIli" CrIUCOK.

Haxmure KHOMKY «Update» Ana coxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.
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5.19 MogmeHto «Mesh Monitoring»*
B pasgene "Mesh Monitoring" oTo6paxaeTtca cTatucTrka n cCoctosiHue coeagnHeHunii B Mesh-cetu.

® *MogmeHIo JOCTYMHO, EC/IM Ha TOUKE A0CTyna ycTaHosneHo MO ¢ noaaepxkoii Mesh
(WEP-12ac-1.14.0.X-MESH.tar.gz n 6onee nosgHvie Bepcun).

Mesh Monitoring

Mesh Neighbor Nodes | Stats Update Auto Update

MAC Address Link State RS5] Uptime Tx Total Rx Total Tx Retry Count Rx Retried Count Tx Actual Rate Rx Actual Rate

ad:fi4bb¥:cc:8f ESTAB  -46 01:19:58 268274 75360 83085 (31.0%) 6723 (B.9%) 1 Kbitsisec 0 Kbits/sec
ab:f9:4b:bl:5hdf  ESTAB  -48 0L:19:59 634302 161236 85244 (13.4%) 12904 (B.0%) 0 Kbits/sec 0 Kbits/sec
ab:f94bb4:53:7f  ESTAB  -44 14:13:42 622430 151387 B2455 (13.3%) 14367 (9.5%) 0 Kbits/sec 0 Kbits/sec

Mesh Network | Update Graph Auto Update

MAC Address Device Name IP Address Firmware Version Last Update(secs ago)
ab:f9:4b:16:efbf WEP-12acrev.C(ROOCT) 192.168.56.116 1.14.0.88-mesh_test-741%06c-MESH 0
aB:f9:4b:b0:5f df WEP-12ac 152.168.56.115 1.14.0.88-mesh_test-741906c-MESH 1
a8:f9:4b:bd:53:7f WEP-12ac 152.168.56.112 1.14.0.88-mesh_test-741906c-MESH 2
afd:f9:4b:b7.cc:8f Z 192.168.56.114 1.14.0.88-mesh_test-741906c-MESH 5

Mesh Neighbor Nodes — B pa3gene otobpaxaetcsa Tabnmua co CTaTUCTUKOM COeAMHEHNIA C COCeAHUMM
TOoYKamu gocTyna.

Stats Update — npu HaxxaTum Ha KHONKY NpOM30A4eT 0GHOB/EHME CTATUCTMKN B TabNMLE;
Auto update — aBToMaTyeckoe 06HOB/EHNE TabNNLbl (4aHHbIE 06HOBNAKOTCSA pas B CEKYHAY);

* MAC Address — MAC-agpec Mesh-nHTepdheiica cocegHeii TOUKM AOCTYNa,;

* Link State — cocTosiHMe COeQUHEHNS;

* RSSI - ypoBeHb CUrHasna oT cocefHen TOUKM AOCTyna;

*+ Uptime — NpoAo/MKUTENbHOCTb COEANHEHNS C TOUKOM [OCTYNa,;

+ Tx Total = KOIMYECTBO YyCMEeLHO OTNPaB/IeHHbIX NAKETOB;

* Rx Total — kKONMYeCTBO yCNELIHO NPUHSATLIX NAKETOB;

+ Tx Retry Count — KONN4eCTBO NOBTOPHO OTNPaB/IEHHbIX NAKETOB;

* Rx Retried Count — KONNYeCTBO MPUHATLIX NAKeTOB, OTNPAaB/IEHHbIX NOBTOPHO;
« Tx Actual Rate — TekyLlas CKOPOCTb Nepefayn gaHHbIX, B KOUT/C;

* Rx Actual Rate — TekyLLas CKOPOCTb NpremMa faHHbIX, B KOUT/C.

Mesh Network — B pasaene otobpaxaetcsl Tabnuua ¢ nHcopmauyeli 06 ydacTHukax Mesh-cetu.

® OTo6paxaeTcs TOMLKO Ha YCTPOIICTBE, ABNAILMMCS KOHTponiepom Mesh-cetn (Root AP).

+ Update Graph — npu HaxxaTum Ha KHOMNKY Npon30inaeT 06HoBNEHME UHhbopMaLmm B Tabnuue v rpade;

* Auto update — aBTOMaTMYeckoe 06HOBNEHME Tabnmubl 1 rpada (gaHHble 06HOBASOTCS Kaxable 10
CeKyHZ);

* Mac Address — MAC-agpec Mesh-uHtepdieiica yuactHuka cetu,

+ Device Name — cuctemMHoe Umsi yCTPONCTBa,

« IP Address — IP-agpec ycTpoiicTBa;

* Firmware Version — Bepcusa nporpaMmMHOro obecrnevyeHus;

+ Last Update — Bpemsi nocnenHen CUHXPOHU3aLun ¢ yCTPONCTBOM.
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Takxke B pazfesie MOHUTOPVHra pacnosiaraeTcsi rpadg) ¢ NOCTPOEHHO cxeMoli Mesh-ceTn. Ha ocHoBaHum
TabnMLbl 1 rpaa MOXHO NPOU3BECTU aHa/IN3 CETU. TO NO3BO/IUT OLIEHWUTb NPaBU/IbHOCTL PACMOIOKEHNS
TOYEeK A0CTyNna no TEPPUTOPUM MOKPLITUSA 1 YKAXKET Ha NPO6/IeMHbIE MECTA, @ TakKe NOMOXET NPOoV3BOAUTb
MOHUTOPUHT CETU B PEXMUME peasibHOro BPEMEHM.

Link status:
LSIEN
ESTan

/

-46

'WEP-12acrev.C(ROOT)

-48
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6 MeHto «Services»

B MeHIo «Services» BbINO/HAETCA HACTPOIKa BCTPOEHHbIX C/YX6 TOUKM AocTyna.

6.1 MogmeHto «Bonjour»

B pasgene «Bonjour» BbINOMHSETCS HACTPOiiKa ycnyrm Bonjour, koTopasi no3Bo/isieT 6eCnpoBOAHbIM TOUKaM
A0CTyNa 1 Ux ceparcam 06HapyX1BaTb ApPYr Apyra BHYTPW NI0Ka/IbHOV CeTu, ucnonb3ys 3anucy B multicast
Domain Name System (mDNS).

Set Bonjour Status

Bonjour Status Enzbled "® Disabled

Click "Update™ to save the new settings.
Update

* Bonjour Status — coctosHue ycnyru Bonjour:
+ Enabled — npu yctaHOB/IEHHOM dhnare ycnyra akTuBHa;
* Disabled — npu yctaHOB/IEHHOM dhnare ycsyra BbIK/I04eHa.

HaxmmnTe kHonky «Update» A5 coxpaHeHWsi BHECEHHbIX U3MEHEHWIA.
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6.2 MoameHto «Web Server»

B pasgene «Web Serves» BbINO/HAIOTCS HACTPOWKM AOCTYNa K TOUKe A0CTyna Yyepes web-uHtepgoeiic.

Configure Web Server Settings

HTTFS Server Status * Epabled Dizabled

HTTF Server Status *' Enabled Cizabled

HTTP Port a0 (Range: 1025-65535, Default: 80)
HTTFS Fort 443 (Range: 1025-65535, Default: 443)
Maximum Sessions B (Range: 1 - 10, Default: 5)

Session Timeout {minutes) 1440 (Range: 1 - 1440 minutes, Default: 5)

Click "Update” to save the new settings.
Update

Generate HTTP SSL Certificate ...

Click "Update” to generate a new HTTF S5L Certificate.

Update

HTTP SSL Certificate File Status ...

Certificate File Present: yes
Certficate Expiration Date: Dec 26 09:00:03 2019 GMT
Certificate Issuer Common Name: CN=192.168.1.10

To Get the Current HTTP SSL Certificate ...

Click the "Download” button to save the current HTTP S5L Certificate as a backup file to your PC.
To save the Certificate to an external TFTF server, click the TFTF radio button and enter the TFTF server information.

Download Methed * grTE TETR

Download

To upload a HTTP SSL Certificate from a PC or a TFTP Server ...

Browse to the location where your certificate file is stored and click the "Upload” button.
To upload from a TFTP server, click the TFTP radio button and enter the TFTP server information.

Upload Method ® yTTP TFTE
HTTF S5L Certificate File BrifepuTe daiin | daiin He enibpaH

Upload

* HTTPS Server Status — coctosiHue cepsepa HTTPS:

+ Enabled — npun yctaHOoBNeHHOM chnare nogknatodeHre Kk web-nHtepdelicy yctpoiictea 6ygert no

3auwymiieHHomy npotokony HTTP (HTTPS);
* Disabled — npu yctaHOBNeHHOM chnare nogkayeHne K web-nHrepdelicy yctpoiictsa He
[OCTYMHO no npotokony HTTPS;

* HTTP Server Status — coctosaHue cepsepa HTTP, aTOT napamMeTp He 3aBUCUT OT COCTOSAHUA HACTPOEK

napametpa «HTTPS Server Status»:

* Enabled — npun yctaHoB/eHHOM dhnare nogkadeHre K web-nHrepdelicy yctpoiictea byaet

paspeLueHo no npotokony HTTP;
+ Disabled — npu yctaHoBNeHHOM chnare nogkayeHne K web-nHrepdelicy yctpoiictesa He
[0CTYNHO no npotokony HTTP;

* HTTP Port — HoMmep nopTa ana nepegayun HTTP-Tpaduka, npuHumaet 3HavyeHus 1025-65535. Mo

ymonyaHuo yctaHosneHo 80;

* HTTPS Port — Homep nopTta ansa nepegadn HTTPS-Tpadivka, npuHnumaeT 3HaveHusa 1025-65535. Mo

YMOJT4YaHNIO YCTAaHOBNEHO 443;
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+ Maximum Sessions — konnuectso Web -ceccwui, Bkntouas HTTP n HTTPs, koTopble moryT 6b
O0[HOBPEMEHHO 3anyLeHHbI, NpMHMMaeT 3HavyeHuns 1-10 ceccuii. Mo yMo4YaHuo yCTaHOB/EHO 5;

+ Session Timeout (minutes) — nepvog, BPEMEHM, N0 UCTEYEHNN KOTOPOTO CMCTEMA aBTOMATUYECKM
BbINO/HUT BbIXod 13 Web -uHTepdeiica, ecnu nonb3oBaTtesib He OblN1 akTUBEH. MprYHMMaEeT 3HavyeHus
(1-1440). Mo ymonuyaHuto 60 MUHYT.

Haxmure KHOMKY «Update» Ana coxXxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

Generate HTTP SSL Certificate — B gaHHOM pa3sgene npy Haxatum Ha kHonky «Update» BbinonHseTca
reHepauus HoBoro HTTP SSL ceptuchmkata gns 6esonacHoro goctyna k Web-cepepy. 3T0 HY>XHO BbINO/THUTb
npv nonyyexHum IP-agpeca, 4tobbl MMS cepTudmkaTa copnagaso c IP-agpecom yctpoicTtsa. Mpu co3gaHnm
HoBoro ceptucpmkara éyget 3anyuieH Web-cepeep 6e3onacHocTu. 3almLleHHoe coeguHeHne He byaeTt
hyHKUMOHMPOBATb, NOKa HOBbIV cepTudmkaT He OyaeT npuMeHeH B 6paysepe.

HTTP SSL Certificate File Status — B saHHom pasaene npusoautcst uHdopmaums o HTTP SSL ceptudomnkare:

* Certificate FilePresent — yka3biBaeT, npucyTcTBYeT nn ceptudomkar SSL HTTP;
« Certificate Expiration Date — faTa, 4O KOTOpOW cepTudnKaT AeACTBUTENEH;
+ Certificate IssuerCommon Name — nmsa ceptudmkara.

To Get the Current HTTP SSL Certificate — B faHHOM pa3gene BbINoMHSAeTCA coxpaHeHne Tekywero HTTP SSL
cepTudukata, KOTOpbIA B Aa/ibHELLEM MOXET ObITb MCMOMb30BaH kak backup-chaiin:

* Download Method — meTtopg, coxpaHeHnss HTTP SSL cepTtudmkara:
« HTTP - dpaiin 6yaet coxpaHeH no HTTP Ha komnbtoTep;
+ TFTP - ceptuchukaTt byaet coxpaHeH Ha TFTP-cepBepe, npu ykazaHum 3TOro crnocoba HyHO
3anosiHUTbL cneyroLme nons:
« HTTP SSL Certificate File — nmsi dpaiina ceptudomkarta, 3ajaeTca cTpoka Ao 256 cMMBO/IOB,
no ymosiyaHuto yctaHosneHo Mini_httpd.pem;
« Server IP — IPv4 unu IPv6-agpec TFTP-cepBepa, KOTopbIii 6yAeT MCNONb30BaTbCA AN
3arpysku goaiin. No ymonyanuio yctaHossneHo 0.0.0.0.

Haxxmute kHonky «Download» ans coxpaHenus gpavina HTTP SSL ceptudimkata.

To upload a HTTP SSL Certificate from a PC or a TFTP Server — B pa3aene BbINOMHAETCA 3arpy3ka daiina
HTTP SSL Certificate:

+ Upload Method — meTtog 3arpy3ku gpainna HTTP SSL ceptudumkara:
* HTTP - no HTTP, npu ykazaHun aToro cnocoba HaxmuTe KHOMKy «Bblbepute daiiny, ykaxuTe
dhalin, KOTOpPbI HY)XXHO 3arpy3nTb B YCTPOMCTBO 1N HaxXMuTe KHOMKy «Upload»,
* TFTP - yepe3 TFTP-cepBep, Npu ykazaHuy 3TOro cnocoba HyXHO 3ano/iHUTb creaytoLue nons:
HTTP SSL Certificate File; Server IP n Haxatb kHornky «Upload». OnncaHme nonei npuBeaeHo
BbILLE.
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6.3 lMoameHto «SSH»

B pasgene «SSH» BbINOMHAETCA HACTpoiKa AOCTyna K yCTPOMCTBY No NpoTokony SSH.
SSH - 6e3onacHbIii NPOTOKON yAa/IeHHOro ynpasfeHns ycTpoiictesamn. B otanumne ot Telnet npotokon SSH
lWwnppyeT Becb Tpaduk, BkNOYas nepegaBaemble naposu.

Set SSH Status

SSH Status ®' Enabled Disabled

Click "Update™ to save the new settings.
Update

+ SSH Status — cocTosiHMe focTyna K yCTPONCTBY MO NPOTOSH:
+ Enabled — npu yctaHoB/IeHHOM dhiare AOCTYN pa3peLleH;B/IeHH
+ Disabled — npu yctaHOB/IeHHOM dhiare AOCTYN 3anpeLyeH.

HaxmmnTe kHonky «Update» A5t coXxpaHeHWsi BHECEHHbIX U3MEHEHWIA.

6.4 MopgmeHto «Telnet»

B pasgene «Telnet» BbINONHSIETCA HACTPOIiKa AOCTYNA K yCTPOCTBY No npoTokony Telnet.
Telnet — npoTokon, NpeAHa3HaueHHbIl A58 opraHM3aLmi ynpasieHns no cetu. No3BonsieT yaaneHHo
MOAK/HUNTLCSA K L/IH3Y C KOMMbIOTEPA A/151 HACTPOVKM 1 yNpaBneHus.

Set Telnet Status

Telnet Status ®' Enabled Disabled

Click "Update" to save the new settings.

Update

+ Telnet Status — cocTosiHMe AOCTyna K yCTPOMCTBY No npoTtokony Telnet:
* Enabled — npu yctaHoBNeHHOM dhnare AOCTYN paspeLleH;
+ Disabled — npu yctaHOBNeHHOM dhnare AOCTYnN 3anpeLyeH.

Haxmure KHOMKY «Update» Ana coxXxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

6.5 MoameHo «QOS»

B nogmeHo «QoS» HacTpamBatoTca yHKUMM obecneyeHns kadectBa oo6cnyxunsanus (Quality of Service).
HacTpoiika napametpoB QoS BbINOAHAETCA ANS KaXA0ro paavonHTepdeiica.

QoS ucnonbayetca Ansa obecnevyeHns MMHUMasIbHbIX 3aepPXXeK B nepefaye faHHbIX Taknx CepBUCOB, Kak
nepepgaua ronoca no IP (VolP), BUaeo B pexmme peasibHOro BpeMeHU 1 ApYyrmx CEPBUCOB, YyBCTBUTE/bHbIX KO
BpeMeHM nepegayn AaHHbIX.
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Modify QoS queue parameters
Radio 1

EDCA Template Custom v
Queue AIFS cwMin cwMax Max. Burst
Data 0 - v
(Voice) 1 3 7 1.5
Data 1 = r v

AF EDCA parameters (video) L ! 15 3.0
Data 2 v v
(Best Effort) 3 E 15 o
Data 3 = r v
(Background) ! 15 1023 0

Wi-Fi Multimedia (WMM) ® Enabled Disahled
Queue AIFS cwMin cwMax TXOF Limit
Data O ¥ | = - -
(Voice) 2 3 . 47
Data 1 S v v

Station EDCA parameters (Video) 2 4 15 #4
Data 2 r v
(Best Effort) 3 3 15 0
Data 3 S v v
(Background) ! 15 1023 o

No Acknowledgement on '® Off

APSD * on Off

Click "Update” to save the new settings.

Update

* Radio — pagnonHTepdelic, Ans KOToporo 6yayT BbINO/HATLCS HACTPOWNKM napameTpos QoS;
« EDCA Template — wabnoH c npegonpeneneHHbiMn napametpamu EDCA:
+ Default — HacTpOIiK1 N0 YMOMYaHWIO;
+ Optimized for Voice — onTuMasibHble HACTPOWKK ANsi Nnepeaayn ronoca;
+ Custom — nonb3oBaTe/IbCKUe HaCTPONKY;
« AP EDCA parameters — Tabnuua HacTpoek napameTpoB TOUYKM AocTyna (Tpadmk nepeaaercs oT TOUKM
A0CTYNa K KNMEeHTY):
* Queue - npeponpeneneHHble oyepean ANns pasMyHoro poga Tpaduka:
+ Data 0 (Voice) — BbICOKONPMOPUTETHANA OYepeib, MUHUMasIbHbIE 3a4EPXKN. B aaHHO
ouyepean aBTomMaTMyeckn obpabarbiBalOTCA AaHHbIe, YYBCTBUTE/IbHbIE K BDEMEHW, TakMe Kak:
VolIP, notokosoe BMAEO;
« Data 1 (Video) — BbiICOKONpUoOpUTETHAS ouepeb, MUHUMa/IbHbIE 3aePXKN. B AaHHOI
ouyepean aBToMatTMyeckn obpabarbiBalTCA BUAEOLAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN;
+ Data 2 (best effort) — cpegHenpuopuTeTHasi ouepeab, CPEAHSIS NPONyCcKHast CNOCOBHOCTL U
3a/epxka. B faHHyto ouepefb oTnpaBnseTca 60/1bLWMHCTBO TPaAULMOHHbIX |P-gaHHbIX;
+ Data 3 (Background) — H/3KONPUOPUTETHAA Ouepe/b, BbiCOKasi NPOMyCckHasi CNOCO6HOCTb.
* AIFS - Arbitration Inter-Frame Spacing, onpegensieT Bpemsi oxuaaHus kagpos (opeiimoB)
[laHHbIX, N3MepsaeTcs B cnoTax, NnpuHuMaeT 3HaveHus (1-15);
+ cwMin — Haya/lbHOE 3HaYeHne BPEMEHMN OXMAaHUS nepes NOBTOPHOI OTNPaBKOI Kaapa, 3ajaeTcs
B MUMANCEKyHAaX, NpUHUMaeT 3HadeHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HaueHne cwMin
He MOXET npesblwaTb 3HavyeHne cwMax;
+ cwMax — MakCMMasibHOE 3HaYeHVe BpeMEeHN OXuaaHusa nepes noBTOPHOW OTNpPaBKoW Kagpa,
3afaeTcs B MUNUCEKYHAAX, NPUHUMaET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax fo/MKHO 6bITb 60/bLLEe 3HaYeHUs cwMin;
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+ Max. Burst Length — napameTp Ucnosb3yeTcs TONbKO ANS AaHHbIX, NepefaBaeMbIX OT TOUKN
[AocTyna Ao cTaHumu KnneHTa. MakcumanbHas A/ivHa nakeTa, paspelleHHas ans ovepesein B
6ecnpoBoAHOl CeTU, MPpUHUMAET 3HavyeHns 0-999;

* Wi-Fi MultiMedia (WMM) — cocTosiHne pa6oTbl chyHkuum WiFi Multimedia, koTopasi no3Bonsiet
ONTMMU3NPOBaTL Nepegady MynbTMMeaunHOro Tpaduka no 6ecnpoBoAHON cpese:

+ Enable — tbyHKUMA BKNOYEHS;

* Disable — (hyHKUMA BbIK/TOYEHS;

+ Station EDCA parameters — Tabnuua HacTpoek napaMeTpoB CTaHUMK knveHTa (Tpaduk nepegaeTcsi ot
CTaHUMW KNIMeHTa A0 TOUKM AOCTYNa):

+ OnucaHue napametpoB Queue, AIFS, cwMin, cwMax npnBefeHO BbILLE,;

+ TXOP Limit — napameTp UCNo/b3yeTcs TONbKO A4/18 AaHHbIX, NepeaBaeMbiX OT CTaHUUK KNneHTa
[10 TOYKKM gocTyna. Bo3aMoXHOCTb Nnepegayn — MHTepBasl BpEMEHU, B MUIIMCEKYHAAX, KOraa
knueHTckas WME-cTaHums umeeT npaBa UHMLMNPOBATL Nepegady AaHHbIX N0 6eCnpoBOAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 munnncekyHs,

+ No Acknowledgement — npu yctaHOB/IeHHOM ¢hnare «On» Touka AOCTyna He Jo/MKHa Npu3HaBaTtb Kajpbl
QosNoAck kak 3HauyeHVe knacca 06CyXnBaHus,

* APSD - npwu yctaHoBneHHoMm donare «On» 6yAeT BKNHOUEH PEXUM 3KOHOMUN 3Heprun goctasku APSD,
KOTOPbI ABSETCA METOAOM YynpaBneHus nutaHus. JaHHbIi pexumM pekomeHayetcs, ecnv ans VolP-
TenedOHOB AOCTYN K CETV NPefoCTaB/IAeTCa Yepes ToUKy 4OCTyna.

Haxmure KHOMKY «Update» Ana coxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.
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B pasgene «Email Alert» BbINO/IHAETCA HACTPOViKA OTCbISIKM CEPBUCHOW MHADOPMALNN MO 31EKTPOHHOM NnoyTe

(Email).

Email Alert Configuration.

Email Alert Global Configuration

Admin Mode

From Address

Log Duration

Urgent Message Severity

Nen Urgent Severty

Emailalert MailServer Configuration
Mail Server Address

Mail Server Securnty

Mail Server Port

Username

Passwaord

Emailalert Message Configuration
To Address 1

To Address 2

To Address 3

Email Subject

down ¥

Log message from AP

{Range: 1 - 255 characters)

minutes (Range: 30 - 1440, Default: 30)

(a0 00 0000000 Hostname max 255 Characters)

(Range: 0 - 65535, Default:25)
(Range: 1 - 64 characters)
(Range: 1 - 64 characters)

{Range: 0 - 255 characters)
(Range: 0 - 255 characters)
(Range: 0 - 255 characters)

(Range: 1 - 255 characters)

Test Mail

B pa3gene «Email Alert Global Configuration» 3agatotcs rno6anbHble HACTPONKKU ANS PYHKLUM OTNPaBKU

Email-coobuieHwnii.

+ Admin Mode - cocTosiHne (oyHKUmMK oTnpaBku Email-coo6ueHnii Ha Touke gocTyna:

*+ Up — hyHKUMS BK/THOYEHS;

+ Down — oyHKUMA OTK/IIOYEHS;
+ From Address — no4ToBbIli agpec oTnpasuTens, Hanpumep, AP23@foo.com. 3agaeTcs cTpoka go 255

CVIMBOJIOB;

+ Log Duration — nHTepBasibl BDEMEHWN OTNPABKM HEKPUTUYHBIX COOBLLEHWIA, NPUHUMAET 3HAYEHUS

30-1440. Mo ymonyaHuto — 30;

+ Urgent Message Severity — ypOBeHb BaXXHOCTW COOBLLEHWIA, KOTOpble ByAyT OTNpas/eHbl HEMeAJ/1EHHO;
+ Non Urgent Severity — ypoBeHb BaXXHOCTN COOOLLEHWI, KOTOpble ByayT onpasfeHbl B MHTepBasiax «Log

Duration.

B pasgene «EmailAlert MailServer Configuration» Bbino/HseTcA HacTpolika napameTpOB NOYTOBOrO cepBepa

N KJINEHTa.

* Mail Server Address — agpec Nno4TOBOro cepBepa, 3agaetcs cTpoka Bmga XXX XXX XXX.XXX;
* Mail Server Security — NpoToKON ayTeHTUdMKauMmn Ha no4ToBoM cepeepe: Open, TLSv1. Mo ymonyaHuio

— Open;

* Mail Server Port — Homep nopTa NOYTOBOro cepBepa, NpMHMMaeT 3HavyeHus 0-65535. Mo ymonyaHuto

yCTaHoBNEeHO — 25;

+ Username - “Msi NOYTOBOTO KNMEHTa, 3aaeTCs CTPoKa A0 64 CUMBO/IOB;
+ Password - naposnb NOYTOBOrO K/IMEHTA, 334aETCA CTPOKa [0 64 CMBO/IOB.
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B pasgene «EmailAlert Message Configuration» BbinosiHsieTcss HacTpolika napamMeTpoB aBapuinHOro
COOO6LLEHNS:

+ To Address 1 — agpec nepBoro nosay4varens CoobLeHniA;
+ To Address 2 — agpec BTOPOro nosay4varenst CoobLweHniA
+ To Address 3 — agpec TpeTbero nosyyaresnisa COo6LEHWIA;
+ Email Subject — TekcT B Teme nucbma.

Haxxmute kHonky «Update» ans coxpaHeHWsi BHECEHHbIX U3MEHEHWIA.
[ns oTnpaBky TECTOBOro COOBLLEHMSA HAXXMUTE KHOMNKY «Test Mail».

6.7 MogmeHto «LLDP»

B pasaene «LLDP» BbinonHseTcs HacTpoiika paboTsbl npoTokona LLDP (Link Layer Discovery Protocol).

LLDP Configuration

LLDF Mode @ Epabled Disabled
TX Interval |30 (Range: 5 - 32768 =sec, Default: 30 =ec)
POE Priority | Unknown ¥

Click "Update™ to save the new =zettings.

Update

* LLDP Mode — cocTosiHne paboTbl npoTtokona LLDP:
* Enabled — npu yctaHoBneHHom chnare LLDP akTuBeH;
* Disabled — npu yctaHoBneHHom chnare LLDP BbIkoYeH;
« TX Interval — nHTepBan nocblnkn LLDP-coo6LieHunii, npuHuMaeT 3HavyeHns 5-32768. Mo ymonyaHmto
ycTaHoBneHo — 30 cekyHp;
* POE Priority — npmnopuTeT, nepecbinaemblii B none «Extended Power Information».

HaxmunTe kHomnky «Update» A5 coXpaHeHWs BHECEHHbIX U3MEHEHMWIA.
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6.8 lMoameHto «<SNMP»

B pasgene «SNMP» BbINOSHAETCA HACTPOViKa ynpasieHnsa ycTpoictsoM no SNMP.

SNMP Configuration

SNMP @ Enzpled Disabled

Read-only community name (for permitted SNMP get operations) phUbI': . (Range: 1 - 256
characters)

Port number the SNMP agent will listen to 161 . (Range: 1025 - 65535,
Default: 161)

Allow SNMP set requests ® Enabled Disabled

Read-wrte community name (for permitted SNMF set operations) ':hr vate . (Range: 1 - 258
characters)

Restrict the source of SNMP requests to only the designated hosts or subnets Enabled ® Disabled

Hostname, address, or subnet of Network Management System ST

(oocnoceonxxx/Hestname max 255 Characters)

IPv6 hostname, address, or subnet of Network Management System IO OO KOG K0S X000 XK 000 Hostname max 255

Trap Destinations

Hostname or IP or IPvE Address

-g Host MME + Community name . . ot S S X XS L o
Enabled 7> SNMP version (Range: 1 - 256 characters) (363038, 000300 K08 HOOOEX0000EXI0EE XI0OE 00000000000 0000 Hostname
Yp ange: = srEREE max 255 Characters)
] IPv4 ¥ || snmpW2 Y| ltrap 172.16.0.22
7 IPv4 ¥ || snmpV2 v trap 192.168.15.150
] IPv4 ¥ || snmpW2 Y| ltrap 192.168.26.136

+ SNMP - Bk/ito4eHMe/BbIK/IOYEHME yripaBieHns ycTpoincteom no SNMP:
* Enabled — npu yctaHoBneHHom chonare SNMP akTuBeH;
* Disabled — npu yctaHoBneHHom donare SNMP BbIKNHOYEH;
* Read-only community name — naponb gns read-only 3anpocos, 3agaeTcs cTpoka Ao 256 cMMBO/IOB;
+ Port number the SNMP agent will listen to — Homep nopTta npuema/otnpaskn SNMP-coobLieHni,
npuHMmaet 3HadeHnsa 1025-65535, no ymonyanmio 161;
+ Allow SNMP set requests — pa3peLlunTb/3anpeTnTb KOHUrypuposaHme yctpoiictea no SNMP:
* Enabled - pa3pelunTb KOHUryprpoBaHue yctpoiictea no SNMP;
+ Disabled — 3anpeTuTb KOHUryprpoBaHue yctpoiictea no SNMP;
*+ Read-write community name — naponb ans read-write 3anpocos, 3a4aeTcsi CTpoka A0 256 CMMBO/OB;
* Restrict the source of SNMP requests to only the designated hosts or subnets — npuHnmats SNMP
3anpochbl TOMbLKO € yKasaHHbIX agpecos, 3agaetcs IP-agpec B Bnuge XXX XXX XXX. XXX nnn nms xocta,
+ Hostname, address, or subnet of Network Management System — umsi, agpec nnv nogcets IPv4, n3
KOTOpOIi pa3pelueHo npuHnmatbe SNMP-3anpochi;
* IPv6 hostname, address, or subnet of Network Management System — nwvs, agpec wam nogcetb IPv6, n3
KOTOpOIi pa3pelueHo npuHnmatbe SNMP-3anpochi;
« Community name — CTPOKa, acCoLMMpPOBaHHas C nepejarLMmics Tpanamu,
+ Enabled Host Type SNMP version — conocTtaBneHue agpecos nony4vatesnein SNMP-Tpanos ¢ Bepcusimm
SNMP-Tpanos, a Takxe Bepcueli IP-npotokona.

HaxkmunTe kHonkKy «Update» ansi coxpaHeHus BHECEHHbIX M3MEHEHMIA.

B nogpasnene "Debug Settings" BbinonHaAeTCs HACTpoiKa OTNPaBKM OTNAaA04YHbIX COOOLLEHWIA.
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Debug Settings

Debugging output tokens

Dump sent and received SNMP packets

Logs to

Logs to specified files

Logs priornty leve

Logs priority range

Transport

Click "Update™ to save the new settings.
Update

dotll_traps (Range: 0 - 256 characters, empty string for 'no debug’, 'ALL', or
‘traps,zend’ - any tokens without spaces)

Enzbled '® Disabled

Don't log v

fvarflog/snmpd.log (Range: 1 - 256 characters, Default: /var/log/snmpd.log)

Emergency ¥ | (for Standart output, Standart error and File logs output)

From | Emergency ¥ |[to | Emergency ¥ | (only for Syslog output)

upe uops ¥ TP TCPS

+ Debugging output tokens — ngeHTudmkaTop rpynnbl 0T1aA04HbIX COOBLLEHNIA;
« Dump sent and received SNMP packets — BbIBOA, B /10T COAEPXMMOI0 NPMHUMaEMbIX U NnepegaBaeMbix

SNMP-coo6LeHniz;

+ Logs to - ykazaHue mMecTa BblBOAA /lora:
« Don't log — He BbIBOAWTb NOT;
« Standart error, standart output — BbIBOA, B KOHCO/1b;
+ File - BbIBOA B (haiin;
+ Syslog — Syslog-BbiBOg;
+ Logs to specified files — ykazaHue dpaiina ans BbiBoga nora;
+ Logs priority level — BbIGOp YPOBHSI BbIBOAVMbIX J10TOB, YKa3bIBA€TCA NPU BbIBOAE /10ra B KOHCO/b UK

Goaiin;

* Logs priority range — ykasaHve guanasoHa ypoBHeii noros ans Syslog-BbiBoga;
+ Transport — TpaHCNOPTHbIV NPOTOKO/, NCNOMb3yeMblt Ana nepegadym SNMP-coo6LLeHNUIA.

HaxkmunTe kHonky «Update» ansi coxpaHeHus BHECEHHbIX M3MEHEHMIA.

6.9 MogmeHto «Time Settings (NTP)»

B pasgene «Time Settings (NTP)» BbINo/HAETCA HACTPOIiKa I0Ka/IbHOrO BPEMEHW YCTPOICTBA.

Modify how the access point discovers the time

System Tirme (24 HR)

Set Systemn Time

NTP Sarver IPv4/1PvE Address/Mame

NTP Alternative Server IPv4/IPvE Address/Mame

MTP Alternative Server 2 [Pvd/IPvé Address/Name

Time Zone

Adjust Time for Daylight Savings

Click "Update” to save the new sattings.
Update

Thu Dec & 2018 12:55:24 +07

® Using Network Time Protocol {NTR)

Manually

(a3, 3000000 30080 T X000 000K 2 J0KH 100K X0 0K K0
172.16.0.1 . J ;

/Hostname max 253 Characters)

(st 30030003000 30RO KK KK X000 K008 K34 00K
JHostname max 252 Characters)

(s s, ) S00Rn L HIEEK O KK O K0 KN KK
/Hostname max 233 Characters)

Russian Fed. Zone & {Movosibirsk; Krasnoyarsk) A

- System Time — TeKylllee CUCTEMHOE BPEMS;
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+ Set System Time — BbI6Op criocoba yCTaHOBKN BPEMEHMU:
+ UsingNetworkTimeProtocol (NTP) — aBTomaTuuyeckasi yctaHoBka ¢ nomouibto NTP-npoTtokona.
+ Manually — py4yHas ycTaHOBKa BPEMEHM.

ABTOMaTU4eckasn yctaHoBka ¢ nomolbto NTP-npoTtokona (Bbi6paHo UsingNetworkTimeProtocol
(NTP)):

* NTP Server IPv4/IPv6 Address/Name — IPv4-agpec, IPv6-agpec unun nms xocta NTP-
cepsepa. Ecnu He ykasaTb cepBep — GyAeT UCNOMb30BaTLCA MMSA CepBepa NoslyYeHHOoro B
onuun DHCP;

* NTP Alternative Server IPv4/IPv6 Address/Name n NTP Alternative Server 2 IPv4/IPv6
Address/Name — ykaxute IPv4-agpeca, IPv6-agpeca nnv nmeHa XoCToB A0MOSTHUTENbHbIX
NTP-cepsepoB. Ecnv He yka3aTtb cepBep — OyAeT UCMNo/b30BaTbCA NMSA cepBepa
nony4yeHHoro B onuum DHCP;

PyyHasi ycTaHoBKa BpeMeHu (BbiopaHo Manually):

+ System Date — ycTaHOBKa garthl;
+ System Time (24 HR) - ycTaHOBKa BpeEMEHM cUCTEMbI B 24-yacoBoM chopmare;

+ Time Zone — BpeMeHHas 30Ha, N0 yMO/I4aHuo yctaHoBeHo — Russia(Moscow);
* Adjust Time for Daylight Savings — npu ycTaHOB/IEHHOM chiare BbINOTHSAETCA aBTOMAaTUYECKUIA Nepexos
Ha netHee BpeMs (DST). Mpu BbicTaBNEHHOM hnare, 6yayT AOCTYMHbI CeaytoLime Nons:
+ DST Start (24 HR) - ycTaHOBMTb BpeMsi Nnepexoa Ha 3MHee BpeMms;
+ DST End (24 HR) — ycTaHOBUTbL BPEMS NEPEXOAA Ha JIETHEE BPEMS,
+ DST Offset (minutes) — ycTaHOBWTb pasHuLy BO BPEMEHMU (B MUHYTax).

Haxmure KHOMKY «Update» Ana coxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.
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MeHto «SNMPv3» npegHasHaueHo A/1s1 KOH(UTYpUpoBaHUsi NpaB B3anMOAENCTBUSA € PyHKLMOHAIOM

yCTpoicTBa npv noMmoLm npotokosia SNMPv3.

7.1 NMopgmeHo «<SNMPv3 Views»

B nogmeHto «SNMPv3 Views» chopmupyeTtcs onucaHune aepesa nnu nogaepesa 01D, a Takke BKIKOYEHUE Nn

UCKIOUEHVE Nogaepesa 13 o63opa.

SNMPv3 Views Configuration.

View Name Tvpe oD Mask
(1 - 32 characters) yp [max 256 characters) [max 47 characters)

included v

SMMPw3 VIEWS [view-all----included----.1----
view-none----excluded----.1----

1]

=

o
T

Click "Update™ to save the new settings.
Update

Add

+ View Name — nmsa gepea unuv noggepesa MIB, 3agaetcs cTpoka 4o 32 CMMBOJIOB;

+ Type — BKHOUUTb UMM UCKIOUMTL nogaepeso MIB ns o63opa:
* include — BKIHOUNTD;
« excluded — vucknounTs;

+ OID - ctpoka OID, onucbiBatoLlas noaaepeBo, BKIloYaeMoe Uv UCK/loYaemMoe U3 0630pa, 3aJaeTcs

CTpoKa Ao 256 cMMBOSOB;

+ Mask — macka, 3afaeTcs B popmMarte XxX.xx.xx(.).. paamepom He 6oree 47 CMBOJIOB, MCMOMb3YyeTCs A/1s
thopMmmpoBaHusi HEOGXOAMMOrO NoAAepeBa B pamkax ykazaHHoro OID;

+ SNMPv3 VIEWS — cnnCOK CYLLLECTBYIOLLMX Npasul.

[nsi no6aBneHVs NpaBmna HaXXMUTe KHomky «Add».

[nsa ynaneHns npasuna B none «<SNMPv3 VIEWS» BbibepuTe 3anmcb 1 HOXMUTE KHOMKY «Removey.

HaxmunTe kHonky «Update» Ansi NpYMEHEHNS U COXPaHEHUS! BHECEHHbIX 3MEHEHWIA.

7.2 TMopmeHto «<SNMPv3 Groups»

B nogmeHio «SNMPv3 Groups» BbINONMHAETCA (hopMUpOBaHKe rpynmn € pas/imyHbiMy YPOBHAMYK 6€30MacHOCTH,

MPVYMEHEHHbLIMI K MpaBuiamM 0630pa AePEBLEB U NOALEPEBLEB.
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SNMPv3 Groups Configuration.

Hame

i T, Wi 18w T30
{1 - 32 characters) Security Level Write Views Read Views
naAuthentication-noPrivacy T || wiew-all T || view-all ¥ || Add
SMMPy3 GROUPS [RO--authPriv--view-none--view-all
RW--authPriv--view-all--view-all

Click "Update™ to save the new =ettings.
Update

* Name — vmMs rpynnel, 3agaeTcsa cCTpoka Ao 32 CMMBOJIOB;
+ Sequrity Level — ypoBeHb 6€30nMacHOCTU AN rpynnbl:

* noAuthentication-noPrivacy — He ucnosnb3yeTcsi ayTeHTUuKaumsa 1 WngpoBaHme AaHHbIX;

+ Authentication-noPrivacy — ncnonb3yeTcs ayTeHTUmKaums, HO He NCNosb3yeTcs WnpoBaHne
AaHHbIX. MNpu otnpaBke SNMP-coobLeHuii ana ayteHTudukauumn ncnonb3yetcs MDS ko n
naporsib;

+ Authentication-Privacy — ncnonb3yetcs ayTeHTudunkaums 1 wmgposaHme aaHHbIX. Mpu oTnpaBke
SNMP-coo6uieHnin ans ayTeHTudmnkaumm ncnonbdyercsa MDS knto4y/naponb, Ans wndpoBaHus
AaHHbIX ncnosnbdyetcda DES knou/napons;

+ Write Views — Bbl6op gepesa/nogaepesa OID, 4OCTYNHOro 415 3anucu:

* write-all — rpynna MoOXeT co3faaBatb, U3MeHATb U yaansaTb 6a3bl MIB;

* write-none — rpynne He pa3peLlleHo co3aaBath, U3MEHATb 1 yaanaTb 6a3bl MIB;
* Read Views — Bblbop gepeBa/nogaepea OID, 4OCTYNHOMO A/19 YTEHUS:

* write-all — rpynne paspelueH NnpocMoTp n YTeHne Bcex MIB dpaiinos;

* write-none — rpynne He pa3speLleH NpocMoTp u uteHne MIB (haiinos;
* SNMPv3 GROUPS — cnncokK CyLLeCTBYOLLNX Tpynmn.

[nsa no6aBneHns rpynnbl HOXXKMUTE KHOMKY «Add».
Onsa ynanenns rpynnbl B nosnie «<SNMPv3 GROUPS» Bbi6epuTe 3anncb U HAXXMUTE KHOMKY «Remove».
Haxxmute kHonky «Update» Ans npuMeHeHMs 1 COXpaHEHUS BHECEHHbIX U3MEHEHWIA.
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7.3 MopgmeHto «<SNMPv3 Users»

B nogmeHto «SNMPv3 Users» nponcxoguT co3gaHve nosb3oBatesnieli U napaMmeTpoB UX A0CTyNna, paboTarowmx

C yCcTpoiicTBOM No npoTtokony SNMPv3.

SNMPv3 User Configuration.

Name Authentication Key

L Encryption Key
{1 - 32 characters) Group Authentication type (& - 32 characters)

Encryption Type (& - 32 characters)

RO ¥ || MD5 hd DES v Add
SMNMPv3 USERS

Click "Update™ to zave the new settings.
Update

Name — nma nonb3oBarens, 3afaeTcs cTpoka 40 32 CMMBOJIOB;
Group — rpynna, cozgaHHasa B nogMmeHo «SNMPv3 Groups»;
Authentication type — Tun ayTeHTUdMKaumm ans ucnonb3osaHms SNMP-3anpocos:
+ MD5 — TpeboBaTtb NpPoOBEPKY NOANNHHOCTM no anroputMmy MD5 ans SNMPv3-3anpocos
nosb3oBartesis;
+ None — npu nepegaymn SNMPv3-3anpocoB OT AaHHOro nosib3oBartesisi He TpebyeTcs
ayTeHTUdmkauus;
Authentication Key — kntou ayTeHTUdMKaLmm, 3a4aeTca CTpoka oT 8 4o 32 cMMBONOB. Vicnonb3yeTcs,
ecnu B none «Authentication type» Bbibpatb 3HaueHne «MD5»,
Encryption Type — Tyn lWUMgpoBaHUS:
+ DES - vcnonb3oBatb asiroput™ WwundgposaHns DES ana SNMPv3-3anpocoB nosnb3oBarerss;
* None - npu nepegaun SNMPv3-3anpocoB OT faHHOro nosib3oBartesis lWdpoBaHne He TpebyeTcs;
Encryption Key — ko4 lWingpoBaHns, 3agaeTca cTpoka oT 8 4o 32 cMMBOOB. VICNO/b3yeTcs, ecnn B
none «Encryption Type» Bbl6patb 3Ha4YeHne «DES».

[nsi no6aBNeHVs Nob30BaTENS HAXKMUTE KHOMKY «Add».

[nsa ynaneHns nonb3oatens B nose «SNMPv3 USERS» Bbi6epuTe 3anncb N HOXXMUTE KHOMKY «Removey.

HaxmunTe kHonky «Update» Ansi NpUMEHEHNS U COXPaHEHUS! BHECEHHbIX U3MEHEHMWIA.

75



7.4 TNopgmeHto «<SNMPv3 Targets»

B nogmeHto «SNMPv3 Targets» BbINO/IHAETCS HACTPOKa TpanoB OT YCTPOMCTBA Ha Or
nopt UDP n none3osaresns.

Web-koHdpurypaTop WEP-12ac

pefeneHHbi IP-agpec,

SNMPv3 Targets Configuration.

IPwdiIPvE Address (oo, oo oo

Port (1 - 65535) Users
AR R R R R M R K )

SNMPw3 TARGETS

Click "Update”™ to save the new settings.
Update

* IPv4/IPv6 Address — agpec IPv4 nnu IPv6, Ha KoTopbIin 6yayT oTnpas/ieHbl Tparnbl;

* Port — nopt UDP, Ha KOTOpbIin 6yayT oTnpaBAeHbl Tpanbl, NPUHUMaET 3HaveHns 1-65535;

*+ Users — nmsa nosb30Baresisi, KOTOPOMy 6yAyT OTNpaB/IeHbl Tpansbl.

[ns no6asneHnsa npasuia OTNPaBKM TPanoB HAXXMUTE KHOMKY «Add».

[na ynaneHns npasusna otnpasky Tpanos B rnosie «SSNMPv3 TARGETS» BbibepuTe 3anmcb 1 HAOXMUTE KHOIMKY

«Remove».

HaxmuTe kHonky «Update» Ana npUMEHEHUS 1 COXPaHEHWS! BHECEHHbIX U3MEHEHMWIA
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8 MeH «Maintenance»

JaHHblii pasgen Web-uHTepdeiica npegHasHaueH A5 06LLero ynpas/ieHust yCTPOCTBOM: BbIrpy3ka, 3arpyska,
yCTaHOBKa KOHpUrypaumm no ymonyaxuto, o6HosneHve MO, nepe3arpyska ycTpPoCTBa, a Takke 4718 onepauuii
oTnafku: cHudpcpuHra Tpadhmka, NPOXOASILLETO Yepes TOUKY AOCTyna 1 Bbirpy3ka AMarHOCTUYECKOM
MHDOPMaLIK MO YCTPOIACTBY.

8.1 NMoameHto «Configuration»

B noameHto «Configuration» nponssogunTcs 3arpy3ka 1 Bbirpy3ka KoHurypaumm ycTpoincTea, a Takke copoc
YCTpOWCTBA K KOHhurypaumum no ymon4aHvio 1 nepesarpyska ycTpoincTaa.

Manage this Access Point's Configuration

To Restore the Factory Default Configuration ...

Click "Reset" to load the factory defaults in place of the current configuration for this &F.

| Reset |

To Save the Current Configuration to a Backup File ...

Click the "Download™ button to save the current configuration as a backup file to your PC.
To save the configuration to an external TFTP server, click the TFTP radio button and enter the TFTP server information.

Cownload Method @ {1re TFTE

| Download |

To Restore the Configuration from a Previously Saved File ...

Browse to the location where your saved configuration file is stored and click the "Restore" button.
To restore from a TFTF server, click the TFTP radio button and enter the TFTF =erver information.

Upload Method * grTR TFTR

Configuration File BriGepuTe aiin | @ain He BrbpaH

| Restore |

To Save the Startup Configuration to a Backup File or to Mirror file ...

Tao Save the Startup Configuration to a Backup File or to Mirrar file

®' Startup Configuration

Source File Name: Backup Configuration
Mirror Configuration

Destination File Name: Startup Configuration

* Backup Configuration

Click "Update” to save the new settings.

| Update |

To Reboot the Access Point ...

Click the "Reboot" button.

| Reboot |

Reset — c6poc ycTpoiicTBa kK 3aBOACKMM HacTpoiikam. Mocne c6poca yCcTpoiicTBO aBTOMAaTUYECKH
nepesarpy3uTcs. 3TO 3aliMeT HECKO/TbKO MUHYT.

© C6poc K 3aBOACKMM HAcTpoiiKam NPUBELET K YAasIeHUI0 BCeli KOHJUIypaLmy yCTPOoCTBa, B TOM Ync/e
n IP-agpeca ans goctyna K ycTpoiicTsy. [ocne BbINO/IHEHNA AAHHOW onepaylmn BO3MOXHa NoTepst
CBSI31 C YCTPOWCTBOM.
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Bbirpyska tekyuei koHcpurypauum B backup caiin. Beirpyska KoHurypawumm yctpoucTea MoXeT
OCYLLEeCTBNATLCA ABYMA MeTogaMu: Bbirpy3ka yepes HTTP (Ha MK) u Bbirpyska uepe3 TFTP-npoTokon
(Ha cTopoHHuii TFTP-cepBep);

+ Bbirpyska uepe3 HTTP. YctaHosuTe conar «Download Method» B 3HaueHue «<HTTP». HaxmuTe
«Download» 1 B AManoroBomM okHe BblbepuTe NyTb 4715 coxpaHeHus dalina Ha MK;
* Bbirpyska uepes TFTP. YctaHosute donar «<Download Method» B 3HaueHne «TFTP». B none

«Configuration File» ykaxute nms cpaiina, B KOTopom GyAeT coxpaHeHa KoHurypauus ycTpoictea. Nms

chanina 06a3aT/1bo 0/IHO cogepxaTb pacwumpenme .xml. B none «Server IP» ykaxuTe IP-agpec TFTP-
cepBepa, Ha KOTopoM ByaeT coxpaHeH backup-thaiin. Haxxmute «<Download» gns Havana Bbirpy3ku
hanna.mH m

3arpyska coxpaHeHHOW KOHMrypauum B YCTPOMUCTBO. 3arpy3ka KoHdurypauum B yCTPOMCTBO MOXET
OCyLLEeCTBNATLCA ABYMSI MeTogamu: 3arpy3ka yepe3 HTTP (c IMK) n 3arpyska yepe3 TFTP-npoTokon (co
cTopoHHero TFTP-cepBepa).

© nNpu 3arpyske backup-thaiina KoHUrypaLum B yCTpONCTBE NPOU30IAAET NPUMEHEHNE BCEX
napameTpoB 13 haiina, Bkioyas Management VLAN u IP. B cnyyae ecnu 6ygeT 3arpyeH haiin
KOHpurypaumm Apyroro yCTpoincTsa, To BCIeACTBME NpuMeHeHus vyxoro IP nnn Management VLAN
MOXEeT NponacTb CBA3b C YCTPONCTBOM.

+ 3arpyska uepe3 HTTP. YctaHoBuTe onar «Upload Method» B 3HaueHne HTTP. Haxmute «Bbibepute
dhalin» n B 4nanoroBom OkHe BblbepuTe NyTb K cOXpaHeHHOMY hainy backup Ha MNK. HaxmuTe
«Restore» ansa Hauyana 3arpy3ku oaina KoHgurypauum B yCTPOIACTBO.

+ 3arpyska uepes TFTP. YctaHosute donar «Upload Method» gonxeH 6biTb YCTAHOBNEH B 3Ha4YEHME
TFTP. B none «Filename» ykaxute nms daiina, KoTopblii 6yaeT 3arpyxeH B yCTPoKcTBO. MMa thainna
06513aTeNIbHO A0/MKHO coaepxaTb pacwmnperue .xml. B none «Server IP» ykaxute IP-agpec TFTP-
cepBsepa, Ha KOTOpoM coxpaHeH backup-thainn. HaxxmuTe «Restore» gnsa Havyana 3arpysku chaina.

BbIrpyska Tekyuieil KoHcurypauum B backup-cpaiin B 3HeproHesaBMcuUMyo NnamATb yCTPOUCTBA U
3arpysKa coxpaHeHHoli KOHurypaumm 3 aHeproHe3aBUCUMOI NamMATU yCTpolicTBa.

+ Source File Name - nms chaiina nctouHuka koHdpurypauum (Startup unm Backup).
+ Destination File Name — nms cpaiina, B KoTopblil 6yaeT 3anicaHa BbibpaHHas KoHurypauums.

Reboot - nporpamMmHasi nepesarpyska ycTpoiicTsa.

8.2 MoameHto «Upgrade»

B nogmeHto «Upgrade» BbinonHsetrca o6HoBneHve n cmeHa MO ycTtpoiicTea. B chmanyeckoin namatm
YCTPOWCTBa O4HOBPEMEHHO coaepXunTcs Asa obpasa MO. Ecnv ognH n3 06pas3oB yCTPOMCTBA BbILEN U3
CTpos, TO 3arpy3ka byaeT BbinoHeHa ¢ apyroro obpasa MO. OgHOBPEMEHHO B YCTPONCTBE MOXET ObITb
aKTVBEH TO/IbKO OAUH 0b6pas.

Manage firmware

Model Eltex WEP-12AC
Firmware Wersion
Primary Image: {(TekywaA BepcHa 10}
Secondary Image: {BepcuallO pesepeHoro oopasal

| Switch |

Upload Method @ HTTP TFTE
Mew Firmware Image ©ain He seifipaH.
| Upgrade |

* Model — moaenb yCTpPONCTBa;
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* Primary Image — Bepcusi MO akTMBHOro obpasa (Tekywas sepcus Mo);

+ Secondary Image — Bepcus MO pe3epBHOro o6pasa (He UCNonb3yeTcs B laHHbIi MOMEHT);

+ Switch — 3arpy3uTb NO ycTpoiicTBa ¢ pe3epBHOro obpasa. [Mpu BbINO/HEHNN AAHHOI onepaLmm
aKTVBHbI 06pa3 nepenaer B pe3epBHOE COCTOSIHNE, a PE3EPBHbI — B aKTUBHOE. YCTPOCTBO
aBTOMaTUYeCKN Nepesarpy3nTcs U yCTaHOBMT B Ka4ecTBe akTMBHOro pesepsHoe MO.

O6HoBneHue MO yctpoiicTBa. Mpu o6HoBeHWUM O ycTpoicTBa haiin NPOLUMBKM 3arpyxaeTcs Ha
YCTPOICTBO 1 CTaHOBUTCSt akTMBHbIM (Primary Image). Mpu 3ToM TekyLmii 06pa3 nepeMeLLaeTcs Ha No3nLMLo
«Secondary Image». ABTOMarnyecky NpoMCXo4unT nepesarpyska ycTpoincTea 1 oHo 3arpyxaetcs ¢ N0, koTopoe
COOTBETCTBYET 3arpy>XeHHomy obpasy.

3arpyska paiina NO Ha yCcTPONCTBO MOXET nponsBognTbes yepe3 HTTP unu TFTP-npoTokon.

+ 3arpyska uepe3 HTTP. YctaHoBuTe onar «Upload Method» B 3HaueHne HTTP. Haxmute «Bbibepute
dhalin» n B AnanoroBom okHe BblbepuTe nyTb K paiiny MO Ha MK. Haxmute «Upgrade» gnsa Havana
3arpysku BblbpaHHoro goaina MO B yCTPOICTBO.

+ 3arpyska uepes TFTP. YctaHosuTte conar «Upload Method» B 3HaueHne TFTP. B none «Image
Filename» ykaxxute ums pavina Mo, KoTopblil 6yaeT 3arpyXeH B yCTPONCTBO. VM halina obs3arenibHO
OO/MKHO cofepXaTtb paclumpeHue .tar. B none «Server IP» ykaxkute IP-agpec TFTP-cepBepa, Ha KOTOpoM
coxpaHeH paiin NO. HaxmuTe «Upgrade» ansa Havyana 3arpysku gaina.

© B npouecce 06HoBNEHMA MO yCTPOICTBA HE OTK/IIOYaliTe NUTaHne YCTPOICTBA, a Takke He
06HOBNSANTE N HE MeHSITe TeKyLLyt web-CTpaHuuy ¢ nporpecc-6apom 0OHOB/IEHNUS.

8.3 MopameHto «Packet Capture»

B nogmeHio «Packet Capture» peanv3oBaHa BO3MOXHOCTb (DOPMUPOBaHNS 1 BbIrpy3ky gamna Tpaduka c
0[HOro 13 nHTepdelicoB ycTporictea B gpainn ¢ popmatom PCAP. MNocnie Bbibopa napamMeTpoB 3anncu gamna
Tpadhvka, cTapTa 3anncuy, OCTaHOBKW 3an1cu 1 BbIrpy3ku haiina gamn MOXHO NpoaHain3mpoBaTb
creynanbHbIMK Nporpammamu, Hanpumep, Wireshark.
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Packet Capture Configuration and Settings

Click "Refresh” button to refresh the page.
Refresh

Packet Capture Status ...

Current Capture Status Remote capture in progress
Facket Capture Time 00:54:51
Packet Capture File Size 0 KB

Stop Capture

Packet Capture Configuration ...
Enabled Disabled

Capture Beacons .

Promiscucus Capture .

Client Filter Enable

Client Filter MAC Address WLAN client MAC
00:37:6d:fbi1f:5h address filtering

applies only to radiol
or radio2 interface.

Click "Update” to save the new settings.
Update

Packet File Capture ...

Capture Interface radioi v
Capture Duration 300 Seconds (range 10 to 3600)
Max Capture File Size 64 KB (range 64 to 4096)

Click "Update” to save the new settings.
Update

Start File Capture

Remote Packet Capture ...
Remote Capture Port |2002 (Range:1025-65530, Default: 2002)

Click "Update” to save the new settings.
Update

Start Remote Capture

Packet Capture File Download ...
¥ Use TFTF to download the capture file

TFTP Server Filename apcapture.pcap

Server IF 0.0.0.0

Download

[na 06HOBNEHNUS HhOPMaLMKN Ha CTPaHULE HaxkKMuTe KHOMKyY «Refreshy.

Packet Capture Status — B paszene BbINo/IHAETCA NPOCMOTP MHOpMaLMK U OCTAHOBKA 3anucu gamna
Tpaduka.

« Current Capture Status — TeKyLuii cTatyc 3anucu gamna Tpaduka (3anmch 3anylieHa/ocTaHoBNeHA);
+ Packet Capture Time — BpemMsi 3anncu gamna Tpaduka;
+ Packet Capture File Size — pa3mep 3anucaHHoro gamna tpaguka.

[ns ocTtaHOBKM 3anvcu gamna Tpadmka HaxmuTe KHonky «Stop Capture».
Packet Capture Configuration — B pa3aene BbINOMHAETCA HACTPOIiKa NapaMeTpoB 3annucu gamna Tpaguka:

+ Capture Beacons — ecnu yctaHoBneH chnar B nonoxeHune «Enabled» - 3anucbiBatb B gamn Beacon-
nakeTbl, ec/in yCTaHOB/MeH donar B nonoxeHune «Disabled» - He 3anucbiBaTh;

* Promiscuous Capture — 3anucbiBaTb B Aamn BCe NPUHUMaeMble paanonHTepdelicom nakeTbl, BKAKYas
nakeTbl, HeNpeAHa3HauYeHHble A1 AaHHOM TOUKM AOCTYNa;
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* Client Filter Enable — 3anucbiBaTb B AaMn TO/IbKO T€ NAKETbI, KOTOPbIE NPUXOASAT OT ONpPeAeNeHHOro
nonb3oBaTens;

* Client Filter MAC Address — MAC-agpec knneHTa, Tpadnk KOTOPOro A0/KEH OT(hMALTPOBbLIBATLCA B
famn.

HaxmunTe kHomnky «Update» A5 coxpaHeHnsi BHECEHHbIX U3MEHEHMWIA.
Packet File Capture — B pasgese BbINO/HSAETCA HACTPOIika NapamMeTpoB 3anycka 3anvcy gamna Tpaduka:

« Capture Interface — nmsa nHTepdeica ycTpoicTBa, C KOTOpOro 6yaeT Npon3BOANTLCSA 3amnycb Jamna
Tpacuka (eth0 - GE1, eth1 — GE2, wlanOvap1 — BupTyanbHas cetb 1 Ha 6ecnpoBogHoM MHTepdeiice 0);

« Capture Duration — pnutensHocTb 3anmcn gamna (ot 10 cekyHa, ao 1 vaca);

+ Max Capture File Size — makcumanbHbIli pasmep gamna (ot 64 1o 4096KB);

+ Update — npumeHeHne napaMeTpoB 3anycka 3anvicu Tpaguka;

« Start File Capture — 3anyck 3anicu gamna Tpaduka ¢ ycTaHOBEHHbIMM NapameTpamu.

Remote Packet Capture — B pa3zesne BbINO/HAETCS yAa/ieHHas 3anicb gamna Tpaduka:

YcTpolicTBo nogaepxusaet npotokon RPCAP, no3sonstowmii Npom3soanTb 3annch gamna Tpaduka ¢
nHTepdenca ycTpoincTea Ha yaasleHHON MallnHe B peXnme OHNawiH.

« Remote Capture Port — Homep nopta (oT 1025 go 65530), KOTOpbIi CAYXUT 4718 NOAK/THYEHNSA
yAAIEHHON MaLUVHbI.

[ns npumeHeHnsa napameTtpa «Remote Capture Port» HaxxmuTe kHonky «Update».

[na ctapta RPCAP-cepBepa Ha yCcTpoicTBe HaxKMuTe KHOMKy «Start Remote Capture».

Mocne ctapta RPCAP-cepBepa Ha yAa/leHHON MallnHe HY>XXHO NOAK/IYMTBCA K TOUKe AOCTyNna, UCNo/b3ys
Management IP Ha nopT Remote Capture Port, ncnons3yss RPCAP-npoTokon. Hanpumep, aTo MOXHO
BbINOMIHUTL C MOMOLLbIO Nporpammbl Wireshark. 3atem, HE06X04MMO NONYYUTb CIMCOK MHTepdelicoB AN
CHUpdmMHra OT YCTPOICTBA, BbIOpaTh OAMH U3 HUX U 3anyCTUTb CHATUE Aamna C yAa/IeHHOro nHrepgeiica.

Packet Capture File Download — B pasaene BbINONHSAETCA BbIrpy3ka 3anncaHHoOro gamna tpaguka:
Bbirpyska gamna mMoxet nponssogutbes yepe3 HTTP nnv TETP-npoTokorn.

* Bblepy3ka uepe3 HTTP. ®nar «Use TFTP to download the capture file» ponxeH 6biTb CHAT. Haxxmute
«Download» 1 B AManoroBom okHe BblibepuTe NyTb ANs coxpaHeHus gamna Ha MK;

* Bblepy3ka yepe3 TFTP. ®nae «Use TFTP to download the capture file» pomkeH 6bITb ycTaHOBNEH. B none
«TFTP Server Filename» ykaxute ums paiina, B KoTopoMm 6yaeT coxpaHeH gamn Tpaduka Ha TFTP-
cepsepe. Vims dalina oba3arenibHO LO/MKHO coaepXaTb paclumpeHmne .pcap. B none «Server IP» ykaxuTe
IP-agpec TFTP-cepBepa, Ha KOTOpbIA 6yaeT oTnpasneH gamn Tpaduka. HaxmuTte «Download» ans
Havyana BbIrpy3ku gamna.

8.4 MopameHto «Support Information»

B noameHto «Support Information» BbINnoNHAETCA BbIrpy3ka 13 yCTPOCTBa B BUAE TEKCTOBOIO (haiina Beel
nHchopMaumm o Hem (KO/IMYECTBO NaMATK, 3anyLLEHHbIE NPOLLECChI, KOHIMIypaLmMs) Ha TeKYLUA MOMEHT ANA
nocneayLLero aHasim3a COCTOSIHUS YCTPOWCTBA, ANAarHOCTUKK, BbISIB/IEHUSI MPOG/EM.

Support Information

To download the diagnostic information for support, click "Download” button.
Download

+ Download — BbIrpy3ka TekcToBoro haina B RTF-chopmate 13 yctpoiictea no npotokony HTTP Ha
KomnbtoTep. Mocne HaxaTusi 4aHHOW KHOMKM NOSIBNSIETCA AManoroBoe OKHO, B KOTOPOM TpebyeTcs
yKasaTb NyTb Ha /IOKa/IbHOM KOMMbOTEPE A/15 COXpaHeHus dhaina.
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9 MeHio «Cluster»

B meHto «Cluster» onucbiBaeTcs paboTa 1 HaCcTpoiKa YCTPOMCTB B peXMMe Kractepa. Pexum knactepa
NO3BOJISIET HAcCTpamBaThb B CETU BCETO OAHY TOUKy AocTyna (MacTep). OcTasibHble TOUKM NPV BKOYEHUN ByayT
Haxo4uTb B CETU MacTepa M KONnMpoBaTtb C HEFO KOHurypaumio. B nocnegytowem npy BHECEHUN N3MEHEHWI B
KOHGoUrypaumio 04HON 13 TOUEK A0CTYyNa 3TN U3MEHEHMS NPUMEHSIKOTCA A1 BCEX TOYEK, HaXOAsALMXCA B
Knactepe.

© YcrpoiicTBo MoXeT paboTarTh B Kiactepe ToNbKo ecnu oTkmoueHsl WDS (Wireless Distribution System)
n WGB (Work Group Bridge).

© [na pa6otsl B knactepe Management Ethernet uHTepdeiic Bcex ToUeK A0/MKEH HAXOAUTLCS BHYTPU
OfHOW ceTn.

© Pexum paboTbl B KnacTepe BK/UYEH Ha YCTPOICTBE M0 YMOHAHMIO.
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9.1 MoameHto «Access Points»

B noameHto «Access Points» BbINO/THAETCS BK/IHOUEHWE/BBIK/TIOUEHNE peXnMa KnacTepa, MOHUTOPWHT

COCTOSIHWS pEXMMa U cocTaBa ToUeK J0CTyna B kKnacTepe, KOH(MrypupoBaHme 6a30BbiX NapaMeTpoB
Knacrepa.

Manage access points in the cluster

This access point is operating in stand-alone mode... Nt

This access point is operating in stand-alone mode, and is not managed as part of a cluster. You can choose to manage this access Clustered
point as part of a cluster. To do this, press the "start clustering” button below.
Clustering: | Off v 0
Access
Points
Update

Clustering Options...

Enter the location of this AP,

Location: not set

Enter the name of the cluster for this AP to join.

Cluster Name: default

Clustering IP Version: IPvE ® 1pva

Cluster-Priarity 0 (Ramge: 0-255, Default: 0)

Click "Update” to save the new settings.
Update

Single IP Management...

Cluster Management Address: |0.0.0.0

Click "Update” to save the new settings.
Update

B nepBom 6/10ke HACTPOIiKM BbINOHAETCS NPOCMOTP COCTOSIHUSI paboThl B peXxumMe KiacTepa v 3anyck/
ocTaHOBKa paboThbl YyCTPOICTBA B peXMMe Knactepa.

* Clustering — pexum paboTbl KnacTtepa:
+ Off — xnacTep BbIK/IHOYEH;
+ On — KnacTep BK/OYEH;
+ SoftWLC — knacTep BbIK/HOYEH, pexuM s pabotbl ¢ SoftWLC.

Haxxmute kHonky «Update» ana coxpaHeHnsi BHECEHHbIX U3MEHEHWIA.
Clustering Options — B pa3fene BbINOMHAETCA HACTpOlika 6a30BbIX NapaMeTpoB KnacTepa.

*+ Location — onvucaHne p3nYeCcKOoro pacrnosioXeHusa ToUkM goctyna. Vicnonb3yeTcsa o1s oTo6paxeHns B
pas/InyHbIX Tabnnuax MOHUTOPMHIa AN yaobcTBa aHanmsa 1 ynpaBieHns CeTbio. [JaHHbI NYHKT MEHI0
[OCTYNEH AN N3MEHEHUNA TOSIbKO NPU BbIK/IKOYEHHOM peXunme Knacrtepa;

* Cluster Name — nwvs knactepa. Touka gocTtyna 6yaeT NnoAkI4aTbCa TOMbKO K TOMY KnacTepy, MMs
KoToporo nponucaHo B eé «Cluster Name». [laHHbI NYHKT MEHI0 AOCTYNEH A1 U3MEHEHUS TOTbKO Npu
BbIK/TIOYEHHOM peXxume Knacrepa;

* Clustering IP Version — ncnonb3yemas sepcusi npotokona IP gns o6bmeHa ynpasnstowein nHpopmaymei
MeXAay YCTpolricTBamMm KnacTtepa,

* Clustere-Priority — Pot— npnopuTeT TOYKM B KNacTtepe, npuHMMaeT 3HavyeHus 0-255, no ymonyaHmto
yCTaHOBNEHO 3HauveHue «0». MNMogaepxusaeTca Tonbko Ans IPv4-ceteil. Uem Bbilwe 3Ha4YeHMe, TEM Bbllle
NPUOpPUTET Kractepa.

HaxkmunTe kHonky «Update» ansi coxpaHeHus BHECEHHbIX M3MEHEHMWIA.
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Single IP Management — ycTtaHaBnmMBaeTCcs AOMNO/HUTENbHbIV agpec MacTepa B Kactepe.

MacTep B knacTepe onpeaesnsieTcsi KnacTepom Mo BHYTPEHHEMY a/iTOPUTMY, U BNOC/IEACTBUM GbiBAET TPYAHO
onpeaenvTb MacTepa 1 NOAKIUUTLCS. B cnyyae ycTaHOB/IEHMS coeAMHEHMS No gaHHOMY Single
Management IP-aapecy, nosib3oBaTesib rapaHTUPOBAHHO NOAK/IOYAETCA MMEHHO K TOMY YCTPOICTBY, KOTOpoe
AIBNSIETCS1 MAacTEPOM B K/lacTepe. B cniyyae cMeHbl MacTepa B knacTepe, Single Management Takxe
nepexoanT Ha HOBYHO TOUKY AOCTyna.

« Cluster Management Address — agpec, no KoTopoMy GyAeT AOCTyNeH MacTep kiactepa. [omkeH
HaxoAWTbCs B NOACETM KnacTepa.

Haxmure KHOMKY «Update» Ana coxXxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

© B panbHeliliem Bce NyHKTbI 13 MeHio «Cluster» 6yayT ONMCLIBATLCA /15 PEXMMA BK/IIOUYEHHOTO
knactepa.

9.2 MogmeHto «Sessions»

B nogMeHto «Sessions» BbINOMHAETCA MPOCMOTP NapaMeTPOB CECCUI KIMEHTOB, NOAKIOYEHHbIX K TOUKaM
[0CTyna, HaxogAwmmea B knactepe. Kaxapblii knneHT onpegensetca MAC-agpecom v TOYKOR [ocTyna, K
KOTOPOW OCYLLLECTB/AETCA €ro TeKyLee NoakItoyeHe. .

B Tabnuue nogMeHto «Session» MOXET ObITb yKazaHo MakcuMym 20 KSIMEHTOB, MPOCMOTPETb BCEX K/TMEHTOB,
NOAK/THOYEHHbIX K AAaHHOM TOUYKe A0CTyna MOXHO B MeHto «Status» — «Client Associations». 19 npocmoTtpa
cTaTucTukn B pasgene «Display» BbiGepute Hy)XXHOe 3HaYeHNe 1 HaXXMUTE KHOMKY «Go».

Manage sessions associated with the cluster

Sessions...

You may sort the following table by clicking on any of the column names.

Display | All T Go

AP Location User MAC Idle Rate (Mbps] Signal Rx Total Tx Total Error Rate
floor 1 00:EB:2D:71:FD:E7 3 135 74 175 10 0
floor 1 74:D0:2B:4F:6F:53 0 5] 87 Q06 a 0

You may restrict the number of columns displayed by selecting a field other than "all” in the choice box
above. By seleting a specific field, the table will show only "User”, "AP Location™, "User MAC" and the
selected field for each session. Click the "Go" button to apply the new selection.

+ AP Location — MecTononoxeHue To4ku focTyna. 3HayeHve Nosly4eHo OT ONMCaHUs MeCTOMNONOXEHMS,
yKaszaHHOro Ha Bknazke «Basic Settings»;

+ User MAC — MAC-agpec 6ecnpoBOAHOro yCTPONCTBA K/TMEHTE;

+ Idle — cpepHee Bpems, KOTOPOE YCTPONCTBO 6bI/I0 B COCTOAHNUM 6€34elCTBUS, TO €CTb KOrga yCTPOCTBO
He NPYHUMAaET UK He NepefaeT AaHHbIE;

* Rate — CKOpPOCTb Nepegayn AaHHbIX Mexay TOUKON AoCTyna 1 onpeaeneHHbIM KiMeHToMm, B Mbps;

+ Signal - ypoBeHb curHasna, NpUHMMaemblii OT TOYKM AOCTYNa;

* Rx Total — o6LLee KOMyecTBO NakeToB, NO/TyYEHHbIX KTMEHTOM B TEYEHME AAaHHON ceccuy;

+ Tx Total — obLiee KONMYECTBO NAKETOB, NepefaHHbIX OT KNIMEHTA B TeYeHNe AaHHO ceccuum;

+ Error Rate — NpoueHT nepeoTnpaB/ieHHbIX NaKeToB.

9.3 MoameHto «Radio Resource Management»

[laHHOe NofMeH!0 NpeAHa3HauYeHo A/15 YNpaB/eHUss aBTOMaTUYEeCKMM BbIGOPOM KaHa/I0B TOUEK A0CTyna.
B pexume knactepa kaxaas Touka A0oCcTyna ycTaHaB/IMBaeT HoOMepa KaHasloB, Ha KOTOpPbIX paboTatoT apyrue
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6n1mM3nexatiye ToOYKM JoCTyna B 3TOM Xe K/lacTepe, a Takke Npou3BOAMT CNEKTPasIbHbIN aHann3
3alyM/IEHHOCTY (hOHA CTOPOHHUMM TOUYKaMK A0CTyna. Yepes ycTaHOB/IEHHbIE MHTEPBa/TbI BPEMEHMW TOUKM
[0CTyna Npou3BoAAT NepecyeT 06LLEel CNeKTPaslbHOM CTPYKTYPbI CPeAbl U BbIGMPAIOT KaHas1 Takum 06pasomMm,
4TOObI OH 6bI/1 HAMMEHEE 3allyM/IEHHbIM, & TOYKM AOCTYyna, 061acTy NOKPLITUA KOTOPbLIX NepecekatoTcs,
HaXoAUIMCh Ha pasHbIX KaHanax.

B Tabnuue «Current Channel Assignments» npMBoAMTCA TEKYLLMIA CNCOK TOYEK AOCTYNa B Knactepe u nx
napameTpbl:

Automatically manage radio resource assignments

Channels ...
Clustered
Stop | automatically re-assigning channels

Current Channel Assignments 1

- Aroess
IP Address Radio Band Channe| Status Locked F.;:t,h
192.168.15.89 AB:F9:4B:B0:B5:50 A/M/AC 36 up
192.168.15.89 AB:F9:4B:B0:B5:40 B/G/M 6 up

Refresh | Apply

Mo Mew channels proposed in the last iberation. Proposed Channel Assignments ( ago )
IF Address Radio Proposed Channel
Advanced
Change channels if interference is reduced by at least | 75%
Refresh when access point is added to the cluster | €nable ¥
Determine if there is better set of channel settings every | 1 Minutes ¥

Chck "Update® to save the new settings.
Update

+ Start — py4HOIA 3anyCK CNeKTpasIbHOro aHasim3a cpefpl U Bbibopa onTUMasIbHOrO KaHasa 415 Kaxaom
TOYKM A0CTyNa B K1acTepe;

* IP Address — IP-agpec Toukun gocTyna B KnacTepe;

* Radio — MAC-agpec pagnovHTepderica To4ku focTyna B Kactepe;

* Band — Habop cTaHAapTOB, NOAAEPXMBaEMbIX pagMonHTEPdIENCOM TOUKM AOCTyna B Knacrtepe Ha
[AaHHbIA MOMEHT;

+ Channel - YaCcTOTHbI KaHan B KNacTepe;

+ Status — cocTosiHue paboTbl pagnovHTepdeicagocTyna B KnacTepe;

*+ Loc ked — 6noknpoBka cMeHbl kaHana. [Mpu yctaHOBEHHOM dhiare B MOMEHT BblGopa ONTUMasibHOro
KaHana BceMu Toukamu A0CTyna AaHHbIA pagunovHTepdeiic 6yaeT Cnosb30BaTh NPEXHUIA kKaHan npu
nobom ncxoge Bbibopa oNTUMasibHOro KaHana.ked — 6

HaxmunTe kHoMKy «Apply» o npuMeHeHns n3meHeHuin. Haxxmute kHonky «Refresh» onsi o6HOBNEHMS fAaHHbIX
B Tabnumue «Current Channel Assignments».

B Tabnuue « Proposed Channel Assignments » npuBogutcsi HhopMaLuMs 0 BO3MOXHbIX 3HAYEHMSIX KaHana,
Ha KOTOpbI NepenaeT pagnonHTepdeiic ToUkn OCTyna B C/lydae 3anycka nepecyera onTrMaslbHOCTM
BblOOpa kaHasa:

+ IP Address — IP-agpec Touku gocTyna B KnacTepe;

* Radio — MAC-agpec pagnovHTepderica To4ku focTyna B Kactepe;

* Proposed Channel — Homep KaHasna, Ha KOTOpbI NepeigeT pagnonHTepdenc Toukn AocTyna B ciyvae
3anycka nepecyera onTMMasibHOCTU BblbOpa kaHana.

Advanced — B pa3zesne BbINOHAITCA paclUMPeHHbIe HACTPOMKU:

+ Change channels if interference is reduced by at least — NPOLEHT BbIUTPbILLA B YMEHbLLEHWUN YPOBHS
Wwyma AN NpUHATUSA peLLeHns Nepexoia Ha Apyron kaHasl. Ecnv npy aHanuse cpefpl Touka AocTyna
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06HapyXMBaET, YUTO NPU NEPEXOAEe Ha APYroi KaHas YPOBEHb LUYyMa CHU3UTCS Ha BEIMUMHY, 60/bLLUYHO,
4yeM yKa3aHo B JaHHOM napameTpe, TO BbIoop OyAeT cAenaH B Nosb3y Nepexofa Ha Apyroi KaHar.
[vana3oH HacTpOViKn BeMYUHbIL: OT 5% 80 75%;

*+ Refresh when access point is added to the claster — npon3BoanTb NepecyeT 06LLeli cnekTpasibHOM
CTPYKTYpbI CpeAbl 1 BbIGOP ONTUMa/ILHOTO KaHasia A5 Touek JoCTyna, eC/in K Knactepy
NpUcoeauHAETCS HOBasi ToUka AOCTYNa;

+ Determine if there is better set of channel settings every — nHTepBas BpEMEHW, YEPE3 KOTOPbIN
MPOVCXOANT NepecyeT 06LLEN CNEKTPa/IbHOWN CTPYKTYPbI CPeAbl U BbIGOP ONTUMasIbHOIO KaHana a1s
TOYek AocTyna.

Haxmure KHOMKY «Update» Ana coxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

B pasgene «Transmit Power Control» Touku goCTyna, COCTosILME B O4HOM K/lacTepe, Yepes YCTaHOB/IEHHbIE
MHTEepBa/Ibl BPEMEHM NMPOU3BOASAT CNEKTPasIbHBI aHa/IM3 adompa U NPOU3BOAST NepepacyeT MOLWHOCTE
BbICTAB/IEHHbIX HA TOYKaX AOCTyna B Knactepe TakuM 06pa3oM, YTOObI 0Ka3blBaTb Kak MOXHO MEHbLLIE
BNVAHMS ApYr Ha Apyra. Mo yMonyaHuio onTrM13aums NpoBoAMTCA NPy U3MEHEHUM cOCTaBa kacTepa.

Transmit Power Control ...

Stop | automatically re-assigning tx power

RS5I threshold 2.4 GH= (Range: -100...-30)

RS5I threshold 5 GHz (Range: -100...-30)

Interval (Range: 1800...86400 or
v a3

Advanced

Minimal Tx Power (Range: 6...30)

Active Scan Mode

Debug Mode

Update

Monitoring

m
#
5 |
w
il
[w]

3tatistics availakble only at master's side. [(Master i= [(null}}

+ Start — py4HOIi 3anycK aBTONOACTPOMKN MOLLLHOCTU A/151 KaXKA0M TOUKM A0CTyNa B KfacTepe;

+ Stop — ocTaHOBKa aBTOMOACTPONKMA MOLLHOCTY;

* RSSI threshold 2.4 GHz - nopor ypoBHsl RSSI B ananasoHe 2,4 I'Tu, npuHnmaeT 3Ha4veHus -100..-30, no
yMO/14aHuio -65;

* RSSI threshold 5 GHz — nopor ypoBHs RSSI B gnanasoHe 5 My, npuHuMaeT 3HaveHus -100..-30, no
yMO/14aHuio -65;

* Interval — nHTepBasn BpeMeHn mexay umknamm ontummnsaumun. NMpuHnmaet 3HaveHns: 1800...86400
CeKyHZ, No ymonyanuo 0 — onTummnsaums MOLWHOCTN NpoBoanTcs 1 pas, 3aTeM TO/IbKO NpU N3MeHeHUN
cocTaBa Knactepa;

* Minimal Tx Power — MMHMasbHbIA BbIXOAHOM YPOBEHb MOLLIHOCTM TOYKU AOCTYNa, MPUHUMAET 3HAYEHUS
6...30, no ymonyanuto 10;

+ Active Scan Mode — npu ycTaHOB/IEHHOM do/iare, UCNob3yeTCsl PEXUM CKaHUPOBaHWS, Npu
BbIK/IIOYEHHOM — MaCCUBHbI;

+ Debug Mode - npu ycTaHOBMIEHHOM dh/iare BK/tOHAETCS OTNpaBKa 0TNaA0uHbIX COOOLEHMI B KOHCO/b
TO4YeK 4oCTyna;

B okHe Monitoring nocne okoHYaHKa oNTUMU3auu aBTONOACTPOKM MOLLHOCTU MOXHO Habnoaatb
pe3ynbTaTbl BCEX TOUYEK AOCTYNa B KnacTepe, ypoBeHb BANSHNA APYT Ha ApYra, a Tak Xe U3MEHEHHYHO
BbIXOAHY MOLLLHOCTb TOYEK A0CTyna B Knacrep.
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Haxmure KHOMKY «Update» Ana coxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

9.4 NMopmeHto «Wireless Neighborhood»

MoameHto «Wirelessrhood» cogepxut Tabnuuy cOOTBETCTBUA TOYEK AOCTYNa, HAXOAALLMXCA B KNacTepe, 1
6ecnpoBOAHbIX CETEN, AETEKTMPYEMbIX 3TUMM YCTPOMCTBaMK. [JaHHasa Tabnuua AEMOHCTPUPYET, Kakune
6ecnpoBoAHbIE CETU AETEKTUPYET KaKAas ToUKa AOCTYNa ¥ Kakoi ypoBEHb CUTHaIa OHa OT HUX NPYHUMAET.

Ha ocHoBaHMM faHHOW TabnnLbl MOXHO NPOU3BECTN CNEKTPasIbHbIA aHaIn3 BCel CeTU U OLEHUTb BIUSHUE
NMOMEX Ha Kaxayr TOUKy A0CTyna. 3TO NO3BO/INT OLEHUTbL NPaBWU/IbLHOCTb PACNOOXEHNSI TOUEK AOCTYyNa no
TEPPUTOPMM NOKPBITUS U YKAXKET Ha NPO6/IEMHbIE MECTA, B KOTOPbIX YPOBEHb MOMEX MOXET NOMELLATb
KaueCTBEHHOMY NpPeaoCTaBEHNIO YCNYT.

View neighboring access points

Wireless Neighborhood... .
Clustered |
The Wireless Neighborhood table shows all access points within range of any AP in the cluster. Cluster
members who are also "neighbors" are shown at the top of Neighbors list and identified by a heavy bar
above the Network Name. The colored bars and numbers to the right of each AP in the Neighbors list indicate
signal strength for each neighboring AP. This signal strength is detected by the cluster member whose IP

address is at the top of the column. Access

Points

Display Neighboring APs: In cluster Mot in cluster (& Both

Cluster

192.168.18.111 192.168.18.111 192.168.18.57 192.168.18.57
00:AC:11:12:AC:00 00:AC:11:12:AC:10 00:AC:AC:12:12:00 00:AC:AC:12:12:10
Meighbors (45) (floor 1) (floor 1) (floor2) (floor2)

Eltex-Clustering-Test

Eltex-Clustering -Test2 ‘

Eltex-Clustering -Test ‘

Eltex-Clustering-Test2

5555555555555

Default

Default

testar2

tester?

testerb

tactanl?

B BepxHei ropn3oHTasIbHON CTpoKe Tab/mLbl 0TobpaeHa HGopMaLmMs Mo KaxaoMy pagnmonHTepdiecy
TOYeK [OCTYNa, HaXoALMXCA B KnacTepe. B 1eBOM BeEPTUKasIbHOM CTONGLE Tabnumupbl pacnosioxeHa
nHdopmaLmsa no 6ecnpoBofHbIM CETAM, KOTOpble BUAHbI YCTPONCTBaM B K/lacTepe. YPOBEHb CUrHana ot
Kax[0i 6ecrnpoBOAHON CEeTU yKa3aH B NPaBOM BEPXHEM Yy A4Yelikn Tabnuubl.

Tabnvua chopmMmpoBaHa Tak, UTo B NepBbIX ee CTpoKax oTobpaxatlTcs 6ecnpoBofHble CeTU, 06pa3oBaHHbIe
caMVM KnacTtepom, gasiee nayT uMeHa CTOPOHHUX CETEN.

* In cluster — npn yctaHoBneHHoM chnare B Tabnvue 6yaet otobpaxarbcsa nHhopmauns 0 6ecnpoBOfHbIX
CeTAX, HAXOAALLMXCA TOMbKO B KNacTepe;

* Not in cluster — npu yctaHoBneHHOM pnare B Tabnuue 6yaet otobpaxarbcsa nHgopmaumns T0/1bKO 0
CTOPOHHMX 6eCNPOBOAHbIX CETAX;

* Both — npu yctaHoBneHHOM chnare B Tabnvue 6yget oTobpaxarbCca MHopMaLnsa 0 BCEX CETSX.

9.5 MopameHto «Cluster Firmware Upgrade»

B nogmeHto «Cluster Firmware Upgrade» MOXHO BbINOMHUTL 0GHOB/IEHWE NPOrPaMMHOI0 o6ecneyeHmnst Ha
BCEX YCTPOICTBAX, BXOAALLMX B KacTep.
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Mpwn 06HoBNEHUM MO yCcTPOICTB KnacTepa haitn NPOLUNBKM ByAET 3arpyXeH Ha Kaxaoe YCTPONCTBO U
yCTaHOB/EH Ha no3uumio «Primary Image». ABTOMaTUYECKN BbINOSTHSAETCS Nepe3arpyska yCTpolicTB C

3arpyskolii MO, KoTopoe COOTBETCTBYET HOBOMY 06pasy. YCTaHOB/IEHHOE paHee Ha ycTpoiicTBax knactepa MO

ByZleT COXpaHeHO 1 NepeMeLLeHo Ha nosuumio «Secondary Image» (pesepsHasi Bepcus M10).

Upgrade Firmware in Cluster

Cluster Firmware Upgrade...

Members IP Address MAC Address Device Firmware Version Firmware-transfer-status
1 192.168.15.12 AS8:F9:4B:B80:3F:40 WEP-12AC (Texywan sepcua MNo) Mone

Mone

Upload Method: @ HTTP TFTP

New Firmware Image: 06305... ®aiin He BeibpaH.
OverAll Upgrade Status: Not Initialized

| Start-Upgrade ] Stop

Caution: Uploading the new firmware may take several minutes. Please do not refresh the page or navigate to another page while
uploading the new firmware, or the firmware upload will be aborted. When the process is complete the access point will restart and
resume normal operation.

+ Upload Method — meTtog 3arpy3ku gpaina MO Ha ycTpoiicTsa:

* 3aepy3ka 4yepe3 HTTP. YctaHoBuTe chnar «Upload Method» B 3HaueHne HTTP. Haxmute
«BbibepuTe dhaiini» n B AnasioroBom okHe BbibepuTe nyTb K thaliny MO Ha MK. Haxmute
«Upgrade» ans Hayana 3arpy3ku BbiopaHHoro dgaina MO B yCTPOCTBO;

* 3aepy3ka 4yepe3 TFTP. YctaHosuTe chnar «Upload Method» B 3HaueHne TFTP. B none «Image
Filename» ykaxunTe nms caiina MO, KOTOpbI 6yAET 3arpy>XeH B yCTPOICTBO. Vimsa daiina
06s3aTenibHO A0MKHO coaepXaTb paclumpeHue .tar. B none «Server IP» ykaxute IP-agpec TFTP-
cepBepa, Ha KOTOpoM coxpaHeH oain MO. Haxmute «Upgrade» ans Hayana 3arpysku daiina,;

+ New Firmware Image — Bbl6op thalina, cogepxaulero HoBy Bepcuto MO;
« Start-Upgrade — Hayano o6HOBNEHMS.

© B npouecce 06HOBMEHNs MO YCTPOWCTB HE OTK/IIOYATe NUTaHNE YCTPOICTB, @ TakkKe He 06HOBNANTE
N He MeHsaAnTe Tekylyto WEB-cTpaHuLy ¢ nporpecc-6apom 06HOBEHMS.
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10 MeHto «Captive Portal»

B meHio «Captive portal» BbINo/HSIETCS HACTpOlika cneuuanbHOro NopTasna, Ha KOTopblli NnepeHanpaBnsioTCs
K/TMEHTbI /181 NPOXOXAEHMS aBTOpU3aLUy NPU NOAK/THYEHNUN K CETU VIHTEPHET.

Takum 06pa3oM MoxHo, Hanpumep, nepeBecTn Wi-Fi ceTb B OTKPbITbI PEXUM, CHSIB LUMKPOBAHNE, HO
orpaHu4MB JOCTYN K CETEBbIM pecypcaM. [MoAKNoUeHNe K CETEBbLIM pecypcam ByAeT peann3oBaHo yepes web-
aBTOPU3aLMIO.

10.1 MNMogmeHto «Global Configuration»

B pasgene «Global Configuration» BbinonHaeTca HacTpoiika 06LWMX NnapamMeTpoB NnopTasa U MOHUTOPWHT
TEKYLLLero KOfIM4yecTBa Co3aHHbIX 0OGbEKTOB.

Global Configuration Settings
Captive Portal Mode Enabled ® Cesabled
Authenbcation Timeout 300 (B0 - B00 s=c, 300 = Default)
Roammng s&rvice URL 0 - 2048 charactars)
Roaming mo achon bmeout 720 (0 - BE4D0 min, 720 = Default)
Instance Count:
Click "Update™ to save the new settings.

Update

+ Captive Portal Mode — cocTosiHue paboTbl noptana:
+ Enabled — npun yctaHOB/IEHHOM dhiare nopTasn UCNosb3yeTcs;
* Disabled — npu yctaHOB/EHHOM chiare nopTas He UCMNOJIb3YeTCs.

+ Authentication Timeout — nepnog BpeMeHM B CEKyHAAX, B TEHEHME KOTOPOro K/IMEHT MOXET BBECTU
aBTOpU3aLUMOHHbIE AaHHbIe Ha CTpaHuLLe nopTasa 418 NonyyeHus goctyna k cetu. Ecnv nHtepsan
npesbILLeH, He06X0ANMMO 0OHOBUTL CTPAHMLY JIMG0 MOBTOPHO MOAK/MOUUTLCA K CeTU. MpuHUMaeT
3HauyeHus (60-600) cekyHa. Mo ymonuaHuio yctaHoBrieHo — 300 cekyHa;

* Roaming service URL — agpec Service APB ans noggepxkvu poymuHra B pexume hotspot. 3agaerca B
dopmare: "ws://host:port/path”;

* Roaming no action timeout, min — BpeMs, Yepes3 KOTOpPoe Touka AocTyna yaanuT yctapesLuve/
HeakTVBHbIe 3anncu 0 KNIMEHTax B POYMUHTE;

* Instance Count — Ko/1u4eCmB0 3K3eMI/IAPOB NOPTasia, HACTPOEHHbIX Ha TOYKe A0CTyna.HaxmuTe KHOMKY
«Update» ans coxpaHeHust BHeCEHHbIX U3MeHeHU(.

HaxmunTe kHonky «Update» A5t coXxpaHeHWsi BHECEHHbIX U3MEHEHWIA.
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10.2 MogmeHto «Instance Configuration»

B pasgene «Instance Configuration» co3aatoTcst nopTasibl ¥ HACTpaMBarTCA NapaMeTpbl NOPTaIOB.
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Instance Configuration Settings

Captive Portal Instances |Create ¥

Captive Portal Instance Parameters

Instance Name (1 - 32 characters)

Click "Update” to save the new settings.
L Update |

[nsa cosgaHma HoBoro noptana B nose «Captive Portal Instances» Heo6xoavmo BbiGpaTb NyHKT «Create» 1 B
none «Instance Name» ykaszatb Umsa HoBoro noprtasna (40 32 cumBosioB). [na co3gaHusi noptasa HaxaTtb

kHonKy «Update».

[nsa nepexofa k paboTte ¢ nopTasioMm Heob6xoanMo BbiGpaTh ero ums B nose «Captive Portal Instances»:

Captrve Porta

Instance Configuration Settings

nstances | wlanObssvapd ¥

Instanca 10

Admin Mode

Global Radius

Radius 1P Net

Radius IF

Radius Key

External LRL

Update

Radius Backup IP 2

Max Bandwidth Upstream u] Q-1

Captive Fortal Instance Parameters

1

® Enabled Disabled

Virtual Portal Hams

® on off

Radius Accounting on off
Raduwis Domam

wark d

.

Radius Backup [P 1

Radius Backup IP 3

Radius Backup Eey 1
Radius Backup Key 2

Radius Backup Key 3

&0 (0 - 1440 min, 60 = Default

Session Timeout o (0 = 1440 min, @ = Default)

) Kbps

=

Max Bandwidth Downstream i} {0 - 1331200 Ebps, O
Uzer mability damain

Celete Instance

Clizk "Update™ ko save the new settings.

- 256 characters

- 256 characters)

* Instance ID — Homep nopTana;
+ Admin Mode — pexum paboTbl nopTana:
« Enable — Bkntoue;
+ Disabled — BblkntouyeH;
* Virtual Portal Name — nms BUpTya/ibHOro noptana;
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*+ Global Radius — rnobanbHble HacTpoiikn asTopmdauun no RADIUS-npoTokony:
* On — BK/IOYEH;
+ Off — BbIK/TIOYEH;

* Radius Accounting — Npv BK/IOYEHHOMN PyHKUMM ByayT OTNPaBAAaTbCA coobLeHns «Accounting» Ha

RADIUS-cepBep:
* On — BKNIOYEH;
+ Off — BbIK/TIOYEH,;

* Raduis Domain — gomMeH nonb3oBarens;

* Radius IP Network — Bbl6op npotokona IPv4 nnn IPvé ans goctyna Ha cepsep RADIUS;

* Radius IP — agpec RADIUS-cepsepa. Mpu HegocTynHocTy ocHoBHoro RADIUS-cepBepa, 3anpockl 6yayT
OTNPaBNATLCA HA Pe3epPBHbIE;

* Radius Backup IP — pe3epBHblit agpec RADIUS-cepBepa;

* Radius Key — naponb ans astopusaunn Ha RADIUS-cepsepe;

* Radius Backup Key — pe3epBHblli naponb 411 astopusauumn Ha RADIUS-cepsepe;

+ External URL — agpec BHewwHero Captive Portal, Ha koTopblIi 6yaeT nepeHanpasiieH NoNb30BaTelb Npu
nogkntoyeHun Kk hotspot;

+ Away Time — BpeMs, B TeYeHNe KOTOPOro AeiCTBUTE/IbHA 3anvcb ayTeHTU(INKaLUN NoNb3oBaTtens Ha
6a30B0iA CTaHUMK Nocne ero guccoumauun. Ecnmn B TeueHne aToro BpeMeHu KNIMEHT He npoiger
ayTeHT1nKaLmio NOBTOPHO, 3annck byaeT yaaneHa. MpuHnumaet 3HaveHus 0-1440 MUHYT, No
ymonyaHuio — 60 MUHyT;

+ Session Timeout — TaliMayT XWU3HU ceccun. MNMonb3oBaTelb aBTOMATUYECKN BbIXOAUT U3 NopTasa yepes
yKasaHHbIi NPOMeXyToK BpeMeHu. MpuHumaeT 3HaveHus 0-1440 MuHyT. Mo yMon4YaHuo yCTaHOB/IEHO
3HayeHune «0» — TailmayT He NPUMEHSIETCS;

+ Max Bandwidth Upstream — makcMMasibHaa CKOpoCTb nepegayu Tpaduka ot aboHeHTa. MpuHUMaet
3HaveHns 0-300 M6uT/c. Mo ymonyaHuio ycTaHoB/EHO 3HadeHne «0» — 6e3 orpaHuyeHus;

+ Max Bandwidth Downstream — MakcumasibHasi CKOPOCTb nepegayun Tpadurka K aboHeHTy. MNpuHumaeT
3HadeHnsa 0-300 M6uT/c. Mo ymonyaHuio ycTaHoB/IEHO 3HadeHne «0» — 6e3 orpaHuyeHus;

+ User mobility domain — Ha3BaHue rpynnbl, B paMKax KOTOPO MOXET ObITb COBEPLLEH POYMUHT;

+ Delete Instance — ansa yaaneHus gaHHOro noprana yctaHoBuTe donar n HaxmuTe kHornky «Update».

Haxmure KHOMKY «Update» Ana coxXxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.
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10.3 MopameHto «VAP Configuration»

B pasgene «VAP Configuration» BbinosiHsieTcsa npuesska noptasna K BupTyanbHbiM Wi-Fi ceTam VAP.

VAP Configuration Settings
Radic |1 ¥

VAP Instance Name
D v

]_ v

2 v

3 v

4 L

5 v

6 v

? v

] v

g v

10 r

11 v

iz r

13 ¥

14 v

15 r

Click "Update” to save the new settings.
| Update |

* Radio — Homep Wi-Fi nHTepdpeiica, 419 KOTOPOro NpoM3BOANTCS HACTPOKa.
B Tabnuue onsa kaxgor BUPTYyasibHON CETU Ha3HavYaeTcsa nopTasl no ero MMeHMW.

HaxkmunTe kHonky «Update» ansi coxpaHeHus BHECEHHbIX M3MEHEHMIA.

10.4 MopmeHto «Authenticated Clients»

B pasnene «Authenticated Clients» oToGpaxaeTcsl CNMCOK K/IMEHTOB, KOTOPbIE YCMNEeLLIHO NPOLL/IM
ayTeHTUdMKaLWMIO Ha nopTane.

Authenticated Client List

Click "Refresh” butten to refresh the page.

Refresh
Taotal Number of Authenticated Clients 0

MAC Address [P Address User Name Protocol Mode Venfy Mode VAP 1D Radio 1D Captive Portal ID Session Time cut Away Time out Rx Packets Tx Packets Rx Bytes Tx Bytes

[na o6HOBNEHNs NHOPMALIMKN HA CTPaHWLE HaxkMuTe KHOMKY «Refresh».
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« Total Number of Authenticated Clients — KONM4Y4eCTBO YCMNELUHO aBTOPU3MPOBAHHbIX KNIMEHTOB B JaHHbIl
MOMEHT;

* MAC Address — MAC-agpec KIneHTa;

* IP Address — IP-agpec KnneHTa;

+ User Name — nmsa nosnb3oBaTtesns, C KOTOPbIM KNIMEHT NPOLLEN ayTeHTUGUKALMIO Ha nopTae;

* Protocol Mode — npoTokon, ncnonb3dyemolii ansa coegnHenns HTTP / HTTPS;

« Verify Mode — meToa aBTOpM3aLuy Ha nopTane;

* VAP ID — HOMep BUPTYyasibHOI ceTu;

* Radio ID — Homep pagnonHTepdelica;

+ Captive Portal ID — nms nopTana, ¢ KOTOPbIM acCOLMUPOBAH K/TUEHT;

+ Session Timeout — ocTaBLUeeCcs BpeMS XU3HU Ceccuu;

+ Away Timeout — ocTaBLLEeCs BPEMS XU3HW 3anncu ayTeHTUIUKALUN KITMEHTE;

* Rx Packets — konn4eCcTBO MPUHATLIX NAKETOB OT K/INEHTa;

+ Tx Packets — Konn4ecTBO nepefaHHbIX KNMEHTY NakeToB.;

* Rx Bytes — konu4ecTBO Nosy4eHHbIX 6ainT UAP OT nonb3oBartens;

+ Tx Bytes — konmyecTBO nepegaHHbIx 6ainT UAP nonb3osBatenem.

10.5 MNMogmeHto «Failed Authentication Clients»

B pa3pgene «Failed Authentication Clients» npnBezeH cnnucok KIMEHTOB C OLLIMGKOW aBTopM3auun Ha noptase.

Failed Authentication Client List

Click "Refresh” button to refresh the page.
Refresh

Total Number of Fail Authenticated Clients 0

MAC Address IP Address User Name Verify Mode VAP ID Radio ID Captive Portal ID Failure Time

[nsi 06HOBNEHMS UHPOPMALIMM HA CTPAHULE HAXXMUTE KHOMKY «Refreshy.

+ MAC Address — MAC-agpec KN1eHTa;

« IP Address — IP-agpec KnueHTa;

+ User Name — nms nosb3oBarens, C KOTOPbIM K/IMEHT MPOLUEN ayTeHTUMKaLmMIo Ha nopTane;
+ Verify Mode — meToa aBTOpU3aLun Ha nopTtasne;

+ VAP ID — HoMep BUPTYyasibHOI ceTu;

* Radio ID — Homep paanonHTepdelica;

+ Captive Portal ID — nms nopTana, ¢ KOTOPbIM aCCOLMMPOBAH K/TUEHT;

* Failure Time — Bpems, korga npoun3oLusia owwmnobka.
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11 MeHio «Client QoS»

MeHio «Client QoS» npefHa3Ha4yeHo 4515 60/1ee TOHKOM HAcTpoikm QoS K/IMEHTCKMX NOTOKOB Tpadimnka. Client
QoS no3BoSEeT HACTPOUTbL NPUOPUTU3ALNIO OTAESbHLIX NOTOKOB Tpadvka, OrpaHNYnTb LUMPUHY NONOCHI AN
KaXX[0ro K/imeHTa.

11.1 NoameHto «VAP QoS Parameters»

MogmeHio «VAP QoS Parameters» no3sonsieT rn106asbHO BKIHOYUTL UCMNO/b30BaHne Becex HacTpoek Client QoS
(Class MAP, Policy MAP, Bandwidth Limit), HasHaunTb paHHee cchopMUpOBaHHbIE NpaBMIa NPUOPUTU3ALNN
Tpadmka.

Configure Client QoS VAP Settings

Client QoS Global Admin Mode * Enabled Dizabled

VAP QoS Default Parameters

Radic |1 ¥

WAP |WAPOD ¥

Client QoS Mode * Enabled Disabled
Bandwidth Limit Down |0 (0-1331200 Kbps)
Bandwidth Limit Up 0 (0 - 1331200 Kbps)
DiffServ Policy Down v

DiffServ Policy Up v

VAP Limit Down 0 {0 - 1331200 Kbps)
VAP Limit Up 0 {0 - 1331200 Kbps)

Click "Update” to save the new settings.
Update

Client QoS Global Admin Mode — ncnonb3oBaHue Client QoS Ha Bceil Touke gocTyna rnobanbHo:

« Enable — BKMOUYUTS;

» Disabled — BbIKNHOUNTB;
Radio — BbIbop pagnonHTepdeiica, Ha KOTOpoM ByaeT npon3BoanTLCA HacTpoiika Client QoS;
VAP — BbI6Op BMPTyasibHOI TOUKM A0OCTYNa, Ha KOTOpoW ByaeT npon3BoamTbesa HacTpoiika Client QoS;
Client QoS Mode — ncnonb3oaHue Client QoS Ha BbiGpaHHOI VAP:

« Enable — BKMOUYUTS;

» Disabled — BbIKNHOUNTB;
Bandwidth Limit Down — orpaHuyeHune LWMpUHbI NOSI0ChI Tpadhmka OT TOUKN AOCTYNa K KaXA40MY K/IUEHTY,
6uT/C. AnanasoH BO3MOXHbIX 3Ha4yeHuin: 0 — 4294967295 6ut/c. Ecnu HasHauveH 0, To orpaHmyeHne
nosnocbl Tpadmka He NnpuMeHsieTcs. Jlo6oe HeHyeBoe 3HaYeHMe OKPYTIISETCA 40 BEINYMHbI, KpaTHOM 64
Kont/c;
Bandwidth Limit Up — orpaH/yeHue WnprHbI NON0CHI TpadinKa OT KaXKA0ro KAMeHTa A0 TOUKN AocTyna.
EavHuua namepeHuns: 6ut/c. nanasoH BO3MOXHbIX 3HaveHui: 0 — 4294967295 6ut/c. Ecnu HasHadeH 0,
TO OrpaHuyeHune nonockl Tpaduka He NpUMeHseTcs. JIlob60e HeHyleBOe 3Ha4YeHne OKpyrnseTcsa 4o
BE/IMYMHbI, KpaTHOI 64 KOUT/C;
DiffServ Policy Down — ums npodouns Policy, KOTOpbIii O/MKEH ObITb MPUMEHEH K TpadhuKy, naywemy ot
TOYKM JOCTyNa K KNNEHTY;
DiffServ Policy Up — nms npoconns Policy, KoTopbliii A0/MKEH 6bITb MPUMEHEH K TpadiuKy, nayuiemy
KJMeHTa K Touke goctyna.
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+ VAP Limit Down — orpaH/4eHne LUMPWHbI NOSIOCHI Tpadgika OT TOYKM AOCTyna K KnneHTam (B cymme),
NOAKMOYEHHBIM K faHHoMy VAP, 6uT/c. lnana3zoH BO3MOXHbIX 3Ha4YeHunin: 0 — 4294967295 6ut/c. Ecnu
Ha3HaueH 0, To orpaHnyeHve He npumMmeHseTcs. JTloboe HeHyneBoe 3HaYeHe OKPYINSAETCA 40 BEINYMHDI,
KpaTHoW 64 K6uT/C;

+ VAP Limit Up — orpaHuyeHne WMpWHbI NOSI0CkI Tpadgimka OT KIMEHTOB (B CyMME) A0 TOUKM A0CTyNa, 6UT/
c. nana3oH BO3MOXHbIX 3Ha4YeHunin: 0 — 4294967295 6ut/c. Ecnu HasHadyeH 0, TO orpaHnyeHne He
npumeHseTcs. Jlloboe HeHy/leBOe 3HaUYEHVe OKPYI/IAETCA A0 BENNUYNHDI, KpaTHOM 64 k6ut/c.

Haxmure KHOMKY «Update» Ana coxXxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

11.2 MopmeHto «Class Map»

B nogmeHto «Class Map» BbINO/THAETCS HACTpoika knaccudurkaumm Tpaduka. Ha oCHoBe YHUKasIbHbIX
0CO6eHHOCTEel NakeToB ONpeeieHHOoro noToka Tpadvka opmupyeTcs Knacc npuHag/1eXHOCTN NakeToB K
[laHHOMY MOTOKy. B fanbHeiwem aT1oT kinacc 6yaeT UCnosb30BaH 419 onepauin npuopuTnsanumn pasnnyHbixX
NMOTOKOB, 06 bEAVHEHHbIX M0 06LLEeMY NPU3HAKY.

Configure Client QoS DiffServ Class Map Settings

Class Map Configuration

Class Map Name (1 - 31 characters)
Match Layer 3 Protocol IPvd ¥

Add Class Map

Match Criteria Configuration

Class Map Name Skype - ipvd v

Match Every
Protocol Select From List | ip v Match to Value (0 - 255)

Source IP Address (X.X.%X.X) Source IP Mask (£ & & 4]

Destination IF Address (#.%.%.%) Destination IP Mask (R

Source Port Select From List M Match to Port (0 - 65535)

Destination Port Select From List v Match to Port |2440 (0 - 65535)

EtherType Select From List v Match to Value (0600 - FFFF)

Class Of Service n-7)

Source MAC Address Source MAC Mask (3000 300 T M0 B0 L0 1M
Destination MAC Address Destination MAC Mask (30300 H0C 0000 )
VLAN ID (D - 4095)

Service Type

IF DSCP Select From List v Match to Value (0-63)
IF Precedence (0-7)

1P TOS Bits (00 - FF) 1P TOS Mask (00 - FF)

Delete Class Map

Click "Update” to =save the new =ettings.
Update

Class Map Configuration — B pasgene BbINoONHAETCA co3gaHne npodmns knaccudmkauum Tpaguka.

+ Class Map Name — nms knacca Tpaduka;

* Match Layer 3 Protocol — npoTokor, no koTopomy 6yaeT npoucxoantb knaccudonkaums (IPv4 nnu IPv6).
B 3aBMcMMOCTM OT BbIGOpa NpoTokona 6yaeT Npen/iokeH pas/inyHblii HAbop Nosein, No KoTopbiM ByaeT
BbINOJHATLCA Knaccudurkauma Tpaduka.

[na co3gaHus HoBOro knacca Tpadvka ykaxkuTe B none «Class Map Name» umsi knacca n HakMuTe KHOMKY
«Add Class Map».
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Match Criteria Configuration — B pa3gesne BbINnosHsIeTCA HACTpOKa KputepreB A/15 knacca Tpadvika.

Class Map Name — Bbl6op Knacca Tpadmka, 418 KOTOporo 6yaeT NpoMcxoanTb KOHUIrypupoBaHmne
NPU3HaKOB NPUHALIEXHOCTU K Knaccy;

Match Every — npun yctaHoBNeHHOM dhnare Tpaduk 6yaeT OTHECEH K JaHHOMY Klaccy He3aBMUCUMMO OT
cogepXaHus nonei B ero 3aronoske. Ecnu cpnar He yctaHOB/EH, TO TpebyeTcs yka3aTb 3HaYeHus
Heob6XxoAMMbIX Noneit Tpadurka, KOTopble AO/MKHbI ObITb COOTHECEHbI C AAHHBIM K/1acCoM;

Protocol — 3HaueHue nons Protocol B IPv4-nakeTe;

Source IP Address — 3HaueHue IP-agpeca oTnpaBmTenst NakeTa;

Source IP Mask — macka, ykasblBatoLLaa Ha 3HauMMOoCTb 6MTOB B IP-agpece, Ha OCHOBaHUM KOTOPbIX
KnaccuuumpyeTca naker,

Source IPv6 Prefin — pnvHa npedvkca IPv6-agpeca otnpasutens;6-ag

Destination IP Address — 3HaueHwue IP-agpeca nonyyarens nakera;

Destination IP Mask — macka, yka3biBatoLas Ha 3Ha4MmMocTb 6UToB B IP-agpece, Ha OCHOBaHWUN KOTOPbIX
KnaccuuumpyeTca Naker,

Destination IPv6 Prefix Len — pnnHa npedukca IPvé-agpeca nonyyarens;

Source Port — nopt otnpasutens (Layer 4);r

Destination Port — nopT nonyuatens (Layer 4);

EtherType — 3HaueHue nons EtherType, yka3biBatoLero Tun NpoToKosia, UCnosib3yemMoro B NakeTe;
Class Of Service — 3HaueHue nons CoS, yka3bIBatoLEro Ha NPMOPUTET NakeTa Ha Layer 2 nakeTa;
Source MAC Address — 3HaueHne MAC-agpeca oTnpaBuTens Nakera;

Destination MAC Address — 3HauyeHne MAC-agpeca nosnyyarenst nakeTa;

VLAN ID — 3HauyeHune nonga VLAN B nakete;

IP DSCP - 3HauyeHue nonsa DSCP B IP-3aronoske nakera;

IP Precedence - 3Ha4yeHue nons Precedence B IP-3aronoske nakeTta;

IP TOS Bits — 3HauyeHue nons TOS B IP-3arosioBke naketa;

IP TOS Mask — macka, yka3blBatoLLasi Ha 3HauMMocTb 6MTOB B nose TOS, Ha OCHOBaHMM KOTOPbIX
KnaccmuumpyeTca naker,

Delete Class Map — yaanutb kKnacc Tpaduka,;

Update — npuMeHNTb NapameTpbl Knacca Tpaduka;

IPv6 Flow Label — 3HauyeHue nons Flow Label.

Haxmure KHOMKY «Update» Ana coxXxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

11.3

MoameHto «Policy Map»

MoameHto «Policy Map» npefiHazHa4yeHo 471 HACTPONKM LWMPKHBI MONOCHI NPONYyCKaHUa 15
KnaccuuumMpoBaHHOro Mo obLLemMy Npu3Haky notoka Tpaduka, MapkmpoBaHusa npuopuTeTa AaHHOro knacca
Tpadhmka Ha ypoBHe Layer 2 n Layer 3 (CoS, DSCP, Precedence), a Takxe Anst NPUHATHSA peLLeHnsl 0 Npornycke
[aHHOro Tpadmka uav o ero 6n10kMpoBkK. B nogmeHto oopmupyetcs npocunb «Policy Mapy, on1s KoToporo
nocnefoBaTe/lbHO Ha3HavyalTCs paHee co3faHHble knaccudmkaTopbl Tpaduka «Class Map». ns kaxaoro
KknaccudmkaTopa ykasblBatoTCs ornepaumm, KoTopble He06X0AMMO NPOU3BECTU C AAHHBLIM TUNOM Tpaduka.
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Configure Client QoS DiffServ Policy Map Settings

Policy Map Configuration

Folicy Map Name (1 - 31 characters)

Add Policy Map

Policy Class Definition

Folicy Map Name Skype ¥
Class Map Name Sloype T

Folice Simple Committed Rate (1 - 1000000 kbps) Committed Burst (1 - 204500000 bytes)
Send

Drop

Mark Class Of Service (0-7)

Mark IP Dscp Select From List | ef v

Marl IF Precedence (a-7)

Dizazzociate Class Map

Skype, Skype_ src
Member Classes

Delete Policy Map

Click "Update”™ to save the new settings.

Update

Policy Map Configuration — B pa3zaene BbINnonHseTca co3gaHne HoBoro npodgunns Policy Map.
* Policy Map Name — nms npodguns Policy Map.

[na nobaeneHusi HOBOro Npodhnns BBeanTe uMs Nnpodhnns B none «Police Map Name» 1 HaxXMuTe KHOMKY
«Add Policy Map».

Policy Class Definition — B pasgene BbInonHAETCA HacTpolika knaccudmkatopos Tpadiuka.

* Policy Map Name — nvs npoduns «Policy Map», B KOTopom 6yAeT Npon3BoANTLCA AasibHelLas
HacTpoiika onepauuii 4n1a KnaccugukaTtopos Tpaduka;
+ Class Map Name - knaccudimkatop Tpaduka, paHee co3gaHHblin B nogmeHio «Class Map».

Onepauum, KOTopble HEO6XOAMMO NPOU3BECTMN C AaHHLIM TUIMOM TpadmKa:

*+ Police Simple — ynpolieHHasa HacTpolika, Npy KOTOPOii 3a4atoTcsa ABa napameTpa:
« Committed Rate — rapaHTMpOBaHHas CKOPOCTb Nnepegayv Ans AaHHOro Buaa Tpadmnka;
« Committed Burst — orpaHMyeHne CKaukoB Tpaginka,;
+ Send - npw ycTaHOBNEHHOM chnare BCce NakeTbl COOTBETCTBYIOLLErO NOTOKa Tpadnka 6yayT nepesaHsbi,
ecnun kputepun Class Map BbINOMHAKOTCS;
* Drop — npu ycTaHOBNEHHOM ¢hnare BCce nakeT COOTBETCTBYHOLLEro NoToka Tpadmka 6yayT oTOpOLLEHbI,
ecnun kputepun Class Map BbINOMHAKOTCS;
« Mark Class Of Service — npu ycTaHOBNEHHOM dhniare Bce NakeTbl COOTBETCTBYHOLLENO NOTOKa Tpadmka
6yayT MapkMpoBaTbCs 3aAjaHHbIM 3HadeHnem CoS (uenoe umcno ot 0 go 7);
* Mark IP Dscp — npv ycTaHOBNEHHOM dhnare Bce nakeTbl COOTBETCTBYIOLLENO NOTOKa Tpadmka byayT
MapKMpoBaTbCs 3a4aHHbIM 3Ha4eHnem IP-DSCP. 3HaueHne MOXHO BblGpaTb M3 CMCKa UK yKasartb;,
* Mark IP Precedence — npv ycTaHOB/MIEHHOM ¢onare Bce nakeTbl COOTBETCTBYHOLLENO NOTOKa Tpaduka
6yayT MapkMpoBaTbCsi 3aAaHHbIM 3HaueHneM IP Precedence (uenoe uncno ot 0 go 7);
* Disassociate Class Map — yctaHoBuTe dpiiar n Haxxmmute kHonky «Update», 4Tob6bl yaa/imTb NpUBSA3KY
paHHoro Class Map v Policy Map;
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* Member Classes — cnucok Bcex Class Map, koTopble cBsidaHbl ¢ BbibpaHHoii Policy Map. Ecnv knacc He
CBSi3aH C NOINTUKOM, 3TO Nosie NycToe;

+ Delete Policy Map — yctaHoBuTe chnar 1 HaxxmuTe KHonky «Update», utobbl yaanutb Policy Map,
ykasaHHyto B Policy Map Name.

11.4 TMNogmeHto «Client Configuration»

B aTom pasgene MOXHO NPOCMOTPETh TeKyLLy KOoHdurypaumio QosS.

QOS Configuration Status for associated clients
Statien | a8:f3:4b:bZ2:02:36 ¥

Glebal QoS Mode down
Client QoS Mode Disabled
Bandwidth Limit Up lu]
Bandwidth Limit Down |0

ACL Type Up Mone
ACL Name Up
ACL Type Down Mone

ACL Name Down
CiffSery Paolicy Up
CiffSery Paolicy Down

+ Station — Bbl6Op MHTepdieiica no MAC-aapecy;
+ Global QoS Mode — ncnonb3oBaHue Client QoS Ha Bceli Touke aocTyna rnobasbHo:
* Up — BK/IOYEHO;
* Down — BbIK/THOUYEHO;
+ Client QoS Mode - ncnonb3oBaHue Client QoS Ha BbiGpaHHo VAP:
» Enable — BK/OYEHO;
» Disabled — BbIKNtOUYEHO;
« Bandwidth Limit Up — orpaHnyeHune lWnpuHbl NoA0ChI Tpadmka OT Kaxaoro KNMeHTa Ao TOUYKM A0CTyna, B

ouT/c;

+ Bandwidth Limit Down — orpaHnyeHne WnprHbI NOM0CkI Tpadivka OT TOYKN AOCTyNa K KaXA0MY K/INEHTY,
ouT/c;

+ ACL Type Up — Tun Tpadmka OT KiMeHTa K To4ke AOCTyna, 419 KOTOPOoro 6yayT NpUMEHATLCA nNpasuna
ACL;

+ ACL Name Up — ums npodounst ACL, KOTOPbI AO/MKEH ObITb MPUMEHEH K Tpadinky, MayLeMy OT KfIMeHTa
K TOYKe [OoCTyna;

+ ACL Type Down — T1n Tpadomka OT TOUKM JOCTYNa K KIMEHTY, /15 KOTOPOro OyayT NPUMEHSATLCA
npasuna ACL,;

+ ACL Name Down - nms npocomns ACL, KOTOpbIin A0/MKEH ObITb NPUMEHEH K TpauKy, nayLemMy OT TOUKU
[0CTyNa K KNNEHTY;

+ DiffServ Policy Up — nmsa npodomns Policy, KOTOpbIii AO/MKEH BbITb NPUMEHEH K Tpaduky, naywemy ot
KNMeHTa K Touke JoCTyna;

+ DiffServ Policy Down — ums npocpmns Policy, KOTopbliii 4O/MKEH ObITb MPUMEHEH K TPAGUKY, MAYLLEMY OT
TOYKWM JOCTyNa K K/TIMEHTY.
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12 MeHto «Work Group Bridge»

12.1 MopmeHto «Work group bridge»

MogmeHto «Work group bridge» npegHasHayeHo Anst HACTPONKM YCTPOICTBA B pEXUM 6€CnNpPOBOLHOIN0 KMEHTa
C UCMO/b30BaHNeM OHOro 13 6ecnpoBoAHbIX MHTepdhencos. Mpu HACTpoiike pexrmMa KIMeHTa knactep Ha
YCTPOWCTBE [O/MKEH ObITb OTK/THOYEH.

Modify AP Work Group Bridge Settings

Work Group Bridge Mode Up ® Down
Radio 1

Upstream Interface

WLAN ID 1

SsID Upstream SSID *

Roam threshold -75 (-99 - -1) dBm
Secunity MNone ¥

Connection Status Disconnected

Downstream Interface

Status Up Cown
WLAN ID 1

551D Downstream S5ID
Brcadcast 551D on ¥

Secunty None ¥
MAC Auth Type Disabled ¥

Click "Update” to save the new settings. Click "Refresh™ button to refresh the page.
Update Refresh

+ WorkGroupBridgeMode — Bk/to4eHME/BbIK/TIOYEHNE PEXMMA KIMEHTa Ha MHTepgielice;
* Radio - BbI6op 6€CNPOBOAHOI0 UHTEPheca, Ha KOTOPOM BK/IHOHAETCS PEXUM K/TUEHTA;
+ Upstreaminterface — HacTpolikn nHTepdelica, KOTopblii ByaeT ABNATbCSA 6eCNPOBOAHLIM KTIMEHTOM U
NOAK/TYATLCA K CTOPOHHEN TOUKe A0CTyna;
* VLANID — Homep VLAN, ncnonb3yemslii Ha ToUke A0CTyna;
+ SSID — M TOUKM AOCTYNa, K KOTOPOW NPOMUCXOANT NOAKHOUEHNE,;
* Roamthreshold — MMHUMasIbHbI YPOBEHb CUTHaMNA OT TOYKU AOCTYNa, MPU KOTOPOM NPOUCXOANT
NOAK/TIOYEHME K TOUKE;
+ Security — pexum 6e30nacHOCTM TOYKM AocTyna:
* None - He ncnonb3oBaTth WKU(POBaHUE 1A nepefayn faHHbIX. Touka OTKpbITa 418 AocTyna
Nt060ro KNneHTa,;
« WPAPersonal — pexxvm NoaK/IYeHNst K TOYKe A0oCTyna C UCNoNb30BaHNEM MeXaHn3mMa
6e3onacHocTn WPA-TKIP nnn WPA2-AES. MNpu BbI6Ope AaHHOMO pexunma ansi peaakTmpoBaHns
OyayT LOCTYMHbI CneayroLme HacTPONKK:

Security WPA Personal v | (=
WPAVersions: WPA-TKIP ¥ WPAZ-AES
MFF Capable r
Key:

« WPAVersions — Bepcusi ucnosib3yemMoro npotokona 6esonacHocty (WPA nnm WPA?2);
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+ MFP - 3awuTta ynpasnsowmx kagpos: Not Required — He ncnonb3osatb; Capable —
onuuoHasnbHo; Required — ncnonb3oBarh;
*+ Key — knou/napons, HeobxoanMbIl 4151 aBTOpMU3aLmm Ha ToUKe JOCTyna;

« WPAEnterprise — pexvum NoAK/IOYEHUS K TOUKE A0CTyna C UCMo/Ib30BaHMEM aBTOpPU3aLLMN U1
ayTeHTUMKaLMM Ha BblLECTOSILLEM cepBepe. MNpu BbIGOPE JaHHOTO pexumMa Ans
peAakTMpoBaHusi 6yayT AOCTYNHbI CriefyoLWme HacTPOKN:

Eecurity WPA Enterprise ¥ | 12

WPAVersions: WPA-TKIP | wpa2-aES
MFP Mot Required ¥
EAP Method * peap tls

Username

Passwaord

+ WPAVersions — Bepcusi MCnonb3yeMoro npotokona 6esonacHoctn: WPA-TKIP, WPA2-AES;
* MFP - 3awumTa ynpasnswoLwmx kagpos: Not Required — He ucnonb3oBaTtb; Capable —
onuMoHanbHo; Required — ncnonbL30BaTh;
+ EAP Method — BbIGOp NpoTOKONa ayTeHTUdMKaLmm (peap unu tls);
+ Username — nms nonb30Baress, UCnosib3yeMoe npu asTopmsauunmn Ha cepeepe;
+ Password — naponb Nonb30Barens, NCnob3yemblii Npy aBTopM3aumm Ha cepeepe.
+ Connection Status — cTaTyc NOAKMIOYEHNS K TOUKe AOCTyna.

B pasgene «Downstream Interface» BbINO/HATCA HACTPOIKM MHTEPCDECa, BICTYNAIOLLENO B KAYECTBE TOUKM
aocTyna.

+ Status — BkIo4eHne/BbIKOYeHNe downstream-uHTepgeiica:
* Up — nHTepeinc BKNOYEH;
* Down — nHTepENC BbIK/THOYEH.
VLANID - Homep VLAN, B koTOpOM ByaeT nepefasatbCsi CETEBOWN TpauK ANa AaHHON TOUYKN AOCTYNa;
+ SSID — nmsAa ToYKM [OCTYNg,;
* BroadcastSSID — BK/1HOUMTb/BbIKNHOUYNTL BELLL@HNE TOYKM AOCTyna:
+ On — BellaHve BK/IH0YEHO;
+ Off — BewaHue BbIK/THOYEHO.
+ Security — pexvm 6e30nacHOCT/ co3aBaeMoit TOUKN [OCTYNa;
* None - He ncnonb3oBaTh LWMpoBaHMe 4711 nepefaydn AaHHbIX. Touka OTKpbITa 418 focTtyna
Nto60ro KNNeHTa,;
+ WPA Personal — pexum nogxItoyeHns K ToUke AOCTyna ¢ MCNOo/Ib30BaHMEM MEeXaHu3ma
6e3onacHocTn WPA nnn WPAZ2. Mpu BbIboOpe AaHHOIo pexumMa K pefakTupoBaHuio AOCTYMHbI
cnefyouime nyHKTbl:

Security WPA Personal v | (=
WEAVersions: WPA-TKIF ¥ wWPAZ-AES
MFF Capable r
Key:

+ WPAVersions — Bepcusi ucnosib3yeMoro npotokona 6ezonacHoct (WPA-TKIP nnn WPA2-
AES);

Ecnu BbiopaH WPA-TKIP, To an1s HacTpoliku 6yayT AOCTYMHbI NOMS:

* Key — knto4/naposnb, He06X04UMbINV 419 aBTOpU3aLMmn Ha ToUke JoCTyna;
* Broadcast Key Refresh Rate — nHtepBan BpemMmeH 06HOBIEHUSA TPYMNMNOBOrO K/H04a,
npuH1UMaeT 3Ha4veHusa 0-86400

Ecnu BbiopaH WPA2-AES, To Ans HacTpoiikmn 6yayT AOCTYNHbI NOAS:
* Key — knto4/naposnb, He06X04UMbINV 419 aBTOpU3aLMmn Ha ToUke JoCTyna;
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* Broadcast Key Refresh Rate — nHtepBan BpeMeH 06HOB/IEHUS TPYMNMOBOTO K/1H04a,
npuHuMaeT 3HaveHunsa 0-86400;
* MFP - 3awmTta ynpasnsawwmx kagpos: Not Required — He ucnonb3oBaTb; Capable —
onuMoHanbHo; Required — ncnonbL30BaTh;
* MAC Auth Type — pexum ayTeHTUdMKaumm nonb3osareneii ¢ yuetom nx MAC-agpeca:
* Disabled — He ncnonb3oBatb ayTeHTU(MUKaLMIO nonb3osarteneli no MAC-agpecy;
* RADIUS - ncnonb3oBaTb ayTeHTUchmkauuio nonb3oBartenein no MAC-agpecy ¢ nomoulbto RADIUS-
cepsepa;
+ Local — ncnonb3oBatb ayTeHTUMKauuo nosnb3osareneii no MAC-agpecy ¢ NOMOLLbHO JTIOKa/TbHOIo
cnuncka agpecos, CHOPMUPOBAHHOTO Ha AaHHONM ToUKe AocTyna.

Haxmure KHOMKY «Update» Ana coxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

[N 06HOBNEHMA MH(POPMALMK Ha CTpaHULEe HaxkMUTe KHOMKy «Refresh».

12.2 TMNMogmeHto «Workgroup Bridge Transmit/Receive»

B nogmeHto «Workgroup Bridge Transmit/Receive» npefcrtaBsneHa cratuctuka no nepegaHHomy/npuHATOMY
Tpadmky Ha uHTepgeicax, cqoopmmpoBaHHbix B pexume Work Group Bridge.
[na o6HOBNEHNs NHOPMALIMKN Ha CTPaHWLE HaxkMuTe KHOMKY «Refresh».

View transmit and receive statistics for this access point

Click "Refresh” button to refresh the page.
Refresh

Interface Status VLAN ID Mame (S5ID)

Transmit
Interface Total packets Total bytes

Receive
Interface Total packets Total bytes

* Interface — nms nHTepdelica;

+ Status — ctaryc paboTbl nHTEpdhEiica;

VLAN ID - Homep VLAN, HazHauyeHHOro Ha nHTepdeiic;

« Name(SSID) — nmsa 6ecnpoBoOAHO CETU, CKOH(UTIYPUPOBaHHOI A5 nHTepgeiica.

B pa3gene «Transmit» BbINOMHAETCA NPOCMOTP CTATUCTUKMX MO NepegaHHOMY Tpadiuky.
B pa3gene «Receive» BbINOMHAETCS NPOCMOTP CTATUCTUKMN MO NPUHATOMY Tpaduky.

* Interface — nms nHTepdelica;
+ Total packets — obLiee KONMYecTBO NepeaaHHbIX/NMPUHATBLIX NaKeToB;
+ Total bytes — o6Liee KOMYECTBO NepegaHHbIX/NPUHATLIX GaiAT.
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13 Cnucok n3ameHeHui

Bepcus gokymeHTa
Bepcusa 1.19
Bepcna 1.18
Bepcua 1.17

Bepcna 1.16

Bepcua 1.15
Bepcua 1.14
Bepcusa 1.13
Bepcusa 1.12

Bepcusa 1.11
Bepcusa 1.10

Bepcusa 1.9

Bepcua 1.8

Bepcusa 1.7

Jarta Bbinycka

09.04.2020
24.02.2020
01.10.2019

05.06.2019

12.02.2019
11.11.2018
10.08.2018
08.05.2018

27.12.2017
30.10.2017

01.07.2017
02.02.2017

20.09.2016
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CopepXaHue N3MeHeHN

CuHxpoHu3auus ¢ Bepcumeid MO 1
CuHxpoHu3saums ¢ sepcueit MO 1

CuHxpoHu3auus c Bepcueld MO 1
Vi3meHeHbl pa3gensi:

5.19 NogmeHto «<Mesh»

CuHxpoHusaums ¢ sepcueit MO 1
M3MeHeHbI pasgensl:

5.5 MoameHto «Radio»
5.8 NogmeHto «VAP»

CuHxpoHu3auus ¢ Bepcueld MO 1
CuHxpoHusaums ¢ sepcueit MO 1
CuHxpoHn3auus ¢ Bepcueli MO 1

CuHxpoHusaums ¢ sepcueit MO 1
V3meHeHb! pasgesnbl:
+ 5.5 MogmeHto «Radio»

[lo6aBneHbl pasaerbl:

.19.3
.19.0
.18.1

17.0

.16.0
.15.0
.14.0
122

+ 5.17 NogmeHto «OTT Settings»

CuHxpoHu3sauus ¢ Bepcueli MO 1

CuHxpoHu3auus ¢ Bepcueli MO 1

3meHeHb! pasaensi:

1.4
1.2

+ 4.3 NopmeHto «Transmit/Receive»
+ 4.5 NMogmeHto «Client Association»
+ 4.10 MogmeHto «Radio Statistic»

CuHxpoHnzauus ¢ sepcueli MO 1

CuHxpoHu3auus ¢ Bepcueii MO 1
Vi3meHeHb! pa3gensi:
+ 5.5 MNMogmeHto «Radio»

.10.0
9.0

+ 9.3 NogmeHto «Radio Resource Management»

CuHxpoHnzauus ¢ sBepcueli MO 1

.8.0
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Bepcml AOKYMEHTa

Bepcua 1.6

Bepcua 1.5

Bepcua 1.4

Bepcna 1.3

Bepcua 1.2

Jarta Bbinycka

27.07.2016

06.07.2016
16.05.2016

26.02.2016

14.10.2015

Web-koHdpurypaTop WEP-12ac

CopepXaHue N3MeHeHn

CuHxpoHuzauums c sepcuein MO 1.7.0

[o6aBneHbl pasgensi:
+ 4.6 NMoameHto «TSPEC Client Associations»
« 4.8 NoameHto «TSPEC Status and Statistics»
+ 4.9 NopmeHto «TSPEC AP Statistics»

V3MeHeHbl pasfensl:
+ 5.5 MogmeHto «Radio»

CuHxpoHu3aums ¢ sepcuein MO 1.6.5

CuHxpoHu3auusa ¢ sepcueid MO 1.6.4
Vi3meHeHo:
+ 5.4 NMopgmeHto "Wireless Settings”
+ 5.5 NogmeHto "Radio”

CuHxpoHu3aums ¢ sepcuein MO 1.6.3
VI3meHeHb!:

+ 5.5 MogmeHto «Radio»

+ 5.8 NogmeHo «VAP»

* 11.1 NMogmeHto «Global Configuration»

+ 11.2 NogmeHto «Instrance Congiguration»

CurHxpoHu3auus ¢ Bepcueii MO 1.6.2
[o6aBneHsbl:

+ 5.9 NogmeHto "VAP Minimal Signal”

+ 5.10 NMogmeHto "Fast Bss Transition"

Vi3meHeHb!:

+ 4.5 NMopgmeHto «Client Associations»

+ 5.4 MopmeHto "Wireless Settings”

+ 5.5 NogmeHto "Radio”

« 5.8 NogmeHto "VAP"

+ 6.2 NMogmeHto «Web Server»

+ 6.8 NogmeHo «SNMP»

+ 8.1 NMogmeHto «Configuration»

+ 10.1 NogmeHIo «Access Points»

+ 11.2 MopgmeHto «Instance Configuration»

+ 12.1 NogmeHto «VAP QoS Parametrs»

+ 12.3 NMogmeHto «Policy Map»

+ 13.1 MogmeHto «Work group bridge»
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Bepcusa gokymeHTa Aata Bbinycka Cogep)xaHue naMmeHeHuii
Bepcusa 1.1 26.03.2015 CuHxpoHnsauus ¢ Bepcumeli MO 1.5.0.
Jo6aBneHsbl:

4.4 MopmeHto «Wireless Multicast Forwarding
Statistic»

5.10 MoameHto «Wireless Multicast
Forwarding»

10.5 MogmeHto «Cluster Firmware Upgrade»
12.4 MopameHto «Client Configuration»
V3MeHeHb!:

4.3 MogmeHto «Transmit/Receive»

4.5 MoameHto «Client Associations»

4.6 NogmeHto «Rogue AP Detection»

5.8 NMogmeHto «VAP»

5.10 NogmeHto «WDS»

10.1 NogmeHto «Access Points»

11.2 MoameHto «Instance Configuration»
13.1 MogmeHto «Work group bridge»

Bepcusa 1.0 23.09.2014 MepBasa nybnvkaums

Bepcusa nporpammHoro obecneyenms 1.19.3
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TEXHNYECKAA NOAAEPXKA

[Nna nonyyeHns TEXHMYECKON KOHCYIbTalMM NO BOMPOCAM 3KCMIyaTauumn obopyaosaHma
TOO «3nTeKkcAnaTtay» Bbl MoXKeTe 06paTUTbcs B CEPBUCHbBIN LLIEHTP KOMMNaHUM:

050032, Pecnybnunka KasaxcrtaH, r. Aaimatbl, MKp-H. AnaTtay, ya. MbparumoBsa 9
TenedoH:

+7(727) 220-76-10, +7 (727) 220-76-07

E-mail: post@eltexalatau.kz

Ha oduumanbHom cailTe KomnaHuMM Bbl MOMKeTe HalTM TeXHUYECKYH [OOKYMEHTauuio WU
nporpammHoe obecnedyeHne ana npoaykumm TOO «3InTekcAnatay», obpatuTbca K 6ase 3HaHUN,
MPOKOHCY/IbTUPOBATLCA Y UHMKeHepoB CepBMUCHOrOo LLeHTPa Ha TexHUYeckom dopyme.

OdunumanbHbI caiT komnaHum: http://eltexalatau.kz
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