Cuctema KoHTpona poctyna NAICE

TexHuyeckoe onucaHue J‘G LTex

KomnneKcHble pelueHuns ana nocTpoeHus cetei

— LleHTpanu3oBaHHOE XpaHeHUe U ynpasaeHue NoIMTMKamMu A4ocTyna

— AyTeHTUdMKaLMA U aBTOpMU3aLMA NONb3OBaTe/elt CeTU NO NPOTOKONY
802.1X (RADIUS)

— B3aumopgeicreme ¢ BHELWHUMM UCTOUYHUKaMU uaeHtudukaumum MS AD n LDAP

NAICE

£

AelTey

— CermeHTauuA NoNb30BaTeNei C y4eTOM NPU3HAKOB NIOKaL MK, TUNa 060pyaoBaHUS,
K KOTOPOMY BbINO/IHAETCA NOAKNAIOMEHNE, N UHBIX NPU3HAKOB

— AyTeHTUUKaLMA YCTPOMCTB, NOAK/IOUYEHHbIX K ceTn no MAC-agpecam
(MAC Authentication Bypass)

- NpodpunuposaxHmne no MAC-OUI unn DHCP-npobam

— Noapep:kKa paboTtbl Ha poccuicknx OC

- Noppep:xKa pesepBupoBaHusa no cxeme Active-Active

- NMopaepxKa nnueHsuposaHua ¢ Online/Offline ELM

Network Access and Information Control Engine

Eltex-NAICE (Network Access and Information Control Engine) — cuctema ynpasneHusa 40CTYNOM K CETU Npeanpusa-
T™MA 1 060pyaoBaHMIO. YNpaBNeHMEe CUMCTEMOM OCYLLECTBAAETCA C MOMOLLbIO COBpeMeHHOro web-uHTepdelica.
PelweHne gns ynpaBneHUs U KOHTPOAS AOCTyNa K CEeTU NnpeaHasHayeHo ANs LEeHTPa/IM30BaHHOMO yrpaBieHun
NoINTUKAMK AOCTYNa NoJib30BaTeNel K npoBoaHoM cetu 1 cet Wi-Fi.

NAICE aBnsieTca MyNbTUBEHAOPHbIM PeLleHNneM, KOToOpoe NoAAePrKUBAET B3aumoaenctamne no npotokony RADIUS.

AyTeHTUOUKaLUA N aBTOpU3aLma

NAICE o6beauHAeT cepBUCbl ayTEHTUPUKALMM, aBTOPU3aLMM U NPOGUINPOBAHUA B PaMKaxX eauMHOM NAaTGopmbl.
Cuctema BbIABAAET M KNaccMbULMPYET yCTPOMCTBA, a TaKKe obecneymBaeT HyKHblli ypOBEHb J0CTYNa.

Mpotokon RADIUS

[aHHbIN NPOTOKON UCMOb3yeTca Ans ayTeHTUdMKaummn, asTopmsaumm m ydyeta. Cepsep RADIUS ncnonbsyet 6asy
OAHHbIX NONb30BaTeNeNn, KOTOPAA COAEPKUT SAHHbIe NPOBEPKU NOAJANHHOCTU ANA KAXKA0ro nosib3osatena. Mcnonb-
30BaHuMe npoTokona RADIUS obecneynBaeT 4ONONAHUTENbHYIO 3aLLMUTY NPU AOCTYNE K pecypcam CceTu.

MS Active Directory n LDAP-cepBep

Cuctema NAICE vHTerpupoBaHa c 6a3oi nonb3osatenei, ux atpubytamm u rpynnamm us/s Microsoft Active
Directory (MS AD) n LDAP".

¢YHKLIMOHaI'I bHbl€ BO3MOXXHOCTU

— NaeHTndukauma, aytTeHTMdUKauma, aBTopmsaumn — UHTerpaums ¢ MS Active Directory (MS AD) u LDAP
nosnb3osatenen U aJMUHUCTPATOPOB, NPeSOCTaBNEHME — CermeHTauus nonb3oBaTenemn
npas B COOTBETCTBUW C MPUHAANENKHOCTLIO UX K — MAB-aBTOpM3auua 1 6asosoe npodunnposaHune
rpynnam Uamn ponam — Nopaaeps<ka npoTtokona EAP-TLS (aBTopusauma

— Peructpauus cobbitnin goctyna Ha OCHOBe cepTUPMKATOB)

— MpodumnnpoBaHme yCTPOIACTB, MOAKNOHAMOLMXCA K CETU — Moaaepkka paboTbl Ha Astra Linux 1.7.5/1.7.6 /

— LleHTpanu3oBaHHOe XpaHeHWe 1 ynpasaeHune 1.8.1, RedOS 7.3

NoANUTUKaMK AOCTyna
— AyTeHTUdMKAUMA 1 aBTOPU3aLLMA NONb30BaATENEN CETU
Ha OCHOBEe MNOAUTUK No npoTokony 802.1X
EAP-PEAP, PAP, MSCHAPv2

"Moddepika LDAP umeem pad mexHUYeCKUX 02paHu4eHudl.

www.eltexalatau.kz
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NHdopmauua gna 3akasa

NAICE Cuctema koHTponsa gocryna NAICE

Caenatb 3akas 0 komnaHuu Eltexalatau

Komnanusa “IntekcAnartay” - oanH 13 NepBbiX KazaxCTaHCKUX npoussoguteneit IT un
‘ ﬁ A TeNEKOMMYHMKaLMOHHOro obopyaoBaHua. OAHWMM M3 HanpaBAeHW KomnaHuu

ABNAETCA I0KaNM3aumAa npomssoaCcTea B PecnyﬁnMKe KasaxcraH. Co3paBan HoBble
+ -/06- @ . . . “
7 (727) 220-76-10 pOSt eltexalatau.kz www.eltexalatau.kz BO3MOXXHOCTU, Mbl pa3pa63Tb|BaeM COBOKYMHOCTb peLlleHnn, a TaKXKe BO3SMOXKHOCTb

1x 6eCLIOBHOro coeanHeHun B MHOPACTPYKTYpy 3akasuuka.
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