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Bepcua fOKymeHTa [arta Bbinycka CopepkaHue UsmeHeHun
Bepcua 5.7 05.2021 CuHxpoHu3auma c sepcumeit MO 10.2.6
N3meHeHwuA B pasgenax:
-4.11 Fpynnbl arperaumm KaHanos — Link Aggregation Group (LAG)
- 4.12 HactpoWika IPv4-agpecaumm
- 4.13.2 Hactpoiika ¢yHKumm IPv6 RA Guard
-4.17.4 Cnuckn goctyna ACL a4nsa ynpaB/ieHUs yCTPOMCTBOM
-4.21.6 Hactpolika ¢pyHkummn MAC Address Notification
- 4.23 KoHowurypauwns PPPoE Intermediate Agent
- 4.24 KoHourypauma ACL (cnnckm KOHTposa gocTtyna)
-4.26.1 Hactpoiika QoS
[o6asneHbl pasgensi:
- 4.13.3 Hactpoiika ¢yHKumm IPv6 ND Inspection
Bepcua 5.6 03.2021 CuHxpoHmn3auma c sepcuett MO 10.2.5.2
Bepcua 5.5 11.2020 CuHXpoHM3auma c sepcumeit MO 10.2.5.
[ob6asneHa nHdopmauma o6 yctporicteax MES2448 DC, MES2448B, MES2448E.
MN3meHeHus B pasgenax:
- 1.1 HasHayeHue
- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKMN
- 1.4.1 BHEWHWI BUA W ONMCAHWE NepeaHel NaHenm ycTpoicTs
- 1.4.2 3apHAA naHeb YyCTPOMUCTBA
- 1.5 KomnnekT nocTaBku
- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM
- 4.8.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel n Loopback- nntep-
deiicos
- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOMMYyTaumMn nHTepodeincos
-4.13.2 HacTpolika ¢yHKumm IPv6 RA Guard
- 4.14.4 HacTpolika ¢oyHKumn Layer 2 Protocol Tunneling (L2PT)
- 4.15 HacTpoiika npotokona OAM
- 4.16.1 ®yHKUMA NocpesHMKa npoTokona IGMP (IGMP Snooping)
-4.21.5 KoHTponb npotokona ARP (ARP Inspection)
-4.26.1 Hactpoliika QoS
-MpunoxeHue B. Ouepean ana npuHumaemoro Ha CPU Tpaduka
Bepcua 5.4 10.2020 M3meHeHusA B pasgenax:
- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHM
- 4.4 KomaHzabl ynpasaeHus cuctemon
- 4.8.1 Napametpbl Ethernet-uHtepdeiicos, Port-Channel u Loopback- nHrep-
deiicos
- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOMMYyTaumMn nHTepdeincos
-4.11 Fpynnbl arperauymm KaHanos — Link Aggregation Group (LAG)
-4.13.2 HacTpolika ¢oyHKumm IPv6 RA Guard
- 4.14.2 MexaHu3m obHapyxeHus netenb (loopback-detection)
-4.14.3.1 HacTtpowka npoTtokona STP, RSTP
-4.14.4 HacTtpoiika ¢oyHKumn Layer 2 Protocol Tunneling (L2PT)
- 4.14.5 HacTpolika npoTokona LLDP
- 4.15 Hactpoiika npotokosna OAM
-4.16.1 ®yHKuMA NnocpeaHMKa npoTokona IGMP (IGMP Snooping)
- 4.18 ypHan aBapwuit, npoTokon SYSLOG
- 4.19 3epkanvpoBaHue (MOHUTOPUHT) NOPTOB
-4.21.6 HacTpolika ¢oyHKummn MAC Address Notification
- 4.23 KoHourypauma PPPoE Intermediate Agent
-4.26.1 Hactpoiika QoS
-4.28.2 Otnhagka VLAN
Bepcua 5.3 08.2020 Job6asneHa nHpopmauma 06 yctpoinctee MES3708P.
N3meHeHun B pasgenax:
- 1.3 OCHOBHble TEXHWUYECKME XapaKTEPUCTUKN
- 3.5.2.3 HacTtpoiika napameTtpoBs npotokona SNMP ans gocrtyna K ycTpoicTBy
- 4.4 KomaHapl ynpaB/ieHUs cuctemom
- 4.8.1 Napametpbl Ethernet-untepdeiicos, Port-Channel u Loopback- nHrep-
deiicos
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- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOmMyTaummn nHtepdeicos Hactpoika
dyHKumm Layer 2 Protocol Tunneling (L2PT)

- 4.14.5 Hactpolika npoTokona LLDP

-4.17.1 MexaHusm AAA

-4.17.3 MNpotokon TACACS+

-4.21.2 KoHTponab npoTtokona DHCP u onuua 82

-4.21.4 3awmTa IP-agpeca kamnenTa (IP Source Guard)

[ob6asneHbl pasgensi:
- 4.3 HacTpoiKa MaKpoOKOMaHz,

Bepcua 5.2

07.2020

MN3meHeHus B pasgenax:

- 3.5.2.2 HacTtpoiika ctatuyeckoro IP-agpeca, Macku NOACETU U W03 NO YMO-
YaHuIo

- 3.5.2.3 HacTtpoiika napameTtpoBs npotokona SNMP ansa gocTtyna K ycTpoicTBy

- 4.6.2 KomaHab! ana pabotbl ¢ pannamm

- 4.8.2 Hactpoiika VLAN 1 pexxMmoB KoMmyTaLmu nHTepdericos

-4.13.2 Hactpoiika ¢yHKumn IPv6 RA Guard

- 4.15 Hactpovika npotokona OAM

-4.16.1 ®yHKUMA NnocpegHMKa npoTtokona IGMP (IGMP Snooping)

- 4.18 KypHan aBapuii, npotokon SYSLOG

- 4.20.2 dnekTponuTaHue no mHuam Ethernet (PoE)
-4.21.3 DSLAM Controller Solution (DCS)

-4.21.4 3awumTa IP-agpeca KnuneHTa (IP Source Guard)
- 4.21.5 KoHTponb npoTokosia ARP (ARP Inspection)

- 4.23 KoHourypauma PPPoE Intermediate Agent
-4.26.1 Hactpoiika QoS

[ob6asneHbl pasgensi:
- MpwunoxeHue . PaclwmdpoBKa cnmcka npoLeccos

Bepcua 5.1

06.2020

[ob6asneHa nHdopmauma 06 yctponcteax MES2424, MES2424B.

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TeXHUYEeCKNe XapaKTepUCTUKM

- 1.4.1 BHEWHW BUA M ONMCaHWE NepeaHel NnaHenm ycTpoicTs
- 1.4.2 3apgHAA naHeb YyCTPOMUCTBA

- 4.6.3 KomaHabl ANns pesepBuMpoBaHuns KoHdUrypaumm

Bepcua 5.0

03.2020

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN

-3.5.2.1 3agaHue napons gns nonb3osatens «admin» U co3gaHue HOBbIX NOJb-
3oBaTenen

- 3.5.2.3 HacTpoiika napameTpos npotokona SNMP ans goctyna K ycTpoicTey
- 4.4 KomaHabl ynpasaeHus cuctemon

-4.6.2 KomaHab! ana pabotol ¢ pannamm

- 4.7 HacTpoiKa CUCTEMHOTO BPEMEHM

- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMMYyTaLMK MHTepdelicos

-4.17.1 MexaHusm AAA

-4.21.3 DSLAM Controller Solution (DCS)

- 4.28.4 XypHannpoBaHue OTNaZ04HbIX COObLLEHNI

[ob6asneHbl pasgensi:
- 3.4 3arpy304Hoe mMeHto
- MpwnoxeHue B. Ouepeaun ana npuHumaemoro Ha CPU Tpaduka

Bepcua 4.5

12.2019

MN3meHeHus B pasgenax:

- 3.5.2 ba3oBas HacTpoiika KommyTaTopa

- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMMyTaLMK MHTepdelicos
- 4.9 Selective Q-in-Q

-4.20.1 AnarHocTMka megHoro Kabens

-4.21.2 KoHTponb npoTtokona DHCP v onuua 82

Bepcus 4.4

11.2019

N3meHeHwuA B pasgenax:
-4.17.5.2 KomaHAbl KOHPUrypaLmm TepmmHana
- 4.20.2 dnekTponuTaHue no vHuam Ethernet (PoE)

Bepcusa 4.3

10.2019

N3meHeHwuA B pasgenax:
- 1.3 OCHOBHble TEXHNYECKME XapaKTEPUCTUKM
- 4.4 KomaHapl ynpaBieHUs cuctemom
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- 4.20.2 dnekTponuTaHue no MHuam Ethernet (PoE)
-4.21.3 DSLAM Controller Solution (DCS)

[ob6asneHbl pasaens:

- 4.2 dunbTpauma coobLLeHN KOMaHAHOM CTPOKK

- 4.5 KomaHapl s HaCTPOIMKM NapameTpoB 418 3a43aHWA Naposien
- 4.6.3 KomaHAabl A4NnA pe3epBMpoBaHMA KOHOUIypaumm

- 4.28 Pexxum oTnagKkun

Bepcusa 4.2 08.2019

M3meHeHusA B pasgenax:

- 3.5.2.3 HacTtpoiika napameTtpos npotokona SNMP ansa gocrtyna K ycTpoicTsy
- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOMMYyTaumMn nHTepdencos

-4.16.1 ®yHKUMA NnocpegHMKa npoTtokona IGMP (IGMP Snooping)

-4.17.3 Npotokon TACACS+

-4.21.2 KoHTponb npotokona DHCP u onuua 82

-4.21.3 DSLAM Controller Solution (DCS)

- 4.23 KoHowurypauwms PPPoE Intermediate Agent

- 4.27 O6HOBNEHME NpOrpaMMHOro obecneyeHusn c cepsepa TFTP

[ob6asneHbl pasaenoi:
- 4.25 KoHowurypauma 3awmTbl oT DOS-atak

Bepcua 4.1 06.2019

M3meHeHWA B pa3genax:
— Storm Control gna pasanyHoro Tpadumka (broadcast, multicast, unknown
unicast)

Bepcusa 4.0 06.2019

N3meHeHuA B pasgenax:

— HayvanbHasa HacTpoiKka KommyTaTopa

— HacTpoiika napameTtpos npotokona SNMP ana goctyna K ycTponcTtay
— dneKTponuTaHue no nuHuam Ethernet (PoE)

Bepcua 3.0 03.2019

[ob6asneHa nHdopmauma 06 yctponcteax cepum MES2408x n MES2428P

[ob6asneHbl pasgensi:

— ABTOMaTMYECKas HAaCTPOlKa MapaMeTpoB KOMMYTaTopa
(Zero Touch Provisioning)

— Selective Q-in-Q

— Hactpolika IPv6-agpecauumn

— HacTpolika ¢yHKuum Layer 2 Protocol Tunneling (L2PT)
— HacTpolika npotokona OAM

— MLD snooping — NpOTOKOJ1 KOHTPO/I MHOroaApPecHoro Tpadpuka B IPv6
— MpoTtokon TACACS+

— DeKTponuTaHune no AMHuam Ethernet (PoE)
—MNpoTtokon UDLD

— 3awwmTa IP-aapeca kauneHTa (IP Source Guard)

Bepcua 2.0 01.2019

Btopas ny6avKauus.

Bepcua 1.0 12.2018

MepBas ny6avKauus.

Bepcua nporpammHoro obecneveHus 10.2.6
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HELTEX

YC/NTOBHbIE O6O3HAYEHUA

0O603HauyeHue

OnucaHue

[]

B KBaZpaTHbIX CKOBKax B KOMaHAHOM CTPOKe YKa3blBaloTCA HeobszaTenbHble
napameTpbl, HO UX BBOA NpeaocTaBAAeT onpeaeneHHble A0ONONHUTENbHbIe
onuuu.

{}

B purypHbix ckobKkax B KOMaHAHOM CTPOKE YKa3blBalOTC BO3MOXKHble 0653a-
TeNbHble napameTpbl. Heobxoanmo BblI6paTh 0AMH U3 MapaMeTpos.

«,»
«-»

ﬂ,aHHbIe 3HaKM B ONNCaHNN KOMaHAbl UCMNONb3YOTCA ANA YKa3aHUA ANaNa30-
HOB.

«|»

[aHHbIN 3HaK B ONUCAaHMM KOMaHAbl 0603HaYaeT «Uany.

«/»

l£|,aHHbIl\;1 3HaK B ONNCaHne KoMaHA4bl YKa3biBae€T Ha 3Ha4Y€HUNE NO YMO/TYAHUIO.

Kypcue Calibri

Kypcusom Calibri yka3sbiBatloTca nepeMeHHble AKX NapamMeTpbl, KOTopble Heob-
XOAMMO 3aMEHUTb COOTBETCTBYHOLLMM C/IOBOM WUJIU CTPOKOWA.

MonyXupHbI Kypcue

MonyXMpHbIM WPUEOTOM BblAENEHBI NPUMEUYAHUA U NPesyNpPeXaeHUS.

<MonyxcupHolii
Kypcue>

MoNYyXMPHBIM KYPCUBOM B YI/I0BbIX CKOBKAX YKa3blBalOTCA HAa3BaHUA KNaBULL
Ha KfnaBuaType.

Courier New

MonyxupHbim LW pndtom Courier New 3anuncaHbl NpUMepbl BBOAA KOMAHA,

Courier New|

WpunopTtom Courier New B pamKe C TEHbIO YKa3aHbl Pe3yabTaTbl BbIMOJAHEHMSA
KOMaHa,

NPUMEYAHUA U NPEAYNPEXAEHUA

Y

MpumeyvaHuA coaeprKaT BaXKHYIO MHPOPMaLUIO, COBETbI UM PEeKOMEHAAL MU NO UCNOJIb-
30BaHUIO U HACTPOKe YCTPOMUCTBA.

1 MpeaynpexageHna MHGOPMUPYIOT NOb30BaTENA O CUTYALUAX, KOTOpPble MOTYT HaHeCTU
’ Bpepa, yCTPOMCTBY UM YeNI0BEKY, MPUBECTU K HEKOPPEKTHOU paboTe ycTpoiicTBa Mam no-
Tepe AaHHbIX.
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HELTEX

BBEAEHUE

B nocnegHue ropbl Habaopaetca TEHAEHUMA K OCYLLECTBAEHUIO MACWTAbHbIX MPOEKTOB NO
NOCTPOEHMUIO ceTel CBA3U B COOTBETCTBMMU € KoHUenuneit NGN. OaHol M3 OCHOBHbIX 3a4a4 Npu peaansauum
KPYMHbIX MY/JbTUCEPBUCHDBIX CETEN ABAAETCA CO34aHME HALEXKHbIX W BbICOKOMPOU3BOAUTENbHBIX
TPAHCMOPTHbIX CETEN, KOTOPble ABAAKOTCA ONOPHbIMW B MHOTOCNOMHOW apXUTEKTYpPe CETEN CAeayloLLero
NOKONEHMUA.

[NA pOCTUNKEHUA BbICOKMX CKOPOCTEN WMPOKO MPUMEHAIOTCA TEXHOIOTUM Nepesadn nHGopmMaLmm
Gigabit Ethernet (GE). Nepegaya MHPOpMaLMM Ha BbICOKMX CKOPOCTAX, OCOBEHHO B CeTAX KpynHOro
MacwTaba, noapasymesBaeT Bbl6Op TaKoOW TOMO/IOTMKU CeTU, KOTopas MO3BOJIAET M'MOBKO OCYLLEeCcTBAATb
pacnpefeneHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTtatopbl cepuit MES24xx, MES14xx n MES3708P moryT MCNO/b30BaTbCA Ha CETAX KPYMHbIX
npeanpuATUA M NpeanpuATMiA manoro u cpegaHero 6usHeca (SMB), B onepatopckux ceTax. OHu
obecneunBaloT BbICOKYHO MPOU3BOAUTENBHOCTb, FMBKOCTb, 6€30MacHOCTb, MHOrOYPOBHEBOE KayecTBO
obcnyxumeaHua (QoS).

MpoMmblIWNEHHbIM KoMmmyTaTop MES3708P npeaHasHayeH gna pasmeLleHus BHYTPM 0Nop OCBeLLeHus
(nan gpyrux) c AMameTpom BHYTPEHHEW MNOA0CTU He MeHee 185 MM, a TaKKe OpraHM3aLMM 3aLMLWEHHbIX
OTKa30yCTOMUYMBbIX CETEN Nepesayn AaHHbIX Ha 06beKTax, rae HeobxoaMMo BbiNOAHEHWE TpeboBaHWUIM No
obecneyeHnNo YCTOMYMBOCTM K BO3OEWCTBUAM Pa3/IMUHOIO BMAA: TeMNepaTypHbIM, MEXaHWUYECKUM W

Apyrum.

B HacToswemM pyKOBOACTBE M3/I0XKEHbI HA3HAYEHME, TEXHUYECKME XapaKTEPUCTUKU, pEKOMEHLALNN
MO HaA4a/ibHOM HACTPOMKe, CUMHTAKCUMC KOMaHA AN1A KOHPUrypauuu, MOHUTOPUHIa M ob6HOBAEHUA
NPOrpamMmHoro obecneyeHns KOMMyTaTopa.
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HELTEX

1 OMNWUCAHUE U3AENUA

1.1 HasHauyeHue
Yctpoiictea cepuii  MES14xx wn  MES24xx ABnAOTCA  ynpaBAseMbiMM  KOMMYTAaTOPamM,
BbINONHAOLMMMU CBON KOMMYTALMOHHbIE GYHKLMN HA KAaHA/IbHOM M CETEBOM YPOBHAX mozenn OSI.

CeTteBble KommyTaTopbl MES1428 nmetoT B cBOEMm cocTaBe 24 anieKTpuyeckmx nopta Fast Ethernet u
4 onTtnyeckux nopta Gigabit Ethernet ana yctaHoBKku SFP-TpaHcmeepos (Combo-nopTbi).

CeTteBble KOMmMyTaTOpbl MES2408X MMeIOT B CBOEM cOCTaBe 8 aneKkTpuyeckux noptos Gigabit Ethernet
M 2 onTuyeckux nopta Gigabit Ethernet ana ycraHoBku SFP-TpaHcMBepoB.

CeTteBble KOMmMyTaTOpbl MES2428x MMetOT B CBOEM cocTaBe 24 aneKkTpuyecknx noprta Gigabit Ethernet
1 4 onTuyeckmx nopta Gigabit Ethernet ana ycraHoBku SFP-TpaHcuepos (Combo-nopTsl).

CeTeBble KommyTaTopbl MES2424x nmetoT B CBOEM cocTaBe 24 3n1eKTpuyeckmx nopta Gigabit Ethernet
n 4 onTnyeckux nopta TenGigabit Ethernet gns yctaHoBKK SFP+-TpaHcMBEpOB.

CeteBble KommyTaTopbl MES2448 DC umetoT B cBOEM cocTaBe 48 aneKkTpuyecknx noptos Gigabit
Ethernet u 4 onTnyeckmx nopta TenGigabit Ethernet ana yctaHoBku SFP+-TpaHcMBepOB.

CeTeBble KommyTaTtopbl MES2448B nmetloT B cBOEM cocTaBe 48 anekTpuyecknx noptoB Gigabit
Ethernet u 4 onTuueckmx noprta TenGigabit Ethernet gns yctaHoBKM SFP+-TpaHcMBepoB.

CeTeBble KommyTaTopbl MES2448E nmeloT B CBOEM cocTaBe 48 3/eKTpuyeckux noptoB Gigabit
Ethernet n 6 onTnyeckmx noptos TenGigabit Ethernet gns yctaHoBKM SFP+-TpaHcMBepoB.

CeteBble KommyTaTopbl MES3708P mmeloT B CBOEM cocTaBe 8 3/eKTpuuyeckux nopTtoB Gigabit
Ethernet 1 2 onTnyeckux nopra Gigabit Ethernet ana ycraHoBku SFP-TpaHcuBepos.

1.2 ®yHKUMM KOMMmyTaTOpa

1.2.1 ba3osbie pyHKYuu

B Tabnmue 1 npueBeaeH cnncok 6a3oBbix GYHKLMIA YCTPOMCTB, AOCTYMNHbIX ANA aAMUHUCTPUPOBaHKA.

Tabnunua 1 — basoBble GyHKUUM YCTPOMCTBA

3awuma om BOKMPOBKa BO3HMKAET B C/ly4anx Neperpyskun BbIXOAHbIX MOPTOB yCTPOMCTBA Tpadu-
6710KupoeKuU o4yepedu KOM OT HECKOJ/IbKUX BXOAHbIX MOPTOB. 3TO NPUBOAMUT K 3a4epXKam nepefaym AaHHbIX
(HOL) M noTtepe NaKeToB.

Moddepscka CnocobHoCTb Nogaep*nBaTb nepenady CBEpPXAAMHHbLIX KaapoB, YTO NO3BOAAET ne-
C8epXOAUHHbIX KaOPOB8 | pefaBaTb AaHHbIE MEHBLUMM YMCNIOM NAKETOB. ITO CHUXKAET 06bem CNyKeBHOW MH-
(Jumbo frames) dopmaunn, Bpems 06paboTKM U NepepbiBbl.

YnpasneHne NOTOKOM MO3BONAET COEAMHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [N NpeaoTBpalleHMA nepenonHeHusa bydepa HU3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBaAaTb NakeT PAUSE, Tem cambim nHpopmmpys
BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOOXOAMMOCTU cAenaTb Naysy npu nepegave na-
KeToB.

YnpaeneHue nomokom
(IEEE 802.3X)
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HELTEX

1.2.2 ®yHKYyuu npu pabome ¢ MAC-adpecamu

B Tabanue 2 npueeseHbl PyHKUUKN yCTPOICTB Npu paboTe ¢ MAC-agpecamum.

Tabnuua 2 — PyHKUMKM paboTbl ¢ MAC-agpecamu

Tabauya MAC-adpecos

KommyTaTop coctasaseT B namati Tabsvuy, B KOTOPOW yCTaHaB/AMBAETCA COOTBET-
cTBMe mexay MAC-agpecamu 1 y3namu NopToB KOMMyTaTopa.

Pexcum obyyeHus

B oTcyTcTBME 06YYEHMA, AaHHble, MOCTyNatoWmMe Ha Kakon-nMbo nopT, nepeaatoTcs
Ha BCe OCTa/ibHble NOPTbl KOMMyTaTopa. B pexxume obyvyeHUA KOMMYTaTOp aHAN3U-
pyeT Kagpbl u, onpesenns MAC-agpec oTnpasuTens, 3aHOCUT ero B Tabanuy mapLu-
pyTv3auuun. Bnocneactsum kagp Ethernet, npegHasHaveHHbIN ansa xocta, MAC-agpec
KOTOPOTroO y»Ke ecTb B Tabanue, nepesaetcs TONbKO Yepes yKasaHHbIN B Tabauue noprt.

Moddepxka nepedayu
Ha HecKonbKko MAC-
adpecos (MAC

[daHHaa ¢yHKUMA NO3BONSAET YCTaHaB/AMBAaTb COEAMHEHUA «OAMH KO MHOTUM» U
«MHOTME KO MHOrmm». Takum o6pa3om, Kaap, agpecoBaHHblii MHOroagpecHomn
rpynne, nepeaaeTca Ha KaxKablit NopT, BXOAALLMI B rpynny.

Multicast Support)

Asmomamuyeckoe

epemsa xpaHeHusa MAC- | Ecan ot yctpoiictaa c onpeaeneHHbim MAC-aapecom 3a onpeaesieHHbIN nepuog spe-

adpecos MEHM He MOCTYMaloT NaKeTbl, TO 3aMMCb ANA AAHHOIO agpeca ycTapeBaeT M yaAanaeTca.

(Automatic Aging for 370 NO3BONAET NOAAEPKMBATL TabOAMLY KOMMYTaLMW B aKTyalbHOM COCTOAHUU.

MAC Addresses)

CmamuyecKue 3anucu .

MAC CeTeBOlM KOMMYTATOP NO3BOAAET MOJ/Ib30BATENO ONPeAe/IUTb CTaTUYECKUE 3anuncu
. . cooTBeTcTBU MAC-agpecoB, KOTOPble COXPAHSAOTCA B TabiMue MapLupyT1saumm.

(Static MAC Entries)

1.2.3 ®yHKyuu emopozo yposHa cemeesoli modenu OSI

B Tabnmue 3 npuseaeHbl GyHKUMM M 0COBEHHOCTM BTOPOrO YpoBHA (ypoBeHb 2 OSI).

Tabnuvua 3 — OnucaHme GyHKUNUIN BTOPOro ypoBHA (yposeHb 2 OSI)

Peanusauma npoTtokona IGMP nossonsert Ha ocHoBe MHbOPMALUKM, NOSYYEHHOM
npuv aHanuse cogepxunmoro IGMP-nakeToBs, onpeaenunTb, Kakue ycTpoicTea B ceTu

®yHkyusa IGMP Snooping o

Y4acTBYHOT B Fpynnax MHOroaApecHOM paccbl/iKM, U agpecoBaTb TpadumK Ha cooTeeT-

CTByHOLLME NOPTHI.

. Peanuszauusa npoTtokona MLD no3BosseT ycTpoiicTBy MMHUMU3NPOBATbL MHOTOaz-

@®yHkyusa MLD Snooping . 4 P yerp y P A

pecHbliit IPv6-Tpadumk.

PyHKLMA, NO3BONAOLLAA NEPEHaNPaBAATb MHOTOa4pecHbI Tpaduk us ogHoi VLAN
®yHkyua MVR B APYryto Ha ocHoBaHMM IGMP-coobLueHmi, 4TO NO3BOAAET YMEHbLUUTb HarpysKy Ha

uplink-nopty. MpumeHsaeTca B peweHuax lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«lWTopm» — 3TO pasmHoKeHMe broadcast-, multicast-, unknown unicast-naketos B
KaXK40oM y31e, KoTopoe NPMBOAUT K NaBUHOOBpPa3HOMY POCTY MX YMCAa U Napanu-
3yeT paboTy ceTn. KommyTaTopbl UMEIOT GYHKLMIO, MO3BONAIOLLYIO OFPaHUYUTL CKO-
pocTb Nepenaym MHOroaApPEecHbIX U LIMPOKOBELLATENbHbIX KaApOoB, MPUHATbIX U ne-
pefaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoes
(Port Mirroring)

3epkanupoBaHue NOPTOB NO3BOAAET Ay6AMpoBaTh Tpaduk HabaoAaembIx NOPTOB,
nepecbiiasa BXogawme u/Mam ucxogsawme nNakeTbl Ha KOHTPOAMPYIOLWMIA nopT. Y
Nno/sib30BaTeNA KOMMYTAaToOpa €CTb BO3MOXHOCTb 334aTb KOHTPO/IUPYIOLMIA U KOH-
TpoaMpyemble NopTbl U BbIBpaTb TMN TpadMKa (BXOAAWMMA U/UAN NCXOAALLNNI), KO-
TOpbIl BygeT nepenaH Ha KOHTPOJIMPYHOLWMIA NOPT.

Uzonayua nopmos
(Protected ports)

JaHHasa dyHKUMA No3BONAET Ha3HaunTb nopTy ero uplink-nopT, Ha KoTopsblii 6es-
ycnoBHo ByaeT nepeHanpaBaaTbcsA Becb TpaduK, obecneunsan Tem caMbiM U30A-
LU0 C APYTMMK MOpTamm (B Npesenax o4HOro KOMMYTaTopa), HaXO4ALLMXCA B STOM
e WupoKosellaTtenbHom aomeHe (VLAN) B npeaenax oAHOro KommyTratopa.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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Mooddepxcka npomoKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBOW NPOTOKO/I, OCHOBHOM 3aZayelt KOTOPOro ABAA-
etca npusepeHune cetn Ethernet ¢ M36bITOYHBIMU COEAUHEHUAMM K APEBOBUAHOWN
TOMONOMMK, UCKAOYatoLWen neTan. KommyTaTtopbl 06MeHUBaOTCA KOHOUTYPaLMOH-
HbIMU COOBLLEHNAMM, UCNONBL3YA Kagpbl cneumansHoro ¢opmaTa, U BbIBOPOYHO
BK/IIOYAIOT M OTKJ/IOHAIOT Nepegayvy Ha nopTbl.

Mooddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbiii) STP (RSTP) — AaBNseTcA ycoBepLLueHCTBOBaHMEM NpoToKkona STP, xa-
paKTepU3yeTcs MeHbWMM BpeMeHeM NPUBEAEHUA CETU K APEBOBUAHON TONOAOMMU
1 nmeeT 6onee BbICOKYHO YCTONUYMBOCTD.

Mooddepxcka VLAN

VLAN — 370 rpynna nopToB KOMMYyTaTopa, 06pa3yowmnx o4HY LWNPOKOBELLLATE/IbHYIO
obnactb (aomeH). KommyTtaTop noanep1BaeT pasinyHble cpeacTBa Kaaccuoduka-
LUK NAKETOB N5 ONpeaeneHna ux NpUHaaNeKHOCTU K onpegeneHHon VLAN.

Mooddepxcka npomoKona
OAM

(Operation,
Administration and
Maintenance,

IEEE 802.3ah)

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah — ¢yHK-
LMK YPOBHA KaHana nepegayn AaHHbIX, NpeacTaBasowme coboil NPoTOKON MOHM-
TOPWHra COCTOAHMA KaHana. B aTom npoTokone Ans nepegayn MHGopmaLmm o co-
CTOSIHAM KaHafa Mexay HenocpeacTBeHHO MNOAKAKYEHHBIMM YCTPOMCTBAMM
Ethernet ncnonb3yotca 610K gaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoii-
CTBa A0NKHbI NoAAepXKuBaTb cTaHaapT IEEE 802.3ah.

Moddepxcka VLAN Ha
6ase nopmos
(Port-Based VLAN)

Pacnpenenenune no rpynnam VLAN BbinoAHAETCA NO BXOAAWMM nopTam. [JaHHoe
pelleHMe NO3BONAET UCMO/Ib30BaThb Ha KaXKAOM NOpTy TONbKO ofHy rpynny VLAN.

Mooddepxcka 802.1Q

IEEE 802.1Q — OTKpbITbIM CTaHAAPT, KOTOPbIM ONUCLIBAET NPOLLEeAYpPY TEFMPOBaHMUA
TpaduKa gna nepesadm nHbopmaumm o npuHagaexHoctm K VLAN. MossonseT uc-
Nnonb3oBaTb HeckoabKo rpynn VLAN Ha ogHOM nopTy.

Ob6veduHeHUe KaHan108 ¢
ucnonv3osaHuem LACP

MpoToKkon LACP obecneynBaeT aBToMaTMYecKoe obbeaNHEeHNE OTAE/NbHbIX CBA3EMN
MeXay ABYMA YCTPOWCTBaMM (KOMMYTaTOP—KOMMYTaTOp MAM KOMMyTaTop—cep-
BEpP) B eAMHbIN KaHaN nepesayn AaHHbIX.

B NpoTOKONE NOCTOAHHO ONpeAenseTcs BOSMOXHOCTb 06beaMHEHNA KaHAO0B, U B
C/ly4ae 0TKa3a coeMHEHUA, BXOAALLErO B 06beaMHEHHbIN KaHan, ero Tpaduk aBTo-
MaTUYeCcKn nepepacnpesenserca no He OTKA3aBLUMM KOMNOHEHTam 0b6beAnHEH-
HOro KaHana.

Co3zdaHue 2pynn LAG

B ycTpowcTBax nogaepxumBaetcs GyHKLMA CO34aHMNA TPYNN KaHaMoB. Arperaums Ka-
Hanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHonorusa obbeanHeHnn
HECKONIbKMX PU3NYECKMX KAHAIOB B OAMH SIOTMYECKUIA. ITO CNOCODBCTBYET HE TONIbKO
YBE/IMYEHUIO MPOMYCKHOM CMOCOBHOCTM MarncTpasbHbIX KaHanoB KomMmyTaTop—
KOMMYTaToOp MW KOMMyTaTOp—CepBep, HO U NOBbILWEHUID UX HAAEKHOCTU. Bo3-
MOKHbI TPM TUMa 6anaHCMPOBKM — Ha ocHoBaHMM MAC-aapecoB, Ha OCHOBaHuM |IP-
afipecoB 1 Ha OCHOBaHWW nopTa (socket) HazHayeHuUs.

lpynna LAG cocTouT U3 NopTOB € O4MHAKOBOW CKOPOCTbIO, paboTatowmx B AynaeKc-
HOM peKnme.

Selective Q-in-Q

MNo3BonseT Ha3HauaTb BHelwHM VLAN SPVLAN (ServiceProvider's VLAN) Ha ocHoBe
CKOHOUIYPUPOBaHHbIX Npasua OGUAbTpaLMM NO HOomepam BHYTpeHHuUx VLAN
(Customer VLAN). MNpumeHeHune Selective Q-in-Q nossonseT pas3obpaTb Tpaduk
aboHeHTa Ha Heckonbko VLAN, uameHuTb metky SPVLAN y naketa B oTAe/ibHOM
yyacTKe ceTu.

1.2.4 ®yHKyuu mpemoezo ypoeHa cemesoli modenu OSI|

B Tabnnue 4 npuseaeHbl pyHKLUN TpeTbero yposHa (yposeHb 3 OSI).

Tabnunua 4 — OnncaHue GyHKUNI TpeTbero ypoBHs (Layer 3)

CmamuyecKue IP-

mapwpymel

AZMUHUCTPATOP KOMMYTaTOPa MMEET BO3MOMKHOCTb A06aBAATb U yAaNATb CTaTU4e-
CKMe 3anuncy B TabanLy MapLIpyTU3aLmm.
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HELTEX

KnueHmeoi BootP u

(Address Resolution
Protocol)

DHCP (Dynamic Host YcTporictBa cnocobHbl  aBTOMAaTMyecku nonyyatb [P-agpec no  npoTokony
. ) BootP/DHCP.

Configuration Protocol)

lpomokon ARP ARP — npoTokon conoctasneHus IP-agpeca n dpusnyeckoro agpeca ycrpoicraa. CooT-

BEeTCTBUE YCTAaHAB/IMBAETCA Ha OCHOBE aHa/IM3a OTBETa OT Yy3/1a CeTU, agpec y3na 3a-
npawnBaeTCA B LWULMPOKOBELWATENbHOM NaKeTe.

1.2.5 ®yHkyuu QoS

B Tabnnue 5 npuBeaeHbl OCHOBHble GyHKLUMM KadecTBa obcny:kmnsaHua (Quality of Service).

Tabnnua 5 — OcHoBHble QYHKLMM KauecTBa 06CyKUBAHMSA

Moddepxcka
npuopumemHbix
oyepedeii

YCTPOICTBO NOAAEPKMBAET MPUOPUTEIALMIO MCXOAALLEro TpadmrKa No oyepessm Ha
Kaxkgom nopty. PacnpegesneHne NakeTos No o4yepessm MOXKET NMPOU3BOAMTLCA B pe-
3y/ibTaTe KnaccudurKaLmMm NakeTos Mo PasIMYHbIM NOMAM B 3aro/I0BKax NaKkeToB.

ModdepxKa Knacca
obcnyrcueaHusa 802.1p

CraHgapT 802.1p cneunduumpyeT MeToZ yKasaHMA NpMoOpUTETa Kagpa M anroputm
MCNO/Ib30BaHMA NpPUOpUTETA B LeIAX CBOEBPEMEHHOW AOCTaBKU HYyBCTBUTENBHOTO K
BPEMEHHbIM 3aAaep*KKam Tpadumka. CtaHgapT 802.1p onpeaensetr BOCEMb YPOBHEMN
npuopuTeToB. KOMMyTaTOpbl MOTryT MCNONb30BATb 3HAYeHUe npuoputeta 802.1p gna
pacnpeaeneHna Kagpos No NPUOPUTETHbLIM ovepeaam.

1.2.6 ®PyHKYyuu obecneyeHus 6ezonacHocmu

Tabnnua 6 — PyHKUMKM obecneyeHma 6e3onacHoOCTH

DHCP snooping

PyHKUMA KOMMYyTaTOpa, NpeHa3Ha4YeHHas 4/1A 3alunTbl OT aTak C UCMO/Ib30BaHNEM
npotokona DHCP. Ob6ecneumsaet ¢puabrpaunto DHCP-coobuieHMiA, NoCTynuBLINX C
HeHaZeXHbIX MOPTOB MyTeM MOCTPOEHMA U noaaepaHua 6a3bl AaHHbIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbinonHseT Aencrsua
6paHaMayspa MeKay HeHaAeKHbIMKW NopTamu 1 cepsepamu DHCP.

Onyus 82 npomokKona
DHCP

Onuwus, KoTopas nossonsetr npouHbopmuposatb DHCP-cepBep o TOom, C KaKkoro
DHCP-peTpaHcaaTopa 1 Yepes Kakoi NopT npuLien 3anpoc.

Mo ymonyaHuio KOMMYTATOp, UCNoNb3yowmii dyHKLMo DHCP snooping, 06HapyXu-
BaeT u oTbpacbiBaeT Ntob6oin DHCP-3anpoc coaepskalinin onuuio 82, KOTOPbIN OH MNo-
Nyynn yepes HeHagEéxHbIM (untrusted) nopr.

Dynamic ARP
Inspection (Protection)

PyHKLMA KOMMYTATOpPa, NPeAHa3Ha4YeHHaa A1A 3alWMTbl OT aTaK C UCMO/b30BaHNEM
npoTtokona ARP. CoobuieHune, KOTOpoe NOCTynaeT ¢ HEHaAEeXHOro NopTa, Nnoasepra-
eTcA NpoBepKe — cooTBeTcTBYET N IP-agpec B Tene npuHaToro ARP-nakeTa IP-agpecy
oTnpasuTens.

Ecnun appeca He coBNagatoT, TO KOMMyTaTop oT6packiBaeT naker.

L2 -L3—-L4 ACL (Access
Control List)

Ha ocHoBe MHbOpMaumK, coaepiKalleinca B 3arosoBKax ypoBHel 2, 3 n 4, y aAMUHK-
CTpaTopa ecTb BO3MOXHOCTb HAacTpouTb A0 100 npasu, COrNacHoO KOTOPbIM NaKeT by-
net obpabotaH, nMbo oT6pOoLLEH.

IP Source address
Guard

®yHKUMA KOMMYTaTOpa, KOTOopas orpaHuumBaeT IP-Tpadumk, PuabTpya ero Ha ocHoBa-
HUK TabMLLbl cOOTBETCTBUI 6a3bl 4aHHbIX NpuBsA3kn DHCP — DHCP snooping u ctaTtn-
Yyecku cKoHPUryprpoBaHHbIX IP-agpecos. PyHKLMA ncnonbayeTcsa Ana 6opbbbl ¢ noa-
meHoM IP-agpecos.

1.2.7 ®yHKyuu ynpaesseHUs KOMMymamopom

Tabanua 7 — OcHOBHble GYHKLMM yNpaBAEeHNA KOMMYTaTOPamM

3azpy3ka u ebi2py3Ka
¢aiina Hacmpoliiku

MapameTpbl YCTPONCTB cOoXpaHAtoTCA B daiiie HaCTPOIMKKN, KOTOPbIA COAEPKUT AaH-
Hble KOHPUrypaL MM KaK BCEN CUCTEMbI B LLEIOM, TaK U OnpeaesIeHHOro nopTa ycTpom-
cTBa.
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HELTEX

MpoTtokon TFTP ncnonb3yertcs s onepaumn 3anucu 1 yteHus ¢ainos. NpoTokon oc-
Mpomokon TFTP (Trivial | nosan Ha TpaHcnopTHOM npoTokone UDP.
File Transfer Protocol) YcTpoicTBa nogaepKuBatoT 3arpysky U nepegady no AaHHOMY NpoToKoay ¢daiios
HACTPOMKKM 1 06pasoB NporpammHoro obecneyeHums.
Mpotokon SNMP ucnosb3yeTca 418 MOHUTOPUHIA U YNPaBAEHUA CETEBLIM YCTPOM-
lpomokon SNMP cTBOM. [1nA ynpaBaeHUsa AOCTYNOM K CUCTEME OnpesenseTca CNMCOK 3anncei coob-
LLLeCTBa, KarkAan U3 KOTOPbIX COAEPKUT NPUBUAETUM AOCTYNA.
YnpasneHne KommyTaTopamu nocpenctsom CLI ocyliectBnseTca 10KanbHO Yepes no-
Uumepdpeiic cnenoBatesibHbIA NopT RS-232, inbo ypaneHHo yepes Telnet. UHTepdeinc KomaHa-
KOMAHOHOU cmpoKu HOW CTPOKK KoHconu (CLI) sBafeTca NpomMbllIEHHbIM CTaHAapToM. MHTepnpeTaTop
(CLI) CLI npepocTaBnaeT CNMCOK KOMaHA, U K/KOYEBbIX C/10B A8 NOMOLLM NO/Ib30BaTeNto U
COKpaLLeHUo 06 bema BBOAMMbIX AaHHbIX.
Syslo Syslog — npoToKon, obecneunBaoWwmii nepesady coobLLeHNI 0 NPOUCXOAALLNX B CU-
ysiog cTeme cobbITUAX, a TaKXKe yBefOMNEHUI 06 OWMBKaxX yaaNeHHbIM cepBepam.
SNTP MpoTtokon SNTP — NpOTOKON CUHXPOHU3ALMKU BPEMEHU CETU, rapaHTUPYyeT TOYHOCTb
(Simple Network Time CUHXPOHU3ALMN BPEMEHWN CETEBOIO YCTPOMCTBA C CEPBEPOM A0 MUAIUCEKYHADI.
Protocol)
Traceroute — cny»kebHan GyHKLMA, NpegHa3HauYeHHas 41A onpeseneHns MapLlpyTos
Traceroute y dyHKuUuA, Npes, A peq, pwpy
nepegayun AaHHbIX B IP-ceTax.
YnpasneHue .
AZMUHUCTPATOP MOXKET onpesennTb YPoBHU NPUBUAETUIA AOCTYNa ANA NONb30BaTe-
KOHMponaupyemsim . . .
el yCTPOMCTBA U XapaKTEPUCTUKN AN1A KaXKAOr0 YpOBHA NpUBUAETUI (TONbKO Ann
docmynom — ypoeHu o
. yTeHus — 1 ypoBeHb, NOJIHbIN AoCcTyn — 15 ypoBeHb).
npusuneauu
KommyTaTop crnocobeH ycTaHaBAMBaTb 3amnpeT AOCTyna K Kakaomy uHTepdelicy
Brokupoexa ynpasneHus (SNMP, CLI). 3anpeT MoKeT bbITb YCTaHOB/IEH OTAE/IbHO ANA KaXKA0ro
uHmepdeiica TMNa gocTyna:
P Telnet (CLI over Telnet Session)
ynpaeneHus SNMP
SSH
JlokanbHas [na nokanbHol ayTeHTUOUKALMKN NOALEPKMBAETCA XpaHEeHWe naposeit B base AaH-
aymeHmuguKayus HbIX KOMMYTaTOpa.
Qunempayus IP- Joctyn no SNMP paspelaeTtca ana onpegeneHHblx |IP-agpecos, ABnarOLWMXCA yne-
adpecos 013 SNMP Hamm SNMP-coobecTsa.
MpoTtokon RADIUS ucnonbsyetca ana ayteHTMdUKaumm, asTopmsaumm m ydeta. Cep-
Bep RADIUS ncnonb3yeT 6a3y AaHHbIX NO/b30BaTesIel, KOTOPan COAEPHKUT AaHHble
Knuenm RADIUS P yer basy 4 , HOTOPAA COAEPHUT A
NPOBEPKM NOAJNHHOCTU AN1A KAXKA0ro nosib3osatena. KommyTtaTopbl cogepKaTt Kam-
E€HTCKYo YacTb npoTokona RADIUS.
TACACS+ YCTpONCTBO NpesoCcTaBAAEeT NOAAEPKKY NPOBEPKM MOAJMHHOCTU KNMEHTOB Nocpes-
. ctBom npoTtokona TACACS+. MpoTtokon TACACS+ obecneymBaeT LEHTPAIM30BAHHYIO
(Terminal Access cuctemy HesonacHoCTH A npoBepkK 0Nb30BaTesIel, NOyyalLWmMx AOCTyn K
TEM n TM onsa n M nosb Ten non aoctyn
Controller Access y !
YCTPOMCTBY, @ TaKXKe LLEeHTPasM30BaHHYI CUCTEMY YNnpaBieHusa npu cobaoaeHum
Control System)
coemectumocTtn ¢ RADIUS n apyrumun npoueccamun npoBepKku NOASIUHHOCTY.

1.2.8 [onoaHumesnbHble pyHKYuu

B Tabnmue 8 npuseaeHbl 4ONOAHUTENbHbIE GYHKLMKM YCTPOMCTBA.

Tabanua 8 — lononHUTeNbHble GYHKLUN YCTPOMCTBA

BupmyanbHoe CeTeBble KOMMYTATOPbI UMEIOT B CBOEM COCTaBE NPOrpammMHble M annapaTtHble cpes-

mecmupoeaHue Kabesas | cTBa, NO3BONAKOLIME BbINONHATL GYHKLMM BUPTyanbHOro Tectepa kabena — VCT. Te-

(VCT) CTep No3BOSIAET ONpenennTb COCTOAHNE MeLHOro Kabensa cBAsw.

AuazHocmuka YCTpoiCTBO NO3BONAET TECTMPOBATL ONTUYECKMI TpaHcMBep. MNpu TeCTUPOBAHUK OT-

onmuYecKo20 CNEeXMBAIOTCA TaKMe MapameTpbl, KaK TOK W HanpsKeHWe NuTaHuAa, TemnepaTypa

mpaHcusepa TpaHcuBepa. [na peanunsaunm Tpebyetca nogaeprka aTnux GyHKUKNIA B TpaHcmBepe.
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UDLD (Unidirectional
Link Detection)

MpPOTOKO/1 BTOPOro YPOBHSA, CO34aHHbIN A/19 aBTOMaTUYECKOro 06HapyKeHMs noTepm
[ABYXCTOPOHHEW KOMMYHUKALMKN Ha ONTUYECKUX IMHUAX CBA3M.

1.3 OcHOBHbIe TeXHUYECKME XapaKTepPUCTUKH

OCHOBHble TeXHU4YecKume napamMeTpbl KOMMYTAaTOPOB nNpueeaeHbl B Ta6/w1u,e 9.

Ta6IIVILI,a 9 — OCHOBHble TEXHUYECKME XapaKTepnucTtnkn

0O6wue napameTpbl

MES1428 Realtek RTL8332M
MES2408
MES2408B
o | Realtek RTL8380M
MES2408PL
MES3708P
MES2408C
MaKeTHbIN MES2408CP
npotieccop mg;g; Realtek RTL8382M
MES2428B
MES2428T
mg;jgfm Realtek RTL9301
MES2448 DC
MES2448B Realtek RTL9311
MES2448E
24 x 10/100BASE-TX (RJ-45)
MES1428 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
MES2408 8 x 10/100/1000BASE-T (RJ-45)
MES24088B 2 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
8 x 10/100/1000BASE-T (RJ-45)
MES2408C 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
8 x 10/100/1000BASE-T (PoE/PoE+)
MES2408CP 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
NHTepdelick mgz;zg:f bCl 8 x 10/100/1000BASE-T (PoE/PoE+)
2 x 100BASE-FX/1000BASE-X (SFP)
MES2408PL 1 x KoHconbHbIM nopT RS-232 (RJ-45)
MES3708P
MES2428 24 x 10/100/1000BASE-T (RJ-45)
MES24288 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
24 x 10/100/1000BASE-T (RJ-45)
4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
MES2428T N
1 x KoHconbHbIM nopTt RS-232 (RJ-45)
4 napbl BXOAHbIX CYyXNX KOHTaKTOB
24 x 10/100/1000BASE-T (PoE/PoE+)
MES2428P 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

1 x KoHconbHbIM nopTt RS-232 (RJ-45)

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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24 x 10/100/1000BASE-T (RJ-45)

mizgjifm 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopt RS-232 (RJ-45)
48 x 10/100/1000BASE-T (RJ-45)
mg:gﬁgl_gc 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
48 x 10/100/1000BASE-T (RJ-45)
MES2448E 6 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopt RS-232 (RJ-45)
MES1428 12,8 réut/c
MES2408
MES2408B
MES2408C
MES2408CP
MEs2408ipDC1 | 20 TOMT/C
MES2408P
MES2408PL
MponyckHasa cnoco6- | MES3708P
HOCTb MES2428
MES2428P
MES24288B >6 Tou/c
MES2428T
MES2424
MES24248 128 réut/c
MES2448 DC
MES24488 176 réut/c
MES2448E 216 I6ut/c
MES1428 9 MPPS
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1 14,88 MPPS
MES2408P
MES2408PL
Mpoussogutens- MES3708P
HOCTb Ha MaKeTax MES2428
ANvHoM 64 6aliTa MES2428P
MES24288 41,658 MPPS
MES2428T
MES2424
MES2424B 95,2 MPPS
MES2448 DC
MES2448B 130,9 MPPS
MES2448E 160,7 MPPS
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O6bem bydepHol
namaTu

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

512 Kb6auT

MES2424
MES2424B

1,5 M6ant

MES2448 DC
MES2448B
MES2448E

2 Méaunt

0O6bem 0O3Y
(DDR3)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

256 Mb6aint

MES2424
MES2424B
MES2448 DC
MES2448B
MES2448E

512 Mbaut

O6bem N3y
(SPI Flash)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES24288B
MES2428T
MES3708P

32 Mbaut

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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MES2424

MES24248B
MES2448 DC 64 Mb6aiTt
MES2448B
MES2448E

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P 8K
MES2408PL
Tabnmua MAC- MES2428
agpecos MES2428P
MES2428B
MES2428T
MES3708P

MES2424

MES2424B 16K

MES2448 DC
MES2448B 32K
MES2448E

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
Konnuectso npasun | MES2428
ACL MES2428P
MES2428B
MES2428T
MES3708P

MAC - 384
IP/IPv6 - 384

MES2424 MAC-512
MES2424B IP/IPV6 - 576

MES2448 DC
MES2448B
MES2448E

MAC - 768
IP/IPV6 - 960

Konunyectso ARP-3anunceit 1000

8 vlan, go 5 IPv4-agpecos B Kaxgom vlan, go 300 IPv6 GUA

Konunuectso L3-uHTepdelicos
CyMMapHo g/1a Bcex vian
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Konunyectso npasun
MAC-based VLAN

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

128 Ha noboe Kon4ecTso uHTepdelicos

MES2424
MES2424B

640*

MES2448 DC
MES2448B
MES2448E

1280"

Konunyectso npasun
Protocol-based
VLAN

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

100!

MES2424
MES2424B

8 Ha ntoboe KoamyecTso nHTepdencos

MES2448 DC
MES24488B
MES2448E

8 Ha ntoboe KoamyecTso nHTepdencos

KonnyecTso rpynn
L2 Multicast
(IGMP snooping)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

509

! lobaBneHne npaBuaa Ha Kax bl MOPT pacxoayeT annapaTHble pecypcbl obLero nyna.
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MES2424
MES2424B

1K

MES2448 DC
MES2448B
MES2448E

4K

Konnuectso npasun
SQinQ

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

128(ingress)/256(egress)

MES2424
MES2424B

384(ingress)/512(egress)

MES2448 DC
MES2448B
MES2448E

768(ingress)/1024(egress)

MNoppepka VLAN

cornacHo 802.1Q go 4094 aktueHbIx VLAN

KauectBo ob6cnyxuBaHma QoS

npuopuTUsaLma Tpaduka, 8 yposHen
8 BbIXOAHbIX oyepeselt C pasHbIMKU MPUOPUTETAMMU A KAXKAOro
noprta

Konunyectso BMpTyanbHbIx Loopback-

nHTepodericos

10

Arperau,Mﬂ KaHa/1oB
(LAG)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

8 rpynn

MES2424
MES2424B
MES2448 DC
MES2448B
MES2448E

24 rpynnbl

Konunyectso aksemnnaapos MSTP

64

20
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Ceepxa/IHHbIe

Kaapbl
(jumboframes)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP

MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

MES2408IP DC1

MaKcMMasbHbI pasmep naketos 10 000 6aiT

MES2424
MES24248B
MES2448 DC
MES2448B
MES2448E

MaKCMMasbHbI pasmep naketos 12 288 6alT

CooTBeTcTBME CTAHOAPTAM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2408CP,
MES2408IP DC1, MES2408P, MES2408PL, MES2428P 1 MES3708P)

YnpasneHue

JNokanbHoe ynpasneHune

Console

YaaneHHoe ynpasneHue

SNMP, Telnet, SSH, Web

du3smnyecKme XapaKTepUCTUKU U YCI0BUA OKPY>KatoLei cpeabl

MNCcTOYHMKM
nUTaHUA

MES2408C

MES2408CP

MES2408PL ceTb NnepemeHHOro Toka: 110-250B, 50-60 I'y,

MES3708P

MES1428

MES2408 ceTb nepemeHHoOro Toka: 110-250B, 50-60 I'y,

MES2424 ceTb NOCTOAHHOrO TOKa: 18—72B

MES2428 :

MES2428T

MES2408IP DC1

MES2448 DC ceTb NOCTOAHHOrO TOKa: 36—72B

MES2408P CeTb NepemMeHHOoro Toka: 176-250B, 50-60 Iy,
ceTb NOCTOAHHOIO TOKa: 36—72B

MES2428P ceTb nepemeHHOro Toka: 170-264B, 50-60 I'y,

ceTb NOCTOAHHOTIO TOKa: 36—72B

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P 21
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MES2408B
MES24288 ceTb nepemeHHoro Toka: 110-250B, 50-60 Iy,
MES2424B
MES2448B aKKymynaTopHas 6aTtapes: 12B DC
MES2448E
MES3708P ceTb nepemeHHoro Toka: 100-2408, 50-60 Iy,
MES1428 AC
MES2408 He 6onee 10 Bt
MES2408C
MES1428 DC He 6onee 11 BT
MES2408B He bonee 37 BT (c yueTom 3apsga AKB)
mizgjgzgp He 6bonee 160 BT (c yyeTom Harpysku PoE)
MES2408IP DC1 He 6onee 135 BT (c yyeTom Harpysku PoE)
MoTpeBaseman MES2408P He 6onee 280 BT (c yueTom Harpysku PoE)
MOLLIHOCTb MES2408PL He 6osee 93 BT (c yueTom Harpysku PoE)
mg;jg:T He bonee 18 Bt
MES2428B He bonee 45 BT (c yueTom 3apsga AKB)
MES2428P He 6onee 440 BT (c yyeTom Harpysku PoE)
MES2424 He 6onee 25 Bt
MES24248B He 6onee 50 BT (c yueTom 3apsaa AKB)
MES2448 DC He 6onee 45 Bt
MES2448B He 6onee 66 BT (c yueTom 3apaga AKB)
MES2448E He 6onee 68 BT (c yueTom 3apsaaa AKB)
MES2408CP
MES2408IP DC1 120 Bt
MES3708P
brogker PoE MES2408P 256 Br
MES2408PL 65 BTt
MES2428P 370 Bt
MES1428 AC
MES2408C
MES2408CP
AnnapaTtHas MES2428 AC
nogaeprKka MES2428T AC ecTb
Dying Gasp MES2428P AC
MES2424
MES2448B
MES2448E
22 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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MES1428 DC
MES1428B
MES2408
MES2408B
MES2408IP DC1
MES2408P
MES2408PL
MES2428 DC HeT
MES2428T DC
MES24288B
MES2428P DC
MES24248
MES3708P
MES2448 DC
MES1428
MES2408IP DC1
mg;jgzp 430 x44 x 178 mm
MES2428B
MES2428T
MES2408
MES2408B
FabapuTHble MES2408C 310 x44 x 177 mm
pasmeps! MES2408CP
(W xBxT) MES2408PL
MES2428P AC 430 x 44 x 204 Mm
MES2428P DC 430 x 44 x 305 Mm
mg;jng 430 x 44 x 203 mm
MES3708P 152 x 517 X 85 Mm
MES2448 DC
MES2448B 440 x 44 x 280 MM
MES2448E
MES1428 2,26 kr
MES2424 AC 2,44 kr
MES2424 DC 2,82 Kr
MES24248 2,54 Kkr
MES2408 1,72 kr
MES2408B 1,78 kr
MES2408C 1,77 xr
MES2408CP 2,16 Kr
MES2408IP DC1 2,38 kr
Macca MES2408P 2,69 Kkr
MES2408PL 1,9 kr
MES2428P 3,27 Kr
MES2428
MES24288B 2,35 ke
MES2428T 2,37 Kr
MES3708P 4,2 kr
MES2448 DC
MES24488B 3,98 ke
MES2448E 4,02 Kr

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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MES1428
MES2408 DC
MES2408B
MES2408C
MES2408P
MES2408PL
MES2428
MES2428B
MES2428P
MES2428T
MES2424
MES24248B
MES2448 DC
MES24488B
MES2448E

UHTepBan
pabounx
Temnepartyp

oT1-20 po +50 °C

MES2408CP
MES2408P DC

ot -20 go +50 °C

7 Npw ncnonbsosaHun kommepueckux SFP-TpaHcueepos

Temnepatypa OKpyKaloLen
npesbiwaTb +45 °C.

cpeabl

He AO/1XKHa

MES2408 AC

ot -20 po +60 °C

MES2408IP DC1
MES3708P

ot -40 po +60 °C

WHTepBan TemnepaTypbl XpaHeHUA

ot -40 po +70°C
(oT-50 po +85 °C — gns MES3708P)

OTHOCUTENIbHAA BIAXKHOCTb NpW
aKcnnyaTaumu (6e3 obpasoBaHuA
KOHAeHcaTa)

He 6onee 80%
(He 6onee 90%— pgns MES3708P)

OTHOCUTEIbHAA BNAXKHOCTb Npw
XpaHeHuu (6e3 obpasoBaHuA
KOHAeHcaTa)

oT 10% po 95%

CpOK cnyx6bl

He meHee 15 net

V ; Tun nuTaHmA ycTpoiictBa onpepenaeTca npu 3aKase.

1.4 KoOHCTpyKTUBHOE UCNONHEHUue

B faHHOM pa3sgese oNnUCcaHoO KOHCTPYKTUBHOE UCNONIHEHUE yCTpOVICTB. MpeacrasneHsol M306pa)KEHVIFI
nepep,Heﬁ, 3aAHEﬁ 1 60KOBbIX NaHenel YCTDOﬁCTBa, OnuncaHbl pa3bembl, CBETOANOAHbIE MHONUKATOPbI U OpP-

raHbl ynpasaeHuA.

Ethernet-kommyTtaTopbl cepmii MES14xx n MES24xx BbINoAHEHbI B METaNIMYECKOM Kopnyce ¢ BO3-
MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

MpombiwneHHbI Ethernet-kommyTtatop MES3708P BbINOMIHEH B META/I/IMYECKOM KOPMYyCe C BO3-
MOXHOCTbIO NOABELIMBAHUA HA LWUTAHTY TO/LWMHON He 6onee 8 mm. CTeneHb 3awmTbl Kopnyca IP55.

24 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




HELTEX

1.4.1 BHewHulii sud u onucarue nepedHeli naHeau ycmpoiicme

BHewHM BUA, nepegHer naHenn MES1428 nokasaH Ha pucyHKe 1.

140250 VA E/Sob ma 14 A uSece 1 3 5 7 9 u 1 15 17 18 2 2 5 7 AelTex mesizs
[T ! e ] ! e e | e it N
I P i i i iy i i i e R
il i .
— =3 o Rt it g Y el [ il b Ll
- ‘M'MO [=) o o o g ) o o o o] ; o o ] = g =
|—|—| [ 4 6 8 10 n 7] 16 ) 20 n %

PucyHok 1 —lMepeaHasa naHenb MES1428

B Ta6m4u,e 10 npmeeaeH nepevyeHb pa3bemos, CBETOANOAHbLIX UHOANKATOPOB U OPraHoOB ynpas/1eHUA,

PacnoOXKEHHbIX Ha NepeaHeit NaHean KoMmmyTaTopa.

Tabnvua 10 — OnucaHue pasbemMoB, MHAMKATOPOB M OPraHoOB yrpaBaeHua nepeaHen naHean MES1428

dnemeHT nepepgHen

Ne OnucaHue
naHenm
1 ~110-250VAC, 60/50Hz max | Pasbem O/19 MOAKMHOYEHUA K UCTOUYHMKY 3S/1EKTPOMUTAHUA MEepeMeHHOro
1A TOKa
Power MNHAMKaTOp NUTaHMA YCTPOMCTBA
2

Alarm MHauKaTop neperpesa

KOHCO/IbHbIM NOPT 415 NOKANbHOTO YPaBieHUs YCTPONCTBOM.
PacnuHoBKa pasbema cneaytouian:

He Ucnonb3yerca

He Ucnonb3yerca

RX

GND

GND

TX

He ucnonbayetcs

He Ucnonb3yerca

He Ucnonb3yerca

Pacnaitka KOHCONbHOrO Kabensa NpuBedeHa B NPUAOKEHUM A.

3 Console

O 0O NOULLD WNPE

dyHKUMOHaNbHAA KHOMKa 4/1A Nepe3arpysKku ycTpoicTea n cbpoca K 3aBoa-
CKMM HacTpoiKam:
- NPV HaKaTUW Ha KHOMKY A/UTeNbHOCTbI0 MeHee 10 ¢ npoucxoamT nepesa-

4 F rpy3Ka yCTpOKCTBa;
- NPW HaXKaTUM Ha KHOMKY AAUTeNbHOCTbio 6onee 10 ¢ npoucxoauT cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKON KoHdUrypaumu.

5 [1-24] MopTbl 10/100BASE-TX (RJ-45).

6 25, 26, 27, 28 Combo-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45)

25, 26, 27, 28

Combo-nopTbl: cNOTbl ANs yCTaHOBKM TpaHcmBepoB 1000BASE-X Combo.
LNK/SPD — cBeToBas MHAMKALIMA COCTOAHUA ONTUYECKUX UHTEPDECOB.
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BHewHM BUA nepeaHen naHenm yctponcts cepnm MES2408 nokasaH Ha pucyHKax 2—10.

AelTex Mes2408

o) TR
oo o
> [ T O i

=,
L2 4 6

110-250 VAC 60/50Hz max 0.5A A wa-m 1

i

F
3
[T

I
L

1 2 3 4 5 6 7

PucyHok 2 —NepeaHasa naHenb MES2408 AC

cuss1 AELTEX MES2408
18

@ ©n e o] L] L] L]

e}

00

=2 4 ]

1 21 3 4 5 6 F g
PucyHok 3 — MNepepHaa naHens MES2408 DC

JVELTEX MES24088

1 3 5 7
1.8 - 10/100/1000BASE-T
- 20 24 OO0 - h0 O RO OO 550 100ase-fa/10008asE-
Power O Console
Eapmacay

Alarm Q)

e 1 i E‘n@ @] mﬂ [T]
T [ S ) s g s g0 S e
L2 4 6 8

110-250 VAC 60/50Hz max 1A A CLAsS |
LASER DEVICE

I
'

]
=izl
| I

- ® @

2 23 3 4 6 7

PucyHok 4 — lMepeaHaa naHenb MES2408B

110-250 WAC 60/50Hz max 0.5A A e

® s |Cam] L] Cvn] L]
P
]

" SVELTEX MES2408C
M

9,10- 10/100/1000BASE-T
oF 100BASE-FX/1000BASE-X

5 10
= Yl i
Alarm O [ g ey s ] Sy s 5} oLl |osm
2 4 5

810 g ]

2 3 4 5 6 6.1 7.1

PucyHok 5 — MNepeaHaa naHenb MES2408C

110-250 VAC 60/50Hz max 2A [ s 1 3 5 7 9 JUELTEX MES2408CP
d B L. - 10/100/1000BASE-T, B02.3at Poks
C I 810-0/100/2000885e.7
@ t || or to0sASE A/ 1000BASE X
PoE Console

1357 | F 1 ‘ 2 o

Power ) 2000 i il il O} DINK

’ 2468 ’ L2 4 6 8 L1 gy )

L\ wittiic AELTEX MES24081P
w023t

1 3 5 7
. x 1.8
. 72@‘??‘3 - ‘ﬁ: ﬁl Eﬁ lﬁj m—
c

E
Lm

PoE onsole
1357 F
=5, 4556 [0 [
AamQ, 0000 =] =]
L 2 4 5 8

2.2 1|3 31 4

PucyHok 7 — MNepepHaa naHens MES2408IP DC1
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176-250 VAC 60/50Hz max 24

A\ it 1 7

AELTEX MES2408P

L[’?IJJIITIIIE‘]_] L L[‘l:ﬂ?lﬂ;]_7
o Console

1
Power O O
om0, O

14
10 10DBASE-FX/1000BASEX

3 5
(et = Y]

E Cme] ]

57 £

[oJc] o

6 8 2 s

/] 2 8

3 31 4 5 6

36-72 VDC max 104

JuELTEX MES2408P

551
e ovce 1 3 5 7
= [ e e e )
Consale

PucyHok 9 — lMepegHAaa naHens MES2408P DC

& =, ¢oxt O [EDEE
2.|2 C|5 3.1 4 5‘ 6 7

110-250 VAC 60/50Hz max 1A A s . 3 s . AELTEX MES2408PL
Do) Cone) o] ol
i nsole
® 1
= 3fk [0 Eare
1 2 3 3.1 4 5 6 7

PucyHok 10 — NepeaHasa naHenb MES2408PL

pPacnonoXeHHbIX Ha NepegHein naHean KommyTtaTtopos cepun MES2408.

B Tabnmue 11 npuseneH nepeyeHb pasbemos, CBETOANOAHbIX MHANKATOPOB M OPraHOB yrnpasieHus,

Tabnvua 11 — OnMcaHne pa3bemoB, MHANKATOPOB M OPraHOB yNpaB/eHUA NepeaHein NnaHe M KoMMyTaTo-
pos cepun MES2408

Ne | dnemeHT nepegHel naHenu OnucaHue
1 == Knemma gns 3asemneHuna ycTpomncrea
) ~110-250VAC, 60/50Hz max | Pasbem A/ MOAKMOYEHUA K UCTOUHWUKY SNEKTPOMUTAHUA MEPEMEHHOro
1A TOKa
2.1 | 18-72 VDC max 10A Paszbem ansa noaKNOYEHUA K UCTOYHUKY 3/IEKTPONMUTAHMA NOCTOAHHOTO TOKa
2.2 | 36-72 VDC max 1A/10A Paszbem ansa NoaKNOYEHUA K UCTOYHUKY SNIEKTPONUTAHMA NOCTOAHHOIO TOKa
2.3 | 12VDC max 2A Pasbem g5 NOAKNOYEHMA K aKKYMYNATOPHON BaTapeun
Power NHAWKaTOp NUTAHKUA YCTPOMCTBA
3 Alarm MHauKaTop neperpesa
Battery (gns MES2408B) NHanKaTop paboTbl akKymynsTopHon baTapeun
3.1 | PoE1-8 NHauKaTopbl coctoAaHUA PoE-nopTtoB

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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KOHCO/IbHbIN NOPT A/1A OKANbHOrO ynpaBaeHUsa YCTPOMCTBOM.
PacnuHoBKa paszbema cneayrowan:

He ucnonb3syeTca

He nucnonb3yeTca

RX

GND

GND

TX

He ucnosbsyeTca

He ucnonb3syeTca

He ucnonb3syeTca

Pacnaiika KoHconbHOro Kabena npusegeHa B NPUAOKEHUM A.

4 Console

O oOoNOOULLPE, WNER

DyHKUMOHANbHAA KHOMKa 415 Nepe3arpy3kn ycTpoicTea u cbpoca K 3aBoa-
CKMM HacCTpoiKam:
- NPU HaXkaTUM Ha KHONKY AnntenbHocTbio meHee 10 ¢ npoucxoauT nepesa-

F
> rpy3Ka yCTponcTBa;
- NPY HaXKaTUW Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ npoucxogut cbpoc
HaCTPOEK YCTPOMCTBA 40 3aBOACKON KOHdUrypaumu.
6 [1-8] Moptbl 10/100/1000BASE-T (RJ-45)
6.1 |9 10 Combo-nopTbl: noptbl 10/100/1000BASE-T (RJ-45)

CnoTbl ANA YCTaHOBKM ONTUYECKUX TpaHcmeepos 100BASE-FX/1000BASE-X
7 9, 10, LNK/SPD (SFP).
LNK/SPD — cBeTOBast MHAMKaLMUA COCTOAHUA ONTUYECKUX MHTEPdENCOB

Combo-nopTbl: cnoOTbl ANA yCTaHOBKM TpaHcueepoB 1000BASE-X Combo.

7.1 | 9,10, LNK/SPD
e / LNK/SPD — cBeTOBast MHAMKaLMUA COCTOSHUA ONTUHECKUX MHTEPdENCOB

BHewWwHMI BUA nepeaHen naHenn yctponcts cepmmn MES2428 nokasaH Ha pucyHkax 11-16.

‘110-250 VAC 60/SOHz max 1A A it 1 3 s 7 9 1 13 15 17 19 2 3 z 27 - Aelrex mes2azs
] ) (am] Con] o] L] ] o] o] ] L) a1 L
). = |
o
e e [ G e £ P T ) 1 )
\—'—‘ 2 s 6 8 10 2 ) 16 18 20 2 2

1 2 3 4 5 6 7

PucyHok 11 — NepeaHas naHenb MES2428 AC

) ) = 1 3 s 7 ] 11 15 is 17 19 21 23 25 27
1872 "“i”“‘”“ [ =] =" [P ]| o N e =l = [ N - T - ] ﬁ ﬁ Pepedi e ipaopmtd
- orioomast b Loconsst.x
Console
F
power O o kil (o) i
Alarm O [ ) =], [, o (S5, e R e ) =], (=, D D D
|—'—| 2 ] 3 s 0 [ T 16 18 20 2
T

JVELTEX MES2428

4,26 B, N

6 7

o1 —-

PucyHok 12 — lNepeaHAas naHenb MES2428 DC

e i A wiE, 1 3 5 7 9 1 13 15 17 19 2 23 25 27 Aeltex Mmes24288
e max 24 [ % ¥ ) P S ¥ e P P s o ¥ .
o o | U] Come] L] o o] ] o] D] ] o] ] G [ | P55
Marm O R
e © 3 ] i
| e o et T T e o | S
2 a4 5 Iy 10 2 11 16 18 0 2 26
T I

1T 11 2 3 4 5 6 7

PucyHok 13 — NepeaHas naHenb MES2428B
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170-264 VAC 60/50Hz max 34

)

36-72VDC max 15A
- %

1

2

ELTEX MES2428T

[raarmrar ey
COCOOCCC]

PucyHok 16 — NepeaHaa naHeno MES2428T

B Tabaunue 12 npuseaeH nepeyeHb PasbemMoB, CBETOAMOAHbIX MHANKATOPOB M OPraHOB ynpaBaeHus,
pPacnonoXeHHbIX Ha NepegHein naHean KommyTaTopos cepun MES2428.

Tabanuya 12 — OnucaHne pasbemMoB, MHAWMKATOPOB M OPraHOB YNpaB/ieHMA nepegHein naHean KOMMyTaTo-
pos cepun MES2428

~110-250VAC, 60/50Hz max
1 1A Pasbem AnAa nogkntyeHUA K UCTOYHUKY S1EKTPONUTaHMA NepemeHHOro
(170-264 VAC 60/50 Hz max | ToKa
3A pna MES2428P)
1.1 | 12VDC max 2A Pazbem AN NoAKNOUYEHUA K aKKYMYNATOPHOM 6aTapeun
18-72 VDC max 2A
1.2 | (36-72 VDC max 15A ans Pasbem gna noaKNOYEHNA K UCTOYHMKY SNEKTPONUTAHNA NOCTOAHHOIO TOKA
MES2428P DC)
Power NHAMKATOp NUTaHMA YCTPOMCTBA
Alarm MHanKaTop neperpesa
2
PoE NHankaTop paboTbl PoE
Battery (ans MES2428B) NHankaTop paboTbl aKKYMynsATOpHoOK HaTapeun
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KOHCONbHbIN NOPT A/1A SIOKAbHOIO YNPaBAEHUS YCTPOMCTBOM.
PacnnHoBKa pa3bema cnegytowlas:

He ncnonb3syetca
He UCno/sib3yeTca
He UCno/sib3yetca
Pacnalika KOHCO/IbHOTO Kabens npusegeHa B NpUNOXKeHUn A.

1 Hewucnonbsyercs
2 He ucnonb3yetca
3 RX
4 GND
3 Console 5 GND
6 TX
7
8
9

PyHKUMOHANbHAA KHOMKa ANA nepes3arpyskun yCcTpoicTea M cbpoca K 3aBoa-
CKMM HaCTpoOMKam:

4 r - npu Ha)KaTVIUM Ha KHOMKY ANTeNbHOCTbO MmeHee 10 ¢ npoucxogut nepesa-
rpy3Ka yCTpoIcTBa;

- NPW Ha)KaTUKW Ha KHOMKY A/auTenbHocTblo 6osee 10 ¢ nponcxoant cbpoc
HaCTPOEK YCTPOMCTBA [0 3aBOACKOWM KOHOUIypauuu.

5 [1-24] MopTbl 10/100/1000BASE-T (RJ-45).

6 25, 26, 27, 28 Combo-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45)

Combo-nopTbl: CNOTbl AN YCTaHOBKM TpaHcuepoB 1000BASE-X Combo.

7 25, 26, 27, 28, LNK, SPD o
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX MHTEpPdEcoB

8 T1 4 napbl BXOAHbIX CyXMX KOHTaKTOB

BHewHM BUA nepeaHen naHenn yctponcts MES2424 n MES2424B noKasaH Ha pucyHkax 17 —21.

110250 VAC 6O/SOHEmax 1A 1.2 spiomeast *’—;’Q SESE X , ] - (\ 52 AQ%@@OOOOOOOOOO:&LTEX MES2424
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PucyHok 19 — NepeaHas naHenb MES2448 DC
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PucyHok 21 — NepeaHas naHenb MES2448E

B Tabnuue 13 npmBeneH nepeyeHb pasbemMoB, CBETOANOAHbIX MHAMKATOPOB WU OPraHOB yrpaBaeHus,
pPacrnoNoXeHHbIX Ha nepeaHen naHean kommyTtatopos MES2424 u MES24248B.

Tabnvua 13 — OnucaHue pa3bemMoB, MHAMKATOPOB MU OPraHOB yNpaB/ieHUA nepegHeln NnaHeim KOMMyTaTo-
poB MES2424, MES2424B, MES2448 DC, MES2448B n MES2448E

No dnemeHT nepeaHen Onncanme
naHenm
1 ~110-250VAC, 60/50Hz max | Pasbem O/19 MOAKMHOYEHUA K UCTOYHMKY 3S/1EKTPOMUTAHUA MepeMeHHOro
1A TOKa
1.1 | 12vDC max 2A Pazbem Ans NoAKNOUYEHUA K aKKYMYIATOPHOM H6aTapeun
Power MHAMKATOp NUTaHMA YCTPOMCTBA
Alarm MHanKaTop neperpesa
2 Master NHanKaTop pexkrnma paboTsbl ycTpoiicTea (BeayLumii/segombiii)
Battery (ana MES2424B, NHAanKaTop paboTbl akKyMynaTopHoi H6aTapeun
MES2448B 1 MES2448E) AnKarop p yMynATop P
3 Unit ID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE
KOHCONbHbIM NOPT ANA NOKANBbHOFO YNpaB/eHUA YCTPOUCTBOM.
PacnuHoBKa pa3bema cneaytowan:
1 Hewncnonb3yeTtcA
2 He ucnonb3yeTca
3 RX
4 GND
4 Console 5 GND
6 TX
7  He ucnonb3yeTcA
8 He ucnonblyerca
9  He ucnonb3yerca
Pacnalika KOHCONbHOTO Kabena npuseaeHa B NPUIOKEHUM A.
PyHKLMOHaNbHAA KHOMKA A/1A Nepe3arpysku yCTpoicTea 1 cbpoca K 3aBoa-
CKMM HaCTpoOiKam:
5 r - MPM HAXKATMM HA KHOMKY ANTEeNbHOCTbI0O meHee 10 ¢ nponcxoanT nepesa-
rpy3Ka yCTpOKCTBa;
- MPM Ha)KaTUM Ha KHOMKY aautesnbHocTbio H6onee 10 ¢ npoucxoaut cbpoc
HACTpOeK YCTPOMCTBA A0 3aBOACKON KoHdUrypaumu.
[1-24], [1-48] ana MES2448
6 DC, MES2448B 1t MES2448E Moptbl 10/100/1000BASE-T (RJ-45).
7 [XG-1 - XG-4] MopTbl 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+).

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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1.4.2 3adHaa naHens ycmpolicmea

BHewHW BUA 3aaHen naHenn KommyTtaTopoB MES14xx n MES24x npmBeAeH Ha pUCYHKaX HUMKeE.
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PucyHoK 22 — 3aaHAa naHenb kKommyTtatopos MES1428, MES2428, MES2428T, MES2428B, MES2408I1P

DC1, MES2408P, MES2424 n MES2424B
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PucyHoK 24 — 3aaHAA naHenb KommyTtatopa MES2428P
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PucyHoK 27 —3aaHAa naHenb KommyTatopa MES2448E
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B Tabnuuax 14 wu 15 npuBeaeH nepeyeHb Pa3bemMoB, PACMO/IOXNEHHbIX Ha 3agHen naHenu
KOMMYTaTOpPOB.

Tabnnuya 14 — OnucaHMe pasbemMoB 3aAHen naHenu KommyTtatopoB MES1428, MES2428, MES2428T,
MES2428B, MES2408IP DC1, MES2408P, MES2424 n MES2424B

Ne dnemeHT 3agHei naHenu OnucaHue

. o
1 Knemma 3azemneHuna = Knemma gna 3asemneHuna ycTpomcrea.

Tabnmua 15 — OnucaHue pasbemoB 3aaHeN naHenn kommyTtatopa MES2428P, MES2448 DC, MES2448B u
MES2448E

Ne dnemeHT 3agHei naHenu OnucaHue

1 BeHTUNATOPBI ANA OXNaXKAEHUA YCTPOMCTBA.

2 Knemma 3asemnenna = Knemma gna 3asemneHuna ycTpomncrea.

3 12VDC max 2A Pazbem Ans NoAKNOUYEHMA K aKKYMYNATOPHOM 6aTapeun

4 ~110-250VAC, 60/50Hz max Pasbem Ana NoAKNOYEHUA K UCTOYHWUKY SNEKTPONUTAHMA MepemMeHHOro
1A TOKa

5 [XG-5 — XG-6] MopTbl 2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1.4.3 bokosble naHenu ycmpolicmea
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PucyHok 29 — Jlesasa 60KoBan naHenb Ethernet-kommyTtaTopos

Ha 60KoBbIX NnaHenax yCTpOﬁCTBa pacnonoxeHbl BEHTUNALMOHHbIE pPeLleTKN, KOTOPble CAyXaT ANA
oTBoAa Tenna. He 3aKprBaﬁTe BEHTUNAUNOHHbIE OTBEPCTUA NMOCTOPOHHMMU NpeamMeTamu. 370 MmoxKeT
npumeecTn K neperpesy KOMMNOHEHTOB YCTDOVICTBa 1 Bbi3BATb HApPyLWeEHNA B €ro pa60Te. PekomeHpgaumn no
YCTaHOBKe YCTpOVICTBa pacrnonoeHbl B pasgene «YCTaHOBKA M NOAKAOYEHUE Y.

1.4.4 KoHcmpykmueHoe ucrnosaHeHue kKommymamopa MES3708P

B AaHHOM pa3aesie oNMCcaHO KOHCTPYKTUBHOE ncnonHeHue Ethernet-kommyTtatopa MES3708P.

YCTPOWCTBO COCTOUT M3 OCHOBHOM NAaThl, NAaTbl 6/10Ka NUTAHUA U MoAyAel 3awwmTbl nopToB Ethernet
10/100/1000BASE-T oT nepeHanps»eHui. MnaTbl pacnonosKeHbl B MeTaiIMYEeCKOM Kopryce.

[na KpenneHua YCTPOMCTBA Ha Kopnyce NpeayCMOTPeH MeTa/l/IMYecKUin Kpiok. KpenneHue
NOABECHOE, Ha LWTaHry TONLWMHOM He 6onee 8 mm. MogKnoUeHME MUTAHUA U CeTEBbIX WHTepdelicos
NPOM3BOAMUTCA K pa3bemam, PacnosIoKeHHbIM BHYTPWU Kopnyca. BbiBog, NpoOBOAOB HAPYXKYy BbINOHAETCA
yepes npeaHasHauYeHHble A1A 3TOro OTBEPCTUA B Kopnyce.
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Ha pucyHKe 30 noKa3aHbl OCHOBHbIE KOMMNOHEHTbLI U pa3bembl MES3708P.
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PucyHok 30 — OCHOBHble KOMMNOHEHTbI U pasbembl MES3708P

B Tabnnue 16 npuBeaeHo onncaHMe OCHOBHbIX KOMMNOHEHTOB U pa3bemoB MES3708P.

Tabanya 16 — OnucaHne OCHOBHbIX KOMMNOHEHTOB U pasbemoB MES3708P

1 Pasbembl 4018 YCTaHOBKM ONTUYECKUX TpaHcueepos 100BASE-FX/1000BASE-X (SFP)

2 OcHOBHasnA nJaTa ycTpoincTea

3 Mnata 6n0Ka NUTaHMUA
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Paszbem gna NOAKNOYEHNA K UCTOYHUKY 3/1EKTPONUTAHMA NepeMEHHOro ToKa

Pasbembl 4ns NOAKIUEHNA Moay el 3awmTbl noptos Ethernet 10/100/1000BASE-T oT nepeHanps»KeHui

Mogaynu 3awmTbl noptos Ethernet 10/100/1000BASE-T oT nepeHanpsiskeHui

Knemma gna 3aszemneHua YCTDOVICTBa

Pasbembl 419 NOAKAOYEHUA YCTPOMCTB IoKanbHOM ceTn Ethernet

O (0 (N |O | U | >

lFepmoBBOA, AN1A Kabens aneKTponuTaHus

10 | FlepmoBBOA A5 MeAHbIX U ONTUYECKUX Kabenelt nokanbHon cetn Ethernet

11 | Pa3bem gns NOAKAOYEHMA K KOHCOIM YCTPOMCTBA Yepes uHTepdeic RS-232

1.4.5 Ceemoeas uHoukayusa

CocrosaHue nntepodeiicos Ethernet nHauumpyetca asyma ceetoamMoaHbIMu MHAnKaTopamu, LINK/ACT
3esieHoro ugeta n SPEED aHTapHOro useTta. PacnonoXeHue cBeToAN0A40B NOKAa3aHO Ha pucyHKax 31, 32.

(O LNK
() sPD

PucyHok 31 — BHewHM BuA pasbema SFP

LINK/ACT

G
iy

SPEED

PucyHok 32 — BHelwHM BMA pa3bema RJ-45

Tabnuvua 17 — CseToBas nHauKauma coctoaHuna Ethernet-noptos 10/100/1000BASE-T

CBeyeHue nHaAnKaTopa

CBeyeHue uHANKaTopa

CocroaHue uHtepdeiica Ethernet

SPEED LINK/ACT
BbikntoueH BbikntoueH MopT BbIKNOYEH AN COEANHEHME HE YCTAHOBAEHO
YcTaHoBMEHO coeamHeHne Ha ckopocTn 10M6éut/c nan
BbikntoueH [opuT noctoAHHO

100M6uT/c

[opuT NoCTOAHHO

[opuT nocToAHHO

YcTaHOB/IEHO coenHeHne Ha ckopocT 1000M6uT/c

X

MwuraHune

MaoeT nepegaya AaHHbIX

CuctemHble MHAMKaTopbl (Power, Alarm) cay:aT gna onpegeneHus cocTosHuA paboTbl y3nos
KoMmMmyTaTopos cepum MES14xx, MES24xx.

Tabnmua 18 — CeeToBas MHAMKALMA CUCTEMHbIX MHANKATOPOB

HassaHue DyHKLMUA ”
CocTrosiHue UHAMKaTopa CocrosHMe ycTpoucTea
MHAMKKaTopa MHAMKKaTopa
BbikatoyeH MuTaHWe BbIKAHOYEHO
CocTosAHue o MuTaHne BKAOYEHO, HOPMa/bHasA
3eneHbliA, ropuT NOCTOAHHO o
Power WUCTOYHWKOB paboTta ycTpolicTea
nUTaHUA . CamoTecTMpoBaHMe YyCTPOMCTBA NpU
3eneHblii, mepuaeT
crapte (POST)
Al CocTosiHue He roput HopmanbHas paboTa ycTpoicTea
arm o "
yCTpOMUCTBa KpacHbIN, ropuUT NOCTOAHHO MNeperpes

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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MoakntoueH notpebutens PoE (roput

NHpukaTop 3eneHbli, rOpUT NOCTOAHHO N
WHAMKATOP, COOTBETCTBYHOLLMI NOPTY)
PoE cocTtoAHnA PoE- <
nopToB KpacHbIn, roput NOCTOAHHO Owwnbka PoE Ha nopTy
BbiKntoyeH Motpebutens PoE He noakaoyeH
MpusHak . YCTPOICTBO ABASAETCA KMAcTEPOM»
3eneHbli, rOpUT NOCTOAHHO
BeAyliero cTeKa
Master yCTpoWcTBa YCTPOWCTBO He ABNAETCA KMacTepom» B
npu pabote B BbikntoueH CTeKe UK He 3aaH peXxnm
cTeke CTEKMPOBaHUA
WHankaTop 3eneHbliA, rOpUT NOCTOSHHO AKB noagkntoueHa
Battery cocToAHMA KpacHbilif, FOpuT NOCTOAHHO Hu3kuit yposeHb 3apaga AKB
AKKYMYIATOPH

ol batapeu

BbikntoueH

AKB oTKkntoyeHa

1.5 KomnaeKT nocraBKku

B 6a30BbIii KOMNAEKT NOCTABKM BXO4AT:

— Ethernet-kommyTaTop;

— KomnnekT Kpenea B CTOMKY;
—  WHyp nuTaHma EBpoBuaka-Cl3 1.8m (ansa mogeneii c AC-nutaHuem);
—  WHyp nuTtaHma NBC 2x1.5 2m (ana moaeneit ¢ DC-nutaHuem);

— MNamATKa o0 AoKyMmeHTauuu;
— CepTuduKaT COOTBETCTBUSA;
— Nacnopr.

Ecam niaukartop Alarm u uHaukatop PoE 0g4HOBpeMEHHO ropAT KPacHbIM LBETOM, — 3TO
CUrHaNU3MpPyeT 0 KpUTUUYECKoi ownbKke PoE.

Mo 3aKka3y Nnokynateasa B KOMMAEKT MOCTaBKM ONUMOHA/IbHO MOTYT ObITb BKNIOYEHDI:

PykoBoACTBO MO 3KcnayaTauumn Ha CD-amcke;
KoHCONbHbIN Kabenb;
SFP/SFP+ TpaHcuBepbl.

36

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




HELTEX

2 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasaene onucaHbl NpoLeaypbl YCTAaHOBKM 060pyA0BaHUA B CTOMKY M NOAKAOUYEHUSA K NK-
Talowen cetu.

2.1 KpenneHue KPpOHLWTENHOB

B KOMMNAEKT NOCTAaBKM YCTPOMCTBA BXOAAT KPOHLUTEMHbI 415 YCTAaHOBKWU B CTOMKY M BUHTbI A1A Kpen-
JIEHMA KPOHLUTEMHOB K KOPNyCy yCTPOoMCTBa. [11A YCTAaHOBKU KPOHLUTENHOB:

PucyHok 33 — KpenneHune KpoHLITENHOB

1. CoBmecTuTe YeTblpe OTBEPCTUA A/1A BUHTOB Ha KPOHLUTEMHE C TaKMMMU XKe OTBEPCTUAMM Ha
H60KOBOI NaHe M yCTPOCTBa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOPMYyCy.

3. MosTopuTe geicTeua 1, 2 Ans BTOPOro KPoHLWTENHa.

2.2 YcTaHOBKA YCTPOMCTBA B CTOMKY

[N yCTaHOBKM YCTPOMCTBA B CTOMKY:

1. TpunoxKnTe yCTPOMCTBO K BEPTUKAbHBIM HAaNpPaBAAIOLWMM CTONKMN.

2. CoBMecTUTe OTBEPCTUA KPOHLUTEMHOB C OTBEPCTUMAMM HA HaNpPaBAAIOLWMX CTOMKMK. Mcnonb-
3yiTe OTBEepCTMUA B HaMPaBAAOWMX HA OAHOM YPOBHe C 06enx CTOPOH CTOMKM, ANA TOro
4TO6bI YCTPONCTBO PACNONaranoCb ropU3oHTaAbHO.

3. C nomoLLbto OTBEPTKMU MPUKPENUTE KOMMYTATOP K CTOMKE BUHTaMM.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P 37
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PucyHoK 34 — YcTaHOBKa YCTPOIACTBA B CTOMKY

Ha pucyHKe 35 npuBegeH npumep pasmelleHns kKommytatopoB MES14xx n MES24xx B cTolKe.

o MES14xx/MES24xx N1 (o]
o KabenbHbI opraHansep o
o|  MES14xxMES24xx N2 o
o KabenbHbIn opraHainsep o
o|  MES14xxMES24xx N3 o
o KabenbHbIi opraHansep o
o  MES14xwMES24xx N4 o
o KabenbHhlin opraHanaep (o}
o _ MES14xx/MES24xx N5 o
o KabeneHelin opraHainaep (]

PucyHok 35 — PasmeweHne KommyTtaTopoB MES14xx n MES24xx B CTOMKe

’l He 3aKpbiBaliTe BEHTUNALMOHHDbIE OTBEPCTUA, @ TaKKe BEHTUIATOPbI, PACNoOIOXKEeHHblIe Ha
3aAHel naHenun, NOCTOPOHHUMU MpeamMeTamMmu BO u3bexkaHuMe neperpeBa KOMMOHEHTOB
KOMMYTaTOpa M HapylueHuA ero paborbl.
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2.3 MoaknioueHue NUTaloLWEN ceTU

Mpexae, 4em K yCcTpouncTBy byaeT nogKatovyeHa nNuTarowas ceTb, HE0bXoAMMO 3a3eMANTb
Kopnyc ycTpoicTBa. 3a3emsieHne HeobxoAMMO BbINOAHATb U30/IMPOBAHHbIM MHOTOMWUb-
HbIM MPOBOLOM. YCTPOMCTBO 3a3eMJIEHMA U CEYEHME 3a3eMAIOLLETO NPOBOAA AOMKHbI CO-
OTBETCTBOBaTbL TpeboBaHMaAmMmM Y3,

MopKnoueHUe A0MKHO OCYLLECTBAATLCA KBAMMPULMPOBAHHBIM CNELUaNncTom.

Ecnn npepgnonaraetca NOAKAOYEHME KOMMNbIOTEPA MM MHOTO 06OpYyAOBaHMA K KOHCOJb-
HOMY MOPTY KOMMYTATOpPA, 3TO 060pPYA0BaHME TaKKe AO0MKHO OblTb HaAEHKHO 3a3EM/IEHO.
MogKNtouMTE K YCTPOUCTBY Kabesb NMTaHMA. B 3aBMCMMOCTM OT KOMMJ/IEKTaUMKn YCTPOICTBa,
NMUTaHWE MOKET OCYLLECTBAATLCA OT CETU NEepPeMEeHHOro ToKa, IMbo OT CeTU NOCTOSHHOTO
ToKa. [MpM NoAKNOYEHNN CETU NEPEMEHHOTO TOKA C/ielyeT UCMO/b30BaTh Kabesnb, BXOAALLUN
B KOMMJIEKT yCTpOWMcTBa. N5 NOAKNIOUYEHMA K CETU NOCTOAHHOMO TOKAa UCMOJIb3yNTe NPoBOA,
ceyeHmem He meHee 1 mm>2.

Bo u3berkaHMe BO3HMKHOBEHUA KOPOTKOrO 3aMblKaHMA NpPU MNOAKAIOYEHUM K CeTU
NOCTOAHHOrO TOKa PEKOMEHAYeTCA NPOM3BECTU 3aUMCTKY NPOBOAA Ha AANHY 9 MM.

Llenb nuTaHnA NOCTOAHHbIM TOKOM A0/1)KHA coaep:KaTb yCTpOﬁCTBO OTK/1II04YEeHNA NUTAaHUA C
¢M3VI‘-IECKMM pa3beguHeHunem coeguHeHua (BbIKﬂI-O‘-IaTEHb, pa3bem, KOHTAKTOpP, aBTOMATU-
YecKuit BbiKNloyaTenb U T.0.).

4. BKAlouYMTE NUTaHMeE yCTpolcTBa M ybeanTechb B OTCYTCTBUM aBapuii NO COCTOSHUIO MHAMKATO-

pOB Ha nepegHein NnaHenu.

Ona nogknoueHna K MES3708P nutatowieit ceT He06X0AMMO CHATb KPbILKY YCTPOMCTBA,
OTKPYTMB OTBEPTKOI1 18 BUHTOB, PAcNONOXKEHHbIX NO Kpasim.

2.4 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

YcTaHOBKa ONTUYECKUX MOAVHEﬁ MOXeT NPpon3BoaAnNTbCA KaK Npu BbIK/IIOYEHHOM, TaK U NpU
BK/IIOYEHHOM yCTpOﬁCTBe.

PekomeHayeTcAa pasgenbHoe noakntoyeHue SFP-tpaHcMBepa M onTUYECKOro naty-Kopaa B
cnor.

1. BcraBbTe BepxHUin SFP-MoAy b B C/IOT OTKPbITOM YacTbio pa3sbema BHM3, a HUKHWUI SFP-mo-

AY/1b OTKPbLITOM YacTblo pa3bema BBEPX.
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DELTEX

PucyHoK 36 — YcraHoBKa SFP-TpaHcuBepos

2. Hapasute Ha moaynb. Korpa oH BCcTaHeT Ha MecTo, Bbl ycabliwnte xapaKTeprlﬁ LeN4yoK.

PucyHok 37 —YctaHoBneHHble SFP-TpaHcuBepbl

Ona ypaneHna TpaHcusepa:

1. OTKpoiiTe 3aLLenky moayns.

PucyHok 38 — OTKpbITHe 3awenkn SFP-TpaHcueepos

2. W3Bnekute moaynb 13 cnoTa.

PucyHok 39 — U3BneuveHune SFP-TpaHcuBepoB
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3 HAYAJNIbHAA HACTPOMKA KOMMYTATOPA

3.1 Tlopauue Knasuwu

CoueTaHue KnasuLl OnucaHue
Ctrl+A BepHyTbcA K Hayany CTpoKu
Ctrl+E BepHyTbCA K KOHLLY CTPOKM
Ctrl+F MpoaBMHYTLCA BNepea Ha O4MH CUMBO
Ctrl+B MpoaBWHYTLCA HAa3ag, Ha OAMH CUMBOA
Ctrl+D YaanuTb AaHHbIA CUMBO
Ctrl+U,X Yaanntb Ha4yano CTPOKM 40 CMMBOAA
Ctrl+K Ypanutb KOHew, CTPOKM Noc/ie CMMBOAA
Ctrl+w Ypaannte npegblayliee c10Bo
Ctrl+T MepemecTuTb NpeablaAyLWnin CUMBO
Ctrl+P MepenTn K NpeablayLLen CTPOKe B UCTOPUN KOMaHA,
Ctrl+N MepenTn K cieayloLLel CTPOKE B UCTOPUU KOMAHA,
Ctrl+Z Bo3BpaT K KopHeBomy pexxkumy CLI

3.2 HacrtpoWKka TepmuHana

Ha KomnbloTepe 3anycTuTb Nporpammy amynauum tepmuHana (HyperTerminal, TeraTerm, Minicom)

M nponssectn cnegyrwouwme HaCTpOVIKMI

Bbl6paTb COOTBETCTBVIOLLI,MVI I'IOCI'Ieﬂ,OBaTe}'IbeIﬁ nopT;

—  YCTaHOBWUTb CKOPOCTb Nepeaaun aaHHbIX — 115200 604;

— 3apaTtb GpopMaT AaHHbIX: 8 BUT AaHHbIX, 1 cTONOBbIN BUT, 6e3 KOHTPOIA YETHOCTY;

—  OTK/JIKOYUTb annapaTHOe U NporpaMmmHoe ynpasaeHme NoTOKOM AaHHbIX;

— 334aTb pPeXxum smynauuum TepmuHana VT100 (mMHorMe TepmMHafbHble MPOrpamMmbl
NCMNONb3YIOT AaHHbIA PEXMM IMYNALMM TEPMMHAA B KAYECTBE PEXKMMA NO YMOIHAHUIO).

3.3 BKAlueHMe ycTpoiicTBa

YCTaHOBUTb COegUHEHNE KOHCONN KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenoBatesibHoOro
MHTepd>el7|ca KOMMNbKOTEPQA, HA KOTOPOM YCTaHOB/NIEHO NMPOrpaMmmHoe obecneyeHune IMYyNAUNN TEPMUHANA.

BKAOUNTb  yCTpoWMcTBO. [pM  KaKAOM  BKIOYEHMM KOMMyTaTopa

3anyCckaetca npouecc

WHWUMANM3ALMM YCTPOWCTBA, NOC/NE KOTOpPOM HeobxoAMMO MNpoWTH npouesypy aBTopu3auuu gas

AanbHenwen paboTbl C KOMMYTAaTOPOM:

ISS login:admin
Password: ***** (admin)
console#
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3.4 3arpy3o4yHoe MeHIo

Onsa Bxoda B 3arpy3o4yHoe MeHlo cneayeT NoAKAUUTLCS K YCTPOUCTBY Yepes uHTepdenc RS-232,

nepe3sarpysnTb YCTDOﬁCTBO M BBECTU Naposib ANA 3arpysoyHoOro MeHW B Te4dyeHue 3-x CeEKyHA nocne
noABNEHNA CTPOK!

U-Boot 2011.12.(2.1.5.67086) (Feb 18 2019 - 06:43:17)

Board: RTL838x CPU:500MHz LXB:200MHz MEM:300MHz
DRAM: 256 MB

SPI-F: 1x32 MB

Loading 65536B env. variables from offset 0x110000
chip index= 23

Switch Model: MES2428 board (Port Count: 28)
Switch Chip: RTL8382
khkhkhkkhkhkhkhkkhkkhkhkhkhhkkhkhkhrhkhkkhkhhkhhkkhkhkhrhkkhkkhhkhkhhkkhkhkrhkkhkkhkhkhrrhkhkhxkhk*k
#### RTL8218B config - MAC ID = 0 ####

Now External 8218B
khkhkhkhkhkkhhkhkhkhkhkhhkhkhhhrhkhhkhkhkdhhkhkhkrhkhkrkhkhkhhkrhkhkhkhkhkdhkrkrkkhx
#### RTL8218B config - MAC ID = 8 ####

Now Internal PHY
hAhkhkhkkhkhkhkhkkhkkhkhkhkhhkhkhkhrhkhkkhkhkhkhrhkhkhkhrhkkhkkhhkhkhhkkhkhkrhkkhkkhkhhrrhkkhkhhxkhxk*k
#### RTL8218B config - MAC ID = 16 ####

Now External 8218B

Kk hkhkhkhkkhhhkhkhkhkhhkhhhhkhrkhkhhkhkhkdhhkhrhkrhkhkhrhhkh ok hkhkhkhkdhkrkrkkhx
**x%%x RTL8214FC config - MAC ID = 24 **x*

Now External 8214FC

Net: Net Initialization Skipped

rt18380#0

Autobootin 3 seconds..

’ I'Iaponb OT 3arpy3o4yHoOro meH No ymo/i4aHUio ana ecex yCTpOFICTB «eltex».
adRe)

Bua 3arpy3o4HOro meHio:

Startup Menu

[11]
(2]
[31]
4]
[51]

Restore Factory Defaults
Boot password

Password Recovery Procedure
Image menu

Serial bandwidth

Enter your choice or press 'ESC' to exit:

Tabanua 19 — PyHKUMM MHTepdelica 3arpy304HOro MeHHo

DyHKYUA OnucaHue
Restore Factory Defaults BoccTaHOBUTbL 3aBOACKME HAaCTPOMKK.
Boot password M3meHeHWe Napona Ha 3arpy304HOe MeHHo.

Password Pecovery Procedure | BoccTtaHoBneHue ycTpadeHHoro napons. Mpu cnegyiowei 3a-

rpyske ocHosHoro MO nosab3oBaTeNb CPasy NONALET B PEKUM
privil EXEC 6e3 BBOZa napons.

Image menu BblbpaTb aKTUBHbIM 06pa3 cuctemHoro MO. Ecav HOBbLIN 3arpy-

eHHbI ¢ahn cuctemHoro MO He BbIGpaH aKTUBHbLIM, TO
YCTPOMCTBO BbINOHUT 3arpy3Ky C UCMOAb30BAHMEM TeKyLLero
aKTMBHOro obpasa.

Image menu
[1] Show current image —npocmoTp aKTUBHOIO c/10Ta C 06pasom
no;
[2] Set current image —BbI6Op akTUBHOrO cNOTa cuctemHoro MNO;
[3] Back.

Serial bandwidth BblbOp CKOPOCTU NOCNef0BaTENbHOIO MHTepdeiica.
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[nA BbIXxoAa M3 3arpy304HOro MeHto 1 NPoAO0IKEHMA 3arpy3Kn oCHOBHOro obpasa M0 Heobxoanmo
HaXaTtb <Esc>.
Ecnun B TeyeHMe 1 MUHYTbI He BblIGpPaH HU OAUH U3 NYHKTOB MEHI0, 3arpy3Ka ycTpoicTBa npo-

.’ AONKHNTCA.

3.5 Hacrtpo#ka pyHKUMU KOMMmyTaTOpa

®YHKLMM NO HAYaNbHOMY KOHPUIYPUPOBaHMIO YCTPOMCTBA MOXKHO Pa3aenTb Ha ABa TUNa:
— ba3oBas HacTpoiKa — BKAtoYaeT B ceba onpeaeneHune 6a3oBbix GyHKUMIA KOHOUIYpaLmn 1

HaCTPOWKY AMHaMMYecKux IP-agpecos.

— Hactpoiika napameTpoB cuctembl 6e30MacHOCTU — BK/KOYaEeT yMpaB/ieHUe CUCTEMOM
6e3onacHOCTU Ha ocHoBe mexaHn3ama AAA (Authentication, Authorization, Accounting).

/7 Mpwu nepesarpysKe ycTPOMCTBA BCe HECOXPaHEHHbIe AaHHble 6yayT yTepaAHbl. AnA coxpaHe-
HUA N06bIX BHECEHHDbIX U3MEHEHUW B HAaCTPOIKY KOMMYTaTOPa UCNO/Ib3YeTca c/ieayioLLan

KOmaHAa:

console# write startup-config

3.5.1 AsmomamuuecKkasa Hacmpolika napamempoe Kommymamopda
(Zero Touch Provisioning)

B uenAax aBTomaTM3auMM ynpasJeHUs KOMMYTaTOPOM Ha YCTpoicTBe noagep:kaHa ¢yHkuma ZTP

(Zero Touch Provisioning). JaHHaa ¢yHKUMA NO3BOAAET NOMYYUTb HACTPOMKY HEKOTOPbLIX onuuii ot DHCP-
cepBepa Ha 3Tane NoAKAYEHMA YCTPOICTBA. 1o ymonyaHuio ZTP BKAKOYEH aBTOMATUYECKU.

KomaHObI pexcuma 2a06an6Hol KoOHguU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxunma rnobanbHoM KoHbUrypaumm:

console (config) #

Tabanuya 20 — KomaHAabl pexkmma rnobanbHoM KoHpUrypaumm
Komanda 3HayeHue/3HayeHue no Neiicmeue
YMOAYAHUIO
ztp enable BkntounTb paboty dpyHKumm ZTP.
V Mo ymonuanuio ZTP nopaepkuBaeT nepegayy onuui
43, 66, 67. MNoponuuu pgna 43 onuyuu:
-/BKAtOYEHO, 3anycKaeTcs -1-image
BHaya/e cTapTa NpOLUNBKMU -2 — bootfile
-3 — config-file
-4 - tftpserver
ztp disable OTKNOUNTb paboTy dyHKumm ZTP.

3.5.2 bas3osaa Hacmpolika Kommymamopd

[na Hayana KOHPUrypaumm ycTpoicTBa He0bX04MMO NOAK/IOUMTL YCTPOMCTBO K KOMMNbIOTEPY Yepes
nocaenoBaTeNbHbIM NOPT. 3anycTUTb Ha KOMNbIOTEPE NPOrPaMmy IMYAALUN TEPMUHANA COTNIACHO MYHKTY

3.2 «HacTtpolika TepMmuHana».
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Bo Bpems Haya/bHOW HACTPOIMKN MOXKHO onpenenntb nHTepdeiic, KoTopblin byaeT NCNOIb30BaTbCA
ONA NOAKNOYEHUA K YCTPOMCTBY YAaNIEHHO.

basoBasn HacTpoliKa BKAlOYaeT cneaytollee:

1. 3apaHve naponsa ana nonb3osatens «admin» (c ypoBHem npusuaernin — 15).
YpaneHue y4eTHOM 3anmncK «guest» Unm usmeHeHue naponsa aAna Heé.
Co3f,aHue HOBbIX Mo/sib3oBaTenen.

HacTtpoiika ctatuyeckoro IP-agpeca, Macku NoACETU U LWIO3a NO YMOIYAHUIO.
HacTtpoiika napameTtpoB npoTokosia SNMP.

vk wn

3.5.2.1 3adaHue naponsa 018 nonvzoeamensa «admin» u co30aHue HoabIxX nosab3zoeamesneii

[na o6ecneueHnn 3alMULLEHHOrO BXOAa B CUCTEMY HEO6X04MMO Ha3HauYUTb Napob NPUBYU-
e NnernpoBaHHOMY nosb3oBartesnto «adminy,

Mma nonb3oBatena w naponab BBOAUTCA NpM BXOAe B CUCTEMY BO BpemA CeaHCoB
AOMUHUCTPUPOBAHUA yCTpOﬁCTBa. [na co3gaHmAa HOBOro Nosib3oBaTesia CUCTEMbI AN HaCTpOVIKM noboro
M3 NapameTpoB — MMEHWN NO/1b30BATENA, NAPOA, YPOBHA I'IpMBMHEFMﬁ, MCNONb3YyOTCA KOMaHAbI:

console# configure terminal
console (config) # username name password password privilege {1-15}

V“ YpoBeHb npuBuaeruii ¢ 1 no 14 paspeluaer 4oCTyn K YCTPOWCTBY, HO 3anpeLuaeT HaCTPOMKY.
YpoBeHb npuBuneruii 15 paspeluaer Kak 40CTyN, TaK M HAaCTPOIKY ycTpoiicTBa.

Mpumep KoMaHAa 414 3a43aHKna nosib3osaTento «admin» napons «Eltex_1» 1 cosaaHua nonb3osarens
«operator» c naponem «Pass_2» 1 yposHem npusunermii 1:

console# configure terminal

console (config) # username admin password Eltex 1

console (config) # username operator password Pass 2 privilege I
console (config) # exit

console#
/‘ MHdopmauma 0 NOKaNbHbIX YYETHbIX 3aNUCAX XPaHUTCA B 3HEProHe3aBUCMMON NaMATU U
MoeT 6bITb oumLLeHa KomaHaoii 'delete startup-config'.
' ' Heobxoamumo 6paTb B KaBbIUKU MMEHA YUETHbIX 3anMcel U NApPoan, cogepiKalyme cneucum-
N BOJIbI.

3.5.2.2 Hacmpoiika cmamu4eckozo IP-adpeca, macku nodcemu u wst03d 1o yMosa4YaHuo

[na BO3MOXHOCTM ynpaBieHUs KOMMYTaTOPOM W3 CETU HeobxoAMMO HasHauuTb yCTponcTey IP-
afpec, MacKy noaceTu U, B Cyvae ynpaBaeHWA U3 APYron CeTH, W3 N0 yMoAYaHui. IP-agpec MoXKHO
HasHaunTb nbomy WHTepdeincy — VLAN, ¢dusmyeckomy nopTy, rpynne MNopToB (MO yMOAYAHWUIO Ha
uHTepoderice VLAN 1 HasHaueH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec Wwnto3a AOMKEH
NPUHaZNEeXKaTb K TON e NOACEeTH, YTO U 0AMH U3 IP-uHTepdeicoB ycTponcTBa.

V IP-agpec 192.168.1.239 cywecTByeT A0 Tex Nop, NoKa Ha nobom uHTepdeince ctaTMueckm
munu no DHCP He co3paH gpyroii IP-aapec. Mpu aTom Ha interface vlan 1 agonxkeH 6bITb BKAO-
yeH dhcp-knueHr.

V Mpu yaaneHuu Bcex IP-agpecoB KommyTaTopa A0CTYN K Hemy 6yaeT ocyw,ecTBaaTbea no IP-
agpecy 192.168.1.239/24. MNpu 3tom Ha interface vlan 1 gomKkeH 6biTb BKAoueH dhcp-
K/IMEHT.
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Mpumep KomaHa HacTponKku IP-aapeca ana nHtepderica VLAN 1

MapameTpbl UHTEpPOEliCa:

IP-adpec, HazHayaemeoili 0na uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a no-ymonyarHuro — 192.168.1.1

console# configure terminal

console (config) # interface vlan I

console (config-if)# ip address 192.168.16.144 255.255.255.0
console (config-if)# no shutdown

console (config-if) # exit

console (confiqg) #ip route 0.0.0.0 0.0.0.0 192.168.16.1

[na Toro utobbl y6eanTbea, UTo agpec bbin HasHaveH UHTepdelicy, BBeAMUTE KOMaHAY:

console# show ip interface

vlanl is up, line protocol is up
Internet Address is 192.168.16.144/24
Broadcast Address 192.168.16.255
Vlan counters disabled

3.5.2.3 Hacmpoiika napamempoe npomokosaa SNMP 8na docmyna K ycmpolicmey

YCTPOWCTBO COAEpP>KMT BCTPOEHHbIM areHT SNMP 1 noanepsusaeT Bepcum npoTtokona vl/v2c/v3.
AreHT SNMP nogaepknBaeT Habop cTaHAAPTHbIX NepemeHHbix MIB.

[ns BOSMOMKHOCTU aMUHUCTPUPOBAHUA YCTPOICTBA NocpeacTBOM npoTokona SNMP, Heobxoanmo
€034aTb X0TA 6bl 04HY CTPOKY coobLiecTsa.

dopmat KoHdurypaumm SNMP aoaxKeH NpUHMMaTh CAeayoLWnin BUA:

snmp user user

snmp community index indexNumber name community security user

snmp group groupname user user security-model version

snmp access groupname version read view write view notify view

snmp view view oid included

snmp targetaddr targetAddr param targetParam ip-address taglist taglist
snmp targetparams targetParam user user security-model version message-
processing version

snmp notify user tag taglist type type

B KayectBe npumepa byaem mcnonb3osatb Bepcuto snmpv2c. Cosgaamm nosb3osaTens USER,
npuHagnexauwero rpynne GROUP. [laHHbIil nonb3oBaTeslb JOMKEH MMETb BO3MOMKHOCTb MCMO/b30BaTh
community NETMAN, KoTopoii npucBoum uHaekc 1. Fpynne GROUP 6yaer paspelweH AoCTyn Ha
yTeHue/3anucb/nonyyeHne snmp-trap No obbeKTam, NpUHagNERaLLMM Viewiso. O6beKTbl, 41A KOTOPbIX
pa3pelleHa OoTnpaBKa TPanos, AO0KHbI NPUHaANeXaTb Ter-nnucty TAG, oTnpaBaATbCA Ha rpynny agpecos
ADDR, B KoTOpYt0 BXOAMUT IP-agpec 192.168.1.1. MapameTpbl OTNPaBKM yKa3sbiBatoTcA B targetparam TRAPS,
onpeaensemom gna nonb3osartena USER.

console (config) #snmp user USER

console (config) #snmp community index ! name NETMAN security USER

console (config) #snmp group GROUP user USER security-model vZc

console (confiqg) #snmp access GROUP v2c read iso write iso notify iso
console (config) #snmp view iso 1 included

console (config) #snmp targetaddr ADDR param TRAPS 192.168.1.1 taglist TAG
console (config) #snmp targetparams TRAPS user USER security-model vZc
message-processing vZc

console (config) #snmp notify USER tag TAG type Trap
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KomaHObI pexcuma 2106aabHol KoHpuU2ypayuu

Buza 3anpoca KOMaHAHOWM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:

console (config) #

Tabaunya 21 — KomaHzabl perknma rnobanbHom KoHPUrypaumm

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

snmp notify notify_name tag
tag_name type {trap |
inform}

snmp notify notify_name

notify_name: (1..32)
CUMBOAA;
tag_name: (1..32) cumBona
-/BbIK/IIOYEHO

AKTMBMPOBATb OTNPaBKY TPanos no cobbitnio login/logout.

OTKNOUYUTB OTMPABKY Tpanos no cobbiTuio login/logout.

snmp-server enable traps
dry-contacts

no snmp-server enable traps
dry-contacts

-/BbIK/IIOYEHO

AKTMBMPOBATb OTMPABKY TPANoB No cobbITUIO 3amblKaHWA/ pas-
MbIKaHWA CYXMX KOHTaKTOB.

OTK/IIO4UTB OTMPABKY TPanos no cobbITUIO 3aMblKaHmsa/
Pa3MbIKaHWUA CyXMX KOHTAKTOB.

snmp enable traps coldstart

AKTMBMPOBATL OTMPABKY TPanoB Mo cobbITUIO YKecTKol’ nepe-
3arpysku.

no snmp enable traps /BKniovero OTKNOYNUTbL OTNPABKY TPanoB No cobbITUIO ‘KecTKoi’ nepesa-
coldstart TPY3KK.
snmp enable traps warmstart AKTMBMPOBATb OTMPABKY TPANoB Mo cobbITUIO Nepe3arpysku
no komaHge ‘reload’.
-/BKIOYEHO

no snmp enable traps
warmstart

OTKAOUYUTB OTNPABKY TPAMNoB Mo cobbiTMIO Nepesarpysku no
KomaHge ‘reload’.

snmp user user_name
{EnginelD EnginelD}

no snmp user name

user_name: (1..32)
CMMBOJ/I0B

Co3sgatb SNMP-nonb3osarens.
- EnginelD — ngeHtnoukatop SNMP-ycTpoiicTea
BKnatoualouiee B ceba cneucMmBonbl user_name
H TpebyeTca yKas3biBaTb B KaBbluKax.

Ypanute SNMP-nonb3osartens.

snmp community index index
name name security
user_name

no snmp community index
index

index: (1..32) cumBonOB;
user_name: (1..32)
CUMBOJI0B

MpuBsA3aTb COO6LLECTBO C 3a4aHHbIM MHAEKCOM K paHee co-
34,aHHOMY M0/1b30BaTeN!O.
Y1066l paspewmnTb MCNoab30BaHMEe 0HOro crneymanbHOro
CMMBO/1a B Ha3BaHWW M UHAEKCe COOBLLEeCTBa, YKaKuUTe ero B
[ABOWMHbIX KaBbluKax. Ecin Ha3BaHWe M nHAeKc cooblecTsa co-
[AepKaT ToNbKo ByKBbI M LMbpPbI, TOrAa ABONHbIE KaBblYKK He
HYKHbI.
’ | Bknouatouiee B ceba cneucMmMBO/IbI cOmmunity Tpe-
H 6yeTcA yKa3bIBaThb B KaBbIYKaX.

Ypanute SNMP-coobuecTBO € yKa3aHHbIM MHAEKCOM.

snmp group group_name user
user_name security-model
{v1 | v2c |v3}

no snmp group group_name
user user_name security-
model {v1 | v2c |v3}

user_name: (1..32)
CMMBOJIOB;
group_name: (1..32)
CMMBO/IOB

Co3gatb SNMP-rpynny nav 1abanuy cootsetctauii SNMP-
nosnb3oBaresnen 1 npasua ob6o3peHnin SNMP.

Yaanute SNMP-rpynny.

snmp access group_name {v1
| v2c |v3} read
read_viewwrite write_view
notify notify_view

no snmp access group_name
{v1 | v2c |v3auth}

group_name: (1..32)
CMMBOJ/IOB

Paszpewunts SNMP-rpynne goctyn Ha YTeHue, 3anNncb U OT-
NpaBKy SNMpP-TPanoB No 06bekTam, NPUHaLIEKaLLUM
read/write/notify-view.

3anpetnute SNMP-rpynne A0OCTyn Ha YTeHMe, 3anucb 1 OT-
npaBKy SNMpP-TPanoB No 06bekTam, NpUHaSAEeKaLUM
read/write/notify-view.

snmp view view_nameOID
{included | excluded}

snmp view view_name OID

view_name: (1..32)
CMMBOJI0B

Co3gaTb MM pefakTupoBaTbnpaBuao obospeHuns ana
SNMP—paspeLuatouiee npasuao, 1Mbo orpaHuumnBatoLLee
cepsepy-obo3peaTtento goctyn K OID.

- OID — vaeHTndukatopa obekta MIB, NpenCTBEHHbIV B BUAE
nepesa ASN.1

- included — OID BKato4YeHa B Npasuio gna 0603peBaHus;

- excluded — OID uckntoyeHa B npasuao ans 06o3pesaHus.

YpanuTe npasuno obospenma ana SNMP.
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snmp targetaddr targetAddr targetAddr: (1..32) Co3gaTb rpynny aApecos, Ha KOTopble ByAyT OTNPaBAATLCA
param targetParamiP_addr CUMBOJIOB; TPanbl COrNAacHO NapameTpam Ter-aucTa.

taglist taglList targetParam: (1..32)

no snmp targetaddr CMMBO/IOB; YaanuTb rpynny agpecos, Ha KOTopble byayT oTNPaBAATbCA
targetAddr taglist: (1..255) cumBONIOB | Tpamnbl COrnacHO NapameTpam Ter-aucra.

snmp targetparams YKa3aTb napameTpbl OTNPaBKX TPanos, onpegensemble No/b-
target_param user user_name 30BaesieMm.

security-model {v1 | v2c | v3} user_name: (1..32)

. CUMBOOB;
message-processing {v1 | v2c

target_param: (1..32)
| v3}

CMMBO/I0B;

no snmp targetparams YaanuTb napameTpbl OTNPABKKW TPanos, onpeaensaemble nosb-
target_param 30Baesiem.
system location text Name:(1..255) cumBonios 3a4aTb MHGOPMALUIO O MECTOMO/IOKEHUM YCTPOMCTBA.
system contact text Name:(1..255) cumBonos 3a4aTb KOHTaKTHY MHbOPMaLMIO YCTPOMCTBA.

3.5.3 Hacmpoiika napamempos cucmemsi 6e3onacHocmu

Ons obecneyeHna 6e30MacHOCTM CUCTEMbI MCMOAb3yeTca MexaHuMam AAA  (ayTeHTUdMKaums,
aBTopusauma, yyet). Ana wndpposaHMA AaHHbIX UCNOb3yeTcs MexaHu3m SSH.

— Authentication (ayTeHTUdMKauMa) — conocTaBaeHUe 3anpoca CyLIecTBYHOLWENn YUYETHOMN
3anucu B cucteme 6e30nacHoOCTHU.

— Authorization (aBTopu3aLms, NPOBEPKa YPOBHA A0CTyMNa) — conocTaB/ieHne y4éTHOM 3anuncu
B cucteme (npowealuein ayTeHTMOUKaLMIo) M onpeaenEHHbIX NOAHOMOUYNA.

— Accounting (y4€T) — cnexeHue 3a noTpebneHremM pecypcos Nob30BaTeNIEM.

[Ipy MCHOOJB30BAHMUM HACTPOEK YCTPOMCTBA [0 yMOJIUAHMIO MMsS [IOJIb30BaTeys — admin,
napoJyic — admin. I[lapoJsib Ha3HAYAETCS IIOJIb30BAaTEJIEM.
/' Monb3oBatenb no ymonuyauuio (admin/admin) cywecteyer go Tex nop, NoKa He co3gaaH Nio-
601 gpyroii nonb3oBaTtenb C ypoBHeM npusunerui 15.

V Bcerga AOIXKEH CyLLeCcTBOBAaTb N0JIb30BaTe/lb C YypOBHEM NpuBeneruii 15.

Memoobl aymeHmuguKauuu U asmopusayuu mo2ym bbimb HaCMpoeHsbl 210641b6HO UaAU HG om-
0esibHble AUHUU.

KomaHObI pexcuma 2106aa6Hol KoOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rinob6anbHoM KoHbUrypaumm:
console (config) #

[nsa Bxoaa B peXnum KOHOUIypaumm AMHUIK MCNONb3YHOTCA KOMaHAbI:
line {console | telnet | ssh}

Bua, 3anpoca KOMaHAHOW CTPOKM pexkMma KOHOUIYpaLnmn AMHUIA:

console (config-line) #
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Tabnunua 22 — KomaHAabl perknma rnobanbHoM KoH(

burypaunm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

enable authentication
{local | radius | tacacs}

no enable authentication

-/BbIK/IIOYEHO

3afdatb MeTog, ayTeHTUdUKaLMM NoNb30BaTENA NMPU MOBbLILLEHUN
YPOBHSA NpuUBUAErUii ANnA KoHconw, telnet, ssh.
- radius — ncnonb3osatb cnucok RADIUS-cepBepoB anqa ayTeH-
TUdUKaLmu;
- tacacs — ncnonb3osatb cnncok TACACS-cepsBepoB Ana ayTeH-
TMdUKaLMK.

YCTaHOBUTb 3HAYeHUE NO YMOIHaHUIO.

login authentication
{radius | tacacs} [local]

no login authentication

-/local

3afaTb MeTof ayTeHTMdMKauMM Nonb3oBaTens npu Bxoge ANA
KoHconn, telnet, ssh

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.
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4 YNPABJIEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHAHOW CTPOKMU

Ona KoHPUrypauumn HacTPOEK KOMMYTATOPA UCMOJb3YETC HECKOIbKO PEXKUMOB. B KaXKa0oM pexxnme
OOCTyrneH onpeaeneHHbli CNMCOK KOMaHA. BBoa cMMBONA «?» CAYXKUT gns nNpocmoTpa Habopa KomaHg,
OOCTYMHbIX B KaXKA0M U3 PEXUMOB.

[na nepexoda M3 04HOTO peXMma B APYroi MCNONb3YHTCA cneuuanbHble KoMaHAabl. MepeyeHb
CYLLLECTBYIOLLMX PEXMMOB U KOMaH/, BXOAa B PEXKMM:

KomaHOAHbili pexcum (EXEC), naHHbIV peXumM AOCTyrNeH cpasy Nnocse ycnewHom 3arpy3kn KommyTa-
TOpa 1 BBOAA MMEHW No/ib30BaTeNs M Napons (4Ns HeENPUBUAETMPOBAHHOIO Noab3oBaTens). MpurnaweHune
CUCTEMbI B 3TOM PEXMME COCTOMT U3 MMeHM ycTpolicTBa (host name) u cumsona “>”.

console>

MpusuneaupoeaHHbIli KOMAHOHBIL pexcum (privileged EXEC), naHHbI pexKMM AOCTyNeH cpasy no-
C/e ycrewHoM 3arpy3kM KoMmyTaTopa, BBOAa MMEHM MoJib30BaTenNn U napons. MpurnaleHne cuctemol B
3TOM peXkume COCTOUT U3 MMeHU ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanwvHoli KoHpu2ypayuu (global configuration), naHHbIN peXxnum npegHasHayYeH Anq 3a-
OaHMA 06LWMX HacTpoeK KommyTaTopa. KomaHab! pexnma rnobanbHOM KOHGUTypaumm AOCTYNHbI U3 io-
60ro nogpexunuma KoHPUrypaumun. Bxog B perknm ocyLLecTBNfeTCA KOMaHAON configure terminal.

console# configure terminal
console (config) #

Pexcum KoHgpuzypayuu mepmunHana (line configuration), paHHbIN pexxMm npeaHas3HaYeH A/1a KOH-
durypaumm, ceasaHHoOM ¢ paboTon TepmMUHaANa. Bxoa B perrMm OCYLLECTBAAETCA U3 PeXMMa r1obanbHoM
KOHUrypaumm KomaHaon line console.

console (config)# line console
console (config-line) #

4.1 ba3oBble KOMaHAbI

KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnnua 23 — basoBble KOMaHAbI, AOCTYMHble B pexume EXEC

Komanda 3HayeHue/3HayeHue eiicmeue
Mo ymon4aHuio
enable [priv] priv: (1..15)/15 MepekNoUnTLCA B NPUBUAETMPOBAHHDBIN PEXUM (€CAN 3HAYEHUE
He yKa3aHo — TO YpoBeHb npusuneruit 15).
logout - 3aBeplueHuWe TeKyLLel CecCMmU U CMeHa No/b30BaTesNs.
exit - 3aKpbITb aKTUBHYIO TEPMUHA/IBHYIO CECCUIO.
help 3anpoc cnpaBo4YHoOW MHPopmauum o paboTe mHTepdelica Ko-
i MaHAHOW CTPOKM
show privilege - Moka3aTb ypoBeHb NPUBUAETUIA TEKYLLETO NO/b30BaTENS.
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KomaHObi pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKM UMEET caeayoLnii Bua:

console#

Tabaunuya 24 — ba3oBble KOMaHAbI, A4OCTYNHbIE B perkume privileged EXEC

KomaHoa

3HayeHue/3HayeHue
o ymon4aHuro

Aeiicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHYTbCA B HOPMabHbIN PEXUM U3 MPUBUNETMPOBAHHOTO.

configure terminal

MNepeiTn B perKUm KOHOUTypaLmm.

KomaHObI, docmynHbie 80 8CexX PeXUMax KoOHgu2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT OAWNH U3 CeAYIOWNX BUAOB:

console#

console (config) #
console (config-line) #

Tabaunua 25 — basoBble KOMaHAbI, AOCTYMHbIE BO BCEX PEXMMAX KOHOUTYpaumum

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymMoaA4YaHuto

exit i BbIliTM 13 ntoboro pexkmma KoHdUrypaLum Ha ypoBeHb Bbllle B
nepapxum komang, CLI.

end i BbIiTK 13 Nt06OTO peknma KoOHPUrypaumm B KOMaHAHbIN pexum
(Privileged EXEC).

do ) BbINO/MIHUTL KOMaHAY KoMmaHaHoro ypoBHA (EXEC) us noboro pe-
KUMa KOHPUrypaLumm.

help - BbiBecTv cnpaBKy MO UCMONb3yeMbIM KOMaHAaAM.

4.2 dunbTpauma coobweHM KOMaHAHOM CTPOKMU

dunbTpauma coobLLeHNt No3BoNAET yMEHbWNTL 06beM 0TobparkaemblxX 4aHHbIX B OTBET Ha 3aMnpoch!
no/sib3oBaTena U obaerymTb NOUCK HeobxoamMmol nHpopmauun. aa dunbTpauumn Tpebyerca Aob6aBuTb B
KOHeLl, KOMaHZHOIN CTPOKM CMMBOJ « |» M MCMONb30BaTb OAHY M3 ONUMIA GUABLTPALMK, NEPEUNCNEHHDBIX B
Tabanue 26. dunbtpauma paboTaeT ToNbKO AN show-KomaHa.

KomaHObI pexcuma Privileged EXEC

3anpoc KOMaHAHOM CTPOKN UMeET CeayowWwnii BUA:

console#

Tabnunua 26 — basoBble KOMaHAbI, A4OCTYNHbIe B perkmume Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

grep

BbiBecTn Bce CTPOKMU, coaepxauime WwabnoH.

grep-v

BbiBecTn Bce CTPOKU, He coaepXKalime WwabnoH.

grep -c "regexp"

BblBECTM BCe CTPOKM, COAEpPHKaLLMe PeryaspHble BblpaXKeHus:

. — COOTBETCTBYET JI06OMY OTAE/NbHOMY CUMBOJY;

* — npeaplayLwmnin cumson cootserctayet O unu 6onee pas;

A — cooTBeTcByeT Npobeny B Hauyane CTPoKM;

\b — cooTBeTtcTByeT Npobeny B KOHUE Cl0Ba;

[] — BbIBOAWT BCE CTPOKM, B KOTOPbIX COAEPIKATCA CUMBOJIbI U3
KBaApaTHbIX CKOBOK;

\ — UrHOPUTYEeT CMMBOJ, CEAYIOLMIA 3a PerynspHbIM BbipaxKe-
Huem.
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4.3 HacTpoiika MaKpoOKOMaHA,

[aHHan GyHKLMA NO3BOSIAET CO34aBaTbh YHUDMLMPOBaAHHbIE HABOPbI KOMaHL — MaKpPOCbl, KOTOpble
MOKHO BMOCNEeACTBUM NPUMEHATL B NpoLecce KOHoUrypaumm. MakcumaibHOe KONMYecTBO MaKpoCoB -
15.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnunuya 27 — KomaHabl pexkmma rnobanbHoli KoHpUrypaumm

3Ha4yeHue/3HayeH
KomaHoa ue no Aelicmeue
YMOAYAHUIO
macro name word Co34aTb HOBbIN HAbop KOMaHA, eCN HABOP C TAKUM UMEHEM
cyliecTByeT — nepesanucatb ero. Habop KomaHg BBOAUTCA NO-
CTPOYHO. 3aKOHUYMTb MAKPOC MOXKHO C MOMOLLbI CMMBOAA
word: (1..32) “»
@”. MakcumanbHaa aaMHa makpoca — 510 cumBonos. B tene
cMmeonos MaKpOoCa MOXKHO WMCMO/b30BaTb 0 TPEX NEPEMEHHbIX B KOH-
durypauuu.
no macro name word Y8anuTb yKasaHHbIA Makpoc.
macro apply word MpPUMEHUTb YKa3aHHbIN MaKpoc.
word: (1..32) - pattern — WwabnoH, cOCTOAWMIA U3 0OBABNEHUA, HaNpUMmep
[patternl valuel] [pattern2 CMMBO/IOB cumBona "'$", M nepemeHHOM, HanMcaHHbIX CIMTHO;
value?] [pattern3 value3] - value — nepemeHHas KOHbUrypaumm.
macro trace word word: (1..32) OT06pa3sunTb NpoLecc BbINONHEHMA MAaKpoOca.
CMMBOIOB - pattern — WwabnoH, cocToAWMIA U3 0OBABNEHUA, HAaNpUMep
[patternl valuel] [pattern2 cumBona "'$", M nepemeHHOM, HanMcaHHbIX CIMTHO;
value2] [pattern3 value3] - value — nepemeHHan KoHbUrypauuu.

KomaHOwb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnuua 28 — KomaHgpbl perkmuma EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymMoa4YaHuro

macro apply word MpUMEHUTb YKa3aHHbIM MaKpoC.

- pattern — wabnoH, cocToAWMI N3 06BABNEHUS, HANPUMEP
[patternl valuel] [pattern2 cumBona "'$", M nepemeHHOM, HanMcaHHbIX CIMTHO;
value2] [pattern3 value3] word: (1..32) - value — nepemeHHan KoHbUrypauuu.
macro trace word CMMBO/I0B OT06pa3smnTb NpoLecc BbINOAHEHMSA MaKpoca.

- pattern — wabnoH, cocToAWMI N3 06BABNEHUS, HANPUMEpP
[patternl valuel] [pattern2 cumBonia "$", M nepemeHHOM, HanMCaHHbIX CIMTHO;
value2] [pattern3 value3] - value — nepemeHHan KoHbUrypauuu.
show macro OTo6pasnTb MapameTpbl HACTPOEHHbIX MAKPOCOB Ha

) ycTpoiicTae.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma KoHdurypaumm nHtepdeinca:

console (config-if) #
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Tabnunuya 29 — KomaHAabl perknuma KoHourypaumm nHtepdelica

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro

macro apply word MpPUMEHUTb YKa3aHHbIN MaKpoc.

word: (1..32) - pattern — WwabnoH, cOCTOALWMIA U3 06BABNAEHMSA, HANpUMeEpP
[pattern1 valuel] [pattern2 CMMBOJI0OB cumBona "'$", M nepemeHHO, HanMUCcaHHbIX CIUTHO;
value2] [pattern3 value3] - value — nepemeHHasn KoHdUrypaumu.
macro trace word word: (1..32) OT06pa3nTb NPOLLECC BbINOJHEHUA MaKpoca.

CMMBOJI0B - pattern — wabnoH, COCTOALWMIA U3 0BBABIEHMSA, HaNnpMmep

[patternl valuel] [pattern2 cumBona "$", M nepemeHHO, HanUCcaHHbIX CIMTHO;
value2] [pattern3 value3] - value — nepemeHHasn KoHdUrypaumu.

lpumep UCNoaAb308AHUS MAKPOKOMAHO:

console (config) #macro name 1

Enter macro commands, one per line. End with symbol '@'.
conf t

interface gi0/%1

switchport mode access

switchport access vlan %2

description %3

@

console#macro apply 1 %1 6 %2 10 %3 "giO0/6"

4.4 KomaHAbl ynpaBaeHUAa cUCTEMOM

KomaHOwb! pexxcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM pexkmuma EXEC:

console>

Tabnunua 30 — KomaHAabl ynpaBaeHus cuctemoin B pexkmme EXEC

Komanda 3Ha4yeHue/3HayeHue no Neiicmeue
YMOAYAHUIO
ping [ip] {A.B.C.D | host} [size KomaHaa cnyxut ans nepegaum 3anpocos (ICMP Echo-Request)
size] [count count] [timeout npoTokona ICMP yKazaHHOMY y3/y CeTH, a TaKXKe AN KOHTPoAs
timeout] host: (1..158) cumBonos; | noctynatowmx oteetos (ICMP Echo-Reply).
size: (36..2080)/64 6aiit; | - A.B.C.D — IPv4-agpec y3na cetu;

count: (0..10)/3; - host — pOMeHHOe MMA y3na ceTu;

timeout: (1..100) - Size — pasmep NakeTa A5 OTNPABKKW, KOANYECTBO HaNT B NakeTe;

- count — KONMYECTBO MAKeTOB A/1a Nepeaayn;

- timeout — Bpema 0XXnaaHus oTBeTa Ha 3anpoc.
traceroute{A.B.C.D | ipv6 OnpepeneHve Mmaplipyta TpaduKa [0 y3Na Ha3HayeHuA.
AAAA::BBBB} [size size] [ttl - A.B.C.D — IPv4-aapec y3na cetu;
ttl] [count count] [timeout - AAAA::BBBB — IPv6-aapec y3na cetu
timeout] . . - host — poMeHHOe UMSA y3a ceTu;

size: (64..1518)/64 6aitr; . o .
- Size — pa3amep NakeTa AN OTNPABKKU, KOANYecTBO HanT B nakeTe;
ttl: (1..255)/30; - tt/ — MaKcMManbHOE KOIMYECTBO Y4acTKOB B MapLUpyTe;
.count:(1”10)/3; - count — KO/IMYECTBO MOMbLITOK Mepefayn MakeTa Ha Kakaom
timeout: (1..60)/3 c .
yyacTke;
- timeout — Bpema 0XXnaaHus oTBeTa Ha 3anpoc;
1 OnucaHue owWM60K NpU BbINONHEHUN KOMAHA, U pe3y/ib-
V TaToB NpMBeAEHO B Tabaunue 32.
show users OT06pasnTb MHGOPMaLMIO O NONb30BaTENAX, UCNONb3YIOWMX pe-
i CypcCbl yCTpoOWcTBa.
show system information - BbiBOA, cMCTEMHON MHPOPMALUN.
show nvram OT06pasnTb MHPOpPMaLMto 06 YyCTPOMCTBE B SHEPrOHE3aBUCUMOW
namaTw.
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show tech-support

BbiBOA KOMaHAbl NpeacTaBnseT co6oi KOMEUHALMNIO
BbIBOAOB MEPeUNC/IeHHbIX HUXE KOMaHA:

show clock

show system information

show bootvar

show running-config

show ip interface

show ipv6 interface

show spanning-tree

show etherchannel summary
show etherchannel load-balance
show interfaces status

show interfaces counters

show interfaces utilization

show interfaces

show ip arp

show env all

show mac-address-table count summary
show fiber-ports optical-transceiver
show cpu rate limit

show errdisable interfaces

show vlan

show ip igmp snooping groups
show ip igmp snooping forward
show ip igmp snooping mrouter
show ipv6 mld snooping groups
show ipv6 mld snooping forward
show ipv6 mld snooping mrouter
show logging

show logging filename-one
show logging filename-two
show logging filename-three
show users

debug show tcam

KomaHObI pexcuma privileged EXEC

3anpoc KomaHAHOM cTPoku B pexunme privileged EXEC nmeeT cneayowmin Bua;:

console#

Tabnuua 31 — KomaHabl ynpasieHusa cuctemoit B pexkume privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuio

Aelicmeue

reload

KomaHga cny»ut ans nepesanycka ycTpoicTea.

reload at hh:mm:ss [day month ]

hh: (0..23), mm:
(0..59), ss: (0..59)/ day:
(1...31)/ month: (1..12)

YcTaHOBKa BpemMeHU nepesarpysKku yCTpoicTsaa.

reload in { hours minutes}

hours: (0..168), minutes:
(0..59).

YcTaHOBKa BpeMeHH, Yepes KOTopoe Npou3oiaeT nepesarpysKka
yCTpOMCTBA.

reload cancel

OTMeHa OTNIOXKEHHOM NepesarpysKku.

show reload

MpocmoTp BpemeHU, Ha KOTOpoe Ha3HayYeHa nepesa-rpyska.

show env CPU

MoHuTopuHr ytununsauum CPU.

show env tasks

MoHuTopuHr ytuamnsauum CPU no npoueccam.

show env RAM

MoHuUTOpUHI yTAn3aumnum RAM.

show env temperature

MOHUTOPUHT TepmoAaTUmMKa.

show env flash

MoHuTopuHr flash-namaTu.

show env power

MOHUTOPUHT NUTaHUA n AKB.

show env all

MOHUTOPUHT BCEX NAapPaMeTPOB OKPYKEHUS.

show env dry-contacts

MOHUTOPUHI TEKYLLLEro COCTOAHUA CYXUX KOHTAKTOB.

show env fan

MOHUTOPUHI COCTOAHMA BEHTUNIATOPOB.

telnet {A.B.C.D | AAAA::BBBSB |
AAAA::BBBB%interface} [-| name]

OTkpbiTe TELNET-ceccumn ana ysna cetu.
- A.B.C.D —IPv4-appec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na cetn

- interface - nHTepdeiic;

- name — nmA NoNb3oBaTeNA.
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show telnet-client

OTo6pasunTb cTaTyc KAmeHTa Telnet M KOAMYECTBO aKTUBHBIX cec-
cui.

ssh [name@]{A.B.C.D |
AAAA::BBBB |

AAAA::BBBB%interface} [-l name]

[-1]-2] [-C] [-v] [command]

OTKpbITMe SSH-ceccumn gns y3na cetu.

- A.B.C.D — IPv4-apgpec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na cetn

- interface — nHTepdeiic;

- name — UMmA NoJsib30BaTeNs;

-1 —uncnonb3oBaTtb TONbKO SSH Bepcuu 1;

-2 —ncnonb3oBaTb To/bKO SSH Bepcun 2;

-C —3anpocuTb CxKaTUE AaHHbIX;

-V —noapobHo oTobpakaTb NPOLECC NOAKAOYEHUS;

- command — KomaHZa, BbinoaHseman Ha SSH-cepsepe.

show ssh-client

OT06pasunTb CTaTyc KAMeHTa SSH M Ko/MYecTBO aKTUBHBbIX cec-
cui.

Mpu BbINOJIHEHUM KOMaHAbI t raceroute MOTYT MPOU30MTU OWIMOKM, onNucaHme oWnboK NpruBeaeHo
B Tabaunue 32.

Tabnunua 32 — OWKBKM NpU BbINONHEHUN KOMaHAbl traceroute

Cumeon owubku OnucaHue
* TaimayT Nnpu NonbITKE Nepesayun nakeTta.
? HewnssecTHbIV TMN NaKeTa.
A AZMWHUCTPATUBHO HeaocTyneH. O6bIMHO NPOMCXOANUT NpU BJOKMPOBAHMM UCXOAALLENO
Tpaduka no npasmnam B Tabanue gocryna ACL.
F TpebyeTca ¢pparmeHTauma n yctaHoBKa 6utos DF.
H Y3en ceT HegOCTyNEH.
N CeTb HegoCTyMHa.
P lpoToKon HepoCTyNeH.
Q MCTOYHMK noaaBieH.
R MUcTekno Bpemsa NoBTOpPHOM cbopku pparmeHTa.
S OwmnbKa ncxoaalLero mapLipyra.
u MopT HepoCTyNEH.

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKU B PEXKMUME r106anbHON KOHPUTYpaLMM UMEET cieayowmnii Bua;

console (config) #

Tabanua 33 — KomaHapbl ynpaBieHNa CMCTEMON B pexknme rnobanbHon KoHoUrypaumm

3HayeHue/3Ha4yeHue .
KomaHoa / Aeilicmeue
no ymon4aHuro
hostname name name: (1,,64) Ko:v\aH,a,a CNYXKUT ONA 3aaHNA CETEBON0O UMEHU ycrponTBa.
no hostname CMMBO/IOB/- BepHyTb ceTeBOe MMA YCTPOMCTBA B 3HAYEHWNE MO YMONYAHMIO.

cpu rate limit queue queue
maxrate pps

YCTaHOBWUTb OrpaHUYEHNe CKOPOCTU BXoAALLMX dpeiimoB a5 onpe-
JeneHHoi ouepeam

queue: (1-8) pps: - pps - NAKETOB B CEKYHAY.

1..2000/128
cpu-rate limit queue queue BOCCTaHOBWTb 3HAYEHME PPS NO YMONYAHUIO ANA ONpeseneHHoM
maxrate 128 oyepeaum.
reset-button {enable | disable - enable — Npu HaxKaTum KHoNKK F anntenbHocTbio meHee 10 ce-
| reset-only} KYHA, NPOUCXOAMUT nepesarpy3Ka yCTPOMCTBa; NPU HaXaTumM Ha
_Jenable KHOMKy 60ee 10 cekyHA, NpoucxoamT cbpoc ycTpolicTBa 4o 3a-
BOACKOW KOHUrypaumum;
- disable — kHonKa F oTKkNtoYeHa (He pearnpyeT Ha HaxaTtue);
- reset-only — TonbKO nepesarpyska.
set telnet-client enable Bkntountb paboty TELNET-knuneHTa.
-/BKAtOYEHO

set telnet-client disable

BbIkntountb paboty TELNET-KnneHTa.
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set ip http enable

Bkntounts HTTP-cepBep Ha ycTpoicTse.

-/BKIOYEHO
set ip http disable Bbikntountb HTTP-cepBep Ha ycTpolicTBe.
HasHauutb nopT, npocnywmnsaemsii HTTP-cepBepom.
ip http port port 80 Tpebyetca nepesanyck HTTP-cepBepa ana npumeHeHUA
! HacTpoiiku.
set ssh-client enable BKntounTb paboty SSH-kAneHTa.
-/BKIOYEHO

set ssh-client disable

BbIKNt0UNTL paboTy SSH-knueHTa.

env dying-gasp enable

env dying-gasp disable

-/BbIK/IIOYEHO

BKAtounTb 0TNpaBKy coobuieHnit diyng gasp.
V Tonbko ans ycrpoiicte MES2448B 1 MES2448E.

V Mpun BKAOYEHUUN OTNPABKKU co0bLeHnii dying-gasp BbiK-
nrovaerca moHutopur AKB.

BbIKNOUMTL OTNPaBKy coobuieHnit dying gasp.

env battery monitor enable

env battery monitor disable

-/BKNIOYEHO

BkntounTte moHuTOpUHT AKB.
V TonbKo gna ycrpoiicts MES2448B u MES2448E.

Mpu BKAOYeHUU moHuTOopuHra AKB BbiKntoyaeTtca otn-
V paBKa coobLeHuit gying-gasp.

BbikntounTb moHuTOpUr AKB.

banner exec [ string ]

no banner exec

-/BbIK/IIOYEHO

HacTpouTb npuBeTcTBME ANA HEAaBTOPUM30BaHHbIX MOJib30BaTeNnemn
npu NOAKAIOYEHUN K KOMMYTATOPY.

string — TeKCT NPUBETCTBUSA ANHOMN A0 256 cMMBO/IOB.

Mpw BBOA4E KOMaHAbl 6e3 napameTpa string NpUBETCTBUE MOXKET
nmeTb annHy go 1023 cumsonos. BBog npuBeTcTBUA NpepbiBaeTca
C NomolLbio cumeosa "@".

Ypanutb npusetcTeme AnA HEeaBTOPU30BaAHHbIX nosib3osaTeneu.

banner login [ string ]

no banner login

-/BbIK/IIOYEHO

HacTpouTb npuseTcTBue a4 nosib3osaTesneit Noc/ie aBTopm3aLmu.

string — TEKCT NPUBETCTBMA AUHOMN A0 256 CUMBONOB.

Mpu BBOAE KOMaHAblI 6e3 napameTpa string NpMBETCTBME MOXKET
mmeTb aanHy ao 1023 cumsonos. BBog npuBeTCTBUA NpepbiBaeTca
C Nomollbio cumaona "@".

Ypanutb npuBeTcTBMe 414 aBTOPU30BaAHHbIX nosb3oBaTenen.

Tabnuua 34 — KomaHabl pexxkmma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

clear cpu rate limit counters

OuynCcTUTb cHeTUYMnKM rate limit Ha CPU.

show cpu rate limit

OTobparkeHue cyeTymKoB rate limit Ha CPU.

set cli pagination on

BK/IOYMTb NOCTPAHUYHbINV BbIBOA KOHOUTYpaLuu.

-/on "
set cli pagination off OTKAOUYUTL MOCTPAHUUHBIN BbIBOA, KOHOUIYpaLUK.
. BKNIOUMTL MOATBEPXKAEHWE Mepes, BbIMOJHEHUEM HEKOTOPbIX KO-
set cli prompt on ATBEPHAY PeA P
MaHa,
-/on

set cli prompt off

OTKNOYUTL MOATBEPNKAEHUE Nepes BbINONHEHMEM HEKOTOPbIX KO-
MaHz,

4.5 KomaHapbl ANA HACTPOMUKMU NapaMeTpoB A8 3a4aHUA Naponen

[aHHbIN pa3aen npegHasHayeH ANA HACTPOMKM 3aZlaHNA Naponelt ana nonbL3oBartenei.

KomaHObI pexcuma 2a06asabHol KoOHuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexknume rnobanbHoM KOHPUIypauum nmeeT cneayowmii Bua:

console (config) #
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Tabnunuya 35 — KomaHAabl ynpaBaeHUs cCUCTEMON B pexXume rnobanbHoi KoHuUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

password validate char
{lowercase | numbers |
symbols | uppercase}

no password validate

-/BbIK/IOYEHO

BKIOUNTb MEeXaHM3M NPOBEPKM Naponei.

- lowercase — naponb foMXKeEH COAEPHKATL CUMBOIbI HUMKHETO peru-
CTpa;

- numbers — NapoAb AO/IKEH COAEPIKATb XOTA 6bl 0AHY LUbPY;

- symbols — Napob LOMKEH COXKepKaTb X0TA 6bl 04MH CUMBO;

- uppercase — NapoJ/ib AO/IKEH COAEPKaTb CUMBOJ/IbI BEPXHErO pe-
rmcrpa.

OTK/IOYUTb MEXaHU3M NPOBEPKU Naponei.

password validate length
length

no password validate

length: (0..20)/0

3aaTb MMHUMAbHYIO ANUHY Napons.

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.

3anpoc KomaHAHOM cTpoKKM B pexxkume Privileged EXEC nmeeT cneaytowmim Bua;:

console#

Tabnnua 36 — KomaHapl ans paboTbl ¢ pannamm B pexkume Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show password validate rules

MpocmoTp TeKyLLEeN HAaCTPOMKN MeXaHM3Ma NPOBEPKU NAPOEN.
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4.6 Pab6orta c ¢painamm

4.6.1 OnucaHue ap2ymeHmMoe KOMaHO

Mpu ocyuwecTeneHmn onepaumin Hag dannamm, B KayecTBe apryMeHTOB KOMaHA, BbICTyMNatoT ajapeca

URL -

onpeaenuTeIn MeCTOHaxOXAeHna pecypca.

onepaumax, npuseaeHo B Tabauue 37.

OnucaHue KAn4veBbIX CNOB, NUCNONIb3yeMblX B

Tabnumua 37 — CNUCOK KNoYEBBIX C/I0B U UX ONUCaHWe

Knrouesoe cnoso

OnucaHue

flash://

McxopHbi agpec nav agpec mecta HasHayeHWA AnA SHepProHe3aBUCMMOW NamAaTU. dHeproHesaBu-
CcMMan NamATb UCMOb3YeTca No ymondaHuio, ecamn agpec URL onpeaeneH 6e3 npedukca (npedpuk-
camu asaatotcs: flash:, tftp:, scp:...).

running-config

Parin TekyLen KoHPUrypaumm.

startup-config

daiin nepBoHaYanbHOM KOHUTypaLum.

active-image

®aiin ¢ akTMBHbIM 06pasom.

inactive-image

dain c HeakTUBHbIM 06pa3om.

MUcxoaHbIM agpec nav agpec mecTta HasHaveHus ans TFTP-cepsepa.
CuHTakcuc: tftp://host/[directory]/ filename.

tftp:// - host — IPv4-agpec unu ceteBoe MMsA yCTPOICTBA;
- directory — kaTanor;
- filename — uma dainna.

logging dainn c uctopumeit KomaHa,

4.6.2 KomaHObI s pabomeli ¢ paiinamu

3anpoc KomaHAHOM cTPoku B pexxunme Privileged EXEC nmeet cnegyownin Bua;:

console#

Tabnnua 38 — KomaHabl ans pabotbl ¢ paiinamm B pexkume Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

copy source_url
destination_url image

copy startup-config
destination_url

copy source_url boot

source_url: (1..160)
CUMBOJIOB;
destination_url: (1..160)
CMMBOJI0B

KonuposaHue daina n3 MectonosoxKeHnsa UCTOYHUKA B MeCTono-
NoXeHue HasHavyeHun.

- source_url — mecTtononoxeHue Konupyemoro ¢ana;

- destination_url —appec mecTa HasHayeHuUs, Kyaa dpaitn byaer cko-
nMpoBaH.

CoxpaHeHue nepBoHayYanbHOW KOHdUrypaLmm Ha cepsepe.

KonmposaHMe d)aﬁna Ha4a/IbHOro 3arpysvymkKa n3 mectonosioxKeHua
UCTOYHUKa B CUCTEMY.

dir [flash:path | dir_name]

0OT06pa3nTb CNMCOK palinoB B yKazaHHOM KaTasiore.

more [flash:path | file_name]

OTobpasunTb coaepkmnmoe daina.

pwd

OT06pasnTb NyTb A0 TEKYLLEW AUPEKTOPUN.

cd [flash:path | dir_name]

M3MEHUTb AUPEKTOPUIO Ha YKa3aHHYHO.

mkdir [flash:path | dir_name]

Cos3patb ANPEKTOPUIO C YKa3aHHbIM Ha3sBaHUEM.

rmdir [flash:path | dir_name]

YaanuTb AUPEKTOPUIO € YKa3aHHbIM Ha3BaHMEM.

erase url

Yaanute dann

erase startup-config

Ypanute daiin nepBoHa4yanbHOM KOHPUrypaLmm.

erase nvram:

CHpocuTh A0 AepONTHON IHEProHe3aBUCUMYIO NAMATD.

erase flash:/LogDir/filename

Ypanute dain 3anmcu aBapunHbIX M OTIa404HbIX COODLLEHNNA.

boot system inactive

3arpysmnTbcs C HeakTUBHOro obpasa MO.

boot system active

3arpysuTbca ¢ akTMBHOTo obpasa MNO.

delete startup-config

Ynanutb dpaiin nepBoHavabHON KOHOUIypaLMM BMECTE C O4MCTKOM
rno6anbHbIX HACTPOEK NVram U yaaneHWem nosb3oBaTtesei.
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show running-config
[interface { fastethernet
fa_port | gigabitethernet
gi_port |tengigabitethernet
te_port | port-channel group
| vlan vian_id ][module]

fa_port: (0/1..24);
gi_port: (0/1..24);
te_port: (0/1..6);
group: (1..8);
vlan: (2..4094);
module: (igs, la, stp..)

OTob6pasuTb cogep:knumoe ¢aiia TeKywenh KoHourypaumm
(running-config).

- interface — KoHOUrypauua nHTepdeicoB KommyTaTopa - dpusmue-
CKUX UHTepdelicos, rpynn nHtepdelicos (port-channel), VLAN-uH-
Tepdelicos, MHTepdeiica 3ambikaHUA Ha cebs;

- igs — IGMP snooping;

- la — link-aggregation;

- stp — spanning-tree.

show startup-config

OTo6pasuTb copepxumoe daina nepsBoHayanbHOW KoHUrypa-
Lun.

show bootvar

MNMoKas3aTb aKTMBHbLIN dann cuctemHoro MO, KOTOPbIA YCTPOMCTBO
3arpyyaet npwu 3anycke.

write {startup-config | url}

CoxpaHuWTb TEKYLLYI KOHUTypaumio B ¢paii nepBoHaYabHOM KOH-
durypauumn.

Cepsep TFTP He moxeT 6bITb aAPECOM UCTOUHUKOM M aAPECOM Ha3HAYEHUA ANA OLHOIA
< KOMaHAbl KONUPOBaHMUA.

MpocMoTp aKTUBHOIO U HEAKTUBHOTO o6pa3a AOCYTNeH 13 u-boot. [nastoro 8 KOMaHAHOﬁ CTpOKe U-

boot Heobxoanmo BBecTU:

MES2428# bootimg print

KomaHga ana cmeHbl aKTUBHOTO 06pa3a n3 u-boot:

MES2428# bootimg inactive

Sy ey,

KomaHga «bootimg inactive» npumeHsieTca 6e3 oXKngaHua NoATBEPXKAEHUA.

Mpu 3arpy3ke ¢aiina KoHpUrypauum c yaaneHHoro cepsepa B «startup-config» B Hauane
daitna Heobxognmo [06aBUTb CTPOKY C CUMBOIOM «I»,

®aiin KoHpUrypaumm aonKeH umeTtb paclumpeHue «.conf».

4.6.3 KomaHObI 0ns pe3epeupo8aHuUa KOHguU2ypayuu

B gaHHOM pasgene onucaHbl KOMaHAbl, MO3BONAIOWME Pe3epBUPOBaTL KOHOUIYpPaLMIO Ha cepeep.
[na pe3epBnpoBaHMA KOHPUTYpaLMM HEOBXOAMMO YKa3aTb agpec cepBepa.

KomaHObI pexcuma 210baab6Hol KOHuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM B peXnume rnobasibHon KoHOUrypaumm:

console (config) #

Tabanya 39 — KomaHzabl perknuma rnobanbHo KoHpUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

backup server dest_url

no backup server

YKasaTb agpec cepsepa, Ha KOTOpbI ByaeT Npou3BOAMTLCA pe-
3epBupoBaHue KoHbUrypauuu. Ctpoka B dopmare
«tftp:// XXX XXX XXX XXX .

YpanuTb agpec cepsepa.

backup path path

YKasaTb nyTb pacnonoxkeHua dalina Ha cepsepe C npedpuKkcom
nmeHu daina. NMpu coxpaHeHnu K npedukcy byaet nobasneHa Te-
KyWas gaTta 1 Bpemsa B popmaTe rrrrmmaay4mmec.
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no backup path

YpanuTtb NyTb ANA pe3epBrpoBaHus.

backup auto

no backup auto

BK/1OUMTL aBTOMATUYECKOE pe3epBupoBaHme KoHOUrypaumm.

BbIK/IOYNTL aBTOMATUYECKOE pe3epBMpOBaHME KOHUTYpaLMU.

backup history enable

no backup history enable

BK/IlOUMTb COXpaHeHMe NCTOPUUN pe3epPBHbIX Konui.

BbIKNOYNTb COXpaHEHWe NCTOPUN pe3epBHbIX KOMWN.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 mu-

YKasaTb NMPOMENKYTOK BPEMEHW, NO UCTEYEHUWU KOTOporo byaer
OCYLLECTBNATLCA aBTOMATUUYECKOE pe3epBMpOBaHMe KOoHdUrypa-
Lmu.

HYT

YCTaHOBUTb 3HaYeHME N0 YMOIYAHMUIO.

backup write-memory

no backup write-memory

-/BbIK/IOYEHO

BK/IOYEHUE pe3epBUMPOBAHUA KOHOUIypauuM npu COXpaHeHWuu
nosibsoBatenem KoHdurypaumm Ha flash-Hakonutens.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

KomaHOb1 pexcuma Privileged EXEC

3anpoc KomaHgHOM cTpoKK B pexume Privileged EXEC nmeeT cneayrowmin ua;

console#

Tabanuya 40 — KomaHgbl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

backup running-config

Co34aTb pe3epBHYH KOMUIO KOHUTypaLmIo Ha cepBepe.

4.7 HacTpoiika CMUCTEeMHOro BpemeHu

/ Mo ymonuyaHMI0O aBTOMaTUYECKUIA Nepexos Ha NeTHee BPeMsA OCYLLEeCTBAAETCA B COOTBeT-
cTBUM co cTaHAapTamu CLUA u EBponbl. B KoHduUrypauum moryTt 6biTb 3aaaHbl Nto6ble gaTta
M Bpemsa ANa nepexoAa Ha ieTHee Bpema U o6paTHo.

KomaHObI pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpPoku B pexxunme Privileged EXEC nmeet cnegyownin Bua;:

console#

Tabnuua 41 — KomaHAabl HACTPOMKM CUCTEMHOIO BpemeHu B pexkmume Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymon4aHuio
clock set hh:mm:ss day month hh: (0..23); Py4Has ycTaHOBKa CUCTEMHOrO BpPeMeHM (KoOMaHAa AOCTynHa
year mm: (0..59); TOJIbKO A1 NPUBWIEIMPOBAHHOTO NOJIb30BaTeNA).
ss: (0..59); - hh —vacbl, mm — MUHYTBI, SS — CEKYHAbI;
day: (1..31); - day — peHb; month — mecau; year —rog.
month: (Jan..Dec);
year: (2000..2037)

KomaHOowbl pexcuma EXEC

3anpoc KomaHAHOW CTPOKK B pexknme EXEC numeet cneayowmin Bua;

console>
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Tabnunua 42 — KomaHabl perkuma privileged EXEC

KomaHoa 3HavyeHue/3Ha4yeHue Aelicmeue
no ymon4yaHuro
show clock - MoKas3aTb cUCTEMHOE Bpemsa 1 Aary.
show clock properties - OTo6pasnTb CBOKCTBA.

KomaHObI pexcuma 2106aabHOU KOHGPU2ypayuu

3anpoc KOMaHAHOW CTPOKM B PEXKMUME 1106aNbHON KOHPUTYpaLMM UMEET cieayowmnii Bua;

console (config) #

Tabaunua 43 — CNMCOK KOMaHA, A1A HacTPOMKM CUCTEMHOIO BpEMEHU B peXkMme rnobanbHoli KoHpUrypa-

Yy

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clock time source ntp

no clock time source

YCTaHOBUTL Sntp-cepBep WMCTOYHMKOM CUHXPOHM3ALMU BPeMeHU
ONA YyCTPOMUCTBa.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

clock utc-offset utc

no clock utc-offset

utc: (+00:00..+14:00)

YCTaHOBWTb YacoBOE CMeLLeHMe OTHOCUTENbHO HY/1eBOTO Mepuam-
aHa.

YCTaHOBUTb 3HAYEHME Mo YMO/T4aHUIO.

KomaHObI pexcuma KoHguaypauuu SNTP

[na nepexoaa B pexxunm KoHourypaumm SNTP HeobXxoaAMMO MCNONb30BaTb KOMaHAY:

console (config) #sntp

3anpoc KOMaHAHOM CTPOKK B pexxmnme KoHdurypauum nHtepdeica umeeT cneayowmii Bua,:

console (config-sntp) #

Tabanua 44 — CNMCOK KOMaHA AN HAaCTPOMKM CUCTEMHOTO BPEMEHM B PEXKMME KOHUrypaLmmu sntp

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

set sntp unicast-server auto-
discovery enabled

set sntp unicast-server auto-
discovery disabled

-/disabled

BKNOUMTL aBTOMATMYECKMI NMOUCK sntp-cepBepa B pexume
unicast.

BbIK/NIHOYNTb aBTOMATUYECKMIA MOUCK Sntp-cepBepa B pexxume
unicast.

[version version] [port
udp_port]

set sntp unicast-server {ipv4 |
ipv6} ip_addr [priority priority]

no sntp unicast-server {ipv4 |

MosKeT 6bITb 334aHO A0
4 cepBepoB
priority: (1..15); port:
(1025..36564); version:

YKasaTb ip-agpec SNTP-cepsepa.

Ypanutb ip-agpec SNTP-cepBepa.

mode unicast

. . (3..4)
ipv6} ip_addr
set sntp client enable BkntounTtb paboTy SNTP-KknmeHTa.
- - -/disabled
set sntp client disable BbikntounTb paboty SNTP-kAneHTa.
set sntp client addressing- YKa3zaTb pexxum pabotbl SNTP-KkameHTa.
P & -/unicast P P

key key md5 parametrs

set sntp client authentication-

key: (0..65535)

YCTaHOBUTb KAtoY ayTeHTUdMKaumm ana SNTP-kiveHTa.

set sntp client clock-format
{ampm | hours}

-/hours

YcTaHOBUTL popmart yacos gnst SNTP.

set sntp client port port_num

port_num: (123, 1025-
65535)

YcraHosuTb udp-nopT Ana sntp-KaneHTa.

set sntp client time-zone zone

zone: (+00:00 to
+14:00)

3a4aTtb 3HaYeHWe YacoBOro nonca.

set sntp client version version

version: (v1,,v4)

3afaTb Bepcuio NPOTOKoNa Ans paboTbl sntp-KAneHTa.
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Tabnuua 45 — KomaHabl pexkmma Privileged EXEC

KomaHoa 3Ha4yeHue/3HayeHue Aelicmeue
o ymoa4aHuro
show sntp statistics - MokasaTtb ctatncTnKy npotokona SNTP.
show sntp status - MokasaTtb cTaTyc npoTokona SNTP.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

[Mpumep Hacmpoliku SNTP-kaueHma 011 cepsepa 192.168.1.1:

console (config)# sntp

console (config-sntp)# set sntp client enabled

console (config-sntp)# set sntp client addressing-mode unicast
console (config-sntp)# set sntp unicast-server ipv4 192.168.1.1
console (config-sntp)# exit

console (config) #clock time source ntp

4.8 KoHdurypaumusa nntepoeiicos n VLAN

4.8.1 Mapamempeol Ethernet-uHnmepdelicos, Port-Channel u Loopback- uumepdgpeiicoe

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos)

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port |tengigabitethernet te port | port-channel group | range {..} |
loopback lIoopback id }

console (config-if) #

[aHHbIA pexnm JOCTyneH U3 pexkMma KoHOUrypaumm 1 npefHasHavyeH Aaa 3afaHuA NapameTpos
KOHdUrypaumm uHTepdeiica (nopta KoMmyTaTtopa WAM Tpynnbl MOPTOB, paboTaloWUX B pexume
pasfaeneHus Harpysku), ninbo ananasoHa uHTepdencos.

Bbibop MHTepdeica ocyWwecTBAAETCA NPU NOMOLLM KOMaHA NPpUBEAEHHbIX B Tabanuess:

Tabnunua 46 — KomaHabl Bbibopa uHTepdelica ana MES1424, MES2428

KomaHda HasHaveHue
interface fastethernet fa_port [na HacTpolikn nHtepdelicos Fast Ethernet
interface gigabitethernet gi_port [na HacTpolikn 1G-uHTepdeiicos
Interface tengigabitethernet te_port [Ona HacTtponikn 10G-uHTepdelicos
interface port-channel group [Na HaCTPOMKM rpynn KaHanos
interface loopback loopback_id [na HaCTPOWMKKN BUPTYaNbHbIX MHTEpdelicoB

roe:

— fa_port — nopagxosbiit Homep 100MB-unHTepdeiica, 3apaetca 8 suae: 0/1;

— gi_port — nopaaKkoBbin Homep 1G-uHTepdeiica, 3agaetca B suae: 0/1;

— te_port — nopagxosblii Homep 10G-nHTepdeliica, 3agaetca B suae 0/1;

— group — nopsAKoBbIA HOMep rpynnbl, obLee KOAMYECTBO cornacHo Tabamue 9 (cTpoKa «Arperaums
KaHanos (LAG)»);

— loopback_id — nopaakoBbii HOMep BUPTyanbHoro uHTepdelica, obee KOANYECTBO COrIAacHO Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).
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KomaHgbl, BBeAeHHble B pexume KoHoUrypaumm wuHtepdeica, NPUMEHAIOTCA K BblbpaHHOMY
nHTepdelicy.

Tabaunua 47 — KomaHzabl perkmuma KoHourypaumm nHtepdelricos Ethernet u Port-Channel

KomaHoa

3HayeHue/3HayeHue
o ymon4aHuro

Aelicmeue

shutdown

no shutdown

-/BKAOYEHO

BbIKNOUNTE  KOHOUTYpUpyembiii
channel).

nHtepoeiic (Ethernet, port-

BKNHOUMTL KOHPUTYPUPYEMbBIA MHTEPDENC.

description description

no description

description: (1..64)
CMMBONOB/HET
onuncaHua

[Oob6asutb onucaHue nHtepoeiica (Ethernet, port-channel).

YpanuTe onvcaHne uHtepdelica.

speed mode mode: (10, 100, 1000) 3apaTb CKOPOCTb Nepeaaun aaHHbIx (Ethernet).

no speed YCTaHOBWTb 3HaYEHME NO YMOIYAHMIO.

duplex mode 3afaTtb pexum ayniekca uHtepdelica (nonHoaynAeKcHoe coeau-
mode: (full, half)/full HeHue, NonyaynaekcHoe coeguHenue, Ethernet).

no duplex YCTaHOBWTb 3HAYEHME MO YMOYAHUIO.

negotiation [capl
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f)

Bk/toyaeT aBToCOrnacoBaHWe A/A CKOPOCTM U AynieKca Ha HacT-
panBaemom nHTepderice. MOXHO yKa3aTb onpeaesieHHble COB-Me-
CTUMOCTM MapameTpa aBTOCOr1acoBaHuA. Ecan napametpol He 3a-
[AaHbl, TO NOAAEPMKMBAIOTCA BCE COBMECTUMOCTY.

3 ABTOCOrnacoBaHue HacTpauBaeTcA TO/IbKO Ha UHTepdei-
V cax Ethernet.

BblKNtOYaeT aBTOCOr/IacCOBaHWE AN CKOPOCTM WM Aynaekca Ha
HacTpanBaemom MHTepoeiice.

flowcontrol mode

mode: (on, off,

3agaTb pexum ynpasneHus notokom flowcontrol (BKatounTsb, OT-
KNOYUTb MK aBTOCOrNacoBaHue). AsTocornacosaHue flowcontrol
paboTaeT TONbKO B C/yyae, €C/M PEXMM aBTOCOr1acoBaHUA

auto)/off negotiation BK/AOYeH Ha HacTpauaemom uHTepdeice (Ethernet,
port-channel).
no flowcontrol OTKAOUNTD PEXUM YNpaBAEHNA NOTOKOM.
media-type { force-fiber | Bblbop TMNa KOMBO-NOPTa B KAYecTBe OCHOBHOIO HOCUTENS.
force-copper | prefer-fiber } - force-fiber — pa3spelweHa aKTMBHOCTb TO/ILKO ONTMYECKOM YacTu
-/prefer-fiber Kombo-nopra;

- force-cooper — paspelueHa aKTMBHOCTb TOJbKO MeAHOM YacTu
KOMb0-MopTa;
- prefer-fiber — npenmyLLeCcTBO ONTUYECKOTO SINHKA.

mtu size

no mtu

size: (128..12288)/
12288 6aiit

YCTaHOBWUTb 3HaYeHMe maximum transmission unit (MTU) gna vH-
Tepdelica
- size — pasmep nakema (Koauyecmeo 6alim 8 nakeme)

[} KomaHaa AocTynHa TONbKO ANA YCTPOMCTB

. MES2424,MES2424B.

' Ecnam Ethernet-untepdeliic Bxogut B coctas Port-Channel,
. TO Ha Hem Henb3A U3MEHATb 3HayeHne MTU.

’ DedontHoe 3HaueHne MTU ana Ethernet u Port-Channel
H UHTepdeiicoB paBHO 3HAYEHUIO 3aZaHHOMY KOMaH-
Aol system mtu B pexkxume rnobanbHoii KOHPUrypauuu.

YCTaHOBUTb 3HaYeHue no YMOAN4YaHUIO

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

Buza 3anpoca KOMaHAHOWM CTPOKM B peXXume rnobasbHon KoHbUrypaumm:

console (config) #
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Tabnuua 48 — KomaHapbl

pernma rnobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

errdisable recovery interval
interval

no errdisable
interval

recovery

interval: (30..86400)/300

YCTaHOBWUTb BPEMEHHOM MHTEpBasn ANA aBTOMATUYECKOro
NOBTOPHOrO BKAOYeHUA UHTepdeiica. MNpu cmeHe UHTep-
Bafa Tallmep O6HOBAAETCA ANA BCeX 3ab/JIOKMPOBAHHbLIX
NMOPTOB, Ha KOTOPbIX BKAOYEHO aBTOCOI/1aCOBaHMe.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

errdisable recovery cause
{storm-control | loopback-
detection | udid}

no errdisable recovery
cause {storm-control|loop-
back-detection | udld}

-/3anpelueHo

BK/IIOUMTb aBTOMATMYECKYIO aKTUBaUMIO nHTepdelica nocne
€ro OTK/II0YEHMSA B C/IEAYIOLLMX CAYHanX:

- loopback-detection — 06HapyeHue netens;

- udld — akTMBaums 3awmTsl UDLD;

- storm-control — WMpOoKoBeLaTeNbHbIN WTOPM.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

system mtu size

no system mtu

size: (128..10000)/10000 6aitt
size: (128..12288)/12288 6aiit
(Tonbko ana MES2424,
MES2424B)

YCTaHOBUTb 3HAYeHMe CUCTEMHOro maximum transmission
unit (MTU)
- size — pa3amep nNakeTa (KonM4ecTBo 6anT B NakeTe).

YCTaHOBUTb 3HAYEHKWe Mo YMO/T4aHUIO.

default interface [range]
{fastethernet fa_port | giga-
bitethernet gi port | tengi-
gabitethernet te port |
port-channel group | vlan
vlan_id | loopback loop-
back_id '}

fa_port: (0/1..24); gi_port:
(0/1..24); te_port: (0/1..6);
group: (1..8); vlan_id: (1..4094);
loopback_id: (1..10)

Cbpoc HacTpoek uHTepdelica nam rpynnbsl MHTEPHENCcoB Ha
3Ha4yeHUA, YCTaHOBJ/IEHHbIE MO YMO/IHaHUIO.
Bo Bpems BbINONHEHUA KOMaHAbI MHTepdeiic by-
.’ AET OTK/IOYEH.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexknume EXEC:

console#

Tabnuua 49 — KomaHgpbl perkmuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

clear counters

- C6poc cTaTUCTMKKN ANA BCex MHTepdeicos.

clear counters { fastethernet

fa_port | gigabitethernet
gi_port [ tengigabitethernet

te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..24);

te_port: (0/1..6);
group: (1..8)

Cbpoc cTaTUCTUKKM ana uHTepdelica.

show interfaces { fastethernet

fa_port | gigabitethernet
gi_port [ tengigabitethernet

te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..24);

te_port: (0/1..6);
group: (1..8)

MNokasaTtb CBOAHYIO MHd)OpMaLI‘MIO 0O COCTOAHUN, HaCTpOﬁKE N CTaTtn-
CTUKe nopTa.

show interfaces status

- MoKasaTb COCTOSHUE BCEX MHTEPdENCOoB.

show interfaces description

- Moka3aTb onucaHua Bcex nHTepdeiicos.

show interfaces counters

- MoKasaTb CTaTUCTUKY ANA BCeX UHTepdECcoB.

show interfaces counters {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group [ vlan
vlan_id }

fa_port: (0/1..24);

gi_port: (0/1..24);

te_port: (0/1..6);
group: (1..8);
vlan: (1..4094)

Moka3aTb CTaTUCTUKY A4NA UHTepdeitca.

show errdisable interfaces {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..24);
te_port: (0/1..6)

MoKa3aTb NPUUYMHY OTKAOYEHMA MOPTa, rPyNnbl NOPTOB, 3a6/10KK-
pOBaHHbIE NOPTbI.

show errdisable recovery

MoKasaTb HACTPOMKM AN aBTOMaTUYECKOIN NMOBTOPHOMN aKTUBaLMK
nopra.
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set interface active { fa_port: (0/1..24); AKTMBMpPOBaTh UHTepdeiic nocne errdisable.
fastethernet fa_port | gi_port: (0/1..24);

gigabitethernet gi_port | te_port: (0/1..6)

tengigabitethernet te_port }

show interfaces utilization { MokasaTb CTaTUCTUKY MO Harpyske Ana uHTepdenica.

fa_port: (0/1..24);

gi_port: (0/1..24);

te_port: (0/1..6);
interval: (5, 60, 300) cek

fastethernet fa_port | - Interval — nHTepBan B cekyHAaax.
gigabitethernet gi_port |
tengigabitethernet te_port }

{interval interval}
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4.8.2 Hacmpoliika VLAN u pexcumos Kommymayuu uHmepdgelicos

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHoi KoHGUrypaumu:
console (config) #

Tabanya 50 — KomaHabl pexkmma rnobanbHoM KoHGUrypaumum

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymoa4YaHuro
vlan vian_id vlan_id: (2..4094) MepeiTn B pexKMm KOHPUrypmpoBaHuma ykasaHHoro VLAN

map protocol { ip | other}
{enet-v2 | licOther | snap} pro-
tocols-group group-id

no map protocol { ip | other}
{enet-v2| licOther | snap}

group-id:
(1..2147483647)/-

HacTpouTb rpynny nNpoTOKo/0B, NO KOTOpbiM OyaeT npousso-
AMTbCA KnaccuduKauma Kaapos. B ogHy rpynny mMoxHo obbeau-
HUTb HECKO/IbKO MPOTOKO/IOB, YKa3blBaA A8 HUX OOAUH U TOT XKe
Group ID. Homep NpoTOKO/Ia MOXHO BblOpaTb M3 CNMCKa npea-
YCTaHOB/IEHHbIX 3HAYEHUIN UM 3a4aTb BPYYHYIO Yepes napameTtp
other B popmate XX:XX. PacnosioxkeHne nona c HOMepPoOM NpoTo-
KOJ1a 3aBUCUT OT TUNa L2-3arosI0BKa 1 MHKaNCynaumm:

- enet-v2 — kagp c 3arososkom Ethernet I, npoTokon onpegens-
etca no noato EtherType. Mpu Hanmumm VLAN-Teros Bbibupaertca
camblit nocnegHuin EtherType, ¢ Hanbonblmm odpdceTom.

- licOther — kagp dopmata RFC1042 (IEEE 802). AByx6aiTHbIN HO-
mep npoTokosa cootsetcTeyeT nonam DSAP:SSAP s LLC-3aro-
NIoBKe.

- snap — Kagp ¢ LLC/SNAP-uHKancynsaumeit. Homep npotokona co-
oTBeTcTBYeT noto Protocol ID 8 SNAP-3aronoske.

Ypansert protocol-group ¢ KommyTaTtopa.

map mac { host | mac-address
mask} macs-group group-id

group-id:
(1..2147483647)/-

HacTtpouTb ananason MAC-agpecos, no KoTopbim byaeT npom3Bo-
AMTbea Knaccuoukauma. Ana pasHbix MAC-aapecos MOXKHO Bbl-
6paTb OAHY M Ty XKe rpynny.

no map mac { host | mac-ad-
dress }

YaanuTb yKasaHHbii MAC-agpec n3 macs-group.

shutdown garp

no shutdown garp

-/BbIKNIOYEHO

OTKAtounTb paboTy moayns GARP Ha ycTpoiicTse.
l [OaHHaa KomaHpa oTKawuaeT pabotry moayna GARP c
H 6e3B03BpaTHbIM yAaneHUEemMm BCEX HacTpoeK 610Ka
GARP.

BkatounTte moayib npoTtokona GARP.
DOna pabotbl moayna GARP pesepsupyetca 15 M6aiit
. onepaTMBHOWN NAMATU.

gvrp enable

gvrp disable

BkatounTb npotokon GVRP rnobanbHo.

-/BbIK/IOYEHO

BbIkntounTb Nnpotokon GVRP rnobanbHo.

KomaHObI pexcuma KoHgpuaypayuu VLAN (duanasoH VLAN o8)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnnua 51 — KomaHabl pexkmma KoHourypauumVLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

vlan active

AkTMBMpOBaThL vlan nau rpynny vlian’os.

set unicast-mac learning {
enable | disable}

set unicast-mac learning
default

BK/110UNTb/BbIKNOUUTL U3yuyeHne MAC-aapecos gaa VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMOJIHAHUIO.
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KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanaszoHa uHmepaeticos) Ethernet, uHmep-

¢elica epynmnsl nopmos

Bua, 3anpoca KomMaHAHOW CTPOKM B pexxume KoHourypaumm mHtepdeiica Ethernet, nntepdeitca
rpynnbl NOPTOB:

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port | tengigabitethernet te port | port-channel group}

console (config-if) #

JaHHbIN peXXMm OCTyneH M3 penuma KOHPUrypaumm n npegHasHavyeH ana 3agaHua napameTpos
KOHdUrypaummn nutepoeiica.

MopT moskeT paboTaTb B UETbIPEX PEXMMAX:

— access — MHTepdeinc JocTyna — HeETErMPOBAHHbIN MHTepdeic ana ogHol VLAN;

— trunk — nHTepdeinc, NpMHUMAIOLNI TO/IBKO TETMPOBaHHbIN TpaduK, 38 UCKIIOYEHNEM O4-
Horo VLAN, KoTopblli MOXET bbiTb 406aB/IeH C NOMOLLbIO KOMaHAbl switchport trunk
native vlan;

— general — uHTepdelic c nosnHoMn noaaepkkon 802.1q, NPUHMMAET KaK TErMPOBaHHbIN, TaK U
HeTerMpoBaHHbI TpadUK;

Tabnunua 52 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport mode {access
|trunk | general}

no switchport mode

mode: (access, trunk,
general)/general

3apaTb pexkum paboTsl nopta B VLAN.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

[o6asuntb VLAN ana nntepdeiica goctyna.
-vlan_id — naeHTUOUKAUNOHHBIA Homep VLAN.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

switchport dotlq tunnel

MepeBecT NopT pexkum paboTbl ¢ BHeWwHUMm VLAN-Terom. KomaHaa
MCNONb3yeTcA ANA HAacTPOMKM dyHKumMm Q-in-Q.

switchport trunk native vian
vlan_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

[No6asutb Homep VLAN B Kayectse Default VLAN ana gaHHoro wk-
Tepdelica. Becb HeTerMpoBaHHbIM TPaduK, NOCTyNaoWmMi Ha AaH-
Hblli MOPT, onpeaensneTca B AaHHyto VLAN.

-vlan_id — naeHTMOUKaUMOHHBbIA Homep VLAN.

YCTaHOBWTb 3HaYeHMe MO YMOAYAHWUIO.

switchport dotlq tunnel

MNepeBecTn NopT pexknm paboTobl ¢ BHewHMM VLAN-Terom. KomaHga
MNCMNONb3YeTCa ANA HACTPOWKK dyHKUMM Q-in-Q.

switchport general allowed
vlan add vian_list [untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094)

[o6asutb cnucok VLAN gns nntepdelica.

- vlan_list — cnucok VLAN ID. inanasoH VLAN MOKHO 3a4aTb nepe-
YncneHmem 4Yepes 3anaTylo MAM YKasaTb HayaslbHOE U KOHeyHoe
3HayeHuA AmanasoHa Yepes gedpuc "-".

Yaanutb cnucok VLAN gns nHtepdelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
Nno YyMONYaHUIO

[Oo6aButb naeHtuounkatop VLAN nopra (PVID) ana 0CHOBHOMO UH-
Tepdelica.
- vlan_id — naeHTMdMKaumoHHbIn Homep VLAN nopTa.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

switchport ingress-filter

no switchport ingress-filter

-/dunbTpauma
BKAIOYEHA

BKntounTb GUAbTPaLMIO BXOAALLMX NMAKETOB HAa OCHOBE MPUCBOEH-
Horo um 3HauyeHua VLAN ID. Ecnav dunbTpauma BKAOYEHA, M NAKeT
He BxoauT B rpynny VLAN ¢ npucBoeHHbIM nakeTy 3HavyeHnem VLAN
ID, To naKkeT oTbpacbiBaeTcs.

BbIKNOUNTD GUNBTPALLUIO BXOAALLMX NAKETOB HA OCHOBE NPUCBOEH-
HOro um 3HayeHua VLAN ID.
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switchport acceptable-frame-
type
{untaggedAndPrioritytagged |
tagged | all}

-/all

-untaggedAndPrioritytagged — Ha nopTty paspelwaetca npuem
TONIbKO HETerMpoBaHHbIX GPenmos;

-tagged — TONbKO TErMPOBAHHBIX;

-all — nobbix dppeiimos.

switchport forbidden vlan add
vlan_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLleHbl NopTy

3anpetutb gobasBneHne ykasaHHbix VLAN nopry.

- vlan_list — cnucok VLAN ID. inana3soH VLAN MoKHO 3a4aTb nepe-
YMC/IEHUEM Yepes 3anATyH0 WM YKas3aTb Hayas/bHOE U KOHe4yHoe
3HayeHuna AuManasoHa Yepes gepuc "-".

PaspewwnTb gobasneHue ykasaHHbix VLAN-nopTy.

switchport forbidden default-
vlan

no switchport forbidden
default-vlan

Mo ymonuyanutio
YNIeHCTBO B AedpOoNTHOM
VLAN paspeLieHo

3anpetutb gobasneHne gedpontHoi VLAN-nopTy.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

switchport protected

no switchport protected

MepeBecTu NOPT B PEXKMUM U30NALMUN BHYTPU FPYNMbl NOPTOB.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

port-isolation { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..24);

te_port: (0/1..6);
group: (1..8)

Co3gaTb UM NepesanucaTh CyLWEeCTBYIOLMIA CMTMCOK NOPTOB Ha yKa-
3aHHbI HOBbIN.

port-isolation {add | remove} {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |

fa_port: (0/1..24);
gi_port: (0/1..24);
te_port: (0/1..6);

[06aBUTb CMNMCOK YKas3aHHbIX MOPTOB K YKe CyLLecTByloLemy
CMUCKY.

port-channel group} group: (1.8)

switchport default-vlan tagged YCTaHOBUTL MOPT KakK Ternpyowmi B gepontHon VLAN.

no switchport default-vlan - YCTaHOBUTb 3HaYeHUe No YMOAYaHUIO.

tagged

switchport map protocols- group_id: HasHauutb VLAN ID nakeTam, nonagatowmm B yKazaHHyto Group ID

group group-id vlan vian-id

no port protocol-vlan

(1..2147483647);
vlan_id: (1..4094)/no
ymonyaHuto PBV
BKJIIOYEH Ha BCEX
noprax

Ha 3TOM NopTy. PasHble NOPTbl O4HOW U TOM e rpynnbl MOTYT COOT-
BeTCTBOBATbL pasHbim VLAN.

Bbikntountb PBV Ha nopry.

port mac-vlan

no port mac-vlan

-/OTKNIO4YEHO

MepeBecT NOPT B pexxknm paboTsl MBV.

OTKNtoUNTL perkum MBVHa nHTepdeiice.

switchport map macs-group
group-id vlan vian-id

no switchport

vlan_id: (1..4094)/-
group-id:
(1..2147483647)/-

OcyLuecTBUTbHa3HaueHwue vlan-id gna macs-group.

OTMeHUTb HasHaveHwue vian-id gna macs-group.

gvrp enable

gvrp disable

-/BbIK/OYEHO

BkntoumTb npoTokon GVRP Ha nHTepdelice.

BblntounTtb npoTokon GVRP Ha nHTepdeiice.

vlan restricted enable

vlan restricted disable

-/BbIK/IIOYEHO

BKAOUMTbL 3anpeT Ha M3yvyeHue vlan-aTpubyToB, NONYYEHHbIX OT
npoTtokona GVRP, Ha nHTepdeiice.

BbIK/MIOUNTL 3anpeT Ha usydeHune vlan-aTpubyToB, NONYYEHHbIX OT
npoTtokona GVRP, Ha nHTepdeiice.

set garp timer {join | leave |
leaveall}

join: msec/200
leave: msec/600
Leaveall:msec/10000

YcTaHOBUTL 3HayeHus Tainmepos GVRP Ha nHtepdelice.

switchport unicast-mac
learning enable

BkntoumTb n3yyeHne MAC-agpecoB Ha UHTepodeiice.

- - -/BK/IIOYEHO
switchport unicast-mac .
. . Bbikntountb nsyyeHne MAC-agpecoB Ha UHTepdelice.

learning disable

switchport egress-filter BkatoyaeT dpunbTpaumio ucxogawmx G¢peiiMos Ha OCHOBE MPUCBO-
eHHoro um 3HayeHua VLAN ID. Ecnm dunbTpauma BrAOYEH], M Na-
KeT He BXOAMT B rpynny paspeLleHHbix Ha nHtepdelice VLAN ID, To

-/BKAOYEHO naket otbpacbiBaeTcs.

no switchport egress-filter

BbIkntountb PpuabTpaumo ncxoaalwmx ¢penmos Ha OCHOBE Npuc-
BOEHHOro Mm 3HaveHuna VLAN ID.
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!

Mpu coBmecTHOM paboTe port-isolation u port-protected gonxKHo cobaoaarbca npasuno:
ANA 3aWMLEHHOrO ingress NopTa, B CNUCKe paspeLlléHHbIX, KomaHabl port-isolation,

He MoXKeT 6bITb ApPYroro 3alULEHHOrO NOpTa. 3TO NOAPasyMmeBaeT BOSMOXHOCTb AenaTb
3aWMULLLEHHBIMM egress NOpPTbl B U301ALUM UM ingress NOPT, HO He ingress u egress NOpTbl

0AHOBPEMEHHO.

Mpumep HacTpoiikn Q-in-Q ¢ gobasneHnem meTtkm 99 VLAN:

consolef#configure terminal
console (config) # interface gi 0/1
console (config-if)# switchport mode access
console (config-if)# switchport access vlan 99

console (config) # interface gi 0/2

(
(
console (config-if)# switchport dotlg tunnel
(
(

console (config-if) # switchport mode trunk

!

KnueHTcKuii nopt gna pa6otbl Q-in-Q 06a3aTenbHO A0MKEH ObiTb B peXKume access.

KomaHObI pexcuma 2a0b6aabHoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 53 — KomaHabl perknma rnobanbHo KoHGUrypauum

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

mac-address-table static
unicast mac_add vlan vian in-
terface [fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port]
status [deleteOnReset |
deleteOnTimeout | perma-
nent]

no mac-address-table static
unicast mac_add vlan vian

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..24);
te_port: (0/1..6)

[o6asutb ncxogHbi MAC-agpec B Tabanuy rpynnoBow agpeca-
.

-Permanent — gaHHbIlt MAC-aapec ocTaetcs B Tabauue agpeca-
LM Noc/ie NepeKkntoYeHns ctatyca nHtepdelica;
-Deleteonreset — faHHbIV agpec yoanmTca Nocie nepesarpysku
YCTPOMCTBA;

-Deleteontimeout — AaHHbI agpec yaanuTca no Takim-ayTy.

Yaanute MAC-agpec 13 Tabaumubl rpynnosoi agpecaumu.

clear mac-address-table dy-
namic [interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port } | vlan vian]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..24);
te_port: (0/1..6)

Yaanutb guHamuyeckme 3anucu us Tabavubl rpynnosoit agpeca-
umn.

KomaHOb! pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnnua 54 — KomaHabl perkmma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymoan4aHuro

Aeiicmeue

show mac-address-table
address mac_addr

MpocmoTp Bcen Tabamubl MAC-agpecos.

show mac-address-table count

MoKasaTb Ko/iMyecTBo 3anucei B Tabanue MAC-agpecos .

show mac-address-table count
summary

MoKasaTb CyMMapHYyto CTaTUCTMKY no Tabauue MAC-agpecos.
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show mac-address-table
dynamic unicast

MokasaTb Tabaunuy ¢ aMHamuyeckumm MAC-agpecamu .

show mac-address-table

gigabitethernet gi_port
tengigabitethernet te_port]

interface [fastethernet fa_port

fa_port: (0/1..24);
gi_port: (0/1..24);
te_port: (0/1..6)

Moka3saTb Tabaunuy MAC-aspecoB a1 yKazaHHOro uHTepdeiica.

show mac-address-table static
unicast

Moka3saTb Tabanuy co ctatuyeckumn MAC-agpecamim .

show mac-address-table vian
vlan

vlan_id: (1..4094);

Moka3saTb Tabaunuy MAC-agpecoB gnsa ykazaHHoro VLAN.

show garp timer [port

| tengigabitethernet | port-
channel}]

{fastethernet | gigabitethernet

-/-

OT06pasunTb 3HaueHus TalimepoB GVRP Ha nHTepdeiicax.

show gvrp statistics [port

| tengigabitethernet | port-
channel}]

{fastethernet | gigabitethernet

OT06pasmnTb CTaTUCTUKY NpoTOoKoAa GVRP.

clear garp counters{all | port

| tengigabitethernet | port-
channel}}

{fastethernet | gigabitethernet

OunCTUTL CTaTUCTUKY NpoTOoKoNa GARP.

KomaHObl pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOW CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 55 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

show vlan

MNokaszatb uHopmauuto no scem VLAN.

show vlan id vian_id

vlan_id: (1..4094)

Moka3saTb HGOopMaL Mo No KOHKpeTHomy VLAN.

show vlan protocols-group

MNokasaTtb MHd)OpMaLI,MIO O HAaCTPOEHHbIX rpynnax n NpoTOKOaX.

show protocol-vlan

MokasaTb nHdopmaumio o VLAN, cOOTBETCTBYHOLLMX Fpynnam npo-
TOKOJIOB Ha Pa3HbIX NOPTax.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 56 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show interfaces switchport {
fastethernet fa_port|
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..24);
te_port: (0/1..6)

MoKasaTb KOHOUIrypaLMIo NOpPTa, rPYNMbl NOPTOB.

4.9 Selective Q-in-Q

[daHHaa ¢yHKUMA NO3BONAET Ha OCHOBE CKOH(UIYPUPOBaAHHbLIX NpaBua GUAbTPaLUN NO HOMepam
BHyTpeHHux VLAN (Customer VLAN) npoussoguTb aobasneHune BHewHero SPVLAN (Service Provider’s
VLAN), noameHsaTb Customer VLAN.

[ns ycTpoiicTBa co3aaeTcs CNMCOK NPaBWA, HA OCHOBaHMM KOTOPbIX byaeT 06pabaTbiBaThCA TPADUK.
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Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma KoHpUrypaumnm nHtepdeiica KoHpurypaumm:

console# configure terminal

console (config) # interface{fastethernet fa port | gigabitethernet gi port | gi
tengigabitethernet te port| port-channel group|range{..}}

console (config-if) # N

Tabnunua 57 — KomaHabl perknuma KoHourypaumm nHtepdelica (ananasoHa nHtepdeicos) Ethernet

3HayeHue/3HayeHue -
KomaHoa Aelicmeue
no ymoa4aHuro

selective-qinq list ingress Co3aaTb NPaBU/IO, HAa OCHOBAHWWM KOTOPOTO BHELLHAA MeTKa
override-vlan vian_id vlan_id: (1..4094) ingress_vlan_id BxogAauwero naketa byaeT 3ameHaTbcA Ha vlan_id.
[ingress_vlan ingress_vlan_id] ingress_vlan_id:
no selective-qginq list ingress (1..4094) YaanuTb yKasaHHoe npaBuno selective qing ans BXogAawmx nake-
ingress-vlan vian_id TOB.
selective-qinq list egress Co34aTb NpPaBWU/IO, Ha OCHOBaHMM KOTOPOTO BHELUHAS METKa
override_vlan vian_id vlan_id(1..4094); ingress_vlan_id ncxopawero naketa 6yaeT 3ameHATbeA Ha vian_id.
[ingress_vlan ingress_vian_id] ingress_vlan_id:
no selective-qinq list egress (1..4094) YaanuTb cnmcok npasun selective qing A1 MCxoaALMX NaKeTos.
ingress_vlan vian_id
selective-qinq list ingress add- )

s vlan_id: (1..4094); Co34aTb NPaBuMIO, HA OCHOBAaHUW KOTOPOro As1A TpaduKa ¢ BHeLl-
vlan vian_id [ingress_vlan - o o . .
. -, - Hel meTkoM ingress_vlan_id 6ypeT pnobasnaTbca meTka ¢ vlan_id.
ingress_vlan_id] . .

- ——— ingress_vlan_id: - -

no selective-ging list ingress (1..4094) Ypoanutb yKasaHHoe npasuio selective ging ans sxoasawmx nake-
ingress-vlan vian_id h TOB.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console#

Tabnunua 58 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHoa

show selective-qing OT06pasnTb CNMCOK NpaBuA sging.
[fastethernet fa_port |
gigabitethernet gi_port | -
tengigabitethernet te_port |
port-channel group]

4.10 Storm Control ana pasaunuHoro Tpaduka (broadcast, multicast, unknown
unicast)

«LlLTopm» BO3HWKAEeT BC/AEACTBME Ype3MepHOro Kosaudyectsa broadcast-, multicast-, unknown
unicast-cooblleHnin, 0 AHOBPEMEHHO NepeaaBaeMbix NO CETM Yepes OAMH NOPT, YTO NPUBOANT K Meperpyske
PEeCcypcoB CETU U MOABNEHUIO 3a4epKeK. «LLUIToOpM» MOXKET BO3HMKHYTb MPU HAaMYUKN «3aKONbLOBAHHbIX»
cermeHTOB B cet Ethernet.

Korvw\yTaTop N3MepAeT CKOPOCTb NPUHMMaAEMOro LwWKMPOKOoBELWATE/IbHOIO, MHOroaapecHoro wu
Hen3BeCTHOro oaHoagpecHoro Tpad)m(a AnAa nopToB C BKJIKOYEHHbIM KOHTPO/IEM LLWNPOKOBELWLATE/IbHOTO
«WTOpMa» n 0T6paCbIBaET NMaKeTbl, €C/IN CKOPOCTb NpeBbIlWaeT 3a4aHHOE MaKCMMa/ZibHOE 3Ha4YeHMNeE.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

Buza 3anpoca KoMaHAHOWM CTPOKM B peXnume rnobasbHon KoHbUrypaumm:

console (config) #
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Tabnunua 59 — KomaHabl pexkmuma rnobanbHo KoHpUrypaumm
3HayeHue/3Ha4yeHue
no yMmon4aHuro

KomaHda Aelicmeue

YCTaHOBUTL rN06aNbHO Kakne eanHULLbI U3MepeHnsa HeobxoaMmo
MCNo/b30BaTh.

- pps — 06bem TpaduKa NaKeToB B CEKYHAY;

- kbps — 06bem Tpadurka KOUT B cEKyHAY.

storm-control mode {kbps |

Pes} -/pps

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOMW CTPOKKU B pexume KoHdurypauum uHtepdeica Ethernet, nHTepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnmua 60 — KomaHabl pexkmuma KoHpurypaumm uHtepodeiica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

storm-control multicast level
{pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BKHOUMTb KOHTPO/Ib MHOTOA4PeCHOro TpaduKa:

- pps — 06bem Tpad1Ka NAKETOB B CEKYHAY;

- kbps — 06bem Tpadurka KOUT B cekyHAy.

Mpu 0bHapy»KeHMM MHOoroaapecHoro TpadurKka nHTepdeinc moxer
6bITb OTKAtoYeH (shutdown) nnmn nobasneHa 3anuchb B XXypHan co-
obLieHuii (trap).

no storm-control multicast
level {pps | kbps}

BbIK/IIOYNTL KOHTPO/Ib MHOTOAAPECHOTO TpadumKa.

storm-control dif level {pps |
kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/IIOYNTb KOHTPO/Ib HEM3BECTHOIO O HOAAPECHOro TpaduKa.

- pps — 06bem TpadmKa NaKkeToB B CEKYHAY;

- kbps — 06bem TpaduKa KOUT B CEKYHAY.

Mpu 06HapyKeHUM HEM3BECTHOTO OAHOAAPECHOTO TpadUKa UHTEP-
deic moxeT 6bITb OTKAOYeH (shutdown) nan nobasneHa 3anuch B
KypHan coobuieHunit (trap).

no storm-control dif level
{pps | kbps}

BbIKOYMTL KOHTPOJIb O4HOAAPECHOro TpaduKa.

storm-control broadcast level
{pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BKOUMTBL KOHTPO/Ib LUMPOKOBELLATENbHOO TpaduKa.

- pps — 06bem TpadMKa NAKETOB B CEKYHAY;

- kbps — 06bem Tpadurka KOUT B ceKyHAy.

Mpu obHapyXeHUM WNpoKoBeLaTeNbHoro TpadurKa nHTepdenc mo-
eT 6bITb oTKAtoUeH (shutdown) nnm gobasneHa 3anuch B }KypHan
coobuieHuii (trap).

no storm-control broadcast
level {pps | kbps}

BbikntounTb KOHTPO/1b LWWMPOKOBELWLATENIbHOIO Tpad:lea.

storm-control {multicast | dif |
broadcast} action shutdown

OTKNOUUTL MHTEpdec Npn 06HAPYKEHUN MHOTOALPECHOTO, Hen3-
BECTHOr0O 04HOaAPECHOro UM WMPOKOBELLaTeIbHOro TpaduKa.

no storm-control {multicast |
dIf | broadcast} action
shutdown

OTMeHUTb OTKAOYeHMe UHTepdelica Npyu obHapyKeHUn MHoroas-
pecHoro, Hen3BeCcTHOro OAHOAAPECHOTO UM LIMPOKOBELLLATENIbHOTO
TpaduKa.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnnuya 61 — KomaHabl pexkmma EXEC

3HaveHue/3HayeHue .
KomaHoa / Aelicmeue
no ymoa4aHuro

show interface [fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group]
storm-control

MoKasaTb KOHPUIypaLMIO GYHKLMU KOHTPOAA LMPOKOBELLATE b-

fa_port: (0/1..24);
HOTO «LUTOPMa» A1 YKa3aHHOTo NopTa, IM60 BCex NMopTos.

gi_port: (0/1..24);
te_port: (0/1..6);
group: (1..8)

show storm-control - OTObparKaeT TEKYLLY HAaCTPOMKY eANHUL, USMEPEHWUA.

4.11 lpynnbi arperayumn KaHanos — Link Aggregation Group (LAG)

KommyTtaTopbl obecneunBatoT NoaaepKy rpynn arperaumm KaHanos LAG B KOaMdecTBe COrnacHoO
Tabanue 9 (cTpoka «Arperaums kaHanos (LAG)»). Kaxaas rpynna nopToB A0NXHA COCTOATb U3 UHTepdelicos
Ethernet ¢ ogMHaKoBOM CKOPOCTbIO, paboTaloLWMX B AyNaeKCHOM pexume. ObbeanHeHMe NOpPTOB B rpynny
YyBE/MYMBAET MPOMYCKHYD CMOCOOHOCTb KaHana Mmexay B3aMMOAEWNCTBYIOWMMN YCTPOMCTBAMU MU
MOBbIWAET OTKA30yCTOMYMBOCTb. [Pynna nopToB ABAAETCA AN KOMMYTaToOpa OA4HMM JIOTMYECKMM NOPTOM.

YCTPOMCTBO NoaAep KMBaeT ABa peXXmMma paboTbl rpynnbl NOPTOB — CTaTMYECKaA rpynna v rpynna,
paborTatowas no npotokony LACP. PaboTta no npotokony LACP onucaHa B COOTBETCTBYHOLLEM pasaene
KOHOUIypauum.

/i Ecnu gna uHtepdeiica nponsseaeHbl HACTPOIKM, TO ana aobaBneHuns ero B rpynny cneayer
BEPHYTb HacCTPOIKM NO YMONUYAHUIO.

Hob6asneHune nHTepdeNCcoB B rpynny arperauumn KaHanoB AOCTYMHO TONIbKO B PEKMME KOHOUrypauum
uHTepdelica Ethernet.

Buz 3anpoca KoMaHAHOM CTPOKM B pexnume KoHpurypaummn nntepdeiica Ethernet:

console (config-if) #

Tabnuua 62 — KomaHabl pexkuma kKoHoburypaumm nHtepoeica Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymMoa4YaHuro
channel-group group mode {on [obasuTtb Ethernet-uHtepoderic 8 rpynny nopTos.
| active | passive} group: (1..8); Ecnam 3HaueHue MTU gnsa Ethernet u Port-Channel uH-
mode: (on, active, ~ TepdeiicoB oTanualoTCA, TO 406aBUTbL AaHHbIN
passive) Ethernet-uHtepdeiic B rpynny nopToB Henb3s.
no channel-group Yaanute Ethernet-untepdeliic 13 rpynnbl nopTos..

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM pexnma riobanbHoM KoHbUrypauum:

console# configure terminal
console (config) #

Tabanua 63 — KomaHabl pexknma rnobanbHoin KoHourypaumm

3HayeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymon4aHuwo

shutdown port-channel o
OTkNtountb  paboty mopyna port-channel Ha ycTpoicTse.

| [aHHaa KomaHAa oTkAoYaeT paboty moayns port-chan-
- nel c 6e3B03BpaTHbIM yAaneHNnemM BCex HacTpoeK 61oka

-/BKAIOYEHO LAG.

no shutdown port-channel o
Bkatountb paboty moayns port-channel Ha ycTpoiicTse.
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port-channel load-balance 3apaTb MexaHn3m 6anaHCMPOBKKM HArpysku ans ctpaterun ECMP
{src-dest-mac-ip | src-dest-mac W ANA TPYNMbl arperMpoBaHHbIX NOPTOB.

| src-dest-ip | - src-dest-mac-ip — mexaHn3m 6anaHCMpPOBKM OCHOBbIBAETCA Ha
src-dest-mac-ip-port | MAC-agpece u IP-agpece UCTOYHMKA U NONyYaTens;

dest-mac | dest-ip | src-mac | - src-dest-mac — mexaH13m 6anaHCUMPOBKM OCHOBbIBAETCA HA
src-ip} MAC-agpece UCTOYHUKA 1 Noay4aTens;

- src-dest-ip — mexaHu3m 6anaHCMPOBKM OCHOBbLIBAeTCA Ha IP-aa-
pece UCTOYHMKA U NOoNyYaTens;

- src-dest-mac-ip-port — mexaH1M3m 6anaHCMPOBKU OCHOBbLIBA-
-/src-dest-mac etcAa Ha MAC-agpece, IP-agpece UCTOYHMKA M Nnony4vaTens, a
TakKe TCP-nopTe HasHayeHus;

- dest-mac — mexaHn3m 6anaHcMpoOBKM OCHOBbIBaeTcA Ha MAC-
afpece nosnyyatens;

- dest-ip — mexaHM3m 6anaHCUMPOBKM OCHOBbIBaeTCA Ha IP-aa-
pece nonyyaTens;

- src-mac — mexaHn3m 6anaHcMpoBKM ocHoBbiBaeTcA Ha MAC-
agpece UCTOYHUKA;

- src-ip — mexaHu3m H6anaHcMpoBKM OCcHOBbIBaeTcA Ha IP-agpece

MUCTOYHUKa.
set port-channel enable BkntounTb paboTy LAG rnobanbHo Ha KOMMmyTaTope.
set port-channel disable BbikntounTb paboty LAG rnobanbHo Ha KommyTaTope.
set port-channel independent- -/OTKNIOUEHO BKNOUMTL aBTOHOMHbIN pexxnm paboTbl LAG.
mode enable
set port-channel independent- BbIKNOYMTb aBTOHOMHbIW pexxum paboTsl LAG.

mode disable

l Ha ycrpoicreax MES2424 n MES2448 Bbl6paHHbIN anroputm 6anaHCUPOBKU

M 6ygpert paboTaTb TONbKO ANa TpaduKa c obyyeHHbIM agpecom B MAC-Tabnuue.
Ecnu MAC-aapec Ha3HaueHusa TpaduKa oTcyTcTBYeT B Tabauue, 6anaHcupoBKa
6yAeT NpousBoOAUTLCA NO METOAAM:
— L2-Tpaduk — src-dest-mac;
— L3-tpaduk(IPv4/IPv6) — src-dest-ip.

4.11.1 Cmamuyeckue 2pynnel azpe2ayuu KaHAn1086

tbymu,meﬁ CTaTnyeckux rpynn LAG asnaetca O6'be,EI,VIHeHMG HECKOJZIbKUX ¢M3MH€CKMX KaHa/z108 B O4UH,
YTO NO3BOSIAET YBE/IMYNTLb NPONYCKHYIO CNOCOBHOCTb KaHana U NOBbICUTb ero OTKa30yCTOﬁHMBOCTb. Ana
CTaTU4eCKUX rpynn npnopuTeT NCNO/1b30BaHNA KaHa/10B B 06'bEAMHEHHOM ny4yke He 3a4aeTcA.

DOna BknoueHuA paboTbl HTepdeiica B cocTaBe CTaTUUECKOW rPynnbl UCMONb3yATE KOMAHAY
channel-group {group} mode on B pexxume KOHGUrypaunm cooTBeTCTBYIOLEro nHTepdeiica.

4.11.2 lpomokon azpezayuu KaHanoe LACP

dyHKuMelt npoToKona Link Aggregation Control Protocol (LACP) sBnseTca o6beguHeHne HECKONbKUX
dU3NYECKMX KaHANOB B OOMH. ArperMpoBaHWe KaHa/ioB MCMOMb3yeTcA AN YBE/MYEHUS MPOMYCKHOWM
CNOCOBHOCTM KaHasa M MOBbILWEHUS ero oTKasoycToiumsocTu. LACP nossonseT nepenasaTb TpaduK Mo
06beMHEHHbIM KaHa/laM B COOTBETCTBMM C 3aZ,aHHbIMU NPUOPUTETAMMU.

Ona BKAoueHna pabotbl uHTepdeiica no npotokony LACP wucnonb3yidiTe KomaHay
channel-group {group} mode active/passive B pexxume KOHPUrypauumm cOOTBETCTBYIOLLEFO
uHTepdeinca.

KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKU perknumMa rnobanbHoOM KOHGUIypauum:

console (config) #
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Tabnunua 64 — KomaHabl perknuma rnobanbHo KoHpUrypaumm

KomaHoa

3HayeHue/3HayeHue
o ymon4aHuro

Aeiicmeue

lacp system-priority value

no lacp system-priority

value: (0..65535)/1

YCTaHOBUTb NPUOPUTET CUCTEMBI.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

lacp system-identifier
mac_addr

no lacp system-identifier

YcTaHoBUTb id yyacTHMKa lacp.

Ypanuts id yyacTHuKa lacp.

KomaHObI pexcuma KoHgpu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexKMme KoHdurypaumm nHtepdelica Ethernet:

console (config-if) #

Tabanua 65 — KomaHgpl pexnma KoHdurypaumm nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

lacp timeout {long | short}

no lacp timeout

-/long

YCTaHOBWUTb aAMUHUCTPATMBHbIV TalimayT npoTokona LACP:
- long — annTenbHoe Bpems TaimayTa;
- short — manoe Bpems TaimayTa.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

lacp port-priority value

no lacp port-priority

value: (1..65535)/1

YcTaHOBUTbL NpuopuTeT nHTepdeiica Ethernet.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM pexkmuma EXEC:

console#

Tabnunua 66 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show lacp [neighbor |
counters]

MokasaTb Hpopmaumto o npotokone LACP.

show etherchannel summary

MpocmoTp nHGopmaumm o LAG.

show etherchannel detail

MpocmoTp noapobHoM nHpopmaumm o LAG.

show etherchannel load-
balance

MpocmoTp anroputma 6anaHcnpoBku LAG.

show etherchannel protocol

MpocmoTp npoTokona LAG.

show etherchannel port

MpocmoTp MHPOopMauumn o nopTtax B cocTase LAG.

show etherchannel port-
channel

MpocmoTp nHbopmaumm o LAG.

MNpumep HacTPOUKM:

console (config)# set port-channel enable
console (config) # interface port-channel I
console (config-if)# no shutdown

console (config) # interface range fa 0/1-2
console (config-if-range)# no shutdown

(
(
(
console (config-if)# exit
(
(
(

console (config-if-range) # channel-group I mode active
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4.12 Hacrpoiika IPv4-agpecaumm

B gaHHOM pasgene onucaHbl KOMaHAblI A5 HAaCTPOMKWM CTaTUYECKUX napameTtpos IP-agpecauun,
TaKux Kak IP-agpec, macka nogcetu, WAK3 N0 YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuA 3anpoca KoOMaHAHOWM CTPOKM B pexume KoHpurypaunm nHtepoerica VLAN:

console (config-if) #

Tabanuya 67 — KomaHabl pexkMuma KoHourypaumm nHtepderica

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

ip address ip_address ip_mask
[secondary]

no ip address [/P_address]

HasHauyeHue 3agaHHOMy UHTepdelicy IP-agpeca n macku nopcetw.
- secondary — no3Bo/IAET HAaCTPOUTb JONONHUTENbHbIE |Pv4-
appeca Ha Tekywmit interface vlan. [1na HacTpoiiku TpebyeTtca
HanMume ocHoBHoro IPv4-aapeca Ha uHTepdelice.

Ypanenwue IP-agpeca nHtepdeiica.

ip management outer-vlan
vlan-id

no ip management outer-vlan

vlan-id: (1...4094)

BkntoyaeT 06paboTky QinQ-Tpaduka ynpasneHma Ha CPU. Mapa-
meTp vlan-id HasHayaeT BHewHu Ter 802.1Q.

l Ana KoppeKTHO paboTbl PyHKL UM HEO6XO0AMMO Hanu-

- yme aKTMBHOro vlan-id Ha KommyTaTope. Mpu aTom one-
paTuBHOe coctosiHue interface vlan, Ha KoTopom HacTpausaeTca
$yHKUMA, AOMKHO BbITb Up.

] [laHHble HACTPOMKM BLINONHAIOTCA Ha MHTepdeiice C-

. VLAN.

ip address dhcp

no ip address dhcp

NonyyeHwne IP-apgpeca ot DHCP-cepsepa.

3anpet ucnonb3osBaHuA npotokona DHCP gna nonyyeHua IP-
appeca ot DHCP-cepsepa.

No-ymonuaHuio, uHtepdeiicol Vlan Haxogarca B coctoaHum Admin down. Mpusectu B co-
. crosaHue Admin Up nx mo}KHo KomaHgoih no shutdown.

Mpumep HacTponkn 0bpaboTkm Tpadumka c S-vlan 10, C-vlan 20 Ha CPU:

console# !

console (config)# interface wvlan 20
console (config-vlan)# ip management outer-vlan 10

KomaHOb! pexcuma EXEC

BunAa 3anpoca KomaHAHOM CTPOKM B pexxknme EXEC:

console>

Tabnnuya 68 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show ip interface vlan vian_id

vlan_id: (1..4094)

MoKasaTb KoHduUrypaumio IP-agpecayun 4na yKasaHHOro UHTep-
deiica.
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4.13 Hacrpoiika IPv6-agpecauum

4.13.1 lpomokon IPv6

KommyTtaTopbl noaaepxueatoT paboTy no npotokony IPv6, uto AsnseTca 601blWLMM NPEUMYLLECTBOM,
T.K. npoToko IPv6 paspaboTaH gns Toro, 4tobbl B HyayLLem NOAHOCTbIO 3aMEHUTb agpecaLnio NPoToKoaa
IPv4. Mo cpaBHeHMto ¢ IPv4 npoTokon IPv6 nmeeT pacluMpeHHOEe apecHoe NPoCcTpaHCcTBo — 128 6UT BMecTo
32. Agpec IPv6 npeactaBnset coboli 8 6/10KOB, pasAefieHHbIX ABOETOYMEM, B KaxKaom 6soke 16 6uT,
3aMMCcaHHbIX B BUAE YeTblpex WecTHaAuaTePUYHbIX Yncen.

MOMMMO YyBENMYEHMS AAPECHOrO MPOCTPAHCTBA MNPOTOKOA IPV6 MMeeT MepapxXUyecKkyro cxemy
agpecaumn, obecneuymBaeT arperauyio MapLlipyToB, ynpoLllaeT Tabauuy Maplpytusauuum, npyv 3Tom
3dPeKTBHOCTb PaboTbl MapLIPYTU3aTOPa NOBbILIAETCA 33 CYET MeXaHM3Ma 06HapPYKeHUA CoCeqHNX Y3/10B.

V Ecnmn 3HaueHue rpynnbl MU HECKOZIbKUX FPYNN noapaa B agpece nporokona IPvé pasHO
Hynto — 0000, TO AaHHble rpynnbl MmorytT 6biTb onyweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moeT 6biTb coKpaweH ao FE40::AD21:FE43.
CoKpalleHu1o He MoryT 6biTb NoABEPrHyTbl 2 pasaesieHHble HyNAeBble rpynnbl U3-3a BO3HUK-
HOBEHUA HEeOAHO3HAYHOCTH.

V" EUI-64 — 310 naeHTUdUKaTOp, CO34aHHbIA Ha 6a3e MAC-agpeca uHtepdeiica, ABNAIOLMACA
64 mnagwumu 6utamm IPv6-agpeca. MAC-agpec pasbusaerca Ha ABe 4YacTu no 24 6ura,
MeXnay KoTopbimu aobasnserca KoHcTaHTa FFFE.

4.13.2 Hacmpoliika ¢pyHKyuu IPv6 RA Guard

®yHKumA IPv6 RA Guard npeaocTaBaseT 3alMTy OT aTaK, OCHOBaHHbIX Ha paccbl/ike NOAAEeNbHbIX MNa-
ketoB Router Advertisement, paspeLuasn OTCbIIKY COOBLLLEHWNI TONBKO C 4OBEPEHHbIX MOPTOB.

KomaHObI pexcuma 27106a0s16H020 KOHGU2YPUPOBAHUS

Bua 3anpoca KOMaHAHOW CTPOKM peXknma rnobanbHoro KoHGUrypupoBaHumsa:
console (confiqg) #

Tabanua 69 — KomaHabl pexknma rnobanbHoro KOHGUryprMpoBaHus

3HayeHue/3Ha4yeHue no .
KomaHoa / Aelicmeue
YyMOAYaHUIO
shutdown ipv6 snooping OTkNtounTb paboty mopyna IPv6é RA Guard Ha ycTpoiicTee.
l JaHHaA KomaHAA oTKAlouaeT paboty mogyna IPv6
H RA Guard c 6e3B0o3BpaTHbIM yganeHuem BcCeX
-/BKMiO4eHO HacTpoek 6n0ka IPv6 RA Guard.
no shutdown ipv6 snooping BkntoumTb paboty moayns IPvé RA Guard Ha ycTpolicTse.
ipv6 nd ra-guard enable Paspewntb KOMMYTaTOpy KOHTPO/JMPOBaHWE MOCPEeACTBOM
-/BbIK/OYEHO dyHKumK IPv6 RA Guard.
no ipv6 nd ra-guard enable BbikntoyeHue pyHKumm IPv6 RA Guard.
ipv6 nd ra-guard policy pol- Co3gatb 1 ckoHdurypmposaTb policy IPv6 RA Guard.
icy_id
yf - policy_id: (1..65535) -
no ipv6 nd ra-guard policy Yaanuts policy IPv6 RA Guard.
policy_id
ipv6 rag-acl-list ac- Co3paTb 3anucb B cnuncke goctyna RA Guard Ha ocHose link
cess_list_num seq se- . layer agpeca.
access_list_num:
gmac_addr — =
- - (1..65535);
no ipv6 rag-acl-list ac- seq: (1..100) YpanuTb 3anuck B cnuncke goctyna RA Guard.
cess_list_num seq se- T
gmac_addr
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ipv6 rag-prefix-list list_id seq
seq prefix

no ipv6 rag-prefix-list list_id
seq seq prefix

prefix: (2000::1/64)

Co3patb 3anuch B cnucke goctyna RA Guard Ha ocHose IPv6
npedukca.

YaanuTb 3anucb B cnucke goctyna RA Guard.

ipv6 rag-src-ipv6-list ac-
cess_list_num [ seq seq ]
src_ipv6_link-local_address

access_list_num:

no ipv6 rag-src-ipv6-list ac-
cess_list_num [ seq seq ]
src_ipv6_link-local_address

(1..65535);
seq: (1..100)

Co3patb 3anuch B cnucke agoctyna RA Guard Ha ocHose link-
local ipv6-agpeca.

YaanuTb 3anucb B cnucke goctyna RA Guard.

KomaHObI pexxcuma 2a06as16H020 KoHgu2ypuposaHus policy IPv6 RA Guard

BuAa 3anpoca KOMaHAHOM CTPOKMK pexxnma KoHdurypmuposaHus policy IPv6 RA Guard:

console (config-rag) #

Tabnunua 70 — KomaHabl pexkmma KoHourypuposaHus policy IPv6 RA Guard

3HayeHue/3HayeHue rno

KomaHoa Aelicmeue
YMOAYAHUIO
device-role {host | router} Bbi6op pexkuma paboTbl nopTa.
/host - host — 6510kMpoBKa Bcex Bxoaawmx RA-coobuieHnit;

- router — punbTpauma RA-coobLueHMl B COOTBETCTBUM C

HaCTPOEHHbIMM NPaBUNaMK.
other-config flag { on | off | Jnone YnpasnaTtb O-6utom B RA-CO06LLEHUAX.
none}
managed-config flag{ on | off Ynpaenate M-6utom B RA-coobuieHnsx.
| none} -/none
router-preference {low | me- _Jnone YnpaensaTb nonem router-preference 8 RA-coobLyeHmsx.

dium | high | none}

match rag-acl-list ac/_num

no match rag-acl-list ac/_num

acl_num: (1..100)

OcyuwectBuTb NpuBsa3sky acl K policy IPv6 RA Guard.

Ypanutb npmueasky acl K policy IPvé RA Guard.

match rag-prefix-list pre-
fix_id

no match rag-prefix-list pre-
fix_id

prefix_id: (1..100)

OcyuwecteuTb Ppunbtpaumto coobuweHnin IPv6 RA Guard no-
npedukcy.

Yaoanutb dunbtpaumio no npedukcy IPvé RA Guard.

match rag-src-ipvé6-list
ibvé_prefix_id

no match rag-src-ipv6-list
ibvé_prefix_id

ipv6_prefix_id: (1..100)

Ocywectutb dunbTpauuio coobuweHumii IPvé RA Guard no
IPv6-npeduKcy.

Yaanutb ¢ounotpaumto cooblieHnit IPv6 RA Guard no IPv6-
npedukcy.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKM pexnma KOHPUrypupoBaHus nHtepdelica:

console

(config-if) #

Tabnnua 71 — KomaHgb! pexkmma KoHpurypmposaHua nHtepoeiica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ipv6 nd ra-guard

no ipv6 nd ra-guard

-/BbIKAOYEHO

Paspewunts KommyTaTopy KOHTpoAnpoBaHue dyHKuum IPv6 RA
Guard Ha uHTepodeiice.

Bbikntountb dyHKUMIO IPv6 RA Guard Ha nHTepodelice.

ipv6 nd ra-guard trust-
state trusted

ipv6 nd ra-guard trust-
state untrusted

Mo ymonuaHuio Bce NopThl

[106aBUTb NOPT B CMUCOK LOBEPEHHDIX.

AsnAoTcA untrusted

Yaanute nopt u3 trusted-list.

ipv6 nd ra-guard attach-
policy policy_id

policy_id: (1..65535)

MpuBasaTb ckoHOUrypupoBaHHbIi policy IPv6 RA Guard K uH-
Tepdelicy.
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no ipv6 nd ra-guard attach-
policy policy_id

Yaanutb policy IPv6 RA Guard Ha nHtepdelice.

KomaHObi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexxkume privileged EXEC:

console#

Tabnunua 72 — KomaHabl perkuma privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show ipv6 nd ra-guard
[interface fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group ]

MokasaTtb HacTpoliku IPv6 RA Guard Ha uHTpedericax.

show ipv6 nd ra-guard policy
[policy_id]

policy_id: (1..65535)

MoKa3aTb HacTpolikM NoAnTuK IPv6 RA Guard.

show ipv6 nd ra-guard global

MokasaTtb rnobanbHble HacTponku IPv6 RA Guard.

4.13.3 Hacmpoiika ¢pyHKkyuu IPv6 ND Inspection

®yHKuma IPv6 ND Inspection npegocTaBAseT 3alWMTy OT aTaK, OCHOBAHHbIX Ha PaccblKe NoAAeNbHbIX
Neighbor Advertisement, paspeLuas oTCbI/IKY COO6LEHMI TONBKO C AOBEPEHHbIX MOPTOB AW NPU COOTBET-
CTBMM MaKeTa HacTPOEHHOMN NOINTUKE.

KomaHObI pexcuma 27106a0s16H020 KOHGU2YPUPOBAHUS

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoro KoHGUrypnupoBaHus:

console (config) #

Tabnuua 73 — KomaHgb! pexxknma rnobanbHoro KoHGUrypmpoBaHus

3HayeHue/3HayeHue no

no shutdown ipv6 snooping

KomaHoa Aelicmeue
ymMon4aHuio
shutdown ipv6 snooping OTkNtounTL paboty moayna IPv6 ND inspection Ha ycTpoit-
cTBe.
JaHHas KomaHAa oOTKAYaeT pabory mopynsa IPve RA
-/BKNIOYEHO Guard m IPv6 ND Inspection ¢ 6e3B03BpaTHbIM yAa-

. NeHueMm Bcex HacTpoek 610Ka IPv6 RA Guard u IPv6
ND Inspection.

BkntounTb paboty mogyns IPvé ND Guard Ha ycTpolicTse.

ipv6 nd inspection

no ipv6 nd inspection

-/BbIK/IIOYEHO

BkntoumTb PpyHKUMto IPv6 ND Inspection.
BbikntoueHue dyHkuuto IPv6 ND Inspection.

ipv6 nd inspection policy
policy_id

policy_id

no ipv6 nd inspection policy

policy_id: (1..65535)

Co3gatb 1 ckoHdurypmposaTts policy IPv6 ND Inspection.

Ypanute policy IPv6 ND Inspection.

ipv6 nd inspection src-addr-
list src-addr-list_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection src-
addr-list src-addr-list_num

[seq seq] prefix/prefix-len

src-addr-list_num:
(1..65535);
seq: (1..100)

Co3patb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu src ipv6-prefix B 3aronoske IPv6.

Yaanutb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
Huu src ipv6-prefix B 3aronoske IPv6.
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ipv6 nd inspection tgt-addr-
list tgt-addr-list_num [seq
seq] prefix/prefix-len

tgt-addr-list_num:

no ipv6 nd inspection tgt-
addr-list tgt-addr-list_num
[seq seq] prefix/prefix-len

(1..65535);
seq: (1..100)

Co3patb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
HuM target ipv6-addr B 3aronoske ICMPv6.

Ypanutb 3anuce 8 cnucke goctyna ND Inspection Ha ocHOBa-
HuU target ipv6-addr B 3aronoske ICMPv6.

ipvé nd inspection tgt-mac-
list tgt-mac-list_num [seq
seq] prefix/prefix-len

tgt-mac-list_num:

no ipv6 nd inspection tgt-
mac-list tgt-mac-list_num
[seq seq] prefix/prefix-len

(1..65535);
seq: (1..100)

Co3patb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
HuM target mac-addr B 3aronoske ICMPv6.

Ypanutb 3anuce B cnucke goctyna ND Inspection Ha ocHOBa-
HuM target mac-addr B 3aronoske ICMPv6.

KomaHObI pexcuma KoHgu2ypuposaHusa policy IPv6 ND Inspection

BuAa 3anpoca KoOMaHAHOM CTPOKM pexxnma KoHdurypmposaHus policy IPv6 ND Inspection:

console (config-ndi) #

Tabnnua 74 — KomaHabl pexkmma KoHourypmposaHuma policy IPv6 ND Inspection

Komanda 3HayeHue/3HayeHue o Neiicmeue
YMOAYAHUIO
override-flag { on | off | OnpepenvTtb 3HavyeHne ¢nara override B NA-cOObLLEHUSAX.
none} /none
router-flag{ on | off | none} -/none Onpeaenntb 3HaveHue dnara router 8 NA-coobLieHUAX.
solicited-flag{ on | off | _/none OnpeaennTb 3HayeHune dnara solicited B8 NA-coobuieHmnx.

none}

match src-addr-list src-addr-
list_num

src-addr-list_num:

no match src-addr-list src-
addr-list_num

(1..65535)

OcyuectBuTb NpueAasky src-addr-list K policy IPv6 ND Inspec-
tion.

Ypanutb npusasky src-addr-list k policy IPv6 ND Inspection.

match tgt-addr-list tgt-addr-
list_num

tgt-addr-list_num:

no match tgt-addr-list tgt-
addr-list_num

(1..65535)

OcyuwectBuTb Npuasky tgt-addr-list k policy IPv6 ND Inspec-
tion.

Ypanutb npusasky tgt-addr-list k policy IPv6 ND Inspection .

match tgt-mac-list tgt-mac-
list_num

tgt-mac-list_num:

no match tgt-mac-list tgt-
mac-list_num

(1..65535)

OcyuwectsuTb Npueasky tgt-mac-list k policy IPv6 ND Inspec-
tion.

Ypanutb npueasky tgt-mac-list k policy IPv6 ND Inspection.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma KoHPUrypupoBaHus nHtepdelica:

console

(config-if) #

Tabnnua 75 — KomaHgb! pexkmma KoHpurypmuposaHua nHtepoeiica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMONYAHUIO

Aelicmeue

ipv6 nd inspection

no ipv6 nd inspection

-/BbIKOYEHO

BkntoumTb PpyHKUMIo IPv6 ND Inspection Ha nHTepdelice.

Bbikntountb GpyHKuMto IPv6 ND Inspection Ha uHTepdeiice.

ipv6 nd inspection trust-
state trusted

ipv6 nd inspection trust-
state untrusted

Mo ymonyaHuio Bce NopTbl

[106aBUTb MOPT B CMIUCOK JOBEPEHHDIX.

AsnAoTcA untrusted

Yaanutb nopT U3 CNUCKa A0BEPEHHDbIX.

ipv6 nd inspection attach-
policy policy_id

policy_id: (1..65535)

MpuBasaTb ckoHdUrypupoBaHHbIi policy IPv6 ND Inspection K
MHTepoeicy.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P

79



HELTEX

! Monutuka He moxKeT 6bITb NpUBA3aHa K HTEpdeiicy,
HaxoAALeMYyCcA B CNUCKe A0BEPEHHbIX NOPTOB.

no ipvé6 nd inspection at- YaanuTtb policy IPv6 ND Inspection ¢ nHtepdelica.
tach-policy policy_id

KomaHObi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexxkume privileged EXEC:

console#

Tabnunua 76 — KomaHabl perkuma privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa Aelicmeue

show ipv6 nd inspection MokasaTtb HacTpoliku IPv6 ND Inspection Ha uHTpedericax.
[interface fastethernet
fa_port | gigabitethernet -
gi_port | tengigabitethernet

te_port | port-channel group ]

show ipv6 nd inspection policy MokasaTb HacTpoliku noantuk IPv6 ND Inspection.

policy_id: (1..65535)

[policy_id]

show ipv6 nd inspection src- src-addr-list_num: MokasaTtb HacTpoliku IPv6 ND Inspection src-addr-acl.
addr-acl [src-addr-list_num] (1..65535)

show ipv6 nd inspection tgt- tgt-addr-list_num: MokasaTb HacTpoliku IPv6 ND Inspection tgt-addr-acl.
addr-acl [tgt-addr-list_num] (1..65535)

show ipv6 nd inspection tgt- tgt-mac-list_num: Moka3saTb HacTpoliku IPv6 ND Inspection tgt-mac-acl.

mac-acl [tgt-mac-list_num] (1..65535)

show ipv6 nd inspection global - Moka3saTtb rnobanbHble HacTpoliku IPv6 ND Inspection.

4.14 HacTtpoiika NnpoTOKON0B

4.14.1 Hacmpolika npomoKona ARP
ARP (Address Resolution Protocol — npoTokon paspelleHua agpecoB) — MPOTOKOJ KaHa/lbHOro
YPOBHA, BbINO/HAIOWMIA PyHKUMIO onpeaeneHna MAC-agpeca Ha OCHOBaHMM COAeprKalLerocs B 3anpoce

IP-agpeca.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B peXKMME rN06anbHOM KOHPUIypaLmm:

console (config) #

Tabnunua 77 — KomaHzabl perknuma rnobanbHoM KoHpUrypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro
arp ip_addr hw_addr dopmart ip_addr: [Jo6aBuTb cTaTnyeckyto 3anmcb cootsetcTeus IP- 1 MAC-agpecos
[fastethernet fa_port | A.B.C.D; B Tabanuy ARP ansa ykasaHHOro B KOMaHae uHTepodeiica.
gigabitethernet gi_port | ¢dopmat hw_address: - ip_address — IP-agpec;
tengigabitethernet te_port | H.H.H - hw_address — MAC-agpec.
port-channel group] H:H:H:H:H:H
arp ip_addr hw_addr H-H-H-H-H-H; YaanuTb cTaTUueckyto 3anuch cootsetctsma IP- 1 MAC-aapecos
[fastethernet fa_port | fa_port: (0/1-24); 13 Tabnumubl ARP ans yKa3aHHOro B KOMaHA4e uHTepdelica.
gigabitethernet gi_port | gi_port: (0/1..24);
tengigabitethernet te_port | te_port: (0/1..6);
port-channel group] group: (1..8);
vlan_id: (1..4094)
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arp gratuitous interval seconds

no arp gratuitous interval

seconds:
(15..86400)/150 cerkyHAa,

YCTaHOBUTb MHTEPBAN MEXKAY OTNPaBKoM gratuitous arp coobuue-
HUN.

YCTaHOBWTb 3HaYeHMe N0 YMOJTHAHUIO.

arp timeout sec

no arp timeout

sec: (30..86400) cek

HacTpouTb Bpems *KU3HM gMHAMUYECKux 3anucei B Tabamue ARP
(cek).

YCTaHOBUTb 3HaYeHMe N0 YMOYAHUIO.

clearip arp

Yaanutb Bce AnHamuyeckue 3anmcu ns ARP-Tabamubl (KomaHga
AOCTYMHA TO/IbKO 419 NPUBUAETMPOBAHHOIO NOb30BaTeNsA).

KomaHObI pexcuma KoHgu2ypauyuu uHmepagpelica VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexknume KoHpurypaumm nntepoeiica VLAN:

console (config-if)#

Tabnnua 78 — KomaHabl pexkmma KoHourypauum uHtepdelica

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip arp gratuitous periodic
no ip arp gratuitous periodic

-/BKNIOYEHO

BKkntouMTb OTNpaBKy gratuitous arp coobLieHui.

BbIK/IOYMTL OTNPABKY gratuitous arp coobLeHui.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnuua 79 — KomaHab! pexxkmuma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show ip arp [ip-address
ip_address] [mac-address
mac_addres] [vlan vian_id]

dopmar ip_address:
A.B.C.D
dopmat mac_address:
H.H.H uan H:H:H:H:H:H
nnm H-H-H-H-H-H;
vlan: (1..4094)

MokasaTtb 3anucy ARP-Tabanubl: Bce 3anucu, dunbTp no IP-agpecy;
dunbTp no MAC-agpecy; ounbTp no nHTepdeicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show ip arp statistics

loKasaTb TeKyLLyo CTAaTUCTUKY NPOTOKOANA arp.

4.14.2 MexaHu3m obHapyxceHusa nemens (loopback-detection)

,ﬂ,aHHblﬁ MEXaHU3M NO3BONAET YCTpOﬁCTBy OTCNEXNBATb 3aKO/IbLUOBaHHbIE NOPTbHI. MNeTtna Ha nopTty
O6H3py>KMBaeTCFl I'IYTéM OTCbIJTKM KOMMYTAaTOpPOM d)peﬁN\a cagpecom Ha3HaveHuA, cosnagakowimm C OgHUM

n3 MAC-agpecoB ycTpoiicTBa.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaummu:

console (config) #
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Tabnnua 80 — KomaHAabl perknma rnobanbHoM KoHpUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

shutdown loopback-detection

no shutdown loopback-
detection

-/BKAOYEHO

OTKAounTbL paboTy mogyns loopback-detection Ha ycTpoiicTse.

' DaHHas KomaHga oTKA4YaeT paboty mogynsa loopback-

b detection c 6e3803BpaTHbIM yAaNeHMEM BCEX HAaCTPOeK
6n0Ka LBD.

BkntounTb paboty moayns loopback-detection Ha ycTpolicTse.

loopback-detection enable

loopback-detection disable

-/BbIK/IOYEHO

BKIOUNTL MEXaHU3M 06Hapy)KEHMH neTenb ANA KOMMYTaTOopa.

BoccTaHOBMTb 3HaYeHMe no YMONYaHULO.

loopback-detection interval
seconds

seconds: (1..60)/30

YcTaHOBUTbL MHTepBaa mexay loopback-pperimamu.
- seconds — HTepBaa BpeMeHu mexay LBD ¢peitmamu.

mac_address

CEeKyH
no loopback-detection interval yha BoccTaHOBWTL 3HaYeHME N0 YMONYAHUIO.
loopback-detection Onpegenntb MAC-agpec HazHayeHus, yKasaHHbIN B LDB-dpelime.
destination-address -[ff.£f.£ffFAFFF Mo ymonyanuio MAC-agpec HasHa4yeHUA LWUPOKOBELLA-

Y

TeNbHbIN.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

¢elica epynnel nopmos

Bupa, 3anpoca KomaHAHOW CTPOKM B pexxume KoHourypaumm mHtepdeiica Ethernet, nnrepdeiica

rpynnbl NOPTOB:

console# configure terminal
console (config) # interface { fastethernet fa port | gigabitethernet

gi port |

console (config-if) #

tengigabitethernet te port | port-channel group}

Tabnuua 81 — KomaHabl pexxkuma KoHoburypaumm nHtepoeica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

loopback-detection enable

loopback-detection disable

-/BbIKNIOYEHO

BKAOUNTL MeXaHM3M OBHapyKeHUA neTenb Ha NOpPTy.

BoccTaHOBUTL 3HaYeHMe N0 YMOYAHMUIO.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKK pexxnma EXEC:

console#

Tabnnuya 82 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

show loopback-detection
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
statistics]

fa_port: (0/1..24);
gi_port: (0/1..24);
te_port: (0/1..6)

OTo6pasunTb cocTosHMe mexaHu3ma loopback-detection.

debug loopback-detection [all
| buffer-alloc | control |
critical | pkt-dump | pkt-flow ]

-/OTKNIOYEHO

BKOUYUTL OTNPaBKy coobLieHnit no cobbitnam loopback-detec-
tion.

4.14.3 Cemelicmeo npomokKonoe STP (STP,

RSTP, MSTP)

OcHoBHoOWM 3aaaveit npoTtokona STP (Spanning Tree Protocol) asnsetca npuseaeHue cetn Ethernet c
MHOXECTBEHHbIMW CBA3AMM K APEBOBMAHON TOMOAOMMKN, UCKNOYAIOWEN LMKAbI MaKeToB. KommyTaTopbl
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06MEHNBAOTCA KOHPUrypaLMOHHbIMKU COOBLLIEHNAMM, MCNOAb3yA Kadpbl cneuuanbHoro dopmata, M
BbIBOPOYHO BKAIOUAIOT M OTKAIOYAIOT Nepeaady Ha nopTbl.

Rapid (6bicTpbiit) STP (RSTP) ABnsieTcs ycoBeplleHCTBOBAHMEM MpoTOKosa STP, xapaKkTepusyetca
MEHbLWMM BpeMeHeM MNpuUBEAEHUA CeTM K AOPEeBOBMAHOMW TOMOMAOTMM U UMeeT 6o0Jsiee BbICOKYHO

YCTOMYNBOCTb.

MpoTtokon Multiple STP
mcnonob3doBaHne VLAN. MSTP

noaaepskusatoLei

(MSTP)

ABNAETCA

COBpeMeHHol peanusaumeinr STP,
KOHdUrypauuio HeobxoaMMOro

Hanbonee
npeanonaraeT

KOJIMYECTBA SK3EMNAAPOB CBA3YIOWEro AepeBa (spanning tree) BHe 3aBUCMMOCTM OT umcna rpynn VLAN Ha
KommyTaTope. Kaxablii aK3eMniap MOKeT cogepkaTb HeckonbKo rpynn VLAN. HegoctaTkom npoToKona
MSTP aBnsieTcA TO, YTO Ha BCEX KOMMYyTaTopax, B3anmogencraytowmx no MSTP, onxHbl O6biTb 0AMHAKOBO
cKoHuUrypuposaHbl rpynnbl VLAN.

V MaKcmmanbHO aonycTtumoe Koam4yectso aksemnaapos MSTP — 64.

4.14.3.1 Hacmpoiika npomokona STP, RSTP

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 83 — KomaHabl pexkmuma rnobanbHo KoHPUrypaumum

3Ha4yeHue/3HayeHue

no spanning-tree mode

KomaHoa Aeiicmeue
no yMoaYaHuro
shutdown spanning-tree OTKNOUYNTD paboty moayna STP Ha ycTpoiicTae.
JaHHaa KomaHga oTKAoYaeT paboty moayna STP ¢ 6e3-
. BO3BPaTHbIM yAa/lieHUeM BCeX HacTpoeK 6soka STP.
-/BKAOYEHO o .
' Mogaynb STP BkatloyaeTca KOMaHAoM spanning-tree.
.
spanning-tree /BKnIOUEHO Pa3spelwmnTb MCNoib30BaHME KOMMYTATOPOM NpoTOKoNa STP.
no spanning-tree 3anpeTnTb UCMO/Ib30BaHWE KOMMYTAaTOPOM NpoToKona STP.
spanning-tree mode { rst | YCTaHOBUTL pexkum paboTbl npoTokona STP:
mst - rst — IEEE 802.1W Rapid Spanning Tree Protocol;
' -/MSTP pid >p g

- mst — |IEEE 802.1S Multiple Spanning Tree Protocol.

YCTaHOBUTb 3Ha4YeHME N0 YMONYAHMUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YCTaHOBUTb MHTEPBAN BPEMEHMW, 33Tpa“IMBaeMbI17I Ha npocayuwuea-
HUe n nsyvyeHue COCTOAHUM nepen nepexknryeHmnem B CoCtoaHue
nepegayu.

YCTaHOBUTbL 3HaYeHue no YMONYaHULO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..2)/2 cek

YCTaHOBUTbL MHTEPBA BPEMEHM MEXAY Nepesadyamm LWMPOKoBeLla-
Te/IbHbIX coobLeHnl «Hello» K B3aMmogencTByOWMM KOMMYTaTO-
pam.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTb BpemsA }WU3HU ceA3ytoLero aepesa STP.

YCTaHOBUTb 3Ha4YeHME N0 YMOYAHMUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTpouTb npuopuTeT ceAsyowero gepesa STP.
3HayeHue npuopuTeTa A0MKHO 6bITb KpaTHO 4096.

YCTaHOBUTbL 3HaYeHue no YMONYaHUIO.

spanning-tree pathcost
dynamic [lag-speed]

no spanning-tree pathcost

-/BbIK/IIOYEHO

BKAOUUTL AMHAMMYECKOEe onpeseieHMe LLEHHOCTU NYTH.
-lag-speed — onpegeneHne ueHHOCTU NyTU BYAET BbIYUCAATLCA NPU
M3MeHeHun ckopoctu LAG.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

spanning-tree compatibility
{mst | rst | stp}

-/BKIOYEHO

Bepcua cosmectnmoctu STP.
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no spanning-tree
compatibility

YCTaHOBUTb 3HAYeHUe no YMOI4aHUIO.

spanning-tree flush-
indication-threshold value

no spanning-tree flush-
indication-threshold

value: (0..65535)

MoporoBoe KOAMYECTBO tcn, MpU KOTOPOM 3aMnycKaeTcs Talimep, Ko-
TOpbIA paBeH 3HayeHuto flush-interval.

OTmeHUTb noporoBoe 3Ha4yeHue.

spanning-tree flush-interval
interval

no spanning-tree flush-
interval

interval: (0..500)/0

YCTaHOBUTb 3HAYeHMEe WHTepBasa, MNocie KOTOpPOro npousonaéT
flash MAC-Tabaunupl nocge nonyyexus ten.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

spanning-tree transmit
hold-count count

no spanning-tree transmit
hold-count

count: (1..10)

ITO 3HayeHue yKasbiBaeT MaKCMMabHOE KOJIMYECTBO NAKeToB, KO-
Topble MOryT 6bITb OTMPABAEHbI B 3a4aHHbIA UHTEPBA/N BPEMEHMU
hello-time.

OTMEHUTb HaCTPOMKY OrpaHUYeHUs nakeTos B MHTepBan hello-time.

spanning-tree pathcost
method {long|short}

no spanning-tree pathcost
method

-/long

YcTaHOBUTbL MeTOZ onpeaeneHua LLeHHOCTU NyTH.
- long— 3HauyeHue yeHHocTN B AnanasoHe 1..200000000;
- short — 3HayeHue ueHHOCTM B AnanasoHe 1..65535.

YCTaHOBMUTb 3HAYEHMe No YMOI4aHUIO.

Mpu 3agaHun STP napameTpos forward-time, hello-time, max-age Heo6xogumo BbinonHeHne
v ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgpu2ypayuu uHmepagetica Ethernet, uHmepagelica 2pynnsi NopmMos

Bua, 3anpoca KomaHAHOW CTPOKM B pexxume KoHourypaumum mHtepdeiica Ethernet, nurepdeica

rpynnbl NOPTOB:

console (config-if) #

Tabanua 84 — KomaHgbl pexknma KoHpurypaumm nHtepoeiica Ethernet, rpynnel noptos

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree disable

3anpetutb paboTy npoTtokona STP Ha KOHdUrypupyemom UHTEp-
deiice.

-/paspelueHo
no spanning-tree disable /pasp Paspetutb paboTy npoTokona STP Ha KOHPUrypupyemom UHTep-
delice.
spanning-tree cost cost cost: YCTaHOBWTb LLleHHOCTb NYTU Yepes AaHHbIN MHTepdeic.
i (1..200000000)/cm. - COSt — UEeHHOCTb NyTw.
no spanning-tree cost YCTaHOBWUTbL 3HauyeHue, onpenensiemoe Ha OCHOBAHWWM CKOPOCTU
Tabanuy 78

nopTa u MeToAa onpejeneHuns LeHHOCTU NyTH, cM.Tabauuy 78

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YCcTaHOBWUTL NpUopUTET MHTEpPdElica B cBA3YlOLem aepese STP.

V 3HaueHue NpuopuTeTa A,0/KHO 6bITb KpaTHO 16.

YCTaHOBUTb 3HaYeHue No YMONYaHUIO.

spanning-tree portfast

no spanning-tree portfast

BK/OUMTb PEKUM, B KOTOPOM MOPT NPU NOAHATAM Ha HEM JINHKA
Cpasy CTaHOBUTCA B COCTOAHME Nepesayun, He AOXUAAACH UCTeve-
HUWA Talimepa.

BbikntounTb PexXnm MOMEHTA/IbHOrO nepexoaa B COCToOAHME nepe-
Aa4yn No NOAHATUIO KJIMHKa».

spanning-tree loop-guard

no spanning-tree loop-guard

-/3anpelieHo

Pa3spelwnTb Ha MHTepdeiice 4ONONHUTENbHYIO 3aLLUTY OT neTens. B
cnydae, ecim nHTepdeinc HaxoauTCA B COCTOAHWUM, OTIUYHOM OT
Designated u npu aTom nepecTaet nonyyatb BPDU, nHtepdeic 610-
KnpyeTtca.

3aI'IpeTVITb AONONHUTENIbHYIO 3aLlLMUTY OT BO3SHUKHOBEHUA NEeTe/b.
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spanning-tree guard {root |
loop | none}

no spanning-tree guard

-/Mcnonb3oBaHue
rno6anbHOM HaCTPOMKK

BKtOUUTD 3aLLMTY KKOPHA» A5 BCEX CBA3YIOLWMX AepeBbeB STP Bbl-
6paHHOro nopra.

- root — 3anpeLaeT UHTepdeicy 6biTb KOPHEBBIM NOPTOM KOMMY-
TaTopa;

- loop — Bk/toyaeT Ha nHTepdelice 4ONONHUTENbHYIO 3aLLMTY OT ne-
Tenb. B cayvae, ecnam nHTepdeiic HaxoAMTCA B COCTOAHUM, OTANY-
Hom oT Designated 1 npu sTom nepecrtaet nony4yats BPDU, nHTep-
deiic bnokupyertcs;

- none — oTK/o4aeT Bce Guard-pyHKLMU Ha uHTepdelice.

Mcnonb3oBath r106abHY0 HACTPOMKY.

spanning-tree bpduguard
{enable | disable | none}

no spanning-tree bpduguard

-/BbIK/IIOYEHO

PaspewnTb 3aLWmMTy, BbIKAOYAOLWYH MHTEPdEC Npu Npuéme nake-
TOoB BPDU.

3anpeTuTb 3aWUTY, BbIKAKOYAOLLYO MHTepdEeNC npy Npuéme nake-
TOoB BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/BpNA pynnekcHoro
nopTa «TOYKA-TOYKAY,
ONA NONYyAYNIEKCHOTO

— «Pa3BETBNAEHHbIN»

YcTtaHoBUTb NpoToKoa RSTP B nepepatolLee coOCToAHUE N onpeae-
JINTb TUN CBA3M AN1A BbIOpaHHOroO nopTa:

- point-to-point — To4Ka-TOu4Ka;

- shared — pa3BeTBNEHHbIN.

YCTaHOBUTb 3HAYEHMe No YMOI4aHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIK/IIOYEHO

3anpeTtutb npuem BPDU ¢ pnarom TCN.

Paspewwntb npuem BPDU ¢ pnarom TCN.

spanning-tree bpdufilter

Onpeaenntb pexxum pabotbl BPDU filtering Ha nHTepdelice.

{disable | enable | | none} -/disabled
no spanning-tree bpdufilter YCTaHOBWTb 3HAYEHUE MO YMOIYAHUIO.
spanning-tree auto-edge JeKnioueHo BKOYNTL aBTOMATMUYECKOe onpeaeneHne KANeHTCKMX NOPTOB.
no spanning-tree auto-edge BbIK/IIOYNTb aBTOMATMYECKOE ONpPeaeNeHne KINEHTCKUX NOPTOB.
spanning-tree {bpdu-receive | BK/IIOUNTL pexunm npréma u/mnm nepesaum Ha uHtepdeiice.
bpdu-transmit} enable

-/BKOYEHO

spanning-tree {bpdu-receive |
bpdu-transmit} disable

BbIK/OUMTL pexnm npuéma u/uav nepegauv Ha uHtepdeiice.

spanning-tree layer2-gateway-
port

no spanning-tree layer2-
gateway-port

-/BbIK/IIOYEHO

Ha3HaunTb NOPT KaK W03 2 yPOBHA.
/! Spanning-tree Ha faHHOM NOPTY AO/MKeH 6biTb B cocToA-

Hum disabled.
OTMEHUTb HaCTPOMKY.

spanning-tree pseudoRootld
priority priority

no spanning-tree
pseudoRootld

priority: (0..61440)

HactpouTb npuoputet gna pseudoRoot Ha nHTepdeiice.

OTMEHUTb HaCTPOIKY.

spanning-tree {restricted-role
| restricted-tcn}

no spanning-tree {restricted-
role | restricted-tcn}

BKAtounTb Ha MHTepdelice GYHKUMIO 3aLMTbl OT aTak.

OTKNOYUTL Ha UHTepdelice GYHKUMIO 3aLMTbI OT aTak.

Tabauua 85 — CTOMMOCTb NyTK, YCTAaHOBAEHHAA N0 YMOYaHUIO (spanning-tree cost)

Memod onpedeneHus

Unmepdpeliic yeHHocmu nymu
Long Short
Port-channel 20000 4
Fast Ethernet (100 Mbps) 2000000 19
Gigabit Ethernet (1000 Mbps) 2000000 100

KomaHObI pexcuma privileged EXEC

Bunpa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#
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Tabnnua 86 — KomaHabl perkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show spanning-tree

interface[fastethernet fa_port

| gigabitethernet gi_port |
tengigabitethernet te_port/
port-channel group]

fa_port: (0/1..24);

gi_port: (0/1..24);

te_port: (0/1..6);
group: (1..8)

MokasaTbcocTosiHMe npoTokona STP Ha nHTepdeiice.

show spanning-tree detail

MoKasaTb NoAPOBHY0 MHPOPMALMIO O HACTPOMKAX MPOTOKOIA
STP.

show spanning-tree active
[detail]

MoKa3aTb MHPOPMALMIO O COCTOAHUM O HACTPOMKax STP Ha aKTuB-
HbIX NOPTAX.

show spanning-tree bridge

[address | detail | forward-
time| hello-time | id | max-
age | priority | protocol]

OTo6pasunTb HacTpokn STP Ha bridge.

show spanning-tree layer2-
gateway-port

OT06pa3nTb HACTPOMKM LLUO3A 2 YPOBHA.

show spanning-tree pathcost
method

0OT06pa3nTb MHPOPMALMIO O METOAE ONpeaesieHUA CTOMMOCTH
nyT.

show spanning-tree root

0OT06pa3nTb MHPpopmaumio o root B Tononormum STP.

0OT06pa3nTb cOCToAHNE NPOoTOKoNa STP OTHOCUTENbHO MHTEpPdEeit-

show spanning-tree summary

COB.

4.14.3.2 Hacmpoiika npomokosaa MSTP

KomaHObI pexcuma 2n106as1bHOU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHoOM KOHPUrypaumm:

console (config) #

Tabnuua 87 — KomaHabl pexknma rnobanbHoN KOHPUrypawmm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree mst instance_id

priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YCTaHOBWUTb NPUOPUTET ANA AAHHOFO KOMMYyTaTopa nepes, ocTab-
HbIMW, UCMONB3YOLWMMKN 06N 3K3emnnap MSTP.

- instance_id — aksemnnap MST;

- priority — npuopuTeT KOMMyTaTOpA.

V 3HauyeHue npuopuTeTa AOMKHO 6bITb KpaTHO 4096.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHYAHMUIO.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (6..40)/20

YCTaHOBUTb MaKCMMaIbHOE KOIMYECTBO TPAH3UTHbIX YH4aCTKOB A4
naketa BPDU, Heobxogumbix ans GopmnMpoBaHua aepesa U yaep-
aHWA MHopMaLMK o ero cTpoeHuK. Ecv naket yxke npoLuen mak-
CMMa/IbHOE KO/IMYECTBO TPAH3UTHbIX YYAaCTKOB, TO Ha cnefyloLiem
y4acTKe OH oTbpacbiBaeTca.

- hop_count — MmaKcumasibHOE KONIMYECTBO TPaH3UTHbLIX Y4acTKOB
ana naketa BPDU.

YCTaHOBUTbL 3HaYeHue no YMONYaHULO.

spanning-tree mst
configuration

Bxog, B pexxum KoHdurypauum npoTokosia MSTP.

KomaHObI pexcuma KoHgu2ypayuu npomokosaa MSTP

Buza 3anpoca KOMaHAHOWM CTPOKM B pexnume KoHPUrypaumnm npotokosa MSTP:

console# configure terminal

console
console

(config) # spanning-tree mst configuration
(config-mst) #

86
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Tabnmua 88 — KomaHabl pexkmma KoHourypaumm npotokona MSTP

Komanda 3HaveHue/3HavyeHue Neiicmeue
no ymoa4aHuro
instance instance_id vlan Co3paTb COOTBETCTBME MEXAY dK3emMnaapom npotokona MSTP u
vlan_range rpynnamm VLAN.
instance_id:(1..63); - instance-id — ngeHTMdUKaTOpP aK3emnaapa npotokona MSTP;
vlan_range: (1..4094) - vlan-range — Homep rpynnbl VLAN.
no instance instance_id vlan YAanutb COOTBETCTBUE MEeXAY dK3eMNaapom npoTtokona MSTP un
vlan_range rpynnamu VLAN.
name string 3apaTb UMA KoOHPUrypaumm MST.
string: (1..32) cumBona | - string —uma KoHoUrypaumm MST.
no name Yaanutb ums KoHourypaumm MST.
revision value 3apaTb HoOMep peBu3uKU KoHoUrypaumm MST.
value: (0..65535)/0 - value — Homep peBu3nn KoHdurypaumm MST.
no revision YCTaHOBWTb 3HaYeHKe No ymonyauuio (value).
exit Bbixoa, 3 pexmma KoHdurypauum npotokona MSTP c coxpaHe-
i HUeM KoOHGUrypaumu.

KomaHObI pexcuma KoHgu2ypauyuu uHmepaelica Ethernet, uHmepdaelica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHtepdeiica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if)#

Tabnvua 89 — KomaHabl pexxmma KoHourypaumm nHtepoelica Ethernet, rpynnbsi noptos

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
spanning-tree guard root BKAOUNTDL 3aLLMTY KKOPHA» A5 BCEX CBA3YIOLWMX AepeBbeB STP Bbl-
/3aLupTa BbIKIOYEHa 6paHHOro nopta. [aHHaa 3awuTa 3anpewaet uHtepdelicy bbiTb
KOPHEBbIM NOPTOM KOMMYTaTOpPA.
no spanning-tree guard root YCTaHOBWTb 3HAYEHME N0 YMONYAHMUIO.
spanning-tree mst instance_id YcTaHOBUTL NpuopuTeT MHTepdeiica B ak3emnasape MSTP.
port-priority priority - instance-id — npeHTUdUKATOP 3K3emnaapa npoTokona MSTP;
instance_id: (1..63); - priority — npuopuTeT nHTEpdeiica.
priority: (0..240)/128 V 3HaueHue NnpuopuTeTa A0MKHO BbITb KPaTHO 16.
no spanning-tree mst YcTaHaBAMBaeT 3HaYeHMEe N0 YMOYAHUIO.
instance_id port-priority
spanning-tree mst instance_id YCTaHOBUTb LLEHHOCTb NyTW Yepe3 BblbpaHHbI WHTEpdelnc ana
cost cost onpeaeneHHOro sksemnaspa npotokona MSTP.
instance_id: (1..4094); | - instance-id — npeHTUdUKaTOpP 3K3emnaapa npotokona MSTP.
cost: (1..200000000) - cost — LeHHOCTb NyTw.
no spanning-tree mst YCTaHOBUTb 3HauyeHue, onpeaensiemoe Ha OCHOBAHMM CKOPOCTU
instance_id cost nopTa U MeToAa onpeaeneHns LeHHOCTM NyTh, cm. Tabauuy 78.
spanning-tree port-priority YcTaHOBUTbL NpUOPUTET MHTEpdEelica B KOPHEBOM CBA3YHOLLEM Ae-
priority pese MSTP.
priority: (0..240)/128 V 3HaueHue NpuopUTeTa AOMKHO bbITb KpaTHO 16.
no spanning-tree port-priority YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
spanning-tree mst instance_id instance_id: (1..63); YcTaHoBUTL NpuopuTeT pseudoroot B aksemnnspe MSTP.
pseudoroot priority priority: (0..240)/128
po spanni'ng-tree mst instance_id: (1..63) YCTaHOBWTb 3HaYeHME N0 YMOYAHMIO.
instance_id pseudoroot
spanning-tree mst msti guard { . BKAOUYNUTL MM OTKNIOUMTL spanning-tree Root Guard B yKazaHHOM
msti: (1..63)
root /none } MSTI.

KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#
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Tabnnuya 90 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuwo

Aeiicmeue

show spanning-tree
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

fa_port: (0/1..24);

gi_port: (0/1..24);

te_port: (0/1..6);
group: (1..8)

MokaszaTb KoOHOUrypaLumto npoTokona STP.

show spanning-tree detail

instance_id: (1..4094)

MoKa3aTb NoAPOHHY0 MHPOPMALMIO O HAaCTPOMKe NpoToKona STP.

show spanning-tree mst
configuration

MoKasaTb MHOOPMALMIO O CKOHOUTYPUPOBAHHbLIX 3K3emnaspax

MSTP.

clear spanning-tree detected
protocols {interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port|
port-channel group}}

’

fa_port: (0/1..24);

gi_port: (0/1..24)

te_port: (0/1..6);
group: (1..8)

Mepe3anycTuTb NPOLECC MUrpaLumn NPOTOKoAa. 3aHOBO NPOMUCXO-

OUT NpocyéT aepesa STP.

4.14.4 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKuma Layer 2 Protocol Tunneling (L2PT) no3sonseT nponyckatb cay*KebHble NakeTbl PasINYHbIX
L2-npoTokonos (PDU) yepes ceTb NpoBaiaepa, YTo NO3BOAET «MPO3PAYHO» CBA3ATb KAMEHTCKME CErMEHTbI

ceTn.

L2PT uHkancynupyet PDU Ha rpaHMYHOM KOMMYyTaTope, nepefaer MX Ha APYron rpaHU4YHbIN
KOMMYTaTOp, KOTOPbIV OXUAAET creLnanbHble NMHKANCYIMPOBAHHbIE Kagpbl, @ 3aTEM AeKancyanpyeT ux,
4YTO NO3BO/IAET NONb30BATENAM NepeaaBaTb MHGOPMaALMIO 2-F0 YPOBHS Yepe3 CeTb NpoBanaepa.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KoOHPUrypaumu:

console (confiqg) #

Tabanua 91 — KomaHabl pexknuma rnobanbHoi KoHoUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

lacp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d4

YCTaHOBUTL aapec Ha3HayeHua gna
MOB COOTBETCTBYOLLEro NPOTOKONA.

WMHKaNCyMpoBaHHbIX dpei-

stp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d0

YcTaHOBUTb aapec Ha3HayeHUAa AnAa
MOB COOTBETCTBYHOLLENO NPOTOKOANA.

MHKaNCcyMpoBaHHbIX dpent-

lidp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d8

YCcTaHOBUTL afpec Ha3HayvyeHuAa na
MOB COOTBETCTBYHOLLENO NPOTOKOANA.

WMHKaNCy/IMPOBaHHbIX dpei-

isis-l11-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:dc

YcTaHOBUTb ajpec Ha3HayeHunAa AnAa
MOB COOTBETCTBYHOLLEro NPOTOKONA.

WHKanNcyMpoBaHHbIX ¢pent-

isis-12-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:dd

YCcTaHOBUTb aapec Ha3HayeHnAa AnAa
MOB COOTBETCTBYHOLLENO NPOTOKOANA.

MHKaNCcyMpoBaHHbIX ¢pent-

pvst-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:df

YCcTaHOBUTL afpec Ha3HayvyeHuAa gna
MOB COOTBETCTBYHOLLENO NPOTOKOANA.

WMHKaNCy/IMPOBaHHbIX dpei-

vtp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e0

YCcTaHOBUTL afpec Ha3HayeHuAa na
MOB COOTBETCTBYIOLLEro NPOTOKONA.

MHKaNCy/IMPOBaHHbIX dpei-

ospf-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:el

YcTaHOBUTb ajpec Ha3HayeHunAa AnAa
MOB COOTBETCTBYHOLLEro NpPoOTOKONA.

WHKanNcyMpoBaHHbIX ¢pent-

rip-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e2

YcTaHOBUTb afpec Ha3HayeHuUAa AnAa
MOB COOTBETCTBYHOLLENO NPOTOKOANA.

WMHKaNCy/IMpOBaHHbIX dpen-

fctl-12-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:de

YCcTaHOBUTL afpec Ha3HayeHuAa na
MOB COOTBETCTBYHOLLENO NPOTOKOANA.

WMHKaNCy/IMPOBaHHbIX Gpei-
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KomaHObI pexcuma KoHgu2ypayuu uHmepageticos Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepdelicos Ethernet:

console (config-if)#

Tabanuya 92 — KomaHabl pexkuma KoHourypauum nHtepdericos Ethernet

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

12protocol-tunnel {stp | lacp |
lidp | isis-11 | isis-12 | fetl |
ospf | rip | vtp | pvst }

no I2protocol-tunnel {stp |
lacp | lldp | isis-I1 | isis-12 |
fctl | ospf | rip | vtp | pvst }

-/BbIK/IIOYEHO

BkaounTb pexxum nHkancyaaumm PDU.

BbIKNHOUNTL pexXnum nHkancynaumm PDU.

Mpu BKAOYEHMU UHKacnynauumn ana VTP nHKancyanMpoBaTbea Gyaer BcA rpynna NpoToKo-
H nos ¢ MAC-agpecamu HasHa4yeHusa 01:00:0C:CC:CC:CC.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:

console#

Tabanuya 93 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

show I2protocol-tunnel
[interface fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group } |
summary ]

fa_port: (0/1..24);

gi_port: (0/1..24);

te_port: (0/1..6);
group: (1..8)

’

OT106pasnTb KoHOUrypaunto L2PT cymmapHO M No OTAENbHbIM UH-
Tepdelicam.

show I2protocol tunnel-mac-
address

OT1obpa3nTb agpeca Ha3HaYeHUA ANA UHKANCYIMPOBaHHbIX dpeit-
MOB.

4.14.5 Hacmpoiika npomokosna LLDP

OcHoBHOW ¢yHKuMel npoToKona Link Layer Discovery Protocol (LLDP) aBnseTtca obmeH mexay
CeTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUMN U XapaKTepucTMKax. MHbopmaLmsa, cobpaHHas NocpeacTBom
npoTtokona LLDP, HaKan/iMBaeTca B YCTPOMCTBAX M MOXKET ObITb 3anpoLLeHa ynpasastowMm KOMMIbIOTEPOM
no npotokosy SNMP. Takum 06pa3om, Ha OCHOBaHUM COBPaAHHON MHOOPMAUMM, HA YMPABAAIOLLEM
KOMMbIOTEPE MOXKET ObITb CMOAENNPOBAHA TOMNOIOMUA CETH.

KOMMYTaTopr noaaepXunearoT nepenadvyy Kak CTaHOapPTHbIX NMapamMeTpoB, Tak U ONUUOHAJIbHbIX,

TAaKUX KaK:

—  WMA YCTPOMCTBA M €ro onuncaHue;
—  WMA MopTa U ero onucaHue;
—  uHbopmauusa o MAC/PHY;

- uT.A.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknuma rnobanbHoOM KOHGUIypauum:

console (config) #
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Tabnunua 94 — KomaHabl perkuma rnobanbHo KoHpUrypaumm

3Ha4yeHue/3HayeHue "
KomaHoa / Aelicmeue
no ymoa4aHuro
shutdown lidp OTKNOYNUTD paboty moayna LLDP Ha ycTpoucTae.
[aHHas KomaHAa oTKA4YaeT paboty moaynsa LLDP c 6e3-
-/BKAOYEHO
. BO3BPATHbIM yAa/ieHMeM BCeX HacTpoek 6s10ka LLDP.

no shutdown lldp

BkntounTb paboty mogyna LLDP Ha ycTpoiicTBe.

set lldp enable

set lidp disable

-/BbIK/IOYEHO

Pa3spewmnTb KOMMyTaTOPYy MCNONb30BaHWE NpoToKoaa LLDP.

3anpeTnTb KOMMYTATOPY UCMOJIb30BaHWE NpoToKoaa LLDP.

set lldp version {v1 | v2} /vl 3apaTb Bepcutio npoTokosa LLDP.
lldp mac_address YKasaTb MAC-agpec, Ha KoTopblit byayT oTcbigaTtbes lldp-dbpeiimbi.
- lldp-dperimbl Tak ke byayT ay6anMpoBaTbCs Ha CTaHZAPTHbIA MAC-
agapec.
lidp lidpdu flooding Jfiltering YCTaHOBUTL pexum dunbTpaumm naketos LLDP BPDU.

lidp lidpdu filtering

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

lidp chassis-id-subtype type

lidp chassis-id-subtype mac-
addr

-/mac-address

3apaTb chassis-id-subtype ana lldp-dpeima.

BepHyTb K 3HaYEHMIO N0 YMONYaHMIO.

lidp reinitialization-delay
delay

delay: (1..10)/2

YCTaHOBUTb 3a4ep)KKy NOBTOPHOW WHMLMaNM3aumm (Bpems 3a-
OEePKKU, BbiNosHAemoe LLDP gns noBTOpHOM MHUUMANU3ALMM Ha
nobom uHTepdelice).

Y106bl OTMEHUTb HACTPOIiKY HEeo6X0AMMO BbICTAaBUTb
V 3HaYeHUe No YMONYaHHUIO.

lidp transmit-interval interval

interval: (5-32768)/30

YcTaHOBUTbL UHTepBan nepegaum lldp -dpeiimos.
/1 UTo6bl OTMEHMTb HacTpoliKy Heo6XoAuMO BbICTaBUTH
3HauYeHUe No YyMOYaHUIO.

lidp notification-interval
seconds

seconds: (5-3600)/5

YCTaHOBWUTb MaKCMMa/bHYIO CKOPOCTb Nepeaaun lidp-dperimos.
Seconds — nepuog, BpeMeHU B TEYEHWU KOTOPOTO YCTPOWCTBO MO-
YKEeT 0TNpaBuTb He Bonee ogHOro dpeiima.
V Y106bl OTMEHUTb HACTPOIKY Heob6XoAMMO BbICTAaBUTb
3HaYeHne No YMOJIYAHMUIO.

lidp tx-delay value

value: (8192)/2

YCTaHOBUTb MUHUMANbHYIO AJIUTENBHOCTb 3a4EPXKKNU, Mexay no-
cnepoBaTeibHbIMKM Kagpamu LLDP.
a YTO6bl OTMEHUTb HACTPOIIKY HEeo6XoAMMO BbICTAaBUTb

lidp txCreditmax value

3Ha4YeHue No YMON4YaHUIo.
YcTaHoBUTL 3HaYeHue Credit Max (MaKCVIMaI’IbHOE KO/In4yecTso no-

value: (1..10) cnepoBatenbHbix LLDPDU, KoTopble moryT 6biTb nepeaaHbl B Nio-
6oe Bpems).
lidp txFastlnit value value: (1..8) YCTaHOBUTb YMCNO MaKeTOB, KOTopoe byayT OTNpaBasATbCA B nNe-

puog, fast init.

KomaHObI pexcuma KoHgpua2ypayuu uHmepagelicos Ethernet

Buz 3anpoca KoMaHAHOM CTPOKM B pexnume KoHurypaumnm nntepoericos Ethernet:

console (config-if) #

Tabnunuya 95 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeilicmeue

lldp dest-mac mac_address

lldp dest-mac mac_address

-/BbIKAOYEHO

3apgaTb MAC-agpec, Ha KoTopblii 6yayT otcbinatbes lldp-

dpenmsl.

Yaanute MAC-agpec, Ha KoTopbiit byayT otcbinatbea lldp-
dpenmsl.

lidp transmit [mac-address
mac_addr]

no lidp transmit [mac-
address mac_addr]

-/BKIOYEHO

Pa3pewaet nepegayy naketoB no npoTtokony LLDP Ha uHTep-
deiice.

3anpeTnTb nepegady MakeToB No npoTtokony LLDP Ha uHTep-
deiice.

lldp med-app-type type
{none | vlan}

no lidp med-app-type type

HasHauutb npasuno network-policy faHHOMY MHTepdeicy.

Ypanutb npasuio.
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lidp med-location {civic-
location | coordinate-
location | elin-location}
location-id {coordinate
civic_address_data |
elin_data}

no lidp med-location

-/BbIKIOYEHO

3a4aTb MECTONO0MKEeHME YCTPOMCTBA AN NpoToKona LLDP (3Ha-
yeHue napameTpa location npotokona LLDP MED).

-coordinate — agpec B cucteme KOOpAMHaAT;

-civic_address_data — agMWHMCTPaTUBHBIN agpec yCTPOWCTBa;
-elin_data — agpec 8 dopmarte, onpeageneHHom ANSI/TIA 1057.

Yaanntb MectononoxeHume.

lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

no lldp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

-/BbIKNOYEHO

CroHdurypuposatb TLV LLDP-MED Ha gaHHom uHTepdelice.

Ynanutb Hactpoiky TLV LLDP-MED Ha nHTepoeiice.

lidp notification {mis-
configuration | remote-
table-chg} [mac-address
mac_addr]

no lldp notification

BkatounTb 0TNpaBKy Tpanos no cobbitmam LLDP.

OTKAOYNUTb OTNPABKY TPanoB Nno cobbituam LLDP.

lidp port-id-subtype subtype

subtype: (if-alias, if-name,
local, mac-addr) / if-name

3apatb ID Port Subtype ans kagpa LLDP.

lidp receive [mac-address
mac_addr]

no lldp receive [mac-address
mac_addr]

-/BKAKOYEHO

PaspewunTb nHTepdelicy NnpuHMMaTbL Kagpbl LLDP.

3anpeTuTb MHTepdency NpUHMMaTb Kagpbl LLDP.

lidp tlv-select basic-tlv tiv_list

no lidp tlv-select basic-tlv

tlv_list: (port-descr, sys-
capab, sys-descr, sys-name)

Onpeaenntb Kakne 6a3oBble onuumoHanbHble TLV-nons 6yayt
BK/IIOYEHbI YCTPOWCTBOM B NepeaaBaemblii LLDP-naker.

YCTaHOBUTbL 3HaYeHue no YMONYaHUIO.

lidp tlv-select {dot1tlv |
dot3tlv} tiv_list

no lldp tlv-select {dot1tlv |
dot3tlv}

tlv_list: (link-aggregation,
macphy-config, max-
framesize)

OnpeaennTb Kakne cneupmanbHble onuuoHanbHble TLV-nons 6y-
OYT BK/IIOYEHbI YCTPOMUCTBOM B nepesasaemblit LLDP-nakerT.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

Y
v/

nopT rpynnbl.

KomaHObI pexcuma privileged EXEC

MNaketbl LLDP, npuHATbie yepe3 rpynny nopTtos, 3aNOMMUHAIOTCA MHAUBUAYANbHO NOpTamu
rpynnbl, NPUHABWKMMK coobweHunna. LLDP oTnpaBnaeT pas/iMuHble cOO6LEHUA HA KaXKAbln

PaboTta npotoKona LLDP He 3aBUCUT OT COCTOAHMA NpoToKona STP Ha nopTy, nakeTbl LLDP oT-
NpaBAAOTCA U NPUHUMAIOTCA HA 3a6/10KMPOBAHHbIX NPOTOKO/IOM STP-noprax.

Bupa 3anpoca KOMaHAHOM CTPOKK perkuma privileged EXEC:

console#

Tabnunua 96 — KomaHabl pexkmuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

show lidp local

MokaszaTtb LLDP-nHdpopmaLmio, KOTOPYH aHOHCUPYIOT NOPTbI.

show lidp neighbors [detail]

MokasaTtb MHGOPMALMIO O COCEAHMX YCTPOWMCTBAX, HA KOTOPLIX pa-
60Taet npotokon LLDP.

show lldp statistics

MokasaTtb cTaTUCTUKy LLDP.

_|

abnuua 97 — OnucaHue pesynbTaToB

lMone

OnucaHue

Timer

OnpepenseT, KaKk YacTo ycTpoincteo wnet LLDP-o6HoBNEHMUA.
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Onpeaensiet BeanumHy Bpemenun (TTL, Time-To-Live) gns npuHMMatowero ycTpoincTsaa,

Hold Multiplier B TEYEHME KOTOPOTO HYXKHO yAEPXKMBaTb MPMHMMaeMble nakeTbl LLDP nepeg nx c6po-
com: TTL = Timer * Hold Multiplier.
Reinit dela OnpeaenseT MUHUMaNbHOE BPEMSA, B TEUEHWE KOTOPOro NopT byAeT oxXunaaTte nepes
4 nocblnkol cnegytouwero LLDP-coobuieHums.
Tx dela OnpegenseT 3afepXKKy Mexay nocieaywmmm nepegadamm LLDP-¢ppeitmos, MHULM-
4 MPOBAaHHbIX U3MEHEHUAMM 3HaYEeHU Inbo cTaTyca.
Port Homep nopTa.
State Pexxum paboTbl nopTa Ana npotokona LLDP.

Optional TLVs

TLV-onuuu, KoTopble nepegatotca
BO3MOKHble 3HaYeHunA:

PD — OnuncaHue nopra;

SN — CucrtemHoe ums;

SD — OnucaHue cucteml;

SC — BO3MOXKHOCTU CUCTEMDI.

Address

Azpec ycTponcTBa, KoTopbli nepegaetcs B LLDP-coobweHusx.

Notifications

YKa3blBaeT, pa3peLleHbl UK 3anpeLLeHbl ysegomnenma LLDP.

—

abavua 98 — OnuncaHue pesynbTaToB
Mone OnucaHue
Port Homep nopTa.
Device ID Nms nnm MAC-agpec cocegHero ycTpoicTaa.
Port ID NpeHTMdMKaTOp NopTa cocemHero ycTpomncTaa.

System name

CucteMHoe UMA YCTPOCTBa.

Capabilities

[aHHoe nose onucbiBaeT TMN YCTPOMCTBA:

B — MocrT (Bridge);

R — MapuwpyTtusatop (Router);

W — TouKa goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticteo (DOCSIS cable device);
H — CeteBoe ycTpolicteo (Host);

r — NosTopuTens (Repeater);

O —Tun HeunssecteH (Other).

System description

OnwucaHue cocegHero ycTpoicTaa.

Port description

OnucaHMe nopTa coceaHero ycTpoicTaa.

Management address

Appec ynpaBneHus ycTponcTBom.

Auto-negotiation support

OnpepenseT, NOAAEPKMBAETCA 1M aBTOMATMUYECKOE OnpeaesieHne pexnma nopra.

Auto-negotiation status

OnpepenseT, BKAOYEHA M NOALEPIKKA aBTOMATUYECKOTO ONnpeaeieHns pexmnma
nopra.

Auto-negotiation
Advertised Capabilities

Onpegenset pexunmsl, nogaepxnsaemble yHKLMEN aBTOMATUHECKOTO onpeaeneHms
nopra.

Operational MAU type

Pabouunii MAU-TUN ycTpoWncTBa.

Mpumep HacTpoiku TLV-onumii Ha uHTepdelice Gigabitethernet 0/1:

console (config) # set 1lldp enable
console (config) # interface gigabitethernet 0/1

(
(
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if

tlv-select basic-tlv
tlv-select basic-tlv
tlv-select basic-tlv
tlv-select basic-tlv
tlv-select basic-tlv

)# 1lldp
4 11ldp
4 11ldp
4 11ldp
# 1lldp

port-descr
sys-name
sys-descr
sys-capab

)
)
)
) mgmt-addr ipv4 10.0.0.1
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console (config-if
console (config-if
console (config-if
console (config-if
console (config-if

)# 1ldp
)# 1ldp
)# 1lldp
)# 1lldp
)# 1lldp

tlv-select dotltlv
tlv-select dotltlv
tlv-select dot3tlv
tlv-select dot3tlv
tlv-select dot3tlv

4.15 HacTtpoitKka npotoKkona OAM

port-vlan-id
protocol-vlan-id all
macphy-config
link-aggregation
max-framesize

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah — ¢yHKUMU ypOBHA

KaHana nepefayn [aHHbIX NPeacTaBaatoT coboil MPOTOKON MOHWUTOPUHIA COCTOAHMA KaHana. B atom
NpoTOKo/e ANA nepesadm MHPopMaLMM O COCTOAHMM KaHana MeXKay HENOCPeACTBEHHO NOAKAIOYEHHBIMM
ycTpoictBammu Ethernet ucnonbsytoTca 610KM fAaHHbIX npoTokona OAM (OAMPDU). Ob6a ycTtpoictsa

OO0/MKHbI noaaep»KmeBaTtb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHguypayuu uHmepgeticos Ethernet

4

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepdelicos Ethernet:

console (config-if) #

Hactpoiika Ethernet OAM TpebyeTtca ana oTnpaBku snmp-trap no coboiTuio Dying Gasp.

Tabnmua 99 — KomaHabl pexkmuma KoHpurypaumm nHtepodeiica Ethernet

KomaHoa

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

shutdown ethernet-oam

OTkntounts paboty moayna Ethernet OAM Ha ycTpoWcTse.
[aHHasa KomaHAa oTKAouaeT paboty moayna Ethernet

-/BK/IIOYEHO OAM c 6e3BO3BpaTHbIM yAaneHUemM BCeX HACTPoeK
6n0ka OAM.
no shutdown ethernet-oam BkntounTb paboty mopyna Ethernet OAM Ha ycTpolicTse.
shutdown fault-management OTkNtounTb paboTy moayns Fault-management Ha ycTpoWcTse.
[JaHHas KomaHaa oTKawuaer pabory moayna Fault-
/BRIOUEHO ! management c 6e3B03BpaTHbIM YyAa/seHUeM Bcex

no shutdown fault-
management

HacTpoek 6n10Ka Fault-management.

Bkatoumntb paboTy moaynsa Fault-management Ha ycTpolicTse.

ethernet-oam enable

ethernet-oam disable

-/BbIK/OYEHO

PaspewunTtb paboty OAM

3anpetutb paboty OAM

ethernet oam link-monitor
frame threshold count

count: (1..900)/1

no ethernet-oam link-monitor
frame threshold

YCTaHOBWUTbL MOPOr KOAMYECTBa OLIMBOK 33 YKa3aHHbIN nepuog,
(nepwog, yctaHaBnanBaeTca KomaHgo ethernet oam link-monitor
frame window).

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

ethernet-oam link-monitor
frame window window

no ethernet-oam link-monitor
frame window

window: (10..600)/100 mc

YCTaHOBWUTb BPEMEHHOM NPOMEXKYTOK ANA NoAcYeTa KoamyecTsa
ownboK.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

ethernet-oam link-monitor
frame-period threshold count

count: (1..900)/1

no ethernet-oam link-monitor
frame-period threshold

YcTaHoBUTbL nopor ans cobbitna «frame-period» (nepuog ycra-
HaBauMBaeTca KomaHgoi ethernet-oam link-monitor frame-pe-
riod window).

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

ethernet-oam link-monitor
frame-period window window

window:

no ethernet-oam link-monitor
frame-period window

(Oxffff../123456..)

YCTaHOBWUTb BPEMEHHOM NPOMEKYTOK AnsA cobbitua «frame-
period».

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

ethernet oam link-monitor
frame-sec-summary threshold
count

count: (1..900)/1

YcTaHoBUTL nopor gaa cobbitna «frame-period» (nepuog ycra-
HaBAmMBaeTcA KomaHaol Ethernet-oam link-monitor frame-sec-
onds window), B cekyHAaax.
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no ethernet-oam link-monitor
frame-sec-summary threshold

BoccTaHOBUTL 3HaYeHMe no YMONYaHUIO.

ethernet-oam link-monitor
frame-sec-summary window
window

window: (100..9000)/100

YCTaHOBWUTb BPEMEHHOM NPOMEKYTOK Ans cobbitua «frame-
period».

no ethernet-oam link-monitor me BoccTaHOBUTbL 3Ha4YeHWE NO YMONYaHUIO.

frame-seconds window

ethernet-oam mode YCTaHOBUTb perkum paboTbl NpoTokona OAM:

{active| passive} Jactive - active — KOMMyTaTOp NOCTOAHHO oTnpasndaet OAM PDU;

- passive — KOMMyTaTop HaunHaeT oTnpasnAaTb OAM PDU TonbKo
npu Haanumm OAM PDU co BCTpeYHOW CTOPOHbI.

ethernet oam
remote-loopback {deny |
disable | enable | permit}

-/BbIKNOYEHO

KomaHpaa ana ynpasneHva noaaepxkon GyHKLUKM 3aBOpoTa Tpa-
duka.

deny — urHopupyet KomaHgbl loopback;

disable — 610kupyeT loopback;

enable — BkntouaeT KoHTpob Ana loopback;

permit — BkatoYaeT 06paboTKy loopback.

ethernet-oam uni-directional
detection

no ethernet-oam
uni-directional detection

-/BbIK/IOYEHO

BkntounTtb GyHKUMIO OBHapyKeHWA OfHOHANpPaBAEeHHbIX CBA3el
Ha 6a3e npoToKkona Ethernet OAM.

BoccTaHaBnvBaeT 3HauYeHMe No YMOAYaHUIO.

ethernet-oam uni-directional
detection action
{log| errdisable}

no ethernet-oam
uni-directional detection
action

-/log

OnpegennTs pPeakuMio KOMMYTaTopa Ha OZHOHanpas/eHHYH
cBA3b:

- log —3anucb B }KypHan;

- errdisable — nepesog nopTa B cocToAaHue «error-disable», 3a-
NUCb B }KypHan u otnpaska SNMP trap.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

ethernet-oam uni-directional
detection agressive

no ethernet-oam
uni-directional detection
aggressive

-/BbIK/IIOYEHO

BK/OUYNTD arpeccuBHbIV pexnm onpepeneHna ogHOHanpaBaeH-
HOWM cBA3u. Ecn OT coceiHero ycTpoicTBa NnepecTatoT NpUxoauTb
Ethernet OAM-co0bLeHNs — IMHK MOMeYaeTcs Kak 04HOHANpPaB-
JIEHHBIN.

BoccTaHOBUTb 3HaYeHME N0 YMONYAHUIO.

ethernet oam uni-directional
detection discovery-time time

no ethernet-oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YCTaHOBUTb BPEMEHHOW UHTEPBaA 415 ONpeaesieHUA TUMa CBA3N
Ha nopry.

BoccTaHOBUTb 3HaYeHME N0 YMONYAHUIO.

KomaHObI pexcuma 2106aabHoU KoOHgu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHom KOHGUrypaumm:

console (config) #

Tabnunua 100 — KomaHAabl pexkmma rnobanbHol KoHUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

set ethernet-oam
{enable|disable}

-/disable

BkatounTb/BblkNtounTs OAM B cucteme.

set ethernet-oam oui oui

oui: (aa:aa:aa)

3agatb OUl gha OAM.
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KomaHOwbi pexcuma privileged EXEC

Bce KOMaHAbl AOCTYMHbI ANA NPUBUMAEIMPOBAHHOIO Nosb3oBaTens. Bug 3anpoca KomaHAHOM CTPOKK
pernma privileged EXEC:

console#

Tabnnua 101 — KomaHgb! pexuma privileged EXEC

Komanda 3HavyeHue/3HayeHue Leiicmeue
no ymosn4aHurw
show port ethernet-oam - OT106pasnTb MHGOPMALIMIO O TEKYLLEM COCTOSHUMU 0am.
show port ethernet- fa_port: (0/1..24); 0OT06pasnTb MHGOPMALMIO O TEKYLLEM COCTOSHUM 0am ANS KOH-
oam({fastethernet fa_port | gi_port: (0/1..24); KpeTHoro nHTepdeiica.
gigabitethernet gi_port te_port: (0/1..6).

| tengigabitethernet te_port}

show port ethernet-
oam(fastethernet fa_port |
gigabitethernet gi_port

| tengigabitethernet te_port]
neighbor

fa_port: (0/1..24); OTO6pPa3nTb COCTOAHME COCEACTBYOWEN KOHPUTYpaLmum.

gi_port: (0/1..24);
te_port: (0/1..6).

OT1o6pa3snTb ctatuctuky OAM ans uHTepdeincos/KOHKPETHOro MH-
Tepdelica.

show port ethernet-
oam(fastethernet fa_port |
gigabitethernet gi_port

| tengigabitethernet te_port]
statistics

fa_port: (0/1..24);
gi_port: (0/1..24);
te_port: (0/1..6).

show port ethernet-oam({ OTo6pa3nutb OAM HacTpolikK nopTa.
fastethernet fa_port |
gigabitethernet gi_port

| tengigabitethernet te_port }

event-notifications

fa_port: (0/1..24);
gi_port: (0/1..24);
te_port: (0/1..6).

show port ethernet-oam fa_port: (0/1..24); OT06pasunTb Nor cobbITii coctosHna OAM.
[fastethernet fa_port | gi_port: (0/1..24);

gigabitethernet gi_port te_port: (0/1..6).

| tengigabitethernet te_port]

show ethernet-oam global OT06pa3unTb r1obanbHble HAacTPoWKKM 61o0ka OAM.
information i

Mpumep HacTpoliku Ethernet OAM:

console (config) # set ethernet-oam enable
console (config) # interface gigabitethernet 0/1
console (config-if)# ethernet-oam enable

4.16 lNpynnoBasa aapecauumsa

4.16.1 ®yHKyusa nocpedHUKa npomokKosa IGMP (IGMP Snooping)

®dyHKUMA IGMP Snooping Mcnonb3yeTcsa B CeTAX rPynnoBoi paccbliku. OcHoBHOM 3agaveit IGMP
Snooping ABnAeTcA NpefoCTaBNeHMe MHOroagpecHoro TpaduKa TONbKO AAA Tex NOpPTOB, KOTopble
3anpocuau ero.

V MoapeprkuBarTca Bepcuun npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.
’ | ®dyHKuma rpynnosoii punbrpauum “bridge multicast filtering” BkntoueHa no ymonuanuio.
-

PacnosHaBaHMe NOPTOB, K KOTOPbIM MOAKAOYEHbI MHOMOaApecHbIe MapLIPyTU3aTOPbl, OCHOBAHO Ha
cneayolmx cobbITuaAX:

— IGMP-3anpocbl NPUHATbLI HA NOPTY;
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— nakeTbl npoTokona Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NOPTY;
— MakKeTbl MPOTOKO/1Ia MHOroaapecHon mapwpyTtmnsaumm Distance Vector Multicast Routing Protocol

(DVMRP) npuHATbI Ha nopTy;

— naketbl npoTtokona MRDISC npnHATLI Ha NopTY;
— naketbl NpoToKosa Multicast Open Shortest Path First (MOSPF) npuHATbI Ha NopTy.

KomaHObI pexcuma 2n10bas1bHoU KoOHpuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHGUrypaumm:

console (config) #

Tabaunuya 102 — KomaHabl pexkmma rnobanbHoi KoHpUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

shutdown snooping

-/BKNOYEHO

no shutdown snooping

OTKAtounTbL paboty moayns IGMP/MLD Snooping Ha ycTpoicTse.
l [aHHaa KomaHpa oTkAoyaeT pabory moayna
Lo IGMP/MLD Snooping ¢ 6e3B03BpaTHbIM yaaneHuMem

Bcex HacTpoeK 6;10ka IGMP/MLD Snooping.

Bratoumntb paboty moayns IGMP/MLD Snooping Ha ycTpoiicTae.

ip igmp snooping

— - -/BbIK/IlOYEHO
no ip igmp snooping

PaspewunTb ucnosnb3osaHue ¢pyHkuun IGMP Snooping KommyTa-
TOpOM.

3anpeTuTb Ucnosib3oBaHue ¢oyHKUMM IGMP Snooping KommyTaTo-
pom.

ip igmp snooping vlan vian_id

vlan_id: (1..4094)/BbI-
KNtoueHo

no ip igmp snooping vian
vlan_id

PaspewwnTb ncnonb3osaHme ¢dyHkUuun IGMP Snooping KommyTa-
TOpPOM ANA AaHHOro nHtepdeiica VLAN.
- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

3anpeTuTb Ucnosib3osaHue ¢oyHKUMM IGMP Snooping KommyTaTo-
pom ansa gaHHoro uHTepdeinca VLAN.

ip igmp snooping vlan vian_id
mrouter interface {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

no ip igmp snooping vlan
vlan_id mrouter interface {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

fa_port: (0/1..24);

gi_port: (0/1..24);

te_port: (0/1..6);
group: (1..8);

Onpeaennts MOPT, K KOTOPOMY MOAKNHOYEH MapLLpyTM3aTop
MHOTroaZpecHoOM paccblIkuM Ana 3agaHHoi VLAN.
- vlan_id — wpeHTUdMKaunoHHbI Homep VLAN.

YKasaTb, YTO K MOPTY He MOAKAOYEH MapLUpyTM3aTOP MHOroas-
PECHOM PacCbINKK.

ip igmp snooping vlan vian_id

immediate-leave .
vlan_id: (1..4094);

-/BbIK/IIOYEHO

no ip igmp snooping vian
vlan_id immediate-leave

BkntoumTb npouecc IGMP Snooping Immediate-Leave Ha TekyLiel
VLAN. O3HayaerT, 4To NOPT AO/IKEH OblTb HEMeaNEeHHO yaaneH u3
rpynnbl IGMP nocne nonyyeHus coobueHua IGMP leave.

OTKAtounTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wen VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_add

vlan_id: (1..4094)/8bI-

BKOUNTL MOAMEHY KOMMYTAaTOPOM aJpeca UCTOYHWMKA Ha 3a4aH-
HbIN IP-agpec B nakeTax IGMP-report B ykazaHHom VLAN
-ip_addr — IP-agpec, KoTopblit ByaeT Mcnonb3oBaTbCA AN Noa-
MeHbI

MoameHa Ha 3apaHHbIA agpec ANA TPAH3UTHOTO Tpa-

! ¢$UKa NPOMUCXOAUT NPU BKAIOYEHHOM ip igmp snooping.

KIOHEHO MoameHa Ha 3agaHHbIN agpec ana TpaduKa, ucxoan-
wero ¢ CPU kommyTaTopa, — Npu BKAKYEHHOM ip igmp
snooping u ip igmp snooping proxy-reporting.

no ip igmp snooping vian BbIK/IIOYMTL NOAMEHY KOMMYTaTOPOM afpeca UCTOYHMKA Ha 3a-
vlan_id replace source-ip naHHbIN IP-agpec B nakeTtax IGMP-report.
ip igmp snooping group-query- YCTaHOBWUTb MHTEPBa/N BPEeMEHM B CEeKyHAAX, Nocie KOToporo
interval value lue: (2.5 YCTPOWCTBO OTNPABAAET group-query Ha mrouter.
ip igmp snooping group-query- value: (2..5) YCTaHOBUTb 3HAUYEHME MO YMOMYAHWIO.
interval
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ip igmp snooping port-purge-
interval value

no ip igmp snooping port-
purge-interval

value: (130..1225)

YCTaHOBUTbL MHTEPBAJl BPEMEHU B CEKYHAAX, MO UCTEYEHUWN KOTO-
poro mrouter yganaetca, ecnv He nony4vaet IGMP reports.

OTKNOYUTD HAaCTPOIKY.

ip igmp snooping query-
forward all-ports

ip igmp snooping query-
forward non-router

BK/IOUMTb OTNPABKY query BO BCE MOPTbI.

BK/IlOUMTL OTNPABKY query B non-router-nopTbl.

ip igmp snooping report-
suppression-interval value

3apaTtb MHTepBan (B CeKyHAaX), Ana Kotoporo IGMPv2 report gns
OZLHOW U1 TOM *Ke rpynnbl He byayT nepeHanpaseHbl.

— - value: (1..25) -
no ip igmp snooping report- OTKNOYUTb HACTPOMKY.
suppression-interval
ip igmp snooping retry-count MaKcrMmanbHoe KO/IMYeCTBO query, OTHOCALLMXCA K rpynne, oT-
value npaB/ieHHbIX Ha mrouter.
value: (1..5)

no ip igmp snooping retry-
count

OTKNOUUTD HACTPOMKY.

ip igmp snooping send-query
enable

ip igmp snooping send-query
disable

PaspelunTb Nepegayy query-nakeTos Ha YCTPOWCTBE.

3anpeTuTb Nepegayy query-nakeTos Ha yCTPOMCTBE.

ip igmp snooping source-only
learning age-timer interval

no ip igmp snooping source-
only learning age-timer

interval: (130..1225)

YCcTaHOBUTb MHTEPBA (B CEKYHAAX), NOCaAe KOTOPOro nopT yaana-
etca, ecnn IGMP reports He nonyyeHbl.

OTKOUNTL Talimep.

ip igmp snooping filter

no ip igmp snooping filter

-/BbIK/IIOYEHO

Pa3spewntb ucnosnb3oBaHme GyHKUMN dunbtpaumm IGMP Ha UH-
Tepdelicax.

3anpeTutb UcnonbsoBaHne GyHKUMM dunbtpaummn IGMP Ha UH-
Tepdelicax.

KomaHOwl pexcuma KoHgpuaypayuu VLAN (duanasoH VLAN’08)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnunua 103 — KomaHabl pexmuma KoHpurypauum VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip igmp snooping replace
source-ip ip_add

BKNOUNTL MOAMEHY KOMMYTAaTOPOM afpeca UCTOYHWMKA Ha 3a-
AaHHbIN IP-agpec B nakeTax IGMP-report.
-ip_addr - IP-agpec, KOTOpbIii ByAeT MCNonb3oBaTbCA ANA NoA-
MeHbl
MoameHa Ha 3aA,aHHbIN agpec ANA TPaH3UTHOrO Tpa-
! ¢$UKa nNpoucxoauT MNpU  BKAKOYEHHOM ip igmp
snooping. MoameHa Ha 3aAaHHbIA agpec AnA Tpa-
¢uKa, ucxoasauwero c CPU KommyraTtopa, — npu BK/IO-
YeHHOM ip igmp snooping u ip igmp snooping proxy-
reporting.

no ip igmp snooping replace
source-ip

BbIKNtOUMTL MOAMEHY KOMMYTAaTOPOM agpeca UCTOYHUKA Ha 3a-
AaHHbIN IP-aapec B nakeTax IGMP-report.

ip igmp snooping cos cos

YcTaHoBUTb 3HaYeHWe 802.1p ana IGMP-nakeTos, KoTopble by-
AYT MCNo/b30BaTbCA KOMMYTAaTOPOM Ha MHTepdeice VLAN.

no ip igmp snooping cos cos: (0..7)/- Ypanaet 3HayeHne metkn 802.1p ana IGMP-nakeToB Ha UHTeEp-
¢deiice VLAN.

ip igmp snooping version {v1 | YcTaHoBUTbL Bepcuto npoTtokoaa IGMP B VLAN.

v2 | v3} -/v3

ip igmp snooping

YCTaHOBUTb 3HAYeHWe no YMOI4YaHUIO.

ip igmp snooping fast-leave

no ip igmp snooping fast-leave

-/BbIKNOYEHO

BkntoyaeT pyHKumio fast-leave ans VLAN.

BbikntovaetdyHKumio fast-leave gns VLAN.

ip igmp snooping max-
response-code value

value: (0..255)

YCTaHOBWTb MAaKCMMaIbHOE BPemsa OTBeTa Ha 3anpoc, 3ajatoLue-
ecs B KoZe, rae 04Ha eAMHULA KoJa paBHa OAHOW AecATol ce-
KyHZbl.
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no ip igmp snooping max-
response-code

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

ip igmp snooping mrouter {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

no ip igmp snooping mrouter-
port{ fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..24);
te_port: (0/1..6)

CTaTU4ecKM HacTpouTb NOPTbI MapwpyTusaTopa gna VLAN.

Yaanutb yKasaHHble NpTbl MapwpyTnsaTtopa ana VLAN.

ip igmp snooping mrouter-port
{ fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
[time-out time]

no ip igmp snooping mrouter {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

time: (60..600)

HacTpouTb MHTEepBan OXKUAAHWA [0 OYUCTKM MOPTa MapLUPyTH3a-
Topa ans uHtepderica VLAN.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

ip igmp snooping mrouter-port
{ fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
version {v1 | v2 | v3}

no ip igmp snooping mrouter {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
version

fa_port: (0/1..24);
gi_port: (0/1..24);
te_port: (0/1..6)

HacTtpoutb Bepcuio IGMP ana nopta mapwpyTtmsaTtopa ana VLAN.
-v1l — IGMP snooping Version 1;
-v2 — IGMP snooping Version 2;
-v3 — IGMP snooping Version 3.

YCTaHOBUTb BEPCUIO MO YMOJTHAHWIO.

ip igmp snooping multicast-vlan
profile index

no ip igmp snooping multicast-
vlan profile

index: (1..4294967295)

MpuBasaTb multicast-npodunb ¢ 3agaHHbIM MHAEKCOM K VLAN.

Ypanutb npusasky K VLAN.

ip igmp snooping querier

no ip igmp snooping querier

-/BbIK/IIOYEHO

BKAOUMTL NOAAEPXKKY BblAauM 3aNpocoB igmp-gquery KOMmyTa-
Topom 8O VLAN.

BbIKNOUNTL NOAAEPIKKY BblAauYM 3aNPOCOB igMp-query KommyTa-
Topom BO VLAN.

ip igmp snooping query-interval
interval

no ip igmp snooping query-
interval

interval:
(60..600)/BbIKNO4EHO

YCTaHOBUTb TaliMayT, N0 KOTOPOMY CMCTEMA OTMPaB/IAET OCHOB-
Hble 3anpoCbl BCEM yYaCTHMKAM rpynmnbl MHOroaApecHon nepe-
Aa4n ANA NPOBEPKM UX aKTUBHOCTH.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

ip igmp snooping sparse-mode
enable

ip igmp snooping sparse-mode
disable

-/BbIK/IOYEHO

BKAIOUNTE pexMM OUAbTPaLUKM He3aperMcTpMpoBaHHOMO Tpa-
¢duka B VLAN.

OTKAIOUUTDL PerUM GUABTPALMN He3apPEerncTpPMpPOBaHHOMO Tpa-
¢duka B VLAN.

ip igmp snooping static-group
ip_add [ports ports]

no ip igmp snooping static-
group ip_add

Cos3patb CTaTUYECKYIO 3anNUCb B Ta6/w1u,e I'pyI'II'IOBOﬁ aapecauun.

YAanuTb cTaTMyeckyto 3anucb U3 Tabauubl rpynnosoi agpeca-
Lun.

KomaHObI pexcuma KoHgpu2ypayuu uHmepaelica (QuanasoHa uHmepgelicos) Ethernet

Buza 3anpoca KOMaHZAHOW CTPOKM penma KoHouUrypaumm nHtepdeica:

console (config-if) #
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Tabnnua 104 — KomaHabl pexkuma KoHpurypaumnm nHtepdelrica Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
switchport multicast-tv vlan Bkntountb nepeHanpasneHne |IGMP-3anpocoB M3 KANMEHTCKUX
vlan_id [tagged] Vlan B Multicast Vlan n mynbTkactoBoro Tpaduka B KIMEHTCKUe
Vlan B HeTerMpoBaHHOM BUAe.
-tagged — BKounTb NnepeHanpasneHme IGMP-3anpocoB Us Kau-
vlan_id: (1..4094) eHTckmnx Vlan 8 Multicast Vlan n myabTukactoBoro Tpaduka B Kam-
eHTcKkue Vlan ana nHTepdeica B TerMpoBaHHOM BUAE.
no switchport multicast-tv vlan BbikntounTb nepeHanpasneHne |GMP-3anpocoB C KAMEHTCKUX
Vlan 8 Multicast Vlan u mynbTukactosoro TpadmKka B KIMEHTCKUE
Vlan ana nHtepdeiica B pexxume «access».
ip igmp snooping limit groups YCTaHOBWTb OrpaHMYeHne No KOAWYECTBY Fpynn Ha UHTepdeiice.
limit Ona pabotbl TpebyercA KomaHga ip igmp snooping
-/BbIKNOYEHO L filter.
no ip igmp snooping limit CHATb OrpaHUYyeHne Ha KOIMYeCTBO rpynn.
ip igmp snooping filter- Bkntounte dunbTpaumio no filter-id Ha nHTepdeiice.
profileld filter-id
— — -/BbIK/IIOYEHO - - —
no ip igmp snooping filter- OTkntounTb dunbTpaumto no filter-id Ha nHTepdeiice.
profileld
ip igmp snooping leavemode YCTaHOBUTb pexXum leave Ha MHTepdeiice.
{exp-hosttrack | fastleave | - exp-hosttrack — c oTcnexkmBaeHune xocTos;
normalleave} _/normalleave - fastleave — yaaneHue cpasy nocse nony4yenue leave;
- normalleave — pexXum Mo ymonyaHuio.
[Ons paboTbl TpebyeTca KomaHaa snooping leave-process config-
level port.
ip igmp snooping trusted BKAtounTb pexkum gosepua IGMP Snooping Ha uHTepdeiice.
Ha poBepeHHbI MHTepdec He pacnpocTpaHAeTcs AeNCTBUE KO-
-/BbIKNOYEHO MaHZ ip igmp snooping proxy-reporting v ip igmp snooping
replace source-ip.
no ip igmp snooping trusted BbIKNOUMTL pexnm foBepus Ha nHTepdeice.

Mprmep HACcTPOMKM NOAMMCKMN HA CTaTUYECKKUe rpynnbl:

console# configure terminal

console (config)# wvlan 10

console (config-vlan)# wvlan active

console (config-vlan)# ip igmp snooping static-group 232.0.0.1
console (config)# ip igmp snooping

console (config)# ip igmp snooping proxy-reporting

—~ o~~~

Mpumep HacTpolikn MVR:

B npumepe gigabitethernet 0/1 - mrouter-port, fastethernet 0/1 - KAMeHTCKN nopT

console (config)# wlan 10,100
console (config-vlan)# vlan active
console (config-vlan) # exit
console (config) # ip mcast profile I

console (config-profile) # permit

console (config-profile)# range 232.0.0.1 232.0.0.5

console (config-profile)# profile active

console (config-profile)# exit

console (config) # snooping multicast-forwarding-mode ip

console (config)# ip igmp snooping

console (config)# ip igmp snooping vlan 100

console (config) # ip igmp snooping multicast-vlan enable

console (config)# wvlan 100

console (config-vlan)# ip igmp snooping multicast-vlan profile 1
console (config) # interface gigabitethernet 0/1

console (config-if)# switchport mode trunk

console (config-if)# exit

console (config) # interface fastethernet 0/1
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console (config-if)
console (config-if)
console (config-if)
console (config-if)

#
#
#
#

switchport mode access
switchport access vlan 10
switchport multicast-tv vlan 100

exit

KomaHOwb! pexcuma EXEC

Bce KomaHAabl AOCTYNHbI TONbKO ANA NPUBUIETMPOBAHHOIO NO/1b30BaTeNA.

Bua 3anpoca KomaHAHOM CTPOKM pexxuma EXEC:

console#

Tabnunuya 105 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show ip igmp snooping
mrouter

MokasaTb MHPOpMaLuio 06 U3yYeHHbIX MHOTOaAPECHbIX MapLu-
pyTu3aTopax B yKasaHHow rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

Mokaszatb uMHdpopmaumo IGMP-snooping Ana AaHHOrO WHTep-
deiica.

show ip igmp snooping groups

MoKasaTb MHpOpPMaLMIo 06 U3yUEHHbIX MHOTOaAPECHbIX Fpynnax,
Y4acTBYIOLLMX B FPYMMNOBOM PaccblKe.

[vlan vian-id]

clear ip igmp snooping groups

vlan_id: (1..4094)

OYnUCTUTbL TabAKULY rpynn NOJHOCTLIO MW B YKa3aHHOM vlan.

4.16.2 lMpaesuna 2pynnoesoli adpecayuu (multicast addressing)

[aHHbIA Knacc KoMaHg npegHasHayeH Ana 3ajaHua MpaBua rpynnoBOM agpecaumu B CeTU Ha
KaHa/NbHOM W CETEBOM YPOBHAX moaenn OSI.

KomaHObI pexcuma 2n06aabHolU KoOHgu2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KoOHPUrypaumu:

console (confiqg) #

Tabnuua 106 — KomaHapl pexkmma rnobanbHom KoHbuUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

vlan enable

ip igmp snooping multicast-

vlan disable

ip igmp snooping multicast-

-/BbIKAOYEHO

BKAOUUTbL GYHKLMIO FpyNnoBoi dunsTpaumm.

BbIKNtOUNTb GYHKUMIO FPYNNOBOM GUAbTPALUK.

snooping multicast-
forwarding-mode ip

Hactpaunsaet pexxkmm 06paboTku multicast-tpaduka no IP-agpecy.
B gaHHOM pexxume yactb multicast-tpadpuka nepexsatbi-

level vlan

snooping leave-process config-

-/mac - BaeTcA ycTpoictBom Ha CPU.
snooping multicast- HacTpauBaet pexum obpabotkm multicast-tpadmka no MAC-ag-
forwarding-mode mac pecy.
snooping leave-process config- Onpegenset ypoBeHb KOHGUIypaunm mexaHuamos 06paboTku oT-
level port _vlan nycka (KoHourypaumm Ha ocHose VLAN niv Ha oCHOBe NopTa).

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

snooping report-process
config-levelall-ports

-/non-router-ports

snooping report-process

config-level non-router-ports

YKa3blBaeT Ha Kakux mnopTax obpabaTbiBaloTcs NosyyeHHble pe-
nopTbl OT XocTa. PenopTbl MmoryT ob6pabaTtbiBaTbcA Ha BCEX MOpTax
WU Ha NOPTax, KOTOpble He ABAAITCA mrouter-nopTamu.

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.
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4.16.3 MLD snooping — npomoKos1 KOHMpPoAA MHO20a0pecHo20 mpaguKa 6 IPve

MLD snooping — MexaHM3M MHOroaApPecHO  pPacCbiIKM  COOOLWEHUI, MO3BOAAOLWMIA
MWHUMMU3NPOBATbL MHOTOAAPECHbIN TpaduK B IPv6-ceTax.

V B TeKyweii Bepcumn MO He noapepKuBaetca Ha mogenax MES2448B, MES2448E.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 107 — KomaHgbl rnobanbHOro perkmma KoHpurypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
ipvé mld snooping Bkatountb MLD snooping.
- - -/BbIKOYEHO -
no ipvé mld snooping OTKAtouMTL MLD snooping.
ipvé mld snooping group- YCcTaHOBWTb TaiMayT, N0 KOTOPOMY CUCTEMA OTNPAB/AET OCHOBHblE
query-interval interval interval: (2..5)/2 query-3anpochl.
no ipv6 mid snooping group- YCTaHOBWTb 3HaYEHME NO YMOYAHMIO.
query-interval
ipvé mld snooping mrouter- YCTaHOBUTb BPEMA OXWAAHUA OYMCTKM MOpTa OTC/EXKMBAIOLLErO
time-out time MmapLpyTtnsatopa MLD, nocne KOTOPOro NOpPT yAANAETCA, eCU He
time: (60..600) nosy4eHbl controlpackets mapwpytusatopom MLD.
no iva mid snooping mrouter- YCTaHOBUTb 3HAYEHME NO YMOYAHUIO.
time-out
ipvé mid snooping port-purge- 3apaTb MHTEPBaN BPEMEHW OUYUCTKM NopTa oTcaeKmnBaHua MLD, no-
interval interval interval: cne KoToporo nopT yganaetca, ecam MLD-reports He nosyyYeHsbl.
no ipv6 mid snooping port- (130..1225)/260 YCTaHOBWTb 3HaYeHME NO YMOAYAHUIO.
purge-interval
ipvé mld snooping proxy- BKAtounTb GYHKLMIO proxy-report Ha ycTpoicTse.
reporting
no ipvé mld snooping proxy- BbIKNtOUNTb GYHKLUMIO proxy-report Ha yCTpoicTBe.
reporting
ipvé mld snooping report- YKasaTb HanpaBneHue penopTos: Bo Bce NopTbl VLAN man TonbKo
forward {all-ports | router- Ha NnopTbl poyTepa.
ports} -
no ipvé mld snooping report- YCTaHOBUTb 3HAYEHME MO YMONYAHWUIO.
forward
ipvé mld snooping report- YCTaHOBWTb BpEMEHHOW MHTEpPBa 3anpeTa nepegayn MLDvSnoop-
suppression-interval interval ing-reports, B Te4eHNe KoToporo coobuieHuns otyeto MLDv1 He by-
. AyT NepeHanpaBiATbCA Ha MOPTbl MapLipyTM3aTopa ANA TOW e
interval: (1..25)
rpynnbl.
no ipvé mid snooping report- YCTaHOBMWTb 3HaYEHNe NO YMOIYAHUIO.
suppression-interval
ipvé mid snooping retry- YCTaHOBUTb MaKCMMaibHOE KOIMYECTBO MPynnoBbIX 3anpocos, oT-
countinrerval interval npaB/seMbiX Ha MOPT NPW Nosy4YeHumn coobweHna MLDv1.
. . interval: (1..5) YCTaHOBUTb 3HaYEHME N0 YMOYAHUIO.
no ipvé mld snooping retry-
countinrerval
ipvé mld snooping send-query BKAtounTb GyHKLMIO Nepesayum 3anpocos MLD npu nsmeHeHuu To-
enable . nosaoruu.
- - -/disable
ipvé mld snooping send-query BbIkNtOUNTb GYyHKLMIO Nepesaun 3anpocos MLD npu nsmeHeHuu
disable TOMONOTUW.
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KomaHOb! pexcuma EXEC

Bce KomaHAabl AOCTYNHbI TONbKO ANA NPUBUIETMPOBAHHOIO NOJ1b30BaTeNA.

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunuya 108 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue

Aelicmeue
o ymon4YaHuro

show ipv6 mld snooping global

- OT06pasunTb rnobanbHble HacTponku MLD.

show ipv6 mid snooping vlan
vian_id

OTo6pasnTb MHPOPMaLmio 0 KoHdUrypauum MSD-snooping gnn
naHHou VLAN.

KomaHObi pexcuma koHguaypauuu VLAN (duanasoH VLAN o8)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnunua 109 — KomaHabl pexxmma KoHourypaumm VLAN

KomaHoa

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

ipvé mid snooping mrouter {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

No ipv6 mlid snooping mrouter
{ fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

MpuBA3aTbh NOPT OTCAEXKMBaAtOWEro mapwpytmusatopa MLD K VLAN.

fa_port: (0/1..24);
gi_port: (0/1..24);

te_port: (0/1..6) YaanuTb NopT oTChexunsatowero mapwpytnsatopa MLD us VLAN.

ipvé mld snooping version {v1
| v2}

ipvé mid snooping version

Hactpoutb Bepcuto otcnexmsannsa MLD B VLAN.
-vl — MLD snooping Version 1;

V2 -v2 — MLD snooping Version 2.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO

4.16.4 ®yHkyuu ozpaHuveHusa multicast-mpaguka

®yHKUMKM orpaHuyeHmsa multicast-tpaduka ncnonbsyoTcs Ana yaobHOM HACTPOMKM OrpaHuYeHus
NpocMoTpa onpeaeneHHbIX rpynn MHOrOaApPeCcHOM PacchIIKM.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM peknma rnobasbHOM KOHPUrypaumm:

console (config) #

Tabnnua 110 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3Ha4yeHue no

elicmeue
YMOAYAHUIO A

ip mcast profile index

no ip mcast profile index

Co3gatb multicast-npodunb 1 nepeinTn B pexknum ero KoHoU-
index: (1..4294967295) rYpMpoBaHUA.
Yaanute multicast-npoouns.
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KomaHObI pexcuma KoHgu2ypayuu multicast-npogunsa

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm multicast-npoduns:

console (config-profile) #

Tabnunua 111 —KomaHabl pexkmma KoHburypaumm multicast-npoduna

3HavyeHue/3HaueHne
KomaHpga OnucaHue
No YMOJIYaHUIO
range first_group_ip 3apaTb AMana3oH afpecoB-UCcTOYHMKOB multicast-Tpaduka.
last_group_ip Ecnun 3apatb TONbKO OAMH agpec, OH CTaHeT eAUHCTBEHHbIM UC-
- TOYHWKOM MYJIbTUKACTa.
range first_group_ip YAanuTb AMana3oH aApecoB-UCTOYHMKOB multicast-Tpadumka.
last_group_ip
permit B cnyyae HecooTBeTCTBMA OAHOMY M3 3aJaHHbIX AMANa30HOB,
-/deny IGMP-report 6yayT nponycKaTbes.
deny B cnyyae HecooTBeTCTBMA OAHOMY M3 33[aHHbIX AMANas’oHOB,
IGMP-report 6yayT oTbpacbiBaTbCA.
profile active - AKTMBMpPOBaTb paboTy npoduns.

KomaHObI pexcuma KoHguaypayuu VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxknume KoHdurypaumm VLAN:
console (config-vlan) #

Tabnnua 112 — KomaHgbl pexkuma koHdurypaummn VLAN

3HaueHune/3HayeHmne
KomaHpga OnucaHune
Nno YMOYAHUIO

ip igmp snooping multicast- MpwnBA3aTb yKasaHHbIN Npodunb K vian.

vian profile profile index: (1.. 4294967295)

4.17 ®PyHKUMM ynpaBaeHUsn

4.17.1 MexaHu3zm AAA

Ona obecneyeHnsa 6e30MaCHOCTU CUCTEMbI MCMOAbL3YETCA MexaHuam AAA (ayTeHTMdMKauumA,
aBTOpU3aLMA, yYeT).

— Authentication (ayTeHTMdUKaumMa) — conocTasneHMe 3anpoca CyLLecTByIoLEen y4ETHOMN 3a-
nuncu B cnucteme 6e30MacHoOCTU.

— Authorization (aBTopM3aumaA, NpoBepKa YPOBHA A0CTyNa) — conocTaB/ieHne y4éTHOM 3anncu
B cucTeme (npoluealuei ayteHTUdUKaLMIO) M onpeaenEHHbIX NOAHOMOYMIA.

— Accounting (y4ét) — cnexeHue 3a notpebseHMemM pecypcos No/ib3oBaTesiem.

Ona WwndppoBaHNa AaHHbIX MCNONb3YETCA MeXaHU3M SSH.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rnobanbHoOM KoOHOUrypaLumm:

console (config) #
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Tabnnua 113 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
enable password password YCTaHOBWTb Napo/b 419 KOHTPOASA U3MEHeHUA NPUBUAErnin 4o-
[level level] CTyna nonb3oBaTenei.
- level — yposeHb npusuneruis;
level: (1..15)/1;
- password — naposnb.
password: (5..20) "
Bkntouatowmii B ce6s cneucumsonbl naponb Tpebyetca
CMMBO/I0B

no enable password [level
level]

o YKa3bliBaTb B KaBbl4YKax.

YaanuTtb naponb AnA COOTBETCTBYIOLLETO YPOBHSA NPUBUAETUIA.

username name password
password [privelige level]

name: (1..20) cumB0NOB;
password: (5..20)

[o06aBunTb Nonb3oBaTeNs B I0KaNbHYO 633y AaHHbIX.
- level — yposeHb npusuneruis;
- password — naposb;
Bkntouatownii B ce6a cnewcmmeosibl naponb Tpebyerca

CUMBOJIOB; g
YKa3biBaTb B KaBblYKax.
level: (1..15)
- name — “Ms No/b30BaTeNs.
no username name Yanutb Nonb3oBaTeNns U3 NoKabHOW 6a3bl AaHHbIX.
aaa authentication login { -/local 3a4aTb MeToa ayTeHTUdMKaUMKM NpU BXOAE A1 KOHcou, telnet,
radius | tacacs | local} list_name: (1..12) ssh.
no aaa authentication login CMMBOJI0B YCTaHOBWTb 3HaYEHME NO YMOHAHUIO.
aaa authentication enable 3af4aTb MeToA ayTeHTUOMKALLMMU NPY NOBbILIEHWUU YPOBHA NPU-
. -/local N
{ radius | tacacs | local} . BUAernin ansa koHconu, Telnet, SSH.
—— list_name: (1..12)
no aaa authentication YCTaHOBWTb 3HaYEHME MO YMOIYAHUIO.
CUMBO/I0B

enable

aaa authorization
command /evel {tacacs |
local}

no aaa authorization
command /eve/

level: (1..15) / BbIKAtOYEHO

PaspewnTtb aBTOpU3aLMIO KOMAHZ NOIb30BaTeNeN.
- level — ypoBeHb npusuaernin nonbsosartenei.
/ B TeKyuwei Bepcum MO npu N0KanbHOM aBTOpU3aLUU
paspelueHbl BCe KOMaHAbl.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

Tabnnua 114 — AtpubyTbl coobuieHnit BeaeHMA yyeTa npotokona RADIUS ana ceccuit ynpasneHus

Hanau4ue Haau4ue
ampubyma e | ampubyma e
Ampubym pudy pudy onucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTMduKauma nonb3osaTtens.
IP-agpec KommyTaTopa, KOTOPbIA MCMOAb3yeTca
NAS-IP-Address (4) EcTb Ectb AP . y' P P y
ana ceccuit ¢ Radius-cepsepom.
Mpoun3BonbHOE 3Ha4YeHWeE, BKAOYEHHOE BO BCE CO-
Class (25) Ectb Ectb P .
obLueHunA yyeTa ceccui.
. IP-agpec KommyTaTopa, UCNO/b3YEMbIN ANA cec-
Called-Station-ID (30) EcTb EcTb v,a,p v P y A
CUI ynpaBsieHus.
Calling-Station-ID (31) EcTb EcTb IP-aapec nonb3osatens.
Acct-Session-ID (44) Ectb EcTb YHUKanbHbIN naeHTUOUKATOp yyeTa.
. YKa3sbiBaeT MeTo4, N0 KOTOPOMY K/IMEHT AO/IKeEH
Acct-Authentic (45) EcTb EcTb A poMy A
6bITb ayTEHTUPULMPOBAH.
. . MoKa3bIBaeT, KaK AONTo noJsb3oBaTtenb 6ba noa-
Acct-Session-Time (46) Het Ectb A A
KNIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het Ectb MpuunHa 3akpbITUA ceccuu.
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Tabnnua 115 — AtpumbyTbl cooblieHni BeaeHUA yyeta npoTtokosia RADIUS ans ceccuin 802.1x

Haau4ue Hanau4ue
ampubyma e | ampubyma e
Ampubym pusy pusy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTndumKauma nonb3oBaTens.
IP-agpec KOommyTaTopa, KOTOPbIN UCNONb3yeTcs
NAS-IP-Address (4) EcTb Ectb AP o y- P P ¥
ana ceccuin ¢ Radius-cepsepom.
MopT KOMMyTaTopa, Ha KOTOPOM NOAKAOUMAICA
NAS-Port (5) EcTb EcTb P yTaTop P A
nosib3oBaTeNb.
Mpoun3BonbHOE 3HaYeHMe, BKIKOYEHHOE BO BCE CO-
Class (25) EcTb Ectb P o
obueHnA yyeTa ceccuit.
Called-Station-ID (30) EcTb EcTb IP-agpec KommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbIA MAEHTUPUKATOP yyeTa.
. YKa3blBaeT MeTos, N0 KOTOPOMY KJAMEHT AO/IKEH
Acct-Authentic (45) EcTb EcTb A pomy A
6bITb ayTEHTUOULMPOBAH.
. . MoKkasblBaeT, KaK A0Aro nonb3osaTtens Hbi1 noa-
Acct-Session-Time (46) Het EcTb A A
KJIIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het EcTb MpuymMHa 3aKpbITUA ceccun.
Nas-Port-Type (61) Ectb EcTb MoKasbiBaeT TMN NOpPTa KAMEHTa.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOW CTPOKM B pexxume rnobasbHon KoHdUrypaumm:
console (config) #

Tabnnua 116 — KomaHabl perkmma KoHdUrypaumm TepmuHana

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymosn4YaHuro
aaa authentication login 3afaTb MeTo, ayTeHTUdUKaLMM NPY BXOLE A1 KOHCOMK,
{radius | tacacs | local} Jlocal Telnet, SSH.
- . -/loca
no login authentication YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
aaa authentication enable 3apaTtb MeTog ayTeHTUGMKaLMM NpU NOBbILLEHWUM YPOBHA NpU-
{radius | tacacs | local} BUAeruin ana KkoHconu, Telnet, SSH.
T -/local
no aaa authentication enable YCTaHOBWTb 3HAYEHME MO YMOYAHUIO.
aaa authorization command PaspewunTb aBTOPU3aLMIO KOMAHZ ANA KoHconu, Telnet, SSH.
{tacacs | local}
— -/BbIK/OYEHO
no aaa authorization YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
command

4.17.2 lMpomokon RADIUS

Mpotokon RADIUS ucnonb3yetca ana ayreHTuduKaumm, astopmsaumm m yyeta. Cepsep RADIUS
ncnonb3yet 6asy AaHHbIX NOJb30BATENEN, KOTOPas COAEPKWUT AAHHbIE MPOBEPKM MOANMHHOCTM ANA
KaXaoro nonb3oBatend. Takmm ob6pasom, ucnonb3oBaHMe npoTtokona RADIUS obecneunsaer
OOMONHUTENIbHYIO 3aLlUMTY NPU AOCTYME K pecypcam CeTH, a TaKKe Npu A0CTyrne K CaMoMy KOMMYTaTopy.
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KomaHObI pexcuma 2106aabHol KoOHpuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXnume rnobanbHon KoHbuUrypaumm:
console (config) #

Tabanua 117 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
o ymon4aHuro

[006aB1Tb yKasaHHbIN cepBep B CNUCOK Mcnonbayembix RADIUS-
cepBepos.

- ip_address — IPv4 nnu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nmsa RADIUS-cepBepa;

. hostname: (1..158) - timeout — MHTepBaa OXKMOAHUA OTBETA OT CepBepa;
radius-server host .
. . CMMBOOB; - retries — KoinuecTBO NonbITOK Nnoncka RADIUS-cepsepa;

{ipv4-address | ipv6-address |

. . (0..65535)/1813; - secret_key — kntou ana ayTeHTUdOUKaUuM 1 windpoBaHUsa BCEro
hostname} [timeout timeout] .

. ; timeout: (1..30) cek; obmeHa gaHHbIMK RADIUS;
[retransmit retries] [key A ’ L.
- - retries: (1..15); - priority — npuopuTeT ucnosnb3osaHma RADIUS-cepeepa (Yuem Huske
secret_key] [priority priority]
secret_key: (0..128) 3HauyeHue, TeM NpUMopUTETHEE Cepaep);
CMMBONOB; - type — T1n ncnonb3zosaHua RADIUS-cepsepa;

priority: (0..65535)/0 B cnyyae oTcyTcTBMA B KOMaHZe napameTpoB timeout, retries, se-
cret_key pna paHHoro RADIUS-cepBepa MCMonb3yoTcA 3HaYeHMA
HACTPOEHHbIe C MOMOLLbIO KOMaHZ, YKa3aHHbIX HUKeE.

no radius-server host
{ipv4-address | ipv6-address |
hostname}

YAanuTb yKasaHHbIN cepBep U3 cnucka ucnosibayemoix RADIUS-
cepBepos.

KomaHObI pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM cTpoKM B pexxkume Privileged EXEC:

console#

Tabnuua 118 — Komanapl pexkmuma Privileged EXEC

Komanoa 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
show radius-servers OT06pa3nTb napameTpbl HacTpoiku RADIUS-cepBepoB (KomaHza
i [OCTYMHa TONbKO A/19 NPUBUIErMPOBAHHbIX NOAb30BaTENEN).
show radius statistics OT106pa3mnTb CTaTUCTUKY NpoTokona Radius, nHbopmaumio o nonb-
) 30BaTensx, KoHourypaunio RADIUS-cepsepa.

4.17.3 lMpomokon TACACS+

Mpotokon TACACS+ obecneumBaeT LEHTPA/NIM30BaHHYIO cucTeMy 6e30MacHOCTM ANA MNPOBEPKM
nonb3oBaTeNen, NoAyYaoLWMX AOCTYN K YCTPOMUCTBY, NP 3TOM NoAAEepPrKMBaAsa COBMeCTMMOCTb ¢ RADIUS u
ApYyrMmuM npoleccamu nposepku noanmHHoctu. TACACS+ npeaocTaBAneT ciefytolme cny»Kobl:

— Authentication (nposepka nodauHHocmu). ObecneymMBaeTcs BO Bpems BXoAa B CUCTEMY MO
MMeHaM MNo/b3oBaTes1el U onpeaeneHHbIM Nob30BaTENAMM NAPOIAM.

— Authorization (aemopusayus). ObecneumBaeTcs BO Bpema Bxoda B cuctemy. [locne
3aBEpLIEHMA CeaHCa MNPOBEPKM MOAJMHHOCTM 3aMyCKaeTCA CeaHC aBToOpM3auuu C
MCMO/Ib30BaHMEM MPOBEPEHHOrO0 MMEHM MO/Ib30BaTENA, TAKXKE CEepBEepPOM MNPOBEPAOTCA
npuMBMAErNN NONb30BATENA.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUTypaLmm:

console (config) #

Tabnunua 119 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

tacacs-server host

{ip_address | hostname}
[single-connection] [port port]
[timeout timeout] [key
secret_key]

hostname: (1..63)
CMMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)

[006aBuTb yKasaHHbI cepBep B CMUCOK mcnonbayembix TACACS
cepBeposB.

- ip_address — IP-agpec TACACS-cepBepa;

- hostname — ceteBoe nma TACACS-cepBepa;

- single-connection — B KaXAbll MOMEHT BPeMeHW WMeTb He
6onblie ogHOro coeanHeHna ana obmeHa gaHHbimu ¢ TACACS-cep-
BEPOM;

- port — Homep nopTa ans obmeHa gaHHbiMun ¢ TACACS-cepBepom;
- timeout — NHTepBaN OXUAaHNA OTBETA OT CepBepa;

- secret_key — Kntou gna ayteHTMOUKaumm n wndposaHma Bcero ob-

cMmBonos meHa gaHHbimun TACACS;

Mpu HacTpoitke cepsepa: «tacacs-serverhost ip_address key se-

cret_key» aBTOMaTUYECKM BKIOYaeTcs accounting.
no tacacs-server host YOanuTb yKasaHHbIA cepBep M3 cnucka ucnosbdyembix TACACS-
{ip_address| hostname} cepBepos.
tacacs-server retransmit YKasaTb KonyecTBo akTMBHbIX TACACS-cepBepoB, K KOTOpbIM by-
number )2 OeT nooyepesHO MNOAKMOYUTBCA KAMEHT, B C/ly4ae HeyhauyHoM

ayTeHTUOUKALMM.
no tacacs-server retransmit YAanuTb HaCTPOWKY.
tacacs use-server address Bbi6bpaTb cepsep 13 Tabanubl cepepos Ansa Tacacs-KAMeHTa
{ip_address | hostname} - ’
no tacacs use-server OTMEHWTb MCNOIb30BaHME 3a,aHHOTO CepBepa.
tacacs authentication type

-/pap Onpeaenvtb MeTo ayTeHTUGUKALMM C MOMOLLbIO tacacs.

{ascii | pap }

tacacs attributes port {console
| ssh | telnet} identifer

no tacacs attributes port
{console | ssh | telnet}

identifer (1..255)
CMMB0/108B / WabNoHbI
%n %%

YcTaHoBUTb aTpubyTa port B dopmate cBOHOAHOM CTPOKM onpeae-
NEHHOM nonb3oBaTenem. Bo3MOXKHO Mcnonb3oBaHWe LWabaoHoB.
- %N — HOMEp IMHMM, COOTBETCTBYIOLLMIA BblBOAY KOMaHAbl show
users;

-%% — cumBon %.

YCTaHOBWTb 3HaY€HMA MO YMONYAHUIO.

KomaHOb! pexcuma Privileged EXEC

Bupa 3anpoca KomMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#

Tabnnua 120 — KomaHabl pexxkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

show tacacs

OT06pa3nTb napameTpbl HacTpolikm TACACS-cepBepoB, MeTOZ,
ayTEHTUOMKAUMM M CTAaTUCTUKY NPOTOKO/A (KOmMaHZa AOCTynHa
TO/IbKO ANA NPUBUAETMPOBAHHBIX NOb30BaTENEMN).

4.17.4 Cnucku docmyna ACL 0aa ynpaeneHusa ycmpolicmeom

B ISS nogaeprkmBaeTca ¢puMnbTpaumns ynpasaatowero TpapuKka ¢ NOMOLLbIO CNUCKA aBTOPU30BAHHbIX
IP-meHegkepos (IP Authorized Managers). B ¢unbTpe mMOXHO 334aTb agpec UAM NOoACETb MCTOYHUKA,
VLAN, nHtepdeiic n cny*by, c KoTopbix byaeT paspelleHo ynpaBaeHne yCTPONCTBOM.
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KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Buza 3anpoca KOoMaHAHOM CTPOKM peXxnma rinobanbHOM KoOHGUrypaumum:

console (config) #

Tabanua 121 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

3Ha4yeHue/3HayeHue "
KomaHda / Aelicmeue
no ymoa4YaHuro
authorized-manager ip- OrpaHn4nTb ynpaB/ieHne yCTPOUCTBOM MO 3aAaHHOMY GUALTPY
source {ipv4_addr [mask | / AocTyna.

ipv4_prefix] | ipv6_addr
[ipv6_prefix]} [interface
interface_list] [vlan vlan_list] [
service [snmp] [telnet] [http]
[https] [ssh]]

no authorized-manager ip- OTMEHUTb OrpaHMYEHMNE HA YNpaB/eHWe YCTPOMCTBOM.
source {ipv4_addr [mask| /
ipv4_prefix] | ipv6_addr
[ipv6e_prefix]}

ipv4_prefix: (0..32);
ipv6_prefix: (1..128)
vlan_id: (1..4094)

Ha ycTpoiictBe MOXHO CKOHUrypupoBaTtb He 6onblue 10 npasua. Mo ymonyaHuio, ecam He
3a4aHO HU O4HO NPaBWIO, yNpasJ/ieHNe YCTPOMCTBOM A0CTYNHO C N11060ro UCTOUHMKA.

’ | Mocne ykasaHua xoTa 6bl ogHoro npasuna authorized-manager gna Bcex ycTpoiicTs,
= KOoTopblie UCK/IoUYeHbl NpaBuaom, byaer geiicteoBatb Nnpasuno deny any any.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 122 — KomaHgb! pexuma Privileged EXEC

3HayeHue/3Ha4yeHue .
KomaHoa / Aeiicmeue
no ymon4aHuwo

show authorized-managers [ip- MoKasaTb CNUCKM A0CTyNa AN YyNpaBAeHus.
source ip_add]

4.17.5 Hacmpoiika docmyna

4.17.5.1 Telnet, SSH

JaHHble KOMaHAbl npeaHa3HayeHbl AaA HACTPOMKW CepBepoB AOCTyna [AAA  ynpasBaeHus
KommyTaTtopom. Moaaeprkka cepseposB TELNET n SSH kommyTaTopom no3BoAAET yAaNeHHO NOAKN0YATLCA
K HEMY 18 MOHUTOPUHIA U KoHOUrypaumn. KoHdurypmposaHme ycTpoictea Yepes Telnet Ha ycTpoincTee
paspeLleHo No yMONYaHMUIO.

KomaHObI pexcuma 2106as1bHOU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXnma riobanbHoM KoHbUrypauum:

console (config) #
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Tabnunua 123 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HayeHue/3Ha4eHue »
KomaHoa / Aelicmesue
no ymoa4YaHuro
ssh enable PaspewnTtb yaaneHHoe KOHUrypupoBaHWe ycTPOKCTBa Yepes
SSH.
- -/BKAOYEHO —
ssh disable 3anpeTutb yaaneHHoe KOHQUrypMpoBaHUe YCTPOWCTBA 4yepes

SSH.

ssh server-address ip_addr port
port

port: (1..65535)

3apatb IP-agpec SSH-cepsepa n TCP-nopT, ucnosb3yembiit SSH-
cepBepom.

ip ssh auth [hmac-md5 | hmac-

BblbpaTb TMN ayTeHTUOUKALMM MO NPOTOKOAY SSH.

no feature telnet

shal] -/hmac-shal

ip ssh cipher [3des-cdc | aes128- BbibpaTh wWndp ayteHTUdUKaLMmM No NpoToKoay SSH.
-/3des-cdc

cdc | aes256-cdc | des-cdc]

crypto key generate rsa ) CreHepupoBaTb Napy Katouelrt RSA —4acTHbIM U NyBAUYHBIV A5

SSH-cepsuca.

feature telnet Paspewntb KoHOUIypMpoBaHUe ycTpolicTea Yepes Telnet.

-/BKAOYEHO

3anpeTntb KOHOUIypMpoBaHUe ycTpolicTea Yepes Telnet.

KomaHOb1 pexcuma EXEC

KomaHabl JaHHOro pa3aena AOCTynHbl TONIbKO ANA NPpUBUNETMPOBAHHbIX nonb3oBaTesen.

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnuya 124 — KomaHgb! pexkmuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip ssh

MokaszaTtb KoHduUrypauuto SSH-cepBepa, a TakKe aKTUBHbIE BXO-
nAwme SSH-ceccum.

show telnet server

OTobpasuTb cTaTyc cepsepa Telnet.

4.17.5.2 KomaHObl KOHGhUu2ypayuu mepmuHana

KomaHZabl KOHOUIypaumMm TepMUHaNA CAYKaT AN HAaCTPOMKM NapameTpoB paboTbl TEPMUHANOB.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoOM KoOHOUrypaumm:

console (confiqg) #

Tabnnua 125 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no yMmon4aHuwo
line console - Bxopn, B peXknm COOTBETCTBYIOLLEro TepMUHANA.
line telnet - Bxop, B pexMm cOOTBETCTBYIOLWEro TepMUHana.

line ssh

Bxof, B pexkMm coOTBETCTBYIOLWEro TepMnHana.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOW CTPOKU B peXXUMe KOHPUrypaumm TepMmmnHana:

console# configure terminal

console (config)# line {console | telnet | ssh}

console (config-line) #
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Tabnnua 126 — KomaHAabl pexxmma KoHbUrypauum TepmuHana

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

exec-timeout seconds

no exec-timeout

seconds:
(1..18000)/1800 cek

3a,ﬂ,aTb WUHTEpBan, B Te4HeHNe KOTOpPOoro CUCTeMa OXMaaeT eBoaa
OT nonb3osatena. Ecnv B TedyeHne AaHHOIO MHTEpPBasia NONb30-
BaTe/lb HUWYero He BBOAUT, TO KOHCO/1b OTKNKOYaEeTCA.

YCTaHOBUTb 3HaYeHMeE N0 YMOJIHAHMIO .

speed {4800 | 9600 | 19200 |
38400 | 57600 | 115200}

(4800, 9600, 19200,
38400, 57600, 115200)/

YCTaHOBWUTb CKOPOCTb Nepefayu Ans NocnefoBaTeNbHOrO WH-
Tepdelica.

no login authentication

115200 6ut/c
enable authentication {radius 3apaTb meToa ayTeHTUPMKaLMM NONb30BaTENA NPU NOBbILEHUM
| tacacs | local} -/local YPOBHA NPUBUAETUIA AN KOHCON.
no enable authentication YCTaHOBWTb 3HaYEHME MO YMONYAHUIO.
login authentication {radius | 3apaTb MeTog, ayTeHTUdUKALMM NPU BXOAE ANA KOHCOU.
tacacs | local} -/local

YCTaHOBUTb 3HAYeHMe Nno YMOI4aHUIO.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnunua 127 — KomaHabl pexxkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

show line exec-timeout

MNoKasaTb 3HaYeHUA napameTpa exec-timeout AnAa BCex Tepmun-
Hanos..

show line exec-timeout
current

MokasaTb 3HauYeHUs NapameTpa exec-timeout gns Tekyluen cec-
cuun.

4.18 XypHan aBapwuii, npotokon SYSLOG

CucremHble KYpPHa/ibl NO3BONAKOT BECTU NCTOPUIO C06bITMl71, npounsoweawnx Ha yCTpOﬁCTBe, a TaKXxe

KOHTpPONpOBATb npounsowiealine cobbiTMA B peanbHOM BpemeHu. B ypHan 3aHocATcA cobbITUA BOCbMMU
TUNOB: l-I[I)e3BI:vI‘-Ial\/"1Hble, CUTHaNbl TpeEBOrn, KpUtTn4eCkne n He Kputndeckme OUJM6KM, npeaynpexagexHua,
yBegomneHuA, MHd)OpMaLI,VIOHHbIe M OTNaJO04HbIE.

KomaHObI pexcuma 2106anab6Hol KOHpuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM B peXume rnobasibHon KoHOUrypaumm:

console (config) #

Tabnunua 128 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

3Ha4yeHue/3HayeHue rno

elicmeue
YMOAYAHUIO A

KomaHoa

BKAOUYNTL PErMcTpaLmio OTAaL04HbIX COOBLEHMI U COOBLLEHNI
06 owmnbKax.

logging on

no logging on BbIKNOUNTb perncTpaumio oTN1aA04HbIX coobweHnn U coobuie-
HWI 06 OLIMBKaX.
Mpu BbIKNIOYEHHOW perucTpauumn oTnagouHble coob-
weHna u coobweHus o6 owwunbKkax 6yaytr nepepa-

BaTbCA HA KOHCO/b.

-/perMCTpa LUnA BKNKOYEHA
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logging-server priotity [ipv4 |
ipv6] ip_address

no logging-server priotity [ipv4
| ipv6] ip_address

BKOUNTL Nepesayy aBapuiiHbIX U OTNAL0UHBIX COOOLEHNI Ha

yaaneHHbii SYSLOG cepsep.

- ip_address — IPv4 nnu IPv6-agpec SYSLOG-cepBepa;

- priority — npuopuTeT NnepefaBaemblX COOBLEHUNA.

- 3HaueHue priority popmupyerca u3 cymmol severity n
V facility.

YaanuTb BbI6paHHbIV cepBep M3 CNMCcKa ncnosbayembix SYSLOG-
cepBepoB.

logging console

BKAOUMTL Nepepady aBapuiiHbIX UAWM OTNALO0UYHbIX COOBLLEHMI

level: (cm. Tabanuy Ha KOHCO/b.
no logging console 123)/informational BbIK/MOUNTL Nepeaaydy aBapuHbIX UK OTNAL0UYHbIX COOBLLEHN
Ha KOHCO/b.

logging buffered size

no logging buffered

size: (1..200)50

M3MeHUTb KOIMYECTBO COOBLLEHMI, 3aNMOMUHAEMbIX BO BHYT-
peHHem bydepe. HoBoe 3HaueHue pasmepa bydepa npume-
HUTCA Nocne nepesarpyskn yCTpomncTea.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

syslog {filename-one |
filename-two | filename-
three} filename

- Co3gaTtb daii 3anncy aBapumnHbIX M OTIAA04HbIX COOOLEHNN.

logging-file [/evel] filename

no logging file

level: (128..191) /-
filename: (1..32)

BKkAOuUMTb Nepesayvy aBapuUiHbIX UAM OTAAL0UHBIX COOBLLEHUI
BbIOPAHHOIO YPOBHSA BaXKHOCTU B YKa3aHHbIW daiin KypHana.
Level - facility+severity.

Hanpumep, cobbitne ans facility0(128) c yposHem informational
(6) byaeT umeTs level = 134.

BbIKNHOUYNTL Nepeaady aBapunHbIX UM OTNAL404YHbIX COOBLLLEHNI
B daiin KypHana.

logging severity

no logging severity

[severity_level] level: (cm. Tabnunuy 123)/6

3afaTb YpOBEHb JIOrMPOBaAHMA.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

logging facility local{0..7}

3agatb KaTeropuio noru poBaHMA.

no logging hostname-format

" - -/localo
no logging facility YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
syslog localstorage /BKAIOuEHO AKTMBMPOBaTb OTMPABKY aBapUIMHbIX MW COODOLLEHNI Ha CKOH-
durypupoBaHHble Gpainbl 3anucu.
logging hostname-format [ 3apaTb NapameTp, KOTopbll ByaeT Mcnoab30BaThCA B KayecTse
hostname | ip | ipv6 | string ] -JHer naeHTndukaTopa xocta B SYSLOG-coobuieHumnx.

Mcnonb3oBaTtb 3HaYeHKWe no YMONYaHULO.

Karkgoe cooblieHme nmeeT CBOI ypoBeHb BaxKHOCTW. B Tabanue 123 npmeeneHbl TUNbI COOOLLEHMIM

B nopsake ybbiBaHUA X BaXKHOCTM.

Tabnvua 129 — Tunbl Ba*KHOCTU COOBLLEHUI

Tun saxHocmu coobuwieHuli

OnucaHue

YpesBblyaiHble (emergencies)

B cucteme npoumsowna Kputmyeckas olWwmnbKa, cucTtema MoXKeT pa6OTaTb
HenpaBuabHO.

CurHanbl Tpesoru (alerts)

Heobxo4MMO HemMmeaNeHHOe BMeLAaTeIbCTBO B CUCTEMY.

Kputnyeckue (critical)

B cucTteme npousolna KpUTHMYecKas owmnbKa.

OwwnbouHble (errors)

B cucteme npousoluna ownbKa.

MNpeaynpexaeHua (warnings)

MpeaynpexaeHune, HeaBapuitHoe cooblueHue.

YBepgomneHusa (notifications)

YBegomaeHue cuctemsl, HeaBapMVlHoe COOGIJJ,eHI/Ie.

NHpopmaumoHHble (informational)

NHPopMaLMOHHbIE COOBLLEHUA CUCTEMBI.

OthapouHble (debugging)

OTnagouHble coobLEeHMs, NPefoCTaBAAIOT NOAb30BaTENO MHPOPMALMIO
AN KOPPEKTHOM HAaCTPOMKM CUCTEMDI.

Mpumep HacTpoliku logging-file:

Mycme facility = localO.
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Co3pgagmMm noKanbHblt pan ¢ umeHem sll, Kyaa 6yayt 3anucbiBaTbca cobbiTMA C TMNOM OT
ypesBblYalHbIX 40 UHGOPMALNOHHbIX.

console (config) #
console (confiqg)
console (confiqg)
console (config)
console (config)
console (confiqg)
console (confiqg)
console (confiqg)
console (config)

#
#
#
#
#
#
#
#

syslog filename-one sl1lI

logging severity
logging-file 128
logging-£file 129
logging-file 130
logging-file 131
logging-file 132
logging-file 133
logging-file 134

KomaHObi pexcuma Privileged EXEC

6

sll
sl11
sl11
sl1
sl1
sll
sl11

Buz 3anpoca KomaHAHOM cTpoKM B pexkume Privileged EXEC:

console#

Tabaunuya 130 — KomaHga pexuma Privileged EXEC ana npocmoTpa daiina *KypHana

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear logs

YpanuTb Bce cooblueHna n3 BHyTpeHHero bydepa.

show logging-file {filename-
one | filename-two |
filename-three}

OTO6pPa3snTb COCTOAHME XKYpPHaa, aBapuitHble U 0TAaA04HbIe CO06-
LEeHUA, 3anmcaHHble B aline XypHana.

show logging

OTO6pPa3snTb COCTOAHME XKYpPHaa, aBapuitHble U 0TAaA0uHbIe CO06-
LLEeHUA, 3anmcaHHble BO BHYTpeHHem bydepe.

show syslog-servers

OT06pasunTb HACTPOMKK ANA yaanéHHbIX syslog-cepsepos.

4.19 3epkanupoBaHue (MOHUTOPUHI) NOPTOB

®YHKUMA 3epKaNMpoBaHMA MNOPTOB MpeAHasHayYeHa ANA KOHTPons ceTeBoro TpaduKa nytem
NepecbIIKM KOMui BXOAALWMX U/UAN UCXOOALLMX MAKETOB C OAHOMO WAWU HECKONbKUX KOHTPOIMPYEMbIX
NOPTOB Ha OAMH KOHTPOIMPYIOLLMIA NOPT.

' Mpwu 3epkanupoBaHuu 6onee ogHoro ¢pusnyecKoro uHTepdeiica BO3MOXKHbI NoTepu TpaduKa.

e
UHTepdemnca.

OTcyTcTBME NOTEPb rapaHTUpPYeTcA TOJIbKO MpU 3epKaJMpoBaHMM opHoro ¢usnuyeckoro

K KOHTpoMpyloLeMy NOPTy MPUMEHAIOTCA Cneaytolme orpaHuYeHnn:

— TMopT He MOKeT 6bITb KOHTPOAMPYIOWMUM N KOHTPOIMPYEMbIM MOPTOM OAHOBPEMEHHO;
—  IP-uHTepdelic LoNKeH OTCYTCTBOBATL AJ1A 3TOTO NOpPTa;

K KOHTpO/IMpyeMbIM NOPTaM NPUMEHAIOTCA Ceayolme orpaHuyYeHns:

— TopT He MOKeT BbITb KOHTPOMPYIOWMUM U KOHTPOIMPYEMbIM NOPTOM OZLHOBPEMEHHO.

KomaHObI pexcuma 210b6anabHol KOHuU2ypayuu

Buza 3anpoca KoMaHAHOWM CTPOKM B penume rnobasibHon KoHbUrypaumm:

console (config) #
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Tabnmua 131 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

monitor session session_id
destination interface
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port]

no monitor session session_id
destination

fa_port: (0/1..24);
gi_port: (0/1..24);
te_port: (0/1..6);
session_id: (1..4)

YKasaTb 3epKanupylowmin nopt paa Bblb6paHHOW ceccum  mo-
HUTOPUHra.
DYHKLMUA MOHUTOPUHIa MOXKeT 6bITb HACTPOEHA Ha YeTbl-
V péx nopTax 04HOBPEMEHHO.

BbIKMIOUNTL QYHKLMIO MOHWTOPUHIA Ha HAcCTPaMBAaeMOM MWHTep-
delice.

monitor session session_id
destination remote vlan
vlan_id

no monitor session session_id
destination

vlan_id: (1..4094);
session_id: (1..4)

YKasaTb cay»KebHblit vlan gna 3epkanvpoBaHua TpaduKka C 3adaH-
Horo pedpaekTop-nopTa AN BbibpaHHOM ceccum.
remote vlan — cny»ebHbii vlan gns 3epKanMpoBaHua Tpaduka;

BbIK/MOUNTL DYHKLMIO MOHUTOPUHIA Ha HacTpPaMBaeMOM MWHTEep-
delice.

monitor session session_id
source interface [fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port] [rx | tx | both]

monitor session session_id
source interface [ fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port]

fa_port: (0/1..24);
gi_port: (0/1..24);
te_port: (0/1..6);
session_id: (1..4)

[06aBUTb yKa3aHHbIM 3epKannpyemblii NOpPT 415 BbIOpaHHOM ceccunm
MOHUTOPWUHTra.

-rX — KONUPOBATb MaKeTbl NPUHATbIE KOHTPOIMPYEMbIM NOPTOM;
-tX — KONMpPOoBaTb NaKeTbl, NepesaHHble KOHTPOMPYEMbIM NOPTOM;
-both — KonnpoBaTb Bce NakeTbl C KOHTPOMPYEMOTO NOPTA.

BbIKMOUNTL QYHKLMIO MOHMTOPUHIA Ha HaAcTPaMBaeMOM MHTep-
delice.

KomaHOb1 pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexxkmnme EXEC nmeeT cneayowmin Bua;

console>

Tabnnua 132 — KomaHabl, AocTynHble B pexume EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show monitor session
session_id

session_id: (1..4)

BblBECTM MHPOPMALMIO MO CKOHPUIYPUPOBAHHOM CECCUU MOHMTO-
pwvHra.

[pumepbl 8b1M0MAHEHUS KOMAHO

console# configure terminal
console (config) # monitor session 2 destination interface gigabitethernet

0/1

BbiBECTU MHOOPMALMIO MO KOHTPOMPYIOLWMM Y KOHTPOIMPYEMbIM NMOPTaM.

console# show monitor session 2

Session
Source Ports
Rx
Tx
Both

Session Status

Destination Ports

Mirroring is globally Enabled.
2

None
None
None
Gi0/1
Inactive
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4.20 dyHKLUN AMArHOCTUKU PU3NUYECKOro YPOBHA

CeTeBble KOMMYTATOPbl COAEPKAT annapaTHble M NpPOrpamMmmHble CpencTsa AAs ANArHOCTUKMU
dun3nYecknx nHTepdencos U AMHUI cBA3N. B nepedeHb TECTUPYEMbIX NAPAaMETPOB BXOAAT Caeaytowme:

[na aneKkTpnyecknx nHTepdpencos:
— A/IMHa Kabens;
—  paccTosiHMe A0 MecTa HEUCNPaBHOCTM — 06pbiBa UM 3aMblKaHMA.

Onsa onTnyeckux nHtepdeicos 1G:
—  NapameTpbl NUTAHUA — HaNpPAXKEHUE U TOK;
—  BbIXOAHasA ONTUYECKaa MOLWHOCTb;
—  ONTUYECcKana MOLLHOCTb Ha Npueme.

4.20.1 QuazHocmuka medHo20 Kabens

KomaHOwb! pexcuma EXEC

3anpoc KomaHAHOM cTPoKKM B pexkume EXEC umeeT cnegytowmin BuA;

console>

Tabnnua 133 — KomaHapbl ANArHOCTUKM MeHOTo Kabens

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
test cable-diagnostics fa_port: (0/1..24); BbINONHUTL BUPTYa/IbHOE TECTUPOBaHME Kabens Ana yKa3aHHOMo UH-
fastethernet fa_port | gi_port: (0/1..24); Tepdeica.
gigabitethernet gi_port | te_port: (0/1..6)
tengigabitethernet te_port]

/ Mpu nonyueHun coobuwenua 'Fail to get cable test result for port GiO/X. Status: 3'
peKomeHayetca npoBepuTb media-type wuHTepdeiica M coctosHue uHTepdeiica Ha
YAANeHHo CTopoHe.

4.20.2 3nekmponumaxue no aAuHuam Ethernet (PoE)

Mogenu kommytatopos MES2408CP, MES2408IP DC1, MES2408P, MES2408PL n MES2428P nopaep-
*KMBAIOT 3/1IEKTPONUTaHNE YCTPOMCTB No nHUKM Ethernet B cootBeTcTBMM ¢ pekomeHgaumamu IEEE 802.3af
(PoE) n IEEE 802.3at (PoE+). Tun pacnnHoBKK A.

KommyTtatopbl MES2408PL xapaKTepm3ytoTCA MEHbLUMM B0AKETOM MOLLHOCTU, OTHOCUTENIbHO ApPY-
rmx.

KomaHObI pexcuma 210b6aabHol KoOHuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasbHon KoHbUrypaumm:
console (config) #

Tabnnua 134 — KomaHgb! pexuma rnobanbHoin KoHduUrypaumm

3HayeHue/ 3HayeHue .
KomaHoa Aeilicmeue
o ymon4aHuo
set poe enable BKOYUTL 3neKTponutaHme no amHmuam Ethernet.
set poe disable BbIKNOUYNTL 3NEKTpOoNUTaHMe no AnHuam Ethernet.
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KomaHObI pexcuma KoHgu2ypayuu uHmepdgelica (QuanasoHa uHmepgelicos) Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHduUrypauumn nHtepdeiica:

console (config-if)#

Tabnunuya 135 —KomaHabl perkmma KoHburypaumm nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aeiicmeue

power inline auto

PaspewunTb paboTy npotokona PoE-ycTpoitcTB Ha nHTepdelice n
BK/IKOYAET NoAayvy 3/1eKTPoNuTaHma Ha nHTepdeiic.

power inline never /auto 3anpetuTb paboTy NpoTokosna obHapyxeHuUs PoE-ycTpolicT Ha
MHTepdelice N OTKAOYAET NoAayvy 3/1EeKTPONUTAHKUA.
power inline priority { critical | 3apatb npuopuTeT nHTepdelica POE npu ynpaBaeHUN sneKTponu-
high | low } TaHuem.
- critical — ycTaHaBAMBaeT HaMBbICWWIA NPUOPUTET SNEKTPONMUTA-
Jlow HWA. DNEeKTPONUTaHMeE NOPTOB C TaKUM npuoputeTom byaet npe-

KpalaTbCA B MOCNEAHIO OuvepeAb NPWU neperpyske CUCTEMbI
PoOE;

- high — ycTaHaBnvBaeT BbICOKWIA NPUOPUTET INEKTPONUTAHUSA;

- low — ycTaHaBAMBaeT HU3KUI NPUOPUTET S/1EKTPOMUTAHMUA.

power inline limit-mode {class
| user-definded wattage}

no power inline limit-mode

wattage: (200..31200)
munnmeartt/ class

BbI6paTh peXxnm orpaHUYeHUA MOLLHOCTMU.

- class — IMMUT MmaKkcmanbHoM noTpebiaemoit MoLWHOCTH onpe-
AenaeTca KAaccom NoaK/I4aeMoro yCTpoucTsaa;

- user-definded — "MMKUT makcMmanbHol NoTpebasemon MoLHO-
CTU BbICTAaBAAETCA BPY4YHYtO, ¢ warom 200 mBT.

BbI6paTh pexunm nNo ymoayaHumto.

KomaHOwb! pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxnume EXEC umeet cneayowmii Bua;

console#

Tabnunua 136 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show power inline
[gigabitethernet gi_port]

gi_port: (0/1..8)

OT06pPa3nTb COCTOAHNE INEKTPONUTAHUA UHTEPDENCOB, NOAAEPHKMU-
BalOLWMX NUTaHMe No AnHun PoE.

show power detail

0OT06pa3nTb 06LLY0 MHPOPMALMIO NO cOCTOAHUIO POE 1 cocTosiHMIo
MUCTOYHMKA.

show power inline
consumption

OTO6pa3I/ITb XapPaKTeEPUCTUKU HOTpeGﬂeHMFI MOLLHOCTH, TOKa M
HanpaxeHunA.

4.20.3 lMpomokoa UDLD

UDLD (Unidirectional Link Detection) — 3To NpOTOKON BTOPOro YPOBHA CO34aHHbIN ANA aBToMaTU4e-
CKOro 0bHapyKeHUs NoTepyU ABYXCTOPOHHEN KOMMYHUKALMWN HA ONTUYECKMX JIMHUAX CBA3M.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU perknMma KoHUrypaumnm nHtepoeiica:

console (config-if) #
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Tabnnua 137 — KomaHgb! pexkuma KoHdpurypaumm nntepoeiica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

ethernet-oam uni-directional
detection

no ethernet-oam uni-
directional detection

-/BbIK/IIOYEHO

BKOUMTb AMArHOCTUKY COCTOAHUA ONTUYECKUI INHUIA.

BbIKntounTb ANArHOCTUKY COCTOAHUA ONTUYECKUIN INHUIA.

ethernet-oam uni-directional
detection aggressive

no ethernet-oam uni-
directional detection
aggressive

-/BbIK/IIOYEHO

BKNOUMTD arpeccuBHbIN pexxmm, npu Kotopom TLV oTnpaBaseTca
B Nt06OM cnyyae, AaxKke ecv OHa He bbina NoJslyyeHa oT yaaneH-
HOro yCTpoicTBa.

BbIKNOUNTD arpeccuBHbIN pexum, npu Kotopom TLV otnpasns-
etca B tobom cnyyae, Aaxke ecin oHa He Bblaa NoayeHa oT yaa-
JIEHHOrO YCTpOMCTBa.

ethernet-oam uni-directional

detection discovery-time time

no ethernet-oam uni-
directional detection
discovery-time

time: (5..300)/5

BbicTaBUTH Taiimep, No KoTopomy 6yaeT NpoucxoanTb onpeaesie-
HMe TEeKYLLEero COCTOAHUA NHKA.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

ethernet-oam uni-directional
detection action {errdisable |
log}

detection action

noethernet-oamuni-directional

-/log

BbI6paTb pexkmum paboTbl npoTtokona UDLD.

-errdisable — nepegavya Tpaduka 6aOKMpyeTCs NpU OTCYTCTBUM
npuema BOAHOM M3 HanpaB/ieHWI B KaHane;

-log — coobuieHne o 6A10KMPOBKe NOABASETCA B XKypHane.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

KomaHOwb! pexcuma EXEC

3anpoc KoMaHAHOM CTPOKK B pexnme EXEC nmeet cneaytowmii Bua:

console>

Tabnvua 138 — KomaHapl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show port ethernet-oam uni-
directional detection

OTO6pa3MTb COCTOAHME ONTUYECKOTO /INHKa.

4.20.4 fluaezHocMuKa onmu4yecKo20 mpaHcuesepa

CDYHKLI,WFI ANArHoOCTUKN nNOo3BOJIAET OUEHUTb TeKyuwee COCToOAHME ONTUYEeCKOro TpaHCuBEpPa U

ONTMYECKOM NIMHUM CBA3MU.

Bo3morkeH aBTOMaTUYECKUM KOHTPOJIb COCTOAHUA NMHUA  CBA3M.

Ona 3Toro KommyTtaTtop

nepuoamnyeckm onpawusaeT MapameTpbl ONTUYECKMX WMHTepdencoB M CpaBHMBAET MX C MNOPOrOBbIMM
3HaYeHMAMM, 3a4aHHBIMU NPOU3BOAMTENAMM TpaHCMBEpOoB. pu BbIXoAe NapamMeTpoB 3a AOMYCTUMble
npegenbl KommyTaTop GopMUpyeT NpeaynpexKaatoLmMe U aBapuliHbie coobLeHus.

KomaHObI pexcuma EXEC

3anpoc KomaHAHOM cTpoKK B pexkume EXEC umeeT cnepytowmii Bua;

console>
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Tabnmua 139 — KomaHabl ANAarHOCTUKM ONTMYECKOro TpaHCUBepa

3HayeHue/3Ha4yeHuUe .
KomaHoa / Aelicmeue
no ymon4aHuro

show fiber-ports OT06pasunTb pesy/ibTaTbl AUArHOCTMKM ONTUYECKOTO TPaHCUBEpPA.
optical-transceiver [ {
fastethernet fa_port | -
gigabitethernet gi_port |

tengigabitethernet te_port}]

Tabnunuya 140 — MapameTpbl ANArHOCTUKM ONTUYECKOTo TpaHCcUBepa

Mapamemp 3HavyeHue
Temp TemnepaTypa TpaHcusepa.
Voltage HanpaxeHue nuTaHnA TpaHcuBepa.
Current OTKNOHEeHWe TOKa Ha nepejaye.
Output Power BbixogHaa MOLWHOCTb Ha nepegaye (MBT).
Input Power BxogHas MoWHOCTb Ha Nnpueme (MBT).
LOS MNoTepA curHana.

3HayeHnA pe3ybTaToB ANATHOCTUKMU:
— N/A —HepocTynHo,

— N/S - He noaaepunsaertcs.
4.21 ®yHKumMmM obecneveHnna 6esonacHocTH

4.21.1 ®dyHKyuu obecneyeHua 3auumsi NOPMos

C uenbio nosbiweHna 6e30NacHOCTM B KOMMYTATOPE CYLLECTBYET BO3MOMHOCTb HAaCTPOMTb KaKoM-
AMBO MopT TaK, YTobbl JOCTYN K KOMMYyTaTOpy 4Yepes 3TOT MOPT MPeAoCTaBAAACA TONbKO 3afaHHbIM
ycTpoicTBam. DyHKUMA 3aLMTbI MOPTOB OCHOBAHA Ha onpeaeneHnn MAC-aapecos, KOTOPbIM pa3peLuaeTcs
aoctyn. MAC-agpeca mMoryT 6biTb HAaCTPOEHbI BPYYHYIO MW M3ydeHbl KOMMyTaToOpoMm. Moc/ie M3ydeHus
HeobxoaAMMbIX aapecoB MOPT ciaedyeT 3ab/0KMPOBaTb, 3aWMTUB €ro OT MNOCTYMNJAEHUSA MNaKeToB C
HeunsydeHHbIMU MAC-agpecamu. Takum o06pasom, Korga 3ab10KMPOBaHHbIV MOPT Noay4YaeT nakeT, u MAC-
aZlpec UCTOYHMKA NaKeTa He CBA3aH C 3TUM NOPTOM, aKTUBU3MPYETCA MEXaHW3M 3aLLMTbl, B 3aBUCMMOCTM OT
KOTOPOro moryT 6biTb MPUHATLI CAeaylowme Mepbl: HECAaHKLMOHMPOBaHHbIE MaKeTbl, MOCTynalowme Ha
3a6/10KMPOBaHHbIN MOPT, NepechbiNaoTcsa, 0T6packIBaloTCA, M0 Ke NOPT, NPUHABLIMIA NAKET, OTK/AOYaEeTCA.
®yHKuMa 6esonacHocTn Locked Port No3BONAET COXPaHWUTb CMMCOK M3ydeHHbIx MAC-agpecos B daiine
KOHdUrypaumm, Takum o6pasom, 3TOT CNMCOK MOYKHO BOCCTaHOBUTL NOCAE Nepes3arpyskun yCcTponcTea.

/ CyuwiecTByeT orpaHuyeHue Ha Konumyectso MAC-agpecoB, KOTOpoe MOXKET U3y4UTb NOPT, UC-
nonb3yowmii GyHKLUMIO 3aLLMUTDI.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-
gelica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHtepdeiica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if)#
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Tabnnua 141 — KomaHabl pexxmma KoHpurypauum uHtepdeiica Ethernet, rpynnsi uHtepdelicos

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
switchport port-security ena- BKNOUMTL PYHKLMIO 3aLLUMTbI HA UHTepdelice. BnokmpyeT PpyHK-
ble LMI0 M3y4eHWA HOBbIX aapecoB ana nHtepdeiica. MNakeTsbl ¢ He-
-/BbIKNIOYEHO n3yyeHHbIMM MAC-agpecamm CTOYHUKa OTOPAChIBAOTCA.
no switchport port-security en- OTKNOYNTL GYHKLMIO 3aLUNTBI HA UHTepdelice.
able
switchport port-security mac- 3a4aTb MaKCMManbHOE KONMYECTBO afipecoB, KOTOPOE MOXKET
limit MN3y4uTb NOPT.
limit: (0..8192)/1
no switchport port-security YCTaHOBUTb 3HAaYEHNE MO YMOAYAHUIO.
mac-limit
switchport port-security mode 3apaTb perKuMm orpaHnyeHms nsydeHma MAC-agpecos a1 HacTpa-
{ max-addresses | lock} mBaemoro nHTepdeiica.
- max-addresses — yganfeT Tekywue AUHAMUYECKM U3YYEHHble
afpeca, cBA3aHHble C MHTepdencomM. PaspelleHo U3yyeHne mMak-
CMMaNbHOTO KO/IMYecTBa afLpecoB Ha NopTy. MoBTopHOE N3yyeHune
-/lock W CTapeHue paspeLLeHbl.
- lock — coxpaHseT B paiin TeKywme AMHAMUYECKN U3YYEHHbIe aj-
peca, cBA3aHHble ¢ MHTepdeicom 1 3anpeLaet obyyeHne HOBbIM
afipecam v CTapeHue yKe U3y4yeHHbIX aapecos.
no switchport port-security YCTaHOBWTb 3HAaYEHUE MO YMOHYAHUIO.
mode
switchport port-security viola- 3a4aTb PeXUM pearmpoBaHua Npu HapyLweHun 6e3onacHocTU.
tion [restrict | protect] -Restrict — B gaHHOM pexxunme Npu HapylweHnn 6e30nNacHoOCTU OT-
npasnsaetca SNMP-tpan Ha SYSLOG-cepsep.
-Protect — B J@aHHOM peXXMme ONOBELLEHUA O HapylweHun bes-
-/protect onacHocTM HeT. Bknatoyaetr nepexsaT MAC-agpecos, KOTopble
OOKHbI 6bITb 0TOpOLWeHbl, Ha CPU, nocne yero MAC-agpeca no-
MeyaloTcA KaK 3ab/I0KMpOBaHHble U OT6PACbIBAOTCA B TEYEHUM
aging-time.
no switchport port-security vi- YCTaHOBWTb 3HaY€HME NO YMOYAHUIO.
olation
switchport port-security Co3gatb cTatnyeckyto MAC-3anucb gnsa nopra.
unicast mac_address vlan mac_address: [JaHHana KomaHga He oTobpakaeTca B KOHGUTypaLuu. MpocmoT-
vian_id (aa:aa:aa:aa:aa:aa); peTb cTaTWyeckylo MAC-3anucb MOXHO uepe3 KomaHay show
vlan_id: (1..4094) mac-address-table static unicast.

4.21.2 KoHmponab npomokona DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoil NpoTOKO/, NO3BONAOLWMNA KANEHTY MO
3anpocy nonyyaTb IP-agpec n apyrue Tpebyembie napameTpbl, Heobxoanmble ans pabotbl 8 cetnt TCP/IP.

MpoTokon DHCP moKeT Mcnonb30BaTbCA 3/10yMblLLAEHHUKAMK 15 COBEPLUEHMA aTaK Ha YCTPOMCTBO,
KaK CO CTOPOHbI KaueHTa, 3acTaBnaa DHCP-cepsep BbigaTb BCe AOCTYMHble agpeca, Tak U CO CTOPOHbI
cepBepa, nyTem ero noamenbl. MporpammHoe obecneyeHne KOMMyTaTopa NO3BOAAET 0becneynTb 3alLnTy
YCTPOWMCTBA OT aTak C ucnosb3oBaHuem npoTokosa DHCP, ana yero npumeHsaetca QyHKUMA KOHTPONsA
npotokosaa DHCP — DHCP snooping.

YCcTpoicTBO CNOCOBHO oTcnexuBatb noseneHne DHCP-cepsepoB B ceTW, paspelsas ux
MCMNOJIb30BaHWE TOJIbKO Ha «40BEPEHHbIX» MHTepdelicax, a TaKKe KOHTPO/IMPOBaTb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabnuue COOTBETCTBUM.

Onuusa 82 npotokosa DHCP (option 82) ncnonb3yetca ana Toro, 4tTobbl NponHbopmuposaTs DHCP-
cepBep 0 ToM, OT Kakoro DHCP-peTtpaHcnaTopa (Relay Agent) u yepes Kakoi ero nopT 6b1/1 NONy4YeH 3anpoc.
MNpumeHaeTca gna yCTaHOBAEHUA COOTBETCTBMI IP-aapecoB M NOPTOB KOMMYTATOPA, a TaKXKe ANA 3aLUnTbI
OT aTak C wucnonb3oBaHMem npoTokosa DHCP. Onuumsa 82 npeactaBnaetr coboit AOMNOSHUTESNbHYIO
uHbopmauuio (Mma ycTpolictea, Homep noprta), AobaBnsemyld KOMMYTaTOpPOM, KOTOpblA paboTaeT B

118 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P



HELTEX

pexxume DHCP Relay areHTa, B Buae DHCP-3anpoca, npMHATOro oT KAneHTa. Ha ocHoBaHMKM AaHHOM onuuK,
DHCP-cepsep BbigensieT IP-agpec (ananasoH IP-agpecoB) u gpyrve napameTpbl NMOPTY KOMMyTaTopa.
Monyune Heobxoaumble AaHHble oT cepBepa, DHCP Relay areHT Bbiaenset IP-aapec KAMEHTY, a TaKxe

nepeaaeT emy Apyrme Heobxoanmble napameTpbl.

Tabnunuya 142 — dopmart noneit onymm 82

lMone

lMepedasaemas uHgpopmayusa

Circuit ID

MmA xocTa ycTpoKcTBa.

cTpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>
MocnepHWin 6aNT — HOMep NOPTA, K KOTOPOMY MNOAK/IOYEHO YCTPOMCTBO, OTNPAaBAAIOLLEE

dhcp-3anpoc.

Remote agent ID

Enterprise number —0089c1

MAC-aapec ycTponcTsa.

L

Dna KoppeKkTHoit pabotbl ¢pyHKumn DHCP Snooping Bce ucnonbsyembie DHCP-cepBepbl
BOMKHbI BbITb NOAKAKOYEHbl K «AO0BEPEHHbIM» MOPTamM KommyTtaTtopa. Ans aobasneHus

nopTa B CNUCOK «A40BEePEeHHbIX» UCMO/b3YIOTCA KOMAHAbI port-security-state trusted, set port-
role uplink B pexxume KoHdurypaumm uHtepdpeica. Ana obecneyeHna 6esonacHOCTU Bce
OCTa/sibHble NOPTbl KOMMYTaTOpPa AO0/IXKHbI O6bITb «HeA0BEePEeHHbIMUY.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KOHPUrypaLmm:

console (config)

#

Tabnnua 143 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip {dhcp| dhcpv6} snooping

no ip {dhcp| dhcpv6}
snooping

-/BbIK/IIOYEHO

Pa3zpelwmnTb KOMMyTaTOPY KOHTPOAMPOBaHMe NpoToKosia DHCP.

3anpeTnTb KOMMYTaTOPY KOHTPOIMPOBaHUe npoTokoaa DHCP.

ip {dhcp| dhcpv6} snooping
vlan vian_id

vlan_id:

no ip {dhcp| dhcpv6}
snooping vlan vian_id

(1..4094)/BbIKNtO4EHO

Pa3spewunTb KOHTpOAUpOBaHWe npoTtokoaa DHCP B npegenax yka-
3aHHoro VLAN.

3anpeTnTb KOHTpPoAMpoBaHWe npoTokona DHCP B npegenax yka-
3aHHoro VLAN.

ip dhcp snooping verify mac-
address

no ip dhcp snooping verify
mac-address

-/BKNIOYEHO

BkntoumTb Bepuopukaumnto MAC-agpeca knmeHta 1 MAC-agpeca uc-
TOYHUKA, NnpuHAToro B DHCP-nakeTe Ha «Hef0BEepPEHHbIX» NOpTax.

Bbikntountb Bepuopukaumio MAC-agpeca kameHTa u MAC-agpeca
WCTOYHMKA, npuHAToro B DHCP-nakeTe Ha «HeA0BEPEHHbIX» MOp-
Tax.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxunma Privileged EXEC:

console#

Tabnnua 144 — KomaHgbl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show ip {dhcp | dhcpv6}
snooping

OTobpasnTb cooTBeTcTBUA U3 daiina (6asbl) KOHTPOA NPOTOKONA
DHCP.

show ip dhcp snooping global

OTo6pasunTb rnobanbHyto HacTpoiky DHCP Snooping.

show {ip | ipv6} binding

MokasaTb Bce cooTBeTCTBUA U3 dalina (6asbl) KOHTPOAA NPOTOKONA
DHCP.

clear {ipv4 | ipv6} binding

OuncTUTb cooTBeTcTBUA U3 daina (6as3bl) KOHTPOASA NPOTOKONA
DHCP.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (duanaszoHa uHmepagetlicos) Ethernet, uHmep-
¢elica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKWM B pexume KoHourypauum uHtepdeiica Ethernet, nHTepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunuya 145 — KomaHabl pexkmma KoHourypauum uHtepdeiica Ethernet, rpynnel uHtepdericos

3HavyeHue/3HayeHue ”
KomaHoa / Aelicmesue
no ymoa4aHuro
ip binding limit /imit BkntounTb orpaHnyeHne konnvectsa DHCP-knmMeHTOB Ha nopry.
no ip binding limit limit (0..1024) BbIKNHOUNTL OrpaHMyeHne Koandectsa DHCP-kaneHToB Ha
nopry.

YcTaHoBNAeHHOe orpaHuyeHuMe no Konuuvectsy DHCP-knueHTOB 6ypeT pacnpocTpaHATbCA
TONbKO HA HOBble 3anucu. PeKomeHayeTcsi nepes, HAaCTPOMKOW OrpaHUYEHUA OYUCTUTDL
Tabaunuy knnentos DHCP snooping.

4.21.3 DSLAM Controller Solution (DCS)
C nomouwpto AaHHOM (YHKUMM HACTPaMBaloTCA 3HAYeHUA UAEHTUPUMKATOpPOB UHTepdenca u
peTpaHcaaTopa Nnpu KoHourypmuposaHum DHCP snooping, DHCPv6 snooping u PPPoE Intermediate Agent.
Circuit-id — naeHTMdMKaTop MHTepdeiica, C KOTOPOro npulien 3anpoc, remote-id — naeHTUPUKaTop

PEeTPaHCAATOPA, C KOTOPOro NpuLen 3anpoc.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM pexxnma rinobanbHoM KoHbUrypaumm:
console (config) #

Tabnunua 146 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3HayeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymoa4aHuro
dcs information option [dhcp | BKkntounTb gobasneHue circuit id + remote id gns Bcex onuunii (T.e.
dhcpv6 | pppoe ia | dhcp- dhcp | dhcpvé | pppoe-ia | dhcp-relay), nMbo 3a4aTb KOHKPETHbIN
relay] enable -/BbIKNOYEHO NPOTOKON A/1A BCTaBKM remote-id u circuit-id.
dcs information option [dhcp | BbIKntounTb gobaBneHme remote-id u circuit-id.
dhcpv6 | pppoe-ia] disable
dcs agent-circuit-id user- . . YcTaHoBuUTb circuit-id B dopmate cBo60AHOM CTPOKM onpeaeneH-
) . . identifier (1..63) N
defined identifier HOW nosib3oBaTesieM. Bo3aMoXHO uUcrnonb3oBaHue WabnoHoB..
—— c1MmBo108/1waboH
no dcs agent-circuit-id user- o/ ho/i0 YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
defined %h%i%v
efine
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dcs agent-circuit-id format-
type [identifier-string]
identifier option format
[delimiter] delimiter

identifier (1..48)

HacTpowuTb circuit-id cornacHo pekomeHgauus TR-101.

NaoeHTndumKaTop:
-identifier — npon3BosibHas cTpoka 6e3 wabnoHoB.
dopmar:

-pv — HOomep nopta un VLAN;
-Sp — HOMep C/10Ta M NOpPTa;
-SV — Homep cnoTa u VLAN;
-SpV — HOmep cnoTa, nopTa n VLAN.

cumsonos/dopmar spv, | Pasaenutenn:
pasgenuTens std, -comma-"“";
identifier NULL -dot—“.";
-hash - “#”;
-semi-colon - “;”;
-slash - “/”;
-space - “";
-std — “slot:port/vlan”.
no dcs agent-circuit-id format- YCTaHOBWTb 3HaYEHME MO YMONYAHUIO.
type
dcs agent-circuit-id suboption- YcTaHoBUTb popmar circuit-id.
type {dhcpva | dhcpvé | dopmartbl:
pppoe-ia | dhcpva-relay} {tr- - tr-101 — pobaBneHwue circuit-id B popmate cornacHo pekomeHTa-
101 | user-defined} [binary] umam TR-101
[add-subtypes] - user-defined — pobasneHue circuit-id B popmarte csobogHoOM
CTPOKM C BO3MOKHOCTbIO UCMO/Ib30BaHWA WabNOHOB.
[ononHuTeNbHbIE NapameTpbl:
- binary — gaHHbI NapameTp yKasbiBaeT, YTO YNC/IOBbIE LWABIOHDI
tr-101 6yayT npeobpasosaHbl B popmat HEX.

no dcs agent-circuit-id
suboption-type {dhcpv4 |
dhcpvé | pppoe-ia | dhcpva-
relay}

- add-subtypes — faHHbI/ NapameTp yKasblBaeT, YTO B MAEHTUU-
KaTop byaeTt aobasneH AOMNOAHUTENbHbINM NoATUN (2x 6anToBbLIN
ana DHCPv4 n PPPoE u 4x 6aiToBbii gna DHCPv6), B KoTopom
onpegensaetca popmat ctpoku (ASCII - 0x01, HEX-0x00) 1 agnmnHHa
naeHTndmkaTopa.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dcs remote-agent-id user-
defined identifer

no dcs remote-agent-id user-
defined

identifer (1..63)
CMMBO/10B/1Wab0H %m

YcTaHoBUTL remote-id B popmaTe cBOHOAHONM CTPOKM onpesenén-
HOW nonb3oBaTeseM. BO3MOXKHO MCNOAb30BaHWe WabnoHOB.

YCTaHOBUTbL 3HaYeHue no YMONYaHULO.

dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpvé | pppoe-ia | dhcpva-
relay} user-defined [binary]
[add-subtypes]

no dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpvé | pppoe-ia | dhcpva-
relay}

-/user-defined

YcTaHoBUTL popmat remote-id

dopmaTbl:

- user-defined — go6asneHne remote-id 8 popmate cBoboaHOM
CTPOKM C BO3MOKHOCTbIO UCMO/Ib30BaHMA WabNoOHOB.
[JlononHuTenbHble NapameTpsbl:

- binary — gaHHbI napameTp yKasbiBaeT, 4TO YNCNOBbIE LWABAOHDI
6yayT npeobpasosaHbl B popmat HEX.

- add-subtypes — gaHHbIV NapameTp yKasbIBaeT, YTO B UAEHTUDU-
Katop 6yaet aobasneH AOMNOAHUTENbHbINM noaTUn (2x 6anToBbIN
ona DHCPv4 n PPPoE u 4x 6aitToBbii gna DHCPv6), B KOTopom
onpegensaetca popmat ctpoku (ASCII - 0x01, HEX-0x00) 1 gnmnHHa
naeHTMdMKaTopa.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

Tabnunuya 147 — LWabnoHbl 4OCTNHbIE g5 HAacTpoiKu user-defined naeHtTudumkatopos

Llla6aoH OnucaHue
%a IP-agpec. [laHHbIM WabnoH moxKeT bbiTb NpeobpasoBaH B popmat HEX. ECTb BO3MOXKHOCTb YKa3aTb Homep
VLAN c IP-agpecom (Hanpumep VLAN 2: %a2).
%h Mmsa ycTpoiicTsa.
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%p KopoTkoe uma noprta, Hanpumep gil/0/1.

%P [OnvHHoe umsa nopTta, Hanpumep, gigabitethernet 1/0/1.

%t Tun nopta, Hanpumep gigabitethernet.

%m MAC-agpec nopta 8 dopmate H-H-H-H-H-H-H. [JaHHbIi wabaoH moxKeT 6biTb NpeobpasosaH B opmat HEX.

%M MAC-agpec cuctembl B popmate H-H-H-H-H-H-H. OaHHbIl wabnoH moxeT 6biTb NpeobpasosaH B popmat
HEX.

%u Homep toHuTa. [laHHbIi WabaoH MoXKeT 6biTb NpeobpasosaH B dopmat HEX.

%s Homep cnota. JaHHbI WwWabnoH moxeT 6bITb NpeobpazosaH B popmat HEX.

%i ifindex nopTa. laHHbIN Waba0H MOXKeT 6bITb NpeobpasoBaH B popmaT HEX.

%cC MAC-agpec aboHeHTCcKoro ycTpovictea B popmate H-H-H-H-H-H-H. [laHHbIl wabnoH moxKeT 6biTb Npeocbpa-
30BaH B popmat HEX.

%V NaeHTndmkaTop VLAN. [aHHbIl WwabnoH moxeT bbiTb NpeobpasoBaH B popmat HEX.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexKMme KoHdurypauumn nHtepdeliica Ethernet:

console (config-if) #

Tabnunuya 148 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMon4aHuio
dcs agent-circuit-identifer circuit_id: (1..63) YcTaHOBUTL circuit-id B dopmaTe cBO6OAHON CTPOKM OnpenenéH-
circuit_id c1mBo108/WabnoH HOI Nnonb3oBaTenem. BoamoxkHo 1cnonb3oBaHue WabaoHOB.
no dcs agent-circuit-identifer %h%i%v YCTaHOBUTb 3HAYEHUA MO YMONYAHMIO.
dcs remote-agent-identifier YcTtaHoBWTb remote-id B popmaTte cBoboAHOM CTPOKM onpeaenéH-

remote_id: (1..63)

remote_id HOW nosib3oBaTesieM. Bo3amoXHO ucnonb3oBaHue WwabnoHoB..

- — CUMBO10B/1La6I0H %m
no dcs remote-agent-identifier YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

KomaHOwbi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnvua 149 — KomaHgpbl pexkmuma Privileged EXEC

Komanda 3HayeHue/3Ha4yeHue leiicmeue
no ymoa4aHuro
show dcs-port-config fa_port: (0/1..24); OT06pa3nTb TEKYLLYH KOHPUrypaumo ngeHtudmKkaTtopos Remote
[interface fastethernet fa_port gi_port: (0/1..24); ID u Circuit ID ana untepdeiicos.
| gigabitethernet gi_port | te_port: (0/1..6)
tengigabitethernet te_port]
show dcs-global-config i OT06pa3unTb rnobanbHyto KoHPUrypauuto naeHTudmkaTopa Circuit
ID.

Mpumep HacTtpoitkn DHCP Snooping Bo VLAN10 c Hactpoikoi DCS-onumin Ha uHTepdelice
Gigabitethernet 0/13.

console (config) # interface gigabitethernet 0/10
console (config-if) # port-security-state trusted
console (config-if)# set port-role uplink
console (config-if) # switchport mode trunk
console (config-if) # exit

console (config)# ip dhcp snooping

console (config)# vlan 10

console (config-vlan)# ip dhcp snooping

console (config) # interface gigabitethernet 0/13
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console (config-if)# switchport general allowed vlan add 10 untagged
console (config-if) # switchport general pvid 10

console (config-if) # dcs remote-agent-identifier enable

console (config-if)# dcs agent-circuit-identifier "S$v %p Sh"

console (config-if)# dcs remote-agent-identifier "3M"

Mpumep HacTpoikm DHCP Snooping Bo VLAN10 c HacTpoikoi DCS-onunii ana scex nHTepdeiicos B
dopmarte HEX.

console (config) # !

console (config) # interface gigabitethernet 0/10

console (config-if) # port-security-state trusted

console (config-if)# set port-role uplink

console (config-if) # switchport mode trunk

console (config-if)# exit

console (config)# ip dhcp snooping

console (config)# dcs remote-agent-id suboption-type dhcpv4 user-defined binary
console (config)# dcs agent-circuit-id suboption-type dhcpv4 user-defined binary
console (config)# dcs agent-circuit-id user-defined "3idv"

console (config)# dcs remote-agent-id user-defined "3M"

console (config) # !

console (config)# wvlan 10

console (config-vlan)# ip dhcp snooping

console (config-vlan)# !

console (config) # interface gigabitethernet 0/13

console (config-if)# switchport general allowed vlan add 10 untagged

console (config-if)# switchport general pvid 10

4.21.4 3awuma IP-adpeca Knuedma (IP Source Guard)

®yHKUMA 3awmTbl IP-aapeca (IP Source Guard) npeaHasHayeHa ansa ¢puabTpaumm Tpadmka, NPUHATOro
¢ uHTepdelica, Ha ocHoBaHMM Tabanupl cootBeTcTBMii DHCP snooping u cTaTuuyeckux cootseTtcTeuii IP
Source Guard. Takum o6pasom, IP Source Guard no3sonseT 60poTbcA € NogMmeHol IP-agpecos B NakeTax.

V' MockonbKy PyHKLUMUA KOHTPOANA 3awuTbl IP-agpeca ncnonb3yet 1abaunubl COOTBETCTBUN
DHCP snooping, MmeeT CMbIC/1 UICNO/1b30BaTb AaHHYI PYHKLMUIO, NpeaBapUTeibHO
HacTpouBs u Bkatouns DHCP snooping.

KomaHObI pexcuma KoHguypayuu uHmepagelica Ethernet

BuAa 3anpoca KOMaHAHOWM CTPOKMU:
console (config-if)#

Tabnnuya 150 — KomaHgb! pexkuma KoHdurypaumm nHtepoeiica Ethernet

3Ha4yeHue/3HayeHue no .
KomaHoa Aelicmeue
YMOAYAHUIO
{ip | ipv6} verify source port- BkAountb  dyHKUMIO 3awmuTbl  IP-uHTepdeiica ans
security noprta. Mocne BKAOYEHUA HA MHTepdece BCe 3anucu B
Tabnuue IP Binding ycTaHasnusatotcs B TCAM B Kave-
-/BbIKNtOYEHO
CTBe pa3peLuatoLlero npasuia.
no {ip | ipv6} verify source KomaHga yaansaet 3anucu 3 TCAM 1 OTKAKOYaEeT OT-
port-security 6pacbiBaHume IP-nakeToB Ha nopry.

KomaHObI pexcuma KoHguaypayuu uHmepaelica L2Vian

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-vlan) #
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Tabnunuya 151 — KomaHabl pexxmuma KoHpurypauum nHtepdeiica L2Vian

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

{ip | ipv6} verify source port-
security

no {ip | ipv6} verify source
port-security

-/BbIKNtOYEHO

Bkatountb  GyHKUMIO 3awuTbl  IP/IPv6-uHTEpdEiica ans
VLAN. Mocne BKAOYEHUA Ha UHTepdece BCe 3anuncu B Tab-
nuue IP Binding yctaHaBnuBsatotca 8 TCAM B KauecTBe pas-
pelatoLLero npasuna.

KomaHga yaanset 3anucu ns TCAM 1 oTKAtoYaeT oTbpacsl-
BaHue IP/IPv6-nakeTos 8o VLAN.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnunua 152 — KomaHab! pexuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

show { ip | ipv6} verify source
[interface { fastethernet |
gigabitethernet |
tengigabitethernet} interface |
vlan [vlan-id]]

OT06pa3sunTb HacTpolikm IP/IPv6 source Guard Ha nHTepdeiicax.

Show running-config
ipsourceguard

OT06pa3nTb KoHPUrypauuto moaynsa IP source Guard.

4.21.5 KoHmpons npomokona ARP (ARP Inspection)

®yHKUMA KoHTponsa npotokosa ARP (ARP Inspection) npepHasHauyeHa A/ia 3awWuTbl OT aTaKk C
ucnosib3oBaHuMem npoTtokona ARP (Hanpumep, ARP-spoofing — nepexsaT ARP-Tpadumka). KoHTponb
npoTokona ARP ocyliecTBnseTca Ha OCHOBe CTaTMYecKnx cooTseTcTBui IP- n MAC-agpecos, 3a4aHHbIX g8

rpynnbl VLAN.

' | MopT, cKoHPUrypUpPOBaHHbIN «HegoBepeHHbIM» AnA GyHKuuu ARP Inspection, gonkeH
e TaK}Ke 6bITb «HeaoBepeHHbIM» Ana GyHKuum DHCP snooping nam coorsercteue MAC-aapeca
u IP-appeca Ann 3TOro NopTa A0/3KHO 6bITb CKOHGUIYPUPOBAHO CTaTUYECKU. MHaue AaHHbIN
nopT He 6yaeT oTBeyaTtb Ha 3anpocbl ARP.

v/

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

[Ona HeHapeXHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKU cooTBeTcTBUiA IP- 1 MAC-agpecos.

Bua 3anpoca KOMaHAHOM CTPOKM pekuma rnobasbHOM KOHPUrypaumm:

console (config) #

Tabnunua 153 — KomaHabl pexkmuma rnobanbHol KoHUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
o ymon4YaHur

Aeilicmeue

ip arp inspection enable

ip arp inspection disable

-/BbIK/IOYEHO

BK/OYNTb KOHTPO/Ib NpoToKona ARP (dyHKumio ARP Inspection).

BbIKNOUNTL KOHTPOAL NpoToKoia ARP (dpyHKumto ARP Inspection).

ip arp inspection vlan vian_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094)/

PaspewnTb NpoBepKy NpoTokosia ARP, ocHOBaHHyt Ha 6ase cooT-
BeTcTBUI DHCP snooping, B BbibpaHHo rpynne VLAN.

BbIK/1IO4YEHO

3anpeTuTb NpoBepKy NpoTokona ARP, ocHoBaHHyto Ha 6ase cooTBeT-
ctBuii DHCP snooping, B BbibpaHHo rpynne VLAN.
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ip arp inspection validate
{dstmac | dstmac-ipaddr |
ipaddr |srcmac | srcmac-
dstmac | srcmac-dstmac-
ipaddr | srcmac-ipaddr}

no ip arp inspection validate

MpepoctaBuTb cneunduyHble NPOBEPKU AN KOHTPONA NPOTOKOAA
ARP.

-srcmac: [1na ARP-3anpocoB 1 OTBETOB NpOBepAeTcA COOTBETCTBUE
MAC-agpeca B 3aronoske Ethernet MAC-agpecy UCTOYHUKA B CO-
Aepxnumom npotokona ARP.

-dstmac: s ARP-oTBeTOB NpoBepsieTcs cooTBeTcTBMe MAC-aapeca
B 3aronoBke Ethernet MAC-agpecy HasHayeHMs B COAEPHKMMOM
npoTtokona ARP.

-ipaddr: MposepsaeTtca cogepkmmoe ARP-nakeTa Ha HaMumne HeKop-
pekTHbIx IP-agpecos.

3anpeTtutb cneumdUyHbIe NPOBEPKM A1 KOHTPOAA npoTokona ARP.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 154 — KomaHab! pexkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show ip arp inspection globals

OT106pa3nTb cUCTEMHYIO KOHOUrypaumio dyHKLMK KoHTpons ARP
npoTokona.

show ip arp inspection vlan
[vian_id]

vlan_id: (1..4094)

OTo6pa3unTb cnucok VLAN, Ha KoTopbix aktueeH ARP Inspection.

show ip arp inspection
statistics [ vlan vian_id]

vlan_id: (1..4094)

MoKasaTb CTaTUCTMKY A1A CNeAyloWwmMX TUNOB NaKeToB, KOTopble
6b1n11 06paboTaHbl Npy nomowm dyHKuun ARP:

- nepeaaHHble naketsl (forwarded);

- noTepsAHHble nakeTbl (dropped);

- owmnbKM B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics [ vlan vian_id]

vlan_id: (1..4094)

OunCTUTL CTaTUCTUKY KOHTpPOANA NpoToKosa ARP Inspection.

4.21.6 Hacmpoiika ¢pyHkyuu MAC Address Notification

®yHKuma MAC Address Notification nossonseT oTcaexuneaTb NoABAEHNE N UCYE3HOBEHWE aKTUBHOIO
060py0BaHNA Ha CETU MNyTeM COXPaHeHUs ucTopum wmaydyeHna MAC-agpecos. pu ob6HapyKeHUU
M3MeHeHWn B cocTaBe M3ydeHHbix MAC-agpecoB KOMMYTAaTOp COXpaHsAeT MHbopmauuio B Tabauue u
nssewaer ob 3Tom C nomouwblo cooblieHnin npotokona SNMP. ®DyHKUMA MMeeT HacTpauMBaemble
napameTpbl — F1y61HA UCTOPUM O COBBLITUAX U MUHMMA/bHbLIA MHTEPBaN OTNPaBKK coobuieHuid. CepBuc
MAC Address Notification oTKNtO4€H NO YMOAYAHMIO M MOXKET BbiTb HAaCTPOEH BbIBOPOYHO ANA OTAENbHbIX

NopTOB KOMMYTATOPA.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaummu:

console (config) #

Tabnnuya 155 — KomaHgb! pexuma rnobanbHoM KoHduUrypaumm

KomaHda

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

mac-address-table notification
change

-/BbIK/IIOYEHO

KomaHgza npegHasHayveHa 41 rnobanbHoOro ynpasneHus GyHK-
umeit MAC notification. KomaHga pa3peluaeT perucrpaumio co-
6bITUIA gobasneHus u yganenna MAC-agpecos 13 Tabaumu, Kom-
MyTaTopa 1 OTNPaBKY yBEAOMIEHUA O COBLITUSAX.

Ona paboTtbl GYHKLMM HEOBXOAMMO AOMNONHUTENLHO paspe-
WaTb reHepaLuio yBeLLOMNEHN Ha MHTepdelicax (CcM. HUKe).
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no mac-address-table
notification change

Bbikntountb pyHKUMo MAC notification rnobanbHo n OTMEHUTb
COOTBETCTBYIOLIME HACTPOMKKN Ha Bcex MHTepdeicax.

mac-address-table notification
change interval value

no mac-address-table
notification change interval

value: (0..604800)/1

MaKcMManbHbIM NPOMEXKYTOK BPEMEHM MEXKAy OTnpaBKamu
SNMP-yBegomneHuit. Ecnv 3HayeHWe WHTepBana BPEMEHMU
paBHO 0, TO reHepaLusa yBe4OMNEHUI U COXpaHeHWe cobbITUi
B UCTOPUIO BYAET OCYLLECTBAATLCA HEMEANEHHO NO Mepe BO3-
HUKHOBEHMA COObITM 06 WM3MEHEHUM COCTOAHUA Tabauubl
MAC-agpecos. Ecnv 3HaueHne MHTepBana BpemeHn 6onbue O,
TO YCTPOMCTBO ByAeT HaKananeaTb COBbITUA 06 U3SMEHEHUU CO-
cTosHMA Tabanubl MAC-aapecoB B TeYEHWE 3TOro BpemeHu, a
3aTem OTNpaBAATb yBegomaeHusa npoTtokona SNMP u coxpa-
HATb CODbITUA B UCTOPUU.

BoccTaHOBMTb 3Ha4YeHMe no YMONYaHULO.

mac-address-table notification
change history value

no mac-address-table
notification change history

value: (0..500)/1

KomaHaa 3afaeT makcMmasibHOe KondYecTso cobbituii 06 13-
MEHEHUU cocTosiHMA Tabanubl MAC-agpecos, KOTOpoe Coxpa-
HAETCA B UCTOPUW. ECIM yCTaHOB/IEH pasmep UCTOPUM PaBHbI
0, To cobbiTUA He coxpaHatTca. Mpu nepenonHeHun bydepa
MUCTOPUK HOBOE COBbITME MOMELLAETCA Ha MECTO Camoro CTa-
poro.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

logging events mac-address-
table change

-/BbIKNOYEHO

BK/OUMNTBL OTNPABKY TPAMNoB B syslog 0 cObbITUAX U3yYeHUa nam
yaanenna MAC-agpecos.

mac-address-table notification
flapping

Bkntountb oTcnexnsanHne MAC Flapping.

-/BKNOYEHO -
no mac-address-table Bbikntountb otcnexxmsanme MAC Flapping.
notification flapping
logging events mac-address- Bknatountb nornposaHune MAC Flapping.
table flapping

-/BKAKOYEHO

no logging events mac-
address-table flapping

Bbikntountb normposaHne MAC Flapping.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Buza 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnvua 156 — KomaHapl pexkmma KoHourypaumm nHtepoderica Ethernet

3HayeHue/3HayeHue no

KomaHda Aeiicmeue
yMoOAYaHuro
snmp-server enable traps BKNOUMUTL reHepauumio yBeAOMIEHUI Npu GJ0KMPOBKe
errdisable { storm- nopTa no cobbITUAM:
control|loopback-detection| - loopback-detection — 06Hapy»keHWe netenb;
udid} - udld — akTBauus 3awmTtsel UDLD;
- storm-control — WKrpoKoBeLLaTebHbIN LTOPM.
-/BKAtOYEHO

no snmp-server enable traps
errdisable { storm-

control | loopback-
detection|udid}

OTKNOUYUTL reHepaLmio yBeaomneHnii Ha nHtepdelice.

snmp trap mac-address-
notification change [learnt |
removed]

no snmp trap mac-notification
change [learnt | removed]

-/BbIKNOYEHO

delice o0 cobbITUAX U3MeHeHUA cocTossHUA MAC-agpecos.
- learnt — yBepomnexua 06 nsyvyenun MAC-agpecos;
- removed — yBegomneHus o6 yganeHun MAC-agpecos.

BkaounTb reHepauuio yBe,Cl,OMﬂeHVIVI Ha KaXXgom UHTep-

OTKNOYNTL reHepaLmio yBeA0M/IEHUIA HA MHTepdeiice.
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KomaHOwbi pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnunuya 157 — KomaHgbl pexuma privileged EXEC

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

show mac-address-table
notification change history

OtobparkeHue Bcex yBefoMNeHUM 06 U3MEeHeHMUN cocToA-
HnAa MAC-agpecoB, COXPaHEHHbIX B UICTOPUN.

show snmp-server traps

MpocmoTp cobbITUiA, MPKU KOTOPbLIX TEHEPUPYIOTCA TPaMbI.

4.22 ®dyHKkumu DHCP Relay nocpegHuka

KommyTaTtopbl noaaep*unsatoT GpyHKumm DHCP Relay areHTa. 3agauyeit DHCP Relay areHTta siBnaetca
nepegaya DHCP-nakeToB OT KAMEHTA K cepBepy M 06paTHO B caydae, ecnm DHCP-cepBep HaxoamMTcs B 04HOM
CeTU, a KAMEeHT B apyroi. Opyroi ¢yHKumnen asnsetca gobasneHne AONOAHUTENbHbIX onumii B DHCP-
3anpocbl KANEHTa (Hanpumep, onuun 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTaTOpP NPUHMMAET OT KaneHta DHCP-
3anpocbl, NepesaeT 3TM 3anNpoChl CepPBEPY OT UMEHM K/IMEHTa (OCTaBAAA B 3anpoce onuun ¢ Tpebyembimm
KIMEHTOM MapamMeTpamMm W, B 3aBUCMMOCTM OT KOHOUrypaumm, aobasnsaa csoun onumu). Monyyms oTeBeT OT
cepBepa, KommyTaTop nepegaeT ero KameHTy. CoBmectHasn pabota dhcp relay n dhcp snooping B Tekywei

BepCnnN HEBO3MOXKHa.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxunma rnobanbHOM KOHOUrypaumm:

console (config) #

Tabnuua 158 — KomaHapl pexkruma rnobanbHom KoHbUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

service dhcp-relay

no service dhcp-relay

-/BbIK/IOYEHO

Bkntounte dpyHKumo DHCP Relay areHTa Ha KommyTaTope.

BbikntounTb pyHKUMio DHCP Relay areHTa Ha KommyTaTtope.

ip dhcp server ip_add

no ip dhcp server ip_add

MoeT 6bITb 3343aHO
[0 NATU cepBepoB

3apatb IP-agpec goctynHoro DHCP-cepsepa ana DHCP Relay
areHTa.

Yaanutb IP-agpec us cnucka DHCP-cepeepos ans DHCP Relay
areHTa.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 159 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip dhcp relay information
{fastethernet fa_port | giga-
bitethernet gi_port | tengiga-
bitethernet te_port | vlan |
vlan}

fa_port: (0/1..24);

gi_port: (0/1..24);

te_port: (0/1..6);
vlan: (1..4094)

OT06pasnTb KoHOUrypaumto HacTpoeHHon ¢yHKumMm DHCP Relay
areHTa Ana KOMMyTaTopa M OTAENbHO ANA UHTepdheincoB, a TakxKe
CMUCOK AOCTYMHbIX CEPBEPOB.

show dhcp server

OT06pasnTb CNNCOK AOCTYMHbIX CEPBEPOB.
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4.23 KoHdurypauusa PPPoE Intermediate Agent

®yHKumMA PPPOE IA peanvsoBaHa B COOTBETCTBUM C TpeboBaHMAMM AokymeHTa DSL Forum TR-101 u
npesHasHavyeHa An1a UCNO0Ab30BAHUA Ha KOMMYTaTopax, paboTatowmx Ha ypoBHe AocTyna.

®PyHKUMA NO3BONAET JONONHATL NakeTbl PPPOE Discovery nHpopmaumeii, xapakTepumaytoLwwein MHTep-
deic goctyna. 3T0 HeoHXO0AMMO ANA UAEHTUPUMKALMM NONL30BATENIBCKOrO MHTEpdEca Ha cepBepe A0-
ctyna (BRAS, Broadband Remote Access Server). YnpaBneHue nepexsaTom n obpaboTkoi naketos PPPoE
Active Discovery ocyuiectsnsetcs rnobanbHO A1A BCEro YCTPOMCTBA M BbIBOPOYHO ANA KaXKAOro MHTEp-
delica.

Peanusaumns ¢yHKUMKM PPPOE IA npeaoctaBaneT 4ONONHUTE/IbHbIE BO3MOMXHOCTU KOHTPOJIA coobLe-
HM NPOTOKO/1a MYTEM Ha3HAYeHUA AOBEPEHHbIX MHTEpPdENCcoB.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 160 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no yMmoa4YaHuro
shutdown pppoe OTKAOYNUTL paboTy moayns pppoe intermediate-agent Ha
intermediate-agent yCTpOWCTBE.
[aHHasa KomaHAa oTKAtoYaeT paboTy moayna pppoe
-/BKAOYEHO ! intermediate-agent ¢ 6e3B03BpaTHbIM yAaneHuem Bcex
HacTpoek 6n0Ka PPPOE IA.
no shutdown pppoe BkntoumTb paboty moayna pppoe intermediate-agent Ha
intermediate-agent ycTpoiicTae.
pppoe-ia snooping Fno6anbHO BKNHOUMTL KOHTPONb GyHKLMM PPPOE IA.
- - -/BbIKNIOYEHO
no pppoe-ia snooping BbIKNOUNTL KOHTPOAb GYHKLMK PPPOE IA.
pppoe-ia snooping session 3apatb TaMmayT gna paboTbl GyHKUMKM PPPOE IA.

timeout range

range: (0..600)/300

pppoe-ia snooping session
timeout 0

OTKNOUNUTL TalMayT Ana paboTbl GyHKLMK PPPOE IA.

pppoe passthrough BkntoueHne KomaHAabl 3actasnsaeT PPPoE-nakeTbl npoxoanTb yepes
KOMMYTATOp KaK Hen3BecTHbI L2-Tpaduk, n genaet ux "HeBugm-
/BbIKIOUEHO mbimun" ansa IP ACL.

no pppoe passthrough BKAOUMTbL NAapCUHT MHKancyanpoBaHHbIX B PPPoE-nakeTax L3-3aro-
N0BKOB, Npasuna IP ACL HaunHatoT paboTaTb 418 MHKAMNCY/IMPOBaH-
HbIX MAKeTOB.

[Ona KoppeKkTHoI paboTtbl pyHKUMK PPPOE Intermediate Agent Bce ucnonbayemoie PPPoOE-cep-
Bepa AO0/KHbI 6bITb NOAK/OYEHDbI K € A,0BEPEHHbIM» MOPTaM KommyTaTopa. Ana aobasneHus
nopTa B CMUCOK «A0BEPEHHDbIX» UCMOJIb3YIOTCA KOMaHAbI port-security-state trusted, set port-
role uplink B pexkume KoHdurypauum uHtepdeiica. OAna obecneyeHna 6e3onacHocTU Bce
OCTa/IbHble NOPTbl KOMMYTaTOPA A,0/KHbI 6bITb «HeA0BEPEHHbIMUY.

.‘

KomaHab! pexxnma kKoHdurypaumm VLAN (ananasod VLAN’os)

console# configure terminal
console (config)# vlanl, 3,7
console (config-vlan-range) #
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Tabnnua 161 — KomaHapl pexkmma rnobanbHon KoHGUrypaumm

3HayeHue/3HayeHue
no yMmoA4aHuio

KomaHda Aeiicmeue

pppoe-ia snooping BKkntounTb KOHTpOnb PpyHKLMM PPPOE IA B npeaenax ykasaHHOM

-/BbIK/IIOYEHO VLAN.

Mpumep HacTpolikn PPPoE IA B VLAN10 ¢ HacTpo#koi DCS-onuuii Ha nHTepdeice
Gigabitethernet0/13.

console (config) #pppoe-ia snooping

console (config) #pppoe passthrough

console (config) #dcs information option enable

console (config) #vlan 10

console (config-vlan) #pppoe-ia snooping

console (config-vlan) #exit

console (config) #interface gigabitethernet 0/13

console (config-if) #switchport general allowed vlan add 10 untagged
console (config-if) #switchport general pvid 10

console (config-if) #dcs agent-circuit-identifier "$v $%p 8%h"
console (config-if) #dcs remote-agent-identifier "3M"
console (config-if) #fexit

console (config) #interface gigabitethernet 0/24

console (config-if) #switchport general allowed vlan add 10
console (config-if) #port-security-state trusted

console (config-if) #set port-role uplink

console (config-if) #fexit

4.24 KoHdurypauma ACL (cnucku KoHTpona goctyna)

ACL (Access Control List — cnucok KoHTpossa gocTtyna) — Tabauua, KoTopaa onpegenseT npasuna
dunbTpaLmm BXxoaALLero n ncxoaaulero TpadmMKka Ha OCHOBAHWUWM NepefaBaemblX B MaKeTax NPOTOKO/OB,
TCP/UDP noptos, IP-agpecos nanm MAC-aapecos.

Ha aaHHbIN MomeHT peanm3aumsa ACL TakoBa: Kaxabi ACL coaepKuT TobKo 1 npaBuno. HeckonbKko
ACL MOKHO NpuMBA3aTb K ogHOMY MHTepdelicy. MopaaoK oTpaboTKM NpaBuA onpeaensaeTcs no NnpUopUTeTy
npasuna, ykazaHHomy B ACL, npu paseHcTse npnoputetos — no Homepy ACL.

ACL aBTOMaTUYECKN CHUMAETCA C MHTepdelica Npu N3MEHEHUM B HEM NpaBua.

KomaHgbl Ans co3fjaHus U pegaktupoBaHua cnmckoB ACL gocTynHbl B pexkume rnobanbHoM
KOHUrypaumum.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHGUrypauumn nmeet Bua;

console (config)#

Tabnnuya 162 — KomaHgbl 4na co3gaHma n KoHourypaumm cnuckos ACL

KomaHoa 3Ha4yeHue/3Ha4yeHue Aelicmeue
o ymon4aHuo
ip access-list standart Co3paTtb cTaHAapTHbIN cnncok ACL.
access_list_num access_list_num:
no ip access-list standart (1..1000) YaanuTb cTaHgapTHbIM cnmcok ACL.
access_list_num
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ip access-list extended
access_list

no ip access-list extended
access_list

ipv6 access-list extended
access_list_num

no ipv6 access-list extended
access_list

access_list_num:
(1001..65535)

Co3zaTb HOBbIW pacwmpeHHbIn cnncok ACL ansa agpecauyu IPva m
BOWTU B PEXUM €ro KoOHdurypaumm (ecim cnucok ¢ AaHHbIM nme-
HEeM eLle He co3aaH), b0 BONTM B peXMM KOHPUrypaumm paHee
CO34aHHOrO CMNMCKa.

YpanuTb pacwmpeHHbin cnucok ACL ana agpecaunu IPv4.

Co3gaTtb HOBbIW pacwmpeHHbIn cnncok ACL ana agpecaumm IPv6 u
BOWTU B PEXUM €ro KoHdurypaumm (ecim cnnucoKk ¢ AaHHbIM Ume-
HeM eLle He co3aaH), 1Mbo BONTM B peXMm KOHPUrypaumm paHee
CO34aHHOrO CMNMCKa.

YpanuTb pacwmpeHHbin cnucok ACL ana agpecaunm IPv6.

mac access-list extended
access_list_num

no mac access-list extended
mac_access_list_num

mac_ access_list_num:
(1..65535)

Co3gaTb HoBbIM cnncoK ACL Ha 6ase MAC-agpecaunn 1 BOMTHU B pe-
UM ero KoHdUrypauum (ecam cnucok ¢ 4aHHbIM UMEHeM elle He
€034aH), MM6B0 BONTU B PEKUM KOHPUrypaLuMm paHee cO34aHHOMo
cnucka.

Ypanute cnucok ACL Ha 6aze MAC-agpecaumu.

user-defined offset offset _id {
12 | ethtype | I3 | 14 } value

no user-defined offset
offset_id

offset_id: (1..4);
value: (0..255)

HacTpouTb cmeweHne B 6aitTax OTHOCMTENbHO Bbl6paHHOW CTapTo-
BOM NO3MLMK. 3HaYEHME 1 MacKa, UCnosiblyemble Ana GunbTpaumu,
3agatotca Yyepes napametpbl ACL-npasun.

- 12 — Hauano naketa (Destination MAC address);

- ethtype — Ethertype (cambiit BHyTpeHHUI, Npy Hanuumm VLAN-Te-
ros);

- 13 — L3-3aronoBok;

- 14 — L4-3aronoBok.

YpanuTb cmelleHne OTHOCUTENbHO BbiBpaHHOW CTapTOBOW MO3w-
uuu.

[Ona Toro utobbl akTMBM3MpoBaTb cnmucok ACL, Heobxoaumo ¢BA3aTb €ro c MHTepodericom.
NHTepdelicom, NCNONb3yOLWMM CIIMCOK, MOXKET b6biTb 1nbo nHTepdelic Ethernet, anbo rpynna noptos. Ha
[JaHHbI MOMEHT NoAAePKMBAETCS TO/IbKO BXOAALLEE HanpaBieHWe Ha MHTepdelicax (in).

KomaHObI pexcuma KoHguaypauuu uHmepdagelica Ethernet, VLAN

KomaHaHasA cTpoka B pexkume KoHourypaumm nHtepoeitca Ethernet umeet sua;

console (config-if) #

KomaHgHasA cTpoKa B pexxmme KoHoburypaumm uHtepoeica VLAN numeet sua;:

console (config-vlan) #

Tabnunua 163 — KomaHaa HasHauyeHus cnucka ACL-uHTepdeicy.

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ip access-group
access_list_num in

no ip access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpoiikax onpesenéHHoro ousmnyeckoro nHtepdeiica KomaHaa
NPUBA3bIBAET YKa3aHHbIN CNUCOK K 4aHHOMY UHTepdelicy.

YpanuTe CNUCcoK ¢ MHTepdeiica.

mac access-group
access_list_num in

no mac access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpoiKax onpenenéHHoro ¢p1M3nMyeckoro nHTepdenca KomaHaa
NPUBA3bIBAET YKa3aHHbIA Mac-CMUCOK K JaHHOMY UHTepdelicy.

YnanuTb CNUCoOK ¢ UHTepodeiica.
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KomaHOwbl pexcuma Privileged EXEC

KomaHgHan cTpokKa B pexume Privileged EXEC nmeert Bua;

console#

Tabnnua 164 — KomaHgbl Ana npocmoTpa cnnckos ACL

3HayeHue/3Ha4yeHue
no ymonyaHuro

KomaHoa

Aelicmeue

show access-lists
[access_list_num]

access_list_num: (1-
65535) cumBona

MokasaTtb cnuckn ACL, co3gaHHble Ha KommyTaTope.

show running-config acl -

Moka3saTb 610K KomaHg, ACL B KOHOUTYpauum ycTpoicTBa.

4.24.1 KoHepuzypayusa ACL Ha 6a3e IPv4

B gaHHOM pasgene npuBedeHbl 3HAYEHUA U ONUCAHUA OCHOBHbIX NMAPAMETPOB, MCMOb3yEMbIX B
COCTaBe KOMaHA HacTpoMKM cnmnckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv4. Co3gaHue 1 BXO4, B pPeum
pefaktTuposaHuA cnuckos ACL, ocHOBaHHbIX Ha agpecauuu IPv4, ocywectBndetTca nNo KomaHge: ip

access-list {extended |

standart} access-1ist num.

Tabnuua 165 — KomaHabl, ucnosibayemoble aas Hactponkn ACL-cnuckoB Ha ocHoBe IP-agpecauunm

KomaHoa

Aelicmeue

permit protocol {any | source host } {any | destination }
[parametr]

[o6aBuTb paspeluatolyio 3anucb GpUAbTPaLMK ONA NPOTOKONA.
MakeTbl, OTBeYatoLWMe ycaoBMAM 3anucu, byayT obpabatbiBaTbea
KOMMYTaTOpPOM.

permit ip {any | source host } {any | destination }
[parametr]

[06aBuTb paspeLuatoLLyto 3anMcb GuAbTpaLmMn gaa npotokona IP.
MakeTbl, OTBEYAlOLLME YCAOBMAM 3anucK, ByayT obpabaTbiBaTbes
KOMMYTaToOpPOM.

permit icmp {any | source host } {any | destination }
[parametr]

[06aBuTb paspelualolyto 3anucb GUAbTPALMKU ANA MPOTOKOAA
ICMP. MaKeTbl, oTBEYAtOWME YCNOBUAM 3anucu, byayT obpabaTtbl-
BaTbCA KOMMYTaTOPOM.

permit tcp {any | source host } {any | destination }
[parametr]

[06aBuTb paspelualolyto 3anucb GUAbTPALMKU ANA MPOTOKOAA
TCP. MNaKeTbl, oTBEYatoWMe ycioBuam 3anucu, byayt obpabatbl-
BaTbCA KOMMYTaTOPOM.

permit udp {any | source host } {any | destination }
[parametr]

[06aBuTb paspeLualolyto 3anucb GUAbTPaLUKU AN NPOTOKOANa
UDP. MNakeTbl, 0TBEYAtOWME YCNOBMAM 3anucu, byayt obpabaTtbl-
BaTbCA KOMMYTaTOPOM.

deny protocol {any | source host } {any | destination }
[parametr]

[o6asuTb 3anpelaiollyto 3annce GuUabTpaumUm 4ns NpPOTOKOa.
MakeTbl, OTBEYAlOLWME YCNOBMAM 3anucK, ByayT 610KMpoBaTbCA
KOMMYTaTOPOM.

deny ip {any | source host } {any | destination }
[parametr]

[06aBuTb 3anpeLlatoLLyto 3anncb GUAbTpaLuun aas npotokona IP.
MaKeTbl, OTBEYalOLLME YCAOBUAM 3anucu, byayT 610KMpPOBaTLCA
KOMMYTaTOpPOM.

deny icmp {any | source host } {any | destination }
[parametr]

[Job6aBuTb 3anpeluatollyto 3anuce GUAbTPaALMM ANA NPOTOKONA
ICMP. MaKeTbl, oTBEYaOWMeE yCaoBMAM 3anucK, 6yayT 610Kupo-
BaTbCA KOMMYTAaTOPOM.

deny tcp {any | source host } {any | destination }
[parametr]

[06aBuTb 3anpeLLatollyto 3anucb GUAbTPaLUKU ANS NPOTOKOAa
TCP. MaKeTbl, OTBeYatoLMe ycnoBUAM 3anucu, byayt 6a0KMpo-
BaTbCA KOMMYTaTOPOM.

deny udp {any | source host } {any | destination }
[parametr]

[Job6aBuTb 3anpeluatollyto 3anuce GUAbTPaALMM A8 NPOTOKONA
UDP. MNakeTbl, oTBEYatowme ycnosusam 3anucu, byayt 61okupo-
BaTbCA KOMMYTAaTOPOM.

Tabnuua 166 — OcHOBHble NapamMeTpbl, UCNO/b3yeMble B KOMaHAAX

Mapamemp 3HavyeHue Aelicmeue
permit [Oelicteue ‘paspewunts’ Co3patb paspeluatolee npasuao ¢punbTpauum 8 cnmcke ACL.
deny [ewcTteue ‘3anpetuts’ Co3patb 3anpewatouiee npasuno ¢puabTpaymm B cnmcke ACL.
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protocol

MpoTokon

Mone npegHasHauyeHo A1 yKa3aHUA NPOTOKONA (MK BCex NPOTo-
KOJI0B), Ha OCHOBe KOTOpOro ByAeT ocylecTBAseTcAa GUAbTPaLUS.
Mpwu BbIGOPE NPOTOKOAA BO3MOXKHbI CIeflyHOLLME BapuaHTbI: icmp,
ip, tcp, udp, ipv6, ipve:icmp, ospf, pim,n1Mbo uncnosoe 3HaueHue
nNpoToKona, B AnanasoHe (0 — 255).

[na cooTBeTCTBUA NtI0BOMY NPOTOKONY UCMONL3YETCA 3HaUYeHue IP.

source

AZpec NCTOYHMKA

Onpegenset IP-agpec MCTOYHUMKA NaKeTa.

source_mask

Macka agpeca NCTOYHUKA

Macka, npumeHaemas kK IP-agpecy uctouHumka naketa. Macka
onpegpensnet 6utbl IP-agpeca, KOTopble HEOBXOANMMO WUIHOPUPO-
BaTb. B 3HaYeHUA UrHopupyembix 6UTOB A0NKHbI ObITb 3anuncaHbl
eavHuubl. Hanpumep, Mcnoib3ya Macky, MOXKHO onpeaennTb ans
npasuna ¢unbTpaumm IP-ceTb. YT06bI £06aBUTL B NPaBUIO PUIb-
Tpaumm IP-cetb 195.165.0.0, HeobxoaAMMO 3a4aTb 3HAYEHME MACKK
/16, TO ecTb COrnacHO AaHHOW MacKe nocaegHue 16 6ut IP-aapeca
6y4yT UTHOPUPOBATLCA.

destination

Appec HasHayeHuA

Onpegenset IP-agpec HazHavyeHMA NakeTa.

destination_mask

Macka agpeca HazHayeHusA

BuUTOBaA macka, npumeHsemas K IP-agpecy HasHayeHuWs nakerta.
Macka onpegenset 6utbl IP-agpeca, KoTopble HEO6X04MMO UTHO-
pupoBaTb. B 3HaueHMsa nrHopupyembix GUTOB A0MKHBI ObITb 3anu-
CaHbl eAuHMUbl.. Macka MCMoMb3yeTca aHa/sofMyHO Macke
source_mask.

vlan NaoeHTndumkaTop Vian Onpegensert Vlan, 4na KoToporo 6yaet NpUMMeHATLCA NPasBuIo.
dscp Mone DSCP & 3aronosKe L3 Onpe,ﬂ,ellﬂ6T 3HavyeHne DSCP-nons diffserv. BoamoskHble Koabl co-
obueHnii nons dscp: (0 —63).
MpuopwuteT IP Onpegenset npuopuTeT IP-Tpaduka: (0-7).
icmp_type Tun coobuweHunii npotokona ICMP, ncnonb3yembiii ghs GuabTpa-
- unn ICMP-nakeToB. Y1McnoBoe 3HaYeHue TMna cooblieHus, B ana-
nasoHe (0 — 255).
icmp_code Kopa, coobueHunii npotokona ICMP, ncnonbsyembiin ansa dpuabtpa-

Kopg, coobuieHunsa npoTokona
ICMP

umn  ICMP-naketoB. Bo3MOKHble Kogbl COOOWEHUIA nona
icmp_code: (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4yeHun

source_port

UDP/TCP-nopT MCTOYHUKA

Bo3mosKHble 3HaYeHua nonas TCP/UDP-noprta: eq, gt, host, It,range.

priority MHAEeKC 3a4aeT NONOXKEHNe NPaBuaa B CIUCKE U ero MpUopUTET.
MpuopuTeT 3anucu Yem MeHblle MHAEKC — TeM MpuopuTeTHee npasuao. [manasoH

O0NYCTUMBbIX 3HaYeHui (1..255).
optional parametr OnuuoHanbHble NapameTpbl NPU KOHOUIYPUPOBAHUM CNIUCKA LO-

OnuMoHaNbHbIN NapameTp

cTyna:
- tos — ¢unbTpayma no banty ToS;

- user-defined — ¢unbTpaumsa no User-defined bytes;

- sub-action — gononHuTensHoe gelcTene Hag TpaduKom.
[ocTynHble gononHutensHole genctena — modify-vlan (u3smeHe-
Hue VLAN) n nested-vlan (go6aBneHve AOMNOAHWUTENbHOrO Tera
VLAN).

< <

B ctaHpapTHbIX ip ACL BO3MOKHa PpuabTpaLua TONbKO No npepuKkcam, B paclumpeHHbix ACL
— NO AONO/IHUTE/IbHbIM NapameTpam.

Mocne Toro, Kak nto6oit ACL 6yaeT npusasaH K uHtepdeiicy, ana atoro nHtepdeiica npume-
HuTcA npasuno implicit deny any any.
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4.24.2 KoHnopucypayusa ACL Ha 6a3e IPv6

B gaHHOM pasgene npusegeHbl 3HAaYEHUA U ONUCAHUA OCHOBHbIX MAPAMETPOB, UCMOAb3YEMbIX B
coCTaBe KOMaHA HacTponKu cnmckos ACL, ocHOBaHHbIX Ha aapecauumn IPve.

CospgaHune n BXo4, B pexum penaktnposaHma cnuckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv6,
OCYLLEeCTBNAETCA NO KOMaHAe: ipvé access-list extended apvé access-1ist.

Tabnvua 167 — KomaHabl, ucnosibayemble ans Hactponkm ACL-cnuckos Ha ocHoBe IP-agpecauunm

KomaHoa

Aelicmeue

[parametr]

permit protocol {any|source host} {any| destination}

[o6aBuTb paspeluatolyio 3anuce GpuUabTpaLMM AnA NPOTOKOAA.
MakeTbl, OTBEYalOLME YCA0BMAM 3anucu, byayT obpabaTtbiBaTben
KOMMYTaTOpOM.

[parametr]

permit ipv6 {any|source host} {any| destination}

[06aBuTb paspelsalolyto 3anucb GUAbTPaLUMM ANs NPOTOKOAa
IPv6. MaKeTbl, oTBEYAOWME YCAOBUAM 3anncu, byayt obpabaTbi-
BaTbCA KOMMYTaTOPOM.

[parametr]

permit icmp {any|source host} {any|destination}

[Jo6aBunTb paspelsarolyo 3anuce GUAbTPaAUMKM A1A NPOTOKONa
ICMP. MaKeTbl, oTBEYAtOWME YCNOBUAM 3anucu, byayT obpabaTtbl-
BaTbCA KOMMYTaTOPOM.

[parametr]

permit tcp {any|source host} {any| destination}

[Jo6aBunTb paspelsarolyo 3anuce GUAbTPaUMKM A1A NPOTOKONA
TCP. MNaKeTbl, oTBEYatoWMe ycioBUAM 3anucu, byayt obpabatbl-
BaTbCA KOMMYTaTOPOM.

[parametr]

permit udp {any|source host} {any| destination}

[Jo6aBuTb paspelsarolyo 3anuce GUAbTPaUMKM A1A NPOTOKONa
UDP. MNakeTbl, oTBEYAtOWME YCNOBMAM 3anucu, byayt obpabaTtbl-
BaTbCA KOMMYTaTOPOM.

[parametr]

deny protocol {any|source host} {any| destination}

[Job6asuTb 3anpewatowyto 3annce GuUAbTPaLMM ANA NPOTOKONa.
MaKeTbl, OTBEYalOLLME YCIOBUAM 3anucu, byayT 610KMpoBaThCA
KOMMYTaTOPOM.

[parametr]

deny ipv6 {any|source host} {any| destination}

[obasuTb 3anpeluatowyto 3anucb GUAbTPALUKU ANA NPOTOKONA
IPv6. MaKeTbl, OTBEYalOLWME YCAOBUAM 3anncK, byayT 610KMpo-
BaTbCA KOMMYTAaTOPOM.

[parametr]

deny icmp {any|source host} {any| destination}

[ob6aBuTb 3anpellatollyto 3anucb GUAbTPaLUKN ANA NPOTOKOAA
ICMP. MakeTbl, oTBEYatOWMe ycnosmam 3anucu, byayt 6nokupo-
BaTbCA KOMMYTaTOPOM.

deny tcp {any|source host} {any|destination} [parametr]

[obaBuTb 3anpellatollyto 3anucb GUAbTPaLUKU ANA NPOTOKOAA
TCP. MNakeTbl, oTBevatolWme ycao0BUAM 3anucu, byayt 6nokupo-
BaTbCA KOMMYTaTOPOM.

deny udp {any|source host} {any| destination} [parametr]

[Job6asuTb 3anpeluatollyto 3anuce GUAbTPALMM ANA NPOTOKONA
UDP. MNakeTbl, oTBEYatowWwme ycnosuam sanucu, byayt 61okupo-
BaTbCA KOMMYTaTOPOM.

Tabanua 168 — OCHOBHblE NapamMeTpbl, UCNO/b3yemble B KOMaHAaX

Koga coobuieHna npoTokona
ICMP

Mapamemp 3HavyeHue Aelicmeue
permit [Oelicteue ‘paspewnts’ Co3paTb paspeluatolee npasuao ¢punbTpaumum B cnmcke ACL.
deny [Oelicteue ‘3anpetuts’ Co3pgatb 3anpeuatouiee npasuao ¢puabTpaumm B cnmcke ACL.
protocol Mone npegHasHayeHo Ana yKasaHuA NPOTOKOAA (MK Bcex NpoTo-
NooToKon KOJ10B), Ha OCHOBE KOTOPOro byAeT ocyluecTBAseTca GUAbTpaLms.
P Mpw BbIGOpE NPOTOKO/1Ia BO3MOXHbI CieaytoLme BapuaHTbl: icmp,
tcp, udp, ipvé6.
source Appec UCTOYHMKA Onpepenset IP-agpec UCTOYHMKA NakeTa.
destination Aapec HasHavyeHuA Onpepgenset IP-agpec HazHavyeHMA NakeTa.
vlan NaoeHTndumkaTop Vlan Onpeaenser Vlan, gnsa KoToporo 6yaeT NpMMeHATbLCA NPaBUIO.
dsc, Onpegaenset 3HayeHue DSCP-nons diffserv. BoamoxHble Koapl co-
P MNone DSCP B 3aronoske L3 peA . A
obuweHunit nons dscp: (0 —63).
icmp_type Tun coobuweHnin npotokona ICMP, ncnonbsyemolii gns puabTpa-
- umm ICMP-nakeToB. YnMcnoBoesHayeHMeTMnacoobweHus, Bgmana-
30He (0 — 255).
icmp_code Kog coobueHunii npotokona ICMP, ncnonbsyembln ans punbtpa-

umm  ICMP-naketoB. Bo3moKkHble Kogbl COObLWEHUI nona
icmp_code: (0 — 255).
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destination_port UDP/TCP-nopt Ha3HayeHna | Bo3moskHble 3Ha4eHua nona TCP/UDP-noprTa: eq, gt, host, It,range.

source_port UDP/TCP-nopT UCTOYHMKA

priority MHAaeKc 3agaeT NosoXKeHWe npasuia B CNUCKE U ero NnpuopuTer.
Yem MeHblle MHAEKC — TeM npuopuTeTHee npasuao. [lManasoH

[ONYyCTUMBIX 3HaYeHnin(1..255).

MpuopuTeT 3anucu

Mocne Toro, Kak nto6oit ACL 6ygeT npusasaH K uHtepdeiicy, ana atoro uHtepdeiica npume-
HuTcA npasuno implicit deny any any.

4.24.3 Kornduzypayus ACL Ha 6a3ze MAC

B paHHOM pasgene npuBeAeHbl 3HAYEHUA U OMUCAHUA OCHOBHbIX MAPaMETPOB, UCMOJIb3yEMbIX B
cocTaBe KoMaHZA HacTpoikm cnnckoB ACL, ocHoBaHHbIX Ha MAC-agpecauumu.

CosgaHue M BXO4, B peXum pepaktmposaHma cnuckos ACL, ocHoBaHHbix Ha MAC-agpecaumm,
OCYLLIECTB/IAETCA N0 KOMaHAe: mac access-list extended access-list num

Tabnunuya 169 — KomaHabl, ucnonb3yemble ana Hactpolikn ACL-cnmnckos Ha ocHoBe MAC-agpecaumm

KomaHoa

Aelicmeue

permit {any | host source source_ mask } {any | host

destination destination_ mask} [encaptype value | etype_list

] [priority priority] [parametr]

[06aBuTb paspeLlsatoLLyto 3anncb ¢puabTpaunn. MNaketsl, oTee-
YatoLme ycnosmuam sanucu, byayt ob6pabaTbiBaTbCd KOMMYTa-
TOpOM.

deny {any | host source source_ mask } {any | host

destination destination _ mask} [encaptype value | etype_list

1 [priority priority] [parametr]

[o6aBuTb 3anpeLyatoLLyto 3anuce dpunbTpaumnn. MNaketol, oTee-
YatoLme ycnosuam 3anucu, byayt 610KMpPoBaTLCA KOMMYTATO-
pom.

Tabanuya 170 — OcHoBHble NapameTpbl, UCMO/Ib3YEMbIE B KOMAHAAX

MNapamemp 3HauyeHue Aelicmeue
permit [JelicTBue paspelunTb Co3paTb paspeluatolee npasuno ¢punbTpaumm B cnncke ACL.
deny [ewncteue 3anpeTnTb Co3gatb 3anpeujatouee npasuno ¢uabtpaumm B cnncke ACL.
source Aapec oTnpasutens Onpegenser MAC-agpec UCTOYHMKA NaKeTa.

source_mask

butoBasa macka,
npumeHaemasn kK MAC-
agpecy UCTOYHMKa NakeTa

Macka onpegenset 6utol MAC-agpeca, KoTopble HEOBX0ANMO UT-
HOPWPOBaTb. B 3HAYEHUA UTHOPUPYEMbIX BUTOB JO/KHbI BbITb 3a-
nucaHbl eguHuLbl. Hanpumep, MCNoib3ya Macky, MOXHO onpeae-
NnUTb gns npasuaa GunbTpaymm guanasoHa MAC-agpecos. YTobbl
£,06aBUTb B NpaBuio punbTpaumm sce MAC-aapeca, HauMHatoLWm-
eca Ha 00:00:02:AA.xx.xx, HeobxoAMMO 3aJaTb 3HaYEeHWEe MaCcKu
FF:FF:FF:FF:00:00, To ecTb, COrnacHO AaHHOW macke, nocnegHue
16 6uT MAC-agpeca byayT He BaXKHbl A1 aHanu3a.

destination

A,u,pec Ha3Ha4yeHunA

Onpegenser MAC-agpec HazHavyeHuA NakeTa.

destination_ mask

buTtoBasa macka,
npumeHsaeman Kk MAC-
afipecy Ha3HayeHWA nakeTa

Macka onpepgensaet 6uTbl MAC-aspeca, KOTopble He06X0AUMO UT-
HOPVPOBaTb. B 3HaUeHUA UrHOPUPYyeMbIX BUTOB AO/KHbI ObITb 3a-
nucaHbl eauHuubl. Macka WCNoNb3yeTcs aHaNorMYHO Macke
source_ mask.

vlan_id

vlan_id: (0..4095)

MNoaceTtb VLAN ¢punbTpyembix NakeTos.

cvlan-priority

cvlan_priority: (0..7)

Knacc ob6cny:kuBaHma dunbTpyembix NakeTos.

ethertype

eth_type: (0..0xFFFF)

Ethernet TMn GpuAbTPyembIX NaKeTOB B LeCTHaALATEPUYHOW 3a-
nmcu.

encaptype value

Value: (1..65535)

Tun ethertype pna GunbTpyembix NaKeToB.

etype_list

etype_list: (1..65535)

Cnucok cTaHaapTHbIx ethertype

priority

MHAaekc npasuna

MHaeKc npaBuna B Tabanue, yem MeHblUe MHAEKC — TeM NPUOpU-
TeTHee npasuao 1-255.

Optional parameter

OnuMoHanbHbIN NapameTp

OnuMOHaNbHblE NMapamMeTpbl NPU KOHOUIYPUPOBAHMU CNINCKA A0-
cTyna:

- user-defined — ¢ounbTpaums no User-defined bytes;

- sub-action — gononHuTenbHoe gelicTene Hag TpaduKom.
[ocTynHble gononHutensHble aenctena — modify-vlan (u3smeHe-
Hue VLAN), nested-vlan (mobasneHve A0ONONHMTENbHOrO Teram
VLAN) u modify-cvlan (go6asneHune BHyTpeHHero Tera VLAN).
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Mpumep HacTponku unbtpaumm padi/pado vepes User-defined offset:

console
console

(
(

config)# user-defined offset 1 ethtype 0
config) # mac access-list extended I

console (config-ext-macl)# deny 00:00:00:00:00:01 ff:ff:ff:ff:££:00 any
user-defined offsetl 0x8863 Oxffff

console (config-ext-macl) # !
console (config) # interface gigabitethernet 0/1
console (config-if) # mac access-group 1 in

[Ona NpoxoXAeHWa oOCTanbHbiX MNaKeToB Ha uHTepdelice Tpebyetca pobasuTtb BTOpOK ACL,
paspeLlaoLLmii NPOXOXKAEeHMe NaKeTos, He nonaaatoLLmx nog npasuno ¢unstpauun padi/pado:

console (config)# mac access-list extended 2
console (config-ext-macl) # permit any any

console (config) # interface gigabitethernet 0/1

(
(
console (config-ext-macl) # ex
(
(

console (config-if) # mac access-group 2 in

Mpumep dunbTpaumm no src/dst IP, src/dst port, tos yepes User-defined offset:

console (config) # user-defined offset 1 ethtype 0

console (config)# ip access-list extended 1010

console (config-ext-nacl)# deny udp 1.1.0.0 255.255.0.0 gt 5000 2.2.2.0
255.255.255.0 1t 7000 traffic-class 0Oxe0 sub-action modify-vlan 2 user-
defined offsetl 0x8864 Oxffff
console (config-ext-nacl)# !
console (config) # interface gigabitethernet 0/1
console (config-if) # ip access-group 1010 in

[Nna NpoxoxaeHua OCTaNbHbIX MNaKeTOB Ha WHTepdelice TpebyeTca nobasutb BTOpoit ACL,
paspeluatolLmii NPOXoXKAeHWEe NaKeToB, He NonaaalolLmx noa npasuao eunbtpaumm padi/pado:

console (config)# mac access-list extended 2
console (config-ext-macl) # permit any any

console (config) # interface gigabitethernet 0/1

(
(
console (config-ext-macl) # ex
(
(

console (config-if) # mac access-group 2 in

4.25 KoHdurypaumsa 3awmtbl ot DOS-atak

[aHHbI 610K KOMaHA, N03B0SEeT 610KMPOBATb HEKOTOPbIE PAacnpPOCTPaHeHHble Knaccbl DoS-aTak.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnob6anbHoM KoHbUrypaumm:

console (config) #

Tabnnua 171 — KomaHgb! pexuma rnobanbHoin KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aeiicmeue

firewall

-/BKAIOYEHO

MepeiTn B pexkum KOHGUTYpUpoBaHMA MOLYNA, OTBEYatoLLEero 3a
byHKUMOHaN 3aWwmTbl oT DoS-aTak.
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Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-firewall) #

Tabnunuya 172 — KomaHabl pexkmma KoHpurypaumum edyHkumoHana firewall

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymoa4aHuro

enable BKkAounTb NnogaepKKy 3awmtbl ot DOS-aTak.

- -/BKIOYEHO
disable BbIK/MOUNTL NOAAEPHKKY 3alWmTbl oT DOS-aTak.
ip inspect tcp enable Bktountb 06HapykeHue synfin-nakeTos.

-/BKAOYEHO

no inspect tcp BbIkntounTb 0BHapyKeHue synfin-nakeTos.
ip inspect tcp syn wait sec sec: (1..65535)/1 YcTaHOBUTL Taimep 610KMpoBKK synfin-nakeTos.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKKM perknuma EXEC:
console#

Tabnunuya 173 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue .
KomaHoa Aelicmeue
o ymon4aHuio
sh run firewall - OTo6pa3unTb HacTpoiky moayns firewall.
sh firewall stats OTO6pa3nTb CTaTUCTUKY NO NaKeTam, 06paboTaHHbIMU MOAYyNEM
firewall.
sh firewall logs - OTo6pa3unTb norn moayns firewall.

4.26 KauectBo o6cnykmusaHua — QoS

Mo ymonyaHWIO Ha BCeX MOpPTax KOMMyTaTopa MCMOJ/b3yeTcA OpraHM3auusa odepesn MaKeToB Mo
meToay FIFO: nepsbivi npuwen — neps.biit ywén (First In — First Out). Bo Bpemsa MHTEHCMBHOW nepeaayu
TpaduMKa Npu UCNONb30BAHUWM AAHHOFO MEeToZa MOFYT BO3HMKHYTb NPo6aeMbl, MOCKObKY YCTPOMNCTBOM
WUTHOPUPYIOTCA BCe MaKeTbl, He Bowegwme B bydpep odepean FIFO, n COOTBETCTBEHHO TepAOTCA
6e3Bo3BpaTHO. PellaeT AaHHyt0 npobnemy meTos, OpraHM3ylOLMA odepeam MO nNpuoputeTy Tpaduka.
MexaHnmam QoS (Quality of service — KayecTBo 06C/NYKMBaHUSA), pPeann3oBaHHbI B KOMMYTaTopax,
Nno3Bo/IAeT OPraHN30BaTb BOCEMb oYepenen NpuopuTeTa NakeToB B 3aBUCMMOCTM OT TUNa NepesaBaemMbix
[OAHHDIX.

4.26.1 Hacmpoiika QoS

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM peXxnma riob6anbHoM KoHbUrypauum:
console (config) #

Tabnnua 174 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

Komanoa 3HavyeHue/3Ha4yeHue Leiicmeue
o yMOAYAHUIO
class-map class_map_num 1. Co3paTh CNMCOK KpuTepmnes Knaccudukaumm Tpadumka.
class_map_num: 2. BOMTU B peXXUM peakTMPOBaHMUA CNIUCKA KpuTepues Knaccuou-
(1..65535) Kauuu TpaduKa.
no class-map class_map_num Y[anuTe CNUCoK KpUTepmeB KnaccuduKkaumm Tpaduka.
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policy-map policy_map_num

no policy-map
policy_map_num

policy_map_num:
(1..65535)

1. Cosgatb CTpaTternto knaccuoukaumm tpaduka.
2. BOWTM B pexuMM pefaKTUpPOBaHWA CTpaTerMm KaaccuouKkaumm
TpadwukKa.

Yaanutb npasuao Knaccudukaumm tpaduka.

scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
sched-algo {strict-priority |
strict-wrr | wrr}

no scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | port-channel group}

fa_port: (0/1..24);
gi_port: (0/1..24);
te_port: (0/1..6);
group: (1..8);
sched_num: (1..65535)

OnpeaenvTb anroputm paboTbl NNaHNPOBLIMKA Ha MHTepdeiice.

- strict-priority — cTporas ouepesb, UMeeT HaMBbICLWINIA NPUOPUTET;
- strict-wrr — ouepesib N0 MexaHM3My WIT, UMeloLLAA NPUOPUTET;
BbllLe oyepean wrr

- Wrr — oyepeab, 06pabaTbiBaloWanca No MexaHusmy Wrr;

- fa/gi/tei_port — ncxopawmin uHtepdeiic.

YAanuTb HaCTPOMKM NNAHUPOBLLMKA.

queue queue_num interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group} weight
weight

fa_port: (0/1..24);
gi_port: (0/1..24);
te_port: (0/1..6);
group: (1..8);
queue_num: (1..8);
weight: (1..127)

3a4aTb HOMEP M BeC o4epeam ana ucxoasauero nHtepdeica.

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map} queue-id queue_id

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map}

dscp_map: (0..63);
cas_map: (0..7);
queue_id: (1..8)

Onpeaenntb Tpaduk c meTkoit CoS/DSCP B ouepeap.

OTMeHUTb onpeaeneHune Tpaduka B ovepesp.

qos interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
def-user-priority priority

fa_port: (0/1..24);
gi_port: (0/1..24);
te_port: (0/1..6);
Priority: (0..7)/0

YKasaTb ouepeab AN uHTepdeiica, Npu yCA0BUM OTCYTCTBUA METOK
CoS/DSCP y BXOAAWMX NAKETOB.

class-map class_num

no class-map class_num

class_num: (1..65535)

Co34aTb U NepenTn B peXXnm KoHPUrypuposaHus class-map.

Ypanutb Knacc.

policy-map policy_num

no policy-map class_num

policy_num: (1..65535)

Co34aTb 1 NepeinTu B pexkMm KoHdUrypmposaHus policy-map.

Y4anuTb NOAUTUKY.

logging service cpu rate-limit
[queue]

no logging service cpu rate-
limit [queue]

-/BbIK/IIOYEHO

BKNOUMTbL OTNPABKY TPANoB O NPEeBbILEHUN Nopora cpu-rate-limit
B syslog .

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHWUIO.

snmp-server enable traps cpu
rate-limit [queue]

no snmp-server enable traps
cpu rate-limit [queue]

-/BbIK/IOYEHO

BKNIOUUTL reHepaLmio yBeAOMAEHUIA NPU NPEBbILLEHUU 3HaYeHUn
cpu-rate-limit.

OTKAOYUTD reHepauuio ysegomnieHuna Ha yCTpOI7ICTBe.

KomaHObI pexcuma KoHgpuaypayuu VLAN

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxknume KoHdurypaumm VLAN:

console (config-vlan) #

Tabnnua 175 — KomaHgb! pexkuma KoHdurypaumm VLAN

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuro

OnucaHue

qos cos egress cos_default

cos_default: (0..7)/0

Nno qos cos egress

YcTaHaBoBUTb 3Ha4YeHWe CoS ans nopta (CoS, npumeHaemblit ans
BCEro HeTerMpoBaHHOro TpaduKa, NPOXOAALLErO Yepe3 UHTep-
deiic).

YCTaHOBUTb 3HaYeHME N0 YMOYAHWIO.
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KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica Ethernet

Buza 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunuya 176 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

gos trust {cos | dscp | cos-dscp
| none}

no qos trust

-/BbIKOYEHO

YCTaHOBUTb pPeXnM J0BepuA KoMMyTaTopa B 6asoBom pe-
*ume QoS (CoS mnnm DSCP).

- COS — YCTaHaB/MBAET KNaccudUKaL Mo BXOAALLMX NaKeTOB
no 3HavyeHmnam CoS. [1na HeTermpoBaHHbIX MAKETOB UCNO/b-
3yeTca 3HayeHne CoS no ymonyaHuio.

- dscp — ycTaHaBAMBaeT KnaccudUKaLMIO BXOAALLMX MaKe-
TOB N0 3HavyeHuAm DSCP.

- cos-dscp — ycTaHaBAMBaeT KaccubUKaLMIo BXOAALLMX Na-
KeToB no 3Ha4YeHuAm DSCP ana IP-nakeToB 1 No 3Ha4YeHUAM
CoS ana He IP-nakeTos.

YCTaHOBUTb 3HAYEHUA MO YMOI4aHUIO.

qos map regen-priority
{vlanPri | ipDscp} enable

no qos map regen-priority
{vlanPri | ipDscp} enable

-/BbIKNOYEHO

- VlanPri — pa3spewwuTb yCTaHOBUTb Ha UCXOAALLEM UHTEp-
delice 3HaueHne CoS B NaKkeTax COracHoO

HaCTPOEHHOMY BHYTPEHHEMY MPUOPUTETY.

- ipDscp — paspewunTs U3mepuTento NepemapKMpoBbIBaTb
TpaduK COrnacHo HaCTPOEHHOMY a/IrOPUTMY.

OTMEHUTb HAaCTPOMKM NepeMapKUPOBKU TpaduKa Ha 1CXo-
aawem nHtepdeiice.

gos def-vlanPri source {inner-
vlanPri/none/user-pri}

no qos def-vlanPri source

-/none

YcTaHaBAMBaeT UCTOYHUMK svlan-priority npu ncnosnb3osa-
HuM DotlQ tunnel gna sxogawero Tpapuka Ha WHTep-
deiice.

- inner-vlanPri — konupyet cvlan-priority B8 svlan-priority;
- user-pri — 3HayeHue svlan-priority 6epetca u3 qos inter-
face {fastethernet/gigabitethenet/tengigabitether-
net/port-channel port} def-user-priority priority;

- none — 3Ha4yeHue No ymonyaHutio, svlan-priority = 0.

Bo3BpalyaeT 3HayeHue no YMONYaHULO.

KomaHObI pexcuma pedaKkmupo8aHusl CUCKA Kpumepues KAaccudukayuu mpaguxa

Bug, 3anpoca KOMaHAHOM CTPOKM pexmma peaKTMPOBaHMA CMMCKA KpUTEpUEB Kaaccupukaumm

TpaduKa:

console# configure terminal
console (config) # class-map class-map-name
console (config-cls-map) #

Tabanua 177 — KomaHapl pexMma pegakTMpoBaHUA CUCKa KpuTepumes Knaccudukaumm Tpaduka

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

match access-group {ip-access-
list | mac-access-list } ac/_num

acl_num: (0..65535)

[06aBuTb Kputepuii Knaccuoukaumnm tpaduka. Onpeaenser npa-
Buia dunbTpaumm Tpaduka no cnncky ACL ans knaccudurkaumu.

set class class_num

no set class class_num

AKTMBMPOBATb Knacc.

class_num: (1..65535)

OTKAoUUTL PaboTy Knacca.

set class class_num regen-
priority priority group-name
name

priority: (0..7);
name: (1..31) cumBonos

3afaTb BHYTPEHHWI NPUOPUTET A1 YKa3aHHOIOo Kiacca.
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KomaHObI pexcuma pedaKkmuposaHUa cmpame2uu KaaccuguKkayuu mpaguka

BumA 3anpoca KOMaHAHOWM CTPOKM peXxnma peaakTMpoBaHmA cTpaTernmn knaccudumkaumm tpadmka:

console# configure terminal
console (confiqg)# policy-map policy-map-name
console (config-ply-map) #

Tabanuya 178 — KomaHabl pexuma pesakTMpoBaHUA CTpaTerMm Knaccudurkaumm tpaduka

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

set policy class class_num
default-priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

class_num: (0..65535);
new_cos_map: (0..7);
new_dscp_map: (0..63)

YCTaHOBUTb HOBOE 3HAaYEHUE METKMN ANA NakeTa.

set policy class class_num
interace {fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group} default-
priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

class_num: (0..65535);
new_cos_map: (0..7);
new_dscp_map: (0..63)

YCTaHOBWTbL HOBOE 3HaYeHMe MeTKM 1A NaKeTa Ha uHTepdeiice.

set meter meter

YCTaHOBUTb OrpaHMYeHKe A1 CKOPOCTM NOTOKA COrIaCHO HACTPO-
eHHOMY aNropuTMmy.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxunma rnobanbHoM KoOHOUrypaumm:

console (config) #

Tabnuua 179 — KomaHapl pexknuma rnobanbHom KoHbuUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

meter meter

no meter meter

meter: (1..255)

Co3paTb M3mepuTeNb OrpaHUYeHUsA CKOPOCTU A1A UCXOAALLEro
TpaduKa.

Yaanutb UsmepuTesb OrpaHUYEHUA CKOPOCTU O/ UCXOAALLEro
TpaduKa.

KomaHObI pexcuma KoHguaypauuu usmepumess 02paHUYeHUs CKOpocmu 014 8x004auje20_mpa-

UKa:

Bug, 3anpoca KOMaHAHOM CTPOKM B peXume KoHdUrypaumu:

console (config-meter) #

Tabanuya 180 — KomaHgb! pexkuma KoHPUrypaumm nsmepuTena orpaHMYeHns CKopocTm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

meter-type avgRate cir
{cir_value} mode {bytes |
packets}

YCTaHOBWTb OrpaHnyeHne CKOPOCTU 418 UCXOoAALLero TpadmKa co-
rnacHo anroputmy avgRate (leaky bucket).
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meter-type srTCM cir
{cir_value} cbs {cbs_value} ebs
{ebs_value} mode {bytes |
packets} [color-aware]

YCTaHOBUTbL OrpaHUYEHNE CKOPOCTU ANA ucxoasallero Tpaduka co-
rnacHo anroputmy single rate — Three Color Marker (rfc2697).
Color-aware — BkAto4yaeT aHanm3 DSCP npu aHanuse ob6bema Tpa-
duka.

V Nopaepxxusaerca TonbKo Ha MES2424, MES2424B.

meter-type trTCM cir
{cir_value} cbs {cbs_value} eir
{eir_value} ebs {ebs_value}
mode {bytes | packets} [color-
aware]

YCTaHOBWUTb OrpaHUYeHMeE CKOPOCTU 1A UcxoasaLLero Tpaduka co-
rnacHo anroputmy two rate — Three Color Marker (rfc2698).
Color-aware — Bkntouaet aHanm3 DSCP npu aHanuse obbema Tpa-
duka.

V Nopaep)xuBaetca TonbKo Ha MES2424, MES2424B.

’ [Ona KoppeKTHoi paboTbl M3meputena ¢ aaroputmamm sr-TCM u tr-TCM TpebyeTca ycTaHo-
: BUTb Ha Ucxoaalem nHTepdeiice KomaHay qos map regen-priority ipDscp enable.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console#

Tabnunua 181 — KomaHabl pexkmma EXEC

KomaHda

3HaveHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show qos global info

OT106pa3unTb rnobanbHble HACTPONKK gOS.

show qos def-user-priority
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group]

Moka3aTb B KaKyto ouepeab onpeseneHbl uHTepdeiics!.

show queue-map

OT106pa3nTb mannuHr CoS n DSCP no ymonyaHuio.

show qos trust

MpocMOTpeTb TEKYLLME HAaCTPOMKK A0BEpPUA MeTKam cosu dscp.

show qos queue-stats
[interface gigabitethernet
gi_port | tengigabitethernet
te_port]

gi_port: (0/1..48);
te_port: (0/1..6)

OT06pa3mnTb CTaTUCTMKY QOS.
V Moppepkusaerca Tonbko Ha MES2424, MES2424B,
MES2448B, MES2448E.

Mprmep NPUMEHEHUS CEePBUCHOMN NONNTUKMK:

Ons Tpaduka, umetowtero DSCP 8, meHaeTtcsa VLAN Ha 100, p-bit meHseTcs Ha 7, dscp meHsieTcA Ha 63,
CKOPOCTb NOTOKa orpaHuMumnBaeTcs go 512 kbps.

console (config)# ip access-list extended 1008
console (config-ext-nacl)# permit ip any any traffic-class 8 sub-action mod-

ify-vlan 100

console (config-ext-nacl)# !
console (config) # interface gigabitethernet 0/6

console (config-if) # gos trust cos

console (config-if) # switchport mode trunk
console (config-if) # ip access-group 1008 in
console (config-if)# !

console

config-if) # switchport mode trunk

console (config-if) # gqos map regen-priority-type vlanPri enable
console (config-if)# !

console (config)# class-map 1008
console (config-cls-map)# match access-group ip-access-list 1008

console (config-cls-map)# set class 1008 regen-priority 7 group-name Q0S

(
(
(
(
(
console (config) # interface gigabitethernet 0/7
(
(
(
(
(
(
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console (config-cls-map) # !

console (config) # meter 10

console (config-meter)# meter-type avgRate cir 512 kbps

console (config-meter)# !

console (config) # policy-map 1008

console (config-ply-map)# set policy class 1008 default-priority-type ipDscp
63

KomaHObI pexcuma KoHguaypauyuu udmepgelica (OuanaszoHa uHmepgetlicos) Ethernet, uHmep-
¢elica 2pynnbl Nopmos

Bug, 3anpoca KOMaHAHOMW CTPOKM B pexume KoHourypauumn uHtepdeiica Ethernet, nHtepdelica
rpynnbl NOPTOB:

console (config-if)#

Tabnvua 182 — KomaHabl pexmuma KoHpurypaumm nHtepodeiica Ethernet, rpynnbl nHtepdeiicos

3HavyeHue/3HavyeHue .
KomaHoa / Aeiicmeue
1o yMOAYAHUIO
rate-limit input rate rate: (16..4194288) YCTaHOBUTb OrpaHMYeHUe CKOPOCTU A/1a BXxogAaLero Tpaduka.
no rate-limit input kbps YCTaHOBUTb 3HAYEeHME N0 YMOAYAHMUIO.
rate-limit output rate YCTaHOBUTb OrpaHUYEHUE CKOPOCTU A1A UCXOAALLEro TpaduKa.
rate: (16..4194288) V 3HaueHue rate 40/MKHO 6bITb KPaTHO 16.
kbps

no rate-limit output YCTaHOBWUTb 3HAaYEHWE MO YMOUAHUIO.

Mprmep HaCTPOMKM orpaHUYeHnn cKkopocTu nopTaGigabitEthernet 0/4:

console# configure terminal

console (config)# vlan 10

console (config-vlan)# wvlan active

console (config-vlan)# !

console (config) # interface gigabitethernet 0/4
console (config-if)# switchport mode access
console (config-if)# switchport access vlan 10
console (config-if) # rate-limit input 512
console (config-if) # rate-limit output 512

Mpumep HacTpoikmn QOS:

HacTpouTb NNaHMPOBLLMK MO aArOPUTMY WIT 41A ncxogauero nHtepdeiica fa0/1. Pacnpeaennts Tpa-
¢uK cornacHo nosnto CoS B ouepegyn 1-4. HasHaunTb BEC WIT ANsi ovepeselt COrlacHO HOMepPY oYepeau.
Ouepenpb 5 06bABUTL NPUOPUTETHOMN.

console (config) # scheduler 10 interface fastethernet 0/1 sched-algo wrr
console (config) # scheduler 20 interface fastethernet 0/1 sched-algo
strict-priority

console (config queue
console (config queue

( ) # interface fastethernet 0/1 scheduler 10 weight
( ) #
console (config)# queue
( ) #
( ) #

interface fastethernet 0/1 scheduler 10 weight
interface fastethernet 0/1 scheduler 10 weight
interface fastethernet 0/1 scheduler 10 weight
interface fastethernet 0/1 scheduler 10

N W =

console (config queue
console (config queue

G WN =

console (config) # queue-map regn-priority vlanPri 1 queue-id I
console (config) # queue-map regn-priority vlanPri 2 queue-id 2
console (config)# queue-map regn-priority vlanPri 3 queue-id 3
console (config) # queue-map regn-priority vlanPri 4 queue-id 4
console (config) # queue-map regn-priority vlanPri 5 queue-id 5
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4.27 O6HoBNEeHMe NnporpaMmMmHOro obecneveHus c cepsepa TFTP

Cepsep TFTP gonkeH 6biTb 3anyLieH M HACTPOEH Ha KOMNbIOTEPE, C KOToporo 6yaer 3arpy-
»KaTbCA NporpammHoe obecneueHune. CepBep [0MKEH UMETb paspelleHne Ha YteHue ¢ai-
0B HauyaNbHOro 3arpysumnka u/vmnm cuctemuoro MNMO. Komnbiotep ¢ 3anyweHHbim TFTP-cep-
BEPOM A0/KeH 6bITb A0CTyNeH AN KOMMYTaTopa (MOXKHO NPOKOHTPO/IMPOBATD, BbINONHUB
Ha KoMmmyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec kKomnbloTepa).

.‘

' ' O6HoBNEHME NPOrPaMMHOro obecnevyeHMA MOXKeT OCYLLEeCTBAATLCA TO/IbKO NPUBUAETUPO-
N BaHHbIM NOJ/Ib30BaTeNIEM.

4.27.1 Ob6HoBnEHUe cucmemMHOo20 NPo2PamMmmHo20 obecrneyeHus

3arpy3sKa ycTpoiicTBa ocylwiecTtsnsetca M3 ¢daina cuctemHoro nporpammHoro obecneyenus (M0),
KOTOPbIA XpaHUTcA Bo ¢nsw-namatu. MNpu obHOBAEHUM HOBbIM dann cuctemHoro MO coxpaHAeTcsa B
cneuyanbHO BblaefieHHOM obnact namaTu. [Npu 3arpyske yCTPOMCTBO 3anycKaeT aKTUBHbIM daiin
cuctemHoro MO.

Mpoueaypa obHoBneHuA MO:

CKonunpoBaTb HOBbIM ¢ain NporpammHoro obecneyeHns Ha YCTPOWCTBO B BblAeNI€HHYI0 061acTb Na-
MATK. PopmaT KoMaHAbI:

console# copy tftp://tftp ip address/[directory]/filename image

Nnn KomaHaom

console# firmware upgrade tftp://tftp_ip_address/[directory]l/filename
Mpumep KomaHabl ana 3arpyskm MO yepes sftp:

console# copy
sftp://username:passwordCTftp ip address//[directory]/filename image

HoBas Bepcua NnporpammHoro obecneyeHns CTaHeT akTUBHOM Noc/ie nepesarpyskn KOMMyTaTopa.

[na npocMoTpa AlaHHbIX 0 BEPCUAX NPOrpamMMHOro obecneyeHmsa U UX akTMBHOCTU BBeAMTE KOMaHay
show bootvar:

console# show bootvar

4.28 PexXum oTnagku

PeXMm OTNagKM NO3BOAAET CHUMATb AOMOJIHUTENbHYI AMArHOCTUYECKYID MWHPOpMauuio C
YCTPOICTBA.

KomaHObI pexcuma 2106ana6HolU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHom KOHGUrypaumm:

console (config) #
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Tabnunua 183 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

debug iss enable { init-shut |
management-trc | data-path-
trc | cntrl-plane-trc | dump-
trc | os-resource-trc | all-fail}

debug iss disable { init-shut |
management-trc | data-path-
trc| cntrl-plane-trc | dump-

trc | os-resource-trc | all-fail}

-/disable

BKIOUUTL reHepaLLmio OT1a04HbIX COOBLLEHMUI ANA KOHKPETHOro
6710Ka CUCTEMHOrO MOAYAA iss.

BbIKNOYMTL FreHepaumio OTAaL0UYHbIX COODBLWEHMI ANsA KOHKpeT-
HOro 6/10Ka CUCTEMHOTO MOAYNA isS.

KomaHOowbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 184 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

no debug all

OTKAOUYUTL BbIBOZ, BCEX OTNAL0UHbIX COOBLLEHMA.

dump sockets

[MpocmoTp BCex COKETOB B cUCTEME.

dump mem Jocation [len byte]

location: (1..0xffffffff);
byte: (1..256)

OT06pasnTb COAEPHMMOro NamaTM M3 3afZaHHoOW obnactv na-
MATH.

dump {task | sem | que} name
[name]

MoKasaTb feTanu 3a4aum, odepean uam cemadopa npu npuceoe-
HUWM UMEHM TacKa.
- hame — Ha3BaHMe TacKa.

debug test mem alloc bytes

bytes: (1..4294967295)

BblaennTb 610Ka NaMATH C 3a4aHHbIM B 6aiiTax pasmepom.

debug test mem free

OcBob60AUTL BblAENEHHbIA 610K NnamAaATn.

debug show sensor
temprerature index

index: (0..1)

OTO6pa3MTb 3Ha4YeHnA OaTYNKa TemnepaTypbl.

KomaHOowb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 185 — Komanapl pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
0 yMon4YaHuro

Aelicmeue

debug np module { all | cfa |
eth | igs | ip | iss | isspi |
12app | la | mau | mlds | mstp
| pnac | qosx | rstp | tcam |
vct | vlan } [level {all | errors |
general | polling}]

no debug np module { all | cfa
| eth | igs | ip | iss | isspi |
12app | la | mau | mids | mstp
| pnac | qosx | rstp | tcam |
vct | vlan }

BKNHOUMTL reHepaumio OT/1af0uHbIX coobuennit gna NPAPI ans
YKa3aHHOro moayns.

BbIKNOUYNTL reHepaLmio OTNaA0uHbIX coobueHunii ana NPAPI ann
YKa3aHHoOro moayns.

debug show vlan np port

0OT06pa3nTb KoHPUrypaumio nopta NPAPI.

debug show ip arp np
interfaces

OTobpasuTb aepeso nHtepdeiicos ARP 8 NPAPI.
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4.28.1 KomaHObl omaadku 0na uHmepdgelicos

[aHHbIN pexXnm OTNagKM YCTaHaB/MBAET TPACCUPOBKMU O1A MHTEPPENCoB ANA YKAa3aHHOTO YPOBHS

severity.

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunua 186 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4YeHue
110 yMOAYAHUIO

Aelicmeue

debug interface all severity

no debug interface all

severity: (0..7)/-

BK/IIOUMTL reHepaLmio OTNaL04HbIX COOBLLEHNIA Ana BCeX BULOB
TPaCcCUPOBOK.

BbIKNOUNTb reHepaL Mo OTAa[04HbIX COOBLWEHNI ana nHTepden-
COB.

debug interface arppktdump
severity

no debug interface
arppktdump

severity: (0..7)/-

BkntounTb Tpaccuposku gamna naketos ARP.

BbIKNHOUYMTL TPACCUPOBKM gamna naketos ARP.

debug interface buffer severity

no debug interface buffer

severity: (0..7)/-

BK/IIOUMTL reHepaLmio OTAag0uHbIX COOBLLEHMI 419 NaKeTHOro
bydepa.

BbIK/IOUMTb reHepaLmio OTNaL04HbIX COOBLLEHMUI AA NaKeTHOro
bydepa.

debug interface enetpktdump
severity

no debug interface
enetpktdump

severity: (0..7)/-

Bkatountb TPACCUPOBKKU Aamna NaKeTos Ethernet.

BbIKNtOUMTL TpaccMpoBKM Aamna nakeTos Ethernet.

debug interface failall severity

no debug interface failall

severity: (0..7)/-

BKNOUUTL reHepaLmio 0T/1afg04uHbIX COOBLLEHUI NPU BO3HUKHO-
BEHWM BCEX BUAOB COHOEB, BK/IHOYAA BaIMAALMIO MAKETOB.

BbIKNtOUNTb reHepaL Mo OTAaL0YHbIX COOOLLEHNI MPU BO3HUKHO-
BeHUK cboes.

debug interface ippktdump
severity

no debug interface ippktdump

severity: (0..7)/-

BKAOUMTbL TpaccMpoBKM Aamna nakeTtos IP.

BbIKNOUMTL TPACCUMPOBKKM famna nakeTos IP.

debug interface os severity

no debug interface os

severity: (0..7)/-

leHepupoBaTh OTNaA0UHble coobleHns ans pecypcos OC.

BbIKNOUMTb reHepaumio OTAaL04HbIX C006Ll.l,eHl/Il7'I ANA pecypcos
OcC.

debug interface track severity

no debug interface track
severity

severity: (0..7)/-

BK/IIOUMTbL reHepaLmio OTNaZl0YHbIX COOBLLEHUI CNeKeHUs WH-
Tepdelica.

BbIK/HOYMTbL reHepaLmio OTAaA04UHbIX COOBLLEHUI CAEKEHUA UH-
Tepdelica.

debug interface trcerror
severity

no debug interface trcerror
severity

severity: (0..7)/-

BKAIOUUTL reHepaLuio 0TAaA0uHbIX CO0BLLIEHNI OWNBOK UHTep-
devicos.

BbIKNIOYUTL FreHepaLMio OTNaA0YHbIX COOBLEHNI OWNBOK WH-
Tepdeicos.

4.28.2 Omnadka VLAN

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM pexknuma EXEC:

console#
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Tabnunua 187 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HavyeHue
o ymon4YaHuro

Aelicmeue

debug vlan all-debug

no debug vlan all-debug

BKAOYNTbL reHepaumio BCeX OTNaf04YHbIX COOBLEeHUI moapyns
VLAN.

BbIKNOYNTL reHepaumio BCeX OTNaZ04HbIX COObLEeHNA moayna
VLAN.

debug vlan all-module

no debug vlan all-module

BK/OYUTL reHepauuio OTNaf0uHbIX COOBLLEHMI, KacatoLmxcs
npuopuTeTa, M36bLITOYHOCTH, Nepesayn TpaduKa.

BbIK/IOUNTL TeHepaLmio OTAaA04YHbIX COOBLLEHMUI, Kacatowmxca
npuopmTeTa, 36bITOYHOCTH, Nepeaaqn TpadpuKa.

debug vlan buffer

no debug vlan buffer

BKAHOUMTB reHepauuio oTAaLouHbIX coobueHuii bydepos vian.

BbIKNOUYNTbL reHepaLmio OT1aA04HbIX coobleHuii bydepos vian.

debug vlan ctpl

no debug vilan ctpl

BK/OYNUTL reHepauuio OTNaf404YHbIX COOBLLIEHNI ynpasaeHus
vlan.

BbIKNOYNTL FreHepaumio OTNaZ04HbIX COOBLLEHWIA ynpaBieHus
vlan.

debug vlan data

no debug vlan data

BKNOUMTDL reHepauuto OTAafouHbIX COObLeHM obmeHa AaH-
HbiMM vlan.

BbIKNOUNTL FreHepaLmio 0TNaA0uHbIX coobLLeHNt obmeHa aaH-
HbimM vian.

debug vlan dump

no debug vlan dump

BKAHOUMTB reHepaumio 0T1aL04HbIX COODOLLEHWNI 3axXBaTa NAaKeToB
vlan.

BbIKNOYNTL reHepaLmio OTAa40uHbIX COODLLEHNI 3axBaTa Nake-
ToB vlan.

debug vlan failall

no debug vlan failall

BKNOUMTbL reHepaumio OT/NagouYHbIX coobueHnint 06 owmnbkax
vlan.

BbIK/MOUNTb reHepaumio oTAaZouHbIX coobueHnin 06 owmnbkax
vlan.

debug vlan fwd

no debug vlan fwd

BK/IOUMTbL FreHepaLmio 0TAaf0uHbIX COOBLLIEHNI Nnepefaymn Tpa-
duKa vlan.

BbIKNOYNTL reHepaLmio 0T/Ia404YHbIX COODOLLEHUI Nepeaaym Tpa-
duKa vlan.

debug vlan global

no debug vlan global

BKNIOUMTDL reHepaLmio OT/Iaf04HbIX COODOLWEeHU rnobanbHO Mo
mozynto vlian

BbIK/MOUNTL reHepaLmio OTAa40UYHbIX COOBLEeHNI rnobanbHO No
moaynto vlian

debug vlan initshut

no debug vlan initshut

BKAOUMTb reHepaLmio OTAaL04UHbIX C006|J.I|EHMVI U3MEHEHUA Co-
CTOAHMNA moAayna vlan.

BbIKNOUNTb reHepaLmio OTAAA04HbIX COO6LIJ,eHVIl7I NU3MEHEHUA COo-
CTOAHMA moAaynAa vlan.

debug vlan mgmt

no debug vlan mgmt

BKAOYNTL reHepauuio OTNaAO04YHbIX COOBLLIEHU ynpaBaeHusA
vlan.

BbIKNOUYNTL FeHepaumio OTAaf04HbIX COOBLLEeHWA ynpaBieHus
vlan.

debug vlan os

no debug vlan os

BKAOUMTL FreHepauumio OTAad0uHbIX COOBLEHMIM ana pecypcos
moayns vlan, Kpome 6ydepos.

BbIKNOUMTL reHepaLuio OTNaf0uHbIX COOBLLEHMI 4Na pecypcoB
mogayns vlan, kpome bydepos.

debug vlan priority

no debug vlan priority

BKAOUMTL reHepaLuio OTAad0uHbIX COOBLEHMIM NpUopUTeTOB
vlan.

BbIKNHOUYNTL reHepaLmio 0TNa404HbIX COOBLEHNIT NPUOPUTETOB
vlan.

debug vlan redundancy

no debug vlan redundancy

BK/OYNTbL FreHepaumio OTNaA04HbIX COOBLEHNI M3BLITOYHOCTU
vlan.

BbIKNHOUYNTL reHepaLmio 0T1aA04HbIX COOBLLEHNI N3BbITOYHOCTU
vlan.

debug garp

-/BbIK/IIOYEHO

BkatounTb oTnagKy npotokona GARP.
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no debug garp

BbIKntounTb OTNagKy NpoToKosia GARP.

4.28.3 Omnadka Ethernet-oam

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxkunma EXEC:

console#

Tabnnua 188 — KomaHapl pexkmma EXEC

KomaHda

3HayeHue/3Ha4YeHue
110 yMOAYAHUIO

Aelicmeue

debug ethernet-oam all

no debug ethernet-oam all

BK/IIOUMTL reHepaLmio BCEX OT/IaL04YHbIX COOBLLEeHMI eoam.

BbIKNOUMTb reHepaLLMio BCEX OTNAL04HbIX COOOLLEHUI eoam.

debug ethernet-oam buffer

no debug ethernet-oam buffer

BKAtounTb reHepaymio coobuieHnin bydepos eoam.

BbIKNOUUTb reHepaumio cooblueHunii bypepos eoam.

debug ethernet-oam config

no debug ethernet-oam config

BKAtOUNTL reHepaumio coobLeHnn KoHourypaumm eoam.

BbIKNOUNTb reHepaLmio CoobLLEHNI KOHOUTYpaLmMm eoam.

debug ethernet-oam ctrl

no debug ethernet-oam ctrl

BK/IIOUMTL reHepaLmio coobLLeHNI ynpaBaeHmsa eoam.

BbIKNOUNTb reHepaLmio COObLLLEHNI yNpaBAeHNs eoam.

debug ethernet-oam discovery

no debug ethernet-oam
discovery

BKAtounTb reHepaumio cooblueHui npouecca 06Hapy»KeHUs co-
ceaeni eoam.

BbIKNtOUNTL reHepaLmio coobuieHnin npouecca obHapyKeHus co-
ceneli eoam.

debug ethernet-oam failure

no debug ethernet-oam failure

BKAtounTb reHepaymio coobuieHnin owmnbok eoam.

BbIKNtOUMTb reHepaunio coobLLeHuni ownbok eoam.

debug ethernet-oam func-
entry

no debug ethernet-oam func-
entry

BKNtounTb reHepaumio coobueHnin Bxoaa B pyHKLMM eoam.

BbIK/HOYMTb reHepaLmnio coobLleHnit BXo4a B GyHKLMKM eoam.

debug ethernet-oam func-exit

no debug ethernet-oam func-
exit

BKAtOUNTL reHepaumnio coobueHmnit Bbixoaa u3 GyHKLMI eoam.

BbIKNHOUNTL reHepaLmio coobLeHunit Bbixoaa U3 GyHKLMI eoam.

debug ethernet-oam init

no debug ethernet-oam init

Bkatountb reHepauyuto COO6LIJ,€HI417I M3MEHEHNA COCTOAHMA MO-
Ayna eoam.

BbikntounTb reHepauyuto COO6LIJ,EHVII71 U3MEHEHNA COCTOAHUA MO-
Ayna eoam.

debug ethernet-oam Im

no debug ethernet-oam Im

BKAtounTb reHepaymio coobueHnin link-monitor eoam.

BbIKNHOUNTb reHepaumto coobueHuii link-monitor eoam.

debug ethernet-oam loopback

no debug ethernet-oam
loopback

BKntounTb reHepaymto coobuieHnin remote-loopback eoam.

BbIKNHOUMTbL reHepaumto coobuieHmnii remote-loopback eoam.

debug ethernet-oam mux-
parser

no debug ethernet-oam mux-
parser

Bkatountb reHepauyuto COO6LIJ,EHM171 COCTOAHUM mux-parser ecam.

BbIKntounTb reHepaumio COOﬁLIJ,eHVIl)’I COCTOAHUM mux-parser
eoam.

debug ethernet-oam pkt

no debug ethernet-oam pkt

BKOUNTL reHepaumio coobuieHunin Ans naketa eoam.

BbIK/NOUUTb reHepaLuio CoobLLeHNii 419 NakeTa eoam.

debug ethernet-oam
redundancy

no debug ethernet-oam
redundancy

BK/I104MTb reHepaLmio coobLLeHnit n3bbITOUHOCTM eoam.

BbIK/OUNTb reHepaLuio coobLLeHNI N3bbITOYHOCTH eoam.
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debug ethernet-oam resource

no debug ethernet-oam
resource

BKAOUNTD reHepaLmio CoobLEHNA AA PecypcoB eoam, Kpome
bydepos.

BbIKOUMTL reHepaLuio coobLLeHUI AnA pecypcos eoam, Kpome
6ydepos.

debug ethernet-oam rfi

no debug ethernet-oam rfi

BKAOYNUTbL reHepaumio cooblieHuid yaaneHHoro obHapy»KeHus
aBapwuit eoam.

BbIK/NIOUNTL reHepaLmio coobuieHuli yaaneHHoro obHapyKeHua
aBapwuin eoam.

debug ethernet-oam var-
regresp

no debug ethernet-oam var-
regresp

BKNOUNTb reHepaumio COObLLEeHNI A1A 3HaYeHUI 3aNpPOoCoB-OT-
BETOB eoam.

BbIKNOUYNTbL reHepauuio CoobLLEeHN 41A 3HAaYEHMI 3aNPOCOB-0T-

BETOB eoam.

4.28.4 MypHanuposaHue omsaado4Hbix coobujeHuli

C nomouwibo gaHHOro 610Ka KOMaHA, HACTpPamBakOTCA NapaMETpPbl BeAeHUA KypPHana OT/N1adKuU B

cncreme.

HasBaHue XypHa/sia coaepxuT B cebe aaTty ero cosgaHusa Ha flash.

KomaHObI pexcuma 2a06aabHoU KOHpu2ypauuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoM KOHOUrypaumm:

console (config) #

Tabnuua 189 — KomaHapl pexknuma rnobanbHom KoHbUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug-logging { console | file
| buffered-file}

no debug-logging

MepeHanpaBuTb BbIBOA, OTNALO0YHbIX COOBLUEHUI B KOHKpeTHoe
pacnonoxeHue.

console — B TepMMHan KoHcoU;

file — B oTaenbHbIN dalin Ha flash;

buffered-file — B oTaenbHbIN Bydep, Npu ncuepnaHmm pecypca by-
depa — B paiin Ha flash.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

debug-logging log-path
{flash_url}

no debug-logging log-path

flash:/LogDir/Debug/

YcTaHOBUTL pacnosioxeHue daiina, B KOTOPbIM 3anucbiBatoTca de-
bug-coobueHus.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

clear logs debug file

OumncTuTb comepknumoe ampektopum ¢ debug-dalinamu.

’ ‘ UHPopmaumna o debug-logging log-path xpaHutca B ¢paitne nvram. [ina Bo3BpaTta AUPEKTO-
e puuM no ymonuyaHuio Tpebyerca ucnonb3oBatb KomaHAay no debug-logging log-path nau

delete startup.

’ ‘ Mpu ucnonb3oBaHnMm KomaHgbl clear logs debug file ctupaetca Bce coaepkumoe anpeKTo-
. puun, B KOTOpOI HaxoaAaTca ¢aitbl }KypHanoB. PeKomeHAyeTca MCNONb30BaTb OTAE/NbHYIO
AVUPEKTOPUIO U AUPEKTOPUIO NO YMOSUYAHUIO AN1S XPaHEHUA }KYyPHANoB BO usbexkaHue no-
Tepu KOHPUrypauoHHbIX ¢aiinos.

’ ‘ Bo3moykHa coBmecTHaa paborta KomaHpg, debug-logging console u debug-logging { file |
-

buffered-file}

KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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4.28.5 KomaHObl 015 omaadku ¢hyHKYuli ynpasneHus

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunua 190 — KomaHabl pexxkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMon4aHuio

Aelicmeue

debug radius {all | errors |
events | packets | responses |
timers}

no debug radius

-/BbIKNOYEHO

BK/IIOUMTb reHepaLmio OTIaZl04YHbIX COOBLLEeHMI ANA NPOTOKoAa
RADIUS.

BbIKNtOUNTb reHepaL Mo OTAa[04HbIX COOBLWEHMI 418 NPOTOKONA
RADIUS.

debug tacacs {all | dumprx |
dumptx | errors | info}

no debug tacacs

-/BbIKNOYEHO

BK/IIOUMTb reHepaLmio OTaf04YHbIX COOBLLEeHMI ANA NPOTOKoAa
TACACS.

BbIK/OYUTb FeHepaumio OT1aA04HbIX COOBLLEHMI 414 MPOTOKO1A
TACACS.

debug ssh {all | duffer | ctrl |
data | dump | mgmt| resource
| server | shut}

no debug ssh {all | duffer | ctrl
| data | dump | mgmt |
resource | server | shut}

-/BbIKNOYEHO

BKAtOUMTL reHepaL Mo 0TN1aA04HbIX coobuweHnin ana SSH.

BbIKNOUNTb reHepaLMio OT1aL04YHbIX CO0bLWeHnI aas SSH.

debug terminal take

no debug terminal take

-/BbIK/IIOYEHO

BKntounTb  BbIBOA, OT/NIQf04YHbIX  COOOWEHWA B TeKyLuen
SSH-/Telnet-ceccuu.
BbIKNtOUMTb  BbIBOA, OTNAAOYHbIX COOOWEHUA B  TeKyLuen

SSH-/Telnet-ceccuu.

4.28.6 KomaHObI 0n5 omnadku npomokona DHCP

KomaHgapl faHHOro 6710Ka BKAOYAKOT oTc/exneaHme moayns DHCP.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console#

Tabnunua 191 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug ip dhcp snooping {all |
entry | exit | debug | fail}

no debug ip dhcp snooping {all
| entry | exit | debug | fail}

-/BbIKNIOYEHO

BKkNtounTb reHepaumto coobuwieHunit otnagku ¢yHKuumn DHCP
Snooping.

BbIKNtOUMTb reHepauunto coobuweHnn otnagkm ¢yHKkumm DHCP
Snooping.

debug ip dhcp client all

no debug ip dhcp client all

-/BbIK/IOYEHO

BKNIOUMTL reHepaumio Bcex coobuieHnit otnagkm ¢yHkumm DHCP
client.

BbIK/MOYMTL reHepauuio BCeX COOBLWEHUI OTAadKM YHKUUM
DHCP client.

debug ip dhcp client {bind |
errors | event | packets}

no debug ip dhcp client {bind |
errors | event | packets}

-/BbIK/IOYEHO

BK/IIOUNTb reHepaumio BbI6GOPOUHbIX COOBLLEHNI OTAaAKN QYHK-
umm DHCP client.

BbIKNIOUUTL reHepaumio BbIGOPOUHbIX COOBLLEHWUI OTNafKU
¢dyHKLMKM DHCP client.
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debug ip dhcp relay {all |
errors}

no debug ip dhcp relay {all |
errors}

-/BbIK/IIOYEHO

BKNOUYNTL reHepauuio cooblueHuii othagkm ¢yHkumm DHCP re-
lay:

- all — Bce oTn1agoyHble coobuieHuns;

- errors — oT1af04Hble COObLWEeHNA NPy oLMbKax.

BbIK/IOUNTL reHepaumio coobuieHmnii otnaaku eyHkumm DHCP re-
lay.

debug show ip dhcp np
interfaces

MokaszaTtb KoHOUrypaLmio GYHKUUN KOHTPOAA NpoToKona DHCP.

4.28.7 Omnadka ¢pyHKyuu PPPoE-IA

KomaHOb1 pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 192 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug pppoe intermediate-
agent all

no debug pppoe intermediate-
agent

BKNHOUMTb reHepaumio BCeX OTNaA04HbIX coobuweHnin PPPOE-IA.

BbIK/NOUNTL reHepaLmio BCeX OTIaf04HbIX co00bLeHnin PPPOE-IA.

debug pppoe intermediate-
agent entry

no debug pppoe intermediate-
agent

BKOUUTB reHepaumio 0TNaA04HbIX CO0bLWeHN 0 BXxoae B GyHK-
umn PPPOE-IA.

BbIKNOUNTL reHepaL Mo BCex 0T1ag04HbIX coobuweHnin PPPOE-IA.

debug pppoe intermediate-
agent exit

no debug pppoe intermediate-
agent

BKIOUMTbL reHepauuio OTNaJ0uHbIX COODLLIEHMI O Bbixoge U3
dyHKUMI1 PPPOE-IA.

BbIKNOUNTL reHepaLmio BCex 0TAag04HbIX coobuweHnin PPPOE-IA.

debug pppoe intermediate-
agent fail

no debug pppoe intermediate-
agent

BKNOUMTbL reHepaumio OTNagouYHbIX coobueHnin 06 owmnbkax
PPPOE-IA.

BbIK/MOYNTb reHepaLmio BCeX OTaf04HbIX coO0bLeHnin PPPOE-IA.

debug pppoe intermediate-
agent pkt

no debug pppoe intermediate-
agent

BKAlOUMTb reHepauMio OTNafAO04HbIX CcOObBLWEeHWt O nakeTtax
PPPoE-IA.

BbIK/MIOYNTL reHepaLmio BCeX OTIaf04uHbIX co0bLeHnin PPPOE-IA.

4.28.8 Omnadka ¢pyHkyuu DCS

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 193 — KomaHabl pexkuma EXEC

Komanoa 3HayeHue/3HavyeHue Lleiicmeue
no yMmoa4YaHuro
debug dcs all BK/OYUTL reHepaumio Bcex OT1a404HbIX coobLieHnit dcs.
no debug dcs i BbIK/MIIOUNTb reHepaLLmMio BCeX OTNIaf04HbIX COObLLEeHNI dcs.
debug dcs entry BK/OYUTL reHepaumio OTN1a04HbIX CO0bLWeHMI 0 BXxoae B GyHK-
- umm dcs.
no debug dcs BbIKNHOUNTL reHepaLmio BCex 0TNaf04HbIX CO0bLweHmM dcs.
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debug dcs exit BKNOUMTL reHepauuio OTNafoYHbIX COObLLEHMI O Bbixoge W3
R byHKUuMM dcs.

no debug dcs BbIKNHOUYMTL reHepaLmio BCex 0TNaA04HbIX CO0bLeHmit dcs.

debug dcs fail BKNIOUMTL reHepaLuuio 0T1ag04uHbIX coobeHnin 06 owmnbkax dcs.

no debug dcs i BbIKNHOUYMTL reHepaLmio BCex 0TNaL04HbIX CO0bLeHmMi dcs.

4.28.9 Omnadka pyHkyuli QoS

KomaHOwb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console#

Tabnunuya 194 — KomaHabl pexkmma EXEC

3HavyeHue/3HayeHue

no debug gos ctrl

KomaHoa Aelicmeue
no ymon4aHuro
debug qos buffer BKNOUMTL reHepauuio OT1afouHbIX coobLlieHuit ana bydepos
QosS.
no debug qos buffer i BbIKNOUMTb reHepauuio OTNIaA04HbIX cooblieHunit ana bydepos
QosS.
debug qos ctrl BKNOUUTL reHepauuio 0T1a404HbIX COOBLLEHNI ANA ynpaBieHus

QosS.

BbIKNOUYUTb reHepaunio 0TAaf04uHbIX COObLEHUI Ans ynpase-
Hna QoS.

debug qos dump

no debug qos dump

BK/IIOUMTL reHepaLLmio 0T1aL04HbIX CO0bLLEeHMI No nakeTam QoS.

BbIKNOUMTL reHepauuio OTNaf04HbIX COOBLEeHU Mo nakeTam
QosS.

debug qos failall

no debug qos failall

BKNOUMTL reHepaLmio OTNaf04uHbIX COOBOLLEHMI MO owunbKam
QosS.

BbIKNtOUMTb reHepaL Mo OTNAaA04HbIX COOOLLEHMI NO OWKNbKam
Qos.

debug qos init-shut

no debug qos init-shut

BKNOUMTL reHepaumio OTNaA04HbIX COOBLWEHUI NO U3MEHEHUIO
cocroaHma moayna QoS.

BbIKNOYUNTL reHepaLLMio OTN3A04HbIX COOBLLEHNI MO USMEHEHUIO
cocrosaHma moayna QoS.

debug gos mgmt

no debug qos mgmt

BKNtOUNTL reHepaLLmio OTAaA04HbIX COOBLLEHWIA ANA yNpaBieHnn
QosS.

BbIKNOUMTb reHepaLnio OTAaL04HbIX COObLEeHUI ans ynpasne-
Hna QoS.

debug gos os

no debug qos os

BKAIOUUTL reHepaumio OTNaf0uHbIX COObLEeHUI ana pecypcos
QoS, kpome bydepos.

BbIKNIOUUTL TeHepaLuio OTNaf0uHbIX COOBLLEHMIT AR pecypcos
QoS, kpome bydepos.

4.28.10 KomaHOblI 013 omaadku npomokoaa SNTP

KomaHgbl gaHHOro 6/10Ka N03BOIAKOT CHUMATb AOMNONTHUTENbHYIO ANArHOCTUYECKYHO MHd)OpMaLI,M roana npo-

ToKkona SNTP.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM pexknuma EXEC:

console#
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Tabnuua 195 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HavyeHue
o ymon4YaHuro

Aelicmeue

debugsntp {all | all-fail | buff |
control | data-path | init-shut
| mgmt| resource}

no debugsntp {all | all-fail |
buff | control | data-path |
init-shut | mgmt| resource}

-/BbIK/IIOYEHO

BK/OYUTL reHepaumio oTNagouHbIX coobuieHmsa 610ka SNTP.

BbIKNHOUYNTL reHepaLmio OT1a404HbIX coobLleHna 6aoka SNTP.

4.28.11 KomaHObI 0519 omaadku npomokona STP

KomaHabl gaHHoro 6/10Ka NO3BONSAOT CHUMaATb AONO/THUTENIbHYIO ANArHOCTUYECKYHO VIHd)OpMaLI,VII-O Aana

npotokona STP.

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 196 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug spanning-tree global

no debug spanning-tree global

-/BbIK/IIOYEHO

BK/IOYUTB reHepaumio 0TAaAa0uHbIX COOBLEHNI ANA NPOTOKOAa
STP rnobasnbHo.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

debug spanning-tree all

no debug spanning-tree all

-/BbIK/IIOYEHO

BKNOUMTL reHepaL Mo BCex OT1af04uHbIX COODbLLEeHMI a5 NpoTo-
Kona STP.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

debug spanning-tree errors

no debug spanning-tree errors

-/BbIK/OYEHO

BKNOUMTD reHepauuio coobLLeHnit oT1agKM ana npotokona STP
O1A ANarHOCTUKM OLLIMBOK.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

debug spanning-tree init-shut

no debug spanning-tree init-
shut

-/BbIK/IIOYEHO

BK/IIOUNTD reHepaLmMio CooBbLLEHNIA OTNaAKN A1 NpoToKona STP
Ans init u shutdown. 3ta TpaccupoBKa reHepupyeTca Npu Heyaau-
HOW MM yCMELWHOW UHMLMANM3ALUM AN 3aKPbITUM moayna STP.

YCTaHOBUTb 3HaYeHue no YMOYaHULO.

debug spanning-tree
management

no debug spanning-tree
management

-/BbIK/OYEHO

BKNOUNTL reHepaumio COObLLeHWUI OTNafKu Npu ynpasieHuu
npoTokonom STP. OTNaZlouHble COOBLLEHUA TeHePUPYIOTCA KarK-
[bli pas, Koraa Bbl HacTpamBaeTe Kakue-an6o ¢yHKummn STP.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

debug spanning-tree memory

no debug spanning-tree
memory

-/BbIK/IIOYEHO

Bkatountb reHepauunto OoTnpaBkM OTNAL0YHbIX COO6LLI,eHl/Il;'1 npu
HEeyAa4YHOM M yCcnewHOM BblAENEHUN NAaMATU ANA STP—npou,ecca.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

debug spanning-tree bpdu

no debug spanning-tree bpdu

-/BbIK/IIOYEHO

BKAOYUTL reHepaumto coobLeHnit oTnagKkm aAna npotokona STP
npv Heyaa4YHoOM M yCrnewHom npuveme, nepegave n obpabotke
naketos BPDU.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

debug spanning-tree events

no debug spanning-tree events

-/BbIK/IIOYEHO

BKOUMTL reHepaLmio coobLweHuin oTaagKm ans cobbITUiA KOHPU-
rypaumm npotokona STP. CoobuieHuAa reHepupyloTca npu
HacTpoWike ¢yHKumiA STP.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

debug spanning-tree timers

no debug spanning-tree timers

-/BbIK/IIOYEHO

BKNOUYNUTL reHepauumio coobLleHWiA OTAagKM MPU HeyaauHOM,
ycnewHoM 3anycKe, Npy OCTaHOBKE MW Nepesanycke TaliMepos
npoTtokona STP.

YCTaHOBUTb 3HaYeHMe nNo YMONYaHUIO.
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debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine }

no debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine |
pseudolnfo-state-machine}

-/BbIKNOYEHO

BK/tOUNTL reHepaumio coobLieHnii 0TAaaKM Ana NopToB, 3agel-
CTBOBaHHbIX B NOCTpoeHun aepesa STP.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

debug spanning-tree
redundancy

no debug spanning-tree
redundancy

-/BbIKIOYEHO

BK/IIOUMTb reHepaumio coobLieHnl OTNaKU B Pe3epBHOM y3ne
STP npu BbINONHEHUM pPe3epPBHOIO0 KONMPOBaHUA MHPOPMALMK O
KOHbUIypaLuum oT akTUBHOTO y3/a.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

debug spanning-tree sem-
variables

no debug spanning-tree

-/BbIKNOYEHO

BKNOUUTL reHepauuio cooblueHuii oTaagku gas npoTtokona STP
npyv HeyAa4yHOM M YCMELHOM CO34aHUN U yaaneHue cemadopa.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHMIO.

debug show spanning-tree
port-state { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port}

OTo6pasnTb STP-cOCTOSIHMA NOPTA BO BCEX CYLLECTBYHOLIMX UH-
CTaHCcax.

debug show spanning-tree
vlan-mapping [instance]

instance: (0..63)

OT1o6pasnTtb mannuHr VLAN no nHcTaHcam. Ecam ykasaH onumo-
Ha/NbHbIM NapameTp instance, To BbIBOAUTCA ManNMnWHF TONbKO ANA
3TOro MHCTaHca.

debug spanning-tree bridge-
detection-state-machine

-/BbIK/IIOYEHO

BK/IIOUMTL OT/Iafl04YHbIE COOBLEHNA 419 MeXaHM3Ma ObHapyKe-
HUA coceaen.

debug spanning-tree topology-
change-state-machine

-/BbIKNIOYEHO

BKAoUMTb OTNaf0uHbIe COO6LLI,eHMﬂ ANA MmexaHusma 06Hapy>Ke-
HWA U3MEHEHWUI1 TOMONOTUMN.

4.28.12 KomaHObl 015 omaadku npomokona LLDP

KomaHgbl gaHHOro 610Ka NO3BONAOT CHMUMATb AONONHUTENIbHYKO ONArHOCTUYECKYHO VIHd)OpMaLl,VIlO

4nA npoTtokona LLDP.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console#

Tabnunuya 197 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

debug lidp all

no debug lidp all

-/BbIK/IOYEHO

BKNIOUMTL reHepaL Mo BCex OT1ag04uHbIX COObLLEHMI Ans NPOTO-
Kona LLDP.

YCTaHOBUTb 3HaYeHue no YMOI4HaHUIO.

debug lidp all-fail

no debug lidp all-fail

-/BbIK/IOYEHO

BK/IOUMTL reHepauuio coobLeHni oTAaaKkm ans npotokona LLDP
ONA ONArHOCTUKM OLWKBOK.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.
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debug lldp {buf | critical | ctrl
| data-path | init-shut | mgmt
| pkt-dump | redundancy |
resourve}

no debug lidp {buf | critical |
ctrl | data-path | init-shut |
mgmt. | pkt-dump |
redundancy | resourve}

-/BbIK/IIOYEHO

BK/NOYNUTbL TeHepaumio BbIGOPOUYHbIX OTNALOYHbIX COOBLLEHWUIA
npotokona LLDP.

- buf — oThagouHble coobleHUs, cBsA3aHHble ¢ bydepom LLDP;

- critical — oTnago4Hble COOBLLEHNA KPUTUUECKOTO YPOBHS;

- ctrl — oTnapouHble coobleHnn npu cboe Npu U3MEHEHUU UK
nony4yeHunn 3anucei LLDP;

- data-path — oTnagouHble coobuieHuns, Kacatolwmecs nyT1 nepe-
[3a4n Uav nosyyeHus 3anucen LLDP;

- init-shut — oThago4Hble coobLeHMA NpY HeyAa4YHOW HULMANK-
3auuMmn 1 BblKIOYeHUM moayna LLDP;

- mgmt — oTnafouHble cooblieHna npu cboe B KoHOUTypauum
nobow u3 dyHkumit LLDP;

- pkt-dump — oTraf0uHbIE COOBLLEHNA AA TPACCUPOBKM AAaMMOB
NaKeTos.;

- resource — OT/1aZl04Hble cO0bLWEeHNs, CBA3AHHbIE C pecypcamm
OC. 3Ta TpaccMpoBKa reHepupyeTca npu cboe B ouepeanax coob-
LWEHN.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

debug lidp tlvall

no debug lidp tlv all

-/BbIK/IIOYEHO

leHepunpoBaTb OTNaA04YHbIE COObLEHNs gna Bcex TLV-onuuii.

YCTaHOBUTb 3HaAYeHMe no YMO4YaHUIO.

debug lidp tlv {chassis-id |
inventory-management | lag |
mac-phy | max-frame | med-
capability | mgmt-addr |
mgmt-vid | network-policy |
port-vlan | ppvlan | proto-id |
pwr-mdi | sys-capab | sys-
descr | sys-name | ttl | vid-
digest | vlan-name}

no debug lidp tlv

-/BbIK/IIOYEHO

leHepupoBaTb OTNAL04HbIE COODLLEHUA ANA BbIBOPOYHBIX PYHK-
umi TLV-onuui.

YCTaHOBWUTb 3HAYeHMe No YMONYaHUIO.

4.28.13 KomaHObI 018 omaadku ¢pyHkyuu IGMP Snooping

KomaHabl faHHoro 6/10Ka No3BOIAKT CHUMATb AOMOAHUTENbHYIO AMArHOCTUYECKYH0 MHPOPMALMIO

Ana npotokona IGMP.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnua 198 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
o ymon4arHuro

Aelicmeue

debug ip igmp snooping all

no debug ip igmp snooping all

-/BbIKOYEHO

BKIOUNTB reHepaLmio Bcex OTNaA0UHbIX COOBLWeHNI Ana GyHK-
umn IGMP Snooping.

YCTaHOBUTb 3HaYeHMEe N0 YMONHYAHWUIO.

debug ip igmp snooping {entry
| exit}

no debug ip igmp snooping
{entry | exit}

-/BbIK/IIOYEHO

BKAOYUTL reHepauumio OTNafo4YHbIX COOBLLEHU AnAa AmarHo-
CTUKM BX0Aa-Bbixoaa B pyHKumMto IGMP Snooping.

YCTaHOBUTbL 3HaYeHue no YMON4YaHUIO.

debug ip igmp snooping fwd

no debug ip igmp snooping
fwd

-/BbIK/IIOYEHO

BKOUUTL reHepaLmio 0T1a404HbIX COOBLWEHNI B Cnyyae nepec-
CblIKK 6a3bl gaHHbIX IGMP.

YCTaHOBUTb 3Ha4YeHME NO YMOIYAHMUIO.
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debug ip igmp snooping grp

no debug ip igmp snooping grp

-/BbIKNOYEHO

BK/IIOUNTL reHepaLmio 0T1aA04HbIX COOBLLEHMIA, B Cyyae 3aaen-
cTBOBaHMA MHPopmaumm o IGMP-rpynnax.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHUIO.

debug ip igmp snooping init

no debug ip igmp snooping init

-/BbIKIOYEHO

BK/IlOUMTL reHepaumio coobLieHnsa no cobbiTUAM MHULMaNU3a-
umu u shutdown, nHpopmauma 3aHocutca B dai.

YCTaHOBWUTb 3HAYeHUE NO YMO/THaHUIO.

debug ip igmp snooping {mgmt
| redundancy | resourses|
vlan | src}

no debug ip igmp snooping
mgmt

-/BbIKNOYEHO

BKAtOUNTL reHepauuto BbIGOPOYHbIX OTNALO0YHbIX COODLLEHWI
ana eyHkuum IGMP Snooping.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

debug ip igmp snooping pkt

no debug ip igmp snooping pkt

-/BbIKOYEHO

BKNOUNTL reHepauuio OT1aA04HbIX COOBLLEHNI NPU BO3HUKHO-
BEHUM OWINBKM Npu Nnepegaye uam npueme naketos IGMP.

YCTaHOBUTb 3HAYeHUE NO YMO/THaHUIO.

debug ip igmp snooping qry

no debug ip igmp snooping qry

-/BbIKNIOYEHO

BKntounTb reHepaumio NakeToB NpW OTNPaABKE UAN MOAYYEHUU
query-naketos IGMP.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

debug ip igmp snooping tmr

no debug ip igmp snooping tmr

-/BbIKNOYEHO

BKAtOUNTL reHepaLMio NaKeToB B Tex Cyvanx, Koraa 3afencrso-
BaHbl Tamepbl.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

debug ip igmp snooping trace
{all | data-path | ctrl-path | Rx
| Tx}

no debug ip igmp snooping
trace {all | data-path | ctrl-
path | Rx | Tx}

-/BbIKNOYEHO

BKNOUMUTL reHepaumio OTNAAO0YHbIX COODOLWEHUMIA Ana AnarHo-
CTUKM TPACCUPOBOK, CBA3AHHbIX C NpOoTOKo/IOM IGMP.

- all — BKNoUNTb reHepaumio BCcex 0TAa40UHbIX CO0BLLEHWMI;

- RX — BK/IIOYUTb reHepaL Mo 0T1af04HbIX COOOLWEHNN gns Tpac-
CUPOBKM NPUHMMAEMbIX MAKETOB;

- TX — BKNHOUUTb reHepaumio OT1af04HbIX COObLLEeHNI Ansa Tpac-
CUPOBKM NepesaBaeMblX NAKETOB;

- ctrl-path — BK1OUNTb reHepaLmio 0TAaA404HbIX CO0BLLEHMI NpK
NPOXOXKAEHUM KOHTPONbHOM yrnpasasatowen MHGopmaumm;

- data-path — BK/IOUMTb reHepaLMio OTNAaL0YHbBIX COODLLEHWUN
NPy NPOXOXKAEHUN MYNbTUKACT-TpadUKa.

YCTaHOBUTb 3HAYEHME MO YMONYAHMUIO.

4.28.14 Omaadka 0ns port-channel

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#

Tabnunua 199 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug lacp all

no debug lacp all

BK/OUNTL reHepaumio Bcex 0T1aA04HbIX cooblieHnina ansa LACP.

BbIK/MIOYNTL reHepaLmio BCeX OTIaf04uHbIX coobueHninsa ansa LACP.

debug lacp buffer

no debug lacp buffer

BK/OUUTL reHepaumio oTaagouHbIX coobeHuii no bydepam LACP.

BbIK/MIIOYUNTL TFeHepaumio OT/Naf04HbIX coobuweHun no bydepam
LACP.

debug lacp data

no debug lacp data

BK/OYNTB reHepaLmio 0T1aA04HbIX CO0bLLEHMIT 0bMeHa AaHHbIMM
LACP.

BbIKNOYNTL FeHepaunto OTNAaA0YHbIX COObWeEeHUI obmeHa AaH-
HbiMmu LACP.

debug lacp events

no debug lacp events

BKAOUMTL reHepaumio OTIaf404YHbIX COOBLEHUI Mo CcoBbITUAM
LACP.

BbIK/IOYNTL FeHEepaLuMio OTNaA04YHbIX COOBLLEHNA no cobbiTuam
LACP.
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debug lacp failall

no debug lacp failall

BKtOUNTL reHepaLmio 0T1aA04HbIX CO0bLeHn No owmnbkam LACP.

BbIKNOYMTL FeHepauuio OTNafo4YHbIX COOBLWEHMI NO OWKnbBKam
LACP.

debug lacp init-shutdown

no debug lacp init-shutdown

BKNOUUTL reHepaLmio 0T1a404HbIX COOOLLEHNI M3MEHEHMA COCTO-
aHunAa LACP.

BbIKNOUMTb reHepaumio OTNaZ04uYHbIX COODOLEHNI U3MEHEHUA CO-
cTtoAaHuAa LACP.

debug lacp mgmt

no debug lacp mgmt

BK/IIOUMTb reHepaLmio 0TN1a404HbIX COOBLEHNIA NO YNPaBAAIOLMM
coobueHuam LACP.

BbIK/IOUMTL FeHepaumio OTNaA0uHbIX COObLLIeHMI MO ynpaBasto-
wmm coobuweHmnam LACP.

debug lacp os

no debug lacp os

BKNOUMTL reHepaumio 0T1ag04uHbIX coobuweHnin no pecypcam LACP,
nckaoyan bydepbl.

BbIK/NIOUMTL TeHepauuio OTNafL04YHbIX COOBLEHMIt Mo pecypcam
LACP, nckntouas byoepbl.

debug lacp packet

no debug lacp packet

BKNOUMTL reHepaL Mo oTNaA04HbIX coobweHnin no naketam LACP.

BbIKNIOUMTL reHepauuio OTNaf04HbIX COOBLEHW Mo nakeTam
LACP.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanuya 200 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug etherchannel all

no debug etherchannel all

BKNOUMTL reHepaL Mo Bcex OTNaA04HbIX coobuwennin ana LAG.

BbIKNOUMTb reHepaLmio BCeX OTNaL04HbIX CO0bLeHnI ana LAG.

debug etherchannel detail

no debug etherchannel detail

BK/IOUMTL reHepaumio NoapobHbIX OTAAL0UHbIX COOBLEHNI ann
LAG.

BbIK/OYMTL reHepaLmio NoAPOBHbIX OTNAL0UHbIX COOBLLEHNI 4NA
LAG.

debug etherchannel error

no debug etherchannel error

BKNOUUTL reHepaumto oTAaf0uHbIX coobLeHMii 06 owmnbkax LAG.

BbIKNOUNTb reHepaLmilo OTNaZLOYHbIX COObLeHU 06 owunbKax
LAG.

debug etherchannel event

no debug etherchannel event

BKtOUNTL reHepaLmio OTNaL04HbIX CO0bLWeHN no cobbiTuam LAG.

BbIKNOUNTb reHepaLmio OTNALOYHbIX COODOLEHUI No cobbITUAM
LAG.

debug etherchannel idb

no debug etherchannel idb

BK/IIOUMTL reHepaumio 0TNaf04HbIX COOBLLEHMI NO AecKpunTopam
nHTepodeiicos LAG.

BbIK/MOUMTL reHepaumio OTIaf0uHbIX COOBLEHNI NO AEeCKPUNTO-
pam nHTepoeiicos LAG.

4.28.15 Omaadka loopback-detection

KomaHOowbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 201 — KomaHgb! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
10 yMon4YaHuo

Aelicmeue

debug loopback-detection all

BKNHOUMTB reHepaumio BCeX OTNaA04HbIX coobuweHnin LBD.
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no debug loopback-detection
all

BbIKNOUMTb reHepaLmio BCeX OTNaf04HbIX coobLeHuni LBD.

debug loopback-detection
buffer-alloc

no debug loopback-detection
buffer-alloc

BKNOUMTL reHepauuio OTAaf0uHbIX cooblieHuli ana bydepos
LBD.

BbIK/OUNTL reHepaLmio 0TNaf0uHbIX cooblieHuli ana bydepos
LBD.

debug loopback-detection
control

no debug loopback-detection
control

BK/IIOUMTL reHepauMio OTNAfO0YHbIX COOBLEHUI ynpaBieHus
LBD.

BbIK/NOUMTL FEHEpaLMio OTNAZ0UYHbIX COOBLLEHWUI ynpaBieHus
LBD.

debug loopback-detection pkt-
dump

no debug loopback-detection
pkt-dump

BKAIOUMTL reHepaLuio 0TNaf04HbIX COObLLeHMI 3aXBaTa NaKeToB
LBD.

BbIKNOUNTb reHepaLmio OTNa404HbIX COOBLLIEHMIA 3axBaTa NakKe-
TO8B LBD.

debug loopback-detection pkt-
flow

no debug loopback-detection
pkt-flow

BKNOUMTL reHepauumio OTNaL04HbIX COODOLLEHMI NOTOKOB Tpa-
¢uka LBD.

BbIKNOUMTb reHepaumio 0T1af0uHbIX COObLLEHMI NOTOKOB Tpa-
¢duka LBD.

4.28.16 Omnadka 0aa npomokona SNMP

KomaHOowbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnunua 202 — KomaHabl pexkmma EXEC

KomaHda

3HavyeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

debug snmp

no debug snmp

BKNOUUTL reHepaLmio Bcex OTIaA04HbIX coobuennin ana SNMP.

BbIKNIOUMTL reHepaumio BCeX OT/IAaf0YHbIX COOBLEeHUA ans
SNMP.

4.28.17 KomaHOvbl dna duazHocmuKu napamempoe TCAM

KomaHabl faHHOro 610Ka No3BOAIAKT CHUMATb AOMOAHUTE/NbHYHO AMArHOCTUYECKYHO MHPOPMaL Mo

ana TCAM.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnunua 203 — KomaHabl pexkmma EXEC

KomaHda

3HavyeHue/3HayeHue
o ymon4aHuo

Aeiicmeue

debug show tcam

OTo6pa3sunTb nHPopmaumto o TCAM.

debug show tcam domains

OTo6pasunTb MHPopmaumto o sgomeHax TCAM.

debug show tcam block
block_index [all]

OT06pasunTb nHdopmaumio o 610ke TCAM 1 gonycTUMble 3aMUCH.
- block_index — ntaekc 6noka TCAM. block_id: (0..11);
- all — nevaTb Bcex 3anucel, BKAOYAA HeJoMyCTUMBbIE.

debug show tcam entry
entry_index

OT106pasunTb MHPopmaumto o 3anucu TCAM 1 ee nonen.
- entry_index — nHaekc 3anucu TCAM; entry_id:(0..1535);

debug show tcam entry
allocated

OT106pa3nTb MHbOPMALMIO O 3ape3epBUPOBAHHBIX U UCNOb30-
BaHHbIX 3anncax TCAM 1 0 nx Bnagenbuax.
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debug show tcam portmask

OTo6pasunTb Tabaunuy macok noptos TCAM.

debug set tcam entry entry_id
field f_type data f_data mask
f_mask

debug unset tcam entry
entry_id field f_type

entry_id: (0..1535);
f_type: (0..114);
f_data: (0..65535);
f_mask: (0..65535)

YKazaTb Tmn nona TCAM.

CTepeTb gaHHble NoAA yKaszaHHoro entry_id.

debug set tcam entry entry_id
enable

BkatounTb paboty 3anmcn TCAM ¢ 3agaHHbIM entry_id.

- entry_id: (0..1535) -

debug set tcam entry entry_id BbIktounTb paboTy 3anmcu TCAM c 3agaHHbIm entry_id.
disable
debug set tcam entry entry_id entry_id: (0..1535) MepemecTnTb yKasaHHyto 3anmcb TCAM B Ha3zHaYeHHYto.
move move {number number}
debug set tcam entry entry_id YcTaHoBUTL AeicTaue drop A8 NaKeToB, KOTOPble He MoNaan HK
action drop [ withdraw ] entry._id: (0..1535) nog, ogHo Npasuno.
debug unset tcam entry OTKNOUNUTb AENCTBUE YOANEHUS.
entry_id action drop
debug set tcam entry entry_id MepeHanpaBuTb MaKeTbl, NONagatolimMe NoL NPaBMAO C YKasaH-
action redirect { port_number HbIM entry_id B 3agaHHbIM nopT uam Ha LNY.
| cpu} entry_id: (0..1535)
debug set tcam entry entry_id OTKNOUYNUTL NepeHanpaBieHne NakeTos.
action redirect
debug set tcam entry entry_id [06aBUTb BHYTPEHHWI TEr K NakeTam, nonagatowmm nog TCAM-
action inner-tag assign { vlan- 3anuch € ykasaHHbIM enter_id.
id | shift | shift-from-outer-tag .
| inner-pvid } assigned_val entry_id: (0..1535)
debug unset tcam entry YOanuTb BHYTPEHHUI Ter.
entry_id action inner-tag assign
debug set tcam entry entry_id YCTaHOBUTbL AeNCTBUE BHYTPeHHero Tera GopmatMpoBaHua s
action inner-tag format { none 3anucu TCAM.
| untag | tag | keep } - none — He BbINOJ/IHATb HUKAKoe AeicTBueE;

- untag — y4anunTb BHYTPEHHWUN Ter;

entry_id: (0..1535) - tag — BCTaBUTb BHYTPEHHUI TeT;

- keep — coxpaHuUTb cogepkMmoe Tera.
debug unset tcam entry Ypanute aelicteune Tera.
entry_id action inner-tag
format
debug set tcam entry entry_id [06aBuUTb BHELIHWI Ter K NakeTam, nonagatowmm nog TCAM-3a-
action outer-tag assign { vlan- MUCb C YKa3aHHbIM enter_id.
id | shift | shift-from-inner-tag
| outer-pvid } assigned_val entry_id: (0..1535)
debug unset tcam entry YAanuTb BHELWHUI Ter ¢ NakeToB C 3af4aHHbIM entry_id 3anucu
entry_id action outer-tag TCAM.
assign
debug set tcam entry entry_id YCTaHOBUTL AeNcTBUE BHeLLHero Tera GpopmaTMpoBaHuUA ANA 3a-
action outer-tag format { none nucm TCAM.
| untag | tag | keep } - none — He BbINOJIHATb HUKAKOe AeincTeue;

- untag — y4anuTb BHELIHWI Ter;

entry_id: (0..1535) - tag — BCTaBMUTb BHELLUHWIA Ter;

- keep — coxpaHuUTb cogepkmMmoe Tera.
debug unset tcam entry Ypanutb aencreue Tera.
entry_id action outer-tag
format
debug set tcam entry entry_id [006aBUTb BHYTPEHHUIN MW BHewWwHMI TPID K yKasaHHOW 3anucu
action {inner-tpid inner-tpid | TCAM.
outer-tpid outer-tpid} entry_id: (0..1535)

debug set tcam entry entry_id
action {inner-tpid | outer-tpid}

Ynanutb BHYTPEHHUA MAn BHewHWMn TPID K yKasaHHOM 3anucu
TCAM
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debug set tcam entry entry_id
action remark { inner-user-pri
| other-user-pri | dscp | ip-
precedence | copy-ipri-to-opri
| copy-opri-to-ipri | keep-
inner-pri | keep-outer-pri }
rem_val

debug set tcam entry entry_id
action remark

entry_id: (0..1535)

HactpouTb nepesanucb napameTpos QoS A/19 yKasaHHOW 3anucu
TCAM.

- copy-ipri-to-opri — ckonnpoBaTb NPUOPUTET U3 BHYTPEHHETO
Tera BO BHeLUHUN;

- copy-opri-to-ipri — ckonnpoBaTb NPUOPUTET U3 BHELLHErO Tera
BO BHYTPEHHUIA;

- dscp — nepesanucatb none DSCP B 3aronoske IP;

- inner-user-pri — nepe3sanucatb npuoputeT 802.1p BO BHYTpEeH-
Hui Ter VLAN;

- ip-precedence — nepesanucatb nose ToS B 3arosioBke IP;

- keep-inner-pri — coxpaHUTb NPMOPUTET BHYTPEHHETO Tera;

- keep-outer-pri — coxpaH1UTb NPMOPUTET BHELLHErO Tera;

- outer-user-pri — nepesanucaTb npuoputeT 802.1p BO BHELIHEM
Tera VLAN.

Yaanutb nepesanucb napameTpos QoS AnA yKasaHHOW 3anucu
TCAM.

debug show tcam applications

OTo6pa3unTb 06wyto nHpopmaumto o TCAM.

debug show tcam range

OT06pa3nTb TabAnLy CpaBHEHUs AManasoHa.

debug show tcam udb

Moka3saTb Tabanuy Bbibopa none (cmeweHuns UDB).
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DHELTEX

NPUNOXEHUE A. KOHCO/IbHbINA KABE/1b

W@ G| W G

6) () () (9

RJ-45 DB-9

PucyHok A.1 = MoaxntoueHne KOHCOIbHOTO Kabens
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NMPUNOXEHUE b. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnunuya b.1 — NoaaepkmBaemble 3HaveHus EtherType

0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22EO0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A Ox884F
Ox22EE 0x885c 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B Ox883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C Ox883F 0x9c40
O0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

Ox22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOKEHUE B. OYEPEAU ANA NPUHUMAEMOIO HA CPU TPA®UKA

Tabnuua B.1 — PacnpeneneHue odepegen ana npuHumaemoro Ha CPU Tpaduka ana MES1428, MES2428,

MES2408, MES3708P

Cepesuc Homep ouepedu

DHCP relay, Firewall (yBegomneHue o Hayane ataku), L2PT,EOAM 1
Port Security (yBegomneHue o NpeBbIEHNUN OTPAHUYEHWNSA), HE3APErUCTPUPOBAHHbIN 2
mynbTuKacTt(pexkum IP based IGMP/MLD snooping)

DHCP client, DHCPv4/v6 snooping, IPv6 NDP 3
ARP, PPPoE IA 4
EAPOL, IGMP/MLD snooping 5
Tpaduk c MAC DA KommyTaTopa 6
3ape3epBnpoBaHO 7
BPDU,LBD, Slow Protocol(LACP) 8

Cepsuc Homep ouyepedu
Mpounii Tpaduk 1
Firewall (ysegomneHve o Havane ataku) 2
HesapernuctpnposaHHbI MynbTuKacT (8 pexxume IP based IGMP/MLD) 7
Port Security (yBegomsieHne o NpeBbILIEHUU OrPAaHUYEHUS) 8
DHCP Client/Snooping 12
PPPoE IA Snooping 12
DHCP Server/Relay 15
EAPOL 16
L2 Protocol Tunneling 16
LLDP 18
OAM 20
IPv6 ND Inspection 21
ARP Inspection 22
IGMP/MLD Snooping 24
MNaketbl ¢ MAC DA KommyTaTOpa 25
Slow protocols (LACP) 30
BPDU 31
Loopback detection 31
Stacking 32

Tabnuua B.2 — PacnpeaeneHue odepegeit ana npuHumaemoro Ha CPU tpaduka gna MES2424, MES2448
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NPUNOMEHUE I. PACLLULM®POBKA CIMUCKA MNMPOLECCOB

HasBaHue OnwucaHue
TMR# YnpasneHue Taimepamu
PKTT Mepuoanyeckas oTnpaBKa NaKeToB (ceiyac He UCNOb3yeTcA, NoaAepPKUBAET TONbKO Heart Beat)
VemT O6paboTka cobbITUiM cTeKa (ceiyac He Cnonb3yeTcs)
SMT SYSLOG
CFA MepBoHayanbHaa 06paboTKa NaKeToB, MOHUTOPUHT COCTOAHMA NOPTOB
IPDB YnpasneHue 6a3oit IP Binding (gns ARP Inspection u IP Source Guard)
L2DS DHCP Snooping
BOXF MoHUTOpUHr coctoaHna SFP
ERRD Errdisable
ELMT MoHuTopuHr noptos ana Ethernet OAM
EOAT OcHoBHoW notok Ethernet OAM
FMGT Ethernet OAM Fault Management, 06paboTKa cobbITUIt B annapaTHOM OKPYXKeHUU
AST STP
PIf IEEE 802.1x
LaTT LAG, LACP
CNMT MAC Notification
VLAN OcHoBHol noTok moayns VLAN
FDBP CuHXpOHM3aLuma ¢ annapaTtHo MAC-Tabauuei
SnpT IGMP/MLD Snooping
QoS OcHoBHo noTok mogynsa QoS
SMGT MOHUTOPMHF annapaTHoro okpyxeHus (RAM, FLASH, BEeHTUAATOPbI, UCTOYHUKM NUTAHUA 1 Npoyee)
CPUU MoHuTopuHr ytnamnsaummn CPU
BAKP ABTOCOXpaHeHWe KoHduUrypaumm
RT6 MapuwpyTtunsauma IPv6
IP6 ObpaboTka IPv6 naketos
PNG6 Ping v6
RTM Mapuwpytmsauma IPv4
IPFW ObpaboTka IPv4 naketos
uDP O6paboTka UDP naketos
ARP ObpaboTka ARP naketos
PNG Ping v4
SLT YnpasneHue cokeTamun
SAT Cepsep SNMP
TCP ObpaboTka TCP nakeTtoB
RAD Knnent RADIUS
TACT Knnent TACACS
DHRL DHCP Relay
DHC MpoTokon knneHta DHCP
DCS MpocnywmnsaHue coketa ana knmeHta DHCP
PIA PPPoE Intermediate Agent
L2SN IPv6 RA Guard
CLIC CLI
CTS Cepep TELNET
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SSH Cepsep SSH

LLDP LLDP

LBD Loopback Detection

LOGF JlormpoBaHue 0TAaA04HbIX COOBLLEHMIA

SNT SNTP

STOC Storm Control

HWPK M3mepeHue yTunmsauumm nopTos

MSR Ynpasnexune patnamm KoHUrypaumm, 3arpysKka/ebirpyska ¢painnos, o6HoBeHME NPOLIMBKU
C[200-999] BpemeHHbIi NoToK A4 06paboTKu oTaebHOro noaxaodeHus no TELNET/SSH
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TEXHUYECKAA NOAAOEPKKA

[na nonyyeHmsa TEXHUYECKOM KOHCY/IbTALLMM NO BOMPOCaM 3KCMNayaTauum ob6opya0BaHNUs
TOO «3nTekcAnaTtay» Bbl morkeTe 06paTtuTbca B CEPBUCHBIN LLEHTP KOMMNAHUN:

050032, Pecnybnmka KasaxcraH, r. Anmatbl, MKp-H. AnaTay, yia. Ubparumosa 9
TenedoH:

+7(727) 220-76-10, +7 (727) 220-76-07

E-mail: post@eltexalatau.kz

Ha oduumanbHom caiiTe KOMNaHMM Bbl MoOXKeTe HalTM TexXHWYECKY [AOKYMeHTauuio W
nporpammHoe obecnedyeHne ana npoaykumm TOO «3InTekcAnatay», obpatuTbca K 6ase 3HaHuUN,
NPOKOHCY/IbTUPOBATLCA Y MHMKeHepoB CepBUCHOTO LEHTPa Ha TeXHUYECKOM dpopyme.

OdurumanbHbI callT KomnaHuu: http://eltexalatau.kz
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