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1 BBeaeHwue

1.1 AHHOTauus

B HacTosiLeM NpunoXeHnn K pykoBOACTBY MO 3KCnyataumu npusegeHa nHdopmaums o coctase Web-
NHTEepdieiica yCTPoncTBa, 06 OCHOBHbIX HAaBbIKax HaBurawumm no cTpaHuuam nHtepderica, npasuiax
KOHCQUIypMpOBaHUsi, MOHUTOPWHIA 1 CMEHE NPOrpaMMHOro obecneyeHns 6ecnpoBOAHON Touku gocTyna (B
[lanbHelilemM NMeHyeMoro yCTpONCTBOM).

Web-uHtepdieiic no3BonsieT caenarb ynpasneHne yCTpoCcTBOM 60ee HarnsagHbIM 1 KOMGOPTHbIM. C
nomovypto Web-nHtepdeliica BbinonHAETCS KOHUrypmpoBaHne, MOHUTOPVHT, OTNaJKa yCTpoicTBa C
yAaneHHoro paboyero mecta, Ucnosnb3ysa web-6paysep.

1.2 UeneBas ayautopus

Web-nHTepdelic npegHasHavyeH Ansi TEXHUYECKOro NepcoHana, BbINOTHALWENO HACTPORKY M MOHUTOPUHT
ycTpoicTBa nocpeactsom Web-nHtepdeiica. Ksanudmkaums TexHuyeckoro nepcoHana npegnonaraeT 3HaHue
OocHOB paboTbl cTekos npotokonos TCP/IP, UDP/IP, npMHUMNOB NOCTPOEHMA NPOBOAHBLIX U 6€CnpoBOAHbIX
ceTeln.

1.3 YcnoBHble 0003HaUYeHNA

MpumeyaHns n npeagynpexaeHns

© MpumeyaHus cogepxar BaxHYH UHIIOPMALMIO, COBETLI UM PEKOMEHAALM MO UCTOMb30BAHMIO 1
HacTpolike yCTpoicTBa.

© TMpeaynpexaeHys MHDOPMUPYIOT MO/L30BATESA O CUTYaLSX, KOTOPbIE MOTYT HAHECTU Bpe[,
nporpammHo-annapaTHoOMy KOMIIEKCY, MPUBECTM K HEKOPPEKTHOM paboTe CUCTEMbI WX NoTepe
[aHHbIX.
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2 OnucaHue web-nHTepderica

2.1 Hauyano pab6oTsl

[ns Hayana paboTbl HYXXHO NOAKMOUYNTLCA K yCTporcTBy Yepe3 Web-6pay3ep:
1. OTkpoiite Web-6pay3ep (nporpammMy-npocMoTpLynk web -cTpanuu), Hanpumep, Firefox, Opera, Chrome.
2. BeeauTe B agpecHoin cTpoke 6pay3epa IP-agpec ycTpolicTea.

© 3asopckoii IP-agpec yctpolictea: 192.168.1.10, macka nogcetu: 255.255.255.0
B aechonTHOW KOHMrypaumm ycTpoicTBo nosyyaet agpec no DHCP. o 3Toro oHO AOCTYNHO Mo
3aBsogckomy IP-agpecy.

Mpu ycneLwiHOM NOAKMOYEHNI B OKHe 6pay3epa 0To6pasuTcs CTpaHuLa ¢ 3anpocoM MMeHM

nonb3oBartend n napons.
HELTEX

User Name

Password

Logon

3. Bepgute nmsa nonb3oBarens B cTpoke «User Name» 1 naponb B cTpoke «Password».
© 3asopckue yctaHosku: User Name — admin, Password — password.

4. HaxmuTte KHOMky «Logon». B okHe 6pay3epa 0TKpOeTCs HavasibHas cTpaHuua web-koHdurypaTopa
ycTpoicTBa.
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2.2 CwmeHa napons

[na cmeHbl naponsa 4ns nogkn4veHns K web-koHcurypatopy ycTpoiicTea B pasgene Basic Settings, myHKT
«Provide Network Settings», B nonsx «New Password» n «Confirm new password» BBeA1Te HOBbIA Naposib.

p Provide Network Settings ...

These settings apply to this access point.

New Password | |

Confirm new password | |

2.3 2nemeHTbl web-koHpurypartopa

Ha pucyHke 1 npeacTaBneHbl 3N1eMEHTbI HaBurauum web-koHdurypatopa.

Eltex Enterprise Wireless Access Point Leal

S ELTEX

Basic Settings

Status
Interfaces
Events
Transmit/Receive

Wireless Multicast Forwarding Statisticy

il

Client Associations

TSPEC Client Associations

Rogue AP Detection

TSPEC Status and Statistics
TSPEC AP Statistics

Radio Statistics

Email Alert Status

Ethernet Settings
Management IPvE
1Pv6 Tunnel
Wireless Settings
Radio

Scheduler

Scheduler Association

VAP Minimal Signal

Fast Bss Transition

Wireless Multicast Forwarding
wWDs

MAC Authentication

Load Balancing
Authentication

Management ACL

OTT Settings

Web Server

&
=

‘ Provide basic settings

» Review Description of this Access Point ...

These fields show information specific to this access point.

1P Address:
MAC Address:

192.168.40.26
E0:D9:E3:71:F5:40

Firmware Version:  |TeKywwaa eepcka 10)

Uptime: 20 days, 14 hours, 41 minutes
CPU Usage: 85.30%
Memory Usage: 135MB/248MB (54%)

2

b Device Information

Product Identifier:  WLAN-EAP
Hardware Version: 2v2
WP12008615
Eltex-AP

Serial Number :
Device Name:

Device Description: WEP-Zac

B Provide Network Settings ...

These settings apply to this access point.

New Password

b Serial Settings ...
Baud Rate | 115200 ¥

. B System Settings ...

@ :
Provide the .

minimal set of
configuration
information needed to
set up the access point
and start wireless
networking as
deseribed in the
numbered steps on
this page.

Caution:

If you do not have a
DHCP server on the
network and do not
plan to use one, the
first thing you must do
after bringing up the
access point is change
the Connection Type
frem DHCP to Static
1P,

To change the
Connection Type, go to
the Ethernet (Wired)
Settings tab.

More ...

PucyHok 1 — 3nemeHTbl HaBuUrauum web-koHdmrypatopa
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OKHO NO/b30BaTe/IbCKOro MHTEpderica MOXHO YC/IOBHO pa3fenntb Ha 3 4acTu:
1. Pa3genbl MeHo HaCTpoeK YCTPONCTBa.
2. OCHOBHOE OKHO HacCTpOekK BblOpaHHOro pasgena.
3. CnpaBoyHas UHhopmaums no BbIGPaHHOMY pasfeny MeHo.
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3 MeHio «Basic Settings»

Provide basic settings

» Review Description of this Access Point ...

These fields show information specific to this access point.

1P Address: 152.168.15.118

MAC Address: E0:D9:E3:51:DE00

Firmware Version; (Tekywan gepcHA IO )

Uptime: 0 days, 1 hours, 42 minutes

CPU Usage: 70.70%

Memory Usage: 98ME/249MB (39%)
Refresh

b Device Information

Product Identifier:  WLAN-EAP
Hardware Wersion: 3w

Serial Number : WP19000305
Device Name: Eltex-AP

Device Description: WEP-2ac Smart

B meHto «Basic Settings» oTobpaxaeTcs ocHOBHas MHopMaLmsa 06 yCTPOCTBE, CETEBbIE HACTPOWKKM, BEPCUS
nporpaMMHOro obecneveHuns, cucTeMHasi Hpopmaums. BbINoNHAETCA CMeHa Napons 1 yCTaHOBKa CKOPOCTK
nopta Console.

Review Description of this Access Point — B faHHOM pa3gene npnBoauTcs MHopMaLms O CETEBbIX
HacTpoiikax ycTpoicTea v Bepcum MO.

IP Address - IP-agpec ycTpoOIicTBa;

MAC Address — MAC-agpec yCTpoliCTBa;

Firmware Version — Bepcusi nporpaMMHOro obecneyeHus;

Uptime — Bpems paboTsbl,

CPU Usage — cpegHuii % 3arpy3ku npoueccopa 3a nocnegHue 10 cekyHg,
Memory Usage — % ncnosnb3oBaHus (om3nyeckoii namsaT ycTporicTea

Device Information — ocHoBHasi MH(hopmauwmst 06 yCTpocTBe.

Product Identifier — noeHTudmkaTop yCTponcTBa;
Hardware Version — Bepcusi annaparHoro obecneyeHus;
Serial Number — cepuiiHblii HOMep YCTPOINCTBa;

Device Name — cuctemMHOe UMs yCTPOINCTBa;

Device Description — onucaHue ycTpolicTBa.

Provide Network Settings — B gaHHOM pa3sgene BbINOHAETCS CMeHa napons ans gocrtyna k web/CLI-
KOHGurypartopy ycTpolicTea.

New Password — HOBbIi Naposib;
Confirm new password — NoATBEPXAEHME HOBOrO Naposisi.
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Serial Settings — HacTpolikn nHtepdeiica Console.

*+ Baud Rate — ckopocCTb nepefayn faHHbIX No nHTepdelicy Console, 61T/c, npuH1UMaeT 3HaveHus: 9600;
19200; 38400; 57600; 115200.

System Settings — B pasgene MOXHO BbINOMHUTL CUCTEMHbIE HACTPOIKN YCTPOMCTBA.

+ System Name — cMcTeMHOe UMS YCTPONCTBA;
+ System Contact — KOHTaKTHaa nHopmMaLmsa 419 CBA3M C aAMUHUCTPaATOPOM,;
+ System Location — nHgopmauusi No pasmeLLeHNI0 yCTPoncTaa.

[lna coxpaHeHnst HacTPOEeK U 0GHOBEHNS NHApopPMaLMKN HaxkKMKTe KHOMKY «Update.

10



4 MeHto «Status»

B meHto «Status» npuBogMTCA MHGPOPMALMSi O COCTOSIHUM MHTEPCIENCOB YCTPOICTBA, PEMMCTPUPYEMbBIX HA

Web-koHdurypaTop WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

YCTPOIACTBE COBLITUSIX, PAAVOOKPYXEHUM U PAANOCTATUCTMKE YCTPOCTBRA.

4.1 NopgmeHto «Interfaces»

View settings for network interfaces

Click "Refresh™ button to refresh the page.

Refresh

Wired Settings
Internal Interface
MAC Address

WLAN ID

IP Address

Subnet Maszk

IPvE Address

IPve Address Status

IPve Autoconfigured Global Addresszes

IPvE Link Local Address

(_Edit )

1
152.168.44.25
2535.255.255.0

IPvE-DNS-1

IPvE-DNS-2 HH

DNS-1 172.16.0.1

DNS-2 172.16.0.3
Default Gateway 192.168.43.1
Show interfaces table

Wireless Settings {_Edit )

Radio One

Status On

MAC Address E0:D9:E3:51:E4:E0
Mode IEEE 802.11a/n/ac
Channel 48 (5240 MHz)

Operational bandwidth, MHz
Transmit Power Output, dBm
Show interfaces table

Radio Two

Status

MAC Address

Mode

Channel

Operational bandwidth, MHz
Transmit Power Qutput, dBm
Show interfaces table

20
19.25

On

IEEE 802.11b/g/n
& (2437 MHz)

20

15.00

B faHHOM pasfene MOXHO y3HaTb NOAPOGHY MHGOPMaLMIo O TEKYLLEM COCTOSIHAM MPOBOAHbLIX UHTEPCENCOB
N HacTpoiikax 6ecnpoBOAHON ceTu. HacTpolika NpoBOAHbIX MHTepheicoB BbINOHAETCA B MeHI0 «Manage —
Ethernet Settings». HacTpolika 6ecnpoBogHOro nHTepdeiica BoinonHsaetcs B «Manage — Wireless Settings».
[na nepexofa B MEHIO HACTPOEK MOXHO HaxaTb CCblsKy «Edit» B cCOOTBETCTBYIOLLEM pasgene.

Wired Settings — npmBoanTcsa MHopMauusi 0 TEKYLLLEM COCTOSHUN NPOBOAHBIX NHTEPHHENCOB:

* MAC Address — MAC-agpec ycTpoiicTBa Ha uHTepdpeiicax Ethernet;

* VLAN ID - Homep VLAN ans ynpasneHus yCTPOCTBOM,;

+ IP Address — IP-agpec ynpaBneHus yCcTponCcTBoM,

+ Subnet Mask — macka IPv4-ceTu ynpaBs/eHus;

* Ipv6 Address — IPv6-agpec ynpaBneHusi yCTpOIACTBOM;

+ Ipv6 Autoconfigured Global Addresses — cnncok CKOHGUIypupoBaHHbIX aBToMaTuyecku IPv6-agpecos;
* Ipv6 Link Local Address — aBToMaTn4eCckn CKOHOMIypupoBaHHbIli IoKasbHbIl IPv6-agpec;

11
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* Ipv6-DNS-1 — appec nepsoro cepsepa DNS B IPv6-ceTy;
* Ipv6-DNS-2 — appec Btoporo cepsepa DNS B IPv6-ceTy;
+ DNS-1 — appec nepsoro cepsepa DNS B IPv4-ceTy;

+ DNS-2 — appec sToporo cepsepa DNS B IPv4-ceTy;

+ Default Gateway — wnto3 no ymonyanuto B IPv4-ceTy;

Show interfaces table — npuBoguTCcs Tabnmua NHTEPAEICOB:

* Interface — Ha3BaHve uHTepceiica T/,

« Status - cTaTyc uHTepgeiica;

+ MAC Address — MAC-agpec nHrepdeiica;

* VLAN ID - ngeHtudpmkatop VLAN, ncnonb3yemslin Ha uHTepdeiice;
+ Name (SSID) — umsa 6ecnpoBoaHoli ceTu.

Wireless Settings — npmBoanTCca MHopMaLMsi O TEKYLLEM COCTOSIHUM 6ECNPOBOAHbIX MHTEPXECOB:

* Radio One Status — cocTosiHMne paboTbl NepBOro paanonHTepdelica;

* Radio Two Status — cocTosiHMe paboTbl BTOPOro pagnonHtTepdeiica,;

* MAC Address — MAC-agpec pagnonHTepdelica;

* Mode — pexum paboTbl pagnonHTepgeinca;

« Channel - Homep 6ecnpoBogHoro kaHana cornacHo 802.11, Ha KOTOpom paboTaeT pagnoONHTEPAIEIAC;
+ Operational bandwidth — WwmpuHa NONOCHI, 3aHMMaEeMOli CNEKTPOM paanonHTepdenca;

+ Transmit Power Output — pakTnyeckas nussyvyaemas MOLLHOCTb nepejaryvka.

SFP Settings onunoHanbHO Tonbko ans WOP-2ac SFP n WOP-2ac GPON — npuBoguTcsa nHcopmayms o
TEKyLLLEM COCTOSAHMM ONTUYECKOTO MHTepdeica:

* Link Status — cocTosiH/ne paboTbl ONTUYECKOTO MHTEpPIEeca;

+ SFP-module Status — otobpaxaeT Hannume/oTcytcTene SFP-moayns;
+ Temperature — Tekywas Temnepatypa SFP-moayns;

+ Transceiver Supply Voltage — HanpshxeHne nutaHma SFP-moayns;

+ Laser Bias Current — Tok cMeLLeHus nasepa SFP-moayns;

+ Transmit Power — MOLHOCTb U3/1y4yeHus,

* Receive Power — MOLLHOCTb Ha BXOAe NPUEMHNKa,;

+ Speed — ckopoCTb Nepefayn faHHbIX.

[ns 06HOBNEHMA MHDOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refresh».

4.2 TMopmeHto «Events»

B pasgene «Events» Bbl MOXeTe NOCMOTPETb XypPHa COObITUIA, NPOUCXOAALLMX C YCTPOWCTBOM, @ Takke
nepeHanpasnTb MHOPMALMIO O COBLITUAX Ha CTOPOHHNIA SYSLOG-cepBep.

12
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Options

Persistence Enabled ® Disabled
Sewverity 7y

Depth 512 |(Range: 1-512)

Click "Update” to save the new sattings.
Update

View events generated by this access point

Relay Options

Relay Log Enzbled ® Disabled

Relayv Host (st aat, Ko 300 X000 RI0H 1300 T R KK KK
! ) Hostname max 252 Characters)

Relay Port (514 (Range: 1 - 65535, Default: 514)

Click "Update” to save the new sattings.
Update

Events

Click "Refresh” button to refresh the page.
Refrash

Time Settings (NTP}) Type Service

Sep £ 2017 11:09:55 debug hostapd[253]
Sep £ 2017 11:0%:5% info  hostapd[253]
Sep £ 2017 11:07:30 debug hostapd[253]
Sep 6 2017 11:07:30 info  hostapd[253]
Sep 6 2017 11:07:21 debug hostapd[353]

Diescription

station: 48:3d:24:36:65:c0 deauthenticated rssi -57 reason 8 init 1

STA 48:59d:24:96:65:c0 disassociated from BSSID el:d3:23:51:e4:f2 reason 8: Sending STA is leaving BSS

STA 70:8bicd: 72:b4: 5e deauthed from BSSID e0:d9:23:51:e4:12 reason 4: Disassociated due to inactivity

station: 48:3d:24:36:65:c0 associated rssi -63(-63)

Bt e dhe

e

Options — B pa3fene BbINOMHAETCA HACTPOKA NApPaMETPOB XypHasna CO0bLLEHWIA: yPOBEHb BAXXHOCTM 1
KONIMYECTBO COOBLLEHNIA, COXPaHSEMbIX B SHEPTrOHE3aBUCMON NamaTN YCTPOCTBA.

+ Persistence — BbIGOp cnocob6a coxpaHeHns MHHPOPMALIMOHHbIX COOOLLIEHWIA:

+ Enabled — npu ycTaHOBKe AaHHOro dpiara cobbITUsS XXypHana 6yayT COXpaHATbCS B

3HEepProHe3aBUCUMON NamsaTy;
+ Disabled — npu ycTaHOBKe AaHHOro dpiara cobbiTnst 6yayT COXPaHATLCSA B 3HEPro3aBnCUMON
namaTn. CoobLLEeHNsI B SHEPro3aBMCMMO NamsAaTy ByayT yAasieHbl Npy nepesarpyske CMCTEMbI.

+ Severity — ypoBeHb BaXXHOCTW COOBLLEHMS, KOTOPOE HY)XHO COXPaHWUTb B 3HEPTOHE3aBMCUMOL NamsTHy,

onucaHue npmeeaeHo B Tabnuue 4.1.

Tabnmua 4.1 — YpoBHN BaXXHOCTWN COOOLLEHWNA

YpoBeHb Tun BaXKHOCTU OnucaHue
Cco0GLeHni
0 UpesBblyaiiHble B cucteme npousoLunia Kputmyeckasi owneKa, cucteMa MoXeT
(emergency) paboTaTb HEeMnpaBW/bHO.
1 CurHanbl Tpesoru (alert) Heo6xoaumo Hemef/leHHOE BMELLATENBLCTBO B CUCTEMY.
2 Kputnueckue (critical) B cucteme npousoLlnia KpUtuieckas oLumoka.
3 Oww6ouHble (error) B cucteme npousoLusia owmoKa.
4 Mpeaynpexaenus (warning) MpegynpexaeHue, HeaBapuitHoe cooblieHue.
5 YBefnomneHus (notice) YBeloM/IEHNE CUCTEMbI, HeaBapuitHoe Coo6LLEHME.
6 MHhopmaLMoHHbIe NHhopMaLoHHbIe COOBLLEHNS CUCTEMBI.
(informational)
7 OtnagouHble (debug) OTnafoyHble COOGLLEHUS MPEAOCTaB/SIOT NO/Ib30BaTEs0

. Depth — MakKCMMaJslbHO€ KOJ1In4eCTBO COO6UJ,6HI/II7I, KOTOpPOE MOXET 6bITb COXpaHeHOo B 3Hepr03aBI/ICVIMOI7I

MHDOPMaLIO AJ151 KOPPEKTHOI HACTPOWKM CUCTEMBI.

namsaTu, N0 yMmonyaHunio Ao 512 coo6LeHNn, NpUHUMAaET 3HadeHnsa 1-512. Mpu NpeBbILLEHNN AaHHOTO
rnopora npouCcXoAuT nepesanncb COOOLLEHNS, KOTOPOe XPaHUTCA B CUCTEME [0/1blie BCEX, HOBbIM.

KHonka «Update» ncnonb3yercst ans coxpaHeHUst HAaCTPOEK.

Relay Options — B faHHOM pasfesnie BbINOMHATCSA HACTPOIKM OTNPaBKN MHPOPMAaLMOHHbLIX COOOLLLEHWIA
YCTPOWCTBa Ha CTOPOHHWIA cepBep.
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* Relay Log — BKNOYE€HME/BbIK/TIHOUYEHME OTNPAaBKN MHPOPMAaLMOHHbIX COOBLLIEHNI YCTPOMNCTBA Ha
CTOPOHHWIA cepBep:
* Enabled — npu yctaHOBNeHHOM dhniare oTrnpaBKa BK/IHOYEHS;
* Disabled — npu yctaHOB/IEHHOM (h/iare oTrnpaska OTK/loYeHa.
* Relay Host — agpec cepBepa, Ha KOTOpbI/ NepeHanpas/ifAoTca COOOLEHS;
* Relay Port — Homep nopTa (layer 4), Ha KOTOpbI/i NepeHanpaBAsOTCSA COOGLLEHUS, MPUHUMAET 3HAYEHUS
1-65535, no ymonuaHuo — 514.

KHonka «Update» ncnonb3yercs Ansi CoxpaHeHUsi HACTPOEK.

Events — B JaHHOM pa3aesnie MOXHO MPOCMOTPETb CNCOK MH(DOPMAaLMOHHbLIX COOBLLEHUI B peasibHOM
BPEMEHM 1 CNeAyoLLY0 NHOPMaLKIO:

+ Time Setting (NTP) — BpeMsi, Koraa coobITVe 6bl/10 CreHEPUPOBAHO;
+ Type — ypOBeHb BaXXHOCTU COObITUA, Tabnuuya 4.1;

+ Service — vMs npouecca, CreHepupoBasLLEro CoobLLeHNE;

* Description — onncaHne coobLLeHuns.

[lna o6HOBNEHUst nHhopmaummn B pasaene «Events» HaxmuTe kKHonKy «Refresh».

[ns ypaneHus Bcex coobLeHuii HaxkmuTe kHomky «Clear All».
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4.3 TMoameHo «Transmit/Receive»

Web-koHdurypaTop WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

B pasgene «Transmit/Receive» oTobpaxarotcs rpaddnkm co CKOPOCTbIO NepesaHHoro/noy4yeHHoro Tpaduka
3a nocnegHve 10 MUHYT, a Tak Xe CTaTUCTUKa O KO/IM4ecTBe nepesaHHoro/nosly4eHHoro Tpaguka ¢ MoMeHTa

BKMIOYEHNA TOYKK AOCTYNa.

Click "Refresh™ button to refresh the page.
| Refresh |

1800kbps-
1620kbps-
1440kbps
1260kbps-
1080kbps-
S00kbps-
T20kbps
B40kbps
360kbps
180kbps-

View transmit and receive statistics for this access point

LAN Tx/Rx

Qkbps T T T T T T T

1800kbps+
1620kbps
1440kbps-
1280kbps-
1020kbps
G00kbps
T20kbps
540kbps
360kbps-
180kbps

WLAN Tx/Rx

Okbps+ T T T T T T
9:00

15



Web-koHdurypaTop WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Transmit
Interface

LAM

isatap0

wland:
wlan0:
wlan0
wlan0
wland:
wlan0:
wlan0:
wlan0:
wland:
wlan0:
wlan0:
wlan0:
wland:
wlan0
wlan0
wland:
wlanl:
wlanl:
wlanl:
wlani:
wlanl:
wlanl:
wlanl:
wlani:
wlanl:
wlanl:
wlanl:
wlanl:
wlanl:
wlanl:
wlani:

wlani:

vapld
vapl

wap2

wvap3

vapd
vaps
vaps
vapsy
vapd
vap9
vapll
vapll

vapl2

wapll3
wwapld

vapls
vapl
vapl
vapZ
vapd
vapd
vaps
vaps
vap?
vaps
vaps
vapld
vaplil
vapl2
vapl3
vapld
vapls

wlanlwds0

wlandwds1

wlanOwds2

wlanlwds3

Total packets Total bytes

3715287 1529876381
0 0

5163390 4117748340
a 0

29704 11964655
196334 53061993
] a

a 0

11045 9274028

0 0

0 a

0 0

ad 0

0 0

0 a

0 0

ad 0

0 0

a 0

313121 415719017
7473043 104433567916
1563879 7455413584
a 0

0 0

ad 0

0 0

ad 0

0 0

] a

0 0

ad 0

0 0

] a

a 0

ad 0

0 0

0 0

a 0

Total Drop Packets Total Drop Bytes Errors

0 0 0
0 0 0
0 0 a
0 0 0
0 0 0
2050 3094107 0
0 0 a
0 0 0
0 0 0
0 0 0
0 a a
0 0 0
0 0 0
0 0 0
0 a a
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
576124 369642147 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 a
0 0 0
0 0 0
0 0 0
0 0 a
0 0 0
0 0 -
0 0 =
0 0 -
0 0 =
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LAM

wland

wland

wland

wland

wlani

wlanl

wlanl

wland:
wlan0:
wlanl:
wland:

wland:

wland:
wlan0:
wlanl:
wland:

wland:

wland:
wlan0:
wlanl:
wlani:

wlani:

wlani:
wlanl:
wlanl:
wlani:
wlanl:

wlanl:

wlanl:
wlani:
wlanl:

wlanl:

Receive
Interface

izatapl

vapd
vapl
vap2
vap3
vapd

waps

waps

vap?
vapg
vap9
vaplo
vapll

wapl2

wapl3

vapld
vapls
vapd
vapl

vap2

wap3
wapd

vaps
vaps
vap/s
vaps
vap9
vaplld

wapll

vaplz2
vapl3
vapld
vapls

wlanOwds0
wlanOwds1
wlanlwds2

wlanOwds3

Total packets Total bytes Total Drop Packets Total Drop Bytes Errors

200952659
0
1589456
0

o437
3272

0

0

4486

o o o o o o o o O O

282058
5041611
452182

o o o o o o O o o o oo o oo o o O

17273106147 28727

0
244114016
0

314291
6695565

a0

0

434660

o o o o o o O o O

a
21243406
714677115
69990369

o [N s Y o R o I o Y o Y o [N o Y o (N o Y o N o Y o N o R o N o

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

3525

o IR o Y o R o I o N o Y o T o Y o (Y o R o R o N o B o Y o O o o |

0

L Y Y s R o N s S s N o N s Y o N o Y o N s Y o Y s Y o Y o Y s Y o O s

4954835

o o o o o o o o o o o o o o o o O
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[nsi 06HOBNEHUA MHCpOpPMaLK HaXKMUTe KHOMKY «Refresh».

Web-koHdurypaTop WEP-2ac, WEP-2ac Smart, WEP-2ac-Z
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OnucaHue rpagumkoB "Transmit/Receive":

Mpadmk LAN Tx/Rx — nokasblBaeT CKOPOCTb NepeaaHHoro/nosy4yeHHoro Tpaduka yepes Ethernet-nHrepdelic
TOYKM gocTyna 3a nocnegHue 10 MuHyT. Mpadimk asTomatmyeckn o6HoBseTca Kaxable 30 CekyHA,
Mpadhmk WLAN Tx/Rx — nokasbiBaeT CKOPOCTb NepefaHHOoro/nosyyeHHoro Tpadmnka yepes Radio-uHrepdpeiico!
TOYKM gocTyna 3a nocnegHue 10 MuHyT. Mpadimk aBTomatmyeckm o6HoBseTca Kaxkable 30 CekyHA,

* Interface — nms nHTepdeiica;
+ Status — cocTosiHue nHTepdelica:

* Up — nHTepdelic BKIOYEH;

+ Down — uHTepec BbIK/IOYEH.
MAC Address — MAC-agpec nHtepdelica;
VLAN ID - vaeHTudmkaunoHHbli Homep VLAN;
+ Name (SSID) — umsa 6ecnpoBoaHoli ceTu.

OnucaHue Tabnuupl «Transmit»:

* Interface — nmsa nHTepdelica;

+ Total packets — KONNM4YECTBO YCNELLIHO OTNPAaB/IEHHbIX NAKETOB;

+ Total bytes — KONMYECTBO YCNELIHO OTMNPaBNEHHbIX 6aiT;

+ Total drop packets — KONM4eCTBO OTOPOLLEHHBIX NPU OTNPaBKe NaKeToB;
+ Total drop bytes — konM4ecTBO OTOPOLLUEHHbIX NPV OTNPaBKe 6aliT;

+ Errors — KoniM4ecTBO OLINGOK.

OnucaHue Tabnuubl «Receive:

* Interface — nmsa nHTepdelica;

+ Total packets — KONNYECTBO YCNELLHO NO/TYYEHHbIX NAKETOB;

+ Total bytes — KONMYECTBO YCMNELUHO MOMYYEHHbIX GaiT;

+ Total drop packets — KONM4eCTBO OTOPOLLEHHbIX MPU NOAYYEHUN NAKETOB;
+ Total drop bytes — kKONM4eCTBO OTOPOLLEHHbIX MPU NONYYEHUN BaiT;

+ Errors — koniM4ecTBO OLINGOK.
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4.4 Moamento «Wireless Multicast Forwarding Statistic»

B pasgene «Wireless Multicast Forwarding Statistic» oto6paxaetcs ctatuctuka no pabore Wireless Multicast
Forwarding.

View WMF transmit and receive statistics for this access point

Click "Refresh” button to refresh the page.
Refresh

Transmit/Receive Statistics

Interface Mcast-Data-Frames Mcast-Data-Fwd Mcast-Data-Flooded Mcast-Data-Sentup Mcast-Data-Dropped
wlanl:vap0

wlanl:vapl

wlanl:vap2

wlanl:vap3

wlanD:vapd

wlan0ivaps

wlan0:vap6

wlan0:vap?

wlan0:vap8

wlan0ivapg

wlan0:vapl0

wlan0:vapll

wlan0:vapl2

wlan0:ivapl3

wlan0:vapld

wlan0:vapl5s

wlanl:vapd

wlanl:vapl 149602 0] o 0 115795
wlanl:vap2

wlanl:vap3

wlanl:vapd

wlanl:vaps

wlanl:vapt

wlanl:vap?
wlanl:vap8
wlani:vaps
wlanil:vapl0
wlanil:vapll
wlanl:vapl2
wlanl:vapl3
wlani:vapld

wlani:ivapls
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IGMP Statistics

Interface Igmp-Frames Igmp-Frames-Fwd Igmp-Frames-Sentup Mfdb-Cache-Hits Mfdb-Cache-Misses
wlan0:vap0

wlanD:vapl

wlan0D:vap2

wlanD:vap3

wlan0:vap4

wlanD:vaps

wlan0:vap6

wlan0D:vap7?

wlan0:vapg

wlanD:vap9

wlan0:vapl0

wlan0:vapll

wlanD:vapl2

wlan0:vapl3

wlanD:vapl4

wlan0:vapls

wlanl:vap0

wlanl:vapl 9 g a 0 143697
wlanl:vap2

wlanl:vap3

wlanl:vap4

wlanl:vaps

wlanl:vap6

wlanl:vap?
wlanl:vap8
wlanl:vapg
wlanl:vapl0
wlanl:vapll
wlanl:vapl2
wlanl:vapl3
wlanl:vapl4

wlanl:vapls

Multicast-Group
Interface Multicast-Group Stations Packets

OnucaHue Tabnuupl «Transmit/Receive Statistics»:

Interface — nms nHTepdeiica.

Mcast-Data-Frames — konuuecTBo multicast-kaapoB, Nosy4eHHbIX TOYKON AOCTYNa;
Mcast-Data-Fwd — konuyectBo multicast-kagpoB, NPUHATbLIX KNNEHTaMW;
Mcast-Data-Flooded — konuyecTBo multicast-kagpoB, OTNpaBAeHHbIX HA BCE NOPThI;
Mcast-Data-Sentup — Konn4ecTBO OTNPaB/eHHbIX Multicast-kaapos;
Mcast-Data-Dropped — konnyecTBO 0TOpOLLEHHbIX multicast-kagpos.

Onucanwne Tabnuubl «IGMP Statictics»:

Interface — nms MHTepdoeiica;

Igmp-Frames — konnyectBo IGMP-kaapoB, NoNy4YeHHbIX TOYKOM A0CTYNa;

Igmp-Frames-Fwd — konuyectBo IGMP-kaapoB, NPUHATLIX KNNEHTaMU;

Igmp-Frames-Sentup — konnyectBo IGMP-kagpoB, OTNpaB/ieHHbIX Ha BCe NOPTbI;
Mfdb-Cache-Hits — KonM4ecTBO NakeToB, OTNPaB/EHHbIX HA N3BECTHbI multicast-aapec;
Mfdb-Cache-Misses — konn4ecTBO NakeToB, OTNPaB/NEHHbIX HA HEM3BECTHbI multicast-aapec.

OnucaHue Tabnuupl «Multicast-Group»:

Interface — nms nHTepdeinca;
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« Multicast-Group — IP-agpec multicast-rpynnsi;
+ Stations — MAC-agpec knveHTa multicast-rpynnbi
*+ Packets — KONM4eCTBO NPUHATLIX NAKeTOB KAMEHTOB multicast-rpynnbl.

4.5 MoameHto «Client Associations»

B paspgene «Client Associations» oTobpaxaetcsa nHgpopmaumnsa 0 NOAKIYEHHBIX K/TMEHTax K Touke gocTyna u
cTaTucTvKa nepefaHHoro/nosly4eHHoro Tpaduka no Kaxaomy KineHTy.

View list of currently associated client stations
Click "Refrash” button to refresh the paga.

Refrash
Total Number of Associated Clignts 2

SSID Station IP Address Hostname Uptime RSSI SNR MNoise Link Quality Rate Quality Link Capacity Status
Authorized
Eltex-Local (wland) 53:48:22°33:13:96 192.168.40.14% 00:02:10 -63 26 dB -89 dBm T8 T4% 4%, ‘fas

Eltex-Guest (wlanivap2) )3 A4 043683 152.168.41.88 android-89375627ha2fc0f3 00:00:08 -74 18 dB -32 dBm 72% 72% 20% fes

Eltex-Local (wlanivap3) 00:00:04 -2 30 dB -32 dBm 100% 100% 100%: (not changed) ‘fas

+ SSID — nms 6ecnpoBOAHOIO MHTepdenca 1 MMA BUPTYaUlbHOM TOUKM AOCTYNa Ha MHTepdeiice, K KOTOPOii
noaKNtoYeH KNneHT. Hanpumep, 3anuck wlanOvap2 o3HauvaeT, 4To K/IMEeHT cBsidaH ¢ Radio 1 BupTyasnbHOi
Toukoi goctyna VAP2; 3anucb wlan1 o3Hauvaert, 4To kimeHT cBsidaH ¢ VAPO Ha Radio2;

+ Station — MAC-agpec KNneHTa;

+ IP Address — IP-agpec KnueHTa;

+ Hostname — ceTeBOe UMS YCTPOINCTBA, 3a4aeTcA CTpoka 1-63 CMMBO/IOB: NIAaTUHCKME 3arnaBHble U
CTOYHble GYKBbI, LMdpbI, 3HaK fednc «-» (Aednc He MOXET BbITb NOCNEAHNM CYUMBOSIOM B UMEHMN);

* Uptime — Npofo/mKUTE/IbHOCTb CECCUN KITUEHTS,

* RSSI — ypoBeHb CUrHaNa oT K/INEHTS;

* SNR - ypOBeHb OTHOLLEHWS CUTHaU/LLIYM OT K/INEHTa;

* Noise — ypoBeHb LWyMma;

+ Link Quality — napameTp, KOTOpbIn 0OTOGpaXKaeT COCTOSIHNE JIMHKA [0 KIMEeHTa, PaCCYMTaHHbIN Ha
OCHOBaHMKN KO/IMYecTBa PeTPaHCMUTOB MakeToB, OTNPAaB/EHHbIX KIMEHTY. MakcMMasibHoe 3HadyeHve —
100% (BCe nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOIA NONbLITKN), MUHUMasIbHOE 3HauYeHne — 0% (Hu
OfMH NakeT A0 KMEeHTa He 6blN YCNELIHO OTrNpaB/eH);

* Rate Quality — napameTp, KOTOPbIn OTOOGpaKaeT COCTOSIHNE JIMHKA [0 KNMEHTa, pacCYMTaHHbI Ha
OCHOBaHMKN KO/IMYeCcTBa PETPaHCMUTOB NakeToB, OTNPaBNEHHbIX K/TMEHTY, 419 MOAYNAUUN, KOTopas
MCNOMb3YeTcs B AaHHbIii MOMEHT. MakcumanbHoe 3HaueHne — 100% (Bce nepefaHHble NakeTbl Ha
[laHHOI MoAyNALMKN OTNPaBUIUCHL C NEPBOI NOMNbITKK), MUHUMasIbHOE 3HadeHue- 0% (HW OAMH NakeT Ha
[aHHO MoAyNAUMKN [0 KNNEHTa He Gbln YyCNeLWwHO OTNpaBneH);

* Link Capacity — napameTp, KOTOpbIli oTo6paxaeT aphekTUBHOCTb NCMNO/b30BaHNS TOUKOW AOCTyna
MOoAyNAauMn Ha nepegady. PaccunTbiBaeTcst UCX0O4S U3 KONNMYECTBA NAKeTOB, NepefaHHbIX Ha KaxXaoi
MOAYNALMMN [0 KTMEHTA,M NOHMKAKOLWMUX KO3ULMEHTOB. MakcMaibHoe 3HaueHne- 100% (o3Hauvaer,
4TO BCE MakeTbl NepefatoTcsa A0 KIMEHTa Ha MakCUMasibHOM MOAYNSALMN 419 MakCMMa/lbHOTO Tuna nss,
noafepXX1MBaemoro KfmeHToM). MuHuManbHoe 3HaueHue — 2% (B clyyae, Korga nakeTbl nepeaatoTcst Ha
moaynaumm nssTmes0 ans knneHTta ¢ nogaepxkkoii MIMO 3x3). Ina KNMEeHTOB, NOAK/IHYEHHbIX 63
ncnono3osaHna AMPDU, napameTp He NoagepXXnBaeTCs,;

+ Status — cTtaTyc aBTOpU3auuun.

Mpun HaXaTUM Ha Mmac-aApec KIMEHTa packpbiBaeTcsl NoApo6Has MHGOPMAaLIMS 0 paboTe KveHTa 1
cTatucTuka no nepegaum naketos (STA_info).
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View list of currently associated client stations

Click "Refresh™ button to refresh the page.
Refresh

Total Number of Associated Clients 3

S5ID Station IP Address Hostname Uptime RSSI SNR Moise Link Quality Rate Quality Link Capacity Status
Authorized
E'Eiﬁ;hiji' 5848:22:23:13:96 192.168.40.149 00:02:18 62 27 89 2% 100% 75% Yes
; MAC: 58:458:22:83:13:56 Connection time: 00:02:18

Ettex-Guest  [,;5. 1 Bandwidth: 20MHz Yes
(wlanivap2)

SSID: Eltex-Loca PS Mode: on
E!Ite"i'-“g' 7|Mode: 802.11ac Auth Mode: WPA2 pt Yes
(wlantvap3)  “locar: -62 Encryption: AES-CCMP )

WLAN: 148 Listen Interval: 10

Tx actual rate: 1 Rx actusl rate: 0

Tw/Rx Packets: 33388/16329

Tx/Rx Drop Packets: 0/0

Tx/Bx Bytes: 43398215/2132001

Tx/Rx Drop Bytes: 0/0

Tx/Rx Rate: /1 Mbps

T/ Statistics:

MCS Rx Pkis Tx Pkts Tx Succ Pkts Tx Retries Tx Pericd Retries
imbps 3] ] 2 9.8% B.9%
Zmbps 2] 2 [ 9.8% B.9%
cmbpss 3] ] = B.8% B.0%
smbps 856 136382 1e721 92.1% B.0%
ambps 3] ] = == 8.8%
11mbps 3] ] = == 8.8%
12mbps 16386 ] 2 a.8% 8.8%
13mbps L] ] 2 a.8% 8.8% -

MAC - MAC-agpec KneHTa;

AID — yHVKaNbHbI MAEHTUUKATOP NOAKIOHYEHMS,

SSID — M5 ceTn K KOTOPOW NOAK/THOYEH KITUEHT;

Mode — ctanpapT IEEE 802.11 B kOTOpOM paboTaeT K/NEHT;

RSS! — ypoBeHb curHana ot K/IMeHTa;

VLAN - Homep VLAN BupTyasibHOI TOYKM JOCTYNa,;

Tx actual rate — TekyLjass CKOPOCTb Nepefayn faHHbIX B CTOPOHY KIMEHTa, B KOUT/C;

Tx/Rx Packets — KOnM4ecTBO nepefaHHbIX Y NPUHATLIX NAKETOB OT K/IMEHTa;

Tx/Rx Drop Packets — KoniM4ecTBO OTOGPOLLIEHHbIX NAKETOB B ABYX HanpaB/ieHusix (Ha nepeaayy 1 npuem
COOTBETCTBEHHO);

Tx/Rx Bytes — Konn4ecTBO NepefaHHoN 1 NPUHATON MHhopMaumn OT KneHTa (B 6aiiTax);

Tx/Rx Drop Bytes — KonM4eCcTBO OTOGPOLLIEHHON UHChOpMaLMK B AABYX HanpaBneHusx (Ha nepegaudy v
npvem COOTBETCTBEHHO, B baliTax);

Tx/Rx Rate — kaHanbHasi CKOPOCTb B ABYyX HarnpasneHusx, 8 MouT/c;

Connection time — NpoAO/MKNTETILHOCTb CECCUU;

Bandwidth — wunpuHa nonockbl, B KOTOPO paboTaeT KAneHT, Mru;

PS Mode — pexum "cHa": 0 - KNMeHT akTUBEH, 1 - KNMMEHT HaxoAUTCA B "ChisiLLLEM" peXMME;

Auth Mode — Tun 6e3onacHocTy;

Encryption — Tun wundposaHus;

Listen Interval — xonuuecTBo beacon frame-0B cnycTsi KOTOpbIE K/IMEHT AO/MKEH NPOBEPUTHL HA/IMUME A/1A
Hero Tpadomka Tpadduka(e cnyyae cHa);

Rx actual rate — TekyLias CKOpOCTb Nepefayn AaHHbIX B CTOPOHY TOYKWM AOCTYnNa, B KOUT/C;

MCS - mopynauns;
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* Rx Pkts — KONM4eCcTBO NPUHATBLIX OT K/IMEHTA MNaKeTOB Ha KaxAoW Moaynsaumm;

+ Tx Pkts — KOnM4ecTBO nepefaHHbIX KMEHTY NakeToB Ha KaxKa4on MOAyauny;

+ Tx Succ Pkts — KONM4ecTBO YCNeLIHO nepefaHHbIX KNIMEHTY NakeTos.;

* Tx Retries — % py6/MpoBaHHbIX NMaKeTOB B CTOPOHY K/IMEHTE,;

* Tx Period Retries — % NOBTOPHO OTNpaB/ieHHbIX NakeToB 3a nocneaHuii neprog (10 cekyHa).

[N 06HOBNEHMA MHPOPMALMK Ha CTpaHULEe HaxkMUTe KHOMKy «Refresh».

4.6 MoameHto «TSPEC Client Associations»

B pasgene «TSPEC Client Associations» oTo6paxaeTcs MHpopMauums 0 KNIMEHTCKUX AaHHbIX Tspec,
nepefaHHbIX 1 MOyYEHHbIX C MOMOLLbIO 3TOM TOYKM AOCTYMAa.

View TSPEC Client Association Status and Statistics

Click "Refresh” button to refresh the page.
Refresh

Status
MNetwork Station TS Identifier Access Category Direction User Priority Medium Time Excess Usage Events VAP MAC Address SSID

Statistics
MNetwork Station TS Identifier Access Category Direction From Station To Station
Packets Bytes Packets Bytes

+ Network — nmsi 6ecnpoBoAHOro nHTepdenca n nmMs BUPTyasibHOM TOUYKM AOCTyna Ha uHTepdeiice, K
KOTOPOW noaxnyeH KnneHT. Hanpumep, 3annck wlanOvap2 o3Ha4aeT, YTo KIMEeHT cBsA3aH ¢ Radio 1
BMPTyasibHOM Toukoi aocTtyna VAP2; 3anuck wlan1 o3HauaerT, uTo knmeHT cBsidaH ¢ VAPO Ha Radio2;

+ Station — MAC-agpec KnnMeHTa;

« TS Identifier — TSPEC naeHtudukatop notoka tpaguka (range 0-7);

+ Access Category — kateropusi goctyna (voice unm video);

« Direction — HanpaBneHue Tpaduka (uplink/downlink);

* User Priority — npyuopuTeT nonb3oBaress;

* Medium Time — cpegHee BpeMs, KOTOpOe NOTOK Tpadimka 3aHMMaeT cpeay nepegayu;

+ Excess Usage Events — KONM4eCTBO BPEMEHM, KOra K/IMEHT MPEBbICMA CPEAHUIA CPOK Nnepeaayu;

+ Vap — HOMep BUPTYasibHOWN TOUKM AOCTYNa,;

* Mac Address — MAC-aapec TouYku gocTyna;

+ SSID — nmsa 6ecnpoBoOAHON CETY;

+ From Station — nHpopmaums o Tpadiuke, KOTOPbIN NepeaaeTcsi 0T 6eCNPOBOAHONO K/IMEHTA K TOUKE
[0CTyna,;

+ To Station — nHchopmauus o Tpaduke, KOTOpbIA NepegaeTcs OT TOUKM AOCTYNa K K/TMEHTY:

+ Packets — kKONn4ecTBO NepeAaHHbIX NaKeToB;

* Bytes — konn4ecTBO nepefaHHbIX 6anT;

« Drop Packets — konn4yecTBO OTOPOLLEHHbIX NAKETOB;
+ Drop Bytes — KO/IM4eCTBO OTOPOLUEHHbIX GanT.

[lna 06HOBNEHNS MHhOPMaLMKN Ha CTPaHWLE HaxkKMuTe KHOMKy «Refreshy.

4.7 NMoameHto «<Rogue AP Detection»

B AaHHOM nofMeHto oTobpaxaeTcsl MHhopmaLyst 060 Bcex 6eCcnpoBOAHbIX TOUKAxX AOCTYNa, KOTopble
YCTPOIACTBO AETEKTMPYET BOKPYT CEOSI.
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View Rogue AP Detection
Click "Refresh” button to refresh the page.
Refresh
AP Detection for Radio 1 ® Enabled Disabled
AP Detection for Radio 2 % Enabled Disabled
Click "Update" to save the new settings.
Update
Detected Rogue AP List
Click "Delete Old" to delete old entries from Detected Rogus AF List
Delete Old
Action  MAC Radic Beacon Int. Type S5ID Privacy WPA Band Channel Channel Blocks Signal Beacons Last Beacon Rates
[Bandwidth]
Grant | e0:d%:€3:70:31:70 wlan0 100 AP  NIKOLSK_MFC of Of 5 36 [80] 36-48 3 Tue Mar 27 00:31:53 2018 6,9,12,18,24,36,48,54
Grant | e0:d9:23:70:31:71 wlan0 100 AP eltex_testing on Oon 5 36 [80] 36 - 48 all 3 Tue Mar 27 00:31:53 2018 6,9,12,18,24,36,48,54
Grant | e0:d9:e3:70:31:72 wlen0. 100 ap  UNORTKSEREperso o, gy 5 36 [80] 36-48 5 Tue Mar 27 00:31:53 2018 6,9,12,18,24,36,48,54
Grant | e0:d9:e3:70:31:73 wlan0 100 ap  [LND-RTKSBREO000- o, g 5 36 [80] 36-48 4 TueMar 27 00:31:53 2018 6,3,12,15,24,36,48,54
Grant | e0:d9:23:70:31:74 wlan0 100 AP ULND_RTK_SBRF_WIFI Off off 5 36 [80] 36-48 all 4 Tue Mar 27 00:31:53 2018 6,9,12,18,24,36,48,54
Grant | e0:d9:23:52:b7:90 wlan0 100 AP gggg—RTK—SBRF—UUUD' on ©On 5 36 [80] 36-48 il 4 Tue Mar 27 00:31:53 2018 6,9,12,18,24,36,48,54
Grant | e0:d%:23:52:b7:91 wlan0 100 AP KRSN_RTK_SBRF WIFI Off off 5 36 [80] 36-48 all 4 Tue Mar 27 00:31:53 2018 6,9,12,18,24,36,48,54
Grant | a8:f9:4b:b4:df:f0 wland 100 AP Eltex-Local on Oon 5 36 [80] 36- 48 all 5 Tue Mar 27 00:31:53 2018 6,9,12,18,24,36,48,54
Grant | a8:f9:4b:bd:dfifi wland 100 AP Eltex-Guest off off 3 36 [80] 36- 48 all 3 Tue Mar 27 00:31:53 2018 6,9,12,18,24,36,453,54
Known AP List
Action MAC Radio Beacon Int. Type SSID Privacy WPA Band Channel_ Channel Blocks Signal Beacons Last Beacon Rates
[Bandwidth]
Save Known AP List to a file
Save
Import Known AP List from a file
® Replace Merge
Brifepute dain | ®ann He Beifpan Import

[na o6HOBNEHNs nHOpMaLMN HaXMKTe KHOMKY «Refreshy.

AP Detection for Radio 1/ AP Detection for Radio 2 — BkntYeHMe AETEKTMPOBAHMSA CTOPOHHMX TOYEK
poctyna B dpoHe ans Radiol n Radio2.

KHonka «Update» ncnonb3yercsi asi CoxpaHeHUsi HAaCTPOEK.

Detected Rogue AP List — B pasgene npmsogntcs nHopmaums 060 Bcex 6eCcnpoBOAHbIX TOUKax AOCTyNa,
KOTOpble YCTPOCTBO AETEKTUPYET BOKPYT CeOS.

KHonka «Delete Old» ncnonb3yetca ans yganeHus 3anvceli 0 HeakTUBHbIX YCTPOMCTBaxX B PafviOOKPYXXEeHUW.

Action — ecnun To4Ka JOCTyna HaXo4MTCA B CMCKE 0OHAPYXXEHHbIX, TO HaxaTne KHomnku «Grant»
nepeHeceT ee B CNNCOK AOBEPEHHbIX TOYEK AOCTyna. Ecnv Touka focTyna HaxoauTcsa B CUCKe
[l0BEPEHHbIX, TO HaxxaTue KHomMkKn «Delete» nepeBeeT ee B CNMCOK 0OOGHaPY>XEHHbIX TOYeK J0CTyna;
MAC - MAC-agpec TO4kn JOCTyna,;
Radio — ncnonb3yemblii pagnonHTepgeic;
Beacon Int. - nHTepBas NocblNk1 Beacon-nakeTa TOUKOM [OCTYNa;
Type — Tun 06Hapy)XXeHHOro YCTpOoliCcTBa:
+ AP — Touka gocTyna;
+ Ad hoc — geueHTpasIM30BaHHOE K/IMEHTCKOE YCTPONCTBO;
SSID - nms 6ecnpoBOgHON CeTY;
Privacy — ctaTyc paboTtbl pexvuma 6e30nacHOCTU TOUKN JocTyna:
+ On — peXxum 6e30MacHOCTU BbIK/THOUEH;
+ Off — pexxum 6e30NacHOCTM BK/THOYEH;
WPA - cocTosiHue wmndposanus WPA: BbIk/to4eHo | |, BKoueHo |
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* Band — 4acTOTHbIN cnekTp paboTbl ToukM goctyna: 2,4 'y, nnn 5Ty,

+ Channel [BandWidth] — ucnonb3yemblii 4HaCTOTHbIV KaHa 1 LUMPUHA NOMOCH;

+ Channel Blocks — gnana3oH kaHas10B, KOTOpble 3aHMMaeT T/,

+ Signal — ypoBeHb curHasna, npuHMMaeMblii OT ToUkM gocTyna. Mpu HaBeaeHUn ykasartens Ha
rpadmyeckoe n3o6paxkeHne curHana BCnsbiBalT YNCNEHHbIE NOKa3aTeM 3TOro CUrHana;

+ Beacons — o6uee uncno Beacon-nakeTos, NPUHATLIX OT TOYKM AOCTyNa C MOMeHTa ee 06HapyXeHus;

+ Last Beacon — gata 1 Bpems npuema nocnegHero Beacon-naketa ot TOUkM 4OCTYNa;

* Rates — CNMCOK KaHaslbHbIX CKOPOCTEW, NoAAepXBaeMbIX 4aHHON TOUKOW JAocTyna.

Known AP List — B Ta6nuue npmBoaMTCA CNUCOK AOBEPEHHbIX TOYEK AOCTyna.

Save Known AP List to a file — B gaHHOM pa3gene BbinonHsAeTcs coxpaHeHue cnmncka «Known AP List» B chaiin.
[na coxpaHeHua HaXXMUTE KHOMKY «Save».

Import Known AP List from a file — B faHHOM pa3gene BbinonHseTcs 3arpy3ka cnmcka «kKnown AP List» n3
dharna.

* Replace — npu nmnopTe cnmcka AOBEPEHHbIX TOUEK AOCTYNa MMNOPTUPYEMbI/ CMUCOK MOTHOCTHHO
3aMEeHUT TeKyLLUIA CNUCOK AOBEPEHHbIX TOUEK AOCTYNa;

+ Merge — npy UMNopTe crnucka A0BEPEHHbIX TOYEK AOCTYNa AOBEPEHHbIE TOUKM AOCTYyNa U3
MMNOPTMPYEMOTO crnncka 6yayT aobaBnieHbl K To4kam AOCTyna, HaXoAAWMMCS B UMNOPTUPYEMOM CNICKe
B A@HHbI/i MOMEHT BPEMEHW.

[ns 3arpy3ku haiina HaxxMmuTe KHOMKy «BblbepuTe daiiny, ykakute aiin, KOTopbIii HY>XHO 3arpy3nTb U
HaXXMUTe KHOMKY «lmport».
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4.8 Moamento «TSPEC Status and Statistics»

B gaHHOM nogmeHio otobpaxaeTcs MHpopmaums o Tspec ceccusix Ha paguo nHtepdericax.

View TSPEC Status and Statistics

Click "Refresh™ button to refresh the page.

Refrash

AP Status

Interface  Access Category Status Active TS TS Clients Med. Time Admitted Med. Time Unallocated

wlan0 Best Effort down 0 0 0 0

wlan0 Background down 0 0 0 0

wlan0 Voice down 0 0 0 0

wlan0 Video down 0 0 0 0

wlanl Best Effort down 0 0 0 0

wlanl Background down 0 0 0 0

wlanl Voice down 0 0 0 0

wlanl Video down 0 0 0 0

WAP Status

wlan0:vap0 Best Effort down 0 0 0 0
Background down 0 0 0 0
Voice down 0 0 0 0
Video down 0 0 0 0

wlan0:vapl Best Effort down 0 0 0 0
Background down 0 0 0 0
Voice down 0 0 0 0
Video down 0 0 0 0

wlan0:vap2 Best Effort down 0 0 0 0
Background down 0 0 0 0
Voice down 0 0 0 0
Video down 0 0 0 0

* Interface — nms nHTepdelica;

* Access Category — kateropusi goctyna (voice, video, BE, BK);

+ Status — cocTosiHMe ceccuu,

+ Active TS — KONIM4ECTBO TEKYLUMX aKTUBHbIX NOTOKOB TpadvKa;
« TS Clients — KONMYECTBO K/IMEHTOB;

+ Medium Time Admitted — cpegHee BpeMmsi, KOTOPOE MOTOK Tpadhuka 3aHUMaET cpey nepeaaun;

* Medium Time Unallocated — Bpemsi NpOCTOS NOM0OCLI B AAHHO KaTeropumn.
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4.9 MopameHto «TSPEC AP Statistics»

B pasgene «TSPEC AP Statistics» oTobpaxaeTcsa cTatucTvka no KosimyecTy nepefaHHoro/nosy4eHHoro
notokoB Tpadumka (Voice, Video, BE, BK).

View TSPEC AP Statistics

Click "Refresh™ button to refresh the page.
Refrash

TSPEC Statistics Summary for Voice ACM
Total Voice TS Acceptad

Taotal Voice TS Rejected

TSPEC Statistics Summary for Video ACM
Total Video TS Acceptad

Total Video TS Rejected

TSPEC Statistics Summary for Best Effort ACM
Total Best Effort TS Accepted

Total Best Effort TS Rejected

TSPEC Statistics Summary for Background ACM
Total Background TS Accapted

Tatal Background TS Rejected

+ TSPEC Statistics Summary for Voice ACM — o6Liee KoM4ecTBO NPUHATLIX U OTKIOHEHHbIX NOTOKOB
Tpadmka kateropum Voice;

+ TSPEC Statistics Summary for Video ACM — o6Lyee KONM4ecTBO NPUHSATBIX Y OTK/TOHEHHbIX MOTOKOB
Tpadmka kateropun Video;

+ TSPEC Statistics Summary for Best effort ACM — obLiee KONMYeCTBO MPUHSTLIX Y OTK/TOHEHHbIX MOTOKOB

Tpadomka kaTeropum BE;
+ TSPEC Statistics Summary for Background ACM — o6uiee KONM4ecTBO NPUHATbIX Y OTKTOHEHHbIX
NoTOKOB Tpadounka kateropum BK.
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4.10 MopameHto «Radio Statistics»

B pa3pgene «Radio Statistics» oTo6paxaetcs nogpobHasi cTaTUCTUKa No KOIMYeCTBY nepegaHHoro/
Nosly4eHHoro Tpadvka, NakeTos, KaApoB 1 APpYyroro A/11 Kaxaoro pagnovHtepdetrica.

View Radjo Statistics

Click "Refresh™ button te refresh the page.
Refresh

® Radio 1 Radio 2

WLAN Packets Received: 4293459 WLAN Bytes Received: 828073107
WLAN Packets Transmitted: 9720109 WLAN Bytes Transmitted: 7728537587
WLAN Packets Receive Dropped: 1847 WLAN Bytes Receive Dropped: 2696185
WLAN Packets Transmit Dropped: 55726 WLAN Bytes Transmit Dropped: 81298424
Fragments Received: 126939 Fragments Transmitted: 8854441
Multicast Frames Received: 48590 Multicast Frames Transmitted: 725984
Duplicate Frame Count: 112438  Failed Transmit Count: 114919
Transmit Retry Count: 88349 Multiple Retry Count: 29411

RTS Success Count: 6037615 RTS Failure Count: 301616
ACK Failure Count: 698557 FCS Error Count: 41080635
Transmitted Frame Count: 15158478 WEP Undecryptable Count: 1437

« WLAN Packets Received — konuuecTBo UHdopmaLmm (MakeToB) NosyYeHHbIX Yepes paanonHTepdelic;

« WLAN Bytes Received — konniyecTBo MHopmauum (B 6aiiTax) nosyuyeHHbIX yepes pagnonHtepderic;

« WLAN Packets Transmitted — konmuecTBo MHchopMaumn (NakeToB) NepegaHHbIX Yepes
paanonHTepdeiic;

« WLAN Bytes Transmitted — konmuecTBo nHcpopMaumn (B 6aiiTax) nepeaaHHbIX Yepes paamonHTepPAeiic;

« WLAN Packets Receive Dropped — KonuuyecTBo UHdopmaLmm (MakeToB) OTOPOLLEHHbIX NMPU NOMTyYeHNN
yepes paanonHtepdelic;

« WLAN Bytes Receive Dropped — KonnyecTBo MHgopmauum (B 6ainTax) oT6pOLLIEHHbIX NP NOMyYeHUn
yepes paanonHtepdelic;

« WLAN Packets Transmit Dropped — KonniecTBo MHgopmauum (NakeToB) OTOPOLLEHHbIX NPU NOMbITKE
nepegayv yepes pagnovHtepgeric;

« WLAN Bytes Transmit Dropped — konnyectso nHgopmauum (B 6aiitax) oT6poLLEeHHbIX NPy NOMbITKe
nepegadyv yepes pagnonHtepgeric;

+ Fragments Received — KONMYeCcTBO NOMYYEHHbIX hparMeHTOB NakeToB.;

* Fragments Transmitted — KONM4ecTBO NepeaaHHbIX parMeHToB NaKeToB.;

+ Multicast Frames Received — Konn4ecTBO NOMYyYEHHbIX KAAPOB MYy/NbTUKACT;

« Multicast Frames Transmitted — KOnM4ecTBO NepefaHHbIX KaapoB My/LTUKACT;

* Duplicate Frame Count — KONnM4ecTBO Ay6npYOLLMX KaapoB.;

* Failed Transmit Count — KONMYeCTBO He nepeaaHHbIX NaKeToB U3-3a OLUNOKY;

* Transmit Retry Count — KONM4eCcTBO NOBTOPHO OTMNPAaB/IEHHbIX NMAKeTOB.;

+ Multiple Retry Count — KONM4eCTBO NaKeTOB NeEPeOTNpPaBNAEMbIX HECKONbKO pas;

+ RTS Success Count — KONMYECTBO NAKETOB NOATBEPXKAEHNS O TOTOBHOCTY NpUHUMaTh Tpadgmk(CTS);

* RTS Failure Count — Konn4ecTBO NakeTOB Ha KOTOPble HEe NPULLIIA NOATBEPXAEHNS O TOTOBHOCTU Ha
npuem(CTS);

+ ACK Failure Count — konn4ecTBO NaKeTOB Ha KOTOPblE He NPULLIIM NOATBEPXAEHUSA O YCMNELIHOM
npueme(ACK);

* FCS Error Count — KONnM4eCcTBO KajpoB He npoLleALlnx NPoBEPKY KOHTPO/IbHOM CYyMMbI;

+ Transmitted Frame Count — KONIM4eCTBO yCMeLIHO NepeaaHHbIX Kaapos;

« WEP Undecryptable Count — konn4ecTBO NakeToB, KOTOpble He yaanochk pacwmdgposats (WEP).

[nsa 06HOBNEHMS HpopMaLMK HaxxMuTe KHOMKY «Refreshy.
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411 MNoameHto «Email Alert Status»

B pasgene «Email Alert Status» oTo6paxaetca nHgopmauusa 06 oTnpaske Coo6LLEHN O paboTe ycTpoicTBa
Ha 3NEKTPOHHYH0 MOUTY.

Email Alert Operational Status.

Click "Refresh” button to refresh the page.

Refresh
Email Alert Status : down
Number of Email Sent H
MNumber of Email Failed Hl
Time Since Last Email Sent @ not sent

+ Email Alert Status — ctatyc pab0oTbl ONOBELLEHUSA MO 3/IEKTPOHHOI NoYTe 0 paboTe yCTpolicTBa:
* Up — onoBseLLeHne BK/THOUEHO;
+ Down — onoBeLlEHME BbIK/THYEHO;

« Number of Email Sent — KonM4yecTBO COO6LLEHNIA, KOTOPOE ObISI0 OTNPAB/IEHO;

* Number of Email Failed — konnyecTBo NOTEPSIHHbLIX COOBLLEHWIA;

+ Time Since Last Email Sent — nepvog, BpeMeHW, KOTOPbIV NPOLLEN ¢ NoC/1egHen nepegayn coobLeHNS
Ha 3/IEKTPOHHYIO MOuTY.

[na o6HOBNEHNs nHOpPMaLMN HaXMKTE KHOMKY «Refreshy.
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5 MeHto «Manage»

B MeHto «Manage» BbIMNO/HSIKOTCA CETEBbIE HACTPOWKN YCTPOCTBA.

5.1 MNMogmeHto «Ethernet Settings»

B TekyLleM paszene BbINOHATCA CETEBbIE HACTPOIKM YCTPOICTBA.

Modify Ethernet (Wired) settings

Hostname WEP-2ac (Range : 1 - 63 characters)

Internal Interface Settings

MAC Address AZ:F9:4B:B4:B0:CO

Management VLAN ID 1 (Range: 1 - 4094, Default: 1)
Untagged WLAN 2 Enabled Disabled

Untagged WLAN 1D 1 (Range: 1 - 4094, Default: 1)
Connection Type DHCP -

Static IP Address 192 168 |.|1 . [10
Subnet Mask 255 255 255 0

Default Gateway 192 168 |.|1 . | 254

DNS Mameservers 2 Dynamic Manual

Click "Update” to zave the new =ettings.

Update

+ Hostname — ceTeBOe MMs YCTPOINCTBA, 3a4aeTcs CTpoka 1-63 CMMBO/IOB: TaTUHCKME 3arnaBHble U
CTOYHble BYKBbI, LMPbI, 3HaK Aednc «-» (Aedmc He MOXeT GbITb NOC/IeAHUM CUMBO/IOM B UMEHMW);

* MAC Address — MAC-agpec ycTpoiictea Ha uHtepdpeiicax Ethernet;

* Management VLAN ID — nageHtudmkatop VLAN, ncnonb3syemblii 4n8 AocTtyna K yCTpoicTBy, MpUHUMaET
3HadeHuna 1-4094, no ymonyanuio — T,

+ Untagged VLAN — nepeBectu LAN-nopTbl B access-pexum, B kotopoM gobasnserca VLAN-Ter ans
BXOAALLEro HETErNMPOBAHHOIO Tpaduka u cHUMaeTcs yctaHoBneHHbIi VLAN-Ter ¢ ncxogsawero:

* Enabled — BknounTb access-pexum LAN-NopToB;

* Disabled - BbIkntounTh access-pexvm LAN-nopTos;

*+ Untagged VLAN ID - npeHtudpmkatop VLAN, KoTopblil 6yAeT Ha3Ha4yeH HeTermpoBaHHOMY Tpadgiuky,
nocTynaLLemMy Ha YCTPOMCTBO, U CHAT € UcxogsLlero Tpaduka. NpuHumaeT 3HadyeHuns 1-4094, no
yMoiyaHuo — 1;

+ Connection Type — BbI6op crnocoba yctaHoBKM IP-agpeca Ha ynpasnstowem nHtepdeice, no KOTOpoMy
6yaeT ocyuwectenaTbea nogktoveHne WAN-mHTepdoenca ycTpoicTea K cet npefocTaB/ieHns ycnyr
nposaigepa:

* DHCP - pexum paboTsl, npy koTopoM IP-agpec, macka nogcetn, agpec DNS-cepsepa, W03 no
YMOJTHaHWIO 1 opyrve napamMmeTpbl, Heobxoanmble a5 padoTbl B ceTn, OyayT nonyyeHsl ot DHCP-
cepBepa aBTOMaTUYeCKy;

« Static IP — pexum paboTbl, pn KoTopom IP-agpec n Bce Heobxoaumble napametpbl HA WAN-
nHTepdeic HazHavarTcs ctatmyecku. Mpu Belbope Tuna «Static» Ana pefakTMpoBaHus cTaHyT
AOCTYMHbI CeaytoLme napameTpsbl:

« Static IP Address — IP-agpec ycTpoiicTBa B CETU NpoBaiigepa;
+ Subnet Mask — macka BHeLUHel noaceTu;
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+ Default Gateway — agpec, Ha KOTOpbIii OTNPaB/IAETCS NakeT, eCNN [4/18 HETO He HalaeH
MapLUpyT B Tabnuue mapLupytmsauum;

« DNS Nameservers — afipeca cepBepOoB AOMEHHbIX UMEH (MCMOb3YOTCS A5 onpeaeneHns
IP-agpeca ycTpoiicTBa No ero JOMeHHOMY 1MeHM). Mpun ycTaHoBKe chnara «Dynamic» 6yayT
ncnonb3oBaHbl DNS-cepsepa, nonyyeHHble no DHCP; npu yctaHoBke donara «Manual»
Heobxoammo ykasatb DNS-cepsepa BpyuHyio.

KHonka «Update» ncnonb3yercst Ansi CoxpaHeHUsi HAaCTPOEK.

5.2 MogmeHo «Management IPv6»

B pasgene «Management IPv6» BbINONHAETCA HAcTpolika KoHdurypauum IPve-agpeca ansa goctyna K
ynpasneHnto YyCTPOCTBOM.

Modify Management IPv6

Management IPvO

IPve Connection Type DHCPvG v

IPve Admin Mode Enzbled ® Disabled

IPve Auto Config Admin Made Enzbled ® Disabled

Static IPve Address s o R B S 2 S K K e )
Static IPv6 Address Prefix Length 0 (Range: 0 - 128, Default: 0)

Static IPve Address Status
IPve Autoconfigured Globzal Addresses
IPvE Link Local Address
Default IPve Gateway s [ L X O L X D S 0 L SO0 T )
IPv6 DNS Mameservers ® Dvnamic Manual
0 T X O L X XD 20 L B0 T30 )

R L X K R XS 2§ SO S XK )

Click "Update” to save the new settings.
Update

« IPv6 Cinnection Type — BblIGOp 1CMO/b30BaHMA cTaTuyeckoro IPv6-agpeca ycTtpoiicTtea (Static IPv6) unu
AnHamuyeckoro (DHCPv6);

* IPv6 admin Mode — focTyn K yCTPOWCTBY Mo npoTokony IPvé:

+ Enable — pocTyn paspeluleH;
* Disable — pocTyn 3anpeLyeH,;
+ IPv6 Auto Config Admin Mode — pexum aBTokOH(UrypuposaHus IPvé-agpeca:
+ Enable — ncnonb3syeTtcs;
* Disable — He ncnonb3yeTcs;

« Static IPv6 Address — IPv6-agpec ycTpoicTsa npu ncnosb3oBaHun ctartmdeckoro IPv6. Touka goctyna
MOXET MMETb YCTaHOB/IEHHbIA cTatuyeckuii IPvb-agpec n B cnyyae, ecnv 6bis1 CKOHUIyprpoBaH
agpec(a) uepes «Auto Config»;

« Static IPv6 Address Prefix Length — npedomkc ctatuyeckoro IPv6-agpeca, npuHumaet 3HadeHmne 0-128, no
ymosnyaHuo — 0;

+ Static IPv6 Address Status — npocMoTp pabouyero craryca ctatuyecku CKOHUrypuposaHHoro IPv6-
agpeca, NPUHYMAaET 3HAYEHUS:

+ Operational — TekyLwm1ii feACTBYOLWNIA;
+ Tentative — pe3epBHbIN.

* IPv6 Autoconfigured global Addresses — cnucok geinctayrowmx IPv6-agpecoB Ha YyCTPOCTBE;

* IPv6 Link Local Address — nokanbHblin IPv6-agpec, yctaHoBneHHbI Ha LAN-uHTepdpeiice. aHHblin agpec
He KOHhUrypupyeTtcs 1 Ha3Ha4yaeTcs aBToOMaTNyecky;

+ Default IPv6 Gateway — w03 No ymonyaxuto gns IPve;
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+ IPV6 DNS Nameservers — agpeca CepBepoB AOMEHHbIX UMEH (MCcnonb3ytoTcs Ans onpeaenexus IP-
afpeca ycTpoiicTea no ero JOMeHHOMY MMeHWN). Mpu ycTaHoBKe chnara «Dynamin» 6yayT NCNOMb30BaHbI
DNS-cepBepa, nony4yeHHble no DHCPv6; npu yctaHoBke dnara «Manual» Heobxoanmo ykasaTb DNS-
cepBepa BpyUHy!o.

KHonka «Update» ncnonb3yetcst Ansi CoxpaHeHUsi HAaCTPOEK.

5.3 MNMogmeHto «IPv6 Tunnel»

B pasgene «IPv6 Tunnel» BbinonHsaeTCA HacTpoiika TyHHennposaHus IPv6 BHyTpu IPv4. Vicnonb3yeTcs
npoTokon ISATAP (Intra-Site Automatic Tunnel Addressing Protocol — npoTokon BHyTpucaiiToBOI agpecauui
TyHHenel4). Mo npoTokony ISATAP BbinonHseTcst uHkancynsums IPvé-naketos B IPv4-naketbl Ans nepegayn no
¢ IPv4-cetun. Mopaepxka faHHOro oyHKLMOHaNa Nno3BoseT YCTPOUCTBY yCTaHaBMBaTh CBA3b C yAa/IeHHbIMU
IPv6-xocTtamu.

Modify IPv6 Tunnel Settings

IPv6 Tunnel

ISATAP Status Enabled ® Disabled

ISATAP Capable Host satap (.00 00033k | Hostname max 253 characters, Default: isatap)
ISATAP Query Interva 120 sec. (Range: 120-3600, Default: 120)

ISATAP Solicitation Interva 120 sec. (Range: 120-3600, Default: 120)

ISATAP IPv6 Link Local Address
ISATAP IPvE Global Address

Click "Update”™ to save the new settings.

Updats

ISATAP Status — pexum paboTtbl npoTokona ISATAP:
* Enabled - pa3pelueHa pabota no npotokony ISATAP;
+ Disabled - 3anpelieHa pa6oTta no npotokony ISATAP.
+ ISATAP Capable Host — IP-agpec nnm nums xocTa, 3af1laeTcs CTpoka A0 253 CMMBOJI0B, N0 YMONYaHWUIO —
isatap;
+ ISATAP Query Interval — nutepsan Bpemenun onpoca DNS, npuHumaet 3HaveHus 120-3600, no
ymonyaHuo — 120;
« ISATAP Solicitation Interval — nHTepBan BpeMeHn Mexay CooOLeHNsMI 3anpoca, MPUHUMAET 3HAYeHUS
120-3600, no ymonuaHuto — 120;
« ISATAP IPv6 Link Local Address — nokanbHblii IPv6-aapec yCTpPoOCTBa;
« ISATAP IPv6 Global Address — rnobanbHbliit IPv6-agpec ycTpoiicTBa.

KHonka «Update» ncnonb3yetcs Ana coxpaHeHns HacTpoek.

5.4 MopmeHto «Wireless Settings»

B nogmeHto «Wireless Settings» BbINO/IHAKOTCS HAcTpoiikn 6ecnpoBogHoi Wi-Fi ceTu. YcTpoiicTBo nmeet 2
He3aBUCUMbIX (PU3NYECKMX pagnonHTepdelica, CNOCO6HbIX paboTaTb B CBOEM pPeXMME U AnanasoHe KaKabli.
Ona WOP-2ac SFP, WOP-2ac GPON, WEP-2ac, WOP-2ac 3adhmkcrpoBaHbl gnanasoHbl: S Ty, ToNbKo Ha
nepeoM pagnouHTepdelice, 2,4 'L, TONLKO Ha BTOPOM pagunovHTepdielice. B npeactaBnieHHOM pasfene MeHH
NPUBOAUTCA pasfenibHas HaCTPOoKa ANs Kaxaoro nitepderica.
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Modify wireless settings

Country Russia v
Transmit Powear Cantral on ¥
TSPEC Violation Interva 300 (Sec, Range: 0 - 900, 0 Disables)

Global Isolation

Radio Interface ® 0n Off

MAC Address E0:D9:E3:71:F5:40

Mode IEEE 802.11a/nfac ¥
Channsl Auto v
Airtime Fairness ® on Off

Radio Interface 2 ® on Off

MAC Address ED:D9:E3:71:F5:50

Maode IEEE 802.11b/g/n v
Channsl Auto v

Airtime Fairness ® On Off

Click "Update™ to save the new settings.
Update

Country — Ha3BaHVe CTpaHbl, B KOTOPOii paboTaeT Touka focTyna. B 3aBMCMOCTY OT ykasaHHOro
3HaUYeHUs ByayT NPUMEHEHbI OrpaHMYeHns K Nos0ce YacToT Y MOLHOCTM NepeaaTunka, KoTopble
[eiCTBYIOT B JaHHOI cTpaHe. OT yCTaHOB/IEHHOI CTPaHbl 3aBUCUT CMINUCOK JOCTYMHbIX YaCTOTHbIX

KaHa/10B U, csieaoBartesibHO, 3TO BJINAET Ha aBTOMaTUYECKNiA Bbl60p KaHaJla B pexunme Channel = Auto.

Ecnu ncnonb3yeTcs kKAMeHTcKoe 060pyAoBaHme, MMLEH3MPOBAHHOE /1S UCMO/Mb30BaHNs B APYTroM
pervoHe, BO3MOXHO, YCTaHOBUTb CBSI3b C TOUKOI [OCTyNa B TAKOM C/lyyae He yaacTcs.

° Bbl60p HEMPaBW/IbHOIO pernoHa MOXeET NMpuBecTn K npo6nemaM COBMECTUMOCTHU C Pa3HbIMUA
KTMEHTCKUMU yCTpOI7ICTB6.MI/I.

Transmit Power Control — HacTpoiika pexnmMa orpaHuyeHus napametpa Transmit Power Limit:

+ On — makcumanbHoe 3HadyeHne VM orpaHuymBaeTca B COOTBETCTBUN C 3aKOHOA4ATE/IbCTBOM
P® 1 He npeBbiwaeT 100 MBT (16 ABEM 1U3nyyaemoii nepegaTynkom MOLWHOCTY 415 AvanasoHa
2,4TTy, 19 oBbM n3nyyaemoit nepefaTymkom MoLHOCT — ans 5 ).

+ Off — MmakcumasibHOe 3HaueHre 3VINM orpaHmumBaeTcs (PU3NYECKMMU XapakTepucTMKamm
nepepatumka [nsa scex yctporicte WOP/WEP-2ac, makcmanbHoe 3HaueHne UM ans
ananasoHa 2,4y — 18 pbm, ana guanasoHa Sy, — 21 gbm.

TSPEC Violation Interval — nHTepBan BpeMeHMU, BblAENEHHbIN 415 TOYKM A4OCTYNa, YTOObl COOOLNTD
yepes cuctemy sioruposaHmsa nnm SNMP 0 npucoeguHEHHbIX KNTMeHTax, KOTopble He NoALEPXNBAIOT
o6s3aTesibHbIe NpoLeaypb! AOMNYCKa;

Global Isolation — npn ycTaHOBNEHHOM donare BKOUYeHa N30NAunsa Tpadmka Mexay KameHTaMmm pasHbliX

VAP 1 pa3HbIX pagmonHTepdeincos;
Radio Interface — cocTosiHue pagnouHTepdeiica:
+ On — Npu yCcTaHOB/IEHHOM chnare pagnMovHTepdIeic akTUBEH;
+ Off — npn ycTaHOBNEHHOM (hriare paavonHTepenc BbIK/HOUEH.
MAC Address — MAC-agpec pagnonHtepdeiica;
Mode — BbIGOp pexrmMa paboTbl 6eCnNpOBOAHONO UHTEpPenca;
Channel — Homep kaHana ans paboTsl 6ecnpoBofHON ceTu. MNpu BbiIbope 3HaYeHns «auto»
aBTOMaTU4YeCcKn onpeaenseTcs KaHana ¢ MeHbLUMM YPOBHEM MOMEX;
Airtime fairness — cpyHkUUSi 3hMpPHOI PaaNOLOCTYMHOCTY:
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« On — npuv yCcTaHOB/IEHHOM dhriare (pyHKLUS akTUBHA. SchmpHOE BpeMs paBHOMEPHO
pacnpefenserca Mexay nosnb3oBarensmMu;
+ Off — oyHKUMA BbIK/IOYEHA.

Haxmure KHOMKY «Update» Ana coxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.
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5.5 MNMopgmeHto «Radio»

B nogmeHto «Radio» BbINOAHATCA paclumMpeHHble HacTpoiikmn 6ecnposogHoit Wi-Fi ceTn ans kaxgoro
pagnovHTepdelica.

Modify radio settings

Radioc |17

Status ® On Off

Mode |IEEE 802.11a/n/ac ¥

Channe Auto v

Channel Update Period Off v

Limit Channels
Channel |36 |40 |44 |48 |52 |56 |60 |64 |132|136(140|144(149|153|157|161| All

Use | | o [ o] | o

Channel Bandwidth 80 MHz »

Primary Channel Lower ¥

Transmit Power Limit 19 (dBm, Range: 1 - 19)

Advanced Settings =

TSPEC Settings [+]

Click "Update™ to save the new settings.
Update

* Radio — Bbl6op 6ecnposogHoro Wi-Fi nitepdelica;
+ Status — coctosiHue koHdurypmpyemoro Wi-Fi nitepdpelica:
* On - npu yctaHoBnieHHoM cpnare Wi-Fi nHTepdheiic BKNoYeH,;
« Off — npn yctaHoBneHHoM onare Wi-Fi nHTepdieinic BbIKNHOYEH;
* Mode — BbIGOp pexrma paboTbl pagnonHTepdeinca:
« IEEE 802.11b/g — 4acTOTHbI agnanasoH 2,4 'y, MakcMMasibHasi CKOpoCTb nepegayn 54 Mont/c;
* IEEE 802.11b/g/n — yacToTHbIn AgnanasoH 2,4 'L, MakcuMasibHasi ckopocTb nepegayun 300 Mout/
C
« 2.4 GHz IEEE 802.711n — yacTOTHbIA AgnanasoH 2,4 'y, MakcumasibHas ckopocTb nepegayn 300
M6uT/c. BO3MOXHO NOAKNIOYEHME KTIMEHTOB TOMBbKO C NoAAepxKoi ctaHgapTa IEEE 802.11n;
« IEEE 802.717a — 4acTOTHbI AnanasoH 5 'Tu, MakcumanbHas ckopocTb nepegayn 54 MouT/c;
« IEEE 802.17a/n/ac — 4acTOTHbIn AgnanasoH 5 'y, MakcumasibHasi CKOpocTb nepeaayn 866 Mout/c;
* IEEE 802.11n/ac — 4yacTOTHbIn gnanasoH 5 Ny, MakcuMasibHasi CKOpoCTb nepeaayn 866 Mout/c.
B0O3MOXHO NoAKo4YeHME KNTMEHTOB TOMLKO C nogaepxkoi ctaHaapTa IEEE 802.11n/ac;

+ Channel - Bbi6Op pagnokaHana ans pa6otbl Wi-Fi nHtepdpelica. Mpu Bbibope 3HaYeHUst «Auto»
aBTOMaTUYeCKn ONpeaenseTcs KaHa ¢ HaMMEeHbLUMM KOIMYeCTBOM paboTaloLmx ToOYeK 4ocTyna Ha
[laHHOM KaHase C y4eTOM 3ajaHHOr0 PernoHa;

+ Channel Update Period — nepnog, BpeMeHM, Yepes KOTopbIii 6yAeT NPONCXOANTL aBTOBLIGOP
ONTMMaJ/IbHOTO KaHana;

* Limit Channels — cnncok kaHanoB, KoTopble T[] MOXeT Bbloupatb AN paboTbl B pexnme «Autoy;

« Channel Bandwidth — wmnpunHa Nonocbl NPONyCKaHUs;

* Primary Channel — napameTp MOXEeT 6bITb MU3MEHEH TO/IbKO NPW NPOMNYCKHON CNOCOBHOCTH CTaTUYECKN
3alaHHoro kaHana pasHoi 40 MI'y,. KaHan 40 MI'y, MOXHO cuMTaTb COCTOSILLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW o6nactu. 3Tn ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBLIM U
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BTOPMYHbIM KaHanamu. MNMepBuYHbI KaHasl MCNOb3YeTCs KNMeHTamu, KOTopble NOoAAEPXKMBAIOT TOIbKO
nosaocy nponyckaHnsa kaHana 20 Mru;

+ Upper - nepBrYHbIM KaHas10M byaeT BepxHuii kaHan 20 MI'y, B nonoce 40 MIy;

+ Lower — nepBMYHbIM KaHa/10M ByaeT HMmxHWUIA KaHaun 20 MITy, B nonoce 40 MIu.
Transmit Power Limit — MOLHOCTb Nepejaryvka pagmonHtepdeiica, B AbM. Mpu BKIIOYEHHOM pexmme
Transmit Power Control napameTp npyHMMaeT 3HauyeHue: B guanasoHe 2,4 Ty - ot 8 go 16, no
yMonyaHuio — 16; B guanasoHe 5 'y, Ha WEP-2ac - o1 1 go 19, Ha WEP-2ac Smart-ot1 11 go 19, no
ymondaHuo — 19. MNpwu oTkAto4eHHOM pexxume Transmit Power Control «Outdoor» napameTp npyHumaeT
3HadeHus: B agnanasoHe 2.4 Ty - ot 8 go 18, no ymonuaxuio — 18; B guanasoHe 5 'y Ha WEP-2ac - ot 1
Ao 21, Ha WEP-2ac Smart - ot 11 go 21, no ymonyanutio - 21.

© Knunentckue Wi-Fi ycTpoiicTBa MOryT He NoAAepXuBaTb HEKOTOPbIE YACTOTHLIE KaHabl.

PekomeHayeTca HasHavyaTb YacToTHbIe kaHasbl 1-11 gna guanasoHa 2,4 'y, n 36-48 gns
AnanasoHa 5 T, ecnu HeT nHpopmauumn o KaHasnax, NnogaepXnBaemMblx KNneHTamu.

© Mpu ycTaHOBKe YACTOTHOrO KaHasa u3 guanasoHa 52-144 sknoyeHune nHtepderica Wi-Fi
NpouCXoanT Yyepes T MUHYTY.
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UT006bI NEPENTH K paclUMpeHHOMY CNUCKY NapameTpoB, HaxxmuTe "+" HanpoTmB "Advanced settings":

OBSS Comsience [ on « |

S—— o]

Musdomam Reguisary Made |m|
SESE——— ==

STEC Maode |m|

— [am v |

Sencon imerva 100 |{Mse:, Rangs: 20 2000)
OTIM Period 2 |(Aenge1zm)
N N
ATS Threshaid @{nag::u-mn]
Medmum SisSians [E]{naq::u-m

{Rangs: 14034, 20 vian-ids max)

Fimed Mucasi Raie [ Ao v |anps

Frame-burst Suppar |E|Fl\='\==i't=lihi'«“ﬁ"rml11 Trwoughger]
— —

DHCP Snoaping Mode |ﬁ|

- 150 M)
- 130 Mg
MCS Rage Set k : - THMbp=]

- 07 M)

Legacy Raie Sets
Rate (MneE) 54 [ 23 |38 | 2a] 18 |12 3 | &
Sumprted o | I | I | | I | [ | I | [
Bamc CH OO ) O | |
e Limid | 50 |::n: et ner seconkd)
[ Brosdcasimuscas Rme Limisng ——
T Rae Limid 3.|':-'.| | |::n: et P mecorkd)
WHT Fastures O
TSPEC Sefings ]
ACINCK “Lipcete” 10 S e e Sengs.
| upame |

+ OBSS Coexistence — pexum aBTOMaTU4eCKON CMEHbI LUMPUHBI KaHana ¢ 40 MMy Ha 20 MIMy, npu
3arpy>XeHHOM pagunoadmpe:
+ On — Npu yCTaHOB/IEHHOM h/1are PeXxunm BK/IOYEH;
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« Off — npy ycTaHOBNEHHOM (h/1are PeXuMm BbIK/THOUEH;
DFS Support - mexaHu3m AnHaMU4eckoro Bblbopa 4actoTbl. TpebyeT 0T 6eCnpOBOAHbIX YCTPONCTB
CKaHMpoBaTb pagnoadunp v nsberartb UCMNoIb30BaHNA KaHa10B, COBMaaroLmx ¢ KaHanamu, Ha KOTOPbIX
paboTtaloT paavonoKaunoHHble cuctemsl B 5 Ty gnanasoHe. Mose 4OCTYNHO, TO/IbKO eCcnn BbibpaH
pexum paboTbl pagnonHTepderica Ha yactote 5w,
* On — npu ycTaHOB/IEHHOM (priare noAgepxka MexaHn3ma BK/THUEHa;
* Off — npy ycTaHOBNEHHOM chriare MnoAAepXKa MexaHn3ma BbIK/IOUEH3;
Multidomain Regulatory Mode — pexum nepefayv yCTpoiCTBOM MHADOPMaLMN O BbICTaB/IEHHOM PErYOHe
B C/Ty)ebHbIX coobLyeHnsix Beacon frame:
+ Enable — pexum BK/IHOYEH,;
* Disable — peXum BbIK/TOYEH;
Short Guard Interval Supported — nogaepXka yKOpOYeHHOro 3alUTHOIO HTepBasia. ATO Nose AO0CTYIHO,
TONIbKO €C/ BblGpaHHbI peXxum paboTbl pagnonHTepderica BknovaeT B ceds 802.11n. YMeHbLUEHNe
3alNTHOIO NHTEepBaU1a YBEIMYMBAET MPOMYCKHYH CMOCOOHOCTbL:
+ Yes - Touka goctyna nepegaeT AaHHble, ncnonb3ys 400 HC 3alMTHBIR MHTepBasl NPy 06LLEHUN C
KIMeHTaMu, KOTopble Takke NoAAePXKMBatOT KOPOTKUIA 3alLMTHbIN NHTepBaUT,
+ No - Touka goctyna nepegaet gaHHble, ncnonb3ys 800 HC 3aWMTHbIM MHTEpPBaN;
STBC Mode — meTof, NpOCTaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBAaHUS, HanpaBEeHHbIV Ha
NOBbILLEHNE HAAEXHOCTU Nepeayun faHHbIX. [1os1e JOCTYNHO, TONbKO eCcv BblGpaHHbI pexuM paboThbl
pagnovHTepdelica BkntoyaeT B cebs1 802.11n:
* Yes — Touka focCTyna nepefaeT OAvH NOTOK AAaHHbIX Yepe3 HECKO/IbKO aHTEHH,;
* No — Touka Joctyna He nepefaeT OAVH 1 TOT e NOTOK AaHHbIX Yepe3 HECKO/IbKO aHTEHH,;
Protection — pexum paboTbl NpefoTBpaLLeHNA MEXCTaHUMOHHOM UHTepepeHLmn:
* Auto — pexuMm BK/IHOYEH;
+ Off — pexvM BbIK/THOYEH;
Beacon Interval — nepnog NocbIsIK1n MasiukoBbIX (hpeimoB. PpeiiMbl NnepesatoTcsa Ans 06HapyXeHus
TOUKM JocTyna B achmpe, npuHUMaeT 3HaveHunsa ot 20 go 2000 mc, no ymonyanuto — 100 mc;
DTIM Period — BpeMeHHOI nHTepBaJl, N0 NCTEYEHNM KOTOPOTO LUMPOKOBELLATE/IbHbIE U MY/ILTUKACTOBbIE
nakeTbl, MOMeLLEeHHble B 6ydhepe, 6yayT focTas/ieHbl 6eCcnpoBOAHbLIM KNneHTaMm. Mpu BbiCTaBneHnn
60/bLUEro 3HaYeHNs NO3BONAET 60/bLIE IKOHOMUTL IHEPTUI0 MOBUBHBIX KNIMEHTOB, O4HAKO NOBbILIAET
3alepXKy 4719 My/IsTUKACTOBOro ayavo- 1 Buageotpadomka. NprHumaeTt 3HadyeHms ot 1 ot 255 Mc, no
YyMOTYaHnio — 4 Mc;
Fragmentation Threshold — nopor coparmeHTaummn ppeinma, B 6antax. NpuHUMaeT 3Ha4eHus ot 256 ot
2346, no ymonyaHuio — 2346,
RTS Threshold — yka3blBaeT unMcno 6aiiT, yepes KOTOpoe NocbllaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaboTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli ceTu. MNpuHumaeT 3HaveHns ot 0 o 2347, no ymonyauuio — 2347;
Maximum stations — MakCMMasibHOE YMC/I0 NOAK/THOUYEHHBIX K/TMEHTOB. MNpuH1MaeT 3HayeHus ot 0 oo
200, no ymonyanuio — 200;
DHCP Snooping Mode - ynpasneHue nonntukoi o6paboTkm onuumn 82:
+ Ignore — Ha TO4Ke JocTyna oTkAYeHa obpaboTka onuun 82;
* Replace — Touka focTyna noAcTaBAseT Uan 3aMeHsIeT 3HayeHue onuun 82.
+ DHCP Option 82 Circuit ID - cBo60gHasn cTpoka BBOAA 3HaYeHNs onuun 82 (orpaHunyeHvie B
52 cumBona). Ecnv octaBUTb CTOKY NyCTOW, T/, aBTOMaTUYeCKN NOACTaB/SET 3HAYEHNE B
hopmare:
+ _Agent Circuit ID = \[mac-agpec Touku ; SSID\];
+ _Remote ID = \[mac-agpec knneHTa\] - noacTaBnseTcs aBTOMATNYECKU.
* Remove - T[] yganset 3Ha4deHune onuumn 82.
VLAN list — cnncok VLAN, paspeLleHHbIx g/1si nepegaun B agomp (MCnosnb3yeTcs COBMECTHO C PEXMMOM
VlanTrunk Ha VAP). HacTpoiika VLAN list uicnonb3yetcsi B TOM c/lyyae, ecnv B CTOPOHY K/TMEHTCKOTO
YCTPOMCTBO HY>XHO nepepatb He oanH VLAN, a HecKo/bko. HacTpoiika akTyasibHa An1a pexuma paboThbl
VAP - VlanTrunk. Makcumym — 20;
Fixed Multicast Rate — BbI6GOp (OMKCMPOBAHHOW CKOPOCTM Nepeaaydn MynbTUKacToBoro Tpadmka, npu
BblGOpe 3HauYeHns «auto» BbIGOP CKOPOCTW BbIMO/THAETCHA aBTOMAaTUYECKY;
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ARP suppression — mexaH13m koHBepTupoBaHus ARP-3anpocoBs 13 Broadcast B Unicast;
Frame-burst Support — pexum, N03BONSALLNIA YBETMYNTL NPOMYCKHYI0 CMOCOBHOCTb /19 HUCXOAALETO
NoTOKa;
MCS Rate Set - BbIGOp NOAAEPKMBAEMbIX KaHa/IbHbIX CKOPOCTE 6ecnpoBOAHON Nnepefayn AaHHbIX,
onpegensembix cneundurkaumamu ctaHgaprtos IEEE 802.11n/ac;
Legacy Rate Sets — noggepXxuBaemMble 1 TpaHC/MPYEMbIE TOUKOM A0CTyna Habopbl KaHa/IbHbIX
cKopocTeW;
Broadcast/Multicast Rate Limit — npu ycTaHOB/IEHHOM ch/1are BbIMOIHAETCA OrpaHnyeHve nepegayv
LUMPOKOBeELLATENTbHOIO/MYNLTUKACTOBOrO Tpadmka no 6ecnpoBogHoli cetu. Ans pefakTupoBaHus 6yayT
[OCTYMHbI CeaytoLme nons:

* Rate limit — nopor Ans ckopocTu nepefayn AaHHbIX, NakeT/c;

* Rate limit Burst — makcMMasibHOE 3Ha4YeHue Bersiecka Tpadmka, naket/c.
Tspec Mode — perynupyet o6wwmii pexum Tspec Ha Touke gocTyna.

+ On - Touka gocTyna obpabaTbiBaeT Tspec-3anpochkl OT KNIMEHTOB. VICNONb3yiiTe 3Ty HACTPOVIKY,
€C/1 Touka gocTyna obpabaTbiBaeT Tpadmk oT QOS-COBMECTUMbIX YCTPOWMCTB, TaKMX Kak
ceptudpmumpoBaHHble TenedoHsl Wi-Fi.

« Off — Touka gocTyna UrHopupyeT Tspec-3anpochl OT K/IMEHTOB. Vcnonb3yiiTe 3Ty HACTPOIAKy, ec/in
Bbl HE XOTUTE MUCNOob30BaTh Tspec A/19 QOS-COBMECTUMbIX YCTPOWCTB.

Tspec Voice ACM Mode - pernameHTUpYeT 06s13aTe/bHbIi KOHTPOsb Aonycka (ACM) ans kateropum
ronocooro Tpacuka (Voice).

+ On — KNMeHTy TpebyeTca OTNpaBUTb 3anpoc K TOUKe AOCTyna nepes OTnpaBKoi Uav NosyYeHnem
NnoToKa ronocoBoro Tpaduka Voice.

+ Off — KIMEHT MOXET OTNPaBNSATbL U MOJlyYaTb ros10COBO Tpadvmk Voice, He Tpebyst fonycKkaeMoii
Tspec; Touka gocTtyna urHopupyert 3anpocsl Voice Tspec OT K/IMEHTOB.

Tspec Voice ACM Limit — onpepgensiet npegen o6bema Voice Tpaduka.

Tspec FBT Voice ACM Limit — onpegensieT BepxHuii npegen obbema Voice Tpaduka ans KNMeHToB B
POYMUHre Ha 3TOW ToYKe AOCTyrna C NOMOLLLIO 6bICTporo nepexoga BSS.

Tspec Video ACM Mode - pernameHTMpyeT 06si3aTenbHblli KOHTPONb gonycka (ACM) ans kateropum
Video-Tpaduika.

+ On — KMeHTy TpebyeTcs OTNpaBuTb 3anpoc K TOYKe AoCTyna nepes oTnpasBKov Un NonyyeHnem
notoka Video-Tpadmka.

« Off — KNNEHT MOXET oTNpaBnATbL U Nony4yaTb Video-Tpadmk 6e3 HE06X0AMMOCTI 3anpoca.

Tspec Video ACM Limit — onpegensieT BepxHuii npegen obbema Video-Tpadmka

Tspec FBT Video ACM Limit — onpefensieT BepxHuil npegen oobema Video-Tpaduka ans KNMeHToB B
POYMUHre Ha 3TOW ToYKe AOCTyrna C NOMOLLLIO 6bICTpOro nepexoga BSS.

Tspec BE ACM Mode — pernaMeHTUpPYeT 06513aTe/bHbI KOHTPO/b Aonycka Ansa kateropun BE Tpadimka.

+ On — KMeHTy TpebyeTcsa OTNpaBuTb 3anpoc K TOYKe AoCcTyna nepes oTnpasBKov Uin NonyyYyeHnem
notoka Tpadmka kateropuu BE.

+ Off — KNNEHT MOXET OTNPaBNATbL U NoNy4YaTb Tpaduk kateropun BE, 6e3 He06XxoaAMMOCTK 3anpoca.
Tspec BE ACM Limit — onpegensieT BepxHuii npegen obbema Tpadmka kareropmum BE gns knneHToB B
POYMUHre Ha 3TOW ToYKe AOCTyrna C NOMOLLLIO 6bICTporo nepexoga BSS.

Tspec BK ACM Mode - pernameHTupyeT 06a3atenbHbIil KOHTPOMb Aonycka Ans kareropum BK-Tpadmka.

+ On — KMeHTy TpebyeTcsa OTNpaBuTb 3anpoc K TOYKe AoCTyna nepes oTnpasBKov Uin NonyyeHnem
notoka Tpadgwmka kateropum BK.

+ Off — KNNEHT MOXET OTNPaBNATbL U NoNy4YaTb TPadk kateropun BK 6e3 Heob6xoaumocTy 3anpoca.
Tspec BK ACM Limit — onpeaensieT BepxHuii npeaen o6bema Tpaduka kateropum BK gna knneHTos B
POYMUHre Ha 3TOM ToYKe AOCTyrna C NOMOLLbIO 6bICTporo nepexoga BSS.

Tspec AP Inactivity timeout — BpeMsi, N0 UCTEUEHUIO KOTOPOTO, ByayT yAaNATbCA HeaKTUBHbIE KITUEHTbI C
Touku gocTyna (npoeepsietcst notok downlink).

Tspec Station inactivity timeout — BpeMs, N0 NCTEYEHMUIO KOTOPOTO, ByAyT yAANATLCA HEAKTUBHbIE
K/IMEHTBI € ToukM gocTyna (nposepsietcst noTok uplink).

Tspec Legacy WMM Queue Map Mode — BblibepuTe Bks1, 4TOObI NoAy4YaTb TpaduK pasnnyHbIxX
KaTeropuii Ha ouepeasix, pabotatomx B AKM.

VHT Features — dpyHKUMS BKIOYEHUS/BbIKOYeHNUs Broadcom pacwmpenus B VHT. ®yHkuusa VHT
BKNtOYaeT noanepxky 256QAM,nogaepxmeaetca s 802.11ac.
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Haxmure KHOMKY «Update» Ana coxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

5.6 MopgmeHto «Scheduler»

B nogmeHto «Scheduler» BbINONHAETCA HACTPOiKa NAaHMPOoBLLYMKa paboTbl Touek gocTyna. C NOMOLLbHO
HacCTpOeK JaHHOr0 MEHI0 MOXHO CKOH(pUrypmpoBaTh BpeMsi paboTbl ONpeAeneHHoro pagnonHtepdeiica nm

BUPTYaJsIbHOI TOYKM focTyna.

Scheduler Configuration
Global Scheduler Mode: Enable ® Disable
Scheduler Operational Status
Status: down
Reason: ConfigDown
Scheduler Profile (Range: 1 - 32 chars) | Add
Rule Configuration
Select Profile v Remaove
Set Schedule ® Daily
Weekday
Wweekend
on | Sunday ¥
Start Time |00 ¥ | ;|00 ¥ End Time |00 ¥ |:|00 ¥
Add Rule
Profile Name  Rule ID Day of the Week Start Time End Time
Modify Rule || Remove Rule
Click "Update” to save the new settings.
Update

* Global Scheduler Mode — Bk/ito4eHVe/BbIK/THOYEHWE NIAHUPOBLLMKA:
* Enable — npu yctaHOBNEHHOM doniare nNaaHMpPOBLLMK BK/HOYEH,;
* Disable — npu yctaHoBNeHHOM doniare njiaHNpPOBLUNK BbIK/THOYEH;
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Scheduler Operational Status — B pasgene BbINo/HAETCS NPOCMOTP O COCTOSIHMM PabOTbl N1IAHMPOBLLMKA:

+ Status — ctaTyc paboTbl NN1aHNPOBLLVKSE,;
* Reason - pononHuTeNnbHas MHhopmaums 0 COCTOAHUM paboTbl NIaHUPOBLLMKA:
*+ IsActive — B paboyemM COCTOAHUY;
+ ConfigDown — NNaHUPOBLUYK BbIK/IKOYEH, OTCYTCTBYHOT I1106a/IbHblE HACTPOWKY;
+ TimeNotSet — NNaHWPOBLLVK BbIK/IIOYEH, HA YCTPOCTBE HE YCTAaHOB/IEHO CUCTEMHOE BPEMS;
+ ManagedMode — NnNaHMPOBLLYK BbIK/THOYEH, YCTPONCTBO B peXMME ynpaB/eHus,
Scheduler Profile — nmsa co3gaBaemoro npodounas N1aHNPoOBLLMKA, 3a8aeTcs oT 1-32 cMMBOJIOB.

[na pobasneHusi npochuns B cuctemy ykaxute ums B none «Scheduler Profile» n HaxmuTe kHonky «Add».
Rule Configuration — B pa3gene BbINo/HAETCS HACTPOlika NapameTpoB NPoghn/IA NIaHMPOBLUMKA:

« Select Profile — nmsa co3gaHHOro npodnns, 4719 KOTOPOro 6yAeT BbINOMHATLCA HACTPOiKa NapaMeTpPOB;
+ Set Schedule — geHb Hegenu paboTbl NNAHNPOBLLMKA:
* Daily — exefHeBHO;
+ Weekday — pabouve gHu;
+ Weekend — BbIxogHblE OHK;
« On — onpefeneHHbIin AeHb, BbIGOP OCYLLECTBSETCA 13 BbiNaAatoLLero Crnmcka;
« Start Time — Bpemsi BK/IIOYEHUST paanovHTepdeiica, 3a4aeTcs B BUAE YaCbl:MUHYThI;
+ End Time — BpeMms BbIK/KOYEHNA paanonHTepdeiica, 3a4aeTcs B BUAE YaCbl:MUHYThI.

[lna coxpaHeHns HOBOTroO nNpasuia Npodns HaxmuTe kHonky «Add Rule». 1ns yaaneHus npaBuna Bblbepute
npaBw/io B CINCKE M HaXKMUTe KHOMKY «<Remove Rule». 115 n3meHeHns HacTpoek npasuia BbiGepute npasuio
N HaxxmuTe KHonky «Modify Rule».

HaxxmunTe kHonky «Update» gnsi coxpaHeHWs BHECEHHbIX M3MEHEHMWIA.
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B pasgene «Scheduler Association» BbINoNHSAETCA NpUBSA3Ka NpaBu/ NIAHUPOBLLMKA K BUPTYasIbHbIM TOUKaM

[0CTyna unu paguonHTepdgeiicam.

Scheduler Association Settings

Radio Scheduler Profile Operational Status
1 v up

2 ¥ up

Radio |1 ¥

VAP Scheduler Profile Operational Status

0 v up

1 v down
2 v up

3 v up

4 r down
5 v down
6 v down
7 v down
8 v down
9 v down
0 | ¥ down
11 | v down
12 | ¥ down
13 v down
14 | v down
15 | v down

Click "Update™ to save the new settings.
Update

HaxkmunTe kHonky «Update» ansi coxpaHeHus BHECEHHbIX M3MEHEHMIA.
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B pasgene «VAP» BbINONHAETCA HAcTpoiika BUpPTyasibHbIX Tovek aocTtyna Ha Wi-Fi nHtepdpeiicax n HacTporika
napameTpoB RADIUS-cepBepa. MOXeT 6bITb CKOHGUIypupoBaHo A0 16 Todek gocTtyna Ha kaxkaom Wi-Fi

nHTEpdeiice.

Modify Virtual Access Point settings

Global RADIUS Server Settings
RADIUS Domain:

RADIUS IP Address Type: () |oyq IPvE
RADIUS IP Address 192.168.1.1
RADIUS IP Address-1:
RADIUS IP Address-2:
RADIUS IP Address-3:
RADIUS Key:
RADIUS Key-1:
RADIUS Key-2:
RADIUS Key-3:

Enable RADIUS Accounting

Radio | 1 »

VAP Enabled VLAN ID SSID Broadcast SSID Station Isolation Band Steer B02.11k DSCP Priority
o o 148 | |Etex-Local o o
WPA Versions: (v wpa TKIP WPAZ-AES
Enable Pre-authentication
Use Global RADIUS Server Settings
RADIUS Domain: enterprise.service.root
RADIUS IP Address Type: (8 |pya IPvE

RADIUS IP Address: 172.16.0.134
RADIUS IP Address-1.
RADIUS IP Address-2:
RADIUS IP Address-3:
RADIUS Key ssssssse
RADIUS Key-1.
RADIUS Key-2:
RADIUS Key-3:
v Enable RADIUS Accounting

Active Server RADIUS IP Address
Broadcast Key Refresh Rate |0

Session Key Refresh Rate 0

(Range:0-86400)

(Range:30-86400, 0 Disables)

VLAN Trunk General Mode General VLAN ID WLAN Priority Security
1 0 v

MAC Auth Type
Disabled v | (=)

'WPA Enterprise ~

Global RADIUS server settings — B pa3aene BbINO/HAKTCA rNo6anbHble HACTPOIiKK aBTopm3aummn no RADIUS-

MPOTOKO/Y:

* RADIUS Domain — gomeH nosnb3oBarens;

* RADIUS IP address Type — Bbibop npotokona IPv4 nnn IPvé gnsa poctyna Ha cepsep RADIUS;
* RADIUS IP Address — aapec RADIUS-cepBepa. MNpn HegocTynHocTn ocHoBHOro RADIUS-cepBepa,

3anpochbl 6yayT OTNPaBNATLCSA HA PE3EPBHbIE;

* RADIUS Key - naponb ansa astopu3saumn Ha RADIUS-cepsepe;
« Enable RADIUS accounting — npu ycTaHOBNEHHOM doiare 6yayT OTNpaBAsTbCSA coobLLeHnsa «Accounting»

Ha RADIUS-cepsep.
HacTtpoiika Touek gocrtyna:

* Radio — BbIGOp HACTpanBaemoro pagmonHTepgeinca;
+ VAP - nopsakoBbIi HOMeP BUPTYasibHOM TOUKM A0CTYNa,;

+ Enabled — npn ycTaHoBNeHHOM chriare BUpTya/ibHast TOYKa AOCTyna BK/OYEHA, MHAYe — BbIK/IHYEHa:
* VLANID — Homep VLAN, K KOTOpOMY npuBsi3aHa BUPTyasibHas To4ka A0CTyna;

+ SSID — nmsa 6ecnpoBOAHON CeTY;

+ BroadcastSSID — npu ycTaHOB/eHHOM cpnare BK/IOUYeHO BellaHne B 3comp umenn SSID, nHave —

BbIK/TO4EHO;

« Station Isolation — npn ycTaHOBNeHHOM donare BK/toUeHa M30NSALUNS KTMEHTOB ApYyr OT Apyra B npegenax

oaHoro SSID;
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+ BandSteer — npu ycTaHOBMIEHHOM chniare akTMBHO NPUOPUTETHOE NOAK/YEeHNe KnneHTa K 5 'y, cetu.
[ns paboTbl 3TOW (PYHKLMN HYXXHO HACTPOUTL PaaMoNHTEPKENChI TOYKM AOCTYNa Ha pa3Hble YacTOoTbl
2.4TTywn5TlTy, co3gatb VAP c ognHakoBbiM SSID Ha kaxxgom pagvonHTepdpeiice,  akTuBMpoBaTb Ha
HUX napameTp «BandSteer»,

+ 802.17k — BkNtounTb Nogaepxky ctaHaapta 802.11k Ha BUPTYyasibHO TOUKe [OCTYNa;

* DSCPPriority — npn ycTaHOB/IEHHOM (h/1are MCTOYHUKOM NpuopuTeTa And Bolbopa ovepean 6yayt
AaHHble DSCP, npu cHaTtom - 802.1p;

* VLAN trunk — npu ycTaHOB/IEHHOM ¢bfiare NCnosib3yeTcs TPaHKOBbIN NOPT A5 NOAKN0YEHNA abOHEHT],

+ General Mode - npu yctaHoBNeHHOM donare 6yaeTt ncnosnb3oBatbes General nopT A4ns NoAKAYEHNS
KJIMEHTCKOro o6opyaoBaHuA - NpYemM v nepegaya TerMpoBaHHONO M HETETMPOBAHHOIO Tpaduka;

* General VLAN ID - Homep VLAN, KoTOpbIli 6yAeT CHAMATbCA B CTOPOHY K/IMEHTCKOro 06opyaoBaHus/B
KOTOpbIA ByaeT 3aBOpaymBaTbCs HETEMNMPOBAHHbIN Tpaduk;

* VLANPriority — npyoputeT 3-r0 YpOBHS, KOTOPbI OyeT Ha3HavyaTbCA Ha NakeTbl, NPoxoaswmne yepes
AaHHbIn VAP ¢ pagmo acmpa B CTOPOHY NPOBOAHON CeTy;

« Security — pexum 6e30nacHOCTM A0CTyna K 6eCnpoBOAHONM CETU:

* None - He ncnonb3oBaTh WKU(POBaHUE AN1A Nepefayn faHHbIX. Touka OTKpbITa A1 AocTyna
JTI0O0ro K/INEeHT];

+ WPA Personal - wudposaHne WPA n WPA2, npu Bbibope gaHHOro cnocoba 6yayT AOCTYMHbI
cnepyloLme HacTPOnKu:

WPA Versions: | wea-TKIP

5]
I=
i8]

v
In
m
LA

Key:

Broadcast Key Refresh Rate |0 (Range:0-856400)

* WPAVersions — sepcus wudgpposaHusi: WPA-TKIP, WPA2-AES;

+ KEY - WPA-kntou. inuHa knrova coctaenset ot 8 Ao 63 cMMBO/IOB.

* Broadcast Key Refresh Rate — nHTepBan 06HOB/IEHNSI LLMPOKOBELLATENBHOIO K/toya. MprHumaeT
3HaveHna 0-86400, no ymonyanuto — 0.

* MFP - 3awmTta ynpasnsawwmx kagpos: Not Required — He ucnonb3oBaTtb; Capable —
onuMoHasnbHo; Required — ncnonb30BaThb;

+ WPAEnterprise — pexvum cepTugmnkauumn yCcTponcTs 6ecnpoBOAHOM CBA3M, MPU KOTOPOM K/IUEHT
aBTOPU3yeTCA Ha LeHTpanusoBaHHOM RADIUS-cepBepe. 115 HACTPOWKM AaHHOTo pexunma 6e30nacHoCcTu
TpebyeTcs ykazaTb napameTpbl RADIUS-cepBepa (Bo3MOXHO mncnonb3oBaHve 1o 4 RADIUS-cepeepoB
OZlHOBPEMEHHO, HO C YKa3aHWEM OfIHOrO aKTUBHOIO Ha [aHHbI MOMEHT). Takxe TpebyeTcs ykasaTb
[JOMEH, BEpCuY NPOTOKO/IOB pexuma 6e3onacHocTn v kmun ansa kaxaoro RADIUS-cepsepa.

WPA Wersions: ¥ wpa-TKIP WPAZ-AES
¥ Enable Pre-authentication
Use Global RADIUS Server Settings

RADIUS Domain: enterprise.root
RADIUS IP Address Type: (® 1pya IPvE
RADIUS IP Address: 172.16.0.22

RADIUS 1P Addres:

Wi

-1
RADIUS IP Address-2:

RADIUS 1P Addres:

Wi
"
Lo}

RADIUS Key: sesessas
RADIUS Key-1:
RADIUS Key-2:
RADIUS Key-3:

#| Enzble RADIUS Accounting

Active Server: RADIUS IP Address ¥
Broadcast Key Refresh Rate |0 (Range:0-85400)
Session Key Refresh Rate 0 (Range:30-85400, 0 Disables)
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* MAC Auth Type — pexum ayTeHTudumkauns knnentos no MAC-agpecy:
+ Disabled — He ncnonb3oBaTb ayTeHTUMKaumo kKnneHToB no MAC-agpecy;
* RADIUS - ncnonb3osatb ayTeHTUdukauuio knmeHTos no MAC-agpecy ¢ nomousto RADIUS-
cepsepa;
+ Local — ncnonb3oBaTtb ayTeHTMdINKaLMIO KMeHToB No MAC-agpecy ¢ NOMOLLbHO /I0Ka/TbHOrO
cnuncka agpecos, CHOPMUPOBAHHOTO Ha AaHHOM ToUKe AocTyna.
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5.9 MogmeHto «VAP Minimal Signal»

B paspgene BbINO/HAETCS HACTPOKa QOYHKUMM OTKoYeHNs KnneHTckoro Wi-Fi o6opynoBaHus npu HU3KOM
YPOBHE CUrHasna, NpUHNMaeMoM OT Hero.

Modify Virtual Access Point minimal signal settings
Radic |1 ¥
VAP Minimal signal Enable Minimal signal (dBm, Range: -100 - -1} Check signal timeout (Sec, Range: 1 - 300)
0 ' -75 10
1 -100 10
2 -100 10
3 -100 10
4 -100 10
5 -100 10
6 -100 10
7 -100 10
8 -100 10
9 -100 10
10 -100 10
11 -100 10
i2 -100 10
13 -100 10
14 -100 10
15 -100 10
Click "Update” to save the new settings.

Update

* Radio — BbIGOp HAcCTpanBaemMoro pagmonHTepgeinca;

+ VAP - HOMep BMUPTYa/IbHOW TOYKM OOCTYNa;

* Minimal signal Enabled — npun yctaHoBneHHoM chnare BkntoveHa pyHkuyma Minimal Signal;

* Minimal signal, dBm — ypoBeHb curHana B AbM, HKe KOTOPOro NPOMCXOAUT OTK/IIOYEHME K/TUEHTCKOTO
0060py0BaHUS;

*+ Check signal timeout, s — nepuog BpeMeHu, No NCTe4eHn KOTOPOro NPUHMMaEeTCsa pelleHne 06
OTK/THOYEHUMN KIMEHTCKOIO 060pyA0BaHUS.

HaxmunTe kHomnky «Update» A5t coXpaHeHWs BHECEHHbIX U3MEHEHMWIA.
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5.10 NMoameHto «Fast Bss Transition»

B nogmeHto «Fast Bss Transition» npon3soguTca 3agaHvue napameTpoB U HacTpoika poymuHra 802.11r mexay
6a30BbIMU CTAHLIMSMM.

Fast Bss Transition Parameters

Fast Transition Mode off ¥

FT owver DS off *

Mobility Domain 0 (D - 65535)

RO Key Holder (1 - 48 characters)
Rl Key Holder (0 0 0 0 303 30 )
Reasscciation Deadline  |1000 (1000 - 4294557255)

Click "Update™ to save the new settings.

Update

MapameTpbl Fast Bss Transition:

* Radio — Bbl6Op pagnonHTepdelica, Ha KOToOpom GyaeT HacTpoeH FBT;

+ VAP - HOMep BUPTYasIbHOW TOYKM JOCTYNa, HAa KOTOPOi 6yaeT HacTpoeH FBT;

* Fast Transition Mode — akTuBaumsa pyHKLMM BbICTPON Nepefayn 6azoBoro Habopa cnyxo ans
YCKOpeHUs npouecca ayTeHTMdurKaunm Ha Touke JocTyna:

* On — OYHKUWS BK/IOYEHS,
+ Off — doyHKUMA BbIK/IOYEHA.

* FT over DS — BKNoyeHne mexaHn3ma obmMeHa mexay 6a30BbiMU CTaHUUAMU Yepes NPOBOAHYHO CETb.
KnueHTt npn Heo6x04MMOCTM COBEPLUUTL POYMUHT OTMPAaB/ISAET Ha TeKYLLYH TouKy goctyna FT Action
Request frame ¢ He06X0AMMbIMM aBTOPM3ALMOHHBIMU AAHHBIMU. TekyLLas Touka AocTyna
NHKancynupyeT AaHHbI hpeiim 1 nepeHanpas/iseT Ha Le/leByt TOUKY A0CTyna Yepes NpOoBOAHYH CETb.
LleneBas Touka focTyna noareepxaaeT BO3MOXHOCTb ObICTPOM ayTeHTUUKALMN UHKANCYIMPOBaHHbIM
coob6LLeHnem TekyLen Toukn goctyna FT Action Response frame. Tekyluas Touka gocTyna nepecbiiaer
3TO cOo06LeHMe KIMeHTy. ocie OKOHYaHWA Npouecca KNIMEHT OTCbIIAET Ha Lie/IeBYI0 TOUKY AOCTyna
3anpoc Reassociation. MNpwu oTkNo4eHHOW dyHKunn FT-over-DS pa6oTaeT FT-over-AIR, B TakoM cnyyae
aBTopu3auusa KveHTa Ha Lenesoit T, NpoMCXOAUT C UCMONb30BaHWEM CTaHAapTHbIX (hpeimoB
ayTeHTUdonKauuu:

* On — OYHKUMS BK/IOYEHS,
+ Off — doyHKUMA BbIK/IOYEHA.

* Mobility Domain identifier (MDID) — Homep rpynnbi (0 - 65535), B pamMkax KOTOPOI MOXET 6bITb COBEPLUEH
POYMUHT;

* RO Key Holder - kntoy PMK-RO, go 48 cumBo/oB. Takxe UCNo/b3yeTcs B kavyecTBe naeHtudukaropa
NAS, koTopbIli 6yAeT oTnpaBnAaTbes B coobueHun Radius Access Request;

* R1 Key Holder — kntou PMK-R1 B cpopmaTte MAC-azpeca XX:XX:XX:XX:XX:XX;

* Reassociation Deadline, ms — makcmasibHOe paspeLleHHoe BpeMs oxungaHusa 3anpoca "Reassociation”
OT cTaHumu. Mo ymonuaHuo ncnonb3yetcs 3HadeHne 1000 mc.

HaxmunTe kHonky «Update» ans coxpaHeHUsi BHECEHHbIX U3MEHEHWIA.
Mocne ykasaHnss OCHOBHbIX NapamMeTpoB HEOOXOAMMO HACTPOUTL B3aMMOAENCTBMNE C TOUKaMy AOCTyNa, Mexay
KOTOpbIMY ByAET OCYLLEeCTBNATLCA POYMUHT, 3a8a8 MAC-agpeca 1 K/oun.
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NASID RRB Key
MAC Address {1 - 48 characters) {16 characters)
Add
Remaote RO Key Holder Data
Remove
Click "Update” to save the new settings.
Update
R1 Key Holder RREB Key
MAC Address [MAC Address) {16 characters)
Add
Remote Rl Key Holder Data
Remowve

Click "Update” to save the new settings.
Update

5.11 NMoameHto «Passpoint»

* MAC Address — MAC-aapec TOYKM AOCTYNa, y4acTBYOLWEN B POYMUHTE;
* NAS ID - ngentndmkatop NAS, npuHumaeT 3HadeHue, ykazaHHoe B RO Key Holder;
* RRB key - knto4 ans wudposaHus RRM-coobuieHunin onnHoin 16 cumBonos.

Ans no6aBneHVs 3anucy B TabnuLy HaxXmuUTe KHomky «Add».
Ons ynaneuusi 3anucuy 13 Tabnulibl BbIAENUTE CTPOKY U HAXXMUTE KHOMKY «Remove».

HaxmunTe kHomnky «Update» 51 COXpaHeHWsl BHECEHHbIX M3MEHEHWIA.

Passpoint — 310 thyHKUMS, No3BONAOLAA NO/b30BaTeNsAM 6ecLlloBHO nepexoguTs ¢ 3G/4G-cetein Ha Wi-Fi
ceTu. Passpoint nogaepXxuBaeT cnegytolime Tunbl ayTeHTudmkaumm: EAP-TLS (naeHTudukaums Ha ocHoBe
cepTudpmkarta), EAP-SIM (naeHTudmkaumsa Ha ocHoBe AaHHbix GSM SIM-kapTbl), EAP-AKA (naeHTudbukaums Ha
ocHoBe gaHHbIx UMTS USIM) nnmn EAP-TTLS ¢ MS-CHAPV2 (3anpoc umMeHu nosib3oBatensi U naposis,
cepTudmkaT gns cepeepa).
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Bbi6epute paanonHTepgenc n BUpTyasibHYI0 TOUKY AOCTyNa, Ha KoTopoi 6yaeT pabotate Passpoint n
3anosiHMTe noss Huke (No Heo6XoANMOCTHW).

Eltex Enterprise Wireless Access Point

Basic Settings Modify Passpoint settings
Status
Interfaces

Events Rradio [1 7

Transmit/Receive VAP |PPVAPO 7|

e
M
_l
m
X

Wireless Multicast Forwarding Statisticy

Client Associations Passpoint Parameters :
TSPEC Client Associations =
= 802.11u Status off ¥
Rogue AP Detection -
Internet Access Off ¥
TSPEC Status and Statistics 2524 o
TSPEC AP Statistics Network Access Type Private Network T
Radio Statistics Interworking HESSID 00:23:45:67:8%:3h (XX NKENN)
Email Alert Status P2P IE Status off ¥
= IP Address Type Availability Information
Ethernet Settings
P4 Not Available il
Management IPvé v Not Auailable T
IPv6 Tunnel Network Authentication Type List
Wireless Settings Auth Type Redirect URL )
CN— ' R
o Not Configured r Not Com’i.gured. ) {URL)
T e Not Configured v N.nt ?anig\__tred | (URL)
Not Configured T Not Cunﬁgured ] (URL)
i v
VAP Minimal Signal Venue Group Unspecified
= Venue Type Unspecified ¥
Fast Bss Transition T
Venue Name List
Passpoint Venue Name Language Code
Wireless Multicast Forwarding Not Configured
v
- 4
MAC Authentication B
Not Configured R
Load Balancing ENG ¥

* Radio — pagnounHTepdeiic, Ha KOTOPOM HEOBXOAUMO aKTUBUPOBaTL PYHKLUMIO Passpoint;
+ VAP - BupTyasibHasi Touka goctyna (SSID), Ha KoTopoii HE06X0AMMO aKTUBMPOBATb (PYHKLMIO
Passpoint.
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Passpoint Parameters :

802.11u Status
Internet Access
ASRA

Network Access Type

Interworking HESSID

Ooff ¥
off ¥
Ooff ¥
Private Network

00:23:45:67:89:ab

v

{200 2300 1300 13001 X001 300)

P2P IE Status off ¥

P2P Cross Status Ooff ¥
IP Address Type Availability Information
1Pwd Nat Available y
IPvE Mot Available v

Metwork Authentication Type List
Auth Type Redirect URL

Mot Configured v Not Cenfigured (URL)
Mot Configured v Not Cenfigured (URL)
Mot Configured v Not Cenfigured (URL)
Mot Configured v Not Cenfigured (URL)
\fenue Group Unspecified v
Wenue Type Unspecified ¥

Venue Name List

Venue Name Language Code

Not Configured
v

"]

M

Mot Configured

ENG ¥
s
Roaming Consortium List
OUI Name Is Beacon
Not Configured No ¥
Not Configured Mo ¥

3GPP Cellular Network Information List

Country Code Metwork Code

Mot Configured Mot Configured
Mot Configured Mot Configured
Mot Configured Mot Configured
Mot Configured Mot Configured
Mot Configured Mot Configured
Mot Configured Mot Configured

Domain List

1 |Not Configured 2 |Not Configured

3 |Not Configured 4 |Not Configured

+ 802.711u status — BK/IOUNTL/BbIKTIOUNTL (OYHKLMIO Passpoint;
* Internet Access — BK/TOUNTL/BbIK/TIOUNTL AOCTYN K VIHTEPHETY;,

ASRA - (Additional Step Required for Access) — 106aBUTb/y6paTh AONO/HUTE/bHbIN LAl aBTOPU3aLun

npu NoslydeHnn JocTyna;
* Network Access Type — TN B3aMMOZEINCTBUA C CETbIO AOCTyna:

Private Network — yacTHas ceTb;

Private Network with Guest Access — YacTHasi CETb C FOCTEBbIM AOCTYMNOM;

Chargable public network — Tapuduumnpyemas nybnmyHas ceTb;

Free public network — 6ecnnatHas ny6nnyHas cetb,

Emergency Services only Network — ceTb Ans aBapuiiHbIX CYX6 1 CNyX6 CKOPO NMOMOLLY;
Personal Device Network — nu4Hast ceTb YCTPOWCTB,;

Test or Experimental — TectoBas CeTb;

Wildcard — B3anmopgelictBue yepes Bayuepsbl (wildcard-ceptudmkar);

* Interworking HESSID — MAC-agpec, eavHblil AN BCex ToYek AoCTyna O4HOM CeTu.

NHdopmauus o Tune goctyna (IP Address Type Availability Information)

* IPv4 — HacTpolika gocTyna ucnonb3ys npotokon I1Pv4;
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+ IPv6 — HacTpolika gocTyna ucnonb3ys npoTokon IPvé.
Tunbl ayteHTucukaumm B cetn (Network Authentication Type List)

+ Auth Type — BblbepuTe B none Tun ayTeHTuduKauuu:
+ Not Configured — Tn ayTeHTUMKaLMM HE YCTAHOB/EH;
+ Acceptance of term and Conditions — ayTeHTUdMKaLMs C MPUHATUEM NOJIb30BATENLCKOIO
cornawleHus;
Online Enrollment — peructpayms OHMaiH,;
HTTP/HTTPS Redirection — nepeagpecauusa no HTTP/HTTPS;
* DNS Redirection — nepeagpecaums no DNS.
* Redirect URL — none ansa Beoga URL-agpeca, Ha KOTopbIli 6yAeT BbINOSIHEHA Nepeapecauns.

WHdopmauusa o mecte yctaHoBku (Venue Details)

+ Venue Group — kateropus Mecta yCcTaHOBKM, onpegeneHHasn ctaHgaptom IEEE 802.11u:
+ Unspecified — He BbIGpaHO;
+ Assembly — mecTa 60/1bLLIOr0 CKONSIEHMSI NtoAel (CTaamoHbl, TeaTpbl, PECTOPaHbI, BOK3asbl,
asponopTbl ¥ T.1.).
* Business — 6aHKM, 0UChI, HAyUHblEe LLEHTPbI U T.N.
* Educational — yuebHble LeHTpbI
* Factory and Industrial — npoMbILINEHHbIE 34aHUS;
* Institutional — rocyfapcTBeHHbIE YUpexaeHus;
* Mercantile — komMepyeckune (TOpProBble) opraHM3auuy;
* Residential — Xunble KOMMN/IEKCbI;
+ Storage — xpaHunuwa/cknagsbl,
+ Utility and Miscellaneous — KOMMyHaJlbHble C/TyXObl 1 T.1.;
+ Vehicular — TpaHcnopr,
+ Outdoor - pa3melyeHne Ha ynuue (ropoackue napku, 30HbI OTAbIXA, OCTAHOBKM, KMOCKM)
* Reserved — yacTHble TeppUTOPUN.
+ Venue Type — TN MecTononoxeHus. JOCTyrnHble BapuaHTbl 3aBUCAT OT BblIOPaHHO BbILLEe KaTeropum
pacnonoXeHus.

Cnucok mecTonosioxeHuii Touek goctyna (Venue Name List)

+ Venue Name — HaMeHOBaHWsi MecTa yCTaHOBKM TOUKU AOCTYNa;
+ Language Code — fA3blK.

Cnucok opraHusauyuii (Roaming Consortium List)

+ OUI Name — yHuKanbHbIii naeHtTudmkatop opranmsauum (OUI);
+ Is Beacon — fo6asutb OUI B beacon (yes), He go6aenatb OUI B beacon (No).

NHdopmauusa o 3GPP cetsax cotoBoii cBA3u (3GPP Cellular Network Information List)

+ Country Code — ko, CTpaHbl;
+ Network Code - kop ceTw.
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Cnucok gomeHoB (Domain List)

Bnvwmnte foMeHbI B CB060,EI|Hb|e nong.

Cnucok o6nacrteii (Realm list)

HacTpolika napameTpoB pa6otbl ANQP npotokona (Passpoint ANQP Parameters Configurations)

+ Passpoint Status — BkntounTh (enable) / otkntounTs (disable) dyHkumto Passpoint;
+ Passpoint Capability — onpegenuTb noaaep>XxunBaeT A yCTPOKCTBO hyHKLMI0 Passpoint;

Realm Name

Not Configured
Not Configured
Not Configured
Not Configured
Not Configured

Not Configured

Realm List:

Enceding EAP and Auth Information
RFC4252 ¥ | |Not Configured

RFC4252 ¥ | |Not Configured
RFC4252 ¥ | |Not Configured
RFC4252 ¥ | |Not Configured
RFC4252 ¥ | |Not Configured

RFC4252 ¥ | |Not Configured

Modify
Modify
Modify
Modify
Modify

Modify

Reset
Reset
Reset
Reset
Reset

_ Reset _

Realm Name — Ha3BaHue obnacTy,
Encoding — xogupoBka (RFC4282, UTF8);
EAP and Auth Information — nHchopmaumsa 0 NpoOTOKOE 1 ayTeHTUUKaLUN.

Modify — HacTpouTb TUN 1 NapameTpbl ayTeHTUuKauuy;
Reset — c6pOCUTbL HACTPONKM

Passpoint ANQP Parameters Configurations :

Passpoint ANQP Parameters

Fasspoint Status Disabled ¥
Fasspoint Capability Release 1 ¥
DGAF Disabled Status Dizabled ¥
AMNQF 4 frame Disabled ¥
Gas Come Back Delay 0

Proxy &RP Status Disabled ¥

Operating Class Indicator Operating Class 81

Ancnymous NAI Mot Configured
L2 Traffic Inspection Enabled ¥
ICMPw4 Echo Enabled ¥
Operator Friendly Mame List

Operator Name Language Code
Mot Configured ENG ¥

Not Configured ENG ¥

QoS Map ID or

MAI Home Realm Query List

Home Realm Encoding

MNot Configured RFC4282 ¥
Not Configured RFC4282 T
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DGAF Disabled Status — BkntounTb (enable) / BbikntounTs (disable) nepeagpecaumto HUICXOAALLMX
rpynnoBbIX afapecHbIX kaapoB (4ns MynbTukacTa). Korga T/, nepefaeT kaapbl, COAepPXaLLMe 3/1IEMEHT
nuavkaumm HS2.0, B kotopom 3HaveHne DGAF Disable yctaHoBneHo paBHbiM disable, MmobunbHoe
YCTPOMCTBO [4O/HKHO OTOPOCUTL BCE MPUHATLIE IOHMKACT IP-NnakeTbl, KOTOpble 6blIM paclumMdpoBaHbl ¢
NMOMOLLIbIO K/Ko4a rpynnbl;
ANQP 4 frame — BkntounTb (enable) / BbikntounTb (disable) o6meH 4 GAS-thpeiimamu;
Gas Come Back Delay — 3apepxka Bo3Bpata GAS (GAS Comeback Delay) B TU 3aBucuT oT
HacTpoiikn ANQP 4 frame;
Proxy ARP Status — aktuBupoBarth (enable) / peaktuBuposarts (disable) ARP-npokcu (Proxy ARP);
Operating Class Indicator:

* Operating Class 81 — paboTta B gnanasoHe 2.4 ['Tu;

* Operating Class 115 — pa6ota B gnanasoHe 51Ty,

* Operating Class 81&115 — ogHOBpeMeHHasi paboTta B gnanasoHax 2.4 n 5Ty,
Anonymous NAI — yctaHoBUTb aHOHUMHbIN ID goctyna k cetn (NAI — Network Access ldentifier);
L2 Traffic Inspection — BkntounTh (enable) / BbikntounTh (disable) koHTponb 1 donnbrpayuto L2-Tpadomka
(mocTynHO AN Touek AOCTYNa, KOTOPbIE MMEKT BCTPOEHHYO (PYHKLMIO KOHTPONA 1 hunbTpaumm
Tpaduka);
ICMPv4 Echo — doyHKums counstpaumm gnsa ICMPv4 Echo 3anpocos.

OnepaTopbl, KOTOPbIM AOCTYMHO NoaknoueHne Passpoint Ha gaHHol Touke gocTtyna (Operator Friendly
Name List)

Operator Name — nmsi oneparopa;
Language Code — fA3blIK;
QoS Map ID — ngeHtudonkarop QoS Map.

Cnucok gomawHux oénactein (NAl Home Realm Query List)

Home Realm — gomaluHsasa o6nacTb;
Encoding - kogupoBka (RFC4282 nnun UTFS8).

Cnucok BO3MOXHbIX nogkntoueHuii (Connection Capability List)

Connection Capability List :
Protocol Port Status
Select hd Select b Select ¥
Select ¥ Select v Select l
Select hd Select b Select v
Select v Select v Select v

Protocol — npoTokon, N0 KOTOPOMY BO3MOXHO NOAK/IOYEHNE:
*+ ICMP (0x1) — ICMP npoTokor;
+ TCP (0x6) — TCP npoTokon;
« UDP (0x11) - UDP npotokon;
+ ESP (0x32) - npotokon ESP.
Port — nopT, N0 KOTOPOMY BO3MOXHO MOAK/OYEHME;
Status — cTaTyc NOAKIOYEHUSA:
+ Closed — nogk/oYeHNEe No AaHHLIM NapamMeTpam 3aKpbITo;
+ Open — noakItyeHve Nno JaHHbIM napameTpam A0CTYMHO;
+ Unknown - cTaTyc nogkntoYeHnsi HEN3BECTEH.

CnucoK npoBaiigepos, KOTOPbIM AOCTYNHA oHNalH-perucTpauus (OSU Provider List)
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05U Provider List:
0sU SSID : 05U
OS5U Friendly Name OS5 Desc 05U Language Code OSU Server URI 05U NAI 05U Methed 05U lcon
#1 SF Red Test Onlyleng Fres service for te https://fosu-serve SOAP-XML ¥ ||7
1-1 Select v
1-2 Select v
1-3 Select v
#2 Mot Configured Not Configured OMA-DM ¥ |0
2-1 Select v
2-2 Select v
2-3 Select v
#3 Mot Configured Not Configured OMA-DM ¥ |0
3-1 Select v
3-2 Select v
3-3 Select M

* OSU SSID - naeHTncpmkatop cetn ans oHnaH-perncTpaumm;
* OSU Friendly Name — nmsi nHTepHET npoBaiaepa;

+ OSU Desc — onucaHue cepsepa OHMaiH-perncTpaumy;

+ OSU Language Code — ko i3blka OHNaliH-perncrpaumm;

* OSU Server URI — URL cepBepa oHnaliH-perncrpaumy;

« OSU NAI - ID pocTyna K ceTu ans oHnaH-perncTpaumm;

* OSU Method — meToga oHnaliH-perncTpauuy;

* OSU Icon - NoroTtun npoBaaepa.

MHuopmauus o metpuke WAN (WAN Metrics Information)

WAN Metrics Information :

Link Status  Symmetric Link At Capacity Down Link Speed Up Link Speed Down Link Load Up Link Load Lmd

Y. Y. Y= = = = -

* Link Status — cOCTOS\HNE COeANHEHUS:
* Link up — coevHeHVEe aKTUBHO;
* Link Down — coegnHeHne HeakTUBHO;
* Link Test — coegmHeHne paboTaeT B TECTOBOM pPeXUME.
« Symmetric Link — coeguHeHne cummeTpuruHo (Symetric Link) nnm He cummeTpuuHo (Not Symmetric
Link);
+ At Capacity — nponyckHasi CnoCOGHOCTb;
+ Down Link speed — CKOPOCTb HUCXOAALLENO NOTOKA;
* Up Link speed — cKOpOCTb BOCXOASALLEro NOTOKa,;
* Down Link Load — Harpy3ka Ha HUCXo4sLWMIA NOTOK;
* Up Link Load — Harpy3ka Ha BOCXOASLL M NOTOK,;
« Lmd - pnmTenbHocTb n3mepeHus Harpysku (Load Measurement Duration).
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5.12 TMogmeHto «Wireless Multicast Forwarding»

B pasgene «Wireless Multicast Forwarding» BbinonHsaeTcA HacTpoika nepeHanpasneHns multicast-nakeTtos.

Modify Wireless Multicast Forwarding settings

Radic |1 ¥

VAP Enabled WMF-Enable

0 <
1

2 v
3 <

10
11
12
13
14

15

Click "Update™ to save the new settings.
Update

* Radio — BbIGOp pagnonHTepdelica,;

+ VAP — HOMep BMPTYasibHOM TOYKM OOCTYNa;

+ Enabled — npu yctaHoBNeHHOM dhriare BUpTyasibHasA Touka focTyna 6yeT akTVBHa, MHavye — He akTVBHa,;

+ WMF-Enable — npu ycTaHoBneHHOM chnare 6yaeT akTuBHa yHKLUMA nepeHanpaeneHns multicast-
NakeToB Ha BUPTYaUIbHOIN TOUKe A0CTYNa, MHavye — He akTMBHaA.

Haxmure KHOMKY «Update» Ana coxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.
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5.13 TMoameHto «WDS»

B pasgene «WDS» BbINOMHAETCA HACTPOIKA CBSA3U MEXAY TOYKaMu AoCTyna no 6ecnpoBOAHOI ceTu.

Configure WDS bridges to other access points
Click "Refresh™ button to refresh remote APs signal strength.

Refresh
Tunneling Off r

Spanning Tree Mcde Ernzhbled ® Dizabled
Radic 1

Local Address E0:DS:E3:71:F5:40
Remote Address -
Connection Status down

Encryption Mone (Flain-text) ¥

Radio 17

Local Address E0:DS:E3:71:F5:40
Remote Address -
Connection Status down

Encryption Mone (Flain-text) ¥

Radic 1

Local Address E0:D9:E3:71:F5:40
Remote Address -
Connection Status down

Encryption Mone (Flain-text) ¥

Radic 1T

Local Address ED:D9:E3:71:F5:40
Remote Address -
Connection Status down

Encryption MNone (Plain-text) T

Click "Update™ to save the new settings.

Update

+ Tunneling — onumst 4OCTYyNHa TONbKO Npu ucnonb3osaHum GRE:
+ Off — GRE He ucnonbayetcs, onuns Tunneling BbIKNHOYEHa;
+ Master — Touka nogkn4yaeTcs B ceTb yepes Ethernet-nHtepdelic;
+ Slave — Touka nogkntoyaeTca K Master no pagmonHTepdeiicy;
« Spanning Tree Mode — pexum paboTbl npoTtokona STP ans npeaoTepalleHnst neTenb B CETU:
« Enabled - npun yctaHoBneHHoOM cpnare npoTokon STP pa3pelleH Ansi ICNofb30BaHus.
PekomeHayeTcs BKAWOYATL npu ncnosnb3oaHum WDS;
+ Disable — npu yctaHoBneHHoM chnare npotokon STP 3anpelleH;
* Radio — BbIGOp paanonHTepdeiica;
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+ LocalAddress — npocmoTtp MAC-agpeca TekyLlero pagnonHtepaeiica;
* RemoteAddress — afpec TOUKM AOCTYNa, C KOTOPOI NpeAycMaTpuBaeTcs COBMeCcTHas paboTa;
+ Connection Status — cTaTyc COefiMHeHus;
+ Signal — ypoBeHb C KOTOpbIM BuAHa BCTpeyHasa T/,
* Encryption — BbI6Op pexuma LwndpoBaHns:
* None — He ucnonb3oBaTh WMGPOBAHNUE,
+ WPA (PSK)- wudppoBaHne WPA n WPA2, npu BbIGOpe AaHHOro cnocoba 6yayT AOCTYMHbI
cnepyloLme HacTPOnKu:
+ SSID — nma Wi-Fi cetu;
+ KEY — WPA-kntou. InuHa knrova coctaenset ot 8 4o 63 cMmBO/I0B.

Haxmure KHOMKY «Update» Ana coxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.
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B pasgene «MAC Authentication» BbinonHsAeTcs HacTpoiika 6enbix/4yepHbix cnuckoB MAC-apecoB KNIMEHTOB,
KOTOPbIM pa3peLleHo/3anpeLLeHo NoakIYaTbes K JaHHO Touke AocTyna.

Global policy Allow only stations in list

* Block all stations in list

Access List b

Radic |1 T

VAP 551D
0 |Eltex-Loca

1 |oo0111_TestLength

2 |BRAS-Gusst

3 Eltex-Guest

4 |test_80211r_5g

5 1.11.4_802111r

6 |1.11.4_802111r 28

7 |virtual Access Point 7
8 |virtual Access Point 8
e Wirtual Access Point §
10 \irtual Access Point 10
11 lvirtual Access Peint 11
12 yirtual Access Point 12
13 |virtual Access Point 13
14 lvirtual Access Point 14
15 |virtual Access Point 15

Click "Update™ to save the new settings.
Update

ACL

default

default

default

default

default

default

default

default

default

default

default

default

default

default

default

default

Configure MAC Authentication of client stations

L

v

Palicy Mode
Global ¥

Global ¥

Global ¥

Global ¥

Global ¥

Global *

Global ¥

Global ¥

Global *

Global ¥

Global ¥

Global ¥

Global ¥

Global *

Global ¥

-

Global

* Global policy — BbI6op cnucka thunbTpauun MAC-agpecos npu ayTeHTUMKaLnK;
+ Allowonlystationsinlist — npu yctaHoBNneHHoM chbnare 6yaeT hopmmnpoBaTbest 6enblii cnmcok MAC-

aflpecos;

* Blockallstationsinlist — npn yctaHoBneHHoOM chnare 6yaeT hopMmnpoBaTbCs YepHblii cnmcok MAC-

a/\pecos.
+ Access list — Bbi6op cnuckoB MAC-aapecos;

+ StationsList — cnucok MAC-agpecoB KNMEHTOB, KOTOPbIM pa3peLueH/3anpeLleH 4oCTyn,

[Ona no6aesneHns MAC-aapeca B pa3aene «access List» BbioepuTe cnmcok comnstpaumm n seeaute MAC-
afpec, KOTOpbIi HY)XHO A06aBUTb B CMMCOK. HaxxmuTe KHONKY «Add».

[Ona ynaneHns MAC-agpeca B pasfene «Station List» BbioepuTe 3anmcb U HOXMUTE KHOMKY «Removey.

* Radio — BbIGOp paamo nHTepdeiica TOUKM AOCTYNa;

58



Web-koHdurypaTop WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

* VAP — HOMep BUPTYa/IbHOM TOYKN AOCTYNa;

SSID — ums BUPTYyasibHOWN TOYKM JOCTYNa;

+ ACL - BbI6op cnncka MAC-agpecoB 419 NpUBA3KU ero K BblopaHHoMmy SSID;

* Policy mode — HacTpoiika 6enbix/4epHbix cnvckoB MAC-agpecos:
+ Global — gnsa tekywero SSID Bbi6GpaHHbIV cnucok Mac-agpecos 6yaeT COOTBETCTBOBATb

rno6asibHoMy cpnary;

« Allow — gns Tekyuiero SSID BblIGpaHHbIi CNUCOK BYAET ABNSATLCA GENbIM(A0CTYN paspeLLeH);
+ Block — gnsi Tekyuwiero SSID BbliGpaHHbIA CNMCOK BYAET SABNSATLCA YEPHBLIM(AOCTYN 3anpeLleH).

Haxmure KHOMKY «Update» Ana coxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

5.15 MoameHto «Load Balancing»

B pasgene «Load Balancing» BbINONHAETCA KOHUIyprpoBaHNE OrpaHnyYeHns BO3MOXHOCTU NOAK/THYEHUS K
TOYKe AOCTyna B 3aBUCUMOCTY OT YTUAM3ALMN KaHana.

Modify load balancing settings

tn
51

Load Balancing Enabled '"® Disabled

Utilization for No New Assocations 0 (Percent, O disables)

Click "Update™ to save the new settings.
Update

+ Load Balancing — 6anaHcupoBKa Harpy3ku:
+ Enabled — 6anaHcMpoBKa Harpy3ku BKIHOUYEHS,
* Disabled — 6anaHcnpoBKa Harpy3km BbIK/lOYEHA.
« UtilizationforNoNewAssociations — ypoBeHb yTUIn3auuy nosockl NPonyckaHus TOYKM AOCTyNa, npu
NPeBbILLIEHNY KOTOPOI NPOMUCXOAMUT 3anpeT Ha NoAK/IIYEeHNEe HOBbIX KNIMEHTOB, 3agaeTcs B %. Mo
ymosnyaHuio — 0.

HaxkmunTe kHonky «Update» ansi coxpaHeHus BHECEHHbIX M3MEHEHMIA.
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B pa3gene «Authentication» nponsBoanTCA HaCTPOMKa TOUKM AOCTYNa B PEXMM KveHTa no npotokony 802.1X
[ANA NPOXOXAEHUA NpoLeaypbl ayTeHTUMKaLMM Ha BbillecTosLLeM 060pyL0BaHNN.

Click "Refresh™ button to refresh the page.
Refresh

Modify 802.1X Supplicant Authentication settings

Supplicant Configuration ...
802.1X Supplicant Enzbled "® Disabled
EAP Method MD5 ¥

Username

Pazsword

Click "Update™ to save the new settings.
Update

(Range: 1 - 64 characters)

(Range: 1 - 64 characters)

Certificate File Status ...
Certificate File Present no

Certificate Expiration Date | Not Present

Certificate File Upload ...

Upload Method ® {1Tp TETP

Upload

Browse to the location where your certificate file iz stored and click the "Upload” button.
To upload from a TFTP server, click the TFTP radic butten and enter the TFTP server information.

Filename BriGepuTes thain | Tain He BoibpaH

Supplicant Configuration — B pa3aene BbINOMHAETCS HACTPOKKA NapameTpoB ayTEHTUVKALMK:

+ 802.1X Supplicant — BKNOUNTL/BbIK/IOYNTL PAb0TY TOUKM JOCTYNA B PEXUME K/IMEHTA NO NPOTOKOY

802.1X:
» Enabled — BKNHOUNTD;
» Disabled — BbIKNOUUTb;

« EAP Method — anroputm wndpoBaHus Npu ayTeHTUdMUKaLUM NoNb30BaTens;
+ Username — nmsa nonb3oBartens, 3afgaeTcs cTpoka 1-64 cumBOOB;

+ Password — naponb, 3agaetcs cTpoika 1-64 cumBOoB.

Certificate File Status — B pasgene mMoxHo npocMoTpeTb nHdopmauuio o coctossHum HTTP SSL ceptudimkara.

Certificate File Upload — B pa3aene BbinonHsetcs 3arpyska danna HTTP SSL Certificate.

+ Upload Method — meTtog 3arpy3ku gpanna HTTP SSL cepTudounkara:
« HTTP - 3arpy3ka ceptudonkarta yepes HTTP. Npu BbIGOpe 3TOro cnocoba HaXXMUTE KHOMKY
«BbibepuTe dhaiin», ykaxute daiin, KoTopbli HY)XHO 3arpy3nTb B YCTPONCTBO;
« TFTP - 3arpy3ka ceptudmkata yepes TFTP. Mpu ykaszaHun 3Toro cnocoba Hy>HO 3anoHUTb

cnepywowime nons:
* Filename — nms haiina ceptudmkara;
+ Server IP — |IP-agpec cepsepa.

[ns 3arpyskn cepTudomkata HaxmmTe kHomnky «Upload».
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5.17 MogmeHto «Management ACL»

B pasgene «Management ACL» BbINOMHSAETCA HacTpoiika CNMCKOB AOCTyna ynpasneHus yctpoinctsom Web,
Telnet, SSH, SNMP.

Configure Management Access Control Parameters
Management ACL Mode Enabled ® Disabled
IP Address 1 (2000, 3006, 2000, 5004 )
IF Address 2 (303000, HOEL 0L 300K )
IP Address 3 (2000, 3006, 2000, 5004 )
IF Address 4 (303000, HOEL 0L 300K )
IP Address 5 (2000, 3006, 2000, 5004 )
IPvE Address 1 (303000 5 I S B8 S B I L IO L N )
IPv6E Address 2 (20000 20000 N0 E B0 T M0 T MO0 0000 )
IPvE Address 3 (303000 5 I S B8 S B I L IO L N )
IPvE Address 4 (20000 20000 N0 E B0 T M0 T MO0 0000 )
IPvE Address 5 (303000 5 I S B8 S B I L IO L N )
Click "Update” to save the new settings.

Update

* Management ACL Mode — ncnosnb3oBaHue CNUCKOB A0CTyna K ynpas/ieHWI0 YyCTPONCTBOM:
+ Enabled — npu yctaHOB/IEHHOM dhnare oyHKLMOHaN BK/THOYEH;
* Disabled — npu yctaHoBNneHHOM chnare oyHKLUMOHaT OTK/IHOYEH;

* IPAddress — cnucok xocToB IPv4, KoTopble MMEIOT JOCTYN K yNpaBneHnto yCTPOCTBOM;

* IPv6 Address — cnncok xocToB IPv6, KOTOpble UMEKT AOCTYN K YPaB/IEHWIO YCTPONCTBOM.

[N NPUMEHEHNSA 1 COXPaHEHUSI HACTPOEK B 9HEPTOHE3ABMCUMYIO NamsiTb HaxxmmTe «Update».

5.18 TMogmeHto «OTT Settings»

B pasgene «OTT Settings» BbinonHseTcst HacTpolika napametpoB OTT(over the top) ana noctpoexus IPsec,
nn6o GRE-TyHHenei BHyTpu IPSec coeanHeHuns ot TA.

OTT Settings
Service Activator URL (https: /< x00000000x0x00 / Domain name=:<Port =)
IPzec Remote Gateway 172.16.0.1 (o, 3002000, 300/ Domain name)

IPsec Operational Status

¥AUTH User user (Range: 4-15 chars)
¥AUTH Password password (Range: 8-48 chars)
Advanced Settings =l

+ Service Activator URL — agpec cepBuc-akTuBaropa, 3agaetcd B popmare IP-agpeca nnm goMeHHOro
NMEHN.

+ IPsec Remote Gateway — wno3 ans IPsec, 3agaetca B oopmare IP-agpeca niv 4OMEHHOTO MMEHMN.

+ IPsec Operation Status — cocTtosiHne KoHdaurypmpyemoro IPsec coeMHeHHs.

« XAUTH User — nmsi nonb3oBartens A/1s pacliMpeHHon aBTopum3almm, He06XxoaAMMOo A/1s paboThl
mexaHnsma mode config. Anana3oH: 4-16 cMMBO/IOB.

« XAUTH Password — naposnb nosnb3oBaTens Ans pacliMpeHHol aBTopusaumm, Heo6xoammo ans padoTbl
mexaHnsma mode config. Anana3oH: 8-48 cMMBO/OB.
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Adwvanced Settings =)

IKE Proposal

IKE Authentication Algorithm mds ¥

IKE DH Group 1v

IKE Encryption Algonthm azz ¥

IKE Policy

Uze ISAKMP Mode Config on ® off

IKE Lifetime 26400 (Sec, Range: 180-86400)

Use MAT-T

IPzec MAT Keepalive 20 (Sec, Range: 1-300)

IPsec Password password (Range: 8-48 chars)
IKE Gateway

IPzsec Local Address 192.168.2.10 (000 0000 300 )
IPsec Remote Network 192.168.3.0 (30 R )
IPzec Remote Mask 255.255.255.0 (30303, M0, 200 )
IPsec Proposal

IPsec Authentication Algorithm mds ¥

IPsec DH Group or

IPsec Encryption Algorithm ges ¥

IPsec Policy

IPsec DFD Delay 0 (Sec, Range: 5-800)

IPsec Chaild 54 Lifetime 3600 (Sec, Range: 180-86400)

IPsec VPN

Force Establish Tunnel
GRE Over IPsec
Use GRE Mode on ® off

Click "Update” to save the new settings.
Update

IKE Authentication Algorithm — BbiGop anroputmMa xawwmvpoaHus IKE, npegHasHayeH Ansi NnpoBepKu
LEe/IOCTHOCTU @HHbIX.

IKE DH Group - Bbl6op anroputma Auddomn-XennamaHa, MCnonb3yeTcst YUTOObl yCTAHOBUTbL O6LLIMIA CEKPET
B He3alLMLLEHHOM CEeTHN.

IKE Encryption Algorithm — Bbibop anropuTma wndposaHns gnsa 1 dasbl nogxnodeHmns IPsec.

Use ISAKMP Mode Config — akTUBMpyeM pexum aBTOMaTUYeCKOro NonyyeHnsi BUpYyTasibHOro ajgpeca,
yaanéHHon nogcetn, agpecos ansa nogHsatua GRE-TyHenein ot ESR, k koTopomy noakntovaemcs no IPSec.
IKE Lifetime — Bpemsi xu3Hu IKE (dpasa 1), go/mkeH 6bITb naeHTUYeH no o6e ctopoHsbl IKE/IPsec-
coegumHeHna. AnanasoH: 180-86400 cekyHp,

Use NAT-T — Heobxoammo BKNOUMTb donar, ecnu T HaxoguTcs 3a NAT.

IPsec NAT Keepalive — nepnogn4HocTb OTnpaBku naketoB keepalive npu pa6ote uepe3 NAT, uTo6bl NAT-
TPaHCIAUUA CoXpaHsiach Ha BbILLECTOALMX poyTepax Npu 4/iMTesIbHOn He aKkTMBHOCTU CO CTOPOHbI
KnueHTta. AnanasoH: 0-300 cekyHA,.

IPsec Password - naponb gns IKE/ISPEC-coeamHeHus. JunanasoH: 8-48 cumMBOMOB.

IPsec Authentication Algorithm — BbIGOp anroputma xawmpoBaHus IPsec, npegHasHauyeH Ansi NpoBepKu
LEe/IOCTHOCTU Aa@HHbIX.

IPsec DH Group — Bbibop anroputma Audddomn-XennmaHa, MCnosb3yeTcs UTobbl YCTaHOBUTL OOLLWIA
CeKpeT B He3alLWLLEeHHONW CeTu.

IPsec Encryption Algorithm —BbI60p anroputma wndgpoBaHma ansa 1 dpasbl nogxnoveHuns IPsec.

IPsec DPD Delay — niTepBan OTnpaBKu1 NakeToB 06HapyXXeHns pa3pbiBa coegnHeHns. MNpu oTCyTCTBUN C
NPoTMBONONOXHOI cTOpPOHbI IPsec VPN oTtBeToB Ha 5 naketoB noapsa, T4 couteT VPN pasBanvBinmcs
n nponssedéet nepesanyck IPsec VPN co cBoeli cTopoHbl. uana3oH: 5-600 cekyHA.

IPsec Chaild SA Lifetime — Bpems xu3Hn IPsec VPN SA (chasa 2), io/keH 6biTb 0AMHAKOBLIM C 06eUX
cTopoH TyHHens IKE/IPsec. [lomkeH 6biTb HMxe, Yyem IKE Lifetime. Anana3oH: 180-86400 cekyHa,
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* Force Establish Tunnel — BkNtounTb, YUTOGbI yCTaHOBUTL coeamnHeHne IPsec VPN HemeaneHHo. MHave,
VPN-coegmHeHune IPsec 6ygeT yctaHOBNEHO MO 3anpocy.

+ Use GRE Mode — BknitounTb nnm otknioumTb GRE yepes IPsec.

* GRE Over IPsec Mgmt — IP-agpec GRE g/1a TyHHens ynpas/eHus.

* GRE Over IPsec Data — IP-agpec GRE ans TyHHens ynpasneHus JaHHbIMW.

* GRE MTU Offset — onpegensieT ymeHblienne MTU ansa GRE-TyHHeneit. GRE-TyHHensm 6yaeT HazHa4YeHo
MTU ncxopgs u3 pacueta 1500 - GRE MTU Offset.

* GRE Ping Counter — 4yTo6bl NpoBepuTb, 4TO TyHHes1b GRE Bce elle xuB, otnpasnsercsa ping Ha GRE IP-
management kaxgble 10 cekyHA. DTO 3HaYeHVe onpeaesiseT, CKOMIbKO NakeToB NMUHra MOXeT ObITb
noTepsiHo, A0 TOro, Kak T/, nepesanycTut coeguHeHune IPsec. uana3oH: 3-60.

Haxmure KHOMKY «Update» Ana coxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.
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5.19 MNMogmeHto «Mesh»*
B pa3gene "Mesh" BbinonHsaeTcA HacTpoiika CBA3N MeXAy TodkaMu focTyna no 6ecnposogHoii Mesh-cetn.

® *MogmeHIo JOCTYMHO, EC/IM Ha TOUKE A0CTyna ycTaHosneHo MO ¢ noaaepxkoii Mesh
(WEP-2ac-1.14.0.X-MESH.tar.gz n 6onee no3gHue Bepcun).

Configure Mesh access point

Mesh General Settings

Autopeer Status Off w

Spanning Tree Mode | on V|

Tunneling | Off V|

Mesh Interface Settings

Radio [1w]

Interface wlan0mesh

Status [up  w|

Mesh 1D |Mesh ‘
Mesh Encryption | Off V|

Mesh Root | on v |

Mesh Root Address AB:F9:4B:B5:52:9F ‘
Mesh Interface Address AB:F9:4B:B5:52:9F ‘

Mesh Mac Authentication

Peer's list

ag:f9:4b:b5:52:8f ag:f9:4b:b0:3a:1f
ag:f9:4b:b5:4d:af
ag:f9:4b:bd:cd: 27
ag:f9:4b:b5:52:9f
ag:f9:4b:bB:26: 17
e@:d9:e3:73:86:ef
ag:f9:4b:b7:8b:cf
ag:f9:4b:bd:c4:3f

[ Delete From Access List H Delete From Block List J| Access || Block |

Add mac || Access || Block |

Click "Update™ to save the new settings.
| Update |

Mesh General Settings — B flaHHOM pa3zene BbINOHAETCA HAacTpoiika obwmx Mesh napameTpos.

+ Autopeer Status — cTaTyC aBTOKOH(pUIypnpoBaHusi Touek goctyna. Jo/mkeH ObiTb OTK/IOUYEH Ha
npoBoAHoii Touke (Root) 1 BKOUEH Ha 6GECNPOBO/HBIX.
+ Spanning Tree Mode — pexum paboTbl npoTokona STP ansa npefoTBpalleHnsi NeTesb B CETK;
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+ Tunneling — onuus AOCTYyNHa TONLKO NpY Ucnosb3oBaHun GRE:
+ Off — GRE He ucnonbayeTtcs, onumsa Tunneling Bbiko4eHa;
+ Master — Touka nogknoyaeTcs B ceTb Yepes Ethernet-uHtepdelic;
+ Slave — Touka nogxnovaetcs K Master no pagnonHtepaericy.

Mesh Interface Settings — B aHHOM pa3fene BbINOMHAETCA HACTPOlika napameTpoB nHTepdieca Ans
opraHusauun Mesh.

* Radio - BbIGOp pagnovHTepdelica ans opraHmsauun Mesh;

© Ha toukax Tuna WEP-2ac/WEP-2ac Smart Mesh noaaepxaH Tonbko Ha Radio 1 (5 I'w).

* Interface - nHTepeiic, Ucnonb3yeMblil Ans opraHusauun Mesh;

« Status — cocTosiHMe KoHuryprupemoro Mesh-nHTtepdeiica;

+ Mesh id = nmsa Mesh-cety;

+ Mesh Encryption — ucnonb3oBaHve Mesh-ceTu ¢ wndpoaHnem (on — BKIHOUNTb, Off — BbIKIOUNTD);
+ Mesh Root — HazHauUTb TOUKY fOCTyna KOHTposinepom B Mesh cetu(gomkHa 6biTb TOUKOI BBOAA/

NPOBOAHON);
* Root Address — MAC-agpec nHTepdeiica Touku A0CTyna, ABMSAOLMIACA KOHTPONNEPOM (3amnonHseTcs
aBTOMAaTUNYECKM);

* Mesh interface Address — MAC-agpec Mesh-nHTepdeiica KOHhUrypmpyemMoii ToUku AOCTyna;
Mesh Mac Authentication — B pa3gene BbINOMHAETCA Ao6aBneHne/yganeHune yyactHmkos Mesh-cetn.

+ Allowed — Toukam goctyna gobasneHHbIM B cnvcok "Allowed" paspelueH goctyn B Mesh-ceT;
* Blocked — Toukam gocTtyna go6aeneHHbIM B cnucok "Blocked" 3anpelueH goctyn B Mesh-ceTb;
*+ Access Request— crnncok Touek foCTyna npucnasLUnx 3anpoc Ha nogktoyeHne B Mesh-cets:
+ Access— go6aBneHune Touku gocTyna B "6enblii” cnnucok (AocTyn paspeLler);
* Block— po6aBneHvie ToUkM foCTyna B "4epHbIit" CNCOK (J0CTYN 3anpeLLeH).
« Delete from Access List — ynanuTb BblaeneHHbli MAC-agpec 13 cnucka paspeLueHHbIX;

+ Delete from Block List — ynanutb BbigeneHHblii MAC-agpec 13 cnmcka 3anpeLleHHbIX.

[nsa Toro, uTobbl 4O6aBMTbL TOUKY AocTyna B cnucok Allowed/Blocked spy4Hyto, Heobxooumo ssecmu MAC-
aopec moyku 8 nose "Add mac" u Haxxamb COOMBECMBYOWYH KHOIKY:

+ Access, ec/iu moyky Heobxooumo 0obasume B "6€e/1bIl" CrUCOK,
* Block o551 0o6assieHusi moyYKu B "4epHbIl" CrIUCOK.

Haxmure KHOMKY «Update» Ana coxXxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.
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5.20 MogmeHto «Mesh Monitoring»*
B pasgene "Mesh Monitoring" oTo6paxaeTtca cTatucTrka n cCoctosiHue coeagnHeHunii B Mesh-cetu.

® *MogmeHIo JOCTYMHO, EC/IM Ha TOUKE A0CTyna ycTaHosneHo MO ¢ noaaepxkoii Mesh
(WEP-2ac-1.14.0.X-MESH.tar.g v 60o/ee nosgHue Bepcum).

Mesh Monitoring

Mesh Neighbor Nodes | Stats Update || Auto Update |

MAC Address Link State Uptime Tx Total Rx Total Tx Retry Count Rx Retried Count Tx Actual Rate Rx Actual Rate

af:f34bbT.cc:Bf  ESTAB  -46 011958 268274 75360 83085 (31.0%0) 6723 (8.9%4) 1 Khitsisec 0 Kbits/sec
af:f3:4b:b0:5fdf  ESTAE  -48 01:19:5% 634302 161236 85244 (13.4%) 12504 (8.0%) 0 Kbits/sec 0 Kbits/sec
aff3 44537 ESTAB  -44 14:13:42 622430 151387 HB2495 (13.3%) 14367 (9.5%) 0 Kbits/sec 0 Kbits/sec

Mesh Network | update Graph || Auto Update |

MAC Address Device Name IP Address Firmware Version Last Update(secs ago)
abfadb:16:efbf WEP-12acrev.C(ROOT) 182.168.56.116 1.14.0.88-mesh_test-741906c-MESH 0
aB:f9:4b:b0:5f.df WEP-12ac 152.168.56.115 1.14.0.88-mesh_test-741906c-MESH 1
ab:f9:4b:bd: 537 WEP-1Zac 192.168.56.112 1.14.0.88-mesh_test-741906c-MESH 2

af:f9:4b:bv .o Bf 1592.168.56.114 1.14.0.88-mesh_test-741906c-MESH

Mesh Neighbor Nodes — B pa3agene otobpaxaeTcsa Tabnmua co CTaTUCTUKOM COeMHEHNIA C cOCeHUMM
TO4YKamu gocTyna.

Stats Update — npu HaxxaTum Ha KHOMNKY NPoV30MAeT 0GHOBNEHME CTAaTUCTUKN B TAGNLE;
Auto update — aBToMaTyeckoe 06HOBNEHNE TabNNLbl (4aHHbIE 0GHOBNAIOTCS pa3 B CEKYHAY);

* MAC Address — MAC-aapec Mesh-nHTepdheiica cocenHeli TOUKM A0CTYNa;

* Link State — cocTosiHMe coeguUHEHNS;

* RSSI — ypoBeHb cuUrHasna oT cocefiHen TOUKMN AOCTYNa;

+ Uptime — Nnpoao/mKUTENbHOCTb COEANHEHNS C TOYKON AOCTYNa;

+ Tx Total — KONNMYECTBO YCMNELLIHO OTNPAaB/IEHHbIX NAKETOB;

* Rx Total — koNnM4ecTBO yCNeLIHO NPUHATLIX NAKeTOoB;

* Tx Retry Count — KONnM4eCcTBO MOBTOPHO OTNpPaB/IEHHbIX NaKeTOB;

* Rx Retried Count — KONNMYeCTBO NPUHATLIX NAKETOB, OTNPAB/IEHHbIX NOBTOPHO;
« Tx Actual Rate — Tekyllas CKOpOCTb Nepefayun AaHHbIX, B KOUT/C;

* Rx Actual Rate — TeKyllasi CKOPOCTb NprYeMa [aHHbIX, B KOUT/C.

Mesh Network — B pa3gene otobpaxaeTcsa Tabnuua ¢ MHpopmaumeli 06 yyacTHukax Mesh-cetu.

® OTobpaxaeTcsa TONLKO Ha YCTPOMCTBE, ABNAILMMCS KOHTposiiepoM Mesh-cetu (Root AP).

Update Graph — npu HaxaTum Ha KHOMKY Npoun3oiigeT o6HOBNEHE MHdopMauun B Tabnuue u rpade;
Auto update — aBToMaTyeckoe 06HOBMEHNE TabnuLbl 1 rpada (aaHHble 06HOBNATCA Kaxkable 10 ceKkyHa);

* Mac Address — MAC-aapec Mesh-uHtepdgeiica yuacTtHmka cetu;
+ Device Name — cncteMHoe MMs yCTPOICTBa;
+ IP Address — IP-agpec ycTpoiicTBa;
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* Firmware Version — Bepcusa nporpaMmMHOro obecrnevyeHus;
+ Last Update — Bpems nocnefHein CUHXpOHU3aLun ¢ yCTPONCTBOM.

Takxke B pazfe/sie MOHUTOPVHra pacnosiaraeTcsi rpag) ¢ NOCTPOEHHO cxeMoli Mesh-ceTn. Ha ocHoBaHum
TabnMUbl 1 rpaa MOXHO NPOU3BECTN aHa/IM3 CETU. TO NO3BO/IUT OLIEHWUTL NPaBU/IbHOCTL PACMOIOKEHNS
TOYEeK A0CTyNna no TEPPUTOPUM MOKPLITUSA 1 YKAXKET Ha NPO6/IEMHbIE MECTA, @ TakKe NOMOXET NPoV3BOAUTb
MOHUTOPUHT CETU B PEXMUME peasibHOro BPEMEHM.

Link status:
LSIEN
ESTan

/

'WEP-12acrev.C(ROOT)

-48
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5.21 TNoameHo «Zwave»*

B AaHHOM MeHI0 HacTpanBaloTCa napameTpbl «YMHOIO AoMay.

® *MogmeHto JOCTYMNHO TOMLKO Ana ycTpolicts WEP-2ac-Z

Zwave

Zwave Settings

Status *! Enabled Disabled

Scheme Unsecure ¥ | (Websocket protocol scheme)

Hostname eltex-sc.eltex.loc (Sma.irt home cloud server IP
W00, 300000, 300 [ Hostname max 253 characters)

Port 3070 (Smart home cloud server port, range: 0 - 65535)

Reset Zwave Config Reset |(Reset Zwave controller and remove config files)

Click "Update™ to save
the new settings.

Update

+ Status — BKNIOYNUTL/BbIKNIOUNTE KOHTPOIIEP «YMHOI0 AoMay;

« Scheme — BbiGpaTb cxemy npotokona Websocket — Secure ans 3awmieHHbIX KaHanoB unu Unsecure
ANS He3aLWMLLEHHbIX;

+ Hostname — yka3aTtb afpec yaan€HHoM n1atopMbl «YMHOTO Aomay;

+ Port — yka3arb NopT naaTtdopMsbl, K KOTOPOMY MOAK/IOHAETCA KOHTPOsIEP «YMHOIo fomay;

* Reset Zwave Config — npy HaXaTUn KHOMKK, KOHTPO/Iep OTK/KYAETCS, C Hero yaansieTcs Bes
NHhopMaLmsa 0 NOAKMOYEHUN K niaThopmMe, 0 NPUBA3aHHbIX AaTUMKax U CLeHapuu.

[na coxpaHeHnsa N3SMeHeHnin HaxxmuTe KHomkKy «Update».
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6 MeHto «Services»

B MeHI0 «Services» BbINONHAETCSA HaCTpOVIKa BCTPOEHHbIX Cl'ly)K6 TOYKM gocCTyna.

6.1 MogmeHto «Bonjour»

B pasgene «Bonjour» BbINOHSAETCS HACTpoiika ycnyr Bonjour, koTopasi N0o3BoNsieT 6eCNPOBOAHbIM TOUKAM
A0CTyNa 1 Ux ceparcam 06HapyX1BaTb ApPYr Apyra BHYTPW NI0Ka/IbHOV CeTu, ucnonb3ys 3anucy B multicast
Domain Name System (mDNS).

Set Bonjour Status

Bonjour Status Enzbled '"® Disabled

Click "Update™ to save the new settings.
Update

Bonjour Status — coctosiHue ycnyru Bonjour:
« Enabled — npu ycTaHOB/IeHHOM dhnare ycnyra akTuBHa;
+ Disabled — npun yctaHOBNEHHOM hnare ycyra BblK/t0oHeHa.

HaxmunTe kHomnky «Update» fnsi coXpaHeHWs BHECEHHbIX U3MEHEHMWIA.
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6.2 MoameHto «Web Server»

B pasgene «Web Serves» BbINOMHAKTCA HACTPOIKN AOCTyNa K To4ke focTyna yepes web-nHtepdelic.

Configure Web Server Settings

HTTPS Server Status * Enahled Dizabled

HTTP Server Status * Enahled Dizabled

HTTF Port 30 (Range: 1025-65535, Default: 80)
HTTFS Fort 443 (Range: 1025-65535, Default: 443)
Maximum Sessions 5 (Range: 1 - 10, Default: 5)

Session Timeout (mMinutes) 1440 (Range: 1 - 1440 minutes, Default: 5)

Click "Update” to save the new settings.

Update

Generate HTTP SSL Certificate ...

Click "Update™ to generate a new HTTF S5L Certificate.

Update

HTTP SSL Certificate File Status ...

Certificate File Present: VES
Certficate Expiration Date: Dec 26 09:00:03 20159 GMT
Certificate Issuer Common Name: CN=192.168.1.10

To Get the Current HTTP SSL Certificate ...

Click the "Download” button to save the current HTTF S5L Certificate as a backup file to your FC.
To save the Certificate to an external TFTF server, click the TFTF radio button and enter the TFTP server information.

Download Method * TR TFTE

Download

To upload a HTTP SSL Certificate from a PC or a TFTP Server ...

Browse to the location where your certificate file is stored and click the "Upload"” buttan.
To upload from a TFTF server, click the TFTP radio button and enter the TFTP server information.

Upload Method ® HTTP TFTR
HTTF S5L Certificate File BriGepute dain | ®afn He soibpad

Upload

* HTTPS Server Status — coctosiHue cepsepa HTTPS:
+ Enabled — npun yctaHoBneHHOM dhnare nogknatodeHme Kk Web-nHtepdeiicy yctpoiictea 6yaet no
3auymiieHHomy npotokony HTTP (HTTPS);
+ Disabled — npu yctaHoBneHHoM dhnare nogkitoveHne Kk Web-nHtepdpelicy yctpoiictea He
[OCTYMHO no npotokony HTTPS;
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* HTTP Server Status — cocTosHue cepBepa HTTP, aTOT napaMeTp He 3aBUCUT OT COCTOSAHUA HACTPOEK
napametpa «HTTPS Server Status»:
* Enabled — npun yctaHoBneHHoM chnare nogkntodeHne Kk Web-nHtepdeiicy yctpoiictea byaet
paspelueHo no npotokony HTTP;
+ Disabled — npu yctaHoBneHHoM dhnare nogkitoveHne Kk Web-nHtepdpelicy yctpoiictea He
A0CTYNHO no npotokony HTTP;
* HTTP Port — HoMmep nopTa gnga nepegayn HTTP-Tpaduka, npuHumaet 3HaveHus 1025-65535. Mo
ymonyaHuo yctaHosneHo 80;
* HTTPS Port — Homep nopTta ansa nepegadn HTTPS-Tpadivka, npuHnumaeT 3HaveHusa 1025-65535. Mo
YMOJTHaHWNIO YCTaHOBEHO 443;
+ Maximum Sessions — konnyectso Web-ceccuii, Bkntovas HTTP n HTTPs, koTopble MOryT ObiTb
OAHOBPEMEHHO 3anyLleHHbl, NpYHUMaeT 3HaveHns 1-10 ceccuid. Mo ymonyaHuio yCTaHOB/EHO 5;
+ Session Timeout (minutes) — nepvog, BPEMEHM, N0 UCTEYEHMMN KOTOPOTO CMCTEMA aBTOMATUYECKM
BbINO/HUT BbIXod 13 Web -uHTepdoeiica, ecnm nosb3oBaTtefib He 6bi1 aKTUBEH. MpUHUMAET 3HAYEeHUSA OT
1 o 1440. Mo ymonyaHuio 60 MUHYT.

Haxmure KHOMKY «Update» Ana coxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

Generate HTTP SSL Certificate — B gaHHOM pa3sgene npy Haxatumn Ha kHonky «Update» BbinonHseTca
reHepauus HoBoro HTTP SSL ceptuchmkara gns 6esonacHoro goctyna k Web-cepepy. 3T0 HY>XHO BbINO/THUTb
npv nonyyexHum IP-agpeca, 4tobbl MMS cepTudmkaTa cosnagaso c IP-agpecom yctpoiicTtsa. Mpu co3gaHnm
HoBoro ceptucpmkara éyget 3anyuieH Web-cepeep 6e3onacHocTu. 3almLleHHoe coeguHeHne He byaet
hyHKUMOHMPOBATb, NOKa HOBbIV cepTudmKaT He GyaeT NnpuMeHeH B 6paysepe.

HTTP SSL Certificate File Status — B saHHom pasaene npusoautcst uHdopmaums o HTTP SSL cepTtudimnkare:

* Certificate FilePresent — yka3biBaeT, npucyTcTBYeT nn ceptudomkar SSL HTTP;
« Certificate Expiration Date — gaTa, O KOTOpOW cepTndnKaT AeACTBUTENEH;
+ Certificate IssuerCommon Name — nmsa ceptudmkara.

To Get the Current HTTP SSL Certificate — B faHHOM pa3gene BbINoMHSAETCA coxpaHeHne Tekywero HTTP SSL
cepTudukata, KOTOpbIA B AasibHELLEM MOXET ObITb MCMOML30BaH kak backup-chaiin:

DownloadMethod — meTtopg, coxpaHennss HTTP SSL ceptudukara:

« HTTP - dpaiin 6yaet coxpaHeH no HTTP Ha komnbtoTep;

+ TFTP - ceptuchmkaT 6yaet coxpaHeH Ha TFTP-cepBepe, npu ykazaHum 3TOro crnocoba HyHO
3anosiHUTbL cneyoLme nons:

« HTTP SSL Certificate File — umsl cpaiina ceptudmkata, 3aaeTcsi CTpoka o 256 cMMBO/OB, MO
yMO4aHuto yctaHosneHo Mini_httpd.pem;

+ Server IP — IPv4- unn IPv6-agpec TFTP-cepBepa, KOTOpbIin 6yAeT NCNONb30BaTbCA AN 3arpy3ku
dhawn. Mo ymonuyanuto yctaHosneHo 0.0.0.0.

Haxxmute kHonky «Download» ans coxpaHeHus gpavina HTTP SSL cepTtudhmkata.

To upload a HTTP SSL Certificate from a PC or a TFTP Server — B pa3zaene BbINONHAETCA 3arpy3ka daiina
HTTP SSL Certificate:

Upload Method — meTop, 3arpy3ku thaitna HTTP SSL ceptudmkara:
* HTTP - no HTTP, npu ykasaHun aToro cnocoba HaxmuTe KHOMKy «Bblbepute daiiny, ykaxuTe
dhalin, KOTOpPbI HY)XXHO 3arpy3nTb B YCTPOMCTBO 1N HaxXMuTe KHOMKy «Upload»,
* TFTP - yepe3 TFTP-cepBep, Npu ykazaHuy 3TOro cnocoba HyXHO 3ano/iHUTb cregytoLue nons:
HTTP SSL Certificate File; Server IP n Haxatb kHornky «Upload». OnncaHme noneii npuBeaeHo
BbILLE.

6.3 lMoameHto «SSH»

B pa3gene «SSH» BbINOHAETCA HACTpoKa AOCTyna K yCTPOMCTBY MO NpoTokony SSH.
SSH - 6e3onacHbIil NPOTOKO/ YAa/IEHHOTO yrpaseHus ycTpoicteamn. B otimune ot Telnet npotokon SSH
LWwnppyeT Becb Tpaduk, BkNOYas nepegaBaemble naposu.
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Set SSH Status
SSH Status * Enzbled Disabled

Click "Update™ to save the new settings.
Update

SSH Status — cOCTOsiHMe AoCcTyna K yCTPOWCTBY MO NpoTokoy SSH:

* Enabled — npu yctaHOoBNeHHOM dhnare AOCTYN paspeLleH;
+ Disabled — npu yctaHOBNeHHOM dhnare A0CTYnN 3anpeLleH.

HaxkmunTe kHonky «Update» ansi coxpaHeHMs BHECEHHbIX M3MEHEHMIA.

6.4 MopgmeHto «Telnet»

B pasgene «Telnet» BbINOMHAETCS HAaCTpOIiKa A0CTyna K yCTPOoCTBY no npoTokosy Telnet.
Telnet — npoTokon, NpegHa3HaueHHbI A58 opraHM3aumni ynpasieHns no cetu. No3BonsieT yaaieHHo
MOAK/HUNTLCA K L/IH03Y C KOMMbIOTEPA A4/15 HACTPOVKM 1 yNpaBneHus.

Set Telnet Status
Telnet Status * Enabled Disabled

Click "Update" to save the new settings.
Update

Telnet Status — cocTosiHMe AOCTyna K yCTPOCTBY No npoTtokony Telnet:
+ Enabled — npu ycTaHOBNEHHOM chiiare AOCTYN pa3peLueH;
+ Disabled — npu yctaHOBNeHHOM dhnare A0CTYnN 3anpeLleH.

HaxmunTe kHomnky «Update» 11 cCOXpaHeHWsl BHECEHHbIX M3MEHEHWIA.

6.5 MogmeHo «QoS»

B noameHto «QoS» HacTpavBatoTcst pyHKLMM o6ecneyeHmnst kayectBa obenyxmsanus (Quality of Service).
HacTtpoiika napameTpoB QOS BbINOMHAETCA 415 K&XA0ro pagnonHTepderica.

QoS ucnonb3yetca Ansa obecnevyeHnss MMHUMasIbHbIX 3aePXeK B Nepefaye faHHbIX Taknx CepBUCOB, Kak
nepepaya ronoca no IP (VolP), Buaeo B pexvmMe peasibHOro BpEMEHMW 1 APYTMX CEPBUCOB, YyBCTBUTE/bHBIX KO
BPEMEHM nepesayn AaHHbIX.
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Modify QoS queue parameters
Radio (1 ¥

EDCA Template Custom v
CQueue AIFS cwMin cwMax Max. Burst
Data 0 ¥ | [= = -
(\Woice) L E ! L5
Data 1 - - - -

AP EDCA parameters (Videa) L - 13 3.0
Data 2 r - r
(Best Effort) 3 15 o
Data 3 = - v r
(Background) © L5 1023 0

Wi-Fi Multimedia (WMM) * Enabled Dizabled
Queue AIFS cwMin cwMax THOP Limit
Data 0 v | |7 v 47
(Voice) 2 3 - -
Data 1 - r - r a

Station EDCA parameters (Video) 2 - 15 2
Data 2 v - =
(Best Effort) 3 15 o
Data 3 = - r r
(Background) © L3 1023 0

No Acknowledgement on '® off

APSD ® 0On off

Click "Update” to =ave the new settings.

Update

Radio — pagnouHTepdeiic, Ans KOTOpPoro 6yayT BbINONHATLCA HACTPOIKK NnapameTpoB QoS;

+ EDCATemplate — wa6noH ¢ npegonpeaeneHHbiMy napametpamu EDCA:

+ Default — HacTpOIiK1M NO YMOMYaHWIO;

+ OptimizedforVoice — onTumasibHble HACTPOIKN A9 Nepeaayn ronoca;

+ Custom — nosnb3oBaTefibCkne HaCTPONKY;

« AP EDCA parameters — Tabnuua HacTpoek napameTpoB TOUYKM AocTyna (Tpadvk nepeaaercs OT TOUKM
[0CTYNa K KNNEHTY):

* Queue - npeponpeneneHHble oyepean Ans pasIMYyHoro poga Tpaduka:

+ Data 0 (Voice) — BbICOKONPUOPUTETHANA ouepe/ib, MMHUMabHbIE 3aePXK1. B gaHHOI ouepean
aBTomMaTnyeckn obpabaTbiBatoTCs aHHble, YyBCTBUTE/bHbIE K BpeMeHU, Takune kak: VolP,
NOTOKOBOE BUAEO;

« Data 1 (Video) — BbiCOKONpUopuUTETHASI ouepeb, MUHUMa/IbHbIE 3a[lepXKW. B AaHHOl ouepean
aBToMaTnyeckn obpabaTbiBatoTCs BUAEOAAHHbIE, YYBCTBUTE/bHbIE K BDEMEHU;

« Data 2 (best effort) — cpegHenpuopuTeTHasi ouepeapb, CPEAHSIS NPONyCKHAsi CMOCO6GHOCTL U
3a4epxka. B gaHHyto ovepeb oTripasnseTcsa 60/bWMHCTBO TPaAULMOHHbIX IP-AaHHbIX;

« Data 3 (Background) — H/3KONPUOPUTETHASA OYepe/ib, BbiCOKasi NPOMyCckHasi CNOCO6HOCTb.

* AIFS (Arbitration Inter-Frame Spacing) — onpegensietT BpeMsi 0xuaaHns kaapos (hpeiimoB)
[laHHbIX, N3MepseTcs B cnoTax, npuHuMaet 3HadeHus (1-15);

* cwWMin — Hava/ibHOEe 3HaYeHne BpeMeHN OXnaaHusa nepes NoBTOPHOM OTMNpPaBKoM Kagpa, 3ajaeTcs
B MUIUCEKYHAAX, MPUHUMAET 3HadveHus 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HadeHne cwMin
He MOXEeT npeBbllaTb 3HaYeHne cwMax;
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+ cwMax — MakcMMasibHOe 3HaYeHVe BpeMeHn OXuaaHusa nepes noBTOPHOW OTNpaBKoW Kaapa,
3afaeTcs B MUNMCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax 4o/MKHO ObITb 60/bLUe 3HaYeHns cwMin;

+ Max. Burst Length — napameTp Ucnosb3yeTcs TONbKO ANS AaHHbIX, NepefaBaeMbIX OT TOUKN
[AocTyna Ao cTaHumu KnneHTa. MakcumanbHas A/ivHa nakeTa, paspelleHHas a1s ovepesein B
6ecnpoBoAHOl CeTU, MpUHUMAET 3HaveHns 0-999;

Wi-Fi MultiMedia (WMM) - cocTosiHue pa6oTsl coyHKummn WiFi Multimedia, koTopasi nossonsiet
ONTMMU3NPOBAaTL Nepegady MynbTMMeaunHOro Tpaduka no 6ecnpoBoAHON cpeje:

+ Enable — tpyHKUMA BKNOYEHS;

+ Disable — (hyHKUMA BbIK/IOYEHS,

Station EDCA parameters — Tabnumua HacTpoek NapaMeTpoB CTaHLUMM KNneHTa (Tpadmk nepegaertcs ot
CTaHUMW KNIMeHTa A0 TOYKM AOCTYNa):

+ OnucaHue napametpoB Queue, AIFS, cwMin, cwMax npnBefeHO BbILLE,;

+ TXOPLimit — napameTp UCMONb3yeTCA TONbKO ANS AaHHbIX, NepefaBaeMbIX OT CTaHLMWN K/IMeHTa
[10 TOYKKM gocTyna. Bo3aMoXHOCTb Nnepegayn — NHTepBasl BpEMEHU, B MUIIMCEKYHAAX, KOraa
knueHTckas WME-cTaHums umeeT npaBa UHMLMNPOBATL Nepegady AaHHbIX N0 6eCnpoBOAHON
cpefe K Touke A0CTyna, MakcumasibHoe 3HavyeHne 65535 munnncekyHs,

No Acknowledgement — npu yctaHoBneHHOM donare «On» Touka AocTyna He Ao/kHa Npu3HaBaTb Kagpbl
QosNoAck kak 3HauyeHuVe knacca 06CyXnBaHus,

APSD - npu yctaHoBneHHoM donare «On» 6yAeT BK/IOUYEH PEXUM S3KOHOMUU 3Heprun goctaskn APSD,
KOTOpbI ABSETCA METOAOM ynpaBneHus nutaHus. JaHHbIi pexumM pekomeHayetcs, ecnv ans VolP-
TenewgoHOB AOCTYN K CETU NPeAoCTaB/IAEeTCA Yepes TOUKy AOCTyna.

Haxmure KHOMKY «Update» Ana coxXxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.
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6.6 MoameHto «Email Alert»

B pasgene «Email Alert» BbINO/IHAETCS HACTPOKa OTCbIIKA CEPBUCHON MHGDOPMAaLMKN NO 3N1EKTPOHHON noyTe
(Email).

Email Alert Configuration

Email Alert Global Configuration

Admin Mcde : |down ¥

From Address : (Range: 1 - 255 characters)

Log Duration : |30 minutes (Range: 30 - 1440, Default: 30)
Urgent Message Severity | Alert ¥

Mon Urgent Severity | Warning ¥

Email Alert Mail Server Configuration

Mail Server Address H (e, a0 00, 300 Hostname max 255 Characters)
Mail Server Security : |Open ¥

Mail Server Fort ;|25 (Range: 0 - 65535, Default: 25)

Username : (Range: 1 - 64 characters)

Password : (Range: 1 - 64 characters)

Email Alert Message Configuration

To Address 1 : (Range: 0 - 255 characters)

To Address 2 : (Range: 0 - 255 characters)

To Address 3 : (Range: 0 - 255 characters)

Email Subject :  |Log message from AP (Range: 1 - 255 characters)
Update Test Mail

B pasgene «Email Alert Global Configuration» 3agatotcs rno6anbHble HACTPONKM ANS (PYHKLUM OTNPaBKU
Email-coobuieHwnii.

Admin Mode — cocTosiHne doyHKUMM oTnpaBkn Email-coobLieHnii Ha Touke goctyna:

* Up — doyHKUMA BK/IOYEHS;

+ Down — oyHKUMA OTK/IOYEHS;
From Address — nouToBbI agpec oTnpasuTens, Hanpumep, AP23@foo.com. 3agaeTtcs cTpoka Ao 255
CUMBO/IOB;
Log Duration — nHTepBasibl BpEMEHN OTNPAaBKN HEKPUTUYHBIX COOBLLEHWI, MPUHMMAET 3HA4YeHUs
30-1440. Mo ymonyaHuto — 30;
Urgent Message Severity — ypoBeHb BaXXHOCTW COOOLLEHWIA, KOTOpble ByayT OTnpaB/ieHbl HeMea/1EHHO;
Non Urgent Severity — ypoBeHb BaXXHOCTW COOOLLEHNIA, KOTOpblE ByayT onpas/eHbl B MHTepBanax «Log
Duration».

B pasgene «EmailAlert MailServer Configuration» Bbino/HseTCA HacTpolika NapameTpOB NOYTOBOrO cepBepa
N KNneHTa.

Mail Server Address — agpec no4ToBOro cepepa, 3agaetcs cTpoka snga XXX XXX XXX. XXX;

Mail Server Security — npoTokon ayteHTUdMKaumm Ha nouToBom cepsepe: Open, TLSv1. o ymonyaHuto
— Open;

Mail Server Port — HOMep nopTa NO4YTOBOrO cepBepa, NPUHMMAaET 3HadeHns 0-65535. Mo ymonyaHmio
yCcTaHoBNEeHO — 25;
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+ Username - “Msi NOYTOBOTO KNMEHTa, 3aaeTCs CTpoka A0 64 CUMBOJIOB;
+ Password - naponb NOYTOBOrO K/IMEHTA, 334aETCA CTPOKa 10 64 CMBO/IOB.

B pasgene «EmailAlert Message Configuration» BbinosiHsieTcs HacTpolika napamMeTpoB aBapuinHOro
COOOGLLEHNS:

+ To Address 1 — agpec nepBoro nosayyarenst CoobLeHniA;
+ To Address 2 — agpec BTOPOro nosay4varesnst CoobLeHniA
+ To Address 3 — agpec TpeTbero nosyyaresnisa Coo6LEHWIA;
+ Email Subject — TekcT B Teme nucbma.

Haxmure KHOMKY «Update» Ana coxXxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

6.7 MogmeHto «LLDP»

[nsa oTnpaBkn TECTOBOro CO06LEHNS HaXKMUTE KHOMKY «Test Mail».MogmeHto «LLDP»
B pasaene «LLDP» BbinonHseTcs HacTpoiika paboTbl npoTokona LLDP (Link Layer Discovery Protocol).

LLDP Configuration

LLDF Mode @ Epabled Disabled
TX Interval |30 (Range: 5 - 32768 sec, Default: 30 sec)
POE Priority | Unknown ¥

Click "Update™ to save the new settings.
Update

« LLDP Mode — cocTtosiHne paboTbl npoTtokona LLDP:
* Enabled — npu yctaHoBneHHom chnare LLDP akTuBeH;
* Disabled — npu yctaHoBneHHom chnare LLDP BbIknoYeH;
« TX Interval — nHTepBan nocblnkn LLDP-coo6LieHwnii, npuHuMaeT 3HaveHns 5-32768. Mo ymonyaHuto
yctaHoBieHo — 30 cekyHp;
* POE Priority — npuoputeT, nepecbinaemsiin B nosne «Extended Power Information».

HaxmunTe kHomnky «Update» 51 cCOXpaHeHWs BHECEHHbIX M3MEHEHMWIA.
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6.8 lMoameHto «<SNMP»

B pasgene «SNMP» BbINO/IHAETCA HACTPOWKa ynpasneHus ycTpoinctsom no SNMP.

IPv6 Hostname, Address, or Subnet of Network Management System

SNMP Configuration

SNMP @ Enabled Disabled

Read-only Community Name (for Permitted SNMP Get Operations) public (Range: 1 - 256 characters)

Port number the SNMP agent will listen to 161 (Range: 1025 - 65335, Default: 181}

Allow SMMP set requests * Enabled Disabled

Read-write Community Name (for Permitted SNMP Set Operations) private (Range: 1 - 256 characters)

Restrict the source of SNMP requests to only the designated hosts or subnets Enabled ® Disabled

Hostname, Address, or Subnet of Network Management System (e300, 300, 00 Hostname max 255 Characters)

(3030000 3000 0000 00K I X000 0008000 Hostname max 255 Characters)

Trap Destinations

Enabled Host Tvoe SNMP version Community Name Hostname or IP or IPv6 Address
- =t = (Range: 1 - 256 characters) (30300, 3003 300, 300 0000 00E K000 30000 K000 30000 30000 000/ Hostname miax 255 Characters)
" IPv4 ¥ | |snmpW2 ¥ | |public 172.16.0.22
IPv4 ¥ | |snmpV2 T

TPyd ¥ Te T b L

SNMP — BKntoyeHue/BbIKNoYeHWEe ynpaBneHns ycTpoinctsom no SNMP:

+ Enabled — npu yctaHoBneHHoM cpnare SNMP aktusen;

* Disabled — npu yctaHoBneHHom donare SNMP BbIKNHOYEH;
Read-only community name — naponb gns read-only 3anpocos, 3agaetcsi CTpoka Ao 256 cMMBO/I0B;
Port number the SNMP agent will listen to — Homep nopta npuema/otnpaskn SNMP-coobLeHuni,
npuH1UMaeT 3HaveHna 1025-65535, no ymonyaHuo 161;
Allow SNMP set requests — paspeLunTb/3anpeTuTb KOH(UrypupoBaHue yctporictea no SNMP:

*+ Enabled - pa3pelwmnTb KOH(UryprpoBaHue yctpoiictea no SNMP;

+ Disabled — 3anpetutb KOHGUryprpoBaHue yctporictea no SNMP;
Read-write community name — naponb ans read-write 3anpocos, 3agaeTcs CTpoka 4o 256 CMMBO/OB;
Restrict the source of SNMP requests to only the designated hosts or subnets — npyHumats SNMP
3anpockl TO/IBKO € yKa3aHHbIX agpecos, 3aaaetcs IP-agpec B Buge XXX XXX XXX XXX nnun nma xocrta;
Hostname, address, or subnet of Network Management System — nws, agpec wnm nogcetb IPv4, n3
KOTOpoi1 pa3pelleHo npuHumats SNMP-3anpocei;
IPv6 hostname, address, or subnet of Network Management System — nms, agpec unu nogcets IPv6, ns
KOTOpoi1 pa3pelleHo npuHumatbs SNMP-3anpocei;
Community name — CTpOKa, accouMMpoBaHHas ¢ nepegarwumMmcs Tpanamu;
Enabled Host Type SNMP version — conoctaeneHue agpecos nony4yarenei SNMP-TpanoB ¢ Bepcusimu
SNMP-Tpanos, a Takxe Bepcueli IP-npotokona.

HaxkmunTe kHonky «Update» ansi coxpaHeHus BHECEHHbIX M3MEHEHMIA.

B nogpasgene "Debug Settings" BbiNnoNHAETCS HACTpoiKa OTNPaBKM OTNAa[04HbIX COOOLLEHWIA.
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Debug Settings

Debugaing Qutput Tokens i .
tokens without spaces)

Dump Sent and Received SNMP Packets Enzbled ® Disabled

Logs to Don't Log v

Logs to Specified Files Jvar/log/snmpd.log (Range: 1 - 256 characters, Default: /var/log/snmpd.log)
Logs Pricrity Leve Emergency ¥ | (for Standart output, Standart error and File logs output)

Logs Pricrity Range From | Emergency ¥ | to|Emergency ¥ | (only for Syslog output)

Transport #upr Uupes ¥ Tce L TCRs

Click "Update" to save the new settings.
Update

(Range: 0 - 256 characters, empty string for 'no debug’, 'ALL', or ‘traps,send’ - &

ny

+ Debugging output tokens — ngeHTUKaTop rpynnbl 0T1a404HbIX COOBLLEHWIA;
« DumpsentandreceivedSNMPpackets — BbIBO/, B /10T COAEPXUMOTr0 NPUHUMaEMbIX U NepegaBaeMbiX
SNMP-coo6uieHniz;
+ Logsto — ykazaHue MecTa BblBOAA flora:
+ Don'tlog — He BbIBOANTb 10T,
« Standart error, standart output — BbIBOA, B KOHCO/1b;
+ File - BbIBOA B gpaiin;
+ Syslog — Syslog-BbiBOg;
+ Logs to specified files — ykazaHue chaitna ans BbiBoga nora;
* Logsprioritylevel — BbIGOP yPOBHSI BbIBOAUMbIX J10rOB, yKa3bIBAETCS MPU BbIBOAE /10Ta B KOHCO/b UK
Goaiin;
+ Logspriorityrange — ykasaHue guanasoHa ypoBHei noros ansi Syslog-BbiBoga;
+ Transport— TpaHCMNOPTHbIA NPOTOKO/I, UCNosb3yeMblii Ana nepegayun SNMP-coobLeHwii.

Haxmute kHonky «Update» Ans coxpaHeHnsi BHECEHHbIX U3MEHEHWIA.

6.9 MopameHto «Time Settings (NTP)»

B pasgene «Time Settings (NTP)» BbINo/IHAETCA HACTPOIiKa NI0Ka/IbHOrO BPEMEHU YCTPOIACTBA.

Modify how the access point discovers the time

Systam Time (24 HR) Thu Dec & 2018 12:55:24 +07
Sat Systemn Time 2! Using Metwork Time Protocol {NTP)
Manually
MTE Server I:'V4."']F'V6 .‘hddresi,"l‘lama 172.16.0.1 |_XXK.XXX.X)(X.KX)U prasthsssdhsssthat b e diees et il ey

fHastname max 253 Characters)

- . . (3306, 3000003 KXY 30000 000K 00K JOCKK KKK | KKK XK KN XXX
MTP Alternative Server IPvd/IPvS Address/Mame H X_’| "
/Hostname max 253 Characters)

- : ‘ (e, 3500303, R B0 SRR E NI | BN ERIIK | I KK KK
MTP Alternative Server 2 IPvd/IPvE Address/MName H ><_;| "
{Hostname max 253 Characters)
Time Zons Ruszsian Fed. Zone & (Novesibirsk: Krasnoyarsk) A

Adjust Time for Daylight Savings

Click "Updats" to zave the new sattings.
Update

+ System Time — Tekyllee CUCTEMHOE BPeMS;
+ Set System Time — BbIGOp criocoba yCTaHOBKN BPEMEHMU:
+ UsingNetworkTimeProtocol (NTP) — aBTomaTuuyeckasi yctaHoBka ¢ nomouibto NTP-npoTtokona.

78




Web-koHdurypaTop WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

+ Manually — pyyHasi ycTaHOBKa BPEMEHMW.

ABTOMaTU4eckas yctaHoBka ¢ nomolubto NTP-npoTtokona (BbibpaHo UsingNetworkTimeProtocol (NTP)):

« NTP Server IPv4/IPv6 Address/Name — IPv4-agpec, IPv6-agpec nnmn nms xocta NTP-cepsepa.
Ecnun He ykazatb cepBep — OyfeT UCMo/b30BaTbCa UMs cepBepa nosyvyeHHoro B onumn DHCP;

* NTP Alternative Server IPv4/IPv6 Address/Name n NTP Alternative Server 2 IPv4/IPv6 Address/
Name - ykaxuTte IPv4-agpeca, IPv6-agpeca nnnm nuMmeHa xoctos AononHuTenbHbix NTP-cepsepos.
Ecnun He ykazatb cepBep — OyeT UCMo/b30BaTbCa UMs cepBepa nostydyeHHoro B onumn DHCP;

PyyHas ycTtaHoBKa BpeMeHm (BbiGpaHo Manually):

+ System Date — ycTaHOBKa garthl;
+ System Time (24 HR) - ycTaHOBKa BpeEMEHM CUCTEMbI B 24-yacoBoM chopmare;

+ Time Zone — BpeMeHHas 30Ha, N0 yMO/I4aHuo yctaHoBeHo — Russia(Moscow);
* Adjust Time for Daylight Savings — npu ycTaHOB/IEHHOM chiare BbINOHAETCA aBTOMAaTUYECKUIA NepPexos
Ha netHee Bpems (DST). Mpu BbicTaBNEHHOM hnare, 6yayT AOCTYMHbI CeaytoLime Nons:
+ DST Start (24 HR) - ycTaHOBMTb BpeMsi Nepexoa Ha 3MHee BpeMms;
+ DST End (24 HR) — ycTaHOBUTbL BPEMS NEPEXOAA Ha JIETHEE BPEMS;
+ DST Offset (minutes) — ycTaHOBWTb pasHuLy BO BPEMEHMU (B MUHYTaXx).

Haxmure KHOMKY «Update» Ana coxXxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.
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MeHto «SNMPv3» npefHasHauyeHo A8 KOHUIypupoBaHus npas B3avMoAeincTBuMsS ¢ OYHKLMOHAIOM

yCTpoicTBa npv noMmoLm npotokosia SNMPv3.

7.1 NMopgmeHo «<SNMPv3 Views»

B nogmeHto «SNMPv3 Views» hopmupyetcsa onncaHue gepesa wuniv nogaepesa OID, a Takke BK/IOUEHUE Un

UCKIOUEHVE Nogaepesa 13 o63opa.

SNMPv3 Views Configuration

View Name Type oD
{1 - 32 characters) yp {max 256 characters)
included v
SMMPV3 Views view-all----included----.1----

view-none----excluded----,1----

Remove

Click "Update™ to save the new settings.
Update

Mask
({max 47 characters)

Add

+ View Name — nma gepea unu noggepesa MIB, 3agaetcs cTpoka 4o 32 cMBO/IOB;
+ Type — BK/IHOUNTb UM UCKNHOUUTL nopaepeso MIB 13 o63opa:

* include — BKIOUNTD;
« excluded — vucknounTs;

+ OID - ctpoka OID, onucbiBatowasn noggepeso, BKoUaemoe uiv ucknovaemoe 13 063opa, 3agaercs

CTpoKa Ao 256 cMMBOSOB;

+ Mask — macka, 3agaeTcsi B popmate xx.xx.xx(.).. paamepom He 6osee 47 CMMBO/IOB, UCMONb3YeTcs ANs
hopMMpoOBaHUA HeobxoauMOro nogaepesa B pamkax ykaszaHHoro OID;

* SNMPv3 VIEWS — cnncok cyLlecTByOLMUX Npasusi.

[ns po6asneHns npasuna HaxxMmTe KHONky «Add».

[nsa ypanexnns npasuna B none «<SNMPv3 VIEWS» BbibepuTe 3anmMcb U HOOKMUTE KHOMKY «Remove».
Haxxmute kHonky «Update» Ans npuMeHeHns 1 COXpaHeHUs BHECEHHbIX U3MEHEHWIA.

7.2 TMopgmeHto «<SNMPv3 Groups»

B noameHto «SNMPv3 Groups» BbINOAHAETCS hOpMUPOBaHME rpynn ¢ pa3/iMyHbIMM YPOBHAMM 6€30NacHOCTH,

NPUMEHEHHbIMM K NpaBmIaM 0630pa AePEBLEB 1 NOAAEPEBLEB.
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SNMPv3 Groups Configuration.

Hame

{1 - 32 characters) Security Level Write Views Read Views
naAuthentication-noPrivacy T || wiew-all T || view-all ¥ || Add

SMMPy3 GROUPS [RO--authPriv--view-none--view-all
RW--authPriv--view-all--view-all

Click "Update™ to save the new =ettings.
Update

* Name — vmMs rpynnel, 3agaeTcsa cCTpoka Ao 32 CMMBOJIOB;
+ Sequrity Level — ypoBeHb 6€30nMacHOCTU AN rpynnbl:

* noAuthentication-noPrivacy — He ucnosnb3yeTcsi ayTeHTUuKaumsa 1 WngpoBaHme AaHHbIX;

+ Authentication-noPrivacy— ncnonb3yeTtcs ayTeHTUMKaLUs, HO He NCMONb3YeTCs WndgpoBaHne
AaHHbIX. MNpu otnpaBke SNMP-coobLeHuii ana ayteHTudukauumn ncnonb3yetcs MDS ko n
naporsib;

+ Authentication-Privacy — ncnonb3yetcs ayTeHTudunkaums 1 wmgposaHme aaHHbIX. Mpu oTnpaBke
SNMP-coo6uieHnin ans ayTeHTudmnkaumm ncnonbdyercsa MDS knto4y/naponb, Ans wndpoBaHus
AaHHbIX ncnosnbdyetcda DES knou/napons;

+ Write Views — Bbl6op gepesa/nogaepesa OID, 4OCTYNHOro 415 3anucu:

* write-all — rpynna MoOXeT co3faaBatb, U3MeHATb U yaansaTb 6a3bl MIB;

* write-none — rpynne He pa3peLlleHo co3aaBath, U3MEHATb 1 yaanaTb 6a3bl MIB;
* Read Views — Bblbop gepeBa/nogaepea OID, 4OCTYNHOMO A/19 YTEHUS:

* write-all — rpynne paspelueH NnpocMoTp n YTeHne Bcex MIB dpaiinos;

* write-none — rpynne He pa3speLleH NpocMoTp u uteHne MIB (haiinos;
* SNMPv3 GROUPS — cnncokK CyLLeCTBYOLLNX Tpynmn.

[nsa no6aBneHns rpynnbl HOXXKMUTE KHOMKY «Add».
Onsa ynanenns rpynnbl B nosnie «<SNMPv3 GROUPS» Bbi6epuTe 3anncb U HAXXMUTE KHOMKY «Remove».

HaxkmunTe kHonky «Update» ansi npuMeHeHns 1 CoXpaHeHUs1 BHECEHHbIX U3MEHEHWIA.
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7.3 MopgmeHto «<SNMPv3 Users»

B nogmeHto «SNMPv3 Users» npoucxoguT co3gaHve nonb3oBarenel 1 napameTpoB UX AOCTyNa, padoTarwmx

C yCcTpoiicTBOM No npoTtokony SNMPv3.

SNMPv3 User Configuration.

Name Authentication Key

L Encryption Key
{1 - 32 characters) Group Authentication type (& - 32 characters)

Encryption Type (& - 32 characters)

RO ¥ || MD5 hd DES v Add
SMNMPv3 USERS

Click "Update™ to zave the new settings.
Update

Name — nma nonb3oBarens, 3afaeTcs cTpoka 40 32 CMMBOJIOB;
Group — rpynna, cozgaHHasa B nogMmeHo «SNMPv3 Groups»;
Authenticationtype — Tun ayTeHTUdMKauum ansa ncnonb3oaHnss SNMP-3anpocos:
+ MD5 — TpeboBaTtb NpPoOBEPKY NOANNHHOCTM no anroputMmy MD5 ans SNMPv3-3anpocos
nosb3oBartesis;
+ None — npu nepegaymn SNMPv3-3anpocoB OT AaHHOro nosib3oBartesisi He TpebyeTcs
ayTeHTUdmkauus;
AuthenticationKey — knto4 ayTeHTUdMKaLUK, 3a4aeTcsi CTpoka oT 8 Ao 32 cumBooB. MicnonbayeTcs,
ecnu B none «Authentication type» Bbibpatb 3HaueHne «MD5»,
EncryptionType — Tun wmndpoBaHus:
+ DES - vcnonb3oBatb asiroput™ WwundgposaHns DES ana SNMPv3-3anpocoB nosnb3oBarerss;
* None - npu nepegaun SNMPv3-3anpocoB OT faHHOro nosib3oBartesis lWdpoBaHne He TpebyeTcs;
EncryptionKey — kntou wndppoBaHus, 3agaetcs cTpoka ot 8 Ao 32 cumBo/10B. cnonb3yeTcs, ecnv B
none «Encryption Type» Bbl6patb 3Ha4YeHne «DES».

[nsi no6aBNeHVs Nob30BaTENS HAXKMUTE KHOMKY «Add».

[nsa ynaneHns nonb3oatens B nose «SNMPv3 USERS» Bbi6epuTe 3anncb 1 HOXXMUTE KHOMKY «Removey.

HaxmunTe kHonky «Update» Ansi NpYMEHEHNS U COXPaHEHUS! BHECEHHbIX U3MEHEHMWIA.
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7.4 TNopgmeHto «<SNMPv3 Targets»

B nogmeHto «SNMPv3 Targets» BbINO/THAETCS HACTPOKa TpanoB OT YCTPOMCTBA Ha onpeaeneHHbli IP-agpec,

nopt UDP n none3osaresns.

SNMPv3 Targets Configuration.

IPwdiIPvE Address (oo, oo oo

Port (1 - 65535) Users
N N N M M M O K

SNMPw3 TARGETS

Click "Update”™ to save the new settings.
Update

* IPv4/IPv6 Address — agpec IPv4 nnu IPv6, Ha KoTopbIin 6yayT oTnpas/ieHbl Tparnbl;

* Port — nopt UDP, Ha KOTOpbIin 6yayT oTnpaBAeHbl Tpanbl, NPUHUMaET 3HaveHns 1-65535;

*+ Users — nmsa nosb30Baresisi, KOTOPOMy 6yAyT OTNpaB/IeHbl Tpansbl.

[ns no6asneHnsa npasuia OTNPaBKM TPanoB HAXXMUTE KHOMKY «Add».

[na ynaneHns npasusna otnpasky Tpanos B rnosie «SSNMPv3 TARGETS» BbibepuTe 3anmcb 1 HAOXMUTE KHOIMKY

«Remove».

HaxmuTe kHonky «Update» Ana npUMEHEHUS 1 COXPaHEHWS! BHECEHHbIX U3MEHEHMWIA
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8 MeH «Maintenance»

[JaHHblii pasgen Web -uHTepdoeiica npegHasHauyeH st 06LIEro ynpas/eHnsi yCTPOMCTBOM: BbIrpy3Ka, 3arpyska,
yCTaHOBKa KOHpUrypaumm no ymonyaxuto, o6HosneHve MO, nepe3arpyska ycTpPoCTBa, a Takke 4718 onepauuii
oTnafku: cHudpcpuHra Tpadhmka, NPOXOASILLETO Yepes TOUKY AOCTyna 1 Bbirpy3ka AMarHOCTUYECKOM
MHDOPMaLIK MO YCTPOIACTBY.

8.1 NMoameHto «Configuration»

B noameHto «Configuration» npon3soauTtcs 3arpyska 1 Bbirpy3ka KoHhurypawuum ycTpoiicTBa, a Takke copoc
YCTPOICTBA K KOH(IMIypaLmm No yMo/lYaHuio 1 nepesarpyska ycTpoiicTaa.

Manage this Access Point's Configuration

To Restore the Factory Default Configuration ...

Click "Reset" to load the factory defaults in place of the current configuration for this &F.

| Reset |

To Save the Current Configuration to a Backup File ...

Click the "Download™ button to save the current configuration as a backup file to your PC.
To save the configuration to an external TFTP server, click the TFTP radio button and enter the TFTP server information.

Cownload Method @ {1re TFTE

| Download |

To Restore the Configuration from a Previously Saved File ...

Browse to the location where your saved configuration file is stored and click the "Restore" button.
To restore from a TFTF server, click the TFTP radio button and enter the TFTF =erver information.

Upload Method * grTR TFTR

Configuration File BriGepuTe aiin | @ain He BrbpaH

| Restore |

To Save the Startup Configuration to a Backup File or to Mirror file ...

Tao Save the Startup Configuration to a Backup File or to Mirrar file

®' Startup Configuration

Source File Name: Backup Configuration
Mirror Configuration

Destination File Name: Startup Configuration

* Backup Configuration

Click "Update” to save the new settings.

| Update |

To Reboot the Access Point ...

Click the "Reboot" button.

| Reboot |

Reset — c6poc ycTpoiicTBa kK 3aBOACKMM HacTpoiikam. Mocne c6poca yCcTpoiicTBO aBTOMAaTUYECKH
nepesarpy3uTcs. 3TO 3aliMeT HECKO/TbKO MUHYT.

© C6poc K 3aBOACKMM HAcTpoiiKam NPUBELET K YAasIeHNo BCeii KOHPUIypaLmm yCTpoiicTBa, B TOM YiC/e
n IP-agpeca ans goctyna K ycTpoiicTsy. [ocne BbINO/IHEHNA AAHHOW onepaylmn BO3MOXHa NoTepst
CBSI31 C YCTPOWCTBOM.
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Reboot - nporpammHasn nepesarpyska ycTpolicTea.Bbirpyska TekyLieii KoHgurypauum B backup chaiin.
BbIrpyska KoHurypaumm ycTpoicTBa MOXeT OCYLLECTBNATLCA ABYMS MeTogamu: Bbirpy3ska yepes HTTP
(Ha IMK) u BbIrpy3ka yepe3 TFTP-npoTokon (Ha ctopoHHuit TFTP-cepeep);

* Bbirpyska uepes HTTP. YctaHosuTe donar «Download Method» B 3HaueHne «<HTTP». Haxmute
«Download» 1 B AManoroBom okHe BblbepuTe NyTb 4718 coxpaHeHus dalina Ha MK;

* Bbirpyska uepes TFTP. YctaHosute donar «<Download Method» B 3HaueHne «TFTP». B none
«Configuration File» ykaxute nms caiina, B KOTopom 6yaeT coxpaHeHa KoHurypauums
ycTpoiicTsa. Mims dhaina o6s3atenibHO AO/MKHO cofepxarb paclumperve .xml. B none «Server IP»
ykaxunTe IP-agpec TFTP-cepBepa, Ha kKOTOpoM ByaeT coxpaHeH backup-thain. HaxmuTe
«Download» ans Hayana BbIrpy3ku thaina.

+ 3arpyska coxpaHeHHOWV KOHurypauum B yCTPOICTBO. 3arpy3ka KoHurypaumm B yCTPOMCTBO MOXET
OCYyLLEeCTBNATLCS ABYMSI MeTogamu: 3arpy3ka yepe3 HTTP (c IMK) n 3arpyska yepe3 TFTP-npoTokon (co
cTopoHHero TFTP-cepBepa).

© nNpu 3arpyske backup-thaiina KoHUrypaLum B yCTPONCTBE NPOU30IAAET NPUMEHEHNE BCEX
napameTpoB 13 haiina, Bkioyas Management VLAN u IP. B cnyyae ecnu 6ygeT 3arpyeH haiin
KOHpurypaumm Apyroro yCTpoincTsa, To BCIeACTBME NpuMeHeHus vyxoro IP nnn Management VLAN
MOXEeT NponacTb CBA3b C YCTPONCTBOM.

+ 3arpyska uepe3 HTTP. YctaHoBuTe onar «Upload Method» B 3HaueHne HTTP. Haxmute «Bbibepute
dhalin» n B 4nanoroBom OkHe BblbepuTe NyTb K cOXpaHeHHOMY chainy backup Ha MK. HaxmuTe
«Restore» ansa Hauyana 3arpy3ku oaina KoHgurypauum B yCTPOIACTBO.

+ 3arpyska uepes TFTP. YctaHosute donar «Upload Method» gonxeH 6biTb YCTAHOBNEH B 3Ha4YEHME
TFTP. B none «Filename» ykaxute nms daiina, KoTopblii 6yaeT 3arpyxeH B yCTPoKcTBO. MMa thainna
06513aTeNIbHO A0/MKHO coaepxaTb pacwmnperue .xml. B none «Server IP» ykaxunte IP-agpec TFTP-
cepBsepa, Ha KOTOpoM coxpaHeH backup-thainn. HaxxmuTe «Restore» gnsa Havyana 3arpysku chaina.

BbIrpyska Tekyuieil KoHcurypauum B backup-cpaiin B 3HeproHesaBMcuUMyo NnamATb yCTPOUCTBA U
3arpysKa coxpaHeHHoli KOHurypaumm 3 aHeproHe3aBUCUMOI NamMATU yCTpolicTBa.

+ Source File Name - nms chaiina nctouHuka koHdpurypauum (Startup unm Backup).
+ DestinationFileName — nwvs dhaiina, B KOTopbIil 6yaeT 3anMcaHa BblbpaHHas KOHurypaums.

8.2 MoameHto «Upgrade»

B nogmeHto «Upgrade» BbinonHseTcs o6HoBneHme n cMmeHa MO ycTpoiicTa. B donsnyeckoin namsatm
YCTPOWCTBa 0O4HOBPEMEHHO coaepXunTcs Asa obpasa MO. Ecnv ognH n3 06pas3oB yCTPOMCTBA BbILLEN U3
CTpoS, TO 3arpy3ka byaeT BbinonHeHa ¢ apyroro obpasa MO. OfHOBPEMEHHO B YCTPONCTBE MOXET ObITb
aKTVBEH TO/IbKO OAUH 0bpas.

Manage firmware

Model Eltex WEP-2ac Smart
Firmware Version
Primary Image: {Tekywan eepeua N0}
Secondary Image: (Bepcua M0 pezepeHOre oopa3sal

Switch

Upload Method @ HTTR TFTE
MNew Firmware Image ®aiin He soibpaH.
Upgrade

* Model — mogenb yCTpoONCTBa,;

85



Web-koHdurypaTop WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

* Primary Image — Bepcusi MO akTMBHOro obpasa (Tekywas sepcus Mo);

+ Secondary Image — Bepcus MO pe3epBHOro o6pasa (He UCNonb3yeTcs B laHHbIi MOMEHT);

+ Switch — 3arpy3uTb NO ycTpoiicTBa ¢ pe3epBHOro obpasa. [Mpu BbINO/HEHNN AAHHOI onepaLmm
aKTVBHbI 06pa3 nepenaer B pe3epBHOE COCTOSIHNE, a PE3EPBHbI — B aKTUBHOE. YCTPOCTBO
aBTOMaTUYeCKN Nepesarpy3nTcs U yCTaHOBMT B Ka4ecTBe akTMBHOro pesepsHoe MO.

O6HoBneHue MO yctpoiicTBa. Mpu o6HoBeHWUM O ycTpoicTBa haiin NPOLUMBKM 3arpyxaeTcs Ha
YCTPOICTBO 1 CTaHOBUTCSt akTMBHbIM (Primary Image). Mpu 3ToM TekyLmii 06pa3 nepeMeLLaeTcs Ha No3nLMLo
«Secondary Image». ABTOMarnyecky NpoMCXo4unT nepesarpyska ycTpoincTea 1 oHo 3arpyxaetcs ¢ N0, koTopoe
COOTBETCTBYET 3arpy>XeHHomy obpasy.

3arpyska paiina NO Ha yCcTPONCTBO MOXET nponsBognTbes yepe3 HTTP unu TFTP-npoTokon.

3arpyska uepe3 HTTP. YctaHosuTe chnar «Upload Method» B 3HaueHne HTTP. HaxxmuTe «Bbibepute cain» u
B Ma/I0r0BOM OKHe BblbepuTe nyThb K thainny MO Ha MNK. HaxvnTte «Upgrade» ans Havana 3arpy3ku
Bbl6paHHoro paina MO B yCTPONCTBO.

3arpyska uepes TFTP. YctaHosuTe dpnar «Upload Method» B 3HaueHne TFTP. B none «Image Filename»
yKaxxuTe ums panna Mo, koTopbli ByAET 3arpyeH B yCTPOCTBO. NMA chaitna 06583aTeNibHO AO/TKHO
cofepxatb paclumpeHue .tar. B none «Server IP» ykaxute |IP-agpec TFTP-cepeepa, Ha KOTOPOM COXpaHeH
dhann NMO. Haxmute «Upgrade» gna Havana 3arpy3ku thaiina.

© B npouecce 06HoBNEHMA MO yCTPOICTBA HE OTK/IIOYaliTe NUTaHne YCTPOICTBA, a Takke He
06HOBNSANTE U He MeHslTe TekyLlyto Web-cTpaHuuy ¢ nporpecc-6apom 06HOBNEHMS.

8.3 MopameHto «Packet Capture»

B nogmeHto «Packet Capture» peannsoBaHa BO3MOXHOCTb (hOPMMPOBaHUS 1 BbIrpy3kn fdamna Tpadmka ¢
0[HOro 13 nHTepdelicoB ycTporictea B dpainn ¢ dpopmartom PCAP. MNocne BbiGopa napamMeTpoB 3anncu gamna
Tpadhvka, cTapTa 3anncuy, OCTaHOBKW 3an1cu 1 BbIrpy3ku haiina gamn MOXHO NpoaHain3mpoBaTb
creynanbHbIMK Nporpammamu, Hanpumep, Wireshark.
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Packet Capture Configuration and Settings

Click "Refrash™ button to refresh the page.
Refrash

Packet Capture Status ...

Current Capfture Status Mok started
Packet Capturz Time 00:00:00
Packet Capture File Size 0 K8

Stop Capture

Packet Capture Configuration ...

Enabled Disabled

Capture Beacons .

Promiscuous Capture ()

Client Filtzr Enablz <

Client Filkzr MAC Address WLAN client MAC
10:2A:83:C5:D4:EB address filtering applies

only to radio interfaces,

Click "Update” to save the new sattings.

Update
Packet File Capture ...
Capture Interface radiol v
Capture Duration 3600 Seconds (range 10 to 3600)
Max Capture File Size 4024 KB (range &4 to 4036)

Click "Update” to save the new sattings,
Update

Start File Capture

Remote Packet Capture ...

Remate Capture Port (2002 (Range:1025-65530, Default: 2002)

Click "Update” to save the new sattings.
Update

Start Remote Capture

Packet Capture File Download ...
¥ Use TFTP to Download the Capture File

TFTP Server Filename apcapture.pcap

Server IP 0.0.0.0

Daovinload

[Nsi 06HOBNEHMS UHPOPMALIMN HA CTPAHULLE HAXMUTE KHOMKY «Refreshy.

Packet Capture Status — B pasgene BbINO/HSETCS NPOCMOTP MHG)OPMALMK 1 OCTAHOBKA 3an1cy gamna

Tpadmka.

- Current Capture Status — Tekywuii cTaTyc 3anvcy gamna Tpaduka (3anuch 3anyLleHa/oCcTaHOBNEHA);

+ Packet Capture Time — BpemMsi 3anncu gamna Tpaguka;

+ Packet Capture File Size — pa3mep 3anucaHHoro gamna tpadgwuka.

[Nsi oCTaHOBKM 3anuncy Jamna Tpadgmka HaxMmuTe KHorky «Stop Capture».

Packet Capture Configuration — B pa3aene BbINO/MHSETCA HACTPOIiKa NapamMeTpoB 3anucy Aamna Tpaduka:

- Capture Beacons — ecnu ycTaHoBfneH donar B nonoxetue «Enabled» - 3anucbiBath B gamn Beacon-
nakeTbl, EC/IN YCTaHOBMEH donar B nonoxeHue «Disabled» - He 3anucbiBaTh;
* Promiscuous Capture — 3anucbiBaTb B aMn BCE NPUHUMAEMbIE PaANONHTEPECOM NaKeTbI, BK/OUas!

NnakeThbl, HE NpegHasHa4YeHHblIe AnA ﬂ,aHHOVI TOYKM OOCTYNa,

- Client Filter Enable — 3anucbiBaTb B aMn TO/IbKO Te MaKeTbl, KOTOPbIE NPUXOASAT OT ONpee/IEHHOro

nosib30oBaresis,;
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* Client Filter MAC Address — MAC-agpec knneHTa, Tpaduk KOTOPOro A0/KEH OT(hMALTPOBbLIBATLCA B
famn.

HaxmunTe kHomnky «Update» A5 coXxpaHeHnsi BHECEHHbIX U3MEHEHMWIA.
Packet File Capture — B pasgese BbINO/HSAETCA HACTPOlika NapamMeTpoB 3anycka 3anvcy gamna Tpaduka:

« Capture Interface — nmsa nHTepdeca ycTpoicTBa, C KOTOPOro 6yaeT Npon3BOANTLCSA 3anycb Aamna
Tpacuka (eth0 - GE1, eth1 — GE2, wlanOvap1 — BupTyanbHas cetb 1 Ha 6ecnpoBogHoM nHTepdeiice 0);

« Capture Duration — pnutensHocTb 3anmcu gamna (ot 10 cekyHa, ao 1 vaca);

+ Max Capture File Size — makcumanbHbIli pasmep gamna (ot 64 1o 4096KB);

+ Update — npumeHeHne napaMeTpoB 3anycka 3anvicu Tpaguka;

« Start File Capture — 3anyck 3anicu gamna Tpaduka ¢ ycTaHOBMEHHbIMM NapameTpamm.

Remote Packet Capture — B pa3gesie BbINO/HAETCA yAasleHHas 3anncb gamMna Tpaguka:
YcTpolicTBo nogaepxusaet npotokon RPCAP, no3sonstoLwmii Npom3soamnTb 3annch gamna Tpaduka ¢
NHTepdeica ycTpoincTea Ha yaaieHHON MallnHe B peXnme OHNawiH.

+ Remote Capture Port — Homep nopta (oT 1025 go 65530), KOTOpbIi CAYXUT 4718 NOAK/THYEHNSA
YyAAIEHHON MaLUVHbI.

[nsa npumenenns napameTtpa «Remote Capture Port» Haxxmute kHonky «Update». Ansa ctapta RPCAP-cepsepa
Ha yCcTpoicTBe HaXxxMuTe KHoNkKy «Start Remote Capture».

Mocne ctapta RPCAP-cepBepa Ha yAa/leHHON MallnHe HY>XXHO NOAK/IYMTBCA K TOUKe AOCTyNna, UCNo/b3ys
Management IP Ha nopT Remote Capture Port, ncnons3yss RPCAP-npoTokon. Hanpumep, aTo MOXHO
BbINOMIHNTL C NMOMOLLbIO Nporpammbl Wireshark. 3atem, HE06X04MMO NONYYUTb CMMCOK MHTepdelicoB AN
CHUpdMHra OT YCTPOICTBA, BbIOpaTh OAMH U3 HUX U 3anyCTUTb CHATUE AamMna C yAa/IeHHOro nHtepgeiica.

Packet Capture File Download — B pa3gene BbiNosiHAETCA BbIrpy3ka 3anMcaHHoro gamna tpadvka. Beirpyska
AamMna MoxeT npounssoanteca yepes HTTP nnu TFTP-npoTokon.

* Bblepy3ka uepe3 HTTP. ®nar «Use TFTP to download the capture file» ponxeH 6biTb CHAT. Haxxmute
«Download» 1 B AManoroBom okHe BblibepuTe NyTb ANns coxpaHeHus gamna Ha MK;

* Bblepy3ka yepe3 TFTP.®nae «Use TFTP to download the capture file» nomkeH 6bITb ycTaHOBNEH. B none
«TFTP Server Filename» ykaxute ums cpaiina, B KoTopoM ByaeT coxpaHeH gamn Tpaduka Ha TFTP-
cepsepe. Vims dalina oba3atenibHO LO/MKHO coaepXaTb paclumpeHmne .pcap. B none «Server IP» ykaxuTe
IP-agpec TFTP-cepBepa, Ha KOTOpbIA 6yaeT oTnpasneH gamn Tpaduka. HaxmuTte «Download» ans
Havyana BbIrpy3ku gamna.

8.4 MopameHto «Support Information»

B nogmeHto «Support Information» BbINONHAETCA BbIrpy3ka 13 ycTPoiCcTBa B BUAE TEKCTOBOIO chaiina Beel
nHchopMaumm o Hem (KO/IMYECTBO NaMATK, 3anyLLEHHbIE NPOLLECChI, KOHIMIypaLmMs) Ha TeKyLUA MOMEHT ANA
nocneayLLero aHasimsa CoCTOSIHUS YCTPOWCTBA, ANAarHOCTUKK, BbISIB/IEHUSI MPOG/EM.

Support Information

To download the diagnostic information for support, click "Download™ button.
Download

Download - BbIrpy3ka TekctoBoro dpaina B RTF-cpopmate 13 yctpoictea no npotokony HTTP Ha komnbloTep.
Mocne HaxaTua AaHHOW KHOMKM NOSIBNSETCH AMasloroBOe OKHO, B KOTOPOM TpebyeTcs ykasaTb NyTb Ha
NIOKa/IbHOM KOMIMbIOTEPE A/19 COXpaHeHus haina.
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9 MeHto «Cluster»

B meHto «CLUSTER» onuncbiBaeTcsi paboTa 1 HacTpolika YCTPOICTB B peXxume knactepa. Pexum knactepa
NO3BOJISIET HAcCTpamBaThb B CETU BCETO OAHY TOUKy AocTyna (MacTep). OcTasibHble TOUKM NPV BKOYEHUN ByayT
Haxo4uTb B CETU MacTepa M KONnMpoBaTtb C HEFO KOHurypaumio. B nocnegytowem npy BHECEHUN N3MEHEHWI B
KOHGoUrypaumio 04HOI U3 TOUEK A0CTYyNa 3TN U3MEHEHMS NPUMEHSIETCA AN BCEX TOYEK, HAXOAALWMXCS B
Knactepe.

© YcrpoiicTBo MoXeT paboTarTh B Kiactepe ToNbKo ecnu oTkmoueHsl WDS (Wireless Distribution System)
n WGB (Work Group Bridge).

© [na pa6otsl B knactepe Management Ethernet uHTepdeiic Bcex ToUeK A0/MKEH HAXOAUTLCS BHYTPU
OfHOW ceTn.

© Pexum paboTbl B KnacTepe BK/UYEH Ha YCTPOICTBE M0 YMOHAHMIO.

89



Web-koHdurypaTop WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

9.1 MoameHto «Access Points»

B noameHto «Access Points» BbINOMHAETCS BK/IHOUEHNE/BIK/THOUYEHNE PEXMMA KacTepa, MOHUTOPUHT

COCTOSIHWS pEXMMa U cocTaBa ToUeK J0CTyna B kKnacTepe, KOH(MrypupoBaHme 6a30BbiX NapaMeTpoB
Knacrepa.

Manage access points in the cluster

This access point is operating in stand-alons mode...

Mot
Clustered
Softwlc mode only for Captive Portal Instance Configuration
Clustering: | SoftwLC ¥ 0
Access
Update Points

Clustering Options...

Enter the location of this AP,

Location: not set

Enter the name of the cluster for this AP to join.

Cluster Name: default
Clustering IP Version: IPv6 ® Ipya
Cluster-Priority: 0 (Range: 0-255, Default: 0)

Click "Update™ to save the new sethings.
Update

Single IP Management...

Cluster Management Address: [0.0.0.0 [ES NS

Click "Update" to save the new settings.
Update

Secure Join Clustering...

Secure Mode: Enabled ® Disabled
Pazs Phrase: (B - 83 characters)
Reauthentication Timeout: (300 (Sec, Rangs: 300 - 86400)

Click "Update" to save the new settings.
Update

B nepBom 6/10ke HACTPOIiKM BbINOHAETCS MPOCMOTP COCTOSIHUSI PaboThl B peXxumMe KiacTepa v 3anyck/
ocTaHOBKa paboThbl YyCTPOICTBA B peXuMe Knactepa.

* Clustering — pexum paboTbl KnacTtepa:
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+ Off — knacTep BbIK/OYEH;
+ On — knacTep BK/IHOYEH;
+ SoftWLC — knacTep BbIK/HOYEH, pexuM ans pabotsl ¢ SoftWLC.

HaxmunTe kHomnky «Update» A5 coxpaHeHnsi BHECEHHbIX U3MEHEHMWIA.
Clustering Options — B pa3zene BbINO/HAETCS HACTPOIiKa 6a30BbIX NapaMeTPOB KnacTepa.

* Location — onvucaHne pn3nYecKoro pacrnosioXeHusa ToUuku goctyna. Vicnonb3yeTtcsa o1a oTo6paxeHns B
pasInyHbIX Tabnnuax MOHUTOPMHIa AN yaobCcTBa aHanmsa 1 ynpasieHns CeTbio. [JaHHbI NYHKT MEHI0
OOCTYNEH AN N3MEHEHUSA TOSIbKO NPWU BbIK/IKOYEHHOM peXnMe Knacrtepa;

* Cluster Name — nms knactepa. Touka gocTtyna 6yaeT NnoAkNYaTbCa TOIbKO K TOMY KiiacTepy, UMs
KoToporo nponucaHo B eé «Cluster Name». [laHHbI MYHKT MEHI0 AOCTYNEH A1 U3MEHEHUS TO/TbKO Npu
BbIK/TIOYEHHOM peXumMe Knacrtepa;

* Clustering IP Version — ncnonb3yemas Bepcusi npotokona IP gns o6bmeHa ynpasnstowein nHpopmaymei
MeXAy YCTpolricTBaMm KnacTtepa,

* Cluster-Priority — npyopuTET TOYKM B KNacTtepe, NpUHUMaeT 3HadeHns 0-255, no ymonyaHmio
ycTaHOBNEHO 3HaveHune «0». MNMogaepxunBaetca ToNbko Ans IPv4-ceTeil. MacTepom B knacTtepe siBnsieTcs
TOT , Yeii NPUOPUTET KnacTepa BblLLE.

HaxmunTe kHonky «Update» ans coxpaHeHUsi BHECEHHbIX U3MEHEHWIA.
Single IP Management — ycTaHaBnmMBaeTCcs AONO/HUTENbHbIV agpec MacTepa B Kiactepe.

MacTep B knacTepe onpeesnsieTcsi KnacTepom Mo BHYTPEHHEMY a/iTOPUTMY, U BNOC/IEACTBUM GbiBAET TPYAHO
onpeaenvTb MacTepa 1 NOAKIUUTLCS. B cnyyae ycTaHOB/EHMS coeAMHEHMs No gaHHOMY Single
Management IP-aapecy, nosib3oBatesib rapaHTVPOBAHHO NOAK/IOYAETCA MMEHHO K TOMY YCTPOICTBY, KOTOpoe
AIBNSIETCS1 MAacTEPOM B k/lacTepe. B cniyyae cMeHbl MacTepa B knacTepe, Single Management Takxe
nepexoanT Ha HOBYHO TOUKY AOCTyna.

« Cluster Management Address — agpec, no KoTopoMy GyAeT AOCTyNeH MacTep kiactepa. [omkeH
HaxoAWTbCs B NOACETM KnacTepa.

Haxmure KHOMKY «Update» Ana coxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

© Pexum paboTbl B KnacTepe BK/UYEH Ha YCTPOICTBE M0 YMOHAHMIO.

9.2 MogmeHto «Sessions»

B nogMeHto «Sessions» BbINOHAETCA NPOCMOTP NapaMeTpoB CECCUIA KTUEHTOB, NOAK/IOUYEHHbIX K TOYKaM
[0CTyna, HaxogAwmmea B knacTtepe. Kaxapii knvet onpegensietca MAC-agpecomM 1 TOUKO A0CTyna, K
KOTOPOW OCYLLLECTB/IAETCS ero Tekyllee nogkntoveHume.

B Tabnuue nogMeHto «Session» MOXET ObITb yKazaHo MakcuMym 20 KSIMEHTOB, MPOCMOTPETb BCEX K/TMEHTOB,
NOAK/THOYEHHbIX K AAaHHOM TOUYKe A0CTyna MOXHO B MeHto «Status» -> «Client Associations». 1519 npocmoTpa
cTatucTukn B pasgsiene «Display» Bbibepute Hy)KHOE 3Ha4YeHUe N HaOXXMUTE KHOMKY «Go».

Manage sessions associated with the cluster
Sessions...
You may sort the following table by clicking on any of the column names.
Display | Al Y| Geo
AP Location User MAC Rate (Mbps) Signal Bx Total Tx Total Error Rate
not sat ISl 2:FF i 14FF 63 51 216 712 a
nok sat 54:A0:50:9C:73:DE 72 50 121 517 a
not sat 80:ED:2C:BE:1E:0E 173 47 a3 354 a
not set C4:B3:01:31:80:28 72 55 84 473 a
not sat 445 EZFCiF4: 2D 130 a2 136 385 a
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+ AP Location — MeCTONonoXeHne ToUKN focTyna. 3Ha4yeHne NoayvyeHo oT ONMcaHNsA MecTOMNOsTOXKEHNS,
yKaszaHHOro Ha Bknagke «Basic Settings»;

+ UserMAC - MAC-agpec 6ecnpoBOAHOr0 YCTPOMCTBA K/INMEHTA;

* Idle — cpepHee Bpems, KOTOPOe YCTPONCTBO 6bI/I0 B COCTOAHNUM 6€34eCTBUS, TO eCTb KOrga yCTPOCTBO
He MPUHUMAET WM He NepeaaeT AaHHbIE,

* Rate — CKOpOCTb Nepefayn AaHHbIX MeXay TOUKOM A0CTyna 1 onpeaeneHHbIM KnneHTom, B Mbps;

+ Signal — ypoBeHb curHana, NpyHMMaeMblii OT TOYKU AOCTYNa;

* RxTotal — obLiee KoNM4ecTBO NakeToB, NOIyYEHHbIX KIMEHTOM B TEUEHME AAHHOW Ceccuuy;

+ TxTotal — obuwee KOMYECTBO NAKETOB, NepefaHHbIX OT KIMEHTA B TEYEHNE AaHHON ceccuu;

+ Error Rate — npoueHT nepeoTnpaBneHHbIX NaKeToB.

9.3 MoameHto «Radio Resource Management»
,LI,aHHoe nogmeHto npeaHasHa4eHo Ansa ynpasneHmna aBtoMmatnyeCcknum Bbl60p0M KaHas10B TOYEK aocTyna.

B pexume knactepa kaxaas Touka AOCTyna ycTaHaBNMBaeT HOMepa KaHasoB, Ha KOTOPbIX paboTatoT apyrue
6nmsnexatiye ToUKM AOCTYyNna B 3TOM Xe KnacTepe, a Takke Npon3BOANT CNeKTpasibHbIA aHam3
3aLlymIEHHOCTU DOHA CTOPOHHMMM TOYKaMm goctyna. Yepes ycTaHOBMEHHbIE MHTEPBa/TIbl BPDEMEHMW TOUKM
A0CTyna Npou3BogAT nepecyeT 06LLel cnekTpasibHOW CTPYKTYPbI cpefpbl 1 BblIGMpatoT KaHau Takum 06pasom,
4TOGbl OH Obl/1 HAVMEHEee 3allyM/IEHHbIM, & TOUYKM AOCTYNa, 061acTy NOKPbITUS KOTOPbIX NepeceKkatoTcs,
HaxoAnnnch Ha pasHbiX KaHanax. B Tabnuue «Current Channel Assignments» npuBoAgMTCA TEKYLLMIA CNNCOK
TOYeK AOCTyna B Knactepe u nx napameTpbi:

Automatically manage radio resource assignments

Channel Planner ...
Clustered

Stop | automatically re-assigning channels

Current Channel Assignments 1 I;-
) Access Iy ? 1

IP Address Radio Band Channel Status Locked Points

192.168.44,29 EQ:D::E:S1:EF0 B/G/'N & up

192.168.44.29 E0:D9:E3:51:E4:E0 ASNSAC 48 up

Refresh || Apply

Mo Mew channels proposed in the last iteration. Proposed Channel Assignments [ ago
IF Address Radio Proposed Channel

Advanced
Change channgls if interference is reduced by at least[73%: ¥
Refresh when access point is added to the clustar| 2nable ¥
Determine if there is better set of channel settings every| 1 Minutes ¥
Click "Updata" to save the new seitings.
Update
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« Start — py4HOI1 3anycK CnekTpasibHOro aHasm3a cpeabl U Bbibopa ONTMMaslbHOTO KaHana Ans Kaxaom
TOYKM A0CTyNna B K1acTepe;

* IPAddress — IP-agpec Touku gocTyna B Knactepe;

* Radio - MAC-azpec pagvnouHTepdeiica Toukn JocTyna B KnacTtepe;

* Band — Habop cTaHAapTOB, NOAAEPXKNBAEMbIX PaANONHTEPMECOM TOUKM A0CTYNa B KnacTepe Ha
[AaHHbIA MOMEHT;

« Channel - YacTOTHbI KaHan B KNacTepe;

+ Status — cocTosiHue paboTbl pagnovHTepdeica TOUKM AOCTyna B KnacTepe;

+ Locked — 6noknpoBKa CMeHbl kKaHana. MNpu yctaHoBNEHHOM chfiare B MOMEHT BbiGopa ONTMMasibHOro
KaHana BceMu Toukamun gocTyna AaHHbll pagnonHtTepdieinc 6yaeT Mcnonb3oBaTb NPEXHNUIA KaHan npu
nboM ncxoae BbiIbopa ONTUMasIbHOIO KaHana.

HaxkmunTe kHOMKy «Apply» g5 npuMeHeHns n3meHeHuin. Haxxmute kHonky «Refresh» gnsi o6HOBNEHMSA faHHbIX
B Tabnumue «Current Channel Assignments».

B Tabnuue « Proposed Channel Assignments » npnsogutcs MHopmaLms 0 BO3MOXHbIX 3HAYEHUAX KaHana,
Ha KOTOpbI NepeieT pagnmonHTepdieiic ToUKM 4OCTyna B c/iyyae 3anycka nepecyera onTMMasibHOCTH
BblGOpa kaHasa:

+ IP Address — IP-agpec Toukn gocTyna B KnacTepe;

* Radio - MAC-azpec pagvnouHTepdeiica Toukn JocTyna B KnacTtepe;

* Proposed Channel — Homep KaHasa, Ha KOTOpbI NepeigeT pagnonHTepdeinc Toukn gocTyna B ciyvae
3anycka nepecyeta onTMMasibHOCTU BblbOpa kaHana.

Advanced - B pa3gesne BbINO/HAKTCS PaCLUMPEHHbIE HACTPOIKMU:

+ Change channels if interference is reduced by at least — NPOLEHT BbIUTPbILLA B YMEHbLLEHUN YPOBHS
Wwyma Ans NpUHATUSA peLleHns Nepexoia Ha Apyron kaHasl. Ecnv npy aHannse cpefpl Touka AocTyna
06HapyXMBaEeT, YUTO NpPU NEPExXoae Ha ApPYroi KaHasa YPOBEHb LUyMa CHU3UTCS Ha BEIMUMHY, 60/IbLLYHO,
4yeM yKa3aHo B JaHHOM napameTpe, TO BbIoop OyAeT cAenaH B Nosb3y Nepexofa Ha Apyroi KaHar.
[vana3oH HacTPOViKn1 BeMYMHbIL: OT 5% 80 75%;

+ Refresh when access point is added to the claster — npon3BoanTb NepecyeT 06LLel cnekTpasibHOM
CTPYKTYpbI CpeAbl 1 BbIGOP ONTUMa/ILHOTO KaHasia 415 Touek JoCTyna, eC/in K Knactepy
npucoeuHAETCS HOoBasi ToUka AOCTYnNa;

+ Determineifthereisbettersetofchannelsettingsevery — nitepBan BpeMeHu, Yepes KOTOpPbIi MPONCXOAUT
nepecyeT 06LLEei CNeKTPasIbHOW CTPYKTYPbI CPeAbl U BbIGOP ONTUMA/ILHOIO KaHana A1 Touek JocTyna.

Haxmure KHOMKY «Update» Ana coxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

B pasgene «Transmit Power Control» Touku gocTyna, COCTosILME B O4HOM K/lacTepe, Yepes YCTaHOB/IEHHbIE
MHTEepBa/Ibl BPEMEHM NMPOM3BOASAT CNEKTPasIbHbI aHaIM3 admpa U NPOU3BOAST NepepacyeT MOLWHOCTER
BbICTAB/IEHHbIX HA TOYKaX AOCTyna B KnacTepe TakuM 06pa3oM, YTOObl OKa3blBaTb Kak MOXHO MEHbLLIE
BNAVAHMS ApYr Ha Apyra. Mo yMonyaHuio onTrMu3aums NpoBoAMTCA NPy U3MEHEHUM cOoCcTaBa kacTepa.
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Transmit Power Control ...

Start | automatically re-assigning tx power

RSEI threshold 2.4 GHz -E5 [Range: -100,..-20)
RSEI threshold 5 GHz -70 [(Range: -100...-20)
Interval 0 (Range: 1800,.,86400 or 0)
Advanced
Minimal Tx Power 10 [Range: 5...30
Active Scan Mode L4
Debug Mode
Update
Moniktoring

m
1=
[T}

TPC statistics is mot available because tpc-planner is not up

+ Start — py4HOIA 3anycK aBTOMOACTPOVKMA MOLLHOCTMN A1 KaXKA0W TOUKM AOCTyna B KNacTepe;

+ Stop — ocTaHOBKa aBTONOACTPONKM MOLLHOCTY;

+ RSSI threshold 2.4 GHz - nopor ypoBHsl RSSI B gnanasoHe 2.4 'y, npyuHumMaeT 3HadeHus -100..-30, no
yMO/14aHuio -65;

+ RSSI threshold 5 GHz — nopor ypoBHs RSSI B gnanasoHe 5 'y, npuHumaeT 3HaveHus -100..-30, no
yMO/14aHuio -65;

* Interval — nHTepBan BpeMeHn mexay umkiamm ontummnsaumun. NMpuHnmaet 3HaveHns: 1800...86400
ceKyHz, no ymonyaHuio 0 — onTummnsanmsa MOLWHOCTM NPOBOAMTCA 1 pas, 3aTeM TOMIbLKO NPU N3MEHEHNM
cocTaBa KnacTepa;

* Minimal Tx Power — MMHUMa 1bHbIli BbIXOAHON YPOBEHb MOLLHOCTM TOUKM AOCTYNa, NPUHUMAET 3HaYeHUs
6...30, no ymonuyaxuio 10;

+ Active Scan Mode — npu ycTaHOB/IEHHOM chnare, MICNoJIb3yeTCs aKTUBHbBIN PEXUM CKaHMPOBaHWS, Npu
BbIK/TIOYEHHOM — MAaCCUBHbI;

+ Debug Mode - npu ycTaHOB/IEHHOM dh/iare BK/toHaeTCs OTrnpaBka 0TNaf0uHbIX COOOLEHMI B KOHCO/b
TOYeK gocTyna.

B okHe Monitoring nocsie OKOHYaHUsi ONTUMU3ALMM aBTOMOACTPOVKMA MOLLHOCTM MOXHO Habnoaatb
pe3ynbTaThl CKAHMPOBaHMSI BCEX TOUEK AOCTYNa B K/1acTepe, YPOBEHb BIUSAHUS APYT Ha Apyra, a Tak Xe
M3MEHEHHYI0 BbIXOAHYH MOLLHOCTb TOUEK A0CTyna.

HaxmunTe kHomnky «Update» 51 cCOXpaHeHWsl BHECEHHbIX M3MEHEHWIA.

9.4 NMopmeHto «Wireless Neighborhood»

Mogmerio «Wireless Neighborhood» cogepxut Tabnuuy COOTBETCTBUS TOYEK AOCTYNa, HAXOAALLMXCA B
KnacTtepe, n 6ecnpoBOAHbIX CETEN, AETEKTUPYEMbIX 3TUMM YCTpoicTBaMu. [laHHast Tabnuua AeMOHCTPUPYET,
Kakne 6ecnpoBOAHbIE CETU AETEKTUPYET Kaxkaas Touka AOCTyNa M Kakoil YpOBEHb CUTHa/Ma OHa OT HUX
NPUHUMAET.

Ha ocHoBaHUM AAHHOI Ta6MLbl MOXHO MPOU3BECTY CNEKTPa/TbHbIN aHaNN3 BCeli CETU U OLEHWUTL BANUSHUE
MOMEX Ha Kavk/lyto TOUKy A0CTyna. STO NO3BOINT OLEHUTb NPABU/ILHOCTb PACMOMOXEHUSI TOUEK AOCTYyNa no
TEPPUTOPUM MOKPBITUS U YKAXKET Ha NPOG/IEMHbIE MECTa, B KOTOPbIX YPOBEHb NOMEX MOXET NoMeLlaThb
KauyeCTBEHHOMY NpPeAoCTaBEHMIO YCYT.
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View neighboring access points

Wireless Neighborhood...
Clustered g

The Wireless Neighborhood table shows all zccess points within range of any AR in the cluster, Cluster mambers viho are also "neighbors" are shown at the top of Neighbors list and identified by 2 heavy bar abova the Natwork Mame. The colared
bars and numbers to the right of each AP in the Meighbars list indicate signal strangth for sach neighbaering AR, This signal strangth is detacted by the cluster member whass IP address is at the top of the column.

o
Display Meighbaring APs: In cluster Motin cluster @ Both | Access “‘
Pai

‘ Cluster

192.168.44.29 192.168.44.29
E0:D9:E3:51:E4:E0 E0:D9:E3:51:E4:F0
Neighbors (411) ( not set) [ not sat )

BRAS-Guest

BRAS-Guest

Default d

Default

Default

ADANT a

AWEP25

try

unifi-guest

Default

Eltex hh

B BepxHei ropu3oHTasIbHON CTPOKe Tabnuupl 0ToO6pakeHa MHpopMaLMs NO KaxXaoMy pagnonHtTepdency
TOYEK A0CTyNa, HAXOAALWMXCS B KnacTepe. B 1ieBOM BepTUKa/ibHOM CTO/6Le Tabnuubl pacnosioxeHa
nHhopmMaLma Nno 6ecnpoBOAHbIM CETSIM, KOTOPble BUAHbI YCTPOKCTBaM B Knactepe.

YpoBeHb cuUrHasia ot Kaxkaol 6ecnpoBOAHON CETU YKa3aH B NPaBOM BEPXHEM YTy AYEkn Tabnuubl.

Tabnvua chopmMupoBaHa Tak, UTO B NEPBbLIX ee CTpoKax oTobpaxatTcs 6ecnpoBofHble CeTU, 06pa3oBaHHbIe
camMuM Knactepom, fasiee nayT MMeHa CTOPOHHUX CETEN.

* In cluster — npun yctaHoBNeHHOM hnare B Tabnvue 6yaet oTobpaxarbcsa nHgopmaumns 0 6ecnpoBOfHbIX
CeTSAX, HAXOAALLMXCA TOMbKO B KNacTepe;

* Not in cluster — npun yctaHoBNeHHOM hnare B Tabnvue dyaet oTobpaxarbcs nHopmauus To/1bKO O
CTOPOHHMX 6ECNPOBOAHbIX CETAX;

* Both — npu yctaHoBneHHOM chniare B Tabnvue 6yaet oTobpaxarbCca MHopMaLnsa 0 BCEX CETSX.

9.5 MoameHto «Cluster Firmware Upgrade»

B nogmetio «Cluster Firmware Upgrade» MOXHO BbINOMHATL 06HOB/IEHME NPOrpaMMHOro o6ecneyeHns Ha
BCEX YCTPOICTBAX, BXOAALMX B KNacrep.

Mpun 06HOBMEHUN MO yCTPOKCTB KNnacTepa gainn NpoLLNBKN ByAET 3arpy>eH Ha Kaxoe yCTPOMCTBO 1
yCTaHOoB/EeH Ha no3uuumio «Primary Image». ABTOMaTn4ecky BbINOHAETCS nepesarpyska yCTPONCTB C
3arpyskoii 1O, KoTopoe COOTBETCTBYET HOBOMY 06pa3y. YCTaHOB/IEHHOE paHee Ha ycTpolicTeax knactepa NoO
6yAeT coxpaHeHo 1 nepemMelLeHo Ha no3uuuto «Secondary Image» (pesepsHasi Bepcusi M0).
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Upgrade Firmware in Cluster

Cluster Firmware Upgrade...

Members IP Address MAC Addrass Device
WEP-
1 152.168.44.359 EO0:D9:E3:51:E4:EQ0  2ac
Srmart
Upload Method: % HTTE TETE

Mewe Firmware Image: | Bofepute dain | ®ain ve sxbpad

Overall Upgrade Status: Mot Initialized

Start-Upgrade || Stop

Firmware Version Firmware-transfer-status

{Texywaa

- Mons
gepcua MNo)

+ Upload Method — meTtog 3arpy3ku gpainna NO Ha ycTpoiicTBa:

*+ 3aegpy3ka Yepe3 HTTP. YctaHosuTe (hnar «Upload Method» B 3HaueHne HTTP. Haxvnte
«BbibepuTe haiin» 1 B AManoroBoM okHe BblibepuTe nyTh K thaiiny MO Ha MK. Haxmute
«Upgrade» ans Havana 3arpy3ku BblopaHHoro dpaina No B yCTPONCTBO;

*+ 3aecpy3ka 4yepe3 TFTP. YctaHosuTe chnar «Upload Method» B 3HaueHne TFTP. B none «lmage
Filename» ykaxute nms cpaiina MO, KoTopblin 6yAeT 3arpyXeH B yCTPONCTBO. ViMs dhaiina
06sA3aTesibHO AO/MKHO cofepxaTb pacwumpeHue .tar. B none «Server IP» ykaxute IP-agpec TFTP-
cepBsepa, Ha KOTOpPoM coxpaHeH thaiin MNO. Haxmute «Upgrade» ans Hayana 3arpyskv dpaiina;

+ New Firmware Image — BbI60Op thaiina, cogepxallero HoByto Bepcuio MOo;

+ Start-Upgrade — Ha4ya/10 0GHOBNEHMS.

© B npouecce 06HOBEHMS MO YCTPOWCTB HE OTK/IOUATE NUTaHKE YCTPOICTB, @ Takke He 0GHOB/SANTE
N He MeHANTe TekyLLyl web-cTpaHuly ¢ nporpecc-6apom 06HOBNEHNS.
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10 MeHto «Captive Portal»

B meHto «Captive portal» BbINOMHSAETCA HACTPOiiKa cneLmanibHOro nopTasa, Ha KOTopbIA NepeHanpaBnstTCS
K/TMEHTbI /181 NPOXOXAEHMS aBTOpU3aLUy NPU NOAK/THYEHNUN K CETU VIHTEPHET.

Takvm 06pa3oM MoXHo, Hanpumep, nepeBecTn Wi-Fi ceTb B OTKPbITbIV peXuMm, CHSIB LUMpoBaHme, Ho
orpaHu4MB JOCTYN K CETEBbIM pecypcaM. [MoakNoUeHne K CETEBLIM pecypcam ByaeT peann3oBaHo yepes web
-aBTOpPM3aLMI0.

10.1 MNMogmeHto «Global Configuration»

B pasgene «Global Configuration» BbiInonHAETCA HacTpolika 06X NapamMeTpoB NopTasna U MOHUTOPVIHT
TEKYLLLero KOfIM4yecTBa Co3aHHbIX 0OGbEKTOB.

Global Configuration Settings

Captive Portal Mode ® Enabled Disablad

Authentication Timeout 300 (60 - 600 sec, 300 = Default)

Roaming service URL (0 - 2048 characters)
Roaming no action timeout 720 (0 - 86400 min, 720 = Default)

Instance Count: 32

Click "Update” to save the new settings.
Update

+ Captive Portal Mode — cocTosiHue paboTbl noptana:
+ Enabled — npu yctaHOBNEHHOM hriare nopTtas UCMoNb3yeTcs;
+ Disabled — npu yctaHOBNEHHOM hriare nopTas He UCMNO/b3YeTCs.

+ Authentication Timeout — nepvog BpeMeHM B CEKYHAAX, B TEUEHNE KOTOPOro K/IMEHT MOXET BBECTU
aBTOpM3aLMOHHbIE AaHHble Ha CTpaHuLe nopTana aasa nonyyeHus goctyna K cetu. Ecnu nHtepsan
npeBblLLeH, He06XoANMMO 0O6HOBUTL CTPaHNULY JIM60 NOBTOPHO NOAKIOUYNTLCA K CceTU. MNpuHnmaeT
3HaueHus (60 - 600) cekyHa. Mo ymonyaHuto yctaHoBneHo - 300 cekyHz;

* Roaming service URL — agpec Service APB ans nogaepxku poymuHra B pexume hotspot. 3agaercs B
dopmare: "ws://host:port/path”;

* Roaming no action timeout, min — BpeMmsi, Yepe3 KOTOpOe Touyka AOCTyna yaasmT yctapesLlune/
HeakKTUBHbIE 3aMncuy O KNIMEHTaxX B POYMUHTE;

* Instance Count — Ko/lU4ECMBO 3K3EMMNIAPOB NOPTaNa, HACTPOEHHbIX Ha ToUKe AocTyna.HaxmuTe KHOMKY
«Update» gnia coxpaHeHns BHECEHHbIX U3MeHeHUd.

HaxmunTe kHomnky «Update» A5 cOXpaHeHWs BHECEHHbIX U3MEHEHMWIA.
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10.2 MogmeHto «Instance Configuration»

B pasgene «Instance Configuration» co3gatotcsi nopTasibl M HACTpanBaOTCSA NapaMeTpbl NOPTasIoB.

Instance Configuration Settings

Captive Portal Instances | Create ¥

Captive Portal Instance Parameters

Instance Mame (1 - 32 characters)

Click "Update” to save the new settings.
Update

[na co3gaHma HoBoro noptasia B nosie «Captive Portal Instances» Heo6xoavmo BbibpaTh nyHKT «Create» 1 B

none «Instance Name» ykaszatb UMsa HoBoro noprtana (4o 32 cumBosioB). [ns co3gaHus noptana HaxaTtb
kHonky «Update».

[na nepexofa k pabote ¢ noptasioMm Heob6xoauMo BblibpaTh ero ums B nosie «Captive Portal Instances»:
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Instance Configuration Settings

Captive Portal Instances | wlanObssvapd ¥

Captive Portal Instance Parameters

Instance ID: 1

Admin Mode Enabled '® Disabled
Werificaticn Cportal ¥
Wirtual Portal Name

Glekal Radius on Off
Radius Accounting On Off
Raduis Domain

Radius IP Network pvd ¥

Radius IP

Radius Backup 1P 1

Radius Backup IP 2

Rzdius Backup IP 3

Radius Key

Radius Backup Key 1

Radius Backup Key 2

Radius Backup Key 3

External URL (0 - 255 characters)
Away Time 720 (0 - 1440 min, 60 = Default)

Session Timeout 0 (0 - 1440 min, 0 = Default)

Max Bandwidth Upstream 0 (0-1331200 Kbps, 0 = Default)

Max Bandwidth Downstream 0 (0 -1331200 Kbps, 0 = Default)

Delete Instance

Click "Update™ to save the new settings.
Update

Instance ID — Homep nopTtana;
Admin Mode - pexum paboTbl noprana:
+ Enable — BkntoueH;
* Disabled — BbIKOYEH.
VirtualPortalName — nms BUpTyanibHOro nopTana;
GlobalRadius — rno6anbHble HacTpoiiku asTopusauumn no RADIUS-npoTokony:
+ On — BK/IOYEH;
* Off — BbIK/ItOYEH.
RadiusAccounting — npu BKIKOYEHHOW PYHKLUKM ByAyT OTNPaBNsATbCA coobLleHns «Accounting» Ha
RADIUS-cepsep:
+ On — BK/IOYEH;
* Off — BbIK/ItOYEH.
Raduis Domain — noMeH nosib3oBaTens;
Radius IP Network — Bbi6op npotokona IPv4 nnun IPvé gna goctyna Ha cepsep RADIUS;
Radius IP — apgpec RADIUS-cepsepa. Npun HegocTynHocT ocHoBHOro RADIUS-cepBepa, 3anpocbl 6yayT
OTNPaBNATLCA HA PE3EPBHbIE;
Radius Backup IP — pe3epBHbliin agpec RADIUS-cepBepa;
Radius Key — naponb gns astopusaumm Ha RADIUS-cepBepe;
Radius Backup Key — pe3epBHblii naponb 418 astopusauun Ha RADIUS-cepsepe;
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« ExternalURL — appec BHewHero Captive Portal, Ha koTopblii 6yAeT nepeHanpas/ieH Nnosb3oBaTesib Npu
nogkntoyeHun k hotspot;

+ Away Time — BpeMs, B TeYeHne KOTOPOro AeiCTBUTENIbHA 3anvcb ayTeHTU(INKaLUN Nonb3oBartens Ha
6a30B0i1 CTaHUMK Nocne ero guccoumauun. Ecnmn B TeueHne aToro BpeMeHu KNIMEHT He npoiger
ayTeHT1unKaLmo NOBTOPHO, 3anuck byaeT yaaneHa. MpuHumaet 3HaveHus 0-1440 MUHYT, No
ymonyaHuio — 60 MUHyT;

+ Session Timeout — TaliMayT XWU3HU ceccun. Monb3oBaTelb aBTOMATUYECKN BbIXOAUT U3 NopTasia Yepes
yKasaHHbIi NPOMeXyToK BpeMeHu. MpuHumaeTt 3HaveHus 0-1440 MuHyT. Mo yMon4aHuo yCTaHOB/IEHO
3HayeHune «0» — TalimayT He NpMMeHsIeTCs;

+ Max Bandwidth Upstream — makcMMasibHaa CKOpoCTb nepegayn Tpaduka ot aboHeHTa. MpuHUMaet
3HadeHns 0-300 M6uT/c. Mo ymonyaHuio ycTaHoB/EHO 3HadeHne «0» — 6e3 orpaHuyeHus;

+ Max Bandwidth Downstream — MakcumasibHasi CKOPOCTb nepegayun Tpadurka K aboHeHTy. MNpuHumaeT
3HadeHns 0-300 M6uT/c. Mo ymonyaHuio ycTaHoB/EHO 3HadeHne «0» — 6e3 orpaHuyeHus;

+ User mobility domain — Ha3BaHue rpynnbl, B paMKax KOTOPO MOXET ObITb COBEPLLEH POYMUHT;

+ Delete Instance — ansa yaaneHus gaHHOro noprana yctaHoBuTe donar n HaxmuTe kHornky «Update».

Haxmure KHOMKY «Update» Ana coxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.
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B pasgene «VAP Configuration» BbinonHsieTcs npmBsi3ka noptana Kk BupTyasbHbiM Wi-Fi ceTam VAP.

VAP Configuration Settings

Radio

WAF Instance Name

0

1

2

10

11

12

13

14

15

Click "Update” to save the new settings.

Update

v

L4

* Radio — Homep Wi-Fi nHTepdpeiica, o151 KOTOPOro NpoM3BOANTCS HACTPOKa.

B Tabnuue ans Kaxaol BUPTYasibHOM CETU Ha3HaYaeTcst nopTasl No ero UMeHW.

HaxkmunTe kHonky «Update» ansi coxpaHeHus BHECEHHbIX M3MEHEHMWIA.

10.4 MopmeHto «Authenticated Clients»

B pasnene «Authenticated Clients» oTo6paxaeTcs CNMCoK KTMEHTOB, KOTOPbIE YCMNELIHO NPOoLL/n

ayTeHTUdmkaunio Ha noprase.
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Authenticated Client List

Click "Refresh” button to refresh the pags.
Refresh

Total Mumber of Authenticated Clients 2

MAC Addrass IP Address User Name  Protocol Mode Verify Mode VAP ID Radio ID Captive Portal ID Session Time out Away Time cut Rx Packets Tx Packets Rx Bytes Tx Bytes
70:70:0d:93:c3:20 79232566602 hitp cportlad 2 1 3 o 88376 = o o o o
74:df:bfiea:56:45 79139192548 http cportlad 1 2 12 o o o o o o

[na 06HOBNEHNS HDOPMaLMKN Ha CTPaHULE HaxkKMuTe KHOMKy «Refreshy.

+ Total Number of Authenticated Clients — KONM4ecTBO YyCNELIHO aBTOPU30BaHHbIX KNIMEHTOB B laHHbI
MOMEHT;

+ MAC Address — MAC-agpec KnneHTa;

« IP Address — IP-agpec KnueHTa;

+ User Name — nmsi nonb3oBatesisi, C KOTOPbIM K/TIMEHT NPOLUEN ayTEHTUGIMKALNIO Ha nopTasie;

* Protocol Mode — npoTokon, ncnonb3yemolii ansa coeanHeHns HTTP / HTTPS;

+ Verify Mode — meToq aBTOpM3auuy Ha nopTane;

+ VAP ID — HOMep BUPTYasibHOIN ceTy;

* Radio ID — Homep paanonHTepdelica;

+ CaptivePortallD — nmsi nopTtana, ¢ KOTOPbIM aCCOLMNPOBAH K/INEHT;

+ Session Timeout — ocTaBLUEECS BPEMS XNU3HW CECCUM;

+ Away Timeout — ocTaBLUeeCcs BPeMS XMU3HW 3anucy ayTeHTUdmKaLmm KIneHTa,;

* Rx Packets — KONMYeCTBO NPUHSITbIX MAKETOB OT K/TMEHTA;

+ Tx Packets — KOnnM4ecTBO NepefaHHbIX KIMEHTY NaKeToB.;

* RxBytes — KoniMy4ecTBO Nosy4eHHbIx 6aiT UAP oT nonb3osatens;

* TxBytes — konu4yecTBO nepegaHHbix 6aiT UAP nonb3oBarenem.

10.5 MoameHto «Failed Authentication Clients»

B pasgene «Failed Authentication Clients» npnBegeH CnMCoK KIMEHTOB C OLUMOKOI aBTOpmU3aumm Ha nopTane.

[nsi 06HOBNEHMS UHPOPMALN HA CTPAHNLE HaXXMUTE KHOMKY «Refreshy.

+ MAC Address — MAC-agpec KN1eHTa;
+ IP Address — IP-agpec KnueHTa;
+ User Name — nms nonb3oBaresisi, C KOTOPbIM KAMEHT NPOLLEN ayTEHTU(IMKALMIO Ha NopTae;

Failed Authentication Client List

Click "Refresh” button to refresh the page.
Refresh

Total Mumber of Fail Authenticated Clients 0

MAC Address IF Address User Name Verify Mode WAP ID Radic ID Captive Portal ID Failure Time

+ Verify Mode — meToq aBTOpM3auuy Ha noprane;

+ VAP ID — HOMep BUPTYasibHOI CeTy;

* Radio ID — Homep paanonHTepdelica;

+ CaptivePortallD — nmsi nopTtana, ¢ KOTOPbIM aCCOLMMPOBAH K/INEHT;
* Failure Time — Bpems, korga npoun3oLusna owmoka.
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11 MeHio «Client QoS»

MeHto «Client Q0S» npeaHa3HaueHo A1s 6osee TOHKOW HacTpolikn QoS kMeHTCKUX NnoTokoB Tpaduka. Client
QoS no3BoSEeT HACTPOUTbL NPUOPUTU3ALNIO OTAESbHLIX NOTOKOB Tpadvka, OrpaHNYnTb LUMPUHY NONOCHI AN
KaXX[0ro K/imeHTa.

11.1 NoameHto «VAP QoS Parameters»

MogmeHto «VAP QoS Parameters» no3BonsieT r1ob6asibHO BKIOUUTL UCMONb30BaHMe Bcex HacTpoek Client QoS
(Class MAP, Policy MAP, Bandwidth Limit), HasHaunTb paHHee cchopMUpOBaHHbIE NpaBMIa NPUOPUTU3ALNN
Tpadmka.

Configure Client QoS VAP Settings

Client QoS Global Admin Mode * Enabled Dizabled

VAP QoS Default Parameters

Radio |1 ¥

WAF |WVAFD ¥

Client QoS Mode ® Enabled Disabled
Bandwidth Limit Down (0 (0 - 1331200 Kbps)
Bandwidth Limit Up 0 (0 - 1331200 Kbps)
DiffServ Policy Down r

DiffServ Policy Up r

VAP Limit Dawn 0 (0 - 1331200 Kbps)
VAP Limit Up 0 (0 - 1331200 Kbps)

Click "Update” to save the new settings.
Update

+ Client QoS Global Admin Mode — ncnonb3oBaHue Client QoS Ha Bceli Touke AocTyna rnobasbHo:
» Enable — BKMOUYUTS;
» Disabled — BbIKNHOUUTB;

* Radio — BbIGOp pagnonHTepdeiica, Ha KOTOpom ByaeT Npon3BoaAnTbCA HacTpolika Client QoS;

+ VAP - BbI60Op BMPTYyasibHOI TOUKM A0CTYNa, HAa KOTOPOW ByaeT npon3BoanTbes HacTpoiika Client QoS;

+ Client QoS Mode — ncnonb3oBaHue Client QoS Ha BbibpaHHo VAP:

» Enable — BKMOUYUTS;
» Disabled — BbIKNHOUUTB;

+ Bandwidth Limit Down — orpaHMyeHne LWMPVHbI N0M0Ckl Tpadmka OT TOYKU AOCTyNa K KaXXA0MY K/IMEHTY,
6uT/C. AnanasoH BO3MOXHbIX 3HaueHuii: 0 — 4294967295 6ut/c. Ecnn HasHadeH 0, To orpaHuyeHne
nosnocbl Tpadmka He NpuMeHsieTcs. JTlo6oe HeHyNIEBOE 3HAYEHME OKPYTINISETCA A0 BEINYMHLI, KpaTHO 64
KonTt/c;

+ Bandwidth Limit Up — orpaHn4yeHune lWnpunHbI NOA0ChI Tpadnka OT Kaxaoro KNneHTa Ao TOUKM AocTyna.
EgnHnua namepenuns: 6ut/c. Anana3oH BO3MOXHbIX 3HaYeHuii: 0 — 4294967295 6ut/c. Ecnun HasHaueH 0,
TO OrpaHuyeHune nonockl Tpaduka He NpUMeHsEeTcs. J1l060e HEHY/IeBOE 3HAYEHNe OKpyrnsieTcsa Ao
BE/NUVMHbI, KpaTHOI 64 KOUT/C;

« DiffServ Policy Down — nms npocnns Policy, KOTOpbIi 4O/MKEH ObITb MPUMEHEH K TpadUKy, MAyLLEMY OT
TOYKM JOCTyNa K KNNEHTY;

« DiffServ Policy Up — umst npocuns Policy, koTopblli 4O/MKEH 6bITb NPUMEHEH K TpaduKy, nayLiemy
KNMeHTa K Touke gocTyna.
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+ VAPLimitDown — orpaHu4eHne LMPVHbI NONI0CkI Tpadinka OT TOUKM A0CTyna K KineHTam (B cymme),
NOAKMOYEHHBIM K faHHoMy VAP, 6uT/c. lnana3zoH BO3MOXHbIX 3Ha4YeHunin: 0 — 4294967295 6ut/c. Ecnu
Ha3HaueH 0, To orpaHnyeHve He npumMmeHseTcs. JTloboe HeHyneBoe 3HaYeHe OKPYINSAETCA 40 BEINYMHDI,
KpaTHoW 64 K6uT/C;

+ VAPLimitUp — orpaHuyeHve WMpVHbI Noiockl Tpadinka oT KAMEHTOB (B CyMME) [0 TOYKM J0CTYyna, 6UT/C.
[rana3oH BO3MOXHbIX 3Ha4YeHunin: 0 — 4294967295 6ut/c. Ecny HaszHayeH 0, TO orpaHuyeHne He
npumeHseTcs. Jlloboe HeHy/leBOe 3HaUYEHVe OKPYI/IAETCA A0 BENNUYNHDI, KpaTHOM 64 k6ut/c.

Haxmure KHOMKY «Update» Ana coxXxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.
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11.2 MopmeHto «Class Map»

B nogmeHto «Class Map» BbINOMHAETCS HAcTpoiika knaccudmkaumm Tpagmka. Ha oCHoBe YHUKasIbHbIX
0CO6eHHOCTel NakeToB OnpeesieHHoro noToka Tpadvka hopmupyeTcs Knacc npuHag/1eXHOCTN NakeToB K
[laHHOMY MOTOKy. B fanbHeiwem aT1oT knacc 6yaeT UCnosb30BaH 419 onepaLuin npuopuTnsanmumn pasnnyHbixX
NMOTOKOB, 06 bEAVHEHHbIX M0 06LLEeMY NPU3HAKY.

Configure Client QoS DiffServ Class Map Settings

Class Map Configuration

Class Map Name (1 - 31 characters)

Match Layer 3 Protocol IPvd ¥

Add Class Map

Match Criteria Configuration

Class Map Name Sloype - ipvd b

Match Ewvery

Protocol Select From List | ip r Match to Value (0 -253)

Source IF Address (M. Source IP Mask (.0
Destination IP Address (¥.2..%) Destination IP Mask (M)
Source Port Select From List v Match to Port (0 - 65535)
Destination Port Select From List v Match to Port |2440 (0 - 65535)
EtherType Select From List v Match to value (06800 - FFFF)

Class Of Service (0-7)

Source MAC Address Source MAC Mask {3000 20005 200 200 3000 0 )
Destination MAC Address Destination MAC Mask (303030 1 BN L BN
VLAN ID (0 - 4095)

Service Type

IP DSCP Select From List r Match to Value (0-63)

IP Precedence o-7

IF TOS Bits (00 - FF) IP TOS Mask (00 - FF)

Delete Class Map

Click "Update” to save the new settings.
Update

Class Map Configuration — B pazaene BbinonHsieTcsi cozgaHune npodunsa knaccudmkauum Tpadmka.

+ Class Map Name — nms knacca Tpaduka,;

+ Match Layer 3 Protocol — npoTokors, No KoTopomy 6yaeT npoucxoantb knaccudgukaums (IPv4 nnm IPve6).
B 3aBMCMMOCTM OT BbIGOpa NpoTOKONa OyAET NPeAnoXeH pasnNyHbIA HA6op None, No KOTopbiM ByaeT
BbIMOJTHATLCA Knaccudukaumnsa tpaduka.

[na co3gaHna HOBOTO Knacca Tpadinka ykaxute B none «Class Map Name» nms knacca n HaXMuTe KHOMKY
«Add Class Map».

Match Criteria Configuration — B pasgene BbINONHAETCA HACTPOViKa KpUTEPUEB A1 Kiacca Tpadguka.

+ Class Map Name — BbI6Op Knacca Tpadnka, 415t KOToporo 6yaeT NponUCXo4nTb KOHUIyprpoBaHme
NPU3HaKOB NPUHAAIEXHOCTH K Knaccy;,
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+ Match Every — npu ycTaHOB/IEHHOM ¢hnare Tpadmk 6yaeT OTHECEH K JaHHOMY K/iaccy He3aBUCUMO OT
cogepXaHus nonei B ero 3aronoske. Ecnu cpnar He yctaHOB/EH, TO TpebyeTcs yka3aTb 3HaYeHus
HeobxoAMMbIX Nonei Tpadnka, KOTopble AO/MKHbI ObITb COOTHECEHbI C AAaHHbIM K1acCoM;

* Protocol — 3Ha4yeHue nons Protocol B IPv4-nakeTe;

+ Source IP Address — 3HayeHue |IP-agpeca oTnpaBuTeNs NakeTa;

+ Source IP Mask — macka, yka3sblBaroLLiaa Ha 3HauMMOoCTb 6MTOB B IP-agpece, Ha OCHOBaHMM KOTOPbIX
KnaccuuumpyeTca naker,

« Source IPv6 Prefix Len — pnvnHa npedukca IPv6-agpeca otnpaButens;

+ Destination IP Address — 3HaueHue IP-agpeca nonyyatensi nakeTa;

+ Destination IP Mask — macka, yka3sblBaloLasa Ha 3HauMMOoCTb 61TOB B IP-agpece, Ha OCHOBaHWUM KOTOPbIX
KnaccmuumpyeTca naker,

« Destination IPv6 Prefix Len — pnnuHa npedukca IPv6-aapeca nonyyarens;

« Source Port — nopt otnpasutens (Layer 4);

+ Destination Port — nopT nonyuatens (Layer 4);

+ EtherType — 3HadeHue nons EtherType, yka3biBatoLwero tmn npoTokKona, NCnonb3yemMoro B NakeTe;

+ Class Of Service — 3HaueHue nonsi CoS, ykasblBatoLLLEro Ha NpUopUTET NakeTa Ha Layer 2 nakeTa;

+ Source MAC Address — 3HauyeHne MAC-agpeca oTnpaBuTens nakera,;

+ Destination MAC Address — 3HadyeHne MAC-agpeca nonyvarens nakera;

* VLAN ID - 3HauyeHue nonga VLAN B nakete;

+ IP DSCP - 3Ha4yeHue nons DSCP B IP-3aronoBke naketa,;

* IP Precedence — 3HauyeHue nons Precedence B IP-3arosioBke naketa;

+ IP TOS Bits — 3HayeHue nonsa TOS B IP-3aronoBke naketa;

* IP TOS Mask — macka, ykasblBatowas Ha 3Ha4MmMocTb 61ToB B nosnie TOS, Ha OCHOBaHMM KOTOPbIX
KnaccmuumpyeTca naker,

+ Delete Class Map — yganuTb Knacc Tpagunka,;

+ Update — npumeHnTb NapameTpbl kfiacca Tpadvka;

*+ IPv6 Flow Label — 3HaueHne nons Flow Label.

Haxmure KHOMKY «Update» Ana coxpaHeHnAa BHECEHHbIX N3MEHEHMWIA.

11.3 TogmeHto «Policy Map»

MoameHto «Policy Map» npegHasHayeHo 418 HACTPOMKM LUMPUHBI NOJIOCHI NMPOMNYCKaHUs Ans
KnaccuuumMpoBaHHOro Mo obLLemMy Npu3Haky notoka Tpaduka, MapkmpoBaHusa npuopuTeTa AaHHOro kiacca
Tpadhmka Ha ypoBHe Layer 2 n Layer 3 (CoS, DSCP, Precedence), a Takxe A1si NPUHATUSA peLLeHnsl 0 Npomnycke
[aHHOro Tpadmka uav o ero 6510k1MpoBkK. B noagmeHto oopmupyetcs npocunb «Policy Mapy, o151 KoToporo
nocnefoBaTe/lbHO Ha3HavyalTCs paHee co3faHHble knaccudmkaTopbl Tpaduka «Class Map». ns kaxaoro
KknaccudmkaTopa ykasblBatoTCsA ornepaumm, KoTopble He06XoAMMO NPOU3BECTU C AAHHBLIM TUNOM Tpaduka.
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Configure Client QoS DiffServ Policy Map Settings
Policy Map Configuration
Policy Mzp Nams (1 - 31 characters)
Add Palicy Map
Policy Class Definition
Policy Mzp Name ChattyDrap ¥
Clas= Map MName nethios-nstcp ¥
Police Simple Committed Rate {1 - 1000000 kbps) Committed Burst (1 - 204300000 bytes)
Send
Drop
Mark Class OF Service (0-7)
Mark IP Dscp Select From List v
Mark IP Precedence (0-7)
Disassociate Clazss Map
netbios-ns-tcp, netbios-ns-udp,
Member Classes netbios-dgm-tcp, netbios-dgm-udp,
mDNS, SSDP, wrrp P
Delete Policy Map
Click "Update” to save the new sattings.
Updat=

Policy Map Configuration — B pasaene BbinonHsieTcsa cosgaHme HoBoro npoduns Policy Map.
* Policy Map Name — nvsi npoguns Policy Map.

[na nobaeneHus HOBOro Npodhnsa BBeaMTe UMs npodhuns B none «Police Map Name» 1 HaxkMuTe KHOMKY
«Add Policy Map».

Policy Class Definition — B pasgene BbinonHAeTcs HacTpoiika knaccudmkatopos Tpadiuka.

*+ Policy Map Name — nvsi npogunns «Policy Map», B koTopom 6yaeT npor3BoAUTLCA AasibHelwasn
HacTpolika onepauunii Ansa knaccudmkatopos Tpaduka,;
+ Class Map Name — knaccudmkatop Tpaduka, paHee co3faHHblli B nogmeHto «Class Map».

Onepauum, KoTopble HEOBXOANMO NPOU3BECTM C JaHHLIM TUMOM TpadVKa:

Police Simple — ynpouieHHaa HacTpoika, Mpu KOTOPOW 3a4atoTca ABa NnapameTpa:
+ Committed Rate — rapaHTMpOBaHHasA CKOPOCTb Nepeaayun 418 AaHHOro Buaa Tpadvka;
« Committed Burst — orpaHnyeHne ckaykoB Tpadimka.
+ Send - npw ycTaHOBNEHHOM chnare BCe NakeTbl COOTBETCTBYHOLLENO NOTOKa Tpadinka 6yayT nepesaHsbi,
ecnu kputepun Class Map BbINOMHAKTCS;
* Drop — npu ycTaHOB/IEHHOM (bf1are Bce NakeTbl COOTBETCTBYIOLLErO NoToKa Tpaduka 6yayT oTOpOoLUEHbI,
ecnun kputepun Class Map BbINOAHAKOTCS;
+ Mark Class Of Service — npun ycTaHOBNEHHOM dhniare Bce NakeTbl COOTBETCTBYHOLLErO NOTOKa Tpadmka
6yayT MapkMpoBaTbCs 3aAj@aHHbIM 3HadeHnem CoS (uenoe umcno ot 0 go 7);
* Mark IP Dscp — npu yCTaHOBNEHHOM (hriare BCe NakeTbl COOTBETCTBYHOLLLEIO NOToKa Tpaduka byayT
MapKmpoBaTtbCs 3aaHHbiM 3HadeHnem IP-DSCP. 3HaueHne MOXHO BblibpaTb U3 CNMCKa UMK YKasaTb;
+ Mark IP Precedence — npu ycTaHOBEHHOM ¢oiare BCe NakeTbl COOTBETCTBYHOLLErO NOTOKa Tpadnka
6yayT MapkMpoBaTbCsi 3aAjaHHbIM 3HaveHneM IP Precedence (uenoe uucno ot 0 go 7);
+ Disassociate Class Map — yctaHoBuTe donar n HaxxmuTe KHonky «Update», 4Tobbl yaanuTb NpuBSA3KY
AaHHoro Class Map u Policy Map;
* Member Classes — cnucok Bcex Class Map, koTopble cBsidaHbl ¢ BbibpaHHoii Policy Map. Ecnu knacc He
CBfi3aH C NOJSINTUKOIA, 3TO Nnose nycToe;
+ Delete Policy Map — yctaHoBuTe dhnar n Haxxmute kKHonky «Update», uto6bl yaanuTe Policy Map,
ykazaHHyto B Policy Map Name.
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11.4 MNogmeHto «Client Configuration»

B aTom pasgene MOXHO NPOCMOTPETh TeKyLLy KOoHdurypaumio QosS.

QOS Configuration Status for associated clients

Staticn | 88:75:98:14:c3:1d ¥

Global QoS Mode up
Client Qos Mode Enabled
Bandwidth Limit Up 0
Bandwidth Limit Down |0

ACL Type Up MNone
ACL Name Up

ACL Type Down MNone
ACL Name Down

DiffServ Policy Up

DiffServ Policy Down

+ Station — Bbl6Op MHTepdeiica no MAC-aapecy;
+ Global QoS Mode — ncnonb3oBaHue Client QoS Ha Bceli Touke AocTyna rnobasbHo:
* Up — BK/IOYEHO;
* Down — BbIK/THOUYEHO.
+ Client QoS Mode - ncnonb3oBaHue Client QoS Ha BbiGpaHHo VAP:
» Enable — BK/OUYEHO;
+ Disabled — BbIKNHO4EHO.
« Bandwidth Limit Up — orpaHnyeHune WnpuHbl NoA0ChI Tpadmka OT Kaxaoro KNneHTa Ao TOUYKM A0CTyna, B

ouT/c;

+ Bandwidth Limit Down — orpaHnyeHne WnprHbI NOM0CkI Tpadimka OT TOUKU AOCTyNa K KaXA0MY K/IMEHTY,
ouT/c;

+ ACL Type Up — Tun Tpadmka OT KMeHTa K To4ke AOCTyna, 419 KOTOPOro 6yayT NpUMEHSTLCA npasuna
ACL;

+ ACL Name Up — ums npodounst ACL, KOTOPbI AO/MKEH ObITb MPUMEHEH K Tpadinky, MayLemy OT KMeHTa
K TOYKe [OoCTyna;

+ ACL Type Down — T1n Tpadomka OT TOUKM [OCTYNa K KIMEHTY, /15 KOTOPOro 6yAyT NPUMEHSATLCA
npasuna ACL,;

+ ACL Name Down - nms npodomns ACL, KOTOpbIin A0/MKEH ObITb NPUMEHEH K TpaduKy, nayLwemMy oT TOUKU
[0CTyNa K KNNEHTY;

+ DiffServ Policy Up — nmsa npodomns Policy, KOTOpbIii AO/MKEH BbITb NPUMEHEH K Tpaduky, naywemy ot
KNMeHTa K Touke JoCTyna;

+ DiffServ Policy Down — ums npocpuns Policy, KOTopblii 4O/MKEH ObITb MPUMEHEH K TPAGUKY, MAyLLEMY OT
TOYKWN JOCTyNa K K/TIMEHTY.
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12.1 MopmeHto «Work group bridge»
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MogmeHto «Work group bridge» npegHasHavyeHo 415 HACTPOWKKM YCTPOMCTBA B peXnM 6eCnpoBOAHOrO KIneHTa
C UCMO/b30BaHNeM OHOro 13 6ecnpoBoAHbIX MHTepdhencos. Mpu HACTpoiike pexrmMa KIMeHTa knactep Ha

YCTPOWCTBE [O/MKEH ObITb OTK/THOYEH.

Workgroup Bridge Mode Up ® Down

Radio 1T

Upstream Interface

MAC Auth Type

Update

Modify AP Workgroup Bridge Settings

WLAN ID 1

S5ID Upstream S5ID -
Roam Threshold -75 (-99 - -1) dBm
Secunty MNone ¥
Connection Status Disconnected

Downstream Interface

Status Up Cown

WLAN ID 1

551D Downstream 551D

Broadcast 551D On ¥

Secunty Mone ¥

Click "Update™ to save the new settings. Click "Refresh”™ button to refresh the page.
Refresh

+ WorkGroupBridgeMode — Bk/toueHve/BbIK/TIOYEHVE PeXMMA KIMeHTa Ha nHTepdielice;
* Radio — BbIGOp 6€CNPOBOAHOIO UHTEPJIENCa, HA KOTOPOM BK/IHOHAETCH PEXUM KINEHTA;
+ Upstreaminterface — HacTpoVikn nHTepgielica, KOTopblii ByaeT ABNATLCA 6€CNPOBOAHBLIM K/TMEHTOM U

noaknryarbCcsa K CTOpOHHeVI TOYKE AO0CTYyNa,

+ VLANID - Homep VLAN, ncnosnb3yemsblii Ha TOUKe J0CTyna,;
+ SSID — Ms TOYKM JOCTYNa, K KOTOPON MPOUCXOAUT NOAKIYEHNE;
* Roamthreshold — MMHUMaUIbHBI YPOBEHb CUTHAMA OT TOUKM AOCTYNa, NPy KOTOPOM MPOUCXOANT

noaknryeHme K To4ke,

+ Security — pexum 6e30nacHOCTN TOUKM JOCTYNA, K KOTOPOW NPOUCXOANT NOAK/THUEHNE:
+ None - He Ucnonb30BaTh WNGPOBaHUE AJ151 Nepefayn faHHbIX. Touka OTKpbITa 41a AocTyna

JNII0O0ro KNINEeHTa;

+ WPAPersonal — pexvm NogKnio4eHns K To4Ke A0CTyna ¢ UCNosib30BaHNEM MeXaHn3ma
6e3onacHocTn WPA-TKIP nnv WPA2-AES. MNpwu BbIGOpe AaHHOIO pexuma A5 pefakTupoBaHus

OyayT LOCTYMHbI CneayroLme HacTPONKK:

Eecurity WPA Personal
WPAVersians:
MFP

Key:

v| @
WPA-TKIP ¥ wpaz-AES
Capable ¥
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« WPAVersions — Bepcusi ucnosib3yemMoro npotokona 6esonacHoctn (WPA nnm WPA?2);
+ MFP - 3awuTta ynpasnsowmx kagpos: Not Required — He ncnonb3osatb; Capable —
onuMoHasnbHO; Required — ncnonb3osathb;
* Key — kno4/naposb, He06X04UMbIV A4/ aBTOpU3aLmMmn Ha Touke AocTyna.
« WPAEnterprise — pexxvM NOAK/IHOYEHNSA K TOYKe AOCTyna C UCMosib30BaHeM aBTopu3aumm n
ayTeHTUnKaummn Ha BbillecToswem cepaepe. Npy BbiIGope AaHHOro pexuma ans
pefakTMpoBaHus 6yayT AOCTYNHbI CriefyroLme HacTPONKN:

Gecurity WPA Enterprise ¥ =
WPAVersions: WPA-TKIP ¥ wWPA2-AES
MFP Mot Required ¥
EAP Method ® peap ts
Username
Password

+ WPAVersions — Bepcus ncnosb3yemoro npotokona 6esonacHoctn: WPA-TKIP, WPA2-AES;

* MFP - 3awuTta ynpasnsowmx kagpos: Not Required — He ncnonb3oBartb; Capable —
onuMoHanbHo; Required — ncnonbL30BaThb;

+ EAP Method — BbIGOp NpOTOKONA ayTeHTUdMKaLmmn (peap unu tls);

+ Username — nms nonb30Baress, UCnosib3yeMoe npu asTopmsauumn Ha cepeepe;

+ Password — naponb Nosb30Baresis, UCMnob3yeMblii Npy aBTopu3aummn Ha cepBepe;

+ Connection Status — cTaTyc NOAK/OYEHNS K TOUKe AocTyna.

B pasgene «Downstream Interface» BbINOMHAOTCA HACTPONKN MHTEPelica, BbICTYNAtOLLENO B KAYECTBE TOUKM
focTyna.

Status — Bko4eHue/BbIkOYeHNe downstream-nHTepgeiica:
* Up — nHTepdelic BKIOYEH;
+ Down — uHTepenc BbIK/IOYEH.
VLANID — Homep VLAN, B KOTOpOM 6yaeT nepefaBaTbCs CETeBON Tpadvk 418 AaHHOW TOYKM AOCTYNa;
+ SSID — ms Toukn [oCcTyna;
* BroadcastSSID — BK1HOYNTbL/BbIK/IHOYUTL BELLLAHME TOUKM AOoCTyna:
+ On — BellaHne BK/IOYEHO;
+ Off — BewjaHne BbIK/HOUEHO.
+ Security — pexvnm 6e30n1acHOCTM Co34aBaeMoii TOUKN AOCTYNa;
* None - He ncnonb3oBaTh LWWNpOBaHME A/1A Nepefayun AaHHbIX. Touka OTKpbITa 419 focTtyna
JTI0O0ro K/INEeHTa;
* WPA Personal — pexum NoaxNtoyeHns K ToUke A0CTyna ¢ MCNo/Ib30BaHMEM MeXaHu3ma
6e3onacHocTn WPA nnn WPA2. Mpun BbiGOpe faHHOIo pexnma K pefakTMpoBaHUIo AOCTYIMHbI
cnegytouime nyHKTbI:

Security WPA Personal v | =
WPAVersions: WEA-TKIF ¥ wWpaz-AES
MFF Capable r
Key:
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« WPAVersions — Bepcusi ucnosib3yeMoro npotokona 6ezonacHoctv (WPA-TKIP nnn WPA2-
AES);

Ecnu BbiopaH WPA-TKIP, To an1s HacTpoliku 6yayT AOCTYMHbI NOMS:

* Key — knto4/naposb, He06X04UMbINV A1 aBTOpU3aLMmn Ha ToUuke JOCTyna;
* Broadcast Key Refresh Rate — nHTepBas1 BpEMEHU 0GHOBEHNSA TPYNMOBOTO K/1K04a, MPUHMMAaET
3HaveHuns 0-86400.

Ecnu BbibpaH WPA2-AES, To Ans HacTpoiikmn 6yayT AOCTYNHbI NONS:

* Key — knto4/naposb, He06X04UMbIN A1 aBTOpU3aLMmn Ha ToUuke AOCTyna;

* Broadcast Key Refresh Rate — nHTepBan BpeMeH/ 06HOB/IEHMS TPYMNMOBOrO K/1ko4a, NPUHUMaeT
3HaueHuns 0-86400;

* MFP - 3awuTa ynpasnswowmx kagpos: Not Required — He ncnonb3oBatb, Capable — onuMoHabHO;
Required — ncnonb3oBarb.

MACAuthType — pexum ayTeHTudpmkaymmn nonb3oBartenei ¢ yuetom nx MAC-agpeca:

+ Disabled — He ncnonb3oBatb ayTeHTU(MUKaLMIo nons3osarteneli no MAC-agpecy;

* RADIUS - ncnonb3oBaTb ayTeHTucmkauyuio nonb3oBarenein no MAC-agpecy ¢ nomoulbto RADIUS-
cepsepa;

+ Local - ncnonb3oBatb ayTeHTUdMKauuo nosnb3osareneii no MAC-agpecy ¢ NOMOLLBHO JTIOKa/TbHOIo
cnuncka agpecos, CHOPMUPOBAHHOTO Ha AaHHOM TOUKe AocTyna.

Haxmute kHonky «Update» Ana coxpaHeHns BHECEHHbIX U3MEHEHWIA.
[ns 06HOBNEHMA MH(DOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refresh».
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12.2 TMogmeHto «Workgroup Bridge Transmit/Receive»

B nogmeHto «Workgroup Bridge Transmit/Receive» npeacTtasneHa ctatucTika no nepegaHHoMy/npuHAToOMY
Tpadmky Ha HTepgeicax, cqoopmmpoBaHHbix B pexume Work Group Bridge.

[N 06HOBNEHNA MHPOPMALMK Ha CTpaHULLEe HaxkKMUTe KHOMKy «Refreshy.

View transmit and receive statistics for this access point

Click "Refresh” button to refresh the page.
Refrezh

Interface Status VLAN ID Name (S5ID)

Transmit
Interface Total packets Total bytes

Receive
Interface Total packets Total bytes

* Interface — nmsa nHTepdelica;

+ Status — cTtaTyc paboTbl UHTEPIENCE;

VLANID - Homep VLAN, HazHa4yeHHOro Ha nHTepgelic;

+ Name(SSID) — nmsa 6ecnpoBOAHOI CETU, CKOH(UTYPUPOBaHHOI A/15 nHTepeiica.

B pasgene «Transmit» BbINO/IHAETCA NPOCMOTP CTAaTUCTUKK MO NepeaaHHOMy TpacmKy.
B pasgene «Receive» BbINO/IHAETCA NPOCMOTP CTATUCTUKK MO NPUHATOMY TpacmKy.

* Interface — nms nHTepdeiica;
+ Totalpackets — o6LLee KONNMYeCTBO NepefaHHbIX/MPUHATLIX NaKeToB.;
+ Totalbytes — obLiee KONNMYECTBO NepefaHHbIX/MPUHATLIX GanT.
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13 Cnucok n3ameHeHui

Bepcua gokymeHTa [Jata Bbinycka

Bepcusa 1.19 09.04.2020
Bepcua 1.18 24.02.2020
Bepcua 1.17 01.10.2019
Bepcua 1.16 5.06.2019

Bepcua 1.15 12.02.2018
Bepcusa 1.14 30.12.2018
Bepcusa 1.13 10.08.2018
Bepcusa 1.12 08.05.2018
Bepcusa 1.11 26.12.2017
Bepcunsa 1.10 30.10.2017
Bepcusa 1.9 01.07.2017

Web-koHdurypaTop WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CopepxaHve n3meHeHus

CuHxpoHusauumsa c Bepcumeid MO 1.19.3
CuHxpoHusaums ¢ sepcuein MO 1.19.0

CuHxpoHuzauumsa c Bepcmeid MO 1.18.1
Vi3meHeHbl pa3gersnsi:

+ 5.5 MNogmeHto «Radio»
+ 5.19 NogmeHto «Mesh»

CuHxpoHusaumsi ¢ sepcuein MO 1.17.0
M3MeHeHbI pasgensl:

+ 5.5 MogmeHto «Radio»
+ 5.8 NMogmeHto «VAP»

CuHxpoHuzauus c Bepcueid MO 1.16.0
CuHxpoHu3aums ¢ sepcuein MO 1.15.0

CuHxpoHnzauus ¢ Bepcumeii MO 1.14.0
Job6asneHbl pasgens:

+ 5.11 NoameHto «Passpoint»
* 5.19 NoagmeHo «<Mesh»
+ 5.20 NopgmeHto «<Mesh Monitoring»

CuHxpoHusaums ¢ sepcuein MO 1.12.2
Vi3meHeHbI pasgensi:

+ 5.5 MogmeHto «Radio»

[o6aBneHbl pasaensi:

* 5.17 NogmeHto «OTT Settings»

CuHxpoHusaums ¢ sepcuein MO 1.11.4

CuHxpoHuzauus ¢ Bepcueli MO 1.11.2
VI3MeHeHb!:

+ 4.3 NMogmeHto «Transmit/Receive»
+ 4.5 MoameHto «Client Association»
+ 4.10 MopmeHto «Radio Statistic»

CuHxpoHuzauus c Bepcumeid MO 1.10.0
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Bepcus fokymeHTa

Bepcua 1.8

Bepcuna 1.7

Bepcua 1.6

Bepcua 1.5

Bepcusa 1.4

Bepcna 1.3

Bepcua 1.2

[Jara Bbinycka

02.02.2017

20.09.2016
27.07.2016

06.07.2016
16.05.2016

26.02.2016

14.10.2015

Web-koHdurypaTop WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

CopepxaHve n3meHeHus

CuHxpoHusauums c Bepcuein MO 1.9.0
VI3meHeHb!:
+ 5.5 MogmeHto «Radio»
+ 9.3 NogMmeHto «Radio Resource Management»

CuHxpoHusaums ¢ Bepcuein MO 1.8.0

CuHxpoHusauums c Bepcuein MO 1.7.0
Job6asneHbl pa3gens:
+ 4.6 NMogmeHto «TSPEC Client Associations»
+ 4.8 NMopgmeHto «TSPEC Status and Statistics»
+ 4.9 NopmeHio «TSPEC AP Statistics» IameHeHb!
pasgensi:
+ 5.5 MNogmeHto «Radio»

CuHxpoHu3aums ¢ sepcuein MO 1.6.5

CuHxpoHu3zauus ¢ Bepcueli MO 1.6.4
VI3mMeHeHsb!:
+ 5.4 NMogmeHto "Wireless Settings”
+ 5.5 NogmeHto "Radio”

CuHxpoHusaums ¢ sepcuei MO 1.6.3
VI3meHeHb!:

+ 5.5 MogmeHto «Radio»

+ 5.8 MogmeHto «VAP»

* 11.1 MogmeHto «Global Configuration» 1
+ 1.2 NogmeHto «Instrance Congiguration»

CuHxpoHu3zauusa c Bepcuweid M0 1.6.2
Job6aBneHs.l:
+ 5.9 MogmeHto "VAP Minimal Signal”
+ 5.10 NogmeHto "Fast Bss Transition"

VI3meHeHsb!:
+ 4.5 NogmeHto «Client Associations»
+ 5.4 MopmeHto "Wireless Settings”
+ 5.5 NogmeHto "Radio”
+ 5.8 NogmeHo "VAP"
* 6.2 NoameHto «<Web Server»
* 6.8 NogmeHo «SNMP»
+ 8.1 NMoameHto «Configuration»
+ 10.1 NoameHto «Access Points»
+ 11.2 MopgmeHto «Instance Configuration»
+ 12.1 NogmeHto «VAP QoS Parametrs»
+ 12.3 NMopgmeHto «Policy Map»
+ 13.1 MogmeHto «Work group bridge»
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Web-koHdurypaTop WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bepcus fgokymeHTa [Jara Bbinycka CopepxaHue n3MeHeHust
Bepcusa 1.1 26.03.2015 CuHxpoHusauus ¢ Bepcueli MO 1.5.0.
Jo6aBneHsbl:
* 4.4 NMogmeHio «Wireless Multicast Forwarding
Statistic»

+ 5.10 NMogmeHto «Wireless Multicast Forwarding»
+ 10.5 NMogmeHto «Cluster Firmware Upgrade»
+ 12.4 NogmeHto «Client Configuration»

M3MeHeHbI:
« 4.3 NogmeHto «Transmit/Receive»
« 4.5 NogmeHto «Client Associations»
+ 4.6 MNopmeHto «Rogue AP Detection»
+ 5.8 NogmeHo «VAP»
+ 5.10 NogmeHto «WDS»
+ 10.1 NoameHto «Access Points»
+ 11.2 NogmeHto «Instance Configuration»
+ 13.1 MogmeHto «Work group bridge»

Bepcusa 1.0 23.09.2014 MepBasa nybnvkaums

Bepcusa nporpammHoro obecneyenms 1.19.3
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TEXHNYECKAA NMOAAEPXXKA

[nsa nonyvyeHma TeEXHUYECKOM KOHCYAbTaLMmM MO BONPOCaM 3KcnayaTaunmn obopynosaHus
TOO «3nTekcAnaTtay» Bbl MoxKeTe 06paTUTbCA B CEPBUCHDBIN LLEHTP KOMMNAHUM:

050032, Pecnybnnka KasaxcraH, r. Animatbl, MKp-H. AnaTay, yn. Mbparnmosa 9
TenedoH:

+7(727) 220-76-10, +7 (727) 220-76-07

E-mail: post@eltexalatau.kz

Ha oduumanbHOM caliTe KOMMNaHUM Bbl MOMKETe HaWTU TeXHUYECKYI0 J[OKYMEHTauuio W
nporpammHoe obecneveHune ana npoaykumm TOO «InTekcAnaTay», 0BpaTUTbcA K 6ase 3HaHWIA,
MPOKOHCY/IbTUPOBATLCA Y UHXeHepoB CepBUCHOTO LeHTPa Ha TeXHUYecKom popyme.

OduumanbHbIi canT kKomnaHuu: http://eltexalatau.kz
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