CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUueckoe onucaHue

— MapLupyTusauma AaHHbIX
— MbKoe KoH}UryprpoBaHue cepBrcoB
— AnnapaTtHoe ycKopeHue 06paboTKun AaHHbIX
— MHoronpotokonbHasa KOMMyTauua no metkam (MPLS)
— MoctpoeHue 3awmweHHoro nepumetpa cetu (NAT, Firewall)
— MOHWTOPUHT 1 NpeaoTBpaLLeHue ceTeBbiX aTaK (IPS/IDS)’
— MOHUTOpPUHT KauecTBa 06cnyxuBaHus (SLA)
— ®duabTpauuA ceTeBbIX ZAHHbIX MO PA3/IUYHBIM KPUTEPUAM
(BKAtOYaA PpUNbTPaALUIO NO NPUSIOKEHUAM)
— OpraHu13auma 3alULLEHHbIX CeTEBbIX TYHHeNel mexay dunvanamm KomnaHuim
— YpaneHHoe NogKAvYeHue CoTPyaHUKOB K odpucy
— YnpasneHue u pacnpegeneHue wupuHbl MHTepHeT-KaHana B opuce nocpegcrsom QoS
— OpraHu13aumsa pe3epBHOro coeguHeHuna (nposogHoro uam nocpeacrsom 3G/LTE-moaema)
— TepMMHMpPOBaHWE KNMEHTOB M OrpaHMYEHMit No nonoce nponyckaHua BRAS (IPoE)’
— BO3MOXXHOCTb conpsaxKeHus ¢ 060pyaoBaHUEM BegyLLUX Npoussogurteneii

ESR-3200L
CepsucHble mapuwpytmsartopbl ESR-3100, ESR-3150, ESR-3200, ESR-3200L, ESR-3250, ESR-3300,

ESR-3350 — 370 yCTPOWCTBa, NpeacTaB/sowme coboi yHMBEpCcaibHyO annapaTHyo naatdopmy m
CrMocobHble BbINOMHATDL LUNMPOKMIA KPYr 33434, CBA3aHHbIX C CETEBOW 3aLLMTON, LWndpoBaHMeM nepeaa-
BaeMbIX AaHHbIX, TePMUHNPOBaHNEM nonb3oBaTeNien UT. Aa.

B nunHelike npeacTaBaeHbl MOAENM, OPUEHTUPOBAHHbIE Ha NPUMEHEHUE B CETAX Pa3/IMUHbIX MacluTa- ESR-3250
608 — OT ceTelt NpeanpPUATUIA [0 CETEN ONepaTopoB CBA3MU U AaTa-LEHTPOB.

KntoueBbiMU 3/1eMEHTAMU CEpUN ABNAKOTCA CPeACTBa 4/18 NPOorpamMmMHON M annapaTHo 0bpaboTKu

LAHHbIX.

ESR-3300

ESR-3350

www.eltexalatau.kz

' AKTMBUMpYeTCA ANLLEH3NeN.




CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUueckoe onucaHue

TexHUUeCKUE XxapaKTePUCTUKU

_ ESR-3100 ESR-3150 ESR-3200 ESR-3200L ESR-3250 ESR-3300 ESR-3350

Combo 10/100/1000BASE-T/1000BASE-X (SFP) = 8 = = 8 = 8
Ethernet 10/100/1000BASE-T (RJ-45) 8 — — — — — —
1000BASE-X (SFP)/10GBASE-R (SFP+)/25GBASE-R (SFP28) — = 12 4 4 4 4
10GBASE-R (SFP+)/1000BASE-X (SFP) 8 4 — 8 — — _
40GBASE-R (QSFP+)/100GBASE-R (QSFP28) — — — — — 4 —
KoHconbHbINM nopT RS-232 (RJ-45) 1 1 1 1 1 1 1
00B — — 1 1 — 1 =
UsSB 2.0 — — 1 1 — — _
USB 3.0 2 2 = = 2 1 2
Cnot gns SD-KapT 1 — — — — — —
Cnot gna microSD-KkapT — 1 1 1 1 1 1

Habop ¢pyHKumii cooTBeTcTBYET Bepcum MO 1.37.

www.eltexalatau.kz




CepBuCHble MapLipyTU3aTopbl cepun ESR
TexHUueckoe onucaHue

SHELTEX

TexHUueckue xapaKTeEPUCTUKHU

MpoussoanTenbHocTb Firewall/mapwpytnsaumm
(dperimbl 1518B)

MpoussoautenbHocTb Firewall/mapwpytusaumm (IMIX)

MpounssogutensHocTb AppFirewall (EMIX)

MpounsBoanuTenbHOCTb L2-KommyTauumm (dperimbl 1518B)

MpoussoauTensHocTb IPsec VPN (dbpeiimbl 1456B)

MpoussoauTensHocTb IPsec (IMIX)™

MpounsBoANTENbHOCTb OAHOTO IPsec-TyHHens (dperimbl
1456B)"

lMpounssBoanTenbHOCTb ogHOro IPsec-TyHHenA (IMIX)“

MpoussoautensHocTb IPS/IDS 10k npasua (IMIX)

MpoussoauTenbHOCTb KoMmyTaumm MPLS L2VPN (IMIX)

MpounsBoauTenbHocTb KommyTauun MPLS L3VPN (IMIX)

MakcumanbHoe KONMYecTBO OA4HOBPEMEHHbIX
noakno4eHnn K RA L2TP-cepsepy

Habop ¢pyHKumii cooTBeTcTBYET Bepcum MO 1.37.

24,0 reuwrt/c;
1,97M naketos/c

10,0 réut/c;
1,82M naketos/c

5,20 réut/c

19,4 éut/c;
1,60M naketos/c

3,24 rut/c;
278k naketos/c

1,75 réut/c;
328k naketos/c

286 M6éuTt/c;
24,6k nakeTtos/c

152 M6éut/c;
28,7k naketos/c

1,11 réut/c;
201k nakeToBs/c

1,72 réut/c;
316k naketos/c

676 M6éut/c;
123k naketos/c

160

21,69 reut/c;
1,78M naketos/c

10,5 éut/c;
1,91M naketos/c

3,35 reumr/c;
288k naketos/c

2,16 T6ut/c;
405k nakeToB/c

484 M6uT/c;
41,5k nakeTos/c

330 M6éuTt/c;
62k naketos/c

dopmaT IMIX-TpadurKa (KoNMYeCcTBO B CEKYHAY : pasmep Kaxaoro ¢pevima) — 8:74; 5:512; 7:1518.

"OrpaHuyeHre NPONyCKHOM Cnoco6HOCTU NOPTOB.

“MN3mepaeTca Npu MCMo/Ib30BaHMM aropuTMa ayTeHTUdMKaLmumn — MD5, anroputma windposaHus — AES128.

www.eltexalatau.kz

47,6 Téut/c;
3,92M nakeTos/c

21,6 reut/c;
3,93M nakeTtoB/c

7,88 reut/c

33,6 reut/c;
2,77M naketos/c

6,99 rewr/c;
600k naketos/c

3,65 I6ut/c;
685k naketos/c

346 M6éuTt/c;
29,7k nakeTtos/c

183 M6ut/c;
34,1k naketos/c

2,15 rewr/c;
389k naketos/c

17,1 16ut/c;
3,14M naketoB/c

16,8 [6uT/C;
3,09M nakeTos/c

170

24,3 reut/c;
2,00M naketos/c

11,3 réut/c;
2,05M nakeTos/c

5,38 reut/c

33,6 reut/c;
2,76M nakertos/c

3,59 reur/c;
308k naketos/c

1,88 réut/c;
353k naketos/c

349 M6éuTt/c;
29,9k naketos/c

186 M6buTt/c;
34,7k naketos/c

1,00 eut/c;
182k nakeToBs/c

11,1 réut/c;
2,04M nakeToB/c

8,42 Iéut/c;
1,54M naketos/c

170

53,3 reur/c;
4,39M nakeTos/c

24,2 réeuwr/c;
4,40M nakeTos/c

8,76 Iéut/c

95,6 réut/c;
7,87M nakeTos/c

8,28 Iéut/c;
711k naketos/c

5,38 Téut/c;
1,01M nakeToB/c

1,27 réut/c;
109k naketos/c

834 M6éuTt/c;
156k naketos/c

3,91 reur/c;
709k naketos/c

22,4 T6ut/c;
4,11M nakeTos/c

20,6 reut/c;
3,78M naketos/c

700

70,27 Tout/c;
5,78M naketos/c

32,5 reuwr/c;
5,89M naketos/c

12,1 T6ut/c;
2,35M naketos/c

36,9 reur/c;
3,04M nakeTos/c

10,0 Méut/c;
859k nakeTos/c

5,124 réut/c;
957k naketoB/c

340 MbéwuTt/c;
29k naketos/c

179 M6éut/c;
33,5k naketos/c

3,04 M6uT/c;
551k naketos/c

23,5 réut/c;
4,31M nakeTos/c

22,35 rout/c;
4,09M nakeTos/c

170

_ ESR-3100 ESR-3150 ESR-3200 ESR-3200L ESR-3250 ESR-3300 ESR-3350

MpoussoanTeNbHOCTb

106 r6u/c;’
8,77M nakeTos/c

78,7 reur/c;
14,2M nakeToB/c

14,6 M6uTt/C

106 MeuTt/c;
8,77M nakeTos/c

23,6 reurt/c;
2,03M naketos/c

14,6 r6ut/c;
2,73M nakeTos/c

1,32 réut/c;
113k nakeTos/c

851 M6éuTt/c;
159k naketos/c

12,2 [eut/c;
2,22M nakeTos/c

47,2 [out/c;
8,66M naketos/c

61,3 reur/c;
11,2M naketos/c

750




CepBUCHbIe MapLupyTU3aTopbl cepun ESR

TexHUuyeckoe onMcaHue

TexHUueckue xapaKTepUCTUKU (MPOAONKEHUE)

_ ESR-3100 ESR-3150 ESR-3200 ESR-3200L ESR-3250 ESR-3300 ESR-3350

Konunuyectso CPU no ponam

Ynpasnatowuit CPU* 0

CepBUCHbIN CPU? 2-23 1-7 1-23 1-11 1-7 1-35 1-23
bridge — 500

NHTepdelicol sub —2048
QinQ —2048

interfaces port policies — 8

LLDP network policies — 64

Kommy‘rau,vm no MeTKam

LDP neighbors — 1024
pseudowires — 1024
pseudowire classes — 64
Ethernet over MPLS — 256

MPLS

CuctemHble XapaKTepUCTUKKU

MaKcMManbHOe KONNYECTBO KOHKYPEHTHbIX ceccuii 8,5M

MNopaeprkka VLAN 00 4094 aktneHbIx VLAN B cooTtBeTcTBMuM ¢ 802.1Q
Pasmep 6a3bl FIB 1,7M

VRF 32

instances — 50

B
PER rules for all instances — 512

Habop ¢yHKumii cooTBeTcTBYET Bepcum MO 1.37.
'inpo npoueccopa, Ha KOTOpoM paboTaeT onepalMoHHan cucTema 1 obpabaTbiBaeTca Tpaduk controle-plane.
’Anpa, obpabatbiBatolime data-plane.

www.eltexalatau.kz



CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUueckoe onucaHue

TexHUueckue xapaKTepUCTUKU (MPOAONKEHUE)

_ ESR-3100 ESR-3150 ESR-3200 ESR-3200L ESR-3250 ESR-3300 ESR-3350
Object-groups

instances — 500
Object-group network ip prefixes in group — 1024
ip ranges in group — 1024

instances — 500

Object-group address:port address:port in group — 64

instances — 500

Object-group service ports ranges in group — 64

instances — 50

Object-group application apps in group — 128

instances — 64

Object- tent filt .
ject-group content riiter categories per vendor — 500

instances — 31
Object-group URL plain URL in group — 32
regex URL in group — 32

instances — 500

Object-group MAC macs in group — 64

Habop ¢pyHKumii cooTBeTcTBYET Bepcum MO 1.37.

www.eltexalatau.kz




CepBUCHbIe MapLupyTU3aTopbl cepun ESR

TexHUuyeckoe onMcaHue

TexHUUEeCKUE XapaKTePUCTUKU (MPOAONKEHUE)

_ ESR-3100 ESR-3150 ESR-3200 ESR-3200L ESR-3250 ESR-3300 ESR-3350

MapuwpyTtusaumua

CraTnyeckne mapLupyTbl 11k

instances — 64

networks in instance — 128
neighbors — 1k

RIB—-5M

BGP

instance, neigbors in interface — 64
summaries in instance — 128

areas — 256

networks in area — 64

virtual links — 1024

RIB — 500k

OSPFv3

instances, circuits — 64

1515 RIB — 500k

neighbors — 16
summaries — 8
networks — 128
RIB—10k

RIP(ng)

KauecTtBo o6cny>kusaHua QoS

class-maps — 1024
OrpaHunyeHma QoS policy-maps — 1024
classes in policy-map — 3072

TyHHenupoBaHue

IPIP — 500

GRE -500

Ethernet over GRE — 500
Konunuectso KoH$Urypupyembix GRE SUB - 500
VPN-TyHHenemn SoftGRE — 4000

L2TPv3 - 500

LT-128

IPsec VTl - 500

KonunuectBo KoHdUrypupyembix

IPsec VPN-TyHHenekn >00

Habop oyHKLMi cooTBeTcTBYET Bepcum MO 1.37.

www.eltexalatau.kz



CepBUCHbIe MapLupyTU3aTopbl cepun ESR

TexHUuyeckoe onMcaHue

TexHUUEeCKne XapaKTepUCTUKU (MPOAONKEHUE)

I = ESR.3150 cRa200 | EsmaoL | Esrazso £5R:3300 ESR.3350

YpaneHHbI goctyn

L2TP tunnels (client) — 10
PPTP tunnels (client) — 10
Remote Access OpenVPN tunnels (client) — 10
OpenVPN remote addresses per tunnel — 8
OpenVPN concurrent users — 64
instance — 16
peers per instance — 256
local addresses — 1
addresses per peer (address-range & obj-group) — 10k

WireGuard tunnel, RA

CepBuCbI

ruleset — 1024
Source NAT rules in ruleset — 1024
pool — 1024

ruleset — 1024

Destination NAT rules in ruleset — 1024
pool — 1024

pools — 100
DHCP Server pool size — 10k
static address in pool — 1024

be3onacHoCcTb

instances — 1533
rules — 1533
zone —128

Firewall zone-pair— 512
rules — 10k

ACL

user update servers — 32
IPS ips-categories — 20
rules — 500

Habop ¢yHKuwmii cooTBeTcTBYET Bepcum MO 1.37.
www.eltexalatau.kz



CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUueckoe onucaHue

TexHUUEeCKne XapaKTepUCTUKU (MPOAONKEHUE)

== ESR 3150 eR3200 | ESRaooL | Esmaso —— ——

Habopsbi wundpos IKE (v1/v2), IPsec (esp/ah)

Authentication md5, shal, sha2-256, sha2-384, sha2-512

des, blowfish128, aes128, camellial28, aes128ctr (IKEv2 only), blowfish192, aes192, camellial92, 3des, aes192ctr (IKEv2 only), blowfish256, aes256, camellia256,
aes256¢tr (IKEv2 only)

Regular Groups: 1,2,5,14-18.

Modulo Prime Groups with Prime Order Subgroup: 22-24.

Diffie Hellman NIST Elliptic Curve Groups: 19-21, 25-26.

Brainpool Elliptic Curve Groups: 27-30.

Elliptic Curve 25519: 31

Encryption

dusnueckne xapakTtepUucTuKm

I = —— eR3200 | EsRo200L | Esmazso —— —

®duU3nYecKMe XapaKTePUCTUKU U YCI0BUA OKPYXKaloLel cpeabl

RAM 16 I'6 DDR4 32 b DDR5 24 Tb DDR4 16 I'b DDR4 32 b DDR5 326 DDR4 32 b DDR5
Flash-namaTtb 4Tb eMMC 256 b NVMe 8 b eMMC 8 b eMMC 256 b NVMe 8 b eMMC 256 I'b NVMe
MakcumanbHasa notpebisemas MOLWHOCTb 111 Bt 70 Bt 117 Bt 105 Bt 74 Bt 184 Bt 110 Bt

200-240 B AC, 50-60 u;
36-72BDC
[0 [BYX UCTOYHMKOB NUTaHMA C
BO3MOXHOCTbIO ropAYei 3ameHbl

100-240 B AC, 50-60 I'y;
Mutanne 36—-72B DC
[0 ABYX UCTOYHUKOB NMUTAHWUA C BO3MOXKHOCTbIO ropsivyelt 3aMeHbl

WHTepBan pabounx TemnepaTyp oT-10 go +45 °C

MHTepBan TemnepaTypbl XpaHeHuA oT-40 po +70 °C

OTHOCUTENbHAA BAAXKHOCTb MPW SKCNJIyaTaLmm He 6onee 80 %

OTHOCUTENbHAA BNAXKHOCTb NPU XPaHEHUU o110 0 95 %

FabapuTbl (LU x B x T) 430x44 x330 Mmm  430x43,6 x329 mm 430 x 44 x 330 mm 430x44 x330 MM 430x43,6 x329mm 440 x44 x 425 mm 430 x 43,6 x 424 mm
Macca 4,34 kr 4,291 Kr 5 Kr 5 Kr 4,232 Kr 7 Kr 5,638 Kkr

CpoK cny»Kbbl He meHee 15 net

Habop ¢yHKuwmii cooTBeTcTBYET Bepcum MO 1.37.

www.eltexalatau.kz



CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUueckoe onucaHue

(DYH KUUWOHaAbHblI€ BO3MOXXHOCTU

KommyTauusa

—[o 4094 VLAN (802.1Q)

— Voice-VLAN

—Q-in-Q (802.1ad)

— MAC-based VLAN

— Bridge-gomeH

— LAG/LACP (802.3ad)

— Port-security, protected port
—Jumbo-Kagpbl

KommyTtauusa no metkam (MPLS)

— MNoaaepKa npotokona LDP

— MNopaepkka L2ZVPN VPWS

—Nopgaeprkka L2VPN VPLS Martini Mode, Kompella
Mode

—Nopaeprkka L3VPN MP-BGP (Option A, B, C)

— L2VPN/L3VPN over GRE, DMVPN

— MNpo3payHada nepegaya cnyxebHbIX MPOTOKO/OB

Mapuwpytusaums

BGP:

— CemeiictBo agpecos: IPv4, IPv6, VPNv4, L2VPN,
IPv4 label-unicast, Flow-spec

— BO3MOXKHOCTb rMBKOro ynpaBaeHUs mapLipyTHOM
nHbopmaumen no atpubyTtam. Moaaepka
mexaHmnamos Conditional Advertisement, Route
Aggregation u Local-AS

— BbicOKaa MaclTabupyemocTb U TMOKOCTb HAaCTPOMKMU:

noaaepkKa peer-group, dynamic neighbor,
as-range, Route-reflector n Confederation

— Fall over Ha ocHoBe npoTokona BFD u Fast Error Peer

Detection
— Graceful restart
— AyteHTudumKauma

Habop ¢yHKLMIA cooTBeTcTBYET Bepcum MO 1.37.

www.eltexalatau.kz

— MbKana peauctpubslouma us/s npouecc BGP
MapLLPYTOB APYrMX NPOTOKON0B

— B03MOXKHOCTb 3anycka o 64 npoueccos
OLHOBPEMEHHO

—ECMP

—lMoaaeprkka MapLLpyTM3aLLMK HA OCHOBE NOJUTUK

OSPF (v3):

— 30HbI pa3nnyHbix TMNoB: Normal, Stub, Totally stub,
NSSA, Totally NSS

— PaboTa B pa3inyHbIX TUNax ceten: Broadcast, NBMA,
Point-to-point, Point-to-multipoint,
Point-to-multipoint non-broadcast

— Cymmapuszaums u duabTpauma MapLupyTHOM
nHpopmaumnm

— AyteHTUdUKauma

— ECMP

— [MaccuBHbIN MHTepdelic

— MbKana peanctpubslouma ns/s npouecc OSPF
MapLIpyTOB APYr1X MPOTOKO/0B

— BO3MOXKHOCTb 3anycka o 64 npoueccos
O4HOBPEMEHHO

—lMNopaepka npotokona BFD

— MexaHu3am Auto cost calculation

— MNoaneprkKa MapLupyTU3aLUmn Ha OCHOBE MNOINTUK

IS-IS:

— PaboTa B pasniMuHbIX TMNax ceTeli: Broadcast,
Point-to-point

— YcTaHoBKa coceactsa L1-/L2-ypoBHel

— Metric style: narrow, wide, transition

— AyteHTndumKayma

— ®GunbTpauMa MapLIPYTHOM MHPOPMALLUN

— TMbKana peauctpubblouma ns/s npouecc IS-1S
MapLIpyTOB APYr1X MPOTOKO/10B

— Bo3moOXKHOCTb 3anycka o 64 npoueccos
OZLHOBPEMEHHO
— MNopaepkKa mapLwpyTmsaumm Ha OCHOBE NOANTUK

RIP(ng):

— Pabora B perkumax (RIP only): Broadcast, Multicast,
Unicast

— Cymmapusauma n dbunstTpauma mapLupyTHom
MHbOopMaLunm

— YnpaBieHue MeTpPMKOn mapLupyTa

— AyteHTndmKaLmA

— MNaccuBHbIN MHTEPdEC

— nbKana peauctpubbloumns ns/s npouecc RIP
MapLLPYTOB APYrMX NPOTOKON0B

— MNoaapeprkka MapLUpyTU3aLUKM Ha OCHOBE MOINTUK

Static:

— MopaepkKa npotokona BFD

— PeKypCcUBHbI NOUCK

— YnpaBieHe MeTPMKON MapLupyTa

— Bo3moxHOCTb BblbOpa BapnaHTa yBeAOMIEHMUA
oTnpaBuUTeNto Npu 610KMpPoBKe TpadumKa

KauectBo o6cnyxuBaHusa (QoS)

— [0 8 NpMOpPUTETHBIX UM B3BELLEHHbIX oYepesaei Ha
nopt

—L2- n L3-npnoputmnsauma tpadmka (802.1p (CoS), DSCP,
IP Precedence (ToS))

— Uepapxmueckunit QoS

—YnpasneHue ovyepeaamu: RED, GRED, SFQ, CBQ, WFQ,
WRR

— MapKu1poBKa Ha BXOAE U BbIXoae

— YnpaBneHue nonocoli nponyckanua (policing, shaping)




CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUueckoe onucaHue

QPYHKUMOHaAbHblIE BO3MOXHOCTU (MPOAO/NKEHUE)

IPsec MOHUTOPUHT M ynpaBneHue — O6HapykeHne aybanpyroLLMXCA NaKeToB
— Pexxumbl «policy-based» n «route-based» — MNopaepKKa CTaHAAPTHBIX M pacwmpeHHbix SNMP MIB, — ObHapyKeHue HapyLeHa NocaeL0BaTENbHOCTH

— PexXumbl MHKancynsaumm: tunnel n transport RMONv1

— Buabl ayteHTUOUMKaumm: pre-shared key, public key,
xauth (ikev1 only), eap (ikev2)

— Nopgaeprkka mobike (ikev2 only)

—MNopaaeprkka HabopoB Katouyel ayTeHTUdUKaLmm ike
keyring

— Zabbix agent/proxy

— AyteHTnduMKaLMA Nonb3oBaTeNel No okanbHon base
cpencteamum npoTtokonos RADIUS, TACACS+, LDAP

— 3awuTa oT OLWMBOK KOHGUTYpUpPOBaHHUA,
aBTOMaTMYeCKoe BOCCTaHOBEHME KOHUIypaLmm

[0CTaBKK naketos (Npamoe/obpaTHoe/
[ABYCTOPOHHee)

Pe3epBupoBaHue 1 Knactepusauyms
—VRRP v2, v3
— Tracking Ha ocHoBaHMK VRRP- nnu SLA-TecTa

— YnpasneHue napametpamu VRRP

—YnpasneHue napametpamu PBR

— YnpaBieHne aAMUHUCTPATMBHbBIM CTaTyCOM
nHTepdeiica

— AKTMBAUMA M feaKTMBALMA CTAaTUYECKOro MapLupyTa

— YnpasneHue atpnobytom AS-PATH u preference
B route-map

— DHCP failover ana pesepsupoBaHua 6asbl IP-agpecos,
BblgaHbix DCHP-cepsepom

— Firewall failover ana pesepsuposaHus ceccuit Firewall
n NAT

— MultiwAN

— Dual-Homing

— UHTepdeiicbl ynpasnerHus CLI

— Moaaepskka Syslog

— MOHUTOP MCMONb30BaHMA CUCTEMHbIX PECYPCOB

— Ping, monitor, traceroute (IPv4/IPv6), BbiBOA,
MHPOPMALIMM O NaKeTax B KOHCONU

— O6HoBneHue MO, 3arpy3Ka 1 BbIrpy3Ka KOHPUrypaumum
no TFTP, SCP, FTP, SFTP, HTTP(S)

—MNopapepxka NTP

— Netflow v5/v9/v10 (akcnopt ctatnctukm URL
ans HTTP, host ana HTTPS)

— JloKanbHOE ynpaB/ieHUe Yepes KOHCO/bHbIN NopT
RS-232 (RJ-45) n OOB’

— YaaneHHoe ynpasaeHue, npoTokosbl Telnet, SSH
(IPv4/IPv6)

— LLDP, LLDP MED

— JlokanbHOE 1 yaaneHHoe coxpaHeHne KoOHbUrypaLmii

YoaneHHbit goctyn (Remote Access)

— BO3MOXKHOCTb yAa/eHHOro A0CTyna
K KoprnopaTuBHoW cetn no PPTP, L2TP over IPsec,
OpenVPN, WireGuard

— MNoaaep»KKka PPPOE-/PPTP-/L2TP-knneHTa

— AyteHTUdMKaLMA NoNb3oBaTeNel

— lWndpoBaHue coeanHeHN

be3sonacHocTb

— MNoaapeprkKa cnuckos KoHTponsa goctyna (ACL) Ha base
L2-/L3-/L4-nonei

— Zone-based Firewall B aByx pexxumax: stateful
un stateless. JlTornposaHue cpabaTbiBaHMA NpaBuU/,
CYETUYMKMU

— @unbTpauma No NPUIOHKEHNAM

— 3awwmTa ot DoS-/DDoS-/Spoof-aTak 1 Ux 1orMpoBaHue

Omka3oycmolivueslii Knacmep:
— MNpocToTa aAMUHUCTPUPOBAHUA N UHTErPaLLUMN:
CUHXPOHM3aUMNA KOHOUTYpaLUMIA, BpEMEHU, BEPCUNA,

— Cuctema obHapyKeHus 1 NnpeaoTBpalLeHumn MapLlpyT1M3aTopa nvueHsnin; Zero Touch Provisioning (ZTP)
BTOpXeHwuit (IPS/IDS) n ux normposaHue’ SLA — Pe3epBupoBaHune Bcex CoeanMHEHUI B Knactepe

- " . — Pe3epBrpoBaHMe MapLIpyTnM3aTopoB (B TEKyLLEN
CurHaTypHbIM aHanm3 nocpeactsom IPS B aByx — SLA-responder ana Cisco-SLA-agent pBup MapLLpPYyTU3aTOPOB (B TEKYLL,
peXKMmax: aHa/IM3 TPAH3UTHOTO U 3epKaIMPOBaHHOTO — Eltex SLA: BEpPCMW NOAAEPKUBAETCA pe3epBMpoBaHME NO cxeme

Tpaduka' «1+ 1»)
— B3aumogelictaue c Eltex Distribution Manager ann
NoNy4YeHUs INLEH3UPYEMOTO KOHTEHTa — Habopbl

npasun, npegoctasnaemble Kaspersky SafeStream II°

— 3a4eprKKa (04HOCTOPOHHAA/ABYCTOPOHHAA)
— Jitter (npamoii/o6paTHbIN)
— lMNoTepa nakeTos (NpAman/obpaTtHan/aByCcTOPOHHARA)

Habop ¢yHKLMIA cooTBeTcTBYeT Bepcum MO 1.37.

'AKTUBUPYETCA AMLEH3NEN.

*Habopbl NpaBWA NPEAOCTaBAAIOTCA MO NoANUCKe. MUHUMaNbHbIN CPOK AeicTBUA noanuckn — 1 roa,.
*Mpumernmo ana moaeneit ESR-3200/3200L/3300.

www.eltexalatau.kz




CepBuCHble MapLipyTU3aTopbl cepun ESR
TexHUueckoe onucaHue

QPYHKUMOHaAbHblIE BO3MOXHOCTU (MPOAO/NKEHUE)

CepBuchbl BRAS' DMVPN
— DHCP-knueHT, cepsep — TepmuMHaLumMA nonb3oBaTenemn — MNoppeprxka npotokona NHRP
— DHCP Relay Option 82 — benble/yepHblie cnmuckn URL — DMVPN phase 1,2,3
— DNS resolver — KBOoTMpOBaHMe nNo 06bEMy TpaduKa, No BpeMeH! — Per-Tunnel QoS
—NTP ceccuu, No ceTeBbIM NPUIOKEHNAM —Moapeprkka IPsec
— TFTP-cepsep — HTTP/HTTPS Proxy T
— E1/multilink, mogembl — HTTP/HTTPS Redirect YHHEAMpOBaHWe
o —IPoGRE, EOGRE
— AKKayHTUHT ceccuin no npoTtokony Netflow
o —IPIP
— B3aumopgencteue c cepsepamn AAA, PCRF
—L2TPv3

— YnpaB/ieHMe Nosocoi NPonyckaHusa no opucam
1 SSID, ceccusim nonb3oBaTenen

— AyteHTndumKauma nonbosateneit no MAC-
nnn IP-agpecam

— LT (inter VRF routing)

Cxema npumMeHeHHUs

NHTepHeT

LleHTpanbHbIii oduc ESR-3100, ESR-3150, ESR-3200, ESR-3200L,

WESRSZSO, ESR-3300, ESR-3350

lpynna nonb3osarenei 1 Mpynna nons3osatenei N
TC TC

e
===
===

Cepsepbl

Softswitch&IMS
ECSS-10

CeTesble cepsuchl 1 CeTtesble cepsucbl N

Habop ¢yHKLMIA cooTBeTcTBYET Bepcum MO 1.37.
'AKTUBMPYETCA NMLIEH3NEN.
www.eltexalatau.kz




CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUueckoe onucaHue

UHPopmauma paa 3akasa

HaumeHoBaHue OnucaHue

ESR-3100

ESR-3150

ESR-3200

ESR-3200L

ESR-3250

ESR-3300

ESR-3350

CepBucHbIit mapLupyTusaTtop ESR-3100, 8x10/100/1000BASE-T, 8x10GBASE-R SFP+, 1xKoHconbHbI nopT RS-232 (RJ-45), 2xUSB 3.0, 1 cnot ans SD-Kapr, 16 '6 DDR4 RAM, 4 T
eMMC, 2 cnota gns mogynen nutaHmna 100240 B AC nam 36-72 B DC.

CepBucCHbI MapLupyTusaTtop ESR-3150, 8xCombo 10/100/1000BASE-T/1000BASE-X (SFP), 4xEthernet 1000BASE-X/10GBASE-R, 1xKoHconbHbI nopT RS-232 (RJ-45),
2xUSB 3.0, 1 cnot ans microSD-kapT, 32 I'b DDR5 RAM, 256 I'E NVMe, 2 cnota ana moaynei nutaHma 100-240 B AC uan 36—72 B DC.

CepsucHbIi Mmapupytusatop ESR-3200, 12xEthernet 1000BASE-X/10GBASE-R/25GBASE-R, 1xKoHconbHbIi nopt RS-232 (RJ-45), 1xO0B, 1xUSB 2.0, 1 cnot ana microSD-Kapr, 24
I'6 DDR4 RAM, 8 6 eMMC, 2 cnoTa ana mogynei nutaHusa 100-240 B AC nam 36—72 B DC.

CepBucHbIN MapLupyTnsatop ESR-3200L, 4xEthernet 1000BASE-X/10GBASE-R/25GBASE-R, 8x10GBASE-R SFP+/1000BASE-X SFP, 1xKoHconbHbIn nopt RS-232 (RJ-45), 1x00B,
1xUSB 2.0, 1 cnot ana microSD-kapT, 16 'b DDR4 RAM, 8 I'b eMMC, 2 cnota gns mogynen nutaHua 100-240 B AC nam 36—72 B DC.

CepBuCcHbIA MapLupyTusaTop ESR-3250, 8xCombo 10/100/1000BASE-T/1000BASE-X (SFP), 4xEthernet 1000BASE-X/10GBASE-R/25GBASE-R, 1xKoHconbHbIi nopT RS-232
(RJ-45), 2xUSB 3.0, 1 cnot gns microSD-kapT, 32 6 DDR5 RAM, 256 I'6 NVME, 2 cnoTa ana mogynei nutanuns 100-240 B AC unm 36-72 B DC.

CepBuCcHbIA MapLupyTusaTop ESR-3300, 4xEthernet 1000BASE-X/10GBASE-R/25GBASE-R, 4x40GBASE-R (QSFP+)/100GBASE-R (QSFP28), 1xKoHcobHbIlM nopT RS-232 (RJ-45),
1x00B, 1xUSB 3.0, 1 cnot ana microSD-KapTt, 32 I'6 DDR4 RAM, 8 6 eMMC, 2 cnota ana mogynei nutanmns 200-240 B AC unm 36-72 B DC.

CepBucHbIN MapLipyTtnsatop ESR-3350, 8xCombo 10/100/1000BASE-T/1000BASE-X (SFP), 4x1000BASE-X/10GBASE-R/25GBASE-R, 1xKoHconbHbIi nopT RS-232 (RJ-45), 2xUSB
3.0, 1 cnot gna microSD-KapT, 32 I'b DDR5 RAM, 256 I'6 NVME, 2 cnota ana mogynei nutanmna 200-240 B AC unm 3672 B DC.

ConyTcTByloLEE NporpaMmMHoe obecneueHue

ESR-3100

ESR-3150

ESR-3200

ESR-3200L

ESR-3250

ESR-3300

ESR-3350

Onuma ECCM-ESR-3100 cuctembl ynpaBneHua Eltex ECCM ans ynpaBaeHMA U MOHUTOPUHIA ceTeBbIMM anemeHTamu Eltex: 1 ceteBon anemeHT ESR-3100

Onuma ECCM-ESR-3150 cuctembl ynpasnerusa Eltex ECCM gns ynpasaeHMa U MOHUTOPUHIa ceTeBbIMM anemeHTamu Eltex: 1 ceteBoit anemeHT ESR-3150

Onuma ECCM-ESR-3200 cuctembl ynpasnenus Eltex ECCM gns ynpaBaeHUs M MOHUTOPUHIA ceTeBbiMM anemeHTamu Eltex: 1 ceteBoi anemeHT ESR-3200

Onuus ECCM-ESR-3200L cuctembl ynpasneHus Eltex ECCM gns ynpaBneHUs 1 MOHUTOPUHIa ceTeBbiMM anemeHTamu Eltex: 1 ceteBoli anemeHT ESR-3200L

Onuus ECCM-ESR-3250 cuctembl ynpasnerus Eltex ECCM gns ynpaBieHUa U MOHUTOPUHIa ceTeBbIMM 3nemeHTamu Eltex: 1 ceteBon anemeHT ESR-3250

Onuma ECCM-ESR-3300 cuctembl ynpasneHus Eltex ECCM ana ynpaBneHUs U MOHUTOPUHTA ceTeBbiMU 3nemeHTamu Eltex: 1 ceteBoit anemeHT ESR-3300

Onuma ECCM-ESR-3350 cuctembl ynpasneHus Eltex ECCM ana ynpaBneHUA U MOHUTOPUHTA ceTeBbiMU 3nemeHTamu Eltex: 1 ceteBoii anemeHT ESR-3350

www.eltexalatau.kz




CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUueckoe onucaHue

BAOKM NUTaHua®

BAOKU nUTaHUA

PM160-48/12

ESR-3100

ESR-3150

ESR-3200

ESR-3200L

ESR-3250

ESR-3300

ESR-3350

" 3akasblBatoTcs OTAENbHO.

Caenatb 3akas O komnaHuu Eltex

.

+7(727) 339 76 10
+7 (701) 467 36 49

@

post@eltexalatau.kz

PM160-220/12

PM160-220/12

PM160-220/12

PM160-220/12

PM160-220/12

PM600-220/12

PM350-220/12

www.eltexalatau.kz

PM160-48/12

PM160-48/12

PM160-48/12

PM160-48/12

PM600-48/12

PM350-48/12

KomnaHua “dntekcAnatay” - oAMH M3 MeEpPBbIX Ka3axCTaHCKMX npoussoauTenen IT
M TeNeKOMMYHUKALMOHHOTO 060opyaoBaHua. OAHWM U3 HanpaBAEHU KOMMNaHWM
ABNAETCA J/IOKanM3aumMa npoussoactea B Pecnybnuke Kasaxcran. Cosgasas HoOBble
BO3MOXHOCTM,  Mbl  pa3pabaTbiBaem  COBOKYMHOCTb  peleHuid, a  TaKke
BO3MOKHOCTb MX 6ECLIOBHOro coeanHeHus B MHGPACTPYKTYpy 3aKasumKa.

www.eltexalatau.kz
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