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PykoBoacTBO no akcnyatauun WB-2P-LR2

1 BBeaeHwue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTKS CBA3M AVKTYHOT oneparopam HeO6X0AMMOCTb NOUCKA ONTUMASbHbIX
peLLEeHNIA, NO3BONAOLLMX YAOBNETBOPUTL CTPEMUTENBHO BO3pacTalLme NnoTpe6HOCT abOHEHTOB, COXPaHSIS
npy 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLLECCOB, TMOKOCTb Pa3BUTUSA M COKpaLLeHMe 3aTpar Ha
npeaocTaB/ieHre pasnyHbIX CEPBUCOB. BeCcnpoBOHbIE TEXHOMNOMMK B KOPOTKOE BPEMSI MPOLLI/IN OTPOMHBbIiA
NyTb OT HECTAOU/IbHBIX HU3KOCKOPOCTHbIX CETEl CBA3M Masioro paguyca ao ceteii WM, conoctaBUMbIX MO
CKOPOCTY C NPOBOAHBLIMU CETSAIMU C BbICOKMMU TPEOOBaHMSIMUN K KQYeCTBY NPeoCTaB/IEHNS YCYT.

WB-2P-LR2 — 310 ab0oHeHTCKasi cTaHuus, OCHOBHOE npeAHasHavyeHne KOTopon - NoAKIIYeHne K 6ecnpoBoOgHOIA
cetn goctyna Wi-Fi. CeTb MOXeT 6bITb NOCTPOEHA C UCNOIb30BaHMeM 6a30BbIx cTaHuuiA. KoHCTpykums WB-2P-
LR2 nmeeT repmeTUYHbI KOPNYC, YTO NpeanonaraeT yCTaHOBKY YCTPONCTBA NPenMyLLECTBEHHO Ha OTKPbITOM
TEPPUTOPUU B PA3/IMYHbIX KIMMATUYECKNX YC/TOBUSIX.

B HacTosLEeM pyKOBOACTBE MO 3KCM/yaTaunm U3noxeHbl Ha3HayeHne, OCHOBHbIE TEXHUYECKUe
XapaKTepuCTUKN, KOHCTPYKTUBHOE UCMONHEHWe, NOPAA0K YCTaHOBKM, Npasusia KOHUIypupoBaHus,
MOHUTOPUHIA U CMEHbI NPOrpaMMHOro obecneyeHms aboHeHTcKon ctaHumm WB-2P-LR2. YcnoBHbIe
0603HavYeHuA

MpumeuaHns 1 npeagynpexaeHns

© nMpumeuaHuns cogepxar BaxHy0 UHOPMALMIO, COBETbI UM PEKOMEHAALUM MO
MCMNOJIb30BaHMIO U HACTPOIiKe YCTPOUCTBA.

© nNpepynpexaeHns NHGOPMUPYIOT NONb30BATENSA O CUTYaLUAX, KOTOPbIe MOTYT HAHECTU Bpes
YCTPOIACTBY UNN YeNOBEKY, NPUBECTUN K HEKOPPEKTHOI paboTe yCcTpoiicTBa Unu notepe AaHHbIX.




PykoBoacTBO no akcnyatauun WB-2P-LR2

2 OnucaHue nsgenus

2.1 Ha3HaueHue

AGOoHeHTckasi ctaHumst WB-2P-LR2 (panee «ycTpoiicTBO») paspaboTaHa A1 NpeaocTaBeHns 4ocTyna K
BbICOKOCKOPOCTHOW 6e30nacHoi 6ecnpoBoAHOl CETU.

WB-2P-LR2 nogkntoyaetcs kK 6a30B0i cTaHumm no TexHonorun Wi-Fi n pabotaet B guanasoHe 2.4 Ty,
(4acToTHbI AnanasoH 2402 - 2482 Mr'u). MNMpeanonaraeTcs Ucnonb3oBaHne coBmecTHo ¢ WOP-2ac-LR2. Takke
MOXET MCMONb30BaTbCA A1 OpraHun3almm 6ecnpoBOgHOr0 MOCTa MeXxay YCTPOMCTBaMMU.

WB-2P-LR2 nognepxunBaet coBpeMeHHble TpeboBaHUA K Ka4ecTBY CEPBMCOB U NO3BO/ISET NepesasaTb
Hanbonee BaxHblli Tpadnk B NPUOPUTETHBIX ovepeaax. ObecneyeHne npruopuTU3aLmm NPOUCXOAUT HA OCHOBE
TexHonoruii QoS: CoS (cneunansHble meTkn B none VLAN-naketa) n ToS (MeTku B none IP-naketa).

YCTpPOICTBO MOXET paboTaTh B LLUMPOKOM AnanasoHe pabounx TemnepaTyp 1 BbICOKOI B1aKHOCTM (Napku,
3aBOfibl, CTa[MOHbI U T.04.).

MuTaHme yCcTpolcTBa OCyLecTBAseTCS No TexHonorum Passive PoE 24 B.



PykoBoacTBO no akcnyatauun WB-2P-LR2

2.2 XapakTepuCTUKN yCTPONCcTBa
Unmepcpelicbi:

* LAN: 1 noprt Ethernet RJ-45 10/100/1000BASE-T;
+ WLAN: I[EEE 802.11b/g/n.

MuTaHme ycTpolicTBa ocylecTsnsieTcs Yepes PoE-nHxekTop 24 B ot cetn 220 B.

© Npu nuTaHumM ycTpoiicTBa MHXEKTOPOM HaNpsXXeHUs OT/INUHOIO OT 24 B yCTPOICTBO BbIigeT u3
cTpos!

Cemesble hyHKyuu:

+ paboTa B pexvmMe «MocTa» UWan «<MapLipyTm3aropay;

+ pabota B pexume yctpoictea «Wi-Fi KnueHT» n «becnpoBogHon MOCT»;

+ nogaepxka pexmma VLAN Trunk;

* nognepxka Management VLAN,;

+ nopaepxka General VLAN;

+ nopaepxka Transparent Mode;

*+ cTaTMyeckas maplpyTusauus;

* nogaepxka pyHkumm becnpoBogHOM Npo3padHblii MOCT;

* nopnepxka PPPoOE-knneHTa;

* CUMHXpOHM3auna BpemeHn no NTP;

* nogaepxka crtatuyeckoro agpeca u DHCP (DHCP-knuneHT Ha ctopoHe WAN, DHCP-cepBep Ha cTopoHe
LAN);

* nognepxka DNS;

* nopnepxka D-DNS;

+ nognepxka NAT;

* nogaepxka UPnP;

* CeTeBOW 3KpaH;

* nogaepxka knoHnposavus MAC-agpeca Ha WAN-nHTepdelice;

* nopJepxka MexaHu3MoB kauecTBa o6cnyxmBaHus QoS (QoS no DSCP 1 802.1P).

+ nopaepxka dyHkuuii IPTV (IGMP-proxy, UDP-to-HTTP proxy);

+ obHoBNeHue MO yepe3 web-nHTepdeiic;

+ nopaepxka DHCP-based autoprovisioning;

* nognepxka TR-069;

* yAaNIeHHbI MOHUTOPUHT, KOHpUryprupoBaHue n HacTporika: SNMP, web-uHtepdgoeiic, Telnet, SSH.

Ha pucyHkax Hmxe nprBefeHbl CXxeMbl NpuMmeHeHns obopyaosaHus WB-2P-LR2.
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2.3 OCHOBHblE TEXHMYECKME NapaMeTpbl

PykoBoacTBO no akcnyatauun WB-2P-LR2

OCHOBHblE TEXHMYECKME NapaMeTpbl YCTPOICTBA NpUBEeAEHLI B Tabnuue 1.

Tabnmua 1 — OCHOBHble TEXHUYECKNE NapameTpbl

MapameTtpbl LAN-uHTepcpelica Ethernet

KonunuecTtso nopToB

DnekTpuyecknii pasbem

CkopocTb nepegaun, Méut/c

lMNoppaepxka ctaH4apToOB

MapameTpbl 6ecnpoBogHOro nHTepelica
CraHpapTsl

YacToTHbIn AnanasoH, My,

Mopaynsuns

CkopocTb nepefayn gaHHblx, Mout/c

MakcmmaribHas BbIXofHasi MOLHOCTb NepeaaTymka
UyBCTBUTENBHOCTb NPUEMHUKA

Be3onacHocTb

XapaKTepmcm KN aHTeHHbI

YcuneHve

Monapusaums

Yron usnydenusi (ropusoHTasIbHas NoNsipr3aLms)
Yron uznyyeHus (BepTukasibHas nonsipusaums)
KCB

VimnegaHc

KoathpuumneHT 06paTHOro ussyveHus

RJ-45
10/100/1000, aBTOONpPEAENEHNE

BASE-T

802.11b/g/n
2402-2482 Mry,
DSSS, CCK, BPSK, QPSK, 16QAM, 64QAM

802.11b: go 11 MéuT/c
802.11g: o 54 Méut/c
802.11n: go 300 M6uT/c

2.4TTy: 26 gbm
2.4T1Tuy:-98 pbm

64/128/152-6utHoe WEP-undgoposaHne gaHHbix, WPA/
WPA2,ueHTpann3oBaHHas astopusaums yepes RADIUS-
cepsep (WPA/WPA2 Enterprise)

2x10.5 pbu
[ABYXNONApU3aUMoHHas aHTeHHa
60°

40°

He 6onee 2.0

50 Om

>20 b
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YnpaBneHue
YaaneHHoe ynpasneHue web-nHTepdeiic, Telnet, SSH, SNMP (MoHuTOpWHr), TR-069
OrpaHunyeHune goctyna no naposo

O6wue napameTpbl

Mpoueccop Realtek RTL8197FS 1Ty,
RAM 128 MB

Flash 32 Mb

MutaHue PoE 24 B

MoTpebnsiemas MOLWHOCTb He 6onee 9 BT

Pabounin AgnanasoH TemMneparyp oT -45 po +65°C
OTHOCUTENbHAA BNaXXHOCTb 0o 95%

CTreneHb 3awuThl IP54

Fa6aputhbl 80x66x282 Mm

Macca 0,35 kr
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2.4 KOHCTPYKTMBHOE WCMNOJIHEHNE

Yctporicteo WB-2P-LR2 nmeeT niacTuKoBbIi KOpNyc B NPOMBILLIEHHOM UCNOTHEHUW. Pa3mep ycTpoicTBa
80x66x282 mm.

BHewHwuin Bug yctporictea WB-2P-LR2 npuBefeH Ha puUCyHKe HuXe.

sEEEEn
osaunl

BHelwwHuin Bug, yctporictea WB-2P-LR2

Ha HwkHei naHenn ycTtpoiictea WB-2P-LR2 pacnonoxeHsl LAN-nopt 10/100/1000Base-T (pasbem RJ-45) ans

MOAK/THOUYEHNSI K BHYTPEeHHe ceT 1 nuTaHuio POE, knemma 3a3eM/ieHust 1 KHoMKa copoca K 3aBOACKMM
HacTpoiikam («Reset»).

Pa3sbeMbl HUXHel naHenn WB-2P-LR2

10



2.5 CaetoBas nHgukauus

PykoBoacTBO no akcnyatauun WB-2P-LR2

BHewHwuiA Bug, naHenn nigukaumm WB-2P-LR2 npuBefeH Ha pucyHKe HuXe.

BHewwHWin BUA naHenu niankaummn WB-2P-LR2

Tekyllee CoCTOsIHMe YyCTpoNCcTBa 0TOOpaxaeTcs npu NOMOLLM MHAMKATOPOB, PACNONIOXEHHbIX Ha 3a4Hel
naHenu yctpoiictea WB-2P-LR2. NMepeueHb MHANKATOPOB U UX OnMcaHne npuBeaeHsl B Tabnuue 2.

Ta6nuua 2 — OnucaHne NHAMKATOPOB 3aHei NaHesnm

Nuaukatop CocTosiHue
MHAuKaTopa
0 Power — nHgukatop 3e/1eHbIi, roput
U nMTaHust u ctatyca paboTbl  NMOCTOSIHHO
yCTpoOicTBa

OpaHXeBblii, ropuT
NOCTOSIHHO

KpacHblii, roput

MOCTOSIHHO
" LAN - nHaukatop nopta ropuT 3eneHbim (10, 100
= = | AN-uHTepdpeiica M6UT/C)/ opaHXeBbIM

(1000 M6uT/C)

Muraet

OnucaHue

nuTaHve NoAK/IYeHo, HopMasibHas patoTa

YCTPOIACTBO He nony4ynno agpec no DHCP

3arpyska ycTpoiictea

kaHan mexay LAN-nHtepcpeiicom WB- 2P-LR5 1
NOAK/THOYEHHbIM YCTPONCTBOM aKTMBEH

npoLecc NnakeTHou nepegayn gaHHbIX mexay LAN-
nHtepgeincom WB-2P-LR2 n nogkntoueHHbIM
YCTPONCTBOM
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NHaukatop CocTosiHue
MHAUKaTopa
WLAN - vHaukaTopsl KpacHbIiA, roput

YPOBHS cMrHana ot 6a30Boii
ctaHumu (RSSI)

XEnTbll, roput

3e/1eHbIi, roput

3€/1eHbIV, ropuT

HW OAVH UHAMKATOP He
ropuT

2.6 C6poc K 3aBOACKMM HacTpolikam

PykoBoacTBO no akcnyatauun WB-2P-LR2

OonucaHve

YCTPOICTBO NOAK/MOUEHO K 6a30BOWi CTAHLMN.

YpoBeHb curHana ot bC 6osnbLue -98 abm

YCTpPONCTBO NOAKNIOHEHO K 6A30BOI CTaHLNN.

YpoBeHb curHana ot bC 6onbLwe -80 gbm.

YCTPOICTBO NOAK/MOUEHO K 6a30BOWi CTAHLMN.

YpoBeHb curHana ot bC 6onbLue -70 abm.

YCTpPONCTBO NOAKNIOHEHO K 6A30BOI CTaHLNN.

YpoBeHb curHana ot bC 6onbLwe -60 gbm.

YCTpONCTBO HE NOAK/THYEHO K 6a30BOI CTaHLuuN

CyuecTByeT ABa cnocoba cépoca yCTpoiicTBa K 3aBOACKMM HACTPOKam.

1. Uepes KHOMKy «Reset» Ha ycTpoiicTBe. He06X0AMMO B 3arpy)X€HHOM COCTOSIHUM YCTPOICTBA HaxkaTb U

yaepxunBaTb KHOMKy «Reset» (okono 10-15 cekyHz), KOTopasi HAXOAMTCA Ha HWXHE NaHeNN YCTPOICTBa,
noka nHavkatop «Power» He 3aMuraeT opaHXeBbIM LIBETOM.
Uepes PoE-nHXeKTOp, NOCTaBsieMblil ¢ yCTPORCTBOM. HEOGX0AMMO B 3arpy>KEHHOM COCTOSIHUM

YCTPOICTBA HaXaTb 1 yepXX1BaTb KHOMKY «<RST» Ha MHXeKTope okono 10-15 cekyHa (MHamKaTop

«Power» Ha ycTpoIicTBe BYAET MUTaTb OPaHXXEBbIM LIBETOM).

Mpown3oinaeT aBToMaTnyeckas nepesarpyska ycTporncTsa. MNpu 3aBOACKNX yCTaHOBKax byaeT 3anyLueH
DHCP-knneHT. B cnyvae ecnv agpec He 6yaet nonydeH no DHCP, To y ycTpoiictea 6yaert agpec -
192.168.1.1, macka nogcetn — 255.255.255.0; uma nonb3oBartens/naponb Ans gocryna yepes web-

nHTepdeiic: admin/password

2.7 KomMnnekT nocTaBKu

B 6a30BbIii KOMNIEKT NOCTaBKM ycTpoiictBa WB-2P-LR2 BxogaT:

AbBOHeHTCcKas cTaHums WB-2P-LR2;

KomnnekT kpenexa: XoMyTbl 415 KpenaeHus, 2 Wwr.;
MHxekTop PoE 24 B;

Mary-kopa RJ-45, Se kart., 1.5m;

LWHyp nutaHna esposusika - C13-F-1.8wm;

Bknagbiw ¢ onMcaHvem vHamKauuu,

CepTtudomkar CooTBETCTBUS;

Macnopr.

Mo 3anpocy B KOMM/IEKT MOXET BXOAMTb KPOHLUTEH KPENIeHUsi C BO3MOXHOCTbIO pPeryiMupoBku no
rOPU3OHTA/IN N BEPTUKA/IN.
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PykoBoacTBO no akcnyatauun WB-2P-LR2

3 lNopaaok yctaHOBKM

B gaHHOM pasgene onucaHbl MHCTPYKUUK MO TEXHWKE 6e30MacHOCTK, pekoMeHAaLmmn no yCTaHoBKe, npoueaypa
YCTaHOBKM 1 NOPSAAOK BK/IOYeHUs ycTpolictea WB-2P-LR2.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He BckpbiBaiiTe KOpnyc ycTporcTBa. BHyTpu yCTpoincTBa HET 3/1IEMEHTOB, NpeAHa3HauYeHHbIX 415
06CNyX1MBaHUS NOSIb30BaTE/EM.

2. He npoussoauTe yCTaHOBKY JAHHOIO YCTPOMCTBA BO BPeEMS rpo3bl. ECTb pycK yaapa MoMHUEN.

3. Heobxogumo cobniogatb TpeboBaHMs No HaNPSHXEHMUIO, TOKY M YacToTe, yKasaHHble B AaHHOM
NHCTPYKUNN.

4. lMepep NOAK/IOYEHNEM K YCTPOMCTBY M3MepUTE bHbIX NPUOBOPOB 1 KOMMbIOTEPA, MX HEOBXOANMO
npegBapuTesnibHO 3a3eM/MTb. Pa3HOCTb NOTEHLUMaIOB MeXay KoprycaMmu 060pyaoBaHus 1
n3MepuTenbHbIX NPUO60POB He Ao/MKHA npeBbiwats 1 B.

5. Mepep BKIOYEHMEM YCTPOICTBA y6eanTech B LLe/IOCTHOCTY Kabenel 1 nx HagexHoM KpenaeHun K
pasbemam.

6. BO Bpems MOHTaxa YCTPOMCTBa Ha BbICOTHbIX KOHCTPYKLMAX CnefyeT BbINOMHATb YCTaHOB/IEHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

7. 3kcnnyartaumsa ycTporcTea Ao/MKHA NPOU3BOANTLCA UHXEHEPHO-TEXHUYECKUM NMEPCOHAsIOM,
npoLuewmnM cnewrasibHyo NoAroToBKY.

8. MopaknoyaTb K YCTPONCTBY TO/ILKO rOAHOE K MPUMEHEHWNIO BCNOMOrartesibHoe 060pyaoBaHue.

3.2 PekomeHAaumu rno ycTaHOBKe

1. PekomeHAyemoe ycTaHaBMBaeMoe NosIoXeHue: KpensieHe Ha TpyboCcTolky/cTono.

Mepen ycTaHOBKOW 1 BKNHOYEHNEM YCTPONCTBA HEOOXOAMMO NPOBEPUTL YCTPOMCTBO Ha Ha/lnune
BUAVMbIX MEXAHUYECKMX NOBPeXAeHUA. B cnyyae Hamumns noBpexaeHnin cnegyeT npekparuTb
yCTaHOBKY YCTPOWNCTBA, COCTaBUTb COOTBETCTBYHOLUMIA aKT N 06PaTUTLCA K NOCTaBLLNKY.

3. YCTPOWMCTBO A0/MKHO ObITb YCTAHOBIEHO BEPTUKA/ILHO Ha TPYOOCTONKY/CcToN6, npu aToMm LAN-nopt
[O/MKEH ObITb HaNpaBneH BHAS.

4. [Ans obecneyeHnss HanydLlero ypoBHSA CUrHas1a CEKTOpPHasi aHTeHHa 6a30BON CTaHLMKU OO/DKHA
HaxoAMTbCA B 30HE npsaMoi Buanmoctn WB-2P-LR2. HanbonbLumnii ypoBeHb CUrHasia MOXXHO NOyUnTb
FOCTUPOBKOWM aHTEHHbI C MOMOLLbIO nHAnKatopos RSSI.

5. C ob6partHoli CTOPOHbI OT MecTa KpernsieHUst KpoHLWTeHa pacnosiokeHa nepegarLas 4acTb aHTEHHbI.
VIMeHHO 3Ty N/I0CKOCTb CriefyeT Hanpas/ifATh HA CEKTOPHYHO aHTeHHY 6a30BOI CTaHLUN.

Mocne 1CTUPOBKM yBeanTeCh, YTO CUTHA OT CTAHLIMK HE HUXE A0NyCTUMOrO YPOBHS -65 + -70 ABM.

© Pasmewaiite yctpoiicteo WB-2P-LR2 Ha Tpy60cTOiiKe/cTONG€e TaKMM 06pa3om, YTo6bl OHO
6bl1I0 MaKCMMaJIbHO HanpaB/iEHO HA CEKTOPHYIO aHTEHHY 6a30Boii ctaHuuu. Mpu aTom
06s3aTeNIbHO A0/MKHA ObITb 0GecneyeHa NpsAMas BUAUMOCTb [0 6a30BOI CTaHLUW.
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PykoBoacTBO no akcnyatauun WB-2P-LR2

3.3 MoHTax yctporictea WB-2P-LR2

3.3.1 TlpepgapuTenbHasa HacTpoiika

Mepepn yCTaHOBKOI NpoBeanTe NpeBapuTebHY0 HACTPOIiKY YCTpolicTBa (MpMmep HacTpoiiki B pasaene
Mpuvep HacTpoiiki). Ana aToro NoAxIounTe NuTaHue (NyHKTbI 2-7 B pasaene Nopsafaok MOHTaxa) U cneayinte
anropuTMy U3 pasgena lMprvep HacTpoiiki. YA0CTOBEPLTECH, YTO AB6OHEHTCKAsA CTaHLMsA NOAKMoYaeTCs K
HY>XHOVi 6ECMPOBO/IHON CETU: A0MKHbI FTOPETb MHANKATOPbI YPOBHS CUrHasa.

3.3.2 TopApok MOHTaxa

1. YctaHoBwuTe ycTpoiicTBo LAN-NOpTOM BHM3 Ha TPY6HOCTOIKY Tak, Kak NokasaHo Ha PUCYHKE HUXE U
3aKpenuTe ero XoMmyTamu, MayLwuMm B KOMM/IEKTE ¢ ycTpoiicTBOM. Cob/togaiiTe MHCTPYKUMKN NO TEXHWKE

6e30nacHoCTU n pekomMeHgauumn, npusefeHHbIe B pasgenax IHCTPYKLUNA Mo TEXHVKE 6e30nacHOCTM U
PekomeHpgaLnn No ycTaHOBKeE.

1)

2. CHuMMUTE KpbILLKY, 3aKpbiBatoLLyto LAN-NopT Ha HWXHe naHenu ycTpoicTeBa. BoinonHuTe 3a3emMsieHne
YCTPOWCTBA Yepes cneunasibHyo Knemmy.

3. Nogknounte Ethernet-kabenb k LAN-nopry.
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PyKoBOACTBO Mo aKcniyaTtaumy WB-2P-LR2

4. 3aKponTe KPbILLKY HKHEWN naHenu.
5. MNogkntounte Ethernet-ka6ens, naoywmii ot WB-2P-LR2, kK POE-nopTy nHxekTopa.

6. MopakntoumTe Ethernet-kabenb Bawein LAN-cetn nnu MK k LAN-nopty PoE-nHxekTopa.

7. Mopaxntounte PoE-nHXekTop K po3eTke 220 B ¢ NOMOLLbIO CETEBOTO LLUHYpA.

8. OTperynupyiiTe NonoxeHne yCTPOCTBa AN NoMyYeHNss HaU/TyyLLEro CUrHana. YpoBeHb CUrHasia MOXHO
OTCNenTb C MOMOLLbI0 UHAVKALMMN HA 3aAHEl NaHenu.
9. 3aTAHMTE XOMYTbI.
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PykoBoacTBO no akcnyatauun WB-2P-LR2

3.4 Bkw4eHue ycTporcTea

1. BknwounTte nHxektop B po3eTky 220 B. K LAN-nopty unxkektopa nogknwoumte MK.
2. YctpoiictBo WB-2P-LR2 nocne Bk/IOYEHMSA NUTAHUA 3arpy3nTcs B TeYeHne MUHYTbI. [ogknunTech ¢
nomoLbto 6paysepa k web-koHdurypatopy WB-2P-LR2.

© IP-agpec no ymonuanuio: 192.168.1.1.
NoruH: admin, naponb: password.

3. Hactpolika cet onucaHa B pasgene 5.1 Mento "CeTb'".
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PykoBoacTBO no akcnyatauun WB-2P-LR2

4 YnpaBneHue ycTpoicTBOM vepes web-kKoHurypatop

4.1 Hauyano pa6oThl
[ns Hayana paboTbl HY)XXHO NOAKOUYNTLCA K YCTPOMCTBY No nHTepdiericy LAN uepes web-6pay3sep:

1. OTKpoliTe web-6pay3ep (nporpaMmy-npoCMOTPLUMK FMNEePTEKCTOBLIX AOKYMEHTOB), Hanpuwvep Firefox,
Opera, Chrome.

2. BeeauTe B agpecHoin cTpoke 6pay3epa IP-agpec ycTpolicTea.

© 3asopckoii IP-agpec ycTpoiictea: 192.168.1.1, macka noaceTu: 255.255.255.0. Mo
YMOJ/TYaHUIO YCTPOICTBO MOXeT nonyuntb agpec no DHCP.

Mpu ycnewHoOM 06HapyXXeHUW YCTPOoCTBa B OKHe bpay3epa 0Tob6pasnTcs cTpaHuua ¢ 3anpocom MMeHN
nonb3oBaTens 1 napons.

Noruk:

Maponk:

© 3aBopackue yctaHOBKU: 10rvH: admin, napons: password.

3. BBeauTe MMs NoNb30BaTesnsi B CTPOKe «JIOrMH» U Naposb B CTPOKE «Maponb».
HaxmunTte kHonky «Bolitu». B okHe 6pay3epa OTKpoeTcs CTpaHuua web-koHdurypartopa.

WB-2P-LR2

Ethemet-noptel  ARP  PPPOE Relay ~ YcTpoficteo  Conntrack  MapuipyTnsaums

Bbixog B MiHTepHeT

MogknioueHne K ceTn ‘Wi-Fi Knuent
CoCTosHHe NOAKMICHEHNA Authenticated
ssiD ‘WOP-2ac-LR2
MpoToken goctyna DHCP

IP-agpec 10.24.80.46

Link Capacity 31 (not changed)
Link Quality 40 (not changed)
Link Quality Common 35

RSSI Vertical/Horizontal -50/-45 pbm
SNR 27/33 ob
TxRate 33 MGuTic

RxRate 117 MowT/c
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PykoBoacTBO no akcnyatauun WB-2P-LR2

© Ha BepxHeii naHenn web-uHTepeiica MOXHO NEPEKTIOUNTL A3bIK OTOGPaXKEHUA UHoOPMaLUN.
Ana WB-2P-LR2 goctynHa pycckas u aHrnuiickas Bepcusi web-unrepdpeiica.

WB-2P-LR2

Ethemetnoptel  ARP  PPPOE Relay  YcTpoficTeo  Conntrack — MaplupyTusaums

Beixog B MIHTepHeT

TTO/IKTIHONEHME K CETU Wi-Fi KnueHt
COCTORHWE NOAKMIOHEHUS Authenticated
SsID WOP-2ac-LR2
MpoToken gocTyna DHCP

IP-appec 10.24 80 46

Link Capacity 21 (not changed)
Link Quality 40 (not changed)
Link Quality Common 35

RSSI Vertical/Horizontal -50/-45 nBMm
SNR 27133 np
TxRate 39 MouT/C

RxRate 117 MouT/C

g
3

4.2 CwmeHa nosnb3osarenem
Ha ycTpoiicTBe cywlecTByeT ABa Tuna nosnb3osareneii: admin v viewer:

+ admin (naponb no ymonyaHuto: password) MMeeT NosHbIM AOCTYN K YCTPOICTBY: YTEHWE U 3aNUCb
N0ObLIX HACTPOEK, NOJHbLIA MOHUTOPUHI COCTOSIHUS YCTPOKCTBA.

* viewer ymeeT NpaBo TO/IbKO NPOCMATPMBaTh BCHO KOH(IMUIypaLmio ycTpolicTBa 6€3 BO3MOXHOCTM YTO-
nnbo pefakTnpoBaTtb, MOHUTOPUHT COCTOSIHUA YCTPOMCTBA AOCTYMNEH B MO/THOM 06beMe.

WB-2P-LR2 u -
m Cetb Cucrema A

Ethernet-noptei  DHCP  ARP  PPPoE Relay Yctpoitcteo  Conntrack — MapwpyTtusaums

MpuU HAXaTWUKN Ha KHOMKY «BbiX00» TEKYLLAA Ceccysl Nosib3oBaTesis GyAeT 3aBeplLUeHa, 0TO6Pa3nTCsl OKHO
aBTOpPU3ALUN:

Noruy:

Maponk:

,ﬂ,ﬂﬂ CMeEHbI AoCTyna H806XO,EIII/IMO YKa3aTb COOTBETCTBYHOLNE NMA NOJIb30BaTE/IA U NMapo/ib, HaKaTb KHOMKY
«Bolimu».
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PykoBoacTBO no akcnyatauun WB-2P-LR2

4.3 TpuMeHeHne KoHdUrypaunum n oTMeHa N3MeHeHun

1. MNpumeHeHre KoHurypaLmm
© Mo HaxaTuo Ha KHOMKY «MpUMEHUTL» NPOUCXOAUT CoXpaHeHune KoHgurypauun Bo flash-
namMaTb YCTpPOiicTBa U NPUMMeHeHne HOBbIX HacTpoek. Bce HacTpoiiku BCTynatoTt B cuny
6e3 nepesarpysku ycTpoicrsa.

B web-nHTepdeiice peannsoBaHa BM3yasibHast UHAMKALMS TEKYLLIEro COCTOSIHMSA NpoLecca NpMMeHeHus

HacTpoex.
BuayanbHasi MHAMKALMS TEKYLLLEro COCTOSIHMSA npouecca NpUMeHeHNs HacTpoek:

BHelwHnii BUp, OnucaHue coCcToAHUA

HACTROMK CETH = Mocne HaxaTus Ha KHOMKY «MpUMEHNTL» NPOUCXOANT MPOLIECC NMPUMEHEHNS U
ACTHOMEK CETI &, . o

F 3anncy HacTpoek B NamMsiTb ycTpolicTBa. O6 3TOM MHPOPMUPYET 3HAUOK & s
Ha3BaHUM BK1AAKN U Ha KHOMKE «[pUMEHUTb».

06 ycneLlHOM COXpaHeHUN U NPUMEHEHUN HACTPOEK MH(DOPMUPYET 3HAYOK
B Ha3BaHWUW BKMAAKN.

HacTpoik ceT &

HACTROMH CETH @ Ecnu 3HaueHre napameTpa 6bI10 yKa3aHo C OLINGKONA, Noc/e HaxkaTus Ha
ARG EEVT KHOMKY «[PUMEHUTL» NOSIBUTCSA COOTBETCTBYIOLLEe COOBLLEHNe 06 OLIMGKE C

YKasaHneM MNMpuynHbl, a B HasBaHUW BK/1aKn 0T06pa3I/ITCF| 3Ha4oK E]

+ [pHMEHKTE
KHomKa «MpUMEHNTL» B MEHIO ,

2. OTMeHa N3MeHeHWi

© OtmeHa nsMeHeHWli NPOU3BOANTCA TOJTLKO A0 HAXATUA Ha KHOMNKY «MpuMeHnUTL>. Mpu
Ha)XaTuUM Ha KHOMKY «MPUMeHUTb» U3MEHEHHbIE Ha CTPaHULEe NapameTpbl 6yayT
OGHOB/NEHbI Ha TEKyLLMe 3HaYEeHUSA N COXpPaHeHbl B NaMATb ycTpoiicTBa. Mocne HaxaTus
Ha KHOMKY «MpUMeHUTbL» BO3BpaT K NpeablAyLuM HacTpolikaMm 6yAeT HEBO3MOXXEH.

- X0
KHOMKa OTMEHbI M3MEHEHMIT MMeeT BUA; I
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PykoBoacTBO no akcnyatauun WB-2P-LR2

5 OcHOBHble aneMeHTbl web-uHTepdeinca

Ha pucyHke HUXe npeacTaBneHbl 31EMeHTbI HaBuraummn web-koHdurypatopa.

WB-2P-LR2 1
/.
)
4
>)
@ 000 "Mpeanpustne "Antekc", 2011 - 2019 Bepcus M0: 2.3.0.161
e T e A T

OKHO No/b30BaTeNIbCKOTo NHTepdelica pasaeneHo Ha ceMb 061acTeil:

1. NmMA nonb3oBartesis, Nof, KOTOPbIM Obl/1 OCYLLECTB/IEH BXOZ B CUCTEMY, & TaKXKE KHOMKAa 3aBepLUeHns
ceaHca paboTbl B web-HTepdelice (8b1x00) Nof AaHHLIM NOMb30BaTENEM.

2. Bknagkv MeHIo rpynnupyroT BKIaAKM NoAMEHI0 Nno kareropusam: MoHutopuHr, CeTb, IPTV, Cucrtema .

3. Bknagkv noAMeHIo cnyxar 4718 ynpas/ieHns NosieM HacTpOoex.

4. Tone HacTpoeK yCTPONCTBa, KOTOpPOoe 6a3npyeTcs Ha BbIGope Nosb3oBaTens, npefHasHayeHo 41
NPOCMOTpa HACTPOEK YCTPOCTBA M BBOAA KOH(DUTYPALMOHHBIX AAHHbIX.

5. KHoMku ynpasneHus KoHgurypauuei, nogpobHan nHdopmMauus npueseseHa B pasgene lNpumerHerne
KOHUrypauum u oTMeHa N3MeHEHWA.

6. VIHdopmaLmoHHOe none, B KOTOPOM oTobpaxaeTcs Bepcus MO, Bepcus web-nHTepdpeiica.
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PykoBoacTBO no akcnyatauun WB-2P-LR2

5.1 MeH «MOHUTOPUHI»

B faHHOM MeH0 AOCTYNeH MOHUTOPUHT YCTPOICTBA.

© Ha HeKkoTOpPbIX CTPaHULAX HE peasIu30BaHO aBTOMAaTUYECKUEe OGHOB/IEHME AaHHbIX
MOHUTOpPUHra ycTpoiicTBa. 1A nonyyeHUs Tekyleil MHhopMmaLmuy ¢ yCTpoiicTBa HKMUTE

2 OFHOBMTE

KHOMKY

5.1.1 MoameHto «MHTepHeT»

B NoMEHI0 «/IHTEPHET» OCYLLIECTB/NSIETCS NPOCMOTP OCHOBHbIX CETEBbIX NMApaMeTPOB YCTPOCTBA.

m Cete IP-teneBupeHve Cuctema
GGi=ei ol Ethernet-noptw DHCP  ARP PPPoE Relay PPPoE Client  YcTpoWCTBO Conntrack MapLupyTH3auua
Beixoa B MHTEepHET
MogKIHMEHWE K CETH WI-FI KnuedT
COCTOAHWE NOOKIMHYEHUA Authenticated
SSID WOP-2ac-LR2
MpoToKon gocTyna DHCP
IP-agpec 10.24.80.46
Link Capacity 50 (not changed)
Link Quality 71 (not changed)
Link Quality Commaon 54
RSSI Vertical/Horizontal -46/-40 gbm
SNR 25/23 nb
TxRate 52 MBuT/C
RxRate 130 MEuT/C
< OOHOBWTE

Bbix0d 8 VlIHmepHem

* [Mook/roHeHUe K cemu — nokasblBaeT TUM MOAKNHOYEHUSA K BHELLHEN CeTu;

+ CocmosiHue ooK/Il04YeHUs1 — NoKasblBaeT COCTOAHME NOAKIOYEHNS K BHELLUHEN CeTw,

* MdeHmucpukamop cemu (SSID) — nmsi 6ecnpoBOHON CETW, K KOTOPOW NOAKMHOUYEHO YCTPOIACTBO;

* [Mpomokos1 docmyrna — NPOTOKOS, UCNO/b3yeMbI AN AOCTyNa K CeTw,

+ IP-adpec — IP-agpec ycTpoicTBa BO BHELLHEN CETY;

* Link Capacity — napameTp, KOTOPbIii 0ToO6paxaeT 3aPPeKTUBHOCTb NCMOb30BaHMS YCTPOCTBOM
MOLY/IALUMN Ha nepeady. PaccunTbiBaeTcs UCXOAA N3 KOMMYECTBa NakeToB, NepefaHHbIX Ha Kaokaoi
MOAYNALMK, N NOHWXKAOLLMX KO3hdrLmMeHToB. MakcumarnbHoe 3HadeHne- 100% (o3Havaert, uTo Bce
nakeTbl NepefalTCca Ha MakCMaslbHON MOAYIALUUN O1S MaKCUMa/IbHOro Tuna nss, NoaAepXnBaemMoro
YCTPOCTBOM). MMHMMasIbHOE 3HauYeHne- 2% (B cryyae, Koraa naketbl nepeatTcs Ha MoayIsiLmn
nssT1mcs0 ans yctpoiictea ¢ nogaepxkoii MIMO 3x3). 3HaueHue napamMeTpa paccUnTbiBaeTcs 3a
nocnegHue 10 c;
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PykoBoacTBO no akcnyatauun WB-2P-LR2

Link Quality — napameTp, KOTOpbIin 0OTOOpaXKaeT COCTOSAHWNE JINHKA, PACCYMTaHHbIN Ha OCHOBaHWM
KO/IMYecTBa OTNpaB/IeHHbIX PETPAHCMUTOB NakeToB. MakcumasnibHoe 3HaueHne — 100% (Bce
nepeAaHHble NakeTbl OTNPABUINCH C NEPBOVA NOMbITKM), MUHUMasIbHOe 3HaveHue — 0% (H1 oauH nakeT
He 6blN1 yCMeLHo oTnpaB/eH). 3HauYeHne napamMeTpa paccuntbiBaeTcs 3a nocnegHve 10 c;

Link Quality Common - napameTp, KOTOPbIi 0TOGpaxaeT COCTOSAHME JINHKA, pacCUMTaHHbIN Ha
OCHOBaHWUM KOMMYeCcTBa OTrNpaB/IEHHbIX PETPAHCMUTOB NakeToB. MakcumasibHoe 3HaueHne — 100% (Bce
nepeAaHHble NakeTbl OTNPABUINCE C NEPBOVA NOMbITKM), MUHUMasbHOe 3HaveHne — 0% (H1 oauH nakeT
He 6bl/1 yCMeLHo oTnpaB/eH). 3HauYeHne NnapaMeTpa paccunTbIBAETCS 3a BCE BPEMS NOAKMOUYEHNS;
RSS! Vertical/Horizontal — ypoBeHb curHana ot 6a3oBoli ctaHumu, Abwm;

SNR - oTHOLWeHwue curHaul/wym, ab;

TxRate - kaHasIbHasA CKOPOCTL Nepegayun, Méut/c;

RxRate - kaHa/IbHas CKOPOCTb Npuema, MéuTt/c.

[N 06HOBNEHMSA MH(DOPMALMK Ha CTPaHULLE HAXKMUTE KHOMKY «OBHOBUTLY.

5.1.2 MoameHto «WDS»

NoameHio «WDS» AOCTYNHO TOMBLKO B peXxume «becnpoBogHo MOCT»

B nogmeHto «WDS» ocyLiecTBasieTcs NpOCMOTP HAaCTPoeK paanovHTepderica n coctosHne becnpoBogHOro
MocTa.

W Cetb  Cuctema

VHTeprer Ethemet-noptel  ARP Ycrpoiicteo  Conntrack  Mapupyvsauma

Radio

Homep kanana 1
LUnpuHa kaHana 20Mry
Pestom pabotel 80211bgn

WDS

MAC-appec Wwms knvenTa IP-anpec Link Capacity Link Quality Link Quality Common YpoBeHs curHana SNR  Bpems nogkniodeHua TxRate RxRate

E0:D9:E349:C1:80 WB-2P-LR2 10248074 0 69 58 58 24 2mm22c 19.5 Muric 13.0 Mowr/c

Homep kaHasa — kaHan, Ha KOTOPOM YCTaHOB/1IEH 6ecnpOoBOAHON MOCT;
UlupuHa kaHasa — ncnonb3yemas WMpuHa kaHana 41s 6ecnpoBogHOro MocTa;
Pexxum pabomsl — TeKyLW WA pexnm paboTbl pagnonHtepdelica ycTpoiicTea.

MAC-adpec — MAC-aapec BCTPEUHOIO YCTPOICTBA;

Vimsi kiueHma — ceTeBoe MMsI BCTPEYHOro YCTPONCTBa,;

IP-adpec — |IP-agpec BCTPEUYHOrO YCTPOMCTBA;

Link Capacity — napameTp, KOTOpPbIli 0TO6paxaeT 3hPEKTUBHOCTb NCMONb30BaHNA MOAYNSALMN Ha
nepegady. PaccuntbiBaeTcs UCXOAS U3 KO/IMYeCTBa NakeToB, NepefaHHbIX Ha Kaxk40in Moayiauun, 1
MOHMXKALWNX KO3 ULMEHTOB. MakcMasibHoe 3HadeHne- 100% (Bce nakeTbl NnepeaatoTcst Ha
MakcuMasibHOM Moy Nsiuuy ANst MakCMasibHOro TUna Nss, NoAAEPXNBAEMOr0 YCTPOCTBOM).
MuHUManbHoe 3HaueHmne- 2% (B ciyyae, Korga nakeTbl nepeaaroTcs Ha moaynaumm nssTmes0 ans
ycTpoiicTBa ¢ noagaepxkoii MIMO 3x3). 3HaueHue paccumnTbiBaeTcs 3a nocnegHvie 10 c;

Link Quality — napameTp, KOTOpPbIi 0TOGPaXKaeT COCTOSAHME NINHKA, PACCUUTaHHbIA HA OCHOBaHUK
KO/IMYyecTBa OTNpaB/IeHHbIX PETPAHCMIUTOB NakeToB. MakcumanbHoe 3HaveHne — 100% (Bce nakeTbl
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OTNpaBW/INCL C NEPBOIA NOMbITKM), MUHUMasIbHOE 3HaueHne — 0% (HW OAMH NakeT He 6bl yCnewHo
oTnpas/eH). 3HaueHne paccumTbiBaeTcs 3a nocnegHue 10 c;

* Link Quality Common - napameTp, KOTOpPbI/i 0TO6paXaeT COCTOAHME NINHKA, PaCCUUTaHHbIA Ha
OCHOBaHWUM KOMMYeCcTBa OTrNpaB/IEHHbIX PETPAHCMUTOB NakeToB. MakcumasibHoe 3HaueHne — 100% (Bce
nakeTbl OTNPaBWU/IUCL C NEPBOIA NOMNbITKN), MUHUMasIbHOE 3HaueHne — 0% (HW oauH NakeT He 6bin
yCneLHo oTnpassieH). 3Ha4YeHne paccunTLIBAETCA 3a BCE BPEMS MOAK/IOYUEHUS;

* YposeHb cueHasia — ypoBEHb NPMHUMAEMOrO CUrHana OT BCTPEYHOrO YCTPONCTBa, AbM;

* SNR - oTHOLWEeHne curHan/wym, ab;

* Bpewmsi MoOk/YeHUs — BPEMS, B TeHeHMEe KOTOPOro akTMBeH 6ecrnpoBOAHON MOCT;

+ TxRate — KaHa/IbHasA CKOPOCTb nepegayun, MouT/c;

* RxRate — kaHa/lbHasa CKOpPOCTb Npuema, MéuTt/c.

5.1.3 MoameHto «Ethernet-nopTbi»

B nogmeHio «Ethernet-nopTbi» BbINOMHSAETCA NPOCMOTP cocTosiHWA Ethernet-nopToB ycTpoiicTea.

HHTepHeT DHCP ARP Ycrpowcteo Conntrack MapwpyTr3aums

CocToAHne Ethernet-noptos

NopT NoaknKYeHne CrOpOCTE Pewum Mepegano NpvHATO

LAN Bxn 1000 MGuT/C Full-duplex 150.9 KOaiT (154 496 GanT) 13.9 KGanT (14 208 Gaar

CocmosHue Ethernet-nopmos

* [lopm — Ha3BaHWe nopTa:

* LAN — nopT si0KasibHOW ceTw.
* [ToOK/I04eHUEe — COCTOSIHWE NOAK/THYEHUS K NOPTY:

* Bk/1. — K NOPTY NOAK/MHOUYEHO CETEBOE YCTPONCTBO (COEANHEHNE aKTUBHO);

* BbIK/1. — K NOPTY He NOAK/HOUYEHO CETEBOE YCTPOCTBO (COEAMHEHNE HE aKTUBHO).
+ CKopocmb — CKOPOCTb NOAK/TOYEHNS BHELLHETO CETEBOrO ycTpolicTea k nopty (10/100/1000 MéuT/c);
* Pexum — pexum nepegadv AaHHbIX:

* Full-duplex — nonHbIi gynnekc;

* Half-duplex — nonygynnekc;
* [NepedaHo — KONNYECTBO NepefaHHbIX 6ainT ¢ NnopTa;
* [IpuHAMO — KONIMYECTBO NPUHATBLIX 6alT NOPTOM.

[nsa nonyyeHns Tekyuleli nHpopmaumm o coctosiHum Ethernet-nopToB HaXXMUTE KHOMKY «OBHOBUTBY.
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5.1.4 ToameHo «DHCP»

B nogmeHto «kDHCP» MOXHO NOCMOTPETb CNUCOK NoaktodYeHHbIX K LAN-uHTepheicy ceTeBbiX YCTPOWCTB,

KOTOpbIM Obl/IN Ha3HayeHb! IP-agpeca nokanbHbiM DHCP-cepBepoMm, a Takxe BpeMs A0 UctedeHus apeHabl IP-

agpeca.

WHTepHer  Ethernet-noptel m ARP Yecrpodcteo Conntrack  MapwpyTu3auma

Cnucok DHCP-knveHTOB

MAC-agpec WMA KknneHTa IP-agpec Bpema 00 MCTEMEHWA apeHas!

Z OGHOBHTL

Cnucok DHCP-knueHmos

+ MAC-adpec — MAC-agpec Noak/IH4YeHHOro YCTPOICTBa;

* UIMs1 KlueHma — ceTeBoe MMS NOAK/IKOUYEHHOIO YCTPOICTBA;

* IP-adpec — IP-agpec, Ha3HaYeHHbI KNMEHTY U3 Nyna agpecos;

* Bpewmsi 00 ucmedeHusi apeHobl — CPOK, Yepe3 KOTOPbI UCTEKaET apeHa Bbl4eNEHHOro agpeca.

Ansi nonyyeHus Tekylein nHgopmMaumy o DHCP-knMeHTax HaxmuTe KHoMmkKy «OGHOBUTb».

5.1.5 MoameHto «<ARP»

B nogmeHto «<ARP» BbInonHgeTca npocmoTtp ARP-tabnuubl. B ARP-Tabnuue cogepxmntca nHcopmauus o
cootBeTcTBUM IP- 1 MAC-agpecoB cocejHUX CETEBbIX YCTPONCTB.

HMutepuer  Ethernet-nopter  DHCP m Yerponctao  Conntrack  MapwpyTuaauma

ARP-taBnuua

IP-appec MAC-anpee WMA knHeHTa HHTeppeiic

192 168151 ABF9:4B:80:ET-00 Wi-F

ARP-mabnuya
* IP-adpec - IP-agpec ycTpoIiicTBa;
* MAC-adpec — MAC-agpec yCTpOIiCTBa;
* Wms knueHma - hostname ycTpoiicTea (ecnn nmeetcs);
* MiIHmepdgelic — nHTepeiic, co CTOPOHbI KOTOPOro akTMBHO ycTpoiicTBo: LAN, Wi-Fi, Bridge.

[N nonyyeHus TekyLlein MHopMaLum HaXXMUTE KHOMKY «OGHOBUTb.
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5.1.6 TMoameHto «PPPoOE Relay»

© nMopameHio «<PPPOE Relay» gocTynHo Tonbko B pexume «Wi-Fi KnneHTt»

MuTepHer  Ethernet-nopter  ARP WV EEM Yerpowcteo  Conntrack MapwpyTH3auna

Ceccum PPPoE Relay

YUCno CeccHi 2

CnWcok ceccHin

CocToRHHE ID ceccuHmn BpeMA CeccHmM MAC-agpec Kn1eHTa TauMayT oT KNHeHTa MAC-agpec cepeepa TaAMmayT ot cepeepa
ACTIVE 13 1 MKH 32 ¢ 38:2C:4AB3:33:39 Oc 5C:D9:98.F5:8C:9B8 De
ACTIVE 14 T S ¢ ADFY 480910052 1¢ 5C:D9:93 F5.:8C:98 5¢

= DOHOBHTE

* Yucno cecculi — uncno PPPoE-ceccuii, nogHATBLIX Yepes yCTPoNCcTBO. MakcumasnbHoe 3HadeHne — 64.
+ CocmosiHue — aKTBHas NMn60 HeaKTBHasA Ceccus.

+ ID ceccuu — HOMep ceccum.

* Bpewmsi ceccuu — anTaim ceccuw.

+ Talmaym om k/iueHma — BPeMsi C MOMEHTa NPUHATUA NOCNeLHEro naketa oT K/IMeHTa.

+ Talimaym om cepsepa — BpeMsi C MOMeHTa NPUHATUSA NOC/Ie4HEero naketa ot cepeepa.

Tak Xxe MOXHO yBnaeTb nHcopmaunio 06 MAC-agpece KnMeHTa 1n cepeepa.

5.1.7 MNoameHto PPPoE Client

© nNopamento «PPPOE Client» OCTYNHO TONLKO B peXume pa6oTbl «<MaplupyTusatop»

Ha cTpaHuue MOXHO yBUaeTb MHpopmaumio o MAC-agpece n IP-agpece knneHta n cepsepa. Napametp
"Ctaryc" oTobpaxaeT COCTOSIHNE CECCUU - aKTUBHasA MO0 HeaKTUBHasA Ceccusl.

m CeTb IP-TeneenpeHne Cuctema

WMHTepHeT Ethernet-noptel DHCP  ARP PPPoE Relay [Eaaa=A¢iigl YcTpoicTeo Conntrack  MapwpyTtunaauns

MHudopmaunsa o PPPoE Client

Craryc ACTIVE
MAC-agpec knneHTa E0:D9:E3:7TA:9B:40
MAC-apnpec cepeepa 00:1C:C0:94:43:ED
IP-apnpec knueHTa 10.10.1.20
|P-anpec cepeepa 10.10.101
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5.1.8 TloaMeHIo «YCTpOCTBO»

B nogmeHo «YcTpoincTBo» NnprBeseHa obuas nHpopmaums o6 ycTponcTsee.

WHTepHeT  Ethemet-noptel DHCP  ARP  PPPoE Relay  PPPoE Client [{sovilui:Vll Conntrack  MapLupyTusayus

MHhopmauns ob ycTpoiictee

M3nenue WB-2P-LR2

Bepcua Mo 2.3.01861
3asoackon MAC-anpec E0:D9:E3:49:C1:A0
CepuitHbIA HoMep WP36000038
CHCTEMHOE Bpema 11:32:36 04.07.2019
Bpema paboTol 0 A, 05:50:50

ViHbopmayus 06 ycmpolicmse

* MI30es1ue — HaMMeHoBaHVe MOAENN YCTPOIACTBA;

* Bepcusi 1O — Bepcusi NporpamMmmHoOro obecneyeHunst yCTponcTea;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepdoeiica yCTpoincTBa, yCTaHOBNEHHbI 3aBOA0OM-
N3roToBUTENEM;

+ CepuliHbili HOMep — CepUiiHbIA HOMEpP YCTPOICTBA, YCTaHOB/EHHbIN 3aBOAOM-U3rOTOBUTENEM;

+ CucmeMHoe BpeMsi — TekyLe BpeMs 1 AaTa, yCTaHOB/EHHbIE B CUCTEME;

* Bpewmsi pabombl — BpeMsi paboTbl C MOMEHTa NOCNEAHEr0 BK/IOYEHNST NN Nepe3arpy3kn yCTponcTea.

26



PykoBoacTBO no akcnyatauun WB-2P-LR2

5.1.9 MoameHto «Conntrack»

B noameHto «Conntrack» oTo6paxaroTcs TEKyLLME aKTUBHbIE CETEBbIE COEAMHEHNS YCTPONCTBA.

WuTepuet  Ethernet-nopTel DHCP ARP YeTpoWcTEo m MapiupyTHIaLMWA

Boigog akTHEHBIX ceccuil NAT

Cruncok coeguHeHni

Mporokon Appec wCToMHMER Anpec HazHEHeHUR TammayT

TCP

& ObHoam:

Bbi800 akmusHbIx cecculi NAT

* YHucno akmusHbIX cOeOUHEHUU — 0bLLee YNCN0 aKTUBHbIX CETEBbLIX COEAVHEHNIA

* Yuc/o nokaszaHHbIX COEOUHEHUU — YACNO COeQUHEHNIA, BbIBEAEHHbIX B web-nHTepdeiic. UTobbl He
CHWXaTb NPOM3BOAUTENBHOCTL PaboTbl web-nHTepdelica, MakcMasibHOE YMC/I0 NOKa3aHHbIX
coeanHeHWl orpaHnyeHo 3HadeHem 1024. OcTasibHble CoeANHEHNS MOXHO NOCMOTPETb Yepes3 KOHCO/1b

ycTpoicTBa.
Cnucok coeduHeHul

+ [IpomokKo/1 — NPOTOKO/, MO KOTOPOMY YCTaHOB/IEHO COEAMHEHNE;

+ Adpec ucmoyHuka — IP-aipec 1 Homep nopTa uHMUMaTopa coeanHeHus;
* Adpec HaszHaueHus — IP-agpec 1 HoMep nopTa agpecarta CoeAMHEHNS;

« Talimaym — nepuop, BpEMEHU [10 pa3pbiBa COeANHEHMS.

[N nonyyeHust TekyLlein MHpopmauum HaXXM1UTe KHONKY «OGHOBUTb.
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5.1.10 MogmeHio «MapLipyTmzaums»

B nogmeHto «MapwpyTunsaums» otobpaxaeTca Tabnvua MapLipyTmM3alnmmn ycTponcTsa.

MHTEPHET

Ethemet-nopTbl DHCP ARP PPPoE Relay

PPPoE Client YCTPOWCTBO Conntrack

Tabnuua mapwpyTrusaumu

Appecart Linkos Macka ®narn  MeTpuka O6palweHun OBHapyweHUA WHTepdeiic
0.0.0.0 10.24.80.1 0.0.0.0 UG 0 0 0 wlan0
10.24.80.0 0.0.0.0 255.255.255.0 U 0 0 0 wlan0
162.168.1.0 0.0.0.0 255.255.255.0 U 0 0 0 bro

< ODHOBUTE

+ Adpecam - IP-agpec xocTa uam noaceTn HazHauyeHus, 40 KOTOPbIX YCTaHOB/EH MapLUpYT;

* L3 - IP-agpec W3a, Yepes KOTOPbI OCYLLECTB/ISETCH BbIXO4 Ha agpecara;

* Macka — macka nogcetu,

* Qniazu — onpefeneHHble XapakTepUCTUKA faHHOro mapuipyTta. CyLLecTBYIOT criefyoLlme 3Ha4eHns
prazos:

U — yKkasbIBaeT, YTO MapLIpyT co34aH 1 ABNAETCA MPOXOANMbIM.

H — ykasbiBaeT Ha MapLUpyT K onpegeneHHOM y3ny.

G — yKasblBaeT, YTO MapLipyT NponeraeT yepes BHELHWIA w3, CeTeBon nHTepdelic cuctemsl
npefocTasnAeT MapLUpyThl B CETU C NPAMbIM MOAK/IOYEeHNeM. Bce npoyne mapLipyTbl MPOXoasaT
yepes BHelUHMe Wo3bl. dnarom G oTMevaroTca BCe MapLUpyThl, KPOMEe MapLUpyTOB B CETU C
NPSAMbIM NOAKNIOUEHNEM;

R - ykasblBaeT, UTO MapLUpyT, CKopee BCero, Obls1 co34aH AUHaAMUYEeCKMM MPOTOKOI0M
MapLupyTM3auum, paboTalolymM Ha NIoKasTbHO cucTeme, nocpeAcTBOM napameTpa reinstate;

D - ykasbIBaeT, UTo MapLUpyT 6b11 fob6aBneH B pesynsrare noayyeHnsa coooLeHus
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHns ICMP Redirect, mapLupyT BkIo4aeTca B TabnuLy MapLupyTm3aunn, YTobbl UCKTHOYNTD
nepeHanpassieHre AN nocneayowmx nakeTos, NpeaHasHadyeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLIpyT NoABEPrcsa M3IMeHEHUI0, BEPOATHO, B pesynbTare paboThl
AVHaMMYEeCKOro NpoTOKOAa MapLipyTmnsanmm Ha OKasIbHOM cuctemMe 1 NpMMEHeHUs napamerpa
mod.

A - yKa3blBa€eT Ha b6yhepr3oBaHHbIi MapLpyT, KOTOPOMY COOTBETCTBYET 3annch B Tabnmue ARP.
C - yKasbIBaeT, YTO MCTOYHMKOM MapLUpyTa ABfseTca dydiep mapLipyTtmsaumm sapa.

L — yka3blBaeT, UTO MYHKTOM Ha3Ha4YeHnsa mapLipyTa ABfseTca O4uH U3 afpecoB AaHHOro
KomnbloTepa. Takne «10KasibHble MapLUpyThbi» CYLLECTBYIOT TO/IbKO B Bydiepe mMmapLupyTusaumm.

B — yKkasbIBaeT, UTO KOHEYHbIM MYHKTOM MapLupyTa SABASETCS LWNMPOKOBeLaTe bHbI agpec. Takue
«LLUMpPOKOBeLLaTeNbHblE MapLUPYTbI» CYLLECTBYIOT TONIbKO B Bydhepe MapLupyTm3auuun.

| — yka3bIBa€eT, UTO MapLLPYT CBsi3aH ¢ KonbLeBbiM (loopback) nHtepdeiicom ¢ Luenbo NHOW,
HeXesnm obpalleHne K KoNbLEeBOW CeTU. Takne «BHyTPEHHME MapLLPYTbI» CYLLECTBYHOT TO/IbKO B
6yhepe MapLupyTmU3aLnn.

I — yKkasbIBa€eT, YTO AentarpaMmbl, HanpasasieMble N0 3TOMy agpecy, byayT oTBepraTbcs
CUCTEMOIA.

+ Mempuka - onpegensieT «CToMMOCTb» MapLupyTa. MeTprka 1crnosib3yeTcsl A1t COPTUPOBKY
Ay6MpYOLLMX MapLIPYTOB, EC/IN TaKOBblE NPUCYTCTBYIOT B TabNMLE.

+ ObpawjeHus — 3atnKCpPOBaHHOE YMC/0 06PaLLEHNIA K MapLUPYTY C LieNIblo CO3A4aHNsA COeaVHeHNs (He
NCNONb3YyeTCcs B CUCTEME).
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+ O6Hapy)XeHusl — YACN0 0BHaPYXXEHWUIA MapLLpyTa, BbINOTHEHHBIX NPOTOKO/I0M IP.
* MiHmepdgpelic - MA ceTeBOro nHTepdeinca, Yepes KOTopbIi NponeraeT gaHHbIA MapLupyT.

[N nonyyeHust TekyLlein MHopmauum HaxXM1UTe KHOMKy «OGHOBUTb.

5.2 MeHio «CeTb»

B MeHt0 «CeTb» BbINOJIHAKTCS OCHOBHbIE CETEBbIE HACTPOIKN YCTPOCTBA.

5.2.1 MoameHto «MHTepHeT»

B noMeHI0 «/IHTEPHET» BbINOMHSAETCS HACTPOIKa NapameTpoB A5 NOAK/IHUEeHUs K 6a30B0oii cTaHuum no Wi-Fi
1 BbIGOP peXxuMa NoAKMUEHNS YCTPOIACTBA.

Pexum yctpoiictBa Wi-Fi KnueHt

MoHHTOPHHT m CucreMa
Hactpoira MAC-anpecos Ceresol sKpaH MapwpyTuzauma SNMP

OBume HacTpoikn

Mur xocTa

BHewHss ceTb
Pexwuwu yoTpoficTea Wi-Fi K nnent -

HacTpo#ku nogknoyeHns

SsID | TIT Q Cranmposare sthnp
Pexww BO2.11 202.11bgn -
WinpwHa kaHana 40 My -
Pexuw GeaonacHocTi Off M
MownocTs curdana (aBu) | 24 V
KODoTEMit 38WMTHERA WHTEpEaN
DUKCHDOBSHHER USHTDAMEHER YACTOTE

CNMcoK pE3peWsHHE X KSHANDE

K aHansHaR ckopocTs Nepeaasm Auto M
MakcmansHan CkopocTe Nepefaym Auto |
O xnnasne ACK B4 :
Pexuwu pabota Moct
Mpwnoputer DSCP
Mporokon DHCP 7

Pexim VLAN Trunk
AnsrepHatnessi Vendor [D (onuna 60)
Vendor D (onuma 60}
MepensaHuin DNS
Bropwasain DNS
‘OTpaHn4eHne WHPOKOBBIWATENLHOND Tpahnka (nakeTos/cek) o =

Weiinep

* MIMsi Xxocma — UMs, Ha3Ha4YeHHOe CEeTEBOMY YCTPOWCTBY;

* Pexxum ycmpolicmsa — pexum NoakIvYeHnst yCTPONCTBa;

+ SSID (MdeHmugbukamop cemu) — UMs1 GECNPOBO/IHON CETW, UCMONb3YETCs ANs NOAKNOUYEHMs K 6a30B0i
cTaHuun. MakcumasibHas f/ivHa UMeHn — 32 CMMBO/a, BBOJ, C YYETOM peructpa knasmarypbl. [JaHHbll
napamMeTp MOXET COCTOSATb U3 UMdIp, NATUHCKNX OYKB, @ TAKXKE CUMBOSIOB «-», «_», «.», «I», «;», «#» 1
npo6ena, Npu 3TOM CUMBOJIbI «!», «;», «#» 1 NPO6en He MOryT CTOSITb NEPBbIMY;
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+ CKaHuposamb 3¢hup — MO HaXKaTWO KHOMKN HAYHETCA CKaHMpoBaHue pagnoadupa B 3agaHHOM
AvanasoHe. Nocne ckaHMpoBaHUS MNOSABUTCS CMMCOK HaWAEHHbIX Touek goctyna. CnmMcok 6yaeT CoCcToATb
n3 cemn cton6buoB.: SSID, pexunm 6e3onacHocTy, MAC-agpec ToUkM fOCTYNa, KaHa, LuprHa kaHana,
4yacToTa, YpoBeHb curHana. Mpu BblIbope 04HON N3 HANAEHHbIX TOYeK OyAeT aBTOMATUYECKN 3arnoNIHEHO
none SSID, BbiGpaH COOTBETCTBYHOLLMIA peXMM 6€30MacHOCTY;

BHeluHaa ceTb

Pesum yetpoiictea  WI-Fi Knuewt v

Hacrpoitku nogxnioyesma

SSID | WOP-2ac-LR2 Q Cranvposats agwmp

Pexum 80211 802.11bgn v SSID Pexum GesonacHocTn MAC-agpec Kawan  WwpwHa karana, MMy Yactora, My YpoBeHs curHana, g5m

Wipiwakarana 20Ny " WOP-2ac-LR2 WPAWPA2 EO:D9E3:91:23:11 4 40L 2437 -58
proverkasv Open E8.28.C1.01:27.71 6 400 2447 -88
Fee Cexmanoen | WPA2 v ipsectestd Qpen E828:G10265:00 § 2 37 0
Koy WPA  seeenese @ Hotspot-GRE-Test Open E8:28:.C1:01:27:70 6 40L 2447 90
-OTT-ent-05 WPA_1XWPA2 1X  E0:D9:E3:70:59:20 6 20 2437 92

MotHocTs curtana (abu) | 26

NEVERMIND Open CC:2D:E0:A6:33:13 13 20 2472 94

Kopoiisaupmasit wrepean 1] OTT05-porta Open EODIEIT05921 6 2 2437 100

CrHCOK paspelleHsbX karanos [
KaHanbHas ckopocTs nepefawn  Auto v
MakcumansHas ckopocTs nepegasn  Auto v
TaiimayT oxupanua ACK mic | 64

Peswm pabotel | Moct v

« Pexxum 802.11 — BbIGOp pexnma paboTbl 6ECNPOBOAHOIO MHTEpdieiica:

+ 802.11bg — paHHbI CTaHAAPT NpeaycMaTpuBaeT MakCUMasibHYH CKOpPOCTb A0 54 M6uT/c;

+ 802.11bgn - paHHbIN CTaHAAPT NpegycMaTpmBaeT MakCMMaslibHY CKOpocTb Ao 300 MéuT/c.

« llupuHa kaHana — WwmpunHa NosaoCkl YacToT KaHana, Ha KoTopom pa6oTaeT Wi-Fi KnneHT, npuHumMmaeT
3HauveHus 5, 10, 20 n 40 Ml'u. Ecnu Ha 6a30B0I1 CTaHUMM YCTaHOB/EHA LUMpUHA kaHana 5 nnu 10 MIfu, To
Ha aBOHEHTCKON CTaHLUMM HE06X0AMMO BbiOpaTb aHAIOTMYHYHO NOOCY;,

Pexxum 6e3onacHocmu — BbIOOp pexnma 6e30nacHOCTU 6ecrnpoBOAHON CETH:

« Off — oTKNOYeHO WndpoBaHMe 6GecnpoBOAHON CETU, HU3KNIA YPOBEHb 6E30MacHOCTY;

+ WEP — wundpposaHmne WEP. WEP-kntou gomkeH cocTosiTb M3 LecTHaAuarepuUHbIX LMp n UMeTb
anvHy 10 nnv 26 cMBO/IOB, IM60 A0/MKEH GbITb CTPOKOI (CMMBONLI a-z, A-Z, 0-9, ~|@#S%*&*()_-
+=) U UMETb A/IMHY 5 Unn 13 cMMBOMOB. [laHHbIli peXxuM cKpbIT B web-uHtepdelice;

+ WPA, WPA2 — wndoposaHne WPA n WPA2. invHa kntova coctaBnsieT oT 8 Ao 63 cMmB0O10B.
PaspeLuaeTcs UCMo/b30BaTh TO/TbKO CUMBOSIbI: a-Z, A-Z, 0-9, ~1@#8%"&*()_-+=;:|/?.,<>"" unun
npo6en. PekomeHayeTcsl UCNOMb30BaTh pexuMbl wWindposaHnss WPA n WPA2 kak Hanbonee
6e30nacHble Ha AaHHbI MOMEHT;

« WPA-Enterprise, WPA2-Enterprise — wundgpoBaHne WPA n WPA2 ¢ ayteHTudmkaumei kanmeHTa no
802.1x. B kauecTBe aBTOPM3ALMOHHBIX AAaHHbIX HEOOXOAMMO BBECTM MMS MOMb30BaTENS 1 NAPO0/b.

MowHocmsb cugHasia — perynmpoBka MOLLHOCTK curHana nepepgaryvka Wi-Fi B obwm;

Kopomkul 3awyumHbIli uHmepsas — NoaaepXka YKOPOYEHHOro 3alMTHOro nHTepBana. icnonb3yerca
400 Hc 3alWmTHbIN nHTepBan (BmecTto 800 He);

dukcupoBaHHasi UeHmpasibHasi yacmoma - Nnpu akTnueauum donara Becb Tpagvik (NakeTbl AaHHbIX 1
ynpaeneHus) 6yaeT nepefaBaTbCsl Ha YKa3aHHOW LEeHTPasIbHOW YacToTe KaHana ¢ 3aaHHOo LUMPUHOIA
nonocsbl (Npu 40 MIy). ®yHKUMA SBNSIETCS NPONpUeTapHoii, nepeaaya Beetca He no ctaHaaptam IEEE
802.11, rae npegnosiaraeTcs UCNOJb30BaHMEe PasHbIX LEHTPasIbHbIX YacToT A/15 Tpadnka AaHHbIX U
ynpasfeHnsi npu wnpunHe kaHana 40 MIy. Mpu pabote WB-2P-LR2 ¢ ycTtpoiictBamun WOP-2ac-LR2, Ha
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KOTOpPbIX BK/IOYEHA (PMKCMPOBaHHAsA LieHTpasibHasa YacToTa, akTuBaLlmsa Ha abOHEHTCKON CTaHUuMn He
TpebyeTcs, T.K. NPOMCXOANT aBTOMATUYECKN B MOMEHT MOAKNIOHYEHMSA K 6A30BOIN CTaHUUN.

* Cnucok paspeweHHbIx kaHanos (Limit Channels) - cnncok 4acToT, Ha KOTOPbIX NPOU3BOAMTCSA
CKaHvpoBaHue adhupa 418 NOAKN0YEHMSA K 6a30BOI CTaHUMN.

Ecnu, Hanpumep, Ha BC BbicTaBneH kaHan 1L (2402-2442) ¢ wmpwvHoii nonockl 40 MIu, To B cnvcke
paspeLleHHbIX KaHa/10B Ha aBOHEHTCKOM CTaHLMKN AO/MKHbI ObITb BbliOpaHbl BCe KaHa/bl,
Haxoosuuecs 8 3MoM YacmomHoMm oduarnasoHe: 1 - 7 KaHan BKNHUYNTENbHO. [pu Takoi HacTpolike
WB-2P-LR2 6yaeT ckaHMpoBaTb TOMIbKO YaCTOTHbIN AnanasoH 2402 - 2442 My 1 ycnewwHo
nogktountca K bC Ha kaHane 1L/40.

BHelHAg ceTb

Pexm ycTpoiicTea Wi-Fi Knuent ~
HacTpoiiku nogkno4eHuA
SSID | WOP-2ac-LR2
Pesxam 802.11 802.11bgn ~
LUnpwHa kanana 20 My ~
Pestum BesonacHocTi WPAZ2 v
Knoy WPA TLITIIT @

MowwocTe curiana (gbm) | 26
KopoTkuii 3aLyMTHBIR MHTEpBan

CNHCOK pa3pelUeHHLIX KaHAMOB

[ [riznizur «a astr wr x s sz ura [ s wra x5 aaszura s st ura x 7 assz e x

+ KaHasibHasi ckopocmb repedaqu — hUKCcMpoBaHHasA CKOPOCTb 6eCcnpoBOAHON Nepeaayn AaHHbIX,
onpegensiemas cneundgukaumamu ctaHgaptos IEEE 802.11b/g/n;

* MakcumasibHasi CKopocmsb rnepedayu - MakCMMasibHasa AonycTumasl CKopocTb 6ecnpoBOAHON Nepeayn
[aHHbIX, onpegensemas cneumdukauusamm ctaHgaptos IEEE 802.11b/g/n;

+ OxudaHue ACK — TalimayT oxugaHusi NoATBEPXAEHUS nakeTa. Mpu 601bLUNX paccTosHusX (6onee 2,5
KM) napameTp cneayeT yBennunTb, nogobpas onTMMasibHOe 3HaYEHWE,;

* Pexxum pabomsl — pexum paboTbl yCTPOICTBA:

« Mapwpymuzamop — mexagy LAN- 1 WAN-uHTepgpeiicamm (WAN nHTepcheiicom cTaHoBUTCS
6ecnpoBoaHoii nHTepdeiic Wi-Fi) yctaHaBnueaeTcsi pexxum mapiupyTtusartopa (LAN nsonvposaH
oT WAN);

+ Mocm — ycTaHaB/IMBAETCA PEXMM MOCTa MeXAy 6eCcnpoBOAHbIM U NPOBOAHLIM MHTepdelicamm
yCTpOWCTBA.

* MpuopwuTeT — BbIGOP cnocoba npuoputnsaumm. OnpenenseT nose, Ha OCHOBaHWM KOTOPOro Tpadiuk,
nepeparoLmiica B pagno nHtepderic byaet pacnpeaensatbcs no odepegam WMM:

+ DSCP - 6ypget aHanmsnpoBaTbca npuoputeT u3 nona DSCP 3aronoska IP-nakeTa;

+ 802.1p - 6yaet aHanm3vpoBaTbesi npuopuTeT u3 nonst CoS (Class of Service) TermpoBaHHbIX
MakeToB.

« [Mpomoko/ — onpeaensieT pexum padboTbl MHTEpPJIECa, Yepes KOTOPbIA ByaeT OCyLEeCTBAATLCA
NOAKN0YEHME YCTPOICTBA K CETU NpefoCcTaB/IeHns yCyr nposaligepa:

+ Static — pexum paboTbl, Npu KoTopoMm IP-agpec 1 Bce Heobxoanmble napameTpbl Ha WAN-
NHTEepdeinc Ha3HavarTcsa ctatuyecku. Mpu Boibope Tuna «Static» Ans pegakTMpoBaHMsa CTaHyT
[AOCTYNHbI CriegyroLime napameTpsbl:

+ IP-adpec - yctaHoBka IP-agpeca WAN-nHTepdoeiica ycTpoiicTea B ceTv npoBaiigepa;
* Macka — yctaHoBka Macku noacetn WAN-nHTepcpelica ycTpolicTBa B CETU NpoBanaepa;
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* LU03 Mo ymMo/14aHuo — afpec, Ha KOTOpbIi OTNPaBASEeTCA NakeT, ecnv ANs Hero He HaliaeH
MapLUpyT B Tabnuue mapLupytmsauum;

* DHCP - pexum paboThbl, npn KotopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, W3 no
YMOJIYaHWNIO 1 Apyrie napameTpbl, Heobxoanmble Ansa paboTtsbl B ceTu, 6yayT nony4veHsl ot DHCP-
cepsepa aBToMaTtu4yecku. [lo Tex nop, noka agpec no DHCP He nony4eH, A4OCTyn K yCTPOWCTBY
6yneT no agpecy ns nong IP-agpec.

« AnlbmepHamusHbil Vendor ID (onyusi 60) — npu ycTaHOBIEHHOM chfiare YCTPONCTBO
nepenaét B8 DHCP-coo6ueHusix B onuum 60 (Vendor class ID) 3HaueHne n3 nonst Vendor ID
(onyus 60). Mpwn nycToMm none onums 60 B coobuleHnax npotokona DHCP He nepepaéTtcs.
Ecnu conar AnstepHatuBHblii Vendor ID (onuus 60) He ycTaHoBneH, B onummn 60 nepegaetcs
3Ha4YeHne No yMo4aHuto, KOTOpoe MMeeT creayoLWwunii opmar:
[VENDOR:npoussogutens][DEVICE:Tun ycTpoiicTBal[HW:annapatHas Bepcus] [SN:cepuiiHbiii
Homep][WAN:MAC-aapec uHtepdeiica WAN][LAN:MAC-agpec nHtepdeiica LAN]
[VERSION:Bepcus nporpaMmmHoro o6ecnevyeHus
Mpumep:

[VENDOR:Eltex][DEVICE:WB-2P-LR2][HW:1.2][SN:WP29000038] [WAN:E0:D9:E3:75:55:60]
[LAN:E0:D9:E3:75:55:60][VERSION:2.0.0.161]

+ PPPoE (0ocmyrHo 8 pexume mMapwpymuzamopa) — pexum pabomsi, npu komopom Ha WAN-
uHmepelice nooHumaemcsi PPP-ceccusi. lpu s8blbope «PPPOE» 0151 pedakmuposaHusi cmaHym
docmyriHbl cnedyrowjue napamempsi:

* Vms nosib3osamesis — MA NoJib3oBatens oaa astopusauum Ha PPP-cepeepe;

* aposs — naponb ona astopmsauun Ha PPP-cepeepe;

* Pasvep MTU - makcumasbHbI pa3Mep nakeTa, KOTopblii MOXeT ObITb NnepegaH yepes PPP-
ceccuto 6e3 oparmeHTaumu;

* WMs cepsuca — vMs cepBuca nposaiigepa. 3HadeHue Tera Service-Name B coo6LyeHmm
PADI gnst uhuumanmsaumm PPPoE-coeanHeHus (Mcnosb3oBaHWe AaHHON onuum He
ABNAETCA 06sA3arefibHbIM, 3TOT MapamMeTp HacTpamBaeTCsA TO/IbKO MO TPpeboBaHWUIo
nposaiigepa);

* BmopuyHbil docmyn — onpegensiet cnocob yctaHoBku IP-agpeca Ha uHtepcdpeiice ans
AOCTyna K yCTpOcTBy, ecnn He ncnonb3yetcsa VLAN ynpaBnieHus.

* DHCP - pexum paboTbl, npu KoTopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa,
LU/TKO3 MO YMOJMYaHUIO 1 ApYyrve napameTpsbl, Heobxoaumble AnsA paboTel B ceTy, ByayT
nony4yeHsl or DHCP-cepBepa aBTOMaTN4eCKY,;

+ Static — pexum paboTbl, Npu KoTopoMm IP-agpec n Bce Heobxoanmble NnapamMeTpbl Ha
WAN-uHTepdeiic HazHavaroTcsa ctatuyecku. MNpu Boibope Tuna «Static» gns
pefakTMpoBaHUA CTaHyT AOCTYMHbI C/eAytoLlme napaMmeTpsbl:

* BrHewHul IP-adpec — ycTtaHoBKa IP-agpeca WAN-uHTepdeiica ycTpolicTBa B
ceTu npoBalrigepa;
* Macka noocemu — yctaHoBka macku nogcetn WAN-uHTepdeiica ycTpoicTea B
ceTu npoBalrigepa;
* LUt03 Mo ymMo/14aHuo — afpec, Ha KOTopbIil OTNpaBAseTcs nakeT, ecnv Ans
Hero He HalifileH MapLpyT B Tabnvue mapLlipyTmsaumm;
*+ lNepsu4yHbll DNS, BmopuuHbili DNS - IP-agpeca DNS-cepBepoB;
« OMK/II04UMb MPaHC/Iyuo adpecos omnpasumerist (00CMYnHO 8 PeXUME Mapwpymuzamopa) — onuus
NO3BOJISIET OTK/OUNTb TPAHC/ALUMIO aapecoB oTnpaBuTeneit (masquerade);
+ OzpaHuyeHue WupoKoseuwjame/ibHo20 mpacghuka (nakemos/cek) — ycTaHaBNMBAET OrPaHNYEHNE Ha
nepegavy LWMpOKoBeLLaTeNbHOro Tpadgmka Bo BHeLWHoW ceTb Wi-Fi;
* Lednep — orpaHnyeHne ckopocTu B HanpasneHmax Downlink n Uplink. MakcumanbHoe orpaHuyeHve
200 Méwurt/c.
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VLAN Trunk B pexume mocTta

* Pexum VLAN trunk — npu ycTaHOB/IEHHOM chiare akTMBUPYeTCSA TPaHKOBbLIA NOPT. YCTPOWCTBO ByaeT
npo3payvHo nepefasatb Bce VLAN, KoTopble Nony4YeHbl 0T 6a30BON CTaHLMKU, HA NPOBOAHbLIX KNIMEHTOB U
B 06paTHOM Hanpas/sieHun. Mpu 3TOM NPOXOXAEHME HETETMPOBAHHOIO TpadurKa 3aBMCUT OT oMLK
"Mpo3payHbIin pexmm";
* Ucnonb3osamb Management VLAN — npu ycTaHOB/IEHHOM dofiare BK/IHOYAETCA [OCTYN K
ycTpoiicTty Yepe3 VLAN ynpasneHus:

Pesiun VLAN trunk o
Wcnone3oeats Management VLAN &
Management VLAN 1D

Management 802 1P 0 v

+ Management VLAN ID — naeHtudukarop VLAN, ncnonb3lyemblit ans goctyna K yCTpoCTBY;

+ Management 802.7P — npu3Hak 802.1P (apyroe Ha3BaHue CoS — Class of Service),
yCTaHaBNMBAEMbIN Ha NAKETbI, UCXOAALLME C AAaHHOTO UHTepdenca. MpuHUMaeT 3HaveHus
oT 0 (HM3Wwwit npropuTeT) A0 7 (HaMBbICLUWIA NPUOPUTET).

© nMpwu BrnoueHnn cpnara «McnonbsoBaTb Management VLAN» 1 HenpaBubLHO HacTpolike
Management VLAN Bo3MO)XHa noTteps goctyna K ycTtpouctsy. Mpu nogkntoveHun yepes
Ethernet y cTpoiicTBo GyaeTt agocTynHo no agpecy 192.0.3.1.

* Ucnonb3osamsb General VLAN — npu yctaHoBneHHom donare ¢ ogHoro VLAN, ykazaHHOro B nosne
General VLAN ID 6ypeT cHuMaTbea meTka v Tpadmk atoro VLAN npoiiget Ha kveHTa 6e3 Tera.
Mpu npoxoxaeHny Tpaduka B 0 6paTHY0 CTOPOHY Ha HETErMpoBaHHbIN Tpadumk byaert
HaBelumBaTbcs meTka General VLAN ID;

Wcnonb3osate General VLAN [
General VLANM |1D
General 802.1F 0 ~

MNpo3paqHBIi peEsmM

« General VLAN ID — naeHTudmkatop VLAN;

+ General 802.1P — npusHak 802.1P (apyroe HazBaHue CoS — Class of Service), ycTaHaB1mBaeMmblii
Ha NakeTbl, UCXoAsLWMe C AaHHOro MHTepdeiica. MpuHUMaeT 3HaueHust ot 0 (HM3LWwii npropuTeT) Ao 7
(HamBbICLIMIA NprOpUTET).

* [po3payHbIl pexxum — Npu yc TaHOBIEHHOM (hiiare YCTPOMCTBO ByAeT NponycKaTb HETErMpOBaHHbIiM
Tpadmk B pexxume VLAN trunk.
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VLAN Trunk B pexvnme mapLupyTtusaropa

+ Pexum VLAN Trunk — npy ycTaHOB/NIEHHOM (piare akTMBMPYETCA TPaHKOBbIM NOPT 47151 BO3MOXHOCTU
ncnonb3osaHma Management VLAN u Internet VLAN:

Pexum VLAN Trunk
WMenonbaosate Management VLAN
Management VLAN ID 5
Management 802.1P 0 :I
Management npoTokon Static :I
Management IP-agpec 192.168.15.200
Management Macka 255.255.255.0

Management wn0o3 No yMoONYaHWo 192.168.15.1

* Vcnonb3osams Management VLAN — npu ycTaHOB/IEHHOM chriare BKNHYaeTcs A0CTYN K YCTPOMCTBY
yepes VLAN ynpaBneHus :
+ Management VLAN ID — naentudpumkatop VLAN, nucnonb3ayemslii Ans AocTyna K yCTPONCTBY;
+ Management 802.1P — npu3Hak 802.1P (apyroe Ha3BaHue CoS — Class of
Service), ycTaHaBMBaeMblil HA NakKeTbl, UICXOASLIME C AaHHOTo uHTepdelica. MNMpuHUMaeT
3HauyeHus ot 0 (HU3LWKniA NpuopuTeT) A0 7 (HaUBbLICLLNIA NPUOPUTET);
* Management-npomokos1 — onpefensieTr pexmnm paboTbl nHTepderica ynpasneHus:
« DHCP — pexum paboThbl, npn KotopoMm IP-agpec, macka noacetu, agpec DNS-cepsepa, w3
Nno YMO/IHaHWo 1 Apyrve napameTpbl, Heobxoamble ANns paboTbl B CETUH, OyAyT NOSyYeHb!
ot DHCP-cepBepa aBTOMaTU4eCKM!.
+ Static — pexum paboTbl, Npu KoTopoMm IP-agpec 1 Bce HeoOXoAnMblE NapamMeTpbl Ha
NMHTepec HasHavaroTca cTaTuyeckn. INpu Bolbope Tuna «Static» Ana peaakTnpoBaHus
CTaHyT AOCTYMHbI CneyroLme napameTpbl:
+ Management IP-adpec — ycTaHoBKa |IP-agpeca nHtepdeiica ycTpoiicTea B ceTu
yrnpasneHus;
+ Management macka noocemu — ycTaHOBKa Macku NoACeTH MHTepdieica ycTpoicTea
B CETU ynpas/ieHus;
+ Management w103 110 yMo/14aHuro — afipec, Ha KOTOpbIiA OTMPaBIsSEeTCA NakeT, ecrin
[ANS1 Hero He HalgeH MapLupyT B Tabnuue mapLupyTnsaumy;

Pexim VLAN Trunk

Wcnoneaosate Management VLAN

<]

Wcnoneaosate MHTepreT VLAN
WMutepHet VLAN ID &
WHTepreT 802.1P 0 -
WHTepHeT-npoTokon Static -
WHTepHeT IP-agpec 182.168.12.200
WHTepHeT-Macka 255.255.255.0

MHTEpHET- W3 N0 YMONYaHWIO 182.168.12.1
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* Ucrnonb3osams Internet VLAN — npun yctaHOB/IEHHOM hriare BkovaeTca nogaepxka VLAN , ana
nepegayv nosib3oBaTe/IbCKOro Tpaguka.

* Internet VLAN ID - ngeHTtndpmkatop VLAN;

* Internet 802.1P - npu3Hak 802.1P (gpyroe Ha3BaHue CoS — Class of Service),
yCTaHaB/IMBaeMbIli Ha NakeTbl, UCXOAsALLME C JaHHOTO MHTepdeiica. MpuHumaeT 3HaveHus ot 0
(HM3Wwwii npropwuTeT) Ao 7 (HamBbICLUNIA NPUOPUTET).

* Internet npomokos — BbIGOP pexrmMa paboTbl MHTEpdelica yCTPOCTBa, UCNO/Mb3YeMoro A5
nepegayn nonb3oBaTesibCkoro Tpadinka B otgenbHom VLAN:

* DHCP - pexum paboThbl, npn KotopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, wnio3
No YMONYaHWIO 1 Apyrve napameTpbl, Heo6XxoanMble Ans paboTbl B CETU, ByayT NOMyYeHb!
oT DHCP-cepBepa aBTOMaTU4yeCKM.

+ Static — pexum paboTbl, Npu KoTopoMm IP-agpec 1 Bce Heobxoanmble napameTpbl Ha WAN-
nHTepdenc HaszHavarTcs ctatmyecku. Mpu Boibope Tuna «Static» Ana pefakTMpoBaHus
CTaHyT AOCTYNHbI CriegytoLme napameTpsbil:

* Internet IP-adpec — yctaHoBka IP-agpeca WAN-uHTepdieiica ycTpoincTea B CETU
nposangepa;

* Internet macka noocemu — yctaHoBka Mackn nogcetn WAN-nHTepcpeiica yctpoiicTea
B CETU NpoBangepa;

* Internet w103 110 yMos4aHUK — afpec, Ha KOTOPbI OTNPaBNSAETCs NakeT, ecnu Ans
Hero He HaliileH MapLwpyT B Tabnvue mapLipyTm3aumm.

Ecnu B kauecTBe Internet npotokona Bbi6paH PPPOE, TO NOSIBNISIETCA BO3MOXHOCTb 3a/aTb HACTPOKM
BTOPMYHOrO AocTyna:

Pexim VLAN Trunk

KMcnonbaosate Management VLAN

(<]

WMcnonbaosarte Internet VLAN
Internet VLAN 1D =
Internet 802.1P | 0 9
Internet npoTokon PPPOE :I
Wms nonssosatens | admin
Mapons | ssessses

MTU 1492 s

<

Service-Name
BropwuHbit poctyn Static :I
BrewHwuit IP-agpec 192.168.12.200
Macka | 255.255.255.0
Wnw3 no yMon4YaHuo 192.168.12.1

DNS-cepeep

* BmopuyHbIl docmyn — onpegensiet cnocob yctaHoBKu IP-afpeca Ha uHTepdpeiice ansa gocryna K
yCTpOMcTBY, ecnun He ucnosnb3yetcs VLAN ynpasnieHus.
+ DHCP - pexum pab6oTbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa,
LU/TKO3 NO YMOYaHUIO 1 ApYyrve napameTpsbl, Heobxoaumble AnsA paboTel B ceTw, ByayT
nonyyeHol oT DHCP-cepBepa aBTOMaTU4YECKN.
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+ Static — pexum paboTbl, Npn KoTopoMm IP-agpec n Bce Heobxoanmble napameTpbl Ha WAN-
NHTepdeic HazHavarTcs ctatuyecku. Mpu Boibope Tuna «Static» Ans pegakTMpoBaHus
CTaHyT AOCTYMHbI Cneayrowme napameTpbl:

* BHewHul IP-adpec - yctaHoBKa IP-agpeca WAN-nHTepdelica ycTpoiicTBa B CETK
nposangepa;

* Macka noocemu — yctaHoBka mackun nogcetn WAN-uHTepdoeiica ycTpoiictea B cetu
nposangepa;

* LUl /1103 N0 yMonYaHUuK — afpec, Ha KOTOPbIM OTNPAaBASAETCA NAKEeT, eCNN AN1S HETO He
HaaeH MapwpyT B Tabnvue mapLipyTmsaumy;

« DNS-cepsep — agpec cepBepa AOMEHHbIX MMEH (MCNoMb3yoTca Ana onpeaenexus IP-
ajpeca ycTpoiicTea no ero JOMeHHOMY UMEHN).

VLAN - BupTyasnibHas fiokasibHas cetb. [MpeactaBnsaeT cobol rpynny XoCToB, 06beAUHEHHbIX B OfHY CETb,
He3aBMCUMO OT UX (PM3NYECKOro MECTOHaXOXAEHUS. YCTPONCTBA, CrpyNnMpoBaHHbIE B O4HY BUPTYa/lbHYHO
ceTb VLAN, nmetroT oguHakoBbli ngeHtudpmkatop VLAN-ID.

Pexxum yctpoiictBa BecnpoBogHoii mocT

MoHMUTOpHHT m Cucrema
m HacTponka MAC-anpecos CeTesol 3KpaH Mapwpy TW3auns SNMP

OBwwne HacTponKK

WMz xocTa

BHewHnas ceTb

PexuM yCTPORCTER BecnpoBOaHOR MOCT -
HacTpoiKki NogKnoYeHns
MpropuTeT OSCP -
TNpoTokon DHCP -
Pexim VLAN Trunk
AnbTepHaTWBHbA Vendor 1D (onuwa 60)
TMepBrdHbIA DNS

BropuuHbil DNS

Hactpoitka WDS

Pexum GeaonackocTin Off -
Hactpoitka MAC-anpecos

Nure 0
Nurar: 1
Nuke 2
NMurre 3
Nurk 4
Nuke 5
Nurr: 6

Nurk 7

BHellHAA ceTb

* VMIMsi xocma — uM$, Ha3Ha4YeHHOe CeTEBOMY YCTPOWCTBY;
* Pexxum ycmpolicmsa — pexvm NoAKNIYeHUs YCTPOUCTBa;
* MpuopuTeT — BbIGOP cnocoba npuoputnsaumm. OnpegenseT nose, Ha OCHOBaHWM KOTOPOro Tpagiuk,
nepegaroLmiica B pagno nHtepderic byget pacnpegenartbca no oyepegam WMM:
« DSCP - 6ypet aHanusnpoBaTbca npuopuTteT u3 nona DSCP 3aronoska IP-nakeTa;
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+ 802.1p - 6yget aHanm3npoBaTbest npuopuTeT u3 nonst CoS (Class of Service) TermpoBaHHbIX
NnakeToB.

+ lpomokosn — onpedesisiem pexum pabomsl uHmMepghelica, Yepes komopsbili 6ydem ocyuecmeasisimscs
nook/o4deHue yecmpolicmsa K cemu rpedocmassieHusi yc/ye nposalioepa:

+ Static — pexum paboTsl, Npy KoTopoM IP-agpec 1 Bce Heobxoanmble napametpbl Ha WAN-
nHTepdeinc HazHavarTcs ctatmyecku. Mpu Beibope Tuna «Static» Ana pefakTMpoBaHus cTaHyT
[AOCTYNHbI criegyroLime napameTpsbl:

+ IP-adpec - yctaHoBka IP-agpeca WAN-nHTepdoeiica ycTpoiicTea B ceTv npoBaiigepa;

+ Macka — ycTtaHoBka Mackun nogcetn WAN-nHTepdoelica ycTpoiicTBa B ceTu nposaligepa;

* LUt03 Mo ymMo/14aHuo — afpec, Ha KOTOpbIi OTNPaBASEeTCs NakeT, ecnv ANs Hero He HaligeH
MapLUpyT B Tabnuue MapLupyTusaunu;

+ DHCP - pexum paboTbl, npu koTopoM IP-agpec, macka nogcetn, agpec DNS-cepsepa, LWto3 no
YMO/TYaHUIO U Apyrne napameTpsbl, Heobxoaumble o paboTbl B ceTu, 6yayT nonyyeHsl ot DHCP-
cepsepa aBToMaTtu4yecku. [lo Tex nop, noka agpec no DHCP He nony4eH, 4OCTyn K yCTPOWCTBY
6yneT no agpecy ns nong IP-agpec.

+ AnlbmepHamusHsil Vendor ID (onyusi 60) = npu ycTaHOBNEHHOM dpniare yCTPONCTBO
nepenaét B8 DHCP-coo6ueHusix B onumm 60 (Vendor class ID) 3HaueHne n3 nons Vendor ID
(onyus 60). Mpu nyctom none onuus 60 B coobLyeHmnsix npotokosia DHCP He nepepaércsi.
Ecnu conar AnstepHatuBHblii Vendor ID (onuus 60) He ycTaHoBneH, B onummn 60 nepeaaetcs
3Ha4YeHne No yMo4aHuto, KOTOpoe MMeeT creayoLWwunii opmar:
[VENDOR:npoussogutens][DEVICE:Tun ycTpoiicTBal[HW:annapatHas Bepcus] [SN:cepuiiHbiii
Homep][WAN:MAC-aapec uHtepdeiica WAN][LAN:MAC-agpec nHtepdeiica LAN]
[VERSION:Bepcus nporpaMmmHoro o6ecnevyeHus
Mpumep:

[VENDOR:EIltex][DEVICE:WB-2P-LR5][HW:1.2][SN:WP29000038] [WAN:E0:D9:E3:75:55:60]
[LAN:E0:D9:E3:75:55:60][VERSION:2.0.0.161]
+ lNepsuyHblli DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepoB.

* Pexxum VLAN trunk — npu ycmaHoB/1eHHOM (h/1a2e akmusupyemcsi mpaHKoBbIl Mopm ¢ BO3MOXXHOCMbHO
ucrionib3osaHus Management VLAN:
* Ucnonb3osamb Management VLAN — npu ycTaHOB/IEHHOM dofiare BK/Il0YAETCA [OCTYN K
yctpoiicTty Yepes VLAN ynpasneHus:

+ Management VLAN ID — naeHtudpmkarop VLAN, ncnonb3yemslii Ans focTtyna K ycTporCTBY,

« Management 802.7P - npusHak 802.1P (gpyroe Ha3BaHue CoS — Class of Service),
yCTaHaB/IMBaeMbIli Ha NakeTbl, UCXOAsALME C JaHHOTO MHTepdelica. MNprHuMaeT 3HavYeHus
oT 0 (HM3Wwwit npropuTeT) A0 7 (HaMBbICLUWIA NPUOPUTET).

Pexum VLAN Trunk
Wcnonsasosate Management VLAN
Management VLAN ID o

Management 802.1P 0 "

Hacmpotiika WDS

* Pexxum 6e3ornacHocmu — Bbl6op pexrma 6e3onacHoCT 6ecnpoBogHOro Mocra:
+ Off — oTKIYeHo WwndpoBaHne 6eCnpoBOAHON CETU, HA3KMIA YPOBEHb 6E30MACHOCTY;
+ WPA2 — ayteHTudpnkauua WPA2. inuHa kntova coctaenset ot 8 Ao 11 cumeonos. Pa3peluaeTcs
CMNO/b30BaTh TOMLKO CUMBOSLL: a-Z, A-Z, 0-9, ~!@#S%*&*()_-+=;:|/?.,<>"" unu npoGen.
* JluHk X (20e X=0.. 7 - HoMep /IUHKa) — BK/IKOYEHUNE JIMHKOB 6GECNpPOBOAHOI0 MOCTa. B COOTBETCTBYHOLLEM
none Heobxoanmo Bnucatb MAC-agpec BCTPEYHOro yCTpOCTBa, A0 KOTOPOro HacTpamBaeTcs
6ecnpoBoAHO MOCT.
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5.2.2 MoameHto «PagnonHTepdelic»

© nMoameHio «<PaguonHTeppeiic» 4OCTYNHO TONbLKO B pexume «BecnpoBogHoOli MOCT».

B nogmeHto «PagnovHTepdeiic» oCyLLeCcTBAAITCA HACTPONKM pajnonHTepdeica onsa opraHusanmm
6ecrnpoBogHOro mMocra.

ba3osble HacmpoUku:

MoHWUTOPUHT m Cucrema
WMHTEpHET HacTpoika MAC-agpecos CeTeBOR aKkpaH MapLupyTHIaLUmua SNIMP

Wi-Fi2.4TTuy

BasoBble HaCTpDFH{H JononHUTENbHbIE HaC_pDHKH

Pexum §02.11 802.11bgn A\l Q Ckanuposats agmp

Kanan 1 (2412 MI'y) v
IMpuHa kaHana 20 My v

MOLHOCTE cHrHana (obm) 26
KaHankHan cKOpoCTL Nepegaqu Auto v
MaKcuMansHas CKOpPOCTL NEPEnaqM Auto v

TaiMayT OXWOAHUA ACK, MKC | 64

+ CkaHUposamb 3¢hup — MO HAKATUIO KHOMKM HAYHETCH CKaHMpOBaHne paanoadupa B 3a4aHHOM
AvanasoHe. [locne ckaHMpoBaHUA NOSABUTCH CNUCOK HaAEeHHbIX Tovek gocTyna. Cnncok 6yaeT cCoCcToATb
13 cemn cton6bLoB.: SSID Toukn gocTtyna, pexum 6e3onacHocTn, MAC-agpec Toukn focTtyna, kaHarn,
LUMpPUHa KaHau1a, 4acToTa, YpOBEHb CUTHasIA.

* Pexum — pexum paboTbl pagnonHTepderica cornacHo ctaHgapram:

+ 802.11bg — paHHbIN CTaHA4APT NpeaycMaTpBaeT MakCMMasibHY CKOPOCTb 54 MOuUT/c;
+ 802 .11bgn — gaHHbIV CTaHAAPT NpegycMarpuBaeT MakcumanbHyo ckopoctb 300 MéuT/c.

* Kanas — BbIGOp KaHana nepefayv faHHbIX;

* upuHa kaHas1ia — LUMpUHa NosI0Chkl YacToT KaHausla, Ha KOTOpoM paboTaeT paguonHTepdeiic
YCTPOWCTBA, NpHMMaeT 3HaveHus 5, 10, 20 n 40 MI'y, B 3aBMCMMOCTHM OT BbIGPaHHOIo pexrma paboTbl
pagnonHTepdelica;

+ @uKcupoBaHHasi UeHmpasibHasi yacmoma - npu akTmeauun dpriara Becb Tpadmk (nakeTbl JaHHbIX 1
ynpasneHus) 6yaeT nepefaBaTbCs HA YKa3aHHOW LEHTPasIbHO YacToTe KaHasa ¢ 3a4aHHOW LMPUHOWA
nonocsl (40 MIL). PyHKUMS SBNSIETCA NPONpUeTapHOiA, nepeadya BegeTcs He no ctaHaaptam IEEE
802.11, rae npegnonaraeTca UCNOMb30BaHNE Pa3HbIX LEHTPaUTIbHbIX YACTOT A1 Tpadmka AaHHbIX U1
ynpasneHus npu wupuHe kadana 40 My,

* MowHocmb cueHasa, 0bM — perynmpoeka MOLWHOCTU curHana nepegatymka Wi-Fi B gbwm;

+ KaHa/ibHasi CKopocmb repedaqu — OUKCUpOBaHHasi CKOPOCTb 6eCnpoBOAHON Nepegayn AaHHbIX,
onpegensemas cneundukaumamu ctaHgaptos IEEE 802.11b/g/n;
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* MakcumasibHasi ckopocma repedayu - MakCuMasibHas AonycTuMas CKOpOCTb 6ecnpoBOAHON nepesayn
[aHHbIX, onpegensemas cneumdvkauusamm ctaHgaptos IEEE 802.11b/g/n.

ZonosiHume/ibHble HaCITlQOHKU;

MOHWUTOPUHT m Cucrema
MHTEpHET HacTpoitka MAC-anpecos CeTesol 3kpaH MapLupyTusauma SNMP

Wi-Fi2.4T1Tuy
Ga30Bble HACTPOIMKM | [JONONHUTENEHBIE HACTPORKM
Mopor parMeHTauun | 2346 (256-2346)
Mopor RTS 2347 (0-2347)
Mepuon OTNPaBKH CNyKeGHLIX cooBlieHuid, Mmc | 100 (20-1024)

Arperaums |«
KOpPOTKMI 33LUWTHBIA MHTepBan ¥
STBC

Coexistence 20/40 My

+ [Mopoz chpacmeHmayuu — Nopor oparmeHTaumm dperima, B 6aiitax. NMpuHUMaeT 3HaveHns 256-2346, no
yMosiyaHmo — 2346;

« lMopoe RTS — uncno 6aiiT, yepes KoTopoe NnocbifaeTcs 3anpoc Ha nepegadvy (Request to Send).
YMeHbLUEeHUe AaHHOro 3Ha4YeHNss MOXET yNy4ylinTb paboTy TOUKM AOcTyna npu 60/1bLIOM KoNnyecTse
NOAK/MOYEHHbIX K/TMEHTOB, OAHAKO 3TO YMEHbLUAET 06LLYI0 NPOMYCKHYI CMNOCOBHOCTbL 6eCrnpoBOAHOM
cetn. NMprHumMaet 3HaveHuns 0-2347, no ymonyaHuio — 2347,

* [Mepuod omnpasku c/1yxebHbIx coObWeHUl — Nepuos NOCbISIKU MassiKoBbIX PpeinMoB. Ppeimbl
nepegaroTca A1 06HapyXeHUs TOUKM focTyna B admpe, npuHuMaeT 3HadeHmnsa 20-2000 mc, no
ymonyaHuto - 100 mc;

+ Agpezayus — BknwoyeHue nogaepxku AMPDU/AMSDU,

* Kopomkul 3awumHbIl uHmMepsas — NoLLePXKKa YKOPOUEHHOrO 3alLMTHOro nHTepsana. MNpu nepegave
[laHHbIX ncnonb3yetcs 400 He 3awuTHbI nHTepBan (BMecTo 800 Hc);

+ STBC - meTo4 NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAUPOBAHUSA, HANpPaB/IEHHbI HA MOBbILLEHNE
HaeXHOCTM nepesayn AaHHbiX. MNpu ycTaHOB/IEHHOM dhyiare yCTPOMCTBO nepefaet O4UH NOTOK AaHHbIX
yepes HeCKO/IbKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, yCTPONCTBO He nepefaeT O4WH U TOT Xe NOTOK
[laHHbIX Yepe3 HECKO/IbKO aHTEHH;

+ Coexistence 20/40 MI'y, — peXum aBTOMaTN4eCKOM CMEHbI LUMPUHBI KaHana rnpu 3arpy>KeHHoMm

pagnoadmpe.

© [nsa pa6oTbl 6eCNPOBOAHOIO MOCTa HEO6X0AMMO, UTOGLI HACTPOIKM paguonHTepdeiica 6b1Im
MAEHTUYHbI Ha BCEX YCTPOMCTBAaX.
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5.2.3 MoameHto «JIokasnibHas CETb»

© nMoameHIo «JloKaNIbHasA CeTb» AOCTYMHO TONBLKO B pexumMe «MaplupyTusaTop».

B nogmeHto «JlokasibHasi CeTb» BbINOHAKTCA HACTPOKN nokanbHoi cetn, DHCP-cepBepa, ycTaHaBnusearoTcs
cTatmyeckue NpuBA3KN apecos.

YCTpOWCTBO MMeeT BO3MOXHOCTb aBToOMaTn4eckn HasHavatb IP-agpeca n Heobxogumble 418 BbiIXxoga B
WHTepHeT napameTpbl KOMMNblOTEepaMm, nogxntoyeHHbIM K LAN-nHTepdelicy, nocpecTBom NpoTokonia
AMHamMmuyeckoro koHdpurypmposanusi (DHCP — Dynamic Host Configuration Protocol). Ero ncnonb3oaHue
No3BO/SET n3bexarb pyyHOl HacTpoikn npotokona TCP/IP.

MoHUTOPUHI m IP-teneengeHne Cuctema

WHrepHet Hactpoitka MAC-anpecos  flokaneHbid DNS — NAT 1 npo6poc nopToe  CeTeBod okpaH — MapwpyTusauns  JuHamuyeckuid DNS — SNMP

JlokanbHas ceTb

IP-appec 192.168.1.1

Macka 255.255.255.0

Hactpoitku DHCP-cepeepa
BkniounTe
HauanbHsiit IP-agpec 192.168.1.2
KonuuecTeo aapecos 250 =

Cpok apeHapl (B MUHYTax) 720 o

CraTuyeckune NpUBA3KK agpecos

Hma MAC-appec IP-appec

JlokasibHas cems:

* IP-adpec — IP-agpec ycTpoiicTBa B /IOKa/IbHON CETY;
* Macka — macka NnofceTu B NIOKa/IbHOl CeTu.

Hacmpoliku DHCP-cepsepa:

* BK/104eH — nNpun yCcTaHOB/IEHHOM (hnare BK/IUNUTb NoKasbHbIi DHCP-cepBep, MHa4Ye — He BK/KO4YaTh;

* HayasbHsbll IP-adpec — HavasbHbIn agpec nyna IP-agpecos;

* Kosiudyecmso adpecos — KONIMYeCTBO aZjpecos B NyJie;

+ CpoK apeHobl (B MUHymax) — ycTaHOBKa MakCUMaslbHOro BPEMEHM MCMOb30BaHUSI NOAKMOUYEHHbBIM
ycTpoiicTBoM IP-agpeca, HasHaueHHoro DHCP-cepBepoM, B MUHYyTax.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I7pumeHumb». ﬂ'ﬂﬂ OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHanr.

© nMpwu nonbITKe M3MEHUTL HauanbHbIN agpec nyna DHCP Ha aapec us gpyroii nogceTu no
OTHOLIEHUIO K noaceTu nHtepcpeiica LAN — npoucxogut aBTomaTuueckasl yctaHoOBKa nyna B
COOTBETCTBUYU C 3afjaHHOI JIOKa/IbHOW NOACETHIO.
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Cmamuyeckue rpussi3ku adpecos
[nsa no6aBneHns HOBO CTaTUYECKON NPUBSI3KN HAXXMUTE KHOMKY «Jo6asumb» 1 3anonHWTE cneaytoLye noss:

* ViMs1 — Ha3BaHWe NpUBA3KY,
+ MAC-adpec - yctaHoBka ctatnyeckoro MAC-agpeca. 3agaetca B hopmare XX: XX XX XX XX:XX;
+ IP-adpec — ycTtaHoBKa ctatuyeckoro IP-agpeca ansa ykasaHHoro MAC-agpeca.

KoHurypmpoBaHue ctaTnyeckmx npuBs3ok nonesHo, ecniv Bam Heo6xoanmo, YTobbl onpeaeneHHoMy
KoMMbloTepy, NogktoueHHoMy K LAN-MHTepdeiicy ycTpoiicTBa, Bcerga HasHavasics onpeaeneHHslii IP-agpec.

HaxxmuTte KHONKy «[MpumeHums» onsa BHeceHns IP-agpeca B cnucok ctatnyeckux IP-agpecos ans DHCP-
cepsepa. N1 0OTMEHbI U3MEHEHWI HAXXMUTE KHOMKY «OmmeHa.

[ns ypaneHusa agpeca 13 cnucka Heo6xoaumo yCTaHOBUTL dosiar HanpoTUB COOTBETCTBYHOLLEN 3anucu 1
HaxXkaTb Ha KHOMKY «Y0a/iumb».

5.2.4 MoameHto «HacTtpoiika MAC-agpecoB»

B nogmeHto «<HacTtpoiika MAC-agpecos» MOXHO nsmeHnts MAC-agpec WAN-uHTepdelica ycTpoiicTaa.

MoHuTOpUHT m Cuctema
WHtepHeT [EEEROLITERIINGETREEM CeTesol skpaH MapwpyTnsauns  SNMP

BecnpoBoaHo Npo3payHbliA MOCT

Brniounte

Hactpoiika MAC-agpeca WAN

MNepeonpenennte MAC

MAC

+ [pUMEHUTE *x OTMeHa

becriposodHol npo3payHbIt Mocm

© JAnsa pexuma pa6oTil Wi-Fi knueHTa «MocT» fOCTYNHA HAcTpolika «BecnpoBoAHOl NPo3payHBbIii
MOCT».

Mpwn BKAOYEHUN PYHKUMN «BecnpoBoaHONM nNpo3payHblii MocT» WB-2P-LR2 He 6yaeT NOAMEHATb KITMEHTCKME
MAC-aagpeca n3s LAN-cetn Ha cBoin MAC-agpec. OrpaHnyeHune — 15 MAC-agpecoB 6e3 NnogmMeHsbl, Npu
npesblLeHNN orpaHnyeHuns knmeHTckne MAC-agpeca 6yayT nogmeHsaTbCA. Ha 6a30B0i cTaHUMK B pasgene
NOAKNHYEHHbIX KIMEHTOB, Kpome MAC-agpeca aboHEHTCKOWN CTaHUuMK, 6yayT oTo6paxeHsl MAC-agpeca
KNWEHTCKUX ycTpoincte ns LAN-ceTu.

Hacmpoiika MAC-adpeca WAN
+ lNepeonpedesiumb MAC — npu ycTaHoBAeHHOM donare ncnonbsyetcss MAC-agpec us nons MAC.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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5.2.5 MoameHto «JlokanbHbIii DNS»

© nMopameHIo «JloKanbHbIi DNS» OCTYNHO TONLKO B pexume «MaplupyTusarop».

B nogmeHto «JlokanbHbii DNS» nponssogutcs KoHdurypmpoBaHue nokasibHoro DNS-cepBepa ycTpolicTea
nytem fob6asneHuns B 6asy nap IP-agpec — foMeHHoe NMS.

NokanbHbili DNS no3sonseT nonyuuts IP-agpec ycTpoiicTBa No ero JOMEHHOMY MMEHU (XOCTY) B c/lyyae
otcyTcTBUs cepBepa DNS B cermeHTe ceTu. Npy 3TOM HEO6X0AMMO 3HaTb YCTaHOB/IEHHbIE COOTBETCTBUSA
mMexay MMeHamu y31oB (XocToB) 1 ux IP-agpecamu.

MoHuTOpUHI m IP-teneBupgeHne Cucrtema

WHTepHeT  JlokanbHas ceTe  Hactpoiika MAC-anpecos [INTEUPLIESNEE NAT u npobpoc noptoB  CeTeBoil 3kpaH MapwpyTusauns IuHamnyecknit DNS ~ SNMP

MmeHa yanos

IloMeHHOE UMA IP-anpec

Hacmpolika y3108

Onsi no6aBneHns agpeca B CNMCOK HEOBXOAMMO HaXaTb KHOMKY «Jo6asumsb» N B OkHe «Co3damsb
coomsemcmaue» 3anoHUTbL cneayoLwue nons:

MoHWTOpPHHF m IP-teneBnaeHne  Cuctema

WHtepHer  [okaneHas ceTe Hactpoitka MAC-anpecos [ELSTENEEEIERNER NAT u npofpoc noptoe  CeTeBoit skpaH MapwpyTusauns OuHammnyeckuit DNS  SNMP

COS,EI'ETI: COOTBETCTBKNE

IloMeHHoe uMa

|P-anpec

+ MpuMeHUTE x OTMeHa

* [lomeHHoe umsa — M1 y3na,
+ IP-adpec - IP-agpec y3na.

Haxmure KHOMKY «/7pUMeHUfTIb» Ana co3gaHnAa COOTBETCTBUA IP—a,qpec — AOMeHHoe um4. 1A OTMEHbI
N3MEHEHWIA HaXMUTE KHOMKY «OmmeHan. ana yaasieHnsa 3anncum n3 Crnncka H606X0,CI,I/IMO YCTaHOBUTb q:)nar
HarnpoTtme COOTBeTCTByIOU.LeVI 3arnncn n Haxkatb Ha KHOIMKY «Yoanumsp».
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5.2.6 MoameHto «NAT n npo6poc NopToB»

© nNoameHio «NAT 1 Npo6pOC NOPTOB» AOCTYNHO TOMLKO B peXxume «MapLipyTnsaTop».

B nogmeHto «<NAT 1 npo6poc NopToB» BbINOSIHSAETCA HACTpolika npo6poca noptos (ports forwarding) n3 WAN-
nHtepdgerica B LAN-uHtepdelic.

NAT - (Network Address Translation) pexvm TpaHC/IsILMM CeTEBbLIX aApPeCcoB — NO3BO/ISIET NPe06pPa3oBbIBATbL
IP-agpeca u ceteBble nopThbl IP-nakeToB. Mpobpoc ceTeBbIx NOPTOB Heobxoaum, korga TCP/UDP-coeanHeHwve ¢
nokasibHbIM (noaxoueHHbIM K LAN-MHTepcheiicy) KOMMNbIOTEPOM YCTaHaBNMBAETCS U3 BHELLHel ceTu. [laHHoe
MEHIO HacCTpoek No3BO/ISET 3a4aTb NPaBuna, paspeLlaoLLme NpoxoxaeHne NakeToB 13 BHELLHEeR ceTn Ha
yKasaHHbIli agpec B /I0KasIbHOM CETH, TEM CaMbIM Aerias BO3MOXHbIM YCTaHOB/IEHWE coefuHeHus. [pobpoc
MOPTOB N1aBHbIM 06pa30M HeobxoAuM NMpK KCMob3oBaHum torrent- n p2p-cepBncoB. [Ns 3TOro B HACTPOMKax
torrent- nn p2p-kNMeHTa Hy>XHO NOCMOTPETL Mcnonb3yemble um TCP/UDP-nopTel 1 3apatb 4N aTnx nopTos
COOTBETCTBYHOLLME NpaBuna npobpoca Ha IP-agpec Ballero komnbioTepa.

MoHMTOPUHI m IP-TeneevoeHne  CucteMma

WHTepHetr  JlokanbHas cete  Hactpoiika MAC-appecos  JlokanbHblit DNS  [ENENEVIGGIGIHGGGGEN CeTesoit skpad  MapuwpyTusauums

DNuHamuyeckmin DNS SNMP

Hactporku NAT

Paspewnts NAT

+ [IpUMEHWTE % OTMeHa

Mpaewnna NAT

Nms LANIP Moptel LAN MpoTtokon WAN IP Moptel WAN
Rule-1 192.168.1.3 50002 TCP 76.44.23.56 50000
Rule-2 192.168.1.3 50005 UpDP 213.45.66.89 50005

Rule-2 192.168.1.125 65412 TCP/UDP 45.250.12.78 33244

W Yoanute

Hacmpolika npasusa NAT

Onsi no6aBneHns HoBoro npasuna NAT HaXMUTe KHOMKY «/Jo6asumb» U B OTKpPbIBLUEMCS OKHe «C034aTb
HOBOE NPaBW/I0» 3aMo/IHUTE CreaytoLIMe Nons:
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CosgaTte HOBOE npasuno

mA
IP-afipec Ha3Ha4yeHwa nakeTos LAN
MopTel HasHaueHua LAN
MpoTtokon TCP v
|P-agpet McTo4HKKa nakeTos WAN

[MopThl HA3Ha4YeHUA WAN

* Vimsi — Ha3BaHue npaBuna (nose o06s3artesibHO AJ1s1 3an0/IHEHUS);

* IP-adpec Ha3zHayeHusi nakemos LAN — IP-agpec xocTa B NOKa/IbHOI CEeTH, Ha KOTOPbIV OCYLLeCcTBNsAETCA
TpPaHCNALUA NakeTos, NonajatoLLmx nog AaHHoe npasusio;

* lNopmebl HazHadyeHuUss LAN — 3HaveHns TCP/UDP-nopToB nony4varens, Ha koTopble 6yayT
TPaHC/IMPOBATbLCA NAKEThI B JIOKA/IbHYHO CETb ([0MYCKAETCS yKa3blBaTb /IMOG0 OAMH NOPT, MO0 Ananas3oH
NnopToB Yepes aeduc);

+ [Mpomokos — BbIGOP NPOTOKO/IA NakeTa, nonagatowero nog gaHHoe npaswio: TCP, UDP, TCP/UDP;

* IP-adpec ucmoyHuka nakemos WAN — IP-agpec oTnpaBuTens naketa BO BHELLHEN ceTy, nonajatoLero
nogA, faHHoe Mpasusio;

* Mopmbi HazHadeHuss WAN — 3HayeHnsa TCP/UDP-nopToB nony4yatens naketa BO BHELUHEN ceTu, npu
KOTOpbIX NakeT nonagaet nog AaHHOe npaBwsio (AonyckaeTcs ykasbiBaTb IM60 OAMH NOPT, NGO
[iManasoH NopToB yepes aeduc).

Mpasnno npobpoca NopToB paboTaeT criegyowmum o6pasom. Y naketa, npuxogawiero Ha agpec WAN-
NHTEepdeica ycTpoincTea No NPoTOKONy «1poOmMoKo/1» Ha NOPT 13 AnanasoHa «lopmsbl HazHadyeHuUsi WAN» n
MMetoLLLEero agpec UctouHuka «lIP-adpec ucmoyHuka nakemos WAN» (ecnu 3To napaMeTp OCTaBUTb NYCTbIM —
aflpec UCTOYHMKA HEe aHa/IM3MPYETCS), OCYLLECTB/ISETCA NOAMEHA aApeca U nopTa Ha3HaYeHUA Ha 3HaYeHNs
COOTBETCTBEHHO 13 noneii «IP-adpec HasHa4YeHusi nakemos LAN» v «lopmbl HazHadyeHusi LAN».

HakmuTte KHOMKY «I‘IpumeHumb» ansa ,U|06an|eH|/|F| HOBOro npaswunia. .ﬂ'ﬂﬂ OTMEHbI U3MEHEeHU HaXKMUTe KHOMKY
«OmmeHa».

[ns ypaneHusa npasuia n3 cnucka Heobxoaumo yCTaHOBUTL dosiar HanpoTUB COOTBETCTBYHOLLEN 3anucu 1
HaXKaTb Ha KHOTMKY «Y[anTb».

44



5.2.7 MoameHto «CeTeBOI aKpaH»

PykoBoacTBO no akcnyatauun WB-2P-LR2

B nogmeHto «Cemesol skpaH» yCTaHaBNMBAKOTCA Npasuia NPoxXoxaeHNss BXOAALLEro, UCXOAALLero u
TpaH3UTHOro Tpaduka. iMeetcsa BO3MOXHOCTb OrpaHnunBaTb NpoXoxaeHue Tpaduka pasHoro tuna
(BXOASALLMIA, UCXOASALLMIA, TPAH3UTHBII) B 3aBUCMMOCTM OT NPOTOKO/A, IP-aapecoB UCTOUHMKA U HAa3HAYEHUs,
TCP/UDP-nopToB UCTOYHMKA U Ha3HaueHus (ans npoTtokona TCP unm UDP), Tuna coo6uenns ICMP.

MoHuTOpUMHI m IP-TeneBngeHne Cuctema

Nunamnyecknian DNS SNMP

Mpaeunna ong sxonawero Tpacuka

Wms MpoTtokon Appec oTnpaBuTens

MNpaBuna gns ucxodswero Tpaduka

Wus Mpotokon Moptsl oTNpaBuTens

MpaBuna Ans TpaHauTHOrO Tpadmka

W Ynanute

WMHTepHeT  JlokansHas ceTs  HacTpoilka MAC-ampecoe  flokansHsiid DNS  NAT w npoBpoc nopToB MapuwpyTuaauma

MopTel oTNpaBuTens

Anpec nonyuarens

MopTel Nnonyyatens Denctene

MopTel nonyyarens Deictene

Wma MMpotokon Appec otnpaeutens [lopTel oTnp:

Appec nony MopTel nonyyarens  [eicteue

HachoClKa rnpasu/si cemesoeo 3KpaHa

[nsi no6aBNeHVs HOBOIO NpaBuia HAXXMUTE KHOMKY «/Jo6asumb» N B OTKPbIBLLEMCS OKHe «Co3[aTh HOBOE

npaswuio» 3arnosiHnTe cnegyrowme nond:

[NobaeuTte npasuno

Mma

Tun Tpaduka
MpoTokon

Agpec oTnpasuTens
MopTel OTAPaBUTENS
MopTel Nony4aTens

MencTene

BxoaALmi ¥
TCP |
MponycTUTe ¥

* VimMa — Ha3BaHWe npasuna;

+ Tun mpacgbuka — BbIGOP TUNa Tpadgmka, Ha KOTOPbIN pacnpocTpaHsaeTcs AeicTBMe AaHHOro npasuia:
* Bxodsuwjuii — BXoASALWMiIA Ha YCTPOICTBO Tpadhvk (nosyyatenem sABAsSETCS HENOCPEACTBEHHO OAVH
13 ceTeBbIX MHTEPheiicoB ycTpoiicTBa). Mpu BbIGOpe AaHHOro Tuna Tpadvka s
pefakTMpoBaHWs CTaHyT AOCTYMNHbI criedytoLme nons:
+ Adpec omnpasumesisi — 3aaeT HavaNbHbI IP-agpec otnpaBuTens. Yepes cMMBON «/»

MOXHO yKa3aTb MacKy MOACETN B (DOPMATAX XXX.XXX.XXX.XXX WU XX, HAanpumep,
192.168.16.0/24 nnn 192.168.16.0/255.255.255.0, 4T06bI BbIAENUTL Cpa3y Lenbil
AnanasoH agpecos (3anuck Mackv B BUAe /24 cooTBeTcTBYeT 3anuncu /255.255.255.0);
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* Mcxoosiwuli — vexoasawmia ¢ yctpoiictea Tpachvik (Tpadomk, reHepmpyemblii TokasibHO YCTPOCTBOM
C O[IHOro M3 CeTeBbIX MHTEPelicoB). Mpu BbIGOpe AaHHOro TUNa Tpaduka Ansi peaakTMpoBaHus
CTaHyT AOCTYNHbI criegytoLme nons:
+ Adpec nonyyamerisi — 3apaet IP-agpec nonyyarens. Yepes CUMBON «/» MOXHO yKa3aTb
Macky nogceTun B hopmarax XXX.XXX.XXX.XXX Unun xx, Hanpumep, 192.168.18.0/24 nnn
192.168.18.0/255.255.255.0, uT06bI BbIAENUTL Cpa3y Uesbiii gManasoH agpecos;
+ [Mpomoko/1 — NPOTOKON NakKeTa, Ha KOTOPbI pacnpocTpaHaeTcs AecTene gaHHoro npasuna: TCP, UDP,
TCP/UDP, ICMP, nto60iA.
« [elicmsue — feiicTBMe, coBepLUIaeMoe Haj naketamu (0T6poCuTb/MPOonycTUTb).

Mpw BbIGOpe npoTtokosioB TCP, UDP, TCP/UDP ans pepaktnpoBaHus 6yayT A4OCTYMHbI HACTPOKN:

* [Mopmbl omnpasumesisi — CNNCOK NOPTOB OTNPaBUTENS, MAKeTbl KOTOPOro 6yayT nonagaTb nog gaHHoe
npaswio (AonyckaeTcs ykasbiBaTb OAWH NOPT, G0 Yepes "-" AmanasoH NoOpPToB); A1 yKa3aHUs BCeX
nopToB BBeAMTe AnanasoH «0-65535y;

* [Mopmsl rnosly4amesisi — CNUCOK NOPTOB NOJlyyvaTesis, NakeTbl KOTOPOro 6yayT nonagaTb nog AaHHoe
npaswso (AonyckaeTcs ykasbiBaTb OAWH NOPT, G0 Yepes "-" AmanasoH NoOpPTOB); A1 yKa3aHUs BCeX
nopTos BBeAMTe Ananas3oH «0-65535x;.

Mpwu BbIGOpe npoTokona ICMP ans pegakTnpoBaHust 6yayT AOCTYNHbI HACTPOKM:

« Tun coobleHusi — MOXHO co3faTb NPaBU/Io TO/LKO A1 onpeaeneHHoro Tuna ICMP-coo6LeHnst 6o
AN1s1 BCEX.

Haxmute KHOMKy «MpUMEHUTb» ANa f06aBNEHNS HOBOro Npasuia. s OTMEHbI U3BMEHEHUIA HXKMUTE KHOMKY
«OTMeHa». N5 yaaneHns 3anucy U3 cnmcka Heobxoanumo yCTaHOBUTbL chsiar HanpoTUB COOTBETCTBYHOLLEN
3anncu 1 HaxaTb Ha KHOMKY «YAanTb».
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5.2.8 MoameHo «MapLpyTunsaums»

B noameHo «<MapLupyTunsaumsi» yCTaHaBIMBAKOTCA CTaTUYECKe MapLupyTbl.

m IP-teneengeHne CucTema

Huan Anpec HAIHAYEHHA Macka LN

Route- 192.168.50.0

e-2 192.168.240.64

Route-3 78.56.22.25

[nsi [o06GaBNeHNss HOBOrO MapLUPyTa HAXMUTE Ha KHOMKY «06aBUTb» 1 3an0oHUTE CReaytoLLme nons:

[JobaBnTe mapLupyT

Mma
Afpet HasHa4eHna
Macka noaceT

LLinto3

« [pUMEHHTB ® OTMEHa

* VIMs1 — Ha3BaHWe maplupyTa.

+ Adpec Ha3zHadeHusi — IP-agpec xocTa Win NOACETU Ha3HaYeHWs, 40 KOTOPbIX HEOBXOAMMO YCTaHOBUTb
MapLUupyT.

* Macka nodcemu — macka nogcetu. /119 xocta Macka NoACeTU yCcTaHaB/IMBAETCA B 3HAYEHMe
255.255.255.255, ong noAcety — B 3aBUCMMOCTM OT €€ pasmepa.

* LWmo3 — IP-agpec W3a, Yepes KOTOPbI OCYLLLECTBASETCA BbIXOA Ha «AOpec HasHadeHUs ».

[Nsi BCTYN/IeHUsI B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHECEHNs] HACTPOEK B 3HEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «[TpuMeHUMb». [1Ns OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OmMeHa».
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5.2.9 MoameHwo «AuHammueckunii DNS»

© nMoameHio «AuHamuueckuii DNS» LOCTYNHO TONbLKO B pexume «MaplupyTusaTop.

B nogmeHto «AuHamuyeckunii DNS» BbINOMHAETCA HACTPOlikKa COOTBETCTBYHOLLETO cepBuca.

HAuHamudeckuli DNS (D-DNS) no3sonsieT nHgopmaumum Ha DNS-cepBepe 06HOBNSITLCSA B peasibHOM BPEMEHMU 1,
M0 XenaHuto, B aBTOMaTUYeckoM pexume. NprmMeHsaeTca Ans HazHavyeHUs MOCTOSAHHOTO JOMEHHOIo MMeHM
ycTpolicTBy (KOMMbOTEPY, pOyTepy) C AMHaMuyeckum IP-agpecom.

OnHamnyecknin DNS yacto npuMeHseTcs B NOKas/IbHbIX CETSX, Iae KnneHTbl nonyyatot IP-agpec no DHCP, a
NOTOM PErncTpupytoT cBou MMeHa Ha nokanbsHom DNS-cepBepe.

MoHuTOpMHr m IP-teneBupeHne Cucrema

WHtepHer  [lokanbHas ceTs  HacTpoitka MAC-agpecos  JokansHeit DNS  NAT v npo6poc nopros  CeTeBoit skpan  MapupyTuaaums

JOwHamuuecknit DNS NI

JuHamuyaecknin DNS
Brniowts D-DNS
Mpoeaiinep D-DNS dyndns.org h
Wus nonbsosarens

Napone

TNomeHHoe uMa 0
DNomeHHoe uma 1
TNomerHoe uma 2
DomeHrHoe uMa 3
DomeHrHoe uMa 4
JTlomeHHoe uMa 5
JTlomMeHHoe 1uMA 6
TomeHHoe uMa 7
TomeHHoe uMa 8

TomeHHoe uMa 9

* Bkmouums D-DNS — npu yctaHoBneHHoM donare cepeuc D-DNS akTuBeH 1 15 pefakTupoBaHns
[AOCTYNHbI CriegyroLme HacTPOMNKN:

* lposatioep D-DNS - Ha3BaHue nposaiigepa D-DNS — BbibepuTe ogHOro nposagepa U3 cnucka
[OCTYMHbIX;

* WMs1 nosib308amesisi — UMs NOMb30BaTeNs 415 A0CTyna K yueTHon 3anucu cepeuca D-DNS;

* Maposb — naponb Ana [octyna K ydyetHon 3anucu cepsuca D-DNS;

* [JomeHHoe umsi (0..9) — MOXHO 3aperncTpupoBath A0 AeCATU AOMEHHbIX MMEH yCTpolicTBa
(06bluHO TpebyeTca NULWb ofHO). O6HOBNEHME MHGopMauuy 06 IP-agpece ycTpoiicTBa Ha
cepBepe npoaigepa NponucxoanT nepuognyeckn yepes 60 cekyHa.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHeCEHNs1 HACTPOEK B 93HEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «[TpuMeHUMb». [1Ns OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OmMeHa».
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5.2.10 MogmeHo «<SNMP»

MporpammHoe obecneveHne WB-2P-LR2 no3BosisieT NPOBOAUTL MOHUTOPUHI COCTOSAHUA YCTPOWCTBA U ero
AaTunKoB, ncnonb3ys npotokon SNMP. B nogmeHio «<SNMP» BbINO/THAKTCA HAcTpoikn napametTpoB SNMP-
areHTa. YCTpOICTBO nogaepxmsaeT npoTokosibl Bepcuii SNMPv1, SNMPv2c.

MoHWTOPHHT m IP-tenesunenne  Cucrema

WHTepHeT NokaneHas ceTb  Hactpoitka MAC-anpecos NokansHelit DNS  NAT w npoBpoc noptoe  CeTeBoi akpaH MapuwpyTtnaauus

HuHamuyeckmit DNS m

Hactpoitka SNMP
Brnwounte SNMP
MNapons Ha uTeHue public
MNapone Ha 3anuce | private
Anpec nna npuéma tpanos vi
Agpec nns npuéma Tpanos v2
Anpec ana npuéma cooBuieHnin Inform
CucTeMHoe UM% ycTpoiicTsa
KoHTakTHas WHchopMauua npownasogutens | Contact
MecTononoxenne yctpoictea | Russia

Mapons 8 Tpanax | trap

* Bkmrouums SNMP — npu ycTaHoB/IEHHOM (hnare paspelleHo ncnonb3oBaHue npotokosia SNMP;

« Maposib Ha YmeHue — Naposb Ha YTeHne napaMeTpoB (06LWEeNPUHATBLIN: public);

+ Maposib Ha 3anuck — Naposib Ha 3anncb napameTpoB (06LLENPUHSATBIN: private);

+ Adpec 0519 npuéma mparos v1 — IP-agpec nnn JoOMeHHoe nMs npuemHmka coobweHnii SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

+ Adpec 0519 npuéma mparios v2 — IP-agpec nnn JoOMeHHoe nMs npuemHmka coobeHnii SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

« Aodpec 9715 npuéma coobwjeHuli Inform — IP-agpec nnn JoMeHHoe UMS NPUEMHUKa coobLueHnii Inform B
thopmate HOST [COMMUNITY [PORT]];

+ CucmemHoe umsi ycmpoticmsa — UMl YyCTPOICTBa;

* KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTaKTHas MHhopmaLusa NPon3BOANTENS YCTPOICTBA,

+ MecmonosnoxeHue ycmpolicmsa — UHopMauust 0 MECTOMNOJIOXKEHUN YCTPONCTBE,

* Maposib 8 mparnax — Nnaposib, CoAepxaluniica B Tpanax (no ymonyasuto: trap).

Hwxe npuBeAeH CNMCOK 06EKTOB, NOAAEPXKNBAEMbIX 4715 YTEHNS MOCPEeACTBOM npoTokona SNMP:
+ eltexLtd.1.165.1 — moHuTOpUHr NnapametpoB WB-2P-LR2
roe eltexLtd — 1.3.6.1.4.1.35265 - ngentuncukartop npegnpuatnsa TEKC.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

49



PykoBoacTBO no akcnyatauun WB-2P-LR2

5.3 MeHo «IP-TenesnaeHmne»

© MeHI0 AOCTYNHO TONBLKO B peXume pa6oTbl «MappyTusaTop»

5.3.1 MNMoameHto «IPTV»

B nogmeHto «IPTV» BbINONHAKOTCA HACTPOMKN 151 paboTel cepsuca IP-tenesnaeHms.

Monutopudr Cets QIEEEHETLEETEE CucTeMa

IPTV

HacTpoiikm undpoeoro teneenoeHuns (IPTV)
Brniounts IPTV

Bepcus IGMP 3 N
Mepuopnyeckoe o6HOBNEHHWE NOMNMNCKK
BrniouuTth
BeICTpERIN BbIXOM, U3 TRYNMEI
BrniounTts
Hactpoika HTTP-npokcn

BrniounTts

MopT HTTP 1234 2

« MNpuMeHnTE *x OTMeHa

* Brsmoyums IPTV — npu ycTaHOB/IEHHOM dofiare paspeLleHa TpaHciauusa curHasios IP-Tenesuaenns ¢
WAN-uHTepdpeiica (13 ceTv npoBaiifepa) Ha yCTpoicTBa, NoakNtoueHHble K LAN-uHTepdelicy;

+ Bepcusi IGMP — Bepcus npotokona IGMP gnsa otnpasku IGMP-coo6wennii ¢ WAN-uHTepdpeica
(COO6LLEHWNI akTUBaLMM UKW AeaKTUBaLMW NOANUCKMA Ha KaHanbl IP-TeneBngeHuns). MoaaepXxmnsaroTcs
Bepcun 2 1 3.

[lepuoduyeckoe 06HOB/IEHUE NOONUCKU

* Bk/1to4UMb — NpY BKKOYEHHOW onuumn npomcxoanT nepuoanyeckas otnpaska ¢ WAN-uHTepdeiica
COO0OLEHNI CO CMNCKOM akTUBHbIX IPTV-kaHanoB Ha BbILECTOSALWMIA cepBep, OCYLLECTBIAOLLNIA
TpaHcnAuuio curHanos IP-TeneBuaeHns. BiritoueHne pyHKUMN Nnepnoanyeckoro 06HOBNEHUA NOAMUCKN
Heo6x04MMO, eC/IM BbILLECTOSILMIA cepBep OTKAYaeT TpaHcnaumio IPTV-kaHanoB yepes onpeaeneHHbli
WHTEepBas1 BPEMEHN.

* [Nepuod 06HOB/EHUS, C — Nepuoa, OTNPaBKN COOBOLLLEHMI CO CMMCKOM akTUBHbIX IPTV-kaHanos, B
CcekyHAax. YCTaHOBMTE BENNYMHY Nepuroga 0GHOB/IEHUS B 3HAYEHNE, MEHbLLIEE, YEM TalmayT
OTKJ/THOYEHUSA TPAHCNALUM CUTHaU1A BbILLIECTOALMM CEePBEPOM.

bbicmpbili 8bIXO0 U3 2pyriibl

* BK/1l04UMb — NPW BKIFOYEHHO ONLMM NPOUCXOANT BbICTPBbIN BbIXO U3 MY/IbTUKACTOBOW rpynnbl. JaHHy0
(pYHKUMIO HE PEKOMEH/YETCS BK/tOUATb, EC/IN UCMNOMb3YeTcs 60/1e€ O4HOT0 NPUEMHIMKA
MY/NbTUKACTOBOIO Tpaduka.

Hacmpotika HTTP-npokcu

* Brsmoyums — npv yctaHoBneHHoM donare BkntoveHa pyHkumsa HTTP-npoken. HTTP-npokcu
ocyuwiecTBnsieT npeobpasosaHne UDP-notoka B notok HTTP, ncnonsaytowmii npotokon TCP (npoTtokon
HaEXHOWN [OCTaBKM MAKETOB), YTO MO3BO/IAET Y/IyULIUTb KAYECTBO TPAHC/IMPYEMOTO N306padkeHMs Npu
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N/I0XOM Ka4yeCcTBe KaHasia CBA3M B JIOKa/IbHOW ceTn. PyHKLMA nonesHa npy npocmotpe IPTV yepes
6ecnpoBoAHbIii kaHan Wi-Fi.

* MMopm HTTP — Homep nopta HTTP-npokcK, ¢ KoToporo 6yAeT oCyWeCcTBNATLCA TpaHC/IMpoBaHne BUAEO-
noToka. Micnonb3yiiTe 3TOT NOPT 419 NOAK/IOYEHUS K TPAHCIMPYEMbIM YCTPOCTBOM notokam IPTV.

Hanpumep, ecnn yctpoiictBo umeet Ha LAN-uHTepdelice agpec 192.168.0.1, ana nopTa npokcu-cepeepa
BblGpaHo 3HaveHune 1234, n HeobxoanMmMo Bocnpomn3BecTy kaHan 227.50.50.100, TpaHcanpytowmiics Ha UDP-
nopt 9000 — ana nporpammbl VLC agpec notoka HyHO 3agaTk B Buge: http://@192.168.0.1:1234/udp/
227.50.50.100:9000.

,ﬂ.flﬂ BCTYrJieHnda B cuny HOBOIA KOH(,bI/IpraLIII/II/I N 3aHECEHNA HACTPOEK B IHEPIrOHE3aBNCUMYIO NMaMATb
HaXXMUTE KHOIMKY «I'IpumeHumb». ﬂ'ﬂﬂ OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHanr.
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5.4 MeHto «Cucremar

PykoBoacTBO no akcnyatauun WB-2P-LR2

B MeHt0 «CuncTeMar» BbINOSTHSAKOTCS HACTPOWKM CUCTEMBI, BPEMEHW, AOCTYNa K YCTPONCTBY NO Pa3/IMYHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

5.4.1

MNoameHto «Bpemsa»

B nogMeHto «Bpemsi» BbINO/THSIETCA HACTPOIiKa NPOTOKO/a CMHXPOHM3aumn BpeMeHn (NTP).

MoHutopuur Cetb  IP-TeneBuneHue m

Bpema Liastl KXypran  lMaponw  YnpaeneHwe koHdMrypauwei

JononHWTenbHble HAaCTRONKK

HaCTDOI?‘IKI.f‘I BPEMEHW
Yacosoil nosc
ABTOMATWYECKWA NEPEXOL HA NeTHee/3UMHes BpeMA

Mepexon Ha neTHee BpeMs
Mepexon Ha 3uMHee BpeMs
Cosur BpemeHn (MIUH. )

Brnwounte NTP

CepBep CUHXPOHW3ALMKU

+ [pUMeHnTE x OTMeHa

OBHoeneHwe MO

Mocksa, Poccus

60

pool.ntp.org

Mepesarpyska  ABTOKOHPUrYpUpPOBaHWE

Hacmpoliku spemeHu
Yacosoli rosic — N03BONSET YCTAHOBUTbL YACOBO NOSIC B COOTBETCTBUM C B/IMXKAMLLIMM FOPO0M B

Ballem pernoHe 13 3ajaHHOro CrmcKa;

Asmomamuyeckuli nepexoo Ha /iemHee/3uMHee BpeMsi — NMpu YCTaHOB/IEHHOM dhiare nepexopg, Ha
NeTHee/3uMHee BpeMs 6yAeT BbINOMHATLCA aBTOMATUYECKN B 3a4aHHbIN Nepuog, BpEMEHM:

* [Nepexod Ha iemHee BpeMsi — LeHb U BPEMS, KOr4a BbINOMHATb Nepexos, Ha NIeTHee BpeMs;

*+ [Nepexod Ha 3uMHee BpeMsi — AeHb N BPEMS, KOrAa BbINO/IHATL NepPexos Ha 3UMHee BpeMms;

+ CoBue BpeMeHU (MUH.) — Nepuof, BpeMeHN B MUHYTaX, HA KOTOPbI BbINOIHAETCS CABUT BPEMEHN.
Bkrodums NTP — ycTaHOBUTE dpnar, eCnm Heo6XxoAMMO BKIHOUUTb CUHXPOHM3ALMI0 CUCTEMHOIO
BPEMEHU YCTPONCTBA C onpeaeneHHoro cepsepa NTP;
Cepsep cuHxpoHu3ayuu — IP-agpec/[oMeHHOe NMSA cepBepa CUHXPOHM3aLMN BPEMEHMN.

[nsa BCTynneHms B CUy HOBOWM KOHGIUIypaumum 1 3aHeCEHNS HaCTPOEK B AHEProHEe3aBMCUMYH0 NaMATb
HaXKMUTE KHOMKY «[lpuMeHUMb». [Nsi OTMEHbl U3BMEHEHWIA HXXMUTE KHOMKY «OmmeHan.
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5.4.2 ToameHto «JocTyn»

B nogmeHto «[ocTyn» HacTpamBaeTcsa [OCTYN K yCTPOMCTBY nocpenctsom web-nHtepdelica, Telnet n SSH.

Mounutopunr  Cets  IP-TeneBnneHmne m

Bpems XypHan  Maponn  Ynpasnenuve koHgpurypauvelt  OBHosnenme MO Mepesarpyaka  ABTOKOHCPUIYpUpOBaHWE

JononHUTENbHbIE HACTPOMKN

MopTel pocTtyna
Mopt HTTP 80 <
MopT HTTPS 443 3
Mopt Telnet 23 T

MopT SSH 22 <

Hoctyn Kk ycnyre WHTepHeT

Web
BHewHsns ceTb HTTP HTTPS
NokanbHan cee  @HTTP @HTTPS
Telnet

BHewHan ceTh

(<]

lNokanbHas ceTh

SSH

BHewHan ceTh

(<]

lNokanbHas ceTh

[Topmekl docmyna

B gaHHOM pasgene BbINonHAeTcs HacTpolika TCP-nopTtoB ana goctyna K yctpoictBy no HTTP, HTTPS, Telnet,
SSH.

* Mopm HTTP — HOoMep nopTa Ans Aoctyna K web-uHtepdoeicy yctpoiictea no npotokony HTTP, no
ymonyaHuo — 80;

* Mopm HTTPS — HomMep nopTa Anst aoctyna k web-uHtepdpelicy yctpoiictea no npotokony HTTPS (HTTP
Secure — 6e3onacHoe NoAKNoYeHNE), N0 ymonyaHuo — 443;

* Mopm Telnet — HOMep nopTa 419 AOCTyna K YCTPONCTBY No npoTokony Telnet, no ymonyaxuio — 23;

* MMopm SSH - Homep nopTa Ans AocTyna K yCTPOWCTBY No NpoTokony SSH, no ymonyaHuwo — 22.

Mo npotokonam Telnet n SSH ocywecTBAseTcs AOCTYN K KOMaHAHOW cTpoke (KoHconb linux).

Locmyn k yciyee IHmepHem

B oaHHOM pasgene paspeLuaeTcsi UK 3anpeLiaeTcsa 4oCTyn K YCTPOMCTBY OTAeNbHLIMU NpaBuiaMmn s
NOKasIbHOM 1 BHeLLHel ceTn (pexuM maplipyTusatopa). [1s 3Toro Heo6XoAYMO YCTaHOBUTh
COOTBETCTBYHOLVME chnaru:

Web:

* HTTP - npwv ycTaHOBNEHHOM chnare paspeLLeHo NoAK/IYeHe K web-KoHdurypaTopy ycTpolicTea Yepes
WAN-nopt no npotokony HTTP (He6e3onacHoe noakntoueHme);

* HTTPS - npu ycTaHOBEHHOM ¢hnare paspeLleHo nogkntoyeHme K web-koHdpuryparopy ycrpoictea
uepe3 WAN-nopT no npotokony HTTPS (6e3onacHoe noakitoyeHve).

Telnet:

Telnet — npoTokon, NpeAHa3HaYeHHbIV ANs yaa/IeHHOro ynpaeieHust yctTpoiicteamu. Mo3sonser
MOAK/HUNTLCS K YCTPOWCTBY MO CETM [/ HACTPOIKMN 1 yNpaBieHusl.
[nsi paspelLeHns JocTyna K yCTpoicTBY no npoTokosy Telnet ycTaHoBMTe COOTBETCTBYIOLLMIA chnar.
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SSH:

SSH - 6e3onacHbIi NPOTOKO/ YAa/IEHHOTO yrpaB/eHus ycTpoincteamn. B otimune ot Telnet npotokon SSH
WwndppyeT Becb Tpaduk, BKOYas nepegaBaemble naposn.
[ns paspelueHns gocTyna K yCTponcTBy No NpoTokosly SSH ycTaHOBUTE COOTBETCTBYHOLWLMIA dhiar.

,ﬂ.flﬂ BCTYrJieHnda B cuny HOBOIA KOde)I/IpraLIII/II/I N 3aHECEHNA HaCTpPOEK B 3HEPIrOHE3aBNCUMYIO NMaMATb
HaXXMUTE KHOIMKY «I'IpumeHumb». ﬂ'ﬂﬂ OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmMeHan».

5.4.3 ToameHo ©KypHau»

MoameHto «XKypHan» npefHa3Ha4YeHo AN1s HACTPOIKM BbIBOAA Pa3HOro poAa OT/1af0uHbIX COOBLLEHWI
CUCTEMbI B Le/IAX 06HapYyXeHnst NpuymH npobniem B pabote ycTpoictea. OTNafouHy0 HopMaL Mo MOXHO
nony4nTb OT CAEeAYHLWUX NPOrpaMMHbIX Moy el yCTpoicTBa:

+ CUCTEeMHbIA MeHeKep — OTBEYaEeT 3a HACTPOIKY YCTPOMCTBA COrflacHO doainny KoHdurypauun.
+ MeHemxep KoHUrypauum — oTBeyaeT 3a paboTy ¢ haityiom KoHdurypauum (4TeHre v 3anuck B dpaiin
KOHCpUrypaumm n3 pasinyHbiX UCTOYHMKOB) M c6OP MHCPOPMALIM MOHUTOPKHTA YCTPOIACTBA.

MoHUTOpPUHT Cere  IP-TeneBupeHue [eTISETTEY

Bpema Loctyn Kypnan [EEELGLIY YNpage neHue KoHpUrypaunei OfHoBneHne MO Mepesarpyaka  ABTOKOHCPUIYpUpOBaHue LononHUTenbHLIe HACTPOMKA

XKypHan cucTeMHoro MeHexepa
BuiBon xypHana OrknoueHo
Ownbrn
MpeaynpexneHus
OTnanoyHas MHCPOPMaLMA

WHpOpMaLMOHHEIE CoOBLIEHIR

)KypHaﬂ MeHeXxepa KoHurypauum
Buigon xypHana OTknioyeHo
Ownbku
MpeaynpexneHus
OTnanoyHas MHPOPMALNS

VH(popMaLmMoHHble cooblugHns

HacTpoiika Syslog

BrnounTs

Pexum

Anpec Syslog-cepeepa
MopT Syslog-cepeepa

Paamep paitna, kb

JKypHa/1 cucmemMHo20 MeHedxepa

* BbIBOO XypHasia — HanpasneHne BbiBoAa CO0OLLEHWI XypHana:

* OMK/IIOHEHO — BbIBO, OTK/IHOYEH;

+ Syslog — coo6LLeHNsI BbIBOAATCS MO NPOTOKONY Syslog Ha yaasieHHbIn cepBep /MO0 B NTOKa/IbHbIN
thaiin (HacTpoiika NPOTOKO/A OCYLLECTBSIETCS HUXE);

* KoHco/ib — co06LLEeHs BbIBOAATCS B KOHCO/b YCTpoiicTBa (HE06X0AMMO NOAK/IOUYEHNE Yepes
nepexogHuk COM-nopra);

+ TennHem — coo6LeHNA BbIBOAATCSA B telnet-ceccuto; g 3TOro cHavania He06xo0AUMO Co34aThb
noaxntoyeHne no npotokony telnet.

Hwke HacTpamBaeTCs TUM COOBLLEHWNN, BbIBOAMMbIX B XXYPHasT CUCTEMHOTO MeHekepa:

+ OwubKu — ycTaHoBuTe chnar, ecnm HeobxoAUMO BbIBOANTL CO0OLLIEHMS TUNa «OLWNOKNY,
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+ lNpedynpexdeHusi — ycTaHOBUTe (pnar, eCnm HeobXxoA4MMO BbIBOAUTL COOBLLEHNS THMA
«[pedynpexxoeHus»;

+ OmsiadoyHas uHghopmayusi — yctaHoBuTe donar, ec/iv Heo6xXoANMO BbIBOAMTL OT/1a404Hble COOOLLEHMS;

* VIHhopmayUuoHHbIEe COObWEHUS — yCTaHoBUTE donar, eCM He06X04MMO BbIBOAUTb MHPOPMAaLNOHHbIE
COO006LLEHNS;

XKypHan MeHea)KeQa KOHd)UZMQagUU

* BbIB0O XypHasia — Hanpas/ieHne BbIBOAa COOOLLEHWI XypHana:

* OMK/IIOYEHO — BbIBOJ, OTK/IHOYEH;

+ Syslog — coo6LLeHNs BbIBOAATCSA MO NPOTOKONY Syslog Ha yAasieHHbIn cepBep /60 B NTOKa/IbHBIN
thaiin (HacTpoiika NPOTOKO/A OCYLLECTBSIETCS HUXKE);

* KoHco/ib — cO06LLEHNS BbIBOAATCSA B KOHCO/b YCTpoiicTBa (HE06X0AMMO NOAK/IIOYEHNE Yepe3
nepexogHuk COM-nopTa);

+ TesiHem — coo6LeHns BbIBOAATCA B telnet-ceccuto; oA 3Toro cHavana Heo6xoAUMMO co34aThb
NoAK/IYeHMe No nNpoTokony telnet.

Huxe HacTpamBaeTca Tun C006Ll.l,eHI/II\/’I, BbIBOANMBbIX B XXYPHa/1 MeEHEKEpPa KOH(*)I/IpraLIII/II/IZ

+ OwubkKu — ycTaHoBuTe chnar, ecnm HeoBXxoAUMO BbIBOAUTL COOBLLEHUS TUNa «OLINOKN»,

+ lNpedynpexdeHusi — ycTaHOBUTe pnar, ecnm HeobXxoA4MMO BbIBOAUTL COOBLLEHNSA THMA
«[pedynpexxoeHus»;

+ OmsiadoyHas uHghopmayusi — yctaHoBuTe donar, ec/iv Heo6xXoANMO BbIBOAMTL OT/1a404Hble COOOLLEHMS;

* VIHhopmayUuoHHbIEe cO0bWEeHUS — yCTaHoBUTE donar, eCn He06X04MMO BbIBOAUTb MHPOPMaLNOHHbIE
COOOGLLEHNS.

Hacmpotika Syslog

Ecnu xoTs 6bl 04MH U3 XYPHaI0B (CUCTEMHOIO MEHeXepa Un MeHemxepa KoOH(Mrypaummn) HacTpoeH Aans
BbiBoga B Syslog, Heobxoaumo Bk/IHOUNTbL Syslog-areHTa, KOTopbIii 6yAeT nepexBaTbiBaTb OT/1af04HbIE
COOGLLEHNS OT COOTBETCTBYIOLLLETO MEHeAKepa 1 0TNpaBnsaTh NX NMM60 Ha YAaseHHbI cepeep, 6o
COXpaHATb B IOKaU/bHbIV (haiin B hopmarte Syslog.

* Bksiro4ums — npy ycTaHOBNEHHOM (hriare 3anyueH Syslog-areHT;
* Pexxum — pexum paboTbl Syslog-areHTa:
+ Cepsep — HhopMaums XypHasioB OTNPaB/SeTCS Ha yaaneHHblin Syslog-cepsep;
* Jloka/ibHbIl ¢halisl — nHhopMaLms XXypHaI0B COXPaHSIETCA B /IOKaNibHOM dhaiine;
+ Cepsep u ¢halin — Hhopmaums XXypHasioB OTNPaBASeTCS Ha yaasieHHblli Syslog-cepsep u
COXpaHsieTcs B JIOKaIbHOM haiine.

[Jlanee B 3aBUCMMOCTM OT pexuma Syslog-areHTa AOCTYMHbI HACTPOIKM:

* Adpec Syslog-cepsepa - IP-agpec unu gomeHHoe nms Syslog-cepsepa (Heo6xoaMMo A5 PEXNMOB
«CepBep», «Cepaep 1 thaiiny»);

* Mopm Syslog-cepsepa — nopT AnsA BXoAsALWmx cooblueHunii Syslog-cepsepa (no ymonuaxuto 514,
HeobXxoauMo ANna pexmmoB «Cepsep», «CepBep 1 aiin);

* Vmsi ghalina — vims chaiina ana xpaHeHus xypHana B oopmarte Syslog (He06xo4MMo A1st PeXrMOoB
«JlokanbHbIii thaiiny, «Cepsep U haiin»). NMpu HaxXaTn Ha ccbiKy «MokasaTb XypHasl» OTKPOEeTCA
cTpaHuua c cogepxummbiM haiina Syslog;

+ Pasmep ¢palina, kKb — MakcMMasibHbIin pasmep dhaiina xxypHana (Heo6XoanMo ANA PEXMMOB
«JToKanbHbIl haiinx, «Cepsep 1 gaiiny).
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5.4.4 ToameHto «Maponun»
B nogmeHio «[Maponu» yctaHasmBatoTCs Naposv Aoctyna agMuHucTparTopa n Habnaarens.

YcTaHOB/IEHHbIE Naposv UCNO/b3YTCA A1 AOCTyNna K YCTPOUCTBY Yepe3 web-uHtepdelic, a Takxe no
npotokonam Telnet n SSH.

Mpu Bxofe Yepes web-nHTepdeiic agMmmHucTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTy
K YCTPOWCTBY: UTEHME U 3annChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOSAAHMA YCTpoicTBa. Habnoaaresnb
(naposnb No ymonuaHuto: viewer) MeeT BO3MOXHOCTb TO/IbKO NPOCMaTpMBaTh KOHUIypaLmio U faHHbIe
MOHUTOPWHIa yCTpoicTBa 6€3 BO3MOXHOCTU BHOCUTb Kakue-nnbo n3MeHeHus.

© nNoruvx agmuHmncTpatopa: admin
NoruvH HaGnopartens: viewer

MoHuTopuHr  CeTb  IP-TeneBuaeHue m

Bpems Hoctyn XypHan YnpaeneHue KoHpurypaunei O6HoBnekwe MO MNepesarpyska ABTOKOHEPUrYpUpOBaHe JlononHUTENbHbIE HACTPORKW

Mapone apMuHucTpatopa (admin)
Mapons @

MonTeepxaeHne

Maponb Habniopatens (viewer)
Mapone L]

MonTeepx aenvne

* [Maposb adMuHUCmpamopa — B COOTBETCTBYHLLME MOJsi BBEAUTE Naposib agMuHucTparopa u
noaTBepauTe €ero;

* lMaposb Habodamersi (viewer) — B COOTBETCTBYIOLLME NOMS BBEAWUTE Naposb Habnogatens n
noaTBepauTe ero.

[nsa BCTynneHms B CUy HOBOWM KOHGIUIypaumum 1 3aHeCEHNSA HaCTPOEK B AHEProHe3aBMCUMYI0 NaMATb
HaXKMUTE KHOMKY «[lpuMeHUMb». [Nsi OTMEHbl U3BMEHEHMWIA HXXMUTE KHOMKY «OmmeHan.
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5.4.5 ToameHIo «YnpasneHne KoHurypaumen»

B nogmeHto «YnpasieHve KoHdurypaumeii» BbINOMHAETCA cCOXpaHeHne 1 06HOBEHUE TeKyLLein
KOHpurypauuu.

[Nosny4yeHue koHguaypayuu

MouutopuHr Cetb  IP-TeneBnneHve m
Bpems  [octyn Kypran  MNaponu ERGNECLEGTERGEOIEUUCYM ObHoeneHwe MO Mepesarpyaka  AsTokoHdpurypuposaHue  [loMONHUTENbHBIE HACTPOAKY]

dainbl KoHUrypauum

MonyunTh apx1s KOHUIYPaLIMK C yCTpoicTBa  Download

3arpyamb apx1B KOHUrypauum Ha yctpoihcTeo Browse... No file selected.

CBpoc Ha 3aBofCKWE HACTPOMKM @

UTO6bI COXpaHWTb TEKYLLYIO KOH(IUIypauuio YCTPONCTBA Ha SIOKasIbHbI KOMMbIOTEP, HAXKMUTE KHOMKY
«Download».

OG6HosneHue KoHghuaypayuu

* 3azpy3umsb apxus KOHghu2ypayuu Ha ycmpolicmso — 3arpy3Ka CoOXpaHeHHOro Ha J1I0Ka/lbHOM
KomMnbloTepe haitna koHpurypaummn. ns o6HOBNEHUS KOH(IUTYpaLUN YCTPONCTBA HAXXMUTE KHOMKY
«BblbepuTe haiiny», ykaxuTe gaiin (B chopmare .tar.gz) 1 HOKMUTE KHOMKY «3arpy3nTby». 3arpy>XeHHas
KOHurypaums npuMeHsieTcss aBTomarmyeckn 6e3 nepesarpysku yCTponcTaa.

© O6parute BHUMaHUe, BCe NApoNU B KOH(pMrypauum ycTpoiicTea WndpyroTcsa KNIOYOM, KOTOPbI
3aBucut ot MAC-agpeca yctpoiictea. lMepep 3arpy3koi KOHhUrypauum ¢ ogHOro ycTpoucTea Ha
Apyrve npegBapuTesibHO HY)XHO NMOMEHATL Naponu B haiine KoHurypauyuum.

[N n3MeHeHns naponeii HeobXoAMMO OTKPbITL haiin KOHhUrypauuy B TEKCTOBOM pPeaakTope v USMEHUTb
naponu. flanee coxpaHUTb U3MEHEHNS B apxyBe KOHUrypaumu. Nprumep n3MeHeHUs naposein npueeseH

HUXxe:

Passwords:
AdminPassword: "encrypted:7C607178736B7465"

ViewerPassword: "encrypted:7A68677C6176"
M3MeHsieTCs Ha

Passwords:
AdminPassword: "password"
ViewerPassword: "password"

C6poc ycmpolicmsa Ha 3aB00CKUE HAcmpoUKu
UT0o6bI caenatb cOpOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbIE 3aBOACKNE YCTAHOBKM, HAOOKMUTE KHOMKY
«Cbpoc».
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5.4.6 MoameHto «O6HOBNEHNE MO»
MoameHto «O6HoBMeHNe MNO» npefHa3HavYeHo A1 06HOB/IEHNS NPOrpamMmMHOro obecneyeHnss yCTponcTaa.

O6HoBneHue MO ana yctporicts WB-2P-LR2:

MouutopuHr Cete  IP-TeneBuaeHue m

Bpema NocTyn HypHan Maponu YnpaeneHue KoHMUrypaumen ObHoenewue Mo Mepesarpyska ABTOKOHUIYpUpoBaHHe NononHUTENbHbIE HACTPOWKK

OBHoeneHne nporpammMHoro obecneveHns

AKTMBHAA BepcuA MO 2.3.0.161
Pesepatan sepon IO 230,161

O6Hoenexus MO makxe docmynHsl No adpecy: hitp:/#eltex-co.ru/support/ddownloads/

®aiin oGHoBNeHNA MO Choose file | No file chosen

« AKmusHas sepcusi 10 — Bepcusi NPOrpaMmMHOro o6ecneyeHunsi, yCTaHOB/IEHHOIO Ha YCTPOICTBE,
pa6oTatoLlas B AaHHbIi MOMEHT;

+ PesepsHas sepcusi 10 — Bepcus NPorpaMmmMHOro obecneyeHmns, ycTaHOB/IEHHOTO Ha YCTPOWNCTBE, Ha
KOTOPYH MOXHO NepekntounTbesa 6e3 3arpysku taiina MNo;

* [Mposepumb 06HOB/IEHUS — KHOMNKA ANs1 NPOBEPKM NocneaHen Bepcuy nporpammHoro obecnedexus. C
NOMOLLbHO 3TOM (PyHKUMM Bbl MOXETE GbICTPO NPOBEPUTL HANIMYME HOBOI BEPCUMN MPOrPaMMHOT0
obecneyeHns 1 B criydae HeobxoAMMOCTM BbINO/THUTL €r0 OOHOB/IEHNE;

+ Coennamb akmusHOU — KHOMKa, N03BO/IAOWAsA caenarb pe3epBHyo Bepcuio MO akTMBHOM, ANst 3TOro
noTpebyeTcsa nepesarpyska ycTpoiictsa. AKTuBHas Bepcus MO B 3TOM C/lyyae CTaHeT pe3epBHOIA.

© [Ansa pa6oTbl hyHKUMM NPOBEPKU OGHOBNEHUA HEOGXOANUMO Hanuume Bbixoaa B IHTepHeT.

O6HOBUTL NpOrpaMMHoe obecneyeHne yCTPoNCTBa MOXHO TakKe BPYUYHYHO, TpeaBapuTenbHO 3arpy3us daiin
MO c caira https://eltex-co.ru/support/downloads/ v coxpaHuB ero Ha komnbtoTepe. 151 ITOr0 HXMUTE
KHOMKY «Bbli6epuTe gaiin» B none Padis1 06HosneHus1 N0 n ykaxuTe nyTb K thaliny B popmarte .tar.gz.

[ns 3anycka npoLiecca 06HOBMNEHNSI HEO6X0AMMO HaxKkaTb KHOMKY «3arpy3uTb doaiin». Mpouecc 06HOBNEHNS
3aiiMeT HeCKo/IbKO MUHYT (0 ero TekyLleM cTaTyce 6yAeT yKasaHo Ha CTpaHuLE), Noc/ie Yero yCTPoicTBO
aBTOMATUYECKN NnepesarpysuTcs.

© He oTkniouaiiTe NMTaHMe yCTPOICTBA, HE BbINOMHANTE ero nepesarpysky B npowecce
o6HoBneHusa MO.
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5.4.7 TMoameHto «Mepesarpyska»

B nogmeHto «lMepe3arpy3ka» BbINO/HAETCA nepesanyck yCTPoicTaa.

Monutopuur  Cets  IP-TenesupeHue m

Bpema  [Hoctyn  Xypwan [Maponu  YnpaeneHue kowcpurypauueit  OBHoeneHue N0 [MEENEEEUSELCM ABTOKOHCUrypUpoBaHue  [ONONHUTENEHEE HACTPOIKK

PykoBoacTBO no akcnyatauun WB-2P-LR2

Mepe3sarpyska ycTpoiicTea

< lNepesarpyska

[nsi nepesarpy3ku yCTpoiicTBa HAXXMITE Ha KHOMKY «[epesarpy3nTb». Mpouecc nepesarpy3ku ycTpoiicTea
3aHUMAET NPUMEPHO T MUHYTY.

5.4.8 TMoameHo «ABTOKOHOUTypupoBaHUE»

B nogmeHto «<ABTOKOHIUIyprpoBaHme» BbINOHSAETCA HacTpoiika anroputma DHCP-based autoprovisioning
(aBTOKOHOMIyprpoBaHMe Ha ocHoBe npoTokosia DHCP) 1 npoTokosia aBToMaTU4Yeckoro KoHUryprpoBaHus
aboHeHTCKmMX ycTpoiictB TR-069.

MoHuTopuHr  CeTe  IP-TeneenpeHmne m

Doctyn XKypHan  Maponu Ynpae neHue KoHpurypauuei

OfbHoaneHue NO Mepeaarpy:

ABTOKOHDUrypupoBaHue Ha ocHoee npotokona DHCP

AsTomaTuyeckos oBHOBNEHUE

Daiin kKoHpPUrypaumm

ViHTepaan 0fHOBNEHHS KOHCDUTYpaLWA, C
@anan rno

WnTepean obHoeneHws MO, ¢

BuiknioueHo

300

3600

ABToKOHbUrypuposarue no npotokony TR-069

O6uine
BrniounTs knueHTa TR-069
Anpec cepeepa ACS
BrniounTL Neproguyeckuit onpoc
Mepuog onpoca, ¢
3anpoc coefHHeHNA ¢ ACS
Wmsi nons3ogatens
Napons
3anpoc coeMHeHNS C KNIMEHTOM
WMA none3osatens
MNapone
Hactpoiikn NAT

Pexum NAT

+ MpUMEHUTE % OTMeHa

http/fupdate.local- 9595,

60 =

acs

acsacs

admin

admin

off

Ecll AsTokoHcpurypupoBanue IEIGLINBTMENINEEERE I

ABTOKOHhUrypnpoBaHme Ha ocHoBe npoTtokona DHCP:

+ ABmomMmamu4yeckoe 06HOB/IEHUE — BbIOOP pexmumMma 06HOB/EHMST YCTPONCTBA; BO3MOXHO HECKO/IbKO

BapUaHTOB:

* BbIK/1I04EHO — aBTOMATMYECKOE 0GHOB/EHME KOHMIypaLumum 1 NporpaMMHOro obecneyeHnst
YCTPOICTBA OTK/THOUEHO;

* KoHopuaypayusi u IO — pa3peLleHo Nepmoanyeckoe 06HOBNEHNE KOHUTypaLumn n nporpaMmMmHOro
obecneyeHnst yCTPOICTBa;
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*+ To/IbKO KOHGhu2ypayusi — paspeLleHo nepnoamyeckoe 06HOBMEHME TO/IbKO KOHMrypaumm
YCTPOWCTBa;

* Tosbko O — pa3peLLeHo nepruoamyeckoe 06HOB/IEHME TOMTBKO MPOrpamMMHOro obecneyeHns
yCTpOWCTBA.

+ [Mpuopumem napamempos U3 — AaHHbI NapameTp onpeaenser, oTkyaa Heo6xo4MMO B3ATb Ha3BaHUS U
pacnonoxeHue gaiaioB KOHUrypaumm n nporpaMMHOro obecnevyeHus:

« Static settings — nyTn Kk dpainam KoHUrypaumm 1 nporpaMmMHOro obecneyeHnst onpeaensatoTcs
COOTBETCTBEHHO M3 NapameTpoB «Pali/1 KoHuaypayuu» n «Pads NO»; nogpobHee padboTy
asiropyTMa CMoTpuTe B pasgene Anroputv paboTel aBTOMATNYECKOro 06HOBNEHNS YCTPONCTBA Ha
ocHoBe npotokona DHCP;

+ DHCP options — nyTu K dharinam KoHgurypauum 1 nporpammHoro obecneyeHns onpeaenstorcs u3
DHCP onuuii 43 1 66 (ana aToro Heo6xoAMMO ANnst ycnyrm NHTepHeT BbiGpaTk npoTokon DHCP);
noapobHee paboTy asiroputma CMOTpUTE B pasgene Aroputv paboTsl aBTOMAaTUYeCcKoro
0OHOBNEHUSA YCTPOKCTBA Ha OCHOBE NpoTokona DHCP;

* @alin koHgbuaypayuu — NOHbIA NyTb K haitny KoHdurypauum — 3agaétcs B popmate URL (Ha gaHHbIi
MOMEHT BO3MOXHa 3arpy3ka dhaiina koHdurypaumm no npotokonam TFTP n HTTP):

tftp://<server address>/<full path to cfg file>

http://<server address>/<full path to cfg file>

roe < server address > — agpec HTTP- unun TFTP-cepBepa (4omeHHoe umst unm IPv4),
< full path to cfg file > — nonHbIA NyTb K thaiiny KoHUrypauum Ha cepBepe;

* MIHmepBsas 06HOB/IEHUST KOHGbU2ypayuu, C — NPOMEXYTOK BPEMEHM B CEKYHAAX, YEPE3 KOTOPbIN
oCyLLecTBAseTCs nepmognyeckoe o6HOBEHNE KOHGUrypauumn ycTpoinctea. Boibop 3HaueHns 0
03Ha4yaeT oAHOKpaTHOe 06HOB/IEHNE TOMbKO Cpasy Mocsie 3arpy3ku yCTPOCTBa;

+ ®alin MO - nonHbIii NyTb K chaliny nporpammHoro obecneverunsi — 3agaérca B oopmate URL (Ha
[laHHbIA MOMEHT BO3MOXHa 3arpy3ka cpaiina MO no npotokonam TFTP n HTTP):

tftp://<server address>/<full path to firmware file>

http://<server address>/<full path to firmware file>

roe < server address > — agpec HTTP- unun TFTP-cepBepa (4omeHHoe umsi unm IPv4),
< full path to firmware file > — nonHbI NyTb K chaiiny MO Ha cepBepe;

* ViHmepsasn o6HoseHus 10, ¢ — NPOMEXYTOK BPEMEHU B CEKYHAX, YEPE3 KOTOPbIA OCYLLECTBNAETCS
nepuoanyeckoe 06HOB/IEHME NMPOrpaMMHOr0 o6ecnedeHunst ycTpoiicTea. Bbibop 3HaueHusi 0 o3Hauaet
0fiHOKpaTHOe 0GHOB/IEHUE TO/ILKO Cpasy Moc/ie 3arpy3Ku yCTpoicTaa.

[JeTtanbHoe onvncaHve asroputma aBToMaTtnyeckoro 06HoBeHNA Ha ocHoBe npoTtokona DHCP cmoTpuTe B
pazgene ANroputm paboTbl aBToMaTnyYeckoro 06HOB/IEHNS YCTPONCTBa Ha ocHoBe npoTokona DHCP.

ABTOKOHpUrypuposaHue no npotokony TR-069:
oo6uwue:

* Bkarodums knueHma TR-069 — npu ycTaHOBMEHHOM dhniare paspelleHa pabota BCTPOEHHOTO KMeHTa
npotokosna TR-069, nHave — 3anpeLyeHa.

+ Adpec cepsepa ACS — agpec cepBepa aBTOKOH(purypmpoBaHus. Agpec Heobxoanmo BBOAUTL B
thopmarte http://<address>:<port> nnu https://<address>:<port> (<address> — IP-agpec nnm gomMmeHHoe
nvst ACS-cepBepa, <port> — nopt cepBepa ACS, no ymonyaxuio nopt 9595). Bo BTOpom criyyae KIneHT
6yaeT ncnonb3osaTtb 6e3onacHbIin npotokosn HTTPS ansa o6meHa nHdopmaumeii ¢ cepsepom ACS.

* Bk/o4umsb nepuoduyeckuli onpoc — Npv yCTaHOBIEHHOM donare BCTPOEHHbIN kAneHT TR-069
ocyLlecTBnseT nepuoguyecknii onpoc cepsepa ACS ¢ MHTepBasioM, paBHbIM «[1epuody onpocar, B
cekyHgax. Llenb onpoca - 06HapyX1UTb BO3MOXHbIE U3MEHEHWSA B KOHOUIypaL MM YCTPOICTBa.

3anpoc coeguHeHus ¢ ACS:
* Vims nonb3osamers, Napo/ib — UMA NOMb30BaTENA U Naposib ANA AocTyna KnueHta k ACS-cepsepy.

3anpoc coeguHEeHUsi C K/IMEHTOM:
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* VImsi nosib3osamerisi, [aposib — UMs NoIb30BaTeNsA U Naposib Ans goctyna ACS-cepBepa K KITMEeHTY
TR-069.

HacTtpoiiku NAT:

Ecnu Ha nyTn mexay kKnmeHToM 1 cepepoM ACS nmeeT mecTo npeobpasoBaHue ceTeBbix agpecos (NAT -
network address translation) — cepeep ACS MOXET HE UMETb BO3MOXHOCTb YCTAHOBUTL COEANHEHUNE C
K/IMEHTOM, EC/IN HE UCMNO/b30BaThb ONpeAesieHHble TEXHO/I0MMK, NO3BOIAIOLLME 3TOTO M3bexarb. ITu
TEXHOMOTNM CBOAATCA K ONpeaeneHnto KNMEeHTOM CBOETO Tak HasbiBaeMOro ny6/1MyHoro agpeca (agpeca NAT
WM NO-ApPYroMy — BHELLHETO agpeca LU/03a, 3a KOTOPbIM YCTAaHOB/EH KMEHT). Onpeaenns cBoi Ny6anyHbIi
agpec, KNMeHT coobLLaeT ero cepeepy, 1 cepsep B fasibHeleM A5 YCTaHOBIEHUSA COeUHEHUS C K/TMEHTOM
NCNO/b3YET YXKe HEe ero NoKasibHbI agpec, a NyoennNYHbINA.

+ Pexxum NAT — onpegensiet, Kakum 06pa3oM K/IMEHT A0/HKEH NONYUYUTb MHDOpMaLUIO O CBOEM
ny6nnyHom agpece. Bo3MOXHbI CneyroLme pexumsl:

+ STUN - ucnonb3oBatb npotokon STUN a5 onpegeneHunsa nyoenmyHoro agpeca;

* Manual — py4Hoii pexxwum, korga ny6nyHbIl agpec 3afaeTcst ABHO B KOHUIypaumu; B 3TOM
pexvme Ha yCTPOICTBE, BbiNonHsAweM yHkumm NAT, Heobxoanmo [06aBUTb NpaBuIo
npo6poca TCP-nopTa, ncnosb3yemoro kanmeHTom TR-069;

+ Off — NAT He ncnonb3yeTcsa — AaHHbIA peXrM pekoMeHAYeTCA UCNONb30BaThb, TO/IbKO Korga
YCTPOMCTBO NOAKNOYEHO K cepBepy ACS Hanpsimyto, 6e3 Nnpeobpa3oBaHns ceTeBbIX agpecos. B
aTOM cny4yae ny6/mMyHbIA agpec coBnagaeT C JIOKaUlbHbIM aApecoM KneHTa.

Mpw BbiGOpe pexnma STUN Heo6xoaMMo 3a4aTh crieaytoume HacTPOMKK:

+ Adpec STUN-cepsepa — IP-agpec nnn gpomeHHoe ums STUN-cepsepa;

« Mopm STUN-cepsepa — UDP-nopt STUN-cepBepa (no ymonyaHuto 3HaueHune 3478);

* MuHumasibHbIl nepuoo onpoca, ¢ n MakcumasibHbIU nepuod ornpoca, ¢ — onpeaensoT UHTepsa
BpeMeHV B CeKyHAax AJ/1a OTNpaBku nepuogmyecknx coobueHuii Ha STUN-cepsep ¢ uesbio
06HapyXeHunst n3MeHeHus Ny6/IM4YHOro agpeca.

Mpw BbIGOPE pexnma Manual ny6nnyHblii agpec kaveHTa 3agaeTcs BpyyHyto yepes napametp Adpec NAT
(appec HeobxoayMo BBOAUTL B chopmarte IPv4).

Mo npotokosny TR-069 BO3MOXHO NPOM3BECTN OCHOBHOE KOHOMUIypUpoBaHWe YCTPOoCTBa, 06HOBNEHME
nporpaMMHOro o6ecneyeHus], YTeHe nHopmauum o6 yctpolictee (Bepcus MO, Moaens, CepuiiHbli HOMep 1
T.4.), 3arpy3Ky U1 BbIrpy3Ky Lienioro chaiina koHdpurypauum, yaasieHHyo nepesarpysky ycTpoicTea (noaaepxaHbl
cneundcpmkauyum TR-069, TR-098).

[N BCTYNNEeHWs1 B CUNY HOBOI KOHCOUIypaummn 1 3aHeCEHUSI HACTPOEK B SHEPTOHE3ABUCUMYIO NaMsITh
HaXKMUTE KHOMKY «[IpuMeHUMb». O OTMEHbI UBMEHEHWNIA HAKMUTE KHOMKY «OmmeHa».
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5.4.9 MoameHo «[JonoaHUTEbHbIE HACTPONKM»

B nogmeHto «[lonosiHMTEeNbHbIE HACTPOMKM» MOXHO BK/IOUMTb UPNP, ykasatb 3apesepsupoBaHHbie VLAN ID.

UPnP

Brricaute UPRP -

JapezepenpoBaHHeie VLAN 1D

Ha4anbHeid VLAN 1D

Horeurem VLAN 1D

IokaneHoe ynpaenexue Yepes Ethernet
Brnrueto
IP-agpet yNpaEneHua 192.0.3.1

Macka  255.255.255.0

UPnP

MpoTokon UPNP ncnonb3yeTcs HEKOTOPbIMY NpunoxeHuamn (Hanpumep, DC-knneHTaMm, Takumm Kak
FlylinkDC++) gna aBTomMaTMyeckoro cosgaHns npasui npoopoca TCP/UDP-nopToB, NCNO/b3yEMbIMUA 3TUMY
NPUIOXKEHNAMMN, HA BbILLECTOALLEM MapLupyTu3aTope. PekomeHayetcs BkaounTe UPNP gna obecneyenuns
paboTbl cepBMcoB 06MeHa halinamu B ceTu.

* Bkmroyums UPNP — npu yctaHoBNneHHoOM doiare npotokost UPNP BkntoveH, MHave — BbIK/THOUEH.
3apesepBuposaHHbie VLAN ID

3apesepsupoBaHHblie VLAN ID — crnincok cnyxebHbix VLAN, nCcnosib3yemblX yCTPONCTBOM A1 BHYTPEHHMX
uenei.

* HayasibHbIl VLAN ID — HavanbHblin Homep VLAN;
* KoHeuHbIl VLAN ID — KoHe4Hblin Homep VLAN.

© nMpwu BrnroueHnn cpnara «McnonbsoBatb Management VLAN» 1 HenpaBunbHO HacTpolike
Management VLAN Bo3MO)XHa noteps goctyna K yctpoucty. Mpu nogkniovyeHun yepes Ethernet
y CTPOIiCTBO GyAeT AOCTYNHO no agpecy 192.0.3.1.
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6 [Mpumep HaACTPOIKK

1. Mogkntoumte MK K LAN-NopTty nHxxexkTopa,

2. B apgpecHoii cTpoke 6paysepa BeeauTte IP-aapec yctpoiictea (no ymonyanuio 192.168.1.1, ecnu
YCTPOICTBO He nonyunno agpec no DHCP). Mpu ycnewHom NogKIoYeHUN K YCTPONCTBY NOSIBUTCSI OKHO
C 3anpoCcoM /IorMHa 1 naposs. 3anosIHATE NOSt U HAXMUTE KHOMKY «BoiTux» (Mo ymMonYaHuio NorvH:
admin, naponb: password).

WB-2P-LR2 u -

Noruw:

Mapons:

Ecnn 3TO OKHO HEe NoABUIIOCH, y6€,£l|I/ITer, yTo NK HaxoguTcsa B O,CI,H0|7| ceTn c yCTpOI7ICTBOM.

MOHWTOPHHT m Cucrema

OBuwme HaCTPOIKKA

COE Ceresoh skpad  Mapwpyrnzauna  SNMP

WuA xocTa

BHewHas ceTb
Pexnu ycrpoictea | Wi-Fi Knnaut -

HacTpoK® NoaKnoHEHmR

Q Cranuposate 3hup

SSID

Pexuw B02.11 802.11bgn |
WmpmHa kaHana 40 My |
Pexuu GezonacHocTn Off M
MowHocTs chriana (aEw) | 24 i
Koparknil 2awn THER MHTERBEaN
PUKCHPOBAHHAR LUSHTPANLHAR 4acToTa
CNncok paspeweHHsx KEHaN0e
K aHansHan ckopocTs Nepeaasn Auto
MakcHMansHaR ckopocTs NEpEAN Auto
Oxupamne ACK | B4 =
Pexwnw patoTu Moot
MpwnopwuTer DSCP
MpoTokon DHCP M
Pexum VLAN Trunk
AnsTepHaTuEHLR Vandor 1D onus 60)
Vendor 1D (onuws 60)
MNepewurui DNS
Bropuuuit DNS
OrparMueHNE WMPOKOBBWAT eNkHOMD TRaChNKA [nakeTos/cek) | O =

WeAnep

Ha ctpaHuue «/IHTepHeT» B MeHI0 «CeTb» HacTpanBaeTCs BHelUHee coefuHeHre. B nosne «Pexum paboTtbi»
BblOEpUTE HYXHbI pexuM paboTbl: MocT nnn MapLupytusatop. Ecniv gnsa nogkaoveHns K ceTn nposaigepa
NCNONb3YKTCA CTaTU4Yeckue HacTPOKiKK, TO B nose «[poTOKoN» HYXXHO BblbpaTb 3HaveHue «Staticy, 3anoHuTb
nons «IP-agpec», «<Macka nogcetun», «LLUno3 no ymonyaHunio», «MepsnyHblit DNS» 1 «BTopnyHbIlii DNS» —
3HaYeHua napamMeTpoB NPeLoCTaB/IATCA NpoBanaepoMm.

Heob6xoaumo HacTpouTb NoAk/toveHne K 6a3oBoli ctaHumu. B none «SSID» ykaxknTe ngeHtudmkarop
6ecnpoBOAHON CETH, K KOTOPO HEOBXOAMMO NPOU3BECTU NOAK/IIOYEHWE. B none «Pexum 6e3onacHoCTU»
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BblGEPUTE PEXUM 6E€30NaCHOCTK, MO KOTOPOMY OCYLLIECTBNSAETCA ayTEHTMAINKALMS B AAaHHON CeTn 1 3agaiite
K/1K04, eC/IM UCMONb3YEeTCA CeTb C WnpoBaHneM. Nocne HaxaTusa Ha KHOMKY «[TpuMeHnTb», aboHeHTCKas
CTaHUMSA BbINO/THUT NOMCK YKkazaHHoro SSID B adoupe v npu 06HapyXeHWUM BbINOMAHUT NOMNbITKY NOAKIOHYEHNS K
6a30B0Oli CTaHUMK C YKa3aHHbIMK NapameTpamun. Ecnm napameTpbl yka3aHbl KOPPEKTHO M YPOBEHb CUTHaNa
[0CTaTOUHbIM, NPOM30AET YCNELHOE NOAKNIOYEHNE.
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/7 CnektpoaHannsarop

UTo6bl BOCMO/Nb30BaTbCA BCTPOEHHBLIM CnekTpoaHannsatopom Ha WB-2P-LR2 Heobxoanmo 3aiiTi Ha
yCcTpoicTBo no telnet nnm ssh.

3anyck npou3BoaMTCs KOMaHAol: spectrum-analyzer.

Bpemsi aHann3a Bcex pagvokaHasioB AvanasoHa cocTaBnseT NpUMepPHO 5 MUHYT.

© O6paTuTe BHMMaHMe, UTO Ha BPEMs PaGoTbl CNEKTpoaHa/IM3aTopa NPon3oigeT OTK/IoUEeHne OT
6a30BOIi CTAaHLUM [0 TeX Mop, NOKa CNeKTpoaHaM3aTop He NpekpaTuT CBOto PaGoTy.

Pe3ynbTaT MOXHO NOJTy4nTb C NMOMOLLBI0 KOMaHbl spectrum-analyzer-result. B koHconb 6yeT BblgaHa
MHhopMaums 0 3arpyske Kaxgoro paguokaHana (B npoueHTax):

root@wB-2P-LR2:~$ spectrum-analyzer
Spectrum analyzer scanning 1in progress
root@wWB-2P-LR2:~$

root@wB-2P-LR2:~$ spectrum-analyzer-result

node: Monitoring.Network.SpectrumAnalyzer
name: 1, value: 13

name: 2, value: 21
name: 3, value: 1
name: 4, value: 3
name: 5, value: 20
name: 6, value: 76
name: 7, value: 9
name: 8, value: 3
name: 9, value: 3

-

name: 10, value: 10
name: 11, value: 28
name: 12, value: 22
name: 13, value: 10
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8 Anroputm paboTbl aBTOMaATUYECKOro 0OHOBEHMS YCTPOMCTBA HA OCHOBE NMPOTOKONa
DHCP

Cete  IP-Teneempenwe QRS
Bpems OocTyn Aypxan Napanu NPEENEHHE KOHDHryPaLred DGHOBNEHHE NPOrPEMMHOND OOt newaHkR MNepelarpyaea [ onOMsMTENEHEE HACTPORKM

ABTOKOH(PMIypupoBaHwe Ha ocHoee npotokona DHCP

AsTomaTwseckoe cbHoBneHne Kondmrypayprs u MO v
MpHEpHTET NBPEMETROB W3 DHCP aptions. ¥
DaAn EoHDRIYDaLUM

VIHTEPE&N GSHOBMEHIAR KOHDWIYDALMN, &

Huntepean oSnornerus MO, ¢ 3600

AeToKOHUIrypuposadue no npotokony TR-069

OGwme
BrninTe kNeenta TR-068 &
Agpec cepeepa ACS hitp:/192.168.16.160:9505
BRAKSWTE NEPUOIMYECKNA onpoc &
Mepwoa onpoca, C
3anpoc coennHeHna ¢ ACS
WA nons3oeaTens
Napone BCSECS
3anpoc cOSQRHEHNA C KNHEHTOM
Hima nons3cesTens
Napani
Hactpoixn NAT

Pemoma NAT O v

ANroputm pa6oThl NPoLIeypbl aBTOMATUYECKOT0 06HOB/IEHUS YCTPOCTBA ONpeaeiseTcsl 3HaueHnem
napametpa «/Tpuopumem napamempos u3».

1. Ecnun BblbpaHo 3Ha4veHue «Static settings», To U3 napameTpoB «Padls1 KoHgbuaypayuu» n «dadin MNo»
onpeaensieTcs NnonHblli NyTh (BKOYAs NPOTOKON AOCTyna U aapec cepBepa) K chaiinam KoHdurypauum n
nporpaMMHOro obecneyvenus. MonHbIA NyThb yKkasbiBaeTcs B popmate URL:
<protocol>://<server address>/<path to file>, rge

+ <protocol> — npoToKON, NCNONb3yeMbI 415 3arpy3Kn COOTBETCTBYIOLLETNO dhalisia c cepepa
(nopaepxmBatoTcs npoTokonsl HTTP u TFTP);

« <server address> — afjpec cepBepa, C KOTOPOro HEO6GX0AMMO 3arpy3uTb hain (4OMeHHOEe UMS 1N
IPv4);

+ <path to file> — nyTb K chaiiny Ha cepsepe.

B URL gonyckaeTcs Mcnonb30BaHue CrefyHoLivx MakpocoB (3ape3epBrpoBaHHbIe C10Ba, BMECTO KOTOPbIX
YCTPOIACTBO MO/ACTaBNSAET ONpeAeNieHHbIe 3HAUYeHUs):

+ SMA - MAC address — BmecTo AaHHoro Mmakpoca B URL chaiina ycTpoiicTBo noactasnser
cobcTBeHHbI MAC-aapec;

+ SSN - Serial number — BmecTo gaHHoro makpoca B URL ¢haiina ycTpoiicTBo noactaBnsiet
COGCTBEHHbI CEPUIHBIV HOMEP;

+ SPN - Product name — BMecTO JaHHoro Mmakpoca B URL cpaiina ycTpoiicTBo nofactasnser
HasBaHue mogenu (Hanpumep, WB-2P-LR2).
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MAC-agpec, cepuiiHblii HOMep U Ha3BaHue MOAENN MOXHO NOCMOTPETb B PEXMME MOHUTOPUHIA Ha
CTpaH1Le MEHI0 «YCTPOWCTBOY.
Mpumepsbl URL:

tftp://download.server.loc/firmware.file, http://192.168.25.34/configs/WB-2P-LR2//my.cfg,,
tftp://server.tftp/SPN/config/SSN.cfg, http://server.http/SPN/firmware/SMA. frm n 1.4,

Mpwn aTOM gonyckaeTcs onyckatb HekoTopble napameTpbl URL. Hanprmep, dhainn KoHdurypaumm MoxHoO
3ajarb B TakoM hopmare:

http://192.168.18.6
nnm
config_wb.cfg

Ecnu n3 URL-chaiina koHdurypaumm nim nporpaMMHOro obecneyeHms He yaaéTtcs u3B/eyb Bce
HeobxoauMble Af1s 3arpy3ku haiina napameTpbl (MPOTOKON, aapec cepeepa W NyTb K doaliny Ha
cepBepe) — 6yAeT NpousBeAeHa NonbITka N3BeYb HEU3BECTHBIN NapameTp u3 DHCP-onuwuii 43 (Vendor
specific info) unn 66 (TFTP server) n 67 (Boot file name), B cnyyae ecnu B ycnyre VIHTEPHET yCTaHOB/IEHO
nonyyeHvie agpeca no npotokosy DHCP (cpopmat n aHanus DHCP onuuii 6yaeT npuBeaéH Hxe). Ecnm ns
DHCP-onuuii He nonyyaeTcs U3Bevb HegoCTalLWNIA NapameTp, 6y4eT NCNoMb30BaTbCs 3a4aHHoe
3Ha4YeHne Mo yMoHaHuio:

* Ans npotokona: tftp;

« NS agpeca cepsepa: update.local;

* Ans umexun chaiina koHdpurypauum: WB-2P-LR2.cfg;

* ANst UMeHU dhailina nporpaMmHoro obecnevenusi: WB-2P-LR2.fw.

Taknum o6pasom, ecniv nons «Padis1 KoHghuaypayuu» n «Padsn NO» oCcTaBUTb NYCTbIMU, U MO NPOTOKOY
DHCP He 6yaeT nony4yeHbl onummn 43 nnm 66, 67 ¢ ykazaHneM MecTononoXxeHuns atux gainos — URL
dharina koHdurypaumm 6yaet UMeTb BUA,

tftp://update.local/WB-2P-LR2.cfg,
a URL dpanna No:
tftp://update.local/WB-2P-LR2.fw.

2. Ecnu BblbpaHo 3HaveHne «DHCP options» — URL ¢paiinos KoHurypaumm n nporpaMMHOro obecnevyeHus
n3snekatotrca n3 DHCP onuuii 43 (Vendor specific info) nnn 66 (TFTP server) n 67 (Boot file name), ans vero B
ycnyre VIHTepHeT A0/MKHO BbITb YCTAHOBMIEHO NoflyyeHne agpeca no npotokony DHCP (chopmart n aHanus
DHCP onuuii 6yget npueegéH Huxke). Ecnun nz DHCP onuwii He yaaetcsa onpeaenuntb Kakoli-Hnbyas napameTp
URL — ans Hero ncnonb3yeTtcs 3afaHHOe 3HauYeHne no ymMmo14aHuio:

* Ans npotokona: tftp;

« Ans agpeca cepsepa: update.local;

* Ans umexun chainna koHdpurypauum: WB-2P-LR2.cfg;

« ANst UMeHW dhalina nporpaMmHoro obecnevennsi: WB-2P-LR2.fw.

dopmart onyuum 43 (Vendor specific info)

1|<acs_url>|2|<pcode>|3|<username>|4|<password>|5|<server_url>|6|<config.file>|7|<firmware.file>|8|
<vlan_tag>

1 — Kopg, agpeca cepBepa aBTOKOHUrypuposaHus rno npotokony TR-069;
2 — Kop, pnA ykasaHusa napametpa Provisioning Code.

3 — KoA MeHu nonb3osaTens 4715 asTopusaunm Ha cepsepe TR-069;

4 - Ko napons ansa asropusaumm Ha cepeepe TR-069;

5 - kop agpeca cepBepa; agpec cepBepa 3agaerca B popmate URL: tftp://address nnum hitp://
address . B nepBom BapuaHTe ykasaH agpec cepepa TFTP, Bo BTopom — HTTP;

6 — kog, MeHu haitna koHpurypaumm;
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7 — Kog umeHun dpaiina Mo;
8 — kog Ttera VLAN ansa ynpasneHus;
«|» - 06513aTeNbHbIN pa3fenTesbHbIA CUMBO MEXAY KoAaMy U 3HaYeHUSIMU NOLONLUIA.

Anroputm onpegeneHus napametpos URL chaiinoB koHcurypayum n nporpaMmmHOro oéecrneyeHus us
DHCP onuuii 43 u 66, 67.

1. NHnumnanunsauma DHCP-o6meHa
Mocne 3arpy3ku ycTpoicTBo nHuummpyet DHCP-06meH.
2. AHanus onumn 43
Mpwn nonyyeHun onuum 43 aHanusupyetcs nogonuus 8 (vlan_tag):

* MOAONUMSA NPUCYTCTBYET 1 oT/InyaeTca oT Tekyuwero Tera VLAN — nHmuymmpyetca DHCP-o6meH B
HoBOM VLAN;

* MOAONUMA OTCYTCTBYET /IMG0 NPUCYTCTBYET N HE OTnMyaeTcs oT Tekywero Tera VLAN:
BbINOJIHAETCA aHa/IM3 NoAoNuuin ¢ kogamn 1,2 1 3 ¢ Lenbio onpegeneHvs agpeca cepeepa u
NMEH haliyioB KOHpUrypaumm n nporpaMMHOro obecrneyeHus.

3. AHauM3 onuun 66

Ecnun onumnsa 43 ot DHCP-cepsepa He nosny4veHa nnmbo nosydeHa, Ho U3 Heé He yaasniocb U3B/edb agpec
cepBepa — OCYLLEeCTBNSAETCA Nouck onuun 66. Ecnu nms caiina MO Takke He yaanocb NONyYnTb —
OCYLLLECTBNSAETCA NOUCK onummn 67. N3 HUX N3BMeKalTCca COOTBETCTBEHHO aapec cepsepa TFTP n nyTb K
dhariny MO. Janee daiinbl KOHMrypauumn n nporpammMHoro obecneveHns 6yayT 3arpyxaTbcsi ¢ agpeca u3
onuun 66 no npotokony TFTP.

Oco6eHHOCTN 0GHOBIEHUSA KOHhUrypaumm.

®daiin KoHdurypauum gomkeH MMeTs chopmar .tar.gz (B faHHOM chopmMate NPoNCXoanT COXpaHeHve
KOHchurypaumm yepes web-nHtepdpeiic Bo Bknagke «Cuctemar - «Ynpas/ieHue KoHgurypaumeii»).
3arpyeHHasi c cepBepa KoHurypauusi npuMeHsieTcsl aBToMaTMyeckn 6e3 nepesarpysku ycTpoiicTaa.

OC06GEeHHOCTU 0GHOBIEHUsI NPOrPaMMHOTO 0GecneyeHust.

®daiin nporpaMMHOro o6ecneyeHunst Ao/HKeH UMETb chopmar .tar.gz . Mocne 3arpy3ku dpaiina Mo
OCYLLIECTB/ISIETCS €70 pacnakoBka 1 npoBepka Bepcum (Mo cogepXxrmoMy dhaiina version B tar.gz-apxmee).

Ecnu Tekywas Bepcua nporpaMMHOro obecneveHns coBnagaeT ¢ Bepcueli charina, noanyyeHHoro no
npotokosy DHCP, o6HoBneHne MO npon3BoguTbCsa He 6yaet. O6HOBIEHME NPOU3BOANTCA TOSIbKO B
cnyyae HecoBnageHus Bepcuid. O 3anyLLeHHOM npolecce 3anucu obpasa nporpammHoro obecneyeHns Bo
flash-namsTb ycTpoiicTBa cBUAETENLCTBYET NOOUEPEAHOE LMKINYECKOE MUTaHne nHamkaTopa «Power»
3€e/1eHbIM, OPaHXEeBbIM U KPaCHbIM LiBETOM.

© He oTkniouaiiTe NUTaHNe U He Neperpyxaiite yCTPoiiCTBO BO Bpems 3anucu obpasa Bo flash-
namaATb. [laHHble AeiAcTBMA NpuBeAyT K YacTUUHoii 3anucu MO, YTo paBHOLEHHO Nopye
3arpy3ouHoro pasgena yctpoictBa. JanbHelilan pa6ota ycTpoiicTBa 6yaeT HeBO3MOXHa. [ins
BOCCTAHOBJ/IEHUA PaGoOTOCNOCOGHOCTUN YCTPOUCTBA BOCNO/Ib3yUTECh MHCTPYKLUMEN, KOTOpas
npuBegeHa B pasgene poleaypa BOCCTaHOB/IEHNSI CUCTEMbI NOc/1e 605 Npu 0GHOBIEHNN
NporpamMmMHOro obecnevyeHus .
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9 lpoueaypa BOCCTAHOB/IEHUSA CUCTEMBI NMOCe c60A Npy 0OHOBIEHUM NPOrPaMMHOIo
obecneyeHus

Ecnv npwv BbINOMHEHWM NpoLEeAypPbl 06HOBMEHMS NPOrPaMMHOro o6ecnedeHust (Yuepe3 web-uHtepdpeiic unm
yepes MexaH13mM aBTOMaTMYeCckoro 0GHOB/IeHUst Ha OcHOBe npoTokosia DHCP) npousolen c6oii (Hanpumep,
13-3a CNly4aiiHOro OTK/THOUEHUsI MUTaHKS), B pe3y/bTaTe Yero JasibHelias paboTa ycTpoiicTBa ctana
HEBO3MOXHOI (MHAMKaTop «Power» NOCTOSIHHO FOPUT KPaCHbLIM LIBETOM), BOCMO/b3YTECH CeAyoWmM
a/IrTopMTMOM BOCCTAHOB/IEHUSA Pa6oTOCNOCOGHOCTM YCTPOIACTBA:

PacnakyiiTe apxvB ¢ dpain/ioMm NporpaMMHOro obecneyeHus.

MoakntoumTe MK K NOPTY YCTPOWCTBA, YCTAHOBUTE Ha CETEBOM MHTepdielice agpec U3 NoaceTu
192.168.1.0/24.

3anyctuTe Ha MK TFTP-knueHTa (ana Windows pekomeHayeTcsi ucnonb3oBarb nporpammy Tftpd32), B
KauecTBe agpeca yaasiEHHOro xocta ykaxuTe 192.168.1.6, a ansa nepegaumn Boibepute gaiin linux.bin n3
pacnakoBaHHOIO apxvsa nporpaMmMHoOro obecrnevyeHus.

3anycTuTe KomaHgy oTnpasky thaiina Ha yaaneHHblin xocT (komaHga Put). [o/mkeH 3anycTuTbes
npouecc nepefayv aiina Ha yCTponcTBeo.

Ecnv npouecc nepegauu thainna Havasncs, LOXAMTECH €r0 OKOHYaHWS, MOC/1e Yero yCTPonCTBO
npov3BedeT 3an1cb NPorpaMMHOro o6ecrnevyeHuns B NnamAaTb U aBTOMAaTUYECKN BbIMOJTHUT 3aryck
cucTembl. Bpems 3anuncu coctaBnsieT okosio 8 MUHyT. O6 ycneLwwHOM BOCCTaHOB/IEHMM YCTPOICTBA
CBUAETENbCTBYET OPaHXEBbIV WX 3eNeHbI LUBET nHankatopa «Power». [Npy 3TOM Ha ycTpolicTee
coXpaHsieTcs KoHdurypauums, kotopas 6bi1a fo c6os. Ecnm nogknoumTbes K YCTPONCTBY He yaaétcs —
npousseanTe c6pOC Ha 3aBOACKNE HACTPOIKN.

Ecnu npouecc nepegauu thainna He Havyasics, y6eanTechb B KOPPEKTHOCTU CETEBbLIX HACTPOEK
KOMnbloTepa 1 nonpobyiTe elle pa3. B cnyyae Heyaayum — yCTPOMCTBO HEOOGXOAMMO OTNPaBnTL B
PEMOHT N160 BbINO/THUTL BOCCTAHOB/IEHUE, NOAK/THOUMBLUMCE K ycTpoicTBy no COM-nopTy yepes
cneupanbHblii agantep (Npy ero HasIMunm).
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10 MpunoxeHune A. 3anyck NPon3BO/ILHOIO CKpUNTa Npu ctapte CUCTEMBI

Mepuoanyeckn Bo3HMKAET HEOBXOAMMOCTb NPW CTapTe YCTPOCTBA BbIMOMHATL ONpeAeéHHbIe AeNCTBYS,
KOTOpble HENMb3sl OCYLLECTBUTL 3aiaHNEM ONpeAEeNEeHHbIX HACTPOekK Yepes haitn kKoHdurypauum. ns atoro
Cnyyasi B yCTpOACTBE NpeAyCMOTPeHa BO3MOXHOCTb Yepe3 KOH(IUIYpaLUMOHHbIA (haiin HacTPOUTb 3anyck
MPOW3BO/ILHOTO CKPUNTA, B KOTOPbIA MOXHO NOMECTUTb JIH06YH0 XEeNaeMyto Noc/nef0BaTe/IbHOCTb KOMaHA,

[nsi 3anycka Npou3BoO/IbHOMO CKpuUnTa B ghaiine koHdurypauum cfg.yaml cozgaHa cekumsi HaCTPOEK:

UserScript:
Enable: "0"
URL: ™

Onuus «Enable» paspeluaeT (ecnu 3HaueHne 1) unu 3anpewaet (ecnm 3HadeHve 0) 3anyck ckpunTa, nyTb K
KOoTOopoMy yKkasaH B napameTpe URL.

3anyckaeMblii CKPUNT MOXET pacnosiaratbCs Kak Ha yaanéHHOM cepBepe, Tak 1 Ha caMoMm ycTpolictse. C
yAanEéHHOro cepsepa CKpUNT MOXET ObITb 3arpy>eH nocpefactsom npotokonos HTTP wav TFTP. PaccmoTtpum
npumepsbl dalina KoHdurypaumm 415 3anycka nosib30Bare/lbCKoro CKpunta ¢ pasHbIX UCTOYHUKOB.

1. 3anyck c HTTP-cepsepa
[ns 3anycka ckpunta ¢ HTTP-cepepa Heobxoaumo B napameTpe URL ykasaTb NOMHbIN NyTb K dhaiiny B
oopmare HTTP-URL:
URL: " http://192.168.0.250/user-script/script.sh "
B atom cniyyae nocne crtaprta ycTporictea dhaiin script.sh, xpaHsawuiics B katasore user-script no
agpecy 192.168.0.250, aBTomarunyeckn 3arpysutcsa no npotokony HTTP ¢ ykazaHHOro cepeepa, nocre
yero 6yaeT Npou3BesEH ero 3anyck.

2. 3anyck ¢ TFTP-cepBepa
[ns 3anycka ckpunta ¢ TFTP-cepsepa Heobxogmmo B napameTtpe URL ykasaTb NOJHbIV NyTh K doaiiny B
oopmate TFTP-URL.:
URL: " tftp://192.168.0.250/user-script/script.sh "
B atom cniyyae nocne ctaprta ycTporictea haiin script.sh, xpaHsawuiics B katasnore user-script no
agpecy 192.168.0.250, aTomarunyecku 3arpy3utcsa no npotokosny TFTP ¢ ykaszaHHOro cepsepa, nocsne
yero 6yaeT Npou3BesEH ero 3anyck.

3. 3anyck nokanbHOro ckpunTa
BBugy ocobeHHoCTel (haiinoBoit cCUCTEMBI NTOKa/TbHBIA CKPUNT AO/DKEH pacnonaraTbCsa TONbKO B
katasiore /etc/config, T.K. TONbKO COAEPXUMOE 3TOT0 KaTasiora COXpaHsieTcsa nocse nepesarpysku
ycTpoiicTBa. CKpunT B KaTasiore /etc/config MoXHO co3gatb NMM60 ¢ NOMOLLIO peaakTopa Vi, 1o
3arpysuThb ero ¢ BHewHero TFTP-cepBepa (komaHaoii tftp —gl user.sh <TFTP-server address>). Mocne
CO34aHus cKkpunTa eMy Heob6Xxo4MMO HasHauYMTb Npasa Ha 3anyck KOMaH4ow
chmod 777 /etc/config/user.sh
B dhaiine kondurypauumn URL ans 3anycka N0Ka/IbHOro CKpunta uMeeT Bug;
URL: " File://etc/config/user.sh "

BaXkHO OTMETUTb, YTO MO/Ib30BATENLCKUIA CKPUNT AO/MHKEH HAUMHATLCSA C AUpPeKTUBbI #!/bin/sh.
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11 MpunoxeHue b. Anarpamma HanpasIeHHOCTH

Anarpamma HanpaBNeHHOCTV aHTEHHbI BEPTUKa/IbHO nonspusauuu:

[uarpamma HanpaBneHHOCTU aHTEHHbI TOPU3OHTAJILHOI NoNspu3auun:
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12 CNNCOK U3MEHEHUI

Bepcua gokymeHTa [Jata Bbinycka CoaepxaHue nsMeHeHui
Bepcua 1.0 06.11.2019 Mepsas nyb6nmkaums
Bepcusa nporpaMMHOro o6ecneyeHusi 2.3.0
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TEXHNYECKAA NMOAAEP>XKA

[na nonyyeHna TeEXHUYECKON KOHCY/IbTaLLMM NO BOMPOCaM 3KCMNayaTauumn obopyaoBaHna
TOO «3nTekcAnaTtay» Bbl MoxeTe 06paTUTbcA B CEPBUCHBIN LLEHTP KOMMNAHUMK:

050032, Pecnybnuka KasaxcrtaH, r. Aimatbl, MKp-H. AnaTay, ya. Mbparnmosa 9
TenedoH:

+7(727) 220-76-10, +7 (727) 220-76-07

E-mail: post@eltexalatau.kz

Ha oduumanbHOM caiiTe KOMMAHUM Bbl MOMKeTe HalTU TeXHUYECKYI [AOKYMEHTauulo W
nporpammHoe obecnedyeHne ans npoaykuum TOO «InTekcAnatay», o0b6bpatUTbCAs K 6ase 3HaHWUM,
NPOKOHCY/IbTUPOBATLCA Y MHKeHepoB CepBUCHOTO LEHTPA Ha TEXHUYECKOM dopyme.

OdumumanbHbI calT KomnaHuu: http://eltexalatau.kz
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