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DELTEX

YC/TOBHbIE OBO3HAYEHUA

0O603HaueHue OnucaHue
B KBaApaTHbIX CKOOKax B KOMaHAHOM CTPOKE YKa3blBatoTCA HeobA3aTeIbHble
[1 napameTpbl, HO MX BBOA, NPEAOCTaBAAET OnpefefieHHble AOMNONHUTENbHbIe
onuuu.
B durypHbix ckobkax B KOMaHAHOM CTPOKe YKa3blBatOTCA BO3MOXKHble 06A3a-
i Te/ibHble NapameTpbl. Heobxoanmo BbIGpaTb OANH M3 NAPaMETPOB.
«,» [aHHble 3HaKN B ONMCAHUN KOMAHZAbI MCNOb3YIOTCA A/1A YKa3aHUA Ananaso-
«» HOB.
«|» [aHHbIN 3HAK B ONUCAaHMM KOMaHAbl 0603HaYaeT «KUANY.
«f» [aHHbIM 3HaK B ONMCaHNE KOMaHAbl YKa3blBaeT Ha 3HAaYEHMEe MO YMONYAHUIO.

Kypcmsom Calibri yKasbiBatoTca nepemeHHble WM napameTpbl, KOTopble He-

Kypcue Calibri o
O6XOLI,VIMO 3aMEHNTb COOTBETCTBYHOWMM CTIOBOM UNTN CTPOKOMU.

MonyXupHbI Kypcue MonyXMpHbIM WPUEOTOM BblAENEHBI NPUMEUYAHUA U NPeaynpPeXaeHUS.

<MonyxcupHeoiii MoNy*KMPHbIM KYpCMBOM B Yr/I0BbIX CKOOKaxX yKa3blBAOTCA Ha3BaHMA KAaBuL
Kypcue> Ha KnaBuaType.
Courier New MonyxupHbim W pndtom Courier New 3anuncaHbl NpUMepbl BBOAA KOMAHA,

WpunopTtom Courier New B pamKe C TEHbIO YKa3aHbl pe3ynbTaTbl BbINOJHEHUA
KOMaHa,

Courier New|

NMPUMEYAHUA U NPEAYNPEXAEHUA

*  MpumeuaHua coaepKaT BaXKHYyO UHOOPMALUIO, COBETblI MU PeKoMeHZauuu Nno Muc-
No/Ib30BaHUIO U HACTPOIMKe YCTPOMCTBA.

| NpeaynpexpeHna nHGOPMUPYIOT NONIb30BATE/NIA O CUTYALMAX, KOTOPbie MOTFYT HaHeCTU
' Bpeps, YCTPOMUCTBY MU YeNIOBEKY, NPUBECTU K HEKOPPEKTHOW paboTte ycTpoicTBa uam no-
Tepe AaHHbIX.

Ethernet-kommymamopei cepuli MES24xx, MES14xx 7



DHELTEX

BBEAEHUE

B nocnegHue rogbl HabnogaeTca TeHAEHUMA K OCYLLECTB/IEHUIO MacCLUTabHbIX MPOEKTOB Mo
NOCTPOEHMIO CceTeill CBA3M B COOTBETCTBUM C KoHuenuueit NGN. OaHOM M3 OCHOBHbIX 3afady npu
peannsauum KPYNHbIX  MYNbTUCEPBUCHbLIX  ceTel ABnseTca cosfaHue HaZeXHbIX n
BbICOKOMPOM3BOANTE/bHbBIX TPAHCMOPTHLIX CeTel, KoTopble ABAAIOTCA OMOPHbIMU B MHOFOC/AOMHOM
apXUTEKType ceTeli cneayloLlero NoKoNeHus.

[NA [OCTUNKEHUA BbICOKMX CKOPOCTEN LUMPOKO MPUMEHSAIOTCA TEXHO/IOMMKU Nepeaayn nHdopmaumm
Gigabit Ethernet (GE). Nepegaya MHPopmaLMM Ha BbICOKMX CKOPOCTAX, OCOBEHHO B CeTAX KpymnHoro
MacwTaba, nogpasymeBaeT BblbOp TaKoW TOMOMOMMKM CETM, KOTopasa Mo3BOAAET IMBKO OCyLLecTBAATb
pacnpegeneHue BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTatopbl cepmunt MES24xx n MES14xx, MOryT UCNO/Ib30BaTbCA HA CETAX KPYMHbIX NPeanpuaTUil
W NPeanpuATUIA Manoro u cpegHero busHeca (SMB), B onepaTopckmx cetax. OHM 0becneymBatoT BbICOKYHO
NpPoOun3BOAMUTENbHOCTb, TMBKOCTb, 6€30MacCHOCTb, MHOFOYPOBHEBOE KAauecTBO 06CyumBaHuA (QoS).

B HacToswem pyKOBOACTBE U3/IOXKEHbI HA3HAYEHME, TEXHUYECKNE XapPaKTEPUCTUKKN, pEKOMEHAALNN
MO Ha4yaNbHOM HACTPOMKe, CUHTAKCUMC KOMAHA A1A KOHPUrypauuu, MOHUTOpPUHra W obHOBAEHWS
NporpaMmHoro obecrneyeHns KOMMyTaTopa.
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HELTEX

1 OMNUCAHUE U3JENNA

1.1 HasHaueHue

Yctpoiictea cepuii  MES14xx ©n  MES24xx ABnsAoTCA  ynpaBAseMbiMU  KOMMYyTaTOpamu,
BbINO/HAOLWMMM CBOM KOMMYTALMOHHbIE QYHKLUMKN Ha KaHa/IbHOM M CeTEBOM YpPOBHAX moaenu OSI.

CeteBble kKommyTaTopbl MES1428 nmetoT B cBOEM cocTase 24 aneKkTpuyeckmx nopta Fast Ethernet u
4 ontnyecknx nopta Gigabit Ethernet ana yctaHoBku SFP-TpaHcuBepos (Combo-nopTbl).

CeteBble KommyTaTtopbl MES2408x mMmeloT B CBOEM cOCTaBe 8 3/eKTpuyeckux nopta Gigabit
Ethernet 1 2 onTnyecknx nopta Gigabit Ethernet ana ycraHosku SFP-TpaHcuBepos.

CeteBble KommyTaTopbl MES2428x mmeloT B CBOEM cocTaBe 24 3nekTpuyeckux noprta Gigabit
Ethernet 1 4 onTuueckmx nopta Gigabit Ethernet ans yctaHosku SFP-TpaHcusepos (Combo-nopThl).

1.2 ®PyHKUMM KOMMyTaTOpaA

1.2.1 ba3oebie pyHKYuu
B Tabnnue 1 npuBeaeH cnncok 6a3oBbix GyHKUWI YCTPOMUCTB, AOCTYMNHbIX ANA aAMUHUCTPUPOBAHUSA.

Tabnunua 1 — basoBble GyHKUUM YCTPOMCTBA

3awyuma om BAOKMPOBKa BO3HMKAET B C/y4asx Meperpysku BbIXOAHbIX NOPTOB YCTPOMCTBA Tpa-
6510KupoBKuU o4yepedu bGUMKOM OT HECKO/IbKMX BXOAHbIX MOPTOB. ITO MPUBOSMUT K 3aJep’KKaM nepenauu
(HOL) OAHHbIX N NOTepe NaKeToB.

Mooddepxcka CnocobHOCTb NoAAepXKMBaTL Nepesady CBEPXAANHHbBIX KaapoB, YTO MO3BOAAET Ne-
Cc8epXOAUHHbIX KaOPO8 | pefaBaTb AaHHblE MEHBLIMM YMCNOM NAKeTOB. ITO CHUXKAeT 06bem CNyKeBHOW UH-
(Jumbo frames) dopmaunmn, Bpems 06paboTKM 1 NepepbIBbI.

YnpasneHne NoToKOM NO3BOAET COEAUHATb HU3KOCKOPOCTHOE YCTPOWMCTBO C BbICO-
KOCKOPOCTHbIM. [nA npefoTBpalleHuAa nepenonHeHua bydepa HU3KOCKOPOCTHOe
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNpaBaAaTb naket PAUSE, Tem cambim MHPOpMU-
pyA BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOBX0AMMOCTU caenaTtb naysy npu nepeaa-
ye nNakeTos.

YnpaeneHue nomokom
(IEEE 802.3X)

1.2.2 ®yHKYuu npu pabome c MAC-adpecamu
B Tabanue 2 npuseaeHbl PYHKLUN YCTPOMCTB Npu paboTe ¢ MAC-agpecamu.

Tabnunua 2 — PyHKuMKM paboTbl ¢ MAC-agpecamm

KommyTaTop cocTaBaseT B NamATH Ta6nmu.y, B KOTOpOﬁ YCTaHaB/1MBaETCA COOTBETCT-

Tabauya MAC-adpecos
Bue mexay MAC-agpecamu 1 y3fiamm NOPTOB KOMMyTaTopa.

B oTtcyTcTBME 06yyeHUsn, AaHHble, MOCTynaloWwme Ha Kakoin-nmbo nopTt, nepesatorcs
Ha BCe OCTa/ibHble MOPTbl KOMMYTaTOpa. B pexunme o0byyeHUA KOMMYTaTOp aHaiu-
3upyeT Kagapbl u, onpegenvs MAC-agpec oTnpaBuTens, 3aHOCUT ero B Tabauuy
MapuwpyTusaumm. Bnocneacteum Kaap Ethernet, npegHasHauyeHHbI Ana XocTa,
MAC-aapec KOTOporo yxe ecTb B Tabauue, nepesaertca TONbKO Yepes yKasaHHbIM B
Tabavue noprt.

Pexcum obyyeHus
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Moddepicka nepedayu
Ha HeckonbKo MAC-
adpecos (MAC

JaHHaa ¢yHKLMA NO3BONAET yCTaHAaB/AMBAaTb COEAMHEHWUA «OAMH KO MHOTMM» U
KMHOTMEe KO MHOrMM». Takum 06pa3om, Kaap, aLpecoBaHHbIA MHOroagpecHom
rpynne, nepegaeTca Ha KaXKablii NopT, BXOAALWMI B rpynny.

Multicast Support)

AemomamuyecKoe . .

epems xpareHus MAC- Ecan ot yctponctea ¢ onpeaeneHHbim MAC-agpecom 3a onpeaeneHHbin nepuos

aa ecoe BpemeHn He NOCTynakoT NakeTbl, TO 3aNnUCb ANA OAaHHOIo aapeca yctapeBaeT U yga-
P . . naetca. 3To NO3BOAIAET NOAAEPKMBATD TaBNMLY KOMMYTaLMK B aKTya/IbHOM COCTOA-

(Automatic Aging for o

MAC Addresses)

CmamuvecKue 3anucu .

MAC CeTeBoit KOMMYTATOpP NO3BONAET NONb30BaATENIO OonpeaenTb CTaTU4eCKne 3anucu

. . cootBeTcTBMN MAC-apecoB, KOTOPbIe COXPAHALDTCA B Tab/mLLe MapLpyTU3aumm.
(Static MAC Entries)

1.2.3 ®yHKYuu emopozo yposHa cemeeoii modenu OSI|

B Tabanue 3 npuBeaeHbl GyHKLMM U 0COBEHHOCTU BTOPOro ypoBHA (yposeHb 2 OSI).

Tabnunua 3 — OnuncaHme GyHKLUMI BTOpOro yposHs (yposeHb 2 OSI)

Peanusauma npotokona IGMP nossonseT Ha ocHoBe MHOPMALMKM, NOAYHEHHOM
npu aHanuse cogepkmmoro IGMP-nakeToB, onpeaennTb, Kakue yCTpoICTBa B CETU

@®yukyusa IGMP Snooping N
YYacTBYIOT B Fpynnax MHOrOaZpecHOW Paccbiku, U aapecosaTb TpaduK Ha cooT-
BETCTBYIOLLME NOPTHI.
. Peanuzaums npoTokona MLD no3BosseT ycTpoiicTBy MUHUMU3NPOBATbL MHOMOas-
@®yHkyusa MLD Snooping . 4 P yerp y P A
pecHbll IPv6-Tpadumk.
®YHKUMSA, NO3BO/AIOWANA NepeHanpaBaaTb MHOroaZpecHbl TpaduKk U3 OfHOWN
®yukyua MVR VLAN B Zpyryto Ha ocHoBaHUM IGMP-coobLweHWi, YTO NO3BONAET YMEHbLLIWUTL Ha-

rpy3Kky Ha uplink-nopty. MpumeHsaeTtca B pewenuax lll-play.

3awuma om

UJMpOKOBeu.I,aTeﬂbeIVI WTOPM — 3TO pPa3sMHOXXeHWe WNpoKoBellaTe/IbHbIX c006-

wupokKoesewjamesibHoO20 LLEHWI B KaXKA0M y3/1e, KOTOPOE NPUBOAMT K NaBUHOOBPa3HOMY POCTY MX YMCna 1
«wmopma» napanusyet paboty cetn. KommyTaTopbl MMeOT GYHKLMIO, NO3BONAIOLWLYIO Orpa-
(Broadcast Storm HUUYUTb CKOPOCTb Mepefaym MHOroaapecHbiX U LWMPOKOBeLWaTeAbHbIX Kagpos,
Control) NPUHATLIX U NepeaaHHbIX KOMMYTaTOPOM.

3epKanupoBaHue NOpPTOB No3BOAAET Ay6AMpoBaTh TpaduK HabaloAaeMbIX NOPTOB,
3epkanuposaHue nepecbinan Bxogdauime M/MAnM UCXoadAlmMe NaKkeTbl Ha KOHTPOAMpYOLWMiA nopT. Y
nopmoes No/ab30BaTENA KOMMYTATOPA €CTb BO3MOMKHOCTb 334aTb KOHTPOAUPYHOLWMIA U KOH-
(Port Mirroring) Tpoavpyemble NOPTbl U Bbl6paTb TMN TpaduKa (BXoAAWMIK M/UAK MUCxoaALMIA),

KOTOpbI byaeT nepeaaH Ha KOHTPOMPYHOLWKI MOPT.

U3zonayua nopmos
(Protected ports)

[aHHasa OyHKUMA NO3BONAET Ha3HauYUTb NopTy ero uplink-nopT, Ha KoTopbIN Ges-
yCNnoBHO ByaeT nepeHanpaBaaTbCcA Becb TpaduK, obecneunsas Tem cambim U30N4-
UMIO C ApyrMmu noptamu (B npegenax ofgHOr0 KOMMYTaTopa), HaXxo4ALMXCA B
3TOM e LWMpoKoBelaTebHoM gomeHe (VLAN) B npeaenax o4HOro KOMMYTaTopa.

Private VLAN Edge

[aHHaa ¢yHKUMA NO3BONAET M30/MPOBATb FPynny NopToB (B mpegenax ogHOro
KOMMYTaTOpa), HaxoAAWMXcA B OAHOM LUMPOKOBELLATENIbHOM AOMEHE Mexay
coboi, no3BoaAA NpM 3ToM 06MeH TpadMKOM € APYrMMM NOPTamM, HaXOAALLMMMU-
CS B 3TOM K€ LUIMPOKOBELATENbHOM AOMEHE, HO He NMPUHAANEeXKAMMM K ITOW
rpynne.

Moddepxcka npomokona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBOM NPOTOKO/, OCHOBHOM 3aZayeli KOTOPOro ABAA-
etca npuseseHue cetu Ethernet ¢ M36bITOYHBIMKM COEAUHEHUAMM K 4PEBOBUAHON
TOMoJIOrMK, UCKAoYaowen netan. KommyTtatopbl obmeHUBaloTCA KoHpUrypaum-
OHHbIMM COOBLLEHMAMM, UCNOJIb3YS Kaapbl cneymanbHoro popmara, U BbI6OpoYHoO
BK/IIOYAIOT M OTK/IIOYAIOT Nepegady Ha nopTbl.

Ethernet-kommymamopebl cepuli MES24xx, MES14xx
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lMooddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbiit) STP (RSTP) — AaBnAeTcA ycoBeplleHCTBOBAHMEM MNpoToKkona STP,
XapaKTepu3yeTca MeHbLUMM BpemMeHeM NPUBEAEHUA CETU K APEBOBUAHON Tono-
IorMK M uMeeT 60J1ee BbICOKYHO YCTONYMBOCTb.

IModdepxcka VLAN

VLAN — 3TO rpynna nopToB KOmMyTaTopa, 06pasyowmx oaHy WNPOKOBeLLaTe lb-
Hyto o6nacTb (LomeH). KommyTaTop nogaeprkMBaeT pas/iMyHble CpeacTBa Kaaccu-
dMKaLMM NAKETOB ANA ONPEAENEHUA UX NPUHAANEKHOCTM K onpeaeneHHon VLAN.

lMooddepxcka npomoKona
OAM

(Operation,
Administration and
Maintenance,

IEEE 802.3ah)

Ethernet OAM (Operation, Administration and Maintenance), |IEEE 802.3ah —
bYHKLUMM YPOBHA KaHafia nepefayun AaHHbIX, NpeacTaBaftowme cobon NpoToKon
MOHUTOPUHIA COCTOSHMA KaHana. B aTom npoTokone Ana nepesayn nHoopmaumm
O COCTOAHWWM KaHajsa MeXAy HenocpeacTBEHHO NOAKAOYEHHBIMW YCTPOMCTBAMM
Ethernet ncnonb3yoTtca 610KM gaHHbIX NnpoTokona OAM (OAMPDU). Oba ycTpoi-
CTBa A0/XKHbI NoaAepKMBaTb cTaHAapT IEEE 802.3ah.

Moodepxcka VLAN Ha
6aze nopmoe
(Port-Based VLAN)

Pacnpepenernue no rpynnam VLAN BbinonHAeTcA no BXxoAAawmm noptam. [laHHoe
pelleHne No3BOJIAET UCNOJIb30BaTb Ha KaXA0M NOPTY TO/IbKO oAHy rpynny VLAN.

Moododeprcka 802.1Q

IEEE 802.1Q — OTKpbITbIMA CTaHAAPT, KOTOPbIN ONMCbIBAaeT Npoueaypy TerMposa-
HUA TpadMKa Ana nepegayvm MHGopmaumm o npuHagnexHoctn K VLAN. MNossonser
ncnonb3oBaTb Heckonbko rpynn VLAN Ha ogHom nopTy.

ObveduHeHuUe KaHa108 ¢
ucnonv3oeaHuem LACP

MpoToKkon LACP obecneynBaeTt aBTomaTuyeckoe obbeANHEHNE OTAE/bHbIX CBA3EN
MeXay ABYMA YCTPOMCTBaMM (KOMMYTaTOP—KOMMYTaToOp WAM KOMMYyTaTop—
cepBep) B eANHbIN KaHan nepeaayn AaHHbIX.

B npoToKo/ie NoCTOSIHHO onpeAenneTcs BO3MOXKHOCTb 06beANHEHNS KaHaNoB, U B
CNny4Yae OTKasa COeAMHEHMA, BXOAALLEro B 06beANHEHHDIW KaHan, ero TpaduK as-
TOMaTMYECKU nepepacnpesensietcd Nno He OTKAsaBLMM KOMMOHeHTaM obbegu-
HEHHOrOo KaHana.

Co3daHue epynn LAG

B ycTpoicTBax nopaep:kusaetca GyHKLUMA CO34aHUA rpynn KaHanos. Arperauusa
KaHanos (Link aggregation, trunking) nnn IEEE 802.3ad — TexHonorus obveauHe-
HUA HECKO/IbKMX GU3NYECKMX KaHANOB B OAWMH NOTMYECKMIA. ITO CNOCOBCTBYET He
TO/IbKO YBENNYEHMIO NPOMYCKHOM CMOCOBHOCTU MArmMcTpanbHbIX KaHa0B KOMMY-
TaTOP—KOMMYTaTOP M/IM KOMMyTaTOp—CepBep, HO U MOBBILWEHNIO UX HAZEKHO-
CTW. BO3MOKHbI TpK TMNa 6anaHCMPOBKKM — Ha ocHoBaHMM MAC-agpecoB, Ha OCHO-
BaHUK IP-agpecoB 1M Ha ocHoBaHWK nopTa (socket) HasHayeHuA.

lpynna LAG cocTouT M3 NOpPTOB C OAMHAKOBOM CKOPOCTbIO, paboTalowmx B Ayn-
JNIEKCHOM peXxume.

Selective Q-in-Q

Mo3BonseT Ha3Ha4aTtb BHewHMn VLAN SPVLAN (ServiceProvider's VLAN) Ha ocHoBe
CKOHPUIYPUPOBAHHBIX MpaBua oGuAbTpaUMM NO Homepam BHYTpeHHux VLAN
(Customer VLAN). MNpumeHeHue Selective Q-in-Q nossonseT pas3obpaTb Tpaduk
aboHeHTa Ha HeckonbKo VLAN, nameHntb metky SPVLAN y nakeTta B OTAE/bHOM
yyacTKe ceTu.

1.2.4 ®yHKyuu mpemoezo ypoeHa cemesoii modenu OSI/

B Tabnumue 4 npuseaeHbl GyHKUMM TpeTbero ypoBHsA (yposeHb 3 OSI).

Tabnunua 4 — OnucaHme GpyHKLUUIN TpeTbero ypoBHa (Layer 3)

CmamuyecKue IP-

AOMUHUCTPATOP KOMMYyTaTOPa MMEeT BO3MOXKHOCTb 406aBAATb M YAANATb CTaThYe-

mapuwpymesi CKMe 3anucu B Tabanuy mapLpyTnsaumm.
Knuenmeoi BootP u v . 6 P
. CTponUCTBa Cnoco aBTOMa ec (o) a -agpec (o] OTOKO
DHCP (Dynamic Host TPOWNCT n Hbl TOMATUYECKN MOJy4YaTb ap n npoOTOKONY
. . BootP/DHCP.
Configuration Protocol)
Ethernet-kommymamopei cepuli MES24xx, MES14xx 11
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lpomokon ARP
(Address Resolution
Protocol)

ARP — npoToKon conocTaBneHus IP-agpeca n ¢umsmyeckoro agpeca ycrpoiicrea. Co-
OTBETCTBME YCTAaHaB/IMBAETCA HAa OCHOBE aHa/iM3a OTBETa OT y3/1a CeTW, agpec y3na
3anpalwunBaeTca B LUMPOKOBELLATE/IbHOM MaKeTe.

1.2.5 ®yHKyuu QoS

B Tabnuue 5 npuBeaeHbl OCHOBHble GyHKLUUM KadecTBa obcaykmnsaHus (Quality of Service).

Tabnnua 5 — OcHOBHble PYHKLUMM KadecTBa 0b6C/yKnBaHMA

Moddepika
npuopumemHoix
ouepedeli

YCTPOICTBO NoaAepKMBAET NPUOPUTEIALLUIO UCXOAALLErO TPaduKa No oyepessam Ha
KaXkgom nopty. PacnpeaeneHve NakeToB MO o4yepessm MOXKET MPOU3BOAUTLCA B
pesynbTaTe KnaccubuKaumm NakeToB No PasMyHbIM NOIAM B 3aro/I0BKax NaKkeTos.

Moddepicka Knacca
obcnyrueaHusa 802.1p

CraHgapT 802.1p cneunduumpyeT MeTOA yKasaHMA NpMoOpUTETa Kagpa M anroputm
MCNO/Ib30BaHUA NPUOPUTETA B LLESIAX CBOEBPEMEHHOMN AOCTaBKM YyBCTBMTE/IbHOIO K
BPeMEHHbIM 3aep*Kkam Tpaduka. CtaHaapT 802.1p onpenenset BOCEMb YPOBHEN
npuoputeToB. KommyTaTopbl MOryT MCNONb30BaTb 3HaveHne npuoputeTa 802.1p
ONA pacnpegeneHnsa Kagpos No NPUOPUTETHBIM OYepeaam.

1.2.6 ®yHKYyuu obecnevyeHus 6ezonacHocmu

Tabnunuya 6 — PyHKUMKM obecneyeHma 6e3onacHOCTU

DHCP snooping

DyYHKUMA KOMMYTaTOpPa, NPpeAHa3HaYeHHasA 4na 3aWwuTbl OT aTaK C UCNOb30BaHNEM
npotokona DHCP. O6ecneunsaet ¢punbrpaumto DHCP-coobuieHMiA, NOCTyNUBLINX C
HeHaAeXHblX NOPTOB MyTEM MOCTPOEHMA U NOAAEpP)KaHWUA Hasbl JAHHbBIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbiNnonHseT Aencrsua
6paHaMayspa MeKay HeHaAeXHbIMW NopTamu 1 cepsepamu DHCP.

Onyus 82 npomokKona
DHCP

Onuwmsa, KoTopas nossonsieT npouHdopmuposatb DHCP-cepBep 0 Tom, C KaKkoro
DHCP-peTpaHcaaTopa 1 Yepes Kakoi NopT npuLien 3anpoc.

Mo ymon4yaHUio KOMMYTaTOpP, UCNoNb3yloWwmi dyHKLMo DHCP snooping, obHapyXu-
BaeT u oTbpacbiBaeT nbon DHCP-3anpoc coaep:kalmii onumio 82, KOTOPbIN OH
nony4mn Yyepes HeHaAEXHbIl (untrusted) nopT.

Dynamic ARP
Inspection (Protection)

DYHKLMA KOMMYTaTOpa, NpeAHa3HaYeHHaa A1A 3aLWnUTbl OT aTaK C UCNONb30BaHUEM
npoTokona ARP. CoobuieHune, KOToOpoe NoCTynaeT ¢ HEHaAEeXHOro NopTa, noagepra-
eTcAa npoBepKke — cooTseTcTByeT aAu IP-agpec B Tene npuHAToro ARP-naketa IP-
agpecy oTnpasuTens.

Ecnun appeca He coBNagaoT, TO KOMMyTaTop oT6packiBaeT nakKer.

L2 -L3—-L4 ACL (Access
Control List)

Ha ocHoBe MHpopmaumm, cogeprKallencs B 3aronoBKkax yposHen 2, 3 n 4, y agMmu-
HUCTpaTOpa eCcTb BO3MOXKHOCTb HacTpouTb A0 100 npasBmAa, COrNacHO KOTOPbIM NakeT
6yaet obpaboTtaH, MM6O OTOPOLLEH.

IP Source address guard

dyHKUMA KOMMYTaTOpa, KOTopasa orpaHunyneaet IP-TpaduK, dunbTpys ero Ha OcHo-
BaHUKM Tabauubl cooTBeTcTBUIM 6a3bl AaHHbIX NpuBa3kM DHCP — DHCP snooping u
CTaTUYECKU CKOHOUTYpUpPOBaHHbIX IP-aapecos. ®yHKLMA ncnonbsyetca ana 6opbbbl
c nogmeHol IP-agpecos.
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1.2.7 ®yHKYyuu ynpasaeHua Kommymamopom

Tabanua 7 — OcHOBHble GYHKUMM yNPaBAEHUA KOMMYTaTOpPamu

3azpy3ka u ebiepy3ka
¢paiina Hacmpoliku

MapameTpbl yCTPOMCTB COXpaHAIOTCA B daisie HAaCTPOWKKN, KOTOPbIA COAEPKUT AaH-
Hble KOHOUIypaLmMM Kak BCeN CUCTEMbl B LieIOM, Tak U onpeaeseHHOro nopTa ycr-
poiicTea.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTokon TFTP ucnonb3yeTtcs ANA onepaumin 3anucu u yteHua ¢ainos. MNpoToKon
OCHOBaH Ha TpaHCNOPTHOM npoTokoae UDP.

YcTponcTBa NoAAEepKMBAOT 3arpy3Ky M nepeaadvy no AaHHOMY NpoTokony daiios
HACTPOWKKM 1 06pa3oB NporpammHoro obecneyeHums.

Mpotokon SNMP ucnosb3yeTca 418 MOHUTOPUHIA U YNPaBAEHUA CETEBbIM YCTPOW-

lpomokon SNMP cTBOM. [nA ynpaBieHMA AOCTYNOM K cucTeme ONpeaensaeTca CNUCOK 3anucen co-
o6LecTBa, Kaxaan U3 KOTOPbIX COAEPKUT NPUBUAETUN AOCTYNA.
YnpasneHne Kommytatopamu nocpegcrsom CLI ocywiecTBnaeTca NoKanbHO yepes
Uumepdpetic nocsnegoBaTenbHblt nopT RS-232, nnbo yapaneHHo yepes Telnet. UHTepdelic Ko-

KOMAHOHOU cmpoKu
(cLi)

MaHZAHOM CTPOKM KoHconu (CLI) anseTca NpomMblWwAeHHbIM CTaHaapTom. MHTepnpe-
TaTop CLI NpeaocTaBifeT CMCOK KOMaHA, U KAoYeBbIX C10B A1 MOMOLLM N0/1b30Ba-
Te0 U COKPALLEHNIO 06beMa BBOAMMbIX AAHHbIX.

Syslog

Syslog — npoToKos, obecneymBatowmii nepeaadyy cOObOLWEHUN O NMPOUCXOAALLUNX B
cucTeme cobbITUAX, @ TaKKe yBeAOMJIEHUI 06 OWKBKaxX yAaNeHHbIM cepBepam.

SNTP
(Simple Network Time
Protocol)

Mpotokon SNTP — NpOTOKON CUMHXPOHU3ALMN BPEMEHWU CETU, FAPAHTUPYET TOYHOCTb
CMHXPOHU3ALMN BPEMEHWN CETEBOrO YCTPOMCTBA C CEPBEPOM 10 MUNIUCEKYHADI.

Traceroute — cny>kebHaa QyHKUMSA, NpegHa3HAYeHHasa gas onpegeseHmMa Maplupy-

Traceroute

TOB nepeayu AaHHbIx B IP-ceTax.
Ynpaenenue A .

MUHUCTPATOP MOXKET onpeaennTb YPOBHU MPUBWUAErMI JOCTyNa ANA NONb30Ba-

KOHMpoaupyemosim A . P . P PeA yp P Aocty 'D'v

Tenel yCTPOMCTBA U XapaKTEPUCTUKM A1 KaXKA0ro ypoBHA NPUBUAETNIA (TONIbKO ANA
docmynom — ypoeHu N

. yTeHus — 1 ypoBeHb, NO/HbIN A0CTyn — 15 ypoBeHb).

npusunea2uu

KommyTaTop cnocobeH ycTaHaBAMBaATb 3aMpeT AOCTyna K Kaxgomy WHTepdeicy

n HMA (SNMP, CLI). 3anpeT moxeT 6bIT TaH H OT, H A KaXaor
Brokupoeka ynpasne (S , CLI). 3anpeT MoKeT 6bITb YCTAaHOB/MEH OTAENbHO AN KaXKAoro
unmepeeiica TMna gocTyna:

P Telnet (CLI over Telnet Session)

ynpaeneHus SNMP

SSH
JloKanbHasa [ns nokanbHOM ayTeEHTUOUKALMM NOAAEPKUBAETCA XPaHEHWe Naposieli B 6a3e aAaH-
aymeHmuguKayus HbIX KOMMYyTaToOpa.

®dunempayus IP-

Joctyn no SNMP paspewaetca ana onpegeneHHbix |IP-agpecos, ABnAlOLWMXCA Yne-

adpecos 9153 SNMP Hamu SNMP-coobuiecTsa.
MpoTtokon RADIUS ucnonb3yetcsa ana ayteHTMdMKauum, aBTopusaumnm n yyeta. Cep-
Bep RADIUS ucnonb3yeT 6a3y AaHHbIX NO/b30BaTeIei, KOTOPaA COAEPHKUT AaHHbIe
Knuenm RADIUS
NPOBEPKM NOAJIMHHOCTU [ANA KaXAoro nosb3oBaTena. KommyTtatopbl cogepkaT
KJIMEeHTCKYIO YacTb npoTtokona RADIUS.
TACACS+ YcTponcTBO NpenocTaBnfeT NoAnepPKKY NPOBEPKM NOAMHHOCTU KIMEHTOB nNocpes-
(Terminal Access ctBom npotokona TACACS+. MpoTtokon TACACS+ obecneymBaeT LEeHTPaIM30BaHHYO
cuctemy 6e30nacHOCTM A/1A NPOBEPKNU MONb30BaTeNEN, NONYYAOLMX AOCTYN K yCT-
gon:ro;l:récce)ss POWCTBY, @ TaKXe LLeHTPa/IM30BaHHYIO CUCTEMY YMNpaBaeHUA Npu cobaaeHUn co-
ontrol System

BmectumocTu ¢ RADIUS u apyrumu npoueccamum NpoBepKM NOAJIMHHOCTY.
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1.2.8 [onoaHumesnbHble hyHKYuu

B Tabnvue 8 npuseseHbl ONONHUTENbHbIE QYHKLMMU YCTPOUCTBA.

Tabnunuya 8 — [lononHUTeNbHblE GYHKLMM YCTPONCTBA

BupmyansHoe CeTeBble KOMMYTaTOpbl MMEIOT B CBOEM COCTaBe MPOrpammHble U annapaTtHble

mecmupoeaHue Kabena | cpeacTsa, NO3BOAIOLME BbINONHATL GYHKLUMM BUPTYanbHOro Tectepa kabena — VCT.

(VCT) TecTep no3sosAeT onpeaennUTb COCTOAHME MeaHOro Kabena caAsu.

JuazHocmuka YCTPOWCTBO MO3BONSAET TECTUPOBATb ONTUYECKUI TpaHcusep. Mpu TecTUpoBaHUM

onmuy4yecKoz20 OTC/IEXKMBAIOTCA TaKMe MapameTpbl, Kak TOK U Hanpa)XeHue nutaHuaA, TemnepaTypa

mpaHcueepa TpaHcusepa. [na peanunsaumn Tpebyetca noaaepiKka aTux GyHKLUUIA B TpaHCuBepe.

UDLD (Unidirectional MpOTOKON BTOPOro YpOBHA, CO34aHHbIN ANA aBTOMATUYECKOro 0bHapyKeHUs note-
. . N ABYXCTOPOHHEW KOMMYHUKALMW HA ONTUYECKUX JIMHUAX CBA3M.

Link Detection) Py AByXcTOP y

1.3 OcHOBHbIe TeXHUYECKME XapaKTepUCTUKMU

OCHOBHblE TEXHUYECKME napamMmeTpbl KOMMYTAaTOpPOB NpmuBeAEHbI B Ta6nv1u,e 9.

Ta6m4u,a 9 — OCHOBHbIe TeEXHUYECKME XapPaKTEPUCTUKHN

O6wme napameTpbl

MES1428 Realtek RTL8332M
MES2408
MES2408B
MES2408IP DC1 | Realtek RTL8380M
MES2408P
MaKeTHblIt MES2408PL
npouecco
POt P MES2408C
MES2408CP
MES2428
MES2428P Realtek RTL8382M
MES2428B
MES2428T
MES1428 24 x 10/100BASE-TX (RJ-45)
4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
MES2408 8 x 10/100/1000BASE-T (RJ-45)
MES2408B 2 x 100BASE-FX/1000BASE-X (SFP)
MES2408C 8 x 10/100/1000BASE-T (RJ-45)
2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
NHTepdeitcbl MES2408CP 8 x 10/100/1000BASE-T (PoE/PoE+)

2 x10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

MES2408IP DC1

8 x 10/100/1000BASE-T (PoE/PoE+)

MES2408P

MES2408PL 2 x 100BASE-FX/1000BASE-X (SFP)

mgz;z;:B 24 x 10/100/1000BASE-T (RJ-45)

MES2428T 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

Ethernet-kommymamopebl cepuli MES24xx, MES14xx
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MES2428P 24 x 10/100/1000BASE-T (PoE/PoE+)
4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
MES1428 12,8 réut/c
MES2408
MES2408B
MES2408C
MES2408CP 20 réut/c
MponyckHaA MES2408IP DC1
CcnocobHoCTb MES2408P
MES2408PL
MES2428
MES2428P
MES24288B 56 réur/c
MES2428T
MES1428 9 MPPS
MES2408
MES2408B
MES2408C
NOM3BOAUTENb- MES2408CP 14,88 MPPS
HECTb Ha'?"laKeTax MES24081P DC1
JINHOM 64 balTa MES2408P
A MES2408PL
MES2428
MES2428P
MES24288 41,658 MPPS
MES2428T
O6bem b6ydepHOM namaTK 512 K6ait
O6bem O3Y (DDR3) 256 M6aunt
O6bem N3Y (RAW NAND) 32 M6aitt
Tabnnua MAC-agpecos 8K
06bem TCAM 1,5K
Konunyectso ARP-3anucei 1K
Konuuectso rpynn L2 Multicast (IGMP 509

snooping)

Ethernet-kommymamopei cepuli MES24xx, MES14xx
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CKkopocTb nepeaaymn

JaHHbIX

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T

OnTtuueckune uHtepdericl 100/1000 MbuT/c
dnekTpuyeckmne nHtepdeincol 10/100/1000 M6but/c

Konunyectso npasma SQinQ

128(ingress)/128(egress)

Noppeprkka VLAN

cornacHo 802.1Q go 4094 aktusHbIx VLAN

KauectBo obcnyxuBaHma QoS

npuoputnsaumna Tpaduka, 8 yposHem
8 BbIXOAHbIX o4epeselt C pasHbIMM NPUOPUTETAMU ANA KAXKAOrO
nopta

KonmuectBo BUpTYanbHbIx Loopback-

o 10
nHTepdelicos
Arperaums kaHanos (LAG) 8 rpynn
Konunyectso ak3emnaapos MSTP 64

CeepxannHHble Kagpbl (jumbo frames)

MaKCMManbHbIM pasmep naketos 10000 6aiT

CooTBeTCcTBME CTAaHA4APTaM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2408CP,
MES2408IP DC1, MES2408P, MES2408PL 1 MES2428P)

YnpasneHue

JNloKanbHoe ynpaeneHune

Console

YpaneHHoe ynpasneHue

SNMP, Telnet, SSH

du3mnyecKme XapaKTEPUCTUKMN U YCNOBUA OKPYIKaloLWwen cpeabl

MNCcTOYHMKM
nUTaHUA

MES1428
MES2408C
MES2408CP
MES2408PL

ceTb nepemeHHoro Toka: 110-250B AC, 60/50 Iy,
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MES2408
MES2428
MES2428T

ceTb NnepemeHHoro Toka: 110-250B AC, 60/50 Iy,
CceTb NOCTOAHHOrO TOKa: 18—72B

MES2408IP DC1

CeTb MOCTOAHHOTO TOKa: 36—72B

ceTb NepemeHHoro Toka: 176-250B AC, 60/50 Iy,

MES2408P CeTb NOCTOAHHOrO TOKa: 36—72B
MES2428P ceTb NepemeHHoro Toka: 170-264B AC, 60/50 Iy,
CeTb MNOCTOAHHOrO TOKa: 36—72B
MES2408B ceTb nepemeHHoro Toka: 110-250B AC, 60/50 Iy,
MES2428B aKKymynAaTopHas b6atapes: 12B DC
MES1428
MES2408 He 6onee 10 BT
MES2408C
MES2408B He 6onee 37 BT (c yueTom 3apsaa AKB)
MES2408CP He 6onee 160 BT (c yyeTom Harpysku PoE)
NoTpebnsemas MES2408IP DC1 He 6onee 135 BT (c yueTom Harpysku PoE)
MotlHocTE MES2408P He 6onee 280 BT (c yyueTom Harpysku PoE)
MES2408PL He 6onee 93 BT (c yueTom Harpysku PoE)
MES2428
MES2428T He 6onee 18 BT
MES2428B He 6onee 45 BT (c yueTom 3apsaa AKB)
MES2428P He 6onee 440 BT (c yyeTom Harpysku PoE)
MES2408CP
Mes2a08ippc1 | 20 BT
BlomkeT PoE MES2408P 256 Bt
MES2408PL 65 Bt
MES2428P 370 Bt
MES1428
MES2408C
MES2408CP ecTb
MES2428
MES2428P AC
AnnapaTtHas MES14288B
noadepHKa MES2408
Dying Gasp MES2408B
MES2408IP DC1
MES2408P HeT
MES2408PL
MES2428B
MES2428P DC
MES2428T

Ethernet-kommymamopei cepuli MES24xx, MES14xx
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MES1428
MES2408IP DC1
MES2408P
MES2428
MES2428B
MES2428T

430 x 178 x 44 mm

FabaputHble
pa3smepbl

MES2408
MES2408B
MES2408C
MES2408CP
MES2408PL

310 x 177 x 44 mm

MES2428P AC

430 x 204 x 44 mm

MES2428P DC

430 x 305 x 44 mm

MES1428
MES2408 DC
MES2408B
MES2408C
MES2408P AC
MES2408PL
MES2428
MES2428B
MES2428P
MES2428T

UHTepBan
pabounx

o1 -20 go +50 °C

Temnepartyp

MES2408CP
MES2408P DC

o1 -20 go +50 °C
Mpu ncnonbszosaHMn Kommepuyeckux SFP-rpaHcmsepos
Temnepatypa OKpYKaloWeid cpeabl He  AOMKHA
npesbiwartb +45 °C

MES2408 AC

o1 -20 go +60 °C

MES2408IP DC1

oT -40 go +60 °C

NHTepBan TemnepaTypbl XpaHeHMUA

o1 -40 no +70°C

OTHOCUTEIbHAA BIAXKHOCTb NpW
aKcnayaTauum (6e3 obpasoBaHun
KOHAeHcaTa)

He 6bonee 80%

OTHOCKUTENbHAA BIAXKHOCTb npu

XpaHeHuu (6e3 obpasoBaHus oT 10% po0 95%
KOHAeHcaTa)
CpeaHWI CPOK CNYXKObI 10 net

V TN NUTaHUA YCTPOIACTBA onpeaenseTca Npu 3akase.
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1.4 KoOHCTpyKTMBHOE UCNONHEHUe

B gaHHOM pasgene onucaHo KOHCTPYKTMBHOE WCMOJIHEHWE YCTPOWCTB. MNpeacTaBnieHbl M3obpaxke-
HUA NepeaHel, 3agHel M BOKOBbLIX NaHesel YyCTPOMCTBA, ONMCaHbl Pasbembl, CBETOAMOAHbIE NHANKATOPSI
W OpraHbl ynpaBieHus.

Ethernet-kommyTaTopbl cepuint MES14xx, MES24xx BbINO/IHEHbI B META/I/IMYECKOM KOpMyce C BO3-
MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

1.4.1 BHewHuii sud u onucaHue nepedHelii naHeau ycmpoliicme

BHewHW Bua nepegHen naHenn MES1428 nokasaH Ha pucyHke 1.

110-250 VAC 60/50Hz max 14 A S 1 3 5 7 9 1 13 15 17 19 21 2 25 7 Aeltex mesias
[ o ™ | ™ X e e ] | e 8 e 2y | [ et S
@ ] [ i P
Console
L :
— =2 bttt b i il i
Marm O [ /5 s 0 o 0 S S 5 5 S 1 8 =]
|—|—| [ 4 6 0 10 n 7] 16 ) ) n 2

PucyHok 1 —lMepeaHasa naHeno MES1428

B Tabavue 10 npuBegeH nepeyeHb PasbemMoB, CBETOAMOAHbIX WHOMKATOPOB W  OPraHos
YNpaBAeHWA, PACMNO/IOKEHHbIX Ha NepeaHe NaHeIn KommyTaTopa.

Tabanuya 10 — OnucaHue pasbemoB, MHAMKATOPOB M OPraHOB ynpasaeHusa nepegHen naHenn MES1428

dnemeHT nepeaHen

Ne OnucaHue
naHenu
1 ~110-250VAC, 60/50Hz max | Pasbem A/ MOAKNOYEHMA K MCTOYHMKY 3/1€KTPOMUTAHUA MepeMeHHOro
1A TOKa
Power NHAMKaTOp NUTaHMA YCTPOMCTBA
2
Alarm UHauKaTop neperpesa

KOHCONbHbIM NOPT A8 NOKaNbHOTO YNpaB/ieHNUsa YCTPOUCTBOM.
PacnuHoBKa pasbema cneaytolas:

He Ucnonb3yetca

He ncnonb3syerca

RX

GND

GND

TX

He Ucnonb3yetca

He Ucnonb3yetca

He ncnonb3syerca

Pacnaiika KOHCONbHOrO Kabena NnpuseaeHa B NPUIONKEHNUU B.

3 Console

OCoOoNOOULL DS WN B

®yHKLMOHaNbHAA KHOMKa 4/1A nepesarpysku ycTponctea M cbpoca K 3aBo-
ACKMM HacTpoOMKam:

- NPW HaXKaTUM Ha KHOMKY AANTENbHOCTbIO MeHee 10 ¢ npoucxoauT nepesa-
rpysKa yCcTpoMCTBa;

- NPW Ha)KaTUK Ha KHOMKY A/auTenbHocTblo 6osnee 10 ¢ nponcxogut cbpoc
HACTPOEK YCTPOICTBA A0 3aBOACKOM KOHpUrypaumm.
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LNK/SPD — cBeToBas MHAMKaLMUA COCTOAHUA ONTUHECKUX MHTEPENCOB.

[1-24] MopTbl 10/100BASE-TX (RJ-45).
25, 26, 27, 28 Komb60-nopTbl: noptbl 10/100/1000Base-T (RJ-45)
25 26,27, 28 Kombo-nopTbl: cnoTbl gna yctaHoBKM TpaHcuBepos 1000Base-X Combo.

BHewHW BUA nepeaHen naHenn yctponcts cepnm MES2408 nokasaH Ha pucyHKax 2 — 10.

110-250 VAC 60/50Hz max 0.5A

A\ usEotice 1 3 s 7 AELTEX MEs2408
[’ (o = O, =2 O, ()
@ ((.-, S i
® = | lislvly
]
1 2 3 4 5 6 7
PucyHok 2 — NepeaHasa naHenb MES2408 AC
v R " . s 7 . AELTEX MES2408
@ & S e i T ] R
F
o = (e st
L2 4 6 8 ) L ]
1 2.1 3 4 5 6 7
PucyHok 3 — lMepeaHaa naHeno MES2408 DC
llOVZSDVAC&DISUHzmaxlAE &mcs:n;::u N 3 5 7 é.eLTeX MES2408B
12vDCmax 24 O 0 O A0 o Lo O A0 ;,fu: iﬂlﬂ’iiﬁﬁahu
@ -l & s |C] (] L] Lo -
- — T%mmm i
L 2 4 3 8 1 L 1
1 2 23 3 4 5 6 7

110-250 VAC 60/50Hz max 0.54

ah

Console

1 3 5 7

9 10
ol B
o [ osw
10 IL

5 JELTEX MES2408C
.

PucyHok 5 — lMepeaHaa naHenb MES2408C

S
: = == |
1| | ) 4 {|3 6 6.1 7.1
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110-250 VAC 60/50Hz max 2A A ust, . N s 5 N SELTEX MES2408CP
: h 1.5 - 10/100/1000BASE-T, S0Z.3at PoE+
L J1 90 10/100/10008Ase.T

| | or 100BASE F1/2000BASE-X
PoE Console
S : [T
000 |

’ :”::':I 2468 ’ . . 2 4 6 8 ' 10 W‘!J ‘L' T
1 2 3 31 4 5 6 6.1 7.1

AELTEX MES24081P
A

- 1 3 S 7
35720 mas 108 ﬁﬁ:ﬁ-ﬁ b
Pok Console
1887 F
e L o] o [
amO, 0000
2468 L2 2 s s

2.2 3 31 45 6 7
PucyHok 7 — lMepegHaa naHenb MES2408IP DC1

176-250 VAC 60/50Hz max 24 o\ 8, n 3 s 7 JELTEX MES2408P
| =i
(. S
=3 3¢ [ I
=0 9903 e
— I L i |
2 3 3.1 4 5 6 7

PucyHok 8 — lMepegHaa naHenb MES2408P AC

JueLTex Mes2408p
st

51
1 E 5 7
Jb-7l!l’(:"h 104 [= O IO oI LD OT T i iowscuaoomsen
v o o] ] (] ]
1357 F
=3, 452t [ [
amQ Q000 T = [ e Sy e S S e )
2468 2 4 6 3
e m— L

PucyHok 9 — lNepeaHas naHenbs MES2408P DC

110-250 VAC 60/50Hz max 1A Ao . 5 s . AELTEX MES2408PL
Dm:l Dmcl Dm:l DMD el it
@ E PoE Console
I 0 135 7 £ 9 10
Pwer® O 0O0O o} Owk
L—! 4638 L2 3 s PR 1 )
1 2 3 3.1 4 5 6 7

PucyHok 10 — NepeaHAasa naHenbs MES2408PL

B Tabauue 11 npuBeaeH nepedyeHb PasbemMoB, CBETOAMOAHbLIX WHAMKATOPOB W OpraHoB
ynpaBAeHnA, PacnooKEHHbIX Ha NepeaHen NaHenn KoMmyTaTopos cepun MES2408.
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Tabnavua 11 — OnucaHMe pa3sbemoB, MHANKATOPOB U OPraHOB YNpPaB/AeHUA NepeaHel NaHean KOMMYTaTo-
pos cepun MES2408

Ne | dnemeHT nepegHel naHenn OnucaHue
1 == Knemma ana 3azemieHuns ycTpomncraa
) ~110-250VAC, 60/50Hz max | Pasbem A/ MOAKMOYEHUA K WUCTOYHWMKY 3NEKTPOMUTAHUA MepemMeHHOoro
1A TOKa
21 | 18-72 VDC max 10A Pasbem A1A NOAKNIOYEHUA K UCTOYHUKY SEKTPOMUTAHUA MOCTOAHHOIO
TOKa
2.2 | 36-72 VDC max 1A/10A Pasbem AN NOAKNOYEHUA K WMCTOYHUKY SNEKTPONUTAHWA MOCTOAHHOrO
TOKa
2.3 | 12VDC max 2A Pasbem Ons NOAKNIOYEHMA K aKKYMYATOPHOM BaTapeun
Power NHAMKaTOp NUTaHMA YCTPOMCTBA
3 Alarm UHauKaTop neperpesa
Battery (gna MES2408B) NHamKaTop paboTbl akKymynsTopHon baTtapeun
3.1 | PoE1-8 NHauKaTopbl cocToAaHuA PoE-nopTtos
KoHCO/IbHbIV NOPT 415 IOKA/IbHOTO YNPaBeHNA YCTPONCTBOM.
PacnnHoBKa pa3bema cnegyrowan:
1 He mncnonb3yetca
2 He ucnonb3yeTcA
3 RX
4 GND
4 I
Console 5 GND
6 TX
7 He ucnonb3lyeTcA
8 He wucnonb3yeTcA
9 He ucnonb3yeTcA
Pacnaiika KoHcoNbHOTrO Kabena npuseAeHa B NPUIOKEHUN B.
dyHKLMOHaNbHAA KHOMKa A/1A nepe3arpy3ku ycTpolcTea M cbpoca K 3aso-
OCKMM HacTpoOMKam:
5 F - MPY HaXaTUM Ha KHOMKY AAUTeNbHOCTbI0 MeHee 10 ¢ mpoucxoauT nepe-
3arpyska ycTpoWcTBa;
- MPM HaXKaTUM Ha KHOMKY AautesnbHocTbio 6osiee 10 ¢ npoucxoamT cbpoc
HACTPOEK YCTPOMCTBA L0 3aBOACKOM KOHOUIypauuu.
6 [1-8] MopTtbl 10/100/1000BASE-T (RJ-45)
6.1 |9 10 Kom60o-nopTbl: nopTbl 10/100/1000Base-T (RJ-45)
CnoTbl ANA YCTaHOBKM ONTUYECKUX TpaHcueepoB 100BASE-FX/1000BASE-X
7 9, 10, LNK/SPD (SFP).
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKUX MHTEPdeiicoB
7.1 | 9,10, LNK/SPD Kombo-nopTbl: cnotbl Ans yctaHoBKM TpaHcusepos 1000Base-X Combo.

LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX MHTEpdelicoB
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BHewHW BUA nepegHen naHenn yctponcts cepum MES2428 nokasaH Ha pucyHKax 11-16.

A€ELTex Mes2a28

1 2 3 4 5

=
A\ e 1 3 5 7 a 1 13 1 25 2 JLELTEX MES2428
L

2 z AELTEX MEs24288

TS
Il

I'
L

170-264 VAC 60/50Hz max 34 AGL'ITEX MES2428P

- o st
i} Smasteen  Power O
il B Aarm O
PoE O
1 2

A€LTex Mes2a28p
36-72VDC max 15A 124 - 10/100/1000BASET, 802, 3at Pol+

1.2 2

i
110-250 VAC 60/50Hz max 1A 'éeL'I‘é X_MES2428T
1]
] i}
power O
Alarm O
[
1 2

PucyHok 16 — lMepepgHaa naHenb MES2428T
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B Tabavue 12 npuBedeH nepeyeHb PasbEMOB,

CBETOAUOOHbIX WHAWMKATOPOB W OpPraHoB

ynpaB/ieHMs, PAcNO/IOXKEHHbIX HA NepeHeln NnaHean KommyTaTtopoBs cepum MES2428.

Tabnvua 12 — OnucaHMe pa3sbemoB, MHAMKATOPOB M OPraHOB YNpaBAeHUA NepeaHel NaHean KOMMYTaTo-
pos cepun MES2428

No dnemeHT nepegHen Onncanme
naHenu
~110-250VAC, 60/50Hz max
1 1A Pasbem gnA NOAKNOYEHWA K UCTOYHUKY 3/1IEKTPOMUTAHUA MepemMeHHOro
(170-264 VAC 60/50 Hz max | ToKa
3A ana MES2428P)
1.1 | 12vDC max 2A Pasbem ans NogKAUYeHMA K aKKYMYIATOpPHOM H6aTapen
1872 VDC max 2A Pasbem pna NOAKNHOYEHUA K UCTOYHMKY 31EKTPOMUTAHMUA MOCTOAHHOIO
1.2 | (36-72 VDC max 15A ansa - A A ¥ P
MES2428P DC)
Power MHAMKATOp NUTaHMA YCTPOMCTBA
Alarm MHanKaTop neperpesa
2
PoE NHgukaTop paboTtbl PoE
Battery (gna MES2428B) NHauKkaTop paboTbl akkymynaTopHoi 6atapeun
KoHCONbHbBIV NOPT ANA NOKANBbHOMO YNPaBAEHUA YCTPONCTBOM.
PacnuHoBKa pa3bema cneaytowan:
10 He ncnonbayetca
11 He ncnonb3yeTtca
12 RX
13 GND
3 Console 14 GND
15 TX
16 He ncnonbsyetca
17 He ncnonbsyeTca
18 He ncnonb3yetca
Pacnaiika KoHconbHOro Kabena npuseaeHa B NpUAOKeHUM B.
®yHKUMOHabHaA KHOMKa A1A nepesarpysku ycTpoictea M cbpoca K 3aBo-
[OCKMM HacTpoMKam:
4 F - MPM HAXKaTMM HA KHOMKY AAUTEeNbHOCTbI0O MmeHee 10 ¢ npoucxoauTt nepesa-
rpy3Ka yCTpOKCTBa;
- NPW Ha)XaTUM Ha KHOMKY A/UTeNbHOCTbio 6onee 10 ¢ npoucxoauT cobpoc
HaCTPOEK yCTPOWCTBa A0 3aBOACKOM KOHGUrypauuu.
5 [1-24] MopTbl 10/100/1000BASE-T (RJ-45).
6 25, 26, 27, 28 Kom60-nopTbl: noptbl 10/100/1000Base-T (RJ-45)
7 25 26, 27, 28, LNK, SPD Kom60o-nopTbl: cAOTbl A/A YCTAaHOBKM TPaAHCUBEPOB 1000Base-?‘( Combo.
LNK/SPD — cBeToBast MUHAMKALMA COCTOAHUA ONTUYECKUX UHTEpdENncoB
8 T1 4 napbl BXOAHbIX CyXMX KOHTAKTOB
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1.4.2 3adHAA naHenb ycmpolicmea

BHewHW BUA 3agHen naHenn KommyTtatopos MES14xx n MES24xx npuseneH Ha pucyHke 17.

slee/elelslolole mm@agﬁggogogggogggoﬁogo ez WA
NI
e R e e

PucyHok 17 — 3agHaa naHenb KommytaTtopos MES1428, MES2428, MES2428T, MES2428B, MES2408IP DC1
n MES2408P

?\ ® ® ® fq
®
® ®@e
1 1 2

PucyHok 19 —3aaHAa naHenb KommyTtaTtopa MES2428P

B Tabnmuax 13 u 14 npuseaeH nepeyeHb pasbeMoB, PACcNoOKEHHbIX Ha 3a4Hel NaHenun
KOMMYTaTOPOB.

Tabnnua 13 — OnucaHWe pa3bemMoB 3afHel nNaHenu Kommytatopos MES1428, MES2428, MES2428T,
MES2428B, MES2408IP DC1, MES2408P

— o
1 Knemma 3aszemneHuna = Knemma gna 3asemneHuna ycTpomcrea.

Tabnvua 14 — OnncaHne pa3bemoB 3a4Hel naHenn kKommytatopa MES2428P

1 BeHTMAATOPbI 418 OXNaXKAEHMA YCTPOUCTBA.

— o
2 Knemma 3aszemneHua = Knemma gna 3asemneHuna ycTpomcTea.
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1.4.3 bokoevle naHesau ycmpolicmea

5 ©
(0]

CoEad0ooEEastade00dd ©

PucyHok 21 — /lean 6oKoBas naHenb Ethernet-kommytatopos

Ha 60KOBbIX NaHeNAX yCTPOMCTBa PacnoioKeHbl BEHTUNALMOHHbIE PeLleTKu, KoTopble CayKaT ans
oTBOAa Tenna. He 3akpbiBaiiTe BEHTUAAUMOHHbIE OTBEPCTUA MOCTOPOHHUMMMK MpeameTamu. ITO MOXKeT
NPUBECTU K NeperpeBy KOMMOHEHTOB YCTPOICTBA M Bbl3BaTb HapyLLeHWA B ero paboTe. PekomeHaaunm no
YCTaHOBKE YCTPOICTBA Pacno/OXKeHbI B pasgene «YCTaHOBKa U NOAK/IOUEHNE».

1.4.4 Ceemoseasa uHOuKayus

CoctosHne wuHTepdelicos Ethernet wuHanumpyerca ABymA CBETOAMOLHLIMWU  MHAMKATOPaMM,
LINK/ACT 3eneHoro ugeta U SPEED aHTapHOro useTa. PacnonoxeHue cBeToanMoA0B NOKa3aHO Ha PUCYHKaX
22,23,

1 O Nk

ey | (O) SPD

PucyHok 22 — BHelwHui BUA pasbema SFP

LINK/ACT SPEED
Sl ;r
(I

PucyHoK 23 — BHewwHuin Bug, pasbema RJ-45

Tabanua 15 — CeetoBasa MHAMKaUMA coctosHma Ethernet-noptos 10/100/1000BASE-T

CBeyeHue MHOUKaTOpPaA CBeyeHue MHOUKaTOpPaA
CoctosiHne nHtepdeica Ethernet
SPEED LINK/ACT Pe
BbIkntoyeH BbikntoyeH MopT BbIKAOYEH AN COeANHEHWE HE YCTAaHOBAEHO
YcTaHOBIEHO coeamHeHne Ha ckopocTn 10M6éut/c nan
BbikntoueH [opuT NOoCTOAHHO
100M6uT/c
[opuT NOCTOAHHO [opwnT NOCTOAHHO YcTaHOB/IEHO coeAnHeHne Ha ckopocTn 1000M6uT/c
X Mwuranue NaoeT nepegava gaHHbIX
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CuctemHble nHauKatopbl (Power, Alarm) cnyxaT gna onpeaeneHua coctoaHusa paboTbl y3nos
KommyTaTtopos cepun MES14xx, MES24xx.

Tabnunua 16 — CBeToBan MHAMKALMA CUCTEMHbIX UHAUKATOPOB

HasBaHue DyHKUUA @
CocToAHMe MHAUKATOpa CocTtosfiHMe yCTpOoUCTBa
WHAMKaTOopa WHAMKaTOopa

BbikntoueH MuTaHne BbIKAOYEHO

CocToaHune . MMnTaHWe BKNOYEHO, HOpMaJibHanA
3eneHbliA, ropuT NOCTOAHHO .

Power WCTOYHWKOB paboTa ycTpoiicTea

nUTaHMA . CamoTecTMpOBaHMe yCTPOMCTBa Npu

3eneHbli, mepuaet
crapte (POST)
Alarm CoctosAHue He roput HopmanbHasa paboTa ycTpoiicTea
ycTpolicTea KpacHbIi1, ropuT NOCTOSHHO MNeperpes
o MoakntoyeH notpebutens PoE (roput
NHauKaTop 3eneHbl, ropuUT NOCTOAHHO .
WHAMKATOP, COOTBETCTBYHOLLMI NOPTY)
PoE coctoaHua PoE- =

nopToB KpacHbIN, ropuUT NOCTOAHHO OwwnbKa PoE Ha nopTy

BbikntoueH Motpebutens PoE He nogKnatoueH
/’ ) Ecan nugukatop Alarm u nHgmukatop PoE ogHOBpeMeHHO ropAT KpacHbIM LiBETOM, — 3TO
CUrHaNN3MpyeT O KPUTHUUYECcKou owmnbke PoE.

1.5 KomnneKTt nocraBku

B 6a30BbIii KOMMAEKT NOCTaBKU BXO4AT:

— Ethernet-kommyTaTop;

—  LUHyp nMTaHKUA (B cyyae KOMNAEKTALMWU MoAyNeM NUTaHMA Ha 220B);
— KomnnekT Kpenexa B CTOMKY;
— PykoBoAcCTBO MO 3KcnyaTaumm (noctasnsetca Ha CD-aucke);
— MNacnopr.

/' ] Mo 3aKa3y noKynaTtensa B KOMNJAEKT NOCTaBKU MOryT 6bITb BKAOYeHbl SFP/SFP+-
TpaHcusepbl.

Ethernet-kommymamopei cepuli MES24xx, MES14xx
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2 YCTAHOBKA U NOAKNMIOYEHUE

B AaHHOM pa3gene onucaHbl NpoLeaypbl YCTaHOBKM 060pyA0BaHNA B CTOMKY M NOAKNOYEHUSA K NMN-
Taloulen cetu.

2.1 KpenneHune KpOHLWTEAHOB

B KOMNNEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLUTEVHbI 418 YCTAaHOBKM B CTOMKY M BUHTbI 4N Kpen-
JIeHWA KPOHLUTEMHOB K KOpNycy YCTPOWCTBA. [N YCTaHOBKM KPOHLUTEMHOB:

PucyHok 24 — KpenneHne KpoHLWTENHOB

1. CoBmecTUTe YeTbipe OTBEPCTUA AN BUHTOB HA KPOHLUTEMHE C TaKUMU Ke OTBEPCTUAMM Ha
H60KOBOI NaHenun ycTpoicTBa.

2. CnomoLLbIo OTBEPTKM NPUKPENUTE KPOHLITENH BUHTAMM K KOprycy.

3. MosTtopuTe gevicteuna 1, 2 Ana BTOPOro KPOHLUTEMHA.

2.2 YcTaHOBKa YCTPOICTBA B CTOMKY

[NnA ycTaHOBKM YCTPOMCTBA B CTOMKY:

1. MpurnoxKuTe YyCTPOMCTBO K BEPTUKAIbHBIM HaNpPaB/AOLWMM CTONKMN.

2. CoBMecTUTe OTBEPCTUA KPOHLUTEMHOB C OTBEPCTUAMM Ha HamnpasAAOWMX CTOMKK. Ucnonb-
3yilTe OTBEpPCTMSA B HAMPaBAAIOWMX Ha OLHOM YPOBHE C 0BEUX CTOPOH CTOMKW, ANA TOro
4TO6bI YCTPOWMCTBO PacnonaraaoCb rOPM3OHTabHO.

3. C nomoLLbio OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTaMMU.
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OLL0000000,

| OOO00000000060886000000000)

L™

PucyHOK 25 — YcTaHOBKa YCTPOICTBA B CTOMKY

Ha pucyHKe 26 npuBeaeH Npumep pasmeleHns kommytatopoB MES14xx u MES24xx B CTOMKe.

o MES14xx/MES24xx N1 (o]
(o] KabenbHblin opraHainsep o
o]  MES14xdMES24xx N2 )
(o] KabenbHblin opraHainsep (o]
o]  MES14xdMES24xx N3 )
o KabenbHblin opraHainaep o
(o] - MES14xx/MES24xx N4 0
o KabenbHhlin opraHainaep o
(o] B MES14xx/MES24xx N5 o
o KabenbHhblin opraHainaep (o]

PucyHokK 26 — PasamelieHne KommyTtaTopoB MES14xx n MES24xx B cTOMKe

'I He 3aKpbliBaliTe BEHTUNALUOHHDbIE OTBEPCTUA, a TaKKe BEeHTUNATOPbI, PACNO/IOXKEHHbIE HA
3aAHel naHeau, NOCTOPOHHUMU NpeaMeTaMmu BO M3belKaHue neperpeBa KOMMOHEHTOB
KOMMYTaTOpa M HapyLleHuA ero paboTbl.
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2.3 ToaKknouyeHUe NUTaloLWEN CeTH

1. Mpexae, yem K ycTpoicTBy ByaeT noakAtoyeHa NuTalowan ceTb, HEOBX0AMMO 3a3eM/INUTb
KOpMyC yCTpOMCTBa. 3a3emneHne Heobxoaumo BbINOAHATb U30MPOBAHHbIM MHOTOXMW/b-
HbIM NPOBOAOM. YCTPOMCTBO 3a3eMJIEHUA U CeYEeHME 3a3eMALOLLErO NPOBOAA AOMKHbI CO-
OTBETCTBOBATbL TpeboBaHnamM MY3.

2. Ecnau npepgnonaraetca NogKAtOMeHWE KOMNbOTEPA WUAM MHOTO 06OpyAOBaHMA K KOHCO/b-
HOMY MOPTY KOMMYTaTOpPa, 3TO 06opPYyA0BaAHME TaKKe AOMKHO ObITb HAAEKHO 3a3EM/EHO.

3. TMogakntoumTe K YyCTPOMCTBY Kabenb NMTaHMA. B 3aBUCMMOCTM OT KOMMNAEKTALMKN YCTPOMCTBA,
nNUTaHME MOXKET OCYLLECTBAATbCA OT CETU MepPeMeHHOro ToKa, b0 OT ceTM MOCTOAHHOTO
TOKa. Mpu NOAKNOYEHUN CETU NMEPEMEHHONO TOKa caegyeT UCnosb3oBaTh Kabenb, BXxoAA-
LW B KOMMNEKT YCTPOMCTBA. [NA NOAKAOYEHMA K CETU MOCTOAHHOIO TOKa WMCMO/b3ynTe
NPOBOA, ceyeHvem He meHee 1 mm>.

4. BkAOYMUTE NUTaHWE YCTPOMCTBA M ybeauTecb B OTCYTCTBUMM aBapuil MO COCTOAHMIO MHAMKA-
TOPOB Ha NepeaHeln naHenu.

2.4 YcraHoBKa v ypganeHue SFP-TpaHcuBepoB

YCcTaHOBKa ONTMYECKUX MoAy/eli MOXKeT NPousBOAUTLCA KaK MPU BbIKAIOYEHHOM, TaK U
npu BK/IKOYEHHOM YCTPOMCTBE.

PekomeHpayeTca pasgenbHOe NOAKAIOYEeHUue SFP-TpaHCMBepa U onTU4YeCKoro naty-Kkopaa B
CNoT.

1. BcTaBbTe BepXxHUit SFP-moaynb B CNOT OTKPLITOM YaCTblo pasbema BHU3, a HUXKHUIA SFP-
MOZY/1b OTKPbITOM YacTbio pa3bema BBEPX.

PucyHok 27 — YcTtaHoBKa SFP-TpaHcmBepos

2. Hapasute Ha moaynb. Korga oH BCTaHeT HAa MeCTOo, Bbl YC/bIWNTE xapaKTeprlﬁ Len4yoK.

PucyHok 28 —YcTtaHoBneHHble SFP-TpaHcmBepbl
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[nsa ypaneHvs TpaHcueepa:

1. OTkpoiiTe 3aLenKky moayns.

PucyHok 29 — OTKpbITHe 3awenkn SFP-TpaHcuBepos

2. WUN3Bnekute moaynb U3 cnoTa.

PucyHok 30 — N3BneveHune SFP-TpaHcuBepos

Ethernet-kommymamopei cepuli MES24xx, MES14xx
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3 HAYA/NIbHAA HACTPOMKA KOMMYTATOPA

3.1 Tlopauuve Knasuwm

CouyeTaHue KnasuLu OnucaHue
Ctrl+A BepHyTbCA K Hayany CTPOKK
Ctrl+E BepHYTbCA K KOHLY CTPOKU
Ctrl+F MNpoaBMHYTLCA BNepea Ha O4MH CUMBOA
Ctrl+B MpoAaBMHYTLCA Ha3a4 Ha OAMH CUMBOA
Ctrl+D YOanutb gaHHbIA CUMBON
Ctrl+U,X Yaanntb Ha4yano CTPOKM 40 CMMBOAA
Ctrl+K Yaanntb KOHeL, CTPOKM nocae CMMBOAA
Ctrl+W Ypanutb npegblayuiee ci0BO
Ctrl+T MNepemecTuTb NpeablaywmMin CUMBOJI
Ctrl+P MepelT K NpeablayLLel CTPOKE B UCTOPUN KOMAH/,
Ctrl+N MepeiTn K cneaytoLLen CTPOKE B UCTOPUMN KOMAHA,
Ctrl+Z Bo3sspaT K KopHeBomy pexumy CLI

3.2 HacTtpo#Ka TepmuHana

Ha KomnbloTepe 3anyCcTUTb Nporpammy smynsummn Tepmunana (HyperTerminal, TeraTerm, Minicom)

1 NPOMU3BECTU CeAYIOLLIME HACTPONKMN:

— BbIO6pPaTb COOTBETCTBYIOLLMIA NOC/EA0BATE/IbHbIN NOPT;
—  YCTaHOBWUTb CKOPOCTb Nepeaaun aaHHbix — 115200 604,

— 3a4aTtb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 cTONOBbIN 6UT, 6E3 KOHTPOAA YETHOCTY;

—  OTKIOYUTb anmnapaTHoOe M NPOrpaMMHOe ynpasaeHne NOTOKOM AaHHbIX;

— 33JaTb pPeXUM 3SMyaauMM TepmuHana VT100 (MHOrMe TepMMHa/bHble MPOrPaMMbl
MCNOb3YIOT AaHHBIA PEXUM 3MYNALUN TEPMUHANA B KAYECTBE PEKMMA N0 YMOHAHUIO).

3.3 BKAlOueHMe ycTpoiicTBa

YCTaHOBUTb COeAMHEHNE KOHCOIM KOMMyTaTopa (nopT «console») ¢ pasbemom nocseoBaTeIbHOro
nHTepdeica KoMNbloTepa, Ha KOTOPOM YCTaHOBAEHO NPOrpammMmHoe obecneyeHne amynaLUM TepPMUHaNa.

BKkAlounTb  ycTponcTBo. [lpM  KaxkAOM  BKAKOYEHMM KOMMyTaTopa

3anyCKaeTca npouecc

WHUUMANM3ALMM YCTPOICTBA, MOC/AE KOTOpPOM HeobxoAMmMO MpONTM npoueaypy asTopu3aumMuM Ans

AanbHelwwe paboTbl C KOMMYTAaTOPOM:

ISS login:admin
Password: **x**x* (admin)
console#

Ethernet-kommymamopebl cepuli MES24xx, MES14xx
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3.4 3arpy3o4yHoe MeHIo

[Ons Bxoga B 3arpy3o4yHOE MEHI0 cnenyer NOoAKAOUMUTLCA K YCTPOUCTBY Yepes uHTepdenc RS-232,
nepesarpysuTb YCTPOMCTBO W BBECTM Mapo/ib A1A 3arpy304HOr0 MEHI0 B TeyeHue 3-X CeKyHZA nocne

noABNEHNA CTPOK:

DRAM: 256 MB
SPI-F: 1x32 MB

chip index=

Now Internal PHY

rt18380#0

U-Boot 2011.12.(2.1.5.67086) (Feb 18 2019 - 06:43:17)

Board: RTL838x CPU:500MHz LXB:200MHz MEM:300MHz

Loading 65536B env. variables from offset 0x110000

23

Switch Model: MES2428 board (Port Count: 28)
Switch Chip: RTL8382
khkkhkkhkhkhkhkkhkkhkhkhkhhkkhhkhkhkhkkhkhkhhhkhkhkhrhhkkhhhkhrhkkhhkhrhkhkkhkkhhrhkkhkhhxhhkh*k
#### RTL8218B config - MAC ID = 0 ####

Now External 8218B

kA hkk Ak hkrhkhkhkhhkhkrhkhkrhkhkrhkhkhkhhkhhkrhhkrhkhkrhkkhkhhkhkkxkkxkxkxx

#4## RTL8218B config - MAC ID = 8 ####

KA K A AR AR AR A AR AR A AR A AR AR A AR A AR AR AR AR A AR A kA Ak Ak kk

#### RTL8218B config - MAC ID = 16 ####

Now External 8218B

Ak hkhkkhkhkhkhkhkhhkrkhkhhkhkhkdhhrhkhhkhhkkh ook hkhrkhhhhkrkhkhkhhhkdhkxkxtk
***x RTL8214FC config - MAC ID = 24 ***x*

Now External 8214FC

Net: Net Initialization Skipped

Autobootin 3 seconds..

l Haponb OT 3arpy3o4yHoOro meH no ymon4aHuio ana scex YCTPOﬁCTB «eltex».
7 |

Bupg, 3arpy3o4yHoro meHto:

Startup Menu

1] Restore Factory Defaults

2] Boot password

3] Password Recovery Procedure

[

[

[

[4] Image menu

[5] Serial bandwidth
E

nter your choice or press 'ESC' to exit:

Tabnnua 17 — GyHKUMNK MHTepdelica 3arpy304HOro MeHHo

DyHKyuA

OnucaHue

Restore Factory Defaults

BoccTaHOBUTL 3aBOACKME HaCTpOVI KW.

Boot password

M3meHeHne napona Ha 3arpy3o4HOe MeHIo.

Password Pecovery Procedure

BoccTaHoBAeHWe ycTpadeHHoro nmaposs. lNpu cneayouwen
3arpyske ocHoeHoro MO nosib3oBaTesb cpasy nonager B
perkum privil EXEC 6e3 BBoga napons.

Image menu

BblbpaTb aKTMBHbLIN 06pa3 cuctemHoro MO. Ecnv HoBbIN
3arpy»eHHbi dainn cuctemHoro MO He BbIGPaH aKTUBHbLIM,
TO YCTPOMCTBO BbIMOJIHUT 3arpy3Kky C UCMNONb30BaHMEM Te-
KyLL,ero akTMeHoro obpasa.

Image menu

[1] Show current image — NnpocMOTP aKTMBHOrO cA0Ta C 06-
pasom MNO;

[2] Set current image — BbI6Op aKTUBHOTO CNOTa CUCTEMHOTO
no;

[3] Back.

Serial bandwidth

Bbi6op ckopocTn nocnesoBaTeNbHOTo MHTepdeiica.

Ethernet-kommymamopei cepuli MES24xx, MES14xx
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[ns BbIXo4a M3 3arpy304HOro MeHI0 U NPOAO/IKEHMA 3arpy3KM ocHoBHOro obpasa MO HeobxogMmo
HaXaTb <Esc>.

Ecau B TedyeHne 1 MUHYTbI He BblGPAH HM OAUH U3 MYHKTOB MEHIO, 3arpy3Ka yCcTpoMCTBa
e NPOAOMKUTCA.

3.5 HacTtpoika pyHKUMA KOMMyTaTOpa

®PyYHKUMM NO HaYaNbHOMY KOHPUIYPUPOBAHMIO YCTPOICTBA MOXKHO pPa3fenunTb Ha ABa TMna:

— ba3oBas HacTpoMKa — BKAoYaeT B ceba onpeaeneHne 6a3oBbIx GyHKUNIA KOHOUTYpaumm v
HACTPOMKY ANHAaMMYecKux IP-agpecos.

— HacTtpoiika napameTpoB cuctembl 6€30MacHOCTM — BK/lOYAET yNpaB/ieHUe CUCTEMOM
6e3onacHOCTM Ha ocHoBe mexaHu3ma AAA (Authentication, Authorization, Accounting).

/ Mpu nepesarpysKe yCTPOWCTBa BCe HECOXpaHEHHble AaHHble 6yayT yTepaHbl. QA coxpaHe-
HUA NO6bIX BHECEHHbIX U3MEHEHMIT B HAaCTPOMKY KOMMYTaTopa MUCNoib3yeTca c/ieayowasn
KOMaHAa:

console# write startup-config

3.5.1 Asmomamuyeckaa Hacmpoliika napamempoe Kommymamopa
(Zero Touch Provisioning)

B uensax aBTomMaTM3auuu ynpaBieHUA KOMMYTATOPOM Ha ycTpoicTee noaaepxkaHa ¢yHkuma ZTP
(Zero Touch Provisioning). JaHHasa ¢yHKLMA NO3BOAAET MNONYYUTb HACTPOMKY HEKOTOPbLIX onuuin ot DHCP-
cepBepa Ha 3Tane NoAKAtoYeHUs ycTpolcTBa. Mo ymonyaHuto ZTP BKAOYEH aBTOMATUYECKM.

KomaHObI pexcuma 2106asabHoU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 18 — KomaHapl pexknma rnobanbHOM KoHbUrypaumm

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO

ztp enable BkntounTb paboTy dyHKUMM ZTP.

V Mo ymonuaHuio ZTP nopaepkusaer nepegayy on-
i umii 43, 66, 67. Mogonuuu pana 43 onuuu:

-/BK/OYEH, 3aMycKaeTcs - v -1-image
BHaya/ie CTapTa NPOLMNBKK -2 — bootfile
-3 — config-file
-4 - tftpserver
ztp disable OTKAtoYUTL paboTy yHKLMK ZTP

3.5.2 basoeas Hacmpolika Kommymamopa

[nA Hayana KoHPUrypaumm ycTporicTea Heobxo4MMO NOAKAOUUTL YCTPOMCTBO K KOMMbIOTEPY Yepes
nocaefoBaTeNbHbIA NOPT. 3aNyCTUTb HAa KOMMbIOTEPE NPOrpaMmmy aMyAsSLMU TEPMUHANA COTNIACHO NMYHKTY
3.2 «HacTtpolika TepMUHaNa».

Ethernet-kommymamopebl cepuli MES24xx, MES14xx 34



DELTEX

Bo BpemaA Hauya/IbHOM HACTPOMKN MOXKHO onpeaenntb MHTepdelic, KoTopbln ByaeT UCNO/Ib30BaTbLCSA
019 NOAKNOYEHMA K YCTPOMCTBY yAaNeHHO.

basosan HaCTpOVIKa BK/IIOYaEeT cheaytouee:

1. 3agaHue napona ans nonbsosatens «admin» (c ypoBHem npusunernin — 15).
YaaneHue y4eTHOM 3anmcKn «guest» am nsmeHeHue napona Ana Heé.
Co3paHue HOBbIX NO/Ib30BaTeNEMN.

HacTtpolika cTaTuyeckoro IP-agpeca, Macku NOACETM U LWAO33 NO YMOYAHUIO.
Hactpoika napameTtpoB npoTokosia SNMP.

vk wnN

3.5.2.1 3adaHue naponsa 011 nosnv3oeamena «admin» u co30aHuUe HOBbIX Noab3osameneli

Ona obecneyeHns 3alLULLLEHHOIO BXOA4a B CMCTEMY HEO6XOAMMO HA3HauUUTb Naposib Npu-
bl BUJIerMPOBaHHOMY Nonb3oBaTesnto «admin».

MmA nosib3oBatens W naposb BBOAUTCA MPUM BXOAE B CUCTEMY BO BpPemMa CeaHcoB
aAAMUHUCTPUPOBAHMA yCTpoicTBa. [NA Co34aHNA HOBOrO NO/Ib30BaTENA CUCTEMbI UM HACTPOWKK Ntoboro
13 NapameTpoB — UMEHM M0/1b30BaTe/NA, NapPOAs, YPOBHA NMPUBUAETUIA, UCNO/b3YHOTCA KOMaHAbI:

console# configure terminal
console (config)# username name password password privilege {1-15}

V YpoBeHb npusuneruii ¢ 1 no 14 paspeluaer 4oCTyn K yCTPOMCTBY, HO 3anpeLyaeT HacTPOMKY.
YpoBeHb npuBuaeruii 15 paspeluaer Kak [A0CTyN, TaK U HAaCTPOIKY yCTpoiicTBa.

Mpumep KomaHA Ana 3agaHua nosb3osatento «admin» napons «Eltex_1» v co3gaHus
nosib3oBatens «operator» c naposem «Pass_2» 1 ypoBHem npusuaerui 1:

console# configure terminal

console (config) # username admin password Eltex 1

console (config) # username operator password Pass 2 privilege I
console (config)# exit

console#
V' MHopmaumna o NOKaNbHbIX YYETHbIX 3aNUCAX XPAHUTCA B SHEProHe3aBUCUMOWN NaAMATU U
MoOXeT 6bITb oumLLeHa KomaHaoi 'delete startup-config'.
' Heobxoammo 6paTb B KaBbl4KM MMEHA y4YeTHbIX 3anuceil U Napoau, cogepiKaliue cnew-
N CMMBOJIbI.

3.5.2.2 Hacmpolika cmamu4ecKozo IP-adpeca, macku nodcemu u wisno3d o yMmoa4YaHuto

[nAa BO3MOXKHOCTU yMNpaBNeHUA KOMMYTaTOPOM M3 CEeTU HeobXxoaMMO HasHauuTb ycTponctsy IP-
afpec, MacKy nNoaceTu 1, B Cly4ae ynpaBiaeHUA U3 APYron CeTu, W3 N0 yMmonvaHuio. IP-agpec MOXHO
Ha3HauuTb Ntobomy uHTepdeicy — VLAN, ¢usmyeckomy nopTy, rpynne MNopToB (MO yMOAYAHMIO Ha
nHtepdelice VLAN 1 HasHaueH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnio3a AONKeH
NPUHAANENKATb K TON Ke NOACETH, UTO U 0AMH U3 IP-uHTepdeicos ycTpolicTBa.

Mpumep KomaHa HacTponKku IP-aapeca ana nHtepderica VLAN 1

MapameTpbl NHTEpPdEca:

IP-adpec, HazHayaemeolli 0na uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnro3a no-ymonyarHuro —192.168.1.1
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console# configure terminal

console (config)# interface vlan I

console (config-if)# ip address 192.168.16.144 255.255.255.0
console (config-if)# no shutdown

console (config-if) # exit

console (config) #ip route 0.0.0.0 0.0.0.0 192.168.1.1

o~~~ —~

[na Toro ytobbl yoeanTbea, 4to agpec bbia HazHavyeH MHTepdeicy, BBeAMTE KOMaHAy:

console# show ip interface

vlanl is up, line protocol is up
Internet Address is 192.168.16.144/24
Broadcast Address 192.168.16.255
Vlan counters disabled

3.5.2.3 Hacmpoiika napamempoes npomokoaa SNMP dns docmyna K ycmpoiicmay

YCTPOMCTBO COAEP*KMT BCTPOEHHbIM areHT SNMP 1 noaaep»<usaer Bepcum npoTtokona vl/v2c/v3.
AreHT SNMP nogaepknsaet Habop cTaHAAPTHbIX NepemeHHbix MIB.

A BO3MOXKHOCTU aAMUHUCTPUPOBAHUA YCTPOICTBA NOCpeacTBom npoTtokosa SNMP, Heobxogmmo
€034aTb XOTs 6bl 0AHY CTPOKY coobLlecTBa.

Popmat KoHdurypaumm SNMP gonxkeH NpMHUMATb caeayoLmnii BUa:

snmp user user
snmp community index indexNumber name community security user

snmp group groupname user user security-model version

snmp access groupname version read view write view notify view

snmp view view oid included

snmp targetaddr targetAddr param targetParam ip-address taglist taglist
snmp targetparams targetParam user user security-model version message-
processing version

snmp notify user tag taglist type type

B KayecTtBe npumepa bysem mcnonb3osatb Bepcuto snmpv2c. Cosgaamm nosb3osaTens USER,
npuHagnexauwero rpynne GROUP. [aHHbI nonb3oBaTenb AO/MKEH MMETb BO3MOXKHOCTb MCNOAb30BaTb
community NETMAN, kotopoi npucsoum uHaekc 1. Fpynne GROUP 6yaer paspelleH AocTyn Ha
yTeHune/3anucb/nonydeHne snmp-trap no ob6bekTam, NpUHagaerKamm viewiso. O6beKTbl, 419 KOTOPbIX
paspelleHa oTnpaBKa TPanos, AO/KHbI NPUHaANEXaTb Ter-Ancty TAG, oTnNpaBAATbLCA Ha rpynny agpecos
ADDR, B KoTopyt BxoauT IP-agpec 192.168.1.1. MapameTpbl OTNpPaBKM YKasbiBatoTcA B targetparam
TRAPS, onpegenaemom ana nonbsosatena USER.

console (config
console (config

( #snmp user USER
(

console (config
(
(
(

#snmp community index ! name NETMAN security USER

#snmp group GROUP user USER security-model v2c

#snmp access GROUP vZ2c read iso write iso notify iso
console (config) #snmp view iso 1 included

console (config) #snmp targetaddr ADDR param TRAPS 192.168.1.1 taglist TAG
console (config) #snmp targetparams TRAPS user USER security-model v2c
message-processing vZc

console (config) #snmp notify USER tag TAG type Trap

console (config

—_— — — — — —

KomaHObI pexcuma 2106as1bHoU KoOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma rnobanbHON KOHGUrypaumm:

Ethernet-kommymamopebl cepuli MES24xx, MES14xx 36



HELTEX

console (config) #

Tabanuya 19 — KomaHab! perkmma rnobanbHom KOHGUrypaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

snmp notify notify_name tag
tag_name type {trap |
inform}

snmp notify notify_name

notify_name: (1..32)
CUMBONA;
tag_name: (1..32) cumBona
-/BbIK/IIOYEHO

AKTMBMPOBATb OTNPaBKY TPanos no cobbiTnio login/logout

OTKNOUYUTB OTNPABKY Tpanos no cobbiTuio login/logout

snmp-server enable traps
dry-contacts

no snmp-server enable traps
dry-contacts

-/BbIK/IIOYEHO

AKTMBMpPOBaTb OTNPABKY TPanos nNo cobbITni0 3aMbIKaHVIﬂ/
Pa3MblKaHNA CYXUX KOHTAKTOB

OTKNOYNUTD OTnpaBKy Tpanos nNo cobbITuto SaMbIKaHMH/
Pa3MblKaHNA CYXUX KOHTAKTOB

snmp enable traps coldstart

AKTMBMPOBATbL OTMPABKY TPANoB Mo cobbITMIO “}KecTKoW' nepe-
3arpysku

-/BKNtOYEHO - —
no snmp enable traps OTK/IIOYUTb OTNPABKY TPanoB No cobbITUIO ‘JKecTKoi’ nepesa-
coldstart rpy3Ku
snmp enable traps warmstart AKTMBMPOBATb OTMPABKY TPANoB Mo cobbITUIO NMepe3arpysku
no Kkomange ‘reload’
-/BKOYEHO

no snmp enable traps
warmstart

OTKAOUYUTL OTNPABKY TPAMNoB Mo cobbiTMIO Nepesarpysku no
KomaHge ‘reload’

snmp user user_name
{EnginelD EnginelD}

no snmp user name

user_name: (1..32)
CMMBO/IOB

Co3sgatb SNMP-nonb3osarens.
- EnginelD — ngeHtnoukatop SNMP-ycTpoiictea

Yaannte SNMP-nonb3osaTens.

snmp community index
indexname namesecurity
user_name

no snmp community index
index

index: (1..32) cumBoNOB;
user_name: (1..32)
CMMBO/I0B

MpuBsA3aTb COO6LLECTBO C 3a4aHHBIM MHAEKCOM K paHee co3-
JaHHOMY N0/Ib30BaTeNIO.

YT06bI pa3peLLnTb UCNOIb30BaHWe Nt060ro cneunanbHoro
CMMBO/1a B HAa3BaHUM 1 MHAEKCe COOBLLLECTBA, YKaXKUTE ero B
[ABOWMHbIX KaBblykax. Ecav HasBaHMe U MHAEKC coobliecTsa
cofepyKaT TO/IbKO BYKBbI U LMdpPbI, TOrAa ABOMHbIE KaBbIYKM
HE HYKHbI.

Ypanute SNMP-coobuiecTBo € yKa3aHHbIM MHAEKCOM.

snmp group group_name user
user_name security-model
{v1 | v2c |v3}

no snmp group group_name
user user_name security-
model {v1 | v2c |v3}

user_name: (1..32)
CMMBO/IOB;
group_name: (1..32)
CUMBOJI0B

Co3gaet SNMP-rpynny nam Tabauuy cootsetctaniit SNMP-
nosb3osatenei u npasua ob6o3peHnin SNMP

Ypanaet SNMP-rpynny.

snmp access group_name {v1
| v2c |v3} read
read_viewwrite write_view
notify notify_view

no snmp access group_name
{v1 | v2c |v3auth}

group_name: (1..32)
CMMBOJ/IOB

Paspewunts SNMP-rpynne goctyn Ha YTeHue, 3anNucb U oT-
NpPaBKy SNMp-Tpanos No o6bekTam, NPUHaANEKALLUM
read/write/notify-view.

3anpetutb SNMP-rpynne f0CTyn Ha YTeHMe, 3anNncb U OTNpPas-
Ky SNMp-Tpanos no o6beKkTam, NpUHaLeKaLLmMm
read/write/notify-view.

snmp view view_nameOID
{included | excluded}

snmp view view_name OID

view_name: (1..32)
CMMBO/I0B

CospaeT v peaaktTupyet npasuno obospermna ana SNMP—
paspeluatoLee npasmio, 1MHo orpaHUUMBatOLLEE CepBepY-
obo3spesaTento goctyn K OID.

- OID — ngeHTndumKaTopa obekta MIB, npeacTeneHHbIN B BUAE
nepesa ASN.1

- included — OID BKatoYeHa B Npasuio ana 0603peBaHus;

- excluded — OID uckntoyeHa B npasuao ans o6o3pesaHus.

Ypanaet npasuio obospenus gns SNMP.

snmp targetaddr targetAddr
param targetParamlP_addr
taglist tagList

targetAddr: (1..32)
CMMBOJI0B;
targetParam: (1..32)

Co3partb rpynny agpecos, Ha KOTopble 6yAyT OTNPaBAATLCA
Tparnbl COracHO NapameTpam Ter-1ucTa
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no snmp targetaddr
targetAddr

CUMBO/IOB;
taglist: (1..255) cumBonos

YpanuTb rpynny agpecos, Ha KoTopble 6yayT oTNPaBAATbLCA
Tpanbl COrNacHo NapameTpam Ter-amcra

snmp targetparams
target_param user user_name
security-model {v1 | v2c | v3}
message-processing {v1 | v2c
| v3}

user_name: (1..32)
CUMBO/IOB;
target_param: (1..32)

no snmp targetparams
target_param

CMMBONOB;

YKasaTb napameTpbl OTNPABKK TPaNos, onpesensiemble nob-
30Baenem

Ypanutb napameTpbl OTNPABKM TPANoB, onpeaensemble nosb-
30Baesem

3.5.3 Hacmpoiika napamempoe cucmemol 6ezonacHocmu

Ona obecneyeHna 6e30MacHOCTM CUCTEMbI UCMOMb3yeTca MexaHuMam AAA (ayTeHTMdUKaums,
aBTopusauma, ydeT). Ana wnppoBaHMA AaHHbIX UCNONb3YeTCA MexaHu3m SSH.

3anucu B cucteme 6e3onacHocTu.

Authentication (ayTeHTUPUKaUMA) — conocTaBleHWe 3anpoca CYLLecTBYIOLEH YUYETHOM

Authorization (aBTopusauusa, NpoBepKa YPOBHA [OCTyna) — COMOCTaB/ieHWe YYETHOM

3anucu B cucTeme (npolleaten ayTeHTUGUKaLnio) u onpenenéHHbIX NoJTHOMOUYUIA.

Accounting (y4€T) — cnekeHue 3a noTpebeHnem pecypcoB NoNb30BaTe/IEM.

naposi — admin.

I[Ipr MCHOJIB30BaHUM HaCTPOEK yCTpOIZCTBa 10 YMOJIWaHMK MMA IIO0JIb30OBATEJIA — admin,
[lapoJib Ha3HadaeTCHd I[I0JIb30BaTeJIEM.

Memodsl aymeHmuguKayuu U asmopusayuu moaym bbimb HACMpPOeHs! 2106aab6HO Uau

HO omoesbHbIE AUHUU.

KomaHObI pexcuma 2106anbHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (confiqg) #

[ns BXoaa B peXXnMm KOHPUrypaumum IMHUIA UCNONb3YOTCA KOMAHAbI:

line {console |

telnet | ssh}

Bua 3anpoca KOMaHAHOM CTPOKM pexnma KOHOUrypaunm AnHUIA:

console (config-1line) #

Tabnunua 20 — KomaHapl pexknma rnobanbHOM KoHbUrypawmm

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

enable authentication
{local | radius | tacacs}

no enable authentication

-/BbIK/IIOYEHO

3afaet metof, ayTeHTUdMKAL MU NOb30BaTENA NPU NOBbLILLEHUN
YPOBHSA NpUBUAErUiA ANA KOHconw, telnet, ssh.
- radius — ucnonb3osatb cnucok RADIUS-cepBepoB and ayTeH-
TMdUKaLmK;
- tacacs — ncnonb3osatb cnnucok TACACS-cepBepoB a5 ayTeH-
TMdUKaLmK.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

login authentication
{radius | tacacs} [local]

no login authentication

-/local

3apaeT meToq ayTeHTUdMKaL MM NONb30BaTeNs Npu Bxoae
ONsA KoHconw, telnet, ssh

YcTaHaBAMBaET 3Ha4YeHWe N0 YMOAYAHUIO.
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4 YNPABJIEHUE YCTPOUCTBOM. MHTEP®ENC KOMAHAHON CTPOKU

Ona KOHPUrypauMm HacTpoeK KOMMYTaTopa WCMO/b3YEeTCA HECKO/IbKO PEeXMMOB. B Kaxkaom
pexunme AOCTyNneH onpegeneHHbld CNMCOK KOMaHZA. BBOA, CMMBONA «?» CAYKUT ANA NPocMoTpa Habopa
KOMaHZ, SOCTYMHbIX B KAXKAOM M3 PEKMMOB.

Ona nepexoga “3 ogHOro pexumma B ,u,pyroﬁ MCNONb3YHOTCA CneunasbHble KOMaHAbI. I'Iepequb
CyWecCTBYHOLWNX PEXMMOB U KOMaHA BXO4a B PEXNM!

KomaHOHbil pexcum (EXEC), naHHbIA peXXmMm A0CTyneH cpasy nocae yCnewHoh 3arpy3km KommyTa-
TOpa 1 BBOAA MMEHU Nonb3oBaTens M napons (4ns HenpuBUAErMPOBAHHOIO nosb3osaTtens). Mpurnaue-
HUE CUCTEMbI B 3TOM PeXMme COCTOUT 13 umeHu ycTpolictea (host name) n cumsona “>”.

console>

MpusuneaupoeaHHbIili KOMaHOHbIl pexcum (privileged EXEC), paHHbIN peskum AOCTyneH cpasy no-
C/e ycrewHoM 3arpy3kM KoMmyTaTopa, BBOAa MMEHM MoJib30BaTenNn U napons. NpurnaleHne cuctemol B
3TOM peXkume COCTOUT U3 MMeHU ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanvHoli koHguaypayuu (global configuration), naHHbIN pexXMm NpeaHasHayeH Ans
3aZlaHnA 06LlMX HacTpoek KommyTaTopa. KomaHgbl pexunma rnobanbHoit KoHUrypauum AOCTYMHbI U3
ntoboro noapexuma KoHpurypaumun. Bxos B permMm ocyLLeCcTBAAETCA KOMaHAOMW configure terminal.

console# configure terminal
console (config) #

Pexcum KoHgpuzypayuu mepmunHana (line configuration), paHHbIN peXXMM NpeaHa3HaAYeH A1A KOH-
durypaumm, ceasaHHoOM ¢ paboTon TepmMUHaANa. Bxoa B perMm OCYLLECTBAAETCA U3 PeXMma rn1obanbHoM
KOHUrypaumm KomaHaon line console.

console (config)# line console
console (config-line) #

4.1 ba3oBble KOMaHAbI

KomaHOobi pexcuma EXEC

3anpoc KoMaHAHOW CTPOKK B pexxkmnme EXEC nmeet cneayowmin Bua;

console>

Tabnnua 21 — basoBble KOMaHAbI, JOCTYMNHbIE B pexxnume EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMoan4YaHuto
enable [priv] priv: (1..15)/15 MepekntounTbCA B NPUBUNETUPOBAHHBIN PEXUM (€C/IU 3HAYEHUe
He YKa3aHo — TO ypoBeHb npusunerunii 15).
logout - 3aBeplueHue TeKyLL el CeCCUM U CMeHa No/b30BaTesA.
exit - 3aKpbITb aKTUBHYIO TEPMUHAJBbHYIO CECCUIO.
help 3anpoc cnpaBo4YHOW WMHPopmaumm o paboTe uHTepdelica Ko-
i MaHOHOW CTPOKM
show privilege - MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NOAb30BaTENA
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KomaHObi pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKN UMeeT ceayowmnii BUa;:

console#

Tabaunua 22 — basosble KOMaHAbI, JOCTYMNHble B pexxume privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B HOPMAnbHbIW PEXKUM U3 MPUBUNETUPOBAHHOTO.

configure terminal

MepeinTn B pexKMm KOHPUrypaumm.

KomaHObI, docmynHbie 80 8CexX PeXUMax KoHgu2ypayuu

3ar|poc KOMaH,Ll,HOVI CTPOKU MMeeT OAUH U3 chegyrowmnx sBugoB:

console#
console (confiqg) #
console (config-line) #

Tabnunua 23 — basoBble KOMaHAbI, JOCTYMNHbIE BO BCEX PEXMMAX KOHPUTYpaLum

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

exit ) BbIliTn 13 noboro pexmma KoHPUrypaLmm Ha ypoOBeHb Bbllle B
nepapxmun komaHg, CLI.

end BbIiTv U3 ntoboro perkmuma KoHOUTypaLum B KOMaHAHbIN peXxum

i (Privileged EXEC).

do i BbINONHUTL KOMaHAy KomaHgHoro yposHA (EXEC) m3 ntoboro
pexmMma KoHbUrypaumu.

help - BbIBOAWT CNpaBKy NO UCMONb3yEeMbIM KOMaHAAM.

4.2 dunbTpauma coobLeHnit KOMaHAHOMN CTPOKKU

®dunbTpaums cooblweHnin NO3BONSET YMEHbWUTb 0O6bem OTOOpaXKaemMblX AaHHbIX B OTBET Ha
3anpocbl nosnb3oBaTtens U 0bneryntb NOUcK Heobxoammoi uHbopmaumu. Ana dbunbtpaumm Tpebyetca
006aBUTb B KOHEL, KOMaHOHOW CTPOKM CMMBOA «|» W UCNONb30BaTb OAHY W3 onuuin GuabTpauum,
nepeyncaeHHbix B Tabaunue 24. dunbtpauma paboTaeT TONbKO A41a Show-KoMaHA4,

KomaHObi pexcuma privilegedEXEC

3anpoc KOMaHAHOM CTPOKKN UMeEeT caeayowmnii BUA,:

console#

Tabnunua 24 — basoBble KOMaHAbI, A4OCTYMNHble B pexxume privilegedEXEC
3HayeHue/3Ha4yeHue
no ymosn4aHuro

grep BbIBOAMT BCe CTPOKM, cogeprKalyme wabioH.
grep-v - BbIBO,EI,MT BCe CTPOKKU, He cogepKauue wabnoH

KomaHoa Aelicmeue

BbIBOAMT BCE CTPOKM, COAEPIKALLME PETYNAPHDIE BbIPAXKEHUA:

. — COOTBETCTBYET Nt060MY OTAE/ILHOMY CUMBOY;

* — npeaplaylwmnii cumeon cootsetctayet O unu 6onee pas;

A — cooTBeTcBYyeT Npobeny B Hauane CTPOKM;

\b — cooTBeTcTBYET NPO6ENY B KOHLIE CNOBA;

[] — BbIBOAWT BCE CTPOKM, B KOTOPbIX COAEPIKATCA CUMBOJIbI U3
KBaAPaTHbIX CKOBOK;

\ — UrHOPUTYET CMMBOJ, CAEAYIOWMIA 33 pPeryaapHbIM Bbipae-
Hem

grep -c "regexp" -
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4.3 KomaHAapbl ynpaBaeHua cuctemom

KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 25 — KomaHabl ynpasaeHus cuctemon B pexkmme EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host} [size
size] [count count] [timeout
timeout]

host: (1..158) cumBoNOB;

size: (36..2080)/64 6aitr;
count: (0..10)/3;
timeout: (1..100)

KomaHga cnyxuT ana nepegaum 3anpocos (ICMP Echo-Request)
npotokona ICMP yKaszaHHOMY y3/y ceTU, a TaKXKe ONA KOHTpoAa
nocrtynatowmx oteeTos (ICMP Echo-Reply).

- A.B.C.D — IPv4-agpec y3na cetu;

- host — spomeHHOE UMA y3na ceTu;

- size — pasmep NakeTa 4na OTNPABKKU, KOMYECTBO BalT B NakeTe;
- count — KOIMYECTBO NAKeTOB AN1A Nepefayn;

- timeout — Bpems 0XXnAaHWA 0TBETA HA 3anpoc.

traceroute{A.B.C.D | ipv6
AAAA::BBBB} [size size] [ttl
ttl] [count count] [timeout
timeout]

size: (64..1518)/64 6aiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 c

OnpegeneHne MmapuwpyTta TpaduKa
- A.B.C.D — IPv4-agpec y3na cetu;
- AAAA::BBBB - IPv6-agpec y3na cetn
- host — spomeHHOE UMA y3na ceTu;
- size — pasmep NakeTa 4na OTNPaBKK, KOMYecTBO BAlT B NakeTe;
- ttl — MakcMManibHOE KOIMYECTBO Y4aCTKOB B MapLUpYTE;
-count — KO/MYeCTBO MOMbLITOK nepefayn nakera Ha Kaxk4om
y4acTke;
- timeout — Bpemsa 0XXugaHuna oTeeTa Ha 3anpoc;

V OnucaHue oWUG0K NpU BbINOJHEHUU KOMAHA U pe-

A0 y3n1a Ha3Ha4YeHwuA.

show users

3yNbTaToB NpuBeaeHo B Tabauue 27.
OTo6paskeHne MHOOPMaLMM O MOJIb30BATENAX, WMCMONb3YHOLLMX
pecypcbl ycTpocTBa.

show system information

BbiBOA crcTeMHOM MHbOPMaLMK.

show nvram

OtobparkeHne nHbopmaumm ob ycTpolcTBe B 3HEProHe3aBuUcCHU-
MOV NamaATwn.

show tech-support

OtobparkeHne MHPopmauumn ob ycTpoiicTee, Heobxogumon ans
HayanbHOM AMArHOCTUKKN Npobaem.

KomaHObI pexcuma privileged EXEC

3anpoc KoMaHAHOM CTPoKM B pexkmme privileged EXEC umeet cheaytowmii BuAa:

console#

Tabnunua 26 — KomaHapbl ynpaBneHus cuctemoi B pexkume privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

reload

KomaHga ciy»uT ans nepesanycka ycTpoicTea.

reload at hh:mm:ss [day month

]

hh: (0..23), mm:
(0..59), ss: (0..59)/ day:
(1...31)/ month: (1..12)

YCcTaHOBKa BpeMeHW nepesarpys3kun yCTponcTaa.

reload in { hours minutes}

hours: (0..168), minutes:
(0..59).

YCTaHOBKa BpeMeHM, Yepes KoTopoe NpousonaeT nepesa-
rpy3Ka ycTpoicTBa.

reload cancel

OTMeHa OTNI0MKEHHOM nepesarpysKku.

show reload

MpocmoTp BpemeHH,
rpyska.

Ha KOTOpOe Ha3Ha4YeHa nepesa-

show env CPU

MoHuUTOpUHT yTamsaunm CPU.

show env tasks

MoHuTopuHr ytnamsaunm CPU no npoueccam.
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show env RAM

MOHUTOPUHT yTUAn3aumm RAM.

show env temperature

MOHWUTOPUHT TepMmoaaTymKa.

show env flash

MoHutopuHr flash-namaTu.

show env power

MOHWUTOPUHT NUTaHKUA.

show env all

MOHUTOPUHF BCEX NAPAMETPOB OKPYIKEHMA.

show env dry-contacts

MOHVITOpVIHF TeKyLero CoOCToAHNA CyXUX KOHTaAKTOB.

show env fan

MOHWUTOPUHI COCTOAHUA BEHTUNATOPOB.

Mpy BbINOAHEHUM
npuseaeHo B Tabauue.

KOMaHAbl traceroute MOTIYT I'IpOM3Ol71TM 0LIJM6KVI, onucaHve OWUBOK

Tabnnuya 27 — OWKMHBKM NP BbINOAHEHUN KOMAHAbl traceroute

Cumeosn owubku OnucaHue
* TamayT Npu NonbITKe Nepesaym nakera.
? HewnsBecTHbI TMN NaKeTa.
A AZMUHUCTPATUBHO HegocTyneH. O6bIYHO NpoucxoanTt npu 6J10KMPOBAHUN UCXOLALLENO
Tpaduka no npasmnam B Tabanue goctyna ACL.
F TpebyeTca pparmeHTaums n yctaHoBka 6uTos DF.
H Y3en cety He4OCTyMeH.
N CeTb HegOCTYMHa.
P MpOoTOKON HEeAOCTYNEH.
Q NCTOYHMK NnoaaBieH.
R NcTekno Bpems NoBTOpHOM cbopKM pparmeHTa.
S OwunbKa ncxoasallero mapLupyTa.
U MopT HepocTyneH.

KomaHObI pexcuma 2106asabHoU KoOHpuU2ypayuu

3anpoc KoMaHAHOM

console (configqg)

CTPOKM B pexxknme rnobanbHon KoHOUrypaunm MMeeT cieayowmin Bua;

#

Tabanua 28 — KomaHabl ynpaBaeHUa CUCTEMOM B perKMMe rnobanbHOM KOHPUrypaLmm

3HayeHue/3Ha4yeHuUe .
KomaHoa / Aelicmeue
Mo yMoM4YaHuo
hosthame name name: (1,,32) KomaH,u,a CNYXWUT ONA 3a4aHNA CeTeBOro UMeHu \/CTpOﬁCTBa.
no hostname CMMBO/I0B/- BepHyTb ceTeBOoe MMA YCTPOMCTBA B 3HAYEHMUE MO YMOYAHUIO.

cpu rate limit queue queue
maxrate pps

YCcTaHOBKa OrpaHMYeHuint CKOPOCTU BXOAAWMX GpPenmoB ans on-
peseneHHo ouepeam

- PPS - NAKeTOB B CEKYHAY.

queue: (1-8) pps:

1..2000/128
cpu-rate limit queue queue BoccTaHaBMBaeT 3HaYeHWe pps MO YMONYAHUIO ONA onpesenex-
maxrate 128 HOW oyepeam
reset-button {enable | disable - enable — npu HaxkaTum KHoNKK F gantenbHocTblo meHee 10 ce-
| reset-only} KYHA, NPOUCXOAMT Nepesarpy3ka yCTPOMCTBA; NPW HaXKaTumM Ha
_Jenable KHOMKy 6os1ee 10 cekyHAa, Nponcxogut cbpoc ycTpoicTea 40 3aBo-

[ACKOWM KOHUrypaumu;
- disable — kHonKa F oTKAto4YeHa (He pearMpyeT Ha HaxaTtue);
- reset-only — TonbKO nepesarpyska.
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Tabnunua 29 — KomaHapl pexxkuma Privileged EXEC

Komanda 3HavyeHue/3HavyeHue Leiicmeue
no ymon4aHuro
clear cpu rate limit counters - OumnCTUTb CYETUMKM rate limit Ha CPU
show cpu rate limit - OTobparkeHune cueTunKoB rate limit Ha CPU
set cli pagination on BKIOUNTb NOCTPAHWUYHbIN BbIBOA KOHOUIYpaLumm
set cli pagination off /on OTK/IIO4UTb NOCTPAHMYHbBIN BbIBOA, KOHOUTYpaLmm

4.4 KomaHapbl ANA HACTPOUKMU NapaMeTpoB A1 3a4aHUA Naponen

[aHHbIX pa3aen npegHasHayeH ANA HACTPOMKM 3afaHnA Naposielt Ana nonb3osBartenei.

KomaHObI pexcuma 2a06an6HolU KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexxume rnobanbHoM KOHOUTYpaLMN MMeET CAeayioLWnin BUA,;

console (config) #

Tabanua 30 — KomaHab! ynpaBaeHUs cucteMom B pexkmme rnobasnbHom KOHPUrypaumum

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4aHuro
password validate char BKOUYNTL MEXaHM3M NPOBEPKM Naponei.
{lowercase | numbers | - lowercase — naponb LO/KEH COAEP!KaTb CMMBOJIbI HUMKHETO
symbols | uppercase} perucrpa;
- numbers — Napo/ib AOKEH COAEPHKaATb XOTA Bbl 04HY UNbPY;
-/BbIKNO4EHO - symbols — naponb foMKEH coXKepKaTb XOTA 6bl 04AUH CUMBOI;
- uppercase — MNapo/ib AO/IKEH COAEPHKaTb CUMBOJIbI BEPXHEro
peructpa.
no password validate OTK/IOYUTb MEXAHM3M MPOBEPKM Naposei.
password validate length 3a4aTb MMHUMaAbHYIO AVHY Napons.
length length: (0..20)/0
no password validate YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.

3anpoc KomaHAHOM cTPoKM B pexxunme Privileged EXEC umeet cnegyowmin sua;:
console#

Tabnnua 31 — KomaHabl ansa paboTbl ¢ pannamm B pexkmme Privileged EXEC

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHoa Aeiicmeue

show password validate rules - MpocMOTp TeKyLLEeN HAaCTPOMKN MexaHM3Ma NPOBEPKN Naponen.

4.5 Pab6orta c ¢painamm

4.5.1 OnucaHue ap2ymeHmMoe KOMAaHO

Mpu ocywecTeieHMn onepaumin Hag, dainnamm, B KayecTBe aprymMeHTOB KOMaHZ, BbICTyNatoT agpeca
URL — onpepenutenn mMecTOHaxoXxaeHusa pecypca. OnucaHMe KAKYeBbIX C/1I0B, WMCNONb3yeMbIX B
onepauusx, npuseaeHo B Tabauue 32.

Tabaumua 32 — CNUCOoK KAKOYEBbIX CIOB U UX ONmncaHue

Knrouesoe cnoeo OnucaHue

McxoaHbIv agpec uan aapec MecTa HasHauYeHUsa ANA SHEProHe3aBMCMMOW NamATU. JHeproHesaBu-
flash:// CMMan NamATb UCMO/b3yeTca No ymondaHuio, ecam agpec URL onpeaeneH 6e3 npedukca (npedmk-
camu ssnstoTcs: flash:, tftp:, scp:...).

running-config daiin TekyLLet KoHOUrypaumm.
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startup-config

dain nepBoHavanbHOW KOHUTypaLuu.

active-image

dain c akTMBHBLIM 0bpasom.

inactive-image

dalin ¢ HeakTMBHbIM 06pa3om.

MUcxoaHbI aapec nav agpec mecta HasHavyeHus gnsa TFTP-cepeepa.
Cuntakcuc: tftp://host/[directory]/ filename.

tftp:// - host — IPv4-aapec nnu ceteBoe UMs yCTPOICTBA;
- directory — kaTanor;
- filename — umsa daina.

logging ®aiin c uctopuneit KOmaHa,

4.5.2 KomaHObI 0na pabomei ¢ palinamu

3anpoc KomaHaHoM cTpoku B pexkmme Privileged EXEC nmeeT cneaytowmin sua;

console#

Tabnunua 33 — KomaHapl ana pabotsl ¢ danamu B pexkume Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

copy source_url
destination_url image

copy startup-config
destination_url

copy source_url boot

source_url: (1..160)
CMMBOJIOB;
destination_url: (1..160)
CUMBOJI0B

KonupoBaHue daitnia N3 MectononoXKeHna UCTOYHNKA B MecTomno-
NO’KEHME Ha3HayeHus.

- source_url — mectononoxeHue konupyemoro ¢painna;

- destination_url — agpec mecta HasHayeHusn, Kyaa ¢ainn byper
CKOMMUPOBaH.

CoxpaHeHWe nepBoOHaYaNbHOM KOHPUrypaLMm Ha cepBepe.

KonmpoeaHMe d)aﬁna Ha4Ya/IbHOro 3arpysdnka U3 mectononoxe-
HUA UCTOYHUKaA B CUCTEMY.

dir [flash:path | dir_name]

OTobparkaeT cnUCOK daitaoB B yKazaHHOM KaTtanore.

more [flash:path | file_name]

OTobparkaeT cogeprrmmoe danna.

pwd

OTo6pakaeT NyTb [0 TEKYLLEN AUPEKTOPUN.

cd [flash:path | dir_name]

MN3MEeHUTb AMPEKTOPUIO HA YKA3aHHY!IO.

mkdir [flash:path | dir_name]

Co3paet agupeKTopuio ¢ YKa3aHHbIM Ha3BaHWEM.

rmdir [flash:path | dir_name]

YaanaeTt AMPeKTOPUIO C yKa3aHHbIM Ha3BaHMEM.

erase ur/

Ypanenue ¢aiina.

erase startup-config

YaaneHus daiina nepBoHavanbHON KOHOUIypaumm.

erase nvram:

CbpocuTb A0 AedONTHON IHEPrOHE3aBUCUMYIO NAMSATD.

boot system inactive

3arpysunTbca ¢ HeakTUBHOro obpasa MoO.

boot system active

3arpysuTbca ¢ akTMBHOTo obpasa MNO.

delete startup-config

Ypanerue daiina nepBoHaYanbHON KOHGUIypaLmMm BMecTe C oun-
CTKOM rN106anbHbIX HACTPOEK NVram U yaaneHnem nonb3osarenei.

show running-config
[interface {gigabitethernet
gi_port | fastethernet fa_port
| port-channel group | vlan
vlan_id ][module]

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8);
vlan: (2..4094);
module: (igs, la, stp..)

OTobpakaeT cofepxumoe daitna nepsoHavanbHoW KoHoUrypa-
ummn  (startup-config) wam Tekywen KoHdurypauum (running-
config).

- interface — KoHPUrypauma nHTepdelicoB KOMMyTaTopa - pusnye-
CKMX UMHTepdeicos, rpynn uHTepdericos (port-channel), VLAN-
UHTepdecos, nHTepdeiica 3amblKkaHMA Ha cebs;

- igs — IGMP snooping;

- la — link-aggregation;

- stp — spanning-tree.

show startup-config

OTobpaaeT cogepkumoe daiina nepBoHayYanbHoOM KoHouUrypa-
uuu.

show bootvar

Moka3biBaeT akTUBHbIN daitn cuctemHoro MO, KOTOPbIN YCTPOMUCT-
BO 3arpy)Kaert npu 3anycke.

write {startup-config | url}

CoxpaHeHue TeKywein KoHourypaumm B ¢akin nepBoHavaNbHOWN
KoHbUrypauuu.

Cepsep TFTP He moxKeT 6bITb aapecom UCTOYHUKOM U a4pecom HasHaYeHUA ANA OAHOM
radill] KOMaHAbl KONMPOBaHUA.
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MpoCMOTp aKTUBHOIO W HeaKTMBHOro obpasa gocytneH us u-boot. AN 3TOro B KOMaHAHON CTpOKe
u-boot Heobxoaumo BBECTU:

MES2428# bootimg print

KomaHaa Ansa cmeHbl aKTUBHOTO o6pa3a n3 u-boot:

MES24284# bootimg inactive

KomaHpa «bootimg inactive» npumeHsertca 6e3 0XXupaH1Ma NOATBEPKAEHUA.

Mpu 3arpy3ke daiina KoHpuUrypaumm c yaaneHHoro cepeepa B «startup-config» B Havyane
daiina HeobxoauMo A06aBUTL CTPOKY C CUMBOIOM «I».

®aitn KoHpUrypauum fonKeH umeTb paclumpeHme «.conf».

4.5.3 KomaHObI 0518 pe3upeuposaHuUa KOHgpuU2ypayuu

B AaHHOM pasaene onucaHbl KOMaHA4bl, NO3BO/IAOLIME PE3EPBUPOBATb KOHOUIYPaLMIO Ha cepBep.
[nsa pesepBUpoBaHUA KOHPUIypaLMM HEOBXOAMMO YKa3aTb agpec cepeepa.

KomaHObI pexcuma 2a0b6anbHol KoOHpu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume r1ob6asibHON KoHdUrypaumm:

console (config) #

Tabnunua 34 — KomaHabl perkrma rnobanbHom KoHGUrypauum

KomaHoa

3HayeHue/3HayeHue
Mo yMoM4YaHuo

Aelicmeue

backup server dest_url

no backup server

YKasaTb agpec cepsepa, Ha KOTopblit ByaeT Npons3sBoamTbCa pe-
3epBupoBaHue KoHbUrypauuu. Ctpoka B dopmare
«tftp://XXX XXX XXX XXX ».

Ypanutb agpec cepsepa.

backup path path

no backup path

YKasaTb NyTb pacnosnoxeHusa ¢aina Ha cepsepe ¢ npedukcom
umeHu ¢aiina. MNpu coxpaHeHun K npedurcy byaet pobasneHa
TeKylasa gata v Bpems B Gopmare rrrrMmmaaH4mMmcc.

Yoanute NyTb ANA Pe3epPBUPOBAHUA.

backup auto

no backup auto

BK/IlOYMTL aBTOMATMUECKOE pe3epBMpoBaHMe KOHOUIypaLuu.

BbIK/NIOUMTL aBTOMATUUYECKOE Pe3epBnpOBaHUE KOHUTypaLmK.

backup history enable

no backup history enable

Bkatountb COXpaHeHUne UCTOPUKN pe3epBHbIX KOMWN.

BbIKNOUMTb COXpaHeHME NCTOPUN pe3epBHbIX KOMWW.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 mu-
HYT

YKa3aTb NPOMEXKYTOK BPEMeHM, Mo UCTeYeHUU KoToporo byaer
OCYLLeCTBAATLCA OBTOMATUYECKOE pe3epBupoBaHMe KoHdUrypa-
uum.

YCTaHOBUTb 3HaY€HMe N0 YMOJTHAHUIO.

backup write-memory

no backup write-memory

-/BbIKAOYEHO

BK/toYeHWe pe3epBMPOBAHMA KOHOUIypauuuM Mpu COXpaHeHUu
nosb3oBaTenem KoHpurypaumm Ha flash-Hakonutens.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

KomaHObl pexcuma PrivilegedEXEC

3anpoc KomaHgHoM cTpoKu B pexxume Privileged EXEC nmeet cneayrowmin BuAa;

console#

Ethernet-kommymamopei cepuli MES24xx, MES14xx

45



DHELTEX

Tabnunua 35— KomaHabl HaCTPOMKKU CUCTEMHOTO BpemeHU B pexknme Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

backup running-config

Co34aTb pe3epBHYH KOMUIO KOHUTypaLmIo Ha cepBepe.

4.6 HacTpoiiKa CUCTEMHOro BpeMeHMU

/ Mo ymon4yaHMIO aBTOMATUUECKUI Nepexo, Ha IeTHee BpeMsA OCYLLLEeCTBNAETCA B COOTBETCT-
BUM co ctaHgaptamu CLLUA un Eeponbl. B KoHuUrypauum moryT 6biTb 3agaHbl ntobble gaTta n
Bpema ANA nepexoaa Ha JieTHee Bpemsa U 0bpaTHo.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKK B pexxume Privileged EXEC nmeeT cneayowmin BuAa;

console#

Tabaunua 36 — KomaHabl HACTPOMKM CUCTEMHOIO BpemeHu B pexkmme Privileged EXEC

month: (Jan..Dec);
year: (2000..2037)

Komanda 3HayeHue/3HayeHue leiicmeue
no ymoa4aHuro
clock set hh:mm:ss day month hh: (0..23); PyyHas ycTaHOBKa CMCTEMHOro BpemMeHM (KOMaHAa [oCTynHa
year mm: (0..59); TONbKO ANA MPUBMIETMPOBAHHOIO NO/b30BaTENS).
ss: (0..59); - hh — yacbl, mm — MUHYTbI, SS — CEKYHAbI;
day: (1..31); - day — geHb; month — mecay; year —rog,

KomaHOwbi pexcuma EXEC

3anpoc KomaHAHOM CTpoKKM B pexkume EXEC umeeT cnepytowmin BuA;

console>

Tabnunua 37 — KomaHabl HACTPOMKM CUCTEMHOIO BpeMeHU B pexkume «EXEC»

KomaHoa 3HavyeHue/3Ha4yeHue Aelicmeue
no ymoa4aHuro
show clock MNoKasbiBaeT cMCTEMHOE BpeMs U 4aTy.
show clock properties i OTobparkaeT cBOKCTBA.

KomaHObI pexcuma 2106asabHoU KoOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKU B peXKUMe r1o6anbHON KOHGUTypaumum MMeeT cieayowmnini Bua;

console (config) #

Tabanua 38 — CNMCOK KOMaHA AN HAacTPOMKM CUCTEMHOMO BPEMEHWN B pexnme rnobanbHoi KoHourypa-

Lum

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4aHuro

Aeiicmeue

clock time source ntp

no clock time source

YcTaHOBUTb sntp-cepsep MCTOYHUKOM CUHXPOHM3ALUU BPEMEHU

DOJ15 YCTPOMCTBA.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

clock utc-offset utc

no clock utc-offset

utc: (+00:00..+14:00)

YCTaHOBUTbL YacoBOe CMellleHMe OTHOCUTE/IbHO HY/JeBOro mepu-

ELER

YCTaHOBUTb 3HAYeHMe nNo YMONYaHUIO.
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KomaHObl pexcuma KoHpuzypauuu SNTP?

[Ons nepexona B pernm KoHdurypaumm SNTP HeobxoAnMMO MCMNOb30BaTb KOMaHAY:

console (config) #sntp

3anpoc KOMaHAHOW CTPOKM B pPeXMME KOHPUTYpaLMK MHTepdelica MMeeT cieayowmin BUa,;

console (config-sntp) #

Tabanua 39 — CNUCOK KOMaHA, 418 HaCTPOMKM CUCTEMHOTO BPEMEHW B PEXKMME KOHPUTYpaLLMK sntp

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

sntp

MepeinTn B pexxMm KoHPUrypmpoBaHua npoTtokona SNTP

set sntp broadcast-mode send-
request enabled

set sntp broadcast-mode send-
request disabled

-/BbIK/OYEHO

BkntoumTb 0TNpaBKy request Ha cepsep B broadcast pexxume

BbIKNOUNTL OTNPABKY request Ha cepsep B broadcast pexume

set sntp multicast-mode send-
request enabled

set sntp multicast-mode send-
request disabled

-/BbIKNIOYEHO

BKAtOUNTL OTNPaBKY request Ha cepsep B multicast pexxume

BbIK/IOUMTL OTNPaABKY request Ha cepeep B multicast pexxkvme

set sntp unicast-server auto-
discovery enabled

set sntp unicast-server auto-
discovery disabled

BKNHOUMTL aBTOMATMYECKUI NOUCK sntp-cepBepa B pexume unicast

BbIKNOUMTD aBTOMATMYECKUI MOUCK sntp-cepBepa B pexume
unicast

set sntp unicast-server
domain-name name [primary
| secondary] [version version]
[port udp_port]

no sntp unicast-server domain-
name name

port: (1025..36564);
version: (3..4)

YKa3aTb gomeH cepsepa SNTP.

Ypanute pomeH cepsepa SNTP.

set sntp unicast-server ipv4
ip_addr [secondary]

no sntp unicast-server ipv4
ip_addr

YKasaTb ipv4-agpec SNTP-cepsepa
- secondary — yka3aTb pe3epBHbI ntp-cepsep

Ypanutb ipv4-agpec SNTP-cepBepa

set sntp client enable

set sntp client disable

BKkntounTb paboty SNTP-KnmeHTa

Bbikntountb paboty SNTP-knveHTa

set sntp client addressing-
mode {broadcast | multicast |
unicast}

YKa3aTb pexum pabotbl SNTP-kaMeHTa

set sntp client authentication-
key key md5 parametrs

key: (0..65535)

YCTaHOBUTb KAtoY ayTeHTUdMKaumm ana SNTP-kiveHTa

set sntp client clock-format
{ampm | hours}

-/hours

YcTaHOoBUTb popmat yacos ansa SNTP

set sntp client port port_num

port_num: (123, 1025-
65535)

YCcTaHOBWUTb UdpP-NOPT ANA sntp-KAMEeHTa

set sntp client time-zone zone

zone: (+00:00 to
+14:00)

3agaTtb 3HaYeHWe YacoBOro noaca

set sntp client version version

version: (v1,,v4)

3asaTb Bepcuio NPOToKoNa ANA paboTbl sntp-KAneHTa

show sntp statistics

MoKa3blBaeT CTaTUCTUKY NpoTokona SNTP.

show sntp status

Moka3sbiBaeT cTaTyc npotokona SNTP.

1 .
B Bepcum 10.1.9 nogaepkaH TONbKO pexXnm unicast-server
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MNpumep HacTponKkn SNTP-knmMeHTa Ans cepsepa 192.168.1.1:

console (config) # sntp

console (config-sntp) # set sntp client enabled

console (config-sntp)# set sntp client addressing-mode unicast
console (config-sntp)# set sntp unicast-server ipv4 192.168.1.1
console (config-sntp) # exit

console (config) #clock time source ntp

4.7 KoHdurypauma nutepoeicos n VLAN

4.7.1 Mapamempeoi Ethernet-unmepdbelicos, Port-Channel u Loopback- uimepdgeiicoe

KomaHObI pexcuma KoHgpuaypayuu uHmepaelica (QuanaszoHa uHmepgelicos)

console# configure terminal

console (config) # interface { gigabitethernet gi port | fastethernet
fa port | port-channel group | range {..} | loopback Ioopback id }
console (config-if) #

[aHHbIA peXknm AOCTyneH 13 pexmma KoHbUrypauum n npegHasHavyeH A/s 3a4aHuA napameTpos
KoHUrypaumm wuHtepdeiica (nopta KommyTatopa WAM TPYNnbl NOPTOB, paboTaloWwux B pexume
pa3sgeneHua Harpysku), 1Mbo ananasoHa nHTepdeiicos.

Bbibop nHTEepdelica ocyecTBASETCS NPM NOMOLLM KOMaHA, NnpMBeaéHHbIX B Tabauue 40:

Tabnuua 40 — KomaHap! Bbibopa nHTepdeinca ana MES1424, MES2428

KomanHda HasHavyeHue
interface gigabitethernet gi_port [na HacTpoikun 1G-uHTepodelicos
interface fastethernet fa_port [na HacTpoikn nHTepodelicos Fast Ethernet
interface port-channel group [na HaCTPOMKM rpynn KaHanos
interface loopback /oopback_id [ns HacTpoIiKM BUPTYanbHbIX MHTEpdecos

roe:

— gi_port — nopaaKosblit Homep 1G-nHTepdeiica, 3aaaetca s suge: 0/1;

—  fa_port — nopsaakosbin Homep 100MB-nHTepdeiica, 3agaetca s suge: 0/1;

— group — NopsAAKOBbIM HOMep rpynnbl, 0OLLEee KONMYECTBO COracHo Tabauue 9 (cTpoka «Arpera-
umna KaHanos (LAG)»);

— loopback_id — nopsakoBbii HOMep BUPTyaibHOro MHTepdelica, obuiee KOANYECTBO COrAcHO Tab-
nvue 9 (cTpoka «Konnuectso BUpTyanbHbix Loopback-nHtepdericos»).

KomaHzbl, BBeAEHHbIe B pexuMme KoHobUrypauumn uHTepdeica, NMPUMEHSIOTCS K BblbpaHHOMY
nHTepdelicy.

Tabnunua 41 — KomaHapl pexknma KoHdurypaumm nHtepdeicos Ethernet n Port-Channel

3HayeHue/3Ha4eHue ”
KomaHda / Aeilicmeue
Mo ymoa4aHuro

shutdown BbIKntounTb  KOoHOUrypupyembli  nHtepdeiic  (Ethernet, port-

-/BKNtOYEH channel)
no shutdown BKNOUUTL KOHOUTYPUPYEMbIN MHTEPDEIC.
description description description: (1..64) [Oo6asuTb onncaHme nHtepoeiica (Ethernet, port-channel).
no description CMMBO/I0B/HET .

Ypanutb onvcaHue uHTepdeiica.

onuncaHua
speed mode 3apaTb CKOPOCTb Nepenayun gaHHbix (Ethernet).
P mode: (10, 100, 1000) A P pedain A ( )
no speed YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.
duplex mode 3agaTb pexum aynaekca uHtepdeica (noaHoaynneKkcHoe coeau-

mode: (full, half)/full HeHue, NnonyaynaekcHoe coeaunHeHue, Ethernet).

no duplex YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.
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negotiation

no negotiation

on,off/on

BK/toYaeT aBTOCOrNacoBaHUE ANA CKOPOCTM W AynaeKkca Ha Ha-
CTpanBaemom UHTepoeiice.

Bbik/toYaeT aBTOCOracoBaHMe ANA CKOPOCTU U AynjeKkca Ha Ha-
CTpanBaemom UHTepoeiice.

flowcontrol mode

mode: (on, off,

3agaTb pexum ynpasneHus notokom flowcontrol (BKAountb, oT-
K/IOYUTb MK aBTOCOr/acoBaHume). AsTocornacoBaHue flowcontrol
paboTaeT TONLKO B C/yyae, €CAM PEXMM aBTOCOrNacoBaHMA

auto)/off negotiation BK/AlOYeH Ha HacTpamBaemom uHTepdeice (Ethernet,
port-channel).
no flowcontrol OTKNOYNUTb PeXMM yrnpaBaeHMA NOTOKOM.
media-type { force-fiber | Bbi6op TMNa KOMB0O-NOPTa B KayecTBe OCHOBHOIO HOCUTENSA.
force-copper | prefer-fiber } - force-fiber— paspelweHa aKTMBHOCTb TO/IbKO OMTUYECKOW 4YacTu
-/prefer-fiber komGo-nopta;

- force-cooper — paspelieHa aKTMBHOYTb TO/IbKO MegHOW 4YacTu
KOomb60-nopTa;
- prefer-fiber— npermyuLLecTBo onTMYecKoro AMHKa.

KomaHObI pexcuma 2a0b6anbHol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXXMUMe r106anbHON KOHPUrypaunm:

console (config) #

Tabnnua 42 — KomaHab! perkmma rnobanbHom KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aeiicmeue

errdisable interval

interval

recovery

no errdisable recovery interval

interval:
(30..86400)/300

YCTaHOBUTb BPEMEHHOM MHTEpPBan A1 aBTOMATUYECKOro NOBTOP-
HOro BK/tOYeHUA uHTepdeica. MNpu cmeHe WHTepBana Taimep
obHoBNAETCA ONA BCex 3abNOKMPOBAHHbLIX MOPTOB, Ha KOTOPbIX
BK/IIOYEHO aBTOCOr1acoBaHME.

YCTaHOBWUTb 3HaYeHME N0 YMOAYAHMUIO.

errdisable recovery cause
{storm-control|loopback-
detection | udld}

no errdisable recovery cause
{storm-control | loopback-
detection | udld}

-/3anpelueHo

BKNIOUMTL aBTOMATMYECKYHD aKTMBAUMIO WHTepdelica nocne ero
OTK/IIOUEHUSA B CIEAYIOLLMX CyYasX:

- loopback-detection — 06HapyKeHue netens;

- udld — akTnBauus 3awmTsl UDLD;

- storm-control — W1poKoBeLaTenbHbIN LUTOPM.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHMUIO.

KomaHabl pexkuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#

Tabnunua 43 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

clear counters

C6poc CTaTUCTUKM ANsA BCex MHTepdeicos.

clear counters {
gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8)

Cbpoc cTaTucTnKKM ansa nHtepdelica.

show interfaces
{gigabitethernet gi_port |
fastethernet fa_port | port-
channel group}

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8)

MNokasaTb cBOAHYIO VIHd)OpMaLI,VI}O O COCTOAHUMN, HaCTpOf/’IKe n Cta-
TUCTUKe NopTa.

show interfaces status

Moka3aTb cocTosHMe BCex UHTepdeicos.

show interfaces description

MoKasaTb on1caHua Bcex MHTepdeincos.

show interfaces counters

Moka3aTb CTaTUCTUKY A5 Bcex uHTepdeiicos.
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show interfaces counters { fa_port: (0/1..24); MoKa3aTb CTAaTUCTUKY ANA UHTepdelica.

gigabitethernet gi_port | gi_port: (0/1..24);

fastethernet fa_port | port- group: (1..8);

channel group | vlan vian_id } vlan: (1..4094)

show errdisable interfaces { fa_port: (0/1..24); MoKa3aTb NPUYMHY OTKAOYEHMA NOpPTa, rPyNnbl NOPTOB, 3a6/10KK-

gigabitethernet gi_port | gi_port: (0/1..24); pOBaHHble NOPTHI.

fastethernet fa_port }

show errdisable recovery MoKa3aTb HAaCTPOMKKM ANA aBTOMATUYECKOW MOBTOPHOM aKTUBaLUM
i nopra.

set interface active fa_port: (0/1..24); AkTMBMpPOBaTL MHTEpdelic nocne errdisable.

{gigabitethernet gi_port | gi_port: (0/1..24);

fastethernet fa_port}

sh.ow i.nterfaces ut'ilization fa_port: (0/1..24); MoKasaTb CTAaTUCTUKY NO Harpyske AnA nHTepodelica.

{gigabitethernet gi_port | gi_port: (0/1..24); - Interval — uHTepBan B cekyHaax.

fastethernet fa_port} {interval interval: (5, 60, 300) cex

interval}

4.7.2 Hacmpolika VLAN u pexcumoe Kommymayuu uHmepgpelicoe

KomaHObI pexcuma 2106anbHol KoOHpu2ypayuu

Buz, 3anpoca KOMaHAHOM CTPOKM B pexknme rnobanbHon KoHGUrypaumm:
console (config) #

Tabnnua 44 — KomaHabl pexknuma rnobanbHo KoHbUrypaumm

3HayeHue/3HayeHue .,
KomaHoa Aelicmeue
no yMmo/a4YaHuro
vlan vian_id vlan_id: (2..4094) MepeiTn B pexnm KOHOUTypupoBaHUA yKasaHHoro VLAN
map protocol { ip | other} HacTpauBaet rpynny npoTOKO/A0B, MO KOTOpbIM 6yaeT npousBo-
{enet-v2 | IlicOther | snap} aMTca KnaccuduKauma Kagpos. B oaHy rpynny mMoKHoO obbeau-
protocols-group group-id HUTb HECKOJIbKO MPOTOKO/OB, YKa3blBaa A/A HUX OAMH WU TOT Ke
Group ID. Homep NpoToKo/1a MOXKHO BbIOPATb M3 CNMCKa Npeayc-
TAHOB/NIEHHbIX 3HAYEHWN MKW 3a[aTb BPYYHYHO Yepe3 napameTp
other B popmate XX:XX. PacnonoxeHune nons c Homepom NpoTo-
KONa 3aBUCUT OT TUMa L2-3aronosKa 1 MHKanNcynaumm:
. - enet-v2 — Kaap c 3aronoBkom Ethernet Il, npotokon onpegensert-
group-id: ca no nonto EtherType. Mpu Hanuumm VLAN-Teros Bblbupaetca
(1..2147483647)/- o o
cambit nocnegHuii EtherType, ¢ Hanbonbwmm opdcetTom.
- licOther — kagp dopmata RFC1042 (IEEE 802). [Byx6aiTHbI
HOMmep npoTokona cooTteetcTByeT nonam DSAP:SSAP B LLC-
3aronoBKe.
- snap — Kaap ¢ LLC/SNAP-uHkancynaumeir. Homep npoTtokona
cooTtBeTcTBYyeT nosto Protocol ID B SNAP-3arosioBke.
no map protocol { ip | other} Yaanset protocol-group c KommyTaTopa
{enet-v2| licOther | snap}
map mac { host | mac-address HactpaunBaet amManasoH MAC-agpecos, No KOTopbim byaeT npouns-
mask} macs-group group-id group-id: BOANTbCA KnaccudumKkauma. [na pasHoix MAC-afpecoB MOXKHO
(1..2147483647)/- BbIOpPaTb OAHY U Ty e rpynny.
no map mac { host | mac- Ypansaer ykasaHHbli MAC-agpec U3 macs-group.
address }

KomaHObI pexcuma KoHgpuaypayuu VLAN (OduanasoH VLAN os)

console# configure terminal
console(config)# vlan 1,3,7
console (config-vlan-range) #
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Tabnunua 45 — KomaHapl pexknuma koHourypaummnVLAN

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

vlan active

AKkTnBMpoBaThb vlan uam rpynny vlian’os

set unicast-mac learning {
enable | disable}

set unicast-mac learning

default

BK/1OUNTB/BbIKAOYUTL M3ydeHne MAC-aapecos gna VLAN

YCTaHOBUTb 3HaYeHMe N0 YMOIHaHUIO

KomaHObI pexcuma KoHguaypauyuu uHdmepgelica (OQuanazoHa uHmepgelicos) Ethernet, uHmep-

¢elica 2pynnbl Nopmos

Bug 3anpoca KOMaHAHOW CTPOKU B pexume KoHodurypaumm mnHtepdenca Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console# configure terminal
console(config) # interface { fastethernet fa port | gigabitethernet
gi port | port-channel group}
console (config-if) #

[aHHbIV peXum [OCTYNEH U3 perrnma KoHOUrypaumm v npeaHasHavyeH gns 3a4aHua napameTpos

KoHdUrypaummn nutepodeica.

MopT MoXKeT paboTaTb B YETbIPEX PEKMMAX:

— access — MHTepdelc A0CTyna — HETETMPOBAHHbIN UHTepdelic ana ogHon VLAN;

— trunk — HTepdeic, NPUHUMAIOWMIA TONBKO TEerMPOBaHHbIN TpaduK, 33 UCKIOYEHUEM OA-
Horo VLAN, KoTopbii MoKeT bbITb A06aBAEH C MOMOLLbIO KOMAHAbl switchport trunk
native vlan,

— general — uHTepoderic ¢ nonHoin noaaep:kkon 802.1q, NPUHMMAET KaK TErMPOBaAHHbIN, TaK
W HETermpoBaHHbIN TpaduK;

Tabnnuya 46 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport mode {access
|trunk | general}

no switchport mode

mode: (access, trunk,
general)/general

3apaTb pexkum paboTbl nopta B VLAN.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

[o6asutb VLAN ana nHtepdeiica gocryna.
- vlan_id — ngeHtndmKaumoHHbii Homep VLAN.

YCTaHOBUTb 3HaYeHMe Mo YMOJIHaHUIO.

switchport dotlq tunnel

MepeBecTn NopT pexxum paboTbl ¢ BHewHUM VLAN-Terom. Koman-
A2 Ucnosb3yeTca ANa HaCcTPONKKM dyHKLMKM Q-in-Q.

switchport trunk native vlan
vlan_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

Lob6asnaetr Homep VLAN B Kauvectse Default VLAN gns gaHHoro
UHTepoelica. Becb HeTermpoBaHHbI TpaduK, MOCTynarowWmii Ha
AaHHbIM NopT, onpeaenseTca B AaHHyto VLAN.

- vlan_id — naeHTndmkaumoHHbiit Homep VLAN.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport dotlq tunnel

MNepeBecTn NopT pexum paboTbl ¢ BHewHUM VLAN-Terom. KomaH-
Aa ucnosb3yetca AN HaCTPOMKK dyHKumMm Q-in-Q.

switchport general allowed
vlan add vian_list [untagged]

switchport general allowed

vlan remove vian_list

vlan_list: (2..4094)

[o6asutb cnucok VLAN gns nntepdelica.

- vlan_list — cnucok VLAN ID. AunanasoH VLAN mMoXKHO 3aaaTb ne-
peuncieHnem Yyepes 3anaTyto UK YKasaTb HavasibHOE U KOHeYHoe
3HayeHuA gmanasoHa Yepes gedpuc "-".

Yaanutb cnucok VLAN pgns nHtepdelica.
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switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
no YMO4aHUIO

Lobasutb maeHtupukatop VLAN nopta (PVID) gna ocHOBHOro
MHTepodeica.
-vlan_id — naeHTndmkaumoHHsii Homep VLAN nopTa.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

switchport ingress-filter

BKAOUNTE GUNBTPALMIO BXOAALLMX NAKETOB Ha OCHOBE NMPUCBOEH-
Horo um 3HauyeHua VLAN ID. Ecam dunbTpaumsa BKAOYEHA, M NAKET

-/dunbTpauma He BxoauT B rpynny VLAN ¢ npucBOeHHbIM MaKeTy 3HavyeHuem
BKJ/IIOYEHA VLAN ID, To nakeT oTbpacbiBaeTcs.
no switchport ingress-filter BbIKNOUNTD GUABTPALMIO BXOAALMX NMAKETOB Ha OCHOBE NMPUCBO-
€HHOro um 3HayeHus VLAN ID.
switchport acceptable-frame- -untaggedAndPrioritytagged - Ha nopTty pa3spewaetca npuem
type Jall TO/IbKO HETErMPOBaHHbIX ppeinmoBs

{untaggedAndPrioritytagged |
tagged | all}

-tagged - TO/IbKO TErMPOBaHHbIX
-all - nobbix dpeiimos

switchport forbidden vlan add
vlan_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLleHbl NOpPTy

3anpetutb gobaBneHne ykasaHHbix VLAN nopry.

- vlan_list — cnncok VLAN ID. uana3oH VLAN mMoOHO 3a4aTb ne-
peuncaeHnem Yepes 3anATYIO0 UAN YKa3aTb Ha4ya/lbHOE U KOHEeYHoe
3HauyeHua ananasoHa yepes geduc "-".

PaspewwnTb AobaBneHne ykazaHHbIx VLAN-nopty.

switchport protected

no switchport protected

MepeBoAnT NOPT B PEKMUM U30AALMMN BHYTPU FPYNNbl NOPTOB.

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

port-isolation {
gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8)

Co34aTb MAM Nepe3anncbiBaeT CYLLECTBYIOLWMIA CMIMCOK MOPTOB Ha
YKa3aHHbI HOBbIN.

port-isolation {add | remove}
{gigabitethernet gi_port |
fastethernet fa_port | port-

fa_port: (0/1..24);
gi_port: (0/1..24);

[lo6aBWTb CNUCOK YKa3aHHbIX MOPTOB K Y}Ke CYLLECTBYIOLLEMY CNn-
CKY.

channel group} group: (1.8)

switchport default-vlan tagged YCTaHOBUTL NOPT KakK Ternpyowmi B gepontHon VLAN.

no switchport default-vlan - YCTaHOBWTb 3HaYEHME MO YMONYAHUIO.

tagged

switchport map protocols- group_id: HasHayaet VLAN ID naketam, nonagalowmnm B yKasaHHyto Group

group group-id vlan vian-id

no port protocol-vlan

(1..2147483647);
vlan_id: (1..4094)/no
ymonyaHuto PBV
BK/IIOYEH Ha BCeX
noprax

ID Ha 3TOM nopTy. Pa3sHble NOPTbl OAHOM U TOW Xe rpynnbl MoryT
COOTBETCTBOBATb Pa3Hbim VLAN.

Bbikntoyaet PBV Ha nopTy.

port mac-vlan

no port mac-vlan

-/OTKNO4EHO

MepesecTn NOpT B pexmm pabotbl MBV.

OTkAtoUNTL pexkum MBVHa nHTepdeiice.

switchport map macs-group
group-id vlan vian-id

no switchport

vlan_id: (1..4094)/-
group-id:
(1..2147483647)/-

OcyuiecTBaseT HasHaveHue vlan-id ana macs-group.

OTMeHUTb HaszHadeHue vlan-id gns macs-group.

’ Mpu coBmecTHOM paboTe port-isolation u port-protected aonkHO cobaloaaTbca Npasuno: anna

3alMLWEHHOrO ingress NOpTa, B CMUCKe paspelléHHbIX, KOMaHAbl port-isolation, He

MoXeT 6bITb Apyroro 3aWMULLEHHOrO nopTa. 310 nogpasymeBaetr BO3MOXHOCTb AenaTtb
3aWMULLEHHBIMU egress nNopTtbl B usonauum maun ingress nopT, HO He ingress n egress nNopTbl

OAHOBpPEMEHHO.

Mpumep HacTpolikn Q-in-Q c aobasneHnem meTkm 99 VLAN:

console#configure terminal

console (config) # interface gi 0/1

console (config-if)# switchport mode access

console (config-if)# switchport access vlan 99
console (config-if)# switchport dotlg tunnel
(
(

console (config) # interface gi 0/2

console (config-if) # switchport mode trunk
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!

KnuneHTtcKkuia nopt gna pabotbl Q-in-Q o6a3arenbHO foAXKeH BbITb B pexXume access.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxume rnobanbHoi KoHGUrypaumu:

console (confiqg) #

Tabnnua 47 — KomaHab! perxkmma rnobanbHom KoHGUrypauum

KomaHoa

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

mac-address-table static
unicast mac_add vlan vian
interface [gigabitethernet
gi_port | fastethernet fa_port]
status [deleteOnReset |
deleteOnTimeout | perma-
nent]

no mac-address-table static
unicast mac_add vlan vian

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..24)

[ob6asnaeT ucxogHblh MAC-agpec B Tabauuy rpynnosoit agpe-
caumu.

-Permanent — gaHHbIi MAC-agpec ocTaeTca B Tabauue agpeca-
Luumm nocne nepekatoYeHns cTaTyca MHTepodeiica;
-Deleteonreset — paHHbIN agpec yaanuTca nocne nepesarpysku
YCTPOWCTBA;

-Deleteontimeout — gaHHbIM agpec yaanuTca no Taim-ayTty

Ypnanser MAC-agpec u3 Tabanupl rpynnoBon agpecaunm

clear mac-address-table dy-
namic [interface
{gigabitethernet gi_port |
fastethernet fa_port} | vlan
vian]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..24)

Ypanaer guHamuyeckue 3anvcu us Tabauupbl rpynnoBon agpe-
caumm.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnnuya 48 — KomaHabl perknma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

show mac-address-table
address mac_addr

MpocmoTp Bcent Tabanupl MAC-agpecos

show mac-address-table count

MoKa3blBaeT KoNn4yecTBo 3anucelt B Tabanue MAC-agpecos

show mac-address-table count
summary

agpecos.

show mac-address-table
dynamic unicast

MoKasbliBaeT Tabauuy ¢ guHammuyeckumm MAC-agpecamu

show mac-address-table
interface [gigabitethernet
gi_port fastethernet fa_port]

fa_port: (0/1..24);
gi_port: (0/1..24)

MokasbiBaeT Tabavuy MAC-agpecos AN yKazaHHOro UHTepdelica

show mac-address-table static
unicast

MoKasblBaeT Tabamuy co ctatuyeckumm MAC-agpecamu

show mac-address-table vian
vlan

vlan_id: (1..4094);

MokasbliBaeT Tabamuy MAC-agpecos ana yKkasaHHoro VLAN

KomaHObl pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTpoKK perkmma Privileged EXEC:

console#
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Tabnunua 49 — KomaHapl pexxknuma Privileged EXEC

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
no ymon4aHurw
show vlan - MNokaszatb MHopmauuto no scem VLAN.
show vlan id vian_id vlan_id: (1..4094) Moka3aTb MHPOpMaLMIO NO KOHKpeTHoMmy VLAN.
show vlan protocols-group - MokasbiBaeT MHPOPMaLMIO O HACTPOEHHbIX FPYMMax U NPOTOKONAX.
show protocol-vlan MokasbiBaeT nHdopmaumio o VLAN, cooTBeTcTByHOWMX rpynnam
i NPOTOKO/0B Ha PasHbIX MOPTaXx.

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxkunma EXEC:
console#

Tabaunua 50 — KomaHapl pexknma EXEC

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

KomaHoa Aelicmeue

show interfaces switchport Moka3aTb KOHGUrypaLmio NopTa, rpynmnbl NOPTOB.
{gigabitethernet gi port |

fastethernet fa_port}

fa_port: (0/1..24);
gi_port: (0/1..24)

4.8 Selective Q-in-Q

JaHHaA ¢yHKUMA NO3BONSAET Ha OCHOBE CKOHOUIYPUPOBAHHbIX NPaBua GUALTPALMK NO HOMEpam
BHyTpeHHMX VLAN (Customer VLAN) npousBoauTtb gobasneHune BHewHero SPVLAN (Service Provider’s
VLAN), nogmeHsTb Customer VLAN.

[na yctponcTBa co34aeTca CNMCOK NpaBua, Ha OCHOBAHMM KOTopbix ByaeT 06pabaTtbiBaTbca TpaduK.
Bug 3anpoca KOMaHAHOWM CTPOKM pexkuma KoHPUrypaumm nHtepderica KoHourypaumm:
console# configure terminal
console (config) # interface{fastethernet fa port | gigabitethernet gi port | port-channel group|range{..}}

console (config-if) #

Tabnvua 51 — KomaHabl pexknma KoHdurypauumn nHtepdeliica (ananasoHa nHtepdelicos) Ethernet

Komanda 3HayeHue/3HayeHue leiicmeue

no ymoa4YaHuro
selective-qinq list ingress Co3paeT NpaBmio, Ha OCHOBAHUM KOTOPOTO BHELLHAA MeTKa
override-vlan vian_id vlan_id: (1..4094) ingress_vlan_id Bxopsawero nakeTta byaeT 3ameHsTbca Ha vlan_id.
[ingress_vlaningress_vlan_id] ingress_vlan_id:
no selective-qinq list ingress (1..4094) Ypanser ykasaHHoe npasuno selective ging ana Bxogawmx nake-
ingress-vlanvian_id TOB.
selective-qinq list egress Co3paeT NpaBuao, Ha OCHOBAHUM KOTOPOTO BHELLHAA METKa
override_vlan vian_id vlan_id(1..4094); ingress_vlan_id ncxopauiero nakeTta 6yaer 3ameHATbes Ha vlian_id.
[ingress_vlan ingress_vilan_id] ingress_vlan_id:
no selective-qing list egress (1..4094) Ypansaer cnucok npasun selective ging 4na ncxoaawmx nakeTos.
ingress_vlan vian_id
selective-ginq list ingress add- .

vlan_id: (1..4094); Co3paeT NpaBuio, Ha OCHOBAHMM KOTOPOTo ANs TpaduKa ¢ BHeL-

vlan vian_id
[ingress_vlaningress_vilan_id] . lan id

ingress_vlan_id:
no selective-qing list ingress g(l 5094)‘ Ypansaet ykasaHHoe npasuno selective ging ana BxoasAwmx nake-
ingress-vlanvian_id b TOB.

Hel meTkoW ingress_vlan_id 6ypeT pobaBnaTbea meTka ¢ vlan_id.
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KomaHOobi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 52 — KomaHap! pexkuma EXEC

3HayeHue/3HayeHue

Aeiicmeue
o ymon4aHuio

KomaHoa

show selective-qing OTobparkaeT CNUCOK Npasua sqing
[fastethernet fa_port |
gigabitethernet gi_port | port-

channel group]

4.9 KOHTpO/b LWUMPOKOBELATE/IbHOIO «KLUTOPMa»

LUnpoKoBeLWaTebHbI  «IWITOPM»  BO3HWKAeT  BCNEACTBME  4YPE3MepHOro  Ko/uM4ecTBa
LUIMPOKOBELLATENbHbIX COOBLEHMI, OAHOBPEMEHHO MepeaaBaemblX MO CEeTU Yepe3 OAWMH MOPT, 4TO
NPMBOAUT K Meperpyske PecypcoB CETM U MNOABAEHWMIO 3ageprKeK. «LLUTopm» MOMeT BO3HWKHYTb Npu
Ha/IMYUM «3aKONbLLOBAHHbIX» cermeHToB B ceTu Ethernet.

KommyTaTop M3mepseT CKOpOCTb NPMHUMMAEMOrO LWPOKOBELLATEeIbHOTO, MHOroagpPecHoro U
HEeW3BeCTHOro ofHoagpecHoro TpadurKa ANA NOPTOB C BKAKOYEHHbIM KOHTPOJEM LUMPOKOBELLATeNbHOro
«WTOPMa» M OTOPaCbIBAET NaKeTbl, €C/IM CKOPOCTb NPEBbLILWAET 334aHHOE MaKCMMasibHOe 3HaYeHue.

KomaHObI pexcuma 2a06anabHol KOHguU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:
console (config) #

Tabnunua 53 — KomaHabl perkmnma rnobanbHom KoHGUrypauum

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

YCTaHOBWUTb 1N106aNbHO Kakue eanHULbl U3MEPEHUA HEOBXOAMMO
MCNO/b30BaTh.

- pps - o6bem TpaduKa NakeTos B CEKYHAY

- kbps - 06bem Tpadumka KOUT B ceKyHAY

storm-control mode {kbps |

pps} /pps

KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if)#

Tabnunua 54 — KomaHapl pexknma KoHdurypaumm nHtepdeica Ethernet

3HayeHue/3HayeHue

KomaHda

no ymosn4aHurw

Aelicmeue

storm-control multicast level
{pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/Il04aeT KOHTPO/Ib MHOroaApecHoro Tpaduka:

- pps - 06bem TpaduKa NaKETOB B CEKYHAY

- kbps - 06bem TpadurKka K6UT B ceKyHAY

Mpu 06HapyKeHMn MHoroagpecHoro Tpaduka nHTepderic moxer
6bITb OTKAtOYEH (shutdown) nnu gobasneHa 3anuck B XKypHan co-
obueHuii (trap).

no storm-control multicast
level {pps | kbps}

BbIK/HOYAET KOHTPO/Ib MHOFOAAPECcHOro TpaduKa.
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storm-control dif level {pps | BK/1tlOYAET KOHTPOJIb HEM3BECTHOIO OA4HOALPECHOTO TPadUKa.
kbps} - pps - 06bem TpaduKa NakeToB B CEKYHAY
pps: (1..262142); - kbps - 06bem TpadmKka KOUT B cEKyHAY
kbps: (16..4194272) Mpw 0bHapy»KeHUM HEN3BECTHOIO O4HOAAPECHOTO TPadUKa UHTEp-

deic moxKeT 6bITb OTKAoYeH (shutdown) namn fobasneHa 3anuch B
KYpHan coobuieHwuii (trap).

no storm-control dif level
- BbIKNHOYAET KOHTPO/Ib 04HOAAPECHOTO TPadUKa.

{pps | kbps}
storm-control broadcast level BKAtOYaET KOHTPO/Ib LUMPOKOBELLATENBHOTO TPadUKa.
{pps | kbps} - pps - 06bem TpaduKa NAKETOB B CEKYHAY
pps: (1..262142); - kbps - 06bem TpaduKa KOUT B ceKyHAOY
kbps: (16..4194272) Mpu o6HapyXeHMM WNpoKoBeLaTeNibHoro TpadumKa nHtepdeic

MOKeT bbITb OTK/toueH (shutdown) nnn gobasneHa 3anuch B XKyp-
Han coobuweHwui (trap).

no storm-control broadcast

- BblKNtoYaeT KOHTPOJ1b LUMPOKOBeLLLaTeIbHOro TpaduKa.
level {pps | kbps} P P w pa¢

storm-control {multicast | dif | OTKAtoYaeT uHTepdelic Npy 0bHapyKEHNN MHOTOAAPECHOTO, HEU3-
broadcast} action shutdown i BECTHOr0 OHOAAPECHOMO UV LWMPOKOBeLLaTeslbHOro Tpaduka.

no storm-control {multicast | OTMmeHAEeT OTKAoUYeHNE UHTepdelica Npu 0bHapyKeHUM MHoroaa-
dif | broadcast} action - PECHOr0, HEM3BECTHOIO OAHOAAPECHOIO UW LIMPOKOBELLATENBHOTO
shutdown Tpaduka.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnunua 55 — KomaHapl pexknma EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
o ymon4arHuro

KomaHda

Moka3sbiBaeT KOHOUTypaLuio GYHKLMN KOHTPONA LUMPOKOBELLLa-
TENbHOTO «LWTOPMa» A/1A YKasaHHOro NopTa, IM60 BCex NOpTOB.

show interface [fastethernet
fa_port | gigabitethernet
gi_port | port-channel group]
storm-control

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8)

Show storm-control - OTobparkaeT TEKYLLYIO HACTPOMKY eAUHUL, USMEPEHUSA.

4.10 lFpynnbi arperauumu KaHanos — Link Aggregation Group (LAG)

KommyTtaTopbl obecrneymBatoT noaaep KKy rpynn arperauymn KaHanos LAG B Ko/sMyecTBe COrnacHo
Tabnvue 9 (cTpoka «Arperauys KaHanos (LAG)»). Kaxkgas rpynna nOpTOB AO0/KHa COCTOATb U3
nHTepdelicos Ethernet c ogMHakoBoOM CKOpOCTblO, paboTalowmx B AynaekcHoM pexkmme. O6beguHeHune
NnopToB B rPynny YyBE/NMYMBAET MPOMYCKHYH CMOCOBHOCTb KaHafa MeXay B3aMMOAEeNCTBYOWUMM
YCTPOWCTBAMM M MOBbIWAET OTKA30yCTOMYMBOCTb. [pynna MopToB ABAAETCA ANA KOMMYyTaTopa OAHWUM
JIOFMYECKMM NOPTOM.

YCTpOMCTBO NoaAep KMBaeT ABa pemMma paboTbl rpynnbl MOPTOB — CTAaTMYECKaA rpynna v rpynna,
paboTatowas no npotokony LACP. PaboTta no npotokony LACP onucaHa B COOTBETCTBYHOLLEM pasaene
KOHUrypaumm.

/ Ecamn gna untepdeiica nponsseneHbl HACTPOUKK, TO AnA fo06aBaeHUA ero B rpynny cnegyer
BEPHYTb HAaCTPOMKM N0 YMOIUYAHUIO.

[obasneHne uvHTepdeincoB B Trpynny arperauym KaHanoB AOCTYMHO TOJbLKO B pexume
KoHdurypaumm nHtepdeliica Ethernet.
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Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME K

console (config-if)#

oHdurypaumm nutepdeica Ethernet:

Tabnunua 56 — KomaHapl perknma KoHourypaumm nHtepdeinca Ethernet

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aelicmeue

LobasuTtb ethernet-uHTepdeiic B rpynny nopTos.

channel-group group mode {on group: (1..8);
| active | passive} mode: (on, active,
no channel-group passive)

Ypnanute Ethernet-untepdeltic ns rpynnsl nopTos.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUrypaumm:

console# configure terminal
console (config) #

Tabnvua 57 — KomaHap! pexkuma rnobanbHo KOH

urypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

port-channel load-balance
{src-dest-mac-ip | src-dest-mac
| src-dest-ip |
src-dest-mac-ip-port |
dest-mac | dest-ip | src-mac |
src-ip}

-/src-dest-mac

3apaeT mexaHn3m BanaHCMpPoBKKM Harpysku ans ctpaternn ECMP
M ANA TPYNnbl arpernpoBaHHbIX MOPTOB.

- src-dest-mac-ip — mexaH1M3m 6anNaHCMpPOBKM OCHOBbLIBAETCA Ha
MAC-agpece un IP-agpece;

- src-dest-mac — mexaHuM3m 6HanaHCMpPOBKM OCHOBbLIBAETCA Ha
MAC-agpece;

- src-dest-ip — mexaHM3m GanaHCMPOBKMU OCHOBbIBAETCA Ha |IP-
agpece;

- src-dest-mac-ip-port — mexaH13m 6anaHCUPOBKKM OCHOBbIBAET-
cA Ha MAC-agpece, IP-agpece n TCP-nopTte Ha3HaYeHUs;

- dest-mac — mexaHu3m 6anaHCMpPOBKM OocHOBbIBaeTcA Ha MAC-
agpece nonyyatens;

- dest-ip — mexaHM3M 6anaHCMPOBKU OCHOBbIBaeTcs Ha IP-
agpece nonyyatens;

set port-channel enable

BkntoumTb paboTty LAG rnobanbHO Ha KOMMyTaTope

set port-channel disable

OTKNtouNTb paboTy LAG rnobanbHO Ha KommyTaTope

set port-channel
independentmode enable

-/OTKNOYEHO

BKNOYMTb aBTOHOMHbIN pexknm paboTtbl LAG

set port-channel
independentmode disable

BbIKNOUYNTL aBTOHOMHbIN pexxunm paboTbl LAG

4.10.1 Cmamuyeckue 2pynnol azpe2ayuu

®yHKuMeln cTtaTnyeckux rpynn LAG aBnsetc

KaHanoe

A O6'be,EI,MHeHMe HECKO/ZIbKNX ¢M3M‘-IECKVIX KaHa/10B B

OAWH, YTO NMNO3BOJIAET YBE/INYUTDb NMPONYCKHYHO CNocobHOCTb KaHafa M NOBbICUTb ero OTKa3OYCTOI‘/JI‘-II/IBOCTb.

Ona ctatnyecknx rpynn npnopuTeT Ucnosib3oBaHUA

Ona BKoueHUA paboTbl MHTepdeiica B ¢

KaHa/10B B O6be,CI,VIHEHHOM nyyke He 3a4a€eTcA.

OCTaBe CTaTUUeCKOoM rpynnbi MCHO.ﬂb3yﬁTe KOMaHAay

channel-group {group} mode on B pexume KOHPUrypauum COOTBETCTBYIOLLEFO UHTEP-

deiica.
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4.10.2 lMpomokKon azpezayuu KaHanoe LACP

dyHKumelt npotokona Link Aggregation Control Protocol (LACP) sBnsetca ob6beanHeHue
HECKOMIbKUX PU3MYECKUX KaHaNOB B OOMH. ArperMpoBaHMe KaHa/l0B WMCMO/b3yeTca Aa yBe/nyeHun
NPONYCKHOM CNOCOBHOCTM KaHana M NOBbILWEHUA ero oTkasoycTtoiumsoctn. LACP nossonseT nepenasaTtb
TpaduK No 06beANHEHHbIM KaHaNam B COOTBETCTBUM C 3a4aHHbIMU NPUOPUTETAMMU.

Ona BKkAoyeHuA paborTbl

uHTepdeinca no npotokony LACP wucnonb3yiite KomaHay

channel-group {group} mode active/passive B pexume KoHdpurypaunm cooTBeTCTBYIOLLErO

uHTepdemca.

KomaHObI pexcuma 2n0basnbHoU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekuma rnobanbHoOM KOHPUrypaLmm:

console (config) #

Tabanua 58 — KomaHab! perkmma rnobanbHo KoHUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

lacp system-priority value

no lacp system-priority

value: (0..65535)/1

YcTaHaBAuBaet NPUOPUTET CUCTEMDI.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lacp system-identifier
mac_addr

No lacp system-identifier

YcTaHoBMWTb id yyacTHMKa lacp

Ypanuts id yyacTHuMKa lacp

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Buz 3anpoca KOMaHAHOM CTPOKM B pexnume KoHurypaunmn nntepdeiica Ethernet:

console (config-if) #

Tabnunuya 59 — KomaHapl pexxnuma koHdurypaumm nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

lacp timeout {long | short}

no lacp timeout

-/long

YcTaHaBAMBAET aAMUHUCTPATMBHBIM TaMMayT npoTokona LACP:
- long — pnvTenbHoe Bpems TanmayTa;
- short — manoe Bpems TaimayTa.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

lacp port-priority value

no lacp port-priority

value: (1..65535)/1

YcTaHaBnvBaeT npuopuTeT nHTepdelica Ethernet.

YcTaHaBAnBaeT 3HaYeHUe No YMOSYAHUIO.

KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexunma EXEC:

console#

Tabnunuya 60 — KomaHapl pexxknma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show lacp [neighbor |
counters]

MokasbiBaeT MHGOpMauuto o npoTtokose LACP.

show etherchannel summary

MpocmoTp Hpopmauum o LAG.

show etherchannel detail

MpocmoTp noapobHoin nHdopmaumm o LAG.
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show etherchannel load-
balance

MpocmoTp anroputma 6anaHcnpoBku LAG.

show etherchannel protocol

MpocmoTp npoTokona LAG.

show etherchannel port

MpocmoTp MHPOpPMauum o nopTax B cocTase LAG.

show etherchannel port-
channel

MpocmoTp MHbopmaumm o LAG.

MNpumep HaCTPOMKMU:

console (config)# set port-channel enable
console (config) # interface port-channel I
console (config-if)# no shutdown

console (confiqg)# interface range fa 0/1-2
console (config-if-range)# no shutdown

(
(
(
console (config-if) # exit
(
(
(

console (config-if-range) # channel-group 1 mode active

4.11 HacTtpoiiKa IPv4-agpecauum

B maHHOM pasgene onucaHbl KOMaHAbl A/ HAaCTPOMKM CTaTUYECKUX napameTtpos IP-agpecauun,
TaKuX Kak IP-agpec, macka nogcetu, WAK3 N0 YMOTYAHUIO.

KomaHObI pexcuma KoHguaypayuu uHmepagpetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKK B perxnume KoHourypaumm nutepdeinca VLAN:

console (config-if) #

Tabnunua 61 — KomaHapl pexknma KoHburypaumm nHtepdeinca

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

ip address ip_address
prefix_length

no ip address [/P_address]

prefix_length: (8..32)

HasHayeHue 3agaHHOMy nHTepdelicy IP-aapeca n macku nogceTw.

Ypnanenue IP-agpeca nHtepdelica.

ip address dhcp

no ip address dhcp

MNonyyeHwne IP-agpeca ot DHCP-cepsepa.

3anpeT ncnonb3oBaHMA npotokosna DHCP gna nonyyeHus IP-
appeca ot DHCP-cepsepa.

Mo-ymonuanuio, untepdeliicol Vlan Haxopartca B coctoaHum Admin down. Mpusectu B co-
. crosHue Admin Up nx moXXHO KOMaHA0M no shutdown.

KomaHOobi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console>

Tabnunua 62 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip interface vlan vian_id

vlan_id: (1..4094)

MokasbiBaeT KoHbUrypaLuuio
MHTepodeica.

IP-agpecaumn gnA  yKasaHHOro
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4.12 Hacrpoiika IPv6-agpecaumm

4.12.1 lMpomokon IPv6

KommyTaTopbl noagepkmsatoT paboty no npoTokoay IPv6, u4To saABnAetcA  60/blumMm
npevmyLLecTBOM, T.K. NpoTokon IPv6 paspabotaH ana Toro, 4tobbl B Oyayliem NOSHOCTbIO 3aMEHUTb
agpecaumto npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTtokon IPv6 mmeeT pacwmpeHHoe agpecHoe
npoctpaHcteo — 128 6ut Bmecto 32. Agpec IPv6 npeacrasnsetr coboit 8 6/10KOB, pasgeneHHbIX
[BOETOYMEM, B KaxKA0OM H610Ke 16 BUT, 3aNMCaHHbIX B BUAE YETbIPeX WeCTHAALLATEPUYHbIX YuCen.

Nomumo yBennyeHUAa agdpecHOro MNPOCTPaHCTBA NPOTOKOA IPv6 mmeeT mepapxmyeckyro cxemy
agpecaumn, obecneymBaeT arperauuio MaplipyTos, ynpowaeT Tabavuy Mmapwpytusaumu, npu 3Tom
3pPeKTUBHOCTb PaboTbl MapLUPYTU3aTOpa MNOBLIWAETCA 3a CYEeT MexaHM3Ma OOHapyXKeHUs coceaHuX
y3/10B.

V Ecnu 3HayeHue rpynnbl UM HECKOJIbKUX Fpynn noAapsag B agpece nportokona IPv6é pasBHo
o A Hynto — 0000, To pAaHHble rpynnbl MoOryT 6biTb onyuweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moKeT 6biTb cokpaweH ao FE40::AD21:FE43.
CoKpaleHuto He MmoryT 6biTb NOABEPrHyTbl 2 pasAenieHHble HyaeBble rpynnbl U3-3a BO3-
HUKHOBEHUA HEOAHO3HAYHOCTM.

EUI-64 — 3T0 ngeHtudukarop, co3aaHHbii Ha 6a3e MAC-agpeca uHtepdeiica, ABNAIOLMACA
64 mnagwumn 6utamm IPve-agpeca. MAC-agpec pasbusaerca Ha gBe yacTu no 24 6ura,
mexXay Kotopbimu aobasnaerca KoHctaHTa FFFE.

v

4.12.2 Hacmpolika ¢pyHkyuu IPv6 RA Guard

®dyHKumMA IPv6 RA Guard npefocTaBasieT 3alMUTy OT aTak, OCHOBAHHbIX HA PaccblKe NoALe bHbIX
naketoB Router Advertisement, paspeluas oTCblaIKy COODLLEHMIA TOBKO C AOBEPEHHbIX NOPTOB.

KomaHObI pexcuma 271060s16H020 KOHGU2YPUPOBAHUSA

Buza 3anpoca KoMaHAHOM CTPOKM pexnma rnobanbHOro KOHPUrypmpoBaHumsa:

console (confiqg) #

Tabnnua 63 — KomaHapl pexnuma rnobanbHOro KOHUrypmpoBaHus
3Ha4yeHue/3HayeHue o
ymon4aHuro

KomaHoa Aeiicmeue

ipv6 nd ra-guard enable Pa3pelwaeT KOMMyTaTOpy KOHTPOJIMPOBaHME MOCPEeACTBOM

no ipv6 nd ra-guard enable

-/BbIK/OYEH

dyHKLMK IPv6 RA guard.

BbikntoueHne PpyHKLmmM IPv6 RA guard.

ipv6 nd ra-guard policy poli-
cy_id

no ipv6 nd ra-guard policy
policy_id

policy_id: (1..65535)

Co3aaTb 1 ckoHdUrypuposaTb policy IPv6 RA guard.

Yaanutb policy IPv6 RA guard.

ipv6 rag-acl-list ac-
cess_list_num seq
seqmac_addr

no ipv6 rag-acl-list ac-
cess_list_num seq
segmac_addr

access_list_num:
(1..65535);
seq: (1..5)

Co3paert 3anuchb B cnvcke goctyna RA Guard Ha ocHose link
layer agpeca

Yaanset 3anucb B cnucke goctyna RA Guard

ipv6 rag-prefix-list /ist_id seq
seq prefix

prefix: (2000::1/64)

Co3pgaet 3anuchk B cnucke goctyna RA Guard Ha ocHoBe IPv6
npedukca
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no ipv6 rag-prefix-list list_id
seq seq prefix

Ypansaet 3anuce B cnucke goctyna RA Guard

KomaHObI pexcuma 2106as16H020 KoHu2ypuposaHusa policy IPv6 RA Guard

Bua 3anpoca KOMaHAHOM CTPOKU peXnma KoHouUrypuposaHua policy IPv6 RA Guard:

console (config-rag) #

Tabnunua 64 — KomaHabl perknma KoHourypmuposaHus policy IPv6 RA guard

3HayeHue/3HayeHue no

medium | high | none}

KomaHoa Aelicmeue
YMOAYAHUIO
device-role {host | router} Bbl6op pexunma paboTbl nopra.
Jhost - host — 610KMpoBKa Bcex Bxoaawmx RA-coobuweHnit;

- router — punbTpauns RA-coobuieHMin B COOTBETCTBUM C

HaCTPOEHHbIMM MPaBUAAMMU.
other-config flag { on | off | Ynpasnate O-6uTom B RA-co0bLIEHUAX
none} -/none
managed-config flag{ on | off Ynpasnate M-6utom B RA-coobLeHmnax
| none} -/none
router-preference {low | _/none Ynpaenatb nonem router-preference 8 RA-coobieHmnax

match rag-acl-list ac/_num

acl_num: (1..100)

no match rag-acl-list ac/_num

OcyuwiectBnseT npmeaAsKy acl K policy IPv6 RA guard

YpansaeT npusasky acl K policy IPv6 RA guard

match rag-prefix-list pre-
fix_id

no match rag-prefix-list pre-
fix_id

prefix_id: (1..100)

OcyuwecTtensaer ¢punbTpaymio coobwennin IPvé RA guard no-
npedukcy

YaanaeT ¢punbtpaunto no npedukcy IPv6 RA Guard

match rag-src-ipv6-list
ipv6_prefix_id

no match rag-src-ipv6-list
ipv6_prefix_id

ipv6_prefix_id: (1..100)

OcyutectenaeTt ¢unbTpaumio coobueruii IPv6 RA guard no
IPv6-npedukcy

YaanaeT ¢unbTpaumto coobuweHnin IPvé RA Guard no IPv6-
npepukcy

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKU pexXnma KoHPUrypupoBaHua nHtepdelica:

console

(config-if) #

Tabnunua 65 — KomaHapl perknma KoHbuUrypuposaHusa nHTepdeiica Ethernet

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

ipv6 nd ra-guard

no ipv6 nd ra-guard

-/BblK/IOYEH

PaspelaeT KOMMyTaToOpy KOHTpoMpoBaHMe GyHKuuM IPv6 RA
guard Ha nHTepdeiice.

BbikntoueHne pyHKummM IPv6 RA guard Ha uHTepdelice.

ipv6 nd ra-guard trust-
state trusted

ipv6 nd ra-guard trust-
state untrusted

Mo YMOAN4YaHUIO BCEe NOPTbI

,ﬂ,06aB/1ﬂeT NopT B CNUCOK AOBEPEHHbIX.

aBnaTca untrusted

YpaneHnue nopta us trusted-list

ipv6 nd ra-guard attach-
policy policy_id

no ipv6 nd ra-guard attach-
policy policy_id

policy_id: (1..65535)

MpuBAsaTb cKoHPUrypmupoBaHHbIN policy IPv6 RA guard K uH-
Tepdelicy

Yaanutb policy IPv6 RA Guard Ha nHtepdelice
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4.13 Hactpoiika NpOTOKON0B

4.13.1 Hacmpolika npomokKosaa ARP

ARP (Address Resolution Protocol — npoTokon paspeleHua agpecoB) — MPOTOKOA KaHa/lbHOro
YPOBHSA, BbINOAHAKOWMIA dyHKUMIO onpeaenerna MAC-aapeca Ha OCHOBaHUM coAepKallleroca B 3anpoce
IP-agpeca.

KomaHapbl pexknuma rnobanbHon KOHGUrypaumm

Buz 3anpoca KoMaHAHOM CTPOKM B peXxnume rnobanbHon KoHduUrypaumm:

console (confiqg) #

Tabnunuya 66 — KomaHapl pexknma rnobanbHoOM KoHbUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue

o ymon4aHuio
arp ip_addr hw_addr dopmar ip_addr: [obaBnaet craTuuyeckyw 3anucb cootseTcTBuA IP- n MAC-
[fastethernet fa_port | A.B.C.D; appecos B Tabnuuy ARP ana yKazaHHOIo B KOMaHA4e uHTepdein-
gigabitethernet gi_port | port- dopmat hw_address: ca.
channel group] H.H.H - ip_address — IP-agpec;

H:H:H:H:H:H - hw_address - MAC-aapec.

arp ip_addr hw_addr H-H-H-H-H-H; Ypansaert cTaTMyeckylo 3anuck cootsetctama IP- 1 MAC-agpecos
[fastethernet fa_port | fa_port: (0/1-24) 13 TabauLbl ARP 4151 YKa3aHHOTO B KOMaHAE UHTepdeiica.
gigabitethernet gi_port | port- gi_port: (0/1..24);
channel group] group: (1..8)

vlan_id: (1..4094)
arp timeout sec HacTpanBaeT Bpems KM3HM AMHAMUYECKUX 3anuceit B Tabauue

sec: (30..86400) cek ARP (cek).
no arp timeout YcTaHaBAMBaAET 3HaAYEHMeE MO YMONYAHWIO.
clearip arp YpanseT Bce guHamuyeckue 3anucu M3 ARP-Tabaumupl (komaHga
i LOCTYMHA TONbKO A8 NPUBUAETMPOBAHHOrO NO/b30BaTeNs).

KomaHObi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOW CTPOKM B pexxkume privileged EXEC:

console#

Tabnunua 67 — KomaHapl pexxkuma privileged EXEC

Komanda 3HayeHue/3Ha4yeHue leiicmeue

no ymoa4aHuro
show ip arp [ip-address dopmart ip_address: MokasbiBaeT 3anucu ARP-Tabnvubl: Bce 3anvcu, ¢unbtp no IP-
ip_address] [mac-address A.B.C.D agpecy; dounotp no MAC-agpecy; duabTp No uHTepdelicy.
mac_addres] [vlan vian_id] dopmat mac_address: | -ip_address — IP-agpec;

H.H.H nan H:H:H:H:H:H | - mac_address — MAC-agpec.
nnu H-H-H-H-H-H;
vlan: (1..4094)

show ip arp statistics - MoKa3biBaeT TEKYLLYIO CTaTUCTUKY NPOTOKOANA arp

4.13.2 MexaHu3m obHapyxceHusa nemens (loopback-detection)

JaHHbIN MexaHM3M MO3BOAET YCTPOWMCTBY OTC/IEXKMBATb 3aKO/bLLOBAHHbIE NOPTbI. [eTaa Ha nopTy
obHapyKMBaeTcA MyTEM OTCbIIKM KOMMYTaTopom ¢perima C afpecom HasHA4YeHWus, COBMAZaloWMM C
oAHUM 13 MAC-agpecoB ycTpoicTBa.
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KomaHObI pexcuma 2a06asa6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabanuya 68 — KomaHab! perkmma rnobanbHom KOHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

shutdown loopback-detection

no shutdown loopback-
detection

-/no shutdown

OTkAtounTb paboty moayns loopback-detection Ha ycTpolicTse.

' [aHHasa KomaHAa oTKAoYaeT paboty moaynsa loopback-

L detection c 6e3B03BpaTHbIM yAaNieHMEM BCEX HAaCTPOEK
6n0oka LBD.

BkntounTb paboty loopback-detection Ha ycTpoiicTae.

V KomaHga no ymonyaHuio BKAlOYEHa.

loopback-detection enable

no loopback-detection enable

-/BbIK/IIOYEHO

Bk/itouaeT mexaHn3am o6Hapy>Keva netesib 4NA KOMMYTaTOpa.

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

loopback-detection interval
seconds

seconds: (1..60)/30

YcTaHaBAuBaeT MHTepBan mexay loopback-operimamu.
- seconds — nHTepBan BpemeHn mexay LBD dppelimamu.

mac_address

CeKyH
no loopback-detection interval yna BoccTaHaBnvBaeT 3HaYeHMe No yMOAYaHUIO
loopback-detection Onpegensetr MAC-aapec HasHauyeHu s, yKasaHHbIli B LDB-dppeinme.
destination-address - [ FF Mo ymonuanuio MAC-agpec HasHauYeHMA LIMPOKOBeLya-

Y

TeNbHbIN.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica epynnbl nopmos

Bua 3anpoca KOMaHAHOW CTPOKM B pexunme KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console# configure terminal
console (config) # interface {gigabitethernet gi port | fastethernet fa port
| port-channel group}
console (config-if)#

Tabnnuya 69 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

loopback-detection enable

no loopback-detection enable

-/BblK/IIOYEH

Bk/tovaeT mexaHn3m OGHapy)-KeHMFI neTesib Ha NoOpTy

BoccTaHaBnmBaeT 3HaYeHue no YyMOAN4aHUto

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnua 70 — KomaHab! perkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show loopback-detection
[gigabitethernet gi_port |
fastethernet fa_port |
statistics]

gi_port: (0/1..24);
fa_port: (0/1..24)

OTobparkaet coctoaHne mexaHmama loopback-detection.

debug loopback-detection [all
| buffer-alloc | control |
critical | pkt-dump | pkt-flow ]

-/OTKAIO4EHO

BKOYMTL OTNPaBKy coobLueHuii no cobbitnam loopback-
detection.
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4.13.3 Cemelicmeo npomoKosnoe STP (STP, RSTP, MSTP)

OcHoBHoOWM 3agaueit npoTtokona STP (Spanning Tree Protocol) ansetca npuseaeHue cetn Ethernet ¢
MHOECTBEHHbIMW CBA3AMM K APEBOBUAHOW TOMONAOIMM, UCKAIOYAIOWEN LMKAbI NakeToB. KommyTaTopbl
06MeHMBalOTC KOHPUIypaLMOHHbIMKU COOBLLIEHMAMM, MCMNONb3YA Kaapbl cneuuanbHoro ¢dopmara, U
BblIOOPOYHO BK/IOYAIOT M OTK/IIOYAIOT Nepegayy Ha NopTbl.

Rapid (6bicTpbiit) STP (RSTP) ABnseTca ycoBepleHCTBOBaHMEM MpoOTOoKona STP, xapakTtepusyeTca
MEHbLWKMM BpeMeHeM TMpuUBeLEHNA CeTU K LPEeBOBMAHOW TOMOMAOTMM U uMeeT 6oJsiee BbICOKYHO
YCTOMYMBOCTD.

Mpotokon Multiple STP (MSTP) naBnAetca Haubonee coBpemMeHHON peanusauumeir STP,
nopaepkmpatoweir mucnonb3osaHme VLAN. MSTP npeanonaraetr KoHourypauuio Heobxoammoro
KOJIMYECTBA 3K3EeMMNNAPOB CBA3YIOLLLEro AepeBa (spanning tree) BHe 3aBUCMMOCTM OT uncna rpynn VLAN Ha
KommyTaTope. KaxKabih 3K3eMnaap MOXKET cofepaTb HeckosbKo rpynn VLAN. HegoctaTtkom npoTokona
MSTP siBnsieTcs TO, YTO Ha BCeX KOMMYyTaTopax, B3anmogencraytowmx no MSTP, fo/1>KHbI ObITb 0AMHAKOBO
CKOHPuUrypuposaHbl rpynnbl VLAN.

V MakcumanbHO aonyctumoe Konmyecrtso aksemnaapos MSTP — 64.

4.13.3.1 Hacmpoiika npomokona STP, RSTP

KomaHObI pexcuma 2106anbHol KoHpu2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM pexnma riobanbHoM KoHbUrypauum:
console (config) #

Tabnunua 71 — KomaHapl pexknma rnobanbHoM KoHbUrypaumm

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHoa

spanning-tree Pa3speluaeTt ncnonb3oBaHne KOMMYTaTOPOM NpoTokona STP.

- -/BKOYEHO

no spanning-tree 3anpeLaeT UCNoib30BaHME KOMMYTAaTOPOM NPoToKoNa STP.

spanning-tree mode { rst | YcTaHaBAMBaET peXkMm paboTbl npoTokona STP:

mst} _IMSTP - rst — |IEEE 802.1W Rapid Spanning Tree Protocol;
- mst — |[EEE 802.1S Multiple Spanning Tree Protocol.

no spanning-tree mode YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.

spanning-tree forward-time YcTaHaBAMBaAET MHTepPBan BPEMEHM, 3aTpayMBaemblit Ha MNpPoCay-

seconds WMBAHWE M M3YyYEHWEe COCTOSAHWIN nepes nepekntovyeHnem B Co-

seconds: (4..30)/15 cek CTOAHMWE nepeaayn.

no spanning-tree YcTaHaBAMBaET 3HaYEHME N0 YMONYAHUIO.

forward-time

spanning-tree hello-time YCcTaHaBAMBaET UHTEPBA/ BPEMEHU MeXAY nepefayamu LWMPOKO-

seconds seconds: (1.2)/2 cex BewaTenbHbIx coobuwieHunit «Hello» K B3aumozencTByOWMM KOM-
MyTaTopam.

no spanning-tree hello-time YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.

spanning-tree max-age YcTaHaBAMBaET BpPems KU3HU cBA3yoLwero aepesa STP.

seconds seconds: (6..40)/20 cek

no spanning-tree max-age YcTaHaBAMBaET 3HAYEHME N0 YMONYAHUIO.

spanning-tree priority Hactpansaet npuoputeT ceasytowero gepesa STP.

prior_val (© 6@&5‘22768 3HayeHue npuopuTeTa A0MKHO 6bITb KpaTHO 4096.
no spanning-tree priority h YcTaHaBAMBaET 3HAYEHUE MO YMOAYAHUIO.
spanning-tree pathcost Bk/toyaeT guHamunyeckoe onpegeneHne LeHHOCTH NyTu.

-lag-speed — onpesenerHmne ueHHOCTU NyTH ByAeT BbIYUCAATLCA NPU
M3MeHeHuu ckopoctn LAG

dynamic [lag-speed] /BbIKAOUEHO

no spanning-tree pathcost YCcTaHaBAWBAET 3HAYEHWNE N0 YMONYAHMIO.

spanning-tree compatibility Bepcua comectumoctu STP

-/BKAOYEHO
{mst | rst | stp} /
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no spanning-tree
compatibility

YCTaHOBUTbL 3HaYeHMe no YMON4YaHUIKO

spanning-tree flush-
indication-threshold value

no spanning-tree flush-
indication-threshold

value: (0..65535)

MoporoBoe Konn4yecTBO tcn, MpU KOTOPOM 3arnyckaeTcs Taimep,
KOTOPbI paBeH 3HayeHuto flush-interval

OTMEeHUTb NOPOroBoe 3HaYeHne

spanning-tree flush-interval
interval

no spanning-tree flush-
interval

interval: (0..500)/0

YCTaHOBWUTb 3HayYeHWe WHTepBana, Mocne KOTOPOro Mpou3onaér
flash MAC-Tabanupl nocae nonyyeHus tcn

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO

spanning-tree transmit
hold-count count

no spanning-tree transmit
hold-count

count: (1..10)

3TO 3Ha4YeHMe YKas3blBaeT MaKCMMaNbHOE KO/JIMYECTBO MaKeToB,
KOTOPble MOTYT BbITb OTNPaBAEHbI B 3a4aHHbIA MHTEPBaN BPEMEHU
hello-time.

OTMEHUTb HaCTPOIKY OrpaHMYeHUs NakeTos B MHTepBan hello-time

spanning-tree pathcost
method {long|short}

no spanning-tree pathcost
method

-/long

YcTaHaBAnBaeT MeToA onpeneneHns LeHHOCTU NyTu.
- long— 3HauyeHue yeHHocTN B AnanasoHe 1..200000000;
- short — 3HauyeHue ueHHOCTH B AnanasoHe 1..65535.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

Mpu 3agaHuun STP napametpos forward-time, hello-time, max-age Heo6xogumo BbinonHe-
e Hue ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaetica epynnsl Mopmos

Bua 3anpoca KOMaHAHOW CTPOKM B pexunme KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabanua 72 — KomaHabl perkmma KoHourypaumm nHtepdeiica Ethernet, rpynnel noptos

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree disable

3anpewaet paboTy npoTokona STP Ha KOHOUTYpUpyemMOM UHTep-
delice.

-/paspeleHo
no spanning-tree disable /pasp PaspewaeT paboTy npoTokona STP Ha KOHOUIYpUPyemMOM MHTep-
deiice.
spanning-tree cost cost cost: YcTaHaBAMBAET LLeHHOCTb NYTU Yepes AaHHbIN HTepdeiic.
' - coSst — LIEHHOCTb NyTU.
: (1..200000000)/cm. S Y
no spanning-tree cost Ta6nuLLy 73 YcTaHaBNMBaEeT 3HaYeHWe, ONpeAesfieMoe Ha OCHOBAaHUMU CKOPO-

CTW NOpPTa U meToda onpeaeneHnAa LeHHOCTU NyTH, CM.Ta6/'IMLI,y 73

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAvMBaeT npuopuTeT uHTepdelica B cBA3ylolWem fepese
STP.

V 3HauyeHue NprMopuTeTa A,0MKHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

spanning-tree portfast

no spanning-tree portfast

BK/tOUaeT pexmMm, B KOTOPOM NOPT NPU MOAHATUM Ha HEM JIMHKA
Cpasy CTaHOBMUTCA B COCTOAHME Nepesayu, He AOXMAAACH UcTeve-
HUA Talimepa.

BbIKNtOYaeT pexMm MOMEHTa/IbHOro rnepexoja B COCTOAHWE ne-
penayn no NOAHATUIO KJIMHKa».

spanning-tree loop-guard

no spanning-tree loop-guard

-/3anpeweHo

PaspeluaeT 3aluTy, BbIK/IIOYAIOLLYIO YKa3aHHbIN MHTepdenc npu
npueme naketos BPDU.

3anpeLaeT 3alnTy, BbIKAKOYAtOLWY UHTepdenc npyu npuéme na-
Ketos BPDU.
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spanning-tree guard {root |
loop | none}

no spanning-tree guard

-/vicnonb3oBaHue
rnobanbHON HaCTPOMKK

BkatouyaeT 3alWmTy «KOpHA» ANA BCex CBA3yowWwux aepesbes STP
Bbl6paHHOro nopTa.

- root — 3anpeLaeT nHTepdeicy 6bITb KOPHEBBIM NOPTOM KOMMY-
TaTopa;

- loop — BK/tOYaeT Ha mMHTepdeiice AOMNONHUTENbHYIO 3aLUTY OT
netenb. B cnyyae, ecam nHTepdeiic HaxoaUTCA B COCTOAHUM, OT-
nmyHom ot Designated 1 npu atom nepectaet nonyyats BPDU,
MHTepdeinc baokupyeTcs;

- none — oTk/toYaeT Bce Guard-pyHKUUKN Ha nHTepdelice.

Mcnonb3oBaTh r106abHY0 HACTPOWMKY.

spanning-tree bpduguard
{enable | disable | none}

no spanning-tree bpduguard

-/BbIK/IIOYEHO

Paspewaet 3awuTy, BbiKAOYaOLWYO UHTepdEc Npu Nnpuéme na-
Ketos BPDU.

3anpeLaeT 3almTy, BbIKAOUYAOLWY MHTEepdenC npu npuéme na-
Ketos BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/pna gynnekcHoro
nopTa «TOYKA-TOUKAN,
AR NONYAYNAEKCHOro

— «pPa3BEeTB/IEHHbIN»

YctaHaBauBaeT npotokon RSTP B nepepatoliee coctoaHMe u on-
pepenser TMn cBA3un ANA BbiIbpaHHOro nopra:

- point-to-point — TouKa-Tou4Ka;

- shared — pa3BeTBNEHHbIN.

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIK/OYEHO

3anpeuwaet npuem BPDU c pnarom TCN.

Paspewaet npvem BPDU c ¢pnarom TCN.

spanning-tree bpdufilter
{disable | enable | | none}

Onpegenset pexum paboTbl BPDU filtering Ha nHTepdeiice.

spanning-tree {bpdu-receive |
bpdu-transmit} disable

-/disabled
no spanning-tree bpdufilter YcTaHaBAMBAET 3HAYEHME MO YMOYAHMUIO.
spanning-tree auto-edge BKNOUMTL aBTOMaTMYECKOE OnpeaeneHne KAMEHTCKUX NOPTOB.
no spanning-tree auto-edge -/BKAO4EHO BbIK/NIOUYNTL aBTOMATUUECKOE ONpeAeNeHne KIMEHTCKUX NOPTOB.
spanning-tree {bpdu-receive | BKAIOYAET peXknm Npuéma 1/uam nepenaun Ha uHTepdeiice.
bpdu-transmit} enable
-/BKAtOYEHO

BbIKkNtouaeT pexxum npuéma n/mam nepepayu Ha uHtepdeiice.

spanning-tree layer2-gateway-
port

no spanning-tree layer2-
gateway-port

-/BbIK/OYEHO

Ha3HauynTb NOPT KaK W03 2 YPOBHA.
/! Spanning-tree Ha ;JaHHOM NOPTY AONKEH 6bITb B cocToA-

Huum disabled
OTMEHUTb HaCTPOMKY

spanning-tree pseudoRootld
priority priority

no spanning-tree
pseudoRootld

priority: (0..61440)

HacTtpouTb npuoputet ana pseudoRoot Ha MHTepdeiice.

OTMEHUTb HaCTPOMKY

spanning-tree {restricted-role
| restricted-tcn}

no spanning-tree {restricted-
role | restricted-tcn}

BKAIOUUTL Ha MHTepdeiice GyHKLMIO 3aLmTbI OT aTak.

OTKAOUUTL Ha UHTepderice GYHKLUMIO 3aLMTbI OT aTak.

Tabnuua 73 — CTOoMMOCTb NYTH, YCTAHOBJ/IEHHAA NO YMOAYaHMIo (spanning-tree cost)

Memoo onpeodeneHus

Unmepdpelic yeHHocmu nymu
Long Short
Port-channel 20000 4
Fast Ethernet (100 Mbps) 2000000 19
Gigabit Ethernet (1000 Mbps) 2000000 100

KomaHObI pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM pexkmma privileged EXEC:

console#
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Tabnunua 74 — KomaHabl perxknma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4aHuro

Aeiicmeue

show spanning-tree
interface[gigabitethernet
gi_port | fastethernet fa_port
| port-channel group]

gi_port: (0/1..24);
fa_port: (0/1..24);
group: (1..8)

MoKa3biBaeT cocTonHMe NpoToKona STP Ha uHTepdelice.

show spanning-tree detail

MoKa3sblBaeT NoapobHy MHPOPMALLMIO O HACTPOMKax NPOTOKOA
STP.

show spanning-tree active
[detail]

MoKa3sbiBaeT MHGOPMALUIO O COCTOSIHMM O HacTpoiKax STP Ha
AKTUBHbIX MOPTax

show spanning-tree bridge

[address | detail | forward-
time| hello-time | id | max-
age | priority | protocol]

Otobparkaet HacTpoliku STP Ha bridge

show spanning-tree layer2-
gateway-port

OTobparkaeT HAaCTPOMKM Wt03a 2 YPOBHA

show spanning-tree pathcost
method

OTobparkaeT metoa onpeaeneHua CTOMMOCTU NyTK

show spanning-tree root

OTobparkaeT root B Tononoruu STP

show spanning-tree summary

OTobparkaeT cocTosiHMe NPoToKona STP OTHOCUTENbHO UHTepdEei-
coB

4.13.3.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnunua 75 — KomaHabl perkmnma rnobanbHomM KoOHGUrypauum

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YcTaHaBAuBaeT npuvopuTeT ANA OAHHOrO KOMMyTaTopa nepej,
OCTaNbHbIMW, UCMONB3YOLWMMK 06WMIA 3K3emnnsap MSTP.

- instance_id — aksemnnap MST;

- priority — npuopuTeT KOMMyTaTOpAa.

V 3HaueHuMe NpuopuTeTa A0/MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (6..40)/20

YcTaHaBAMBaEeT MAaKCMMabHOE KO/IMYECTBO TPAH3UTHbIX Y4AaCTKOB
ons naketa BPDU, Heobxoanmbix gns dopmupoBaHUA gepesa U
yaeprKaHua nHdopmaumm o ero ctpoeHun. Ecam naket yxke npo-
Wea MaKCMMasbHOe KOJIMYECTBO TPaH3UTHbIX Y4acTKOB, TO Ha
cneayroLLeM yyacTke oH oTbpacbiBaeTcs.

- hop_count — MaKCMMa/ibHOE KOJIMYECTBO TPAH3UTHbIX Y4aCTKOB
ana naketa BPDU.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

spanning-tree mst
configuration

Bxog, B pexxnum KoHdurypauum npoTtokosia MSTP.

KomaHObI pexcuma KoHgu2ypauyuu npomokosaa MSTP

Bua 3anpoca KOMaHAHOM CTPOKU B pexume KoHdurypaumm npotokona MSTP:

console# configure terminal

console
console

(config) # spanning-tree mst configuration
(config-mst) #
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Tabnnua 76 — KomaHapl pexnma KoHourypaumm n

poToKkona MSTP

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

instance instance_id vlan
vlan_range

no instance instance_id vlan

instance_id:(1..63);
vlan_range: (1..4094)

Co3paeT COOTBETCTBME MEXAY IK3emnaapom npoTtokona MSTP um
rpynnamu VLAN.

- instance-id — ngeHTMdMKaTop s3k3emnnapa npotokosna MSTP;

- vlan-range — Homep rpynnbl VLAN.

Ypanaet cOOTBETCTBME MeXKAY 3K3emnaapom npotokona MSTP un

vlan_range rpynnamu VLAN.

name string 3agaeT ums KoHourypaumm MST.
string: (1..32) cumBona | - string — uma koHburypauumn MST.

no name Ypanaetr uma koHdurypaummn MST.

revision value

no revision

value: (0..65535)/0

3apaeT Homep peBnsnun KoHdurypaumm MST.
- value — Homep peBu3nM KoHPUrypaumm MST.

YcTaHaBAMBAET 3HaUYeHUe No ymonyanuto (value).

exit

Bbixoa 13 pexuma KoHdurypauum npotokona MSTP ¢ coxpaHeHu-
em KoHburypaumm.

KomaHObI pexcuma KoHgu2ypayuu uHmepdgelica Ethernet, uHmepagelica 2pynmnsi nopmos

Bupa, 3anpoca KomaHAHOW CTPOKM B pexxume KoHourypaumum mHtepdeiica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console (config-if) #

Tabanua 77 — KomaHabl perkuma KoHourypaumm nntepdeica Ethernet, rpynnbsl noptos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree guard root

no spanning-tree guard root

-/33 LWNTa BblK/IKOYEHA

BkitouaeT 3aWuTy «KOpHA» ANA BCex CBA3ylowmx aepeBbeB STP
BblOpaHHOro nopta. [laHHan 3awumTa 3anpewaeT uHTepdeicy bbiTb
KOPHEBbIM NOPTOM KOMMyTaTopa.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHaBAMBaeT NpuopuTteT nHTepdeiica B aksemnasape MSTP.
- instance-id — ngeHTUOMKaTOpP 3K3emniApa NnpoTokona MSTP;
- priority — npuoputeT nHTepdeica.

V 3HaueHMe NpUopuTeTa J,O0MKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..4094);
cost: (1..200000000)

YcTaHaBAMBaET LEHHOCTb MyTH Yepes BblOpaHHbIN MHTepdeic ana
onpeaeneHHoro aksemnasapa npotokoaa MSTP.

- instance-id — naeHTUOMKaTOpP 3K3emniApa NpoTokosa MSTP.

- cost — LLleHHOCTb NyTu.

YcTaHaBAnBaeT 3HayeHue, onpegenaemoe Ha OCHOBaHUM CKOpPO-
CTU NOpTa U MeToAa onpegeneHna LEHHOCTU NyTHU, CM. Ta6/mu,y 73

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaeT nNpuopuTeT MHTepdeiica B KOPHEBOM CBA3YIOLLEM
pepese MSTP.

V 3HauyeHue NpuopuTeTa AONKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree mst instance_id
pseudoroot priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHaBauBaeT npuoputeT pseudoroot B aksemnaspe MSTP.

no spanning-tree mst
instance_id pseudoroot

instance_id: (1..63)

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

KomaHObI pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM pexkmma privileged EXEC:

console#
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Tabnnua 78 — KomaHab! perkmma EXEC

KomaHoa

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aeiicmeue

show spanning-tree
[gigabitethernet gi_port |
fastethernet fa_portport-
channel group]

gi_port: (0/1..24);
fa_port: (0/1..24);
group: (1..8)

MoKa3biBaeT KoHGUrypaumio npoTokoa STP.

show spanning-tree detail

instance_id: (1..4094)

MoKa3blBaeT NoApobHY0 MHPOPMALMIO O HACTPOWMKe MPOTOKO/A
STP.

show spanning-tree mst
configuration

MoKasbiBaeT MHGOPMALMIO O CKOHOUTYPUPOBAHHbLIX IK3eMNAspax
MSTP.

clear spanning-tree detected
protocols {interface
{fastethernet fa_port |
gigabitethernet gi_port | port-
channel group}}

gi_port: (0/1..24);
fa_port: (0/1..24);
group: (1..8)

Mepe3anyckaeT npouecc Murpauumn NpoTokosa. 3aHOBO MPOMUCXO-
OUT NpocyéT aepesa STP.

4.13.4 Hacmpoiika ¢pyHKkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKumA Layer 2 Protocol Tunneling (L2PT) nossonseT nponyckatb cay*KebHble NakeTbl Pa3INYHbIX
L2-npoTokonoB (PDU) yepes ceTb npoBaigepa, 4YTO MO3BOMSET «NPO3PayYHO» CBA3ATb KAMEHTCKME

CermeHTbl CeTun.

L2PT uHkancynupyet PDU Ha rpaHWMYHOM KOMMyTaTope, nepedaeT MX Ha APYyroh rpaHUYHbIN
KOMMYTaTOpP, KOTOPbIMA OXKWAAEeT cneumanbHble MHKAMNCY/IMPOBAHHbIE Kagpbl, @ 3aTEM AEKancyUpyeT uXx,
YTO NO3BOAAET NONb30BATENAM NepenaBaTb MHGOPMALMIO 2-T0 YPOBHA Yepes ceTb NpoBanaepa.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

Buza 3anpoca KoOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelicos Ethernet:

console (config-if) #

Tabnunua 79— KomaHgb! pexkuma KoHdurypaummn nutepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

12protocol-tunnel {stp | lacp
| idp | isis-11 | isis-12 | fctl }

no I2protocol-tunnel {stp |
lacp | lidp | isis-I11 | isis-12 |
fctl }

-/BbIK/IIOYEHO

BkatoueHWe pexkmma nHKancynaummn naketos 8 STP BPDU

BbikntoueHune pexuma nHkancyaaumm naketos 8 STP BPDU

4.13.5 Hacmpolika npomokKona LLDP

OcHoBHOW ¢yHKuUMel npoTokona Link Layer Discovery Protocol (LLDP) sasnaetca obmeH mexay
CeTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUMN U XapaKTepucTukax. MHbopmaums, cobpaHHas nocpeacTsom
npoTtokona LLDP, HaKan/iMBaeTca B YCTPOMCTBAX M MOKET ObITb 3anpoLLeHa ynpaBastowmMm KOMMbOTEPOM
no npotokony SNMP. Takum o6pasom, Ha OCHOBaHMWM cobpaHHON MHOPMALMMK, Ha YNPaABAAIOLLEM
KOMMblOTEPE MOXKET ObITb CMOAENNPOBAHA TONOIOTUA CETU.

KOMMYTaTopr noagaepXunearoT nepenadvyy Kak CTaHOapPTHbIX NMapameTpoB, Tak U ONUMOHAbHbLIX,

TAaKUX KaK:

—  MM#A YCTPOICTBA M €ero onucaHue;
—  MMA NopTa U ero onucaHue;
—  uHbopmauusa o MAC/PHY;

- uT.A.
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KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnnuya 80 — KomaHabl pexxnma rnobanbHoM KoHbUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

set lldp enable

set lidp disable

-/BbIK/IIOYEHO

Pa3spelaet KOMMyTaTOpPYy MCNOAb30BaHMe NpoToKona LLDP.

3anpelaeT KOMMYTAaTOPY UCNONb30BaHWe NpoTokona LLDP.

set lldp management-address
{ipv4 ipv4_address | ipv6
ibv6_address}

-/ynpasasiowmit agpec

OnpeaenseT ynpaBAsaoWMN agpec Ha YCTPOMCTBE.
- ip_address — 3agaeTca cTatuyeckuii IP-agpec;
/ B cnyyae Hanunuma HeckonbKux IP-agpecos cucrema Bbl-

lidp lidpdu filtering

onpegenaerca 6upaeT HauyanbHbI IP-agpec U3 AnanasoHa AUHamuue-
aBTOMATUYECKM ckux IP-agpecoB. Ecam agMHamuueckue agpeca OTCYTCTBYIOT, TO
cuctema Bbl6UMpaeT HavanbHbivi IP-agpec M3 AnanasoHa BO3-
MOXHbIX cTaTUueckux IP-agpecos.
set lldp version {v1 | v2} -/vl 3apaTtb Bepcuto npoTtokona LLDP.
lldp mac_address Ykaszatb MAC-agpec, Ha KoTopblit byayT oTcblaatbes lldp-dppelimol.
- lldp-dppermbl Tak ke byayT Ay6AMpoBaTbCA HA CTaHAAPTHbIM MAC-
aapec.
lidp lidpdu flooding /filtering YCTaHOBUTb pexum ¢unbTpaumm naketos LLDP BPDU

YCTaHOBWTb 3HaYeHWe MO0 YMOYAHUIO

lldp chassis-id-subtype type

lldp chassis-id-subtype mac-
addr

-/mac-address

3apatb chassis-id-subtype gns lldp-dpeiima.

BepHyTb K 3HaYEHMIO MO YMOIYAHUIO

lldp reinitialization-delay
delay

delay: (1..10)/2

YcTaHaBAMBaEeT 334EPKKY NOBTOPHOW WHWLManM3auuu (Bpems
3a4€epXKKM, BbinonHsemoe LLDP ana noBTOpHOW MHULMAAM3aLUN
Ha ntobom nHTepodelice).

| YT106bl OTMEHUTb HACTPOKKYy Heo6X0AMMO BbICTaBUTL
V 3HaYeHue No YyMoIYaHuIo.

lldp transmit-interval interval

interval: (5-32768)/30

YcTaHaBAuBaeT MHTepBan nepegaun lldp -pperimos.
Y106bl OTMEHUTb HACTPONKY HEO06X0AUMO BbICTAaBUTbL
\ / 3HauyeHne No YMONYAHMUIO.

lldp notification-interval
seconds

seconds: (5-3600)/5

YcTaHaBAMBaeT  MaKCMMaslbHYO lldp-
¢dpeimos.
Seconds — nepuos BpPeMeHU B TeYeHWM KOTOPOro YCTPOMCTBO
MOKEeT OTrnpasuTb He bosiee ogHoro ¢ppeima.

V Y106bI OTMEHUTb HACTPOIKYy HeobXoAWMO BbICTaBUTb

3Ha4YeHue No YMOI4YaHUIo0.

CKOpPOCTb nepeayu

lidp tx-delay value

value: (8192)/2

YCTaHOBUTb MUHUMANBHYIO A/IMTENBHOCTb 334EPMKKU, MeXay no-
cnepoBatesibHbIMK Kaapamu LLDP.
m» YTOBbI OTMEHMTb HaACTPOKYy Heo6XoAMMO BbICTaBUTb

lldp txCreditmax value

3HauYeHne No YMONYAHMUIO.
YcTaHaBnuBaeT 3HayeHue Credit Max (MaKcMmaibHOe KONMYecTBO

value: (1..10) nocnegosatenbHbix LLDPDU, KoTopble MoryT 6biTb nepeaaHbl B
ntoboe Bpems)
lldp txFastlnit value value: (1..8) YCTaHOBWTb YNC/IO NAKETOB, KOTOpOoe ByayT OTNPaBAATLCA B Nepu-

op fast init.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHdurypaumm nnutepdeincos Ethernet:

console (config-if) #

Tabnunuya 81 — KomaHapl pexknma KoHdurypaumm nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue no

YMOAYaHU0

Aelicmeue

lidp dest-mac mac_address

-/BbIKNOYEHO

3agatb MAC-agpec, Ha KoTtopbli 6yayTt otcbiiatbea lldp-

dpenmbl.
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lidp dest-mac mac_address

Yoanute MAC-agpec, Ha KoTopbiii 6yayT otcbinatbes lldp-
dpenmsl.

lldp transmit [mac-address
mac_addr]

no lidp transmit [mac-
address mac_addr]

-/BKIOYEHO

PaspewaeT nepegayvy naketos no npoTtokony LLDP Ha uHTep-
deiice.

3anpewaeT nepegadyy naketos no Npotokony LLDP Ha uHTep-
deiice.

lldp med-app-type type
{none | vlan}

no lldp med-app-type type

HasHauaet npasuno network-policy gaHHomy nHtepdelicy.

YpanuTtb npasuo.

lidp med-location {civic-
location | coordinate-
location | elin-location}
location-id {coordinate
civic_address_data |
elin_data}

no lldp med-location

-/BbIK/IIOYEHO

3aZaeT MecTOMO/IOXKeHMe YCTpolMCTBa Aaa npoTokona LLDP
(3HaueHue napameTpa location npotokona LLDP MED).
-coordinate — aspec B cucteme KOOpAMHaT;

-civic_address_data — agMUHUCTPATUBHbIN agpec yCTPOICTBa;
-elin_data — agpec 8 popmare, onpeseneHHom ANSI/TIA 1057.

Yaanutb MecTonosioXeHume.

lldp med-tiv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

no lildp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

-/BbIK/IOYEHO

CkoHourypumposaTb TLV LLDP-MED Ha aaHHOM nHTepdeiice.

Ypanutb HacTpoiky TLV LLDP-MED Ha nHTepdelice.

lidp notification {mis-
configuration | remote-
table-chg} [mac-address
mac_addr]

no lldp notification

BkAtounTb OTNpaBKy Tpanos no cobbiTnam LLDP.

OTKNOYUTbL OTNPABKY TPanos no cobbitusam LLDP.

lidp port-id-subtype subtype

subtype: (if-alias, if-name,
local, mac-addr, port-comp)
/ interface alias

3apatb ID Port Subtype gns kagpa LLDP

lidp receive [mac-address
mac_addr]

no lldp receive [mac-address
mac_addr]

-/BKNIOYEHO

PaspewnTb nHTEpPdElicy NpUHMMaTL Kagpbl LLDP

3anpeTutb UHTepdelicy NPUHMMaTbL Kaapbl LLDP

lidp tlv-select basic-tlv t/v_list

no lidp tlv-select basic-tlv

tlv_list: (port-descr, sys-
capab, sys-descr, sys-name)

OnpepenseT Kakue 6asoBble onuuoHanbHble TLV-nons 6yayt
BKNIOYEHbI YCTPOMCTBOM B Nepesasaemblii LLDP-naker.

YcTaHaBAMBaEeT 3HAYeHUe no YMON4YaHUIO

lidp tiv-select {dot1tlv |
dot3tlv} tiv_list

no lldp tlv-select {dot1tlv |
dot3tiv}

tiv_list: (link-aggregation,
macphy-config, max-
framesize)

Onpepensetr Kakue cneumanbHble ONUMOHanbHble TLV-nons
OyayT BKAOYEHbI YCTPOMCTBOM B nNepesaBaemblt LLDP-nakert.

YcTaHaBAMBaeT 3Ha4YeHue no YMON4aHUKO

v/
v/

nopT rpynnbl.

KomaHObI pexcuma privileged EXEC

MakeTtbl LLDP, npuHATble Yyepes3 rpynny nNopTos, 3anOMMUHAIOTCA UHAMBUAYA/NIBHO NOpPTaMu
rpynnbl, NPUHABLWIMMUK cooblieHus. LLDP otnpaBasAeT pas/iMyHbie cOObLEeHNA HA KaxKAabli

Pabota npotokona LLDP He 3aBMCUT OT COCTOSIHMA NpoToKona STP Ha nopty, nakeTtbl LLDP
OTNPABAAIOTCA U NPUHUMAIOTCA HA 3a610KMPOBAHHbIX NPpoToKonom STP-nopTax.

Bupa 3anpoca KOMaHAHOM CTPOKK perkuma privileged EXEC:

console#
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Tabnunua 82 — KomaHapl pexxkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuio

show lldp local

- MokasbiBaeT LLDP-MHpOopMaLuto, KOTOPYH aHOHCUPYIOT NOPTbI.

show lldp neighbors [detail]

Moka3biBaeT MHGOPMALMIO O COCEAHUX YCTPOMCTBAX, Ha KOTOPbIX
paboTaeT npotokon LLDP.

show lldp statistics

- lNoKa3biBaeT cTaTUCTUKy LLDP.

Tabaunuya 83 — OnncaHue pe3ynbLTaTos

Mone OnucaHue
Timer OnpepaenseT, Kak 4acTo yCcTpoicTBo wet LLDP-o6HoBAEHMA.
Onpeaenset BennunHy spemenu (TTL, Time-To-Live) ans npuHMMatoLero ycTpomcTea,
Hold Multiplier B TEYEHME KOTOPOTO HYXKHO YAEPKMBATb NPUHMMaeMble NakeTbl LLDP nepepa mx cbpo-
com: TTL = Timer * Hold Multiplier.
Reinit dela OnpeaensetT MMHUMaIbHOE BPeMSA, B TEYEHWE KOTOPOro NopT byaeT oxunaaTte nepes,
y nocbinkoi cnegytowero LLDP-coobuieHus.
Tx dela OnpepgenseT 3agepXKKy mexay nocneayrowmmm nepegadamu LLDP-ppeiimos, nHM-
4 LMMPOBAHHbIX U3MEHEHUAMM 3HAYEHWUn AIMbO cTaTyca.
Port Homep nopra.
State Pexxunm paboTbl nopTa Ana npotokona LLDP.

Optional TLVs

TLV-onuuu, KoTopble nepeaatoTca
BO3MOXHble 3HaYeHUA:

PD — OnucaHue nopta;

SN — CuctemHoe nms;

SD — OnuncaHune cuctemol;

SC — BO3MOKHOCTH CUCTEMDI.

Address

Appec ycTpoiicTea, KoTopblit nepeaaetcs 8 LLDP-coobueHumsnx.

Notifications

YKa3blBaeT, pa3peLleHbl nau 3anpeleHbl yseagomneHua LLDP.

Tabnunuya 84 — OnncaHue pesynbLTaTos

Mone OnucaHue
Port Homep nopra.
Device ID Nmsa nan MAC-agpec coceHero ycTpoicraa.
Port ID NaeHTudmKaTop NopTa coceagHero ycTpomncrea.

System name

CucTeMHOe MMA YCTPOCTBa.

Capabilities

[aHHoe none onucbiBaeT TMN YCTPOCTBA:

B — Mocrt (Bridge);

R — MapuwpyTmsaTtop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-yctpoticteo (DOCSIS cable device);
H — CeTeBoe ycTpolicteo (Host);

r — MosToputens (Repeater);

O — Tun HeunssecteH (Other).

System description

OnucaHuWe cocesiHero ycTpoiicTea.

Port description

OnwucaHune nopTa coceaHEero ycTpoicTsa.

Management address

Appec ynpaBneHus ycTponcTeom.

Auto-negotiation support

Onpegenset, NOALEPKMBAETCA /I aBTOMaTUUYECKOE OnpeaesieHme pexnma nopra.

Auto-negotiation status

OnpegenseT, BK/AOYEHA N NOAAEPMKKA aBTOMATMYECKOrO Onpeae/ieHnsa pexnma
nopra.
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Auto-negotiation

Advertised Capabilities nopra.

OnpegendaeT pexnmbl, NogaeprKnBaemble C])YHKLI,VIef;I dBTOMaTU4YeCKOro onpeaeneHnA

Operational MAU type

Pabouunit MAU-TUN ycTpoWcTea.

Mpumep HacTponkmn TLV-onumin Ha nHTepdeiice Gigabitethernet 0/1:

console
console

config)# set 1lldp enable
config)# interface gigabite

(

(
console (config-if)# 11ldp tlv-select
console (config-if)# 11ldp tlv-select
console (config-if)# 11ldp tlv-select
console (config-if)# 1l1ldp tlv-select
console (config-if)# 11ldp tlv-select
console (config-if)# 11ldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 11ldp tlv-select
console (config-if)# 11ldp tlv-select

4.14 HacTtpoiKa npotoKona OAM

thernet 0/1
basic-tlv
basic-tlv
basic-tlv
basic-tlv sys-capab
basic-tlv mgmt-addr ipv4 10.0.0.1
dotltlv port-vlan-id
dotltlv protocol-vlan-id all
dot3tlv macphy-config
dot3tlv link-aggregation
dot3tlv max-framesize

port-descr
sys-name
sys-descr

Ethernet OAM (Operation, Administration and Maintenance), |IEEE 802.3ah — ¢pyHKUUN YPOBHSA

KaHana nepefayv AaHHbIX NpeacTaBastoT cobon n

POTOKO/1 MOHUTOPWUHIA COCTOAHWUA KaHana. B stom

NPOTOKO/E A/1a nepesayun MHGOPMALLMM O COCTOAHUM KaHala MeXay HenocpeacTBEHHO NOAKAHOYEHHbIMU
ycTpoiictBamu Ethernet mcnonbsytotca 610KM gaHHbIX npotokona OAM (OAMPDU). O6a ycTtpolicTBa

OO0MKHbI noaaep»kneBaTtb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKU B PEXMUME KO

console (config-if) #

Tabnnua 85— KomaHabl pexxnuma KoHGUrypaumm nHte

HPurypauum nntepdericos Ethernet:

pdeica Ethernet

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

ethernet-oam enable

PaspewunTtb paboty OAM

- -/BbIKOYEHO
ethernet-oam disable

3anpetutb paboty OAM

ethernet oam link-monitor
frame threshold count
count: (1..900)/1

YcTaHaBAMBaeT NOPor Koandyectea oWMBOK 3a yKasaHHbIN nepu-
o4 (nepuopn yctaHaBnuBaeTca KomaHpow ethernet oam link-
monitor frame window).

no ethernet-oam link-monitor
frame threshold

BoccTaHaBnvBaeT 3HaueHMe No YMOJTYAHWIO.

ethernet-oam link-monitor
frame window window

YcTaHaBAWBaeT BPEMEHHOM NMPOMEXKYTOK 4NA NoAcHeTa Koauye-
CTBa OLWMBOK.

- - window: (10..600)/100 mc
no ethernet-oam link-monitor

frame window

BoccTaHaBnMBaeT 3HaYeHue no YMOANYaHUIO.

ethernet-oam link-monitor
frame-period threshold count
count: (1..900)/1

YcTaHaBnvBaeT nopor ana cobbitua «frame-period» (nepuog,
yCTaHaBAuBaeTca KomaHgoi ethernet-oam link-monitor frame-
period window).

no ethernet-oam link-monitor
frame-period threshold

BoccTaHaBnMBaeT 3HaYeHue no YMOANYaHUIO.

ethernet-oam link-monitor

frame-period window window window:

YcTaHaBAWBaeT BPEMEHHON NPOMEXYTOK ana cobbitna «frame-
period».

no ethernet-oam link-monitor (Oxffff../123456..)

frame-period window

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

ethernet oam link-monitor
frame-sec-summary threshold
count

count: (1..900)/1

YcTaHaBAvMBaeT nopor ans cobbitus «frame-period» (nepuog,
ycTaHaBAuBaeTca KomaHgol Ethernet-oam link-monitor frame-
seconds window), B cekyHaax.
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no ethernet-oam link-monitor
frame-sec-summary threshold

BocctaHaBnvBaeT 3HaveHue no YMONYaHUIO.

ethernet-oam link-monitor
frame-sec-summary window

window window: (100..9000)/100

YcTaHaB/MBaeT BpeMeHHOW NPOMEXKYTOK Ana cobbitna «frame-
period».

no ethernet-oam link-monitor me BoccraHaBnnBaeT 3HaYeHMe N0 YMONYAHUIO.

frame-seconds window

ethernet-oam mode YcTaHaBAMBAET peXKMm paboTbl npoTokona OAM:

{active | passive} - active — KommyTaTop NOCTOAHHO oTnpasaset OAM PDU;
-/active - passive — KommyTaTop HaumHaeT otnpasaaTe OAM PDU Tonbko

npu Hannuunm OAM PDU co BCTpeUYHOM CTOPOHbI.

ethernet oam
remote-loopback {deny |

disable | enable | permit} /BbIKAIOYEHO

KomaHza ana ynpaBneHua noaneprkKoin ¢yHKUMM 3aBopoTa
TpadwukKa.

Deny — urHopupyeT komaHabl loopback

Disable — 6nokupyeT loopback

Enable — BkntouaeT KoHTponb gns loopback

Permit — BkntoyaeT 06paboTKy loopback

ethernet-oam uni-directional
detection

no ethernet-oam
uni-directional detection

-/BbIK/OYEHO

Bk/itoyaeT QyHKUMIO OBHapyKeHWA ogHOHaNpaB/ieHHbIX cBA3eW
Ha 6a3e npoToKosa Ethernet OAM.

BoccraHaBnuBaeT 3HaYeHMe NO YMONYAHMUIO.

ethernet-oam uni-directional
detection action
{log| errdisable}

-/log

no ethernet-oam
uni-directional detection
action

Onpepensaer peakuuilo KOMMYyTaTopa Ha OAHOHanpaB/eHHYH
CBA3b:

- log — otnpaska SNMP trap v 3anucb B *KypHan;

- errdisable — nepesog nopta B coctosiHue «error-disable», 3a-
nu1cb B XXypHan u otnpaska SNMP trap.

BoccTaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

ethernet-oam uni-directional
detection agressive

-/BbIK/IIOYEHO

no ethernet-oam
uni-directional detection
aggressive

BK/AtOYaeT arpeccuBHbIi pexunm onpegeneHma ofHOHanpasneH-
HOW cBA3W. Ecan OT cocedHero ycTpoicTBa NepecTatoT Npuxo-
anTb Ethernet OAM-coobLeHns — IMHK NoMevaeTcs Kak ogHo-
HanpaBAEHHbIN.

BoccTaHaBnAnBaeT 3HaYeHMeE MO YMONYAHUIO.

ethernet oam uni-directional
detection discovery-time time
no ethernet-oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YcTaHaBAMBaeT BpeMeHHOW WHTepBan AAsA onpegeneHus Tvna
CBA3M Ha NopTy.

BoccTaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

KomaHObI pexcuma 2a06ana6Hol KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobasbHOM KOHPUrypaumm:

console (config) #

Tabnunua 86 — KomaHapl pexknma rnobanbHOM KoHbUrypawmm

3Ha4yeHue/3HayeHue
no ymon4aHuio

KomaHda

Aelicmeue

set ethernet-oam

{enable|disable} -/disable

BKAtounTb/BbIKAOUYNTL OAM B cucTEme

set ethernet-oam oui oui )
oui: (aa:aa:aa)

3agatb OUl gna OAM

KomaHObi pexcuma privileged EXEC

Bce KomaHgbl AOCTynHbl ON1A NPUBUNETMPOBAHHOINO MNMoOs1b30BaATENA. Bua 3anpoca KOMaH,CI,HOlz

CTPOKU perxkmma privileged EXEC:

console#

Ethernet-kommymamopebl cepuli MES24xx, MES14xx

74




HELTEX

Tabnunua 87 — KomaHabl perxknma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4aHuro

Aelicmeue

show port ethernet-oam

OT06parkaeT MHGOPMALMIO O TEKYLLLEM COCTOAHUM 0am

show port ethernet-
oam{gigabitethernet gi_port |
fastethernet fa_port}

gi_port: (1..8/0/1..48);
o_port: (1..8/0/1..4).

OTob6parkaeT MHPOPMALMIO O TEKYLLEM COCTOAHWM Oam ANA KOH-
KpeTHoro nHtepdeiica

show port ethernet-
oam|[gigabitethernet gi_port |
fastethernet fa_portineighbor

gi_port: (1..8/0/1..48);
fo_port: (1..8/0/1..4)

OTobparkaeT coCTOAHME COCEACTBYIOLLEN KOHOUTypaumum

show port ethernet-
oam|[gigabitethernet gi_port |
fastethernet fa_port]statistics

gi_port: (1..8/0/1..48);
fo_port: (1..8/0/1..4)

OTobparkaeT ctatuctuky OAM ana MHTepdeicoB/KOHKPETHOro
MHTepodeica

show port ethernet-
oam{gigabitethernet gi_port |
fastethernet fa_port} event-
notifications

gi_port: (1..8/0/1..48);
fo_port: (1..8/0/1..4)

OTtobparkaeTr OAM HacTpoWKu nopTa

show port ethernet-
oam[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..8/0/1..48);
fo_port: (1..8/0/1..4)

OTobparkaet nor cobbiTnin coctosHMa OAM

show ethernet-oam global
information

OTobpaxkaeT rnobanbHble HacTpoliku 6aoka OAM

Mpumep HacTpoliku Ethernet OAM:

console (config)# set ethernet-oam enable
console (config) # interface gigabitethernet 0/1
console (config-if)# ethernet-oam enable

4.15 lpynnoBan aapecaums

4.15.1 ®yHKyua nocpedHuKa npomokoaa IGMP (IGMP Snooping)

®dyHKUMA IGMP Snooping Mcnonb3yeTca B CeTAX rPynnoBoi paccbliku. OcHoBHOM 3agadveit IGMP
Snooping ABnAeTcA NpefoCTaB/NeHUMe MHOroagpecHoro TpaduKa TONbKO AAA Tex NOopToB, KOTopble

3anpocunu ero.

V MoapepkusBarTca Bepcuun npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.

T

e ®yHKUuMA rpynnosoii puabtpaumm “bridge multicast filtering” BknoueHa no ymonuanuio.

PacnosHaBaHue NOPTOB, K KOTOPbIM NOAK/THOYEHDbI MHOTOaA4pPeCHbIE MapPLWPYTU3aTOPbl, OCHOBAHO Ha

cneayowmx cobbITUsAX:

— IGMP-3anpocbl NPUHATBLI HA NOPTY;

— nmakeTbl npoTokosa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— MaKeTbl NPOTOKO/la MHOroaapecHoi mapwpyTtunsaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NopPTY;

— naketbl npoTokona MRDISC npuHATbI Ha NOpPTY;

—  nakeTbl npoTokosa Multicast Open Shortest Path First (MOSPF) npuHaTbI Ha NoOpTY.

KomaHObI pexcuma 2a06asnab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoOm KoOHOUIypaumm:

console (config) #
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Tabnnua 88 — KomaHabl pexknma rnobanbHoOM KoHbUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip igmp snooping

no ip igmp snooping

-/BbIK/IIOYEHO

PaspewaeT ncnonb3oBaHue ¢yHKUMmM IGMP Snooping KommyTa-
TOpOM.

3anpewaeT ncnonb3oBaHue ¢yHKUMM IGMP Snooping KommyTa-
TOpoM.

ip igmp snooping vlan vian_id

no ip igmp snooping vian
vlan_id

vlan_id:
(1..4094)/BbIKNIOYEHO

Paspewaet ucnonbsosaHue dyHKkuun IGMP Snooping kKommyTa-
TOpOM AN AaHHOTro uHTepdeiica VLAN.
- vlan_id — naeHTndmkaumoHHbIt Homep VLAN.

3anpeuaet ncnonb3osaHne ¢yHKUMKM IGMP Snooping KommyTa-
TOpPOM ANA AaHHOro uHTepdeiica VLAN.

ip igmp snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
fastethernet fa_port port-
channel group}

no ip igmp snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
fastethernet fa_port port-
channel group}

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8);

OnpegensieT NopT, K KOTOPOMY MNOAKAIOYEH MapLlpyTU3aTop
MHOroaZpecHoOm paccblIkM Ans 3agaHHoin VLAN.
- vlan_id — naeHTndmKaumoHHbiit Homep VLAN.

YKa3bIBaeT, YTO K MOPTY He MOAK/OUEH MAPLLPYTU3ATOP MHOrO-
afpecHO PaccbINKu.

ip igmp snooping vlan vian_id
immediate-leave

no ip igmp snooping vian
vlan_id immediate-leave

vlan_id: (1..4094);
-/BbIKNOYEHO

Bkntountb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wer VLAN. O3HayaeT, 4To NopT 40/KEH ObITb HEMeONEHHO yaa-
neH u3 rpynnbl IGMP nocne nonyyeHusa coobueHuns IGMP leave.

OTkntounTb Npouecc IGMP Snooping Immediate-Leave Ha TeKy-
wei VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_add

no ip igmp snooping vian
vlan_id replace source-ip

vlan_id:
(1..4094)/BbIKNIO4EHO

BKAOUNTL NOAMEHY KOMMYTAaTOPOM afpeca MCTOYHMKA Ha 3a-
AaHHbIN IP-aapec B nakeTax IGMP-report 8 ykazaHHom VLAN
-ip_addr — IP-agpec, KoTopblit 6yaeT Ucnosib3oBaTbcA A4 Noa-
MEHbI

NoameHa Ha 3apaHHbIA agpec ANA TPAH3UTHOrO Tpa-
! duKa npoucxoguUT nNpPU  BKAOYEHHOM ip igmp

snooping. NMoameHa Ha 3agaHHbIA agpec ansa Tpadpu-

Ka, ucxogsauwero ¢ CPU KommyTatopa, — Npu BKAKYEHHOM ip
igmp snooping u ip igmp snooping proxy-reporting.

BbIKNOUMTE MOAMEHY KOMMYTATOPOM aZpeca WUCTOYHMKA Ha
3aaHHbIN IP-agpec B naketax IGMP-report

ip igmp snooping group-query-
interval value

ip igmp snooping group-query-
interval

value: (2..5)

YCTaHOBWUTb WHTEpPBaN BPEMEHW B CEKyHAAX, MocC/ie KOTOporo
YCTPOWCTBO OTNpaBAseT group-query Ha mrouter

YCTaHOBUTb 3HaYeHue no YMOA4YaHULO

ip igmp snooping port-purge-
interval value

no ip igmp snooping port-
purge-interval

value: (130..1225)

YCTaHOBUTb UHTEPBA/N BPEMEHU B CEKyHAAX, MO UCTEYEHUWN KO-
TOporo mrouter yaansaetca, ecam He nonyyaet IGMP reports

OTKNIOYUTB HACTPOMKY

ip igmp snooping query-
forward all-ports

ip igmp snooping query-
forward non-router

BK/itoYaeT oTNpaBKy query BO BCe MOPTHI.

BkAtouaeT oTNpaBKy query B non-router-nopTbl

ip igmp snooping report-
suppression-interval value

MHTepBan (B cekyHaax), gna kotoporo IGMPv2 report ans oa-
HOW M TOW e rpynmnbl He ByayT nepeHanpasieHbl

— - value: (1..25) —
no ip igmp snooping report- OTKNIOUYNUTD HACTPOMKY
suppression-interval
ip igmp snooping retry-count MaKcumanbHOe KOMIMYeCcTBO query, OTHOCALLMXCA K rpynne, oT-
value npaBAeHHbIX Ha mrouter
value: (1..5)

no ip igmp snooping retry-
count

OTKNOYUTbL HAaCTPOIKY

ip igmp snooping send-query
enable

ip igmp snooping send-query
disable

Pa3pelaeT nepegady query-nakeTos Ha yCTpoWCTBe

3anpeluaeT nepegavy query-nakeToB Ha yCTPOMCTBE
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YCTaHOBWUTb MHTEPBan (B CEKyHAAx), Nocse KOTOporo nopT yAa-
naetca, ecan IGMP reports He noayyeHbl

ip igmp snooping source-only
learning age-timer interval

interval: (130..1225)

no ip igmp snooping source- OTKNOUUTL Talimep

only learning age-timer

ip igmp snooping sparse-mode BKOUNTb peXMUM GUNBTPALUK HE3aPerncTPMpPoBaHHOTO Tpadu-
enable Ka

ip igmp snooping sparse-mode
disable

OTKNOUNUTD PeXkuM GUAbTPaLUM He3aperncTpMpoBaHHOro Tpa-
duka

KomaHObl pexcuma KoHgpuaypayuu VLAN (duanasor VLAN 08)

console# configure terminal
console (config)# wvlan 1,3,7
console (config-vlan-range)#

Tabnunua 89 — KomaHabl perknma KoHourypaumm VLAN

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip igmp snooping replace
source-ip ip_add

BKAOUNTL NOAMEHY KOMMYTAaTOPOM agpeca UCTOYHMKA Ha 3a4aH-
HbI IP-agpec B nakeTax IGMP-report.

-ip_addr - IP-agpec, KoTopblit ByaeT ncnosib3oBaTbca ANA nogme-
Hbl

MoameHa Ha 3afaHHbI agpec ANA TPaH3UTHOrO Tpadu-

! Ka MPOMCXO4UT MNpPU BKAOYEHHOM ip igmp snooping.

MoameHa Ha 3aAaHHbIA agpec anA Tpaduka, ucxopn-

wero ¢ CPU KommyTaTopa, — Npu BKAOYEHHOM ip igmp snooping
u ip igmp snooping proxy-reporting.

no ip igmp snooping replace
source-ip

BbIKNOYUMTE NOAMEHY KOMMYTaTOPOM ajpeca MCTOYHMKA Ha 3a-
AaHHbIN IP-agpec B nakeTax IGMP-report

ip igmp snooping cos cos

YctaHoBuTb 3HaveHne 802.1p ana IGMP-nakeTos, KoTopble
byayT MCNONb30BaTbCA KOMMYTAaTOPOM Ha WHTepdeice
VLAN.

no ip igmp snooping cos cos: (0.7)/ Ypanser sHauenne metkn 802.1p ana IGMP-nakeTos Ha WH-
Tepdeice VLAN.

ip igmp snooping version {v1 | YcTaHoBUTb Bepcuto npotokona IGMP B VLAN

v2 | v3} -/v3

ip igmp snooping YCTaHOBWTb 3HAYEHME MO YMONYAHUIO

ip igmp snooping fast-leave BkntouaeT dyHKumto fast-leave gns VLAN.

no ip igmp snooping fast-leave -/BbIKAOYEH BbikntovaetdyHKumio fast-leave gns VLAN.

ip igmp snooping max-response-
codevalue

no ip igmp snooping max-
response-code

value: (0..255)

YCTaHOBUTb MaKCMMasibHOE BpeMsA OTBETa Ha 3anpoc, 3ajatollee-
CA B KOAE, F4e Of4Ha eAMHNLA KO4A paBHA OAHOM LeCATON CeKyH-
abl.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip igmp snooping mrouter
{gigabitethernet gi_port |
fastethernet fa_port}

no ip igmp snooping mrouter-
port{gigabitethernet gi_port |
fastethernet fa_port}

fa_port: (0/1..24);
gi_port: (0/1..24);

CTaTnyeckn HacTpamBaeT NOpPTbl MapwpyTnsaTtopa ana VLAN

Ypanaet ykasaHHble NpTbl MmapLlupytusatopa ana VLAN

ip igmp snooping mrouter-port
{gigabitethernet gi_port |
fastethernet fa_port} [time-out
time]

no ip igmp snooping mrouter
{gigabitethernet gi_port |
fastethernet fa_port}

time: (60..600)

HactpanBaeT nHTepBan OXKMAAHWA 40 OYUCTKM NOpTa MapLUpyTK-
3aTopa ana uHtepdeica VLAN.

YCTaHOBWTb 3HaYeHMe MO YMOJIHaHUIO.

ip igmp snooping mrouter-port
{gigabitethernet gi_port |
fastethernet fa_port} version
{vi | v2|v3}

fa_port: (0/1..24);
gi_port: (0/1..24)

Hactpausaet Bepcuio IGMP ansa nopta maplipytusatopa AnA
VLAN.

-v1- IGMP snooping Version 1

-v2 - IGMP snooping Version 2

-v3 - IGMP snooping Version 3
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no ip igmp snooping mrouter YcTaHaBAWBaET BEPCUIO MO YMONHAHMUIO.
{gigabitethernet gi_port |
fastethernet fa_port} version

ip igmp snooping multicast-vlan MprBA3bIBaeT MyNbTUKACcT-NPOGUAb C 33AaHHbIM WMHAEKCOM K
rofileindex VLAN
P — - - index: (1..4294967295)
no ip igmp snooping multicast- Yaanutb npmusaAsky K VLAN
vlan profile
ip igmp snooping querier BK/ItOYaeT NoAAepKKY BblAauM 3aNpocoB igmp-query KoMmMyTaTo-
pom Bo VLAN
— : : -/BbIKNIOYEHO .
no ip igmp snooping querier BblKNtOYaeT NOAAEPIKKY BblAayM 3aMpocoB igmp-query KOMMyTa-
Topom 8o VLAN
ip igmp snooping query-interval YcTaHaBAMBaeT TaliMayT, MO KOTOPOMY CUCTEMa OTNpasaseT oc-
interval ) | HOBHbI€ 3aNpPOCbl BCEM YY4ACTHMKAM TPynnbl MHOrO3ApPECHON ne-
interval:
pesayun Ans NpoBepKU MX aKTUBHOCTU
(60..600)/BbIKNIO4EHO
no ip igmp snooping query- YCTaHOBUTb 3HaYE€HNE NO YMOAYAHUIO
interval
ip igmp snooping sparse-mode BKNOUUTL pexnm GunbTpaumMm HesaperncTpupoBaHHOIo
enable Tpadvka B VLAN
— - -/BbIKNOYEHO
ip igmp snooping sparse-mode OTKAOUUTL pexknum GUNbTpPauumM He3aperncTpmpoBaHHOro
disable Tpadvka B VLAN
ip igmp snooping static-group BKntoyeHue cTatuyeckoro 3anpoca multicast-rpynnsi 8 VLAN
ip_add[portsports]
no ip igmp snooping static- BbIKk/IloYEHME cTaTMYecKoro 3anpoca multicast-rpynnbl 8 VLAN

group ip_add

KomaHObI pexcuma KoHgpu2ypayuu uHmepagetica (QuanaszoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma KOHpUrypaunm nHtepoeiica:
console (config-if) #

Tabnvua 90 — KomaHabl pexnma KoHdurypauumn nHtepdeica Ethernet

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
no ymon4yaHuro
switchport access multicast-tv BKntoyaeT nepeHanpasneHne IGMP-3anpocoB ¢ KAneHTckux Vian
vlan vian_id B Multicast Vlan u mynbTrKacTtoBoro Tpadmka B KanmeHtckue Vian
. ANA nHTepderica B pexxmme «access».
- vlan_id: (1..4094) pé P
no switchport access BbikntoyaeT nepeHanpasneHne IGMP-3anpocoB C KAMEHTCKMX
multicast-tv vian Vlan B Multicast Vlan n mynbTukactoBoro Tpaduka B KAMEHTCKNe
Vlan gna nntepdeiica B pexxmme «access».

MpyMmep HAacTPOMKM MOAMMUCKN HA CTaTUYECKWUE rpynnbl:

console# configure terminal

console (config)# wvlan 10

console (config-vlan)# wvlan active

console (config-vlan)# ip igmp snooping static-group 232.0.0.1
console (config) # ip igmp snooping

console (config) # ip igmp snooping proxy-reporting

Mpumep HacTponkn MVR:

B npumepe gigabitethernet 0/1 - mrouter-port, fastethernet 0/1 - KAneHTCKMI nopT

console (config)# wvlan 10,100

console (config-vlan)# vlan active

console (config-vlan)# exit

console (config) # ip mcast profile I

console (config-profile)# permit

console (config-profile)# range 232.0.0.1 232.0.0.5
console (config-profile) # profile active
console (config-profile)# exit
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console (confiqg)
console (confiqg)
console (confiqg)
console (confiqg) #
console (config) #

# snooping multicast-forwarding-mode ip
# ip igmp snooping

# ip igmp snooping vlan 100

ip igmp snooping multicast-vlan enable
vlan 100

console (config-vlan)# ip igmp snooping multicast-vlan profile 1
console (config) # interface gigabitethernet 0/1

console (config-if) # exit
console (config)# interface fastethernet 0/1

console (config-if) #
console (config-if) #
console (config-if)

console (config-if)

#
#

KomaHOb! pexcuma EXEC

(
(
(
(
(
(
(
console (config-if) # switchport mode trunk
(
(
(
(
(
(

switchport mode access
switchport access vlan 10
switchport multicast-tv vlan 100
exit

Bce KomaHAb! AOCTYMHbI TONBKO 417 NPUBUAETMPOBAHHOIO NOJIb30BaTENA.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 91 — KomaHab! perkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
o yMon4YaHuio

Aelicmeue

show ip igmp snooping
mrouter

MokasbiBaeT WMHPOpPMAUUIO OO U3YyYEHHbIX MHOroaAPeECHbIX
MapLpyTU3aTopax B yKasaHHo rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MokasbiBaeT MHbopmaumto IGMP-snooping ANA JAHHOTO UHTEp-
delica.

show ip igmp snooping groups

MokasbiBaeT WMHPOPMAUUIO 0O M3YYEHHbIX MHOroaApPeCcHbIX
rpynnax, y4acTBYOLMX B FPYNMNOBOM PACCbIIKE.

4.15.2 Mpasuna epynnosoli adpecayuu (multicast addressing)

[aHHbIM Knacc KomaHA npefAHasHayeH AAA 3afaHWA NPaBuA FPynmnosBoi agpecaumu B CETU Ha
KaHa/IbHOM U ceTeBOM YpoBHAX moaenn OSI.

KomaHObI pexcuma 2a06anb6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rnobanbHon KoHOUIypaLumm:

console (config) #

Tabnnua 92 — KomaHab! perkmma rnobanbHoM KOHGUrypauum

KomaHoa

3HayeHue/3Ha4yeHue
110 YMOAYAHUIO

Aelicmeue

ip igmp snooping multicast-
vlan enable

ip igmp snooping multicast-
vlan disable

-/BbIK/IIOYEHO

BKNOUMTL PYHKLMIO rPynnoBoin ¢uabTpaumm.

BbIKNIOUUTL GYHKLMIO rPYNNOBOMN GpUAbTPaLUK.

snooping multicast-
forwarding-mode ip

HactpaunBaet pexxum 06paboTku multicast-tpadpuka no IP-agpecy.
B paHHOM pexume yactb multicast-tpaduka nepexsatbiBaercs

level port

-/mac ycTpoiictBom Ha CPU.
snooping multicast- HactpanBaetr pexum o06paboTkm multicast-tpaduka no MAC-
forwarding-mode mac agpecy.
snooping leave-process config- _Avlan Onpegenser ypoBeHb KOHUrypauum MexaHUsmoB 06paboTku

oTnycka (KoHdpurypaumm Ha ocHose VLAN 1M Ha ocHoBe nopTa)
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snooping leave-process config-
level vlan

YCTaHOBUTb 3HaYeHMe no yMON4YaHUKo

snooping report-process
config-levelall-ports

snooping report-process
config-level non-router-ports

-/non-router-ports

YKasbiBaeT Ha Kakux noprtax o6pabaTbiBaloTCA NONYYEHHble pe-
nopTbl OT XocTa. PenopTbl MmoryT 06pabaTbiBaTbCA Ha BCEX NOPTax
M/IN Ha NOPTaXx, KOTOPble He ABAAITCA mrouter-nopTamu.

YCTaHOBWUTb 3HAYEHME NO YMON4YaHUIKO

4.15.3 MLD snooping — npomoKos KOHmpossa MHo20a0pecHo20 mpaguKa e IPve

MLD

snooping —

MexXaHUn3Im

MHOroaapecHom

paccbiIKM  COOOLWEHNI, NO3BOAAOWMMNA

MWHMMMU3NPOBATb MHOTOAAPECHbI TpaduK B IPv6-ceTax.

KomaHObI pexcuma 2n0basnbHoU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabanua 93 — KomaHabl rnobanbHOro pexmma KoHourypaumm

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ipvé mld snooping

no ipvé mid snooping

-/BbIK/IIOYEHO

Bkntouaet MLD snooping

OTkatovaet MLD snooping

ipvé mid snooping group-
query-interval interval

no ipv6 mid snooping group-
query-interval

interval: (2..5)/2

YCcTaHOBWTb TaliMayT, MO KOTOPOMY CMCTeMa OTNPaB/AET OCHOB-
Hble query-3anpochbl

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO

ipvé mld snooping mrouter-
time-out time

YcTaHaBMBaeT BpeMs OXKUAAHUA OYMCTKM NOpTa OTC/EKUBatOLLe-
ro mapwpytusatopa MLD, nocie KoToporo nopT yAansercs, ecnm
He noayyeHsl controlpackets mapwpyTtnsatopom MLD

no ipv6 mld snooping port-
purge-interval

(130..1225)/260

- - time: (60..600)
no ipv6 mid snooping mrouter- YcTaHaBAMBaAET 3Ha4YEeHUE N0 YMOIYaHUIO
time-out
ipvé mld snooping port-purge- 3afaTb MHTEpBaa BpeMeHW OYUCTKM MopTa oTcaexmsaHua MLD,
interval interval interval: nocsie KOToporo nopt yaganaetca, ecan MLD-reports He nony4yeHbl

YcTaHaBAMBaeT 3Ha4YeHue no YMOA4YaHUIO

ipv6 mid snooping proxy-
reporting

no ipvé mld snooping proxy-
reporting

BK/tOUNTL DYHKLMIO proxy-report Ha ycTpolicTee

BbIKNOUNTL QYHKLMIO proxy-report Ha ycTpoiicTee

ipv6 mld snooping report-
forward {all-ports | router-
ports}

no ipv6 mid snooping report-
forward

YKasaTb HanpasneHue penoptos: Bo Bce nopTbl VLAN naun Tonbko
Ha NopTbl poyTepa

YCTaHOBUTb 3HaYeHue no YMOAN4aHUIO

ipv6 mld snooping report-
suppression-interval interval

no ipv6 mid snooping report-
suppression-interval

interval: (1..25)

YcTaHaBAMBaeT BPEMEHHOW WHTepBan 3anpeta nepegayu
MLDvSnooping-reports, B Te4eHWe KOTOPOro coobLeHns oT4eToB
MLDv1 He byayT nepeHanpaBAsTbCA Ha MOPTbl MapLUpyTU3aTopa
ANA TOM e rpynnbl

YcTaHaBAMBaeT 3Ha4YeHue no YMON4aHUKO

ipvé mld snooping retry-
countinrerval interval

no ipv6 mld snooping retry-
countinrerval

interval: (1..5)

YcTaHaBAMBaeT MaKcMMabHOe KOIMYeCTBO rpynnoBbIX 3anpocos,
OTNpaBAseMbIX Ha NOPT NpU NoayyeHnn coobuieHmna MLDv1

YcTaHaBAMBaeT 3HaYeHUe No YMOAYaHUIO
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ipvé mid snooping send-query BkntouaeT ¢yHKUMIO nepepaym 3anpocos MLD npu nameHeHuu
enable . TOMOJIOrnMK

- - -/disable

ipvé mld snooping send-query BbiktovaeT $yHKUMIO nepegaun 3anpocos MLD npu nameHeHun
disable TONOAOTUMU

KomaHObi pexcuma EXEC

Bce KOmaHAbl AOCTYMHbI TONILKO ANA MPUBUAETMPOBAHHOIO NO/b30BATENIA.
BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 94 — KomaHab! perkmma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymMoa4YaHuto
show ipv6 mld snooping global - OTobparkaeT rnobanbHble HacTpolikn MLD
show ipv6 mid snooping vlan OtobparkaeT MHPopmauuio o KoHdurypauum MSD-snooping ans
vian_id . naHHou VLAN.
KomaHOb! pexcuma KoHguaypayuu VLAN (duana3oH VLAN os)

console# configure terminal

console (config)# wvlan 1,3,7

console (config-vlan-range) #

Tabnunua 95 — KomaHabl perknma KoHourypaumm VLAN
Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4aHuro
ipvé mid snooping mrouter MprBA3aTb NOPT OTCAEXKMBAIOLLETO MapLpyTu3aTopa MLD k VLAN
{gigabitethernet gi_port |
fastethernet fa_port} fa_port: (0/1..24);
No ipv6 mld snooping mrouter gi_port: (0/1..24) YaanuTb NOpT OTCNEXKMBaOLLEro MapLipyTusatopa MLD n3 VLAN
{gigabitethernet gi_port |
fastethernet fa_port}
. . . Hactpansaet Bepcuto otcnexmsanma MLD B VLAN.
ipvé mld snooping version {v1 . .
| v2} 2 -vl- MLD snoopllng Ver5|'on 1
-v2 - MLD snooping Version 2

ipv6 mld snooping version YcTaHaBAMBaET 3HAYEHWE MO YMONYAHUIO

4.15.4 ®yHkyuu ozpaHuveHusa multicast-mpagpuka

®YHKUMM orpaHuyeHns multicast-Tpaduka ncnonbayroTcs gna yAo6HON HACTPOMKM OrpaHMyYeHus
NPOCMOTPA ONpeAeNeHHbIX FPYNn MHOr0aApeCcHOM PacCbIKK.

KomaHObI pexcuma 210b6aab6Hol KOHuU2ypayuu

Bupa, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHPUrypaLmm:
console (config) #

Tabnnua 96 — KomaHabl perkmnma rnobanbHoOM KoOHGUrypauum

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa Aelicmeue

Coszaatb multicast-npodunb 1 NepenTn B pesKMm ero KoHpu-
rypupoBaHus

ip meast profile index index: (1..4294967295)
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| no ip mcast profile index | | Yaanute multicast-npodpunb |

KomaHObI pexcuma KoHgu2ypayuu multicast-npogung

Buza 3anpoca KoMaHAHOM CTPOKM B pexnume KoHdurypaumnm multicast-npodunsa:

console (config-profile) #

Tabnunuya 97 — KomaHapl pexknma KoHourypaumm multicast-npoduns

3HavyeHue/3HaueHne
KomaHpa OnucaHune
Nno YMOAYAHMUIO
range first_group_ip 3afaTb AManasoH aapecoB-UCTOYHMKOB multicast-TpadmKa.
last_group_ip Ecniv 3afaTb TOAbKO OAMH agpec, OH CTaHeT eAMHCTBEHHbIM
- UCTOYHUKOM MY/IbTUKACTa.
range first_group_ip Y8anuTb AMana3oH aApecoB-UCTOYHMKOB multicast-Tpaduka.
last_group_ip
permit B cnyyae HecooTBETCTBMA OAHOMY M3 3a4aHHbIX AMAnasoHoB,
-/deny IGMP-report 6yayT nponyckaTbcs.
deny B cnyyae HecooTBETCTBMA OAHOMY M3 3a4aHHbIX AMANasoHoB,
IGMP-report 6yayT oTbpacbiBaTbCA.
profile active - AKTMBMpOBaTb paboTy npoduns
KomaHOb! pexxcuma KoHgpuaypayuu VLAN
Bupa, 3anpoca KOMaHAHOM CTPOKM B pernme KoHourypaumm VLAN:
console (config-vlan) #
Tabnvua 98 — KomaHap! pexkuma KoHpurypaumm VLAN
3HaueHue/3HauyeHne
KomaHpa OnucaHue

Mo YMONYaHUIO

ip igmp snooping multicast-
vlan profile profile

index: (1.. 4294967295) MpwnBA3aTb yKasaHHbIN Npodunb K vian.

4.16 PyHKUMM ynpaBneHUA

4.16.1 MexaHu3m AAA

Ona obecneyeHns 6e30MaCHOCTU CUCTEMbI MCMOAb3yeTCcA MexaHuam AAA (ayTeHTUUKaLmsS,
aBTOpM3aUMA, yyeT).

— Authentication (ayTeHTMdUMKaUMA) — conocTaBaeHMe 3anpoca CyLLecTByloLen y4ETHON 3a-
nucu B cucteme 6€30MacHoOCTM.

— Authorization (aBTopu3auma, NpoBepKa ypoBHA AOCTyna) — conocTaBaeHue y4€THOM 3anu-
cu B cucTeme (Npolueatieit ayTeHTUdUKaLmio) 1 onpeaenéHHbIX NOAHOMOUYNNA.

— Accounting (y4éT) — cnekeHue 3a noTpebieHnem pecypcoB Noab30BaTe/IeM.

Ons wudpoBaHUA AaHHbIX UCNOb3YeTca MexaHuU3m SSH.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM penma riobanbHoM KoHbUrypauum:

console (config) #
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Tabnnua 99 — KomaHab! perknma rnobanbHoM KOHGUrypauum

3Ha4yeHue/3HayeHue o

no enable password [level
level]

password: (5..20)

CMMBO/10B

KomaHoa Aelicmeue
YMOAYAHUIO
enable password password YcTaHaBAMBaeT Naposb ANA KOHTPOSA U3MEHEHWUA MPUBUAErUit
[level level] [ocCTyna nosb3oBaTesien.
level: (1..15)/1;

- level — yposeHb npusuneruis;
- password — naposb;

YpanseT naposb A4/18 COOTBETCTBYIOLLEro YPOBHA NPUBKUAETUIA.

username name password
password [privelige level]

no username name

name: (1..20) cumBoNOB;
password: (5..20)

CUMBO/IOB;
level: (1..15)

[obasnaeT Nonb3oBaTeNA B JIOKAbHYIO 6a3y AaHHBbIX.
- level — yposeHb npusuneruis;

- password — naposb;

- name — UMsA NONb30BaTeNSA;

Yaanaer nonb3oBaTena U3 I0KanbHOM 6a3bl 4aHHbIX

Tabnunua 100 — ATpmnbyThl coobLieHMI BeaeHMn yyeTa npoTtokona RADIUS ana ceccuit ynpasneHums

Hanu4ue Haau4ue
ampubyma e | ampubyma e
Ampubym pusy pusy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NpeHTUdMKaLmMaA nonb3oBaTens.
IP-agpec KOMMyTaTopa, KOTOPbIM MCNO/b3yeTcs
NAS-IP-Address (4) EcTb EcTb AP . y. P P y
ana ceccuit ¢ Radius-cepsepom.
Mpoun3BonbHOEe 3HAYeHWe, BKIKOYEHHOE BO BCe
Class (25) EcTb Ectb P o
COOOLLEHMA yYeTa Ceccum.
. IP-agpec KommyTaTopa, UCNOb3YyeMbIN AnA cec-
Called-Station-ID (30) EcTb EcTb vﬂ'p Y P y A
CUI ynpasneHus.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBatens.
Acct-Session-ID (44) EcTb Ectb YHUKanbHbIN naeHTUOMKATOp ydeTa.
. YKa3blBaeT MeTo/, N0 KOTOPOMY KAMEHT AOJIKEH
Acct-Authentic (45) EcTb EcTb A poMy A
6bITb ayTEHTUDMLMPOBAH.
. . MoKasblBaeT, KaK 40Aro Nnosb3oBaTenb 6bin Noa-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het Ectb MpuynHa 3aKkpbITUA ceccuu.

Tabanuya 101 — ATpmnbyTbl coobLyeHunii BeaeHma yyeta npotokona RADIUS ana ceccmin 802.1x

Hanauyue Haau4ue
ampubyma e | ampubyma s
Ampubym pudy pudy OnucaHue
coobwieHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTnduKaums nonbsosartens.
NAS-IP-Address (4) Ects Ecth IP-agpec rjommyTaTopa, KOTOPbI UCMOb3yeTcs
ana ceccuin ¢ Radius-cepsepom.
MopT Ko aTopa, Ha KOTOpOM NoAKAtouMACA
NAS-Port (5) Ectb Ectb PT KomMMyTaTOP TOPOM MoAKAIOYMA
nonb3oBaTeb.
Class (25) Ects Ecth MpownsBonbHoe 3Hal4eHMve, BK/IIOYEHHOE BO BCe
COOBLLEHMNA yyeTa CeCcCUil.
Called-Station-ID (30) EcTb EcTb IP-aapec KommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-appec nosnb3oBatens.
Acct-Session-ID (44) EcTb EcTb YHUKaNbHbIA MAEHTUPUKATOP yUeTa.
YKa3blBaeT MeTog, Mo KOTOPOMY KAMEHT LO/KEH
Acct-Authentic (45) EcTb EcTb A pomy A
6bITb ayTEHTUDMLMPOBAH.
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. . MoKasbiBaeT, Kak 40Aro Noab3osaTesb 6bin Noa-
Acct-Session-Time (46) Het EcTb ! A A
K/OYEH K cucteme.
Acct-Terminate-Cause (49) | Het EcTb MpuymHa 3aKpbLITUA cecCUn.
Nas-Port-Type (61) EcTb EcTb Moka3sbiBaeT TMN NOPTaA K/AMEHTA.

KomaHObI pexcuma KoHgpu2ypauuu mepmMmuHand

console (config-line) #

Tabaunuya 102 — KomaHab! perkmma KoHoUrypaumm TepmumHana
3HayeHue/3HayeHue
o ymonyaHuio

KomaHoa Aelicmeue

login authentication {radius |

3aaeT MeTo, ayTeHTUPUKaunn npu Bxoge 171 KOHCO/UN
local | tacacs} A 4 ay duKal, p ae A, ,

Telnet, SSH
-/local
no login authentication YCTaHOBUTb 3HaY€HME N0 YMOIYAHUIO
enable authentication {radius
3agaeT meToa, ayTeHTMdMKaLMK NpY NOBbIWEHUN YPOBHA NpU-
| local | tacacs} .
Besiernii gns koHconu, Telnet, SSH
-/local
no enable authentication YCTaHOBUTb 3HaUYEHME NO YMONYAHUIO

KomaHObI pexcuma 210bas1bHoU KoOHgu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B pPeXKMME rNo6anbHOM KOHPUIypaLmm:

console (config) #

Tabnvua 103 — KomaHabl pexxmma KoHOUrypaumm TepMnHanbHbIX CECCUI

3Ha4yeHue/3HayeHue .
KomaHda Aeiicmeue
no ymoa4YaHuro

login authentication {tacacs | . 3agaeT meToz ayTeHTMdUKaumMmM nNpu Bxoae Ana KoHconu, telnet,

. list_name: (1..12)
default |radius} - ssh.

- — CUMBOJI0B

no login authentication YcTaHaBAMBAET 3HAYEHMeE MO YMONYAHWIO.

4.16.2 lMpomokon RADIUS

Mpotokon RADIUS ucnonb3yetca ana ayteHTuduKauumm, astopmsaumm u ydeta. Cepsep RADIUS
ucnonb3yetr 6asy AaHHbIX NOMb30BATeNEN, KOTOpaA COLAEPKWUT AaHHble MPOBEPKUM MOAJIMHHOCTU ANA
KaXkgoro nosb3oBatens. Takum o06pasom, ucnonb3oBaHMe npoTokona RADIUS obecneumBaet
OOMNONHUTENbHYIO 3alMTy NPU A0CTYNe K pecypcam CeTu, a TaKKe Npu AOCTyne K CaMmomMy KOMMYTaTopy.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM B peXXnume rnobasbHon KoHdUrypaumm:

console (config) #
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Tabnnuya 104 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa Aelicmeue

[o6aBnseT yKasaHHbI cepBep B CNUCOK Mcnosib3yembix RADIUS-
cepBepos.

- ip_address — IPv4 nnu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nma RADIUS-cepBepa;

. hostname: (1..158) - timeout — MHTepBan oxnaaHnA oTeeTa OT cepBepa;
radius-server host .
. . CMMBOOB; - retries — Konnyectso nonbIToK Nnoncka RADIUS-cepsepa;

{ipv4-address | ipv6-address |

. . (0..65535)/1813; - secret_key — kntoy ana ayTeHTMOUKaLMKM U WNdpPoBaHMA BCero
hostname} [timeout timeout] .

. ; timeout: (1..30) cek; obmeHa aaHHbIMM RADIUS;
[retransmit retries] [key . .
- . retries: (1..15); - priority — npuoputet ucnosb3osaHus RADIUS-cepsepa (4em Hu-
secret_key] [priority priority]
secret_key: (0..128) e 3HayeHue, Tem NpUopuTETHEE cepBep);
CMMBO/IOB; - type — Tvin ncnonb3osanna RADIUS-cepsepa;

priority: (0..65535)/0 B cnyyae otcytcTBMA B KOMaHAe napameTpos timeout, retries,
secret_key pnsa paHHoro RADIUS-cepBepa MCNo/b3ylOTCA 3HaYeHUA
HaACTPOEHHble C MOMOLLbIO KOMAaHZ, YKa3aHHbIX HUXKe.

no radius-server host
{ipv4-address | ipv6-address |
hostname}

Ypanaert ykasaHHbl cepBep M3 CNMcKa ucnonbsyembix RADIUS-
cepBeposB.

KomaHObi pexcuma Privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexxume Privileged EXEC:

console#

Tabnunua 105 — KomaHabl pexkmuma Privileged EXEC

Komanoa 3Ha4yeHue/3HayeHue Leiicmeue
no ymoa4YaHuro
show radius-servers OtobparkaeT napameTpbl HacTporikn RADIUS-cepsepoB (KomaHaa
i AOCTYMHA TONbKO 414 NPUBMAETMPOBAHHbBIX NOb3oBaTeNnein).
show radius statistics OTobparkaeT CTaTUCTMKY NpoTokosa Radius, nHpopmauuio o nosb-
) 3oBaTensax, koHdurypaumuio RADIUS-cepBepa.

4.16.3 lpomokon TACACS+

MpoTtokon TACACS+ obecneumBaeT LEHTPa/IM30BaHHYIO CUCTEMY 6e30MacHOCTM ANA MPOBEPKU
nosib30BaTeNeN, NOAYHAOLMX AOCTYN K YCTPOUCTBY, NPM 3TOM Noanepusasa coemectumoctb ¢ RADIUS n
ApyrMmu npoueccamun nposepku noanmHHoctn. TACACS+ npeaocTaBaseT cneaytoume ciy»Kobi:

— Authentication (nposepka nodauHHocmu). ObecneunBaeTcs BO Bpems BXoda B cUCTEMY MO
MMeHaM Nosib3oBaTesien n onpeaeneHHbIM NoAb30BaTENAMM NAPOAAM.

— Authorization (asmopuszayus). ObecneumBaeTca BO Bpems Bxoda B cucTemy. [locne
3aBepleHMA ceaHCa MNPOBEPKM MOSJAMHHOCTM 3aMyCKAaeTCA CeaHC aBTopuM3auum ¢
NCNO/JIb30BaHMEM MNPOBEPEHHOr0 MMEHW MOJ/b30BaTeNA, TAKXKE CEpPBEPOM MNPOBEPAOTCA
NpMBMUIErMN NONb30BATENS.

KomaHObI pexcuma 2a06anabHol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKume rnobanbHon KoHGUrypaumm:

console (config) #
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Tabnunuya 106 — KomaHab! perkmma rnobanbHOM KOHGUrypaumum

3Ha4yeHue/3HayeHue ”
KomaHda / Aelicmeue
no ymoa4YaHuro
tacacs-server host [obaBnseT yKasaHHbIN cepBep B CNUCOK ucnonbsyembix TACACS
{ip_address | hostname} cepBepos.
[single-connection] [port port] - ip_address — IP-agpec TACACS-cepBepa;
[timeout timeout] [key - hostname — ceteBoe uma TACACS-cepsepa;
secret_key] - single-connection — B KaAblil MOMEHT BPemMeHW UMeTb He
hostname: (1..63)
6onblie ogHOro coeauMHeHua ana obmeHa gaHHbimu ¢ TACACS-
CUMBOOB;
cepBepom;

port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)

- port — Homep nopTa a8 obmeHa gaHHbIMK ¢ TACACS-cepBepom;
- timeout — MHTepBan oxnaaHUA oTBeTa OT cepBepa;
- secret_key — kntou gna ayteHTUdPMKauum n wmdposaHMA BCero

cMmeonos obmeHa aaHHbimu TACACS;

Mpu HacTpoitke cepsepa: «tacacs-serverhost ip_address key se-

cret_key» aBTOMATUYECKM BKAKOYAETCA accounting
no tacacs-server host Ypanaet ykasaHHbIli cepBep M3 cnucka ucnosnbsyembix TACACS-
{ip_address| hostname} cepBepos.
tacacs-server retransmit YKa3atb KonuyectBo aKTuBHbIx TACACS-cepsepoB, K KOTOpbIM
number byneT nooyepesHO MOAKNOUMTLCA KAMEHT, B C/ly4ae HeyaaqyHoOM

/2 ayTeHTUOUKALMM

no tacacs-server retransmit Y[anuTb HaCTPOMKY
tacacs use-server address BbibupaeT cepsep u3 Tabaunupl cepsepos Ansa Tacacs-KAneHTa
{ip_address | hostname} )
no tacacs use-server

OTmeHsAeT UCNo/1b30BaHMe 33aaHHOro cepBepa
tacacs authentication type

-/pap Onpenenvtb MmeTo ayTeHTUGUKaL MK ¢ NOMOLLLbio tacacs.

{ascii | pap }

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexxkume Privileged EXEC:

console#

Tabnuvua 107 — KomaHabl pexkuma Privileged EXEC

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
o ymon4aHuo

show tacacs-servers OTtobparkaeT napameTpbl HacTpolikm TACACS-cepBepoB, MeTof
- ayTeHTUOUKALMM M CTAaTUCTUKY NPOTOKONA (KOMaHAa AOCTynHa
TONbKO A/19 NPUBUAETMPOBAHHbIX NONb30BaTeNeN).

4.16.4 Cnucku docmyna ACL da8 ynpasnaeHusa ycmpolicmeom

B ISS nogaeprkmBaetca dpunbTpaumus ynpasastoLlero Tpadmka ¢ NOMOLLbIO CMIMCKA aBTOPMU30BAHHbIX
IP-meHenkepoB (IP Authorized Managers). B ¢unbTpe MOXHO 3a4aTb aapec MAM NoaceTb MCTOYHMKA,
VLAN, nHTepdeic 1 cnyxby, c KOTopbix ByAeT pa3peLleHo ynpasB/ieHMe YyCTPOACTBOM.

KomaHObI pexcuma 2106asabHoU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM peXxxnma riob6anbHoM KoHbUrypauum:

console (config) #
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Tabnunuya 108 — KomaHab! perkmma rnobanbHoM KOHPUrypaumum

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa

Aelicmeue

authorized-manager ip-
source ip_add [ mask | /
prefix_lenght | vlan vian_id |
cpu0 ] [ service snmp | telnet
| ssh]

prefix_lenght: (0..32);
vlan_id: (2..4094)

OrpaHunyMBaeT ynpas/ieHWe YCTPONCTBOM
dunbTpy poctyna.

no 3aZaHHomy

no authorized-manager ip-
source ip_add

OTMeHSEeT OrpaH1yeHme Ha ynpasaeHue YCTPOMCTBOM.

Y
I

KomaHObi pexcuma Privileged EXEC

Ha ycTpoiicTBe MOXKHO CKOHUrypuposaTb He 6onblie 10 npasun. Mo ymonyaHuio, ecam He
33a,aHO HU OAHO NPaBWUAO, yNpaB/ieHUe YCTPOUCTBOM AOCTYNHO C 1I060ro UCTOYHMKA.

Mocne yKasaHua xota 6bl ogHoro npasuna authorized-manager gnA Bcex ycTpoiicTB, KOoTopbie
WUCK/IlOUYEeHbl NpaBusiom, byaeT gectsoBatb npasuao deny any any.

BuAa 3anpoca KomaHAHOM cTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 109 — KomaHabl pexkmuma Privileged EXEC

3HayeHue/3HayeHue
Mo yMmoA4YaHuio

KomaHda

Aelicmeue

show authorized-managers [ip-
source ip_add]

[oKa3blBaeT Cnncku AO0CTyna gnAa ynpasneHuA.

4.16.5 Hacmpolika docmyna

4.16.5.1 Telnet, SSH

JaHHble KomaHapl
KommyTaTopom. [oaaepKa

npeaHasHayeHbl
cepBepos

ana

TELNET

HaCTPOMKM CepBepoB [AOCTyNa ANA ynpasaeHuA
n SSH KommyTaTopom nNO3BOAAET YAANEHHO

NOAK/OYATLCA K HEMY A1 MOHUTOPUHIA U KOHUrypaummn. KoHdurypuposaHue ycTpoicta yepes Telnet

Ha yCTpoMCTBE paspeLleHo Mo YMOSYaHUIO.

KomaHObI pexcuma 210b6aab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHoM KOHGUrypaumm:

console (config) #

Tabnunua 110 — KomaHabl pexkrma rnobanbHOM KoOHGUrypauum

3HayeHue/3HayeHue no

KomaHoa Aelicmsue
YMOMYAHUIO
ssh enable Pa3spelwaeT yganeHHoe KOHOWUrypMpoBaHuWe yCTPOMCTBa 4epes
SSH.
- -/BKNOYEH —
ssh disable 3anpewaeT yganeHHoe KOHUrypupoBaHMe YCTPOMCTBaA 4yepes

SSH.

ssh server-address ip_addr

port port port: (1..65535)

3apatb IP-agpec SSH-cepsepa u TCP-nopT, ncnonbsyemblit SSH-
cepBepom.

Ethernet-kommymamopei cepuli MES24xx, MES14xx

87




DHELTEX

ip ssh auth [hmac-md5 | hmac- _/hmac-shal Bbi6paTb TMN ayTeHTUMKALMM NO NPOTOKoNy SSH.

shal]

ip ssh cipher [3des-cdc | Bbi6paTh Wwunop ayTeHTUdMKaLMm No npoTokoay SSH.

aes128-cdc | aes256-cdc | des- -/3des-cdc

cdc]

crypto key generate rsa ) leHepupyeT napy Kntouelt RSA — yacTHbIN 1 nybanyHbIn ana SSH-
cepsuca.

feature telnet PaspelsaeT KoHUrypmnpoBaHue ycTpoiictea yepes Telnet

no feature telnet /BKniodeno 3anpelaeT KOHOUTypUpoBaHue ycTponcTea Yepes Telnet

KomaHOwb! pexcuma EXEC

KomaHabl JaHHOro pa3aena goCTynHbl TONbKO ANA NPUBUNETMPOBAHHbIX nonb3oBaTesien.

Bupa, 3anpoca KOMaHAHOM CTPOKKM perkmuma EXEC:
console#

Tabnunuya 111 — KomaHab! perkmma EXEC

3HayeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no yMoan4YaHuto
. Moka3sbiBaeT KoOHUrypaumo SSH-cepBepa, a TaKKe aKTUBHblE
show ip ssh - burypay pBepa,
Bxoaswme SSH-ceccum.
show telnet server - Otobparkaet cTatyc cepsepa Telnet

4.16.5.2 KomaHObl KOHpu2ypayuu mepmuHana
KomaHgbl KOHOUIypaumnm TepMmnHana Cay»aT 418 HacTPOMKK NapaMeTpoB paboTbl TEPMUHAOB.

KomaHObI pexcuma 2106asabHoU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexknma riobanbHoM KoHbUrypauum:
console (confiqg) #

Tabnvua 112 — KomaHabl pexxnma rnobanbHon KoHGuUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymon4yaHuro
line console - Bxopa, B peXnum coOOTBETCTBYHOLLEro TepMUHana
line telnet - Bxopa B peXkvm COOTBETCTBYIOLLEro TEpMUHANA
line ssh - Bxopa, B peXXnum coOOTBETCTBYHOLLEro TepMUHana

KomaHObI pexuma KoHgu2ypayuu mepmuHana

Buz 3anpoca KOMaHAHOWM CTPOKM B peXXnume KOHPUrypaumm TepMmmnHana:
console# configure terminal
console (config)# line {console | telnet | ssh}

console (config-line) #

Tabnnuya 113 — KomaHabl perkmma KoHourypaumm TepmuHana

Komanoa 3HayeHue/3Ha4yeHue Neiicmeue
o ymon4aHuio
exec-timeout seconds 3a4aeT UHTepPBas, B TEYEHME KOTOPOro CUCTEMa OXMAAET BBO-
seconds: fJa oT nonb3oBaTtens. Ecnv B TeyeHMe [AHHOrO MHTepBana
(1..18000)/1800 cek Nnonb30BaTeNlb HUYErO He BBOAWT, TO KOHCO/Ib OTK/IOYAETCA.
no exec-timeout YCTaHaBAMBAET 3HaYeHUE N0 YMOIYAHMIO
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speed {4800 | 9600 | 19200 | (4800, 3600, 19200, YCTaHOBUTb CKOPOCTb Mepefayv 418 nocNefoBaTe/IbHOro MH-
38400 | 57600 | 115200} 38400, 57600, 115200)/ .
115200 6ut/c Tepderica
enable authentication {radius 3apaeT meToh, ayTeHTUPUKALMKM NONb30BaTeNA MPU MOBblLLe-
| tacacs | local} -/local HUW YPOBHA NPUBUAETUIA A1 KOHCONN
no enable authentication YcTaHaBNMBAET 3HAYEHME MO YMONYAHUIO
login authentication {radius | 3afaeT meTo ayTeHTUOUKALMM NPY BXOAE A1 KOHCONU
tacacs | local} -/local
no login authentication YcTaHaBAnBaeT 3HaYeHMe N0 YMOAYAHUIO

KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 114 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show line exec-timeout

loKa3blBaeT 3HaueHMA NapameTpa exec-timeout gna Bcex Tep-
MMWHanNos

show line exec-timeout
current

MoKa3sblBaeT 3HAYeHMA NapameTpa exec-timeout ana Tekyen
ceccum

4.17 XypHan aBapwii, npotokon SYSLOG

CnctemHble KYPHaabl NO3BONIAKOT BECTU UCTOPUIO C06bITMl71, nponsoweawinx Ha yCTpOﬁCTBe, a
TaKXe KOHTPO/InpoBaTb npousoweguine cobbiTuA B peasnibHOM BpemeHu. B »KypHan 3aHocATcA cobbITuA

BOCbMW THUNOB:

l-I|:)e3BbILIaI:/'IHbIe,

CUrHanbl TpEBOTHU,

KPUTU4ECKNE U He KpUTHU4eckume OLUM6KM,

npeagynpexaeHuma, ysegomneHums, MHd)OpMaLJ,MOHHbIe 1N OTN1Iag04HblE.

KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (config) #

Tabnunua 115 — KomaHabl pexknma rnobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

logging on

no logging on

—/perMCTpa LUnA BKNKOYEHA

BK/IlOYaeT perucTpaumio OTNagouHbIX coobuieHnin U cooblue-
HUI 06 owmnbKax.

BbIK/IlOYaET perncTpaumio oT1afouHbIX CoobLLeHN 1 coobuye-
HUI 06 owmnbKax.
Mpu BbIKNOYEHHOW perncTpauum oTNagouHble co06-
V weHua u coobweHus o6 owwubkax byayTr nepepa-
BaTbCA HAa KOHCO/b.

logging-server priotity [ipv4 |
ipv6] ip_address

no logging-server priotity [ipv4
| ipv6] ip_address

BkntoyaeT nepenayy aBapuitHbIX U OTNAA04YHbIX COOBLLLEHUI Ha
yaaneHHbii SYSLOG cepsep.

- ip_address — IPv4 unun IPv6-agpec SYSLOG-cepBepa;

- priority — npuopuTeT nepefaBaemMbiX COOBLLEHUN.

Ypanser BblbpaHHbIN
SYSLOG-cepBepos.

cepeep U3 CNUCKa UCNONb3yeMbIX

logging console

no logging console

level: (cm. Tabanuy
116)/informational

Bk/itoyaeT nepenayy aBapuiHbIX UK OTNALOYHBIX COOBLLEHUM
Ha KOHCO/b.

BblIK/lOYaeT nepefavy aBapuitHbIX MAW OTNAZOYHbLIX coobLuie-
HUI Ha KOHCO/Ib.
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logging buffered size MN3meHAET KOAMYECTBO COODOLLEHWI, 3aNOMUHAEMbIX BO BHYT-
peHHem 6ydepe. HoBoe 3HaueHue pasmepa bydepa npume-

size: (1..200)50 o
HUTCA Nocne nepesarpys3kun yctponcrea.

no logging buffered YcTaHaBAMBaeT 3Ha4YeHMe NO YMONYAHUIO.

syslog {filename-one |

filename-two | filename- Co3gatb ¢ai 3anncm aBapunHbIX M OTNIaA04HbIX COOBLEHNN.
three} filename .

erase flash:/LogDir/filename Ypanute dain 3anmcu aBapunHbIX M OTIaA04HbIX COODLLEHNI
logging-file [level] filename Bk/toYaeT nepesayy aBapuUMHbIX UM OTNAL0UHbIX COOBLLEHMI

BblIBPAHHOIO YPOBHA BaXKHOCTM B YKa3aHHbIN dalin xypHana.
Level - facility+severity.

Hanpumep, cobbitne ana facility0(128) c yposHem information-
al (6) byaet umeTs level = 134.

level: (128..191) /-
filename: (1..32)

no logging file BbIk/loYaeT nepegavy aBapuUMHbLIX MAM OTNAZO04YHbIX coobuie-
HUWIA B dalin }KypHana.

logging severity

. 3a4atb ypOBEHb I0TMPOBaHMA
[severity_levell level: (cm. Tabauwy 116)/0

no logging severity YCTaHOBMUTb 3HaYEHME N0 YMONYAHUIO

logging facility local{0..7} 3a4aTb KaTeropumo N10rMpoBaHus

lozeing facilit -/local0
no logging facili
B8ing y YCTaHOBUTb 3HAYeHMeE N0 YMOYAHUIO

AKTMBMPOBATb OTMPABKY aBapUIMHbIX MAN COOBLLEHUIA HA CKOH-
durypmpoBaHHble dalinbl 3anucu

syslog localstorage
ysiog & -/BKIOYEHO

Kaxpaoe cooblieHne MMeeT CBOM ypoBeHb BaKHOCTU. B Tabaunue 116 npuseaeHbl TUMbI COOBLLEHNI
B nopAaakKe ybbIBaHNA NX BaXKHOCTH.

Tabanua 116 — TUnbl BaXKHOCTU COOBLLEHUI

Tun eaxcHocmu coobujeruli OnucaHue
o . B cucTeme npomsowna KpUTUYecKan owmnbKa, cuctema MoXKeT paboTaTtb
YpesBblyaiiHble (emergencies)
HenpaBW/bHO.
CurHanb! Tpesoru (alerts) HeobxoanmMo HemeaNneHHOe BMeLLaTeIbCTBO B CUCTEMY.
Kputunueckue (critical) B cucTteme npowmsoluna Kputuyeckas owmnbKa.
OwwnbouHble (errors) B cucteme npounsowwna owmbKa.
MpeaynpexaeHus (warnings) MpepynpexaeHve, HeaBapuinHoe coobluLeHue.
YBegomneHnusa (notifications) YBegomneHume cucTembl, HeaBapuiiHoe coobuieHne
MHpopmaumoHHble (informational) MHbOopMaLMOHHbIe COObLLEHNA CUCTEMDI.
. OT/NagouHble COObLEHMA, NPEAOCTABAAIOT NO/b30BaATENO MHOOPMALMUIO
OTthagoyHble (debugging) A . W L PeA bopma,
A7 KOPPEKTHOM HACTPOIKM CUCTEMBI.

Mpumep HacTpoliku logging-file:
Mycmb facility = localO.

Cosgagum noKanbHbld dan ¢ umeHem sll, Kyaa 6yayT 3anucbiBaTbCA COBLITUA C TUMOM OT
ypesBblYaliHbIX 40 MHPOPMALUOHHDIX.

console (config) # syslog filename-one slI
console (config) # logging severity 6
console (config) # logging-file 128 511
console (config) # logging-file 129 s1I
console (config) # logging-file 130 s1I
console (config) # logging-file 131 s1I
console (config) # logging-file 132 511
console (config) # logging-file 133 511
console (config)# logging-file 134 51l
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KomaHObi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunuya 117 — KomaHga pexkmma Privileged EXEC gns npocmoTpa daina KypHana

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
no ymon4aHuro
clear logs - Ypanset Bce coobLeHns ns BHyTpeHHero bydepa.
show logging-file {filename- OTOb6parkaeT COCTOAHWE KypHana, aBapuiHble U OTNAfLOYHble
one | filename-two | - coobLeHun, 3anucaHHble B daline XKypHana.
filename-three}
show logging OTOb6parkaeT COCTOAHWE »KypHana, aBapuiHble U OT/NALOYHble
i coobuieHunn, 3anncaHHble BO BHYTpeHHem Bydepe.
show syslog-servers - OTobparkaeT HaCTPOMKM ANA yaanéHHbIx syslog-cepsepos.

4.18 3epkanupoBaHue (MOHUTOPUHI) NOPTOB

®yHKUMA 3epKanMpoBaHMA MNOPTOB MpeAHasHayeHa A1 KOHTPosA ceTeBoro Tpaduka nytem
MepecbINKKU KOMUIn BXOAALWMX M/UAN UCXOOALLMX MAKETOB C OAHOMO WM HECKO/IbKUX KOHTPOJIMPYEMbIX
MOPTOB Ha OAMH KOHTPO/IMPYIOLWMIA NOPT.

Mpu 3epkanupoBaHumn 6onee ogHoro ¢GusMYECKoro uMHTepdeiica BO3MOXKHbI notepu TpaduKa.
' OTCyTCTBME NOTEPb FapaHTUPYETCA TOJIbKO NpU  3epKa/JMpoBaHMM OAHOro ¢UsMYecKoro
uHTepdeica

K KOHTpoAMpyloLeMy NopTy NPUMEHSAIOTCA CAeaytowmne orpaHuYeHns:

— [OopT HE MOXKET HbITb KOHTPOIMPYIOWMM WU KOHTPOAUPYEMbIM NOPTOM OAHOBPEMEHHO;
—  IP-uHTepdelc AONKEH OTCYTCTBOBATL A4/14 3TOro NOpTa;

K KOHTpO/IMpyeMbIM NOPTaM NPUMEHAIOTCA CeAyIoWMe OrPaHNYEHUS:
— [opT HE MOXKET HbITb KOHTPOIMPYIOWMM N KOHTPOAMPYEMbIM NOPTOM OAHOBPEMEHHO.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobasibHoi KoHUrypaumm:

console (config) #

Tabnnuya 118 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
monitor session session_id YKasblBaeT 3epKanupyowmii nopT Ans BbIBPaHHOM CECCUN MOHUTO-
destination interface pWHra.
[fastethernet fa_port | f;f_port: (0/1..24);
gigabitethernet gi_port] gl_p{)rt: ((;/ 1122);
no monitor session session_id session_id: (1..4) BbIkntoyaeT PYHKLMIO MOHUTOPUHIA Ha HAaCcTpauBaeMom UHTepdei-
destination ce.
monitor session session_id YKasblBaeTca cAyXebHbll vlan ans 3epKanupoBaHusa Tpaduka C
destination remote vlan 3aaHHoOro pednekTop-nopTa 414 BbiIbpaHHOM ceccun.
vlan_id vlan_id: (1..4094); remote vlan — ciy>KebHbIl vlan ans 3epkanmMpoBaHus Tpaduka;
session_id: (1..4)
no monitor session session_id BbIKntoYaeT GYHKLMIO MOHUTOPUHIA Ha HAaCcTpauBaeMom UHTepdei-
destination ce.
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monitor session session_id [obaBnaeT yKasaHHbI 3epKanmpyemblii NopT ana BbIbpaHHOM cec-

source interface [fastethernet CUM MOHWUTOpPUHTA.

|fa_port gigabitethernet -rX — KONMpoBaTb NaKeTbl NPUHATbIE KOHTPOIMPYEMbIM NMOPTOM;

gi_port][rx | tx | both] fa_port: (0/1..24); -tX — KONMPOBATb NaKeTbl, NepeaaHHble KOHTPOIMPYEMbIM NOPTOM;
gi_port: (0/1..24); -both — konnpoBsatb Bce NakeTbl C KOHTPONMPYEMOTO NopTa.

monitor session session_id session_id: (1..4) Bbik/tovaeT GyHKLMIO MOHUTOPUHIA Ha HacTpanBaemMom MHTepdei-

source interface [ fastethernet ce.

fa_port | gigabitethernet

gi_port]

KomaHOb! pexcuma EXEC

3anpoc KomaHAHOM CTPOoKM B pexknume EXEC umeet cneaytowmii Bua;

console>

Tabnunuya 119 — KomaHAabl, AOCTYMHble B pexkmume EXEC

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmeue
o YyMOAYAHUIO
show monitor session session_id: (1..4) BbiBOAMT MHbOPMALMIO NO CKOHOUTYPUPOBAHHOMN CECCUM MOHMUTO-
session_id - puHra.

lpumepbl 8b1M0AHEHUS KOMAHO

console# configure terminal
console (config)# monitor session 2 destination interface gigabitethernet
0/1

BbiBECTM MHOOPMALMIO NO KOHTPOIMPYIOLLMM M KOHTPOIMPYEMbIM MOPTaM.

console# show monitor session 2

Mirroring is globally Enabled.
Session N

Source Ports

Rx : None

Tx : None

Both : None
Destination Ports : Gi0/1
Session Status : Inactive

4.19 PYHKUMM ANATHOCTUKU PU3UYECKOrO YPOBHA

CeTeBble KOMMYyTaToOpbl COAEep:KaT annapaTHble M NporpammHble CpeacTBa ANA AMArHOCTMKM
dU3NYECKUX MHTepdENCOB U NMHKI CBA3KU. B NnepeyeHb TeCTMPYEMbIX NapaMeTPoB BXOAAT CAeaylolme:

[nAa anekTpnyecknx nHTepdencos:

— [A/IMHa Kabens;
—  paccTosHuMe A0 MecTa HeMCnpPaBHOCTM — 06pPbIBa UM 3aMblKaHUA.

Ons onTnyeckux nHtepoeicos 1G:

— NapamMeTpbl NTUTAHUA — HaNpPAXEHNE U TOK;
— BbIXOAHaA onNTh4yeCcKaa MOLWHOCTb,
— ontnyecCkaa MOLWHOCTb Ha npueme.
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4.19.1 AuazHocmuka medHo20 Kabens

KomaHOowbl pexcuma EXEC

3anpoc KomaHAHOM CTPoKM B pexkxume EXEC nmeet cneaytowmin U,

console>

Tabnmua 120 — KomaHAabl AMArHOCTUKM MeZiHOTo Kabens

3HayeHue/3HayeHue

Aelicmeue
1o ymon4aHuio

KomaHda

BbINOAHAET BUPTyasbHOE TeCcTMpoBaHMe Kabena AnA yKasaHHOro
MHTepodeiica.

test cable-diagnostics
gigabitethernet gi_port |
fastethernet fa_port ]

fa_port: (0/1..24);
gi_port: (0/1..24)

/' Mpu nonyyeHun coobuweHna 'Fail to get cable test result for port GiO/X. Status: 3'
pekomeHayeTca nposeputb media-type uHtepdeiica n coctosHue uHtepdeiica Ha yaaneHHon
CTOPOHe.

4.19.2 3nekmponumaHue no auHuam Ethernet (PoE)

Mogenn kommytatopos MES2408CP, MES2408IP DC1, MES2408P, MES2408PL n MES2428P nog-
OEPXKMBAIOT 3NEKTPONUTAHME YCTPOMCTB No AnMHMKM Ethernet B cooTBeTcTBMM € pekomeHgaumamu |EEE
802.3af (PoE) u IEEE 802.3at (PoE+).

KommyTtatopbl MES2408PL xapakTepum3yoTcs MeHbWUM BI04KETOM MOLLHOCTM, OTHOCUTENBHO ApY-
rUX.

KomaHObI pexcuma 2a0b6anbHol KoOHguU2ypayuu

Bug, 3anpoca KOMaHAHOMW CTPOKM B peXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnunua 121 — KomaHab! pexxkuma rnobanbHon KoHUrypaumm

3HayeHue/ 3HayeHue »
KomaHoa Aelicmeue
no ymon4aHuro
set poe enable BKAOUMTL 31eKTponmMTaHue no amHuam Ethernet.
set poe disable BbIKNOUYUTb 3NEKTpOoNUTaHMe No AnHUAM Ethernet.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknMma KoHpUrypaumnm nHtepoeiica:
console (config-if)#

Tabnnua 122 — KomaHab! perkuma KoHourypaumm nHtepdelica Ethernet

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
110 yMOAYAHUIO
power inline auto PaspewaeT paboTy npoTokona PoE-ycTpoicTB Ha nHTepdeiice u
BK/IIOYAET NoAayy 3N1eKTPONUTaHNA Ha nHTepdelic.
power inline never /auto 3anpewaeT paboTy NpoToKkona obHapyKeHUsa POE-ycTpoWCTB Ha
MHTepdeice 1 OTKAOYAET NoAady 3NEKTPONUTaHUA.
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power inline priority { critical |
high | low }

-/low

3apaet npuoputeT uHTepdelica POE npu ynpaBneHUn snektpo-
nuTaHuem.

- critical — ycTaHaBAMBaeT HaMBLICLUINIA NPUOPUTET S/1IEKTPONUTA-
HMA. INeKTpoNuUTaHMe NOPTOB C TaKUM npuoputeTom byaet npe-
KpalaTbCA B MOCNEAHIO ouyepedb NPWU Neperpyske CUCTEMbI
PoOE;

- high — ycTaHaBnnBaeT BbICOKUI NPUOPUTET SNEKTPONUTAHUA;

- low — ycTaHaBAMBaET HU3KUI NPUOPUTET INEKTPONUTAHUA.

power inline limit-mode {class
| user-definded wattage}

no power inline limit-mode

wattage: (200..31200)
munnmsartt/ class

BbIbpaTh peKMmM orpaHUYeHUA MOLLHOCTH.

- class — IMMUT makcumanbHOM NoTpebaaeMoi MoLHOCTU on-
peaenaeTca K1accom NOAKAYaeMOoro yCTponCcTBa

- user-definded — AMMUT maKkcumanbHOM noTpebnasemolt moul-
HOCTW BbICTaBAAETCA BPYYHYLO, € warom 200 mBT.

BbIBpaTh peKMM Mo YMONYaHMIO.

KomaHOwb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexkume EXEC nmeeT cneayowmin BuA:

console#

Tabnunuya 123 — KomaHabl perkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show power inline
[gigabitethernet gi_port]

gi_port: (0/1..8)

OTobparkaeT COCTOSHME 3IN1EKTPONUTaHUA WHTepdelicos, noanep-
KUBAKOLWNX NUTaHMeE No nnHum PoE.

show power detail

OTob6parkaeT 06Lyto nHbOopPMaLMIo NO cocToAHMIO POE 1 cocToaHUIO
MUCTOYHMKA.

show power inline
consumption

OTO6parkaeT XapaKTePUCTUKM NOTpebseHns MOLLHOCTM, TOKa U Ha-
npAKeHna.

4.19.3 lMpomokon UDLD

UDLD (Unidirectional Link Detection) — 3To NpOTOKON BTOPOro YPOBHS CO34aHHbIN ANA aBTOMaTUYe-
CKOro 0OHapYy*KeHUs NoTepu ABYXCTOPOHHEN KOMMYHUKALUKN Ha ONTUYECKUX JIMHUAX CBA3W.

KomaHObI pexcuma KoHgpu2ypayuu uHmepaeltica (QuanasoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma KOHPUrypaumm nHtepoeliica:

console (config-if) #

Tabnnua 124 — KomaHabl perknma KoHourypaumm nHtepdeiica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ethernet-oam uni-directional
detection

no ethernet-oam uni-
directional detection

-/BbIK/IOYEHO

Bkatountb ANArHOCTUKY COCTOAHUA ONTUYECKUIA IUHUIA.

BbikntounTb ANArHOCTUKY COCTOAHUA ONTUYECKMIA IUHUIA.

ethernet-oam uni-directional
detection aggressive

no ethernet-oam uni-
directional detection
aggressive

-/BbIK/IOYEHO

BKNIOUMTL arpeccuBHbI pexum, npyu Kotopom TLV oTnpasnseT-
cs B N1toboOM cnyyae, Aaxe ecnn oHa He Hblna NosyyYeHa oT yaa-
JIEHHOTO YCTPOMCTBa.

BbIKNOUMTb arpeccuBHbIN pexkum, nNpu Kotopom TLV oTnpasns-
eTca B 1t06OM cyyae, faxke ecnn oHa He Bblia nNoayeHa oT yaa-
JIEHHOTO YCTPOMCTBa.

ethernet-oam uni-directional
detection discovery-time time

time: (5..300)/5

BbicTaBuTb Talimep, NO KOTOpomy 6yaeT NpoucxoAuTb onpeae-
NIeHUNE TeKYLL,Eero COCTOAHMSA IMHKa.
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no ethernet-oam uni- YCTaHOBWUTb 3HAYEHME MO YMOIYAHUIO.
directional detection
discovery-time

ethernet-oam uni-directional BbibpaThb perknum paboTbl npoTokosna UDLD.
detection action {errdisable | -errdisable — nepegauya Tpaduka 6AOKMpPyeTCA Npu OTCYTCTBUM
log} npuema BOAHOM M3 HanpaBaeHWi B KaHane

-/log -log — coobueHne o 6NOKMPOBKe NOABAAETCA B XKypHase.
noethernet-oamuni-directional YCTaHOBUTb 3HaYE€HNE NO YMOAYAHUIO

detection action

KomaHOobl pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeet cneaytowmii Bua;

console>

Tabnnua 125 — KomaHabl pexkmma EXEC

3HaveHue/3HavyeHue "
KomaHoa / Aelicmeue
Mo ymon4aHuio

show port ethernet-oam uni- OtobparkaeT coOCTOAHME ONTUYECKOro INHKA.
directional detection

4.19.4 [luaeHocMuKa onmu4yecKko20 mpaHcueepa

PyHKUMA AMArHOCTMKM MO3BOJIAET OLEHUTb TEKYLLEEe COCTOsIHME OMTMYECKOro TpaHcuBepa U
ONTUYECKOWN NUHUU CBA3MU.

BO3MO)KEH aBTOMATMUYECKMI KOHTPO/Ab COCTOAHWUA JAMHWIA CBA3W. [Aa 3TOro  KommyTaTop
nepuMoamMyYeckM OnpalmBaeT MapamMeTpbl ONTUYECKUX WMHTepdelicoB M CPaBHMBAET MX C MOPOroBbIMU
3HaYEeHUAMM, 334aHHbIMW MPOU3BOAUTENAMM TPAHCUBEPOB. Mpu Bbixoge NapamMeTpoB 3a AONYCTUMble
npegenbl KOMMyTaTop GopMuUpyeT Npeaynpexaatolme n aBapuiiHble coobLeHms.

KomaHOobi pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexknme EXEC numeet cneayowmin Bua;

console>

Tabnvua 126 — KomaHAabl AMarHOCTUKM ONTUYECKOro TpaHcMBepa

3HaveHue/3HayeHue .
KomaHda / Aeiicmeue
no yMmon4aHuwo

show fiber-ports OTobparkaeT pe3ynbTaTbl AUArHOCTUKM ONTUYECKOTO TPaHCUBEpPa.
optical-transceiver [
{gigabitethernet gi_port |
fastethernet fa_port}]

Tabnunua 127 — MapameTpbl AMAarHOCTUKN ONTUYECKOrO TpaHCMBepa

Mapamemp 3HayeHue
Temp Temnepatypa TpaHcmBepa.
Voltage HanpsakeHne nuTaHMA TpaHcKBepa.
Current OTKNOHEHME TOKA Ha Nepegaye.
Output Power BbIxoZHas MOLLHOCTb Ha nepegadye (mBT).
Input Power BxogHaa molLHOCTb Ha Nnpueme (MBT).
LOS MNoTepsa curHana.
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3HayeHuA pe3ynbtatoB ANAarHOCTUKU:

— N/A-HepocTynHo,
— N/S—He nogaepxusaerca.

4.20 ®PyHKUuUuM obecneyeHna 6e3onacHoOCTU

4.20.1 ®yHKyuu obecneyeHus 3auumesl NOPMoOE

C uenbto nosblweHns 6e30MacHOCTM B KOMMYTATOpe CyLLECTBYET BO3MOMHOCTb HAaCTPOUTb KaKoM-
nmbo mopT Tak, 4Tobbl AOCTYN K KOMMYTATOpYy 4epe3 3TOT NOPT NPefoCTaBAANCA TONbKO 3aZaHHbIM
ycTponcteam. @PyHKUMA 3aWMTbl MOPTOB OCHOBaHa Ha onpegeneHnn MAC-agpecos, KOTOPbIm
paspewaetca goctyn. MAC-agpeca moryT ObiTb HaCTPOEHbI BPYYHYHO MM M3yYeHbl KommyTaTopom. Mocne
M3yyeHMA HeobXO4MMbIX aapPEecoB NOPT caeayeT 3a610KNMPOBaATh, 3aLUNTMB €ro OT NOCTYNEHNS MAKETOB C
HeunsyvyeHHbIMW MAC-agpecamun. Takum ob6pasom, Koraa 3ab10KMPOBaAHHbIM NOPT NosyyaeT naket, 1 MAC-
agpec UCTOYHMKA MaKeTa He CBA3aH C 3TUM NMOPTOM, aKTUBU3IMPYETCA MEXAHU3M 3aLLUTbl, B 3aBUCMMOCTHU
OT KOTOPOro MOTyT ObITb MPUHATbI CAEAYIOLMNE MePbl: HECAHKLLMOHUPOBAHHbIE NaKeTbl, MOCTyNnatowWwme Ha
3a06/10KMPOBAHHbIM  MOPT, MNepecblNaloTcaA, OTOpacbiBalOTCA, ANMOO Ke MopT, MNPUHABLUMA MaKeT,
oTKkNtovaeTca. PyHKuma 6esonacHocTn Locked Port no3BonfeT COXPaHUTb CAMCOK M3y4YeHHbix MAC-
agpecoB B danne KoHourypauum, Takmm o6pasom, 3TOT CMMCOK MOXHO BOCCTaHOBUTb MocCae
nepesarpysKku yCTpomncTBa.

/" CyuwiecTtByeT orpaHuyeHuMe Ha Koaudvectso MAC-agpecoB, KOTOpoe MOXeT U3y4YuTb NopT,
MCNONb3YIOWMA GYHKLMIO 3aLLMUTDI.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (duanaszoHa uHmepgelicog) Ethernet, uH-

mepaelica 2pynnsi Nopmos

Buga 3anpoca KOMaHAHOM CTPOKW B pexnme KoHourypauum uHtepdelica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnvua 128 — KomaHabl pexxnma KoHourypaumm nHtepdeica Ethernet, rpynnel nHtepdeicos

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

BrAtouaeT GpyHKLMIO 3aLLMTbl HA MHTepdeiice. BAoKkMpyeT GyHK-

switchport port-security ena- N
LMI0 U3y4EHUA HOBbIX afpecoB ans nHTepoelica. MakeTbl ¢ He-

ble

-/BbIKOYEHO n3yyeHHbIMM MAC-afpecammn UCTOYHUKA OTOPAChIBAtOTCA.

no switchport port-security OTKAOYaeT GYHKLUMIO 3aLLMTbl HA UHTEpdelice.
enable
switchport port-security mac- 3afaeT MaKCcMManbHOE KOJIMYECTBO a4 PeCcoB, KOTOPOE MOXKET
limit o U3y4nUTb NOPT.

- - limit: (0..8192)/1
no switchport port-security YcTaHaBAMBaET 3HAYeHUe No YMONYAHUIO.
mac-limit

3apaeT pexum orpaHumyeHua usydyeHma MAC-agpecosB Ana Ha-
CTpauBaemoro nHTepoelica.

- max-addresses — yganaeT Tekylime AMHAMUYECKU U3YYeHHble
afpeca, cBA3aHHble ¢ nHTepdelicom. PaspelleHO M3yYeHne Mak-
-/lock CMMaNbHOTO KO/JIMYeCTBa agpecoB Ha nopty. MoBTOpHOe M3yde-
HWe 1 cTapeHue paspelLueHbl.

-lock — coxpaHseT B dalin Tekylwme ANHAMMYECKU U3YYEHHble
afpeca, cBA3aHHble C UHTepdelicom u 3anpeliaet obyyeHne Ho-
BbIM agpecam U CTapeHue yxKe U3y4YeHHbIX apecoB.

switchport port-security mode
{ max-addresses | lock}
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no switchport port-security YcTaHaBAMBaeT 3Ha4YeHne No yMOYaHUIo.

mode

switchport port-security viola- 3a/aTb peXnm pearmpoBaHua Npy HapyLleHUN 6e3onacHoCTy.
tion [restrict | protect] -Restrict — B gaHHOM pexkume npu HapyweHun HesonacHOCTU

otnpasnsetca SNMP-Tpan Ha SYSLOG-cepBep.

-Protect — B faHHOM peMme onoBeLleHUsA O HapylleHun beso-
-/protect nacHoctn Het. Bknwouaer nepexsat MAC-agpecos, KoTopble
OO/IXKHbI 6bITb 0T6poweHbl, Ha CPU, nocne yero MAC-agpeca
NOMEYalTCA Kak 3a610KMPOBaHHbIE M OTOPACHIBAIOTCA B TEYEHUM

aging-time.
no switchport port-security YCTaHOBUTb 3HAYEeHME N0 YMONYAHMUIO.
violation
switchport port-security Co3paét ctatnuyeckyto MAC-3anucb ana nopra.

mac_address:
(aa:aa:aa:aa:aa:aa);
vlan_id: (1..4094)

unicast mac_address vlan
vlan_id

[aHHas KomaHZa He oTobpaxkaeTca B KOHOUrypaumu. MpocmoT-
peTb cTatnyeckyto MAC-3anucb MOXHO 4yepe3 KOMaHay show
mac-address-table static unicast.

4.20.2 KoHmposnab npomokona DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceTteBoi NMpPOTOKOA, MO3BOAIOWMUIA KAMEHTY MO
3anpocy nonyyatb IP-agpec u apyrue Tpebyemble napameTpsbl, Heobxoaumble ansa pabotsl B cetn TCP/IP.

Mpotokon DHCP MmoXeT WCNonb30BaTbCA 3N10YMbIWAEHHUKAMW ANA COBeplleHMA aTak Ha
YCTPOMCTBO, KaK CO CTOPOHbI KAneHTa, 3actansaa DHCP-cepBep BblgaTh BCce AOCTYMNHble ajpeca, Tak U co
CTOPOHbI CcepBepa, NyTem ero noameHbl. [lporpammHoe obecneyeHne KOMMyTaTopa MO3BOAAET
obecneunTb 3aWMTY YCTPOMCTBA OT aTak C UCMOSb30BaHMEM npoTokosna DHCP, ana yero npumeHsetcs
$YHKUMA KoHTponA npoTokona DHCP — DHCP snooping.

YcTpoiictBo cnocobHo oTcnexunsatb nosasneHne DHCP-cepsepoB B ceTW, paspellas wux
MCNO/Ib30BaHWE TOJIbKO Ha «A0BEPEHHbIX» MHTepdeicax, a TakKe KOHTPOIMPOBATb AOCTYMN KAWEHTOB K
DHCP-cepBepam no Tabanue cooTBETCTBUMN.

Onuma 82 npotokosa DHCP (option 82) ncnonbsyetca gns Toro, 4tobbl NpomHbopmmnposaTs DHCP-
cepsep 0 Tom, OT Kakoro DHCP-peTpaHcnsatopa (Relay Agent) n yepes Kakol ero mopT 6bla nosyyeH
3anpoc. MNpumeHseTca ANA yCcTaHOBAEHUA COOTBETCTBUI IP-afpecoB M NOPTOB KOMMYTATOPA, a TaKXKe AnA
3alWMTbl OT aTak C Ucnosib3oBaHMem npotokona DHCP. Onuma 82 npeacraBaseT coboi A0N0HUTENBHYIO
MHbOPMaUMIO (MMA yCTPOKMCTBa, HOMepP MnopTa), AobaBnseMyld KOMMYTAaTOPOM, KOTopbl paboTaeT B
perxkmme DHCP Relay areHTa, B Buge DHCP-3anpoca, NpuMHATOrO OT KAMeHTa. Ha OCHOBaHUM AaHHOM
onuuu, DHCP-cepsep Bbigenser |P-agpec (guanasoH |P-agpecoB) M aApyrMe napameTpbl MNopTy
KommyTaTopa. Monyuns Heobxogumble gaHHble oT cepsepa, DHCP Relay areHT Bblaenset IP-agpec
K/MEHTY, a TaKXe nepenaer emy gpyrue Heobxoanmble NapameTpbl.

Tabnnuya 129 — dopmat nonen onumm 82

Mone Mepedaeaemas uHgpopmayusa

Mms xocTa yCTponcraa.

cTpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MNocnegHuii 6aT — HOMep MopPTa, K KOTOPOMY MOAK/IOYEHO YCTPOMCTBO, OTMNPABASAIO-
wee dhcp-3anpoc.

Circuit ID

Enterprise number —0089c1

R t tiD
emote agen MAC-agpec ycTpoiicTsa.
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.‘

Dna KoppeKtHoit pa6otbl ¢pyHKumn DHCP Snooping Bce ucnonbsyemble DHCP-cepsepbl
BONXKHbI ObiTb MOAK/IOUYEHbl K «40BepeHHbIM» MOopTam KommyTtatopa. [Ona po6asneHus

nopta B CNMUCOK «A0BEPEeHHbIX» MCNONb3YITCA KOMaHAabl port-security-state trusted, set
port-role uplink B pexXume KoHourypauumn uHtepdeinca. Ana obecneueHnsa 6esonacHoOCTH
BCe OCTa/IbHble NOPTbl KOMMYTATOPa A0/KHbI 6bITb «HEA0BEPEHHbLIMUY.

KomaHObI pexcuma 2n0basnbHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnnuya 130 — KomaHab! perkrma rnobanbHoM KoOHGUrypaumum

3Ha4yeHue/3HayeHue
no ymoa4yaHuo

KomaHoa

Aelicmeue

ip {dhcp| dhcpv6} snooping

Pa3speluaet KommyTaTOpy KOHTPO/IMPOBaHME NpoTokona DHCP.

no ip {dhcp| dhcpv6} -/BbIKNIOYEHO 3anpeL,aeT KOMMyTaTOpy KOHTPOAUpoBaHue npotokona DHCP.
snooping

ip {dhcp| dhcpv6} snooping Paspewaet KoHTponmposaHue npotokona DHCP B npeaenax yka-
vlan vian_id vlan_id: 3aHHoro VLAN.

no ip {dhcp| dhcpv6} (1..4094)/BbIKNIO4EHO | 3anpelaeT KOHTPOAMpPOBaHMe npoTokona DHCP B npesenax yKa-

snooping vlan vian_id

3aHHoro VLAN.

ip dhcp snooping verify mac-
address

- - - -/BKAKOYEHO
no ip dhcp snooping verify

mac-address

BkntouaeT Bepudukaumio MAC-agpeca knmeHTa u MAC-agpeca
MUCTOYHWKA, NnpuHAToro 8 DHCP-nakeTe Ha «Hea0BepeHHbIX» Mop-
Tax.

BbikntoyaeT Bepudpukaumio MAC-agpeca kaveHTa u MAC-agpeca
MCTOYHMKA, NpuHAToro 8 DHCP-nakeTe Ha «HeA0BEepPEeHHbIX» Nop-
Tax.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnuua 131 — KomaHabl pexkuma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show ip {dhcp | dhcpv6}
snooping

OtobparkaeTr cooTtBeTcTBUA U3 daiina (6a3bl) KOHTPOASA NPOTOKO-
na DHCP.

show ip dhcp snooping global -

OTo6pasunTb rnobanbHyto HacTpoiky DHCP Snooping.

show {ip | ipv6} binding

MoKkasaTb Bce cooTBeTCTBUA M3 dalina (6asbl) KOHTPOAA NPOTOKO-
na DHCP.

clear {ipv4 | ipv6} binding

OuncTuTb cooTBeTcTBUA M3 daiina (6asbl) KOHTPOAA MPOTOKONA
DHCP.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanaszoHa uHmepageticos) Ethernet, uHmep-

¢elica epynnsl nopmos

Bupa, 3anpoca KomMaHAHOW CTPOKM B pexume KoHourypauum mHtepdeiica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console (config-if) #

Ethernet-kommymamopebl cepuli MES24xx, MES14xx

98



HELTEX

Tabnnua 132 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet, rpynnsl nHTepdelicos
3Ha4yeHue/3HayeHue
110 yMOAYAHUIO
ip binding limit /imit BKntoyaeT orpaHuyeHne konndectea DHCP-KMeHTOB Ha nopTy

KomaHoa Aelicmeue

no ip binding limit limit (1..1024) BbIk/touaeT orpaHuyeHune konnyecrsa DHCP-KiMeHTOB Ha nop-
Ty

/ YcTaHoBNeHHoe orpaHuyeHuMe no Konuuvectsy DHCP-knueHTOoB 6yper pacnpocTpaHATbCA
v TONbKO Ha HOBble 3anucu. PeKomeHpyeTcA nepep, HaCTPOMKOI OrpaHUYEHUA OYUCTUTD
Tabnuuy knmentoB DHCP snooping.

4.20.3 DSLAM Controller Solution (DCS)

C nomouiblo AaHHOM (YHKUMM HaCcTpaMBaloTCA 3HauyeHuA UAeHTUPUMKATOPOB UHTepdenca wu
peTpaHcaAaTopa npu KoHdurypmposaHnn DHCP snooping, DHCPv6 snooping u PPPoE Intermediate Agent.
Circuit-id — naeHtTuduKkatop umHTEepdelica, ¢ KOToporo npwulien 3anpoc, remote-id — naeHtTudpuKaTop
peTpaHCciATopa, C KOTOPOro npuLwen 3anpoc.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM peRmMma rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnunua 133 — KomaHabl perkrma rnobanbHoM KoHGUrypauum

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o ymMmon4aHuro
dcs information option [dhcp | BKkntounTb gobasneHue circuit id + remote id gns Bcex onuui (T.e.
dhcpvé6 | pppoe-ia] enable dhcp | dhcpv6 | pppoe-ia), imMbo 3a4aTb KOHKPETHbIA MPOTOKOA
-/BbIKAOYEHO ANA BCTaBKKU remote-id u circuit-id.
dcs information option [dhcp | BbikntounTb AobaBneHune remote-id u circuit-id.
dhcpvé | pppoe-ia] disable
dcs agent-circuit-id user- . . YcTaHoBKa circuit-id B dopmate cBo60AHON CTPOKM onpeaenex-
defined identifier identifier (1..63) HOW nosib3oBaTesieM. Bo3aMoXXHO ucrnonb3oBaHue WabnoHoB..
—— CcMMBO108B/WaboH
no <':Ics agent-circuit-id user- %h%i%y YcTaHOBKa 3HAY€HMA MO YMOJIYAHUIO.
defined
dcs agent-circuit-id format- HacTpoiika circuit-id cornacHo pekomeHgaums TR-101.
type [identifier-string] NpeHTndukartop:
identifier option format -identifier — nponsBoibHasA cTpoka 6e3 wabnoHoB..
[delimiter] delimiter dopmar:
-pv — Homep nopTta u VLAN;
-Sp — HOMep C/10Ta M NopTa;
-SV — Homep cnota un VLAN;
identifier (1..48) -Spv — Homep csoTa, nopTa u VLAN.
cumeosios/popmar spv, | Pasgenutenu:
pasgenutens std, -comma - “,";
identifier NULL -dot-“.";
-hash - “#”;
-semi-colon — “;”;
-slash - “/”;
-space = “";
-std — “slot:port/vlan”.
no dcs agent-circuit-id format- YcTaHOBKa 3HAYEHMA NO YMOIYaHUIO.
type
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dcs agent-circuit-id suboption-
type {dhcp | dhcpvé | pppoe-
ia} {tr-101 | user-defined}
[binary] [add-subtypes]

no dcs agent-circuit-id
suboption-type {dhcp | dhcpvb
| pppoe-ia}

-/tr-101

YctaHoBKa popmara circuit-id.

dopmaTbl:

- tr-101- pobasneHue circuit-id B popmaTe cornacHo pekomeHTa-
umam TR-101

- user-defined - po6asneHue circuit-id B ¢popmate csobogHoM
CTPOKM C BO3MOXKHOCTbIO MCMOb30BaHNA WabN0HOB.
JononHuTenbHble NapameTpbl:

- binary - faHHbIV NapameTp yKa3bIBaeT, YTO YMCOBbIE LWABAOHbI
6yayT npeobpasosaHbl B popmat HEX.

- add-subtypes - faHHbIV NapameTp yKasbiBaeT, YTO B UAEHTUPU-
KaTop bypeTt aobasneH AONOAHUTENbHbINM NoATUN (2x 6anToBbLIN
ons DHCPv4 n PPPoE u 4x 6awnTtoBbit ana DHCPv6), B KoTopom
onpegenaetca popmart ctpoku (ASCII - 0x01, HEX-0x00) n annHHa
naeHTudukaTopa.

YCcTaHOBKa 3HaYeHUA N0 YMONYAHUIO.

dcs remote-agent-id user-
defined identifer

no dcs remote-agent-id user-
defined

identifer (1..63)
cMMBO/10B/1WabA0H %m

YctaHoBKa remote-id B ¢opmaTte cBob60gHONM CTPOKKU onpeae-
NEHHOM Nnosib3oBaTesIeM. BO3MOXKHO MUCNoIb30BaHKWe WabaoHOoB.

YCTaHOBKA 3HAY€HUA N0 YMOAYAHUIO.

dcs remote-agent-id
suboption-type {dhcp | dhcpvé
| pppoe-ia} user-defined
[binary] [add-subtypes]

no dcs remote-agent-id
suboption-type {dhcp | dhcpv6
| pppoe-ia}

-/user-defined

YcTaHoBKa popmata remote-id

dopmaTbl:

- user-defined - pob6asneHune remote-id 8 dpopmaTe ceBobogHOM
CTPOKM C BO3MOKHOCTbIO UCMO/Ib30BaHWA WabNOHOB.
[ononHuTeNbHbIE NapameTpbl:

- binary - gaHHbIV NapameTp yKa3bIBaeT, YTO YNC/IOBblE LWABIOHbI
6yayT npeobpasosaHbl B popmat HEX.

- add-subtypes - faHHbIV NapameTp yKasblBaeT, YTO B UAEHTUDU-
Katop 6byaeTt aobaBneH AOMNOAHUTENbHbIM NoaTUn (2x 6anToBbIN
ona DHCPv4 n PPPoE u 4x 6aitToBbii gna DHCPv6), B KoTopom
onpegensaetca popmat ctpoku (ASCII - 0x01, HEX-0x00) 1 annHHa
naeHTuduKatopa.

YCTaHOBKa 3HAYeHUA N0 YMOAYAHUIO.

Tabanua 134 — LWabnoHbl AocTnHble 4na HacTpoliku user-defined ngeHtndurkatopos

Wa6noH OnucaHue
%a IP-appec. OaHHbIN WabnoH MoKeT bbiTb NpeobpasosaH B popmat
HEX.
%h Mma ycTpolictea.
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%p KopoTkoe ums nopta, Hanpumep gil/0/1.

%P OnvHHOe umA nopTa, Hanpumep, gigabitethernet 1/0/1.

%t Tun nopta, Hanpumep gigabitethernet.

%m MAC-agpec nopta B popmate H-H-H-H-H-H-H. OaHHbIn wabnoH
MOXKeT b6bITb NpeobpasoBaH B popmat HEX.

%M MAC-agpec cuctembl B ¢popmate H-H-H-H-H-H-H. daHHbIA Wwab-
JIOH MOXKeT 6bITb NpeobpasosaH B popmat HEX.

%u Homep toHuTa. [aHHbIi WwWabnoH moxeT bbiTb NpeobpasosaH B
dopmat HEX.

%s Homep cnota. [daHHbili WwWabnoH MoxKeT 6biTb Npeobpas3oBaH B
dopmat HEX.

%i ifindex nopta. [daHHbIN WabnoH MOXKeT bbiTb NpeobpasoBaH B
¢dopmat HEX.

%c MAC-agpec aboHeHTCcKoro ycTtpolictea B popmate H-H-H-H-H-H-
H. JaHHbIN WwWabnoH MoKeT bbITb NpeobpasosaH B popmat HEX.

%V naeHtudumkaTop VLAN. [aHHbil wabnoH moxeT 6biTb Npeobpa-

30BaH B dpopmaT HEX.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabanua 135 — KomaHabl pexknuma KoHpurypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

dcs agent-circuit-identifer
circuit_id

no dcs agent-circuit-identifer

circuit_id: (1..63)
cumeosios/wabnoH

YcTaHoBKa circuit-id B ¢opmaTte cBO6OAHON CTPOKM onpenenéu-
HOM nosb3oBaTenem. Bo3MOXHO MCno/b3oBaHMe WabioHOB.

%h%i%v YCTaHOBKa 3Ha4YeHusA Mo YMOYaHMIO.

dcs remote-agent-identifier
remote_id

no dcs remote-agent-identifier

remote_id: (1..63)

YctaHoBKa remote-id B ¢dopmaTte cBO6OAHON CTPOKM onpeae-
NEHHOM nonb3oBaTenem. Bo3MOXKHO MCNob3oBaHWe WabloHOB.

CUMBO/10B/1La6I0H %m

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

KomaHObI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 136 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

show dcs-port-config
[interface fastethernet fa_port
| gigabitethernet gi_port]

fa_port: (0/1..24);

gi_port: (0/1..24) ID u Circuit ID ana nHtepdeiicos.

OTO6parkaeT TeKyLLyo KoHOUrypauuto naeHTndukaTopos Remote

show dcs-global-config

cuit ID.

OTobparkaeT rnobanbHyto KoHdurypauuto naeHtuourkatopa Cir-

Mpumep HacTtpoikn DHCP Snooping Bo VLAN1O c Hactpoirkon DCS-onumini Ha uHTepdeice

Gigabitethernet 0/13.

console (config) # interface gigabitethernet 0/10

(
console (config-if) #
console (config-if) #
console (config-if) #
console (config-if) #

port-security-state trusted
set port-role uplink
switchport mode trunk

exit
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console (config)# ip dhcp snooping

console (config)# vlan 10

console (config-vlan)# ip dhcp snooping

console (config) # interface gigabitethernet 0/13

console (config-if) # switchport general allowed vlan add 10 untagged
console (config-if) # switchport general pvid 10

console (config-if) # dcs remote-agent-identifier enable

console (config-if)# dcs agent-circuit-identifier "3v $p Sh"

console (config-if) # des remote-agent-identifier "3M"

Mpumep HacTponkm DHCP Snooping Bo VLAN10 c HacTpoikoi DCS-onumit ana scex uHTepdeiicos B
¢dopmaTe HEX.

console
console
console

config) # !
config) # interface gigabitethernet 0/10
config-if)# port-security-state trusted

console
console
console

config)# interface gigabitethernet 0/13
config-if)# switchport general allowed vlan add 10 untagged
config-if)# switchport general pvid 10

(
(
(
console (config-if) # set port-role uplink
console (config-if)# switchport mode trunk
console (config-if) # exit
console (config)# ip dhcp snooping
console (config)# dcs remote-agent-id suboption-type dhcpv4 user-defined binary
console (config) # des agent-circuit-id suboption-type dhcpv4 user-defined binary
console (config)# dcs agent-circuit-id user-defined "$%is%v"
console (config)# dcs remote-agent-id user-defined "3M"
console (config)# !
console (config)# vlan 10
console (config-vlan)# ip dhcp snooping
console (config-vlan)# !
(
(
(

4.20.4 3awuma IP-adpeca Knuedma (IP-source Guard)

®dyHKumMa 3awmtbl IP-agpeca (IPSource Guard) npegHasHayeHa pans GuabTpaumm Tpadwka,
NPUHATOrO C UWHTepdelica, Ha OcHoBaHuMM Tabauubl cooTsBeTcTBMi DHCP snooping u cratuyeckux
cooTBeTcTBUI IP Source Guard. Takum obpasom, IP Source Guard nossonsetr 6opoTbca ¢ nogmeHoi |P-
apecoB B NaKeTax.

/' MocKkonbKy GYHKUUA KOHTpons 3awutbl IP-agpeca mcnonb3yer Tabauubl COOTBETCTBUM

DHCP snooping, umeeTt CMbIC/1 UCNOIb30BaTb AAHHYIO GYHKLMIO, NpeABapuUTe/IbHO HacTPoO-
uB 1 Bkatouns DHCP snooping.

KomaHObI pexcuma KoHgpu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnua 137 — KomaHabl perknma KoHourypaumm nHtepdeiica Ethernet

KomaHoa 3HayeHue/3HayeHUEnoyMon4aHuIo Aelicmeue
{ip | ipv6} verify source BkAtouaeT dpyHKUMIO 3awmThl IP-uHTEpdeiica ans nop-
port-security Ta. Nocne BKAOYEHUA Ha MHTepdece Bce 3amucu B

Tabauvue IP Binding yctaHaBnmBatotca B8 TCAM B Kaye-
CTBe pa3speLLaloero npasuia.

no {ip | ipv6} verify source KomaHga yaansaet 3anucu us TCAM u oTKAlOYaeT oT-
port-security 6pacbiBaHme IP-nakeToB Ha Nopry.
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4.20.5 KoHmponb npomokona ARP (ARP Inspection)

®dyHKUMA KoHTpona npoTokona ARP (ARP Inspection) npegHasHayeHa gns 3almTbl OT aTaKk C
ncnosnb3oBaHMem npoTtokona ARP (Hanpumep, ARP-spoofing — nepexsat ARP-TpaduKa). KoHTponb
npotokona ARP ocyliecTBaseTca Ha OCHOBE CTaTUYEeCKUX cooTBeTcTBul IP- 1 MAC-agpecos, 3aaHHbIx A1

rpynnbl VLAN.

’ ' MopT, cKoHPUTYpPUPOBaAHHBLIN «HepoBepeHHbIM» ana ¢yHKumumn ARP Inspection, ponKeH Tak-
Y < e 6bITb «HegoBepeHHbIM» ana ¢yHKumMmn DHCP snooping unu coorsetrcteue MAC-agpeca m
IP-agpeca gna 3Toro nopta A0/KHO 6biTb CKOHPUrypUpOBaHO cTaTuecKu. UHaue paHHbIN

nopT He 6yaeT oTBeyaTtb Ha 3anpocbl ARP.

Y

[Ona HeHapeXHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKU cooTBeTcTBUiM IP- 1 MAC-aapecos.

KomaHObI pexcuma 2a06anb6HoU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXRnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnunua 138 — KomaHabl perkrma rnobanbHoM KoHGUrypaumum

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip arp inspection enable

ip arp inspection disable

-/BbIK/OYEHO

BKAtounTb KOHTpPOAb NpoTokona ARP (dyHKuuio ARP Inspection)

BbIKNHOUMTb KOHTPOAL NpoTokona ARP (pyHKumto ARP Inspection)

ip arp inspection vlan vian_id

no ip arp inspection vlan
vian_id

vlan_id: (1..4094)/
BbIK/OYEHO

PaspelwaeT npoBepKy npoTtokona ARP, ocHoBaHHyto Ha 6ase cooT-
BeTcTBuit DHCP snooping, B Bbi6paHHoM rpynne VLAN.

3anpewaeT nposepky npoTtokona ARP, ocHOBaHHyt0 Ha 6ase cooT-
BetcTBuit DHCP snooping, B Bbi6paHHoM rpynne VLAN.

ip arp inspection validate
{dstmac | dstmac-ipaddr |
ipaddr |srcmac | srcmac-
dstmac | srcmac-dstmac-
ipaddr | srcmac-ipaddr}

no ip arp inspection validate

MpepocrtaBnaeT cneynduyHblie NPOBEPKN ANA KOHTPONA NPOTOKOAA
ARP.

-srcmac: [1na ARP-3anpocoB 1 OTBETOB NPOBEPAETCA COOTBETCTBUE
MAC-agpeca B 3aronoske Ethernet MAC-agpecy UCTOYHMKA B CO-
Aepnmom npotokona ARP.

-dstmac: [ns ARP-oTBeTOB npoBepseTcs cooTeetcTBue MAC-
appeca B 3aronoske Ethernet MAC-agpecy HasHauyeHus B cogep-
*XMmom npotokona ARP.

-ipaddr: Mposepsetca cogepxumoe ARP-naketa Ha Hanuuue He-
KOppeKTHbIX IP-agpecos.

3anpewaeT cneuuduyHbie NPOBEPKU AN KOHTPOAA NPOTOKOAa
ARP.

KomaHOobi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 139 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show ip arp inspection globals

OTobparkaeT cUCTEMHYIO KOHdUrypauuio GyHKLMKM KoHTpona ARP
npoToKona.

show ip arp inspection vlan

[vian_id]

vlan_id: (1..4094)

Otobparkaet cnucok VLAN, Ha KoTopbix akTnueeH ARP Inspection.
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show ip arp inspection MoKa3bIBaeT CTaTUCTUKY 418 CNeAyIoLMX TUNOB NaKeToB, KoTopble
statistics [ vlan vian_id] 6b111 06paboTaHbl Npy Nomowm dyHKUMKM ARP:
vlan_id: (1..4094) - nepefaHHble naketbl (forwarded);

- noTepsAHHble nakeTsl (dropped);
- owmnbkKm B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics [ vlan vian_id]

vian_id: (1..4094) OuunLaeT CTaTUCTUKY KOHTPOAA npoTokona ARP Inspection.

4.20.6 Hacmpolika ¢pyHkyuu MAC Address Notification

®dyHkuma MAC Address Notification nosBonseT oTcne)KvMBaTb MNOSABAEHWME U WUCYE3HOBEHUE
aKTMBHOro o060pyAOBaHMA Ha CeTU NyTemM COXpPaHeHWsa wuctopum ulydenma MAC-agpecos. [pu
0bHapyKeHUM U3MeHEeHNI B cocTaBe M3ydeHHbIx MAC-agpecoB KOMMYTAaTOpP COXpaHAET MHbOPMALMIO B
Tabnvue u umsBewaer o6 3ToM C nNomMoublo coobueHnit npotokona SNMP. PyHKuma umeer
HacTpavMBaemble MapameTpbl — [ybuHa UCTOPUM O COBBLITUAX U MWHMMA/IbHBIA MHTEpPBa/l OTMPaBKMU
coobueHnit. Cepsuc MAC Address Notification oTKkaloueH NoO ymMOMYaHUIO U MOMKET ObiTb HACTPOEH
BbIOOPOYHO A1 OTAENbHbIX MOPTOB KOMMYyTaTOpPa.

KomaHObI pexcuma 2106a1bHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pPeXKMME rNobanbHOM KOHPUIypaLmm:

console (config) #

Tabnnua 140 — KomaHab! pexknuma rnobanbHoM KoHbUrypauum

Komanda 3HayeHue/ 3HayeHue Neiicmeue
no ymoa4YaHuro
mac-address-table notification KomaHzaa npepHasHayeHa pAna rn1ob6anbHOro  ynpasneHuA
change ¢dyHKRumen MAC notification. KomaHaa paspelsaet perucrpa-
umio cobbitnin fobasneHuns n yaanesna MAC-agpecos 13 Tab-
JIML, KOMMYTaTOpa M OTNPABKY YBEAOM/IEHUA O COBbITUAX.
-fBbikniouena Ons pabotbl GyHKUMKM HEOBXOAMMO AOMNOJHUTENbHO paspe-
LWaTb reHepaLuio yBeLOMNEHNI Ha UHTepdelicax (CM. HUKe).
no mac-address-table BbikntovaeT pyHKuMo MAC notification rno6anbHo 1 oTmeHseT
notification change COOTBETCTBYHOLLME HACTPOMKM Ha BCeX MHTepdelcax.
mac-address-table notification MaKcMManbHbI NPOMENKYTOK BPEMEHW MeXAy OTnpaBKamwu
change interval value SNMP-yBegomneHnin. Ecan 3HauyeHWe MWHTepBana BpemeHu
paBHo 0, TO reHepaLma yBeAOMIEHUIN N COXpaHeHUe cobbITuin
B UCTOPUIO BYAET OCYLLECTBAATLCA HEMELNEHHO NO Mepe BO3-
HWUKHOBEHUA COBbLITUA 06 WM3MEHEeHUW COCTOAHUA Tabauubl
value: MAC-agpecos. Ecnv 3HaueHne uHTepBana BpemeHun 6onblue 0,
(0..4294967295)/1 TO YCTpOWCTBO ByAeT HakanaueaTb cobbITUA 06 M3MeHeHWUn
cocToAHMA Tabanubl MAC-afpecoB B TeYeHWE 3TOr0 BPEMEHMU,
a 3aTemM OTNpPaBAATb yBeAOMAEHUA npoTokona SNMP u coxpa-
HATb COBbITUA B UCTOPUN.
no mac-address-table BoccTaHaBAMBaeT 3HAYEHME MO YMOIYAHUIO.
notification change interval
mac-address-table notification KomaHaa 3apaeT MakCMManbHOEe KO/MYecTBO cobbiTuii 06
change history value M3MEHEHUN cocToAaHuna Tabamubl MAC-agpecoB, KOTOpoe co-
XpaHsaeTca B UctTopun. Ecnm yctaHoBNEH pasmep UCTOpUK pas-
Hblh 0, TO cObbITUA He coxpaHAtoTcA. MNpu nepenonHeHun by-
value: (0..500)/1 ¢depa uctopum HoBoe cobbiTe NOMEeLLAeTCA Ha MeCTo CaMoro
cTaporo.
no mac-address-table BoccTaHaBAMBaeT 3HaYeHMe No YMONYAHUIO.
notification change history
logging events mac-address- BKNOUMTL OTNpaBKy TpanoB B syslog 0 cobbiTMAX M3yyeHus
table change /BeiknI0qeHO wnu ypanenma MAC-agpecos.
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KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnnua 141 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aeiicmeue

snmp trap mac-address-
notification change [learnt |
removed]

no snmp trap mac-notification
change [learnt | removed]

-/BbIKNIOYEHA

BKAtoYeHWe reHepaunn yBeAOMAEHUI Ha KaKAOM MHTep-
deiice o cobbITMAX M3MeHeHMA cocToAaHua MAC-agpecos.
OTOeNnbHO MOXKHO paspellnTb reHepauuio yBeLoMIeHU
TonbKo 06 usyyeHnn MAC-agpecos, AMb0O TONBKO 06 MX
yaaneHuu.

OTKAtOYEHWE reHepauun yBeaoMIeHU Ha uHTepdelice.

snmp-server enable traps
errdisable { storm-
control|loopback-detection|
udld}

no snmp-server enable traps
errdisable { storm-

control | loopback-
detection|udid}

-/BKNtOYEHa

BKntoueHMe reHepauuMun yBeLOMEHUU Mpu GIOKMPOBKE
nopTa no cobbITUAM:

- loopback-detection — o6Hapy:keHue netens;

- udld — akTMBaums 3awmTol UDLD;

- storm-control — WxpoKoBeLwaTeNbHbIN LWTOPM

OTKAtOYEHME reHepaumn yBeLOMIEHNA Ha HTepdeiice.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KoMaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnunua 142 — KomaHabl perkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

show mac-address-table
notification change history

OTobpaxeHue BCex yBefOMNEHUI 06 U3MEHeHUW co-
ctoaHna MAC-agpecoB, COXPaHEHHbIX B UCTOPUM.

show snmp-server traps

MocmoTpeTb COBbLITMA, MPU KOTOPbLIX reHepupyloTca Tpa-
nbl.

4.21 ®dyHKkumu DHCP Relay nocpeaHuka

KommyTtatopbl nogaep*xkmsatot ¢pyHKumMmn DHCP Relay areHTa. 3agayeit DHCP Relay areHTa siBnaetcs
nepenaya DHCP-nakeToB OT KAMEHTa K cepBepy 1 obpaTHO B cayyae, ecim DHCP-cepBep HaxoauTcs B o4-
HOM CeTu, a KAneHT B gpyron. Opyroi ¢yHKUMel asnaeTca gobasneHme 4onoaHUTENbHbIX onumii B DHCP-
3anpocbl KAneHTa (Hanpumep, onumu 82).

MpuHumn pabotol DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTAaTOpP NPUHMMAET OT KaneHTa DHCP-
3anpochbl, NepesaeT 3TU 3anpockl CEPBEpPY OT UMEHW KMeHTa (OCTaBAsAA B 3amnpoce onuun ¢ TpebyembiMum
KIMEHTOM MapamMeTpamMm W, B 3aBUCMMOCTU OT KOHOUrypaumm, nobasnsaa ceoun onuuu). Monyums oTeeT OT
cepsepa, KommyTaTop nepenaeT ero KameHTy. CoBmecTHas pabota dhcp relay n dhcp snooping B Tekywei

BEepPCUN HEBO3MOXKHA.
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KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunuya 143 — KomaHab! perkmnma rnobanbHoM KoHGUrypaumum

KomaHda

3HayeHue/3HayeHue
o yMmon4YaHuo

Aelicmeue

service dhcp-relay

no service dhcp-relay

-/BbIKIOYEHO

BkntoueHune ¢pyHKunit DHCP Relay areHTa Ha KommyTaTope.

BbikntoueHne ¢pyHKumii DHCP Relay areHTa Ha KommyTaTope.

ip dhcp server ip_add

no ip dhcp server ip_add

Mo»keT 6bITb 3a4aHO
00 NATU cepBepoB

3apaet IP-agpec goctynHoro DHCP-cepsepa ana DHCP Relay areH-
Ta.

Ypanset IP-agpec u3s cnucka DHCP-cepsepos ana DHCP Relay
areHTa.

KomaHOwb! pexcuma EXEC

Buz 3anpoca KomaHAHON CTPOKKM pexxnma EXEC:

console#

Tabnunuya 144 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuo

Aelicmeue

show ip dhcp relay information
{FastEthernet fa_port |
Gigabitethernet gi_port | vlan
| vian}

fa_port: (0/1..24);
gi_port: (0/1..24);
vlan: (1..4094)

OTobparkaeT KoHOUrypaumo HacTpoeHHol ¢yHKuum DHCP Relay
areHTa ANa KOMMYTaTopa M OTAENbHO 41A MHTEpPEcoB, a TakKe
CMWCOK AOCTYMHbIX CEPBEPOB.

show dhcp server

OTO6paKaeT CNUCOK AOCTYMNHbIX CEPBEPOB.

4.22 KoHdurypauusa PPPoE Intermediate Agent

®yHKumA PPPOE IA peanvsoBaHa B COOTBETCTBUM C TpeboBaHMAMM AoKkymeHTa DSL Forum TR-101 u
npesHasHavyeHa Ana UCMO0Ab30BAHNA Ha KOMMYyTaTopax, paboTatowmx Ha ypoBHe AocTyna.

dyHKUMA NO3BONAET AOMNONHATL NakeTbl PPPOE Discovery MHbopmaumeid, XapaKkTepusylowen MH-

Tepdelic goctyna. 3T0 HEOOXOAMMO ANA UAEHTUOUKALMKM NOIb30BATENLCKOrO MHTepdeica Ha cepeepe
poctyna (BRAS, Broadband Remote Access Server). YnpaBneHue nepexsaTom u 06paboTKoi nakeTos
PPPoE Active Discovery ocyuiectsnseTtcs rn1obanbHO ANA BCEro YCTPOMCTBA M BbIBOPOYHO ANS KarKAoro
nHTepdelica.

Peanunsauma ¢yHKumMmn PPPOE IA npenocTaBideT AONOAHUTENbHbIE BO3MOXHOCTU KOHTPOASA CO06-
LLLEHWM NPOTOKOA NYyTEM HAa3HAYeHUA AOBEPEHHbIX MHTEPENCOB.

KomaHObI pexcuma 2n06as1bHol KoOHgu2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM peXxnma rinob6anbHoM KoOHbUrypauum:
console (confiqg) #

Tabnnua 145 — KomaHab! pexknuma rnobanbHoM KOHGUrypauum

3HayeHue/3Ha4yeHue
no yMmoA4YaHuio

KomaHda Aelicmeue

pppoe-ia snooping [No6anbHO BKAKOYMTb KOHTPONb GyHKLMM PPPOEIA.

-/BbIK/IIOYEHO

no pppoe-ia snooping BbIKNOUMTb KOHTPOIb GYHKUMKM PPPOEIA.
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timeout range

pppoe-ia snooping session

timeout 0

pppoe-ia snooping session

range: (0..600)/300

3apatb TanMmayT gaa paboTbl GyHKUMKM PPPOE IA.

OTKNOYNTb TaMayT gns paboTbl GyHKUmMmM PPPOE IA

pppoe passthrough

-/OTKAOYEHO

BkntoueHne komaHApbl 3actasnseT PPPoE-nakeTbl NnpoxoanTb Yepes
KOMMYTaTOp Kak HeU3BecTHbIl L2-TpaduK, u genaet ux "Hesuau-
mbimun" ana IP ACL.

no pppoe passthrough

BKkatoyaeT napcuHr MHKancyanposaHHbIX B PPPoE-naketax L3-
3aro/ioBKoB, npasuna IP ACL HauMHalT paboTaTb AN MHKaANCyau-
POBaHHbIX NAKETOB.

' ' Dna KoppekTHoi paboTtbl PpyHKUuuM PPPOE Intermediate Agent Bce ucnonbsyembie PPPOE-

- cepBepa A0JIKHbI 6biTb NOAKAOUYEHDI K «A0BEPEHHbIM» NMOPTAaM KommyTaTopa. Ana aobas-
JIeHUA NOpPTa B CMMUCOK «A40BEPEHHbIX» UCNOJIb3YIOTCA KOMaHAbl port-security-state trusted,
set port-role uplink B pexxume KoHdurypaumum nHrepdeica. Ana obecneyeHmnsa 6esonacHocTn
BCe OCTa/IbHble NOPTbl KOMMYTATOPA AO0/IKHbI 6bITb KHe40BEePEHHbIMUY

4.23 KoHdurypauma ACL (cnucku KoHTpona gocryna)

ACL (Access Control List — cnucok KoHTposa goctyna) — Tabauua, KoTopasa onpegenser npasuna
bunbTpaLmm BXxoaALLero n ncxoaaulero TpadmMKka Ha OCHOBAHWWM NepefaBaemblX B MaKeTax NPOTOKO/OB,

TCP/UDP noprtos, IP-agpecos nam MAC-aapecos.

Ha paHHbIM mMomeHT peanm3auma ACL TakoBa: Kaxabih ACL cogeput TonbKo 1 npasuno.
Heckonbko ACL MOXHO NpuBA3aTb K OA4HOMY UHTepdelicy. MopsaaoK oTPaboTKM NpaBMa onpesenseTca no
npuopuTeTy Npasmna , ykasaHHomy B ACL, npu paseHcTBE NpnopmuTeTos - No Homepy ACL.

ACL aBTOMaTMYECKM CHUMAETCA C MHTepdelica NpU U3SMEHEHMM B HEM MPaBUAa.

MakcumanbHoe uncno ACL— 100 IP/IPv6 n 100 MAC.

KomaHapl Ana cosgaHua U pegaktuposBaHua cnuckoB ACL gocTynHbl B pexume rnobanbHol

KOHbUrypaumu.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

KomaHaHan cTpoKa B perkume rnobanbHo KOHGUIypauumn nmeet Bua;

console

(config) #

Tabnnuya 146 — KomaHabl gns co3ganusa u KoHdurypaumm cnnckos ACL

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ip access-list standart
access_list_num

access_list_num:

no ip access-list standart
access_list_num

(1..1000)

Co3paHune ctaHaapTHOro cnmcka ACL.

Y8anuTb CTaHAAPTHbIN cnncok ACL.

ip access-list extended
access_list

no ip access-list extended
access_list

access_list_num:
(1001..65535)

ipv6 access-list extended
access_list_num

Co3gaHune HoBOro pacwmnpeHHoro cnucka ACL ana agpecauum IPv4
N BXOZ, B PEXMM ero KoHdurypaumm (ecam cnmcok ¢ aHHbIM nme-
Hem elle He co34aH), b0 BXOA B PEXUM KOHOUrypauuu paHee
CO343aHHOrO0 CrMCKa.

YpaneHue pacwmpeHHoro cnucka ACL ana agpecauun IPv4.

Co3pgaHune HoBOro pacwmpeHHoro cnucka ACL ana agpecauum IPve
N BXOZ4, B PEXMM ero KoHdurypaumm (ecam cnmcok ¢ aHHbIM nme-
Hem elle He co34aH), IM60 BXOZL B PEXUM KOHOUrypauuu paHee
CO343aHHOrO0 Cru1CKa.
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no ipv6 access-list extended
access_list

YpaneHune pacwmpeHHoro cnucka ACL ana agpecauum IPv6.

mac access-list extended
access_list_num

no mac access-list extended
mac_access_list_num

mac_ access_list_num:
(1..65535)

Co3gaHue HoBoro cnucka ACL Ha 6ase MAC-agpecauuun u Bxog, B
pexum ero KoHoUrypaumm (ecam Cnmcok ¢ AaHHbIM UMEHEM elLle
He co3aaH), MMbo BX0A, B PEXUM KOHPUIypaLmm paHee cO3aHHO-
ro crnucka.

Yaanenue cnucka ACL Ha 6ase MAC-agpecaumm.

user-defined offset offset _id {

12 | ethtype | 13 | 14 } value

no user-defined offset
offset_id

offset_id: (1..4);
value: (0..255)

HacTpolika cmelleHus B H6aliTax OTHOCMTENbHO BbibpPaHHOM CTap-
TOBOW NO3UUMK. 3HAYEHME U MaCKa, Ucnosibyemble ana GunbTpa-
umn, 3aaat0Tca Yepes napametpbl ACL-npasua.

- 12 — Hauyano naketa (Destination MAC address).

- ethtype — Ethertype (cambiit BHyTpeHHU, Npy Hannumm VLAN-
Teros)

- 13 — L3-3aronosokK

- 14 — L4-3aronoBok

YpaneHue cmeleHUsa OTHOCUTENIbHO BblOPaHHOM CTapTOBOW Mo-
3Uumnn.

Ona Toro 4ytobbl aKkTMBM3MpoBaTb cnmncok ACL, HeobxogMmo cBfA3aTb €ro c WHTepdeincom.
NHTepdelicom, MCNONb3YIOLWMM CIIMCOK, MOXKET bbiTb 160 nHTepodeiic Ethernet, nnbo rpynna noptos. Ha
JaHHbIA MOMEHT NOAJEPKMBAETCA TONbKO BXOAALLEe HanpasieHne Ha uHTepdelicax (in).

KomaHObI pexcuma KoHguaypauuu uHmepgpelica Ethernet, VLAN

KomaHaHan cTpoka B perxume KoHdurypaumm nHtepoderica Ethernet, VLAN, rpynnbl nopToB umeet

BMA;

console (config-if) #

Tabnuua 147 — KomaHaa HasHaveHma cnucka ACL-uHTepdeiicy.

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip access-group
access_list_num in

no ip access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpolikax onpeaenéHHoro ¢pusmyeckoro uHTepdelica Koman-
0,3 NPUBA3bIBAET YKa3aHHbIV CNUCOK K aHHOMY UHTepdelicy.

YpaneHue cnucka c uHTepdelica.

mac access-group
access_list_num in

no mac access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpolikax onpeaenéHHoro ¢pusmyeckoro uHTepdelica Koman-
[a Np1BA3bIBaET YKa3aHHbI Mac-CMMCOK K JaHHOMY UHTepbeiicy.

YpaneHuve cnucka c uHtepdelica.

KomaHObi pexcuma Privileged EXEC

KomaHaHan cTpoka B pexume Privileged EXEC nmeet Bua;

console#

Tabnunuya 148 — KomaHapl ana npocmoTpa cnmckos ACL

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

show access-lists
[access_list_num]

access_list_num: (1-
65535) cumsona

MokasbiBaeT cnuckn ACL, co3gaHHble Ha KOMMmyTaTope.

4.23.1 Kongpucypayusa ACL Ha 6a3e IPv4

B paHHOM pasgene npuBeAeHbl 3HAYEHUA M OMUCAHUA OCHOBHbIX MAPaMETPOB, UCMOJIb3yEMbIX B
COCTaBe KOMaHZA, HacTpolikmn cnnckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv4. CosgaHune n BXO4 B PEXUM
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pefaktTuposaHua cnuckos ACL, oCHOBaHHbIX Ha agpecauunm IPv4, ocywecTBiseTcA MO KOMaHAae: ip
access-list {extended | standart} access-Iist num.

Tabnmua 149 — OCHOBHblE NapamMeTpbl, UCNOIb3yeMble B KOMaHAaX

Mapamemp 3HavyeHue Aelicmeue

permit [Oeictaue ‘paspewnts’ Co3pgaeT paspellatowee npasuno uabtpaumm B cnncke ACL.

deny [Oevicteue ‘3anpetuTs’ Co3gaeT 3anpeLatollee npasmao puabtTpaumm B cnucke ACL.

protocol Mone npefHasHAayYeHO ANA yKasaHWA NPOTOKoAa (MAn Bcex npo-
TOKO/10B), Ha OCHOBe KoToporo byaeT ocyuwecTsasetca GuabTpa-
uma. NMpu BbIOOPE NPOTOKO/IA BO3MOXKHbI C/eAytoLme BapuaHTbl:

MpoTokon icmp, ip, tcp,udp, ipv6, ipv6:icmp, ospf, pim,nMbo uncnosoe

3HayeHue NPOTOKOa, B AnanasoHe (0 — 255).
[na cooTtBeTcTBUA NtOBOMY NPOTOKO/Y MCMNONbL3YETCA 3HAYeHue
IP.

source AApec UCTOYHMKA Onpegenset IP-agpec UCTOYHMKaA NaKeTa.

source_mask

Macka agpeca UCTOYHUKa

Macka, npumeHaemaa K IP-agpecy MCTOYHMKA nakeTta. Macka
onpegpensaet 6utbl IP-agpeca, KOTopble HEOBXOANUMO WUFHOPUPO-
BaTb. B 3HaYeHMA UrHopmpyembix 6UTOB AOKHbI ObITb 3aMMCaHbI
eAnHUUbI. Hanpumep, MCNonb3ya MacKy, MOXHO onpeaenntb ans
npasuna ¢unbtpaumm IP-cetb. YT06bI [06aBUTH B MpaBUIO
dunbTpaumm IP-cetb 195.165.0.0, Heob6xoanMMO 3a4aTb 3HaYeHUe
Macku /16, To ecTb COrnacHO AaHHOM macke nociegHue 16 6ut
IP-appeca 6yayT UrHOpMpoBaTbCA.

destination

Afpec HazHayeHun

Onpepenset IP-agpec Ha3HaYeHMA NakeTa.

destination_mask

Macka agpeca HazHavyeHuA

butoBasa macka, npumeHaemas K IP-agpecy HasHauyeHWA nakeTa.
Macka onpegensetr 6utbl IP-agpeca, KoTopble HEOOXO4UMO UT-
HOpMpPOBaTb. B 3HauYeHWA UrHopupyembix BUTOB [OMKHbI ObITh
3anucaHbl eauMHuubl. Macka Mcnonb3yeTcA aHaZorMyHO Macke
source_mask.

vlan NpeHtndukatop Vlan Onpegaenset Vlan, ana Kotoporo byaet NpUMEHATLCA NPaBUo.
dscp Mone DSCP B 3aronosKe L3 Onpe,u,enﬂezT 3HayeHne DSCP-nons diffserv. BoamorkHble Kogabl
coobueHnit nons dscp: (0 — 63).
Mpuoputer IP Onpeaenset npuoputeT IP-TpaduKa: (0-7).
icmp_type Tun coobwennin npotokona ICMP, ncnonbayembln ans eunbvrpa-
- umm ICMP-naketoB. YvncnoBoe 3HayeHWe TuMa COOOLLEHMA, B
AunanasoHe (0 — 255).
icmp_code Kopg, coobuieHunit npotokona ICMP, ncnonbsyemblt gns uabtpa-

Kopg, coobuieHunsa npoToKona
ICMP

umn  ICMP-naketoB. Bo3MO’KHble Kogbl COOb6WEHUIA nona
icmp_code: (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4yeHun

source_port

UDP/TCP-NopT MCTOYHUKA

Bo3moskHble 3HayeHus nons TCP/UDP-noprTa: eq, gt, host,lt,range

priority MHAEeKC 3a4aeT NOAOXKEHNe NpaBuaa B CIUCKE U ero NpUopuUTeT.
MpuopuTeT 3anucu Yem meHblue MHAEKC — TeM NpuopuTeTHee Npasuao. [uanasoH

O0MNYCTUMBbIX 3HaYeHui (1..255).
parametr OnuuMoHanbHbI NapameTp Npu KOHGUIrypMpoBaHMM CrnCKa Aoc-
OnuuoHanbHbIM NapameTp | Tyna: cvlan-id, cvlan-priority, dscp , priority, single-tag, tos, user-

definded, traffic-class
/\ B ctaHpapTHbIX ip ACL BO3MOKHa PpunbTpaLma TONbKO No npedpuKcam, B paclumpeHHbix ACL
= NOo AONO/IHUTE/IbHbIM NapameTpam.

Nocne Toro, Kak nboit ACL 6yget npusasaH K uHTepdeicy, gna storo uHTepdeiica npu-
V meHuTtca npasuao implicit deny any any.
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Tabnunuya 150 — KomaHabl, ucnonbayemble ana HacTpokm ACL-cnnuckoB Ha ocHoBe IP-aapecauum

KomaHda

Aeiicmeue

permit protocol {any | source host } {any | destination }
[parametr]

[obaBnseT paspelsatowyto 3anucb GuAbTPaUUM AAa NPOTOoKoAa.
MaKeTbl, OTBeYaloWMe ycioBMAM 3anucu, byayT obpabaTbiBaTbeA
KOMMYTaToOpPOM.

permit ip {any | source host } {any | destination }
[parametr]

[ob6aBnseT paspeluatoLlyto 3anmcb GuabTpaLmmn ans npotokona IP.
MakeTbl, OoTBevaloWMe ycioBMAM 3anucK, byayT obpabaTbiBaTbeA
KOMMYTaToOpOM.

permit icmp {any | source host } {any | destination }
[parametr]

[obasnseT paspelwatrowyto 3anuce GUAbTPaLMUM ANA NPOTOKOANA
ICMP. MNakeTbl, OTBEYalOLLME YCAOBMAM 3anucu, byayt obpabaTbl-
BaTbCA KOMMYTATOPOM.

permit tcp {any | source host } {any | destination }
[parametr]

[obasnseT paspelwatrowyto 3anuce GUAbTPaLMUM ANA NPOTOKOANA
TCP. MNakeTbl, OTBeYaloWMe ycnoBuAM 3anucu, byayT obpabatbl-
BaTbCA KOMMYTATOPOM.

permit udp {any | source host } {any | destination }
[parametr]

[obasnseT paspelwatowyto 3anuce GuUAbTPaLMM A1A NPOTOKONA
UDP. MakeTbl, oTBEYatloLWMe yCAOBUAM 3anucu, byayT obpabatbi-
BaTbCA KOMMYTaTOPOM.

deny protocol {any | source host } {any | destination }
[parametr]

[ob6aBnser 3anpewaolyto 3anncb GuabTpauuM Aaa NpoToKoAa.
MakeTbl, oTBevalowWwMe ycnoBMAM 3anucu, ByayT 6a0KMpoBaTbCA
KOMMYTaToOpOM.

deny ip {any | source host } {any | destination }
[parametr]

[ob6asnseT 3anpeLyatoLLyto 3anmuce GuabTpaLmmn ans npotokona IP.
MakeTbl, oTBevalowWwMe ycnoBMAM 3anucu, ByayT 6a0KMpoBaTbCA
KOMMYTaToOpOM.

deny icmp {any | source host } {any | destination }
[parametr]

[obasnseT 3anpelwatollyto 3anuce GUAbTPaLMUM ANA NPOTOKOAA
ICMP. MaKeTbl, OTBeYalLlMe ycioBMAM 3anuck, byayt 6aokupo-
BaTbCA KOMMYTaTOPOM.

deny tcp {any | source host } {any | destination }
[parametr]

[obasnseT 3anpelwatolyto 3anuce GUAbTPaLMU ANA NPOTOKOAA
TCP. MaKeTbl, OTBEYaloLWme ycnoB1am 3anucu, byayT 610KkMpoBaThb-
CA KOMMYTaTOPOM.

deny udp {any | source host } {any | destination }
[parametr]

[obasnseT 3anpelwatolyto 3anuce GUAbTPaLMM ANA NPOTOKOAA
UDP. MMakeTbl, OTBevalolme ycnoBMAM 3anucu, byayT 6a0Kupo-
BaTbCA KOMMYTaTOPOM.

4.23.2 KoHepueypayusa ACL Ha 6a3e IPv6

B maHHOM pa3sgene npvBefeHbl 3HAYEHUA U OMUCAHMA OCHOBHbIX NMAaPaMeTPOB, UCMOJb3yeMblX B
COCTaBe KoMaHZ HacTpolku cnmckos ACL, ocHOBaHHbIX Ha agpecauunn IPv6.

Co3sgaHue n BXo4 B pexum pefaktnpoBaHma cnuckoB ACL, OCHOBaHHbIX Ha aapecauun [Pv6,
OCyLLEeCTBNAETCA NO KOMaHAe: ipvé access-list extended apvé access-list. Hanpumep, ana
co3gaHusa cnucka ACL nog HasBaHMem MES IPv6 Heob6xo4MMO BbINONHUTL Cieaytolme KOMaHgbl:

console# configure terminal

console (config)# ipvé access-list extended ipv6 access list num

console (config-ipvoe-acl) #

Tabnunua 151 — OcHOBHbIe NapamMeTpbl, UCNOb3yeMble B KOMaHaax

Mapamemp 3HavyeHue Aelicmeue
permit [JeiicTeume ‘paspewnts’ Cospaet paspeluatolee npasuao dunbTpaumm B cnncke ACL.
deny [Oelicteue ‘3anpetuts’ Co3paet 3anpewatolee npasuno unbtpaumm B cnucke ACL.
protocol Mone npefHasHayeHo A/ yKasaHWA NPOTOKosa (Mam Bcex npo-
NooToKON TOKO/I0B), Ha OCHOBE KOTOporo ByaeT ocyuiecTsafeTca GpunbTpa-
P umA. Mpu BbIGOpe NPOTOKO1A BO3MOXKHbI CeAyloLMe BapuaHTbI:
icmp, tcp,udp, ipv6.
source Appec UCTOYHMKA Onpepenset IP-agpec NCTOYHMKA NakeTa.
destination Aapec HasHavyeHua Onpepgensert IP-agpec HazHavyeHMA NakeTa.
vlan NaeHTndmkaTop Vlan Onpegenset Vlan, gnsa KoToporo 6yaeT NpMMeHATbLCA NPaBUIO.
dsc Onpegenser 3HadeHune DSCP-nonsa diffserv. Bo3amoxkHble Kogpl
P MNone DSCP B 3aronoske L3 peA . A
coobuweHnit nona dscp: (0 — 63).
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icmp_type Tun coobuweHuii npotokona ICMP, ncnonbsyemoii gns puabTpa-
- umm ICMP-nakeToB. YncnoBOE3HauYeHMETMNacooblleHmsa, Bana-

nasoHe (0 — 255).
icmp_code Kopg, coobuieHunii npotokona ICMP, ncnonbayembln ana punbtpa-

Koz coobluieHnsa npoTokona
ICMP

unm  ICMP-naketoB. Bo3MOMHble

icmp_code: (0 — 255).

Koabl coobuweHuin nons

destination_port UDP/TCP-nopT Ha3Ha4yeHus

source_port UDP/TCP-nopT UCTOYHMKA

Bo3moskHble 3HaveHmna nons TCP/UDP-noprTa: eq, gt, host,It,range

iorii HAOEK T NOJIOXKEHME N un NUCKe U ero NpuopuTeT.
riorit MHAaeKc 3agaeT NoJsioXKeHWe NpaBuia B CUCKe U ero opuTe
MpuoputeT 3anucun Yem meHblle MHAEKC — TemM NpuopuTeTHee npasuno. [AnanasoH
[ONYyCTUMBIX 3HaYeHnin(1..255).
parametr OnNuUMOHaNbHbIN NapameTp Npu KOHPUIypMpoBaHMM CNUCKa AOC-

OnuMoHanbHbIN NapameTp

Tyna: eq, gt, It, range, dscp, traffic-class

v

Mocne Toro, Kak nb6oit ACL 6yaet npuBAsaH K uHTepdeiicy, ana 3Toro uHTepdeiica npum-
meHuTcAa npasuno implicit deny any any.

Tabnunua 152 — KomaHabl, Ucnosibayemble aaa HacTpoliku ACL-cnnuckoB Ha ocHoBe IP-aapecauunn

KomaHoa

Aeiicmeue

permit protocol {any|source host} {any|destination}
[parametr]

[ob6aBnser paspeluatowyto 3anucb GuUAbTPaUMUM AAA NPOTOKoAa.
MakeTbl, OoTBeYaloWwMe ycioBMAM 3anucK, byayT obpabatbiBaTbeA
KOMMYTaToOpOM.

permit ipv6 {any|source host} {any|destination} [ob6asnaeT paspellatollyto 3anucb GUAbTPALMM A4 NPOTOKOANA

[parametr] IPv6. MakeTbl, oTBevatowWwme ycioBuam 3anucu, byayt obpabatbl-
BaTbCA KOMMYTaTOPOM.

permit icmp {any|source host} {any| destination} [ob6asnaeT paspellatollyto 3anucb GpuUAbTPaLMM AAA NPOTOKOANA

[parametr] ICMP. MNaKeTbl, OTBeYaloLWmMe ycnoBuamM 3anucu, byayt obpabaTbl-
BaTbCA KOMMYTaTOPOM.

permit tcp {any|source host} {any|destination} [parametr] | Jo6asnseT paspewatowyto 3anucb GUALTPALMM ANA NPOTOKOANA
TCP. MakeTbl, oTBeyYatowme ycnoBuMAm 3anucu, byayTt obpabatbl-
BaTbCA KOMMYTaTOPOM.

permit udp {any|source host} {any| destination} [ob6aBnser paspelwatoyo 3anucb GUAbBTPaLMM ANA NPOTOKOAA

[parametr] UDP. MakeTbl, oTBeEYatowme ycnosuam sanucu, byayt obpabatbl-

BaTbCA KOMMYTaTOPOM.

deny protocol l{any|source host} {any|destination}
[parametr]

[ob6aBnser 3anpelalolyto 3anncb GuAbTPauuM 4aa NPoToKoAa.
MakeTbl, oTBevalowWwme ycnoBMamM 3anucu, 6yayT 6a0KMpoBaTbCA
KOMMYTaToOpPOM.

deny ipv6 {any|source host} {any|destination} [parametr]

[JobaBnaeT 3anpelatollyo 3anncb GUAbBTPaLMK ANA NPOTOKoAa
IPv6. MaKeTbl, oTBeYaloLWMe yCAOBUAM 3anucu, byayT 6J0KMpo-
BaTbCA KOMMYTAaTOPOM.

deny icmp {any|source host} {any|destination} [parametr]

[JobaBnaeT 3anpelatollyo 3anncb GUALTPaLMK AN NPOTOKoAa
ICMP. MaKeTbl, oTBeYatolWme ycaoBUAM 3anucu, byayt 610Kupo-
BaTbCA KOMMYTaTOPOM.

deny tcp {any|source host} {any| destination} [parametr]

[JobaBnaeT 3anpelatolyo 3anncb GUALTPaLMK ANA NPOTOKoAa
TCP. MaKeTbl, OTBEYalOLWME YCAOBUAM 3anucK, byayT 610KMpoBaTb-
€A KOMMYTaTOPOM.

deny udp {any|source host} {any| destination} [parametr]

[JobaBnaeT 3anpelatolyo 3anncb GUALTPALMK AN NPOTOKoAa
UDP. MMakeTbl, oTBevalolme ycnoBuam 3anucu, byayT 610Kupo-
BaTbCA KOMMYTaTOPOM.

4.23.3 KoHgpueypayus ACL Ha 6a3ze MAC

B gAaHHOM pasgene npuseneHbl 3Ha4eHUA

M ONnncCaHMA OCHOBHbIX NAapaMeTpPOoB, NCNOJIb3yEMbIX B

cocCTaBe KoMaHA HacTpoliku cnmckoB ACL, ocHoBaHHbIXx Ha MAC-agpecaunu.

CosgaHue n BXo4, B pexum pepaktmpoBaHma cnuckos ACL, ocHoBaHHbIx Ha MAC-agpecauumm,
OCYULIECTBNIAETCA NO KOMaHAe: mac access-list extended access-l1ist num.
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Tabnunuya 153 — OcHOBHbIE NapamMeTpbl, UCMOb3yeMble B KOMaHAaxX

Mapamemp 3HaveHue Aelicmeue
permit [ewcTBre paspewmnTb Co3pgaeT paspelatouee npasuno ¢uabTpaumm B cnmcke ACL.
deny [JelcTeure 3anpetuTb Co3paet 3anpewatoee npasuno uabtpaumm B cnucke ACL.
source Appec oTnpasutena Onpegenser MAC-agpec NCTOYHMKA NaKeTa.

source_mask

butoBas macka,
npumeHaemasn Kk MAC-
afpecy UCTOYHMKA NaKeTa

Macka onpegensetr 6utbl MAC-agpeca, KoTopble HEo6XxoAnmMo
UrHOpMpoBaTb. B 3HaueHMA UrHopupyembix BUTOB LOMKHbI ObITb
3anucaHbl eanHULbl. Hanpumep, Mcnonb3ya Macky, MOXKHO on-
pepenuTb gna npasuna dbunbTpaumm amanasoHa MAC-agpecos.
Y106bl f06aBUTL B NpaBuno GpunbTpaumm sce MAC-aapeca, Ha-
ynHaowmeca Ha 00:00:02:AA.xx.xx, He0bXoAMMO 3a4aTb 3Haye-
Hue mackm FF:FF:FF:FF:00:00, To ecTb, COr/1acHO AaHHOM MacKe,
nocnegHue 16 6ut MAC-agpeca 6yayT He BaXKHbl ANA aHaAM3a

destination

Aapec HasHavyeHus

Onpegenser MAC-agpec HazHayeHuA nakeTa.

destination_ mask

butosasa macka,
npumeHaemas Kk MAC-
aApecy Ha3HayeHMA NakeTa

Macka onpegensetr 6utbl MAC-agpeca, KoTopble HeobxoaMmo
MUTHOPWPOBATb. B 3HaUYeHMA UrHopupyembix BUTOB [0MKHbI ObITb
3anucaHbl eguHMubl. Macka Mcnoab3yeTca aHa/lorMyHO Macke
source_ mask.

vlan_id

vlan_id: (0..4095)

MNoacetb VLAN ¢dumnbTpyembix NaKeToB.

cvlan-priority

cvlan_priority: (0..7)

Knacc o6cnykuBaHusa ¢unbTpyembix NakeTos.

ethertype

eth_type: (0..0xFFFF)

Ethernet TMn ¢uNbTPyemMbIx NakeToB B LIECTHaALUATEPUYHONM 3a-
nucm.

encaptype value

Value: (1..65535)

Tun ethertype ana ¢punbTpyembix NakeTos.

etype_list

etype_list: (1..65535)

CnuCoK cTaHAapTHbIX ethertype

priority

MHaekc npasuna

NHaekc npaBuaa B Tabnvue, Yem MeHbLUe MHAEKC — TEM NPUOPU-
TeTHee npasuno 1-255

Tabanuya 154 — KomaHabl, ucnonibayemble aaa HacTporiku ACL-cnnckoB Ha ocHoBe MAC-agpecaumm

KomaHoa

Aelicmeue

permit {any | host source source_ mask } {any | host

destination destination_ mask} [encaptype value | etype_list

1 [priority priority]

[obasnaet paspelwatowyo 3anucb ¢uabTpauuun. [lakeTsl,
oTBEYaloLMe yCNoBUAM 3anucu, byayT obpabaTtbiBaTbCs KOM-
MYTaToOpOM.

deny {any | host source source_ mask } {any | host

destination destination_ mask} [encaptype value | etype_list

1 [priority priority]

[obasnaet 3anpelLarolyto 3anucb ¢GuabTpauuun. [lakeTsbl,
oTBeYaloLLMe ycnoBuAM 3anucu, ByayT 6/10KMPOBaTLCA KOM-
MYTaToOpOM.

Mpumep HacTponku dunbtpaumm padi/pado yepes User-defined offset:

console
console

(
(

console (

config) # user-defined offset 1 ethtype 0

config) # mac access-list extended !

console (config-ext-macl)# permit 00:00:00:00:00:01 ff:ff:ff:££:££:00 any
user-defined offsetl 0x8863 Oxffff

config-ext-macl)# !

console (config) # interface gigabitethernet 0/1
console (config-if) # mac access-group I in

Mpumep dunbTpaumm no src/dst IP, src/dst port, tos uepes User-defined offset:

console (config) # user-defined offset 1 ethtype 0

console (

config)# ip

access-list extended 1010

console (config-ext-nacl)# permit udp 1.1.0.0 255.255.0.0 gt 5000 2.2.2.0
255.255.255.0 1t 7000 traffic-class Oxe0 sub-action modify-vlan 2 user-
defined offsetl 0x8864 Oxffff

console (

config-ext-nacl) # !

console (config) # interface gigabitethernet 0/1
console (config-if)# ip access-group 1010 in
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4.24 KoHdurypaumsa 3awmtbl ot DOS-atak

,ﬂ,aHHblﬁ 610K KOMaHA No3BONAET 6I'IOKMpOBaTb HEKOTOpble PACNPOCTPaHEHHbIE K/1aCCbl DoS-aTak.

KomaHObl pexcuma 2n106a1b6HOU KOHGpU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUrypaumm:

console (confiqg) #

Tabnunuya 155 — KomaHgbl pexxuma rnobanbHon KoHbUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

firewall

-/BKNIOYEHO

MepeliTn B pexMm KOHOUIypUpoBaHWUA MOLYNA, OTBEYAIOLLEro 3a
dYHKUMOHAN 3awmTbl oT DoS-aTak.

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-firewall) #

Tabnnuya 156 — KomaHgbl pexxuma rnobanbHon KoHbUrypaumm

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmeue
no ymoa4YaHuto
enable BkatoueHue nogaepku 3awmtbl oT DOS-aTak.
-/enable
disable BbIk/NtoueHMe noanep KKy 3awmTbl oT DOS-aTak.
ip inspect tcp enable BkntouyeHne obHapyxeHusa synfin-nakeTtos
-/BKAtOYEHO

no inspect tcp

BblKk/toueHMe o6HapyKeHua synfin-nakeTtos

ip inspect tcp syn wait sec

sec: (1..65535)/1

BbicTaBUTb Talimep 610KMpoBKK synfin-nakeTos

KomaHObI pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 157 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
o ymon4aHuwo

Aeiicmeue

sh run firewall

OTobparkaeT HacTpoiiky moayns firewall

sh firewall stats

OTtobparkaeT cTaTUCTUKY NO naketam, o6paboTaHHbIMMK
moaynem firewall

sh firewall logs

OTtobparkaet norn moayna firewall

4.25 KauyectBo ob6cnykmBaHusa — QoS

Mo ymonuyaHuto Ha BCeX MOPTAxX KOMMYTaTOpa MCNO/b3yeTcA OpraHuM3aums ovepesm NaKeToB Mo
meTtoay FIFO: nepsbiii npuwen — nepsbiit yweén (First In — First Out). Bo Bpems MHTEHCMBHOW Nepenayn
TpadMKa Npu MCNoab30BaHUM JAHHOTO METOAA MOFYT BO3HMKHYTb NPobHaeMbl, NOCKO/IbKY YCTPOMCTBOM
UrHOPUPYIOTCA BCe MakeTbl, He Boweawune B bydpep odepegn FIFO, M CcOOTBETCTBEHHO TepstOTCA
6e3B03BpaTHO. PelwaeT AaHHy0 npobsiemy mMeTo, OpraHM3ylLWMA odepegm No nNpuoputeTy Tpadwmka.
MexaHusm QoS (Quality of service — KauyecTBo 06CAyXMBaHMA), peanv3oBaHHbIA B KOMMyTaTOpax,

Ethernet-kommymamopei cepuli MES24xx, MES14xx

113



DHELTEX

NO3BOJIAET OPraHM30BaTb BOCEMb O‘-IGpEAEVI NPUOPUTETA NAKETOB B 3aBUCUMOCTU OT TUNA NepeaBaemMbixX

JaHHbIX.

4.25.1 Hacmpolika QoS

KomaHObI pexcuma 2n106aabHOU KOHGU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHbUrypaumm:

console (confiqg) #

Tabnunuya 158 — KomaHgb! pexkuma rnobanbHoin KoHdUrypaumm

KomaHda

3HayeHue/3HayeHue
o ymMmon4yaHuo

Aelicmeue

class-map class_map_num

no class-map class_map_num

class_map_num:
(1..65535)

1. Co3paeT cn1cok Kputepues Knaccudumrkaumm Tpaduka.
2. BXoauT B peum pefakTMpoBaHUA CMMCKA KPUTEPUEB Klaccu-
bukaumm Tpadumka.

YpanseT cnncok Kputepues KnaccuduKkaumm Tpadmka.

policy-map policy_map_num

no policy-map
policy_map_num

policy_map_num:
(1..65535)

1. Co3paert cTpatervto Knaccupukaumm tpaduka.
2. BXoAWUT B peMM pefaKTMpPOBaHMA cTpaTerMm Knaccubukaumm
TpadukKa.

Ypanaet npaBuio knaccudurkaumm tpaduka.

scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | port-channel group}
sched-algo {strict-priority |
strict-wrr | wrr}

no scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | port-channel group}

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8);
sched_num: (1..65535)

OnpeaenvTb anropuTm paboTbl NAAHMPOBLLMKA Ha UHTepdelice.

- strict-priority — cTporas ouepesb, UMeeT HauBbICLINI NpUOPUTET
- strict-wrr — ouepegb N0 MexaHU3My Wrr, UMEIOLLLAA NPUOPUTET
BbllLE o4yepean wrr

- wrr — oyepesp, 06pabaTbiBatoLLLAACA MO MEXAHU3MY WIT

- fa/gi_port — ucxoaawmii nutepdeiic.

Ypanaet HaCTpOi/’I KW N1aHUPOBLUMKA.

queue queue_num interface
{fastethernet fa_port |
gigabitethernet gi_port |
port-channel group} weight
weight

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8);
queue_num: (1..8);
weight: (1..127)

3afaTtb HOMEP M BeC oyepean 48 Ucxoaaulero nHtepdeiica.

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map} queue-id queue_id

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map}

dscp_map: (0..63);
cas_map: (0..7);
queue_id: (1..8)

OnpeanennTb TpaduK c meTkoi CoS/DSCP B ouepeab

OTMeHUTb onpeaeneHune Tpaduka B ouepesb

gos interface {fastethernet
fa_port | gigabitethernet
gi_port | port-channel group}
def-user-priority priority

fa_port: (0/1..24);
gi_port: (0/1..24);
Priority: (0..7)/0

YKasaTb oyepeab Ansa uUHTepdelica, Npu ycnosumn OTCYTCTBUA Me-
Tok CoS/DSCP y BXOoAALMX NAKeTOB

class-map class_num

no class-map class_num

class_num: (1..65535)

Co3aath 1 NepeiTn B pexxmm KoHbUrypmposaHus class-map

Ypanutb Knacc

policy-map policy_num

no policy-map class_num

policy_num: (1..65535)

Co34aTb U NepeinTu B pexkum KoHdUryprpoBaHusa policy-map

Ypanutb NONUTUKRY

logging service cpu rate-limit
[queue]

no logging service cpu rate-
limit [queue]

-/BbIK/IIOYEHO

BKtOUYMUTL OTNPABKY TPanoB O NpeBbieHnK nopora cpu-rate-limit
B syslog

YCTaHOBMUT 3Ha4yeHWe No YMONYaHUIKO

snmp-server enable traps cpu
rate-limit [queue]

-/BbIK/IlOYEHA

BKNloueHWe reHepauuy yBeJOM/IEHUI NPU MpPeBbILEHUN 3Have-
HUA cpu-rate-limit
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no snmp-server enable traps
cpu rate-limit [queue]

OTKAlOYEHME reHepaLun yBeLOMIEHUsA Ha yCTPoCTBe.

KomaHOb! pexcuma KoHgpuaypayuu VLAN

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxnume KoHdurypaumm VLAN:

console (config-vlan) #

Tabnnua 159 — KomaHabl pexkmma KoHourypauum VLAN

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

OnucaHue

qos cos egress cos_default

cos_default: (0..7)/0

No qOs COos egress

YcTaHaBAuBaeT 3HayeHune CoS gna nopta (CoS, npumeHsembli
ON1A BCEro HeTermpoBaHHoOro Tpaduka, NpoxoaaLLero Yepes UH-
Tepdeliic).

YCTaHOBWUT 3HAYeHWe N0 YMONYAHUIO

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnmua 160 — KomaHap! pexxuma KoHpurypaunm nHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aeiicmeue

gos trust {cos | dscp | cos-dscp
| none}

no qos trust

-/none

YcTaHaB/MBAET peXXMM A0BeEpPUA KOMMYyTaTopa B 6asoBom
pexunme QoS (CoS nnn DSCP).

- COS — YCTaHaB/MBAET KNacCUbUKaLMIO BXOSALLMX NAKETOB
no 3HavyeHmam CoS. [nA HeTerMpoBaHHbIX MAKeTOB WC-
nonb3yetca 3HayeHne CoS nNo ymonvaHutio.

- dscp— ycTaHaBAMBaeT KaaccudUKauMio BXOLAWMX MaKe-
TOB Mo 3Ha4YeHmnam DSCP.

- cos-dscp — ycTaHaB/AMBaeT KnaccMbUKALMIO BXOAALMX
nakeToB no 3HavyeHnam DSCP ans IP-nakeToB M No 3Haye-
HuAM CoS ana He IP-nakeTos.

YcTaHaBAMBaeT 3HaYeHUA N0 YMOIYAHUIO.

KomaHObI pexcuma pedaKmuposaHUs CNUCKA Kpumepues KaaccuguKkayuu mpaguKka

Bua 3anpoca KOMBH,CI,HOI?I CTPOKU pexXnma penakTtmposaHnA CnUCKa KpuUtepues KﬂaCCMd)I/IKaLI,MM

TpaduKa:

console# configure terminal
console (config)# class-map class-map-name
console (config-cls-map) #

Tabnnua 161 — KomaHabl pexxnma pefakTMpoBaHUA CNIMCKa KpuTepues Kaaccupukaumm Tpadmka

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

match access-group {ip-access-
list | mac-access-list } acl_num

acl_num: (0..65535)

[obasnaet KpuTepuit Knaccudmkauum Tpadumka. Onpegenser
npasuna opuabTpaumm TpadmKa no cnmcky ACL ana knaccuduka-
umn.

set class class_num

no set class class_num

AKTMBMPOBATb Knacc

class_num: (1..65535)

OTKNtOUNUTL paboTy Knacca

set class class_num regen-
priority priority group-name
name

priority: (0..7);
name: (1..31) cumBonos

3afaTb BHYTPEHHWIA NPUOPUTET ANA YKa3aHHOrOo Kaacca
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KomaHObI pexcuma pedaKkmuposaHus cmpame2uu KAaccugukayuu mpaguxka

Bua 3anpoca KOMaHAHOM CTPOKM peXXMma pefakTMpPoBaHMUA CTpaTernm KnaccuduKkaumm Tpapuka:

console# configure terminal
console (config)# policy-map policy-map-name
console (config-ply-map) #

Tabanuya 162 — KomaHabl perkmma pefakTMpoBaHMA cTpaTerMm KnaccupuKkaumm Tpadmrka

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

set policy class class_num
default-priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

class_num : (0..65535);
new_cos_map: (0..7);
new_dscp_map: (0..63)

YcTaHaBAMBaeT HOBOe 3HAYeHMe METKU ANA NaKkeTa.

set policy class class_num
interace {fastethernet fa_port
| gigabitethernet gi_port |
port-channel group} default-
priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

class_num: (0..65535);
new_cos_map: (0..7);
new_dscp_map: (0..63)

YcTaHaBAMBaeT HOBOE 3HAYeHWe MeTKM ANA NakeTa Ha uHTepden-
ce.

set meter meter

ECnM CKOpOCTb MOTOKa MPEBbIWAET YKa3aHHY B COOTBETCBYHO-
wem meter, To NakeTbl, KOTOPblE MPEBbLICUAN OTPaHUYEHUE, OT-
bpacbiBatoTca.

KomaHObI pexcuma 2a06ana6HoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (confiqg) #

Tabnuua 163 — KomaHapl pexkmma rnobanbHom KoHdUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

meter meter

no meter meter

meter: (1..255)

Co3paTb M3mepuTeNb OrpaHUYeHUA CKOPOCTU A1A UCXOAALLEro
TpaduKa.

Yaanutb UamepuTenb OrpaHUYEHUA CKOPOCTU A/ UCXOAALLEro
TpaduKa.

KomaHObI pexcuma KoHgu2ypauuu usmepumernsa 02paHUYeHUS CKopocmu 014 8xo00auWe20 mpa-

UukKa.

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMme KoHduUrypauuu:

console (config-meter) #

Tabnunua 164 — KomaHabl perknma KoHourypaumm nHtepdeiica Ethernet, rpynnel uHTepdelicos

KomaHoa

3HayeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

meter-type avgRate cir
{cir_value} {kbps | pps}

YcTaHaBAMBAET OrpaHUYEHUE CKOPOCTU ANA UCXOAALLEro
Tpadumka.
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KomaHOobi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnumua 165 — KomaHap! pexkuma EXEC

Komanoa 3Ha4yeHue/3HayeHue Leiicmaue
no ymoa4YaHuro

show qgos global info - OTOb6parkaeT rnobanbHble HACTPOWKM OS
show qos def-user-priority MoKa3blBaeT B KaKyl oyepesb onpeaeneHbl MHTepdencol
[fastethernet fa_port | i
gigabitethernet gi_port | port-
channel group]
show queue-map - Otobparkaet mannuHr CoS u DSCP no ymonyaHuto
show qos trust - MpocMOoTp TeKyLLEe HaCTPOMKM A0BEPUA MeTKam cosu dscp.

Mpumep NPUMEHEHUA CEPBUCHOM MONUTUKMK:

Ons Tpaduka, umetowero DSCP 8, meHsieTca VLAN Ha 100, p-bit meHseTcs Ha 7, dscp meHAeTcs Ha
63, CKOpPOCTb NOTOKa orpaHMumnBaeTca ao 512 kbps.

console (config)# ip access-list extended 1008

console (config-ext-nacl)# permit ip any any traffic-class &8 sub-action

modify-vlan 100

console (config-ext-nacl)# !

console (config) # interface gigabitethernet 0/6

console (config-if)# gos trust cos

console (config-if)# switchport mode trunk

console (config-if) # ip access-group 1008 in

console (config-if)# !

console (config) # interface gigabitethernet 0/7

console (config-if)# switchport mode trunk

console (config-if) # gos map regen-priority-type vlanPri enable

console (config-if)# !

console (config)# class-map 1008

console (config-cls-map) # match access-group ip-access-list 1008

console (config-cls-map) # set class 1008 regen-priority 7 group-name Q0S

console (config-cls-map) # !

console (config) # meter 10

console (config-meter) # meter-type avgRate cir 512 kbps

console (config-meter) # !

console (config) # policy-map 1008

console (config-ply-map)# set policy class 1008 default-priority-type
6

ipDscp 63

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanaszoHa uHmepgeticos) Ethernet, uHmep-

gelica epynnsl nopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypaumm mnHtepdenca Ethernet, nHtepodeiica
rpynnbl NOPTOB:

console (config-if) #
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Tabnunuya 166 — KomaHab! perkmma KoHourypaumm nHtepderica Ethernet, rpynnel uHtepdelicos

3HayeHue/3Ha4yeHue
Mo yMoYaHUio

KomaHoa Aelicmeue

rate-limit input rate

rate: (16..4194288)

kbps TpadukKa.

YCTaHaBAMBAET OrpaHWYEeHWe CKOPOCTM OS BXOAALLEro

no rate-limit input YCTaHOBUTb 3HAYEHME MO YMOIYaHUIO

rate-limit output rate

YcTaHaB/IMBaeT OrpaHUYEHUEe CKOPOCTU ANA UCXOAALLEro

TpaduKa.
rate: (16..4194288) pad

kbps V 3HaueHue rate AOMKHO BbITb KPaTHO 16.
no rate-limit output YCTaHOBWTb 3HaY€HME MO YMOIYAHUIO

Mpymep HacTPOMKKU orpaHnyYeHnn ckopoctn noptaGigabitEthernet 0/4:

console# configure terminal

console (config)# vlan 10

console (config-vlan)# vlan active

console (config-vlan)# !

console (config) # interface gigabitethernet 0/4

console (config-if) # switchport access vlan 10

rate-limit input 512

(
(
(
console (config-if) # switchport mode access
(
(
(

)
console (config-if)
console (config-if)

.‘

.‘

#
# rate-limit output 512

Mpumep HacTpoiikn QOS:

HacTpouTb NAaHWPOBLIMK MO ajAropuTMy Wrr ana mcxogsawero uHtepdeitca faO/1. Pacnpegenutb
Tpaduk cornacHo nonto CoS B oyepeam 1-4. HasHaunTb BEC WrT 419 0Yepeselt COrnacHO HOMepy ovepeau.
Ouepepb 5 06bABUTb NPUOPUTETHOMN.

console (config) # scheduler 10 interface fastethernet 0/]1 sched-algo wrr
console (config) # scheduler 20 interface fastethernet 0/1 sched-algo
strict-priority

console (config queue
console (config queue

( ) # interface fastethernet 0/1 scheduler 10 weight
( ) #
console (config)# queue
( ) #
( ) #

interface fastethernet 0/1 scheduler 10 weight
interface fastethernet 0/1 scheduler 10 weight
interface fastethernet 0/1 scheduler 10 weight
interface fastethernet 0/1 scheduler 10

console (config queue
console (config queue

G W =

console (config) # queue-map regn-priority vlanPri I queue-id
console (config) # queue-map regn-priority vlanPri 2 queue-id
console (config) # queue-map regn-priority vlanPri 3 queue-id
console (config) # queue-map regn-priority vlanPri 4 queue-id
console (config) # queue-map regn-priority vlanPri 5 queue-id

G W N =

4.26 O6HoBNEeHMe nporpamMmHoOro obecneveHus c cepsepa TFTP

N W N =

Cepeep TFTP gomkeH 6biTb 3anylieH U HAaCTPOEH Ha KOMNblOTepe, C KOToporo byaer 3a-
rpy*katbcs nporpammHoe obecneuyeHue. CepBep A0MKEH MMETb paspelleHMe Ha uYTeHue
¢daiinos HauanbHOro 3arpysumka n/mnm cuctemuoro NMO. KomnbloTep ¢ 3anyuieHHbim TFTP-
cepBepom AonXKeH 6biTb A0CTYNeH ANA KOMMYTaTtopa (MOXXHO NPOKOHTPONMPOBaTb, Bbl-

NONHMB Ha KOMMyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbiloTepa).

O6HoBNeHue nporpamMmmHoro obecneueHna moxer OCyLecCTBNATbCA TOJ/IbKO NpuBuaernpo-

BaHHbIM NOJib30BaTe/IeM.

Ethernet-kommymamopebl cepuli MES24xx, MES14xx

118




HELTEX

4.26.1 Ob6bHoBMEHUE cCUCMEMHO020 NPpo2pPamMmmMHO20 obecneyeHus

3arpysKa ycTpoWcTBa ocywecTBaseTcs U3 ¢alina cUCTeMHOTo nporpammHoro obecneyenus (M0),
KOTOpbIN XpaHuTca BO $a3w-namatv. MNpu obHOBNEeHWM HOBbIM darn cuctemHoro MO coxpaHaeTca B
cneumanbHO BblAeNeHHOW 06nacTu namatu. [pu 3arpyske YCTPOMCTBO 3anycKaeT aKTUBHbIA daiin

cuctemuoro MO.

Mpoueaypa ob6HoBNeHMA MO:

CKonnpoBaTb HOBbIN $aiin NporpammHoOro obecrnevyeHmMa Ha yCTPOMCTBO B BblaeneHHyto obnactb

NamaATK. CDopmaT KOMaHAbl:

console# copy tftp://tftp_ip_address/[directory]/filename image

Mnn KomaHaoi

console# firmware upgrade tftp://tftp_ip_address/[directory]l/filename

Mpumep KomaHabl gns 3arpy3ku MO yepes sftp:

console# copy

sftp://username:password@Tftp ip address//[directory]/filename image

HoBas BepcnAa nporpaMmmHoOro obecneyeHuns CTaHeT akTUBHOW noce nepes3arpyskn Kommytartopa.

[na npocmoTpa AaHHbIX O BEPCUAX NPOrpaMmmHOro obecneyeHma U Ux akTUBHOCTM BBEAUTE KOMaH-

Ay show bootvar:

console# show bootvar

4.27 PexXum oTnagKu

PesxMm OTNagKM NO3BOMAET CHUMATb AOMNONHWUTENbHYIO AMArHOCTUYECKYD WHOOoPMaumio ¢

yCTpolicTBa.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHGUrypaumm:

console (config) #

Tabnnuya 167 — KomaHgbl pexxuma rnobanbHon KoHbuUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

debug iss enable { init-shut |
management-trc | data-path-
trc | entrl-plane-trc | dump-
trc | os-resource-trc | all-fail}

debug iss disable { init-shut |
management-trc | data-path-
trc| cntrl-plane-trc | dump-

trc | os-resource-trc | all-fail}

-/disable

BK/OYNTB reHepaLmio 0TAag04HbIX COOBLLEHUIA AN KOHKPETHOTO
6/710Ka CUCTEMHOTO MOAYAA iss.

BbIK/IIOUNTL reHepaLmio 0TNag0uHbIX COOBLLEHMI AN KOHKPETHO-
ro 610Ka CUCTEMHOIO MOAYAA isS.
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KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnnua 168 — KomaHap! pexkuma EXEC

KomaHoa

3Ha4yeHue/3HaveHue
o ymon4YaHuro

Aelicmeue

no debug all

OTKOUYNTL BbIBOZ, BCEX OT/IAL0UYHbIX COOBLLEHMA.

dump sockets

[MpocMOTp BCEX COKETOB B CUCTEME.

dump mem location [len byte]

location: (1..0xffffffff);
byte: (1..256)

OTobparkeHne COAepXMMOro namsaTM M3 3afdaHHOM obnacTu
namaATy.

dump {task | sem | que} name
[name]

MokasaTb AeTanu 3agayu, odepean wam cemadopa npu npw-
CBOEHMU UMEHM Tacka.
- Nname — Ha3BaHMe Tacka

debug test mem alloc bytes

bytes: (1..4294967295)

BbiaeneHue 6/10ka NamATK ¢ 3aaHHbIM B HaiiTax pasmepom

debug test mem free

OC8060)K,CI|eHVIe BblaeNneHHOoro 610Ka namATK.

debug show sensor
temprerature index

index: (0..1)

OtobparkeHne 3HauYeHWA JaTunKa TemnepaTypsbl.

KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnnuya 169 — KomaHab! perkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug np module { all | cfa |
eth | igs | ip | iss | isspi |
12app | la | mau | mids | mstp
| pnac | qosx | rstp | tcam |
vct | vlan } [level {all | errors |
general | polling}]

no debug np module { all | cfa
| eth | igs | ip | iss | isspi |
12app | la | mau | mlds | mstp
| pnac | qosx | rstp | tcam |
vct | vlan}

BK/tOYaeT reHepaunto oTaagouHbIX coobuweHuii gna NPAPI gnn
YKa3aHHOro moayns.

BbIK/IlOYaEeT reHepauuto oTaafouHbIX coobweHuii ana NPAPI ans
yKasaHHOro mogyns.

debug show vlan np port

OTobparkaeT KoHdUrypaumio nopta NPAPI

debug show ip arp np
interfaces

OTobparkaeT aepeso nHTepdeicos ARP B NPAPI

4.27.1 KomaHObl omaadku 018 uHmepdgelicos

[aHHbIN peXxnm OTNaaKM YCTaHaBAMBAET TPACCUPOBKM AN MHTEPGDENCOB ANA YKa3aHHOro ypOBHA

severity.

KomaHOwb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexunma EXEC:

console#
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Tabnnuya 170 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug interface all severity

BK/IIOUMTL reHepaLmio OTNaL04HbIX COOBLLEHNIA ANA BCEX BUAOB
TPacCUPOBOK.

severity: (0..7)/-
no debug interface all BbIKNHOUMTL reHepauuilo OTNAJ0UHbIX COODOLWEHUI ONA UHTep-
deiicos.
debug interface arppktdump BKNOUMTL TpacCcMpoBKM Aamna nakeTos ARP.
severity
severity: (0..7)/-
no debug interface BbIKNtOUMTL TpaccMpoBKM gamna naketos ARP.
arppktdump
debug interface buffer severity BKNOUMTL reHepaumio OTAaf0uHbIX COOBLWEHNI AN NAKETHOro
bydepa.
- severity: (0..7)/- —
no debug interface buffer BbIKNHOUMTL reHepaLMIO OTAAL04HbIX COOBLWEHUI ANA NAaKEeTHO-
ro bydepa.
debug interface enetpktdump BKntounTb TpaccupoBKu gamna naketos Ethernet.
severity
severity: (0..7)/-
no debug interface BbIKNOUMTb TPACCUPOBKKM Aamna naketos Ethernet.
enetpktdump
debug interface failall severity BKNOUMTL reHepaLmio 0T1af04YHbIX COOBLEHMI NPU BO3SHUKHO-
BEHUW BCEX BUAO0B COOEB, BK/IOYAA Ba/MAALMIO NAKETOB.
severity: (0..7)/-
no debug interface failall BbIKNOUMTb FreHepaumnio OT1aZ0uHbIX COOOLEHUI NPU BO3HUK-
HoBeHuM cboes.
debug interface ippktdump BKAtouMTb TpaccuMpoBKM gamna naketos |P.
severity severity: (0..7)/-
no debug interface ippktdump BbIKNOUMTb TPACCUPOBKKM Aamna nakeTos IP.
debug interface os severity leHepupyeT oTnagouHble coobueHna ana pecypcos OC.
- severity: (0..7)/- .
no debug interface os BbIK/IHOUMTbL reHepaLmio 0TAaL04HbIX Co0bLLEeHNI ana pecypcos
oC.
debug interface track severity BKNOUUTL reHepaumio OTNaA04HbIX COOBLLEHUA CNeXKEeHUs WH-
severity: (0..7)/- Tepdeiica.
no debug interface track BbIKNOUMTb FeHepaumio OTNAZAOYHbIX COODLWEHUI CneKeHus
severity MHTepdeiica.
debug interface trcerror BKNOUMTL reHepaumio 0T1ag0uHbIX COObLWEHN OWMBOK UHTEp-
severit! encos.
14 severity: (0..7)/- ¢

no debug interface trcerror
severity

BbIK/OYMTL reHepaumio OTNAZ0UHbIX COOBLLEeHNI OWMBOK MH-
Tepdelicos.

4.27.2 Omnadka VLAN

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnuya 171 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
o ymon4aHuo

Aeiicmeue

debug vlan all-debug

no debug vlan all-debug

BK/IIOUMTb reHepaLmio BCeX OT/NIaA0YHbIX COOBLEHU Moayns
VLAN.

BbIK/IOUMTL reHepaunio BCex OT/afouHbIX COObLEeHMn moayna
VLAN.

debug vlan all-module

BK/lOUMTL reHepaLumio OTNaf0YHbIX COOBLLEeHMM, Kacatomxcs
npuopuTeTa, 36bITOUHOCTU, Nepesaqn TpaduKa.
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no debug vlan all-module

BbIK/IIOYNTb reHepaumio 0T1a40uHbIX COObLLEHMI, KacatoLwmxca
npuopuTeTa, M36bITOYHOCTH, Nepeaaqn TpadmKa.

debug vlan buffer

BKNHOUMTb reHepauuio 0TAaLouHbIX coobuieHmii bydepos vian.

no debug vlan buffer

BbIKNOUYNTL reHepaLmio OT1af04HbIX coobLeHuii bydepos vian.

debug vlan ctpl

BKNIOUMTL reHepaumio OTNaAO0YHbIX COOBLEHUI ynpaBaeHUA
vlan.

no debug vilan ctpl

BbIKNHOUYNTL FreHepaumio OTAaf04HbIX COOBLLEeHWA ynpasieHus
vlan.

debug vlan data

BKAOYNTbL reHepaumto OTNaZ04HbIX COOBLLEHN obmeHa AaH-
HbIMK vian.

no debug vlan data

BbIK/IIOUNTb FeHepauuio 0T/1af04YHbIX coobleHnii obmeHa aaH-
HbiMM vlan.

debug vlan dump

BK/OUYNTbL FreHepaumio OTAaAo0uHbIX COObLLIeHNI 3axBaTa Mmake-
ToB vlan.

no debug vlan dump

BbIKNOUNTL reHepaLmio OTAa40uHbIX COODLLEHMI 3axBaTa Nake-
ToB vlan.

debug vlan failall

BKNOUMTL reHepaumio OT/Iaf04YHbIX coobuweHnin 06 owmbkax
vlan.

no debug vlan failall

BbIKNOUNTD reHepaumnio oTAafLouHbIX coobuweHnin 06 owmnbkax
vlan.

debug vlan fwd

BKAOUNTb reHepaLmio OTNaZ0UHbIX COOBLWEeHNI nepegayun Tpa-
duka vlan.

no debug vlan fwd

BbIK/MIOUMTL FeHepaLuMio OTNaA0uYHbIX COObLEeHNt nepeaaun
Tpadwuka vlan.

debug vlan global

BKNOUMTDL reHepaLmio OT/Iaf04HbIX CO0bLEeHU rnobanbHO Mo
moaynto vian

no debug vlan global

BbIKNOUNTL reHepaLmio OTAa404HbIX COOOLWEHUI rnobanbHO No
mozynto vlian

debug vlan initshut

BKAOUNTL reHepauuio OTNaA0uYHbIX COOOLLEHUI W3MeHeHUA
cocToAHnA moayns vlan.

no debug vlan initshut

BbIK/NIOYNTL FeHepaumio OTAA40UYHbIX COOBLLEHNIA M3MEHEeHMA
cocToaHunA moayns vlan.

debug vlan mgmt

BKAOUMTL reHepauuio OTNALO0YHbIX COOBLLEHWUI ynpaBaeHus
vlan.

no debug vlan mgmt

BbIKNOYNTL TeHepaLmio OTNAA0YHbIX COOBOLLEHMI ynpaBaeHus
vlan.

debug vlan os

BK/IIOYNTb FreHepaLmio OTNaf0uHbIX COOBLEHMIt AN pecypcos
moayns vlan, Kpome 6ydepos.

no debug vlan os

BbIKNOYNTL reHepaL Mo OTNIaA04HbIX COODLLEHMI ANs pecypcoB
moayns vlan, kpome 6ydepos.

debug vlan priority

BKAOUMTL reHepaLuio OTAad0uHbIX COOBLEHMIM NpUopUTETOB
vlan.

no debug vlan priority

BbIK/IOYNTL reHepaLmio OTAa404HbIX COOBLLEHNI NpUOPUTETOB
vlan.

debug vlan redundancy

BKAIOUMTL reHepaumio OTAa404HbIX COObLLEHMI M36bITOYHOCTH
vlan.

no debug vlan redundancy

BbIKNHOUYNTL reHepaL Mo 0T1aA04HbIX COOBLLEHNI N3BbITOYHOCTU
vlan.

4.27.3 Omnadka Ethernet-oam

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexunma EXEC:

console#
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Tabnnua 172 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug ethernet-oam all

no debug ethernet-oam all

BK/IIOUMTL reHepaLmio BCEX OT/IAZ04YHbIX COOBLLEeHMI eoam.

BbIKNHOUYMTL reHepaLmio BCeX OTNa404HbIX COObLEeHMI eoam.

debug ethernet-oam buffer

no debug ethernet-oam buffer

BKAtounTb reHepaymio coobuieHnin bydpepos eoam.

BbIKNOUMTb reHepaumio cooblueHunii bypepos eoam.

debug ethernet-oam config

no debug ethernet-oam config

BK/tOUYNTL reHepaumio coobLeHnin KoHourypaumm eoam.

BbIKNOUYMTL reHepaLmio coobuieHunit KoHburypauum eoam.

debug ethernet-oam ctrl

no debug ethernet-oam ctrl

BK/IIOUMTL reHepaLmio coobLLeHNi ynpaBaeHmsa eoam.

BbIK/NOUNTb reHepaLuio CoobLLEeHUI yNpaBieHMsa eoam.

debug ethernet-oam discovery

no debug ethernet-oam
discovery

BKAOUNTL reHepauuio coobuieHuit npouecca Ob6Hapy»KeHun
cocegelt eoam.

BbIKNtOUMTL reHepauuio coobuieHnin npouecca 0bHapyKeHwA
cocegelt eoam.

debug ethernet-oam failure

no debug ethernet-oam failure

BKAtounTb reHepaymio coobuieHnin owmnbok eoam.

BbIKNtOUMTb reHepaunio coobuieHmnii owmnbok eoam.

debug ethernet-oam func-
entry

no debug ethernet-oam func-
entry

BKntounTb reHepaumio coobuieHnn Bxoaa B pyHKLMM eoam.

BbIK/OYMTb reHepaLmio coobLLeHnit BXo4a B GYHKLMM eoam.

debug ethernet-oam func-exit

no debug ethernet-oam func-
exit

BKNOUUTL reHepaLmio coobLeHnin Bbixoaa U3 GpyHKLMIA eoam.

BbIKNOUYUTb reHepaunio coobLLeHUI BbIxoaa U3 GyHKLUMIA eoam.

debug ethernet-oam init

no debug ethernet-oam init

BkaounTb reHepauuio COO6LIJ,eHl417I M3MEHEHNA COCTOAHMA MO-
Ayna eoam.

BbikntounTh reHepauuto COO6LI.I,eHVIl71 NU3MEeHEeHNA COCTOAHMA
moayna ecam.

debug ethernet-oam Im

no debug ethernet-oam Im

BKntounTb reHepaymio coobuieHni link-monitor eoam.

BbIKNOUUTb reHepaumio coobuteHuit link-monitor eoam.

debug ethernet-oam loopback

no debug ethernet-oam
loopback

BKntounTb reHepaymto coobuieHnin remote-loopback eoam.

BbIKNOUUTL reHepauuto coobuieHunii remote-loopback eoam.

debug ethernet-oam mux-
parser

no debug ethernet-oam mux-
parser

BKkAtounTb
eoam.

reHepaumio COOOLLEHUI COCTOSHUIM  mux-parser

BbIKNOUMTb TEeHepauuto COODOLEHUN COCTOAHUIA Mmux-parser
eoam.

debug ethernet-oam pkt

no debug ethernet-oam pkt

BKntounTb reHepaumto coobieHnin 4nA nakeTa eoam.

BbIKNtounTb reHepaumio COOGUJ,EHI/I[/'I ANA NaKeTa eoam.

debug ethernet-oam
redundancy

no debug ethernet-oam
redundancy

BkAtounTb reHepaumio COOGUJ,EHM[;I n3bbITOYHOCTM eoam.

BbIKNtounTL reHepaumio COOGUJ,EHI/IVI n3bbITOYHOCTM eoam.

debug ethernet-oam resource

no debug ethernet-oam
resource

BK/ItOUMTL reHepaLmio coobLEHUI Ana pecypcoB eoam, Kpome
bydepos

BbIK/HOYMTb reHepaLmnio cCoobLLEeHNIA 419 PecypcoB eoam, Kpome
bydepos

debug ethernet-oam rfi

no debug ethernet-oam rfi

BKAIOUUTL reHepauuio cooblueHui yaaneHHoro obHapyKeHus
aBapuit eoam.

BbIKNOUNTL FreHepaumnio coobLeHnii yaaneHHoro obHapyKeHua
aBapui eoam.

debug ethernet-oam var-
reqresp

no debug ethernet-oam var-
reqresp

BK/OUMTL TreHepaumio coobLlLeHUit AnA 3HAYeHUI 3anpocos-
OTBETOB e0am.

BbIK/IOUMTb reHepaumio cCoobLLeHMIn ANA 3HAYeHWU 3anpocoB-
OTBETOB e0am.
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4.27.4 XypHanuposaHue omaado4Hbix coobujeHuli

C nomowbo JaHHOro 6n10Ka KOMaH4 HaCTpPpanBarloTCA MapaMeTpbl BeAEHUA XXYpPHaJia OT/N1a4AKU B

cncreme.

HasBaHue ypHana coaep:KuT B cebe aaty ero cosgaHus Ha flash.

KomaHOb! pexcuma 2n06anbHoU KOHpU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peXxnma rnobasnbHoM KOHPUrypaumm:

console (confiqg) #

Tabnunuya 173 — KomaHgbl pexkuma rnobanbHoin KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug-logging { console | file
| buffered-file}

no debug-logging

MepeHanpaBuTb BbIBOL, OTA3A0YHbIX COOBLLEHMI B KOHKpeTHoe
pacnonoxeHue.

console - B TepmMHan KOHCOAM

file - B oTaenbHbIV daitn Ha flash

buffered-file - B otgenbHbilt 6ydep, npu ucyepnaHum pecypca
bydepa - B paiin Ha flash.

YCTaHOBUTb 3HAYEHNE NO YMONYAHMIO.

debug-logging log-path
{flash_url}

flash:/LogDir/Debug/

no debug-logging log-path

YcTaHaBAMBaET pacnosiokeHne dalina, B KOTOPbIA 3anNUChl-
BatoTcA debug-coobuweHus.

YcTaHaBAMBAET 3HAaYEHME NO YMOAYAHMUIO.

clear logs debug file

OumncTUTL coaeprKumoe anpektTopum ¢ debug-parnamm.

' ‘ UHpopmaumna o debug-logging log-path xpaHutca B paitne nvram. ina Bo3Bpata gUpPEKTO-
N puuM no ymonuyaHuio Tpebyerca ucnonb3oBatb KomaHAay no debug-logging log-path nau
delete startup.

.‘

Mpu ucnonb3oBaHnMm KomaHgbl clear logs debug file ctupaertca Bce copgepxumoe ampekTo-
puK, B KOTOpOK HaxopaATcAa ¢ainbl XKypHaNoB. PeKomeHAyeTcA UCNONb30BaTb OTAE/NbHYIO

AUPEKTOPUIO UIN OUPEKTOPUIO NO YMONYAHUIO ANA XPAHEHUA XXYpPHanos BO nsbexkaHue

notepu KOHGUrypauoHHbIX ¢aiinos.

’ ‘ Bo3moyKHa coBmecTHaAa paborta KomaHpg, debug-logging console u debug-logging { file |
N buffered-file}

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

4.27.5 KomaHObl 015 omaadku hyHKyuli ynpasneHus

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM pexknuma EXEC:

console#
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Tabnnua 174 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug radius {all | errors |
events | packets | responses |
timers}

no debug radius

-/BbIKIOYEHO

BK/IIOUMTb reHepaLmio OT/Ia04YHbIX COOBLLEeHMI ANA NPOTOKoAa
RADIUS.

BbIKNHOUYMTL reHepaLmio OTAaA04HbIX COOBLEeHNI ana NPOTOKO-
na RADIUS.

debug tacacs {all | dumprx |
dumptx | errors | info}

no debug tacacs

-/BbIKIOYEHO

BKOUYNTL reHepaumio OTNaLouHbIX COOBLWEHMI ANA NPOTOKoNA
TACACS

BbIK/OYMTL FreHepaLmio OTIAaL0YHbIX COOBLLEHMI ANA NPOTOKO-
na TACACS.

debug ssh {all | duffer | ctrl |
data | dump | mgmt| resource
| server | shut}

no debug ssh {all | duffer | ctrl
| data | dump | mgmt |
resource | server | shut}

-/BbIKNOYEHO

BKNOUMTL reHepaumio oTNaA0uHbIX coobuweHnin ana SSH.

BbIKNOUNTb reHepaLMio OT1aL04YHbIX CO0bLWeHNI aaa SSH.

debug terminal take BKntounTb  BbIBOA, OT/NIQf04YHbIX  COOOWEHWA B TeKyLuen
SSH-/Telnet-ceccuu.
- -/BbIKOYEHO — —
no debug terminal take BbikntoyaeT BbIBOA, OTA3Z40YHbIX COOOWEHUA B  TeKylien
SSH-/Telnet-ceccuu.
4.27.6 KomaHObiI 018 omaadku npomokonaa DHCP
KomaHapbl AaHHOTO 6/10Ka BKAKOYAIOT oTc/iexkmnBaHmue moayns DHCP.
KomaHOos! pexcuma EXEC
Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#
Tabnunua 175 — KomaHabl pexkuma EXEC
3HavyeHue/3Ha4yeHue .
KomaHda / Aeiicmeue

no ymosn4aHurw

debug ip dhcp snooping {all |
entry | exit | debug | fail}

no debug ip dhcp snooping {all
| entry | exit | debug | fail}

-/BblKNIOYEHO

BKNOUMUTL reHepauuio coobuieHnit otnagku ¢yHrumm DHCP
Snooping.

BbIKNtOUMTb reHepauunto coobuweHnn otnagkm ¢yHkumm DHCP
Snooping.

debug ip dhcp client all

no debug ip dhcp client all

-/BbIKNOYEHO

BKNIOUMTL reHepaumio Bcex coobuieHnit otnagkm ¢yHkumm DHCP
client.

BbIKNOYMTL reHepauuio BCeX COOBLEHMI OTAaaKM GYHKLUK
DHCP client.

debug ip dhcp client {bind |
errors | event | packets}

no debug ip dhcp client {bind |
errors | event | packets}

-/BbIKNIOYEHO

BK/I1OUMTL reHepaumio BbI6OPOUHbIX COOBLLEHUI OTAaAKN YHK-
umm DHCP client.

BbIKNIOUUTL reHepaumio BbIGOPOYHbIX COOBLLEHWUI OTNafKK
¢dyHKLMKM DHCP client.

debug ip dhcp relay {all |
errors}

no debug ip dhcp relay {all |
errors}

-/BbIK/IOYEHO

BKNOUMUTL reHepauuio cooblieHnit otnagku ¢yHkumm DHCP
relay:

- all — Bce oTnagouHble co0bLLEHUS;

- errors — 0TNaA04YHble COOBLEHNA NPU OLWMBKaX.

BbIKNOUMTL reHepaumio cooblieHnii otnagku ¢yHkumm DHCP
relay.

debug show ip dhcp np
interfaces

MoKasbiBaeT KOHOWrypauuio ¢yHKLMKM KOHTPOAA NpPOTOKO/a
DHCP.
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4.27.7 Omnadka ¢pyHKyuu PPPoE-IA

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnnuya 176 — KomaHab! perkmuma EXEC

KomaHoa

3HavyeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug pppoe intermediate-
agent all

no debug pppoe intermediate-
agent

BKNHOUMTL reHepaumio BCeX OTNAA04HbIX coobuweHnin PPPOE-IA.

BbIKNOUNTb reHepaLmio BCeX OTIaf04uHbIX co0bLeHnin PPPOE-IA.

debug pppoe intermediate-
agent entry

no debug pppoe intermediate-
agent

BKAOUNTL TeHepaumio OTNaZOoYHbIX CcoobLeHnit o Bxoae B
dyHKumMKn PPPOE-IA.

BbIK/OUNTb reHepaLmio BCEX OTaf04YHbIX CO0bLeHni PPPOE-IA.

debug pppoe intermediate-
agent exit

no debug pppoe intermediate-
agent

BKNOUMTL reHepauuto OTAafZouHbIX COObLLIEHMI O Bbixoge U3
dyHKUMI PPPOE-IA.

BbIK/IOUNTb reHepaLmio BCEX OTaf04HbIX co0bLeHni PPPOE-IA.

debug pppoe intermediate-
agent fail

no debug pppoe intermediate-
agent

BKNOUMTbL reHepaumio OT/NagouHbIX coobueHnint 06 owmnbkax
PPPOE-IA.

BbIK/NOUNTb reHepaLmio BCeX O0Taf0uHbIX coobueHnin PPPOE-IA.

debug pppoe intermediate-
agent pkt

no debug pppoe intermediate-
agent

BKNOUMTL reHepauuio OTNafZouYHbIX COObOLLIEHMI O MakeTax
PPPoE-IA.

BbIKNHOUNTbL reHepaLmio BCex 0TAag04HbIX coobuweHnin PPPoE-IA.

4.27.8 Omnadka pyHKyuu DCS

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#

Tabnnuya 177 — KomaHab! perkmma EXEC

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
o yMOAYAHUIO
debug dcs all BKOUMTB reHepaumio BCeX OTNa404YHbIX coobueHuni dcs.
no debug dcs BbIKNHOUNTL reHepaLmio BCex 0TNag04HbIX CO0bLWweHM dcs.
debug dcs entry BKNIOUMTL reHepauuio OTNafA0YHbIX COOOWEHWn O Bxode B
- dyHKUMM dcs.
no debug dcs BbIKNHOUNTL reHepaLmio BCex 0TNag04HbIX CO0bLweHun dcs.
debug dcs exit BKAOUYUTL reHepaunto OTNAL04HbIX COOBLLEHUI O Bbixoae M3
- dyHKUMI des.
no debug dcs BbIKNHOUYNTL reHepaLmio BCex 0T1ag04HbIX CO0bLweHun dcs.
debug dcs fail BKNIOUMTb reHepaumio OT/afouyHbIX coobuweHnin 06 owmbkax

no debug dcs

dcs.

BbIK/IOUMTL reHepaLmio BCeX OTNAaZ04HbIX coobLieHui dcs.
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4.27.9 Omnadka pyHkyuii QoS

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 178 — KomaHabl pexkmma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymon4aHuro
debug qos buffer BKNOUMTbL reHepauuio OTAafouHbIX cooblieHuii ana bydepos
QoS.
no debug qos buffer BbIKNtOUMTb reHepauuto OTNaA04HbIX coobleHul ana bydepos
QosS.
debug qos ctrl BKNOUNUTL reHepauunio OTNad0uHbIX COObLLIeHMIA ana ynpas/e-

no debug qos ctrl

Hua QoS.

BbIKNOUYUTb FreHepaunio OTAaf0uHbIX COOBLEHUI Ana ynpas/e-
Hna QoS.

debug qos dump

no debug qos dump

BKntounTb reHepaumto OT1aZO04YHbIX COOOLWEHMI MO MNakeTam
QosS.

BbIKNOUUTb FeHepauuio OTNaA0UYHbIX COOBLLIEHMIA MO NaKeTam
QosS.

debug qos failall

no debug qos failall

BKAlOUUTL reHepauuio OTNaf0uYHbIX COOBLIEHMI MO owKnbKam
QosS.

BbIKNOUMTb reHepaLmio OTNaA04HbIX COOOLLEHMI MO OWKNbKam
Qos.

debug qos init-shut

no debug qos init-shut

BKNOUUTL reHepaumio OTNaA04HbIX COOBLWEHUI NO U3MEHEHUIO
cocrosaHma moayna QoS.

BbIKNOUMTL reHepauuio OTNaf04HbIX COOBLLEHUI NO U3MeHe-
HUIO cocToaHMA moayna QoS.

debug gos mgmt

no debug qos mgmt

BKNOUNTL TeHepaumto OTNafLo4YHbIX COOOLLeHUn ana ynpasne-
Hua QoS.

BbIKNOUMTb reHepaLnio OTAaL04HbIX COObLEeHUI ans ynpase-
Hua QoS.

debug gos os

no debug gos os

BKNIOUUTL reHepaLuio OTNaA0uHbIX COObLEeHUI Ana pecypcos
QoS, kpome bydepos.

BbIKNIOUNTL reHepaLuio OTNaf0uHbIX COOBLLEHUIT A1A pecypcos
QoS, kpome bydepos.

4.27.10 KomaHObI 019 omaadku npomokoaa SNTP

KomaHabl gaHHoro 6/10Ka NO3BOJIAKOT CHUMMATb AONO/THUTENIbHYIO AUNATHOCTUYECKYIO VIHCI)OpMaLI,VIIO/J,}'IH

npotokosa SNTP.

KomaHOobi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnnuya 179 — KomaHab! perkmuma EXEC

KomaHoa

3HavyeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debugsntp {all | all-fail | buff |
control | data-path | init-shut
| mgmt| resource}

no debugsntp {all | all-fail |
buff | control | data-path |
init-shut | mgmt| resource}

-/BbIK/IIOYEHO

BKNHOUMTB reHepaumto oTAaLouHbIX coobueHmsa 6aoka SNTP

BbIKNOUYNTL reHepaLmio OT1aA04HbIX coobleHna 6aoka SNTP

4.27.11 KomaHObl 013 omaadku npomokona STP

KomaHabl gaHHoro 610Ka MO3BO/AIOT CHUMATb AONO/THUTENbHYIO ANArHOCTUYECKYHO VIH(I)OpMaLI,VII'O ana

npotokona STP.

KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnnuya 180 — KomaHab! perknma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug spanning-tree global

no debug spanning-tree global

-/BbIK/IIOYEHO

BK/IIOYUTB reHepaumio 0TAaAa0uHbIX COOBLEHNI ANA NPOTOKOAa
STP rnobanbHo.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

debug spanning-tree all

no debug spanning-tree all

-/BbIK/OYEHO

BKNOUMTDL reHepauunio BCeX OT/Iaf04YHbIX COODOLEeHU ana npo-
ToKosa STP.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

debug spanning-tree errors

no debug spanning-tree errors

-/BbIK/OYEHO

BKNOUMTD reHepauuio coobLLeHnit oT1agKM ana npotokona STP
O1A ANarHOCTUKM OLLIMBOK.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

debug spanning-tree init-shut

no debug spanning-tree init-
shut

-/BbIK/IIOYEHO

BK/OUMTL reHepaumio coobLueHnin oTnagku ana npotokona STP
Ans init u shutdown. 3Ta TpaccupoBKa reHepupyeTtca npu He-
YAAYHOM MW YCMELWHOW MHMLMANN3ALMU AW 3aKPLITUM MOAYAA
STP.

YCTaHOBUTbL 3HaYeHue no YMONYaHULO.

debug spanning-tree
management

no debug spanning-tree
management

-/BbIK/IIOYEHO

BkntoyaeT reHepauuio coobLieHWIt OTAaAKM NpU ynpaBieHUK
npoTtokonom STP. OTnagouHble COOBLEHUA TeHEPUPYIOTCA KarK-
[bl pas, Koraa Bbl HacCTpamBaeTe Kakune-anbo dyHKumm STP.

YCTaHOBUTb 3HaYeHMEe N0 YMONHYAHWUIO.

debug spanning-tree memory

no debug spanning-tree
memory

-/BbIKAOYEHO

BK/OYNTbL FreHepaumio OTNPaBKM OTAAL0UHbIX COOBLEHUI npu
HeyAaYHOM UM  YyCMewHoM BblAeneHun namat™m gna  STP-
npouecca.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

debug spanning-tree bpdu

no debug spanning-tree bpdu

-/BbIKAOYEHO

BKAtoyaeT reHepaLmio CoobLWEHNN OTNAAKM AN1A npoTokona STP
Nnpu HeyAa4YHOM U yCrewHoM npueme, nepegaye n obpabotke
naketos BPDU.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

debug spanning-tree events

no debug spanning-tree events

-/BbIK/IIOYEHO

BK/tOYaeT reHepaLmio COOBLWEHNI OTAAAKU ANA COBbITUIA KOH-
odurypauumn npotokona STP. CoobuieHus reHepupytoTca npu
HacTpoWike oyHKumiA STP.

YCTaHOBUTb 3HaYeHMe nNo YMONYaHUIO.
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debug spanning-tree timers

no debug spanning-tree timers

-/BbIKOYEHO

BK/toyaeT reHepauuio coobueHWiA OTNagKu MNpU HeyaauHOM,
yCMeLwHOoM 3anycKe, NPU OCTaHOBKe WU/IM Nepe3anycke Taimepos
npotokona STP.

YCTaHOBWUTb 3HAYeHME NOo YMO/I4aHUIO.

debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine }

no debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine |
pseudolnfo-state-machine}

-/BbIKOYEHO

BKtoyaeT reHepaLmio COOOLLEHNI OTNAAKN oA NOPTOB, 3a4en-
CTBOBaHHbIX B NOCTpOeHUU aepesa STP.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

debug spanning-tree
redundancy

no debug spanning-tree
redundancy

-/BbIKNOYEHO

Bk/itovaeT reHepaumio coobLEeHNIn OTNaAKN B Pe3epBHOM Yy3ne
STP npwv BbINOAHEHUW Pe3epPBHOr0 KOMMPOBAHUA UHPOPMaLMK O
KOHPUrypaLmm OT aKTUBHOIO y3na.

YCTaHOBWTb 3HAYeHMe N0 YMOHAHUIO.

debug spanning-tree sem-
variables

no debug spanning-tree

-/BbIK/IIOYEHO

BK/toyaeT reHepaumio CoOobLLEHNI OTNaaKM Ana npoTokona STP
npv HeyAa4YHOM M YCNEeLWHOM CO34aHUM U yaaneHme cemadopa.

YCTaHOBUTb 3HAYEHMe Mo YMO/I4aHUIO.

debug show spanning-tree
port-state {gigabitethernet
gi_port | fastethernet fa_port}

OTo6pa3nTb STP-coCTOSHMA NOPTa BO BCEX CYLLECTBYHOLWMUX UH-
CTaHcax.

debug show spanning-tree
vlan-mapping [instance]

instance: (0..63)

OTo6pa3snTtb mannuHr VLAN no nHcTaHcam. Ecam ykasaH onuumo-
Ha/IbHbIM MapamMeTp instance, TO BbIBOAUTCA MaNMNWHI TOJIbKO
[ONA 3TOro MHCTaHCa.

debug spanning-tree bridge-
detection-state-machine

-/BbIKNIOYEHO

BK/IIOUMTL OT/Iaf04HbIE COOBLLEHNA 419 MeXaHM3Ma ObHapyKe-
HUA coceaent.

debug spanning-tree topology-
change-state-machine

-/BbIK/IIOYEHO

BKAtOUNTL OTNAf0uYHbIe COOBLLEHMA ANA MexaHW3Ma 0bHapyKe-
HUA USMEHEHUW TONONOTUN.

4.27.12 KomaHObl 0189 omaadku npomokona LLDP

KomaHgabl faHHoro 610Ka No3BOIAKT CHUMATb AOMNOAHUTENbHYIO AMArHOCTUYECKY0 MHPOPMAL MO

AnAa npotokona LLDP.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnuya 181 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
o ymon4aHuio

Aeiicmeue

debug lidp all

no debug lidp all

-/BbIK/IOYEHO

BKNIOUMTL reHepaumio BCeX OT/Iaf04HbIX COODOLEeHU ana npo-
TOoKona LLDP.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHaHUIO.

debug lidp all-fail

no debug lldp all-fail

-/BbIK/IOYEHO

BKAtoYaeT reHepauumio COOOLLEHW OTNaAKM [Aa NPOTOKONA
LLDP gns gMarHOCTMKKN OWNBOK.

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.
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debug lldp {buf | critical | ctrl
| data-path | init-shut | mgmt
| pkt-dump | redundancy |
resourve}

no debug lidp {buf | critical |
ctrl | data-path | init-shut |
mgmt. | pkt-dump |
redundancy | resourve}

-/BbIK/IIOYEHO

BKNOYUTL TeHepauuio BbIGOPOUYHbIX OTNALO0YHbIX COOBLLEHWUIA
npoTtokona LLDP.

- buf — oThagouHble cooblLeHUs, cBA3aHHble ¢ bydepom LLDP;

- critical —oTnafouHbIe cOOBLEHNA KPUTUYECKOTO YPOBHS;

- ctrl — oTnapouHble coobleHnn npu cboe Npu U3MEHEHUU UK
nosny4veHunu 3anucei LLDP;

- data-path —oTnagouHble coobuieHus, Kacatowmecs Nyt nepe-
03a4M UM noslyyeHua 3anucei LLDP;

- init-shut — oT1ago04HblE COOOLLEHNA NPU HEeYAAYHOWN MHULMA-
N3aunn 1 BblKAtOYeHUU moayna LLDP;

- mgmt — oTnagouyHble cooblieHna npu cboe B KoHbUTypauum
nobow u3 dyHkumit LLDP;

- pkt-dump —oTnagouHbIe cCOObLLEHUA ANA TPACCUPOBKM AAaMMOB
NaKeTos.;

- resource — OT/1Iafl0YHble COOBLLEHUSA, CBA3AHHbIE C Pecypcamu
OC. dTa TpaccupoBKa reHepupyeTca npu cboe B oyepegsax co-
obuweHun.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

debug lidp tlvall

no debug lidp tlv all

-/BbIK/OYEHO

leHepupyeT oTagouHble coobueHna ana scex TLV-onuui.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

debug lidp tlv {chassis-id |
inventory-management | lag |
mac-phy | max-frame | med-
capability | mgmt-addr |
mgmt-vid | network-policy |
port-vlan | ppvlan | proto-id |
pwr-mdi | sys-capab | sys-
descr | sys-name | ttl | vid-
digest | vlan-name}

no debug lidp tiv

-/BbIK/IOYEHO

leHepupyeT OTNaf0UHble cOObLeHMs aaa BbI6OPOUYHbIX GYHK-
umii TLV-onuuit.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

4.27.13 KomaHObl 0ns omaadku ¢pyHkyuu IGMP Snooping

KomaHabl faHHOro 610Ka No3BOAIAKT CHUMATb AOMOAHUTE/NbHYHO AMArHOCTUYECKYHO MHPOPMAL IO

ana npotokona IGMP.

KomaHOobi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnnuya 182 — KomaHab! perkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug ip igmp snooping all

no debug ip igmp snooping all

-/BbIKAOYEHO

BKAOUUTD reHepaLumio BCeX OTNAA0UHbIX COObLWEHUI Ana GyHK-
umun IGMP Snooping.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

debug ip igmp snooping {entry
| exit}

no debug ip igmp snooping
{entry | exit}

-/BbIK/IIOYEHO

BKAOYUTL reHepaLmio 0TNaL0UHbIX COOBLWEHNI ANA AMArHOCTU-
KM BXoZa-BbIxoza B ¢yHKumio IGMP Snooping.

YCTaHOBUTb 3HaYeHue no YMON4YaHUIO.

debug ip igmp snooping fwd

no debug ip igmp snooping
fwd

-/BbIK/IIOYEHO

BKOUUTB reHepaLmio 0T1a404HbIX COOBLWEHNI B Cnyyae nepec-
CbIIKK 6a3bl AaHHbIX IGMP.

YCTaHOBUTb 3Ha4YeHME NO YMOIYAHMUIO.
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debug ip igmp snooping grp

no debug ip igmp snooping grp

-/BbIK/IOYEHO

BK/IIOUMTb reHepauMio OTNaf04HbIX COOOLWEHWI, B cayyae 3a-
AencTBoBaHUA UHPopmauum o IGMP-rpynnax.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHUIO.

debug ip igmp snooping init

no debug ip igmp snooping init

-/BbIK/IOYEHO

BK/IIOUMTbL reHepaumio coobuieHns no cobbITUAM MHULMAAU3a-
umm n shutdown, nHpopmaums 3aHocutca B dpain.

YCTaHOBWUTb 3HAYeHUE NO YMO/THaHUIO.

debug ip igmp snooping {mgmt
| redundancy | resourses|
vlan | src}

no debug ip igmp snooping
mgmt

-/BbIKNOYEHO

BK/lOUMTL reHepauutio BbIBOPOYHBIX OTAAA0YHBIX COOBLEeHMM
ana eyHkumm IGMP Snooping.

YCTaHOBWTb 3HaYeHMEe N0 YMONYAHWUIO.

debug ip igmp snooping pkt

no debug ip igmp snooping pkt

-/BbIKIOYEHO

BKNOUNTL reHepaLuio OTAaA04HbIX COOBLLEHNI NPU BO3HUKHO-
BEHUM OWIMBKM Npu Nnepeaaye Uan npueme naketos IGMP.

YCTaHOBWUTb 3HAYeHUE NO YMO/THaHUIO.

debug ip igmp snooping qry

no debug ip igmp snooping qry

-/BbIKNOYEHO

BKAtOUNTL reHepauMio MakeToB Npu OTNPaBKe MAN MOJYYEHUU
query-naketos IGMP.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

debug ip igmp snooping tmr

no debug ip igmp snooping tmr

-/BbIK/IIOYEHO

BKNtOUNTL reHepaLmio NaKeToB B TeX C/ly4anX, KOraa 3af4encTso-
BaHbl Taimepbl.

YCTaHOBUTb 3HAYEHMe No YMO/THaHUIO.

debug ip igmp snooping trace
{all | data-path | ctrl-path | Rx
| Tx}

no debug ip igmp snooping
trace {all | data-path | ctrl-
path | Rx | Tx}

-/BbIKNOYEHO

BKNtOUNTL reHepaumio 0TNaA0UHbIX COOBLWEHMI AN AMArHOCTK-
KW TPACCMPOBOK, CBA3AHHbIX C NpoToKonom IGMP.

- all — BKNOUNTb reHepaumio BCex OTNa404HbIX COOOLLEHM;

- RX — BK/IIOYUTb reHepaL Mo 0T1af04HbIX COOBLWEHNN ans Tpac-
CUPOBKM NPUHMMAEMbIX MAKETOB;

- TX — BKNHOUUTb reHepaLmio OTaf0uHbIX COOBLWeHNIA AN Tpac-
CUPOBKM NepesaBaeMbIX NAKETOB;

- ctrl-path — BK1tOUNTb reHepaLmio OTAaA04HbIX COOBLLEHMI NpK
NPOXOXKAEHUM KOHTPONbHOM yrnpasasatowen MHdopmaumm;

- data-path — BKAOUMTb reHepaLMio OTNALOYHbIX COOBLLEHWN
Npv NPOXOXKAEHUN MYNbTUKACT-TpaduKa.

YCTaHOBUTb 3HAYEHME MO YMONYAHMUIO.

4.27.14 OmaadkKa 0as port-channel

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 183 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4YeHue
110 yMOAYAHUIO

Aelicmeue

debug lacp all

no debug lacp all

BKNtOUYNTL reHepaLmio Bcex 0TAaf0uHbIx coobuweHniia ana LACP.

BbIKNOUMTL reHepauumio BCeX OTNAAO0YHbIX COoOobLieHUis ans
LACP.

debug lacp buffer

no debug lacp buffer

BKNOUMTL reHepaumio OTNaAO0YHbIX coobuieHuin no bydepam
LACP.

BbIKNOUMTb FreHepaumio OT1af0uHbIX coobuieHuit no bydpepam
LACP.

debug lacp data

no debug lacp data

BKNOUNTL reHepaumio OTNAL0YHbIX COOBWEeHNt obmeHa aaH-
HbiMu LACP.

BbIKNOUMTL reHepaumio OT1aA0uHbIX COOBLEeHN obmeHa AaH-
Hbimu LACP.

debug lacp events

BK/IIOUMTbL reHepaumio OTNaZl0YHbIX COOBLEHNI No cobbiTAM
LACP.
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no debug lacp events

BbIK/IIOYNTb FreHepaLmio OT1aA04HbIX COOBLEHNI NO COBLITUAM
LACP.

debug lacp failall

no debug lacp failall

BKAOUMTL FreHepaLmio OTAaA0YHbIX COOBLEHU No owmnbKam
LACP.

BbIK/IIOUNTL TEHEPaLMIO OTNaZ04HbIX COOBLEHNI MO owmnbKam
LACP.

debug lacp init-shutdown

no debug lacp init-shutdown

BKAOYNTL TreHepauumio OTNaf04HbIX COOBLWEHUI U3MEeHeHusA
coctoaHua LACP.

BbIKNOYNTL FeHepaumilo OTNaA0YHbIX COOBLEHNI M3MEHeHUA
coctoaHua LACP.

debug lacp mgmt

no debug lacp mgmt

BK/OUUTb reHepaumio OTNaf0uHbIX coobLieHMin No ynpasasio-
wmm coobuweHunam LACP.

BbIK/IOUMTL FeHepaLuMio OTAagouHbIX COObLWeHMt no ynpas-
naowmm coobuieHmam LACP.

debug lacp os

no debug lacp os

BKAOUMTL FeHepaumio OTNafO0UHbIX COOBLLEeHWI Mo pecypcam
LACP, nckntouasn 6ydepbl.

BbIKNOUNTL reHepauuio OT1af04uHbIX COODBLEHUI No pecypcam
LACP, uckntouasn 6ydepbl.

debug lacp packet

no debug lacp packet

BKAOUMTL reHepauMilo OTAafO04YHbIX COOOLLEHMI NO MNakeTam
LACP.

BbIKNOUMTL reHepaLMio OTAaf04HbIX COObLEeHMI No nakeTam
LACP.

KomaHOwbi pexcuma EXEC

Buz 3anpoca KOMaHAHOW CTPOKM

console#

Tabnnua 184 — KomaHab! perkmma EXEC

pexkuma EXEC:

KomaHoa

3HayeHue/3Ha4yeHue
o yMmon4YaHuo

Aelicmeue

debug etherchannel all

no debug etherchannel all

BKNOUMTL reHepaumio BCEX OTNAA04HbIX coobweHnin ansa LAG.

BbIKNHOUNTL reHepaL Mo BCex 0T1af0uHbIX coobweHunit ansa LAG.

debug etherchannel detail

no debug etherchannel detail

BKAOUNTL reHepaLmio No4po6HbIX 0TAaA0UYHbIX COObLEHMI ans
LAG.

BbIKNOYNTL FreHepaunio NoapobHbIX OTNAA0YHbLIX COOBLLEHWUN
ana LAG.

debug etherchannel error

no debug etherchannel error

BKNOUMTL reHepaumio OT/Iaf0uYHbIX coobuweHnint 06 owmnbkax
LAG.

BbIKNOUYNTL reHepaLmio OTNaf04HbIX coobueHnit 06 owmnbKax
LAG.

debug etherchannel event

no debug etherchannel event

BKAIOUMTL reHepauumio OTNaf04HbIX COODBLLEHMI No cobbITUAM
LAG.

BbIKOUMTb reHepaLmio OTAaA0uHbIX COOBLLIEHNA MO cobbITUAM
LAG.

debug etherchannel idb

no debug etherchannel idb

BKNOYNTb reHepaLmio OTNaf04HbIX COOBLLEeHUI NO AeCKpUNTO-
pam nHtepdelicos LAG.

BbIK/IOYNTL FeHepaLmio OTNaZ04HbIX COObLLEeHMI NO AecKkpun-
Topam nHTepdeiicos LAG.

4.27.15 Omanadka loopback-detection

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM pexknuma EXEC:

console#

Ethernet-kommymamopebl cepuli MES24xx, MES14xx 132



HELTEX

Tabnnuya 185 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug loopback-detection all

no debug loopback-detection
all

BKNOUMTL reHepaLmio Bcex OTN1aa0uHbIX coobuieHnin LBD.

BbIKNOUYMTL reHepaLmio BCeX OTNAA04HbIX coobuweHmi LBD.

debug loopback-detection
buffer-alloc

no debug loopback-detection
buffer-alloc

BKNOUMTbL reHepauuio OTAafouHbIX cooblieHuii ana bydepos
LBD.

BbIKNOUUTb reHepauuio OTNaA0uHbIX cooblieHuli ana bydepos
LBD.

debug loopback-detection
control

no debug loopback-detection
control

BK/IIOUMTL reHepauMio OTNAfO0YHbIX COOBLEHUI ynpaBieHus
LBD.

BbIKNOUMTL FEHEpaLMIO OTNAZ0UYHbIX COOBLLEHWUI ynpaBieHus
LBD.

debug loopback-detection pkt-
dump

no debug loopback-detection
pkt-dump

BKNOUMTL reHepaumio OTNaf0uHbIX COODOLLIEHMI 3axBaTa Make-
TOB LBD.

BbIKNOUUTb reHepaLmio OTNaA04HbIX COOBLLIEHMIA 3axBaTa NaKe-
TOB LBD.

debug loopback-detection pkt-
flow

no debug loopback-detection
pkt-flow

BKNOYNTL reHepaLmio 0TAaf04uHbIX COObLWEeHMM MOTOKOB Tpadu-
Ka LBD.

BbIKNOUMTb reHepaLmio 0T1af04uHbIX COObLLEHMIA NOTOKOB Tpa-
¢uKka LBD.

4.27.16 Omnadka 0aa npomoKoaa SNMP

KomaHOobi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 186 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHuUe
110 yMOAYAHUIO

Aelicmeue

debug snmp

no debug snmp

BKNOYUTL reHepaumio Bcex OTNaA0uHbIX coobweHnin ana SNMP.

BbIKNIOUUTL reHepaumio BCeX OT/IAaf0YHbIX COOBLWEeHUi ans
SNMP.

4.27.17 KomaHObI 013 duazHocmuKu napamempos TCAM

KomaHabl gaHHOro 6/10Ka NO3BONAOT CHUMATb AONO/THUTENIbHYIO ANATHOCTUYECKYIO MH(I)OpMaLI,MIO

ansa TCAM.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 187 — KomaHap! pexkmuma EXEC

KomaHda

3HayeHue/3Ha4yeHuUe
110 yMOAYAHUIO

Aeiicmeue

debug show tcam

OT06pasunTb MHPopmaumio o TCAM.

debug show tcam domains

OT06pasunTb MHPOopMaumio o someHax TCAM.
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debug show tcam block
block_index [all]

OTo6pasnTb MHPopmaumio o 61oke TCAM u gonycTumble 3anu-
cu.

- block_index — nHaekc 6n1oka TCAM. block_id: (0..11);

- all — neyaTb Bcex 3anuceit, BKAOYaA HeZONYCTUMBIE.

debug show tcam entry
entry_index

OTo6pasnTb MHPopmaumio o 3anucn TCAM u ee nonen.
- entry_index — nHaekc 3anucn TCAM; entry_id:(0..1535);

debug show tcam entry
allocated

OT06pasnTb MHGOPMALMIO O 3ape3epBMPOBaAHHbLIX U UCMOb30-
BaHHbIX 3anucax TCAM n o nx Bnagenbuax.

debug show tcam portmask

OT06pa3unTb Tabamuy macok noptos TCAM.

debug set tcam entry entry_id
field f_type data f_data mask
f_mask

debug unset tcam entry
entry_id field f_type

entry_id: (0..1535);
f_type: (0..114);
f_data: (0..65535);
f_mask: (0..65535)

YKa3aTb T1n nona TCAM.

CrepeTb AaHHble NOAA yKa3aHHoro entry_id.

debug set tcam entry entry_id
enable

BkntoumTb paboty 3anucn TCAM c 3agaHHbIM entry_id.

- entry_id: (0..1535) -
debug set tcam entry entry_id BbIkNounTb paboTy 3anmcn TCAM c 3agaHHbIM entry_id.
disable
debug set tcam entry entry_id entry_id: (0..1535) MNepemecTnTb yKasaHHyto 3annucb TCAM B Ha3HaYyeHHy!o.
move move {number number}
debug set tcam entry entry_id YcTaHOBUTL geicTBue drop ANA NaKeToB, KOTOpble He nonanau
action drop [ withdraw ] entry._id: (0..1535) HUM Nog, 0AHO NpaBuo.
debug unset tcam entry OTKNOUYNTD AeNCTBME YaaNeHuUs.
entry_id action drop
debug set tcam entry entry_id MepeHanpaBWTb MaKeTbl, NONagatolmMe NoL NPaBMAO C YKasaH-
action redirect { port_number HbIMm entry_id B 3agaHHbI NopT Uam Ha LINY.
| cpu} entry_id: (0..1535)
debug set tcam entry entry_id OTKNOYNUTL NepeHanpas/ieHne NaKkeTos.
action redirect
debug set tcam entry entry_id [obaBnseT BHYTPEHHWI Ter K nakeTam, Monagallmm noja
action inner-tag assign { vlan- TCAM-3anucb ¢ yKasaHHbIM enter_id.
id | shift | shift-from-outer-tag
| inner-pvid } assigned_val entry_id: (0..1535)
debug unset tcam entry YAanuTb BHYTPEHHWW Ter.
entry_id action inner-tag assign
debug set tcam entry entry_id YcTaHoBUTE AeicTBUe BHYTpeHHero Tera ¢popmatmposaHua gaa
action inner-tag format { none 3anucm TCAM.
| untag | tag | keep } - none — He BbINOJIHATb HUKAKOE AeNCTBUE;
- untag — y4anunTb BHYTPEHHWUI Ter;
entry_id: (0..1535) - tag — BCTaBUTb BHYTPEHHWIA Ter;
- keep — coxpaHuUTb cogeprkumoe Tera.
debug unset tcam entry Yaanute aeincreune Tera.
entry_id action inner-tag
format
debug set tcam entry entry_id [obasnseT BHEWHWI Ter K naketam, nonagatowmm nog TCAM-
action outer-tag assign { vlan- 3anuchb € yKasaHHbImM enter_id.
id | shift | shift-from-inner-tag
| outer-pvid } assigned_val entry_id: (0..1535)
debug unset tcam entry YAanuTb BHELWHMUI Ter ¢ NakeToB C 3af4aHHbIM entry_id 3anucu
entry_id action outer-tag TCAM.
assign
debug set tcam entry entry_id YcTaHoBUTE AelicTBMEe BHewHero Tera $GOpmMaTMpoOBaHWA Ana
action outer-tag format { none 3anucu TCAM.
| untag | tag | keep } entry_id: (0..1535) - none — He BbINOJIHATb HUKAKoe AeincTeue;

- untag — y4anuTb BHELWHWI Ter;
- tag — BCTaBUTb BHELLHWIA TeT;
- keep — coxpaHuTb cogepkMmoe Tera.
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debug unset tcam entry
entry_id action outer-tag
format

Ypanutb aencrene Tera.

debug set tcam entry entry_id
action {inner-tpid inner-tpid |
outer-tpid outer-tpid}

debug set tcam entry entry_id
action {inner-tpid | outer-tpid}

entry_id: (0..1535)

[006aBUTb BHYTPEHHUI MK BHewHMIA TPID K yKasaHHOW 3anucu
TCAM.

YaanuTb BHYTPEHHUI UKW BHeWHMIA TPID K yKa3saHHOM 3anucu
TCAM

debug set tcam entry entry_id
action remark { inner-user-pri
| other-user-pri | dscp | ip-
precedence | copy-ipri-to-opri
| copy-opri-to-ipri | keep-
inner-pri | keep-outer-pri }
rem_val

debug set tcam entry entry_id
action remark

entry_id: (0..1535)

HacTpouTb nepesanuncb napameTpos QoS Ans yKazaHHOM 3anucu
TCAM.

- copy-ipri-to-opri — ckonnpoBaTb NPUOPUTET U3 BHYTPEHHETO
Tera BO BHeLUHUN;

- copy-opri-to-ipri — ckonnpoBaTb NPUOPUTET U3 BHELLHErO Tera
BO BHYTPEHHUIA;

- dscp — nepesanucatb none DSCP B 3aronoske IP;

- inner-user-pri — nepesanucatb npuoputeT 802.1p BO BHYTPEH-
Hui Ter VLAN;

- ip-precedence -nepesanucatb nose ToS B 3arosioske IP;

- keep-inner-pri — coxpaHUTb NPUOPUTET BHYTPEHHETO TEra;

- keep-outer-pri — coxpaHUTb NPUOPUTET BHELLHErO Tera;

- outer-user-pri — nepesanucaTb npuoputeT 802.1p BO BHELLIHEM
Tera VLAN.

Ypanutb nepesanucb napameTtpos QoS AnA yKasaHHOMW 3anucu
TCAM.

debug show tcam applications

OT06pa3unTb 06wyto nHpopmaumo o TCAM.

debug show tcam range

OT06pasunTb TabAunLy CPaBHEHUA AMana3oHa.

debug show tcam udb

Moka3saTb Tabanuy Bbibopa none (cmeweHuns UDB).
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NPUNTOXKEHME A. KOHCO/IbHbIN KABE/Ib

D@1 G| W G

&) (1) () (9

RJ-45 DB-9

PucyHok A.1 = MoaxntoueHne KOHCONbHOTO Kabens
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NMPUNOXEHUE b. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnuua 6.1 — NogaeprknBaemble 3Ha4YeHus EtherType

0x22DF 0x8145 0x889e 0x88ch 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22EO0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881le 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
Ox22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
Ox22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 Ox884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 Ox883A Ox884F
Ox22EE 0x885c¢ 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B Ox883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C Ox883F 0x9c40
O0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

Ox22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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DHELTEX

NPUNOMEHUE B. OYEPEAU ANA NPUHUMAEMOIO HA CPU TPA®UKA

Cepsuc Homep ouyepedu
DHCP relay, Firewall (ysegomneHue o Havane ataku), L2PT,EOAM 1
Port Security (yBegomneHune o NpesblleHUM OrPaHNYEHUSA), HE3aPErUCTPUPOBAHHDIN 2

mynbTuKacT(peskum IP based IGMP/MLD snooping)

DHCP client, DHCPv4/v6 snooping, IPv6 NDP

ARP, PPPOE IA

EAPOL, IGMP/MLD snooping

Tpaduk c MAC DA KommyTaTopa

3ape3epBnpoBaHO

0| N[ o n| | W

BPDU,LBD, Slow Protocol(LACP)
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HELTEX

TEXHUYECKAA NOAAEPKKA

[na nonyyeHma TeXHUYECKON KOHCYIbTaLMM NO BONPOCaM 3KCnayaTauum obopyaoBaHua
TOO «3nTekcAnaTtay» Bbl MoxeTe 06paTUTbCA B CEPBUCHDBIN LLEHTP KOMMNAHWUM:

050032, Pecnybnuka KasaxcrtaH, r. Animatbl, MKp-H. Anatay, yn. Mbparnmosa 9
TenedoH:

+7(727) 220-76-10, +7 (727) 220-76-07

E-mail: post@eltexalatau.kz

Ha oduumanbHOM caiiTe KOMMNaHUM Bbl MOMKETe HaWTM TeXHUYECKYI [OKYMEHTauuio W
nporpammHoe obecneveHne ana npoaykumm TOO «InTekcAnaTay», 0BpaTUTbcA K 6Gase 3HaHWIA,
NPOKOHCY/IbTUPOBATLCA Y MHXKeHepoB CePBUCHOTO LeHTPa Ha TeXHUYEeCKom popyme.

OdunumanbHbIn cant komnaHuu: http://eltexalatau.kz
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