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YCNOBHbIE OBO3HAYEHUA

0O603HauyeHue OnucaHue

Mony*XMpHbiMm WpPMUPTOM BblAENEHbI MNPUMEYaAHMA U npeaynpexaeHus,

MNonyXupHbii WpneT
Ha3BaHWe rnas, 3aro/I0BKOB, 3aro/1I0BKOB TabauL,.

Kypcue Calibri Kypcusom Calibri ykasbiBaeTcs nHopmaums, Tpebytowaa 0ocoboro BHUMaHus.

MpumeyaHua U npegynpexaeHus

MpumeuaHna cogeprkaT Ba)KHYO UWHPOpMaUUIO, COBETbl WAM pPeKoMeHZauuu no
MCMNO/1Ib30BAHUIO U HACTPOMKE YCTPOICTBA.

MpepynpexxaeHa MHPOPMUPYIOT NMONb30BaTENA O CUTYaLMAX, KOTOpPble MOryT HaHecTu
Bpep, yCTPOMACTBY UK YeNOBEeKYy, NPUBECTU K HEKOPPEKTHOM paboTe yCcTpoiCcTBa MM notepe
AaHHbIX.
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BBEAEHUE

B Hactoswee Bpema IP-tenedoHua aBnsetca oaHOM M3  Hambonee ObICTPO  pasBMBAOLLMXCA
TeNEeKOMMYHUKaLUNOHHbIX ycayr. [1as Bo3MOXKHOCTM npegocTaBneHma VolP-ycnyr aboHeHTam ceTu pa3paboTaHbl
aboHeHTCcKue wWwto3bl cepumn TAU-4M.IP (nanee — ycTpomncTso).

AboHeHTcKkuI wnto3 IP-tenepoHnn TAU-4M.IP ncnonbsyetca Ana NOAKAOYEHMA aHANOroBblX TenepOoHHbIX
annapaTtoB K CeTAM MNaKeTHOM nepegayu AaHHbIX, BbIXOA, Ha KOTOpble OCYyLLecTBAAeTcA 4yepe3 WHTepdelic
Ethernet.

YCTpOMCTBO OPMEHTUPOBAHO HA AOMALLHMX NONb30BaTeNnen u Hebonbwne oduchl.

B HacToslleM pYKOBOACTBE MO 3KCM/yaTalUMW W3M0XKEHbl Ha3HAYeHMe, OCHOBHble TeXHWYecKue
XapaKTEPUCTUKK, MNpaBuaa KOHOUIYPUPOBAHUA, MOHWUTOPUHIA M CMeHbl NPOrpaMMHOro obecneyeHus
aboHeHTCKux wato3o. IP-TenepoHmm TAU-4M.IP.
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1 ONUCAHUE U3AENUA

1.1 HasHauyeHue

YctpoiictBo TAU-4M.IP — BbICOKONPOU3BOAUTE/IbHbIM abOHEHTCKUI w03 |IP-TefiedoHUM € MOJIHbIM
Habopom yHKLMIA, NO3BOAAIOLLMX MOTPEOUTESIO UCMOIb30BaTb Npemnmyllectsa IP-tenepoHum.

ABoHeHTCcKMI wnto3 TAU-4M.IP npeaHasHayeH Ans NOAK/OYEHWNS aHAIOTOBbIX Te/IePOHHbIX annapaToBs U
dakc-mopemos K IP-cetn. bnarogapa BCTPOEHHOMY MapLUpyTM3aTOPYy YCTPOUCTBO obecnevymBaeT BOSMOXKHOCTb
NnoaKNOYEeHUA 06OpPYyA0BaHUA NIOKAZIbHOM CEeTU K CeTU LIMPOKOMOJIOCHOIO A0CTyna. K ycTponctBy MOMKHO
NOAKNOYUTL OAMH KOMMbIOTEP, AOCTYMN B MHTEPHET AN1A KOTOPOro BO3MOXEH C MOMOLLBIO BCTPOEHHbIX GYHKLNIA
NAT/DHCP-cepBepa. USB-pasbem wucnonb3yetcA A4S MNOAKAOYEHUS BHewHero Hakonutensa, 3G/4G USB-
moaema.

1.2 XapaKTepucTuka ycTpoiictea

Unmepagpeiicoi:

e FXS: 4 nopta RJ-11;
e LAN: 1 nopt Ethernet RJ-45 10/100BASE-T;
e WAN: 1 noprEthernet RJ-45 10/100BASE-T;
e USB: 1 nopt USB2.0.

MuTaHMe WAK3a OCYLLEeCTBAAETCA Yepes BHelWHM aganTtep 12 B noctosHHOro ToKa ot cetn 220 B.
®dyHKYuu:

e ceTeBble PYHKUUM:

— paboTa B pexxnume «MOCTa» UAM «MapLIpyTU3aTopa»;

— noaaepKa PPPoE (PAP-, SPAP- n CHAP-aBTopu3auus, PPPoE-komnpeccus);

— noaaep*xka PPTP;

— noaaepka L2TP;

— noaaeprKKa ctatmyeckoro agpeca u DHCP (DHCP-knneHT Ha ctopoHe WAN, DHCP-cepsep
Ha cTtopoHe LAN);

— noaaep*xKa DNS;

— noaaepKka NAT;

—  CeTeBOW 3KpaH;

— noagepxka NTP;

— noaaeprKKa MexaHUM3MOB KayecTBa ob6cnyxuBaHma QoS (QoS no DSCP u 802.1P);

e nopaepKa pyHkummn IPTV;

e npoTtokonbl IP-Tenedonmm: SIP;

e 3XOKOMNeHcauwus (pekomeHgaumm G.168);
e [eTeKTop akTuBHOCTM peuun (VAD);

e reHepaTop KOMQOPTHOrO LWyMa;

e 0bHapyKeHue U reHepupoBaHue curHanos DTMF;

AboHeHmckul wno3 TAU-4M.IP 7
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e nepegaya DTMF (INBAND, rfc2833, SIP INFO);
e nepepava dakca:

- G.711A/G.711U;
— T.38;

e paborta cSIP-cepsepom u 6e3 Hero;

e  ¢yHKUMM [BO:

— yAepxxaHue BbizoBa — Call Hold;

— nepepaya Bbizosa — Call Transfer;

—  yBeAoMeHMe 0 NoCcTynaeHum HoBoro Bbi3oBa — Call Waiting;
— nepeagpecauma no 3aHatoctn — Call Forward at Busy;

— nepeagpecauma no HeoteeTy — Call Forward at No answer;
— besycnosHasa nepeagpecaums — Call Forward Unconditional;
— He 6ecnokontb — DND;

— Caller ID: FSK, DTMF;

— ropayas anmHuA — Hotline;

—  TpynnoBoii BbI30B;

— nepexsaT BbizoBa — Call Pickup;

—  TPEexcTOPOHHAA KoOHpepeHuus;

—  IMBKMI NNaH HymepaLuuu;

e o0b6HoBneHwue NO yepes Web-uHtepdeiic;

e nopaep*kka DHCP-based autoprovisioning;

e TR-069;

e  yAaNneHHbI MOHUTOPUHT, KOHOUTYpPUpPOBaHMe 1 HacTpolika: Web-nHtepdelic, Telnet.

Ha pucyHke 1 npuseaeHa cxema sraoveHmna TAU-4M.IP.

CeTb

npoeaiigepa

(-9
wy

3G/4G mogem

= USB m FXS

TAU-4M.IP
10/100Base-T

__|

—-——
Hoytbyk

~ e

PucyHoK 1 — dyHKLUMOHaNbHaA cxema ncnonbsosanma TAU-4M.IP
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1.3

CTpyKTypa 1 npuHuun paboTbl usgenun

ABOHeHTCKUI TepmuHan TAU-4M.IP cocTOUT U3 cneayiowmx NnoacucTem:

KOHTPO/I/EP, B COCTAB KOTOPOrO BXOAMT:

—  BbICOKOMHTErpMpoBaHHanA cuctema Ha Kpuctanne (System-on-a-Chip — SoC) Realtek
RTL8972C, BKAtoYaowaa B cebs npoueccop, 100-merabuTHbIM KOMMyTaTop CO
BCTpPOeHHbIMM PHY, annapatHyto akcenepaumio Tpadpuka L2/L3/L4, USB 2.0 noptbl, PCI-E
KOHTpoAnepbl, 8 KaHanoB PCM ana paboTbl npunoxkeHnin VolP;

— flash-namaTtb — 8MB;

— onepatuBHaa namAatb SDRAM — 128MB;

4 abOHEHTCKUX KomnaeKTa SLIC;
1 nopt LAN: RJ-45 10/100BASE-T;
Ethernet-moayns WAN: RJ-45 10/100BASE-T;

USB Host-nopT.

CTpYKTypHan cxema yCTpoicTBa NpMBeAeHa Ha PUCYHKe 2.

RJ11 RJ11 RJ11 RJ11 Type A RJ45 RJ45

X £

woegesc | Ethernet Switch

CPU

KOHTponnep

PucyHoK 2 — CtpyKTypHaa cxema TAU-4M.IP

YcTpoitictBo paboTaeT noa ynpaBAeHWEM OMNEPAUMOHHOW cucTembl Linux. OCHOBHble  ¢yHKUUK
ynpaBneHua cocpepoToyeHbl B npoueccope Realtek, KoTopbiit ocyliecTBaseT maplupyTusauumio |IP-nakeTos,
obecneunsaeT paboty |IP-TenedpoHUK, NPOKCUPOBaAHWE FPYNNOBOro TpaduKa 1 T.A4.

®YHKUMOHANbHO YCTPOMCTBO MOXKHO pa3aennTb Ha 4 6aoka:

BnoK noaaepku ceTeBblX GYHKUUIM YCTPOMUCTBA;
bnok IP-TenedpoHum;

BnoK 06paboTkmn multicast-Tpadmka;

BnoK ynpaBneHus (onepaumoHHan cuctema Linux).

Ab6oHeHmckuli wo3 TAU-4M.IP 9
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BNoK noapepKu ceteBbiX QYHKUMM YyCTpoiicTBa obecneymBaeT MPOXOXKAEHWE U KommyTauuto |[P-
NakeToB B COOTBETCTBMU C Tabanueit mapLipyTr3aumm yCTPonCcTBa, MOXKeT 06pabaTbiBaTb Kak HETErMPOBaHHbIE,
TaK U TErMpoBaHHbIe NaKeTbl B 3aBMCUMOCTM OT HAaCTPOMKMK ceTeBbIX MHTepdeicoB. MoaaepKMBaeT NPOTOKObI
DHCP, PPPoE, PPTP, L2TP.

Bbnok IP-renepoHnn obecrnieunsaer paboTy ycTpoiicTBa MO npoTtokoay SIP ans nepesayn pedesBblx
CUTHANoOB MO CETU C KOMMYyTauMel naketoB. PeyeBon curHan aboHeHTa MOCTynaeT Ha MoAaylb abOHEHTCKMX
komnsektos SLIC, rae npeobpasoBbiBaeTca B uMdpposoi Bua. OundpoBaHHbIA cUrHan HanpasaseTcs B 610K IP-
TenedoHum, rage KoampyeTca no ogHOMy U3 BblIOpaHHbIX CTaHAAPTOB U B BUAE LUUPPOBbIX MAaKeTOB MNOCTyNaeT B
KOHTPO//IEP Yepe3 BHYTPUCUCTEMHYIO Maructpanb. Lndposblie nakeTbl cogeprkaT, KpOMe PeyeBbiX, CUrHasbl
yrnpaBaeHUsa 1 B3aMMOAENCTBUA.

Bnok o06pabotkm multicast-tpadpuka npegHasHayeH ana obpabotkm IGMP-cooblieHunii n multicast-
TpaduKa ¢ uenbto nogaepku GyHkuui IP-tenesnaeHus.

Bnok ynpaBneHua Ha 6ase onepaunoHHOM cuctembl Linux KOHTpoanpyeT paboTy Bcex ocTasibHbIX 610K0B
M NOACUCTEM YCTPOMCTBA M 0becneynBaeT Ux B3aMmMoaencTBMeE.

dPyHKUMOHaNbHas cxema ycTponctsa TAU-4M.IP npeacTtaBneHa Ha pUcyHKe 3.

IP-ceTb
=3 Enok

Bnok |P-TenedhoHum
noaAepPHKKK

ceTeBbIX

DYHKLUNIA

yCTpoiicTBa

Bnok obpaboTku
multicast-tpacumka

PucyHok 3 — ®dyHKLUMOHaNbHaA cxema ycTpolictea cepumn TAU-4M.IP
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14 OCHOBHble TeXHUYeCKue napameTpbl

OCHOBHble TEXHMYECKME NapameTpbl YCTPOMUCTBa NpmBeaeHbl B Tabanue 1.

Tabanuya 1 — OCHOBHble TEXHUYECKME NAapaMeTpbl

Mpotokonbl VolP

| MNoppepxmMBaemble NPOTOKObI | SIP
Ayaunokoaeku
Kopekn G.729, annex A, annex B

G.711a, G.711u,

G.723.1,G.722, G.726-24, G.726-32
MNepepava mogema: G.711a, G.711u
Mepepaya dakca: G.711a, G.711u, T.38

Napametpbl WAN-untepdeiica Ethernet

Konnyectso noptos 1
DNEeKTPUYECKNt pasbem RJ-45
CropocTb nepegauun, Méut/c 10/100, aBTOOMNpeaeneHne
MNopnep»Ka CTaH4APTOB BASE-T
NapameTpbl LAN-uHTepdeiica Ethernet
Konnuyectso uHtepdeicos 1
DNEeKTPUYECKN pasbem RJ-45
CropocTb nepegauun, Méut/c 10/100, aBTOOMNpPeaeneHne
MNopaep»Ka cTaH4apTOB | BASE-T
MapameTpbl aHaNOroBbiXx aBOHEHTCKUX NOPTOB
Konnyectso noptos 4
ConpoTtusneHue wneda (6es yyeta conpotusneHus TA) 00 800 Om

Mpuem Habopa

MMMNY/IbCHbIN/YacToTHbIN (DTMF)

3awmTa abOHEHTCKMX OKOHYaHUI

MO TOKY U NO HanpAXeHUk

Bbigaua Caller ID

FSK BELL202/FSK V.23/DTMF

YnpasneHue

YaaneHHoe ynpasneHue

Web-uHtepdoeiic, Telnet, SSH, SNMP, TR-069

OrpaHuyeHue JocTyna

no nNapoako

O6wue napameTpbl

MuntaHue

agantep nuTaHmA 12 B NOCTOAHHOrO TOKa, 2 A.

MoTpebnsemas MOLLHOCTb

He bonee 12,5 BT (MakcMmanbHbIi noTpebnsemsbiii Tok 1,1 A)

Pabounit gnanasoH TemnepaTyp

oT +5 po +40°C

OTHOCUTEIbHAA BNIAXKHOCTb Npu Temnepatype 25°C

no 80%

labaputbl

187x120x32.5 mm

Macca

He 6onee 0,25 Kr

AboHeHmckul wno3 TAU-4M.IP
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KoHCTpYyKTMBHOE UcnosiHeHue

ABOHEHTCKUIA TepMmuHan TAU-4M.IP BbINONHEH B N1IACTUKOBOM Kopnyce padmepamm 187x120x32,5 mm.

1.5.1 BepxHAA NaHe b yCTPOMACTBA

BHewHm Bug BepxHei naHenu yctpoiictea TAU-4M.IP npuBeaeH Ha puUcyHKe 4.
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PucyHoK 4 — BHewHun Bug BepxHert naHenu TAU-4M.IP

Ha BepxHelt naHenu yctpoiictea TAU-4M.IP pacnonioxeHbl cnegytolme CBETOBbIE MHAMKATOPbI:

Tabanua 2 — OnMcaHue MHAMKATOPOB M OPraHOB yNpaBAeHUs nepeaHen naHenu

dnemeHT nepegHeit naHeNu OnucaHue

1 Power WHAMKATOP NUTaHUA U cTaTyca paboTbl ycTpolicTea

2 Status WHAMKATOp cTaTyca paboTbl ycTpoiicTBa

3 Alarm MHAMKATOP aBapuii Ha ycTpolicTBe (HeakTMBeH B BepcuaAx MO 2.3.0 u Bbiwe)

4 USB MHAMKaATOp paboTbl BHewHero USB-ycTpoiictea (USB flash, BHeWwHWIA KecTKui
anck, 3G/4G USB-mozem)

5 » WHAMKATOPbl PaboTbl aHaNOroBbIX TENEDOHHbIX MOPTOB

6 LAN mHamkatop LAN-umHTepdelica

7 WAN mHankatop WAN-uHTepdelica

12
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1.5.2 3aaHAA NnaHeNb yCTPOMCTBA

BHewHM BMA 3aaHeln naHenn yctponctea TAU-4M.IP npuBeaeH Ha pUCyHKe 5.

ON/OFF 12V : rT | e et
1Y) B [
b-_@_+l uﬁa -
8 9 10 11 12 13

PucyHoK 5 — BHewHun Bug 3agHen naHenn TAU-4M.IP

Ha 3agHen naHenn yctpoiictBa TAU-4M.IP  pacnonio’KeHbl pasbembl WM OpraHbl YNpaBAeHus,
npeacTaBieHHble B Tabaunue 3.

Tabanuya 3 — OnMcaHue NHAMKATOPOB U OPraHOB yNpaBneHua 3agHelt naHenn TAU-4M.IP

dnemeHT 3agHei naHenn OnucaHue

8 ON/OFF TYyMB/iep BKIOYEHUSA/BbIK/IIOYEHNSA YCTPOMNCTBA

9 12v pasbem gnda noAgKNAYEeHNA agantepa NUTaHuA

10 USB pasbem USB ana noaknoyeHus BHewHero USB-ycTtpoiictea (USB flash,
XeCTKMI auck, 3G/4G USB-moaem)

11 Phone 4 pasbvema RJ-11 ana noAKAOYEHUA aHANOrOBbIX TeNedOHHbIX annapaToB

12 LAN nopt 10/100BASE-T EtherneE (pasbem RJ-45) gna nogknoveHun
NOKaNIbHOro CeTeBOro YCTPONCTBa

13 WAN nopT 10/100BASE-T (pa3bem RJ-45) 419 NOAKNOYEHUA K BHELIHEN CETH

1.6 CsetoBasa UHAUKAUUA

Tekyuwee coctosiHue ycTpoictea TAU-4M.IP otobparkaeTtcs npu nomowm niamnkatopos WAN, LAN, Phone,
Power — pacnonoyKeHHbIX Ha BEpXHeW NaHenun. MNepeyeHb COCTOAHUN MHAMKATOPOB NPUBEAEH B Tabanue 4.

Tabnnuya 4 — CBeToBas MHAMKALMA COCTOAHUSA yCTpolicTBa cepumn TAU-4M.IP

UHupaukatop CocTofaHUe NHAMKaATOpA CocTofiHMe yCTpoiicTBa
CTAaHOBJIEHO COEAMHEHNE MEX
roput (3eneHbim — 10 Mbps, Y A AY
CTAaHUMOHHbBIM TEPMUHANOM U aBOHEHTCKUM
opaH:KeBbim — 100Mbps) .
WAN YCTPONCTBOM
npoLLecc NakeTHoMn nepeaaym AaHHbix no WAN-
muraet poL . peA A
nHTEepodecy
ropwmt (3eneHbim — 10 Mbps, YCTAHOB/IEHO COEAUHEHUNE C MOAKNOYEHHbIM
LAN opaH:kesbim — 100Mbps CeTeBbIM YCTPOMCTBOM
npouecc NakeTHoM nepegaym AaHHbIX no LAN-
muraet o
nHTepodency

AboHeHmckul wno3 TAU-4M.IP 13
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f

BEI'IEHbIVI, ropuUT NOCTOAHHO

TenedoHHan TpybKa NOAHATA (IMHUA aKTUBHA)

He ropuT

TpybKa nonoxkeHa, HopMmanbHasa paboTa

yactoTtoi 20 'y, 3aTem 4 ceKkyHAbl
naysa

BEI'IEHbIVI, B TedeHMne CeKyHAbl MUTaeT C

Ha TenedOoHHbIN NOPT NOCTYyNaeT BXOAALLUNMA
BbI30B

MUraHue

3e/1eHblin, NepuoanyecKoe pearoe

OTCYTCTBYET perncTpaumna aboHeHTCKOro nopTta
Ha SIP-npokcu cepsepe

C MHTEPBaNOM B 3 CeKyHAbI

3e/1eHbll, ABOMHbIE KOPOTKME MUFAHUSA

naetT Tect IMHUn

3e/IeHbll, ropuTt

USB-ycTpoicTBO NOAKNHOYEHO

use He roput USB-yCcTpOMCTBO HE NOAKAOYEHO

Alarm He roput HepocTyneH B Bepcnax M0 2.3.0 n Bbiwe
3e/1eHbll, rOPUT NOCTOAHHO HOpMasibHaA paboTa ycTpoincTea
OpPaHKeBbIW, FOPUT NOCTOAHHO OTCYTCTBYET BbiX0oz, B IHTepHeT

Status KPacHbI, rOPUT NOCTOSAHHO 3arpysKa ycTponcrsa
nepuoamyeckoe nornepemeHHoe cbpoc ycTpoiicTBa K 3aBOACKMM HACTPOMKam
MWraHMe KpacHbIM U 3e/1eHbIM
uBeTamm

Power KpacHbI BK/IIOYEHO NUTaHME YCTPOICTBA

1.7 C6poc K 3aBOACKUM HAaCTPOMKam

[na 3anycka ycTpoMcTBa € 3aBOACKMMM HACTPOMKaMN HEODXOAMMO B 3arpyKEeHHOM COCTOAHUM HaXKaTb U
yAepKMBaTb KHOMKY «F», KOTOpasa HaxoauTcA Ha OOKOBOW NaHenn yCTPOWCTBA, MOKa WMHAMKaTop «Power»
Ha4YHEeT NepuoaMYEecKM MUraTb NMOMEPEeMEHHO KPacHbIM U 3eneHbiM UBeTamu. [pou3onaer aBTomaTUyecKasn
nepesarpyska yctpoiictea. Mpu 3aBoackux yctaHoBKax Ha WAN-uHTepdeice 3anyweH DHCP-KknueHT, agpec
nHtepdeica LAN - 192.168.1.1, macka noacetn — 255.255.255.0; uma nonb3osatens/naponb gna AocTyna vyepes

Web-uHTtepodeiic: admin/password.

1.8 KomnnaeKT noctaBku

B 6a308Bbll1 KOMNIEKT NOCTAaBKM ycTponcTBa cepun TAU-4M.IP BxopAT:

TepMWHaN aboOHEHTCKMI YHUBEPCaNbHbIN;

apanTep nutaHuAa 220/12B, 2 A;
PYKOBOACTBO NO YCTAaHOBKE M HAaCTPOWMKE.

14
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2 YNPABJIEHUE YCTPOMCTBOM YEPE3 WEB-KOHOUTYPATOP

2.1 Hauano pa6orbi

[na Hayana paboTbl HYXKHO MNOAKAYNUTLCA K yCTPoNCTBY No nHTepdeincy LAN yepes Web-6paysep:

1. Otkpoitte Web-6paysep (nporpammy-npoCMOTPLLMK TMNEPTEKCTOBbIX AOKYMEHTOB), Hanpumep,
Firefox, Opera, Chrome.
2. BeawuTte B agpecHOM cTpoKe bpaysepa IP-agpec ycTpoiicTsa.

% 3aBopackoi IP-agpec ycrpoiictBa: 192.168.1.1, macka nogcetu: 255.255.255.0

Mpu ycnewHom obHapyXeHUM YCTPONCTBA B OKHe Gpay3epa oTobpasuTca CTpaHMLA C 3aNpPOCOM MMEHM
no/sib3oBaTesiA U Napos.

TAU-4M.IP u -

Noruk:

Mapons

3. BBeauTe uMMA nonb3oBatena B CTPoke «JlorMH» M naponb B CcTpoke «[laponby».

o
V 3aBoAcKue yCTaHOBKU: I0rUH: admin, naponb: password.

4. Haxmute KHOMKy «BoiTu». B OoKHe Bpaysepa OTKpoeTcA MeHIo BblCTporo KoHdurypuposaHus,
PUCYHOK 6.

2.2 CmeHa nonb3oBaTeneu

Ha ycTpoiicTBe cyulectsyeT Tpu Tuna nonb3osaTeneit: admin, user n viewer. Monb3osBatenb admin
(apmuHKUCcTpaTOp, Naponb Mo ymonyaHuio: password) nmeeT NoHbIA A0CTYN K YCTPOMCTBY: YTEHME U 3anucb
MobbIX HacTPoOeK, NOJHbIA MOHUTOPUHF COCTOAHUA ycTpolicTea. Mosb3oBaTenb user (HeMPUBUAErUPOBaHHDIM
nonb3oBaTesnb, Naposib MO YMOAYaHUIO: USer) MMeeT BO3MOXHOCTb BbINOJIHUTb TONIbKO HAcTpoliky PPPoE ans
NoAKNIoYeHUs K MHTepHEeT, He MMmeeT A0CTyna K MOHMTOPUHIY COCTOAHMA ycTpoincTea. lMosb3oBaTenb viewer
(Habnopgatenb, Nnaponb MO YMOAYaHWUIO: viewer) MMeeT NpasBo TONbKO MPOCMaTPMBaTb BCHO KOHUrypauuio
ycTpoiicTBa 6e3 BO3MOMKHOCTU YTO-IMBO pefaKTUpoBaTb, MOHUTOPUHI COCTOAHMA YCTPOWCTBA eMy AO0CTyMneH B
nosHOM obbeme.

AboHeHmckul wno3 TAU-4M.IP 15
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TAU-4M.IP
Cete IP-tenedoHuMn Cuctema

IPTV

MpY HaxaTMM Ha KHOMKY «8bIX00» TEKyllana ceccua nosib3oBatens byaeT 3aBeplueHa, 0To6pasnTCa OKHO
aBTopM3aLnm:

TAU-4M.IP u -

Noruk:

Mapons

[ns cmeHbl gocTyna HeobXOAMMO YKasaTb COOTBETCTBYHOLLME WMMA MOJ/Ib30BATENA M MApOJib, HaXaTb
KHONKY «Bolimu».

2.3 Pexxumbl paboTtbl Web-uHtepdeiica

Web-uHTtepdeiic ycrpoiictea TAU-4M.IP moxKeT paboTaTb B TPEX perKMUMaX:

e MOHMUTOPUHT — PEXUM MOHUTOPMHIA CUCTEMBI — UCNONb3YETCA A8 NPOCMOTPA PAs3/IMYHONo Poaa
MHPOpMaumm, KoTopas KacaeTca paboTbl YCTPOMCTBA: AKTUBHOCTb WMHTEpHeT-coeauHeHus,
cocTosiHMe TenepOHHOTro MopTa, O06bEM NPUHATbIX/NEpPedaHHbIX AaHHbIX MO  CeTeBbIM
WHTepdericam 1 Tak aanee;

e [ANTKM — perrMm BbICTPOro KOHOUIYPUPOBAHUA CUCTEMBI — B KaXKAOM MAUTKE CrpynnupoBaHbl
HaCTPOMKM NO UX GYHKLMOHANbHOMY HasHauyeHuto: MHTepHeT, IP-TenedoHus, IP-TenesngeHme n
Apyrve. B nanUTKy BbiBeAeHbl TO/IbKO OCHOBHbIE NapaMeTPbl, MO3BOAIOWME MAKCMMabHO BbICTPO
HaCTPOUTb onpeaeNeHHY GYHKUMIO YCTPONCTBA;

e HacTpoWKM — pacCWMPEHHbI pPEeXMM  KOHOUTYPUPOBAHMA  CUCTEMbI  (PEMM  MOAHOrO
KOHOUIYpMpPoBaHUsA) — NO3BOAAET BbINONHUTL MOJHOE KOHOUTYPUPOBaHME YCTPOMCTBA.

Ona Hasuraumm mexgy pexnmamm Web-uHtepdeiica cnykut naHenb, KoTopas HaxoAuTcA C NeBOW
ctopoHbl Web-uHtepodeiica. Mpu HaBeAeHUN yKa3aTeNn MbllW NaHe b PACKPbIBAETCA:

16 AboHeHmckul wno3 TAU-4M.IP
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WuTepHer WHTepHeT
PEXWM pato Peskim pafio
MpoTok, NpaToH
IP-aan IP-aap]
@* Macka nogce @ MOHUTOPMHT Wacka Noace
i LUAKIE Na yrMan4aH R 11IMt03 NO yMonaEH|
o MepBrHbIR D £ HacTpoikK MEepEM4HEIA D
BTOpMyHbIR D BTOpM4HEIA D

U3 pexkuma «ManTkM» B pexkMm «HacTpoiKkn» nepexos BO3MOXKEH TaKXKe yepes CCbiKy «noopobHee» B
Ha3BaHWW MAUTKM.

2.4 MpumeHeHne KOHPUrypaLmu U OTMEHA USMEHEHUM

2.4.1 [MNpumeHeHne KOHPUrypauumn
ﬂl Mo HaXaTuio Ha KHONKY «MprUMeHUTb» NPOUCX0AUT cCOXpPaHeHue KoHdurypauum o flash-namatb

YCTPOMCTBA M NPUMEHEHMEe HOBbIX HacTpoeK. Bce HacTpoiikK BCTynatoT B cuny 6e3 nepesarpysku
yCTpOWMCTBa.

KHonKa «MpumeHUTb» B MeHI0 6bICTPOro KOHQUIYPUPOBAHUA M B MEHIO PACLUMPEHHbIX HaCTPoek

COOTBETCTBEHHO MMeeT Bna: , .

B Web-unHtepdeiice peannsoBaHa BM3yanbHas MHAMKALMA TEKYLLEro COCTOAHWUS MpoLecca NpUMeHeHUs
HacTpoek, onucaHHas B Tabauua 5:

Ta6nv1u,a 5- Bmayaanaﬂ MHAWKAUMA TEKYLLErO COCTOAHMNA nNpouecCa NPpUMEHEHNA HACTPOEK

BHelwHuii BUp, OnucaHue cocToaHUA

Mocne HaxaTnA Ha KHOMKY «[MpMMEeHUTb» NPOUCXOAUT NPouecc NPUMEHEHUA N 3aNnUcn

HaCTROMKM CETH HaCTpoeK B MamATb ycTponctea. O6 sTom MHGOPMUPYET 3HAYOK H B Ha3BaHWU BKNAAKMN
M Ha KHONKe «[TpnuMeHnTb».

06 ycnewHOM COXpPaHEHMM W MPUMEHEHMM HACTPoeK MHbopmUpyeT snauok 4 &
HacTpoiky ceTi @ Ha3BaHWW BKNAOKMN.

Ecnn 3HayeHue napameTpa 6b110 YKa3aHoO C OLLIM6KOI\/1, TO nocne HaXaTuA Ha KHOMNKY
«MMpUMeHUTb» MOABUTCA COOTBETCTBYIOLLEE COO6LU,EHM€ C YKa3aHmem npuynHbl, a B

HacTpoMkK ceTi @

Ha3BaHWWM BKNAAKU OTO6pa3VITCFI 3Ha4Y0K E]
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2.4.2 OTmeHa UsmeHeHu

V OTMeHa U3MeHeHMi1 NPOM3BOAUTCA TOIbKO A0 HAXKATUA Ha KHOMKY «MpumeHuTb». B 3aTOM ciyyae

OTPefaKTUpPOBaHHbIe Ha CTPaHUUe napameTpbl OGHOBATCA TEeKYWMMM  3HAuYeHUAMM,

3anNMcaHHbIMM B NamATU ycTpoiicTBa. lMocne Ha)KatMA Ha KHONKY «lpumeHUTb» BO3BpaT K
npeabiayWwmum HacTpoiikam byaer HEBO3MOMKEH.

KHOMKa OTMeHbl U3MEHEHUI B MEHIO BbICTPOro KOHOUIypUPOBaHUS U B MEHIO PaCLUMPEHHbIX HAacTpoeK

x ® Otmena
COOTBETCTBEHHO UMeeT BUA,: 5

2.5 MeHto 6bicTPpOro KOoHGUrypmupoBaHusa

B MeHI0 6bICTPOro KOHPUIYPUPOBAHMA OTOBPAXKAIOTCA OCHOBHbIE HACTPOMKM YCTPOICTBA, PUCYHOK 6.

WHTepHet nonpoGHee |P-tenechoHuns noapoGHee
Peirni patoTsl  MaplpyTusatop v NMunua 1 Nuana 2 Muaua 3 Nusus 4 SIP
MpoTokon  DHCP v

BKMHO4UTE
MepBuyHbIil DNS

Homep | 001
BTopuyHblii DNS
AyTeHTUdMKaLUNA

:
VMg nonk3oBatens

Maponk

= -

|P-TeneBnaeHmne noapoGHee Cuctema noapoGxee
BrniouuTe IPTY @ Ooctyn k Web
BKMHO4MTE HTTP- ¥ HTTP @

NPOKCH
HTTPS
MopT HTTP 1234

=-
3 -

PucyHOK 6 — MeHto 6bICTpOro KOHPUrypupoBaHma
HacTpoliku pasgeneHbl No cneayowmnm KaTeropusam:

e WHMepHem — GbICTPas HAaCTPOIKa BbIX04a B ceTb MIHTEPHET;

e IP-menedoHua — HbICTpas HaCTPOMKa TenedpoHuu;

e |P-menesudeHue — KOHOUTYpUPOBaAHME YCTPOMCTBA ANA NoaaepKKku GyHKuui IPTV;
e Cucmema — HacTpoMKa gocTtyna K Web-nntepoeicy yepes WAN-noprT.

18 AboHeHmckul wno3 TAU-4M.IP
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2.5.1 MWHTepHeT

Ons poctyna K cet MHTepHET HeOb6X0AMMO YCTAaHOBUTb OCHOBHbIE HACTPOMKM B pasgene «MHTepHeT».
Onsa yKasaHWA AONONHUTENbHbIX MAapaMeTpPoB NepenguTe B PEeXMM PaCLUMPEHHbIX HACTPOEK, HaxaB CCbINKY

«noopobHee».

Pexcum pabombi — pexxnum paboTbl YCTPOMCTBA:

Mapwpymuzamop — mexgy LAN n WAN-uHTepdelicom YCTaHaBAMBAETCA pPEXUM
mapLpyTtusatopa (LAN nsonnposaH ot WAN);

Mocm — mexagy WAN u LAN-mHTepdencom yCTaHABAMBAETCA PEXMM MOCTA: AaHHble
nepegaatorca npospayvyHo 13 LAN B WAN 1 06paTHO;

lpomoKosn — BbIGOP MNPOTOKO/A, NO KOTOpOMY OyAeT OoCywecTBAATbCA noakatoveHne WAN-
nHTepdelica ycTponcTBa K ceT npoBaliaepa:

Static — pexkum paboTbl, Npu KoTopom IP-agpec n Bce Heobxoanmble napameTpbl Ha WAN-
nHTepdelic HasHayatoTcA cTaTudecku. Mpu Bbibope TMNA «Static» ANA peaakTMpoBaHMUA
6yayT AOCTYNHbI CAeAyoLme NapameTpbl:

BrHewHuli IP-adpec — vycTtaHoBKa |P-agpeca WAN-uHTepdeica ycTponctsa B ceTu
nposanaepa;

Macka nodcemu — macKa BHeLLHeN noaceTy;

LLnto3 no ymonyaHuto — afpec, Ha KOTOPbl OTNPaBAAETCA NaKeT, eCAn AN Hero He
Hali4eH MapLwpyT B Tabanue mapLupyTmsauuu;

MepsuyHsbili DNS, BmopuuHbili DNS — apgpeca cepBepoB AOMEHHbIX MMEH (MCMo/b3ytoTcs
ana onpepenenuns IP-aapeca ycTpoiicTBa No ero AOMEHHOMY MMeHM). [laHHble nons
MOKHO He 3an0/IHATb, ECIN B HUX HET HEOHXO4MMOCTH.

DHCP — pexunm pabotbl, npn Kotopom IP-agpec, macka noagcetu, agpec DNS-cepsepa,
W/t03 MO YMONYAHUIO M ApYyrue napameTpbl, Heobxoaumble ans paboTtbl B ceTn, byayTt
nony4yeHol ot DHCP-cepBepa aBTOMaTHUYECKN.

Moaaep:mnBaemble oNuUUK:

1 — macka cetu;

3 —ajapec ceTeBOro W/3a No YMOAYAHUIO;

6 —aapec DNS-cepsepa;

12 — ceTeBOE UMA YCTPOMCTBA;

15 — pomeHHOE nms:

26 — pasmep MTU;

28 — WwKnpoKoBeLWaTeNbHbIM aapec ceTy;

33 - cTaTM4YecKkMe mapLpyTbl;

42 —appec NTP-cepsepa;

43 — cneunduyHaa nHdopmaLma NpPon3BoanNTENS;
60 — anbTepHaTuBHbIN Vendor ID;

66 —aapec TFTP-cepsepa;

67 — uma daiina NO (gns 3arpy3km no TFTP c cepBepa 13 onumu 66);
82 - uHpopmauma areHta DHCP Relay;

120 — outbound SIP-cepBepa;

121 — 6eckiaccoBble CTAaTUYECKME MAPLLPYTHI.

AboHeHmckul wno3 TAU-4M.IP 19



Ov ELTEX

B DHCP-3anpoce B onuunm 60 yCTpoiCTBO nepedaet craeayouwyo MHGopmaumio
npoussoantens 8 popmare:

[VENDOR:npowussoautens][DEVICE:Tun yctponctea][HW:annapaTHas sepcus] [SN:cepuitHbIii
Homep][WAN:MAC- agpec  wuHTepdeiica  WAN][LAN:MAC- agpec  wuHTepdelica
LAN][VERSION:Bepcus nporpammHoro obecnevyeHus]

Mpumep:
[VENDOR:Eltex][DEVICE:TAU-4M.IP][HW:1.0][SN:VI23000118][WAN:A8:F9:4B:03:2A:D0]
[LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

Cnucok wucnonbsyemblx DHCP-onumii Ha Kaxkaom ceteBom uHTepdelice (Internet, VolP,
Management) MOKHO 3aaBaTb Bpy4Hyto. MHbOpMaums no HacTpoiKe Crncka npeacraBieHa
B NPUNOXKeHun B.

—  PPPoE — pexxum paboTbl, npu Kotopom Ha WAN-unHTepdeitice nogHumaetca PPP-ceccus.
Mpu Bbibope «PPPOE» ansa pensakTMpPOBaHUA CTAHYT AOCTYMNHbI Caeaytowme napameTpbl:

Wmsa none3zosamena — uMA Nonb30BaTeNa Ana aBTopusauum Ha PPP-cepsepe;
lMapons — naponb ana asTopusaumm Ha PPP-cepsepe;

Service-Name — nma ycnyrn — 3HadyeHue Tera Service-Name B coobuweHun PADI gns
UHUUManmM3aumm PPPoE-coeanHeHna (MCMONb30BaHWE OAHHOM ONUUKM He ABAAEeTCA
065s3aTe/IbHbIM, 3TOT NapaMeTp HacTPamMBaEeTCA TO/IbKO Mo TpeboBaHMIO NpoBaiaepa);
Bmopoli Odocmyn — TMn  pocTyna K  JIOKaJibHbIM  CETEBbIM  pecypcam.
Mo*KHo BbIGpaTb 2 BapnaHTa:

DHCP — punHamuyecknin poctyn, Korga |IP-agpec M Bce Heobxogumble napameTpsl
nonyyatorca no npotokony DHCP;

Static — cTaTMYeckMii — B 3TOM c/iydae Heobxoaumble Ans A0CTyNa MapamMeTpbl HYXKHO
yKasaTb Bpy4Hyto: IP-adpec, Macka nodcemu, DNS-cepsep, LLinto3.

—  PPTP — pexXum, Npu KOTOPOM BbIXO4, B MIHTEPHET OCyLLEeCcTBAAETCA Yepes cneumasnbHbli
KaHan, TYHHeNb, ucnonb3ya npoTtokon PPTP. Mpu Bbibope «PPTP» pna pefakTtMpoBaHuA
CTQHYT AOCTYMHbI Cegytolwme napameTpbl:

PPTP-Cepeep — appec cepepa PPTP (gomeHHoe nmsa unu IP-agpec 8 dopmarte IPv4);

Umsa nonb3zosamesnsa — UMA NONb30BaTeNA AnAa asTopusaummn Ha PPTP-cepsepe;

lMaposb — naponb anAa asTopusaummn Ha PPTP-cepsepe;

Bmopoli docmyn — Tun AocCTyna K NOoKa/ibHbIM ceTeBbiM pecypcam u PPTP-cepsepy.
MoHO BbI6paTb 2 BapMaHTa:

DHCP — puHamwudeckuid poctyn, Korga IP-agpec v Bce Heobxogumble napameTpbl
nony4atorca no npotoxkony DHCP;

Static — cTaTMYecKuit, B 3TOM c/yyae Heobxogumble Ana goctyna K PPTP-cepsepy
napameTpbl 3a4at0TCA BPYYHYHO:

= |P-a0pec — Npu CTaTUYECKOM A0CTyMNe € 3TOro afpeca ocywectsnseTca goctyn ao PPTP-cepsepa;
= Macka nodcemu — Npu CTaTUYECKOM A0CTyrne Macka NoACceTu;

= DNS-cepgep — npu ctatudeckom goctyne cepsep DNS, ncnonbsyemblii B 10KaIbHOM ceTy;

= [[In103 — NpW CTaTUYECKOM A0CTYynNe W03 Ansa goctyna K PPTP-cepsepy (ecnm Heobxoanm).

— L2TP — pexum, nNpu KOTOPOM BbIXOA4, B MHTEPHET OCyLLEeCTBAAETCA Yepes crneumnasnbHbli

KaHan, TYHHenb, ucnoab3ys npotokon L2TP. Mpu Bbibope «L2TP» ana peaakTMpoBaHus
CTaHYT AOCTYMHbI Cneaylolme napameTpbl:

L2TP-cepsep — aapec cepsepa L2TP (aomeHHoe nma nam IP-agpec 8 dopmarte IPv4);
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Umsa nonbzosamesna — UMA NOAb30BaTeNa Ana agTopmsaumm Ha L2TP-cepsepe;

lMaponab — naponb AnAa asTopusaumun Ha L2TP-cepsepe;

Bmopoli docmyn — TMn A0CTyna K NOKalbHbIM ceTeBbiM pecypcam u L2TP-cepsepy.
Mo*KHo BbIbpaTb 2 BapuaHTa:

DHCP — puHamuyeckuit poctyn, Korga IP-agpec M Bce Heobxogumble napameTpbl
noay4yatorca no npotokony DHCP;

Static — cTaTUYecKMin, B 3TOM C/lydae Heobxogumble ana poctyna K L2TP-cepsepy
napameTpbl 334a0TCA BPYUHYIO:

= |P-gdpec — Npu CTaTUYECKOM A0CTYyNe € 3TOro agpeca ocylecTsaserca goctyn ao PPTP-cepBepa;
= Macka nodcemu — NPy CTaTU4ECKOM A0CTyNne Macka NnoaceTu;

= DNS-cepsep — npu ctatuyeckom goctyne cepsep DNS, ucnonbayemsbiii B NOKaNAbHOM CeTH;

= [lI/1103 — NpW CTaTUYECKOM A0CTyMe W3 ana aoctyna Kk L2TP-cepsepy (ecam Heobxoaum).

Mpotokonbl PPTP u L2TP mncnonb3yloTca ANA CO34aHMA 3alWMLLEHHOro KaHana csA3M 4vepes Internet
MeXAY KOMMbIOTEPOM YAaNeHHOro MO/b30BaTesNd M YacTHOM CceTblo ero opraHusauum. PPTP u L2TP
OCHOBBIBAOTCA Ha NpoToKoJie Point-to-Point Protocol (PPP) un siBnsitoTcs ero pacwumpeHuamu. JaHHble BEPXHUX
ypoBHel mogenn OS| cHauyana nHkancyampytotca B PPP, a 3atem B PPTP nam L2TP ana TyHHenbHOW nepenayn
yepes cetu obuwero aoctyna. PyHKUMOHANbHble BO3MOMKHOCTM PPTP u L2TP pasnuyHbl. L2TP moxeT
MCNONb30BaTbCA He TOMbKO B IP-ceTax, cnyebHble coObLWEHUA aNsA CO34aHUA TYHHENA U MEPECbIIKA MO HeMY
OAHHbIX MCNONb3YIOT O4MHAKOBbIN GOPMAT M NPOTOKO/bl. PPTP MOXKeT NpMMeHATbCA TobKO B IP-ceTax, u emy
HeobxoaMmo oTAenbHoe coeauHeHne TCP ana co3gaHMA M UCMONb30BaHUA TyHHena. L2TP nosepx IPSec?
npeanaraet 6onblie ypoBHen 6e3onacHocTn, Yem PPTP, u nmeeT BbICOKYHO CTEMEHb 3alLMLLEHHOCTU BaXKHbIX 414
OpraHu3aunun SaHHbIX.

OcobeHHoCcTN L2TP genatoT ero oveHb NEPCreKTUBHbIM MPOTOKOMIOM ANA MOCTPOEHUA BUPTYasbHbIX
ceTen.

Ana BCTynaAeHnA B cUny HOBOWM KOH(I)VII'ypaLI,VIVI N 3aHeCeHNA HACTPOEK B 3HEProHe3aBUCUMMYHKO NaMATb

Ha*XMute KHOMKy . Ana oTmeHbl WU3MEHEHUIN HaXXMUTe KHOMKY

Y106bl NOAKNIOUUTL YCTPOWCTBO K CETU NpoBangepa, HEOBXOAMMO YTOYHUTb Yy oOfepaTopa CeTeBble
HacTpoMKu. Mpu NCNoNb30BaHNKN CTAaTUYECKMX HAacTpoeK B none «MpoTOKo» HY*KHO BblbpaTb 3HaYeHme «Staticy,
3aMo/HUTL nons «BHewHun IP-agpec», «Macka noacetu», «Lno3 no ymonyaHuio», «lMNepBuuHbii DNS» 1
«BTOpuyHbIM DNS» npepocTtaBieHHbIMM NPOBANAEPOM COOTBETCTBYHOLWMMM 3HAYEHUAMU. Ecan ycTpoictea B
CeTM nposakgepa MoJy4aloT ceTeBble HACTPOMKM no npoTokonam DHCP, PPPoE, PPTP uau L2TP — B none
«MpoToKkon» BbIGEpUTE COOTBETCTBYHOLMIA MPOTOKO/A M BOCMONb3YHTECH MHCTPYKUMAMM nposargepa Ana
NONHOW N NPaBUNbHOM HAaCTPOMKN YCTPOMCTBA.

2.5.2 IP-tenedpoHUuA

Ons pabotbl IP-TenepoHUN HeobXOAMMO YCTaHOBWTb HACTPOWKM B pasgene «|IP-teneboHus». [Ons
YKasaHua [OMNOJHWUTE/bHbIX MapaMeTpoB MepeianTe B PEXUM PACLIMPEHHbIX HACTPOEK, HaXKaB CCbUIKY
«nodpobHeey.

Bo Bknagkax «/luHua 1», «/luHna 2», «JiuHna 3», «J/InHma 4» BbINOAHAIOTCA OCHOBHblE HACTPOWMKMU
TenedoHHbIX NOPTOB ycTpolicTBa «Phonel», «Phone2», «Phone3», «Phone4» cOOTBETCTBEHHO:

e  BKAw4Yumb — Npu yCTaHOBAEHHOM dnare AaHHaA IMHUA aKTUBHA;

e Homep — abOHEHTCKMIA HOMEp, 3aKpen/ieHHbIl 3a TenepoHHON NnHUe;

e VimMA nonv3osamesns — UMA NONb30BaTeENA ANA ayTeHTUPUKaumm Ha SIP-cepsepe;
e [laposb —naponb Ans ayteHTMPUKaumm Ha SIP-cepsepe.

l,ﬂ,nﬂ KOppPeKTHOM paboTbl IPSec cneayeT OTKAOYUTL TPAHCAALMIO 3APECOB OTNPaBUTEN .
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Bo Bknaake «SIP» BbINOMHAOTCA OCHOBHbIE HAacTPoMnKu ans SIP-npokcu cepeepa:

e SIP-npokcu cepsep — ceteBon agpec SIP-cepBepa — YCTPOICTBA, OCYLLECTBAAKOLWEr0o KOHTPO/b
AocTyna scex aboHeHTOB K TenedoHHOM ceTu npoBaiiaepa. MoXKHO yKasaTb Kak IP-agpec, Tak u
AOMEHHOe MMsA (Y4epe3 ABOETOYME MOMKHO 3a4aTb anbTepHaTuBHbIA UDP-nopt SIP-cepsepa, no
ymonyaHuio 5060);

e Peazucmpayua — npu ycraHosfieHHOM dnare paspelleHa pernctpauma aboHEeHTCKUX MOPTOB Ha
cepsepe perncrpaumm;

o Cepsep pecucmpayuu — CeTeBOM agpec YyCTPOMCTBA, Ha KOTOPOM OCYLLECTB/AETCA perucrpauus
BCeX abOHEHTOB TesiepOHHOM CEeTU C LesIbio NpeaocTaBaeHmAa UM NPaBa NoJsib30BaTbCA YCayramu
cBA3n (4epes ABOETOYME MOMKHO YKasaTb aNbTePHATUBHbLIA MOPT CepBepa perucrpauuu, no
ymonyaHuio 5060). MoxHO yKasaTb KaK IP-agpec, Tak U gomeHHoe ums. OB6bIYHO cepBep
pervcTpaunmn dmusmyecku coBmelleH ¢ SIP-npokcu cepepom (OHM MMEIOT OAMHAKOBbIN agpec);

e SIP domain — poMeH, B KOTOPOM Haxo4MTCA YCTPOMCTBO (3amosiHATbL MpuM HeobxoaumocTw),
Ha3Ha4vaeTcA aBTomaTtmyeckm m3 15 onumm npotokona DHCP uaun 3apgaetca BpydHyto. [JomeH,
3a/laHHbIN BPYUYHYIO MMEeT NPUOPUTET Haj, HaCTPOIMKOM, noyyeHHol no DHCP.

Ona BCTynaAeHnAa B CUNy HOBOWM KOHd)VIpraLI,VIVI N 3aHeCeHUA HaACTPOEK B 3HEProHe3aBUCMMYIO MaMATb

Ha*XMute KHOMKyY . Ona oTmeHbl U3MEHEHUWN HaXkMUTe KHOMKY x

2.5.3 IP-teneBunpgeHune

Ons pabotbl dyHKUMKM IPTV HYXKHO BbINOJHUTL OCHOBHbIE HAaCTPOMKK B pasgene «IP-tenesugeHune». Ans
YKa3aHuA [OMONHMUTE/IbHbIX MapameTpoB MepenauTe B PEXMM PaCIMPEHHbIX HACTPOEK, HAaXKaB CCbIIKY
«nodpobHee».

e  Bkawyume IPTV — npu ycTaHOBAEHHOM dnare paspelleHa TpaHcasuma curHanos IP-TenesmaeHus
¢ WAN-untepdeiica TAU-4M.IP (n3 ceTn npoBaligepa) Ha yCTPOWCTBA, NOAKAOYEHHble K LAN-
nHTepoelicy;

e Bkarwyume HTTP-npokcu — npu ycTaHOBAEHHOM dnare ncnosab3osatb HTTP-npokcu. HTTP-npoKcu
ocyuwecTtBaseT npeobpasosaHne UDP-notoka B notok HTTP, 4To NO3BOAIAET Y/YYLIUTb KayecTBO
TPaHCANPYEMOTO M306paXKEHNA NPU NJOXOM KaYeCcTBE KaHana CBA3W B NOKANIbHOM CETW.

e [lopm HTTP — Homep nopTta HTTP-npoKcK, c KoToporo 6yaeT oCcylecTBAATLCA TPaHC/IMPOBaHMe
BMAEO-NOTOKA. Mcnonb3ynte 3TOT MOPT AAA NOAK/AOYEHMA K TPAHC/AIMPYEMBIM YCTPOMCTBOM
notokam IPTV.

Hanpumep, ecnn yctpoicteo mmeeT Ha LAN-uHTepdeince agpec 192.168.0.1, ans nopta NpoKcu-cepBepa
BblbpaHo 3HayeHue 2345, n HeobxoaMmo BocnpomsBecTn KaHan 227.50.50.100, TpaHcaunpytowmiica Ha UDP-
nopt 1234 - ana nporpammol VLC aapec NOTOKa HYXXHO 3a4aTb B Buae:
http://@192.168.0.1:2345/udp/227.50.50.100:1234.

[Nna BCTYNAeHMA B CUAY HOBOW KOHOUIypauumn M 3aHeceHWUs HACTPOEK B 3HEProHEe3aBMCUMYIO MamATb

Ha*XMute KHOMKy . Ona oTmeHbl M3MEHEHUIN HaKmnTe KHOMKY

2.5.4 Cucrema

B pasgene «Cuctema» BbINOJHAETCA HacTpoika poctyna kK Web-koHdurypatopy ycTpoicta. [ns
YKazaHuA [OMNOJHWUTE/bHbIX MapaMeTpoB MepeianTe B PEXUM PACLIMPEHHbIX HACTPOEK, HaXKaB CCbUIKY
«nodpobHeey.
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Hoctyn K Web yepe3s WAN:

e HTTP — npu yctaHoBneHHOM ¢dare paspelleHo noakatodeHne K Web-koHdurypaTopy yctponcrea
yepe3 WAN-nopT no npotokony HTTP (Hebe3onacHoe noakaoUyeHue);

e HTTPS — npu ycTtaHoBNeHHOM dare paspelwieHo noaknodeHme K Web-KoHourypatopy yctponcrea
yepe3 WAN-nopT no npotokony HTTPS (6e3onacHoe noakaoveHume).

JH Mo ymonuaHuio goctyn K Web-unrtepdeiicy ycrpoiictea paspeLueH TonbKo uepe3s LAN-uHtepdeiic.

[Nna BCTynaeHus B CUAYy HOBOW KOHOUIypauum M 3aHeceHWUs HaCTPOeK B 3HEProHe3aBMCUMYIO MamsATb

HaXXMUTe KHOMKY . ﬂ,ﬂﬂ OTMEHbI U3MEHEHUN HaxKkMuTe KHOMKY
2.6 PaclumpeHHble HacTPOKH

[na nepexoga B peXMm pacluMpeHHbIX HAaCTPOEK YCTPOMCTBA HaXKMUTE CCbISIKY «100pobHee» B Ha3BaHUU
Mob60ol NAUTKU UK BbiBepuTe NYHKT «HacTpoiKu» Ha naHenu cnesa.

2.6.1 OcHoBHble 3nemeHTbl Web-uHtepdeiica

Ha pucyHKe 7 npepacTaBieHbl afnemeHTbl Hasuraumm Web-koHdurypatopa B pexkume pacliMpeHHbIX
HaCTPOEK.

TAU-4M.IP 1 -~ admin

m IP-tenedonna  IP-teneBuaeHne CucTema Z

WuTepHeT QoS B TNVINGENTELL: M DHCP-cepeep  JlokansHulil DNS  NAT W npobpoc noptoe  CETEEOM 3KpaH  ACL  @uneTp MAC

>’

MaplpyTu3auna  OuHaMWYeckWid DNS  SNMP

Hactpoiika MAC-agpeca WAN 5
@ |
MNepeonpenenuts MAC
= MAC -
o
© 000 "Mpednpuamue "Gnmeke", 2011 — 2018 Bepcus NO: {rekyman sepcna MO}

' Bepcus eeG-usmepgelica: (Tekywan gepcua Bed-uuTepdeica)

PucyHOK 7 — dnemeHTbl HaBuraumu Web-koHdurypartopa

OKHO N0/1b30BaTeNbCKOrO UHTepdelica pa3geneHo Ha cemMb obnacTel:

1 Wmsa nonb3oBaTens, nog, KOTOpbiM Obla OCYLWLECTBNEH BXOZ B CMCTEMY, KHOMKa 3aBeplleHus
ceaHca pabotbl B Web-uHTepdeiice (861x00) noa AaHHbIM NOJIb30BaTE/IEM M BbiNaatoliee MeHIo
BbibOpa A3blka Web-uHTepdelica.

2 BKnagkm MmeHlo rpynnupyoT BKAagKM nogmeHto no KateropuAm: Cetb, IP-tenedpoHusn, IP-
TenesupgeHue, Cucrtema.
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3

4

BKnaaKu nogmeHto cay»KaT Ana ynpasaeHna nosem HacTpOoeK.
MaHenb cmeHbl pexknma Web-koHourypaTtopa (onuncaHue B pasgene 2.3).

Mone HacTpoeK ycTpoicTea, KoTopoe 6asmpyerca Ha BbiGope Nosib3oBaTeNs, npeaHasHauyeHo A1a
MPOCMOTPa HacTPOEK YCTPOMCTBA U BBOAA KOHDUIYPALMOHHbIX AaHHbIX.

KHomMKuM ynpasneHua koHdurypaumen, nogpobHan nHdbopmaums npuseaeHa B pasgene 2.4.

lMpumeHUMb — NPUMEHUTb U COXPAHUTb TEKYLLYIO KOHOUTYPALIMIO B SHEPTOHE3aBUCUMYHO
NamsATb YCTPOWCTBA;
OmmeHa — OTMEHa W3MEeHEeHWn (BO3MOMKHA TOMbKO A0 HaXKaTUsi Ha KHOMKY
«lMpumeHumes»).
NHdopmaumoHHoe nose, B KOTOPOM oTobparkaeTcs Bepcua nporpammHoro obecneveHums, sBepcus
Web-untepdeliica.

2.6.2 MeHio «CeTb»

B meHto «CeTb» BbINOAHAETCA KOHPUTYPUPOBaAHUE CETEBbLIX HACTPOEK YCTPOWCTBA.

2.6.2.1 NMogmeHo «HTEpHET»

B noameHto « IHTepHET» BbINoHAETCA KOHOUTYPUPOBaHUMe BHeLHel ceTu (no npoTtokonam PPPoE, DHCP,

PPTP, L2TP, cTaTUYECKHK, B peXXUME MapLUpyTU3aTOpa M MOCTA) U IOKaNbHOW CeTu.

OBwwme HacTponkn

WMmA xocTa

BHelwHAA ceTb

Mopknioyenue K HHTEpHBT HPDED,.'J,HDE noeEniyeHne v

CropotTs W Aynnexc Auto v

HacTpoiikn nogknio4eHuA
Pesum paboTe MaplpyTuaaTtop v
MpoToken DHCP v

AnsTepHaTiereid Vendor ID (onuua 60)
Wrdbopmauma arenta DHCP Relay (Onuwa 82)
Mepeiuneit DNS
Bropuureit DNS

Paamep MTU 1500
Menemsaceats VLAN

OTENKYUTE TpaHtnAUWK agpecoB oTNpaBuTENA

NokaneHas ceTs

IP-anpec 192.168.11

Macka nogcetu 265265 2650

HacTpoiika [PSec

Brrouunts Cosmecmyan paboma mpaxcnayuy adpecos omnpasumens U [PSec Heeo3MoxHa
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Obuwue HacmpolKu

e MmAa xocTa — ceTeBoe MMA YCTPOMCTBA.

BHewHss cemb

e [loOKnro4eHue Kk MHmepHem — cnocob NoAKAOYEHUA YCTPOMCTBA K BHELLHEN CeTu:

— [IpogoOHoe rnodKnoueHue — NoAKAoYEHNE K CeTU UHTepHET OCyLLEeCTBASETCA TONbKO Mo
Ethernet-kabento yepes nopt WAN;

— 3G/4G USB-modem — nogxaodeHue K cetm WHTepHeT ocyulectsnsetca yepes
6ecnposoaHoit USB-moaem 3G/4G (4epe3 ceTb MOBU/IbHOW CBA3W), MOAK/IOYEHHbIA K
USB-nopTy ycTporcTsa.

— Asmomamu4ecKu repexodume HA pe3epeHbill KaHAasA — NoAKNYeHUe K ceTn UHTepHeT
OCYLLECTBASETCA MO OCHOBHOMY KaHasy (3agaeTca Huxke B nose « OCHOBHOW KaHan»), u B
cnyyae nponagaHua [ocTyna K MHTepHeT Nno OCHOBHOMY KaHany 6yaerT npousseneH
aBTOMATUYECKMI Nepexos Ha pe3epBHbIi KaHan.

e CKOpPOCTb M AynneKc — YCTaHOBKAa CKOPOCTU Mepefayn AaHHbIX U pexuma paboTbl gynniekca Ha
Ethernet-nopty WAN aboHeHTCKOro Wto3a:

— Auto — aBTOMaTM4YeCKOe COornacoBaHWe CKOPOCTU U AyN/eKca;

— 100 Half — noaaepxunsaetca ckopoctb 100 M6UT/C ¢ nonyaynaeKkcHblit pesKMMom;
— 100 Full — noaaepxusaetca ckopoctb 100 M6UT/C ¢ AynaeKCHbIM PEXUMOM;

— 10 Half — nopgaep»unsaetca ckopoctb 10 M6MT/C € NONYAYNNEKCHbIM PEXKUMOM;
— 10 Full - noppepskmeaeTca ckopocTb 10 MBUT/C ¢ AynAeKCHbIM PEXKUMOM.

Hacmpoliku nodknwoyeHus

Mpu Bbibope cnocoba nogknoueHus «MpoBoaHoe nNoOAKAOYEHMe» OyayT AOCTYNHbI chaegytowme
HaCTPOWKM NOAKIOYEHUS:

e Pexum pabotbl — perknm paboTbl yCTPOMNCTBA:

—  Mapwpymuzamop — mexagy LAN n WAN-uHTepdeincamm yCTaHaBNMBAETCA PEXUM
mapuwpyTtunsaTtopa (LAN nsonmposaH ot WAN);

—  Mocm — mexagy WAN n LAN-MHTepdpeincamun ycTaHaBMBAETCS PEXMM MOCTA: AaHHble
nepepatotca npospayvHo M3 LAN B WAN 1 06paTHO — paKTUYECKM YCTPONCTBO paboTaeT B
perKnme KoMMyTaTopa.

Mpu BblibOpe pexnma pabotbl «Mapwpymuszamop» 6yayT [OOCTYNHbI CAedylolmMe HaCTPOMKM
NOAK/IOYEHUs:

e [lpomokosn — BblI6OP MNPOTOKOAA, MO KOTOpOMY OyAeT ocywecTBaaTbcA noakatoveHne WAN-
MHTepdelica yCTPOMCTBA K CETU NpeaoCcTaBAeHMA yCayr NpoBalgepa:

—  Static — pexxum paboTbl, Npu KoTopom IP-agpec 1 Bce HeobxoamMmble napameTpbl Ha WAN-
nHTepdelic HasHayatoTca cTaTudecku. Mpu Bblibope TMNa «Static» Ana peaakTMpoBaHusA
CTaHYT AO0CTYMHbI cCneaytowme napameTpbi:

BHewHul IP-adpec ycmpolicme — yctaHoBKa IP-agpeca WAN-uHTepdeiica ycTpoicTea B
cetTn NpoBanaepa;

Macka nodcemu — macKa BHELWWHeN noaceTy;

LLnto3 no ymon4yaHuto — afpec, Ha KOTOpblii OTNpPaBAAeTCcA MAKeT, ecNn gas Hero He
Hall4eH MapLpyT B Tabanue mapLupyTnsaumnu;
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MepsuyHsbiii DNS, BmopuuHbili DNS — aapeca cepBepoB OMEHHbIX UMEH (MCMo/b3yoTCs
Ans onpeaeneHusa IP-agpeca ycTpoicTBa No ero AOMeHHOMY MMeHM). [aHHble nons
MOXHO OCTaBUTb MNYCTbIMU, €C/IN B HUX HET HEOBXOANUMOCTU.

DHCP — pexum pabotbl, npu KoTopom IP-agpec, macka noacetu, agpec DNS-cepsepa,
W03 NO YMOMAHUIO U gpyrue napameTpbl, Heobxogumble ana pabotbl B cetn, 6yayT
noay4yeHol oT DHCP-cepBepa aBTOMAaTHUYECKM.

Mogaepxnsaemble onunm:

1 - macka cety;

3 —apapec ceTeBOro W/k3a No YMOAYAHUIO;

6 —appec DNS-cepsepa;

12 — ceTeBOE MMA YCTPOICTBA;

15 — pomeHHOe ums;

26 — pasmep MTU;

28 — WKnpoKoBeLaTeNbHbIM aapec ceTy;

33 - cTaTMyeckue mapLlpyThbl;

42 —appec NTP-cepsepa;

43 — cneundunyHan nHpopmauma nponssoauTens;
60 — anbTepHaTMBHbIN Vendor ID;

66 —agpec TFTP-cepBepa;

67 — uma daitna MO (gna 3arpy3km no TFTP c cepsepa 13 onumn 66);
82 - uHpopmaums areHTa DHCP Relay;

120 — outbound SIP-cepBepa;

121 — 6ecknaccoBble CTaTUYECKME MAPLLPYThI.

Ons npotokona DHCP nmeeTtca BO3MOXKHOCTb 3a4aTb Heobxoanmoe 3HayeHune onumin 60 u 82.

AnomepHamusHsili Vendor ID (onyus 60) — npu ycTaHoOBAeHHOM dnare ycTpoMCTBO

nepeaaét 8 DHCP-coobuweHusax B onunm 60 (Vendor class ID) 3HaueHue u3 nons Vendor
ID (onyus 60). Mpu nyctom none onuua 60 B cooblieHnax npotokona DHCP He
nepegaérca.

Echm dnar AnemepHamuseHeili Vendor ID (onyus 60) He ycTaHoBneH — B onuuu 60
nepegaeTcsa 3Ha4YeHne No yMoa4aHuUIo, KOTOPoe MMeeT cneayrolmii popmar:
[VENDOR:npoussoautens][DEVICE:Tun ycTpoiictea][HW:annapaTHas Bepcus]
[SN:cepuitHbIn Homep][WAN:MAC-agpec nHtepdpeinca WAN][LAN:MAC-agpec uHtepdelica
LAN][VERSION:Bepcua nporpammHoro obecneyeHums]

MNpumep:
[VENDOR:EItex][DEVICE:TAU-4M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

NHdopmauusa areHTa DHCP Relay (onuma 82) — npu yctaHoBNeHHOM ¢nare nossosfeT
nobasutb B DHCP-3anpoc:

= loeHmughukamop uyenu azeHma (Onyua82) — nossonaet pobasutb B DHCP-3anpoc onuuio 82,
nogonumio 1 - Agent Circuit ID;

= loeHmughukamop yoaneHHo20 azeHma (Onyus82) — no3sonaeTt aobasute B DHCP-3anpoc onuuio 82,
nogonuuio 2 - Agent Remote ID.

Cnucok ucnonbsyembix DHCP-onuuii Ha Kaxaom ceteBom UHTepdelice (Internet, VolP,
Management) MOMHO 33agaBaTb Bpy4YHyl. WMHbOpMauMsa nNo HACTPOWMKe ChWCcKa
npeacTasaeHa B NPUNOXKeHUU B.
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Mepsu4Hbili DNS, Bmopu4Hsili DNS — IP-appeca DNS-cepsepoB — ecan agpeca DNS-
cepBepoB He Ha3HayalTcA aBToMaTUYeckn no npotokony DHCP, npu HeobxogmmocTum
3a4anTe WX Bpy4YHyr0. Aapeca, 3adaHHble BPyYHyt, OyayT MMeTb NpPUOpPUTET Hag
agpecamu DNS-cepsepos, nofyvyeHHbIMKU No npoTtokony DHCP.

PPPOE — pexum pabotbl, npn KoTopom Ha WAN-uHTepdeince nogHumaetcs PPP-ceccus.
Mpu Bbibope « PPPOE» ans pegakTMpoBaHUA CTaHYT AOCTYMHbI c/ieAyolme napameTpbl:

Umsa nonbzosamesna — nwma NoAb30BaTeNa 4na asTopmsaunm Ha PPP-cepsepe;

lMaposb — naponb AnAa aBToOpU3aLUNK;

MTU — maKcMmanbHbi pasmep 610Ka JaHHbIX, MepeAaBaemMbliXx MO CETU
(pekomeHayemoe 3HauyeHune — 1492);

Service-Name — uma ycnyru — 3HadyeHue Tera Service-Name B coobuweHun PADI (none He
0bA3aTeNIbHO ANA 3aN0NHEHUA);

Tun coeduHeHUsA — B 3aBMCMMOCTU OT BblbpaHHOro 3HayeHua PPPoE-ceccua noaHsATa
Bceraa (AlwaysOn), wvHUUMMPYETCA NpU  HeobxogMMOCTM nepedaun TpaduKa
(OnDemand) vnn MHULMUPYETCA U TEPMUHUPYETCA BPYYHYIO MPU MOMOLLM KHOMOK
«BKaoyums myHHens/Boikaouume myHHens» (Manual);

Talimaym HeakmusHoCmMU, C — TMPOMEXYTOK BPEMEHW, MO WCTEYEHUW KOTOPOrO
npouncxogut paspbis PPPoE-ceccnn no HeakTMBHOCTM B pexkume OnDemand,

LCP echo uHmepesan, c — nepuog, otnpasku LCP-3anpocos;

Konuyecmeo owubok LCP echo — KonnuyectBo HeoTBeyeHHbix LCP-3anpocos, nocne
KOTOpbIX NponcxoaumT paspbis PPPoE-ceccuu;

Bmopoli Odocmyn — TMn  pocTyna K  JIOKaJibHbIM  CETEBbIM  pecypcam.
MoHO BbIOpaTb 0OAMH U3 ABYX BAPUAHTOB:

DHCP — puHamuueckuit pocTtyn, Koraa IP-agpec M Bce Heobxoaumbie MapameTpbl
Ha3Ha4valoTcA no npoTokony DHCP;

Static — cTaTnyeckuit — B 3ToM ciyyae HeobxoamMmble oA 4OCTyNa NapameTpbl 3a4atoTcs
BpYyYHyto: IP-adpec, Macka nodcemu, DNS-cepsep, LLinto3;

Ucnonbzoeame emopoli docmyn 0as VolP — onuus gocTynHa, ecan ana cepsuca IP-
TenepoHUN He HaCTPOEH BblaeneHHbIN nHTepdeiic (yctaHoBneH dnar «Mcrnons3osame
Hacmpoliku Internet»). MNMpu cHaTom dnare (no ymonyaHuto) cepsuc IP-tenedoHun
ncrnonblyet ana csoen pabotbl uHTepdelic PPP, npu ycTraHoBNeHHOM — WHTepdeiic
BTOporo aoctyna (IPoE);

Annapamdoe yckopeHue mMpAaguka — B 33aBUCMMOCTM OT BbIOPAHHOrO 3HAYeHUA
AOCTUraeTcs yBeaMdeHme NPonyCcKHOM CNOoCOBHOCTUN YCTPOMCTBA Npu Nepeaade Tpadpuka
PPP (npw Bbi6ope PPP) unu IPoE (npu Bbibope Ethernet).

PPTP — pexXum, Npu KOTOPOM BbIx0o4 B NHTepHeT ocyliecTBAAeTCA Yepes crneunasbHbin
KaHan, TYHHeNb, ucnonb3ya npoTokon PPTP. Mpu Bbibope «PPTP» pna pefakTMpoBaHus
CTaHYT AOCTYMNHbI cneaytowme napameTpsbl:

PPTP-cepsep — IP-appec cepsepa PPTP;

Uma nonbzoseamersa — MA NOAb30BaTeNa 4na astopmsaumm Ha PPTP-cepsepe;

lMaposb — naponb AnAa asTopusaummn Ha PPTP-cepsepe;

MTU — MakcMmanbHblA  pasmep 6/710Ka  AaHHbIX, MepegaBaemMblx MO CeTU
(pekomeHayemoe 3HaueHue — 1462);

Tun coeduHeHUA — B 3aBUCMMOCTW OT BblbpaHHOro 3HauyeHuAa PPTP-ceccus noaHsTa
Bcerga (AlwaysOn), wHUUMMpPYeTCA nNpu HeobxoAMMOCTM nepedaun Tpaduka
(OnDemand) wnn vHUUMMpPYETCA U TEPMUHUPYETCA BPYYHYHO NPM MOMOLLM KHOMOK
«BKaouume myHHesns/Bbikaoyums myHHensb» (Manual);
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Talimaym HeaKkmusHoCMU, C — TMPOMEXYTOK BPEMEHM, MO WUCTEYEHUW KOTOPOro
npouncxoguT paspbis PPTP-ceccnn no HEAKTUBHOCTM B pexxume OnDemand,

LCP echo uHmepsasn, c — nepuog otnpasku LCP-3anpocos;

Konuyecmeo owubok LCP echo — Konn4yectBo HeoTBeyeHHblx LCP-3anpocos, nocne
KOTOpPbIX NponucxoaumT paspbis PPTP-ceccuu;

Bmopoli docmyn — TUN AOCTyna K JIoOKa/sbHbIM ceTeBbiM pecypcam n PPTP-cepsepy.
Mo*KHo BbIO6paTb OAMH U3 ABYX BapPMAHTOB:

DHCP — puHamuuyeckuit pgoctyn, Korga |P-agpec M Bce Heobxoaumblie napameTpsbl
Ha3Ha4vatoTcA No npoTtokoay DHCP;

Static — cTaTUYecKUi, B 3TOM CcJiydae Heobxogumble ana pgoctyna K PPTP-cepsepy
napameTpbl 334at0TCA BPYYHYIO:

= |P-adpec — Npu CTaTUYECKOM A0CTyNe C 3TOro afapeca ocylwectsnseTtca goctyn go PPTP-cepsepa;

= Macka nodcemu — NPy CTaTU4ECKOM A0CTyNne Macka NnogceTu;

= DNS-cepsep — npu cTatudeckom goctyne cepsep DNS, ucnosbayemsbiii B NOKaNAbHOM CETY;

= [l/n1103 — NpW CTaTUYECKOM A0CTyne W3 Ana goctyna K PPTP-cepsepy (ecam Heobxoaum).
Ucnonezosame emopoli docmyn 014 VolP — onuns goctynHa, ecam ana cepsuca IP-tenepoHmm

He HacTpoeH BblaeneHHbIt nHTepdeic (yctaHoBAeH dnar «Mcnons3zoeams Hacmpoliku Internet»). Mpwu

cHAaTom dnare (no ymonyaHuio) cepsuc IP-tenedoHumn ncnonbsyet ana ceoet pabotbl MHTEpdelic PPP, npu

yCcTaHOBAEHHOM — UHTepdelic BToporo gocTyna (IPoE).

AnnapaTtHoe ycKkopeHue TpadurKa paboTaeT ToNbKO AnA HTepdeiica BToporo goctyna (IPoE).

— L2TP — pexXum, npu KOTopom Bbixog B MHTEPHET OCYLLECTBASETCA Yepes CreunasbHbIn
KaHan, TYHHenb, ncnonb3ya npotokon L2TP. Mpu Bbibope «L2TP» ana pefakTMpoBaHusA
CTaHYT AOCTYMHbI C/legytolme napameTpsbl:

L2TP-cepsep — IP-appec cepsepa L2TP;

Uma nonbzosamesna — UMAa NONb30BaATeNA ANA aBTopusaumun Ha L2TP-cepsepe;

lMapons — naponb gna asTopusaumm Ha L2TP-cepsepe;

MTU — MakcMmanbHbl  pasmep 6710ka  AaHHbIX, MepegaBaemMblx MO  CeTU
(pekomeHayemoe 3HayeHue — 1462);

Tun coeduHeHUs — B 3aBUCMMOCTW OT BblbpaHHOro 3HayeHua PPTP-ceccus noaHsTa
Bcerga (AlwaysOn), wWHUUMMpPYETCA nNpuM HeobxoAMMOCTM nepedayun TpaduKa
(OnDemand) wnn MHUUMKMpPYETCA U TEPMUHUPYETCA BPYYHYHO NPM MOMOLLM KHOMOK
«BKaouume myHHesnb/Bbikao4ums myHHensb» (Manual);

Talimaym HeakmusHOCMU, C — TMNPOMEXYTOK BPEMEHW, MO WCTEYEHUM KOTOPOro
npouncxoauT paspbis L2TP-ceccMm No HEAKTUBHOCTU B pexkume OnDemand,

LCP echo uHmepean, c — nepuog, otnpasku LCP-3anpocos;

Konuyecmeo owubok LCP echo — Konn4yectBo HeoTBeyeHHbIx LCP-3anpocoB, nocne
KOTOPbIX NpoucxoauT pa3pbis L2TP-ceccuu;

Bmopoli docmyn — TN AOCTyna K /IOKa/bHbIA ceTeBbiIM pecypcam u L2TP-cepsepy.
Mo*KHO BbI6paTb OAUH U3 ABYX BapUAHTOB:

DHCP - pnHamuyeckuit poctyn, Korga |IP-agpec M Bce HeobxoguMmble napameTpbl
Ha3Ha4vakTCcAa No npotokony DHCP;

Static — cTaTU4YecKkuid, B 3TOM CcCJ/lydae Heobxoaumbie ans goctyna K L2TP-cepsepy
napameTpbl 33a4aH0TCA BPYYHYIO:

= |P-gdpec — Npu CTaTUYECKOM A0CTYynNe € 3TOro agpeca ocylecTsaseTca goctyn ao PPTP-cepBepa;
= Macka nodcemu — Npy CTaTUHECKOM A0CTyNne Macka NoaceTu;

= DNS-cepsep — npu ctatudeckom goctyne cepsep DNS, ucnonbayemsbiii B NOKaNbHOM CeTH;

= [lIn103 — NpW CTAaTUYECKOM A0CTyNe W03 Ana foctyna K L2TP-cepeepy (ecnim Heobxoanm);
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= Yicnonb3zosame emopoli docmyn 07a VolP — onuusa goctynHa, ecam ana cepsuca IP-tenedoHumn He
HaCTPoOeH BblAeNeHHbI UHTepdelic (yctaHoBneH dnar «Mcnoavzoeame HacmpolKku Internet»). Mpwu
cHATOM dnare (no ymonyaHuio) cepsuc IP-TenedpoHnmn ncnonbayer ana ceoen pabotbl MHTepdeiic PPP,
npwv ycTaHoBseHHOM — MHTepdeiic BToporo goctyna (IPoE).

AnnapaTHoe ycKopeHue TpadpuKa paboTaeT ToNbKo Ana nHtepdelica sToporo aocryna (IPoE).

MpoTtokonbl PPTP n L2TP mncnonb3ytoTca 4na Co34aHMA 3alLMLLEHHOrNO KaHana cBA3n 4yepes Internet
MeXZy KOMMbIOTEPOM YAaNeHHOro MoJib30BaTeNa WM YacTHOW CeTblo ero opraHusauuu. PPTP wn L2TP
OCHOBbIBAOTCA Ha NpoToKone Point-to-Point Protocol (PPP) v aBastoTca ero paclwmpeHmamu. JaHHble BepPXHUX
ypoBHel mogenn OS| cHayana uHKancyampytotca B PPP, a 3atem 8 PPTP uau L2TP gna TyHHenbHOW nepenayu
yepes cetu obuwero poctyna. PyHKUMOHA/NbHble BO3MOMKHOCTM PPTP u L2TP pasnuyHbl. L2TP moxkeT
MCNO/Ib30BaTbCA HE TONbKO B IP-ceTax, cnykebHble coobLEHNs ANA CO34aHMA TYHHENA U NepPecbiIKM NO HeMy
OAHHbIX MCNONb3YIOT O4MHAKOBbIN GOPMAT M NPOTOKO/bl. PPTP MOXKeT NpMMeHATbCA TobKO B IP-ceTax, u emy
Heobxoammo oTaenbHoe coegmHeHme TCP ana co3gaHusa U NCNoib30BaHUA TYHHENS.

L2TP nosepx IPSec? npeanaraeT 6onblue yposHel 6esonacHocTn, yem PPTP, 1 rapaHTUPOBaTh BbICOKYIO
cteneHb 6e30MacHOCTb BaAXKHbIX A8 OpraHusaumm AaHHbix. OcobeHHocTM L2TP  penaldT ero oyeHb
NepcrneKkTUBHbLIM NPOTOKOJIOM A1 MOCTPOEHMUA BUPTYanbHbIX CETEN.

Ucnonszosame VLAN 80 sHewHeli cemu — Npu YCTaHOBAEHHOM ¢dnare Mcnoab3osaTb ANA BbIxo4a
B UHTepHeT ngeHtuduratop VLAN, ykasaHHbIn B nosie «VLAN ID».

—  VLAN ID —ngentuduratop VLAN, ncnonbsyemblit s gaHHoOM ycnyru;

— 802.1P — npwusHak 802.1P (gpyroe Ha3BaHue CoS — Class of Service), ycTaHaBAMBaeMbli
Ha ucxopAwme ¢ gaHHoro nHtepdeiica IP-naketbl. MNMpuHUMaeT 3HavyeHMsa oT O (HU3LWKiA
npuopuTet) Ao 7 (HamsbICWKNI NPUOPUTET).

VLAN — BupTyanbHaa NoKanbHaA ceTb. [peactasnsaeTr coboli rpynmny xoctos, o6beANHEHHbIX B
OZHY CETb HE3aBUCMMO OT UX GU3NYECKOTO MECTOHAXOXKAEHMA. YCTPONCTBA, CrpynnMpOBaHHbIE B
OAHY BMpPTyanbHyto ceTb VLAN, nmetoT oanHakoBbI naeHtudmkatop VLAN-ID.

e OMKAO4YUMb MPAHCAAYUD adpecos ommnpasumesns — NPW yCTaHOBAEHHOM ¢nare OTK/IOYeHa
noaAmeHa afpeca MWCTOYHMKA OTNPaBUTENA MNaKeTa W3 JIOKAa/NbHOM noAaceTu (OTKAoYeHue
masquerading ).

Mpu BbIBOpeE peskmma paboTbl «Mocm» ByayT AOCTYNHbI CAeAytoWwmMe HaCTPOMKM NOAKAOYEHUA:

e [lpomokosn — BblIGOP MNPOTOKOAQ, MO KOTOpOMY OyAeT ocywecTBaaTbcA noaratoveHne WAN-
NMHTepdelica yCTPOMCTBA K CETU NpeaoCcTaBAeHMA yCayr NpoBangepa:

—  Static — pexxum paboTbl, Npu KoTopom IP-agpec 1 Bce Heobxoammble napameTpbl Ha WAN-
nHTepdelic HasHavatoTca cTaTudecku. Mpu Bblibope TMNa «Static» Ana peaakTMpoBaHuA
CTaHYT AOCTYMHbI Cegytolme napameTpbl:

IP-adpec — yctaHoBKa IP-agpeca WAN-nHTepdeica ycTpolicTBa B ceTM NpoBaiiaepa;

Macka nodcemu — macKa BHeELWHeN noaceTy;

L3 no ymon4aHuto — agpec, Ha KOTOpblA OTNPaBAAEeTCA NaKeT, ecan ANA Hero He
Hall4eH MapLwpyT B Tabanue mapLupyTmsaumnu;

MepsuyHsbili DNS, BmopuuHbili DNS — agpeca cepBepoB AOMEHHbIX UMEH (MCMo/b3ytoTcs
ana onpegenerHun IP-agpeca ycTpomcTea No ero AOMeHHOMY MMeHM). [aHHble noas
MOHO OCTaBUTb NYCTbIMW, ECIN B HUX HET HEOBXOAMMOCTU.

2 ina KOPPEKTHOM paboTbl IPSec cnepyeT OTKNIOUMTL TPAHCAALMIO agpecoB OTNPaBUTeNs.
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DHCP — pexum pabotbl, npu KoTopom IP-agpec, macka noacetu, agpec DNS-cepsepa,
W03 MO YMOJMAHMIO W Apyrue napameTpbl, Heobxoaumbie ana pabotbl B ceTH,
Ha3Ha4vatoTcA no npotokoay DHCP;

AnbmepHamusHsili Vendor ID (onyus 60) — npu ycTaHoBAeHHOM dnare ycTpoWCTBO

nepenaét 8 DHCP-coobulenusx B8 onunu 60 (Vendor class ID) 3HauyeHne 13 nons Vendor
ID (onuus 60). Mpu nyctom none onuua 60 B coobuweHuax npotokona DHCP He
nepegaérca.

Echn dnar AnsmepHamuseHsili Vendor ID (onuyua 60) He ycTaHoBneH — B onuuu 60
nepenaeTcsa 3Ha4YeHue Nno yMoI4aHMIo, KOTOPOe UMEET cneayroLmii Gopmar:
[VENDOR:npowussogutens][DEVICE:Tnn ycTpovictea][HW:annapatHas Bepcus]
[SN:cepuitHbii Homep][WAN:MAC-aapec nHtepdeinca WAN][LAN:MAC-aapec nHTepdeiica
LAN][VERSION:Bepcus nporpammHoro obecneyerms]

Mpumep:
[VENDOR:Eltex][DEVICE:TAU-4M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:DO][LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

NHdbopmauus areHta DHCP Relay (onuua 82) — npu yctaHoBaeHHOM ¢nare nossonser
no6asuTtb B DHCP-3anpoc:

= ideHmugukamop uenu aezeHma (Onyua82) — nossonsetT pobasutb B DHCP-3anpoc onuuio 82,
nogonumio 1 - Agent Circuit ID;

= loeHmugukamop yoaneHHo2o0 azeHma (Onyus82) — nossonset aobasute B DHCP-3anpoc onuuto 82,
nogonuuio 2 - Agent Remote ID.

Cnucok ucnonbsyembix DHCP-onumii Ha Kaxgom ceTeBom WHTepdelice (Internet, VolP,

Management) MOXHO 3aaBaTb Bpy4Hyto. MIHPOpMaLma No HAacTpoKKe CNUCKa NpeacTaBaeHa
B NpUNOXKeHun B.

Mepsu4Hsbili DNS, BmopuuHsili DNS — IP-agpeca DNS-cepBepoB — ecaun agpeca DNS-cepsepos
He Ha3HayalTcA aBTOMATMYecku Mo npotokony DHCP, npu HeobxoammocTu 3agaite wx

BPYy4YHyto. Aapeca, 3aJaHHble BPY4YHylO, OyayT MMeTb npuopuTeT Hag agpecamu DNS-
cepBepos, Noly4eHHbIMKM No npoTtokoay DHCP.

PPPOE — pexum paboTtbl, npn Kotopom Ha WAN-uHTepdeice nogHmumaerca PPP-ceccus.
Mpw BbIbOpe «PPPOE» ana pefakTMPOBaHUA CTaHYT AOCTYMHbI CAeAyolwme napameTpbl:

Yms nonvsosamesnsa — UMaA Nosib3oBaTena ANsA aBTopusauun Ha PPP-cepeepe;

Maposab — Naposb gNa aBTOPU3aLNN;

MTU — MaKcMmanbHbli  pasmep 6/710Ka  AaHHbIX, NepegaBaemblx MO CeTu
(pekomeHayemoe 3HayeHue — 1492);

Service-Name — nma ycnyru — 3HadeHue Tera Service-Name B coobuieHun PADI (none He
0643aTeNIbHO AN1A 3aMN0HEHUS);

LCP echo uHmepean, c — nepuog, otnpasku LCP-3anpocos;

Konuyecmeo owubok LCP echo — Konn4yectBo HeoTBedeHHbix LCP-3anpocos, nocne
KOTOpPbIX NpoucxoamT paspbis PPPoE-ceccnu;

V Mpu Bbi6ope PPPOE B pexkxMme mocTa TMn coeguHeHus Bcerga 6ypet AlwaysOn.

Bmopoli Odocmyn — TMN  AOoCTyna K  /IOKaNAbHbIM  CETEBbIM  pecypcam.
Mo3KHO BbIGpaTb OAMH U3 ABYX BapUaHTOB:
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— DHCP — puHamuyeckuit poctyn, Korga IP-agpec u Bce HeobxoaMmbie napameTpbl

nonyyatorca no npotokony DHCP;

—  Static — cTaTMMECKUIA — B 3TOM C/lydae Heobxoaumble A1 A0CTyrna napameTpbl 3a4atoTcs

BPY4YHYIO:

= |P-a0pec — ycTaHoBKa IP-agpeca WAN-uHTepdeica ycTpoiicTBa B CETU NpoBanaepa;

=  Macka nodcemu — MacKa BHELUHEN noaceTy;
= LInt03 No ymoN4YaHUIO — afipec, Ha KOTOPbIN OTNPABAAETCA NaKeT, eCv AN Hero He

HangeH mapLpyT B Tabmue MapLipyTm3aumnm;
afipeca cepBepoOB [AOMEHHbIX WMEH
(ncnonbsytotca ansa onpenenenus IP-agpeca ycTporcTea No ero 4JOMeHHOMY UMEHM).

= [lepsuyHbili DNS, BmopuuHbili DNS

,ﬂ,aHHbIe noaA MOXHO OCTaBUTb NYCTbIMU, €C/I1 B HUX HET HEO6XO,CI,VIMOCTVI.

Mpu BbI6ope cnocoba noakatoveHunn «3G/4G USB-mogem» A/1a HaCTPOMKKM ByayT AOCTYMNHbI CieaytoLme nons:

HacTponku nogknoYeHus
MoOWNEHBIA NpoBaRaep
MMz nons3osatens
Mapone
Homep 0o3soHa
NononHUTENBHEIE NapaMeTpbl
MTU

Ana 3anonHerun Hacmpoey pEKOMeRdoaarHbIMU
nposaldepom 3HaYeHUAMU HaXMUIMe KHONKY

OTKNIOYHTE TPAHCMALUMIO 8APECOB OTNPABWUTENA

Megafon

99
AT+CGDCONT=1.IF.internet
1492

# [0 YMONYaHWID

e MobunbHbiii nposalioep — nmaA NpoBangepa, NpeAocTaBAAoWero 4octyn K cet 3G/4G. U3 cnucka
Bbl MmorkeTe BbIOpaTb OAHOMO U3 LWECTU MOBWAbHBIX ONepaTopPoB (HAaCTPOMKM KaxKAOro M3 HUX
XPAHATCA B NAaMATU YCTPOWMCTBA), MPUCYTCTBYIOWMX Ha TeppuTopum Poccuitickon depepaumu:
MeradoH, bunaiH, MTC, CKannuHk, Tene2, Yota. Mpu HaxKatMM Ha KHOMKY «[o ymonyaHuio»
NPOM30MAET 3aN0NHEHNE HAaCTPOEK NOAKAOYEHMA NapameTpaMun BbibpaHHOro npoBanaepa. Ecam
HaCTPOIKM NpoBaingepa B Bawem permoHe oTaM4atoTCA OT NPeANOKEHHbIX, OTPeAaKTUPYNTe UxX B

COOTBETCTBUU C HeO6XO,CI,VIMbIMVI 3Ha4YEHNAMMN.

Ecnu Bawero npoBaiigepa HeT B CnuUcKe — BbibepuTe 3HayeHue «[pyroli» u 3anonHWTe BCe NOASA B

COOTBETCTBUM C HAacTpoMKamu Balero npoBangepa;

e [lpomokon — none AOCTYNHO TO/MbKO Npu Bbibope 3HaueHUs «[pyroi» u3 cnucka MobWNbHbIX
npoBaiaepos. B 60/bWMNHCTBE CAy4aeB MOBWU/IbHbIE ONEepaTopbl UCMOAb3YOT NPoToKon PPPOE
ANA AOCTyNa K CBOEN CeTu, oAHaKo AnA paboTbl C MOAEMaMM HEKOTOPbIX NPOBANAEPOB MOXKET

notpeboBaTbca BbIbOp NpoToKosna DHCP;

. Uma none3zoeamesna — wWMA NoNb3oBaTena AnA VI,CI,eHTMd)MKaU,MM npn nogknw4yeHUn K

becnpoBoaHOW ceTy;

e [laponab — Naponb gna naeHTMdUKaLmMm Npy NnoakaoYeHnn K 6ecnpoBogHom ceTu;

e Homep 00380Ha — HOMepP A03BOHA A4 NOAKAYEHMA K BecnpoBoAHOM ceTu (Npumep: *99***1#);
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e /JlononHumesnbHble napamemps! — NapameTpbl AN NOAKAOYEHMA K CeTU MOOWUAbHOM CBA3U
(npumep: AT+CGDCONT=1,IP,internet — ana MeradoH); B AaHHOMU CTPOKe HeNb3A UCNOo/Ab30BaTb
KaBblYKU;

e MTU — MaKcumasbHbIi pasmep 6/710Ka AaHHbIX, NepegaBaemblXx MO CETU, pPeKomeHAyemoe
3HayeHune — 1492.

KHonKka «flo ymonyaHuro» npeAHasHadeHa Aaa  3anofiHEHMA HaAcTPoeK npoBalgepa 3apaHee
npeAyCTaHOBAEHHbIMW 3HAYEHUAMM, XPaHUMbIMU B NaMATK YCTPOICTBA, TEM CambiM 136aBAsAA NO/Ib30BaTENA OT
HeobX0AMMOCTIN MCKATb 3TM HacTPOIKK B UHTEpHEeTe.

Mpu Bblbope cnocoba nogKAlYeHMA «ABTOMATUYECKU NepexoAuTb Ha pe3epBHblii KaHan» 6yayTt
[OCTYMHbI C/eAytoLLMe HAacTPOMKM:

BHelwHAR ceTh

MogrniueHue K HHTepreT ABTOM3THYECKM NepexoauTs ¥

T ANE TS &
LUSLT COCITNG &

OCHOEHDH K3HAN MposaoHoR r
CropocTb 1 gynnerc Auto v

HacTpoikk npoBogHOrO NoOKNHMEHHA
MpoTokan DHCP r

AneTepHatMeHEI Vendor ID (onwss 60)
WMHdopmauws aresta DHCP Relay (Onwan 82)
Meperyteid DNS | 5888
Bropuutsid DNS
Pamep MTU 1500
Wenonesoeats WLAN
HacTpoiikk GecnpoBoaHOTS NOAKNIIMEHHA
MoSHnbHEI NpoBaNaeEn IMegafon ¥
wma nonesoeaTens
Mapone
Homep goseoHa
JononHKTENbHbIE NapaMeTDil
MTU 14592

JIng 38N0MHERLA HECTDOSK DEXOMEHOOSSHHEMLU 7 110 yMONSaHHED
MEOEAIGE00M SHAYEHLAMU HERMUME KHOMKY

OTEMFMWTE TPaHCMALMIC 30PECOE CTNRABMTENS

e OcHosHoli KaHan (Preferred channel) — 13 BbiNagatoWero cNMcka Hy»HO BbIBpaTb TUM OCHOBHOIO
KaHana:

— [poeodHoli (Wired) — kaHan uepes Ethernet WAN nopT ycTpoicTsa.

— bBecnpoeodHoli (Wireless) — KaHan uyepe3 ceTb MOBWAbHOW CBA3W MOCPeACTBOM
6ecnposoaHoro USB-moaema.

Hacmpoliku npo8o0H020 NOOKAOYeHUSA:
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HacTpokM uAEeHTUYHbI HacTpoikam ans cnocoba nopknoueHus «lMpoBogHOE NOAKAIOUEHUE» C

Bbl6paHHbIM pexkMmom « MappyTusaTop».

Y
Y

Hacmpoliku 6ecripogo0H020 MOOKAOYEHUS:

HacTpoitku naeHTMYHbI HacTpoiKam aaa cnocoba nogkntoueHmsa «3G/4G USB-mogem».

[posepka Haau4yusa docmyna 8 UHMepHem:

Mpoeepka HanNW4uA 4OCTYMNa B UHTEPHET

TalMayT OXMAAHUA OTBETA OT Cepsepa, MC 1000
HWUCNO NONLITOK 4OCTYNA K CepBepy 10
WMHTEPBAN MEXOY UMKNAMKU ONpOoCca CEPBEPOE, C 240
Ping-cepeep 1

Talimaym oxudaHua omeema om cepsepa, ¢ — BPeMA, B TEYEHNE KOTOPOTrO OXKMAAETCA OTBET OT
PING-cepBepa;

Yucno noneimok Aocmyna K cepeepy, C — MaKCMMa/ibHOE YMC/IO MNOMbITOK AocTtyna K PING-
cepBepy, nocse yero byaeT NPUHATO PeLLEHME O NEPEXOAE Ha pPe3epBHbIV KaHan;

UHmepsan mexoOy UYUKAaGMU Onpoca cepsepos, C — MNPOMENKYTOK BPEMEHM, MO WUCTeYeHUU
KOTOPOro HauMHaeTcs HOBbIM LMKA onpoca PING-cepBepos.

Ping-cepsep 1..5 — IP-agpec nam pomeHHoe nma PING-cepsepa. MNMona ana seoga PING-cepsepos
2..5 noasnatoTcA nocne 3anoJHeHUA NpeablAyLLero noas.

JloKanbHAsA cems:

IP-adpec ycmpolicmea — IP-agpec ycTpONCTBa B /IOKa/IbHOM CETY;

Macka nodcemu — macka NoAceTH B N0Ka/IbHOM CETU.

OMmKAlYUMb MPAHCAAYU adpecog omnpasumesns — NpU YCTaHOBNEHHOM ¢nare OTKAtoYeHa
noaAmeHa afpeca MWCTOYHMKA OTNPaBMTENA MNaKeTa M3 JIOKa/lbHOM noAacety (oTKAloYeHue
masquerading).

HacTtpoiika IoKanbHOM ceTu B pexume paboTbl ycTpoicTBa « MoCT» He[0CTYNHa.

Mpu M3MeHeHUM apapeca NOKaNAbHOW NOACETUM MPOUCXOAUT aBTOMATMUECKaA CMeHa nyna
agpecos noKanbHoro DHCP-cepsepa (Cetb — DHCP-cepsep).

Hacmpolika IPSec:

B naHHOM pasfesnie ocyLecTBAAETCS HacTPoKKa WndpoBaHMa no TexHonormm IPSec (IP Security).

IPSec — 310 Ha6op NPOTOKO/N0B ANA obecneueHus 3alUTbl AaHHbIX, NepegaBaemMbliX MO MeXCeTeBOMY

npoTokony IP, No3BONAIOWMIA OCYWECTBAATb NOATBEPNKAEHME MNOANMHHOCTU (ayTEHTUOMUKALMIO), MPOBEPKY
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uenoctHoctn u/vnn wudposaHue IP-naketos. IPSec Take BKAOYaeT B ceba MPOTOKO/bI A4 3aWMILEHHOTO
obmeHa Kntodamm B cetn MHTepHeT.

B TeKywel Bepcum nporpamMmmMHoro obecrneyeHua nocpeacTsoM IPSec MOXKHO OCyLecTBAATb TOJbKO

[OCTYN K HTepdericam ynpasneHus yctponctsom (Web, Telnet, SSH).

Hactpoika IPSec
Brniounte  #

MHTepdelic Ethernet w
NokaneHbin IP-agpec
AJpPEC NOKANLHON NOACETH
WMacka nokaneHol NogceTy
Appec yaaneHHol nogceTH
Macka yganeHHon nogceeTH
¥aaneHHbld Wi

Pestum NAT-T Off had
ArpeccHBHBIR PERHM

Tun ngeHTHgmMKkaTopa addreszs v

MpeHTHdHEaTOp

daza 1
3apanes 2a0aHHbIA KNKoY
ANropuTM ayTEHTHHMEALHK md5 w
ANropuT™ WHEpoEaHNHA des bt
Ipynna Ouddn-Xennmana 1 w
Bpema #u3nMd dassl 1, cek 285400
Pasa 2
ANropuTM ayTEHTHHMEALHK hmac_mds bt
ANropuT™ WHEpoEaHNHA des bt
Fpynna Oudidn-Xennmana 1 w

Bpema #mnzHu dasnl 2, cex 3500

e BKao4UMb — paspewnTb NCNoIb30BaHME NPOTOKoAA IPSec ana WndpoBaHUA AaHHbIX;

e UHMepdgelic — HacTpolKa UMeeT cuay TONIbKO Npu Bblbope ana UHTepHeTa npotokonos PPPOE,
PPTP unu L2TP n onpeaennet, ana AocTyna Nno Kakomy nHTepdeicy ncnonbsosatb IPSec: Ethernet
(nHTepdeiic BTOporo aocrtyna) nam PPP (uHTepderic nepsoro goctyna). Npu Bbibope NpoToKo0B
DHCP wnu Static B ycnyre akTMBEH TOMbKO O0AMH UHTepdelic (Ethernet), no KoTopomy BO3MOXKeH
[0CTYN TONbKO nocpeactsom IPSec;

e JloKanweHbil IP-a0pec — aapec ycTpoicTea ansa paboTtbl no npoTtokony IPSec;

e AOdpec nokansHoli nodcemu coBMecTHO ¢ MacKoli siokansbHOU nodcemu onpenensatoT NOKaAbHYHO
NnoAceTb 411 CO34aHMA TONONOTMIN CETb-CETb U/ CETb-TOYUKA;

e Adpec ydaneHHol nodcemu coBmecTHO ¢ Mackoli yoaneHHol nodcemu onpeaenatoT aapec
YyOANeHHOW NoACEeTU ANA CBA3M C UCNO/b30BaHMeEM WndpoBaHuMa no npotokony IPSec. Ecam macka
nmeet 3HaveHue 255.255.255.255 — cBA3b OCyLLeCcTBAAETCA C e4AMHCTBEHHbIM XOocToM. MackKa,
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oTAnYyHas ot 255.255.255.255, nos3BosdeT 3a4aTb LUeAyl noaceTb. Takum  obpasom,
dYHKUMOHA/IbHblE BO3MOXHOCTM YCTPOWMCTBA MO3BOJIAKT OpraHM3oBatb 4 TOMOJIOTMK CETU C
ncnonb3oBaHMem WNdpPoBaHUA TpaduKa No NpoTokony IPSec: TouyKa-Touyka, cCeTb-TOYKA, TOUKa-
CeTb, CETb-CETb;

e YOaneHHbIl W03 — W03, Yepes KOTOPbIM OCYLECTBAAETCA A0CTYN K yAaNeHHOW NoACeTH;

e Pexum NAT-T — Bbibop perkuma NAT-T. NAT-T (NAT Traversal) nnkancynmpyet Tpaduk IPSec u
oAHoBpemeHHo co3gaeTt nakeTtbl UDP, KoTopbie ycTpolictBo NAT KoppeKTHO nepecbinaet. Ana
atoro NAT-T nomellaeT AONO/AHUTENbHbIN 3aronoBok UDP nepen naketom IPSec, 4tobbl OH BO
Bcein ceTn obpabaTbiBanca Kak obblyHbIM NakeT UDP, n xocT nony4yatens He NpoBOAUA HUKAKUX
NPOBEPOK LEeNOCTHOCTM. [locne nocTynneHuAa nakeTa K MeCTy HasHavyeHua 3aronosok UDP
YOANAETCs, U NAaKeT JaHHbIX NPOLOJIKAET CBOM AaNbHENLUNIN NYTb KaK MHKAMNCY/IMPOBAHHbIM NaKeT
IPSec. C nomowwpbto TexHUKM NAT-T BO3MOXKHO YCTaHOB/IEHME CBA3N Mexay KaveHTamu |PSec B
3aWMLLEHHDBIX ceTAX U 0bLwenoCcTynHbIMM XOCTaMu IPSec yepes merceTeBble 3KpaHbl. Penmbl
pabotbl NAT-T:

— On — pexum NAT-T akTMBuMpyeTca TOAbKO npu obHapyxeHun NAT Ha nyTm K xocty
Ha3HayeHus;

—  Force — B ntobom cnyyae ncnonb3osaTtb NAT-T;

—  Off —He ucnonb3osaTb NAT-T Npu yCTaHOBAEHUN COEAMHEHMA.

JoctynHbl cnegyrowme HacTpolikm NAT-T:

UDP-nopm NAT-T — UDP-nopT nakeToB, B KOTOpble OCYLLECTBAAETCA WMHKaNCynauua
coobuweHuit IPSec. Mo ymonyaHuto 4500.

UHmepsan omnpasku nakemos NAT-T keepalive, cek — WHTepBan OTNPaBKK
nepuoamYeckMx CcoobLleHnin aAna  NoAfepKaHMA aKTMBHOro coctoAaHua UDP-
COeiMHEHMA Ha YCTPOWCTBE, BbiNoAHAOWEero ¢yHKLmMm NAT.

o AcpeccusHbili pexcum — pexum paboTbl Ha ¢ase 1, Korga obmeH Bcer Heobxoanmown
MHpopMaumelt ocylLecTBAAETCA Tpems HewndpPoBaHHbIMU MakeTamu. B cTaHZapTHOM perKume
(main mode) o6meH ocylecTBAAETCA WeCTbo HeWMpPOBaHHbIMM NaKeTaMu;

e Tun udeHmugukamopa — TMN maeHTuduKaTopa ycTponctea: address, fqdn, keyed, user_fqdn,
asnldn;

e MdeHmugukamop — naeHTUGUKaTop YCTPOICTBA, UCMONb3YEMDBIN ANA NAEHTUOMKALMM Ha dase 1
(3anonHATL Npu HeobxogumocTu). PopmaT MaeHTUPUKATOPa 3aBUCUT OT TMMa.

®aza 1. Ha nepsom 3sTane (pase) ABa y3na «A40roBapMBalOTCA» O MeToAe UAEHTUOUKALUK, aaropuTme
WwindpoBaHus, xew-anroputme m rpynne Diffie Hellman. OHu Takke naeHTuduumpyot apyr gpyra. Ansa ¢asel 1
MMeIoTCA CeayloLLme HaCTPOMKHK:

e 3apaHee 300aHHbIU KAOY — CEKPETHbIM K04, UCMOAb3YEMbI B aNrOPUTMe ayTEHTUDUKALMUKN Ha
dase 1. Mpeacrasnset coboit cTPOKy 0T 8 A0 63 CMMBO/IOB;

e Aneopumm aymeHmuguKayuu — BblI6Op OAHOrO U3 CMMUCKa anropuTMoB ayTeHTuduKaumm: MD5,
SHA1;

e Aneopumm wugposaHus — BbiIbOp OAHOrO M3 CNUCKa anroputmos wudposaHus: DES, 3DES,
Blowfish;

o [pynna Augpgpu-XeaamaHa — Bbib6op rpynnsi Diffie-Hellman;
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e Bpemsa xmwusHuU a3zl 1, cek — Bpemsi, MO WUCTEYEHUW KOTOPOro Yy3nam Heobxoaumo
nepengeHTMdULMPOBaTb APYr ApYyra U CPaBHUTb NOAUTURY (Apyroe HasBaHue IKE SA lifetime). No
ymonyaHuio 24 yaca (86400 cekyHa).

®a3a 2. Ha BTOpOM 3Tane reHepupytoTca AaHHble K/4Yel, y3/bl «40roBapMBaloTca» 06 Mcnonb3yemomn
NOANTUKE. DTOT PEXKUM, TaK}Ke Ha3biBaeMblit BbicTpbiM pexumom (quick mode), oTanuaetcs ot nepsoli dasbl
TEeM, YTO MOXKET YCTAaHOBUTLCA TO/IbKO MOC/Ie MEPBOro 3Tamna, KOraa Bce nakeTbl BTOpon ¢asbl WndpytoTcs.

e Asnzopumm aymeHmuguKayuu — BbiI6op OAHOro U3 CNUCKa airopuTMoB ayTeHTUdumkaunm: HMAC -
MD5, HMAC-SHA1, DES, 3DES;

e Aneopumm wugposaHus — BbIBOp OAHOrO M3 CNUCKA anroputmos wudposanma: DES, 3DES,
Blowfish;

o [pynna Augpu-XenamaHa — Bbibop rpynnbl Diffie-Hellman;

e Bpems usHU a3l 2, cek — Bpems, yepes KOTOpPOoe MPOUCXOAUT CMEHa Katoda wudposaHus
AaHHbIX (apyroe HasaHue IPSec SA lifetime). Mo ymonuaHuio 60 MuHyT (3600 cekyHA,).

[na BCTyNAEeHWs B CUAY HOBOW KOHOUIypauuu M 3aHeCeHWs HACTPOEeK B IHEProHEe3aBUCUMYHD MamsATb
HaXXMUTe KHOMKY «TpumeHumoe». AN OTMEHbl USMEHEHUI HaXKMUTE KHOMRY «OmMmeHa».

/ DaHHaa peanusauma IPSec paboTaeT TONbKO NPU OTK/KOYEHHOW TPAHCAAUMM appecos
oTnpasuTens, Tak Kak IP-agpec knaneHTa yyacrsyet B popmuposaHum wudpa.

2.6.2.2NMogmeH0 «QoS»

B nogmeHto «Q0S» OCyLLECTBASETCA HAaCTPOMKa NprMopuTeToB 06paboTKKM TpaduKa 1 TMNa ouepesei.

HacTpoiika QoS

KoHTponb noToka
BulGop NpUOPUTETOB DSCP v

Tun cHepenn Strict A

Hacmpolika QoS

e KoHMposab nomoKa — BKAOYEHUE/BbIKNOYEHME MexaHW3Ma YnpaB/JeHUA MOTOKOM nepeaayn
OaHHbIX no npoTtokony TCP;

e Bblbop npuopumemos — Bbi6op cnocoba npuopuTUsaumnm TpadmKa:

— DSCP — mexaHuM3m Knaccuodukaumu, ynpasneHua Tpadukom u obecrnedyeHua KayecTsa
06CNyKMBAHMA NOCPEACTBOM NPUOPUTETOB;
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— 802.1p — npusHak (gpyroe HasBaHue CoS — Class of Service), ycTaHaBnMBaemMblli Ha
nucxogdAulmMe ¢ gaHHoro uHTepdelica IP-naketbl. MpuHMmaeT 3HayeHnsa oT O (HM3LWKIA
npuopuTeT) 8o 7 (HamBbICWMIA NpUopUTET).

V Mpyu BKAIOYEHHOM KOHTPO/1E NOTOKa HAaCTPOMKM NPUOPUTETOB HEAOCTYMHbI.

e Tumn o4yepedu — BbIOOP ANCLMMNINHBI OOCNYKUBAHUA oYepesen:

—  Strict — gucumnanHa obcnyXKMBaHMA odvepeaen, NPpu KOTopor TpaduK ¢ 6osiee HUIKUM
NpUopUTETOM MNepenaeTcs, TONbKO KOrga yKe nepegaHa odepefb ¢ 6osiee BbICOKMM
NpPMOPUTETOM;

— WRQ - pucumnnmHa obcnyuBaHMA ouepenen, npu KOTOpPOW AOCTynHas noJsoca
NPONYCKaHUA Oe/INTCA MeXay ovepesAamm NponopLMOHaIbHO NPUOPUTETY.

lMpuopumem 0..5 — onpepenaeTca Bec NpuopuTeTa B AnanasoHe oT 1 o 127, yem Bbiwe
BEC, TeM NpuopuTeTHee TpaduK.

2.6.2.3 NogmeHto «HacTtpoiika MAC-agpecos»

B nogmeHto «Hactporika MAC-agpecoB» MoxHO nameHntb MAC-agpec WAN-uHTepdelica ycTpoincrsa.

HacTtpoiika MAC-agpeca WAN

MepeonpefeniTe MAC

MAC -

Hactporika MAC-agpeca Ha uHTepdeice "IP-tenechoHns”

N

MAC -

Hactporika MAC-agpeca Ha uHTepdeice "MHTepdeiic ynpasneHns"

MAC -

e [lepeonpedenums MAC — npu ycTaHoBneHHOM ¢dnare Ha WHTepdelice MHTEPHET UCNoNb3yeTcs
MAC-aapec ns nona MAC.

Mpn HaXaTMM Ha KHOMKY BbliNagawowero meHw B none «MAC» go3momHo 3anucatb MAC-agpec
KOMMbOTEPa, C KOTOporo Bbl noakntoueHsbl K Web-kKoHpUrypaTopy. 3Ta dyHKUMA ByaeT nosesHa, eciv Ha ceTu
Balero MHTepHeT-NpoBaiaepa ncnonbyetca npmeaska no MAC-aapecy. B asTom cnyyae, eciv Bam Heobxoammo
nucnonb3oBaTb YycTponctBo TAU-4M.IP B KauvecTBe Mapuwpytmsatopa, Ha WAN-uHTepdeiic ycTponcTsa
Heobxoanmo HasHaunTb MAC-agpec Balwero KomnbtoTepa (KOTOpbI paHee 6bin NOAKAOYEH K ceTU VIHTepHET).

Ona nepeonpeneneHma MAC Ha wuHTepdeince «IP-tenedoHmsa» wunn «WUHTepdelic ynpasneHua»
BOCMNO/Ib3yMTECh pasaenamm «Hactpoiika MAC-agpeca Ha uHTepdeice "IP-menegporHua» wnn «HacTpoiika
MAC-aapeca Ha uHtepdeliice "MiHmepdelic ynpasneHusa'».

[Nna BCTYNAeHMA B CUAY HOBOW KOHOUIypauumn U 3aHeceHWUs HaCTPOEeK B 3HEProHe3aBUMCUMYIO MamATb
HaXXMUTe KHONKY «[TpumeHumob». [N OTMEHbl U3MEHEHUI HaXKMUTE KHOMKY «OmmeHa».
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2.6.2.4NogmeHto «DHCP-cepBep»

B nogmeHio «DHCP-cepBep» BbINOAHAIOTCA HACTPOMKWM NoKanbHoro DHCP-cepsepa, ycTaHaBauBatoTcA
CTaTUYeCcKue NPUBA3KK afpecos.

YcTpoiicTBo TAU-4M.IP umeert BO3MOHOCTb nocpeacTsom npoToKoNa AWHaMun4yecKkoro
KoHourypupoBaHus (DHCP — Dynamic Host Configuration Protocol) aBTomaTnyecku HasHauatb IP-agpeca u
HeobxogMmble ANA BbIXo4a B MHTEpHET mapameTpbl KOMNbloTepam, nogKkatodeHHblMm K LAN-uHTepdeicy. Ero
MCMONb30BaHUE Mo3BOAAET M3bexaTb OrpaHMYeHUn Py4yHOW HACTPOMKM npoTokona TCP/IP. DHCP-cepsep
OOCTYNEH ANa KOHPUrypmpoBaHuMa, TONIbKO ecnun cepBuc MIHTEPHET HAacTPOEeH B peXKMME MapLLpyTM3aTopa.

HacTpoiikn DHCP-cepeepa
BrrrodeH ¥

HavansHuli IP-agpec 192.168.1.2

Konu4ecTeo afpecos 250

CpOK apeHasl (B MUHYTax) | 720

CraTudyeckune NPUBA3KKM aapecoB

MAC-agpec IP-agpec

Hacmpoliku DHCP-cepsepa

e  BKaw4eH — npu yCTaHOBAEHHOM dnare BKAOUYUTb oKanbHbI DHCP-cepBep;
e HauanbHelili IP-adpec — HayanbHbIN agpec nyna |IP-agpecos;
e Konuyecmso adpecos — KONNYECTBO afpECOB B Ny/E;

e CpoK apeHObl, MUH — YCTaHOBKA MAaKCMManbHOr0 BPEMEHWU WCMNO/Ib30BAHMUA MOAKIOYEHHBIM
ycTpoiicteBom IP-agpeca, HasHayeHHoro DHCP-cepeepom.

[Nna BCTYNAeHMA B CUAY HOBOW KOHOUIypauumn M 3aHeceHWUs HACTPOEK B IHEProHEe3aBUCUMYIO MamATb
HaXXMUTe KHONKY «[TpumeHume». [N OTMEHbl U3MEHEHUI HaXKMUTE KHOMKRY «OmmeHa».

/ Mpu nonbiTKe U3MEHUTb HAYa/IbHbIA agpec Ha 3HaYeHUe U3 APYroii NOACETU MO OTHOLUEHUIO K
nogcetm uHtepdeiica LAN npoucxoguT aBTOMATMUECKAsA YCTaHOBKa Nyna noj TeKyuiee
3HaueHue agpeca N0KaNbHOM NOACETH.

Cmamuyeckue npuea3Ku adpecos

[na nobaBneHns HOBOW CTaTUYECKON NPUBA3KM HAaXKMUTE KHOMKY «Jobasumbe» U 3aN0AHUTE cledytolme
nons:
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COSJJ,aTb CTaTUHeCKYH NPUBA3KY adpecoB
1A
MAC-agpec -

IP-agpec

e MMmA TeKyLLel CTaTUYECKOM NPUBA3KK;

e MAC-agpec — yctaHOBKa ctatuyeckoro MAC-agpeca. 3agaetca B popmate XX:XX:XX:XX:XX:XX,
BO3MOX€EH BblOOP agpeca NOAKAYEHHbIX YCTPONCTB U3 BCMNJIbIBAOLLLETO MEHIO;

e IP-apgpec— ycTaHOBKa cTaTMyecKkoro IP-agpeca ana ykasaHHoro MAC-agpeca.

KoHouryprpoBaHme CTaTMYECKMX NPUBA3OK Nose3Ho, ecim Bam Heobxopgumo, 4yTobbl onpegeneHHomy
KOMNbloTepy, NogKAtoueHHomy K LAN-uHTepdelicy ycTpolicTBa, BCeraa HasHavasnca onpeaenieHHsiit IP-agpec.

Haxmute KHonkry «flpumeHume» ana BHeceHua |IP-agpeca B cnncok ctatudeckux IP-agpecos ana DHCP-
cepsepa. [Jns OTMEHbl USMEHEHUIN HaXKMUTe KHOMKY «OmmeHa».

Ana yoaneHus agpeca v3 crnucka HeobXoAMMO YCTaHOBWUTL G/iar HaNpPOTMB COOTBETCTBYHOLLEN 3aMUCKU U
HaaTb Ha KHOMKY «Yoanumeo».

2.6.2.5MogmeHto «JIoKkanbHbit DNS»

B noameHto «JloKanbHbI DNS» npounsBoautca KoHoUrypuposaHue nokasabHoro DNS-cepBepa ycTpoicTea
nytem fobasneHus B 6a3y nap IP-agpec — ,OMeHHOe Ums.

NokanbHbln DNS nosBonfeT w3y nonyuymtb IP-agpec B3ammMoOencTBYOWEro YCTpoWcTBa MO ero
OOMeHHOMY MMeHU. B cnydae otcyTcTBuA cepsepa DNS B cermeHTe ceTn, KOTOPOMY NPUHASNEKUT LLJTHO3, HO MPU
HEOBXOAMMOCTM MapLUpPyTU3aLUKM MO CeTEBbIM MMEHAM AMBO MCNONb30BAaHUA B KavecTBe aapeca SIP-cepsepa
€ro CeTeBoro MMeH|, MOXKHO MCNob30BaTb «JlIoKanbHbIM DNS». Mpyn 3ToM HEO6XOAMMO 3HATb YCTAaHOBNAEHHbIE
COOTBETCTBUA MEXAY UMEHAaMM Y3108 (LomeHamu) u ux IP-agpecamu.

VimeHa yanos

OomeHHO& UMA IP-agpec

®

testru 192.168.12.12

Hacmpolika y3n08

Ona pob6aBneHns agpeca B CMMCOK HEOBXOAMMO HaKaTb KHOMKy «Jobasumb» W B OKHe «Co30ameb
coomeemcmaeue» 3anoNHUTb CeaylolLme Noas:
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CoszpaTh cooTBETCTBUE

HoMeHHOe MmA local

IP-anpec 127001

e J[lomeHHOEe MMA — NMA y31a;

e |P-agpec—IP-agpec y3na.

HaxXmute KHONKy «[lpumeHuUms» ANA CO34aHUA COOTBETCTBUA IP-agpec — fomeHHoe umsa. [1na OTMeHbI
V3MEHEHWI HaXXMuTe KHOMKY «OmmeHa». Ons ypaneHvsa 3anucy M3 civcka Heobxoaumo ycTaHoBWUTbL dnar
HanNPOTUB COOTBETCTBYIOLLLEN 3aNNCK U HAXKATb HA KHOMKY «Ydaaume».

2.6.2.6 NogmeHio «NAT 1 npobpoc nopToB»

B nogmeHio «NAT 1 npobpoc NopToB» BbIMNOAHAETCA HAaCTpoiKa npobpoca noptos (ports forwarding) us
WAN-uHTepdeliica B LAN-uHTepdeiic. NMoameHto fOCTYNHO, TONbKO ecn cepBuc MHTEPHET HAacTPOEeH B peume
MapLpyTusaTopa.

NAT - (Network Address Translation) pexum TpaHCAAUMKM CceTeBbIX aApecoB — NoO3BoAAeT
npeobpas3osbiBaTh |P-agpeca u ceteBble nopTtbl IP-naketos. Mpobpoc ceTeBbix NOPTOB Heobxoaum, Koraa
TCP/UDP-coeauHeHmne € NoKanbHbIM (MogkatoueHHbiMm K LAN-MHTepdeiicy) KomnbioTepom ycTaHaBANBaeTCca U3
BHelHen ceTn. JJaHHOe MeHI0 HacTpoeK NO3BOIAET 334aTb NPaBKAa, paspeLlatolme NPOXoKAEHNE NAKETOB U3
BHELIHEN CeTUM Ha YKasaHHbIA afapec B JIOKa/IbHOM CeTU, TeM CaMbliM fenasd BO3MOMKHbIM YCTAaHOB/EHME
coenHeHua. Mpobpoc NOPTOB rAaBHbIM 06Pa3oM HeEObXOAMM NpPU UCMOb30BaHUKM torrent- U p2p-cepBMUCOB.
[lna 3TOro B HacTpoWkax torrent- an pP2p-KAMEHTa HYKHO MOCMOTPETb Mcnonb3yemble um TCP/UDP-nopThl u
3a/aTb AN1A 3TUX NOPTOB COOTBETCTBYIOLME NpaBmaa npobpoca Ha IP-agpec Bawero komnbtotepa.

HacTpoiku NAT

BrnounTe NAT &

Mpaesuna NAT

Nma LAN IP NMopTel LAN NMpoTokon WAN IP NopTel WAN

test 192.168.2.100 30000 TCP He yKkalaH 30000

Hacmpolika npasuna NAT

Onsa nobasneHus Hosoro npasuna NAT HaxKmuUTe KHOMNKY «/obasumb» 1 B OTKpbIBLUEMCSA OKHe «Co3aaTb
HOBOE NPaBW/IO» 3aMN0/IHUTE Cneaytowme Nonsa:
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CosnaTs HoBoe npasuno
Mma
|P-afipec HazHadeHna nakeTos LAN
MopTel HaaHa4YeHA LAN
MpoTokoen TCP v
|P-agpec MCTOYHMKA NakeTos WAN

MopTel HA3HaYeHHA WAN

e Vmsa — Ha3BaHMe npasuna (nose ob6s3aTesibHO A4/1A 3aNoAHEHUA);

e |P-adpec HasHavyeHua nakemos LAN — IP-agpec xocTa B JIOKaNbHOW CETM, Ha KOTOPbLIN
OCYLLECTBAAETCA TPAHCAALMA NAKETOB, NOANAAAIOWMX NOA, AaHHOE NPaBUIO;

e [lopmel HaszHavyeHus LAN — 3HadyeHnus TCP/UDP-nopToB nosyyatens, Ha KoTopble 6yayT
TPAHCAMPOBATLCA MaKeTbl B JIOKA/bHYIO CeTb (40MnycKaeTca YKasblBaTb MO0 OAMHOYHBIN NOPT,
nnbo yepes “-“ ananasoH NopTos);

e [Ipomokon — BblbOp NpPOTOKONA NaKkeTa, Nognagalroliero nog AaHHoe npasuno: TCP, UDP,
TCP/UDP;

e |P-adpec ucmouyHuka nakemos WAN — IP-agpec oTnpaBuTeNs MaKeTa BO BHELHEN ceTw,
nognagatoLLero nog aHHoOe Npasuio;

e [Topmel HaszHayeHus WAN — 3HauyeHusa TCP/UDP-nopToB nony4aTtens naketa BO BHELIHEW ceTw,
NPV KOTOPbIX MaKeT NOANaAAeT NoA AaHHOE NPaBMAO (A0MNYCKaeTcA YKasblBaTb AM60 OANHOYHBbIN
nopT, Mbo yepes “-“ ananasoH nopTos).

MpaBuno npobpoca noptoB paboTaeT cneayrolwmm obpasom. Y naketa, npuxoasuwiero Ha agpec WAN-
uHTepdelica ycTpolicTBa MO NPOTOKONY «[IpOMOKOA», Ha NOPT M3 AnanasoHa «lopmei WAN» n umetowero
agpec UCTodHWKa «IP-adpec WAN» (ecnu 3TOT napameTp OCTaBUTb MNyCTbIM — afpec WCTOYHMKA He
aHaNM3MpPYeTCcA), OCYLLEeCTBAAETCA MOAMEHA agpeca M NopTa HasHavyeHMA Ha coaepkuMmoe nonew «IP-adpec
LAN» v «Mopmsl LAN» cCOOTBETCTBEHHO.

Haxmute KHOMKy «[TpumeHume» ans pobasneHUs HOBOro Npasuna. [ns OTMeHbl U3MEHEHUA HaKmUTe
KHOMKRY «OmmeHa».

Ona yoaneHna npasmaa U3 CNucKa HEO6XOAMMO YCTaHOBUTb d)nar HanpoTue COOTBETCTBytOLLI,Eﬁ 3anmcn un
Ha*aTb Ha KHOMKY «Ypanutb».

2.6.2.7 NogmeHIo «CeTeBOM IKpPaAH»

B noameHto «Cemesgoli 3KpaH» YCTAHABAMBAIOTCA NpPaBWAa MPOXOXKAEHMA BXOLALLErO, UCXOAALLEFO U
TpPaH3MTHOro TpaduKa. MmeeTcs BO3MOKHOCTb OrpaHUYMBaTb NPOXOXKAEHWE TpadMKa pasHOTo TMNA (BXOAALMIA,
UCXOAALIMNA, TPAH3UTHbIN) B 3aBUCMMOCTM OT NPOTOKONA, |P-aapecos UcTo4HMKa U HazHaveHua, TCP/UDP-nopTos
WUCTOYHMKA U Ha3HadyeHuA (a8 coobueHnit npotokonos TCP nan UDP), Tna coobuweHuna ICMP (gnsa coobuieHni
npotokona ICMP).
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Mpaeuna ans sxofswero Tpaduka

Hma MpoTtoken Appec oTnpaBuTensA MopTel oTNRaBUTENA MopTe! nony4atens OeicTene

Mpasuna ans ucxogsawero Tpaduka

Hma MpoTtoken MopTel oTNpaBWTEnA Agpec neny4aTtensa MopTel Nony4artens OeiicTENe

Mpasuna ana TpaH3WTHOro Tpaduka

Hma MpoTokon Appec oTnpaeuTens MopTel OTNPABUTENA Appec nony4yatensa MopTel nony4arens Oencreune

Hacmpolika npasusa cemego2o 3KpaHa

Ona pnobasneHns HOBOro NpaBuia HaXmuTe KHOMKy «Jobasume» W B OTKpbiBLIEMCA OKHe «Co3aaTb
HOBOE NPaBWIO» 3aN0NHUTE CeaytoLme Nons:

CosgaTtb HOBOE NpaBuno

MMA
Tun Tpaduka BxogAawmii v
Mpotokon TCP v
ALpec oTNpasMTENA
MopTel OTNpaBUTENA 0
MopTel Nony4YaTens 0

DeiicTere MponycTHTL v

. UmA — Ha3BaHme npasuna;

e Tun mpaguxka — BbibOp TMNA TpaduKa, Ha KOTOPbIM PACNPOCTPaHAETCA AeicTBME OAHHOro
npasuna:

—  Bxodawuli — BxoaawWMmMi Ha yCTPOMCTBO TpaduK (Nonyyatenem ABAAETCA HENOCPEACTBEHHO
OAMH U3 ceTeBbiX UHTepdeicoB ycTpolicTea). Mpu Bbibope AaHHOro TvMna TpaduKka Ansa
PeAaKTUPOBAHUA CTaHYT AOCTYMNHbI CAeAyIoLMe NoNA:

= Adpec omnpasumens — 3agaeT HadanbHblld |IP-agpec oTnpasutens. Yepes
cumBon "/" MOMKHO YKa3aTb MacKy NoAceTy B GOpMaTaxX XXX.XXX.XXX.XXX MW XX,
Hanpumep, 192.168.16.0/24 vamn 192.168.16.0/255.255.255.0, 4Tobbl BbIAEAUTD
Cpasy uenblii gManas’oH aApecoB (3anucb Macku B Buae /24 cooTBeTcTByeT
3anucu /255.255.255.0);

—  Ucxooawuli — ncxogAwmMn ¢ ycTpoictea TpaduKk (TpaduK, reHepupyemblit NOKanbHO
YCTPOWCTBOM C O4HOro U3 ceTeBbiXx MHTepdericos). Mpu Bbibope gaHHOro TMna Tpaduka
ONA pefaKTMPOBAHUA CTaHYT AOCTYMHbI CAeaytowme nons:
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= Adpec noaydyamens — 3apaet |P-agpec nonyyatenda. Yepes cumson "/" MoKHO
YyKasaTb MacKy noacetm B dopmaTtax XXX.XXX.XXX.XXX WAN XX, Hanpumep,
192.168.18.0/24 wnan 192.168.18.0/255.255.255.0, 4T0bbl BbIAENAUTH CPa3y
Lenblt AMana3oH agpecos;

—  TpaH3umHbIl — TPaH3UTHbIN TpaduK (TpaduK, NpoxoaAwmi Mexay ABYMSA CETEBbIMU
nHTepdelicamm, Koraa oTnpaBuTeNem U nosiydatenem ABAAIOTCA BHELWHME YCTPOWCTBA).
Mpwn BbIGOpPE AaHHOro TMNa TpaduKa ANA pefaKTUPOBaHUA CTaHYT AOCTYMHbI cheayoume
nona:

= Adpec omnpasumensa — 3apaeT IP-agpec otnpasutend. Yepes cumson "/" MOKHO
yKasaTb MacKy noacetM B dopmaTax XXX.XXX.XXX.XXX WAM XX, Hanpumep,
192.168.16.0/24 wan 192.168.16.0/255.255.255.0, u4tobbl BbIAEAUTL CPa3y
Lenblii AManasoH agpecos;

= Adpec nony4amens — 3apaet IP-agpec nonyvatensa. Yepes cumson "/" MOXKHO
yKasaTb Macky nogcetm B dopmaTax XXX.XXX.XXX.XXX WAW XX, Hanpumep,
192.168.18.0/24 wan 192.168.18.0/255.255.255.0, u4tobbl BbIAEAUTL CPa3y
Lenbli AManasoH agpecos;

e [IpomoKos — NPOTOKO/ NAKeTa, Ha KOTOPbIN PAcNpPOCTPaHAETCs AeACTBUE AaHHOro npasuna: TCP,
UDP, TCP/UDP, ICMP, nioboit;

e Jlelicmeue — peiictBue, coBepLiaemoe Hag naketamm (oT6pocutb/nponycTuTs);
Mpu BbI6ope npoTokonos TCP, UDP, TCP/UDP ans peaaktnposaHus 6yayT A0CTYMHbl HACTPONKMK:

e [lopmel omnpasumesnsa — CNUCOK NOPTOB OTNPABUTENA, NaKeTbl KoToporo 6yayT noanagaTtb Nog,
OaHHOe npaBuio (4onycKkaeTcs yKasbiBaTb MO0 OAMHOYHbLIN NopT, AMbo uepes “-“ gmanasoH
nopToB);

e [lopmel nosy4amens — CNWCOK MOPTOB MoJ/yyaTens, NakeTbl KoToporo byayT nonafatb nog
OaHHOe npaBuio (gonyckaeTcs yKasbiBaTb MO0 OAMHOYHbLIN NopT, AMbo yepes “-“ gmanasoH
nopToB);

Mpu BbIbOpe npoTokona ICMP ans peaaktMpoBaHma ByayT AOCTYMHbI HACTPOMKMU:

e Tun coobweHuas — MOXHO CO3aTb NPABUIO TONbKO ANA onpeaeneHHoro tuna ICMP-coobleHus
mbo ana Bcex.

Haxmunte KHOMKY «lMpumeHnTb» ANA AO6aBJ'IEHMFI HOBOro npasuna. na oTmeHbl M3MEHEHUN HaXMuUTe
KHOMKY «OTmeHa». [Ona yaaneHma 3anncn  mn3  Cnumucka H606XO,CI,MMO YCTaHOBUTb d)nar HanpoTus
COOTBETCTBytOLLI,EVI 3alMUCUN U HAXKaTb Ha KHOMKY «Ypoanutb».

2.6.2.8 MoameHo «ACL»

B noameHio «ACL» BbINONHAOTCA HAaCTPOMKKM cnUcKoB aocTtyna. Access Control List unm ACL — cnucok
KOHTPO/A [,OCTYNa, KOTOPbIN COAEPKUT NPaBUAa, onpeaenatowme NpoxoxaeHne Tpadumka yepes nHtepdenc.
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OrpaHuderua no MAC-agpecam

Ne CraTyc MAC-agpec Hoetyn OrpaHU4eHne CKOPOCTH

+ [lobaBuTh W Ynanut

OrpaHuyenna no URL-agpecam

Ne craryc

+ [o6aBnTh W YoanuTb

OrpaHuyeH1s No BPeMeHU CyToK

URL

OzpaHuyeHusa no MAC-adpecam

Ne cratye Ha4ano KoHel Ooctyn OrpaHW4eHHe CKOPOETH
+ [lo6aBHTL W Yoanuts
COS,ElaTb HOBOE Npaenno
BHMHO4YHTE
MAC-anpec -

OrpaHW4eHHe CKopocTH, KOUT/C

3anpeTuTe 4OCTYN

OzpaHuyeHusa no URL-adpecam

Bkntoyume — npu ycTaHOBAEHHOM dnare akTuBmupyetca npasuno punstpaunmn no MAC;
MAC-adpec — MAC-agpec ycTponcTBa, A4/18 KOTOporo 6yaeT AencTBoBaTb CO34aHHOE NPaBUNo;

3anpemums docmyn — Npu YCTaHOB/AEHHOM ¢are ¢ 3a4aHHOMO ycTpoicTBa H6yAeT NoSHOCTbIO
3anpeLLéH gocTyn 1 nepegaya TpaH3UTHOro Tpaduka. Ecim dnar He ycTaHOB/IEH, CKOPOCTb ByaeT
orpaHnYyeHa A0 YKa3aHHOro 3HayeHus;

OzpaHuveHue ckopocmu, Kbum/c — makcMmanbHas CKOPOCTb NOTOKa AaHHbIX A4 YCTPOMCTBA C
yKaszaHHbIM MAC-agpecom (0 KBUT/c — 3KBMBANEHTHO OTCYTCTBUIO OFPaHUYEHMA CKOPOCTM NOTOKa
OaHHbIX);

CozpaTtb HoBOE npasnno

BKNHOYMTE

URL
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e  BKAw4Yumb — Npu yCTaHOBAEHHOM dnare akTuBMpyeTca npasuao ¢uabtpaymm no URL;

e URL-URL-agpec ycTponcTBa, 419 KOTOPOro byaeT AeNcTBOBaTb CO34aHHOE NpaBuio;

O2paHuUYeHUA no spemeHuU Cymok

CosgaTb HOBOE NpaBnno
BENHO4YATE
Havano 00:00
KoWel | 00:00
3aI'IDETHTb AocTyn

OrpaHu4eHHe CKOpPOCTH, KBUT/C

e BKao4ume — npuv yCcTaHOBNEHHOM dnare NpaBuao GUAbTPALUKN aKTUBUPYETCA U AEaKTUBMPYETCA
B Ha3HAYEeHHOe Bpems;

e Hauano — Bpemsa B 24-yacoBom popmaTe CYMUCIeHUs (44:MM), ¢ KoToporo byaeT AelcTBOBaTb
CO34aHHOE NPaBuo;

e KoHey — Bpema B 24-yacoBom dopmaTe cumcaeHus (44:mm), 4O KoToporo byaet AencrsoBaTb
co3flaHHOe NpaBwuno;

e 3anpemums Oocmyn — NpW YCTaHOBAEHHOM ¢nare 6yAeT NOMHOCTbIO 3anpewéH AocTyn u
nepezava TPaH3UTHOro Tpaduka. Ecam ¢nar He ycTaHOBNEH, CKOPOCTb bByAeT orpaHMyeHa Ao
YKa3aHHOro 3HayeHus;

. OZ,DGHUHEHUE CKopocmu, K6um/c — B Te4eHhe 3a4aHHOro nHTepBasia BpeMmeHU CKOPOCTb 6y,£|,eT
OorpaHn4yeHa A0 YKa3aHHOro 3Ha4eHuA (0 K6MT/C — 3KBUBANIEHTHO OTCYTCTBUKO OrpaHUYeHUnA
CKOPOCTH NOTOKa lD,aHHbIX).

2.6.2.9 NogmeHi0 «®Punbtp MAC»

B noameHto «dunbTp MAC» BbINONHAOTCA HAaCTPOKa puabTpauum goctyna no MAC-agpecy KaneHTa.

HocTyn K ycTpoicTay

Pesstum iuneTpAa NPOBOGHOA CETH OTENKYHTE T

@

e Pexum dunbTpa — onpegenser oguH M3 TPeX afropuTMoB pPaboTbl GpMAbTPA B 3aBUCMMOCTM OT
MAC-agpeca KnneHra:

—  Omrkayums — dunbtpauma no MAC-agpecam OTKAOYEHA — BCEM KAMEHTaM paspeLleHo
MOAKN0YATLCA K YCTPOCTBY;
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— YépHobili criucok — B AaHHOM pexxnme paboTbl dpuabTpa KaneHtam, MAC-agpeca KOTopbIxX
yKasaHbl B «Cnncke MAC-agpecoB», 3anpeLeHo NOAKAYATLCA K YCTPOMCTBY. ABOHEHTaM,
MAC-agpeca KOTOpbIX He YKa3aHbl B CNUCKE, NOAK/II0YeHne pa3peLLeHo;

— bensblli cnucok — B gaHHOM pexxume pabotbl duabTpa KameHtam, MAC-agpeca KOTOpbIX
yKasaHbl B «Cnucke MAC-agpecoB», pa3pelleHo NoaKa4aTbCa K yCTpoicTBY. ABOHEHTam,
MAC-agpeca KOTOpbIX B CMIUCKE He YKa3aHbl, NOAKAOYEHME 3anpeLLeHo.

Cnucok MAC-adpecoe

B cnncoK MOKHO BHectM Ao Tpuauath MAC-agpecoB K/AMEHTOB, AO0CTYN KOTOPbIM K YCTPOMCTBY
perympyeTca HacTPpOMKOM pexnma ¢uibTpa.

Ons pobaBneHMa HOBOIo KJAMEHTA B CMMCOK HaXKMUTe KHOMKY «Jobasume» n seeante ero MAC-agpec.

[na BCTynAeHus B CUAYy HOBOW KOHOUIypauuu M 3aHECeHMs HACTPOEK B 3HEProHe3aBWCUMMY0 NamsaTb
HaXXMUTe KHOMKY «[TpumeHume». AN OTMEHbI USMEHEHUI HaXKMUTE KHOMKRY «OMMeHa».

2.6.2.10 NogmeHo «MapwpyTtusayma»

B nogmeHio « MapLpyT13aLmsa» HacTPaMBakOTCA CTaTUYECKME MapPLLIPYTbl YCTPOMCTBA.

MapwpyTtusauus
Wma Afjpec HazHaYeHWA Macka nogceti LWinws:
@&
routet 192.168.23.0 255.255.255.0 192.166.0.254

Ana AOGaBJ'IeHVIFl HOBOIO MapuwpyTa HAXXMUTE Ha KHOMKRY ((ﬂ'06aBMTb» 1 3anoaHUTE cheagyrouwmne nonAa:

NoBasnTe MapwpyT
Mma
ALpec HazHaYeHnA
Macka noacetu

LLinro3

. UmA — Ha3BaHUe MapuwpyTa, Ucnonb3yeTca gnAa yAO6CTBa BOCMPUATMA YenoBeKom. lose MOXKHO
OCTaBUTb NYCTbIM,;

e Adpec Ha3HayeHus — IP-agpec xocTa WAM MNOACETU Ha3HAYeHWn, 40 KOTOpbIX HeobxoaAnmo
YCTaHOBWUTb MapLUPYT;

e Macka nodcemu — macKka nogcetu. [ns xocTa macka NOACETW yCTaHaBAMBAETCA B 3HAYeHue
255.255.255.255, ana noacetn — B 3aBMCMMOCTM OT e€ pasmepa;

e llmo3— IP-aapec Wnto3a, Yyepes KOTOPbI OCYLLECTBAAETCA BbIXOA Ha «Adpec Ha3Ha4YeHus».

[Nna BCTyNAeHMs B CUAY HOBOW KOHOUrypaumm M 3aHECeHWs HACTPOEeK B 3HEProHes3aBUCUMMYI0 NamMATb
HaXXMUTe KHONKY «[TpumeHumob». [na OTMEHbl U3MEHEHUI HaXKMUTE KHOMKY «OmmeHa».

46 AboHeHmckul wno3 TAU-4M.IP



S ELTEX

2.6.2.11 NogmeHto «AMHamuuyeckunt DNS»
B noameHto «AuHammnuyeckmin DNS» BbINOAHAETCA HAaCTPOMKa COOTBETCTBYHOLLErO CEpPBMCa.
JuHamuyeckuli DNS (D-DNS) nossonset uHpopmaumm Ha DNS-cepBepe 06HOBAATbLCA B peasibHOM
BPEMEHM B aBTOMATUYECKOM pexume. [lNpumeHseTca AAA Ha3HAYeHWA MOCTOAHHOTO AOMEHHOFO WMEHMU

YCTPOICTBY (KOMNbOTEpPY, pOoyTepy) C AMHaMu4eckum IP-agpecom.

OnHamnyecknin DNS 4acTo npuMeHseTcs B JIOKaJ/IbHbIX CETAX, FAe KAMeHTbl noay4yatoT IP-agpec no DHCP, a
NOTOM PErncTpupytoT CBOM MMeHa Ha iokanbHom DNS-cepsepe.

OuHamuueckuin DNS
) Brnio4uTs D-DNS @
Mposanaep D-DNS dyndns.org -
WMA nonb3oBaTena
Mapons

JoMeHHOE HMA

e  BKaw4yume D-DNS — npu yctaHoBneHHOM dnare cepsuc D-DNS akTUBEH, 1 Ana peaakTMpoBaHus
[OCTYMHbI CNeaytoLme HaCTPOMKM:

e [Iposalidep D-DNS — appec nposaiigepa D-DNS — Bbibepute ogHoro nposaligepa M3 ChUcKa
OOCTYMHbIX UKW BBEAUTE ero agpec BPy4HYto;

e Umsa nonvzosamesna — UMA NONb30BaTeNA ANA AOCTYNa K y4eTHOW 3anucu cepsuca D-DNS;

e [laposab — Naponb Ana AoCTyna K yyeTHol 3anmcu cepsuca D-DNS;

e [lomeHHoe umMs  — perucTtpupyemoe pgomeHHoe umsi Ha D-DNS cepsepe. O6HoBneHMe
nHoopmauumn o6 IP-agpece ycTpoicTBa Ha cepBepe npoBangepa MPOMCXOLMUT Neproanyecku
yepes 60 cekyHA.

[Nna BCTYNAEHMs B CUAY HOBOW KOHOUIypauumn M 3aHeceHWUs HaCTPOEK B IHEProHEe3aBUCUMYIO MamATb
HaXXMUTe KHONKY «TpumeHuUmoe». N OTMEHbl U3MEHEHUI HaXKMUTE KHOMKY «OmmeHa».

2.6.2.12 NogmeHto «SNMP»

MporpammHoe obecneveHne TAU-4M.IP no3sonseT NpoBoAUTb MOHUTOPUHT COCTOAHWUSA YCTPOMCTBA M €ro
KOHUrypmpoBaHue, ncnonbya npotokon SNMP. B noameHtio «SNMP» BbINOAHAKTCA HAaCTPOMKN NapameTpoB
SNMP-areHTa. YCTpOICTBO NogaepKMBaeT NpoTokonbl Bepcuiit SNMPv1, SNMPv2c.
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HacTpoiika SNMP

BEMHO4MTE SNMP

Mapont Ha YTeHne

Mapons Ha 3anuck

@ Apapec Ana npuemMa Tpanos v1
=t Apapec Ana npuémMa Tpanos v2
o5 Anpec ana npuéma coobeHui Inform
CMCTEMHOE MMA YCTPOACTEa

KOHTaKTHaA WHpopMaUmWa NponsBoauTens

IMecTononomeHue ycTpoiicTea

Mapone & Tpanax

e  Bkaoyume SNMP — npu ycTaHoBAeHHOM dare paspeLleHo ncnosb3oBaHne npoTokona SNMP;

e [laposab Ha YmeHuUe — Naposib HA YTEHWE NapameTPOoB (06LWenpUHATBIN: public);

e [laposab Ha 3anuce — Napo/b Ha 3anNucb NapameTpoB (06LWENPUHATLIN: private);

e AOlpec 0n1 npuéma mpanos vl — IP-agpec nam gomeHHoe MmaA npuemHuKa coobuieHmii SNMPv1-
trap B popmate HOST [COMMUNITY [PORT]];

e AOlpec 0ns npuéma mpanos v2 — IP-agpec nan gomMmeHHoe MMA NpuemHuKa coobueHmii SNMPv2-
trap B dopmarte HOST [COMMUNITY [PORT]];

e AOlpec 0ns npuéma coobujeHuli Inform — IP-agpec UAnM AOMEHHOE MMA NPUEMHUKA coobLeHmni
Inform B dopmate HOST [COMMUNITY [PORT]];

e CucmemHoe ums ycmpolicmaa — UMA YCTPOWCTBA;

e  KoHmMaKmHas uUHgopmayua npou3sodumesnas — KOHTAKTHaA MUHbOpPMaLMA NPOM3BOAUTENA
YCTPOICTBA;

e MecmononoxeHue ycmpolicmea — uHGoOpMaLMa O MECTOMONOKEHUM YCTPONCTBA;

e [laponb 8 mpanax — Naposb, COAEPHKAWMIACA B TPaNax (Mo ymonyaHuio: trap).

B Tekywel Bepcun nporpammHoro obecnedyeHua Mo npotokoay SNMP  umeeTcs BO3MOMKHOCTb
KOHUrypmpoBaTb OTAE/bHbIE MapaMeTpbl YCTPOMCTBA: oblme HacTpohku SIP, HacTpoiikn SIP-npoduneis,
HacTpoMKm FXS-nopTa, HaCTPOMKKM rpynn BbI30Ba, HACTPOMKKU KoaoB ynpasaeHma [BO ¢ TenepoHHOro annapara,
HacTponkm SNMP, HAaCTPOMKM CUCTEMHOTO KypHana.

HuKe npuBeseH CNMUCOK OOBEKTOB, NOALAEPHKUBAEMbIX A5 UTEHUA U KOHPUIYPUPOBAHUA NOCPEACTBOM
npotokosna SNMP:

e Enterprise.1.3.1 — 06wwme HacTpoliku SIP-npoduneis;

e Enterprise.1.3.2.1 — HacTpoiKku SIP-npodunen;

e Enterprise.1.1.2.1 — HacTpoiKkn FXS-nopTa;

e Enterprise.1.4.1.1 — HaCTPOWMKK rpynn BbI30OBa;

e Enterprise.1.5 — Kogbl akTnBaumun ,BO c TenepoHHOro annapara;
e Enterprise.2.1 — HacTpoiiku SNMP;

e Enterprise.3.1 — HaCTPOMKKN CUCTEMHOIO XypHana.

roe Enterprise —1.3.6.1.4.1.35265.1.56 ngeHtnduKaTop ycTpoiicTsa.
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[na 3anucu HacTpoeK B 3HEProHe3aBMCUMMYIO NaMATb HAXKMUTE KHOMKY «[lpumeHumoe». ONnA OTMeHbI
N3MEHEHWNN HAaXXMNUTE KHONKY « OmmeHa».

2.6.3 MeHio «IP-TtenedpoHuA»

B meHio «IP-TenedoHma» BbinoaHAOTcA HacTpolikn VolP (Voice over IP): HacTpolika npoTokona SIP,
KoHOUrypauma nHtepdeicos FXS, ycTaHOBKa KOAEKOB, NJ1aHa HYMepaLMn, MeToA0B nepesayun pakca u mogema.

2.6.3.1 NogmeHto «HacTpoMKu cetn»

B noameHto «HacTpoitkm cetu» nmeeTca BO3MOXHOCTb 3aZaTb COOCTBEHHble CETeBble HACTPOMKM AnA
ycnyrm VolP.

CeTeBble HacTpoiiku |IP-TenedoHun

WcnoneaosaTte HacTpolkK Internet

McnonbaoBaTte VLAN

VLAN ID 10
802.1P 0 v
Mpotokon DHCP v

AneTepHatMeHeld Vendor ID (onumus 60)
WHbopmauws aresta DHCP Relay (Onuwa 82)
MepBryHbI DNS

BropuyHbin DNS

HacTpoiika IPSec

BrM04YMTE

. Ucnons3osames HGCI’npOUKU Internet — npuv yCTaHOBJIEHHOM d)nare Mcnonb3oBaTb HaCTpOﬁKM cetn,
YCTaHOBJ/IEHHbIE B MEHIO «Cemb» -> «MHmepHem», NHa4vye — HaCTpOﬁKM, YCTaHOBJIEHHbIE B
TeKyLWeM MEeHIO,

e Ucnonszoeams VLAN? — npu yctaHoBAeHHOM dnare cepsuc IP-TenedoHun byaet ncnonb3osaTb
Ans ceoew paboTbl BblaeNeHHbIN MHTepdelic B oTaenbHolt VLAN, HOMep KOTOpOW yKasaH B none
«VLAN ID»;

e 802.1P — npusHak 802.1P (gpyroe Ha3BaHue CoS — Class of Service), ycTaHaBAnMBaemMbli Ha
ncxogalLmMe ¢ AaHHoro uHTepdeica IP-naketbl. MNMpuHMMaEeT 3HayeHus oT 0 (HM3WKIA NpUoPUTET)
00 7 (HauBbICWINIK NpUOPUTET);

e [Ipomokos — BbI6GOP NPOTOKONA Ha3HAYeHUA agpeca Ha MHTepdeiic ycayrn VolP:

—  Static — pexxnum paboTbl, Npu KoTopom IP-agpec 1 Bce Heobxoammble HacTPOMKK Ha WAN-
nHTepdelic HasHayatoTcAa BpydHyto. Mpu Bbibope TMNa «Static» Ana pesakTMpoBaHuWA
CTaHYT AOCTYMNHbI cneAytowme napameTpsbl:

B Bepcum MO 1.9.1 paspeluaeTca 3a4aBaTb UHAMBUAYANbHbIE CETEBbIE HACTPOMKM ycayrn VolP Tonbko B BblaeneHHon VLAN.
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IP-adpec —ycTaHoBKa IP-agpeca nntepdeitca ycayrmn VolP;

Macka nodcemu — macka nogcetu nHtepodeinca ycayrm VolP;

LUnro3 no ymonyaHuro — IP-appec aedontHoro warosa nHtepdeica ycayrm VolP;

MepsuuHsiti DNS, BmopuuHsili DNS — IP-agpeca DNS-cepBepoB, Heobxoaumbix Ans
pabotbl ycayrm VolP.

— DHCP — pexxum paboTbl, npn Kotopom IP-agpec, macka noacetu, agpeca DNS-cepsepos u
Apyrue napameTtpbl, Heobxoaumble pgns paboTbl ycayru  (Hanpumep, cTaTUYeckue
mapuwpyTbl A0 SIP-cepBepa, cepsepa peructpaunn), byayt nonydeHol ot DHCP-cepsepa
aBTomaTtmyeckn. Ecnm ot nposangepa He yaaértca nonyuntb agpeca DNS-cepsepos, Bbl
MOXEeTe HasHauuTb WX BPY4YHyto B nonax «llepguyHelli DNS» wn «BmopuyHbili DNS».
Agpeca, 3afaHHble Bpy4YHylo, byayT MmeTb npuvoputeT Hag agpecamm DNS-cepsepos,
noay4YeHHbIMU No npoTtokony DHCP.

Ons npotokona DHCP nmeeTcs BO3MOMKHOCTb 3a4aTb Heobxoanumoe 3HayYeHue onuumii 60
n 82.

AnemepHamugHbili Vendor ID (onyus 60) — npu ycTaHOBAeHHOM ¢nare YCTPOWCTBO

nepenaét 8 DHCP-coobuweHusax B onunm 60 (Vendor class ID) 3HauyeHue 13 nons Vendor
ID (onuyus 60). Mpu nyctom none onuua 60 B coobuweHuax npotokona DHCP He
nepegaérca.

Ecnn dnar AnbmepHamugHbili Vendor ID (onyusa 60) He ycTaHoBneH — B onuun 60
nepegaeTcsa 3HaYeHne Nno yMoI4aHUIo, KOTOPOe MMeeT cneayroLmii Gopmar:
[VENDOR:npoussoautens][DEVICE:Tun yctpoiictea][HW:annapaTHas Bepcus]
[SN:cepuinHbIn Homep][WAN:MAC-agpec nHtepdpeinca WAN][LAN:MAC-agpec uHtepdeiica
LAN][VERSION:Bepcua nporpammHoro obecneyeHus]

Mpumep:

[VENDOR:EItex][DEVICE:TAU-4M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

NHdopmauusa areHTa DHCP Relay (onuma 82) — npu yctaHoBneHHOM dnare nossosfeT
nob6asutb B DHCP-3anpoc:

= loeHmugukamop uyenu azeHma (Onyua82) — nossonset pobasutb B DHCP-3anpoc onuuio 82,
nogonumio 1 - Agent Circuit ID;

= loeHmughukamop yoaneHHo20 azeHma (Onyus82) — nossonaeT aobasutb B DHCP-3anpoc onuuio 82,
nogonuuio 2 - Agent Remote ID.

Cnucok ucnonb3syembix DHCP-onuuii Ha Kaxagom ceTeBom WHTepodelice (Internet, VolP,
Management) MOXKHO 3aaBaTb Bpy4HYyto. MIHPOpMauma No HAacTpoOMKe CNMCKa NpeacTaBaeHa
B NpunoxkeHum B.

Hacmpolika IPSec:

B faHHOM pasgene ocyLwecTBAsAeTca HacTpPoMKa WwudposaHus no texHonorum IPSec (IP Security).

IPSec — 3T0 Habop NPOTOKO/MOB A/ obecneyeHns 3alMTbl AAHHbBIX, NepeaaBaemMblX N0 MEXKCeTeBOMY
npoTtokony IP, NO3BOMAIOWMIA OCYLLECTBAATL MOATBEPKAEHWE NOAJMHHOCTU (ayTeHTUdMKaLMIO), NPOBEPKY
LUenocTHocTM n/unn wudposaHue IP-naketoB. IPSec TakKe BKAOYaeT B cebA NPOTOKObI ANA 3aWMLWEHHOTO
obmeHa K/toyamu B ceTn MHTepHeT.

B Tekyuleli BepcuM nporpammHoro obecneyeHusa nocpeactsom IPSec MOXKHO OCYLLECTBAATb TOJIbKO
[OCTyN K nHTepdelicam ynpasneHus yctponctsom (Web, Telnet, SSH).
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MoapobHoe onncaHue HacTpoek IPSec npuBeaeHo B pasaene 2.6.2.1 B rpade Hacmpolika IPSec.

Ona BCTynaeHua B cuUy HOBOW KOHOUrypauuu U 3aHECEeHUs HAaCTPOEeK B 3HEpProHe3aBMCUMMYIO MaMATb
Ha*KMUTE KHOMKY «[TpumeHums». [1na oTMeHbl USMEHEHUI HAaXXKMUTE KHONKY «OmMmeHa».

2.6.3.2NMogmeHI0 «QOS»

B nogmeHto «QoS» HacTpamsatoTca GyHKUMKM obecnevyeHus KadecTBa obcnyxunsanua (Quality of Service).

HacTpolika guanasona RTP-nopTeB

MurumansHkid RTP-nopt 23000

MakeumaneHeid RTP-nopt 26000

HacTtpoiika DSCP gnsa curHanusayun (SIP)

SIP-nopt DSCP

Hacmpolika duanasoHa RTP-nopmos

o MuHumaneHslli RTP-nopm - HUXHAS TpaHMUa AuanasoHa RTP-nopToB, Mcnonb3yembix And
nepenayv pasroBopHoOro TpaduKa;

o MakcumanoeHslli RTP-nopm - BepxHAA rpaHuua pguanasoHa RTP-nopToB, Mcnonb3yemblx AnA
nepenayn pasroBopHOro TpadpukKa.

Hacmpolika DSCP 014 cueHanusayuu (SIP)

OobaBuTe

SIP-nopt 0

DSCP |0

Hacmpolika npasusaa QoS

SIP-nopm — 3HaYeHMe NopTa UCTOYHMKA A7 UCXOZALLEro rosocoBoro TpaduKka, KoTopbin byaeT
MapKMpPOBaTbCA 3a4aHHbIM Kogom DSCP;

DSCP — 3Ha4yeHune nona DSCP 3aronoBka IP-nakeTa ana ronocosoro TpaduKa ¢ 3a4aHHbIM NOPTOM
NCTOYHMUKA.

[na BCTynneHna B CUYy HOBOW KOHOUrypaumm M 3aHECeHWs HACTPOEK B SHEProHe3aBUCHMYHO NamMATb
HaXXMUTe KHOMKY «pumeHnUTb». 117 OTMEHbl USMEHEHWIA HAaXKMUTE KHOMNKY «OTmeHa».
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2.6.3.3 NogmeHI0 «HacTpoiika IMHUA»

B nogmeHio «Hacmpolika auHuli» BbINOMHAKTCA HACTPOMKM TenedoHHbIx nopTtoB Phonel, Phone2,
Phone3, Phoned4.

Cnucok TenedoHHbIX NUHWUKA
@
NuHna Cratyc Homep TenedpoHa WmA nonezosatens Norux SIP-nopT Mpodune SIP
= 1 BhlkntoyeH 001 5060 1st profile
o 2 BbIKNOYEH 002 5060 1st profile
3 BhIKMOYeEH 003 5060 1st profile
4 Boiknoder 004 5060 1st profile

[na pegakTMpoBaHUA HACTPOEK HaXKMUTE IEBON KHOMKOM MbILLMW MO CCbi/IKE C HOMEPOM HacTpaMBaemom
JMHWM U B OTKPbIBLLEMCA OKHE « PeaKTMPOBaTh IMHMIO:» 3aN0NHUTE CAeayowwme Nons:

PepakTuposate NuHUK 1: HacTpolka akkayHTa
BKIO4MUTD
MNpodune SIP 1st profile v
Homep Teneghona 001
WMma nonssosarens
Mcnonb3oBaTs ansTepHaTUEHL ] HOMED

SIP-nopt 5060

KaTeropus afoHeHTa He Mcnone3osatk v
AyTeHTHINKAUNA
TormH
MNaponb
Yenyrn OBO
Pexum ucnonb3osanna Flash Transmit flash v

MpAMoi Homep
OMMAAHWE BbI30BA

Bblgaya HoMepa Bbi3blBaroLLEro adoHeHTa NPpM OKMAAHWK
Bbl30Ba

OcTaHoBKa Habopa npy #
TopAYan/Tennan MHUA
BesycrosHas nepeagpecalms
Mepeaapecauna No 3aHATOCTH
Mepeagpecayys no HeoTBeTy
He GecrnoKouTb

Pa3speluqTs NepexsaT Bbi308a Ha nopt ¥

CLIR Bhikn v
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HacTpolika pmanvecknx napameTpos
Bblaa4a HOMEDA BhI3bIBAKLLEND off v
TaimayT Hadopa nepeoi uuppbl, ¢ | 0
TalmayT "3aHaTo", © 120
TailmMayT Bei30Ea aD0HEHTa, © 0
MUHUMANbHOE BpEMA o0HapyeHua oTdoA, mc | 800
IMuHMMansHoe Bpema oOHapyxeHns Flash, mc 90
YCUNEHWe Ha npueme, 0.1dB -70
YcuneHue Ha nepegaqe, 0.1dB | 0
YpoBEHb ronoca ¢ TenegoHa. dB 0
¥poBeHb ronoca C MHKpomoHa, dB | 0
[NWTENBHOCTE MMAYNbCA UMGPLL, MC | 100
MUHMMENEHBIA MEKUMPPOBOH MHTEPEAN, MC 200

TakcomoH BhbIkn. v

Hactpolika ceTeBbIX NnapaMmeTpoB

DSCP 45

Hacmpolika akkayHma

. Bknoyume — npu1 yCTaHOB/IEHHOM cbnare NOPT aKTUBEH,

e [Ipochuns SIP — BbIGOP SIP-Nnpoduna ns nepeyHs gocTynHblx. HacTpolika npodunein nponssoamntca
B MeHI0 «/P-menegoHusa» -> «lpogunu»;

e Homep menegoHa — aBOHEHTCKMIN HOMEp, 3aKpeneHHbI 3a TeNedOHHbIM NOPTOM;

e VimMA nonvzosamesns — UMA NONb30BaTeNA, COMOCTaB/eHHOE C MOPTOM (oTobparkaetca B none
Display-Name 3aronoBska From B ucxoaawwmx coobueHusx SIP);

e MUcrionbzosams anbmepHAMuUBHbIli HomMep — Npu ycTaHoBAeHHOM ¢dnare B 3arofoBoK «From»
coobueHnit SIP, oTnpaBasemblix ¢ 4aHHOro nopta, 6yaeT NoACTaBAATLCA aNbTepHATUBHbIN HOMeEp
(8 yacTHOCTM, 4TOBbI MacKMpoBaTb CBOW peanbHbli HOmep OT cuctembl AOH Bbi3biBaeMoro
aboHeHTa);

e [loOcmaename 3a201080K 8 Contact — anbTepPHATUBHbLIA HOMEP, NPUCBOEHHbIN TenedpoHHOMY
nopty, 6yAeT 3ameHeH Ha YKasaHHbIW Homep B 3aronoBke Contact coobueHuns SIP.
[aHHaa HacTpoiKa MCMONb3yeTcs TONAbKO A/1A MOPTOB, HAXO4ALMXCA B rpynne Bbl30Ba;

e SIP-nopm — UDP-nopT ana npnéma BxogaAwmx coobuieHnin SIP Ha AaHHbIA aKKayHT, a TaKXe ans
OoTnpaBKK ncxogAawmx SIP-coobuieHuit ¢ AaHHOrO akkayHTa. MpuHUMaeT 3HayeHua 1-65535 (no
ymonyaHuio 5060);

e Kamezopua aboHeHma — KaTeropua Bbi3biBatowero aboHeHta (calling party category) —
MCNosb3yeTca A/1A nepeaayun B 3aroNoBKe « From» Ucxoaalmx coobLeHnit; NocneaHnini Npu 3Tom
nepenaetca B dopmate Tel-URI (cm. RFC3966);
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Jlo2uH u naposb 048 aymeHMU@UKAYUU — UMA NOAb30BaTeNs U Naposb, UCNONb3yemble AS
ayTeHTUOMKaummn aboHeHTa Ha SIP-cepBepe (1 cepBepe perucTpaumn);

Ycnyau [IBO

Pexcum ucnonv3zosaHus flash — pexkum ncnonbsosaHma ¢pyHkumm flash (KopoTkuit ot60M):

— Transmit flash — nepepaua flash B KaHan (oAHMM M3 MeTOA0B, HAaCTPOEHHbIX BO BKNaAKe
«MNpodunn» B napametpe lepedaya Flash);

— Attended calltransfer — flash obpabaTtbiBaeTca N0KaNbHO YCTPOMCTBOM (nepeaaya Bbi3oBa
OCYLLECTBASETCA NOC/e YCTaHOB/JIEHUA COeAMHEHMUA C TpeTbum aboHeHTom). MoapobHoe
onucaHue anroputma pabotol «Attended calltransfer» cmotpute B pasagene 3.1 Nepeaaya
BbI30Ba;

— Unattended calltransfer — flash obpabaTbiBaeTca /IOKasbHO YCTPOWCTBOM (nepepgaya
Bbi30Ba OCYLLECTB/AETCA MO OKOHYaHWO Habopa Homepa TpeTbero aboHeHTa).
MopgpobHoe onucaHne anroputma pabotol «Unattended calltransfer» cmoTtpute B
pasgene 3.1 MNepepaya BbI3OBA;

— Local calltransfer — nepepaya BblI30Ba BHYTPW YCTPOKCTBA, 6€3 OTNpaBKM coobLieHuA
REFER. MNogpobHoe onucaHue anroputma pabotbl «Local calltransfer» cmotpute B
pasgene 3.1 MNepepaya Bbi3osa.

Pexum nepeda4yu 8bi308a — HACTPOMKa [OCTynHA TonbKo ana Attended calltransfer n Local
calltransfer u oTBeYaeT 3a pekMm akTUBALMM YCAYTU Nepesaym Bbi30Ba:

— KombuHMpoBaHHbIN — Nepesaya BbI30Ba aKTMBMUPYETCA No 0TOOO M No HaxKaTuio R 4;
— Flash+4 —nepepaya BbI30Ba aKTUBUPYETCA Noc/e HaxKkatuA R 4;
— Mo ot6oto — nepesaya BbI30BA aKTUBMPYETCA Nocae oTbosA.

OxudaHue 8bI308a — NPW YCTAaHOBNEHHOM ¢are paspelleHa ycayra « OxudaHue 8b1308a» (ycnyra
OOCTYMHa B perknme ncnonbsoBanusa ¢yHkumm flash — call transfer);

Boidaya HOMepa ebi3blearoweco aboHeHMa npu 0M#UOGAHUU 8bI3080 — npun yCTaHOB/IEHHOM d)nare
nponcxoauT Bblaa4ya HOMepa aboHeHTa ANnAa yecnyrn oxxmagaHua Bbi30Ba,

OcmaHoeKka Habopa npu # — Npn YyCTaHOBNEHHOM ¢dare Ncnob3oBaTb KHOMKY ‘# Ha TenepoHHOM
annapaTe gna oKoHYaHWA Habopa, uHauve ‘#', HabpaHHas ¢ TenepoHHOro annapara, UCNo/b3yeTcs
KaK 4acTb HOMepa;

lopa4as/mennas AuHUA — NPU yCTaHOBAEHHOM ¢nare paspelleHa ycayra «e2opa4as/mennas
AUHUA». Ycnyra No3BosseT aBTOMATUYECKMU YCTaHOBUTb MCXOAsALee coeauHeHWe Mpu nogbéme
Tpy6KM TenedpoHa 6e3 Habopa HOMepa C 3a4,aHHON 3aepHKKol (B cekyHaax). Mpu ycTaHOBNEHHOM
dnare 3anonHUTe cnegytowme nons:

— Homep ycayau "eopauas/mennas auHUA" — Homep TenedpoHa, C KoTopbim 6yaet
YCTaHaB/AMBATLCA COEAMHEHME Yepe3 Bpems, paBHoe «TalMayTy 3a4epKKu», nocne
noaHATUA TpybKM TenedoHa (B NnaHe Hymepauum mcnonbsyemoro SIP-npodunsa gonxkeH
6bITb NPedUKC Ha AaHHOE HanpaBaeHUe);

— Talimaym 3a0epiKu, ¢ — NHTEpPBaN BPeMEHU, Yepe3 KOTopbli ByaeT ycTaHaBAMBaTbCA
coeauHeHue ¢ BCTpeYHbIM abOHEHTOM, B CEKYHAAX;

be3ycnosHas nepeadpecayus — Npu ycTaHoBeHHOM ¢nare paspelweHa ycnyra CFU (Call Forward
Unconditional) — Bce BxoasLme BbI30Bbl NepeHanpaBastoTCcA Ha YKasaHHbI Homep 6e3ycnoBHOM
nepeagpecaumu. Mpu yctaHoBAeHHOM dnare 3ano/HUTE caeaytowme nons:

— Homep 6e3ycnosHoli nepeadpecayuu — HOMEP, Ha KOTOPbIA NepeHanpasBAAloTCA Bce
BXOJALLME BbI30Bbl MPU BK/IOYEHHON ycnyre «besycnoBHas nepeagpecauma» (B naaHe
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Hymepaumm ucnonbdyemoro SIP-npoduna pomkeH ObiTb nNpedMKC HA AaHHOe
HanpasfieHue);

e [lepeadpecayusa no 3aHAMocmu — Npu ycTaHOBNeHHOM d¢nare paspeweHa ycayra CFB (Call
Forward at Busy) — nepeazpecauus BbI30Ba NpPU 3aHATOCTU abOHEHTa Ha yKasaHHbI Homep. Mpu
yCTaHoOB/IEHHOM dare 3ano/IHUTE Cneaytowue nons:

— Homep nepeadpecayuu Mo 3aHAMOCMU — HOMEP, HA KOTOPbIA MepeHanpaBaAoTCA
BXOAALLME BbI30Bbl MPWU 3aHATOCTU abOHEHTA Npu BKAOYEHHOM ycnyre «llepeaapecaums
No 3aHATOCTM» (B NNaHe HymepaLmn ncnosibsyemoro SIP-npoduna aonskeH 6biTb npeduKc
Ha AaHHOe HanpasaeHue);

e [lepeadpecayus no Heomeemy — NpPU YyCTaHOBAEHHOM dnare paspelweHa ycayra CFNA (Call
Forward at No Answer) — nepeagpecauma Bbi30Ba Npu HeoTBeTe aboHeHTa. Mpu yCcTaHOBNIEHHOM
¢dnare 3anonHUTe cnegyoLme nona:

— Homep nepeadpecayuu no Heomeemy — HOMEP, Ha KOTOPbIA NepeHanpaBAAloTCA
BXOAALLME BbI30BbI NPN HeOTBETE abOHEHTa NpU BKAOUYEHHON ycayre «lNepeagpecaums no
HeoTBeTy» (B NiaHe Hymepauuun ucnoabsyemoro SIP-npoduns foakeH 66iTb NpeduKe Ha
[aHHOe HanpaB/ieHue);

— Talimaym Heomeema, ¢ — WUHTEpPBa/ BPEMEHU, Yepes KOTopblli byaeT npou3BOAUTLCA
nepeajpecaums Bbi30Ba B C/ly4yae HEOTBETa abOHEHTa;

e He 6ecrokoums — NpU YCTAaHOBAEHHOM dJiare yCTaHAB/AMBAETCA BPEMEHHbIM 3anpeT BXoAsLen
cBnasu (ycnyra DND — Don’t Disturb).

Mpwv BKAOYEHMUM OAHOBPEMEHHO HECKOJIbKUX YCAYT MPUOPUTET CAEAYIOLWMI (B MOPALKE CHUMKEHUS):

CFU;
DND;
CFB, CFNA.

e Paspewums nepexsam eb6I13086a HA MOPM — NPW BKJIOYEHHON OMUMU paspelleH nepexsar
BXOAALMX Ha MOPT BbI3OBOB (MepexBaT paspellaeTca TOIbKO B Npegenax OAHOM rpynmbl
nepexsara v Npw yCI10BMU UCNOb30BaHMSA NopTamu ogHoro SIP-npoduns);

e CLIR — orpaHunyeHune naeHTMdMKauMmnM HoMepa Bbi3blBaloLLEro aboHeHTa:

—  Boeikn—ycnyra CLIR oTKAo4YeHa;

— SIP:From — B 3aronoBke From coobuweHnit npotokona SIP 6yaetr nepeaaBaTbes
Anonymous sip:anonymous@unknown.host

—  SIP:From u SIP:Contact — 8 3a2zon08Kkax From u Contact coobuieHnit npotokona SIP byget
nepepasaTbca Anonymous sip:anonymous@unknown.host

Hacmpolika puzuyeckux napamempos

e Bbldgya HOMepa 6bi3bisarowe2o0 — BblbepuTe peXUM onpeaeneHns HOMepPa Bbi3blBaAKOLWEro
aboHeHTa (Caller ID). Ons pabotbl Caller ID Heob6xoaMmoO, YTOObI TeNedOHHbIM annapaT aboHeHTa
noAAep:KMBas YyCTaHOB/IEHHbI MeToA;

— Off —onpepeneHve Homepa BbI3blBAtOLWEr0 aDOHEHTA BbIK/IOYEHO;

— FSK Bell 202, FSK V.23 — onpeaeneHne HOmMepa U MMEHU BbI3blBatolWero aboHeHTa
metogom FSK (no crangapty Bell202, uam ITU-T V.23). Bblgaya HOMepa B /AUHUIO
OCYLLECTBAAETCA MeXKAY NepBbIM M BTOPbIM CUTHAZIOM NOCbIJIKM BbI30Ba MOTOKOM AAHHbIX
C YaCcTOTHOM moaynaumen;
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— DTMF - onpeaeneHune Homepa Bbli3biBatowero aboHeHTa metogom DTMF. Bblgada Homepa
B JIMHWUIO OCYLLECTBAAETCA MEXAY MepBbiIM M BTOPbIM CUTHANOM MNOCbIJIKM BbI30Ba
AByx4yacTtoTHbiMu DTMF-nocbinkamu;

— RUS AON — naeHtuduKauma nMHUKM Bbi3biBatowero aboHeHTa metogom «Pycckunii AOH».
Homep onpegensaetca no curHany «3anpoc AOH», BblgaBaemomy TenepoHoOm
BbI3blBaeMOro aboHeHTa;

Talimaym Habopa nepsoli yugpsl, ¢ — Tanmep oXxuaaHua Habopa nepson UMdpbl Homepa. Mpu
OTCYTCTBUM Habopa B TeYeHME YCTAaHOBAEHHOrO BpemMeHW aboHeHTy OyaeT Bbl4aH CUrHan
«3aHATO», a NpMem Habopa Homepa byaeT npekpaLleH;
Talimaym «3aHAmo», ¢ — Talimep BblgayM abOHEHTy cuUrHana «3aHAaTo». Ecnm no wucreveHumn
YCTAHOB/NIEHHOTO TaiMayTa abOHEHT He MO/IOKUT TPYOKy TenepoHa — B MHUIO OyaeT BblaaH
CUrHaN OWKNBbKY;
Talimaym ebi308a aboHeHmMa, C — 3aMnycKaeTcs Mpu MNOCTYN/JEHUM BXOAALLEro Bbi30Ba MU
onpeaenseT MakcMmanbHOe Bpems OTBeTa Ha Bbi30B. 10 MCTeYEHMUU YCTaHOBNEHHOrO TaliMayTa
yaaneHHomy aboHeHTy byaeT oTnpaB/ieH CUrHaA 3aHATOCTH.
MuHumanbsHoe spema obHapyxceHuUa omboa, MC — MUHUMabHOe Bpemsa obHapykeHua oTtbos.
OOHOBPEMEHHO C  3TMM, [JaHHblii MNapameTp ABAAETCA  MAKCMMasJbHbIM  BPEMEHEM
AeTeKTUpoBaHMA KopoTKoro otbos (flash).
MuHumasneHoe spemsa obHapyxceHus flash — MMHUManbHoe BpemA OOHAPY!KEeHUA KOPOTKOro
oT60s1, (80-1000) mc;
YcuneHue Ha npuem, 0.1dB — ycuneHve curHana Ha Npuém (CUrHan, KoTopblit BblgaeTca B TPYOKRy
TenedoHa), (-200..200) eanHunua nsmepenma —0,1 ab;
YcuneHue Ha nepedaye, 0.1dB — ycuneHuwe curHana Ha nepegady (curHana, noctynarowero B
MUKpodoH TenedoHHOM TpybKM), (-200..200) eanHuna nsmepenus — 0,1 ab;
YposeHb 2010ca ¢ menedoHa, dB - HACTPOMKa YPOBHA PEYEBOro cUrHana K aboHeHTy, (-31..31 ) dB;
YposeHb 2010ca ¢ MUKPOGOHA, dB - HaCcTpPOIiKa YPOBHA peyeBoro cMrHana oT aboHeHTa, (-31..31)
dB;
AnumensHocmes umnynsca yugpel, MC — HACTPOWMKa Heobxoguma Mnpu MMMYAbCHOM pexume
Habopa Homepa, (10-150) mc;
MuHumasneHbll mexcyugposoli UHMepsasn — HaCTPOIKa HeobxoaMMa NPU UMMYAbCHOM peXxume
Habopa Homepa, (150-20000) mc;
TakcoghoH (Payphone) — HacTpoiKa pexurma paboTbl IMHUM NPU NOAKAOYEHUM TaKCcodOHa:
—  Bbikn. (Off) — 0bblUHbIN peXxnm, TaKCOGOH He MOAKNIOYEH;
- [lepenontocoska (Polarity reversal) — “3meHeHWe MNOAAPHOCTU HaNPAXKEHUA NUTaHUA
JIMHUM NPU UCXOLALLEM BbI30BE MOC/IE OTBETA BCTPEYHOrO abOHEHT];
— Umnynscel 12 KMy (12 kHz) — npn nucxoaAwWeM Bbi3OBE B JIMHWUIO OAWMH pa3 B CEKyHAY
BblAaeTcsa TapudHbIN MMNyAbC YacToTom 12 Ky,
— Umnynscel 16 KMy (16 kHz) — npn ncxoaAwem Bbi3OBE B JIMHWUIO OAMH pa3 B CEKyHAY
BblAaeTcsa TapudHbIN MMNyAbc YacToTom 16 Kly,

Hacmpolika cemessix napamempos

DSCP - 3HauyeHue nonsa DSCP-3aronoska IP-nakeTa Ana ronocoBoro Tpaduka € HacTpamMBaemown
NNHUN.

[Nna BCTYNAeHMs B CUAY HOBOW KOHOUIypaumm M 3aHECeHMs HaCTPOEK B 3HEProHe3aBMCMMYD NamATb
HaXXMUTe KHONKY «[TpumeHumo». [N OTMEHbl U3MEHEHUI HaXKMUTE KHOMKRY «OmmeHa».

2.6.3.4NogmeHto «Mpodpunm SIP»

B noameHto «fIpoghunu SIP» BbINONAHAOTCA HAcTpoWku SIP-npodunein ycTpoictsa. 3a Kaabim SIP-
npoduiem MOXHO HazHaUYUTb COOBCTBEHHbIE aapeca SIP-cepBepa 1 cepsBepa perncTpaLmm, roNocoBble KOAEKU U
Kogekn daKkca/moaema, WHAMBMAYaNbHbIA NAaH Hymepauuu W gpyre napameTpbl. HeobxoamMmocTb
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MCMo/sib30BaHMsA pasHbix SIP-npodunein BO3HMKAET, KOraa pasHble aboHeHTCKME NopTbl paboTaloT Yepes pasHble
HanpasneHusa cBaA3n (pasHble SIP-cepBepbl). Mpu 3TOM 3a KarKabiM abOHEHTCKMM MNOPTOM MOXKET 6biTb
3aKpensieH ToNbKo oauH SIP-npodunab (HacTpolika B MeHto «IP-menegoHus» -> «Hacmpolika auHuli»).

Cnucok npodounen SIP

@ Wma npothuna JIMHUK SIP-npeokeH cepeep Cepeep perucTpauumn SIP-gomeH Pexum Outbound
HE 1st profile 1,2,3, 4 Off
= 2nd profile off

3rd profile Off

4th profile Off

5th profile off

OB6LWKne HacTpoKiKK

Wecnonesosate STUN

Tanmep T1, mc 500 (100-1000)
Taimep T2, Mmc | 4000 (1000-32000)
Taimep B, mc 32000 (1000-39000)

[na zanonHeruUs Hacmpoexk malmepos SIP Z [0 yMon4aHuio
DEKOMEHBOEAHHLIMU 3HEYEHUAMU HAXMUME KHOMKY

TpaHcnopt UDP (npeanoytutensHo), TCl v

CrneyudHKaLna TOHOB Poccua b

[Nna penakTMpoBaHWA HAcTpoek NPopuaA HaXKMUTE NEBOM KHOMKOWM MbIM NO CCbIJIKE HACTPaMBaeEMOro
npo¢unn. B oTKpbIBLIEMCS OKHE «PefaKkTMpoBaTb NPoduib:» 3aNoaHUTE Cleaytowme nons:

Pepaktnpoeate npodune SIP "1st profile”

MNapameTpel SIP

CocTae npodouna MeHun 1,2, 3, 4
Kms npodwmna 15t profile
Pesm wenonbsosaHua SIP-npokck Homing v

SIP-npoxcy cepeep

PermcTpaumusa

Cepeep permcTpaumnm

MeToq KoHTPONA GCHOBHOIS cepsepa Opfions v

MNepyuog KOHTPONA CCHOBHOMD CEpESPa. © 30

PesepeHble SIP-npokck

SIP-npokck cepeep Cepeep perMcTpaUmMn
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lMapamempesi SIP

e Cocmas npoguna — CNUCOK AaDOHEHTCKMX MNOPTOB, KOTOPbIM HasHayeH npoduab, none He
penakTupyemoe;

e VimA npoguns — nonb3oBaTENLCKOE MMA HAacTpamBaemoro npoduns;

e Pexcum ucrono3osaHua SIP-npoKcu — B BbINAAAOLWEM CIIMCKE MOXHO BblbpaTb pexunm paboTbl C
SIP-cepsepom:

— He ucnonb3oBaTb — pexum, npu Kotopom SIP-NpOKCKU cepBep He MCNOo/b3yeTcAa, a Bce
3anpocbl INVITE oTtnpaBasioTca Ha agpec, yKasaHHbIA Moc/ie cMMBOJIa «@» B 3amnuncu
MACOK MJlaHa HyMepaLuuu;

— Parking — pexum pesepsupoBaHusa SIP-npoKkcn 6e3 KoHTPoA 0cHOBHOTO SIP-npokcy;

— Homing — pexnm pesepBupoBaHuaA SIP-MpoKcK ¢ KOHTPOIEM OCHOBHOTO SIP-npokcu.

LLnto3 moxkeT paboTaTb C OAHUM OCHOBHbIM M MAaKCMMYM YeTblpbMA pe3epBHbiMK SIP-npoKcu.
Mpn pabote TONbKO € OCHOBHbIM SIP-npoKcK, pexumbl Parking u Homing Huuem apyr ot apyra He
oT/AnYatoTcA. B aTom cnyyae npu oTKase ocHoBHOro SIP-npokcu noTpebyerca ero BOCCTaHOBAEHME
ans obecneyeHns pabotocnocobHoCTH.

Mpu Hanmumm pesepsHbIX SIP-Npokcn pabota B pexumax Parking v Homing ocywectsnsertcs
cnepytowmm obpasom. Mpu coBepLlUeHMM UCXOAALLErO BbI3OBA W03 oTnpasaseT coobuweHne INVITE
Ha agpec ocHoBHOro SIP-NpoKcn nan Npu NonbiTke perncrtpauum — coobueHme REGISTER. B cayyae
€c/n Mo uctedeHumn Bpemenu Invite total timeout ot ocHoBHoro SIP-npoKcn He npuxoauT oTeeT, IMbo
npuxoaut oteeT 408 muan 503 — wmo3 otnpasnset INVITE (nMbo REGISTER) Ha agpec nepsoro
pe3sepBHOro SIP-npokcu. Ecan OH TOXe HeAoCTyneH, 3anpoc MepenpaBiAeTca Ha CheaytoLlunii
pesepBHbIA SIP-npokcn M T.4. Kak TOAbKO AOCTYMHbIN pesepBHbId SIP-npokcn byaer HaliaeH,
NPoM30MAET NepeperncTpaums Ha Hem.

[Janee, B 3aBUCMMOCTM OT BbIOPAHHOIO PeXKMMA pe3epPBUPOBAHUSA, AEACTBUA CneayoLme:

B pexume parking HeT KOHTposAa OCHOBHOro SIP-NpoKcu, M W03 Npoao/KaeT paboTtaTb ¢
pesepBHbIM SIP-NPOKCK, Aa*Ke eciv OCHOBHOM BOcCTaHOBAEH. Mpu noTepe €BA3U C Tekywmm SIP-
NPOKcKM byaeT NpoAo/iKEeH OMPOC MOCAeAylowWwmMx pesepBHbIX SIP-npokcn no onucaHHOMY Bbilwe
anroputmy. Mpu HeZOCTYNHOCTU NocneAHero pesepBHOro SIP-NpoKcK onpoc NPOAOIKUTCA MO KPyry,
Ha4YMHaAA C OCHOBHOTO.

B pexume homing [ocTynHO TpW BMAA KOHTPOAA OCHOBHOro SIP-nmpokcu: nocpeacTtsom
nepuogMyeckon nepegaum Ha ero agpec coobueHuint OPTIONS, nocpeactBom nepuoanyecKoi
nepefaun Ha ero agpec coobueHuit REGISTER nnbo nocpeacrsom nepegaun 3anpoca INVITE npwu
coBepweHun ucxogauiero sbizosa. 3anpoc INVITE cHayana nepegaertca Ha ocHoBHoW SIP-npokew, a
3aTeMm, B C/ly4ae ero HeAOCTYNHOCTU, Ha TEKYLLUIN pe3epBHbIN U T.4. HesaBUCMMO OT BUAA KOHTPOAA,
ecnm obHapy»KeHo, YTO OCHOBHOM SIP-NPOKCK BOCCTAaHOBWJICA — MPOUCXOAUT NepeperucTpaumns Ha
Hem. LLnto3 HaumnHaeT paboTaTb C OCHOBHbIM SIP-NpoKcu.

e SIP-npokcu cepsep — ceTeBoh agpec SIP-cepBepa — yCTPOWMCTBa, OCYLLECTBNAIOLLErO KOHTPOJIb
[ocTyna Bcex aboHeHToB K TenedoHHOW ceTh nposaiigepa. MoXHO yKasaTb Kak IP-agpec, Tak u
OOMEHHOe Mms (Yepes gBoeToume MoXKHO 3aaaTtb UDP-nopTt SIP-cepBepa, no ymonyaHuto 5060);

e Peacucmpayus — npu ycTaHOBNEHHOM dnare perucTpuposaTb MOPTbl, UCMO/b3yHOWNE AAHHbLIN
npoduab, Ha cepeBepe perncrTpauunm;

e (Cepsep peaucmpayuu — CeTeBON afpec YCTPOWMCTBA, HAa KOTOPOM OCYLLECTBAAETCA perncrpauumsa
BCEX aDOHEHTOB TesiepOHHOM CEeTU C LLeNblo NPeaoCcTaBNeHNs MM NpPaBa NO/b30BaTbCA YCayramm
cBA3M (4epes ABoeTouME MOXKHO YKa3zaTb UDP-nopT cepsepa perucrpauum, no ymondanuto 5060).
MoHO yKasaTb KaK IP-agpec, Tak n gomeHHoe uma. OBbIYHO cepBep perncrpaumm Gusmnyecku
coBMelLleH ¢ SIP-NpoKcK cepBepom (OHM MMEIOT 0AMHAKOBbIE agpeca);

e Memod KoOHMPOAs 0OCHOBHO20 cepsepd — BbIBOP MeToAa KOHTPOASA AOCTYNHOCTM OCHOBHOro SIP-
cepsepa B pexxume Homing:

— Invite — KOHTPOAb NOCPEACTBOM Nepeaaymn Ha ero agpec 3anpoca INVITE npu coseplueHmn
NCXoaALLero Bbl30Ba;
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— Register — KOHTPONb NOCPEACTBOM NEPMOAMYECKON Nepeaayn Ha ero agpec coobLleHni
REGISTER;

— Options — KOHTPO/Ib NOCPEACTBOM NMEPUOANYECKON Nepeaayn Ha ero agpec coobueHui
OPTIONS;

e [lepuod KOHMPOAsA OCHOBHO20 cepsepa — WHTEPBAa OTMNPABKU NEPUOANYECKMX COOOLLEHMA B
CEeKyHAaxX C Le/bio NPOoBEPKM A0CTYNHOCTU OCHOBHOrO SIP-cepsepa.

PezepegHble SIP-npokcu
Ona pobasneHus pesepBHOro SIP-MPOKCU HaxKmMuUTe KHOMKY «[o6aBUTb» W BbINONHUTE cleaylolime
HACTPOMKK:

e SIP-npokcu cepsep — ceTeBoM agpec pesepBHoro SIP-cepsepa. MoXHO yKkasaTb Kak IP-agpec, Tak un
AOMEeHHOoe UMA (Yepes aBoeToune MoKHO 3agatb UDP-nopT SIP-cepBepa, no ymonyaHuto 5060);

e Cepsep pecucmpauyuu — CETEBOM agpec pesepBHOro cepsepa pernctpaumm (4epes apoetouue
MOKHO yKa3aTb UDP-nopT, no ymonuyaHuto 5060). MoskHO yKa3aTb Kak IP-agpec, Tak u gomeHHoe
uma. Ecnm yctaHosneH dnar nepeg nonem Cepsepa peaucmpayuu, TO BKOYEHA pPerncTpauma Ha
pe3epBHOM cepBepe.

[na ynaneHua pesepsHoro SIP-npokcu yctaHoBUTe dnar HanpoTMB 3a4aHHOI0 agpeca U HaXKMUTE KHOMKY
«Yaanutb».

SIP-gomen
MpwmeruTs SIP Domain gna pervcTpag9u
Pessm Cutbound BoikniodeH v
Mepwog BpeMEHH NEPEPETMCTRALMH 1800
WHTepsan NnoeTopa pervcTpauyyu 30
MyGnK4Hei agpec
Henenesoears SIP Display Mame npu pervctpauyuu
Bunigava KMB npe nonysexqui 183 Progress
¥AanATL HeakTHEHEE MEZMK
Brizoe afoHeHTa 180 Ringing v
MepenasaTte cHMBEON # K3k %23
100rel BEoikmioden v

Pazpewnts Timer ¥

MUHMMANbHOE EPEMA CECCHH, © 120
Bpemn ceccuu. ¢ 1500
Mepuogwyecki onpoc SIP-cepeepa OTEnYeH v

(OGpabateieate sarcnoeok Aleri-Info

MNpoBepAaTs ToNbke WIS Nonssoeatenn 8 RURI

MNepenaeate |IP-agpec & saronoske Call-1D

e SIP domain — poMeH, B KOTOPOM Haxo4MTCA YCTPOMCTBO (3amosiHATb Npu HeobxoammocTtu),
Ha3Ha4aeTcA aBTomMaTtmyeckum M3 15 onumm npotokona DHCP maun 3agaetca BpydHyto. [lomeH,
3a4aHHbIM BPYYHYIO, UMEET NPUOPUTET Ha4 HacTPOIKon, noaydyeHHon no DHCP;

e [lpumeHums SIP Domain 0ns peaucmpayuu — nNpwn ycTaHoBAeHHOM ¢nare npumeHuTb SIP Domain
ans pernctpaunu (SIP-gomen byaet noacrasnatbea B Request-Line 3anpocos Register);

e Pexcum Outbound — pexxum Outbound:

AboHeHmckul wno3 TAU-4M.IP 59



Ov ELTEX

—  BbiKat0YeH — MapLLpyTU3MpPOBaTb BbI30BbI COMIACHO NJaHa HYMepauuu;

— Outbound — pna paboTbl ucxoasLen cBA3N HeobxoAum naaH Hymepauuu, o4HaKo Bce
BbI30Bbl OyayT MaplipyTusmnpoBatbca 4epe3d SIP-cepBep; B C/lydae OTCYTCTBMA
perncrpaunm aboHeHTy BblAAeTca OTBET CTaHUMWU, YTOObl MOXHO OblI0 OCYLECTBAATb
ynpasneHne aboHeHTCKMM cepBrcom (ynpasneHue 4BO);

— Outbound c sbidaueli «3aHAMO» — pna paboTbl UCXOZAWLEN CBA3M HeobxoaMm nnaH
HyYMepauun, OAHAKO BCe BbI30Bbl OyAyT mMaplupyTusnposaTtbca yepes SIP-cepsep; npwu
OTCYTCTBMM PErnCTpaLnmM BOCNO/Ib30BaTbCA TesedoHner byaetr HEBO3MOXKHO: B TPYyOKy
BbIAAETCS CUTHaN OWMNOKK;

lMepuod epemeHuU nepepeaucmpayuu — Bpems, B Te4EHNE KOTOPOro AeNCTBUTEIbHA pPerncTpaumns
aboHeHTCKoro nopta Ha SIP-cepBepe. MNepeperucrpaLma NopTa OCyLWECTBAAETCA B CpegHeM Yepes
2/3 yKkasaHHoro nepvoga;

UHmepsan nosemopa peaucmpayuu  — TNPOMENKYTOK BPEMEHW  MeXxAy MOMbITKamu
3aperucTpupoBaTbca Ha SIP-cepBepe B C/ly4ae HeYyCneLwHOoM perncTpaumu;

My6auy4Hsili adpec — AaHHbIA NapameTp UCMOb3YeTCA B Ka4eCTBe BHELLHEro agpeca YCTPoMCTBa
npu pabote 3a NAT (3a wnto3om). B KauecTBe nyb6AMYHOro agpeca NPOMMCbIBaeTCA agpec
BHewHero (WAN) nHtepdelica wntosa (NAT), 32 KoTopbiMm ycTaHoBAeH TAU-4M.IP. Mpun 3TOM Ha
camom wno3e (NAT) Heobxoaumo caenatb npobpoc cooTtsBeTcTBYOWMX SIP- 1 RTP-noptos,
MCMONb3YyEMbIX YCTPOCTBOM;

Ucnonezosame SIP Display Name npu peaucmpayuu — npu ycTaHoBAeHHOM dnare nepenasatb
nms nonbsosatens B nose SIP Display Info coobweHun Register;

Boidaua «KIlB» npu noayyeHuu 183 Progress — npwu ycTaHOBAeHHOM dnare BblgaBaTb CUrHa
«KOHTpOb NOCLINIKM BbI3OBa» Npu npueme coobuieHua «183 Progress» (6e3 BnoxkeHHoro SDP);

Y0aname HeakmugHble meduu - NPpW yCTaHOBAEHHOM dnare yaanaTb HeakTUBHble Meana NOTOKU
npu moandukaumm SDP-ceccun. UcnonbsyeTca Ana B3aMMOAENCTBUA CO LLNHO3aMKN, HEKOPPEKTHO
noagepskuMBaloWmMmmM pekomeHgaumio rfc3264 (Nno pekomeHAaUMU KOAMYECTBO MOTOKOB Mpu
MoAUDUKaLUAX CECCUU He A0MKHO YMeHbLUATbCA);

Bbi3o8 aboHeHmMa — NpeaBapUTENbHbIM  OTBET, KOTOPbIM OTNPaBAAETCA  YCTPOWCTBOM
BbI3blBaloLWEemMy 060pyA0BaHNIO NPU BXOAALLEM 3BOHKE:

— 180 Ringing — BbI3biBalowemMy obopyaoBaHuto oTnpasaseTca oteeT 180; nonyuyms 3TO
coobueHue, Bbi3biBatowee 0b6opya0BaHNE AOMKHO BblAATb B IMHUIO IOKANbHbLIA CUTHAN
KMB;

— 183 Progress with SDP — Bbi3biBatowweMy obopyaoBaHuio oTnpasnsetca oreeT 183+SDP —
Ncnonb3yeTca ANA NPOKAKYEHWA pPa3roBOPHOro TPaKTa 40 OTBeTa Bbi3biBaemoro. B
AaHHOM cnyyae TAU-4M.IP 6ypeT yaaneHHo Bbl4aBaTh Bbi3blBAOWEMY aDOHEHTY CUMrHan
KNB.

— [lepedasame cumeon # Kak %23 — npu ycTaHoBAeHHOM dnare nepegasaTtb 3HaK ¢yHTa
("peweTkry") B SIP URI Kak escape-nocnenoBatesibHOCTb "%23", MHaue - Kak cumson "#".

100rel — ncnonb3oBaHWe HageXHbIx NpeaBapuTenbHbix oTeeToB (RFC3262):

- Supported — nogaepxkKa NCnoib3oBaHMA HageXHbIX NpeaBapuUTeE/IbHbIX OTBETOB;
- Required - Tpe6OBaHMe MCNO/1b30BaTb HaAeXHble NpeaBapuUTeE/IbHbIe OTBETHI;
—  BbIKAto4YeH — He NCnonb30BaTb HaA4eXHble npeaBapuTe/ibHble OTBETbI.

Mpotokonom SIP onpepeneHo ABa TMNa OTBETOB Ha 3aMpoc, MHULMUPYIOLNIN CoeaAnHEHNe
(INVITE) — npeaBapuTenbHble M OKoHYaTenbHble. OTBETbI Knacca 2xx, 3xx, 4xx, 5xx n 6xx asnstorca
OKOHYaTe/IbHbIMM W NepeaatoTca HaZeXKHO — C NoATBepKAeHneM ux coobweHnem ACK. OTBeTbl
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Knacca 1xx, 3a uckawodeHmem oteseta 100 Trying, aBnA0TCA npeaBapuUTebHbIMU U NepeaatoTca
HeHageHo — 6e3 nogTeepKaeHma (RFC3261). 3Tn oTBeTbl cogepraT MHGOPMALMIO O TeKyLen
cTaaun obpaboTkm 3anpoca INVITE, BchneactBue 4ero notepa TakKMX OTBETOB HeXenaTtesbHa.
Mcnonb3oBaHMe HaZeXHbIX NpeaBapuTe/ibHbIX OTBETOB TaKXe npeaycMoOTpPeHO NpoToKkoaom SIP
(RFC 3262) 1 onpeaenaetca Hanmumem Tera 100rel B MHMUMMPYIOLLEM 3anpoce, B 3TOM Cay4yae
npeaBapuTesibHble OTBETbI NOATBEPKAAt0TCA cooblieHnem PRACK.

Paboma HacmpolKu npu ucxoosaueli cea3u:

— Supported — nepepasaTb B 3anpoce INVITE Ter supported: 100rel. B atom cnyvae
B3aMMOLENCTBYIOWMIA  WAO3 MO  CBOEMY  YCMOTPEHUIO  MOXeT  nepenasaTb
npeaBapuTebHble OTBETbI MO0 HafeKHOo, NM60 HeT;

— Required — nepepasatb B 3anpoce INVITE teru supported: 100rel u required: 100rel. B
3TOM CNyYae B3aMMOAENCTBYIOLWMIA LWKO3 AO/IKEH NepeaaBaTb NpeaBapuTeNbHble OTBETbI
HagexHo. Ecnv  B3aumopgeincTBylOWMA  WAO3  He  NOAAEPXKMBAET  HafeXHble
npeaBapuTenbHble OTBETbl, TO OH AO/MKEH OTKJAOHWUTb 3anpoc coobuieHnem 420 ¢
yKasaHuem Henogaep:kmsaemoro Tera unsupported: 100rel, B 3Tom cnyyae b6yget
oTnpaB/ieH NOBTOPHbIM 3anpoc INVITE 6e3 Tera required: 100rel;

—  BebikntoueH — He nepegasatb B 3anpoce INVITE HM oauH u3 TeroB supported: 100rel u
required: 100rel. B 3tom cnyyae B3aMmMoOZENCTBYIOWMIA LWAO3 OyaeT nepepasaTtb
npeaBapuTebHble OTBETbl HEHAAEXKHO.

Paboma Hacmpoliku npu exoosaweli ceasu:

— Supported, Required — npun npneme B 3anpoce INVITE Tera supported: 100rel, nmbo Tera
required: 100rel, nepenaBatb nNpeasapuTenbHble OTBETbl HagexHo. Ecaun Tera supported:
100rel B 3anpoce INVITE HeT, To NnepeaaBaTb NpeaBapuTe/ibHble OTBETbl HEHAAEKHO;

—  BebikaoueH — npu npueme B 3anpoce INVITE Tera required: 100rel, oTKAOHUTb 3anpoc
coobweHnem 420 ¢ ykasaHMem Henopgaeprkmpaemoro Ttera unsupported: 100rel. B
OCTa/IbHbIX C/Tly4anx nepefasaTtb NpefBapuTe/ibHble OTBETbI HEHAAEKHO.

Paspewums timer — npyn ycTaHoBNeHHOM dnare BKAOYEHa nogaepiKa pacwmpeHus timer (RFC
4028). Nocne ycTaHOBNEHUSA COeANHEHUS, eCcin 0be CTOPOHbI NoAAEPKUBALOT timer, 04Ha U3 HUX
nepuvogmyeckn otnpasnanet 3anpocsl re-INVITE gna KoHTpons coeauHeHusa (ecnm obe CTOPOHbI
nogaepkmeatotr metog UPDATE, gns uyero oH posieH 6biTb ykasaH B 3arosnoBke Allow -
OOHOB/IEHWE CECCUM OCYLLECTBAAETCA NOCPeACTBOM NEePUOAMYECKON OTNPABKM COOOLEHNN
UPDATE);

MuHumasnbHoe spemsa ceccuu, C — MWUHUMaNbHbIM WMHTEPBAN MNPOBEpPKM paboTocnocobHocTM
coeguHeHus (o1 90 go 1800 c, no ymonyaHuto 120 c.);

Bpemsa ceccuu, ¢ — nepuos BpeMeHM B CEKyHOAX, MO WUCTEYEHWU KOTOPOro npousonaet
NPUHYAUTENIbHOE 3aBEPLUEHNE CECCUN, B CyYae ecn ceccusa He byaeT BoBpems obHoBaeHa (oT
90 no 80000 c., pekomeHayemoe 3Ha4yeHme - 1800 ¢, 0 — Bpemsa ceccum He orpaHUYeHo);

Mepuoduyeckuli onpoc SIP-cepsepa — Bbibop cnocoba onpoca SIP-cepsepa:

— OmeknroyeH — SIP-cepBep He onpalwinsaeTcs;

— Options — onpoc SIP-cepsepa npu nomoun coobueHuii OPTIONS;
— Notify — onpoc SIP-cepsepa npu nomolum coobuieHunit NOTIFY;

— CLRF—-onpoc SIP-cepsepa nyctbim UDP-naketom;

MHmepean onpoca — nepuos BpemMeHW B CeKyHAAX, Yepe3 KOTopblil BbiNoiHAeTca onpoc SIP-
cepsepa;
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Obpabameisams 3a20n080K Alert-Info — obpabatbiBaTh 3aronosok Alert-Info B 3anpoce INVITE
ANA BblAa4M Ha abOHEHTCKUI NOPT OT/IMYHOM OT CTaHAAPTHOM MOCbIJIKM BbI30BA;

lposepams monabKko umsaA noneszosamensa 8 RURI — ecnn dnar ycTaHOBNEH, TO aHAAM3MpyeTcs
TONbKO aboOHEHTCKUit Homep (user), mMpwW COBMaZleHUU KOTOPOro BbI3OB 6yaeT HasHayeH Ha
aboHeHTCKMn nopT. Ecam dnar cHAT, TO NpM NOCTYNJIeHUM BXOAALLErO Bbl30BA NPOM3BOAMTCA
aHanus scex anemeHToB URI (user, host u port — aboHeHTCcKKIA Homep, IP-agpec u UDP/TCP-nopr).
Mpu coBnageHuun scex aniemeHToB URI BbI30B byaeT HazHayeH Ha abOHEHTCKUIA NopT.

lMepedasams IP-adpec 8 3azon08Ke Call-ID — ecnu ¢nar yctaHosseH, To B 3arososke Call-ID npu
ncxoasLer cBasn ncnosb3yetca cobcteeHHbIN IP-agpec yctponctea B dopmare localid@host.

TphexcmopoHHAA KoOHpepeHyusa

TpéxcTopoHHAA KoHdepeHUyWua

Pesxum NokansHas v

Cepeep roHpepeHUMY

Pextum — pexkum paboTbl TPEXCTOPOHHEW KOHPEepPEHL MU, BO3MOXKHO ABA PeXUMA:

— JlokanbHaa — KoHbepeHUMA cobuMpaeTca /IOKA/ZIbHO YCTPOMCTBOM MOCAE HaXKaTuA
KombuHauum «flash+3»;

— YOaneHHas (RFC4579) — koHdepeHuma cobupaeTca Ha yaaneHHOM cepBepe, NS Yero
nocne Haxatua «flash+3» Ha cepsep oTnpasnsetca coobuieHne Invite Ha Homep,
yKasaHHbI B none «Cepsep KoHgepeHyuu». B aTom cnyyae KoHdepeHuma pabotaeT no
anroputmy, onncaHHomy B RFC4579. MoapobHOo AaHHbIN anropuTm onucaH B nyHkTe 3.3.2.

Cepsep KoHgpepeHUuu — B OOLLEM Cayvyae afpec cepsBepa, OCYLLECTBAAIOWErO YCTaHOBAEHWE
KoHdepeHUuMM Mo anroputmy, onmcaHHomy B RFC4579. Aapec 3agaetca B ¢dopmate SIP-URI:
user@address:port. MoHO yKa3aTb TONbKO NONAb30BaTENbCKYO YacTb URI (user) — B aTom cnyyae
coobuieHue Invite oTnpaButca Ha agpec SIP-npokcu.

Hacmpolika IMS

Hactpouka IMS

Pesm IMS Briknicqen v

Pexcum IMS — pexknum paboTtbl ¢ IMS. BO3MOXKHO TpU pexrmma:

— BobikntoyeH — IMS He ncnonbsyeTcs;

— bes3 nognucku - paspeLleHo yrnpasaeHMe HEKOTOPbIMKU BUZAMM yCayr ¢ cepsepa IMS (IP
Multimedia Subsystem). B 3Tom c/ny4ae BKAOYEHME ycayr  «TPEXCTOPOHHSSA
KoHbepeHumMa» (paboTaeT To/NbKO Mo anroputmy RFCA579), «YaeprkaHue BbI3OBay,
«OxunaaHue BbizoBa», «fopavas AMHUA» (HE3ABUCMMO OT TOTO, BK/IKOUYEHBI OHU UN HET B
KOHpUrypaLmm) Npon3BoAUT yaaneHHo cepsep IMS nocpeacTsom OTNPaBKM COOBLLEHMIA
Notify, B Tene KoTopbiXx MepepaloTcd KOMaHAbl Ha aKTMBALMIO/AeaKTUMBAUMIO YCayr B
dopmate XCAP (daktuueckm — XML, RFC4825). Mpu Takom BapuaHTe 3anpocbl SUBSCRIBE
nocne perucTpauum aboHEHTOB LWJIO30M He OTnpaBaAloTcs, obpabaTbiBaloTcA TOJIbKO
NOTIFY-3anpocbl, npuHATbie OT IMS, C NOMOLWbBIO KOTOPbIX MPOUCXOAUT ynpaBaeHue
ycnyramu;

— C noanucKkol - paspelleHo ynpaBiaeHWe HEKOTOpbIMM BUZAMM ycnyr ¢ cepsepa IMS (IP
Multimedia Subsystem). B 3Tom c/ny4ae BKAOYeHMe ycayr  «TPexcTOPOHHASA
KoHbepeHumMa» (paboTaeT To/NbKO no anroputmy RFCA579), «YaepkaHue BbI3OBay,
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«OxuaaHue Bbi3oBa», «lopayan MMHUA» (HE3aBMCUMO OT TOTO, BK/IOYEHbI OHW U HET B
KoHbUrypaummn) npomssBoamT yaaneHHo cepsep IMS nocpeacTBom OTNpaBKM COObLIEHNI
Notify, B Tene KoTOpbIX MepeaaloTcA KOMaHAbl Ha aKTMBALMIO/AeaKTMBALUMIO YCAyr B
dopmate XCAP (paktnueckn — XML, RFC4825). Mpu Takom BapuaHTe LWJ/O3 OTNpaBaseT
3anpocbl SUBSCRIBE nocne peructpaumm abOHEHTOB W MNpM  YCMNEeWHOW MoAnucKe
obpabatbiBaet NOTIFY-3anpocbl, npuHATbIe OT IMS, C NOMOLBIO KOTOPbIX NPOMCXOAUNT
yrnpaBaeHue yciyramu.

Umsa ycnyau “YOepxcaHue 8bi308a” — HasBaHue 3snemeHTa XML B Tene coobueHus Notify,
MCNO/Ib3yemMoro ANA nepefadvn KOMaHAbl akTUBaUMK/AeakTMBaUMmM ycayrn «YaepaHme Bbi3oBay.
Hanpumep, ecnm umsa ycayrm  mmeeT 3HadeHue «call-hold», To KomaHaa aktuBauum byaet
BbIFNA4ETb TaK:

<call-hold active="true"/>
a KOMaHJa AeaKTMBaLun:
<call-hold active="false"/>

Umsa ycayeu "OmcudaHue 6bi308a" — HasBaHMe 3nemeHTa XML B Tene coobueHus Notify,
MCMONb3YEMOro A1A Nepesayn KoMaHabl akKTMBaLMmK/geaktmsaumm yeayrm « OKugaHue Bbi3oBar.
Hanpumep, eciv uma ycayrm umeet 3HadeHue «call-waiting», To KomaHaa aktMsauum byaer
BbIFNA4ETb TakK:

<call-waiting active="true"/>
a KOMaHAa AeaKTuMBauuun:
<call-waiting active="false"/>

Umsa ycayeu "TpexcmopoHHAs KoHgepeHyua" — HasBaHWe anemeHTa XML B Tene coobueHus
Notify, wucnonbayemoro pgna  nepefaynm  KOMaHAbl  aKTUBaUMM/OeaKTMBaLUMKU  YCAyru
«TPexcTOPoHHAA KoHdepeHuua». Hanpumep, ecam UMA ycayrm MmeeT 3HadeHue «three-party-
conference», To KOMaHAa akTUBaLMK ByAeT BbIFNAAETb Tak:

< three-party-conference active="true"/>
a KOMaHZa feakTUBaLmu:
< three-party-conference active="false"/>

Uma ycayau "Topsuaa auHus" — HasBaHWe anemeHTa XML B Tene coobuweHua Notify,
NUCNoNb3yemoro Ana nepegavym KOMaHAbl akKTMBauuu ycayrm «lfopadasa nuvHuA». B KomaHze
aKTMBAUMM NepepatoTca Homep TenedoHa ropaveir MHUKU M TalimayT Bbi3oBa. Hanpumep, ecau
MMA YyCAyrn umeeT 3HadeHue «hot-line-service», n HeobxoAuMMO coBepllaTh BbI30B Ha HOMep
30001 yepes 6 cekyHA nocne nogbema TpybKM TenedoHa - KomaHaa akKTUBaLMK ByAeT BbIrNAAeTh
Tak:

<hot-line-service>
<addr>30001</addr>
<timeout>6</timeout>
</hot-line-service>
Ecnv KomaHaa akTMBaLMK He noaydeHa, yeayra «fopsadas AMHua» byaeT BbiKAO4YeHa.

Umsa ycayau "lepedava ebizosa"” — Has3BaHue anemeHTa XML B Tene coobuieHusa Notify,
MCNOMb3yemMoro Aaa nepegayvM KOMaHAbl aKTUBAUMM/OeaKTMBaLUMM yCayrM «TPexcTOPOHHAA
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KoHbepeHumMa». Hanpumep, ecnm mma ycayrm  mmeeT 3HadeHue «call-transfer», To KomaHga
aKTMBAUMM ByaeT BbIrNALETb TakK:

< call-transfer active="true"/>
a KOMaHJa AeaKTuBaLun:
< call-transfer active="false"/>

Mo ymonyaHuio ecan He MNpuwaa KOMaHAa Ha aKTUMBAaLMIO — BCe BbllenepeyvymncieHHble ycayrm
0EaKTUBUPOBAHbI.

[1naH Hymepauuu

[naH HyMepauuu

HacTpo#ka nnaHa HyMepaumH 55, L5 (6001@10.24 40.29:5061

Si@{pickup:0})

b

MnaH Hymepauuu 3afZaeTcd MpPuM MOMOLM PErynspHbIX Bbipa)KeHUit B nose «HacTpoWka nnaHa
HyMepauum».

Huxke npuBoaMTCA CTPYKTYpa M GOPMAT PerynsapHbIX BbipaXKeHUi, obecneymBalowmx pas/ivyHble
BO3MOKHOCTU Habopa Homepa.

CTpYKTypa perynapHoro BblpakeHus:

Sxx, Lxx (),

roe

XX — NPOW3BO/IbHbIE 3HAYEeHUsA TalmepoB S u L;
() — rpaHMUpbl NhaHa HymepaLuuu.

OcHoBOlM  sBAAtlOTCA  0060O3HAyYeHMA  ANA  3anNucKM MOC/NeAoBaTeNbHOCTM  HabpaHHbIX  uuop.
MocnepgoBatenbHOCTb UMOpP 3anMMCbiBAaeTCA C NMOMOLLBIO HECKONbKUX 0603HauyeHuin: undpbl, Habupaembie ¢
KnaBuatypbl TenedoHa: 0, 1, 2, 3, ..., 9, # n *. Ucnonb3oBaHne cumBona # B nNnaHe Hymepauuum MmoKet
6n0KMpoBaTb 3aBepLueHne Habopa c NOMOLLbIO 3TOU Knasuwum!

. NocnepoBaTeNnbHOCTb LI,M(I)p, 3aK/NIOYEHHAA B KBagpaTHble CK06KM, COOTBETCTBYET J'HO6OMy n3
3aK/IIOYEHHbIX B CKOOKM CUMBONOB.

—  Mpwumep: ([1239]) — cooTBeTcTBYET Ntob60OM M3 UMPP 1, 2, 3 an 9.

. Yepes Tupe moxKeT 6bITb YyKasaH Amana3oH CMMBOJIOB. Yauwe Bcero MCNonb3yetrca BHYTPU
KBa4paTHbIX CKOBOK.

—  Mpwumep 1: (1-5) - nobas undpa ot 1 go 5.
—  Mpumep 2:([1-39]) - npumep 13 NpeablayLLEro NYHKTa C MHOW hOpMOI 3anuch.

e CumBon X cooTBeTcTBYET Ntoboit undpe ot 0 Ao 9.
—  Mpumep: (1XX) - ntoboi TpExaHaYHbIA HOMEpP, HauMHaoLWMNCA Ha 1.
e  «.» - MOBTOPEHME NpeablayLiero cumaona ot 0 40 6€CKOHeYHOCTH pas.

. «+» - NOBTOPEHMe nNpeablayuiero cmumeona ot 1 go 6ecKoHeYyHOoCTH pas.
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¢ {a,b} - nosTopeHue NpeabiAyLLIErO CUMBOAA OT a A0 b pas;
¢ {a,} — noBTOpeHMe NpeabIAYLIErO CUMBONA HE MEeHbLLE a pas;
¢ {,b}—noBTopeHune npeabiayllero cumeona He 6onblie b pas.

= [pumep: (810X.) - mexxayHapPOAHbI HOMEP C NOBbIM KOMYECTBOM UUbP.

HacTtpoiku, Banstowme Ha 06paboTKy NAaHa HyMepaumu:

e Interdigit Long Timer (6yksa «l» 8 3anucu MAQHA Hymepayuu) - BPemMs OXXWaaHUA BBOJAA
cnegyowenn uudpbl B TOM Caydae, eciM HeT wabnoHoB, noaxoasawmx nod HabpaHHyto
KOMBWHaumio;

e Interdigit Short Timer (6ykea «S» & 3anucu nAaHA Hymepayuu) - BPEMS OXWOAHWA BBOAA
cnepyowen umdpol, ecanm ¢ HabpaHHON KoMBWMHAumMen NONHOCTbIO COBMagaeT XoTA Obl o4MH
WwabnoH, M NpM 3TOM UMeeTcA ele XoTA 6bl 0ANH WabaoH, 4O NOAHOrO COBNAafLEHUA C KOTOPbIM
Heob6xo04MMO ocyLecTBUTbL A0HAbop Homepa.

JononHuTtenbHble BO3SMOXKHOCTU:
1. 3ameHa HabpaHHOM NocnefoBaTeIbHOCTH
CuHTakeuc: <argl:arg2>

[aHHas BO3MOMKHOCTb NO3BO/MAET 3aMeHUTb HabpaHHYD NOCNef0BaTENbHOCTb Ha  /obylo
nocnepoBaTeIbHOCTb Habupaembix CMMBONOB. [pU 3TOM BTOPOM apryMeHT AoJsikeH ObiTb yKasaH
onpeaenéHHbIM 3HaYeHMem, 0b6a aprymeHTa MoryT 6bITb NyCTbIMU.

—  Mpumep: (<83812:> XXXXXX) - paHHas 3anucb byaeT cooTBETCTBOBaTb HabpaHHbIM
umdpam 83812, Ho 3Ta Noc/ienoBaTENbHOCTL ByaeT onyweHa u He byaeT nepegaHa Ha
SIP-cepsep.

2. BcTaBKa ToHa B Habop

an BbIXO4€E Ha MeXropos (B O(I)MCHbIX CTaHUMAX - Ha ropo,u,) NMPUBbLIYHO CAblWaTb OTBET CTaHUWWN, YTO
MOXHO peann3oBaTb BCTaBKOW 3ansToN B HYXXHYI NO3nymnto nocnenoBaTe/ibHOCTU Ll,Md)p.

— Mpumep: (8, 770) - npu Habope Homepa 8770 nocne umbpbl 8 6yaeTr BblaaH
HenpepbIBHbIA TOH.

3. 3anpet Habopa Homepa.

lll

Echv B KoHue WwabnoHa HOMeEpPa LI,O6aBMTb BOCKJ'IMLI,aTEI'IbeIﬁ 3HaK !, TO H860p HOMEPOB,

COOTBETCTBYOWMX WabnoHy, byaet 3a610KMpoOBaH.

—  Mpumep: (8 10X xxxxxxx ! | 8 XXX XXXXXXX ) — Bblpa)keHWe paspellaeT Habop TO/bKO
MEeXAYropoAHMX HOMEPOB U UCKAOYAET MeXAYHAPOAHbIE BbI30OBbI.

4, 3ameHa 3HayeHwuit TalimepoBs Habopa Homepa

3HayeHWs TaliMepoB MOryT ObiTb Ha3sHayeHbl KaK Aasa BCero nJaHa Hymepauuu, Tak UM 4ns
onpeaenéHHoro wabnoHa. bykBa «S» oTBedyaeT 3a ycTaHOBKy «Interdigit Short Timer», a «L» - 3a
«Interdigit Long Timer». 3HayeHWs TaliMepoB MOTyT ObiTb YKasaHbl 4/A Bcex Wab/soHOB B MNiaHe
HyMepaLmn, eC/iv 3HaYEHUA NepedncieHbl 4,0 OTKPbIBAOLENCA KPYTI0M CKOOKK.

—  Mpumep: S4 (8XXX.) nnn S4,L8 (XXX)
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Ecnun 3TK 3HaYeHUA yKa3aHbl TO/IbKO B OA4HOM M3 NOCAeA0BaTe/IbHOCTEN, TO AEUCTBYIOT TONIbKO A/1A Heé.
TaKk»Ke B aTOM CQlydae He HaJo CTaBUTb ABOeTo4vne mexXay KAH4YoM U 3HaYeHnem Tai/'uv\ayTa, 3HauyeHune
MOXeT bbITb pacnonoXxeHo B tobom mecTe WwabnoHa.

—  Npumep: (S4 8XXX. | XXX) nam ([1-5] XX SO) — 3anucb BbI30BET MIHOBEHHYIO Nepegavy
BbI30Ba Npu Habope Tpex3Ha4yHOro Homepa, HaymHawluleroca Ha 1,2, ..., 5.

5. Habop no npamomy agpecy (IP Dialing)

CvmBoOAn «@», NOCTAB/IEHHbIM NOC/e HOMepa, 03HAYAET, YTO Aasnee ByaeT yKasaH agpec cepsBepa, Ha
KOTOpbI OyAeT oTnpaBaeH Bbi30B Ha HabpaHHbIA HOMep. PekomeHayeTca ucnosb3osaTb «/P Dialing»,
a TaKKe Npuém n nepegavy Bbi3oBOB 6e3 pernctpauun («Call Without Reg», «Answer Without Reg»).
3To MOXKEeT NOMOoYb B C/ly4ae OTKasa cepeepa.

Kpome Toro, popmat agpeca c IP Dialing moxeT 6bITb MCNONb30BaH B HOMepax, NpeaHa3Ha4YeHHbIX 44
nepeagpecaumnm 3BOHKOB.

—  Mpumep 1: ( 8 xxx Xxxxxxx ) - 11-3HauYHbI HOMEP, HAYMHAOWMIACA Ha 8.

—  NMpumep 2: ( 8 xxx XXXxxxx | <:8495> xxxxxxx ) - 11-3HauHbIi HOMep, HaYMHAOLWMIACA Ha §,
ecnv BBeAEH 7- 3HauHbIN, To ,06aBUTb K NepegaBaemomy Homepy 8495.

—  Npumep 3: (0[123] | 8 [2-9]xx [2-9]xxxxXX) - HABOP HOMEPOB IKCTPEHHbIX CYXKD, a TaK XKe
HEKOTOPbIX MEXKAYTOPOAHUX HOMEPOB.

—  Mpumep 4: (SO <:82125551234>) - 6bICTpbIA HABOP yKa3aHHOrO HOMepa, aHa/or pexuma
«Hotline» Ha gpyrux wntosax.

—  Mpumep 5: (S5 <:1000> | XxXXX) - AaHHbIKX NAaH HymMepauun nossonseT HabpaTtb No6oM
HOMep, COCTOAWMI M3 UMdp, @ ECIN HUYEro He BBELAEHO B TeYeHME 5 CeKyHA, BbI3BaTb
Homep 1000 (gonycTum, 3To cekpeTapb).

— Mpumep 6:  (FSXFXXXX*XH | * 2x* XXXXXXXXXXXH | #xx# | [2-7]xxxxx | 8, [2-9]xxxxxXXXX | 8,
10x. | 1xx<:@10.110.60.51:5060>).

—  Npumep 7: (1xx|0[1-9]]|00[1-8]|*5Sx*xxxx*x# | * 2x* XXXXXXXXXXX# | #xx# | [2-7]xxxxx |8, [2-
9IxxxxxXxxx | 8, 10x.).

MHoraa moskeT noTpeboBaTbCA COBEPLUATb 3BOHKM JIOKA/NIbHO BHYTPW yCTpoiicTea. Mpu aTom ecan IP-
afipec yCcTpoWCTBa He WM3BECTEH WM MepuoAMYECcKM U3MmeHsaeTcs, ya0bHO MCno/b3oBaTh B KayecTse
afpeca cepsepa 3apesepsupoBaHHoe cnoso «{local}», uTo o3HauyaeT OTNpPaBKy COOTBETCTBYIOLLEM
nocaepoBaTeNbHOCTU LMbp Ha COBCTBEHHDIN aapec yCTpoicTBa.

— MNpumep: (123@{local}) — BbI3oB Ha Homep 123 6yaeT 06paboTaH NOKaNbHO BHYTPU
YCTPOWCTBA.

6. HacTtpoika Koga nepexsaTa
Mpy nomoLwm faHHOM KOMaHAbl MOXHO YCTaHOBUTb KOA NepexsaTa ANA 3aaHHOM rpynnbl.
CuHTakenc: ABC@{pickup:X}, rae

ABC — Kog, nepexsaTa (Hanpumep *8),

X — HoMep rpynnbl nepexeaTa (Hymepauua rpynn nepexsarta c 0).

—  Mpumep: 112@{pickup:0} — aboHeHTbl A 1 b cocToAT B OAHOW rpynne nepexsaTta C
nugekcom 0. B cnyyae ecam aboHeHTy A nmocTynaeT BXOAALWMM Bbl30B, TO aboHeHT b
MOXET NepexsaTuTb Bbl30B, Habpas KombUHaumo undp 112.

YemaHoska npoguneli dialplan

[NAa Kaxkgoro HanpaBneHWA MOMKHO BblbpaTb He 6onee oaHoro npoouna dialplan, KoTopbit ByaeT
onpeaenATb NapamMeTpbl BbI30BOB Ha 3TOM Hanpas/ieHWW. HacTpoiku npoduneint nponssoaatca B pasgene
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«Mpodwnan dialplan». [Ona Kaxporo HanpaBneHWA HACTPOMKa anbTepHAaTUBHOrO npodwmaa yKasbiBaeTcA B
KpYrAbix cCKobKkax nocne cnosa «profile:».

Npumep:([23]xxx(profile:0)

Hacmpolika 20s10c08bix KOOeKos

HacTpoika ronocoBbIX KOOEKoB
Hogek 1 G.T7M1a A
Hogek 2 G.711u v
Hogek 3 G722 A
Hogex 4 BriknwdeH A
Bpema naketusaumn G711, mc 20 A

CurHanbHbIM NPOLLECCOP YCTPOMCTBA BbINOMHAET PYHKUMM KOAMPOBAHMA aHANOroBOro peyeBoro TpadukKa,
JaHHbIX paKkca/moaema B LMPOBbIE CMTHa/bI, a TakKe obpaTHoro gexkoamposanua. L3 noggepkusaer
cnepytowpe ronocosble Kogekn: G.711A, G.711U, G.729, G723.1, G.726, G.722.

G.711 — npeactasnset coboi MKM-kogupoBaHue 6e3 cxkaTus peyeBont MHOpmauuuK. [aHHbIN Koaek
JomKeH OblTb 00f3aTeNbHO noageprkaH Bcemu npowussogutenammu VolP-obopygosaHua. Kogekn G.711A u
G.711U oTtauyatotca gpyr oT gpyra 3aKOHOM KoAMpoBaHMA (A-3aKOH — MHEeNHoe KoaupoBaHMe U U-3aKOH -
HenunHelHoe). KognposaHue no U-3akoHy npumeHseTca B CeBepHoit AmepuKe, no A-3akoHy — B EBpone.

G.722 — WMPOKOMOJIOCHbIM Koaek, ucrnonbsyowmin AOUKM c pasgeneHMem Ha noaauanas’oHbl U
paboTaloLLmii Co CKOPOCTbIO 48, 56 1 64 K6MT/C.

G.723.1 — KoAggeK Co cxaTuem pe4vyeBo MHPopMaLMK, NpeaycMaTPMUBaET ABa pexknma paboTbl: 6.3 Kbut/c
n 5.3 Kbut/c. Kogek G.723.1 nmeeT AeTeKTOp peyeBoil aKTUBHOCTM M obecneymBaeT reHepauunio KombpopTHOro
WYMa Ha y4a/leHHOM KOHLe B Nepunog MoN4YaHuA.

G.726-24, G.726-32 - Kogek Co cKatuem peyeBoi MHPopmaumm no anroputmy AAUKM n ckopocTbio
nepeaauun 24 vnu 32 Kéut/c.

G.729 — TaKKe fABNAETCA KOAEKOM CO CaTMem pedyeBon MHbopmaumm u obecneymBaeT CKOPOCTb
nepeaaun 8 K6ut/c. AHanornyHo Koaeky G.723.1, Koaek G.729 noaaepsKnsBaeT A4eTEKTOp peyeBoid aKTUBHOCTU U
obecneuymBaeT reHepaymo KOMGOPTHOTrO WyMa.

e Kolek 1..7- nossonseT BblbpaTb KOAEKN M MOPALAOK, B KOTOPOM OHM ByayT MCNo/b30BaTbCA.
KofieK C HauBbICWIMM MNPUOPUTETOM HYXKHO nponucatb B none «Kogek 1». [na paboTsl
HeobXoAMMO YKaszaTb XOTA bbl 04AUH KOAEK:

—  BoblKao4YeH - KogeK He NCNOoNb3YyeTCA.

— @G.711a - wncnonb3oBaTb Kogek G.711A;

— @G.711u - uncnonb3oBaTtb Koaek G.711U;

— G.723 —ucnonb3oBaTtb Koaek G.723.1;

—  G.729(A, B) — ucnonb3osaTtb Kogek G.729 annexA nnmn G.729B;
— G.726-24 - ucnonb3osaTb KogeKk G.726 co ckopocTbio 24 K6ut/c;
— G.726-32 - ucnonb3osaTb KogeKk G.726 co ckopocTbio 32 K6ut/c;
— G.722 - ncnonb3oBaTb Koaek G.722.

AboHeHmckul wno3 TAU-4M.IP 67



S» ELTEX

e BpemAa nakemusauuu — YUCNO MUIANNCEKYHA peun B ogHom RTP-nakeTe (ans kogekos G.711,
G.729, G.723 1 G.726).

V MoryT 6biTb 3a4aHbl aNbTepPHaTUBHbIE FONI0COBbIE KOAEKU ANA Bbl6paHHOro Hanpas/eHus.
Ona Kaxaoro w3 Hanpas/eHUt B nNJaHe HymMepauuum eCcTb BO3MOXHOCTb 3aAaHuA
NpeanouTUTENIbHOrO KogeKa AnAa nepepgaum  peun. [OnAa  KaXK[oro  HanpasieHus
DONOJIHUTE/NIbHbIE HACTPOMKM KOAEKOB YKa3blBalOTCA B KPYr/iblX CKOB6Kax nocne cnoBsa
«codecs:».

Ecnv HeobxoaMMO MCNOb30BaHME HECKOIbKUX KOLEKOB, TO UX MEPEUYUCNAIOT Yepes CUMBOA «,». MOXHO
YKa3biBaTb HECKO/IbKO NapameTpoB AN HanpaB/ieHusA. B Takom c/yyae OHM [OJ/IKHbl ObiTb pasgeneHbl
cumBosiom  «;» - (paraml:subparamil,subparam2;param2:subparami,subparam?2). [onyctumbie 3HayeHus
cybnapametpos subparamX: g711a, g711u, g729, g723.

JonycTtumble 3HauyeHMA napameTpos paraml n param2 — codecs u rfc2833_PT cooTBeTCTBEHHO.

Npumep: ([23]xxx(codecs:g729; rfc2833_PT:96)|8x.(codecs:g711a;g711u)).

wummep-6ygep

OxutTep-dydep
IMuHMManbHas sagep#ka, mc 40 ¥
MakcHManbHas sagep#ka, Mo 130 ¥
Mopor HeMeqNeHHoro YaANEHWA N3KETOE, MC 500 v
PakTop onTHMKIaLKK Bydepa 7 ¥
Lxutrep (jitter) — 3TO HEepaBHOMEPHOCTb nepunogosB BpemeHU, oTBedeHHbIX Ha AO0CTaBKy MNaKeTa.

3afeprKKa B AOCTaBKe NaKeTa M AXKUTTEP UCUMCAAIOTCA B MUIAUCEKYHAAX. BeanunHa axntrepa umeet 6onbluoe
3HauyeHue npu nepegaye MHGoOPMaLMK B peXXMME peanbHOro BpemeHu (Hanpumep, ronoc Uan BUAEo).

B npoTokone RTP, KOTOpbIit elle Ha3blBaOT «MPOTOKO/IOM NOTOKa nepeaatoweint cpeapl» (media stream),
€CTb Nnose ANA MEeTKM TOYHOrO BPEMEHM nepeaadym oTHocuTenbHo Bcero RTP-noToka. MNpuHumMatoLee ycTponcTeo
MCNO/b3yeT 3TN BpeMeHHbIe METKU AN BbIACHEHWS TOrO, KOrAa ciedyeT 0XKuaatb naket, cobatoaeH an nopagok
naketoB. MNcxopa wm3 3ToM MHOOpMaLMKM, MPUEMHAA CTOPOHA BbIACHAET, KaK c/eAyeT HAcTPOoOWUTb CBOWU
napameTpbl, YTobbl 3aMacKMpPOBaTb NOTEHLMA/bHbIE CETEBbIE NPOBEMbI, TAKUE KaK 3a4ePKKM U AXKUTTEp. Ecan
oXMgaemoe BpemsA Ha AOCTAaBKY MaKeTa OT OTNpaBUTENA K MPUEMHWUKY Ha NPOTAMEHWM BCEro nepuoga
pasroBopa CTPOro paBHO onpeaesieHHOMY 3HaYeHMo, Hanpumep 50 Mc, MOXHO YTBepPXKAaTb, YTO B TAaKOW ceTn
OXUTTepa HeT. Ho 3a4acTyio NakeTbl 3a4ep’KMBAOTCA B CETU, U BPEMEHHOW WHTEPBAN A0CTaBKU MOXKET
KonebaTtbcsA B AOBOJIbHO 60NbLIOM (C TOUKM 3peHUsa TpaduKa, KPUTUUHOIO KO BpEMEHW) BPEMEHHOM AManasoHe.
B cnyyae ecnm npunokeHue-npuemMHMUK Takoro 3ByKa Uan Buaeo byaet BoCnpom3BoAuTb €ro B TOM BPEMEHHOM
nopsaKe, B KOTOPOM MPUXOAAT MaKeTbl, Mbl MOJYYMM 3aMeTHOE yXyALleHWs KadyecTBa rosioca (Mau Buaeo).
Hanpumep, ecnm aTo KacaeTca ronoca, To Mbl YCAbIWWM NPepbIBAaHME B FO10CE U ApYrne NOMeXN.

YCTPOWCTBO MMEET cneayolme HaCTPOMKU A KUTTep-bydepa:

e MUHUMGAbHAA 300epPHKA, MC — MUHUMANbHOE OXWAaemoe BPeMs 3afleP*KKNU pacnpocTpaHeHus
IP-nakeTa no cetu;

e MakcumanbHasa 3a0epHKa, MC — MAaKCMMa/IbHOE OXMAAEMOE BPEMA 3a4ePHKKU PacnpoCcTpaHeHUA
IP-naKkeTa no cety;
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e [lopoz HemedneHHO20 yOaseHUs MaKemos, MC — MaKCUMAaJbHbIA NMPOMEXKYTOK BPEMEHM, Yepes
KOTOpbIA MpoucxoauT yaaneHue pedyesbiX NakeToB U3 bydepa. 3HayeHMe AaHHOro napameTpa
6onblle UM PaBHO MaKCUMabHOM 3aAepiKKe;

e Qakmop onmumuzayuu 6ygepa — NapameTp, UCNOMb3yeMblt ANA ONTUMM3aUUM pasmepa
OXUTTep-bydepa. PekomeHayeTca BbICTaBAATL ero 3HadyeHue B 0.

[lepedaya ¢pakca u modema

MNepenada pakca v Mogema
Mepeaasa Moasma G.711a VBD v
Koger darca 1 G.71a v
Konek daxca 2 G.711u v
Konek dakca 3 Brixnioden v
ObHapy+enue dakca 06e cTOpOHL v
MpuHUMETE Nepexod B T.38

Mepepaya daKkca MOMKET OCYLLECTBAATLCA C UCMNO/b30BaHMEM PeYeBOro Kogeka 711 vau cneumanbHoro
KoZeKa gns nepenayn pakcMmmibHbIx coobieHmin T.38.

T.38 — cTaHAapT, onucbiBalOWMn nepesady GakCMMMUIbHBIX COOBLLEHNI B peasibHOM BpemMeHU Yyepes |P-
ceTu. CUrHanbl U AaHHble, NnepesaBaemble GakCMMUIbHBIM annapaTom, KOAMPYIOTCA B MaKeTbl NpoTokona T.38.
B popmupyemble NakeTbl MOXKET BBOAMUTLCA M3ObITOYHOCTb — AaHHbIE U3 NPeAblAYLWMX NAKETOB, YTO NO3BONAET
OCYLLECTBAATb HAaZEXKHYI0 nepeaavy $akca no HecTabuabHbIM KaHanam.

e [lepedaya modema — BbIOOP KOAEKA, KOTOPLIM ByAEeT NCNob30BaTLCA A/1A Nepesayn AaHHbIX Npu
OETeKTMPOBAHMM LWJTHO30M CUTHAI0B MOAEMA:

—  BbIKNOYEH — HE AEeTEKTUPOBATb CUTHA/Ibl MOAEMA;
— G.711a VBD — ncnonb3oaTtb Koaek G.711A B pexxmume VBD;
— G.711u VBD — ucnonb3osatb Kogek G.711U B pexume VBD.

B perkume VBD (Voice Band Data) w3 BbiKAOYaeT AeTEKTop aKTuBHocTU peun (VAD), reHepaTop
Kom¢popTHOro wyma (CNG) 1 axoKomneHcaTopbl, YTO HEO6XOAMMO NPU YCTAaHOBNEHUN MOLEMHOIO COeANHEHUS.

V BbIGPaHHbIﬁ KoAeK AO0N1XKeH 6bITb TaK)Xe aKTUBEH B CNUCKe Pa3roBOpPHbIX KOAEKOB.

e Koodek ¢akca 1.3 — nossonsfeT BbIGpaTb KOAEKM W NOPAAOK, B KOTOPOM OHM 6yayT
Mcnob3oBaTbcA. KoAek ¢ HauMBbICWMM NMPUOPUTETOM HYXKHO NponucaTh B none «Koaek dpakca 1».
[na paboTbl HEOBXOAMMO YKa3aTb XOTA Obl OANH KOAEK:

—  BoblKaoYeH — KogeK He UCnosb3yeTcs.
— @G.711a - wncnonb3oBaTb Koaek G.711A;
— G.711u - uncnonb3oBaTtb Kogek G.711A;
— T.38 —uncnonbzosaTb npoTtokon T.38.

/ Bce KoaeKku ¢aKca gonKHbI 6bITb pasHbimu! Kpome atoro npu Bbibope G.711a uam G.711u
COOTBETCTBYHOLMNA KOAEK A0/KeH 6bITb aKTUBEH B CMUCKE PA3roBOPHbIX KOAEKOB
yCTpoiicTBa.

e O6HapymeHue akca — onpeaenser HanpasBAeHME BbI30Ba, MPUM KOTOPOM pa3peLleHo
AeTeKTMPOBaTb TOHbI PaKca, nocae Yero byaeT ocyLLecTBAATb Nepexoa Ha Koaek dakKca:
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He demexkmuposamb mMoHbI (haKca — OTKAOYAET AETEKTUPOBaAHME TOHOB (aKca, HO He
3anpeulaet nepenady ¢akca (He byaer MHULMMPOBATLCA NEpexos Ha Kodek ¢akca, HO
OaHHbIN Nepexoa MOXeT bbITb cAenaH BCTPEUHbIM LL/IHO30M);

Obe cmopoHbl — AEeTEKTUPYIOTCA TOHbI KaK nNpu nepegadve ¢akca, Tak u npu npueme. MNpu
nepepadve ¢dakca aetektnpyetca curdan CNG FAX ¢ aboHeHTckol nvHuu. Mpu npueme
dakca getektnpyetcs curdan V.21 c aboHEHTCKOW IMHUK;

Boi3blsarowaa — AeTEKTUPYIOTCA TOHbI TONbKO Npu nepegaye dakca. MNpu nepegade dpakca
aetektupyetca curHan CNG FAX c abOHEHTCKON NHUYK;

Bbi3bisaemas — AETEKTUPYIOTCA TOHbl TONbKO npu npueme ¢dakca. Mpu npueme dakca
aetektupyetca curHan V.21 c aboHEeHTCKOM IMHUK.

lMpuHumame nepexod 8 T.38 — Npun ycTaHOBAeHHOM diare paspeLleH BXxogawmi re-invite Ha T.38
OT BCTPEYHOrO LU/033;

Pasmep uzbbimoyHocmu T.38 Redundancy — pobasneHune nsbbIToyHOCTU B NakeTbl T.38, 3HayeHue
COOTBETCTBYET KO/IMYECTBY Npeablaylmnx NaKeToB, KOTopoe Ayb6aupyeTca B KaXAOM HOBOM
nakete T.38. Takoi cnocob M36bITOYHOCTM UCMOb3YETCA B C/lyYae NOTEPU NAKETOB NpU Nepesaye.

HonoaHumesnsHbie napamempbi

,ﬂOI'IOJ'IHHTE'.‘J'IbeIe napameTpbl
Mepenaqa ODTMF nband v
MNepegaya Flash SIP Info (SSCC) v
Twn Harpyseu ans naketoe RFC 2833 a8
OOMHAKOBEIA TN HArpysk4 ANA NPHEMA W NEpedaqH
HMcnonb3oBats o6HapykeHHe THILMHE 2
Mcnons3ceats xonogaeneHue ¥
Wicnonssogeate RTCP

Bpems gucnepcuu, Mc 32

Mepedaya DTMF — cnocob nepegaun curHanos DTMF:

Inband — BHyTpUnNonocHan nepenaya;

RFC2833 — cornacHo pekomeHgaumm RFC2833 B KauvecTBe BblAe/IEHHOM Harpysku B
peyesbix nakeTtax RTP;

SIP info — nepepgaya coobuieHnin no npotokoay SIP B 3anpocax INFO.

Mepedaya Flash — cnocob nepepnaun Flash:

SIP info (Hookflash) — nepepaya cooblieHMn Ha B3aMMOAEMNCTBYIOLLYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitve flash nepepaetca B pacliMpeHuUuU
Application/Hook Flash kak signal=hf;

SIP info (DTMF Relay) — nepepaya cooblleHMn Ha B3aUMOAENCTBYIOWYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitve flash nepepaetca B pacliMpeHuun
Application/dtmf-relay kak signal=hf;

SIP info (Broadsoft) — nepepaya coobUlEHUI Ha B3aMMOZEWCTBYIOLLYIO CTOPOHY NO
npotokony SIP B 3anpocax INFO. Cobbitve flash nepepaetca B pacliMpeHuUun
Application/Broadsoft kak event flashhook;

SIP info (SSCC) — nepepaya cooblueHMin Ha B3aMMOAENCTBYOLLYHO CTOPOHY MO NPOTOKOY
SIP B 3anpocax INFO. Cobbitue flash nepepaetca B paclumpeHun Application/sscc Kak
event flashhook.
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V‘ B Tekyweit Bepcum MO nepepaua Flash Bo3morkHa TonbKo no npoTtoKony SIP.

e Tun Haepy3Kku 074 nakemos RFC2833 — Tun Harpysku ans nepepadm naketos no RFC2833
(paspelleHHble Ana MCNONb30BaHMUA 3HaYeHMA — oT 96 a0 127);

e OJ0uHakosbIli mun Hagpy3ku 078 Npuéma u nepedayu — Onuua UCNONb3YETCA MPU UCXOASLLEM
BbI30BE A/1A COr/1IacoOBaHMUA TUMA Harpysku cobbiTuii, nepegasaembix no RFC2833 (DTMF u Flash).
Mpu yctaHoBneHHOM dnare nepegadya M npuem cobbitmit no RFC2833 ocyuwecTBnsetca ¢
Harpy3Kom 13 NPUHATOrO OT BCTPEYHOM CTOPOHbI cooblieHuna 2000k. Mpu cHAaTom dnare nepeaayda
cobbiTnin no RFC2833 ocyuiecTsaserca ¢ Harpyskon ms npuHatoro 2000k, a npuém — ¢ TMnom
Harpyskun ns cobcTeeHHol KoHdUrypaumm (yKasbiBaerca B ucxoasaiiem Invite);

e Ucnonb3oeame 06HApy@#eHUe MUWUHbLI — NPU YCTAaHOBAEHHOM dJiare MUCNonb30BaTb AETEKTOP
TULLUHBI;

e Ucnonb3oeame 3xonodassneHue — Npu ycTaHoBAEHHOM ¢d1are MCMNo/b30BaTb IXONOAABAEHUE;

e Vcnone3zoeames RTCP — npu ycTaHOBAEHHOM dare ncnosb3osatb NpoTokon RTCP ana KoHTpons
33 Pa3roBOPHbIM KaHa/IOM:

—  UWHmepsan nepedayu — nHTEepBan nepenayn naketos RTCP, cek;

— [epuod npuema — nepunog npuéma coobueHna RTCP nsmepserca B eaAnHMULAX MHTepBaaa
nepepayn; ecnm MNo WUCTeYeHMM nepuoga Npuéma OT BCTPEYHOW CTOPOHbI He byaer
nony4vyeHo HM ogHoro RTCP-naketa — TAU-4M.IP pa3pbiBaeT coeguHeHue.

— RTCP-XR — npw ycTaHoBneHHOM d¢nare byayT otnpaBasaTbcs naketbl RTCP Extended
Reports B cootseTcTeum ¢ RFC 3611.

e Bpemsa ducnepcuu, MC — napameTp, NO3BONAIOLMIA HOPOTLCA C 3XOM, BbI3BaHHbIM Aucnepcueit
pe4yeBoOro cMrHana. 3HayeHnA NapameTpa U3IMEHAIOTCA B NPOMeEXYTKe oT 2 A0 128 mc.

Ons coxpaHeHMA WM3MEHEHUW HaKMUTe KHOMKY «[lpumeHumoe». Ons OTMEHbl U3MEHEHWI HaxmuTe
KHOMKY «OmmeHa».

O6wue HacTpoiku npoduneii SIP

O0LWKe HACTPORKK
Wcnonesogate STUN ¥
Agpec STUN-cepeepa 192.165.1.10

HMuTepean onpoca STUN-cepeepa. ¢ 30

Taiimep T1, mc | 500 (100-1000

Takimep T2, Mo 4000 (1000-32000)

Tawmep B, mc 32000 (1000-39000)
Ona sanonnesus Hacmpoer madmepos SIP # Mo ymondaHuw

PEROMEHI0ESHREIMY SHEHSHUAMY HSXMUME KHONKY
TpaHcnopT UDP (npeanedTuTensHo), TG ¥

CrneurdmEaumus TOHOBE Poccun v
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e Ucnonvzosams STUN — npu yctaHoBneHHoM ¢nare ucnonbsyetcs npotokon STUN (Session
Traversal Utilities for NAT) ans onpeaeneHua nybaMuyHOro aapeca ycTpoiicTea (BHellHero agpeca
NAT). PeKomeHayeTca UCMO/b30BaTh AaHHbIN NPOTOKOA Npu paboTe ycTpolicTBa yepes NAT;

e Adpec STUN-cepsepa — IP-agpec nnn gomeHHoe umsa cepsepa STUN, yepes gBoeToume MOXKHO
BBECTW aNibTepPHATUBHbIN NOPT cepBepa (No ymonyaHuio 3478);

e  UHmepsan onpoca STUN-cepsepa, ¢ — nHTepsas, N0 UCTEYEHUN KOTOPOro OTNPABAAETCA 3anpocC
Ha cepsep STUN. Yem meHblUe MHTepBan ONpPOCa, TEM Bbille CKOPOCTb pPeaKkuMn Ha U3MeHeHune
nyban4Horo agpeca.

— Talimep T1, mc — nHTepBan mexay nocbinkon nepsoro INVITE n BToporo npu oTcyTcTBUK
OTBETa Ha NepBbil B Mc, Ansa nocneayowmx INVITE (TpeTbero, 4eTBepToro v T.4.) AaHHbIN
WHTepBas yBeNMYMBAETCA BABOE (Hanpumep, npu 3HadeHun 300 mc BTopont INVITE byaer
nepepaH yepes 300 mc, TpeTnin — yepes 600 mc, yeTBepTbii —4yepe3 1200 mc n 1.4.);

— Talimep T2, MC — MaKCMManbHbIA MHTEpPBaAA AnA nepenocblinkmM He-INVITE 3anpocos m
oteeToB Ha INVITE-3anpocbl;

— Talimep B, mc — obwmin TaiimayT nepegaym coobuweHnin INVITE B mc. Mo mcteyeHuu
[aHHOro TakmayTa onpefenseTcs, YTOo HanpasBiAeHWe HepocTynHo. Mcnonb3yetca ans
orpaHuyeHua peTtpaHcaauuii coobuweHnuii INVITE, B Tom uucne pgns onpegeneHus
OOCTYMHOCTY;

e TpaHcrnopm — BbI6GOP NPOTOKONA A1 TPAHCMOPTUPOBKM CO0bLEeHMIA NpoToKona SIP;
e CneyuguKkayusa moHo8 - BbIBOp CTpaHbl A1 onpeaeneHus Ucnosblyemoro Habopa TOHOB.

[Nna BCTYyNAEeHUs B CUAY HOBOW KOHOUIypauuun M 3aHeceHWs HaCTPOeK B 3HEProHEe3aBUCUMYHO MamsATb
HaXXMUTe KHONKY «TpumeHuUmMoe». AN OTMEHbl USMEHEHUI HAXKMUTE KHOMKRY «OmMmeHa».

2.6.3.5 NogmeHio «Mpodunu dialplan»

B aTOM NogmMeH0 MOXKHO HaCTpouTb npod)mnm BbI30Ba A/17 UCMNOJ/Ib30BAHWA Ha PA3/IMYHbIX HAaMpaB/1EHUAX.

Cnucok npodmneii dialplan

Homep npoduns dialplan MNpodwmnu SIP

profile: 0

Bcero moxHo HacTpouTb 4 npoduns dialplan.
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PedakmuposaHue npoguns dialplan

Pepaktupoeanue npocmnsa dialplan 0

Kogekun

Konek 1 G.711a v

Konex 2 G.729 v

Konek 3 G.711u v

Konex 4 G.723 v

Kopek & G.726-24 v

Konex 6 G.726-32 v

Konek 7 G.722 v

Bpema nakeTwaumn G.711, mc 20 v
Bpems nakeTusauun G.729, mc 20 v
Bpema naketnzayun G.723, mc 30 v
Bpema nakeTu3auun G.726-24, Mc 20 v
Bpema naketusauumm G.725-32, mc 20 v

TWn Harpysku G.726-24 | 103

Twn HArpyskn G.726-32 104

Mepepava gakca M Mogema

Mepenaya moaema G.711aVvBD v
Konek cpakca 1 GT711a v
Konek dakca 2 G.711u v
Konek cpakca 3 BbIKNHOYEH v

MpuHUMaTE Nepexon & T.35
LonenHUTENEHEIE NapameTpel

Mepepada DTMF RFC 2833 v

w
o

Tvn Harpy3sm aAnA naketos RFC 2833
Mcnone30BaTth OBHAPYKEHWE TUWLMHEL ¥
Mcnone3osaTh 3xonofasneque ¥
Bpema gucnepcuu, mc | 32

MaKCUMaNEHOE KONMYECTBO BLI30BOB 12

OouTrep-6ychep

MWHUMaNEHAA 330epHKa, MC 40 A
MakcHmankHas sadepsia, Mc 130 v

DakTop onTHMK3auun Sydepa 7 v

Mopor HEMEANEHHOTO YAANEHWUR NAKETOB, MC 500 v

OAMHAKOBbIA TUM HArpy3KK ANA NPUEMA U Nepenadm
ABTOMATUHECKOE YCUNEHHE HA NPUEME

YPOBEHB YCHNEHNA NpUEMA 2546
ABTOMATMYECKOE YCUNEHWE HA Nepefave

YPOBEHb YCHNEHNS Nepenadm 2546
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Kodeku

e Koldek 1..7 — no3BonsieT BblOpaTb KOAEKN U MOPAAOK, B KOTOPOM OHWM ByayT MCNONb30BaATbCA.
KogeKk ¢ HamBbiCLUMM MPUOPUTETOM HYKHO nponucatb B nose «Kopek 1». Ona pabotol
HeobXxo4MMO YKa3aTb XOTA Obl O4ANH KOLEK:

—  BbIK/IOYEH - KOZEK He UCMOb3YeTCA.

— @G.711a —wncnonb3oBaTb Kogek G.711A;

— @G.711u—wucnonb3oBaTtb Koagek G.711U;

— @G.723 —ucnonb3oBaTb Koaek G.723.1;

—  G.729(A, B) — ucnonb3osatb Kogek G.729 annexA nnn G.729B;
— G.726-24 - ncnonb30BaTh KogeK G.726 co ckopocTbio 24 Kbut/c;
— G.726-32 - ncnonb3oBaThb Kogek G.726 co ckopocTbio 32 Kbut/c;
— G.722 - ncnonb3oBaTb Koaek G.722.

e Bpemsa nakemusayuu — YNCNO MUNINCEKYHA peun B ogHoMm RTP-nakeTe (ana Kogekos G.711A, ,
G.729, G.723 n G.726).

e Tun Haepysku - TUN ANHAMUYECKOIN Harpy3Kku ansa Kogeka G.726-24 nnm G.726-32 (paspelueHHble
AN UCMOJIb30BaHMA 3HavYeHus — o1 96 no 127).

[epedaya ¢hakca u modema

e [lepedaya modema — BbIGOP KOAEKA, KOTOPbIM BYAET NCNOb30BATLCA A4 Nepesayn A4aHHbIX Npu
OEeTeKTMPOBAHMM LWJIHO30M CUTHAI0B MOLEMA:

—  BbIK/IOYEH — HE AEeTEKTMPOBATb CUTHA/Ibl MOAEMA;
— G.711a VBD — ncnonb3oBaTtb Koaek G.711A B pexxmume VBD;
— G.711u VBD — ucnonb3osatb Kogek G.711U B pexmnme VBD.

B perxknme VBD (Voice Band Data) w3 BbiKAOYaeT AeTeKTop aKTuBHocTU peun (VAD), reHepaTop
Kom¢popTHoro wyma (CNG) 1 axokomneHcaTopbl, YTO HEOBXOAMMO NPU YCTAaHOBAEHUN MOLEMHOIO COeANHEHUS.

V Bbl6paHHbIi KOAEK A,0NKeH 6bITb TaKXKe aKTUBEH B CMUCKE Pa3roBOPHbIX KOAEKOB.

e KolOek ¢akca 1.3 — nosBossfeT BbIGPaTb KOAEKM W NOPAAOK, B KOTOPOM OHM byayt
Mcnosb3oBaThbcA. KoAek ¢ HauMBbICWMM NMPUOPUTETOM HYXKHO NponucaTh B none «Koaek dpakca 1».
[na paboTbl HEOHXOAMMO YKa3aTb XOTA 6bl OANH KOOEK:

BbIKNtOYEH — KOAEK HE UCMOb3YeTCA.
G.711a — ucnonb3oBaTtb Koaek G.711A;
— G.711u - uncnonb3oBaTtb Kogek G.711A;
— T.38 —uncnonbzosaTb npoTtokon T.38.

/ Bce KogeKku dpaKkca AomKHbl 6biTb pasHbiMmu! Kpome atoro, npm Bbi6ope G.711a unau G.711u
COOTBETCTBYIOLMA KOAEK A[O0MKEeH ObiTb aKTUBEH B CNUCKE pPa3sroBOPHbIX KOAEKOB
YyCTpOWCTBa.

e [IpuHumMame nepexod 8 T.38 — nNpu ycTaHOBAEHHOM dnare paspelleH BXoAALMM re-invite Ha T.38
OT BCTPEYHOrO LW/033;

e Pasmep uzbbimoyHocmu T.38 Redundancy — pobasneHne nsbbITOMHOCTM B NaKeTbl T.38, 3HaueHue
COOTBETCTBYET KOMMYECTBY MNpeablaylunx MNaKeToB, KOTOpoe Ayb/auMpyeTca B KaXKAOM HOBOM
nakeme T.38. Takol cnocob n3bbITOYHOCTN HEOBXOAMM B ClyYae NoTEPU NAKETOB Npu nepeaadye.
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HonoaHumesnbHble napamempbi

e [lepedavya DTMF — cnocob nepepayn curHanos DTMF:

— Inband — BHYTpMNOAOCHaA Nepesaya;

— RFC2833 — cornacHo pekomeHgaumm RFC2833 B KauyecTBe BblAE/SIEHHOW Harpysku B
peyesbix nakeTtax RTP;

—  SIP info — nepepaya coobueHni no npoTtokony SIP B 3anpocax INFO.

e Tun Haepy3Ku 0ns nakemos RFC2833 — TuN HarpyskuM ana nepegayn naketos no RFC2833
(paspelleHHble A4nA MCNONb30BaHMUA 3HaYeHMA — oT 96 a0 127);

e Vcnonb3osame obHapymeHUe MUWUHbI — NPU YyCTaHOBAEHHOM diare MCNo/b30BaTb AETEKTOP
TULWLIWHDbI,

e Mcnone3osame sxonodassieHUE — NPU YCTAaHOBAEHHOM diare UCNob30BaTb 3XOMNOLABNEHME;

e Bpemsa ducnepcuu, mMc — napameTp, NO3BOAAIOWMNIN HOPOTLCS C 3XOM, BbI3BAaHHbIM AMchepcueit
pe4yeBOro cMrHana. 3HadyeHnA NapameTpa USMEHAITCA B NPOMeXYTKe oT 2 00 128 mc.

e MakcumanbHoe Konu4yecmaso 86130808 — 3TOT NapaMeTp NO3BOJIAET YCTaHOBUTb OFpPaHUYEHME Ha
KO/IM4YeCTBO O4HOBPEMEHHbIX BbI3OBOB HA HaMNpaBAeHUU.

ummep-bygep

e MuHUMGAbHAA 300epPHKA, MC — MUHUMANbHOE OXWAaemoe BpemMs 3aL4eprKKM pacnpocTpaHeHus
IP-naKkeTa no cety;

o MakcumanbHas 3a0eprHKa, MC — MAaKCMMaJIbHOE OXKMOAEMOE BpeMA 3a4EPHKKM pPacnpocTpaHeHUs
IP-naKkeTa no cety;

e [lopoz HemeOdneHHO20 yOasaeHUs NaKkemos, MC — MaKCUMas/lbHbIA NMPOMEXKYTOK BPEeMEHU, Yepes
KOTOpbIA MpoucxoauT yaaseHue pedyeBbix NaketoB us bydepa. 3HayeHWe AaHHOro napamertpa
6onblle UM PaBHO MaKcMMasibHOWM 3agepKKe (gonycTumble 3HaYeHus ot 0 go 500, Ho He meHee
3HaYeHUsA MakcMmanbHoro bydepa axutrepa);

e  ®akmop onmumusayuu 6yghepa — napameTp, MCMNOAb3YEMbIN A1 ONTMMM3AUUM pa3mepa
OXuTTEep-bydepa. PekomeHayeTca BbICTaBAATb ero 3HayeHue B 0;

e OO0uHakoesbIli mun Hazpy3Ku 015 Npuéma u nepedayu — nNpu ycTaHoBAeHHOM diare UCNo/ib30BaTb
OZIMHAKOBbIM TUM HArpy3KW ANs Npuema u nepegadu;

e Asmomamuueckoe ycusneHue Ha npuéme — ecnm ¢énar yctaHoOBMEH, TO MPUHUMAEMbI CUTHan
byner ycuneH A0 3aAaHHOrMO YpPOBHA (MaKCcMManbHOe ycuneHue curHana +/- 15aB), uHade
yCcuieHne NpousBoaunTbCA He byaerT;

e YposeHb ycuneHus nNpuéma — onpeaensieT 3HayeHue ypoBHA, A0 KOToporo byaer ycunmeaTbca
aHa/NIoroBbIN CUTHaN NpuY Npueme (AoNyCcTUMbI 3HadveHus -25, -22, -19, -16, -13, -10, -7, -4, -1 ab);

e Asmomamuueckoe ycuneHue Ha rnepedaye — ecnn bnar ycTaHOB/EH, TO NepeaaBaemMblii CUrHaN
byner ycuneH A0 3aAaHHOrO YpPoOBHA (MaKCcMManbHoe ycuneHuwe curHana +/- 154B), uHade
yCcuieHne NpousBoaunTbCA He byaerT;

e YposeHb ycuneHusa nepedayu — onpenensnet 3HaYeHWe YPOBHS, A0 KOTOporo 6yaeTt ycuamsatbea
aHa/NIoroBbIM CUTHaN Npu Nepeaaye (AoNyCcTMMbI 3HadveHua -25,-22, -19, -16, -13, -10, -7, -4, -1 ab).

2.6.3.6 MogmeHio «Ipynnbl BbI3OBa»

B noameHio «'pynnbl BbI30Ba» BbINOAHAETCA yripasaeHMe rpynnamm Bbi30BOB.

lpynnbl BbI30Ba NpeAHa3HavyeHbl ANA BbINOAHEHUA GYHKLMIA LeHTpa 06paboTKKn BbI30BOB. YCTPONCTBOM
noaaepxunsaetca 3 pexxuma paboTbl rpynn Bbi30Ba:

e [pynnoeoli (Group) — pexunm, Npu KOTOPOM BbI30B MOCTYNaeT Ha Bce cBO6OAHbIE MOPTbI rPynmbl
ogHoBpemeHHo. [py oTBeTe OAHOr0 M3 YYaCTHUKOB rPyMnbl BbI30B Ha OCTajbHble MNOPThI
npekpawaercs;
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e 3adepxaHHbili 2pynnoeoli (Serial) — pexum, NPU KOTOPOM BbI3OB MNOCTyMaeT Ha MepBbli
cBobOAHbIN B CNUCKe rpynnbl MNOPT, 3aTem, 4Yepe3 OnpefesieHHbI MNPOMEXYTOK BpemMeHu
(Talimaym ebizosa cnedyrowe2o nopma), K OCHOBHOMY Ao06aBnaeTcs cieayowmnii cBoboAHbIN B
CnncKe nopt wun T1.4. ﬂpM oTBeTe OAHOro U3 y4aCTHMKOB rpynnbl, BbI30OB Ha OCTa/ibHbleé MOPTbI
npeKkpalaeTcs;

e [louckKoswblii (Cyclic) — pexxum, npu KoTopom no Tanmayty (Talimaym esizoea caedyrowe2o nopma)
nocsenoBate/ibHO BblbupaeTca CBOOOAHbLIA YY4aCTHUK M3 COCTaBa rpynnbl, U Ha 3TOT HOMeEp
nepexoamT BbI30B.

Mpynnel BRIZOBa

@
WmaA rpynnei Cratyc Mpocune SIP Homep TenedoHa CocTae rpynnel

Group1 x 1st profile
Group2 x 1st profile
Group3 x 1st profile
Groupd x 1st profile

Groups x 1st profile

e Vims epynnel — Ha3BaHWe rPynnbl Bbi30B3;

e Cmamyc — cOCTOSIHME TPYMMbl BbI30BA: BK/IIOYEH, BbIK/IOYEH;

e [Ipoghuns — SIP-npodunb, NCNONb3YEMbIN FPYNNON BbI3OBA;

e Homep menegoHa — Homep TenedoHa rpynnbl BbI3OBa;

e Cocmas 2pynibl — CMUCOK IMHUIA (NOPTOB), KOTOPbLIE BXOAAT B rPynny Bbi30Ba.

Ona sbinonHeHuA HaCTPOEK rpynnbl Bbl30Ba HAXXMWUTE Ha COOTBETCTBYHOLLUYH CCbIJIKY B KOJZIOHKE «msa

epynnoi»:
PepaktupoBats rpynny

BKNIOYHTE

Mpodune SIP 1st profile v
o M3 rpynnbl Group1

Homep TenedoHa

ﬂ' Wma nonk3osatens ana a}-‘TEHTMEpHKaL[H ]

Maponk ANA ayTEHTUHEALMKH

SIP-nopt 5060
Tun rpynnel Group v
PasMep o4epenu Bbi30sa, © 10
TaiiMayT oTeeTa Ha BeIZoB, ¢ | 20
Pa3speludTs NEPEXBAT BbI30BA Ha rpynny &
CocTas rpynnei

NMuHKMA 1

IuHKA 2

TNUHMA 3

NMunua 4

(] Bknroyume — npun yCtTaHOB/IEHHOM cbnare ncnonb3osBaTb rpynny,
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e [Ipochuns — SIP-npodunnab, Ha3sHAYEHHbIN rpynne Bbl30Ba. HacTpoikn npoduaa BbINOAHAIOTCA B
pasgene «IP-menegoHus -> pogunu;

o Umsa epynnsl — NAeHTUOUKALMOHHOE UMS TPYNMbl;
e Homep menegoHa — TenedoHHbI HOMEp rPynnbl BbI30BA;

e VimMA noneszosamensa 0048 aymeHmMuUpUKAyuu — UMA NONb30BaTeNA, KOTOPOe UCMNO/b3yeTca ANA
ayTeHTUdMKaumm Ha SIP-cepBepe;

e [laposb 0n8 aymeHmuguKayuu — napoab ana ayteHtudoumkaumm Ha SIP-cepsepe;
e SIP nopm — anbTepHaTUBHbIN SIP-NopT rpynnbl (No ymonyanuio 5060);
e Tun 2pynnel — TN rpynnbl BbI30Ba:

— Group — cUrHan Bbi3oBa NOAAETCA Ha BCE MOPTbI B rpynne 04HOBPEMEHHO;

—  Serial — KoNMYecTBO NOPTOB, Ha KOTOPbIE NOAAETCA BbI3bIBHOW CUIHAJ, YBEIMUYNBAETCA Ha
OAMH MO UCTeYeHWUM TalimayTa Bbl30Ba C/IeAYIOLLEro NOPTa;

— Cyclic — curHan Bbi30Ba Yepes UHTEpPBas, PaBHbIM TaiMayTy Bbi30Ba C/leAyHOLWEro nNopTa,
noZaeTcs Mo oYepeam Ha KaxKablii mopT B rpynne. MNpu gOCTUKEHWW NocieaHero nopTa B
rpynne o63BOH NPOA0/IKAETCA BHOBb C MEPBOTO NopTa;

e Talimaym ebi308a credyrouje2o nopmd, ¢ — OMUMA UCMNOAb3YeTcAa rpynnamu Tuna «serial» u
«cyclicy n 3apaeT MHTepBan BpemeHW B CEKYHAaX, Yepe3 KOTOPbl OCYLLEeCTBAAETCA BbI30B
cneayowlero/cneayowmx nopTos;

. P03M€p owepedu 8bi30808 — HaCTpOVIKa NO3BO/IAET OrpaHNdYnNTb MaKCUMaJZibHOE YYUCno
HeOoTBEYEHHbIX BbI3OBOB B o4epean rpynnbl BbiI3OBa. nOCTyI'IVIBLLIVIlz BbI30B HE CTaBUTCA B o4epeb,
ecnun B rpynne ectb CBOﬁOAHbIe nopThbl;

. TGUMOym omeema Ha 8bl308, C — eCNn He 6y,u,eT OTBETA Ha rpynnosoﬁ BbI30B MO UCTEYEHUU
AaHHOro MHTEpBasa BpeMEHMU, Bbi30B C6paCbIBaETCﬂ,'

e Paspewums nepexsam 8bi308a HA 2pynny — MpPW ycTaHOBNeHHOM dJare paspelleH nepexsaT
BbI30Ba, NMOCTYNUBLUErO Ha rpynny. MNepexsaTt BbI30Ba BO3MOMKEH, TO/IbKO €C/iM abOoHEeHTbI rpynnbl
Bbl30Ba NpMHaA/exaT ogHoM rpynne nepexsara (2.6.3.1 NoameHto «pynnbl nepexsaTtay);

e Cocmas epynnel — NPU yCTaHOBNEHHOM ¢dnare AnHUA (NopT) byaeT BXOAMTb B COCTaB AaHHOM
rpynnbl BbI30Ba.

[Nna BCTYNAeHMA B CUAY HOBOW KOHOUIypauumn M 3aHeceHWUs HACTPOEK B IHEProHEe3aBUMCUMYIO MamATb
HaXXMUTe KHONKY «[TpumeHume». N OTMEHbl USMEHEHUI HAXKMUTE KHOMKRY «OmmeHa».

2.6.3.7 MogmeHto «Ipynnbl nepexsaTta»

MoameHto «lpynnel nepexeama» CNYXUT ANA HACTPOWMKM rpynn nepexsaTa Bbi30Ba.

lpynna nepexsaTa Bbi30Ba — rpynna aboHeHTOB, YNO/JHOMOYEHHbIX MPUHUMATL (NepexBaTbiBaTb) N060M
Bbl30B, HanpaB/eHHblIA Ha pAgpyroro aboHeHTa, BxogAwero B rpynny. To ecTb, KaxAgbli aboHeHT,
NpUHagNeKalWwmMn rpynmne, MOXKeT nepexsaTuTb BbI30B, NMOCTYMMBWWA Ha Ntoboro apyroro aboHeHTa AaHHOW
roynnbl nyTem Habopa Koaa nepexsBaTta. HacTpoiika Kofda nepexBaTa OCYLWECTBAAETCA B NyHKTe «[l1aH
Hymepayuu» nogmeHio «l1pogunu».
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Mpynnbl Nepexeata

TNwens 1 TNunna 2 TvHuA 3 TuHuA 4
rpynna 1
rpynna 2
rpynna 3

Ipynna 4

[na pobasneHna/yaaneHms IMHUM ycTaHoBUTE/CHUMUTE dar HaNPOTUB 3a4aHHOM rpynnbl.

[na BCTyNAeHWA B CUAY HOBOW KOHQUIypaumm U 3aHECEHMA HACTPOEK B SHEProHesaBMCUMYIO MamATb
HaXXMUTE KHONMKY «[TpumeHumo». Jns OTMEHbl MU3MEHEHUI HaXKMUTE KHOMKY «OmmeHa».

Ucnonv3zosaHue ycnyau:

Ha TenedoHHbIt annapaT aboHeHTa, MpUHag/esKallero rpynne nepexsaTa, NoOCTynaeT Bbi3oB. Ecau
abOHEHT He MOKeT OTBEeTUTb Ha BbI3OB — APYroli abOHEeHT, TaKKe MpuHagAeKalmii 3Ton rpynne w
MCMO/b3YIOLLMIA TOT Ke npoduab SIP, MoxKeT nepexsaTuTb NOCTYNUBLUMIA BbI30B. [/1A 3TOro OH AO/IKEH HabpaTb
Ko, nepexsaTa, Noc/ie Yero NPomM3onaeT coefHeHue ¢ Bbi3blBatoWMM abOHEHTOM.

ObpaTtnTe BHMMaHWe, YTO MepexBaT Bbl30Ba BO3MOXKEH TOJIbKO B TOM C/y4Yae, €C/iM Bbi3blBaeMblli U
nepexBaTbiBalOWMI BbI30B aBOHEHTbI MCNOJIb3YIOT OAMH U TOT ke SIP-npodub.

lpynna nepexBaTa MOXET MWCMO/b30BaTbCA COBMECTHO C TPynnoi Bbi30Ba, A1A 3TOr0 BCe MOPTLI,
npuvHagaexKalme rpynne Bbi30Ba, AO/KHbI NPUHAZ/AeKaTb rpynne nepexsata. B atom cnyuyae nwoboli nopr,
NpUHaANEKaWMM rpynne nepexesata, MOXKET NepexBaTUTb BbI30B, NOCTYMNMBLUNIA Ha FPYNNoBOM HOMEP.

Ecnn aboHeHT HabupaeT Kog nepexsata B MOMEHT, KOr4a Ha rpynny uam TenepoHHbIM NopT He NocTynaer
HW O4HOTO BbI30Ba — abOHEHTY ByAeT BblAaH CUTHaN «3aHATON.

2.6.3.8 MogmeHto «lMpedukcbl ynpasneHmna ABO»

B nogmeHto «MpeduKkcbl ynpasneHma [JBO» HacTpauBatoTcA Koabl, Habupaemble c TenedpoHHOro
annapaTa, g1a akTMBaLMu Uau geaktmeaumm ycayr ABO.

ABOHEHT MOMKET YNpaBAATb COCTOSHMEM YCAYyr CO CBoero TenedoHHoro annapata. [ocCTynHbl
cnepyrowme GyHKLMK:

e aKTMBaAUMA ycnyrn — * kog_ycnyru #;
e POBEpPKA aKTUBHOCTU ycayrn — *# koa_ycnyru #;
e OTMeHa ycnyru - # kog_ycnyrun #;

Ona aktmBaumm ycnyr «besycnoBHas nepeagpecauma», «lepeagpecauma Bbi30Ba MO 3aHATOCTUY,
«Mepeaapecaumn no HeoTBeTy», «opaAYan/Tennan MMHUA» TpebyeTca BBECTM HOMeP TenedpoHa:

* koa_ycnyrn * Homep_tenedoHa #

Mocne BBOAA KoAa aKTMBALMM MAW OTMEHbl yCayrM aboHeHT ycablwuT curHan «loaTeepxaeHune» (3
KOPOTKMX CUrHaNa), KOTOPbIM FOBOPUT O TOM, YTO YC/Iyra yCNewHo akTUBMPOBaHa MM OTMEHEeHa.
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Mocne BBOAAa KOZa NPOBEPKM YCAYTM abOHEHT MOMKET yC/blwaTb AnMbo curHan «OTBET CTaHUUU»
(HenpepbIBHbIN cUTHaN), MO0 cUrHan «3aHATo» (KOpoTKMe ryaKku). CurHan « OTBET CTaHLUMKUY TOBOPMUT O TOM, YTO
yCayra BKAKOYEHA W aKTUBMPOBAHA, CUTHAN «3aHATO» — YC/yra BbIK/NOYEHa.

MNMpedwukcbl ynpaenexua OBO
@&
Yenyrn ABO Kog akTUBaymmn Kon geaktmeauun Koa nposepku cTaTyca ycnyru
- BesycnoeHan nepeagpecayns <M e #21# H2#
& .
Mepeagpecaldla No 3aHATOCTH .99 L #22# TH22#
Mepeagpecayua no HeoTBETY . 51 e #51# HE1#
Pa3pewmnTs NepexsaT Bbl30Ba Ha nopT .« 08 " #0582 #0584
ropRYas/TENnas NUHUA . 53 e #5238 “H53#
O#MOaHWE BbI30BA . 43 L #43# HA43H
He GecnokouTs . 9§ L #26# HIGH

ynpaBneHme abOHEHTCKUM cepsucom

e Ycnyau [1BO — cnucok ycnyr 4BO:

— bBesycnosHaa nepeadpecayus — ycayra, npu  aKTMBaLMM KOTOPOM BCE BbI30OBLI,
noctynueluMe aboHEeHTy, NepeHanpaBAAOTCA Ha 3a4aHHbII HoMep;

— [epeadpecayus ebi308a M0 3aHAMOCMU — YCNyra, NPU aKTUBALLMM KOTOPOW BCE BbI30BbI,
noctynueluMe aboHeHTy, B C/ly4ae ero 3aHATOCTM MNepeHanpasBAATCA Ha 3a4aHHbIN
Homep;

— lepeadpecayus no Heomeemy — ycnyra, NpPU aKTUMBAUWMW KOTOPOM BCe BbI3OBbI,
noctynueluMe aboHEeHTy, NepeHanpaBAAlOTCA Ha 3afaHHbIA HOMeEp nNpu HeoTBeTe
aboHeHTa B TeyeHWe onpeseieHHOro BpemMeHy;

— Paspewums nepexsam 8bi308a HA MOPM — €CNN YC/Iyra aKTMBMpOBaHa aboHeHTOM —
MOCTYNUBLLME HA HEro BbI30Bbl MOTYT BbITb NepexBayYeHbl APYrMMU aboHEHTamMM U3 ToW
)Ke rpynnbl nepexsaTa;

— Topsyasa/Tennas AMHMA — NpPU aKTMBAUMM YCAYTU, Mocie NOAHATUA TPybKM uyepes
YCTAHOB/IEHHbIN MHTEPBAn BpPeMeHW MNPOUCXOAWUT aBTOMATUYECKM Habop 3a4aHHOro
HOMmepa;

—  OxudaHue 8bI3084 — dKTUBaUunA ycnyrm no3BonAer a6OHeHTy B COCTOAHWUWN pa3rosopa
nony4yatb ysegomseHne o HOBOM NOCTynuBLUEM BbI30OBE. ABOHEHT MOXKeT NPUHATD,
OTK/IOHUTb UK UTHOPUPOBATb OH-(VILI,alOLLI,VIﬁ BblI30B;

— He 6ecnokoums — ycnyra no3BosAeT a6OHeHTy BpemMeHHO OrpaHun4nTb BCe BXodAllune
BbI30OBbI.

e Kol akmusayuu — Koa ANA aKTUBaLMKN YCAYTHY;
e Kol deakmusayuu — Koa AN AeakTUBaLUN YCayru;
e KoOd nposepKku cmamyca ycayau — Ko4 ANA KOHTPOAA aKTUBHOCTU YCAYTHU;

Koa AeakTMBauMM M KO4 MPOBEPKWM cTaTyca YCAyrM 3amno/iHAKTCA aBTOMATUUYECKM Ha OCHOBaHMM Koda
aKTUBaLMMW.

[Nna BCTyNAeHMsA B CUAY HOBOW KOHOUrypaLuu M 3aHECEHWA HACTPOEK B SHEProHe3aBUCUMYID MamATb
HaXXMUTe KHONKY «[TpumeHumob». [N OTMEHbl U3MEHEHUI HaXKMUTE KHOMKRY «OmmeHa».
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2.6.3.9 NMogmeHto «CurHanol Bbi3oBa»

B nogmeHto «CueHasn 861308a» OCYLLECTBAAETCA HACTPOMKA a/ibTEPHATUBHOIO CUrHasa NOCLIIKM BbI30BA
(kapeHUUK) B 3aBUCMMOCTN OT 3HaYeHUs 3aronosKa Alert-Info Bo Bxogsuwem Invite. 3HaueHne KageHUUU anA
Ka)K[0ro CUrHafia Bbi30Ba 3343ETCA B BUAE NOCNEA0BATEIbHOCTM Yepenyowmxca ANTeNbHOCTEN MMMYIbca U
nays, pasfeneHHbix cumsoaom " umam 3HayeHne [JUTeNbHOCTM UMMyabca/naysbl 3agaerca B
MWANNCEKYHAAX M AO0/MKHO BbiTh KpaTHO 100. MuHMMaNbHas ANUTENbHOCTb MMMY/bca/maysbl COCTaBAsET
200mc, makcumanbHasa - 8000 mc.

[Ona Toro 4tobbl NPUBA3aTL ONPEAENEHHYI0 KaJeHUMIO K 3HayeHuto 3aronosBka Alert-Info Bo Bxoasauem
Invite, Heobxoamnmo B cooTBeTcTByloWEeM npodune SIP aktueBuposatb paar «Ob6pabameisame 30201080k Alert-
Info», a B HacTpoWiKax KageHumMmn yKasaTb Ha3BaHWe CuUrHana B none «HassaHue curHana» (Hanpumep, Example-
cadence). KageHuma 6ygeT npourpaHa B IMHUIO, €CM BO BXoAAlem Invite 3aronosok Alert-Info 6yget nmetb
3HauyeHue <http://127.0.0.1/Example-cadence>.

Ecnmn KageHums no 3aronosky Alert-Info He HaipeHa, 6yaeT npon3BeAeHa NOMNbITKA HAUTU KageHUMIO No
HOMepy BblI3blBatowero aboHeHTa. lMpM OTCYTCTBUM nocCneaHeN BblAAETCA CTaHAAPTHLIM CUMrHan Bbi3oBa C
KageHuumel "1000,4000".

n.n
) .

Tabnuua curHanos

HazBaHWe curHana KageHuus
Bellcore-dri 1000.4000
Bellcore-dr2 1000,3000
Bellcore-dr3 1000,2000
Bellcore-drd 1000,1000
Bellcore-drs 700,700,700,3000

Ana pepaktMpoBaHMA onpeaeneHHOro CUrHana HaXXMUTE Ha COOTBETCTBYIOWLYHO CCbIAKY B KOJIOHKe
«Ha3eaHue cuzHana».
Ons pobaBneHma cMrHana HaxkmuTe KHonky «Jobasume» U BbINONHUTE CAeaytowme HaCTPOMKMK:

Pena KTUPOB&aTk CHUrHan

HassaHwe curnana Bellcore-dri

KaaeHuuAa 1000,4000

. HasBaHMe cMrHana — UMa CUrHana;

e KageHuua — OANTENbHOCTb NOAAYMN BbI3bIBHOTO HanpaXeHus Ha TenedoHHbI annapaT u (depes
3anATYy0/TOMKY C 3anAaToW) AAUTENbHOCTb Nay3bl MeXAy CurHanamu BbizoBa, oba 3HayeHuA
OO0/KHbI 6bITb KpaTHbI 100 Mc, MMHMManbHOe 3HaYeHne 200mc, makcumanbHoe — 8000 mc;

[Nna BCTyNAeHWs B CUAY HOBOW KOHOUIypaLuu M 3aHECEHWA HACTPOEK B SHEPTrOHE3aBMCUMYIO MamATb
HaXXMUTe KHONKY «[TpumeHumo». [na OTMEHbl U3MEHEHUI HaXKMUTE KHOMKY «OmmeHa».

2.6.3.10 NogmeHto «AcTtopunA BbI3OBOB»

B noameHio «McmopusA ebi30608» NPON3BOAUTCA HaCTpOﬁKa BeAeHNA XPOHON0rMn BbiSOBOB.
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MCTOPHH BbI3OBOB
Fa3mep nCTopWu BEIZOBOE 20

MonyyuTe Gain NCTOPUK BEIA0BOR * CKauatb

QUMCTUTE UCTOPWID BEI3OBOR m

MocmoTpeTe "WCMOpLUK EbIZ0E08

e Pasmep ucmopuu 86130608 — MAKCMMA/JIbHOE KOAMYECTBO 3anucen B KypHasne, NpUHUMaeT
3HayeHna ot 0 go 10000 cTpok. 3HayeHue «0» OTKAOYAeT BeAeHWe UCTOpPWUKM Bbi30BOB. [pu
OOCTUXKEHUN YCTAHOBJIEHHOTO OFPaHUYEHMA B KYpHaie KaxzAada nocieaylolwas 3anucb yaanut
CaMYIO CTapyto 3aNmMCb B HAYane XKypHana;

e [loay4ume ¢halin ucmopuu 86130808 — ANA COXpaHeHUs dainna «voip_history» Ha nokanbHom MK
Ha*XMUTE Ha KHOMKY ((CKaanb»;

. Oyucmume ucmopuro 8bi30808 — ANA OYNCTKUN UCTOPUN BbI3OBOB HAXKMUTE Ha KHOMKRY «OUNCTUTLY;

[Ona npocmoTpa MCTOpMM BbI3OBOB Nepenante No ccblike «flocmompems “ucmoputo 86130808”».
OnuncaHrMe MOHUTOPUHIA NapameTpoB NpmeBeaeHo B pasgene 2.7.10 NMNoameHto « AcTOpUA BbI3OBOBY.

[na BCTynAeHus B CUAY HOBOW KOHOUIYpauMM M 3aHECeHMs HACTPOEK B SHEProHe3aBMCUMYO MaMATb
HaXXMUTe KHOMKY «[TpumeHUmMoe». AN OTMEHbl USMEHEHWUI HaXKMUTE KHOMKY «OmMeHa».

2.6.4 MeHio «IP-TenesugeHune»

2.6.4.1NogmeHto «IPTV»

B nogmeHto «/PTV» BbINONHAIOTCA HAaCTPOMKM Ana paboTbl cepBuca «IP-TenesmaeHmne».

HacTpoikn yndoposoro TeneenaeHua (IPTV)

BrnigunTe IPTY &

®

Bepcus IGMP 3 v
m
Mepuoguyeckoe 0OHOBNEHNE NOANHCKN
Bknicumte
Meprog ofHOENEHKA, © 30
ELICTPLIH EBIXOA W3 TRYANGI
Brnioumte
Hactpo#ika VLAN gna IPTV
WMcnonbaoeate WVLAN - ¥
WLAM 1D 1]
502.1P a v
Hactpo#ka HTTP-npokcu

Bknicumte

MopT HTTP 1234
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Bratoyume IPTV — npu ycTaHOBAEHHOM dnare paspelleHa TPaHCAAUMA curHanos IP-tenesnaeHms
¢ WAN-uHTepoeiica TAU-4M.IP (13 ceTn npoBaligepa) Ha ycTPOMCTBA, NOAK/AOYEHHble K LAN-
nHTepoelicy;

Bepcus IGMP — Bepcusa npotokona IGMP gns otnpaskn IGMP-coobwenunii ¢ WAN-uHTepdeiica
(cooblieHUIt  aKTMBAUMKM  WMAM  OeaKTMBAUMKM  MOAMUCKM Ha  KaHanbl  IP-TeneBunpgeHus).
Mopaepxunsarorca sepcnn 2 n 3.

[epuoduyeckoe 0bHoss1eHUe NodnucKU

BKaoyume — Npu BKAKOYEHHOM ONLMKN NPOUCXOAMUT Nepuoanyeckan otnpaska ¢ WAN-nHTepdeiica
COOOLEHNI CO CNUCKOM aKTUBHbIX IPTV-KaHanoB Ha BbIWECTOAWMIA CEPBEP, OCYLLECTBAAIOLLNIMA
TpaHcaaumio curHanos |IP-tenesnaeHua. BraoveHne ¢yHKUMM nepuoamnyeckoro obHoBAeHMUA
nognuUckn HeobxoaAMMO, ec/v BbIWECTOALWMIA cepBep OTKAtYaeT TpaHcaaumto |IPTV-KaHanos
yepes onpeseneHHbIN MHTEPBaN BPEMEHMU;

— [epuod obHosseHUs, ¢ — Nepuog, OTNPaBKM COOOLLEHMA CO CMMCKOM aKTUBHbIX IPTV-
KaHanoB, B CEKyHAaxX. YCTaHOBUTE BEJIMUUHY Neproaa 06HOB/IEHUs B 3HAUYEHWNE, MEHbLLEE,
yem TalMayT OTK/IOYEHUS TPAHCAALMMN CUTHA/A BbILLECTOALLMM CEPBEPOM.

Bbicmpubili 8bix00 U3 2pynnbi

BKawo4yume — Npu yCTaHOBAEHHOM diare BKAOYEH pexum BbICTporo Bbixoaa M3 rpynnbl. [JaHHasA
GYHKUMA  yMEHbLUAeT 33fepKKy YCTPOMCTBA Ha Mepek/ItoyeHne MeXay MHOroagpecHbiMu
NOTOKaMu (OTK/AOYEHME NOTOKA MPOMCXOAMT Cpasy Mocae NOAYyYeHUA OT KAMeHTa coobuieHua
«Leave Group» 6e3 gononHUTeNbHOrO nepecnpoca). He pekomeHAyeTCcA UCNONb30BaTb AAHHbIN
peXKnm, Korga kK ogHomy nopty LAN noakntoveHo 6onee ogHoro npuémuuka IPTV.

Hacmpolika VLAN 0oas IPTV

Ucnonezosames VLAN — npu ycTaHoBAeHHOM daare ncnosib3osatb Aas ycayrun IPTV BblgeneHHbIM
VLAN (Homep VLAN moxkeT coBnagatb ¢ Homepom VLAN ana ycayrm UHTepHeT nam STB), nHaye
ana IPTV 6yaet ucnonb3oBaTbcss WHTepdelc ycayrm WMHTepHeT. ITa HAcTpoiKa no3BoaseT
onpeaenuTb nHTepdenc ana npuéma IPTV-cMrHanoB U3 BHELWWHEN CETU;

—  VLAN ID — vaeHTUdUKaUNOHHbIM HoMmep VLAN ansa npuéma curHanos IP-teneBuaeHus;

— 802.1P - npwusHak 802.1P (gpyroe HasBaHune CoS — Class of Service), yctaHaBAnMBaeMmblit
Ha ucxopAwme ¢ gaHHoro nHtepdeiica IP-naketbl. MNMpuHUMaeT 3HavyeHMsa oT O (HU3LWKIA
npuoputet) Ao 7 (Hausbicwuin npuoputeT). Wcnonbsyetca B paboTe anropuTmos
obecnevyeHus KayecTBa cepsuca (QoS).

Hacmpolika HTTP-npokcu

e Bkaw4ume — npu ycTaHoBAEHHOM dnare BKkAtoYeHa PpyHKumMa HTTP-npokcn. HTTP-npoKcu
ocyuwiectBaseT npeobpasosaHne UDP-notoka B notok HTTP, ucnonb3yowmin npotokon TCP
(NpoTOKON HafdeXKHOM [AOCTaBKM  MaKEeTOB), YTO MNO3BONSET  YAYYWWUTb  KayecTBO
TPAHCANPYEMOTO U306PaXKEHNA MPU NAOXOM KauecTBe KaHana CBA3W B IOKA/IbHOW CeTy;

e [lopm HTTP — Homep nopTta HTTP-npokcu, ¢ KoToporo 6yaeT oOcyLecTBAATbCSA
TPAHCIMPOBAHWE BUAEO-MOTOKA. Mcnonb3yWte 3TOT NOPT  ANA  NOAKAOYEHMA K
TpaHcaMpyemMbim ycTpoiictBom TAU-4M.IP notokam IPTV.

Hanpumep, ecnn TAU-4M.IP umeeT Ha LAN-uHTepodeitce agpec 192.168.0.1, ana nopta NpoKcu-
cepBepa BblbpaHO 3HayeHue 2345, M HeobxoAMMO BOCMPOM3BECTM KaHan 227.50.50.100,
TpaHcampytowmincs Ha UDP-nopt 1234 — gna nporpammbl VLC agpec NOTOKa HYyXHO 3a4aTtb B
suae: http://@192.168.0.1:2345/udp/227.50.50.100:1234.
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[na BCTynneHua B cUy HOBOW KOHOUrypauuu U 3aHECEeHUs HAaCTPOeK B 3HEpProHe3aBMCUMMYIO MaMATb
HaXKMUTE KHOMKY «[TpumeHums». 1na oTMeHbl USMEHEHUI HAaXXMUTE KHONKY «OmMmeHa».

2.6.5 MeHo «Cucrema»

B meHto «Cucmema» BbINONHAKOTCA HAaCTPOMKMU CUCTEMbI, BpEMEHMW, A0CTYNa K YCTPOMCTBY MO Pa3nYHbIM
NpOTOKO/aM, NPOMU3BOAUTCA CMEHa Naposia U 06HOBAEHME NMPOrpamMmMHOro obecneyeHms yCTpoMCTBa.

2.6.5.1NoameHIo «Bpeman»

B nogmeHio «Hacmpoliku epemeHuU» BbINONHAETCA HACTPOWKa MPOTOKOMA CUHXPOHM3ALUN BPEMEHMU
(NTP).

HacTpoiku BpemeHu

Yacosoi noac Moscow. Russia v

C]

ABTOMaTHYECKMA nepexoq Ha neTHee/ rj
EH 3UMHEE BpeMAa

o3 ﬂepe.\:o,q Ha NETHEE BpPEMA - r - v - v
B - A - A
I'Iepe.\:oq Ha 3UMHEE BpEMA - r - A - v
B - v - v
CABWr BpeMeHK (MUH.) 60

Brnioymte NTP ¥

CepBep CHHXPOHW3aLMK pool.ntp.org -

Hacmpoliku epemeHu

e Yacoeoli nosAc — No3BONAET YCTAHOBUTb YAaCOBOW MOAC B COOTBETCTBUM € BAMMNKANLWNM ropoaom B
Bawem pernoHe 13 3a4aHHOrO CNUCKa;
e Asmomamuyeckuli nepexod Ha nemHee/3umMHee 8pems — Npu YCTaHOBAeHHOM diare nepexog, Ha
NeTHee/3nMHee Bpems ByAeT BbIMOAHATLCA aBTOMATUYECKM B 3a4aHHbIN Nepuos BpemMeHMu:
— [lepexod Ha nemHee 8pems — AeHb, Koraa byaeT BbINONHATLCA NePEXo Ha IeTHEE BPeEMS;
— [lepexod Ha 3umHee spems — AeHb, Korga byaeT BbINONAHATLCA NEPEXOL Ha 3MMHee Bpems;
— Cosuz spemeHU (MUH.) — nepuoa, BpEMEeHN B MUHYTaxX, Ha KOTOPbIW BbINOAHAETCS CABUN
BpemeHMu.
e Brmoyums NTP — yctaHOBWUTE dnar, ecim HeEOBXO0AUMO BKIOYUTb CUHXPOHWU3ALMIO CUCTEMHOTO
BPEMEHMW YCTPOMCTBA C onpeaeneHHoro cepsepa NTP;
e Cepgep cuHXxpoHU3auuu — |P-agpec/AOMEHHOE WMA CcepBepa CUHXPOHM3ALMU BPEMEHM.
Bo3morKeH py4yHOl BBOA apeca cepsepa uam BblIoop U3 Cnucka.
Ona BCTynneHWA B cuiy HOBOM KOHOUrypauMm M 3aHECEeHWA HACTPOEeK B SHEProHe3aBUCUMYH NamATb
HaXXMUTe KHOMKY «[TpumeHUmMs». Ona OTMEHbl U3MEHEHWUIN HaXXMUTE KHOMKY «OmmeHa».

2.6.5.2 NMogmeHto «octyn»

B nogmeHto «Jocmyn» HacTpamBaeTca AOCTYN K ycTpoicTey nocpeactsom Web-uHtepodeliica, Telnet n
SSH, a TakXe foctyn no npotokoay FTP K HakonuTento, nogkntodeHHomy K nopTy USB.
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MopTel gocTyna
MopT HTTP | 80
Mopt HTTPS | 443

Mopr Telnet | 23

Mopr 88H | 22
DocTtyn k yenyre "MIkTepHeT"
Web
EhewnAA cete @ HTTP HTTPS
NokaneHan ceTe ) HTTP @ HTTPS
Telnet
ErelwnHan ceth
NokankHaA ceTe
SSH

BrelwHan ceTh

NokaneHan cete ¥

OocTtyn k yenyre "VolP"
Web ([ HTTP 0 HTTPS
Telnet

S5H

OocTyn k yenyre "VMikTepdpeiic ynpaeneHna"
Web () HTTP (0 HTTPS
Telnet

SSH

Ooctyn k USB
BreluxAnA ceTh
Nokanbhan cete @
PaspelumTs 4oCTyN SHOHUMHOMY Nonsaceateno &

PﬂﬂpELLIHTb 3anuck aHOHWMHOMY NoNbL30BaTENH

Mopmebl docmyna

B faHHOM pasgene BbINOMHAETCA HacTpolika TCP-nmopToB Ans 40CTyna K YCTPOWCTBY NO NPOTOKO/Aam
HTTP, HTTPS, Telnet, SSH.

e [lopm HTTP — Homep nopTa ans goctyna K Web-uHtepdelicy yctpoiictea no npotokony HTTP, no
ymon4yanumio — 80;

e [lopm HTTPS — Homep nopTa ana goctyna K Web-uHtepdeiicy yctpoinctsa no npotokony HTTPS
(HTTP Secure — 6esonacHoe NoAKAOYEHME), MO yMONUYaHUto — 443;
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e [lopm Telnet — HOMep NopTa ANA AOCTYNa K yCTPOICTBY NO NpoToKony Telnet, no ymonydaHuio — 23;

e [Tlopm SSH — Homep nopTa g5 A0CTyNa K yCTPOMCTBY NO NPOTOKoAy SSH, no ymonyaHuio — 22.

Mo npoTokonam Telnet n SSH ocywecTBAseTca AO0CTyN K KOMaHAHOM cTpoke (KoHconb linux). Umsa
nonb3oBaTens/naposb ANA NOAKAUEHUA K KoHconu: admin/password.

Llocmyn K ycnye2e MIHmepHem

[na nonydeHna AoCTyna K YCTPOMCTBY C MHTepdeicos ycayrn MHTepHET yCTaHOBMUTE COOTBETCTBYIOLIMNE
paspelueHus:

Web, BHelwHAA ceTb:

e HTTP — npu ycTaHOBNEHHOM dare paspelleHo noakntodeHune Kk Web-koHburypatopy ycTpoincTea
yepe3 WAN-nopt no npotokony HTTP (Hebe3onacHoe nogxknoueHue);

e HTTPS — npu ycTaHOBAeHHOM dnare paspeweHo noakaoveHme K Web-kKoHdurypatopy
ycTporicTea Yepe3 WAN-nopT no npoTtokosy HTTPS (6e3onacHoe nogknoyeHue).

Web, /lokanbHasa ceTb:

e HTTP — npw yctaHOBNeHHOM dnare pa3pelleHo noakatodeHne kK Web-koHdurypaTopy ycTpoiicTea
yepes LAN-nopt no npoTtokony HTTP (Hebe3sonacHoe NoakAlo4YeHue);

e HTTPS — npu ycTaHOBAEHHOM dnare paspeweHo noakaodeHme kK Web-KoHdurypartopy
ycTpoiictea yepes LAN-nopt no npotokony HTTPS (6e3onacHoe nogkatoueHme).

Telnet:

Telnet — npoToKon, NpegHasHayeHHbIN ANA OpraHW3auMM ynpasaeHus no cetu. Mo3BosfeT yganeHHo
NOAK/IOYUTLCA K W/O3Y C KOMMbIOTEPA A7 HACTPOMKKN M yNpaBaeHus.

[na paspeleHuna A0OCTyNa K yCTpOMCTBY Mo npoTokony Telnet u3 BHewHei (4epes WAN-nopT) uam
BHyTpeHHei (4epe3 LAN-NopT) ceTu ycTaHOBUTE COOTBETCTBYIOWME daaru.

SSH:
SSH — 6e30nacHbI1 NPOTOKOAN YAANEHHOrO YNpaB/AeHWUa ycTpolicTBamu. B oTanumne ot Telnet, npoTokon
SSH wndpyeT Becb TpaduK, BKAOYAA NepesaBaemMble Napou.

Ons paspelweHns gocTyna K YyCTpoMcTBY Mo npoTokony SSH u3 BHewHein (yepes WAN-nopt) umaum
BHYTpeHHel (Yepe3 LAN-nopT) ceTu ycTaHOBUTE COOTBETCTBYOWME daru.

Ooctyn K ycayre VolP:

B gaHHOM paspgenie ocyWecTBAAETCA HACTPOMKa focTyna K uHtepdelicy ycayrm VolP (nHTepdelic yeayrm
VolP HacTpauBaeTca Ha cTpaHuue IP-tenedoHns — Hactpoika cetu) yepes Web (npotokosbl HTTP unam HTTPS), a
TakKe no npotokonam Telnet n SSH. [na paspelleHna A0CTyna NO KaKOMY-IMOO M3 yKasaHHbIX NPOTOKO/IOB
yCTaHOBMUTE COOTBETCTBYLOWME paaru.

Hoctyn K ycnyre MHmepdapelic ynpasaeHus:

Pa3aen no3BonAeT HaCTPOUTb AOCTYN A5 YNpPaBAEHMA YCTPOMCTBOM, MCNONb3YA NpoToKoabl HTTP, HTTPS,
Telnet nnm SSH. HacTpoiika mHTepdenca npomsBoguTcs Ha cTpaHuue Cucrema — VLAN ynpasneHus. [na
paspeLleHnsa 4OCTyna No KaKOMY-1M60 M3 YKa3aHHbIX MPOTOKO/I0B YCTAHOBUTE COOTBETCTBYIOLWME daaru.
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/ Onsa aBTopusauum no npotrokonam Telnet n SSH no ymonuaHuio Mcnonb3yloTca UMA NONAb30BaTeNA
admin n naponb password. Nocne aBTopusaLMn CTAHOBUTCA AOCTYNHA KOHCO/Ib ONMEpPaLNOHHOMN
cuctembl Linux ¢ BO3MOXHOCTbIO MCNO/1Ib30BAHUA OCHOBHbIX KOMaH4 KOMaHAHOro MHTepnpeTaTopa
shell.

Joctyn K USB:

B naHHOM pa3aesie ocyWecTB/IAETCA HAaCTPOMKa A0CTyNa K YCTPOMCTBY, NoAK/todeHHoMy K USB-nopTy, no
npoTtokony FTP.

Ons paspelieHna aoctyna K noaknwodeHHomy USB-ycTpoiictey no npotokony FTP u3 BHellHel (Yepe3
WAN-nopT) nau BHyTpeHHen (4epe3 LAN-NopT) cetTn ycTaHoBMTE COOTBETCTBYIOWME dnaru.

[na paspelseHna focTyna K nogkaouyeHHomy USB-ycTpoiCTBY aHOHMMHOMY MOJ/Ib30BaTeNtO YCTAaHOBUTE
¢dnar «PaspewnTb fOCTYN aHOHVUMHOMY MO/Ib30BATENION.

[na paspelleHns 3anucu faHHbix Ha USB-yCTPOMCTBO aHOHMMHOMY MNO/Mb30BaTeNlO yCTaHoBUTE dnar
«PaspewunTb 3aNMcb aHOHMMHOMY MOJIb30BATENIOY.

[Nna BCTyNAEHWs B CUAY HOBOW KOHOUIypauuu M 3aHeCeHWs HACTPOEeK B IHEProHEe3aBUCUMYHD MamsATb
HaXXMUTe KHOMKY «[TpumeHumoe». AN OTMEHbl USMEHEHUI HaXKMUTE KHOMRY «OmMeHa».

2.6.5.3NMogmeHto «KypHan»

MoameHo «)KypHaa» npepgHasHayeHo ANA HAaCTPOWMKM BbIBOAA PA3HOrO poja OT/Naf0uHbIX COOBLWEHMUIN
cucTemMbl B Lenisix 0bHapyKeHus NpuyYnH npobaem B pabote ycTpoiictea. OTNaL0UHYO MHPOPMALMIO BO3MOMXKHO
NoJIy4nTb OT CAeAYoWMX NPOrPaMMHbIX MOAy1ei YCTPOMCTBa:

e MeHegxep TenepoHumM — oTBEeYaeT 3a paboTy GyHKUM IP-TenedpoHum.
e CUCTeMHbI MeHeKep — OTBEYaEeT 33 HACTPOMKY YCTPOMCTBA COracHo ¢ainny KoHourypaumm.

e MeHeaep KoOHOUrypauum — oteeyaeT 3a paboTty ¢ dainom KoHPUrypaumm (4TeHune u 3anuch B
KOHOUIYPALMOHHbIM alin M3 Pas/IMYHbIX MCTOYHWMKOB) M cbop MHOOPMaLMM MOHWUTOPUHIA
YCTPOMCTBA.
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HKypHan TenedoHun

Buieog #ypHana OTENYEH A

@

Cwmikm
nr

NpegynpexpeHis
OTnagoynas HopMayus
I HopMaUHoHHBIE CoOBWEHNA

YpoBEHL TPACCHPOBEN SIP 0 ¥

>I{ypHar| CHCTEMHOrQ MeHe¥epa
BhiBOA #ypHana OTHENYEHD ¥
Qumbiku
MNpegynpesxgenns
OTnagoynan nHGopMayns

I opMaLNOHHBIE COOBLEHNA

JKypHan MeHedxepa KoHMUrypawmn
Boigog #ypHana OTHNHYEHD v
Quinbiku
MNpegynpesxgenns
OTnagoynan nHGopMayns

I opMaLHOHHbIE COOTWEHNA

Hactpoiika Syslog
BrnouHTE
Pestim Cepeep v
Agpec Syzlog-cepeepa syslog.server

MopT Syzlog-cepeepa 514

HypHan menegoHuUU

e Bbl800 #ypHAAG — HanpaB/eHWe BbIBOAA COOBLLEHWI KypHana:

—  OMKAKYEHO — XypHan OTKIOYEH;

— Syslog — coobueHna BbIBOAATCA NO MPOTOKO/Y Syslog Ha yaaneHHbl cepsep amMbo B
NIOKanbHbI dainn (HacTpoiKa NPOTOKOIa OCYLLECTBAETCA HUNKE);

— KoHcosb — coobLeHns BbIBOAATCA B KOHCO/Ib YCTPOMCTBA (HEOOXOAMMO NOAK/OYEHME
yepes nepexoaHnk COM-noprta);

— Telnet — coobweHunsa BbiBOAATCA B telnet-ceccuto; ana 3Toro cHavyana HeobxoauMo
co34aTb NOAK/AOYEHME MO NpoToKoy telnet.

Hwuxe HacTpauBaeTca Tun COO6LLI,EHMI‘;1, BbIBOAUNMDIX B XKYPHan Teneq)OHMMZ

e  Ouwubku —ycTaHoBuTe daar, eciv He0b6X0ANMMO BbIBOAUTL COObLLEHMA TUNA « ONOKNY;
o [IpedynpemcdeHus — ycTaHOBWUTe dnar, eciM HeobxoAMMO BbIBOAMTb COODOLIEHUA TMNa
«[pedynpexcdeHua»;
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e OmnadoyHas uHgopmayus — ycTaHoBuTe ¢naar, ecin HeobxoAMMO BbIBOAUTbL OTNAaA04YHbIE
coobuieHus;

e UHpopmayuoHHble coobujeHuUs — yctaHoBuTe ¢nar, ecam HeobxoguMMO  BbIBOAWTb
MHPOpPMaLMOHHbIE COObLLEHUS;

e YpogseHb mpaccuposku SIP — 3apaéT ypoBeHb BbiBOoAa cooblieHuit cteka SIP-meHemxkepa
TenedoHum.

HypHan cucmemHo20 MmeHeoxepa

e  Bbli800 M#(ypHAna — Hanpas/ieHME BbIBOAA COOOLLEHN }KypHana:

—  OMKAYeHo — XKypHa OTK/IOYEH;

— Syslog — coobuieHuns BbIBOAATCA NO MNPOTOKOAY Ssyslog Ha yaaneHHbI cepsep nnbo B
NOKaNbHbIM palin (HacTpolika NPOTOKO/A OCYLLECTBAAETCA HUKE);

—  KoHconb — coobueHns BbIBOAATCA B KOHCOJIb YCTPOWCTBA (HEOBXOAMMO MOAK/IYEHUE
yepes nepexogHuk COM-nopra);

— Telnet — coobuweHnsa BbiBOAATCA B telnet-ceccuio; ans 3Toro cHavasa HeobxogMmo
€o34aTb NOAKNOYEHME MO NpoToKoAy telnet.

Huxe HaCTpanBaeTCAa T1n COO6LL|,€HM[/1, BbIBOAUMDIX B XYPHa/Z1 CUCTEMHOIo meHeaxepa:

e Ouwubku —ycTaHoBuTe daar, eciv HEOHXOANMMO BbIBOAUTL COObLEHMA TUNa « OLWNOKKY»;

e [IpedynpexcdeHus — ycTaHoBUTE d¢nar, ecanm HeobxogMmo BbIBOAUTb COOOLEHMA TMNA
«[MpedynpexcoeHusn»;

e OmnaadoyHas UHPOPMauus — YCTaHOBUTe ¢nar, ecim HeobxogMMOo BbIBOAUTb OT/AaZOYHbIE
coobuieHus;

e UHpopmayuoHHble coobujeHus — ycTaHoBuTe ¢nar, ecim HeobXxoAMMO  BbIBOAWTb

MHGOPMALMOHHbIE COODOLLEHUS;

MypHAA MeHeOxcepa KoHgpu2ypayuu

e Bblg00 #ypHaAaa — HanpaB/eHWe BbIBOAA COODLLEHWI KypHana:

—  OMKYeHo — KypHa OTK/IOYEH;

— Syslog — coobuieHuns BbIBOAATCA NO MPOTOKOAY syslog Ha yaaneHHbI cepBep nnbo B
NIOKanbHbIM dann (HacTponKa NPOTOKOIA OCYLLECTBAAETCA HUNKE);

— KoHconb — coobleHns BbIBOAATCA B KOHCOJIb YCTPOWCTBA (HEOOXOAMMO MOAKAOYEHME
yepes nepexogHnk COM-noprta);

— Telnet — coobuweHnunsa BbiBOAATCA B telnet-ceccuto; pna atoro cHavana Heobxoaumo
co3aaTb NOAK/AOYEHME MO NpoToKoy telnet.

HuKe HacTpamBaeTcs TMN COOBLLEHWN, BbIBOAUMbIX B XKypPHaN MeHeaKepa KOHPUrypaLmm:

e  Owubku —ycTaHoBuTe daar, eciv HeobX0ANMMO BbIBOAUTL cO0bLEHMA TUNA «OWNBKNY;

e [lpedynpexdeHua — ycTaHoBUTEe @nar, eciM HeobxoAUMO BbIBOAUTL COOBLEHNA TUNa
«[MpedynpexcoeHus»;

e  OmaadoyHaa uHpopmayus — ycTaHoBUTe ¢aar, ecnm HeobXoAMMO BbIBOAUTbL OTNaAO04YHble
coobuieHus;

e  UHpopmayuoHHble coobujeHuUs — ycTtaHosuTe nar, ecan  HeobxoAMMO  BbIBOAUTH

NHPOPMaLMNOHHbIE COObLLEHMA.

Hacmpolika Syslog
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Ecan xoTa 6bl 0AUH U3 KypHanoB (MeHeaxepa TenepoHUU, CUCTEMHOIO MeHeaKepa UAN meHeaKepa
KOHOMIypaumm) HacTpoeH pgns BbiBoga B Syslog, HeobxoguMmo BKAOUMTL Syslog-areHTa, KoTopblii 6yaer
rnepexsaTtbiBaTb OT/Nafo4YHble COOOLWEHWA OT COOTBETCTBYIOLLEro MeHez)Kepa M OTnpaBAATb UX AMbo Ha
YOANEeHHbI cepBep, MO0 COXPaHATb B IOKANbHbIN daitn B popmaTe Syslog.

e  BKaw4umes — npu ycTtaHOBAeHHOM ¢nare 3anyuweH Syslog-areHT;
e Pexcum — perxunm pabotbl Syslog-areHTa:
— Cepsep — WHPOPMaALUA XKypHaNoB OTNPaABAAETCA Ha yAaneHHbl Syslog-cepsep (3ToT
PEXKMM Ha3bIBaAETCA KyAaNeHHbIV KypHan»);
—  JloKanbHsil ¢alin — nHpopmauma KypHanoB COXpaHAETCA B JIOKasibHoOM daiine;
— Cepsep u ¢alin — nHdopMmaumaA XKyPHANOB OTNPABASETCA Ha yAa/ieHHbIN Syslog-cepsep u
COXpaHAeTcA B OKanbHOM daline.
Janee, B 3aBMCMMOCTM OT pexunma Syslog-areHTa, 4OCTYNHbl HACTPOMKMU:

e Adpec Syslog-cepgepa — |IP-agpec nnu nomeHHoe nms Syslog-cepeepa (Heobxoanmo Ans pexxknuma
«Cepsep»);

e [lopm Syslog-cepgepa — nopT ana BxoaAwmx coobuweHunit Syslog-cepsepa (no ymonyanuio 514,
Heobxoanmo ana pexnma «Cepsepy);

e Umsa galina — uma daina ana xpaHeHus KypHana B popmate Syslog (Heobxoanmo ana pexxnma
«®Danny;

e Pasmep dpalina, kKb — makcMmanbHblli pasmep daina KypHana (HeobxogMmo ANA peuma
«Dariny).

2.6.5.4NMNogmeHto «AyteHTUduKkauma WEB»

MapameTpbl ayTeHTUdMKaunn

Digest-ayTenmidmrayms WEB ¥

Maponsk agMUHWCTpaTopa (admin)

@

Mapone

NoaTeep¥aeHne

" M3sMEHWTE Naponb

Maponk HenpUBHUNErMPOBAHHOMO NOMb3oBaTens (User)

Mapone

MNoaTeepxaeHne

" 13MEHWTL Napons

Mapone HabnwgaTena (viewer)

Mapone

MNoaTeepkaeHne

" MIsMEHWTL Naponb
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B noameHio «AyTeHTUPUMKaums WEB» ycTaHaBAMBaAlOTCA MapoaM  A0CTyna  aAMWUHMUCTPATOPa,
HenpuBUIErMPOBAHHOIO NO/Ib30BaTeNA U HabalogaTens.

Digest-aymenmugpuxkayus WEB (WEB Digest-authentication) — npu ycTaHoBaeHHOm  dnare
ayTeHTUdMKaUMA Nosib3oBaTeiel OCYLLEeCTBAAETCA B COOTBETCTBUN ¢ anroputmamu digest.

YCTaHOB/IEHHbIE NMAPOAM UCMONb3YIOTCA A4 A0CTYyna K ycTpoiictey yepes Web-uHTepdeiic, a Takke no
npotokosam Telnet n SSH.

Mpu Bxoae yepe3 Web-uHTtepdelic agmuHmcTpaTop (Naponb No ymondyaHuio: password) umeeT MoJHbIN
OOCTYN K YCTPOMCTBY: UYTEHME M 3anucb /t0ObIX HACTPOEK, MNOAHbIA MOHMTOPWUHI COCTOAHWA YCTPOMCTBA.
HenpusunernposaHHbI Noab30BaTeNb (MapPO/b MO YMOAYAHUIO: USEr) MMEEeT BO3MOMKHOCTb BbINOJHUTb TO/bKO
ceTeBble HACTPOMKM (KpOMe HaCTpoeK NogKNtoYeHUsA K UHTepHEeT), UMeeT AOCTYN K MOHUTOPMHIY COCTOSHUSA
ycTpolicTBa. HabnogaTtens (Naposiib No ymMoOA4YaHWIO: viewer) MMeeT BO3MOMKHOCTb TOJIbKO MpPOCMaTpuBaTh
KOHUrypaumio 1 AaHHbIe MOHUTOPMHIA YCTPOICTBA 6€3 BO3MOXKHOCTU BHOCUTb KaKMe-Inbo nsmeHeHus.

/ NornH agmuHuctpatopa: admin
JlorMH HenpuBUNErMpoBaHHOrO NOAbL30BaTeNA: user
NoruH Habngatena: viewer

. /70p0/7b adMUHucmpamopa — B COOTBETCTBYWOLWME Nnona eBeguTe naposib agMUHUCTPATOPa U
noarsepaunTte ero;

. /70p0/7b Heripususecupo8aHHO20 10s16308aMeEsIA — B COOTBETCTBYHOWME NONA BBEOAUTE MNMAPOJb
HENPUBUNETNPOBAHHOIO NONIb30BATENA U NOATBEPAUTE €50,

. ﬂaponb Habawdamens — B COOTBETCTBYHOWME NoONnA BBeOAUTE Naposb Ha6ﬂl0,£l,aTe.l'IFI n
noarsepauTte ero.

[Nna BCTYyNAEeHMs B CUAY HOBOW KOHOUIypauuun M 3aHeceHWs HaCTPOeK B 3HEProHEe3aBUCUMYHO MamsATb
HaXXMUTe KHONKY «[TpumeHuUmMoe». AN OTMEHbl U3MEHEHUI HaXKMUTE KHOMKRY «OmmeHa».

V Mpwu o6HOoBNEHUM Bepcum A0 2.3.0 1 Bbille Bce naponu 6yayT 3awmndpoBaHbl. Mpy Bo3BpaTe Ha
Bepcuio 2.1.0 M HUXKe Tpebyetca cOpocuTb KOHPUrypaLUIO YCTPOACTBA 40 3aBOACKOM.

V HaumHasn c Bepcuun MO 2.3.0 goctynHa GpyHKUUA wndposaHua naponeit B paiine KoHourypauum
ycrpoicrea. Mpu nogrotoeke ¢paina cfg.yaml gna asTomatmueckoro KoHUrypMpoBaHusa, ecnm
TpebyeTca M3MeHUTb O4UH U3 NapoJiel Ha yCTpoiicTBe, Heobxoaumo ybpartb ‘encrypted’ n
3agaTtb naposnb. Hanpumep, 4TO6bI U3MEHUTb NAapPONb A4NA NOAb30BaTeNA admin, HY)XXHO B
3HauyeHun «AdminPassword» ctepeTb ‘encrypted’ 1 3aaaTb HOBbIN Napob ‘*HOBbIM Nnaponb™’.

2.6.5.5MogmeHto «YnpaBneHne KoHpurypaymnemn»

B noameHio «YnpasneHue KoHgueypayueli» BbINONHAETCA COXPaHeHWEe U OOHOBNEHME TeKyluei
KOHUrypauum.

daiinbl KoHdUrypaymm

MonyunTs apxe koHurypagn c * Crkavats
ycTpoiicTBa

3arpyanTt apxXME KoHMrypaun Ha Daiin He Bribpan

Bribepute thaiin
YCTpoiicTEO

& 3arpyaus

Cihpoc Ha 33BOACKNE HACTPOIKN x Cbpoc
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[osyyeHue KoOHgu2ypayuu

YT0bbl COXPaHUTb TEKYLLYIO KOHOUrypauuio YCTPOMCTBA Ha JIOKA/bHbIA KOMMbIOTEP, HAXMUTE KHOMKY
«CKayaTb».

Ob6HosneHUe KoHguaypayuu

e 3aepy3ume apxus KOHgpueypayuu Ha ycmpolicmeo — BbiOOpP COXPaHEHHOro Ha JIOKaJibHOM
KomnbtoTepe daiina KoHourypaumun. Ona obHoBNEeHMA KOHOUIYpauUMKM YCTPOWMCTBA HaXMuTe
KHOMKY «Bbibepute daiin», ykaxkuTe ¢ain (B dopmaTe .tar.gz) U HaKMUTE KHOMKY «3arpysuTb».
3arpy»KeHHasa KoHOUTrypauusa NpUMeHseTcs aBToMaTUYecKn 6es nepesarpyskun ycTpoicTBa.

e (Cbpoc Ha 3as800ckue Hacmpoliku — pna cbpoca yCTPOMCTBA K HACTPOMKamM MO YMOAYAHMUIO
HaxkmuTe KHONKy «Copoc».

2.6.5.6 MogmeHto «O6HOBNEHME MO»

MoameHto «O6HosneHUe [10» npeAHasHAYeHO Ans  OOHOB/EHWA YMPaBAAIOLWEN MWUKPOMPOrpammbl
YCTPOWCTBA.

TAU-4M.IP - admin
Cete IP-renedonma  IP-teneBnaeHme m
Bpems  [doctyn  ypHan  [laponu  YnpaBneHue KoHUrypauuen MNepesarpyaka  ABTOKOH(MrypupoBaHue  WHTepdeic ynpaenenus  CepTMhHKaTH

[LONOAHUTENbHBIE HACTPORKKA

OB6HoBMNeHVe nporpammMmHoro obecneyeHusa

AKTMBHaA BepckA MO (Tekywan sepena N0}

- Pe3gpexan BepcHa MO (pesepeHan eepcus M10)

OGHoanexua [0 makxe GocmynHsl No a0pecy:

ruw/support/downloads/

@aiin 00HOBNeHNs MO Briepute thann | DAAN He BLIODaH

Tpu 6o36pame Ha eepeuio 1.13.X U HUKE, KOHEUEY]

npoticmea Oydem copouwieHa Ha 3a600CKyH!

e AxkmueHas sepcus 10 — BepcuaA NporpammHoro obecnedyeHmns, yCTaHOB/IEHHOIO Ha YCTPOWCTBE;

e [Iposepumb 06HOB7EHUS — KHOMKA AN MPOBEPKW aKTyalbHOCTM BEPCUM MPOTrPaMMHOro
obecneyeHusn. C NOMOLLbHO 3TOW GYHKUMKM Bbl moxKeTe BbICTPO NPOBEPUTL HAIMUME HOBOWM BEPCUU
nporpaMmHoro obecneyeHus u, B ciydae Heobxo4MMOCTH, BbINMOAHUTL €ro 06HOBNEHME.

e PesepsHas eepcus MO — Bepcus NporpaMmHoOro obecnevyeHus, ycTaHOBEHHOTO Ha YCTPOMCTBE, Ha
KOTOPYIO MOXKHO NMepeiTn B caydae npobaem c akTueHoi Bepcueit NO;

e (Cdenamb akmusHOU — KHOMKA, NO3BOMAOWAA cAenaTb pe3epBHyto Bepcuto MO aKTMBHOW, A
aToro noTpebyeTca nepesarpyska ycTpolcTea. AKTMBHaa Bepcusa MO B 3TOM cayvae cTaHeT
pe3epBHOW.

DOna paboTbl GyHKUMM NpoBEPKU 06HOBNEHUA HEO6X04MMO Hannume BbiXoga B MHTepHerT.

O6HOBUTbL NpPOrpammHoe obecrneyeHme yCTPOMCTBA MOXKHO TaKXKe BPY4YHYto, NpeaBapuUTesibHO 3arpysvs
dann MO c caita http://eltex-co.ru/support/downloads n coxpaHus ero Ha KomnbioTepe. a8 3TOro HaXKMuTe
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KHOMKY «Bbibepute dann» B none @alin obHosneHuA 0 n yKaxxute nytb K Gpaliny ynpasaawoLLel NporpaMmmsbl B

dopmare .tar.gz.
[na 3anycka npouecca OOHOBMEHUA HEOOXOAMMO HaxKaTb KHOMKy «3arpysutb daia». Mpouecc
06HOB/IEHUA 3alIMET HECKOIbKO MUHYT (O ero Tekywem cTatyce OyfeT yKasaHO Ha CTpaHuWLE), nocne 4ero

YCTPOCTBO aBTOMaTUYECKMN NepesarpysnTcs.

He oTKAnwouaiiTe nutaHMe YCTPOKCTBA U He BbLINOJIHANUTE ero nepesarpysky B npouecce
e | o6HoBneHus Nno.

2.6.5.7 MNogmeHto «lMepe3arpyska»

B noameHto «llepesazpy3ka» BbINOJHAETCA Nepe3anycK yCTpoicTBa.

Mepesarpyska ycTpoicTea

= NepesarpysuTe

®

[lna nepesarpyskun yCTPOMCTBA HaXXMMTE Ha KHOMKY «[lepesarpy3untb». MpoLecc nepesarpysku yCcTpomncTea

3aHMMaeT NPUMEPHO 1 MUHYTY.

2.6.5.8 MogmeHI0 « ABTOKOHpUTrypupoBaHue»

B nogmeHio «ABMOKOHGuU2ypuposaHUe»  BbINONHAETCA  HAcTpolhKa anroputma DHCP-based
autoprovisioning (aBTOKOHGUrypupoBaHne Ha ocHoBe npoTokona DHCP) u npoTokona aBTOMaTUYeCKOro

KOHdUrypmpoBaHma aboHeHTCcKux yctpoicte TR-069.

ABTOKOHbUrYpUpOBaHKe Ha ocHoBe npoTtokena DHCP

MpHOPUTET NapaMeTpoB 13 DHCP options r

Kondpmrypauma

ABTOMaTHYECKDE ODHOBNEHIE Mepuoguuecku

Dalin koHpurypaLmu
(tftp(http):/fdownload. serverloc/config_file.cfg)

WHTepean obHoBNEHUA KoHUMYpaLWK, © 300

MNporpammuoe obecneveHune

ABTOMaTHYECKDE ODHOBNEHIE I'Iepuo,u,uuec»cu T

@aiin M0
(tftp(http).//download. server. loc/firmware. file)

WrTepean obHoemeHuA M0, ¢ 3600
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AeTokoHdbUrypupoBaHne no npotokony TR-069

Obuwne
Brmounte knuwenTa TR-069 ¥
MHTepdelic Internet v
Appec cepeepa ACS | http://update local: 3595/
BrrkouuTe nepuoguueckuii onpoc ¥

Mepuwop onpoca, ¢ | 60
3anpoc coeguHenmnn c ACS

MmA nonsaoeatena acs

Mapone | sseees
3anpoc COBOWHEHHWA C KNMHEHTOM

Wma neneaceatena admin
Mapeons
Hactpoikm NAT
Pexatm NAT STUN r
Apgpec STUN-cepeepa stun.local
Mopt STUN-cepeepa 3478
MuHUMaNEHEIR Nepueg cnpoca, ¢ 30

MakcumaneHeIR Nepueg cnpoca, © 60

ABMOKOHpU2ypUposaHUEe Ha 0CHo8e Mpomokosa DHCP:

e [lpuopumem napamempoe U3 — [AHHbIN NapameTp onpeaenseT, oTKyAa HeobxoAMMO B3ATb
Ha3BaHMWA U pacnonoxKeHune GpainoB KOHOUIypaLMM U NPOrPaMmMHOro obecrneyeHus:

— Static settings — nytm K ¢alnam KoHoUrypaumm WM nporpammHoro obecnevyeHus
onpeaensoTcAs COOTBETCTBEHHO M3 MapameTpoB «@alin KoHgpueypayuu» n «dalia MO,
noapobHee o paboTe aAropMTMa CMOTpUTE B pasgene 5;

— DHCP options — nytm K dainam KoHoUrypaumm U nporpammHoro obecneyeHus
onpeaenstotca s DHCP-onunii 43, 66 1 67 (g aToro Heobxoaumo ans ycnyr MHTepHeT
Bbl6paTb NpoTokon DHCP); nogpobHee o paboTe anropuTtma cMoOTpuTe B pasgene 5;

e Asmomamuyeckoe obHoeneHue — anAa 0bHOBNEHUA KOH¢MI’ypaLI,MM MO oTAenbHO MOXHO 334aTb
OANH N3 HECKOJIbKUX PEXKMMOB 0BbHOBNEHUA:

—  BblKaoyeHo — aBTomaTMyeckoe O06HOBAEHME KOHOMIypauuu WAM MNPOrpaMmmHOro
obecneyeHunn yCTPOMCTBA OTK/IIOYEHO;

— [epuoduvecku — aBTOOBHOBAEHME KOHOUrypauum MAM nporpammHoro obecneyeHus
ycTpoictea 6yaeT Npom3BOAMTCA Yepes 3a4aHHbI MPOMENKYTOK BPpEMEHU;

— [lo pacnucaHuto — aBTooObHOBAEHWME KOHOUIypauun MAK nporpammHoro obecneyeHus
ycTpoictea 6yaeT Npom3BoOAMTLCA B 3a4aHHOE BPEMS, B YKa3aHHble AHW Heaenu.
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®alin KoHguaypauuu — NOMHbLIA NyTb K ¢ainy KoHourypaumm — 3anaérca B popmate URL (Ha
AaHHbIN MOMEHT BO3MOXHa 3arpyska ¢aiina KoHpurypaumm no npotokonam TFTP u HTTP):

tftp://<server address>/<full path to cfg file>

http://<server address>/<full path to cfg file>

roe < server address > —agpec HTTP- unu TFTP-cepBepa (4omeHHoe ums unm IPv4),
< full path to cfg file > — nonHbIM NyTb K dpaliny KoHbUrypaumm Ha cepBepe;

MHmepean 06HOBAEHUA KOH(U2ypayuu, ¢ — NPOMEXKYTOK BPEMEHM B CEKyHAaX, Yepes KOTopbIit
OCYLLECTBAAETCA Nepuogmyeckoe obHoBNEeHME KOHOUTypauuu YyCTPOMCTBA; BbibOp 3HauveHus 0
O3HayaeT OAHOKpaTHOe 0BHOBJIEHNE TONbKO CPa3y Noc/e 3arpy3Ku YyCTPOMCTBa;

Bpemsa obHossneHus ¢alina KoHguaypayuu - Bpems B 24-yacoBom ¢dopmaTte, B KoTopoe byaeT
NpPoOu3BOANTCA aBTOOOHOB/IEHWE KOHOUTYpauuu;

JHuU o06HosseHUA KOHGu2ypauuu - [HW Hepenn, B KoTopble B 33afaHHoe Bpema bypet
NMPOU3BOAUTLCSA aBTOOOHOBIEHWE KOHUTYpaLLMK.

®alin 10 — nonHbIi NyTb K danny nporpammHoro obecnedyeHua — 3agaértca 8 popmarte URL (Ha
AaHHbI MOMEHT BO3MOXHa 3arpyska ¢aiina MO no npotokonam TFTP n HTTP):

tftp://<server address>/<full path to firmware file>

http://<server address>/<full path to firmware file>,

roe < server address > —agpec HTTP- unu TFTP-cepBepa (4omeHHoe ums unm IPv4),
< full path to firmware file > — nonHbIit NyTb K dainny MO Ha cepBepe;

UHumepsan o6HoeneHus [10, ¢ — NPOMEXKYTOK BpemMeHW B CEKyHAax, 4Yepe3 KOTOopbIi
OCYLLECTBNSETCA Nepuoamyeckoe 06HOBNEHWE NPOrpaMMHOro obecneyeHus ycTpoOMCTBa; BbIGop
3HauyeHua 0 03Ha4YaeT OLHOKpPAaTHOe OOHOB/IEHWNE TOJ/IbKO Cpa3y NOC/e 3arpy3Ku YCTPOMCTBa;

Bpems obHoeneHus 10 - Bpems B 24-yacoBom ¢dopmaTte, B KoTtopoe OyaeT npou3BogMTCS
aBTOOOHOB/IEHNE NPOrPaMMHOro obecneyeHus;

JHu obHosneHus O - gHU Hepenu, B KoTopble B 3adaHHOe Bpema byaeT Npou3BOAMTbCA
aBTOO6HOB/IEHWE NPOrpaMmMHOro obecneyeHus.

JetanbHoe onucaHue aAropuTtma asTtomatTuyeckoro OBHOBNEHNA Ha OCHOBE NPOTOKONa DHCP
npeagcraBneHo B pasaene 5.

ABMOKOHpU2ypuposaHue no npomokxosy TR-069:

O6wue:

Brkatoyums KnueHma TR-069 — npwu ycTaHoBneHHOM dnare paspeleHa paboTa BCTPOEHHOro
KnneHTa npoToKona TR-069;

UHmepgpelic — BbIbop NHTepdelica, Yepes KOTOPbIN ByaeT BbINOJHATLCA aBTOKOHPUIypupoBaHue
ycTporcTea Ans pabotbl Nno npotokony TR-069. Ecnun Ha Wto3e BKAOYEH UHMepgelic ynpasneHus,
To pgaHHaa VLAN aBTomaTuyeckm 6yaeT mcnonb3oBaTbcs Ana paboTbl no npoTokony TR-069.
HacTpoiika Bbibopa nHTepdelica byaeTt 3ab10KMpoBaHa;

Adpec cepsepa ACS — agpec cepBepa aBTOKOHGUIypMpoBaHuA. Aapec HeobxoaMmMo BBOAUTL B
dopmate http://<address>:<port> unu https://<address>:<port> (<address> — IP-agapec nau
AomeHHoe umsa ACS-cepsepa, <port> — nopt cepsepa ACS, no ymonyaHuio nopt 80 ). Bo BTopom
Cnyyae KAMeHT byaeT ncnonb3osaTtb besonacHbli Nnpotokon HTTPS ana obmeHa nHbopmaumein ¢
cepBepom ACS. ACS-cepsep ¢pupmbl Eltex no ymonuaHuo ncnonbsyet gna cBsasm nopt 9595;
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e Bkawyume nepuoduyeckuli onpoc — Npu YCTaHOBAEHHOM ¢Jiare BCTPOEHHbI KaneHT TR-069
oCyLLecTBAAET Nnepuoamyeckmin onpoc cepsepa ACS ¢ MHTepBasom, paBHbIM «[Tepuody onpoca», B
cekyHaax. Llenb onpoca - 06HapyXnTb BOSMOXKHbIE U3MEHEHUA B KOHPUTYpPaLMKM YCTPOMNCTBA.

e [lepuod onpoca — nHTepBan oTnpasku coobuieHmin 2 PERIODIC.

3anpoc coeguHeHusa c ACS:

Umsa nonv3zosamerns, llaposb — MmA NONb30BaTENA M NAPOJb AN1A A0CTYNa KaneHTta K ACS-cepsepy.
3anpoc coeanHEHUA C KINEHTOM:

Uma none3zosamerns, laposab — uma NOAb30BaTeNA U Napob Ana gocryna ACS-cepsepa K kameHTy TR-069.
Hactpoiiku NAT:

Ecnv Ha nyTn mexkay KaneHTom u cepsepom ACS nmeeTt mecto npeobpasoBaHune ceteBblx agpecos (NAT —
network address translation) — cepBep ACS MOXeT He MMeTb BO3MOXHOCTM YCTaHOBWUTb COEAMHEHME C
K/IMEHTOM, EC/IM HE UCMO/1b30BaTb ONpeAe/ieHHble TEXHOIOTMU, NO3BOIAOLLME STOro U36eXKaTb. TN TEXHOIOTUU
CBOAATCA K OMpefesieHU0 KAMEHTOM CBOero, Tak HasbiBaemoro nybauuyHoro agpeca (agpeca NAT wam no-
ApYyroMmy — BHELWHEero agpeca W/o3a, 33 KOTOPbIM YCTAaHOBAEH KAMEHT). Onpeaenus cBov Nyb6anYHbIN agpec,
KAMEHT cooblLaeT ero cepsepy, M CepBep B AajibHeWWeM ANA YCTaHOBNEHWA COEAMHEHUA C KIMEHTOM
MCMNONb3YET Y¥Ke He ero SIoKaAbHbIN agpec, a Ny6ANYHbIN.

e Pexum NAT — onpegenset, Kakum 0bpasom KAMEHT LO/KEH MOAYYUTb MHPOPMaLUMIO O CBOEM
ny6anyHoOM agpece. BO3MOXKHbI Cleaylolme pexumsi:

—  STUN — ucnonbsosatb npotokon STUN gns onpegeneHuns nybaMyHoro agpeca;

— Manual — py4yHoi pexum, Korga nybanYHbIN agpec 3a4aeTca ABHO B KOHQUrypauuu; B
3TOM peXMme Ha YCTpoicTBe, BbinonHAowem ¢yHKUMM NAT, Heobxoammo [06aBUTbL
npasuao npobpoca TCP-nopTa, ucnonbyemoro KameHtom TR-069;

— Off — NAT He wcnonb3yeTca — AaHHbIA PEXUM PEKOMEHAYETCA UCMNOMb30BaTb TObKO
Korga yCTPOMCTBO NoAKIto4eHo K cepsepy ACS Hanpamyto, 6e3 npeobpa3oBaHnA ceTeBbIX
aapecos. B sTom cnyyae ny6anyHbIV aapec cOBNAAAET C IOKA/IbHbIM afpeCOM KMEHTa.

Mpu BbibOpe pexuma STUN Heobxoammo 3aaaTh ceaytowme HacTPOMKK:

Adpec STUN-cepeepa — IP-agpec unn npomeHHoe umsa STUN-cepsepa;

Mopm STUN-cepsepa — UDP-nopTt STUN-cepBepa (no ymonyaHuio 3HavyeHue 3478);
MuHumasneHell nepuod onpoca, ¢ 1 MakcumansHebili nepuod onpoca, ¢ — onpeaenstoT
WMHTEpPBAN BPEMEHM B CEKYHAAX AN OTNPABKM Nepuoamnyeckmnx coobuweHnin Ha STUN-
cepBep C UeNibto 06HAPYKEHUA U3MEeHEeHUA NybaMyHOro agpeca.

Mpu BbibOPE pexxuma Manual nybanYHbIN agpec KAMEHTa 3a43aeTca BPYUYHYHo Yepes napameTp Adpec
NAT (apgpec Heobxoamnmo BBOAUTL B dopmaTe IPv4).

/ Ona KoppeKTHou paboTtbl ¢ ACS-cepsepom 3a NAT mMHUManbHblii nepuopg onpoca STUN-cepBepa
AONXKEH BbiTb MeHbLUe, YeM MaKCcuMasibHoe Bpemsa coxpaHeHus ceccun NAT-ycTpoiicTBom.

Mo npoTokony TR-069 BO3MOXHO NPOM3BECTU NOHOE KOHGUrypupoBaHWe YCTpoicTBa, 06HOBAEHME
nporpaMmmHoro obecneyeHus, yteHme nHoopmaummn ob ycrtpoictee (sepcua MO, moaenb, cepuiiHbIi Homep U

T.A), 3arpy3Ky W BbIrPy3Ky Lenoro ¢aina KoHburypaumm, yaaneHHyo nepesarpysKy yCTpoicTea (nogaepyaHbl
cneundukaumm TR-069, TR-098, TR-104).
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[na BCTynaeHus B cMAy HOBOM KOHOUrypauuu M 3aHECeHMS HACTPOEK B 3HEepProHe3aBMCMMYI0 NamATb
HaXXMUTE KHOMKY «[TpumeHumob». Jna OTMEHbl MU3MEHEHUI HAXKMUTE KHOMKY «OmmeHa».

2.6.5.9 NogmeHio «UHTepdeiic ynpaBneHUa»

MeHI0 No3BOAAET HAaCTPOUTb CETEBOM UHTepdelc ANA OpraHM3aLnm CETEBOrO YNpPaB/ieHUs YCTPOMCTBOM,
ncnosib3ysa npotokosbl HTTP, HTTPS, Telnet 1 SSH.

NHTepdelic ynpasneHns

BrnkouuTe uHTepdbelic ynpagnedua ¥

Tun goctyna Tagged v
VLANID | 20

802.1P ] v

Mpotokon DHCP v

AneTephaTuexblid Vendor D (onugwa 60)
Mucpopmauua aredta DHCP Relay (Onuwa 82)
Mepauunem DNS

Bropuunem DNS

BKkaoyume uHmepdgelic ynpasaeHUs — Npu ycTaHOBAeHHOM dnare ynpaBiaeHue YCTPOMCTBOM
NPOU3BOANTCA Yepes AaHHbIN nHTepdeiic;

Tun docmyna — 3a4aeT pexum paboTtbl NHTepdeica:

— Tagged — paHHble nepeaatoTcs HTepdencom ¢ ncnonbsoBaHumem 3agaHHoro VLAN ID;
— Untagged — paHHble nepeaatotca nHTepdelicom 6e3 ncnonbsosaHus VLAN.

VLAN ID — npgeHTnuduMKaTop anna BblgeneHus nHtepdeiica B BUPTYyabHYHO I0KaNbHYIO CETb;

802.1P - npwusHak 802.1P (apyroe HaseaHue CoS — Class of Service), yctTaHaBAMBaeEMbIN Ha
ncxogaLmMe ¢ AaHHoro uHTepdeica IP-naketbl. MpuHMMaeT 3HayeHus ot 0 (HM3WKIA NpUOPUTET)
00 7 (HauBbICLWINIK NpUOPUTET);

Mpomokos — BbIGOP NPOTOKONA Ha3HAYEHUA agpeca Ha MHTepdeic:

—  Static — pexxnum paboTbl, Npu KoTopoM IP-agpec 1 Bce Heobxoanmble HacTpokn Ha WAN-
nHTepdelic HasHayatoTcA BpyYHyto. Mpu Bbibope TUNa «Static» Ana pesakTMpoBaHuUA
CTaHYT AOCTYMNHbI CneAytowme napameTpsbl:

= |P-a0pec —ycTaHoBKa |IP-agpeca nHtepdeica ynpaBneHus;

*  MoacKka nodcemu — macKka nogcetn nHtepdeiica ynpasneHums;

= [lino3 no ymonyaHuro — IP-afpec ceTeBoro wsat03a No yMon4YaHuoo nHtepdeica
ynpasneHus;

= [lepsuyHsbiii DNS, BmopuyHsili DNS — |P-agpeca DNS-cepBepoB, HeE06X0aMMbIX
ANA paboTbl NPOTOKO/I0B aBTOKOHPUIYPUPOBAHMA LWAO33, HAaCTPOMKa KOTOPbIX
npou3BOANTCA Ha CTpaHuLe Cucrema — ABTOKOHGUIypupoBaHUe.
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— DHCP — pexxum paboTbl, npn Kotopom IP-aapec, macka noacetu, agpeca DNS-cepsepos u
Apyrve napametpbl, Heobxoaumble ana pabotbl MHTepdelica (Hanpumep, cTaTUYecKue
MapLupyThl), 6yayT nonyyeHol ot DHCP-cepBepa aBTomatnyecku. Ecnu oT npoBsaligepa He
yAaétca nonyymtb agpeca DNS-cepsepoB, Bbl moXKeTe Ha3HayuTb UX BPYYHYIO B MOAAX
«lepsuyHbili DNS» n «BmopuyHeili DNS». Aapeca, 3afaHHble BPY4YHylo, byayT MmeTb
npuopuTteT Hag agpecamn DNS-cepsepos, nonydeHHbiMK No npotokoay DHCP.

Ona npotokona DHCP nmeeTtca BO3MOXKHOCTb 3a4aTb HEOOX0AMMOE 3HaYeHme onumn 60.

o AnbmepHamusHsili Vendor ID (onyua 60) — npu ycTaHoBAeHHOM daare yCTPOCTBO nNepeaaéT B
DHCP-coobuweHuax B onumm 60 (Vendor class ID) 3HayeHune u3 nons Vendor ID (onuus 60). MNpu
nyctom nosie onuus 60 B coobLieHnsx npoTtokosa DHCP He nepepaércs.

Ecnn ¢dnar AnbmepHamusHeili Vendor ID (onyus 60) He ycTaHOBAeH — B onuun 60
nepegaeTcsa 3Ha4YeHne Nno yMo4aHUIo, KOTOpoe MMEeET ciedyowmin dopmart:
[VENDOR:npowussogutens][DEVICE:T1n ycTpovictBa][HW:annapatHasn Bepcusa]
[SN:cepuitHbii Homep][WAN:MAC-agpec nHtepdeinca WAN][LAN:MAC-aapec nHTepdeiica
LAN][VERSION:Bepcus nporpammHoro obecneyeHus]

Mpumep:
[VENDOR:Eltex][DEVICE:TAU-4M.IP][HW:1.0][SN:VI23000118][WAN:A8:F9:4B:03:2A:D0]
[LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

e UHpopmayua aeeHma DHCP Relay (onyua 82) — npu ycTaHoBneHHOM ¢nare nossonset AobasuTb
8 DHCP-3anpoc:

HNoeHmugukamop uyenu azeHma (Onuyua82) — nossondetr pobasutb B DHCP-3anpoc
onumtio 82, nogonuuto 1 - Agent Circuit ID;

NoeHmugukamop ydaneHHoz20 aeeHma (Onyua82) — nossonsieT AobasmTe B DHCP-3anpoc
onumtio 82, nogonuuto 2 - Agent Remote ID.

Cnucok ucnonbsyembix DHCP-onumii Ha Kaxgom ceTeBom WHTepodelice (Internet, VolP,
Management) MOXKHO 3a4aBaTb Bpy4HYyto. MIHOpMauma No HacTporKe CNMCKa NpeacTaBaeHa
B NpUNOXKeHun B.

[Nna BCTYNAEeHMA B CUAY HOBOW KOHOUIypauumn M 3aHeceHWUs HACTPOEK B IHEProHEe3aBUCUMYIO MamATb
HaXXMUTe KHONKY «[TpumeHuUmoe». N OTMEHbl U3MEHEHUI HaXKMUTE KHOMKRY «OmmeHa».

2.6.5.10 NogmeHto «CepTuduKaTtbi»

Ceptudukarsl

Thn O6wee UMA Oprasvsaumsa
KopHesol cepTuduKaT 192.168.1.1 Eltex
KIMEHTCKMA CEPTUDMEAT 192.168.1.1 Eltex

WEB-cepTdmkaT 192.168.1.1 Eltex Ent

MoameHio «Cepmugpukamel» NO3BOAAET MNPOCMaTpMBaTb, CKauMBaTb W 3arpykaTb Ha YCTPOMICTBO
cepTMdmMKaTbl ANA UCMOAb30BAHUA B 3aLLUMLLEHHbIX coeanHeHunax TLS.
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KopHeBow ceptudpukar

KopHeBoW cepTudMKaT MCNOAb3yeTca ANA NPOBEPKU NOAMMHHOCTU CEePTUPUKATOB MNPU BXOAALLUX

coeguHeHnAX. ITOT cepTUUKAT J0MKEH ObITb NOANNCAH LEHTPOM aBTOPM3aL UK.

KopHeBoli ceptudmkar

CepTUdMKaT

CepuiHbIi HoMep

CASF FBC4A3CCOCAF

HepeAcTemMTened oo 16.06.2017
HepedcTeMTEneH nocne  16.06.2018
Wma nonyyaTtens
Obwee uma - 192.168.1.1
Opraumzauus  Eltex

[ononHUTENEHLIE JOMEHHBIE afpeca —

LeHTp aBTOpHzaLnmn

Obwee uma 192.168.1.1

Opravuzauna  Eltex

OnepaunM ¢ cepTUhMKaTOM

CKauaTb CepTUMMKAT C YCTpOoiCTEa * Ckauats

3arpyauTb CEpTUMMKET Ha YCTPOACTEO BribepuTe cpaiin | @aiin He BbiOpaH

& 3arpyanTh

€ Ha3ag

e CepuliHbili HOMep — cepUnHbIN HOMep BblibpaHHOro cepTudUKaTa;
e HedelicmeumerneH 0o — paTta Hadana AeNCTBUA CepTUPUKaATa;
e HedelicmeumeneH nocsae — AaTa OKOHYAHUA AEUCTBUA CepTUPUKATa;

e Umsa noaydamens — [OaHHble O nosydyatene ceptuoukata (Obwee wmma, OpraHusauus,
JononHutenbHble AOMEHHbIE aapeca);

e lleHmp aemopu3ayuu — AaHHble O LeHTpe aBTopusauun (Obwee nma, OpraHusaums).
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KnueHTckuii ceptudumkar

KnneHTcknin - cepTMdmKaT MCNONb3YETCA NpU  UCXO[AWMX COeAMHEHMAX no npotokony SIP ¢
ncnosb3osaHnem TLS.

KnueHTtckuid ceptudpukar

CepTudpmkar
CepuiiHbli HoMep  AB:45:7E:84:9D:39:51:F7
Hepeiictutenes go  16.06.2017

HepeicteuTenex nocne  14.06.2027

WUmA nony4artens

Ofwee uma  192.168.1.1
Oprannsauma  Eltex

[ononHWTeneHble JOMEHHBIE agpeca  —
LleHTp aBTOpM3ayMn (CaMonognuc aHHeIR cepTUdMKaT)

OO0wee uMa 19216811

OpraHusauMa  Eltex
Onepaunm ¢ cepTugrkaToM
CkavaTb cepTUOUKaT C YCTPOWNCTBa * CkadaTb

3arpyauTh cepTMMHKAT HA YCTPONCTED BriGepuTe aiin | Paiin He BeIGpa

€ Hasag

e CepuliHbili HOMep — cepUinHbIM HOMep BblibpaHHOro cepTudUKaTa;
e HedelicmsumeneH 0o — pata Havyana AencTeua cepTudmKaTa;
e HedelicmsumesneH nocse — AaTa OKOHYaHUA AeNCTBUA cepTUPUKATA;

e Umsa noaydamens — [OaHHble O nosydyatene ceptuduKata (Obwee wms, OpraHusaums,
[ononHutenbHble AOMEHHbIE aapeca);

e lleHmp aemopu3ayuu — AaHHble O LeHTpe aBTopusauun (Obwee nma, OpraHusaums).
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WEB-cepTudpukar

WEB-ceptuduKaT ncnonbsyetcs npu goctyne K Web-koHdurypatopy ycrpoicrtsa no npotokony HTTPS.

WEB-cepTudukar

CepTUdMKaT

CepuitHeld Homep  BB90:44:EE-FC:05:25:8E
HepedcTentened no 14.09.2016

Henenctentened nocne  01.10.2084
Wma nonyyatens

OOLlee uMA 192.168.1.1
Oprannsayua  Eltex Ent

JononHWTeNbHblE OOMEHHbIE adpeca  —
LleHTp aBTOpM3aLMn (caMonognnc aHHbli cepTudnkar)

OC0wee uMa  192.168.1.1

Opratnsayua  Eltex Ent

Onepaunm ¢ cepTUgUKaTOM

CkauaTb CcepTMDUMKaT C yCTpoiCTEa * CkauaTb
3arpysuTb CepTMMUKAT Ha YCTPORCTBO BeibepuTe aiin ®ain He BeIGpaH

€ Hasag

e CepuliHbili HOMep — cepUnHbIN HOMep BblibpaHHOro cepTudUKaTa;
e HedelicmeumerneH 0o — paTta Hadana AeNCTBUA cepTUPUKaATa;
e HedelicmeumeneH nocsae — AaTa OKOHYaHUA AEUCTBUA CcepTUPUKATAa;

e Umsa noaydamens — [OaHHble O nosydyatene ceptuoukata (Obwee wmma, OpraHusauus,
[ononHutenbHble LOMEHHbIE aapeca);

e lleHmp aemopu3ayuu — AaHHble O LeHTpe aBTopusauun (Obwee nma, OpraHusaums).
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2.6.5.11 MNoameHto «[loNONHUTENbHbIE HACTPOUKNY

B noameHto «JonosaHumenoHsie HACMPOUKU» MOXKHO BKIoUMTb UPNP.

UPnP

Brto4uTe UPNP ¥

3apeszepeupoBanHble VLAN ID

HadvaneHeli VLAN 1D 1

KoHeuHelA VLAN 1D 6

e  Bkawo4yume UPnP — npu yctaHoBneHHoMm dnare npoTokon UPnP 6yaet aktueeH. Mpotokon UPnP
MCNO/Ib3YEeTCA HEKOTOPbIMU NPUIOKEHUAMM (Hanpumep, DC-KnneHTamm, Takumm Kak FlylinkDC++)
AN aBTOMATUYEeCKOro cosgaHusa npasun npobpoca TCP/UDP-nopToB, MCMNO/b3yeMbIX 3TMMMU
NPUNOKEHUAMM, HA BblWIECTOoALWEeM MaplpyTm3aTtope. PekomeHayetca Bkaounte UPnP gns
obecneyeHus paboTbl cepBrcoB obmeHa daiinamm B ceTu.

3apesepsuposaHHbie VLAN ID

3apesepsupoBaHHble VLAN ID HeobxoamMmbl 415 BHYTPUCUCTEMHBbIX HYKA, LLJIO3a U MOTYT 6bITb U3MEHEHbI
B 32aBMCMMOCTU OT ncnoabsyemoro Ha cetu VLAN ID:

e HavanbHbin VLAN ID — HayanbHoe 3HauyeHue maeHTuduKkatopa VLAN B 3apesepBMpOBaHHOM
AvanasoHe, NpMHUMaeT 3HavyeHua [1-4090];

e KoHeuHbin VLAN ID — HavanbHoe 3HayeHune ugeHTudukatopa VLAN B 3apesepBUMpPOBaHHOM
AvanasoHe. [JaHHaa HacTpolKa HeAoCTynHa [ANA pPefaKTUPOBAHUSA UM PaccYUTbIBaeTCA
ABTOMATUYECKM.

[Nna BCTYNAEHMA B CUAY HOBOW KOHOUIypauumn M 3aHeceHWUs HACTPOEK B IHEProHEe3aBUCUMYIO MamATb
HaXXMUTe KHONKY «[TpumeHumoe». [N OTMEHbl U3MEHEHUI HaXKMUTE KHOMKRY «OmmeHa».

2.7 MOHUTOPUHT CUCTEMDI

Ons nepexona B penMmM "MOHUTOPUHT CUCTEMBI" Ha NaHenu cnesa Bblbepute NyHKT « MOHUMOpPUHe».

Ha HeKkoTOpbIX CTpaHMUaAX He peasM30BaHO aBTOMATU4YeCKUe obHoBNEHME AdHHbIX MOHUTOPWHra

2 OBHOBEWTE

ycTpoicTBa. ONA NoNAyYeHUA TeKyLel MHGOPMAaLUUK C YCTPOMUCTBA HAXKMMUTE KHOMKY

2.7.1 NoameHio «UHTEPHET»

B noameHio «MMHmMepHem» ocyLwecTBAAETCA MPOCMOTP OCHOBHbIX CeTeBbIX HAaCTPOeEK YCTpOVICTBa.
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Beixopn B VHTEpHET

MopkniouyeHWe K ceT MNpoeogHoe

MpoTokon goctyna DHCP

|P-anpec 192.168.1.80
HoMeHHoe MMs myhostrg54.ddns.net
Crartyc D-DNS Pervctpauns ycnewHa

Z OBHOBUTE

Bbixo0 8 lHmepHem

e [loOKaw4eHue K cemu — CNocob NOAKAOYEHMA K CeTM nepegayvMm AaHHbiX. HacTpolika
noaKknto4YeHma nponssoamtca B pasaene Cetb — UHTepHeT:

— [IposoOHoe — noAkAlYeHWe K CceTu npoBakfepa OCyLecTBAAETCA MOCPeAcTBOM
coeguHeHMA MedHbIM UK ONTUYECKMM NaTy-Kopaom c noptom WAN;

—  3G/4G USB-modem — nofknoueHne K ceTu nposaigepa ocyllectsnserca yepes 3G/4G
USB-moaem, noakntoYeHHbIM K nopTy USB Ha 3aHel naHenu ycTponcTea.

e [Ipomokos docmyna — NPOTOKOA, UCMO/b3YyeMbli AR AOCTYNA K ceTh MHTEpHET;
e |P-adpec — |P-appec ycTpoiicTBa BO BHELLHENM CeTy;

e |P-adpec 8o s8HympeHHeli cemu nposatioepa — |P-agpec, KOTOPbIN UCNONb3YyeTCA BO BHYTPEHHEN
ceTv NpoBaigepa Aaa 4OCTYNa K JI0Ka/bHbIM CeTEBbIM Pecypcam nposaligepa.

Ecnrv BbibpaH cnocob noaknloyeHua «ABTOMATUUECKM MEpexoauTb Ha pe3epBHbl  KaHany,
oTobparkaeTca ABa NOAKAOUYEHUSA, A4 KOTOPbIX A0MNOAHUTENbHO BbIBOAATCA CAeaytolme nona:

. Hanu4ue ceA3u — nokasbiBaet AOCTYNHOCTb ping—cepBepa yepes AaHHOE NOAKNIYEHNE;

e AKMUBHOCMb — MNOKa3blBaeT, YTo MHTep¢eﬁC ncnonb3yeTca AnAa nepenayvyum nosib3oBateslbCKUX
AaHHbIX.

2.7.2 NoameHo «IP-TenedpoHmna»

B noameHto «IP-menedoHuUA» OCYyLLeCTBAAETCA MNPOCMOTP COCTOSHUA ceTeBOro WHTepdelica VolP,
MOHWUTOPUHT AOOHEHTCKMX KOMMAEKTOB W COCTOAHWA pPerncrTpaumMuM rpynn Bbl30Ba, TECTUPOBAHWE JSIMHUNA,
MOHUTOPUHT IMS.
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|P-aapec

CocToAHMe ceTeeoro uHTepdeiica Vol P

192 168.1.20

MOHUTOPWMHI aDOHEHTCKUX KOMNMNEKTOR

TpEXCTOPOHHAR KoHDEpeHUNA - -
Yaep#anne Bulzosa - -
O#MgaHue EniZ0Ea - _
MopAYaAlTennan NuHuA - -
Homep ropauei niuHuM - _
TaMmayT ropAdet THHAK, © - _

WA yeryrw Tlepenaqa Enisoea” - -

Ji— NokanbHLM PerucTpaps Hcrekaer Appec Coctoaume CocToRHue — YOaneHHbIR CocToRHue  YoaneHHsid
HOMED YEPES CEPEEPA  NHHHMM Ebl30Ba 1 aboneHT 1 Ebl30Ba 2 aboHeHT 2
1 001 OTrnioueHa HeakTueHa
&
- 2 002 OTknIOHeHa HearTueHa
& 3 003 OTrnioueHa HeakTueHa
4 004 OTknIOHeHa HearTueHa
e
MOHWTOPWHT rPYNN Bkl30Ba
Hwma rpynnis CocToRHue Hewmep Tenedona CNUCOK MWHMI Perucrpauua HeTekaer yepes
Groupl Brmic=eHa 005 1,3 4 OTkmio~eHa
Group2 BhiknrHeHa OTrmio~eHa
Group3 BriknrmeHa OTemiouera
Groupd BrikneueHa OTkmoueHa
Groups BhiknrHeHa OTrmio~eHa
MoHuTOpUHr IMS
Nz 1 2 3 4
Ynpaenerue c IMS BoiknideHo  BoikniodeHo | Boknededo | BokmeodeHo

Tect CratmcTika
TIHHHM FX5
Tect MokazaTh
Tect MokazaTs
Tect MokazaTh
TecT MokaszaTs
Anpec cepeepa

CocmosHue cemeso2o uHmepagelica VolP

e |P-adpec — |P-appec ceTeBoro nHtepoelrica ycnyru VolP.

MoHumopuHa abo0HEHMCKUX KOMI/AEKMOB8

e JluHUA —HOMeEp abOHEHTCKOro KOMNeKTa YCTpOﬁCTBa;

e JloKanbHbIli HOMep — Homep TenedpoHa aboHeHTa, 3aKpen/eHHbl 3a AaHHbIM abOHEHTCKUM
nopTOMm;

e Peazucmpayusa — cocTosiHMe perucTpaumm TenedoHHOro HoMepa rpynnbl Ha NPOKCU-CepBepe:

OmkntoveHa — GyHKUMA peructTpaumm Ha SIP-cepeepe BblKaoYeHa B HAaCTPOMKax npodpuns

SIP;

OwubKa — npoueaypa perucTpauumn 3aKkoHYnAach Heyaaden;
BbinoaHeHa — npoueaypa pernctpauun Ha SIP-cepeepe BbIMOAHEHA YCMELWHO.

AboHeHmckul wno3 TAU-4M.IP
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e Ucmekaem yepe3 — BpemMs A0 UCTEYEHUA permcTpaumm aboHeHTCKoOro nopta Ha SIP-cepBepe;

e Adpec cepsepa — aapec cepsepa, Ha KOTOPOM MOCAeAHMI pa3 NPoLLia PerncTpaLmio aboHeHTCKan
NNHUS;

e CocmosHue AUHUU — COoCTosiHne GU3NYECKOM ANHUKU. JIMHUA MOXKEeT HaxoAUTbCA B OAHOM U3
cneayrowmx COCTOAHNIM:

— He akmusHa — TenedoHHasa Tpybka nonoskeHa (NM60 abBOHEHTCKUIA MOPT BbIKAOYEH),
HopMmanbHaA paboTa;

— AkmueHa — TenedoHHasa TpybKa NOAHATA; B JIMHUIO BblAAETCA CUTHA/A OTBETa CTaHLUM,
nnbo curHan KMNB, nnbo curHan ownbKku, AMH60 IMHUA HAXOAUTCA B COCTOSHUM Pa3roBopa;

— locbinka 8bi308a — Ha TenedoH MNOJAETCA BbI3bIBHOW CUrHan (nNpuv MoOCTynaeHuu
BXO/ALLEro 3BOHKA);

— TecmupogaHue — 3anyLueH NPoLecc TeCTUPOBAHUA TNHUM.

e CocmosHue 8b1308a 1, 2 — KaxKAbl aBOHEHTCKMIA NOPT MOXKET O4HOBPEMEHHO NOAAEPKMBATL A0
OBYX CeaHCoB CBf3W. B AaHHOM none oTobpaykaeTcA COCTOAHME Bbi30Ba C COOTBETCTBYHOLLMM
yAaneHHbIM aboHeHTOM. BbI30B MOMKET HaX0AUTbCA B OAHOM U3 C/ieAyoWNX COCTOAHMUNA:

— Habop Homepa — ocyecTBnseTca Habop Homepa ¢ TenedoHHOro annapaTa;

— 30HAMO — BbI3OB MO KAKMM-IMOO MpPUUYMHAM OTOMACA, B NIMHWUIO BbIAAETCA CUTHAN
«3aHATOY;

—  Ucxodawuli 8bi308 — OCYLLECTBNAETCA BbI3OB YAaNeHHOro aboHeHTa, B IMHUIO BblAAETCA
curHan KIMB;

—  BxoOswuli 8bi308 — Ha TenepoHHbIN MOPT NOCTYNaeT BXOAALWMA BbI30B, B JIMHUIO
Bbl4AETCA BbI3bIBHOM CUTHaN;

— Pa32o060p — ycTaHOBNEHO PA3roBOpPHOE COeANHEHME C YAANEHHbIM abOHEHTOM;

—  BcmpeyHblli Ha yoepiaHuu — yaaneHHbli abOHEHT NOCTaBAEH HA YAEpPKaHUE;

—  JloKasnbHbIl HO yOepaHUU — NOKaNbHbIA aBOHEHT NOCTaBAEeH YAaNEHHbIM Ha yAePKAHWUE;

— OwubKa, nosoxume mpybKy — B NVHUIO BbIJAETCA CUTHaA OWWBKM. CUrHan OLWKMOKM
06bIYHO BbIAAETCA MO UCTEYEHMM TAMMAYTA BblAAYWM CUTHANA «3aHATO» (HacTpamsaeTcs
OTAENbHO ANS KaXKA0M IMHWUK), KorAa 3a6blan NoNoXKUTb TPYBRy TenedoHa.

e YOaneHHsIli aboHeHm 1, 2 — Homep TenedoHa yaaneHHoro aboHeHTa KaxKa0ro ceaHca CBA3sK.

e Tecm aAuHUU — MO KHOMKe TecT 3anycKkaeTcA NpoLecc TecTMpoBaHWA aboHEeHTCKOW AuHuu. O
cTaTyce npouecca cBUAETeNbCTBYeT obpaTHbi Talimep (B crtonbue «CoOCTOSHWME NUHUWNY),
CUrHaNM3NpYOWMN 06 OoCTaBLIEMCA BPeMeHW TecTa. Henb3a 3anycTuTb TECT O4HOBPEMEHHO Ha
HECKONIbKUX NnHUAX. [podonkutensHocTb Tecta — 80 cekyHa. Ha Bpema Tecta aboOHEHTCKMIA
KOMMIEKT BNOKMpYyeTCs — coBepLaTb U NPUHNUMATL 3BOHKM ByAeT HEBO3MOXKHO.

Nuuna

JNokaneHbIN HMeTekaer Apnpec CocToAHNE YhaneHHbI CocToAHNE YOaneHHbIn Tect
Peructpayna CocTosHIe NIHIN ~ i
HoMep Hepes cepeepa BblsoBa 1 adoHeHT 1 Bbl3oBa 2 AGOHeHT 2 ANHUN

20000 EcTe 000612 192.168.16.250 { TeCcTHMROEAHWE (73)

Mo OKOHYaHMK TecTa pe3ybTaT MOXKHO NOCMOTPETb, HaXKaB Ha KHOMKY ... B CTO}16LI,E «TecT NMHUNY.
PesynbTaT npeacraBaseTca B Buae Ta6}'IMLI,bI N COOEPXKUT cneayroume AaHHbIE:

e [JlaTaTecTa

e [locToAHHOE CTOpPOHHee HanpsxeHue Ha nposoae A (TIP)

e [locToAHHOE CTOpPOHHee HanpsxeHue Ha nposoae B (RING)
e [lepemeHHOe CTOPOHHEE HanpsxeHue Ha nposoae A (TIP)

e [lepemeHHOe CTOpPOHHee HanpsaxeHue Ha nposoge B (RING)
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e HanpsaxeHue nUTaHWUA INHUK

e [MonepeyHbili TOK (TOK B IMHUK)

e TMpoaonbHbIl TOK (TOK yTeuKm)

e ConpoTusneHne mexay nposogamu A (TIP) n B (RING)
e ConpoTusneHue mexay nposogom A (TIP) n 3emnéi

e ConpotusneHue mexay nposoaom B (RING) n semnéit
e Emkoctb mexay nposogamu A (TIP) u B (RING)

o EmKoctb mexay nposogom A (TIP) n 3emnéii

e Emkoctb mexay nposogom B (RING) n 3emnéii

e TenedoHHbIl annapaT — MHPoOPMaLMA O HAaANUYMK NoaKAtodeHusA TA (TenedoHHOro annapara).

Mpumep pesynbTata Tecta AMHum 1:

Peaynetat Tecta: JTMHWMA 1

Dara Tecta

MNoCTORHHOE CTOPOHHES HANPAMEHKE Ha npoBoge A (TIP)
MNoCTORHKOE CTOPOHHES HANpA¥EHKE Ha npoBoge B (RING)
MNepeMeHHoe CTOPOHHES HaNPRHEHKE Ha nposoge A (TIP)
MNepeMeHHoe CTOpOHHES HaNpRE#EHKE Ha nposoae B (RING)
HanpazeHne NHTAHMA MHHIK

MNonepeqHLIA ToR

MpogonbHEIR TOK

ConpoTWENeHWME Mesay nposcgamu A (TIP) 1 B (RING)
ConpoTHENEHME Mexgy nposogom A (TIF) 1 semnén
ConpoTWEneHWe Mesxay nposogom B (RING) u semnsi
EMEQCTE Mexy nposogamm A (TIP)u B (RING)

EMECCTE Mexay nposcaom A (TIP) W 3eMnen

EMeocTe mexay nposogom B (RING) 1 sesnén

TenedoHHEI annapar

& YRanWTh X 33KpuiTh

x

12:03:35 24.12.2019

0114405 B
0.110085 B
0.029830 B
0.024119 B
-51.755463 B
0.415014 mA
0.353402 mA
1168.946167 kOm
545.660583 kOm
392071228 kOm
30 HE

30 HE

30 He

He nogrmoueq

. Cmamucmuka FXS — OTO6pa)KaET KONmM4yecTBo BXO4AWNX N UCXOo4ALWLUNX 3BOHKOB, NOCTYNUBLUKUX Ha

MopT, a TakKe nocneaHuin HabpaHHbIA HOMep.

KonMuecTES EXOIALIMY SE0HKOE 1

HoMWYECcTES MCXOAALLMX 3B80HK0E | 2

CratucTuka FXS: NMikna 1 %

MocnegHna HabpaHHBIA HoMEp B001

*® 33EphITH 3 ChpoC CTaTMCTHEM

Mog Ta6I'IMLI,e[;1 MoHuTOpKUHra abOHEHTCKMX KOMMIEKTOB HaXo4ATCA KHOMKW AnAa anHyp,MTeanoﬁ

perncTpaummn nam oTMmeHbl permcTtpaumm Bbl6paHHbIX NNHURA.
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MoHumopuHe 2pynn 8bi308a

Wms epynnel — Ha3BaHWe rpynnbl BbI30Ba;

CocmosiHue — COCTOAHME TPYNMbl BbI30Ba: BK/OYEHA WM BbIK/IIOYEHA;

Homep menegoHa — Homep TenedoHa, 3aKPENJIEHHbINM 3a FPYNMNon BbI30Ba;

CrnucoK AuHuli — CNUCOK INHUI (NOPTOB), KOTOPbIE BXOAAT B Fpynny;

Peaucmpayus — cocTosiHue perucrpaumnn tenedoHHOro Homepa rpynmnbl Ha NPOKCU-cepBepeE:

—  OmkKnw4veHa — pyHKUMA pernctpaumm Ha SIP-cepBepe BbIK/lOMEHA B HAaCTPOMKax npoguns
SIP;

— OwubKa — npoueaypa perncTpaummn 3akoHYnAacb Heyaave;

— BeinonHeHa — npoueaypa pernctpaummn Ha SIP-cepsepe BbINOAHEHA YCNeLWwHOo;

Ycmekaem yepe3 — Bpems 40 UCTEYEHUA perncTpaLmMm rpynnsl Bbi3oBa Ha SIP-cepsepe;

Adpec cepsepa — appec cepBepa, Ha KOTOPOM MOCNEAHWIA pa3 MpoLwsa PerucTpauumio rpynna
BbI30Ba.

MoHumopuHe IMS

MoHUTOpPUHT IMS NOKasbiBaeT COCTOSIHME HEKOTOPbIX YCAyr (aKTMBMPOBaHA UM He aKTMBMPOBAHa) Ha
Ka*KA0W abOHEHTCKON MHUKM, NPU YCAOBUK, YTO Ha 3TOW IMHUWN paspeLleHo yaaneHHoe ynpaB/ieHue ¢ cepsepa
IMS (IP Multimedia Subsystem).

YnpaeneHue c¢ IMS — NOKa3blBAaeT, BKAKOYEHO WAM HET y[aNeHHOe YMpaB/ieHWe YCayramwu
aboHeHTCKoM nMHuKn c cepsepa IMS (HacTpausaetcs B npodune SIP, cm. nogmeHto «Mpodunn
SIP»);

TPEXCMOPOHHAA KOHGhepeHYUa — NOKasblBaeT, NPULLIA UAN HET KOMaHAa Ha aKTUBALUMIO YCayru
«TPEXCTOPOHHAA KOHPepeHUna» c cepaepa IMS;

YOepicaHue 8bi308a — NOKa3bIBaeT, NPULLIA UAN HET KOMAHAA Ha aKTUBALMIO yYCayrun «YaepikaHue
BbI30Ba» ¢ cepsepa IMS;

OxcudaHue 8613080 — NOKa3bIBaET, NPULLIA UM HET KOMaHAa Ha aKTUBALMIO ycayrn «OxugaHue
BbI30Ba» ¢ cepsepa IMS;

lopAa4yaa AuHUA — NOKasblBaeT, MPULLAA UM HET KOMaH4A Ha akTMBaLMIO ycayrn «fopadaa NnMHnA»
c cepsepa IMS;

Homep 2opaveli nuHuu — NokasbiBaeT HoMmep TenedoHa Ana ycnyrm «Ffopavasa MMHUA» B KOMaHae
aKTMBaUum oT cepsepa IMS;

Talimaym eopsadeli nuHUU, ¢ — NOKa3blBaeT TalmayT Habopa gns ycayrm «lfopsyas AMHMAY B
KOMaHze aKTMBaLuum ot cepsepa IMS.

Uma ycnayau «I7epedaqa 8b/308a» - NOKa3blBaeT 3a4aHHOe nMA ycayrn «lepegayva Bbi30Ba».

' —ycnyra akTMBMPOBaHa;

%X —ycnyra He aKTMBMpPOBaHa.
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2.7.3 MNopmeHio «Ethernet-nopTbi»

B noameHto «Ethernet-nopmel» BbINOAHAETCA NPOCMOTP cocToaHMA Ethernet-nopTos ycTpoiicTea.

CocTosHue Ethernet-noptoe

Moprt MogknyeHue CropocTe Pexum MepenaHo MpwuHATO
WAN Bkn 100 MEuT/C Full-duplex 1.4 MGBaiT (1 493 435 GaiT) 516.7 MBaiT (541 842 450 GaWT)
LAN Bhlkn

Z OGHOBHTE

CocmosHue Ethernet-nopmos

e [lopm —Ha3BaHWe nopTa:

—  WAN — nopT BHelLHel ceTy;
— LAN — nopT noKanbHOM ceTu.

. lModknoueHuUe — CoOCToAHUE NOAKNKOYEHNA K AaHHOMY NMOPTY:

—  Bka. — K NOpTYy NOAK/OYEHO CETEBOE YCTPOWCTBO (IMHK aKTUBEH);
—  BbIKA. — K MOPTY He NOAKNHOYEHO CETEBOE YCTPOMCTBO (/IMHK HE aKTUBEH).

e CKOpoCmb — CKOPOCTb MOAKNOYEHUA BHELIHEro CeTeBoro ycrpoicrsa K nopty (10/100/1000
M6uTt/c);

. Pexcum — pexum nepenayvyun AaHHbIX:

—  Full-duplex — nonHbI gynnekc;
— Half-duplex — nonyaynnekc;

e [lepedaHo — KONNYECTBO NepeaaHHbIx 6alT c NopTa;

e [IpuHAMO — KONNYECTBO NPUHATLIX BAWT NOPTOM.

[na nonyyeHun Tekylen nHpopmaLumm o coctosHum Ethernet-nopToB HaxkmuTe KHOMKY « OBHOBUTBLY.

2.7.4 NoameHto «DHCP»

B nogmeHto « DHCP» MOXHO MOCMOTPETb CMMUCOK NOAKAOYEHHbIX K LAN-MHTepdency ceTeBbIX YCTPOMCTB,
KOTOpbIM 6blIM HasHayeHbl IP-agpeca nokanbHbiM DHCP-cepBepom, a TaKKe BpemMsa A0 UcTedyeHuns apeHabl IP-
aapeca.

Cnucok DHCP-knueHTOB

MAC-agpec HMA KNUeHTa IP-agpec BpeMAa 0o UCTEYEHUA apeHakl

& OOHOBHTB
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AxkmusgHble DHCP-apeHObl

e  MAC-adpec — MAC-agpec NOAKIOYEHHOrO YCTPOMCTBA;
e UMA KnueHma — ceTeBoe UMA NOAKAOYEHHOIO YCTPOICTBA;
e |P-adpec — IP-agpec, Ha3HAYeHHbIN KANEHTY U3 NMy/a afpecos;

e Bpemsa do ucmeyveHus apeHObl — CPOK, Yepe3 KOTOPbIN UCTEKAET apeHaa BblAe/IeHHOro agpeca.
Ons nonyyeHuma Tekylwen nHdopmaymm o DHCP-KAneHTax Haxkmute KHoMKy « O6HoO8UMb».
2.7.5 NoameHio «ARP»

B noameHto «ARP» BbinonHaeTcA npocmoTtp ARP-Tabaunubl. B ARP-Tabaunue copepkutca nHbopmaumsa o
cootBeTcTBUM IP- 1 MAC- afpecoB coce4HMX CETEBbIX YCTPOMCTB.

ARP-tabnuua

IP-agpec MAC-agpec WMA KnneHTa WHTepdeiic
@

192.168.16.1 AB:F9:4B:B0:ET:00 WWAN

192.166.18.34 14:CC:20:03:82:06 WAN

Z ObHoBUTB

ARP-mabnuya
e |P-adpec — |P-agpec ycTpoiCTBa;
e MAC-adpec — MAC-agpec ycTpomncTBa;
e UmsA KnueHmMa — ceTeBOE UMS MOAK/IOYEHHOTO YCTPOMCTBA;

e VHmepdgelic — uHTepdeiic, co CTOpoHbl KOTOPOro akTMBHO ycTporicteo: WAN, LAN, Bridge.

Ons nonydyeHna Tekylen MHGopmaumm HaxkmnTe KHoNKy « O6Ho8UMb».

2.7.6 MoameHI0 «YCTPOUCTBO»

B noameHio «Ycmpolicmeo» npuseaeHa obuwan nHpopmaums o6 ycrtpoiicree.

108 AboHeHmckul wno3 TAU-4M.IP



S ELTEX

TAU-4AM.IP m- admin

WutepHer  IP-tenedwoHuA  Ethernet-noptel DHCP  ARP CPU  Conntrack

MapwpyTH3aumua WcTopuA BblzoBoE  [IWArHOCTHEA

WHdpopmaywa ob ycTpoicTee

znenue TAU-4MIP
- Bepcua Mo (Texywan sepcuna MNO)
B Jaeoackoid MAC-agpec AGF24B:20°934E
o CepuiHbin HoMep WI4D000045
CHcTEMHOE BREMR 06:16:14 16.12.2019
Bpema pabaotwl 2 an, 22:51227

UHpopmayusa 06 ycmpolicmse

e M30enue — HAUMEHOBAHME MOLENN YCTPOWCTBA;
e Bepcua 10 — Bepcua NporpammHoOro obecrneyeHus yCcTponcTBa;

e 3asodckoli MAC-adpec — MAC-agpec WAN-uHTepdenca ycTponcTBa, YCTaHOBNEHHbIM 3aBOAOM-
N3roToBUTE/IEM;

e CepuliHbili HOMep — cepuitHbIi HOMep YCTPOMNCTBA, YCTaHOB/IEHHbI 3aBOA0M-U3roTOBUTEIEM;
e CucmemHoe 8pemMs — TeKyLLMe BpeMs U AaTa, YCTAaHOB/IEHHbIE B CUCTEME;

e Bpemsa pabomel — Bpemsa paboTbl C MOMEHTa MNOCAELHEro BK/OYEHUA WM Nepes3arpysku
YCTPOMCTBA.

2.7.7 NoameHto «CPU»

B noameHto « CPU» oTobpakatoTcs AaHHble NO UCMO/b30BaHMIO NPOLEccopa.

KMcnons3oBanue npoweccopa

IRQ 0.00%
= System [ | 5.00%
-

Steal 0.00%
-3

User | ] 17.0%

SoftiRQ 0.00%

10WVait 0.00%

Idle — 78.0%

Hice 0.00%
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Ucnonv3osaHue npoyeccopa

IRQ — NPOLEHT NPOLECCOPHOro BpeMeHM, NoTpayeHHOro Ha o6paboTKy annapaTHbIX NPepbIBaHUN;
Systerm — NPOUEHT MCNONb30BaHMA NPOLLECCOPHOrO BpEMEHM NPOLLEeCCaMM A4Pa;
User — npoueHT Ucnosib30BaHMA NPOLLECCOPHOIO BPpEMEHMW MO/1b30BaTEIbCKUMKW NMPOrpammMmamu;

SoftlRQ — npPOUEHT NPOLECCOPHOro BPEMEHM, MOTPAYEHHOro Ha 06pPabOoOTKYy NpPOrpammHbIX

npepbiBaHUN;

IOWait — npOLLeHT NPOLLECCOPHOro BpeMeHMU, NOTPAYeHHOro Ha onepauum BBOAa;

Idle — npoLeHT He3agencTBOBaHHbIX MPOLLECCOPHbIX PECYPCOB;

Nice — npoueHT MCNo/b30BaHWA MNPOLECCOPHOTO BPEMEHW MNPOTrPamMMaMM C M3MEHEHHbIM

NPUOPUTETOM.

2.7.8 NoameHio «Conntrack»

B nogmeHto « Conntrack» OTO6pa)'Ka|'OTCFI TeKyllne aKTUuBHble CeTeBble CoeanHeHUA YCTDOﬁCTBa.

BelBOg, akTWMBHBIX ceccuil NAT
YWCNO aKTWBHBIX COBIUHEHHIA 18
YWCNO NOKa3aHHLIX COEAMHEHUA 18

Cnncok coeanHeHWi

MpoTokon Appec UCTOYHMKA
TCP 192.168.27.168:60975
TCP 192.168.27.168:61004
TCP 192.168.27.168:60995
TCP 192.168.27.168:60998
TCP 192.168.27.168.60981
TCP 192.168.27.168.60984
TCP 192.168.27.168:61001
TCP 192.168.27.168:60993
TCP 192.168.27.168:60975
TCP 192 168.27 168:61007
TCP 192.168.27.168.60994
TCP 192.168.27 .168.60987
TCP 192.168.27.168:60969
IGMP 0.0.0.0

UDP 192.168.1.1:41959
TCP 192 168.27 16860990
TCP 192.168.27.168.60972
IGMP 192.168.1.1

Afgpec HasHaYeHUA
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
2240022

239.255.255.

o
=]

50:1900

192.168.8.77:80

192 168.8.77:80

224001

TaHmayT
24c

1 MuH 54 ©
1MuH 24 C
1MUH 34 C
a4 c

sdc
1MuH 44 ¢
1MuH 24 C
3dc

4 aH 23459 MuH 59 ¢
1MuH 14 ¢
1MuH 4 ¢
ac

6 MMH 31 C
16¢C

1 wmmn 14 ¢
14c

9 muH 45 ¢

Bbiso0 akmusHbix ceccuti NAT
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e Yucno akmusHbix coeduHeHuUl — obLee YNC/I0 aKTUBHbIX CETEBbIX COeAMHEHNI;

e YHucno noKazaHHbIXx coeOuHeHul —4ncno coeguHeHum, sbiseaeHHbix B Web-uHtepdeiic. Ytobbl He
CHU)KaTb MPOU3BOAUTENBHOCTL paboTbl Web-uHTepdeica, makcMMasbHOE 4YMCAO MOKas3aHHbIX
coeguHEHNN orpaHmnyeHo 3HadeHnem 1024. OcTafibHble COEAUMHEHMA MOXKHO NMOCMOTPETL Yepes
KOMaHZHYI0 KOHCOJIb yCTpoicTBa (KomaHaa cat /proc/net/nf _conntrack).

Criucok coeduHeHul

MPOMOKos1 — NPOTOKO, N0 KOTOPOMY YCTaHOBJ/IEHO COEAUHEHME;

Adpec ucmo4HuKa — IP-agpec u Homep nopTa UHULMATOPa COeANHEHUS;

Adpec HasHa4eHus — IP-agpec n Homep NopTa agpecata CoeaUHEHUS;

Talimaym — nepuos BpeMeHU A0 YHUUTOXKEHUA COEANHEHWA.

[na nonyyeHuns TekyLein MHPOPMALMKN HAXKMUTE KHOMKY « O6HOBUMbY.

2.7.9 NoameHio « MapwpyTusauma»

B noameHio « Mapwpymu3zayus» oTobpaykaeTca Tabanua mapLipyTmsanmmn ycTpomncTsaa.

Tabnuya maplpyTusaums

Appecar Linws Macka dnarn MeTpuka O6paweHna OBHapyHEeHUA WHTepthenc
192.166.1.0 0.0.0.0 255.255.255.0 u 0 0 0 br0

o 192.166.10.0 0.0.00 255.255.255.0 u 0 0 0 ethi

B 0.0.0.0 192.168.10.1 0.0.0.0 uG 0 0 0 ethi

< ODHoBMTB

e Adpecam — IP-agpec xocTa UAM NOACETU Ha3HAYEHMA, A0 KOTOPbIX YCTAHOBNEH MapPLIPYT;
e Llmo3— IP-agpec Wnto3a, Yyepes KOTOPbI OCYLLECTBAAETCA BbIXOA HA agpecaTa;
e Macka nodcemu — MacKa NoaceTy;

e Gngau — onpeaeneHHble XapaKTEPUCTMKM AaHHOro MapuwpyTa. CyliecTsyloT ciegytowme
3HayeHun ¢hazos:

— U - yKasbiBaeT, YTO MapLUPYT CO3A4aH U ABAAETCA MPOXOANUMbBIM;

— H-yKasbiBaeT Ha MmapLlwpyT K onpesenieHHOM y31y;

— G - yKa3blBaeT, YTO MapLIpPyT MposeraeT yepe3 BHewHui w3, CeTeBon uHTepdelic
CUCTeMbl MNpeaocTaBnAeT MapLpyTbl B CeTU C NpAMbIM MNoAKAoYeHuem. Bce npouune
MapLpyTbl NPOXOAAT Yepe3 BHewWwHue watodbl. drarom G 0TMeYaloTca BCE MapLUpyThbl,
KpOme MapLupyTOB B CETU C NPAMbIM MOAKAOHEHUEM;

— R - yKasblBaeT, YTO MapLIpyT, CKopee Bcero, 6bin co34aH AMHAMMYECKMM MPOTOKOJ/IOM
MapLlipyTusaummn, paboTalowmmM Ha I0KaJAbHOM cucTeme, MNOCPEACTBOM MapamMmeTpa
reinstate;

— D - yka3biBaeT, YTo MapwpyT 6bln gobaBneH B pesynbTaTe MOAYYEHUSA COObLLEHMA
nepeHanpasnexHns ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe 13
coobuweHus ICMP Redirect, mapwpyT BKAOYaeTcA B TabaMLy MaplpyTM3aumm, 4Tobbl
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UCKNIOYUTb NepeHanpasaeHne AnAa nocneayrowmx naketos, npeaHa3Ha4YeHHbIX TOMY XKe

aapecaty. TakMe mapLpyTbl oTmeyeHbl dnarom D;

— M - yKasbiBaeT, YTO MapLIPyT NOABEPrcA U3MEHEHMUIO - BEPOATHO, B pesysibTaTe paboTbl
ANHAMUYECKOro MPOTOKO/1Ia MapLlipyTM3aUMK Ha JIOKA/SIbHOM cUCTEME U MPUMEHEHUS

napameTpa mod;

— A -yKa3blBaeT Ha bypepur30BaHHbIN MapLIpyT, KOTOPOMY COOTBETCTBYET 3anunch B Tabanue

ARP.

— C-yKa3blBaeT, YTO MCTOYHUKOM MapLLpyTa ABAAETCA bBydep mapLupyTM3aumnm a4pa;
— L - yKa3bIBaeT, YTO NYHKTOM Ha3HaYeHWs mMapLipyTa ABASETCA OAUH U3 afpecoB JaHHOro
KomnbloTepa. TakuMe «OKajibHble MapLpyTbl» CYLECTBYIOT TOJIbKO

MapLpyTU3aLmm;

— B - yKa3blBaeT, YTO KOHEYHbIM MYHKTOM MapLUpyTa ABAAETCA LMPOKOBELLaTe IbHbIN agpec.
TakMe  «IWMPOKOBELWATeNbHbIE  MAapLIPYTbl»  CYLLECTBYIOT  TO/bKO

MapLUpyTU3aLmu;

— | - yKasbIBaeT, YTo MapLIpyT CBA3aH C KoabLeBbiM (loopback) uHTepdeitcom c uenbio nHo
Hexkenn obpalleHne K KONbLEBOW CeTU. Takue «BHYTPEHHWE MapLIpyTbi» CyL,ecTByOT

TONbKO B bydepe mapLipyTmsaumm;

B

B

bydepe

6ydepe

— I - yKkasblBaeT, YTo genTarpamMmmol, Hanpasasemble MO 3TOMy agpecy, byayT oTBepraTbea

CUCTEMOW;

e Mempuka — onpegenser «CTOMMOCTb» MapwpyTa. MeTpuKa wcnosb3yetca AAa COPTUPOBKU

Ay6MpYHOLWMX MapLIPYTOB, €C/IM TAKOBble MPUCYTCTBYIOT B Tabauue;

e ObpauweHus — 3adpUKCUPOBAHHOE YNCN0 OOPALLEHNIA K MapLIPYTY C LLebI0 CO34aHUsA COeqUHEHUs

(He ucnonbayetcs B cucteme);

e Ob6HapyxceHuUs —4ncno obHapyKeHWUM MapLIpyTa, BbINOJHEHHbIX NPOTOKoAOM |P;

e UHmepdgelic — umsa ceTeBoro nHTepdelica, yepes KOTOPbIN NposieraeT AaHHbIA MapLUpYyT.

[Nna nonyyeHus Tekylen MHopmaLmm HaxKMUTE KHOMKY « OBHOBUTBL».

2.7.10 NoameHto «UAcTOpUA BbI3OBOBY

B noameHto «Mcmopun 8b/130808» MOXHO MPOCMOTPETb CNMUCOK COBEPLUEHHDbIX Teﬂed)OHHbIX BbI3OBOB, a

TaKXKe CBOAHYI0 MHPOPMaLMIO NO KaXKA0MY BbI30BY.

B onepaTMBHOM NamATM YCTPOWCTBA MOXKHO COXPaHMTb A0 10 000 3anuceli o coBepLIeHHbIX Bbi30oBax. Mpu
KosnmyectBe 3anuceir 6onee 10 000 camble cTapble (BBepxy Tabauupl) yaanawoTca, M B KoHel, ¢anna

[1,06aB!'IFHOTCFI HOBble.

3anucb CTaTUCTUKK B XyYpHane Bbi30BOB HE BEAETCA NPU HYNIEBOM pa3mMmepe UCTOPUMN.

DunbTp (Nokasatb)

HacTpouts napameTpb! UCTOPMH BbI30BOS

Na- NokankHeii Y naneuHuIn IP-anpec BeTp! n Bpems i Bpems Havana LnuTensHocTs CocTosHne Twun euizo-  Mepenao
HAR  HOMep Homep CTOPOHbI BLI30BA pasrosopa pasrosopa BLI3OBA Ba nakeros

#

14 225 222 192.168.1.18 09:45:08 17.01.2018 09:45:10 17.01.2018 5¢c remote clear vcxonsumn - 232
21 222 225 example.org 09:45:08 17.01.2018 09:45:10 17.01.2018 5c local clear BXOAAWMA 63
31 222 sip 192.168.1.10 09:45:21 17.01.2018 09:45:23 17.01.2018 3c local clear BXOAAWMA 64

4 4 225 sip 192.168.1.10 09:45:58 17.01.2018 09:46:00 17.01.2018  2c local clear BxonaWMiA 98

“« < > »

20 j 3anuceil Ha cTpaHuLe

Crpanvua 1 na 1

Mepepnano
Gant

39904
10200
10213

16697

MpuHsTO
naketos

68
206
173

110

MpuHaTo
Gait

10901
35432
29452

18616
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OnucaHune nonek TabanLbl «KUICTOPUA BbISOBOBY:

e #-nopaagkoBbln HOMep 3anucK B Tabanue;
e JluHUA — HoMep abOHEHTCKOro nopTa yCTPOMCTBa;
o JloKanbHbIl Homep — Homep aboHeHTa, 3aKpen/ieHHbI 33 AaHHbIM aBOHEHTCKMM NOPTOM;

e YOaneHHbIli HOMmep — HOMEpP yAa/IeHHOro aboHEeHTa, C KOTOPbIM ObINI0 YCTaHOBIEHO TenepoHHoe
CcoeiNHeHNe;

e |IP-adpec scmpeyvHoli cmopoHsi — IP-agpec yaaneHHOro aboHeHTa, ¢ KOTopbIM BbI/10 YCTaHOB/IEHO
TenepoHHOe coegMHEHNE;

e Bpems nocmynneHus 6613080 — BPEMA M AaTa NOCTYMN/IeHUs/CoBEPLIEHMS BbI30Ba;
e Bpems Ha4asa pa32080pa — BPEMA U AaTa Hayana pPasrosopa;
e /[lnumenbHOCMb Pa32080pa — ANUTELHOCTb PAa3roBOPa B CEKYHAAX;

. CocmosHue 8bi308a — NPOMEKYTOYHOE COCTOAHME nmbo NPUYnNHa 3aBepLlUEHNA BbI30OBA,; ONnCaHue
CTaHOBUTCA AO0CTYNMHbIM NpPpU HaBeAEHUN KYpPCOpa Ha 3alnncCb COCTOAHNA BbI30OBA,

e Tum 8613080 — TUN BbI30BA: UCXOAALMIN UNN BXOAALMIA;

e [lepedaHo nakemos — KONNYECTBO NepeaaHHbix RTP-NakeToB 3a Bpems pasroBopa;
e [lepedaHo 6alim — KOoNNMYeCTBO NepeaaHHbIx 6alT 3a Bpemsi pa3roBopa;

e [IpuHAMO NaKkemos — KONMYECTBO NPUHATbIX RTP-NaKeToB 33 Bpems pasroBopa;

e [IpuHAmMo 6alim — KONNYECTBO NPUHATbLIX BANT 3a Bpems pasroBopa.

B TabanLe UCTOpMM 3BOHKOB MOXKHO MPOU3BECTM OTOOP 3anucel No pasMyHbIM napameTpam. s aToro
HaXXmuTe ccbiiky «PunbTp (MOKaszaTb)». PUALTPALMA MOMKET NPOM3BOANUTLCA MO HOMEPY aBOHEHTCKOM NNHUK,
NOKaZIbHOMY WU yAaneHHOMYy Homepy, |P-aspecy BCTpeYHOW CTOPOHbI, BPEMEHW MOCTYN/JEHUA BbI30BA,
BPEeMeHM Hayaa PasroBopa, COCTOSHMIO BbI30BA M TUMY 3BOHKA. OnNucaHne napamMeTpoB ¢uAbTPaLMM YKa3aHo B
onuncaHuu nonei Tabanupbl UCTOPUKN BbI3OBOB BbILLE.

Bpemsa nocmynaeHus evi3oea om/0o wnu Bpems Hauyana paszeoeopa om/00 — BPEMEHHble PaMKM
nocTynaeHus/coBepLIeHNn BbI30Ba AW Hayana PasroBopa B popmarte «U4:MM:CC A4.MM.TTIT»,

[NA CKpbITUA HACTPOMKM NapameTpoB GpuAbTPaUMM 3anunceir B Tabauue HaxkmuTe Ha CCbinky Puaemp
«CKpbIMb».

[ns HacTpoWKM NMapameTpPoB MCTOPUM 3BOHKOB HAXKMUTE Ha CCbUIKY «HacTpouTb mapameTpbl UCTOPUM

BbI30BOB». [logpo6bHOE onMcaHWe HAcTPOMKK NapaMeTpoB NpueBeaeHO B pasgene 2.6.3.10 MNoameHio «McTopus
BbI30BOBY.

“ o o
Mpu HaXaTUM Ha KHOMKY npon3onaer nepexon K Ta6nmue, Ha4YMHaA C NepBoOu 3anunUcCK.

MpY HaXKaTMM Ha KHOMKY Npoun3oiaeT nepexoa K npeablayLwei cTpaHuue ¢ Tabanuein nctopmum
BbI30BOB.

MpY HaXKaTMM Ha KHOMKY NPOM30MAET Nepexo, K cieaytolen cTpaHuue ¢ Tabanuen nctopum
BbI30BOB.
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.4 . o
MpuY HaXKaTMM Ha KHOMKY npousonaert nepexos, K Tabavue, 3akaHuYMBan nocaegHel 3anuchbio.

CeneKTop «3anucelt Ha CTpaHULE» NO3BOAIAET HACTPOUTb KOJIMYECTBO BbIBOAUMBIX 3anucelt Tabaumubl Ha
O HOM cTpaHuue.

2.7.11 NoameHo «AMarHOCTUKa»

B nogMeH0 MOXHO BbINOMIHUTL NPOBEPKY AOCTYNHOCTM Y3/1a B CETU U ONpeae/iMTb MapLLPyYT CleA0BaHuMsA
OaHHbIX.

HuarHocTuka
Hazeanue calTa google.com

Hazeanwe caiTa google.com

CeTeBble yTUANTDI:
e Ping —yTnAUTa ANA NPOBEPKM COeANHEHWI B ceTAX Ha ocHose TCP/IP;

e Traceroute — yTuAuTa ANs onpeaeseHns MapLLpyToB ce40BaHunA AaHHbIX B cetax TCP/IP.

2.8 Mpumep HacTpoiikn

e Noakntouunte MK K ogHomy 13 LAN-NopTOB yCTPOICTBA, NpOBOA, OT CeTV NpoBalgepa NoAKAoUUTE
K nopty WAN;

e B agpecHoi cTpoke 6paysepa BBeaute IP-agpec watosa (no ymonuaHumio 192.168.1.1);

e [pu ycnewHoM NOAKNOYEHMM K YCTPOMCTBY MOABMTCA OKHO C 3anpocoM NOrMHa WM Napons.
3ano/IHUTE NOAA U HaXXMMUTE KHOMKY «BoiTu» (Mo ymonyaHuio nornH:admin, naponb:password).

TAU-4M.IP ru v

Norme:

Mapons

Ecan 3TO OKHO He MOoABMAOCH, Y6e,EI,MTECb, 4yToO B HaCTpOﬁKaX CceTeBOro noakatyeHmAa Ha sawem [K
yCTaHOB/EHO aBTOMaTU4ecKoe nosayyeHue IP-agpeca.
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B nautke «MHTEpHeT» HacTpamBaeTca BHellHee coeauHeHue. Ecam  TAU-4M.IP  6ypet
MCMNO/b30BATbCA B KAYECTBE MapLLPyTM3aTopa — B NANTKe «HTepHeT» BbibepuTe 3Ha4yeHMe Nons
«Pexxnm paboTbl» - mapwpytusatop. B none «MpoTokon» BbibepuTe NPOTOKOJ, UCMNOAb3YEMbIN
BALUMM NOCTABLLMKOM ycayr MHTepHeT, 1 BBeAnTe HeobxoaMmble AaHHbIE COFTACHO MHCTPYKUMAM
nposanaepa. Ecnm ans nogkaoueHns K ceTu npoBanaepa UCNoNb3yHTCA CTaTUYECKMEe HAaCTPOMKMK,
TO B none «lpOTOKON» HYKHO BbIOpaTb 3HauYeHue «Static», 3anNONHUTL Nona «BHewHun IP-agpec
ycTpoiictBa», «Macka noagcetm», «LUno3 no ymonyaHuio», «lMepBudHbii DNS» 1 «BTopuyHbIN
DNS» - 3HaYeHMA NapameTpoB NPeAoCTaBAAITCA NpoBaigepom. A coXxpaHeHUA U MPUMEHEHUSA

HaCTpoOeK HaXXMuUTe KHOMKY o .

UHTepHeT nogpoGHee
Pesum paboTel | MapwpyTwiaTtop v
MpoTokon | PPPOE v

MmaA none3osatens | login
MNaponb | ====-
Service-Name | internet

BTopoi gocTyn | DHCP v

3 -

[na yKasaHWa AONONHUTE/IbHLIX NAPAaMETPOB MeperanTe B PEXMM PaclUMPEHHbIX HACTPOEK, Haxas
CCbINIKY «noapobHee» (cmoTpuTe pasgen 2.6.2.1 NoameHto «UHTepHET).

Ecnm B ceTn Bawero UHTepHeT-npoBanaepa Mcnonbsyerca npmeaska K MAC-agpecy, HaxmuTe
KHOMKY «noapobHee» B NANTKe «MHTEPHET» N OTKpoMTe noameHto «Hactpoika MAC-agpecos». B
pasgene «Hactpoiika MAC-agpeca WAN» yctaHoBuTe dnar «Mepeonpegennts MAC» 1 BBeguTe B
none «MAC» MAC-agpec ycTponcTBa, KOTOpbIA paHee 6bln NoAkoYeH K ceT UHTepHeT. Ecam
6b1n1 nogkntoveH MK, ¢ KOTOpOro NPoOmM3BOAMTCA B AaHHbI MOMEHT HACTPOMKa YCTPOWCTBA, TO
[O0CTAaTOYHO HaXKaTb Ha KHOMKY «K/A0HUposame», YyTobbl HasHaunTb w3y MAC-agpec Bawero MMK.
[na coxpaHeHMA N NPUMEHEHUA HAacTPOEK HaXKMUTe KHOMKY «[TpuMeHUTb».

m IP-TenecboHmn IP-reneengeHne  Cuctema

WHTepHeT [EREMGGITERVNGETLGC DHCP-cepeep  NokansHslit DNS  NAT W npofpoc nopToe  CeTesoi skpaH  MaplupyTwsauna  [OuHaMuueckuil DNS  SNMP

HacTpoiika MAC-agpeca WAN

NepeonpeaenuTs MAC ¥

OpMaT: O

Echn TAU-4M.IP 6ypeT ncnonb3oBaTbCcA B KAYeCTBE 2-MOPTOBOr0 KOMMYTAToOpa, TO B NIUTKe «MHTepHeT»

BblbepuTe 3HauyeHMe nona «Pexum paboTbl» - MmocT. B none «IP-agpec» ykaxute agpec, KoTopbli byaer
Ha3HauyeH YCTPOWCTBY AN AOCTyna K Hemy. BeBeaute macky noacetu (no ymonyaHuio 255.255.255.0). Ons

v
COXpaHeHUA U NPUMEHEHNA HACTPOEK Ha*XMUTe KHOMKY .
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MHTepHeT nogpoGHee
Pewm padoTel MocT T
MNpoToKon Static v

IP-agpec | 192.168.1.1
Macka noaceTw | 2552552550
LLnto3 no yMonyadmo | 192.168.10.1
MepBuyHbIA DNS | 192 168.10.1

BTopuyHbli DNS

2 -

B pexkmme mocma w03 He 6yaeT aBToMaTUYeCKM BblaaBaTb IP-agpeca no npotokony DHCP ycTpoiicTBam,
NoAKNOYEHHbIM K MHTepdeicy LAN.

e B nautke «IP-TenedoHMa» BbINOAHAETCA ObICTPAn HAaCTPOMKa aBOHEHTCKUX IMHUIA ana paboTbl No
npoTokoy SIP. Ona 3Toro Bbibepute BKNAAKY «J/IMHMA» C HOMEPOM IMHUMU, KOTOPYIO HE0BX0ANUMO
HacTpouTb. OTMeTbTEe MYHKT «BKAOUMTLY, BBEAMTE Homep TenedoHa, KOTopblil byaeT Ha JaHHON
JMHUK, NIOTUH M Napo/b ANA aBTopu3aumu Ha SIP-cepBepe. [N COXPaHEHUs U MPUMEHEHUS

v
HACTPOEK HaXXMUTE KHOMKY .

IP-TenechoHnsa nogpo6Hee
NuanA 1| NMuamwAa 2 NTuHMAa 3 TNuduna 4 SIP
Brnio4mMTh
Homep 001
AyTeHTUMKaALUNA

WMma nonb3oBaTens

Maponk

3 -

Takum ke obpasom HacTpameaeTca abOHEHTCKas IMHUA B APYroi BKAaaKe «J/IMHUA».

e Bbibepute BrknaaKy «SIP» B nantke «IP-TenedpoHuUs» gaa HacTpoikm napameTtpos SIP. Ykaxkute IP-
agpec unm pgomeHHoe uma SIP-cepsepa W cepsepa peructpaumm (npu Heobxogmmoctu) B
COOTBETCTBYIOWMX nonsax. Ecan Ha cepBepax MCNOAb3YIOTCA HOMepa NOPTOB, OTAMYHbIe OT 5060,
TO Yepes ABOETOYME YKAKMUTE a/ibTEPHATMBHbIE NOPTbI. YKaxute SIP-4omeH npyu HeobXxoaMMOCTH.
YcraHoBuTe dnar «Peructpaumsa», ecam ana pabotol TenedoHUM Heobxoguma perncrpauma
aboHeHTOB Ha SIP-cepBepe (06bI4HO, perncTpaumsa Heobxoamma). [1na coXxpaHeHUa U NPUMEHEHUA

v
HACTPOEK HaXXMUTE KHOMKY .
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IP-TenechoHns

SIP-npokcu cepeep
PerucTpauma
CepBep perdctpaluu

SIP-noMeH

nogpoGHee

Nuvma 1 NuanwAa 2 NuemAa 3 Nuana 4| SIP

= -

Ons yKasaHWA [ONONAHUTENbHbIX MapamMeTpoB NepenguTe B PEXUM PaCLIMPEHHbIX HACTPOEK, HaXKas
CCbUIKY «nogpobHee» (cmoTpuTe pasgen 2.6.3 MeHio «IP-menegoHusa»).

e Ecnun npepnonaraetca ncnonb3oBaHue IP-tenesnageHna — B NAuTKe «IP-TenesnaeHne» otmetbTe
NYHKT «Brkatouuts IPTV». [nAa BKAOYEHMA BO3MOXKHOCTM nepegaun |IPTV-notokos no HTTP
OTMeTbTe NYHKT «BKAounTb HTTP-npokcn». B none «Mopt HTTP» yKaxkuTe NopT, KOTopbin byaeT
MCNONb30BATLCA ANA MOAKNOYEHUA BHELIHWX YCTPOWCTB K JIoKanbHOMy HTTP-npokcu. [ns

v
COXpaHEHUA N NPUMEHEHNA HAaCTPOEK Ha*XMUTE KHOMKY .

Brnwounte IPTV

BrnynTe HTTP-
MNPOKCKH

MopT HTTP

IP-reneBuaeHne nogpoGHee

i

Ecam gna ycayrmn IPTV mncnonb3yetca otaenbHbii VLAN, nepengnte B peXXUM PaclUMPEHHbIX HACTPOEK,

Ha’KaB CCbI/IKY «noapobHee», n ykaxkute ID VLAN B COOTBETCTBYIOLLEM MOJIE.
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3 UCNOJZIb3OBAHUE AOMNO/HUTE/IbHbIX YCNYT

3.1 NMepepaya Bbi30Ba

Ycnyra «llepepaya Bbi30Ba» MOMET BbINONHATLCA JIOKaNbHO CPencTBamuM WAo3a AnMbo cpeacrtsamu
B3aMMogencTeytowero ycrponctea. Ecam  ycnyra  ocyuwectBaseTca  cpeacTBamMy  B3aMMOZEMCTBYHOLWL,ErO
YCTPOICTBa, TO AOCTYN K ycayre «Mepenaya Bbi30Ba» yCTaHaB/IMBAETCA Yepe3 MeHI0 HacTpoeK aboHeHTCKoro
nopta «/P-menegoHus» -> «Hacmpolika auHuli» nytem Bblbopa 3HadyeHua «Transmit flash» B none «Pexcum
ucnone3osaHusa flash». B 3Tom c/ydyae NOrMKYy BbINOJHEHUA YCAYyrM oOnpeaenser B3aMmoaencraylollee
YCTPOWCTBO.

Mpun BbINOAHEHUM ycayru «[flepedaya 8bI308a» NOKAaNbHO CpPeaCcTBaMWM  LWAO3a AOCTYN K Hel
YyCTaHaB/AMBAETCA Yepe3 MEeHIo HacTpoeK aboHeHTCKoro nopTa «IP-menegoHuA» -> «Hacmpolika auHuli» nytem
Bblbopa 3HaueHua «Attended calltransfer», «Unattended calltransfer» nn6o «Local calltransfer» B none «Pexcum
ucnones3osaHus flash».

Ycnyra «Attended calltransfer» nossonseT BpemMeHHO pas3opBaTb coeaMHeHWe C  aboHEeHTOM,
Haxo4ALWMMcA Ha cBA3M (aboHeHT A), yCTaHOBUTb coefuHeHue ¢ ApyrMm aboHeHTom (aboHeHT C), a 3aTem
BEPHYTLCA K MperKHeMy coeanHeHnto 6e3 Habopa Homepa IMbo NepesaTh BbI3OB C OTKAOYEHWEM aboHeHTa B.

Ncnonb3oBaHue yenyrm «Attended calltransfer»:

HaxopaAcb B COCTOAHUKN pa3roBopa C abOHEHTOM A, yCTaHOBUTb €ro Ha yaepsKaHue C NOMOLLbIO KOPOTKOro
oT60s flash (R), porKaaTbcs cMrHana «OTBET CTaHUMU» U HabpaTb Homep aboHeHTa C. MNocne oTBeTa aboHeHTa C
BO3MOXHO BbIMONHEHWE CleayoWwmnx onepauuii:

. RO — oTkawoueHune 860HeHTa, HaxogAweroca Ha ygepxXaHuu, coeanHeHune C a6OHEHTOM,
HaxXo4auBLWMMCA HA CBA3MU,

e R 1-oTK/AouyeHWe aboHeHTa, HaXOAALLErOCA Ha CBA3W, coeguHeHne ¢ abOHEHTOM, HaX04MBLIMMCS
Ha yaep»KaHuu;

e R 2-nepeknoyeHne Ha Apyroro aboHeHTa (cMeHa aboHeHTa);
e R 3-—KoHOpepeHUUs;
e R4 -nepepaya BbI30Ba, YyCTaHABAMBAETCA PAa3roBOPHOE coegmMHeHMe MmexKay aboHeHTamu A u C;

e R oT60l — Nnepeaaya BbI30Ba, YCTaHAB/IMBAETCA PA3rOBOPHOE COEAUHEHME MeKay aboHeHTamu A
nC.

Huke Ha pucyHKe npeacTaBieH anroputm paboTbl yenyrun «Attended calltransfer»:
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ABoHeHT B knaget
Tpy6ry (nepegava
8bl308a)

ABoHeHT B paspsieaer

coeanHeHue ¢
aboxenTom A

_ AboHeHT C
INVITE 2
” 100 Trying ABoHeHT A
3 ycTaHaBansaeTt
180 Ringing coeanHeHME C
= 200 OK aBonentom B
ACK o
= INVITE sendonly
~ ABOHeHT B crasurt
I Ry aboxenTa A Ha
200 OK receiveonly | yaep#aHue (Hamumaer
| Fl
= ACK ash)
INVITE |
- 100 Trying
180 Ringing
200 OK
ACK _

Ha pasHom arane aboxenT B mower: nepexntouarsca memay aboHexramm A v C,

ucnonbaya komBuHaumio R (Flash) 2; orBurs onsoro 3 aboHenToB, uenonssyn
womburauuto R 0, nubo R 1; coeay 6 AuC Toy6KY.
INVITE sendonly ~
» 100 Trying
200 OK receiveonly
ACK >
¢ REFER (replaces)
202 Accepted >
NOTIFY Activated o
< 200 OK
INVITE (replaces) >
100 ';Mﬂl
) 180 Rllnging
ZOOlOK
ACK

AGownenT C paspbiBaet BYE

coeauHenue ¢ abonextom B
NOTIFY Terminated

v

A

200 OK

200 OK

h 4

’

BYE

L.

200 OK

h 4

ABoHeHT B
ycTaHasnusaet
cOBAUHEHNE C
aboxenTom C

ABoHeHT B crasut
aboreHTa C Ha
yAepKanue

ABoHeHT A
ycraHasnmeaer

coeguHeHue ¢
aboHeHTom C
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Ycnyra «Unattended calltransfer» nossonseT noctaBuTb Ha yaepyaHue aboHeHTa, HaxoAslwleroca Ha
cBasn (aboHeHT A), ¢ nomoullblo KopoTkoro otbosa flash u ocyuiectButb Habop Homepa Apyroro aboHeHTa
(aboHeHTa C). Mepenaya BbI30Ba OCYLLECTBAAETCA aBTOMATUYECKM MO OKOHYaHMIO0 Habopa Homepa aboHeHToMm B.

Huxe Ha pucyHKe npeacTaBaeH aaroputm pabotel yeayrmn «Unattended calltransfer»:

INVITE & \
100 Try".‘g 'l‘ ABOHEHT A
= ycraHasnueaer
180 Ringing coeauHeHme ¢
200 OK aboxerTom B
ACK o /
INVITE sendonly
. ABoHenT B crasur
100 Trying aboHeHTa A Ha
200 OK receiveonly 9 yaepxarue (Haxumaer
v Flash)
ACK /
ABoHeHT B nabupaer
Homep aboneHTa C u / REFER (replaces)
knaper Tpy6xy
(Mepenava sbizosa) \ 202 Accepted >
NOTIFY Activated e
200 OK
ABoHeHT B pa3pbisaer BYE
coeguHenme ¢ 200 OK e
aboneHtom A INVVITE
T » \
| 100 Trying ABoHeHT A
% . ycraHasnmpaet
‘¢ 180 R:nglng COEAVHEHME C
L 200 OK abonenTom C
ACK o /
NOTIFY Terminated
200 OK l

Ycnyra «Local calltransfer» no3sonnet caenaTb Nepeaaydy Bbi30Ba BHYTPU W/to3a 6e3 oTNpaBKM BHELLIHEro
coobueHns REFER B Tom cnyyae, ecnm aboHeHT C aBnsieTca NoKaibHbIM aboHeHTom TAU-4M.IP, v BbI30OB €ro
6bln NpousBedeH HanpAMylo B 06xofa npokcu-cepsepa. Ecnm e aboHeHT C sBNAeTCS BHEWHUM aboHeHToOM
nMb0o NoKasnbHbIM, HO OH Obl/1 BbI3BaH Yepes NpoKkcu-cepsep, yenyra «Local calltransfer» paboTtaeT TaK e, Kak
Attended calltransfer», To ecTb nepefaya Bbi30Ba OCYLIECTBASETCA NOCPEACTBOM OTNpaBKkM aboHeHTy B
coobuweHunsa REFER.

3.2 YBepomneHue o NocTynjieHnn HoBoro Bbizosa — Call Waiting

Ycnyra nossonsaet a6OHEHTy, Npun 3aHATOCTU ero TeI'IerOHHbIM Pa3rosopom, ¢ NOMOLWbIO onpegeneHHoro
CUrHasa Nnony4nTb onoselleHne o HOBOM BXo4ALLEM Bbl30OBe.
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MNonb3oBaTesib, NPU MNOJIYY4EHUN OMOBELLEHUS O HOBOM BbI3OBE, MOKET MPUHATb WMAN OTKJAOHUTb
OXKUOAIoLW NI BbI3OB.

JocTyn K ycayre ycTaHaBAMBaEeTCA Yepes MeHI0 HacTpoeK aboHEHTCKOM AMHUK NyTemM Bbibopa 3HauyeHus
«Attended calltransfer», «Unattended calltransfer» nn6o «Local calltransfer» B none «Pexcum uUcrnonb308aHUSA
flash» v yctaHoBku dnara «OxcudaHue 8bi1308a».

Ucnonb3oBaHue ycayru:

B cocToAHMM pasroBopa M NoAy4YeHUsA MHANKALMM O NOCTYNIeHUN HOBOFO BbI30Ba BOSMOKHO BbIMOJIHEHME
cneayrowmx onepaummn:

e R O-—o0TKa3 oT HOBOrO BbI3OB3;
e R 1-npuHATb OXXNAaoLWMii BbI3OB;

¢ R 2-—nepeKkntoyeHune Ha HOBbI BbI30B (CMeHa aboHeHTa);

R — KopoTkuit oT6oi (flash).

33 TpexcTopoHHAA KOHpepeHUUA

TpexcTopoHHASA KoHbepeHuMa — ycayra, obecneynBaroLLas BOSMOXKHOCTb O4HOBPEMEHHOr0 YCTaHOB/IEHUSA
TenedoHHOro coeauHeHNUa MexXay Tpemsa aboHeHTamu. MNepexos B perKMM KOHbepeHLMM ocyLecTBAAaeTca no
Ha*KaTuto Knasuw R 3 (onucaHo B pasgene 3.1 Mepeaaya BbI3OBA).

ABOHEHT, CObpaBLINN KOHbEPEHUUID, ABAAETCS ee MHULMATOPOM, Apyrue ABa abOHEeHTa — ee y4acTHUKaMMU.

Bo3amMoXKHO fgBa pexuma paboTbl TPEXCTOPOHHEW KOHpEepeHUMU: NOKaNbHbIM U yaaneHHbln. B nepsom
pexnume KoHbepeHuuss cobupaetcs JIOKanbHO abOHEHTOM-MHULMATOPOM, BO BTOPOM — KOHdepeHuus
yCTaHaB/AMBAETCA C MOMOLLbIO YA3/IEHHOTO CepBepa, Tak Ha3bIBAEMOro cepBepa KoHbepeHumu.

3.3.1 JloKanbHasa KOHepeHuuA

B perume KoHbepeHUMM HaxaTve KopoTKoro otbosa flash mHMumatopom wurHopupyetca. CooblueHus
NPOTOKOMA CUTHANW3aUMK, NPUHATbIE OT YYaCTHUKOB M MNepeBoAAlMe CTOPOHY MHULMATOPA B PEXUM
yAEpPKaHWA, NPUBOAAT K BbIBOAY 3TOTO yYacTHWMKA M3 KOHGEpPeHUMH, MpM 3TOM MHULMATOP M BTOPOM YYACTHUK
nepeKkNtoYaTca B COCTOAHNE 06bIYHOMO ABYCTOPOHHETO PAa3roBopa.

KoHdepeHuus paspyLiaeTcs, eciv ee NoknaaeT MHMUMaAToOp, 060MM yyacTHMKaM Npu 3Tom byaeT nepesaHo
coobuieHne oT6oA. Ecam KoHdpepeHLMIo NoKMAaeT Ntoboi U3 yYacTHUKOB, TO ee MHUMLMATOP M BTOPOM Y4acTHUK
nepekntoyaTca B COCTOSIHME OB6bIMHOrO [ABYCTOPOHHero pasrosopa. KopoTkuii otboi flash npu stom
obpabaTbiBaeTcAa Kak onucaHo B pasgenax 3.1 MNepeaaya BbizoBa U 3.2 YBegomMaeHMe O NOCTYNNEHUM HOBOMO
BbizoBa — Call Waiting.

Ha pucyHKe HMXKe npeacTaB/ieH aaropuTM BbINoHEHUA ycayrn «3-way conference» nokasnbHo aboHeHTOM B
no npotokony SIP.
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UHuumatop Haxumaer flash 3 -
cobupaet KoHdpepeHuuto.
YyacTHuk 1 npu atom
CHUMAETCA C yaepKaHuA.

WHuumatop paspbiBaet
coevHeHue

INVITE \
100 Trying N | MHuumatop
- "l | ycranasnusaer
180 Ringing > | coeguHenme ¢
200 OK | | yuacTHukom 1
ACK

NHULUATOP

YYHACTHUK 2

1 H ceaHc 1
INVITE sendonly
100 Trying | WHuumatop crasut
i > | yyactHuka 1 Ha
200 OK receiveonly . | oespwaiie Gisiimaes
ACK Flash)
INVITE
< 100 Trying MHuumnatop
< 180 Ringing yCTaHasnusaet
L 200 OK coefuHeHue ¢
g y4acTHUKOM 2
ACK

INVITE (sendrecv)
200 OK (sendrecv) i

200 OK

BYE

A

v

200 OK

YYacTHUK 2 noKngaer
KOHdepeHuuto

3.3.2 YpaneHHaa KoHPpepeHuunsa

YaaneHHas KoHdpepeHuMa paboTaeT no anroputmy, onmcaHHomy B RFC4579. OcobeHHOCTb anroputma
COCTOMT B TOM, 4TO no HaxKatuio flash+3 aboHeHT-MHMLMaATOp yCTaHaBAMBaET COEAMHEHME C CEPBEPOM
KOHdepeHUMM (Ha3biBaeMbIM TaKKe GpOKyCcoM), nocse Yero NpocuT GOKyC YyCTaHOBUTb COeANHEHME C ABYMA
APYTMMM y4acTHUKaMM KoHdepeHUMN. HuxKe Ha pUCYHKe AeTanbHO M306parkeH aaroputm paboTbl.
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ABoHeHT A (MHUMUMaTOop)
OTNpaBAseT Ha cepsep ‘;“'
3anpoc Ha ycTaHoBneHue |
KOHbepeHuMn "‘,‘
(Hakumaer 3) |

WHuumatop npocut |
cepBep yCTaHoBMTD |
coeguHeHne c |

aboHeHTom C I\I

INVITE N
- "l | ABoHeHTA
10 Maging | ycranasnusaet
200 OK | coeAuHeHue ¢
| ABoHeHTOM B
ACK N
RTP ABOHEHT A
INVITE, sendonly N | CTaBuT Ha
200 OK | yaepsaHue
| (Haxumaer
ACK |/ Flash)
L B
INVITE aboHeHTa .
180 Ringing
B 200 OK
ACK

v

INVITE, sendonly

A4

200 OK

F 3

ACK

INVITE, sip:Conf-App >
P 180 Ringing
EOO OK Contact:Conf-1D;isfocus
) ACK >
B
REFER sip:Conf-ID Refer-To:C >
202 Accepted
NOTIFY (Trying)
200 OK
INVITE Contact:Conf-ID;isfocus >
< 180 Ringing
< 200 OK
ACK >
Al
< NOTIFY (OK)
200 OK
< SUBSCRIBE sip:Conf-ID
200 OK >
ACK R
< 200 OK ]
< NOTIFY (OK)
200 OK >

' ABOHEHT A

| ycranaeamsaer
| coeguHeHue ¢
| A6onenTom C

\ ABOHEeHT A cTaBuT

| Ha yaepaHue
| (Haxkumaet Flash)
/ aboHenTa C

\ Cepeep

| ycraHasnuBaet
| coefMHeHmne ¢
| aboHeHTOM C
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MHUUMaTOp NpocuT f-‘"

CepBep YCTaHoBUTL |
coefMHEHME C |

aboHeHTOM B |
\

\

Bye

A

200 OK

v

REFER sip:Conf-ID Refer-To:B

202 Accepted F2

r s

NOTIFY (Trying) F3

&

200 0K F4 .
INVITE Contact:Conf-ID;isfocus F5[ |
»| | Cepsep
180 Ringing F6 “". ycTaHaBAWBaeT
|
coeuHeHue ¢
200 OKF7 | aboHenTom B
ACK F8 o fl
- ww
P NOTIFY (OK)
200 OK > SUBSCRIBE sip:Conf-ID
200 OK _
NOTIFY _
200 OK
P NOTIFY (OK)
200 OK L
Bye
200 OK

v
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4 ANTOPUTMbI YCTAHOBJ/IEHUA COEAUHEHUA

4.1 Anroputm ycnewHoro Bbi3oBa no nportokony SIP

Mpotokon SIP (Session Initiation Protocol) — npoToKkon ycTaHOBAEHUA ceaHca obecneynBaeT BbINOJHEHUE
6a30BbIX 33434 YNpaB/AeHMA BbI30BOM, TaKMX KaK OTKPbITUE U 3aBEPLUEHME CEaHCa.

MpoTtokon SIP onpegenaeT 3 0OCHOBHbIX CLEHAPMA YCTAHOBAEHNA COEANHEHMA: MEXKAY NONb30BATENAMM, C
y4yacTmem MpoOKCU-cepBepa, C y4vacTuem cepsepa nepeagpecaunn. OCHOBHblE aArOPUTMbl YCTAHOBJ/EHUA
coeguvHeHna onucaHbl B AokymeHTe |ETF RFC 3665. B pgaHHOm pasgene npuseneH npumep CueHapua
YCTaHOBAEHUA coeAnHEHUA Mo NpoToKoay SIP mexay ABymA LWI03aMK, KOTOPbIM 3apaHee n3sectHbl IP-agpeca

APyr Apyra.

ABOHEHT A ABoHeHT B

o

INVITE 1
100 Trying 2
180 Ringing 3

200 OK a

ACK
5
BYE
6
200 OK
7

OnucaHue aIropuTMma:

1. AGOHeHT «A» Bbi3biBaeT aboHeHTa «B».

2. LWnto3 aboHeHTa «B» npuMHAN KOMaHAy Ha 06paboTKy.
3. ABOHeHT «B» cBoboAEH. B 3TOT MOMEHT Ha annapaT aboHeHTa « B» BblgaeTca «[ocbl/iKa BbI30BaY,
a aboHeHTy «A» — «KOHTPONb NOCbINIKM BbI30Ba».
4. ABGOHEeHT «B» oTBeYaeT Ha Bbi30B.
5. LWnto3 aboHeHTa «A» noaTBEPKAAET YCTAHOBAEHME CECCUM.
6. OT60l aboHeHTa «A», abOHEHTy «B» BblAAETCA aKyCTUUYECKUIM CUTHAN «3aHATOY.
7. LWnto3 aboHeHTa «B» NnoaTBEPKAAET NPUHATYIO KOMaHAY O0TOOS.
4.2 Anroputm Bbi3oBa ¢ yyactuem SIP npokcu-cepsepa

B OaHHOM pasfene ONWUCbIBAETCA CLEHApWi YCTaHOBAEHWUA COEAMHEHUSA MeXAy ABYMA LWAH03aMMU C
y4yactmem SIP npoKcu-cepsepa. B aTom caydyae Bbi3blBalOWMiA W03 (aBOHEHT A) AOMKEH 3HATb MOCTOSAHHbIN
aapec aboHeHTa M IP-aapec npokcu-cepsepa. SIP npokcu-cepsep obpabaTtbiBaeT cOObLLEHUSA, NOAYYEHHbIE OT
«aboHeHTa A», BbINOAHAET MOUCK «aboHeHTa B», Mpurnawaetr K ceaHCy CBA3W M BbINOAHAET GYHKUUK
MapLIpyTU3aTopa MeXay ABYMSA LW03aMM.
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ABoHEHT A SIP proxy

SERVER

O

2 N

: Register
ABoHeHT A 3anpawmsaet ; Register
asTOpu3aumio lig 401 Unauthorized \ AboeHT B 3anpatuusaer
~ 401 Unauthorized aBTOpU3aLUIO
6 Register >
AboHeHT A peructpupyeTcs ¢ Register
asTopu3aLueit i 200 OK AboHeHT B peructpupyetca ¢
Iy 200 OK 3| ) asTopusaumen
INVITE
SIP-cepsep TpebyeT { i 407 Proxy authentication required
ayTeHTUdMKaLnio \ ACK
BbizoB ( INVITE
ayTeHTUdMKaumen 9 2 100 Trying
INVITE
100 Trying
180 Ringing
180 Ringing
200 OK
2 200 OK
ACK
ACK "
BYE
BYE
200 OK
o 200 OK

OnucaHue aNropuTma:

Pernctpauua Ha SIP-cepsepe.

ABOHeHT «A» 1 aboHeHT «B» peructpupytotca Ha SIP-cepsepe.
SIP-cepBep 3anpaluimBaeT aBTOpM3aumIo.
ABOHeHT «A» 1 aboHeHT «B» peructpupytotca Ha SIP-cepBepe c aBTopuM3auueit.
OtBeT SIP-cepBepa 06 ycnewHol pernctpaumnm.
ABOHEHT «A» BbI3blBaeT aboHeHTa «B».
3anpoc ayTeHTUPMKauum ot SIP-cepsepa.
LLnto3 aboHeHTa «A» NOATBEPKAAET NPUHATYIO KOMAHAY Ha 3aNpOC aBTOPMU3aLLMK.
ABOHEHT «A» BbI3blBaeT aboHeHTa «B».
SIP-cepBep NpMHAA KOMaHAY Ha 06paboTKy.
. SIP-cepBep TpaHCAMpYeT 3anpoc Bbi3oBa aboHeHTOM «A» aboHeHTa «B».
. lWnto3 aboHeHTa «B» npuHAN KomaHAy Ha 06paboTKy.
. ABOHeHT «B» cBobOAeH. B 3TOT MOMeHT Ha annapaTt aboHeHTa «B» BblgaeTca «[llocblsika
Bbl30Ba», @ abOHEHTY «A» — «KOHTPO/Ib MOCbIZIKU BbI30BaY.
13. ABoHeHT «B» oTBeYaeT Ha BbI30B.
14. Wnto3 aboHeHTa «A» NOATBEPKAAET YCTAHOBAEHNE CECCUMN.
15. OT6oi aboHeHTa «A», abOHeHTy «B» BblaeTCs aKyCTUUYECKUIM CUrHAN «3aHATOY.
16. LWnto3 aboHeHTa «B» noaTBepKAAET NPUHATYIO KOMaHAY 0T6oA.

LN A WNRE

[
N = O

4.3 Anroputm Bbi30Ba C yYacTUeM cepBepa nepeagpecauum

B OaHHOM pasfene ONWUCbIBAETCA CLEHApWit YCTaHOBAEHWUA COEAMHEHUA MeXAy ABYMA LWH03aMMU C
yyacTMem cepBepa nepeagpecauyn. B atom ciyyae Bbi3biBalOWMi W03 (aboHeHT A) camocToaTeNbHO
yCTaHaBAMBaET COeANHEHMNE, a CepBeEp Nepeaapecaunn N1lb peanunsyeT npeobpasoBaHMe NOCTOAHHOIO agpeca
Bbi3blBaemoro aboHeHTa B ero TeKyluMi agpec. Aapec cepsepa nepeagpecauun aboHEHT nosyyaeT oT
aAMMHUCTPaTOpa CeTU.
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ABOHeHT A

Cepsep

nepeagpecaimu

<

O

1 INVITE

2 | 100 Trying

3 302 Moved Temporarily

4 ACK

) INVITE

6 100 Trying

7 180 Ringing

8 200 OK

9 ACK

10 BYE

11 200 OK
A =1

OnucaHue aAropuTma:

No v s

8.
9.

ABGOHeHT «A» BbI3blBaeT aboHeHTa «B». BbI30B HanpaBadeTcA Ha cepBep nepeagpecauuun ¢
nHdopmaumen ob agpece Bbi3biBaEMOro aboHeHTa.

Cepsep nepeagpecaumm NPUHAN KOMaHAY Ha 06paboTKy.

CepBep nepeagpecauumu 3anpocun MHPopmaumuio o Tekylwem agpece aboHeHTa «B» y cepsepa
MeCTononoKeHuA. MNonyyeHHas HopmMauma (TEKYLLMIN aapec BbI3bIBAEMOTO M0/Ib30BaTENA UM
CMWUCOK 3aPermcTpMpoOBaHHbIX aZPecoB Bbi3blIBaEMOro No/sib30BaTeNsA) nepenaeTcs B coobweHun
«302 moved temporarily» aboHeHTy «A».

LLinto3 aboHeHTa «A» NOATBEPKAAET MPMEM OTBETA OT CEPBEpPA NepeaspecaLmu.

ABOHEHT «A» HanpsMyto Bbi3blBaeT aboHEeHTa «B».

LWnto3 aboHeHTa «B» npuMHAN KOMaHAy Ha 06paboTKy.

ABOHeHT «B» cBO6OAEH. B 3TOT MOMEHT Ha annapaT aboHeHTa « B» BblaaeTcA «[oCbIKa BbI30BAY,
a aboHeHTy «A» — «KOHTPONb NOCbINIKM BbI30Ba».

ABOHEHT «B» OTBEYAET Ha BbI30B.

Lnto3 aboHeHTa «A» NOATBEPKAAET YCTAHOBNEHME CECCUM.

10. OT6oi aboHeHTa «A», abOHEHTy «B» BblaeTCs aKyCTUUYECKUIM CUrHAN «3aHATOY.
11. Wnio3 aboHeHTa «B» NnoATBepKAAET NPUHATYIO KOMaHAy oT6oA.
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5 AJITIOPUTM PABOTbl ABTOMATUYECKOIO OBHOBJIEHMA YCTPOMUCTBA HA OCHOBE
MPOTOKOJIA DHCP
CeTe  IP-TenedhoHmA  |P-TeneEngeHune
Bpema Doctyn HypHan AyTeHTHdDMEaLMA WEB YnpaeneHwe KoHDHypauwe OSvosnedwe MO Mepesarpyska ABTORDHIMIYDHUPOBAHWE
HHTepdere ynpagnexsua Cepmdukars JononHMTeNbHEE HACTPOMER
ABTOKOH(DUIYpUpOBaHWE Ha OCHOBe npoTokona DHCP
@ MpHOPHTET NapameTpos WS Siatic settings v
E Kondmrypaums
& ABTOMATHHECKDE 0JHOENEHNE Mepuoguqeckm r
®ain xoHEHrypawan {tftp{http)-'download server loc/iconfig_file.cig)
HMuTepean obHoBNEHMA KOHEHMIYpaLWK, © 300
Mporpammyoe oDecneYeHwe
AETOMATHYECKDS 0OHOENSHNE Mepuogudeckm v
Cann Mo (tftp(http)-download server locifirmware file)
Humepaan oSHoeneHna MO, © 3600

Anroputm paboTbl npoueaypbl aBTOMATUYECKOro 0OHOBNEHUS YCTPOMCTBA onpeaenseTcs 3HauyeHMem
napametpa «fIpuopumem napamempos u3».

Ecnm BbibpaHo 3HaueHue «Static settings», To U3 napameTpoB «Palin koHpuaypauuu» n «dalin MNO»
onpeaensieTca NoJHbIA NyTb (BK/AOYAA MPOTOKON A0CTyna M agpec cepsepa) K daiinam KoHdurypauum u
nporpammHoro obecneyeHus. MoaHbIM NyTb yKasbiBaeTca B popmate URL (nogpep:kmnBatoTca NPOTOKOAbI
HTTP n TFTP):

<protocol>://<server address>/<path to file>, rae
<protocol> — npoOTOKoA, WCNoNb3yembld ANA 3arpysku cooTseTcTBylowero ¢daiina c cepsepa
(nopaeprxusatotca npotokoabl HTTP u TFTP);
<server address> — afpec cepBepa, C KOTOPOro Heobxoammo 3arpy3uTb ¢aiin (4omeHHoe Ums Uan
IPv4);

<path to file> — nyTb K dainy Ha cepsepe.

B URL ponyckaetca MCMNo/sib30BaHWE CnedylowmMx MaKpoCOB (3ape3epBMPOBAHHble CNOBa, BMECTO
KOTOPbIX YCTPOMCTBO NOACTAaBAAET ONpeAe/ieHHble 3HaYeHu sA):

SMA — MAC address — BmecTo aaHHoro makpoca 8 URL ¢aitna ycTpoincTBo noacraBnsier co6CTBEHHbI M

MAC-aapec;
SSN — Serial number — Bmecto gaHHoro makpoca 8 URL ¢aitna ycTpoincTBo noacrasnsfier co6CTBEHHbIM
CEePUMNHbIA HOMED;
SPN — Product name — Bmecto gaHHoro makpoca B URL ¢daitna ycTpoicTBo noacTaBifeT HasBaHue
moaenu (Hanpumep, TAU-4M.IP);
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SSWVER - Software version — BmecTo gaHHoro makpoca 8 URL daiina ycTpoincTso noacrasnset Homep
BEPCMM NPOrpaMmmMHOro obecnevyeHus;

SHWVER — Hardware version — BmecTo gaHHoro makpoca B URL ¢alina ycTpolcTBO noacrasnseT
HOMep annapaTHOM BepCcUK yCTponcTBa.

MAC-agpec, cepuinHblA HoMmep U Ha3BaHWE MOAE/IN MOMKHO Y3HaTb Ha CTPAHULLE MOHUTOPUHIA B pasgene
«YcTponcTBO».

Mpumepbl URL:

tftp://download.server.loc/firmware.file,
http://192.168.25.34/configs/tau4m/my.cfg,
tftp://server.tftp/SPN/config/$SN.cfg,
http://server.http/SPN/firmware/SMA.frm u T.4.

Mpu sToM AonNycKaeTca onycKkaTb HekoTopble napametpbl URL. Hanpumep, ¢paiin KoHPUrypauum moxHO
3afaTb B TaKOM popmare:

http://192.168.18.6
nnu
config_taudm.cfg

Echm 3 URL-dalina KoHdurypauum wmam nporpammHoro obecneuyeHuss He yaaétcs M3B/eYyb Bce
Heobxoaumble ans 3arpysku danna napameTpbl (MPOTOKOAN, aApec cepBepa MM NyTb K paliny Ha cepsepe),
6yaeT npousBeaeHa MOMbiTKa U3BAEYb HEU3BECTHbINM napameTtp M3 DHCP-onumii 43 (Vendor specific info)
unn 66 (TFTP server) n 67 (Boot file name), B cnyyae ecamn B ycnyre VIHTEpHET yCTaHOB/IEHO MOJlyYeHMe
agpeca no npoTtokony DHCP (dopmat n aHanns DHCP-onuuii 6yaet npmusenéH Huke). Ecam ns DHCP-onumin
He MoJyYyaeTca M3BAEYb HeJOoCTAWMIn napameTp, OyAeT WMCNONb30BATbCA 33a4aHHOE 3HavyeHue no
YMONYaHWIO:

e ANs npoTokona: tftp;

e AnA agpeca cepBepa: update.local;

e Ans umeHu palina KoHourypauum: taudm.cfg;

e ANA MmeHu daina nporpammHoro obecnedveHus: taudm.fw.

Taknum obpasom, ecnn nona «@alin KoHpuaypayuu» n «®aiin N10» ocTaBUTb NYCTbIMKU, U MO NPOTOKOAY
DHCP He 6yaeT nonyyeHbl onuun 43 unn 66, 67 c yKkasaHMeM MecTononoXKeHus 3Tux ¢annoe — URL daina
KOHOUIypaumm byaet uMeTb BUA,:

tftp://update.local/taudm.cfg,
a URL ¢aina NO:
tftp://update.local/taudm.fw.

Ecnn Bbib6paHo 3HauyeHne «DHCP options», URL dainos KoHpUrypaumm u nporpamMmHoro obecneyeHus
ussnekatorca m3 DHCP-onuuit 43 (Vendor specific info) nan 66 (TFTP server) n 67 (Boot file name), ana yero B
ycnyre MIHTepHeT A0/1KHO BbiTh YCTaHOB/IEHO NoslydeHme agpeca no npoTtokony DHCP (dopmat n aHanns DHCP-
onuuin byaer npuseaéH HuUxKe). Ecnm ns DHCP-onuumii He yaaeTca onpeaenntb Kakoh-HMbyab napametp URL —
ONA Hero UcnoJsib3yeTca 3aiaHHOe 3HaYeHUe No YMOYAHUIO:

e  OnA npoToKona: tftp;
e Ons agpeca cepsepa: update.local;
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e ANA umeHu dainna KoHourypaumm: taudm.cfg;
e ANA MmeHu daina nporpammHoro obecneyenuna: taudm.fw.

dopmart onuum 43 (Vendor specific info)
1|<acs_url>|2|<pcode>|3|<username>|4|<password>|5]|<server_url>|6|<config.file>|7|<firmware.file

1 - ko4 agpeca cepBepa aBTOKOHOUTYPUPOBaHMSA No NpoToKkoy TR-069;

2 - KOo4, ANA yKasaHua napameTpa Provisioning code;

3 - KO4 MMeHM Nosb30BaTeNA ANA aBTopu3aummn Ha cepeepe TR-069;

4 - Kopg napona gna asTopmsaumm Ha cepsepe TR-069;

5 - Kop, afpeca cepBepa; aapec cepsepa 3agaetca B popmarte URL: tftp://address naum http://address. B
nepBoOM BapuaHTe yKasaH aapec cepsepa TFTP, Bo sBTopom — HTTP;

6 - Ko umeHn dainna KoHdUrypauuu;

7 - Kog, umeHu darina NO;

- 06A3aTeNbHbIV Pa3AeNnUTENbHBIN CUMBO MEXKAY KOAAMU U 3HAYEHUAMM NOLOMNLUNA.

' Ona aBToKOHOUrypupoBaHuAa no npotokony TR-069 nogonuuu 1, 3 u 4 6yayT NnpUMeHATbCA, Korga
B paspgenie aBTOKOHGUIypupoBaHUA Ha OCHoBe npotokona DHCP 6yper BbibpaH npuopurter us

- DHCP-onuuii.

Anroputm onpegeneHua napametpos URL ¢aiinos KoHpurypauum n nporpammHoro obecneyeHms us
DHCP-onuuit 43 1 66

1. WHuumanmnsauma DHCP-obmeHa
Mocne 3arpysku ycTpomncTeo MHuLmMmnpyet DHCP-obmeH.

2.  AHanmsz onuymun 43

Mpu nonyyeHnn onumm 43 BbINOJHAETCA aHANM3 NOAONUMA C KogaMn 5, 6 n 7 ¢ uenbio onpegeneHms
agpeca cepsepa M UMEH GaiioB KOHbUIypaLMn U NPorpammHoro obecrneyeHus.

3.  AHanus onuumn 66

Ecnm onuma 43 ot DHCP-cepBepa He nonyyeHa nMb6o nosayyeHa, HO U3 HE€ He yAanocb U3BaeYb aapec
cepBepa — ocyuwecTBaseTcA nouck onummn 66. Ecam uma d¢anna MO TakKe He ypanocb NOAYyYUTb —
ocylLecTBaseTcA Nouck onuum 67. U3 HUX M3BNEKAOTCA COOTBETCTBEHHO aapec cepsepa TFTP u nyTb K danny
MNO. fanee daitnbl KOHPUrypauumn 1 nporpamMmHoro obecneveHmna byayT 3arpy*KaTbca ¢ agpeca M3 onuum 66 no
npotokony TFTP.

Oco6eHHOCTU 06HOBNEHUA KOHOUrypauumn

daiin KoHOUrypauumn gomkeH nmeto dopmart .tar.gz (8 gaHHOM dopmaTe NPOUCXOAMUT COXpPaHeHMe
KoHourypaumm udepes Web-uHTepdeiic B 3aknagke «Cuctema» - «YnpaB/ieHUE KOHPUrypauuen»).
3arpy»KeHHas ¢ cepBepa KoHOUrypaLuma NPUMEHSAETCA aBTOMATMYeCKM 6e3 nepesarpysKku ycTpomncTaa.

OcobeHHOCTU 06HOBNEHUA nporpamMmmMmHoOro obecneueHusn

®daiin nporpammHoro obecneuveHua ponxeH umeTb dopmart .tar.gz. Mocne 3arpysku ¢aina MNO
OCYLLECTBAAETCA €ro pacnakoBKa M NpoBepKa Bepcumn (no cogepxumomy daiina version B tar.gz-apxmse).

Ecnun Tekylwan Bepcua nNporpamMmHoro obecneyeHus coBnagaet ¢ Bepcueit ¢ainna, NoaydyeHHoro no
npotokony DHCP, o6HoBneHue MO nponssoautbca He 6yaet. O6HOBAEHME NPOM3BOAUTCA TONLKO B Cyvae
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HecoBnaaeHua Bepcuii. O 3anyweHHoOM npouecce 3anucu obpasa nporpammHoro obecnevyeHns Bo flash-
namaATb YCTPOMCTBA CBUAETENLCTBYET NOOYEPEAHOE LIMKIMYECKOE MUTaHNe MHANKaTopa « Power» 3eneHbim,
OpaHXeBblIM N KPACHbIM LLBETOM.

He oTknouyaiiTe NnuTaHMe U He nepesarpyxaiite yCcTPOUCTBO BO BpemsA 3anucu obpasa Bo flash-
' namaAtb. [laHHble AeNcTBMA nNpuBeayT K u4actuyHou 3anucu MO, 4YTO paBHOLEHHO nopue
3arpy3ouyHoro pasgena ycrpoicrsa. JanbHelwaa pabora ycTpoicrBa 6yaer HeBO3MOXKHa. AnA
BOCCTAHOBJ/IEHUA PaboTocnocobHOCTM YCTPOMCTBA BOCMNO/Ib3YTECH WMHCTPyKUMel, KoTtopas

npusegeHa B pasaene 6.
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6 nNPOLUEAYPA BOCCTAHOBJIEHMA CUCTEMbl NOCNE CbOA TMPU  OBHOBJIEHUU
MPOrPAMMHOIO OBECIMEYEHUA

Ecnv npu BbINONHEHMM Npoueaypbl 06HOBEHUA NporpamMmmHoro obecnedyeHusa (dyepes Web-uHTtepoeiic
WAWN 4Yepe3 MexaHW3M aBTOMaTUYecKoro o6HOB/AeHMA Ha ocHoBe npoTtokona DHCP) npowusowen c6oi
(Hanpumep, n3-3a cayyaltHOro OTKAOYEHUA NUTaHKA), B pe3yabTaTe Yero gasnbHelllas paboTa ycTpolcTBa cTana
HEBO3MOXKHOM (MHAMKaTOp «Power» MNOCTOAHHO TOPWUT KpPacCHbIM LIBETOM), BOCMOJ/Ib3YMTECH CleAYIOWMM
aNroOpUTMOM BOCCTaHOB/IEHWS PaboTOCNOCOBHOCTM YCTPOMCTBA:

e Pacnakyiite apxuBs c paitnom nporpammHoro obecneyeHums.

e Moakntounte MK K nopty WAN ycTpoiicTBa, ycTaHOBUTE Ha ceTeBOM MHTepdeiice agpec u3
noacetn 192.168.1.0/24.

e 3anyctute Ha MK TFTP-knveHTa (ana Windows pekomeHAyeTcA MCNO/b30BaTb MNporpammy
Tftpd32), B KauecTBe agpeca yganéHHoro xocTa ykaxkute 192.168.1.6, a gns nepegaym Bbibepute
daiin linux.bin U3 pacnakoBaHHOro apx1Ba NporpammHoro obecneyeHus.

e 3anycTMTe KOMaHAy OTNpaBku daiina Ha yaaneHHbI XocT (KomaHaa Put). JoskeH 3anycTUTbes
npouecc nepeaaun dpaiina Ha ycrpoiicteo TAU-4M.IP.

e Ecnu npouecc nepegayuun daina Hayanca — AOKAMTECb €ro OKOHYaHusA, nocne yero TAU-4M.IP
npounsseaeT 3anucb NporpaMmmHoro obecneyeHns B NamATb U aBTOMATUYECKM BbIMOJHUT 3aMycK
cucTembl. Bpema 3anmncu coctaBasieT okoao 5 muHyT. O6 ycnewHoM BOCCTaHOB/IEHUW YCTPOMCTBA
CBUOETENbCTBYET OPAHIKEBbIN UAN 3€/1eHbIN LBET UHAMKATOpa «Power». MNpu aTOm Ha ycTpoicTBe
coxpaHseTca KoHdurypaumsi, Kotopaa b6bina o cboa. Ecav nogKAouMTbCA K YCTPOWMCTBY He
ypaéTtca — npousBeaunTe cbOpoc 40 3aBOACKMX HAaCTPOEK.

e Ecnm npouecc nepepaun daina He Havanca, ybeautecb B KOPPEKTHOCTU CeTeBbIX HaCTpoek
KOomMnbtoTepa 1 nonpobyiite elle pa3. B cnyyae Heygaun ycTpomcTBO HEOBXOAMMO OTMNPaBUTL B
PEMOHT 60 BbIMOAHUTbL BOCCTAHOBAEHME, NOAKNHUYMBLUUCH K ycTpoiicTBy no COM-nopTy Yepes
cneuyanbHbI agantep (Npu ero Haanumm).
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NPUNOMXEHUE A. PACYET A/INHbI TENE®OHHOW NMHUU

Tabnvua 6 — 3aBUCMMOCTb 3/1EKTPUYECKOTO COMPOTUBNEHUSA 1 KM Leneli abOHEHTCKMX KabenbHbIX IMHUIA
NOCTOSTHHOMY TOKY Npu TemnepaType oKkpyKatollel cpeabl 20°C oT npumMmeHAemoro Kabens.

Mapka kabensa gna AJIFTC AvameTp AneKTpUyecKoe AnvHa anHum AnvHa
}UAbl, MM conpoTusBaeHue (apyrme TA), Km | auHum (TA
1 Km uenu, Om, Pycb), Km
He 6onee
TN, TNMsn, TAMN3, TMMNsn3, 0,32 458,0 3,537 1,528
TNNB, TNM anb, TNN36, 0,40 296,0 5,473 2,365
TANBI, TNNanbl, TNNB6LRA, 0,50 192,0 8,438 3,646
TANsnB6LWnN, TNN366LURN, 0,64 116,0 13,966 6,034
TNN3snb6LWn, TAMT 0,70 96,0 16,875 7,292
TNB, TN36l 0,32 458,0 3,537 1,528
0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
0,64 116,0 13,966 6,034
0,70 96,0 16,875 7,292
Tr, T, TBI, TK 0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
0,64 116,0 13,966 6,034
0,70 96,0 16,875 7,292
TCrlWn, TALLR 0,50 192,0 8,438 3,646
0,70 96,0 16,875 7,292
TCB 0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
KCn3n 0,64 116,0 13,966 6,034
KCnn, KCN3m, KCMne, 0,90 56,8
KCN3ne, KCnnr, KCN3Mr,
KCN3nkK 28,521 12,324
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MPUNOXKEHUE b. 3ANMYCK NPOU3BOJIbHOIO CKPUMTA NMPU CTAPTE CUCTEMbI

MNeproamyeckm BO3HUKAET HEOBXOAMMOCTb NPU CTapTe YCTPOMCTBA BbIMNOAHATL ONpeaenéHHble 4eUCTBUS,
KOTOpble HEeNb3A OCYLECTBUTb 33aJaHMEM onpeaeneHHbIX HacTpoeKk 4vepes ¢daiin KoHourypaumn. Ona sToro
cnyyan B ycTpoiictee TAU-4M.IP npeaycmoTpeHa BO3MOMKHOCTb Yepe3 KOHPUTrypauuoHHbIi $alin HacTpouTb
3aMyCK MPOM3BO/IBHOFO CKPUMTA, B KOTOPbI MOMHO MOMECTUTb /0Oy Kenaemyr nociesoBaTeslbHOCTb

KOMaHZ,

[ns 3anycka Npon3BOAbHOMO CKpMNTa B dpainae KOHPUIypaLuum co3gaHa CeKLMUsa HACTPOoeK:

UserScript:
Enable: "0"
URL: ""

Onuma «Enable» paspelaeT (ecnm 3HayeHue 1) unm 3anpeltaeT (ecam 3HadeHme 0) 3anycK CKpUNTa, NyTb K
KOTOPOMY YKa3aH B napametpe URL.

3anyckaemblit CKPUNT MOXET pacrnosiaraTbCA Kak Ha yAanéHHOM cepBepe, Tak M Ha camom ycTpolicTee. C
YOANEHHOro cepBepa CKPMNT MOXKET ObiTb 3arpyKeH nocpeactsom npotokonos HTTP uau TFTP. PaccmoTpum
npumepsbl dparna KoHOUrypaLmm Ana 3anycka No/b30BaTENbCKOrO CKPMMTA C Pa3HbIX UCTOYHMKOB.

1. 3anyck c HTTP-cepsepa

Ons 3anycka ckpunta c HTTP-cepeepa Heobxoanmo B napameTtpe URL yKasaTb NoaHbIM NyTb K daiiny
B popmaTe HTTP-URL:

URL: “http://192.168.0.250/user-script/script.sh”

B aTom cnyyae nocne ctapTta ycTtpoictBa ¢ain script.sh, xpaHAwmiica B Katanore user-script no
agpecy 192.168.0.250, aBTomaTuyecku 3arpysutca no npotokony HTTP ¢ yKasaHHoro cepsepa,
nocne yero 6yaeT NnponsBeaEH ero 3anyck.

2. 3anyck c TFTP-cepsepa

[ns 3anycka ckpunTa ¢ TFTP-cepBepa Heobxoammo B napametpe URL yKkasaTb NOAHbIN NyTb K painy
B dopmaTte TFTP-URL:

URL: “tftp://192.168.0.250/user-script/script.sh”

B atom cnyyae nocne crapTta ycTpoictea ¢ain script.sh, xpaHAwmiica B Katanore user-script no
aapecy 192.168.0.250, aBTomaTMyeCKu 3arpy3nTca no npotokony TFTP ¢ ykasaHHOro cepsepa, nocne
yero byaeT nponsseaEH ero 3anyck.

3. 3anycK N0Ka/NbHOro CKpUNTa

Beuay ocobeHHocTen ¢$alifIoBOM CUCTEMBI JIOKA/bHbBIA CKPUMT LO/KEH PAcnonaratbCs TO/bKO B
KaTanore /etc/config, Tak KaK TO/MIbKO COAEPKMMOE 3TOro KaTajora COXpaHaeTca nocne
nepesarpysku ycrtpoictea. CKpunT B KaTanore /etc/config moxHO co3gatb AM60 C NOMOLLbIO
peaaktopa vi, iMbo 3arpysutb ero ¢ BHewHero TFTP-cepeepa (KomaHgoh tftp —gl user.sh <TFTP-
server address>). MNocne co3gaHuMa CcKpunTa emy HeOOXOAMMO HA3HAuYMTb MpaBa Ha 3anyck
KomaHgol chmod 777 /etc/config/user.sh.

B dainne koHourypaumm URL ans 3anycka N0KaIbHOrO CKpUNTa MmeeT BUA,:

URL: “File://etc/config/user.sh”

BaXKHO OTMETUTb, YTO NO/Ib30BATENbCKMIA CKPUNT A0/XEH HauMHATLCA ¢ AupeKTussbl #1/bin/sh.
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NPUNOMKEHWUE B. HACTPOMKA DHCP-K/IMEHTOB B MY/IbTUCEPBUCHOM PEXXUME

Ha ycrtpoiictBax TAU-4M.IP, HauuHaa c¢ Bepcun 1.14.1, mmeeTca BO3MOMKHOCTb HACTpauBaTb OMUUM,
nonyyaemble DHCP-KnmMeHTaMm Ha pasHbix MHTepdencax.

Tonbko Internet + VolP Internet + VoIP + Managment
uHtepdeic Int
Option pbeit
ernet Internet VolP Internet VolP MNG
1 = Subnet Mask + + + ‘ + ‘ + +
3 = Router + + + ‘ + ‘ + +
6 = Domain Name
+ + + + + +
Server
12 = Host Name + + o 5 -
15 = Domain Name + + o - -
26 = Interface MTU + + + + + +
28 = Broadcast
+ + + + + +
Address
33 = Static Route + + + + + +
40 = Network
Information Service + + o o - +
Domain
41 = Network
Information Service + + o o - +
Servers
42 = Network Time
+ + o o o +
Protocol Servers
43 = Vendor-Specific
. + + = - - +
Information
66 = TFTP Server
+ + = - - +
Name
67 = Bootfile name + + = - - +
120 = SIP Servers + - + 5 + -
121 = Classless Static
+ + + + + +
Route
249 =
Private/Classless
. + + + + + +
Static Route
(Microsoft)

CornacHo npuBegeHHoW Tabauue, onumu 1, 3, 6, 26, 28, 33, 121, 249 moryT 3anpawmnsatbca DHCP-
KAMeHTaMK ans Kaxaoro cabuHTtepdelica. CooTBETCTBEHHO, AaHHbIe onuun ByayT UHANBMAYANbHO NPUMEHEHbI
ONA Kaxgoro cabuHtepodeiica. Onumn 12, 15, 40, 41, 42, 43, 66, 67, 120 moryT 3anpalinBaTbCs U NPUMEHATbCA
ToNbKO ans oaHoro DHCP-KnueHTa, Tak Kak OHW OOLWECUCTEMHbIE, T.e., HE NMPUBOAAT K HACTPOMKE CETEBOrO
nHTepdodelica.

KoHurypaumo cnucka 3anpalinMBaemblX ONUMIA MOMKHO M3MEHATb, M XPAHUTCA OHa, Kak W Bce
OCTa/ibHble HacTPOIKKM, B KOHbUrypaumoHHom daine: [etc/config/cfg.yaml. Mo ymonyaHuio cnnckm onumin He
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nponucaHbl (B KOHoMrypaumm — cneayowan 3anucb: DHCPOptionList: ""), 3To 3HauuT, 4TO oOMUUK
3anpalmMBalOTCa U NPUMEHAIOTCA COrNacHO NpuBeaEHHOM Bbile Tabanue.

Cnocobbl peaakTMPOBaHUA KOHOUrypauum
l. C nomoLblo pegakTopa vi

1. Cnucok onuumii ans wuHtepdenca Internet 3agaétca B napamertpe DHCPOptionLlist cekunm
Internet=>Network.

2. Cnucok onuumii ana wuHtepdeinca VolP 3amaétca B napametpe DHCPOptionList cekuuu
Voip=>Network.

3. CnucoKk onunit ana uHtepdelica Management 3agaétca B napametrpe DHCPOptionList cekymm
System=>ManagementVLAN.

Mocne peaakTMPOBaHMUA M COXPaHEHUSA B peAaKTope Vi He06X0ANMMO BbINOIHUTL CAeAyoLWMe KOMaHab!:

o reloadcfg - npumeHsem M3MeHEHHYO KOHPUrypaumio B paboTy, pe3yibTaT BbINOJHEHUA KOMAHAbI
JomKeH 6biTb "Configuration accepted"”;

e sagve - COXpaHAeM U3MeHEeHHYI0 KOHd)VII'ypaLI,MFI B SHEPrOHE3aBUCMMYIO NaMATb.

KomaHAay save MOXXHO BbINOJIHATb TOMIbKO B C/Ay4ae YCNELWHOro BbINOJIHEHUA NpeablAyLen
KomaHabl. Echn npu BbinonHeHMM KomaHabl reloadcfg pesynbtat 6bin "Configuration not
accepted", save BbINONHATbL 3anpeLLeHo.

"

1. C nomoLublo KOoMmaHAb! setconf

[aHHblli meToa, — pekomeHayembli. Takke OH u3baBifeT oT HeobX0AMMOCTM BbIMOJHEHUA KOMaHA,
reloadcfg n save. getconf (BbiBecTM Ha 3KpaH Tekylyl KoHourypaumio) mn setconf (ycTaHOBUTb 3HauyeHue
napameTpa).

MNpumep 1. Heobxoanmo nonyunts 3HayeHne DHCPOptionList:
ana nHtepdeica Internet

getconf Internet.Network | grep DHCPOptionlList

ans nutepdeiica VolP

getconf Voip.Network | grep DHCPOptionList

onAa nHtepdenca Management

getconf System.ManagementVLAN | grep DHCPOptionList

MNpumep 2. Heobx04MMO Ha3HaYMUTb HEKOTOPbIN CMMCOK ONLMIA:
ana nHtepdeica Internet

setconf Internet.Network DHCPOptionlList "3,6,26,28,33,121,249,12"

Ans nHtepoeiica VolP (HasHayaem CNMCOK ONuUMii N0 YMONYaHUIO)

setconf Voip.Network DHCPOptionList ""

ana nHtepdeinca Management

setconf System.ManagementVLAN DHCPOptionlList "3,6,26,28,33,42,43,66,67,121,249"

136 AboHeHmckul wno3 TAU-4M.IP



O ELTEX

1l. KoHdurypuposaHue Ha nepcoHaibHOM KOMNbioTepe

MpeaBapuTenbHO cKaumBaeTca KoHUrypaumsa c yctporictea Ha MK (yepes Web-nHtepdelic), Aanee c NOMOLLbIO
Moboro TEKCTOBOro penakTopa MEHSITCA 3HAYeHWs, COXPAHAIOTCS W3MEeHeHWs. 3aBeplualowMm 3STarnom
ABNAETCA 3arpy3Ka MU3MEHEHHOM KOHPUIYpaLLMK B YCTPOMCTBO.

' Ucnonb3oBaHue AaHHOro meToaa He pekomeHayeTtcsa!

o
Mpasuna pepgaktuposaHna DHCPOptionlList

1. [Jonyctumeble 3HaveHuns: 3,6,12,15,26,28,33,40,41,42,43,66,67,120,121,249;

2. Onuwuu B napametpe DHCPOptionlList yka3sbiBatoTca Yepes 3anaTyto U 6e3 npobenos mexay onunamm,
npumep DHCPOptionlList: "3,6,12,15,26,120,121";

3. NopagoK cneposanua onumin B8 DHCPOptionList HeBaeH;

4. Kaxpgas us onumin 12, 15, 40, 41, 42, 43, 66, 67, 120 moxeT 6bITb 3anpoLieHa 1 NpMMeHeHa TO/bKO C
OfHOro nHTepodeiica;

5. Onummn 1, 3, 6, 26, 28, 33, 121, 249 wmoryt 3anpawwusatbca DHCP-kaneHTamu ANAa Kaxkaoro
cabuHTepdelica;

6. Onuuu 66 1 67 fONKHbBI ObITb YKa3aHbl HAa OAHOM M TOM e MHTepdelce;

7. Ecnu B DHCPOptionList HU4ero He yKasaHo, TO TOr4a CrUCOK 3anpallMBaeMblX ONLUUN — MO YMONYAHUIO
(c yueTom nyHKTa 8);

8. Ecnm B DHCPOptionlList ykasaHbl onumMu (M3 NyHKTa 4), KOTOpble NO YMOMAYaHWUIO 3anpallnBaloTCa C
Apyroro uHTepdeitica (Ha Kotopom DHCPOptionlist He 3anosHeH), To Torga onuuu 6yayT
3anpalmnBaTbCA C NepBOro UHTepdelica, a Ha BTOPOM — AaHHble ONLMK BYAYT UCKAOYEHbI U3 CNUCKA NO
ymonyaHuto *;

9. Ecau ana uHtepderica 8 DHCPOptionList ykasaH cnMcok onuuii, To 6yayT 3anpalimnBaTbCA TO/IbKO 3TU
onuuu;

10. Onuuto 1 8 DHCPOptionList Henb3a yKkasbiBaTb, OHa 3anpallnBaeTca U NPUMEHAETCA BCerga U co Bcex
NHTepdeicoB HE3ABMCUMO OT MPOYMNX HACTPOEK.

Ecnn Kakoi-1Mb0o M3 MYHKTOB HapyleH, TO Npu nNpumeHeHUn KoHdurypauum byaeT BbiBeAeHO coobuieHue
"Configuration not accepted". OwWmMOKy B KOHPUIypaLMM MOMKHO y3HaTb, eC/IM BKAOYUTL lorn configd, Toraa npu
NnpUMeHeHUN KoHPUrypaumm byaeT noApobHO yKasaHa NpuYnHa, No KOTOPOWN KOHPUrypaLmua He NpUMeEHEeHa.

* Mpumep K NyHKTY 8:

Hdonyctum, gnsa nntepdelica Internet ykasaH cneayrowmin cnucok onumit: Internet.Network.DHCPOptionList: "3,
6,26, 28, 33, 121, 249, 12"

A ana nHtepdeirica management HU4Yero He ykasaHo: System.ManagementVLAN.DHCPOptionList:

TOrAa, COrnacHo NyHKTY 7, AOMKEH BbiThb 3aMNpoLLeH CNMCOK onuuii no ymonyaHuio 3, 6, 12, 15, 26, 28, 33, 40, 41,
42, 43, 66, 67, 121, 249, HO TaK Kak onuma 12 ykasaHa ABHO Ha uUHTepdelce Internet, To U3 3TOro cNMcKa oHa
6yaeT UCKoYeHa.

B ntore cnucku byayT BbIrnageTb caeayowmm obpasom:
3HauyeHue napamertpa: Internet.Network.DHCPOptionlList: "3, 6, 26, 28, 33, 121, 249, 12"
3anpalwmBaemsblii cnmcok onumi: 1, 3, 6, 26, 28, 33, 121, 249, 12

3Ha4yeHne napameTpa: System.ManagementVLAN.DHCPOptionList:
3anpalwmBaemsblii cnucok onumit: 1, 3, 6, 15, 26, 28, 33, 40, 41, 42, 43, 66, 67, 121, 249

V Nocne pepaktMposaHua DHCPOptionList pekomeHgyeTcAa nepesarpyska ycrpoicrea. [o
nepesarpysku KoppeKTHasA paboTa ycTpoiicTBa He rapaHTUpyeTca.

AboHeHmckul wno3 TAU-4M.IP 137



S» ELTEX

TEXHUYECKAA NOAAEPKKA

[nAa nonyyeHmMA TEXHMYECKON KOHCYNbTALLMKM MO BOMPOCaM 3KCMayaTaunum obopyaoBaHUA
TOO «3nTekcAnaTtay» Bbl morKeTe 06paTUTbCA B CEPBUCHDBIN LLEHTP KOMMNaHUW:

050032, Pecnybnuka KasaxcrtaH, r. Animatbl, MKp-H. AnaTay, ya. Mbparnmosa 9
TenedoH:

+7(727) 220-76-10, +7 (727) 220-76-07

E-mail: post@eltexalatau.kz

Ha o¢uumanbHOm caiiTe KOMMNaHUM Bbl MOMKETe HaWTU TeXHUYECKYH JOKYMEHTaUMo W
nporpammHoe obecrneveHve ana npogaykumm TOO «3InTekcAnatay», obpatutbca K 6ase 3HaHWA,
MPOKOHCY/IbTUPOBATLCA Y MHXeHepoB CepBUCHOrO LEHTPa Ha TexHuyeckom popyme.

OduumanbHbIN caT KomnaHuu: http://eltexalatau.kz
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