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Bepcusa 2.30

12.02.2021

N3meHeHwuA B pasgenax:

- 2.3 OCHOBHble TEXHNYECKME XapaKTEPUCTUKN

- 5.5 KomaHapl ynpaBieHus cuctemom

- 5.28.1 ®yHKuMM 0becneyeHnsn 3aLmTbl MOPTOB

- 4.3.2.3 KoHdpuryprpoBaHue CcTaTUYECKUX CeTeBbIX NapaMeTpoB ynpas-
neHua

Bepcusa 2.29

28.08.2020

MN3meHeHus B pasgenax:

- 2.3 OCHOBHble TEXHUYECKNE XapaKTePUCTUKM

- 2.5 KomnnekT nocTaBku

- 4.3.3 HacTpoVika napameTpoB cucTeMbl 6e3onacHoCTU

- 5.18.1 MNpasuna rpynnosoit agpecauum (multicast addressing)
- 5.28.1 ®yHKuMM 0becneyeHnsn 3aLmTbl MOPTOB

- 5.34 KoHdurypuposaHue 3awmTtbl oT DoS-aTak

YaaneHo onucaHue ycTporictea MES2124P DC

Bepcua 2.28

05.06.2020

[ob6aeneH pasgen:

- 5.21 Cepsuc watchdog

MN3meHeHus B pasgenax:

- 2.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN

-4.3.2.2 PacwmpeHHan HacTpoMKa ypoBHA A0CTyna

- 5.11 Selective Q-in-Q

-5.19.7.1 Telnet, SSH, HTTP n FTP

- 5.28.3 KoHTponb npotokona DHCP 1 onuun 82

- 5.33 KoHpurypuposaHue ACL (cnMcKu KOHTPOAIA A0CTYNa)

Bepcua 2.27

22.11.2019

MN3meHeHus B pasgenax:
- 5.27.3 KoHTtponb npotokona DHCP v onuun 82

Bepcua 2.26

18.07.2019

MN3meHeHus B pasgenax:

- 2.2.2 ®yHKumm npm pabote c MAC-agpecamu

-5.12 WWTopm-KOHTpPO/Ib

- 5.16.4 MexaHu3am obHapyxeHus netenb (loopback-detection)
-5.19.7.2 KomaHabl KOHOUIYpUpOBaHUA TEPMMUHANA

-5.19.4 MpoToKkon ynpasneHus cetbio (SNMP)

- 5.27.3 KoHTponb npotokona DHCPu onumn 82

Bepcua 2.25

26.12.2018

M3meHeHusA B pasgenax:
- 5.9 HacTpolika cucTeMHOro BpemeHu
- 5.16.12 Hactpoiika dyHKumm Layer 2 Protocol Tunneling (L2PT)

Bepcua 2.24

28.06.2018

M3meHeHusA B pasgenax:

- 5.24.2 Onepauus UDP lJitter

- 5.27.3 KoHTponb npotokona DHCP u onuun 82

- 5.30 KoHourypuposaHue PPPoE Intermediate Agent

Bepcusa 2.23

29.05.2018

[ob6asneH pasgen:

-4.3.2.2 PacwmpeHHas HacTPoOMKa ypoBHA A0CTyna

M3meHeHusA B pasgenax:

- 5.2 ba3osble KOMaHAbI

- 5.8.2 KomaHgap! ans pabotsl ¢ pannamm

- 5.10 KoHourypuposaHue nHtepoeiicos n VLAN

- 5.10.1 Hactpolika napametpos Ethernet-untepdelricos Port- Channel n
Loopback-uHTepodeiicos

- 5.14 Hactpoiika IPv4-agpecaumm

- 5.15.1 NpoTtokon IPv6

- 5.16.3 Hactpolika npoTtokosa GVRP

-5.19 Telnet, SSH, HTTP n FTP

- 5.24 Onepauua UDP litter

- 5.31 KoHdwurypuposaHue DHCP-cepBepa

- 5.32.1 KoHourypmposaHue ACL Ha 6ase IPv4

- 5.34 KavecTBo obcnyxkusanma — QOS

Bepcusa 2.22

18.09.2017

MN3meHeHus B pasgenax:

- 5.2 ba3osble KOMaHAb!

- 5.5 KomaHapl ynpaBieHus cuctemom

- 5.12 lWUTopm-KOHTPONb

- 5.16.5.1 HacTtpoika npotokona STP, RSTP
- 5.20 ypHan aBapwuit, npoTokon SYSLOG
- 5.34.1 Hactpoiika QoS

Bepcusa 2.21

26.12.2016

[ob6asneHbl pasgensi:
- 5.10.3 ®yHKuus Private vlan
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- 5.29 dyHKumu Lightweight DHCPv6 Relay Agent (LDRA)

- 5.34 CraTnyeckana mapLipytmsauma

N3meHeHuA B pasgenax:

- 5.8.2 KomaHgab! ans paboTtbl ¢ darinamm

- 5.10.1 Hactpolika napametpos Ethernet-urHtepdelicos n nHtepdeiicos
Port-Channel

- 5.13 I'pynnbl arperauunn kaHanos — Link Agregation Group (LAG)
- 5.16.5.1 HacTtpowka npoTtokona STP, RSTP

- 5.16.12 Hactpoiika ¢pyHKumm Layer 2 Protocol Tunneling (L2PT)
- 5.18.2 ®yHKuMA NnocpegHMKa npoTokona IGMP (IGMP Snooping)
- 5.18.1 MNpasuna rpynnosoit agpecauumn (multicast addressing)

- 5.27.3 KoHTponb npoTtokona DHCP u onuua 82

- 5.28 dyHKummn DHCP Relay nocpegHuKa

- 5.29 KoHourypuposaHue PPPoE Intermediate Agent

- 5.31 KoHowurypuposaHue ACL (cnuckM KOHTpOAs JocTyna)

- 5.33.1 HacTtpoiika QoS

Bepcua 2.20 22.06.2016 M3meHeHUA B pasaenax:

- 5.5 KomaHapl ynpaBieHus cuctemom

-5.16.5 CemeitctBo npotokonos STP (STP, RSTP, MSTP)
- 5.20 }ypHan aBapwit, npoTokon SYSLOG

- 5.23.1 narHocTMka megHoro Kabens

- 5.27.3 KoHTponb npotokona DHCP v onuua 82

- 5.31.1 KoHdurypuposarue ACL Ha H6a3e IPv4

- 5.33 KavectBo obcnyxunsanma — QOS

Bepcua 2.19 01.02.2015 [ob6asneHo onncaHune ¢yHKumu Layer 2 Protocol Tunneling (L2PT)
MN3meHeHus B pasgenax:

- 5.10 KoHourypumposaHue nHtepdeicos

- 5.12 KOHTpO/b LWMPOKOBELLLATENIbHOTO «LUTOPMa»

- 5.13 I'pynnbl arperauunn kaHanos — Link Agregation Group (LAG)
- 5.18 I'pynnosana agpecauyma

- 5.19 ®yHKLMM ynpaBaeHUa

-5.19.4 MpoTokon ynpasneHus cetbio (SNMP)

- 5.27.2 MNpoBepKa NoA/IMHHOCTU KAMEHTA Ha OCHoBe MopTa (cTaHgapT
802.1x)

- 5.27.3 KoHTponb npotokona DHCP n onuma 82

- 5.27.5 KoHTponb npoTokona ARP (ARP Inspection)

- 5.27.6 Hactpoliika ¢yHKummn MAC Address Notification

- 5.31.1 KoHdurypmposaHue ACL Ha 6ase IPv4

- 6.2 O6HOBNEHWNE NPOrpamMmMHOro obecneyeHus c cepsepa TFTP

Bepcusa 2.18 23.11.2015 [ob6asneHo onucanve MES2124F
Bepcua 2.17 20.10.2015 MN3meHeHus B pasgenax:
- 5.23.1 InarHocTMKka megHoro Kabens
Bepcusa 2.16 31.08.2015 [JobasneHo onucanune yctpoicte MES1124MB, MES1124M  DC,

MES2124M DC

MN3meHeHuA B pasgenax:

-2.2.8 [lononHuTenbHble GYHKLUK

- 2.3 OCHOBHbIe TEXHUYECKME XapaKTEPUCTUKM

- 2.4 KOHCTPYKTMBHOE UCMNOJIHEHWE

- 5.5 KomaHzabl ynpasaeHus cuctemon

- 5.10 KoHourypmposaHue nHTepdeicos

- 5.11 Selective Q-in-Q

- 5.12 KOHTpOAb WMPOKOBELLATENBHOIO «LLITOPMa»
- 5.13 Mpynnbl arperauumm KaHanos — Link Agregation Group (LAG)
- 5.16.6 HacTtpolika ¢oyHKumm flex-link

-5.19.1 MexaHu3sm AAA

- 5.21 3epkanvpoBaHue (MOHUTOPUHT) NOPTOB

- 5.33.1 Hactpolika QoS

[ob6asneH pasgen:

- 5.24 |P Service Level Agreements (IP SLA)

Bepcusa 2.15 18.05.2015 [ob6aeneHo onncaHue yctpolicte MES1124M, MES2124M.
[ob6asneHbl pasgensi:

- 2.4.3 BHEWHWUI BUA MU ONMUCAHWE NaHEeNen YCTPOMUCTB cepumn
MES1124M, MES2124M

- 2.2.7 ®yHKUMM yNpaBieHMA KOMMYTAaTOPOM

- 2.8 OCHOBHble TEXHUYECKME XapaKTePUCTUKN
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- 5.29 KoHourypuposaHue DHCP cepsepa

MN3meHeHus B pasgenax:

- 5.5 KomaHapl ynpaB/iieHns cucTemom

- 5.8.1 OnncaHne aprymeHTOB KOMaHA,

- 5.8.3 KomaHab! Ana pe3epBMpoOBaHUA KOHOUIypaumm

-5.10.1 Mapametpbl Ethernet-uHtepdericoB u uHTepdeicos Port-
Channel

- 5.10.2 HacTtpolika nHtepdeiica VLAN

- 5.16.4 MexaHu3am obHapyxeHus netenb (loopback-detection)

- 5.16.5 CemelictBo npoTokosios STP

- 5.16.6 Hactpolika ¢yHKumm flex-link

- 5.16.11 HacTpoiika npotokona CFM

-5.19.2 NpoTtokon RADIUS

-5.19.4 MpoTokon ynpasneHus cetoio (SNMP)

- 5.26.2.2 PaclwmpeHHas npoBepKa NOAJMHHOCTH

- 5.26.3 KoHTponb npoTtokona DHCP u onuma 82:

TnobanbHas KOmaHAa Ans 3agaHna dopmata remote id B onuun 82
- 5.27 ®yHkumun DHCP Relay nocpegHuka

Bepcua 2.14

17.02.2015

[ob6asneHo onncaHue yctpoiicts MES2124MB

[ob6aeneH pasgen:

- 3.3 NogkntoveHne AKb Kk MES2124MB

MN3meHeHus B pasgenax:

- 5.10.2 Hactpoliika nHtepoeiica VLAN

- 5.12 KOHTpO/b LWWMPOKOBELLLATENIbHOMO «LUTOPMa»

- 5.18.2 ®yHKUMA nocpegHuKa npoTtokona IGMP (IGMP Snooping)
- 5.19.4 MNpoTokon ynpasneHua cetbto (SNMP)

-5.26.2.2 PacwmpeHHasa nposepKa NogJAMHHOCTH

Bepcua 2.13

14.01.2015

MN3meHeHusa B pasgenax:

- 5.8.3 KomaHzbl A4na pe3epBMpoBaHMA KOHOUIypauum
[obaBneHbl pasgensbl:

- 5.15.3 HacTpolika ¢oyHKumm IPv6 ra guard

- 5.15.4 Hactpotika ¢yHKummn DHCPv6 guard

- 5.16.6 Hactpolika ¢oyHKumm flex-link

Bepcusa 2.12

21.10.2014

MN3meHeHus B pasgenax:
- 5.10.2 HacTpolika uHtepoeiica VLAN
- 5.12 KoHTpO/b WMPOKOBELATENIbHOIO «LUTOPMa»

Bepcua 2.11

27.08.2014

M3meHeHusA B pasgenax:
- 5.10 KoHourypuposaHue nHTepdeincos
- 5.16.6 NpoTokon EAPS
- 5.27 ®dyHKkumn DHCP Relay nocpegHuka

Bepcusa 2.10

28.07.2014

M3meHeHuA B pasgenax:
- 5.19.7.1 Telnet, SSH, HTTP n FTP

Bepcua 2.9

12.05.2014

[ob6asneHo onncanue yctpoiicte MES2124P, MES2208P

Bepcua 2.8

06.05.2014

MN3meHeHus B pasgenax:
- 5.5 KomaHzabl ynpasaeHus cuctemon
- 5.19.2 ®yHKuMA nocpeaHMKa npoTtokona IGMP (IGMP Snooping)

Bepcua 2.7

27.03.2014

M3meHeHusA B pasgenax:
5.24.1 inarHoct1Ka megHoro Kabens
5.25.6 KoHTponb npoTtokona DHCP n onuwna 82

Bepcusa 2.6

09.01.2014

MN3meHeHus B pasgenax:

- 4.3 Pexxum paboTbl KOMMyTaTOpa

- 5.18.2 ®yHKuMA NnocpeaHMKa npoTtokona IGMP (IGMP Snooping)

- 5.18.4 ®yHKUMM orpaHnyeHuns multicast-tpapuka

[ob6asneHbl pasgensi:

- 5.18.5 AyteHTudmkauma IGMP yepes RADIUS

- MpunoxeHne A. HacTpolika aBTopusaummn IGMP-3anpocos yepe3 RA-
DIUS

Bepcua 2.5

22.11.2013

N3meHeHuA B pasgenax:

- 5.9.1 Napametpbl Ethernet-uHtepdeicos n nHtepdeiicos Port-Channel
-5.16.5 CemeitctBo npotokonos STP (STP, RSTP, MSTP)

- 5.16.6 NpoTokon EAPS

- 5.19.2 NpoTokon Radius

Job6asneHbl pasgensi:

- 5.3 dunbTpauma coobLeHni KOMaHLHOM CTPOKM

Bepcua 2.4

15.08.2013

MN3meHeHuA B pasaenax:
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- 5.26.1 KoHdurypmposarue ACL Ha 6ase IPv4
- 5.26.2 KoHdpurypmuposaHue ACL Ha b6ase IPv6
- 5.26.3 KoHdurypuposaHue ACL Ha 6aze MAC

Bepcuna 2.3 05.07.2013 [o6asneHbl pasgensi:

- 6.27 KoHourypuposaHue 3awmTbl oT DoS-aTak

M3meHeHusA B pasgenax:

- Mpunoxenne A. TMpumepbl NPUMEHEHUA U  KOHOUrYpUpoBaHUA
yCTpoMCTBa

Bepcun 2.2 18.06.2013 [o6asneHbl pasgensi:

- 5.14.9 Hactpoiika npotokona OAM

- 5.14.10 Hactpoika npotokona CFM

MN3meHeHus B pasgenax:

- 4.1 HacTpoitka TepmMHana

- 5.9 KOHTpOAb WKMPOKOBELLATENbHOrO KLUTOPMa»
-5.17.1 MexaHusm AAA

-5.17.7.1Telnet, SSH, HTTP n FTP

- 5.17.7.2 KomaHAbl KOHPUTYPUPOBAHUA TEPMUHANA

Bepcua 2.1 28.05.2013 [ob6aBneHbl pasaensbi:

- 5.6.3 KomaHap!l Ans pesepBupoBaHUa KoHbUTypauum
- 5.15.7 Hactpoliika npotokona G.8032v2 (ERPS)
MN3meHeHus B pasgenax:

- 5.18.2 NpoTtokon RADIUS

- 5.18.3 Npotokon TACACS+

- 5.18.4 MpoTokon ynpasneHus cetoio (SNMP)

-5.21.2 lJnarHoCcT1Ka ONTUYECKOro TpaHcmeepa

Bepcua 2.0 03.04.2013 [ob6asneHo onncaHue ycTpoiictea MES1124

Bepcua 1.6 20.03.2013 [ob6asneHbl pasgensi:

- ®yHKUMK orpaHnyeHna multicast-tpaduka

N3meHeHwuA B pasgenax:

- ®dyHKLMA nocpeHKUKa npoTokona IGMP (IGMP Snooping)
- MexaHusm AAA

- Hactpoiika goctyna

- KoHTtponb npotokona DHCP u onuua 82

- KoHdurypmuposaHue PPPoE Intermediate Agent

Bepcua 1.5 06.03.2013 M3meHeHusA B pasgenax:

- 5.4 KomaHAabl ynpaBaeHUa cMCTEMOW;

- 5.9 Selective Q-in-Q;

- 5.17.2 ®yHKuMA nocpesHMKa npoTokona IGMP (IGMP Snooping)
[obasneHo:

- MpwunoxeHne b Tunosble cxeMbl MOCTPOEHUA ceTell Ha Hase NpoToKona
EAPS

Bepcua 1.4 28.12.2012 M3meHeHusA B pasgenax:

- 5.4 KomaHabl ynpasaeHus cucTemoi: 06aBneHo onucaHne KoHoury-
pUPOBaHMA GYHKLMIN MOHUTOPUHTA U 3awmTbl CPU;

-5.8.1. Job6aBneHo onucaHne KOHPUTYpUpPoBaHUa GyHKLMIA MOHUTO-
PWHIa HarpysKku Ha nHTepdeicax.

-5.8.2. lo6aBneHo onucaHue KoHourypmposarHma MAC-based vlan,
EtherType gna ncxoaalmx NakeTos.

-5.17.1. o6aBneHo onucaHue KoHPpUrypmposaHusa nsyyeHus MAC-aa-
pecos BO VLAN.

-5.18.4. lobaBneHo onucaHne KoHPUrypupoBaHua snmp trap coobuie-
HWI Ha NopTax.

-5.20. flo6aBneHo onncaHne KOHOUIYpPUPOBaAHUA YAANEHHOTO 3epKann-
poBaHuA.

- 5.23.3. lobaBneHo onucaHue KoHdurypuposaHua ¢opmarta DHCP on-
unm 82.

YpaneH pasgen 5.28 PaboTa B pexknume maplipytusaTopa.

[o6asneH pasgen 5.23.6 “Hactpoiika ¢yHKunmn MAC Address Notifica-

tion”.
Bepcua 1.3 10.09.2012 N3meHeHus B pasgene 5.22 PyHKLMM AMArHOCTUKM GUINYECKOTO
YPOBHA
Bepcua 1.2 21.08.2012 Jo6asneHo onncaHue KoHOUrypMpoBaHMA NpoTokona EAPS.
Bepcua 1.1 12.05.2012 [ob6asneH pasgen:

- Hactpoiika PPPoE Intermediate Agent
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Bepcua 1.0 21.12.2011 Mepsana nybavKaums.
Bepcua nporpammHoro 1.1.48.11
obecneyeHus
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HELTEX

YCNOBHbIE OBO3HAYEHUA

0O603HauyeHue OnucaHue

B KBa4paTHbIX CKOOKax B KOMaH,ﬂ,HOﬁ CTPOKe yKa3blBaloTCA Heobn3aTeNibHble

[] napameTpbl, HO UX BBOA NPeAoCTaBAAEeT onpeaesieHHble A0NOJHUTE IbHbIE ON-
umn.

0O B purypHbIx cKobKax B KOMaHAHOW CTPOKe yKa3blBatoTcA 0b6A3aTenbHble Napa-
MeTpbl.

«,» ﬂ,aHHbIe 3HaKM B ONNCAaHNUN KOMaHAbl UCMONb3YKOTCA ANA YKa3aHUA AMana3o-

«=-» HOB.

«|» JaHHbI 3HaK B ONUCAHUM KOMaHbl 0603HaYaeT «KUIn».

«/» JaHHbIN 3HaK NPU YKa3aHUN 3HaYeHUI NepemeHHbIX pasaenaeT BO3MOXHbIe
3Ha4yeHunA U 3Ha4YeHNA No YMO4YaHUIO.
Kypcusom Calibri yKa3biBatoTcs nepemeHHble UM MapaMeTpbl, KOTOpble Heob-

Kypcus Calibri yp Y P P Pol, P

XOAMMO 3aMEHWTb COOTBETCTBYHOLLLMM C/IOBOM U/IN CTPOKOM.

MoayxcupHeiii Kypcue MoNyXMPHbIM KYPCUBOM BblAENEHbI MPUMEYAHNA U NPeayNpPeRaeHUs.

<lMonyxcupHoliii Kyp- MoNy*KMPHbIM KYPCUBOM B YFIOBbIX CKOOKAx YKa3blBAOTCA HAa3BaHUA KAaBuLL
cus> Ha KiaBuaType.
Courier New MonyxupHbim LW pudtom Courier New 3anncaHbl npUmepbl BBOAA KOMAHA,

Wpuoptom Courier New B pamKe € TEHbIO yKasaHbl Pe3yabTaTbl BbINOJHEHUA
KOMaHa,

Courier New

MpumeyaHuna u npegynpexaeHus

MpumeuaHua cogepiKaTt BaXKHy0 UHGOPMaLUIO, COBETbI UM PEKOMEHAALUM MO UCNOJIb-
30BaHMIO U HaCTPOiiKe YCTPOMUCTBA.
MpepynpexaeHua NHGOPMUPYIOT NONb30BATENA O CUTYALUAX, KOTOpPble MOTYT HAaHeCTU
’ Bpea YCTPOWCTBY MU YeNoBeKy, NPUBECTU K HEKOPPEKTHOW paboTe ycTpoiicTBa Mau no-
Tepe AaHHbIX.

10 Ethernet-kommymamopsi MES1000, MES2000



HELTEX

1 BBEAEHMUE

B nocnegHue roabl HabnwopaeTca TeHAEHUMA K OCYLLECTBAEHMIO MaclTabHbiX MNPOEKTOB Mo
NOCTPOEHMUIO CeTeli CBA3M B COOTBETCTBUM C KoHuenumeit NGN. OaHOM M3 OCHOBHbIX 33434 NpU peanmsaumm
KPYNHbIX MYNbTUCEPBUCHbIX CeTeil ABAAETCA Cco34aHuMe HaAeHbIX W BbICOKONPOWU3BOAUTENbHbIX
TPaAHCMOPTHbIX CeTel, KoTopble ABASAIOTCA OMOPHbIMU B MHOFOC/IOMHOW apXUTEKType ceTel cieaylolero
NOKONEHMA.

[Onsa [OCTUIKEHMA BbICOKMX CKOPOCTEN LUMPOKO NPUMEHSIOTCA TEXHOOMMKW Nepegayvn uHbopmauuu
Gigabit Ethernet (GE). Mepegsaya MHPOPMALMM HA BbICOKMX CKOPOCTAX, OCODBEHHO B CETAX KPYMHOro
macwTaba, noapasymeBaeT Bbi6OpP TaKOW TOMOJIOTMM CETWU, KOTOpas NO3BOASAET MMOKO OCyLecTBAATb
pacnpegeneHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTtatopbl cepun MES1000, MES2000 MoryT MCMO/1Ib30BATbCA HA CETAX KPYMHbIX NpeanpuaTuii 1
npeanpuATUiA manoro u cpeaHero busHeca (SMB), B onepaTopckux ceTax. OHM 0becneymBatloT BbICOKYIO
NpPou3BOAUTENbHOCTb, TMBKOCTb, 6€@30NacHOCTb U MHOTOYPOBHEBOE KavecTBo o0bcayxumaaHma (QoS).

B HacToswem pyKOBOACTBE M3/10XKEHDbI HAa3HAYEHWNE, TEXHUUYECKME XapaKTEPUCTUKM, pEKOMEHLALNN
MO Ha4yaNbHOM HACTPOMKE, CUHTAKCUC KOMAHZ A1 KOHOUIypUPOBAHWS, MOHUTOPUHIA M OBHOBNEHUSA
NPOrpamMmHoro obecneyeHns KOMMyTaTopa.
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2 OINUCAHUE U3AENUNA

2.1 Ha3HauyeHue

YcTpoiictBa cepuit MES1000 n MES2000 aBnsatoTca ynpaBasemMbiMn CTEKMPYEMbIMM KOMMYTaTOpPamMu,
BbINO/IHAOLWMMM CBOM KOMMYTaLMOHHbIE QYHKLUMN Ha KaHa/IbHOM M CeTEBOM YPOBHAX moaenun OSI.

CeteBble kKommyTaTopbl MES1024 nmetoT B cBOéMm cocTase 24 nopta Fast Ethernet ¢ anekTpuyeckumm
nHTepdelicamm n 2 nopta Gigabit Ethernet, coBmelleHHble cO cnoTamu Ana ycTaHOBKM SFP-TpaHcuBepoB
(combo-nopTbi).

CeTteBble KommyTaTopbl MES1124, MES1124M, MES1124MB nmetot B cBOEM cocTaBe 24 nopta Fast
Ethernet c anekTpuyeckumn nHTepdelicamm n 4 nopta Gigabit Ethernet, coBmelLeHHble co cnoTamu ans
ycTaHoBKKM SFP-TpaHcuBeposB (combo-noptel). Ans mogenn MES1124MB  vMmeeTcs BO3MOMKHOCTb
nogkntoveHuns 12V AKb gna obecneveHma pesepBHOro NUTaHuA.

CeTeBble KomMmyTaTopbl MES2124, MES2124M mmeloT B cBOEM cocTaBe 24 noprta Gigabit Ethernet c
3aNeKTpUYecKMmmM nHTepdencamm 1 4 nopta Gigabit Ethernet, coBmeLLeHHble co cnoTamm aas ycTaHoBKM SFP-
TpaHcuBepos (combo-nopThbi).

CeteBble KommyTaTopbl MES2124MB wumetor B cBoém coctaBe 24 nopta Gigabit Ethernet c
aNeKTpUYecKMmmM nHTepdencamm n 4 nopta Gigabit Ethernet, coBmeLLeHHble co cnoTamm aas yctaHoBKM SFP-
TpaHcMBepoB (combo-nopTbl). UmeeTcs BO3MOXKHOCTbL NoakAoveHua 12V AKB ana obecneyeHuna pe3epBHOro
NMNUTAHUA.

CeteBble KommyTaTopbl MES2124P umeloT B cBOém coctaBe 24 nopta Gigabit Ethernet c
3NEeKTpUYecKUMN MHTepdeiicammn u noaaep»koi PoE+ u 4 nopta Gigabit Ethernet, cosmelueHHble co
cnoTaMu g yCcTaHOBKM SFP-TpaHcueepos (combo-nopThi).

CeTeBble KommyTaTopbl MES2124F nmetoT B cBOeMm cocTase 24 cnoTta gnAa yctaHoBKU SFP-TpaHcueepos
n 4 nopta Gigabit Ethernet, coBmelLLeHHble cO cnoTamu AnA ycTaHoBKM SFP-TpaHcuepos (combo-nopTol).

CeteBble KommyTaTopbl MES2208P nmetoT B cBoém cocTaBe 4 anekTpuyecknx noprta Gigabit Ethernet

c nogaepKoi PoE+, 4 nopta Gigabit Ethernet, coBmeleHHble co cnoTamm gna yctaHoBKM SFP-TpaHcueepos
(combo-nopTsi), 2 onTuyecknx nopTa Gigabit Ethernet u 2 anekTpuyecknx nopta Gigabit Ethernet.

B KOMBUHUPOBaHHbIX MOPTAaX MOXeT 6biTb aKTUBHbIM TO/IbKO OAUH U3 uHTepdeiicos. Mpu
V oAHOBpeMeHHOM NoAgKAueHun byaet aktuseH uHtepdeiic c SFP-tpaHcusepom.

2.2 ®PyHKUMM yCTpOMCTBA

2.2.1 OcHoBHble PYHKLMUMU

B Tabnvue 2.1 npuBeseH CMUMCOK OCHOBHbIX GYHKLMIA KOMMYTAaTOPOB AOCTYNa.

Tabnumua 2.1 — OcHoBHble GYHKUUM YCTPOMCTBA

BNIOKMPOBKa BO3HUKAET B CAyYasnx Neperpysku BbIXOAHbIX MOPTOB YCTPOMCTBA Tpa-
3awuma om 6:10Ku- OMKOM OT HECKONBbKMX BbICOKOAKTUBHbIX MCTOYHUKOB. ITO MOXET NPUBECTU K No-
po8KuU oyepedu (HOL) Tepe TpadmKa OT APYrMX UCTOYHUKOB C HU3KOM aKTUBHOCTbIO. [11a NpeaoTBpaLleHua
TaKMX CUTYyaLMIt UCNOIb3YIOTCA METOAbl Pe3epBMPOBAHMA PECYPCOB KOMMYTATOPA.
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HELTEX

MeToga, 06paTHOI’0 AaB/ieHnA NCNob3yeTCcAa Ha NoNyaynneKCHbIX CoeAUMHEHUAX ANA

Moddepcka obpam- N
1020 GBACHUS peryanpoBaHUA NOTOKA AaHHbIX OT BCTPEYHOrO YCTPOMCTBA NyTEeM CO34aHUA KONNU-
Back 3uiA. MeTopg, no3BonseT nsbexartb NnepenonHeHns bydepHoit NamaTn ycTpoiicTea m
(Back pressure) NnoTepu AaHHbIX.

ABTOMaTMYECKOE onpeaeneHme Tuna Kabens — nepekpecTHbin Kabenb nan kabenb

NPAMOro NoAKAOYEHNA.
- MDI (Media-Dependent Interface — npsmoit) — ctaHgapT Kabenen gaa noa-
Moddepxcka MDI/MDIX ( P pAMOY) AP ANATIOR

K/HOUYEHMA OKOHEYHbIX YCTPOCTB;
— MDIX (Media-Dependent Interface with Crossover — nepekpecTHbIl) -
CTaHAAPT Kabenei ANA NOAKNOUYEHNA KOHLLEHTPATOPOB M KOMMYTAaTOPOB.

Moddepicka ceepxoauH-
HbIX KaOpo8 (Jumbo
frames)

KommyTaTop cnocobeH noaaepxusatb nepesady cBepXAAMHHbIX KafpoB, 4TO Nos3-
BO/IAET NepeaaBaTb AaHHbIE MEHbLUIMM YACIOM NaKeToB. ITO CHUXKAET obbem cay-
xebHoi nHdopmauuu, Bpemsa 06paboTkM 1 nepepbiBbI.

YnpasneHue nomokom
(IEEE 802.3X)

YnpaBneHne NOTOKOM NO3BONAET COEANHATL HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [1nA npeaoTBpalleHnsa nepenonHeHna bydepa HU3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBnATb NakeT PAUSE, Tem cambim MHPOpMU-
pyA BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOBXOAMMOCTU caenaTtb naysy npu nepe-
Jaye NaKeToB.

Paboma 8 cmeke
ycmpoticme

KommyTaTop noaaep:kmsaet obbeamHeHne HeCKONbKUX YCTPOMCTB B CTeK. B aTom
C/lyyae KOMMYTaTOPbl PACCMATPMBAIOTCA KaK eguHoe I0rMyeckoe YCTPOMCTBO C 06-
WMMM HACTPOMKamMMU. BO3MOXKHbI 4Be TONONOMMM NOCTPOEHUA CTEKA — KOJIbLLO U Lie-
nouka. Mpu sTom NapameTpbl NOPTOB BCEX YCTPOMCTB, BKAKOUYEHHbIX B CTEK, MOMKHO
334aTb C KOMMyTaTopa, paboTawowero B pexume «mactep». CTeKuMpoBaHue
YCTPOICTB MO3BOAET CHU3UTL TPYA0EMKOCTb YNPABAEHUSA CETbIO.

2.2.2 ®yHKuum npu pabore c MAC-agpecamm

B Tabnmue 2.2 npuBegeHbl GyHKUUN YCTPONCTB Npu pabote ¢ MAC—agpecamu.

Tabnnuya 2.2 — OyHKUMK paboTbl ¢ MAC-agpecamu

Tabauua MAC-adpecos

KommyTtaTop coctaBnseT B NnamaTi TabavLy, B KOTOPOI yCTaHaB/MBAETCA COOTBET-
ctBue mexay MAC-agpecamu 1 uHTepdencamm KommyTtaTopa.

Pexcum oby4eHus

B oTcyTcTBME 06yUeHMs, AaHHble, MOCTyNatoLIMe Ha Kakoin-nmbo nopT, nepeaatoTca
Ha BCe OCTaNbHble NOPTbl KOMMYTaTopa. B pexume obyyeHna KommyTaTop aHanu-
3upyeT Kaapbl u, onpeaenns MAC-aapec oTnpaBuTens, 3aHOCUT ero B TabnLy Kom-
MyTaumu. Bnocneactsunm, NnocTynMBLINIA Kaap, NpeaHasHauyeHHbIW ans xocta, MAC-
afipec KOTOPOro yxXe ecTb B Tabauue, nepenaercs TONbKO Yepes yKasaHHbI NopT B
Tabaunue.

Moddepxcka nepedayu
Ha HecKoneko MAC-ad-

[aHHaa ¢yHKUMA NO3BONAET YCTaHaB/AMBaTb COEAMHEHUS «OAUH KO MHOTUM» U
«MHOTMe KO MHOrMm». Takum o6pasom, Kaap, aApecoBaHHbIl MHOroaapecHoi

pecos rpynne, nepegaeTca Ha KaxAblii MOpT, BXOAALWMI B rpynny.
(MAC Multicast Support)
AsmomamuyecKoe o .
Ecan ot ycTtponcTtea ¢ onpeaeneHHbim MAC-agpecom 3a onpefenieHHbI nepmog,
8peMA XPaHeHUA
BPEMEHM He NOCTYNalT NakeTbl, TO 3aN1Cb B Tabanue mapuwpyTMsaunmn ans aaH-
MAC—GG/?ECOB HOro afipeca yctapeBaeT M yaanseTca. ITo No3BoAAeT NoAAePKMBaTb TabAULy B ak-
(Automatic Aging for MAC TyasIbHOM COCTOAHMM.
Addresses)
Cmamuyeckue 3anucu | CeTeBoit KOMMYTaTOP NO3BOAET MO/Ib30BATE/O ONPEeAeINTb CTAaTUYECKME 3anucu
MAC cooTBeTcTBNN MAC-aapecoB MHTepdeicam, KOTopble COXpPaHATCA B Tabamue Kom-
(Static MAC Entries) MyTaTUUN.

Ethernet-kommymamopsi MES1000, MES2000
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2.2.3 ®PyHKUMM BTOPOro ypoBHA ceTeBoit moaenu OSI

B Tabnnue 2.3 npuBeneHbl GyHKLMU MU 0COBEHHOCTM 8BMOpPOo20 yposHSA (yposeHs 2 OSl)

Tabnnua 2.3 — OnucaHune GyHKLMIA BTOpOro ypoBHaA (yposeHb 2 OSl)

Moddepxcka VLAN

KommyTaTopsbl nogaepxusatoT paboTy BupTyanbHbix ceTeit VLAN.

Peannsauua npotokona IGMP nossonser Ha ocHOBe WHGOPMALMK, NOAYHEHHOWN

®dyHKyuAa IGMP npv aHanuse cogepxmmoro IGMP nakeTos, onpeaenunTb, Kak1e ycTpoucTea B ceTU
Snooping Y4acTBYIOT B Fpynmnax MHOroagpecHoOM paccblsiku, M aapecoBaTb TPadUK Ha COOTBET-
CTBYyHOLLME NOPTHI.
®yrHkyua MLD Snooping Peanunsauyma d)vaKu,MM MLD Snooping no3BonseT ycTPoMCTBY MWMHUMM3IMPOBATb
MHOroagpecHbii IPv6 Tpaduk.
dyHKUMA, NO3BONAOWAA NepeHanpaBaaTb MHOFOa4PECHbIM TpaduK U3 3a4aHHOM
®dyHKyuA VLAN (multicast VLAN) B nopT nonb3oBaTena Ha OCHOBaHUK IGMP-coobLueHnit, 4to

Multicast-TV VLAN

NO3BONAET YMEHbLNTb Harpy3Ky Ha uplink-nopT kommyTaTopa. PyHKUMA NPUMEHSA-
etca B peweHusax lll-play.

3awjuma om

«wmopma»
(Broadcast, multicast, un-
known unicast Storm Control)

«LTopm» — 310 pasmHorKeHuMe broadcast-, multicast-, unknown unicast-nakeTtos B
KaXX0M y3/e, KOTopoe NPUBOAUT K NaBUHOO6pa3HOMY POCTY MX YMCaa U Napanu-
3yeT paboTy ceTn. KoMMyTaTopbl UMEIOT GYHKLINIO, MO3BOAIOLLYIO OFrPaHUYUTb CKO-
pOCTb NepeAaYm MHOroaApPECHbIX U LLIMPOKOBELLATENbHbIX KaApOoB, MPUHATbIX M ne-
peAaHHbIX KOMMYTaTOPOM.

3epkanuposaHue rop-
mos
(Port Mirroring)

3epKanmpoBaHWe No3BosfeT aybampoBaTtb Tpaduk Habaogaemblx NOPTOB, Nepe-
CblN1as BXOAALME U/ UM UCXOAALIME MAKETbl Ha KOHTPOMPYIOLWLMIA NOPT. Y NMob30-
BaTe/A eCTb BO3MOMKHOCTb 331aTb KOHTPOJ/IMPYIOLLMIA M KOHTPOAWPYEMbIe NOPTbI 1
BbI6paTb TUN TpaduKa (BXOAALLMI N/ MAN UCXOAALLMIA), KOTOPbIN ByAeT nepesaH Ha
KOHTPO/IMPYOLWMIA NOPT.

U3onayua nopmos (Pro-
tected ports)

[aHHaa yHKUMA No3BoNAET HAa3HauuTb NopTy ero uplink-nopT, Ha KoTopbIi 6es-
YC/I0BHO ByAeT nepeHanpasBAAaTbCA BeCb TpaduK, obecneunmsan TemM CaMbim U30NA-
UMIO C APYrMMU NopTamu (B Npegenax o4HOro KOMMyTaTopa).

Private VLAN Edge

[daHHasa GyHKLMA N03BONAET U30AMPOBATL FPyNny NOpTOB (B Npeaenax 04HOro Kom-
MyTaTopa), HaXoAAWMXCA B OAHOM LUIMPOKOBELLATENIbHOM AOMEHE MeXAy coboi,
No3BOAAA NPU 3TOM 06MeH TpadUKOM C APYrMMM MOPTamMM, HAXOAAWMMUCA B STOM
e WMPoKoBeLwaTeNbHOM AOMEHE, HO He NpUHaAAeXKallMmm K 3Tol rpynne.

Private VLAN

ObecneunBaeT U30NALMIO MEXKAY YCTPONCTBAMM, HAXOAALLMMUCA B O4HOM LUINPO-
KoBelLaTe/IbHOM AOMeHe, B npegenax Bcei L2-ceTn. PeannsoBaHbl pexunmbl pa-
60Tbl NopTa: Promiscuous, Isolated (Isolated-nopTbl He MmoryT 06meHMBaTLCA APYT C
apyrom) n Community (nopTbl MoryT o6meHnBaTbCA mexay cobolt u Promiscious —
nopTom).

Moddepxcka npomo-
kona STP

(Spanning Tree Protocol)

Spanning Tree Protocol — ceTeBOi NPOTOKO/, OCHOBHO 3aZa4yeit KOTOPOro ABAA-
eTcA npuseaeHune cetu Ethernet ¢ M3BbITOYHBIMU COEAUHEHUAMM K APEBOBUAHOM
TONO/IOTUM, UCKAOYatOLWE NeTan. KommyTaTopbl 06MEHMBAOTCA KOHOUIYPALMOH-
HbIMM COOBLLEHMAMM, NCNONb3YA Kaapbl creunanbHoro ¢opmarta, M BbIBOPOUHO
BKJ/IKOYAIOT M OTK/HOYAIOT MOPThI YCTPOICTBA.

Moddepxcka npomo-

Kona RSTP (IEEE 802.1w
Rapid Spanning Tree proto-

Rapid (6bicTpbiit) STP (RSTP) — aBnsieTcA ycoBeplUeHCTBOBaHMEM NpoTokona STP, xa-
PaKTepU3yeTca MeHbLWMM BpEMEHEM NPUBELEHWA CETU K PEBOBUAHOMN TONONOMMM
“ umeeT 60/1ee BbICOKYHO YCTOMUYMNBOCTD.

col)
Moodepcka pyHKUUO- | Layer 2 Protocol Tunneling (L2PT) no3BonseT nponyckatb caysebHbie nakeTbl (PDU)
Hana Layer 2 Protocol | L2-npoTokonoB yepes ceTb NpoBaiigepa, YTo obecneynBaeT «Npo3payHyo» CBA3b
Tunneling (L2PT) KNMEHTCKUX CErMEHTOB CETWU.
EAPS (Ethernet Automatic Protection Switching) — npoToKkon, obecneunBatowmii uc-
KJlOYEHME 3aUMKAMBaHUA TpaduKa B CETAX C KOMbLEBOW TOMONOTMEN, a TaKke
lpomokon EAPS npeAHasHa4YeHHbI ans BbICTPOro BOCCTAHOBAEHUA NPOXOXKAEHUA TpaduKa B cay-

Yyae aBapuK Ha OTAENbHOM yyacTKe ceTu. EAPS obecneunBaeT Bpems BOCCTaHOB/Ie-
HUWA CYLLEeCTBEHHO MeHbLUe, Yem NPOTOKOAbI spanning tree.
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MpoToKoAN npeAHasHayeH ANA MOBbIWEHMA YCTOMYMBOCTM M HALEKHOCTU CeTu

lMpomokon ERPS (Ether- | nepegaun faHHbIX, UMEIOLLEN KO/BLEBYIO TOMONOMMIO, 33 CHET CHUKEHUA BPEMEHM

net Ring Protection BOCCTaHOBNEHMUA CeTU B C/lyyae aBapuu. Bpema BoccTaHOBNAEHUA He npeBbiwaeT 1

Switching) CEKYHAbl, YTO CYWECTBEHHO MeHblUe BPEMEHU NEPEeCcTPOMKM CeTM npu
MCMO/1b30BaHMM NPOTOKO0B cemeicTea Spanning Tree.

MpoTtokon peructpaumm GARP VLAN obecneumBaetr auHamumuyeckoe pobasne-

Moddepxcka GVRP Hue/yaanenue rpynn VLAN Ha nopTax. Ecav BktoueH npotokon GVRP, kommyTaTop

(GARP VLAN) onpeaensaet, a 3aTem pacnpocTpaHAeT JaHHble 0 NpuHaasiexXHocTn K VLAN Ha Bce

nopTbl, ABAAKOLWMECA YaCTbHO aKTUBHOW TOMOJIOTUM.

Moddepxcka VLAN Ha

b6aze nopmos
(Port-Based VLAN)

Pacnpenenenue no rpynnam VLAN BbinonHAeTCA NO BXOAAWMM nopTam. [laHHoe
pelleHVe N03BONAET UCMO/Ib30BaTb Ha KaXKA0M NOpTy ToNbKo ofHy rpynny VLAN.

lModdepxka 802.1Q

IEEE 802.1Q — OTKpPbITbIV CTaHAAPT, KOTOPbIV ONMUCLIBAET NpoLeaypy TerMpoBaHus
TpaduKa gna nepegayun MHGopmaumm o npuHagnexHoctn kK VLAN. Mo3ssonseT uc-
Nno/sb30BaTb HecKoabKo rpynn VLAN Ha ogHOM nopTy.

Azpeaayusa KaHan08
(epynnel kaHanos LAG)

B ycTpoicTBax noaaep:kmpaetca GyHKLMA CO34aHMA rPYNn KaHanos. Arperaums Ka-
Hanos (Link aggregation, trunking) nnam IEEE 802.3ad — TexHoNOrUA 06bEAMHEHMUSA
HECKONbKUX U3NYECKUX KaHANOB B OAMH JIOTMYECKUIA. 3TO CNOCOBCTBYET He TO/IbKO
YBE/IMYEHUNIO MPOMYCKHOW CMOCOBHOCTM MAruMcTpasbHbIX KaHasoB KOMMYTAaToOp—
KOMMYTaToOp WM KOMMYTaTop—CcepBep, HO U MOBLILWEHUIO UX HAaZEXKHOCTU. Bos-
MOXHbI TPU TUNA 6aNaHCUPOBKM Harpy3Kn Mexay KaHanamu: Ha ocHoBaHuu MAC-
afpecos, Ha OCHOBaHWW IP aapecoB M Ha OCHOBaHUWM NopTa HasHauveHudA. pynna
LAG cocTouT 13 NOPTOB C OAMHAKOBOI CKOPOCTbIO, paboTaloLWwmx B AyNaeKCHOM pe-
Xume.

JuHamuyeckue 2pyniol
KaHA108 (MpomoKon
LACP)

MpotoKkon LACP obecneumBaeT aBTomaTMyeckoe obbegMHEHUE OTAE/bHbIX KaHa-
NIOB MeXA4y ABYMS YCTPOMCTBAMM (KOMMYTaTOP—KOMMYTaTOp WAM KOMMYyTaTop—
cepBep) B e4MHbII KaHan nepesayn AaHHbIX.

B NpoTOKONE NOCTOSAHHO ONpeaenseTcs BO3MOXHOCTb 06beAMHEHNA KaHANOoB, U B
C/ly4ae 0TKasa CoefMHEHUA, BXOAALLEro B 06begMHEHHDbIN KaHan, ero TpaduK aBTo-
MaTMUYeCcKn nepepacnpesensneTca no HeoTKasaBWMM KOMMOHEHTaM 06beAnHEH-
HOro KaHana.

lModdepxka Auto Voice
VLAN

MpepocTaBaAeT BO3IMOXKHOCTb UAEHTUPULMPOBATL FONOCOBON TpadUK Ha OCHOBa-
Hum OUI (Organizationally Unique Identifier — nepebie 24 6uta MAC-agpeca). Ecam
B MAC-Tabanue KommyTaTtopa npucytcteyet MAC-agpec ¢ OUl ronocoBoro wito3a
unu xe IP-tenedoHa, To AaHHbIM NOPT aBTOMaTUYeckn pobasnsetca B voice vlian
(naeHTMdMKauma no npotokony SIP unu ke no MAC-agpecy nonyyatens He noa-
heprkmBaetcs)

Selective Q-in-Q

Mo3BonsAeT BbINOAHATb AEWACTBUA C BHEWHUM maeHTudukatopom VLAN SPVLAN
(Service Provider's VLAN) Ha ocHOBe CKOHGUIypUpOBaHHbIX NPaBua GuabTpaLmm no
BHyTpeHHemy naeHTnduratopy VLAN (Customer VLAN). MpumeHeHue Selective Q-
in-Q nosBosiAeT A06aBUTb AN N3MeHUTb MeTKy SPVLAN y nakeTa Ha oTAe/IbHOM
yyacTKe ceTu.

2.2.4 ®yHKUUM TpeTbero ypoBHA ceTeBoi mogenu OSI

B Tabauue 2.4 npuseneHsbl GyHKUUU TpeTbero yposHs (yposeHb 3 OSl)

Tabnuua 2.4 — OnucaHne GyHKLMI TpeTbero ypoBHsA (Layer 3)

KnueHmeoi BootP u DHCP
(Dynamic Host Configuration
Protocol)

YcTpoicTBo  cnocobHO  aBTOMATUYECKM
BootP/DHCP.

nonyyatb IP-agpec no npoTtokony

lpomokon ARP

(Address Resolution Protocol)

ARP — npoTokon conocrasneHus IP-agpeca n pusmnyeckoro agpeca ycrponcrea. Co-
OTBETCTBME YCTAaHAB/IMBAETCA Ha OCHOBE aHanM3a OTBeTa OT y3/1a CeTu, aapec y3na
3anpalwmnBaeTca B LUMPOKOBELLATE/IbHOM MaKeTe.
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2.2.5 ®yHKuun QoS

B Tabnnue 2.5 npuBeaeHbl OCHOBHbIE GYHKLMKM KadecTBa obcaykmueaHus (Quality of Service)

Tabnumua 2.5 — OcHoBHble GYHKUMM KadyecTBa 0b6CyKnBaHUA

lModdepxKa npuopu-
memHsbix o4yepedeli

YCTPOWCTBO NoAAepKnBaeT NpuopuTesaLmio ncxoaawero TpadurKka no ovepesasam
Ha Ka*k4oM nopTy. PacnpeaeneHue nNakeToB Mo o4YepeasMm MOXKET NPon3BoLUTLCA
B pesy/ibTaTe KaaccuduKaumm NakeTos Mo Pas/iMyHbIM MOJSIM B 3ar0/I0BKax nake-
TOB.

cnymwusaHua 802.1p

lModdepxka Knacca o0b-

CraHgapT 802.1p cneumduumpyet MeTos yKasaHMA NPUopUTETa Kagpa U anroputm
MCMNO/Ib30BaHMA NpUOpUTETA B LLEIAX CBOEBPEMEHHON A0CTAaBKM YyBCTBUTENbHOIO
K BPEMEHHbIM 3a4eprKKam Tpaduka. CtaHgapTt 802.1p onpeaensaetr BOCEMb YpPOB-
Heli npuopuTeToB. KommyTaTopbl MOryT MCMNOAb30BaTb 3HAYEHWE nNpuopuTeTa
802.1p gna pacnpegeneHna Kafpos NO NPUOPUTETHBIM oYepeaam.

2.2.6 ®PyHKUuM obecneyeHna 6e3onacHoOCTH

Tabnumua 2.6 — PyHKUMKM 0becneyeHns 6e3onacHOCTH

DHCP snooping

PyHKUMA KOMMYTaTOpPa, NpeAHa3Ha4YeHHasa 414 3aLlUTbl OT aTaK C UICNONb30BaHUEM
npotokona DHCP. O6ecneunsaeT ¢punbTpaymto DHCP coobuieHnii, nocTynmseLUmMX C
HeHafeXHbIX NOPTOB, MyTEM MNOCTPOEHMA U NOAAEP}KAHUA Ba3bl AaHHbIX NPUBA3KU
DHCP (DHCP snooping binding database). DHCP snooping BbINo/HsAET AeilcTBUA
6paHaMayapa MexKay HeHaaeKHbIMKU nopTamn U cepsepamu DHCP.

Onuyusa 82 npomokKona

Onuma, KoTopaa nossonasetr nponHeopmmposaTe DHCP-cepsep o Tom, ¢ Kakoro
DHCP-peTpaHcnaTopa 1 Yepes Kakoi nopT npuLien 3anpoc.
Mo ymonyaHWto KommyTaTop, ncnosbaytowmin dyHkumio DHCP snooping, ob6Hapy-

DHCP »MBaeT n oTbpackiBaeT Ntoboit DHCP-3anpoc coaep»Kauwmii onuuto 82, KOTOPbI OH
NoAy4YMn Yyepes HeHaaEXHbIl (untrusted) noprT.
UDP relay MepeHanpasneHue wnpokoselatensHoro UDP-TpadurKa Ha yKasaHHbIM IP-agpec

IP Source address guard

PyHKLMA KOMMYTaTOpa, KOTOopas orpaHunumnsaet IP-TpaduK, dGuabTPys ero Ha ocHo-
BaHMM Tabaunubl cootBeTcTBUI 6asbl AaHHbIX NpuBA3kM DHCP — DHCP snooping 1
CTaTUYeCKU CKOHOUrypupoBaHHbIX IP-agpecoB. ®PyHKUMA ucnonb3yeTcA AnA
60pbbbI c NnogmeHow IP-agpecos.

(Protection)

Dynamic ARP Inspection

dYHKUMA KOMMyTaTopa, NpeAHa3HauYeHHan 414 3aLWKTbl OT aTaK C MCMO/Ib30BaHMEM
npotokona ARP. CoobuieHune, KOTopoe NoCTynaeT C HeHaAeKHOro nopTa, noasep-
raeTca npoBepkKe — coOTBeTCTBYET M IP-agpec B Tene npuHaToro ARP-naketa IP-ag-
pecy oTnpasuTens.

Ecnv appeca He cOBNaZaloT, TO KOMMYTaTOP OTOPACchbIBAeT NaKeT.

Control List)

L2 —-13— 14 ACL (Access

Ha ocHoBe MHbOpMaLmn, coaeprKallenca B 3aro/ioBKax ypoBHen 2, 3 u 4, y agmu-
HUCTPaTOpPa eCTb BO3MOXHOCTb HAaCTPOWUTL NPaBW/IA, COTACHO KOTOPbIM NaKeT by-
net obpaboTtaH, NMbo oTbpoLleH.

Time-Based ACL

Mo3BoNseT CKOHOUTYypPUPOBaTb BPEMEHHbIE PaMKWU, B TEYEHME KOTOPbLIX AaHHbIN
ACL 6yaeT aelictBoBaTb

lModdepicka 60KuU-
poBKU Mopmos

OcHoBHaa ¢yHKLMA BJIOKMPOBKM — NOBLICUTL BE30NacHOCTb CeTH, NpeaocTasaAn
AOCTyN K NOPTY KOMMYTaTopa TONbKO ANA ycTpoicTs umetowmx MAC — agpeca, 3a-
KpeneHHble 33 3TUM NOPTOM.

Mposepka NodAUHHO-

cmu Ha ocHoee rnopma

Mposepka noannHHocTu IEEE 802.1x npeacraBnset coboit MexaHM3m KOHTPoNA 4o-
CTyna K pecypcam 4yepes BHeLWHUI cepsep. MNpoweawme npoBepKy NoAJMHHOCTU

(802.1x) no/ib30BaTe /M NOJY4atoT AOCTYN K pecypcam BbibpaHHOM ceTu.
dyHKUMA No3BOASET AONONHATL NakeTbl PPPOE Discovery nHpopmaumen, xapakte-
PPPOE IA pusylolLel nHTepdeic goctyna. 3To He0bXo4MMO AN UAEHTUPUKALMKM NOIb30BaA-

TeNbCKOro UHTepdeiica Ha cepsepe goctyna (BRAS, Broadband Remote Access
Server).
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2.2.7 ®DYHKUUM yNpaBAEHUA KOMMYTaTOPOM

Tabanuya 2.7 — OCHOBHble PYHKUUU yNpPaBAEHNA KOMMYTATOPOB

3aepy3Ka u ebi2py3Ka
¢alina Hacmpoliku

MapameTpbl yCTPONCTB COXPaHATCA B daiiie HaCTPOMKK, KOTOPbIN COLEPHKUT AaH-
Hble KOHOUrypaLMu Kak BCEN CUCTEMbI B LLEIOM, TaK WU ONpeaesieHHoro nopra
YCTPOWCTBa.

lpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtokon TFTP ncnonb3yerca aaa onepawumii 3anucu u yteHma dannos. NpoTokon
OCHOBaH Ha TpaHcnopTHOM npoToKoae UDP.

YCcTpoiiCTBa NOALEPKMBALOT 3arpysKy U nepegady no AaHHOMY NpoTokoay dalinos
HaCTPOMKKN 1 06pa3oB NporpammHoro obecneyeHus.

lMpomokon SCP (Secure
Copy)

MpoTtokon SCP ncnonb3yeTca Ana onepauumii 3anmMcy U uteHua ¢annos. MpoTokon
OCHOBaH Ha ceTeBOM nNpoToKosne SSH.

YcTpoicTBa NoaaepK1BatoT 3arpy3Ky U nepegady no AaHHoMy npoTokony ¢alinos
HaCTPOMKKN M 06pa3oB NporpammHoro obecneyeHus.

YoaneHHsbili MOHUMO-
puH2 (RMON)

YaaneHHbli MOHUTOPUHT (RMON) — cpeacTBO MOHUTOPMHIA KOMMbIOTEPHbIX CETEN,
pacwmpeHme SNMP. CoBMmecTUMbIe yCTPOMCTBA NO3BO/IAIOT COBMpPATb ANArHoCTnYe-
CKMe JaHHble C MOMOLLbIO CTaHUUK ynpasneHua cetbto. RMON — 370 cTaHgapTHaA
6a3a MIB, B KOTOpOW onpeaeneHbl TEKYLLAA U NpeablayLias CTaTUCTUKA YPOBHS
MAC 1 06beKTbl ynpaBneHus, NpefoCcTaBaAoWMe AaHHbIE B PeasIbHOM BPEMEHM.

MpoTtokon SNMP ncnonb3yeTtcsa Ana MOHUTOPUHIA M YNPaBAEHUA CeTEBbIM YCTPOIA-

lMpomokon SNMP cTBOM. 15 yNpaBAeHUs AOCTYNOM K CUCTEME ONpesenseTca CNMCOK 3anmcen coob-
LLECTBA, KaXkAasa U3 KOTOPbIX COAEPKUT NPUBMUAETMM JOCTYNa.
YnpasnieHue ycTpoiictBamu nocpeactsom CLI ocyliectBaseTca N0KanbHO yepes no-
. cneposaTtenbHbld NnopT RS-232, ambo yaaneHHo vepes Telnet, SSH. UHTepdelic Ko-
Unmepdgpelic KomaHO- A P va P pd

Holi cmpoku (CLI)

MaHAHOW cTPOKKM KoHconu (CLI) sBnAeTca NpomblilAeHHbIM CTaHA4apTOM. MHTep-
npetatop CLI npeaocTaBAseT CNMCOK KOMAHA U KNHOYEBbIX C/I0B A7 NOMOLLM NO/b-
30BaTENIO M COKPALLEHWNIO 06beMa BBOAMMbIX AAHHbIX.

Syslog — npoTokon, obecneunsatowmii Nepesady coobLeHMt O NPOUCXOAALLUX B

Syslog N
cucteme cobbITUAX, @ TaKKe yBeJOMIEHU 06 OWMBKaxX yaaeHHbIM cepBepam.
SNTP
. . MpoTtokon SNTP — NpOTOKON CUHXPOHMU3ALMN BPEMEHW CETU, rAapaHTUPYyeT TOYHOCTb
(Simple Network Time Pro- o
tocol) CUHXPOHM3aLMN BPeMeHN CETEBOrO YCTPOMCTBA C CEPBEPOM A0 MUNNNUCEKYHAbI.
oco
Traceroute — cnyxebHaa PpyHKLUMA, NpeaHa3HaYeHHas 41A onpeaeneHns mapLupy-
Traceroute y dyHKUMA, Npes, A peA puwpy

TOB nepeaayun AaHHbIX B IP-ceTax.

YnpasneHue KoHmMposu-
pyemobim docmynom —
YpOBHU npusuneauli

ALMMWHUCTPATOP MOXKET ONpeaeanTb YPOBHM NPUBUAETUMIA AOCTYNa A4/ NOAb30Ba-
Teseil YCTPOMCTBA M XapaKTePUCTUKM A1A KaXK40oro ypoBHA npusuaernii (ToNbko
ANA YTeHus — 1 ypoBeHb, NOMHbIN A4OCTYyN — 15 ypoBeHb), a Tak:Ke KOHTPO/IMPOBaATb,
KaKne KOMaHAb! AOCTYMHbI Ha KaXA0M M3 YPOBHEN NpuBUAerui.

bnoKuposka uHmep-
¢elica ynpaeneHus

KommyTtaTtop cnocobeH ycTaHaBAMBaTb 3anpeT 4OCTyna K Kaxaomy uHTepdeicy
ynpasneHus (SNMP, Telnet, SSH). 3anpeT MoKeT 6biTb YCTaHOB/IEH OTAE/bHO ANA
Karkgoro tuna goctyna: Telnet (CLI over Telnet Session); Secure Shell (CLI over SSH);
SNMP.

JloKaneHasa aymeHmu-

[N NoKanbHoW ayTeHTUOUKALMKN NOALEPKMBAETCA XPaHEHWe Napoeli B 6ase gaH-

¢ukayus HbIX KOMMYyTaTOpa.
Gunempayus IP adpe- | Noctyn no SNMP paspeluaertca gns onpegeneHHbix IP-agpecos, ABAAIOWMXCA Yie-
cos 0119 SNMP Hamu SNMP-coobuiecTsa.

Knuenm RADIUS

MpoTtokon RADIUS ucnonbsyetcs ana ayTeHTMdUKaLnmn, asTopmsaumnm u yyeta. Cep-
Bep RADIUS ncnonbayeTt 6a3y gaHHbIX NO/b30BaTeIel, KOTOPasA COAEPKUT AaHHble
NPOBEPKU MOAAMHHOCTM ANA KaxAoro nonb3osatensa. Kommytatopbl noanepxu-
BAlOT KJAIMEHTCKYHO YacTb NnpoToKkona RADIUS.

TACACS+
(Terminal Access Control-
ler Access Control System)

YCTPOMCTBO NpeaocTaBaseT MOAAEPMKKY MPOBEPKU NOAJNMHHOCTU KAMEHTOB NO-
cpencTeom npotokona TACACS+. MpoTtokon TACACS+ obecneunBaeT LEeHTPaIM30-
BaHHYlO cucTeMy 6e30MacHOCTU AN NPOBEPKU NO/b30BaTes1el, NOAyYatoLWmX 0-
CTYN K YCTPOMCTBY, @ TaK¥Ke LEeHTPaNIM30BaAHHYIO CUCTEMY YNpaBAeHWUA npu cobnto-
AeHnn coemectumocTtu ¢ RADIUS u apyrumumn npoueccamm npoBepKn NOAJNHHOCTY.

Cepsep SSH

dyHKuma cepsepa SSH nossonsietT KAneHTy SSH yCTaHOBUTL C YCTPOMCTBOM 3aLUm-
LLIeHHOE CoeaUHEHUE ANA YNIPaBAEHUA UM.

Ethernet-kommymamopsi MES1000, MES2000
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Moddepcka
MAKPOKOMAHO

LaHHaa GyHKUMA NpesocTaBaAseT BO3MOMKHOCTb CO34aBaTb MaKpOKOMaHAbl, Npesa-
cTasnstowme coboit Habop KOMaHA, ¥ NPUMEHATb UX A1 ONEePaTUBHOrO ynpas/e-
HWA YCTPONCTBOM.

2.2.8 [AononHutenbHble PYHKLUMN

B Tab/mue HUXKe NpuBeaeHbl A0MNOHUTEbHbIE GYHKLMM YCTPOICTBA.

Tabanua 2.8 — ononHUTENbHbIE GYHKLMW YCTPOMCTBA

BupmyanoeHbiii Kabeso-
Hblli mecmep (VCT)

KommyTaTopbl MUMelOT B CBOEM COCTaBe NPOrpammHble M annapaTHble CPeacTsa,
no3BoAsAtoLLMeE BbINONHATL GYHKUMKM TeCTUpoBaHUA Kabens — VCT:
— onpegeneHue npobaem cBA3M NPU UCMOb30BaHUN MeAHbIX Kabenel (06-
pbIB, 3aMblKaHWe NPOBOAOB);
—  OTYeT Mo pe3y/bTaTaM TECTUPOBAHUS.

Juaz2HocmuKa onmuye-
CKO20 mpaHcusepa

YCTpPOMCTBO NO3BONAET TECTUPOBATb ONTUYECKUA TpaHcuBep. Mpu TecTuposaHum
OTC/IEXMBAIOTCA TaKMe NapameTpbl, Kak TOK U HaNpAXKeHue NUTaHua, TemnepaTtypa
TpaHCMBeEpPa, MOLLHOCTb CUFHana Ha Npuéme u nepegade. [lnarHocTMka foCTynHa
TONIbKO ANSA TpaHCMBEepOB, nogaepusarmolmx ¢yHkumto Digital Diagnostics Moni-
toring (DDM).

Green Ethernet

[laHHbI MEeXaHU3M NO3BOAET KOMMYTAaTOPY CHU3UTbL 3HepronoTpebieHve 3a cyet
nepeBoAa HeaKTUBHbIX 3/IEKTPUYECKMX MOPTOB B SKOHOMMYHbIN PEKUM.

IP SLA

TexHON0orma akTUBHOrO MOHUTOPUHIA, UCNONb3YIOLLAACA ANA U3IMEPEHMA NapameT-
poB BbICTPOAENCTBMA KOMMNBIOTEPHbIX CETE M KayecTBa nepeayn AaHHbIX. Moa-
neprkmaemsble onepaunn — ICMP Echo, UDP litter.

2.3 OCHOBHbIe TeXHUYEeCKUue XapaKTepucTuku

OCHOBHble TEXHUYECKME NapaMeTpbl KOMMYTaTOPOB NpuBeaeHbl B Tabamue 2.9

Tabnunua 2.9 — OCHOBHblE TEXHUYECKNE XapaKTEPUCTUKM

O6wme napameTpbl

MaKeTHbI Npoueccop

Marvell 98DX1035 / 98DX3035

24 x 10/100BASE-T (RJ-45)

MES1024 2 x Combo 10/100/1000BASE-T/1000BASE-X

1 x KoHcobHbIM nopT RS-232 (DB-9)

24 x 10/100BASE-T (RJ-45)

MES1124 4 x Combo 10/100/1000BASE-T/1000BASE-X
1 x KoHcobHbI nopT RS-232 (DB-9)
MES1124M 24 x 10/100BASE-T (RJ-45)
MES1124MB 4 x Combo 10/100/1000BASE-T/1000BASE-X
. MES1124M rev.B 1 x KoHconbHbIV nopT RS-232 (RJ-45)
NHTepdeicsl
24 x 10/100/1000BASE-T (RJ-45)
MES2124 4 x Combo 10/100/1000BASE-T/1000BASE-X
1 x KoHconbHbI nopT RS-232 (DB-9)
MES2124M 24 x 10/100/1000BASE-T (RJ-45)
MES2124P 4 x Combo 10/100/1000BASE-T/1000BASE-X
MES2124MB 1 x KoHconbHbI nopT RS-232 (RJ-45)
24 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
MES2124P 4 x Combo 10/100/1000BASE-T/1000BASE-X
1 x KoHconbHbIV nopT RS-232 (RJ-45)
18 Ethernet-kommymamopsi MES1000, MES2000
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MES2208P

4 x 10/100/1000BASE-T (RJ-45) PoE/PoE+

4 x Combo 10/100/1000BASE-T/1000BASE-X
2 x 1000BASE-X

2 x 10/100/1000BASE-T

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2124F

24 x 100BASE-FX/1000BASE-X (SFP)
4 x Combo 10/100/1000BASE-T/1000BASE-X
1 x KoHconbHbIM nopT RS-232 (RJ-45)

OnTuyeckme TpaHcMBeEpbI

SFP

AynnekcHblii/MonyaynaeKcHbIn pessum

LynneKkcHbIN/NonyaynnekcHbli peXxum A5 3NeKTPUYECKUX Nop-
TOB, AYN/EKCHbIN PEXUM O1A ONTUYECKNX NOPTOB

MES1024 8,8 [éut/c

MES1124

MES1124M

MES1124MB 12,8 T6ut/c

MES1124M rev.B
MNpounssoanTENbHOCTb
KoMmyTaTopa MES2124

MES2124M

MES2124P 56 reut/c

MES2124MB

MES2124F

MES2208P 24 T6ut/c
O6bem bydepHo namaTu 1 Mb
O6bem TCAM 512x24B

. Ingress: 168

Konnyectso npasun SQinQ Egress: 96
Konnuyectso npasun ACL 246

CKopocCTb Nepegavn gaHHbIX

dnekTpuyeckue nHtepdeicol: 10/100/1000 MbwuT/c
OnTuueckme uHtepdeicsl: 1 réut/c

Tabnnua MAC-agpecos

16K 3anucelit (vactb MAC-aapecos pesepBupyeTca ANa UCNoJib30-
BaHWA CUCTEMOMN).

Noppep»xka VLAN

CornacHo 802.1Q po 4K

KauecTBo obcnyxuBaHma QoS

MpuopuTtnsauma TpadurKa, 4 ypoBHA
4 BbIXOAHbIX O4Yepean € PasHbIMKU NPUOPUTETAMM ONA KaXKA0ro
nopra

Multicast [o 1000 ctatnyeckmnx multicast-rpynn.
Konnyectso aksemnaapos MSTP 28

CepxanvHHble Kaapbl (Jumbo frames) MakcumanbHbI pasmep naketos 10240 bait
Konunyectso DHCP pool 64

Arperaumsa KaHanos (LAG)

16 rpynn, 4o 8 NOPTOB B KaxKA0M

CreknpoBaHue

[o 3-x ycTponcTts

CooTBeTCcTBME CTaH4APTAM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet
IEEE 802.3z Fiber Gigabit Ethernet

ANSI/IEEE 802.3 aBTOONpEAeneHme CKOPoCTH
IEEE 802.3x KOHTPONb MOTOKOB AaHHbIX

IEEE 802.3ad 06beanHeHue KaHanos LACP
IEEE 802.1p npuoputesaums Tpaduka

IEEE 802.1qg BupTyanbHble NoKanbHble cet VLAN
IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d cBasytouwee gepeso STP

Ethernet-kommymamopsi MES1000, MES2000
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IEEE 802.1w bbicTpoe cBasytouiee gepeso RSTP

IEEE 802.1s mHOecTBO cBA3yoWMX aepesbes MSTP

IEEE 802.1x ayTeHTMdMKaLMA NONb30BaATENEN

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2124P,
MES2208P)

YnpasneHue

NokanbHoe ynpasnexHue

Console

YpaneHHoe ynpasaeHue

SNMP, Telnet, SSH, WEB

dusunueckmne XapPaKTeEPUCTUKU U ycanosuma

OKpyKatowieii cpeabl

MES1024
MES1124
MES2124 CeTb nepemeHHOro Toka 110-250 B, 50 Iy,
MES2124F
MES1124M
CeTb nepemeHHoro Toka 110-250 B, 50 'y, nan ceTb NOCTOAHHOIO
MES1124M rev.B ToKa 36-72 B
MES2124M
r;;quMKM nnTa- MES2124P CeTb nepemeHHoro Toka 170-265 B, 50 I'y,
MES2208P CeTb NOCTOSAHHOrO TOKa 45-57 B
CeTb nepemeHHoro Toka 110-250 B, 50 'L, M CBUHL,0BO-KUCNOTHbIM
aKKyMynsaTop
MES1124MB XapaKTepuUCTUKM 3apsAAHOro YCTPOMCTBA:
MES2124MB -TOK 3apaga—1,7 A;
- HanpsAMKeHue cpabaTbiBaHMA pacuenuTens Harpyskm —10-10.5 B;
- NOPOroBOEe HaNpAXKeHWe MHAMKAUUM HM3Koro 3apaga — 11 B.
MES1024
MES1124
MES1124M He 6onee 25 Bt
MES1124M rev.B
MES2124
He 6onee 30 Bt
MoTpebnsemas MES2124M
MOLLHOCTB MES2124F He 6onee 40 BT
MES2124P He 6onee 400 Bt
MES2208P He 6onee 140 Bt
MES1124MB He 6onee 45 Bt
MES2124MB He 6onee 50 Bt
MES2124P 350 BT
brogxet PoE
MES2208P 120 Bt
MES1024
MES1124
MES1124M
MES1124MB
AnnapaTtHaa noAa- MES2124 HeT
: )Kia 5 irf‘ MES2124M
gaz YINE | MEs2124mB
P MES2124F
MES2124P
MES2208P
MES1124M rev.B ecTb
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Macca

MES1024
MES1124
MES1124M
MES1124MB
MES1124M rev.B

2,15 kr

MES2124
MES2124M
MES2124MB

2,60 Kkr

MES2124F

2,85 Kr

MES2124P

3,15 kr

lFabaputHble pas-
Mmepbl
(WxBxT)

MES1024
MES1124
MES2124

430 x 44 x 138 mm

MES1124M
MES1124MB
MES1124M rev.B

430 x 44 x 160 mm

MES2124M
MES2124MB

430 x 44 x 180 mm

MES2124P

430 x 44 x 203 mm

MES2208P

320 x 44 x 159 mm

MES2124F

430 x 44 x 206,5 mm

WHTepBan pabo-
ymx TemnepaTyp

MES1024
MES1124
MES2124

oT1-10 go +45°C

MES1124M rev.B

ot -15 go +55°C

MES2208P

ot -20 po +65°C

MES1124M
MES1124MB
MES2124M
MES2124MB
MES2124P
MES2124F

ot -15 go +50°C

MHTepBan TemnepaTypbl XpaHeHUA

oT-40 po +70°C

OTHOCMTEeNbHAA BNAXKHOCTb MPM 3KCMyaTa-

unn (6e3 obpasoBaHMA KOHAEHcaTa)

He 6onee 80%

OTHOCMTeNbHAA BAAXKHOCTb NPU XpaHEHWUU

(6e3 obpaszoBaHNA KOHAeHcaTa)

ot 10% no 95%

CpoK cny»bbl

He meHee 15 net

V Tun 6n0Ka NuTaHUA onpegensetca npyu opopmaeHUM 3aKkasa.

Ethernet-kommymamopsi MES1000, MES2000
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2.4 KOHCTPYKTUBHOE UCNONIHEHUE

B gaHHOM pasgene onncaHo KOHCTPYKTUBHOE UCNOJIHEHUE yCTpOl‘;ICTB. npeﬂ,CTaBﬂeHbl M306pa)KeHWr'|
nepe,u,Heﬁ, 3ap,Heﬁ 1 GOKOBbIX NaHesne yCTpOVICTBa, OMUCaHbl pa3beMmMbl, CBETOANOAHbIE MHONKATOPbI U OpP-
raHbl ynpaBneHua.

KomMMmyTaTopbl BbINOAIHEHbI B META/N/IMYECKOM KOpPMyce C BO3MOXHOCTbIO YCTAHOBKM B 19” KapKac
Tnnopasmepa 1U.

I B KOM6MHUPOBAHHbIX NOPTAX MOKET 6biTb aKTUBHbLIM TOJIbKO OAUH U3 UHTepdeiicoB. Mpu
oAHOBpeMeHHOM NogKaueHun byaet aktuseH uHtepdeiic c SFP-tpaHcusepom.

2.4.1 BHewHui BuA MU OMNUCAHME nepegHei naHenun ycrpoucte cepum MES1024,
MES1124, MES2124

BHewHWn BMA nepegHelt MaHenu ycTpoicTs cepun MES1024, MES1124, MES2124 nokasaH Ha
pucyHkax 1-3.

Aelrex
 MES1024

Unit ID

Console
Master

11 | I 1 L
o Jo ||y e '
P b 2§ 23 =13 = | 23 41 L =133 A5 45 = £ S5 a5 = 42 o = = =
GO0 g a0 0 | | B gt O a8 0 | | B 0ot _au. _gat_x o AT
xorvce 10/100/1000 BASET o 1000 BASE X

1 2 3 4 5 6 7
JELTEX
1 MES1124 —
Console —
1 2 3 4 5 6 7
PucyHok 2 — MES1124, nepedHAasA naHesb
DELTEX .
1 MES2124 =loe =) [ =
Console e . 0“0
laste: I
1 2 3 5 6

PucyHoK 3 — MES2124, nepedHsas naHeso
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B tabaunue 2.10 npuseaeH nepeyeHb pa3beMos, CBETOANOAHbIX MHAMKAaTOPOB 1 OpraHos
yNpaBAeHUa, PAcMo/IOKEHHbIX Ha NepegHe NnaHeIn KommyTaTopa.

Tabnnuya 2.10 — OnucaHune pasbemoB, UHANKATOPOB M OPraHoOB yNpaBAeHUs NepeaHel naHenm

Ne dnemeHT nepeaHeii OnucaHue
naHenu
1 Console KoHconbHbI nopT RS-232 ana NOKaNbHOro ynpaB/ieHUA yCTPOUCTBOM
MES1024
24 10/100BASE-T (RJ-45
2 | .24 MEs1124 | 24moPTall/ (R1-45)
MES2124 | 24 nopta 10/100/1000BASE-T (RJ-45)
25,26 MES1024
3 Komb0o-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45) 1 cnoTbl ANA YCTaHOBKM
MES1124 | . -
paHcuBepos 1000BASE-X (SFP)
25,26,27,28 MES2124
Unit ID (1-4) NHAWKaTopbl HOMEpa YCTPOMCTBA B CTEKe
Power NHAMKaTOp NUTaHMA yCTPOMCTBA
4
Status NHAMKaTOp COCTOAHMA YCTPOMCTBA
Master MHAMKaTop pexxrMma paboTbl YCTPOICTBA B CTEKE - BEAYLUMIA UM BEAOMbIV
PyHKLMOHaNbHAA KHOMKa A/1A Nepe3arpysku ycTpoinctaa u cbpoca K 3aBoa-
CKMM HaCTpoMnKam:
5 E - NPW HAXXaTUM HA KHOMKY AMTeIbHOCTbIO MeHee 10 cekyHA npoucxoauT ne-
pe3arpyska ycTpOWMCTBa;
- NPV HaXKaTWUM Ha KHOMKY A/UTeNbHOCTbIO bonee 10 cekyHA npoucxoamt
cbpoc HacTpoeK yCTPOMCTBA A0 3aBOACKOM KOHOUrypaumm.
6 ~150-250VAC, 60/50Hz Pasbem gna NOAKNIOYEHUA K UCTOYHUKY S/1EKTPONUTAHUA MepeMeHHOro Toka
7 2 BonT anA 3asemieHna ycTpoicTea

2.4.2 BHewHMi BUA M onucaHue naHeneun ycrpoicrea cepum MIES1124MB, MES2124MB

BHewHMN BMAO, nNepegHert naHenn yctponcts cepum MES1124MB, MES2124MB noKasaH Ha
pUCyHKax 4-5.

JVELTEX MES1124MB

1.24. 10/100885E.7X
U100/ 1000BASE T o 100BASE F1/1000BASE-K

1

IR
|EEERElele i wabl

13 14 15

6 8 7 8

PucyHok 4 — MES1124MB, nepedHsas naHeso

JUELTEX MES2124MB

35
Lastn paw 12 =35 =y 37—

B
[t e e e 8

5 6
PucyHok 5 — MES2124MB, nepedHsAs naHesb
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B Tabaunue 2.11 npuBeaeH nepeyeHb PasbemMoB, CBETOANOAHbIX UHONKATOPOB M OPraHoB
ynpaBaeHWA, PpacnosioXKeHHbIX HA NepeaHen NnaHean KommyTtatopa cepun MES1124MB, MES2124MB.

Tabanua 2.11 — OnucaHune pasbeMOB, UHANKATOPOB M OPraHOB yNpaBAeHUA NepesHel naHe

Ne | dnemeHT nepeaHeit naHenm OnucaHue
110-250VAC, MES1124MB Pasbem 1A NOAKNIOYEHUNA K UCTOYHUKY 3NEKTPONUTAHUA MEepeMEHHOro
1 60/50Hz max 1A TOKa
~110-250VAC,
60/50Hz max 2A MES2124M8B
2 12VDC max 3A Knemmbl gna NoAKNIOHEHNA aKKYMyNATOPHOW H6aTapen 12V
Unit ID (1-4) MHAMKaTopbl HOMEpPa YCTPOMCTBA B CTEKE
Power NHAMKaTOp NUTaHMA yCTPOMCTBA
3 Master V]H,C‘I,‘MKaTOp pexunma paboTbl YyCTPOMCTBA B CTEKE — BeAYLUNIN UM BeSo-
MblI i
Status NHAMKaTOp COCTOAHMA YCTPOMCTBA
Battery NHAMKATOP COCTOAHMA aKKYMyNsTOpHOM BaTapeun
4 Console KoHconbHbIN nopT RS-232 ans noKanbHOro ynpaBaeHUA yCTPOMCTBOM
PyHKLMOHaNbHAA KHOMKa A/1A nepe3arpysku ycTpoiicTtea n cbpoca K 3a-
BOACKMM HaCTpOMKam:
5 F - NPY HaXKaTUW HA KHOMKY A/UTENbHOCTbIO meHee 10 ceKyHa, Nponcxo-
AWT NepesarpysKa yCcTpoMiCTBa;
- NPW HaXaTUM Ha KHOMKY AAUTeNnbHOCTbo 6onee 10 ceKyHA Npoucxo-
ANT c6POC HACTPOEK YCTPOMCTBA A0 3aBOACKOWM KOHOUTypaLuu.
6 [1.24] MES1124MB | 24 nopta 10/100/100BASE-T (RJ-45)
h MES2124MB | 24 nopta 10/100/1000BASE-T (RJ-45)
7 Link/Speed CBeToBan MHAMKALMA COCTOAHUS ONTUYECKUX UHTepdeincoB
3 25 26,27 28 Komb6o-nopTbl: nopTtbl 10/100/1000BASE-T (RJ-45) n cnoTbl ana ycra-
e HOBKM TpaHcnsepos 1000BASE-X Combo

BHewHMN BMA 3a4HeN naHenu ycTpoictBa cepum MES1124MB, MES2124MB npuBegeH Ha

pUcyHke 6.
© (<] ©
OOOOOE)OOOOO()O()OOOOOOOOOOO()O()OOOOOOC%.OOOE)OOOOOOOOOOOOOOOOOOOOOOO OOOOOOOOOOOOOOOOOOO%OOOOOOOOOOOO%OOOOOOOOOOOOOOOOOO%OOOOO@
OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO OOOOOOOOOOOOOOOOOOO%OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO%OOOOO
9 CUUUUOLOL0U0U0C0C00U0ULU0C0C0U0U0 oooooooooooooooooaoooooooooooo? ©

PucyHok 6 — MES1124MB, MES2124MB, 3a0HAA naHeso

Ha 3agHeit naHenu yctpolictea cepum MES1124MB, MES2124MB pacnofio*eH 60AT ANnA 3a3emneHus
ycTpoiictea, 0603HaYeH CMMBOIOM = (1).
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2.4.3 BHelwHWIt BUA M onucaHUe naHenen yctpoucrts cepun MES1124M, MES2124M

BHewHuMn BuAa nepegHel naHenn MES1124M c pasbemomM A5 NOAKAOYEHMA K WUCTOUYHMKY
3/1eKTPONUTaHMA nepemeHHoro Toka 110-250B npuBeneH Ha pUCYHKe 7, K UCTOYHUKY NMUTAHUA NOCTOAHHOIO
TOKa 48B Ha pucyHKe 8.

AELTEX MES1124M

1.24- 10/1008ASE-TX
25,28 - 10/100/1000BASE-T or 10DBASE-FX/10008ASE X

i [

7

JELTEX MES1124M

9 10 i1 12—
|||| Spoed 2528 . 10/100/1000BASE T or 10084SE P/ 100SBASE X
Q0=
QQw® 25 6 27 28

g b o el 1 s s i
QO

= =,

n 7] 2

2 ——T——

7 6 7

36-72VDE max 14
-+

PucyHok 8 — MES1124M DC, nepedHsAAa naHesns

BHewHun BuA nepegHelt naHenn MES2124M ¢ pa3bemomMm A8 NOAKAOYEHMA K WUCTOUYHWMKY
3/1IeKTpONUTaHMA nepemeHHoro Toka 110-250B npuBeneH Ha pUCYHKe 9, K UCTOYHUKY MUTAaHUA NOCTOAHHOIO
TOKa 48B Ha pucyHke 10.

JVELTEX MES2124M

1.24- 10/100/10008ASET
25,28 . 10/100/1000BASE.T or 1008ASE:FX/10008ASE X

') T
o s | s
1 7
PucyHok 9 — MES2124M AC, nepedHsas naHeso
st N N B B N . B B o © " 12 25 e 27 JveLTex Mmes212am
= P i e il e il iy e i S T ¥t
Master 2 F H =TT
{ UEEes08s8S8e0 ) rrres
1 2 3 4 5 7 6 7

PucyHok 10 — MES1124M DC, nepedHsAA naHess
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B Tabaunue HUXKe NpuBeaeH NepeyeHb pasbemMoB, CBETOANOLHbIX MHAMKATOPOB M OPraHoB
ynpaBAeHWA, PacnosIoXKeHHbIX HA NepeaHeN NaHenn KommyTtaTopos cepmn MES1124M, MES2124M.

Tabanua 2.12 — OnucaHune pasbeMOB, UHANKATOPOB M OPraHOB yNpaBAeHUA NepesHel naHenm

Ne dnemeHT nepegHeit OnucaHue
naHenu
110-250VAC, 60/50Hz Paszbem A4 NOAKAOYEHUA K UCTOYHUKY 3/IEKTPONUTAHMUA NEepeMEHHOro TOKa
max 1A
1
36-72 VDC max 1A Pasbem AnA NOAKMOYEHMA K MCTOYHUKY 3N1EKTPONUTAHUA MOCTOAHHOIO TOKa
48B
Power MNHaMKaTop NUTaHMA yCTpoMCTBa
5 Status MNHAMKaATOp COCTOAHMA YCTPOMCTBA
Master NHauMKaTop pexkuma paboTbl YCTPOMCTBA B CTEKE - BeAyLLMIA AN BESOMbIN
Unit ID (1-4) MHAMKaTOpbl HOMEpPA YCTPOMCTBA B CTEKE
3 Console KoHconbHbIN NopT RS-232 AnA NOKanbHOro ynpasaeHMaA yCTPOMCTBOM
dDyHKLMOHaNbHAA KHOMKa A/1A nepes3arpy3ku yCcTpoicTBa M cbpoca K 3aBoa-
CKMM HaCTpoiKam:
4 E - NPW Ha)KaTUW Ha KHOMKY ANTENbHOCTbI0 MeHee 10 ceKyHg NpoucxoauT ne-
pesarpyska ycTpoWcTBa;
- NPW HaXKaTuUM Ha KHOMKY AnuTenbHocTbto 6osee 10 cekyHA npouncxoamut cbpoc
HaCTPOEeK YCTPOMCTBA A,0 3aBOACKON KOHbUTypauuu.
s [1..24] MES1124M | 24 nopta 10/100BASE-TX (RJ-45)
B MES2124M | 24 nopta 10/100/1000BASE-T (RJ-45)
6 Link/Speed CeeToBasA MHAMKALMA COCTOAHUA ONTUYECKUX NHTepdencoB
7 25 26.27 28 Kom6o-noptbl: noptbl 10/100/1000BASE-T (RJ-45) v cnoTbl ANs YCTaHOBKM
e TpaHcusepos 1000Base-FX/1000BASE-X Combo

BHewWwHM BMA 3a4HEN NaHenn ycTponcts cepmumn MES1124M, MES2124M npuBeaeH Ha pucyHke 11.

© [¢] e]
OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO @
OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOGOOOOOOOOOOOOOOOOOOOOOOO OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOGOOOOOO

© OUCO000D00000000N000000000U00000 0O00000000000000O00N0000OT00000 ? o

PucyHoK 11 — MES1124M, MES2124M, 3a0HA5 naHesno

Ha 3agHen naHenun ycTtponcts cepumn MES1124M, MES2124M pacnonoxeH 60T Ana 3asemseHus
ycTpoiictea, 0603Ha4eH cMMBOIOM = (1).

2.4.4 BHelwHUI BUA M ONUCaHUe NepeaHeNn NaHenu ycTpoiictea cepumn MES2208P

BHewHW BUA NnepegHen naHenn yctpoictea cepmmn MES2208P npuseaeH Ha pucyHKe 12.

7
JvelTex 1 PR §ombo oy N 5 U,
EEEE P e '

Console 4Q O Power
3Q Q status
) (e ) ey
1O Ofaarm
[, ) Do o (b o) A cuam
7 8 9 10 , 12 | [ £\ s oevice ?
1 2 3 4 5 6 7 8 9

PucyHoK 12 — MES2208P, nepedHss naHesns
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B Tabaunue 2.13 npueeaeH nepeyeHb pasbemoB, CBETOAMOAHbIX MHAMKATOPOB M OPraHOB yrpaBAeHus,

pPacnonoXeHHbIX Ha NepeaHelr naHeAn KommyTaTopa cepum MES2208P.

Tabnnua 2.13 — OnucaHune pasbemoB, UHANKATOPOB M OPraHOB yNpaBAeHUs NepeaHel naHenm

[ dnemeHT nepepHeit
N PeA OnucaHue
naHenu
1 Console KoHcobHbIM NopT RS-232 ans NOKanbHOro ynpaBaeHMsa YyCTPOMCTBOM
2 1,2,7,8 4 nopta 10/100/1000BASE-T (RJ-45 c nogaep»KKoii PoE+)
3 | 34910 Kom6o-nopTbl: noptsl 10/100/1000BASE-T (RJ-45) 1 cnoTbl Ans YCTAHOBKM
T TpaHcuBepos 1000BASE-X (Combo)
4 5,11 2 nopta 1000BASE-X
5 6,12 2 nopTa 10/100/1000BASE-T
Unit ID (1-4) NHAMKaTopbl HOMEpPa YCTPOMCTBA B CTEKE
Power NHAMKaTOp NUTaHMA YCTPOMCTBA
6 Status NHANKaATOp COCTOAHUA YCTPOMCTBA
Master NHaMKaTop penma paboTbl yCTPOMCTBA B CTEKE — BeAyLW M UK Be4OMbI
Alarm NHAMKaTOp NUTaHMA yCTPOMCTBA NO TexHonornm PoE
dyHKLMOHaNbHAA KHOMKa A/1a Nepesarpysku ycTpoinctea u cbpoca K 3aBos-
CKMM HacTpoMKam:
7 F - NPY HAXKaTUM Ha KHOMKY A/IMTeNbHOCTbIO MeHee 10 cekyHA NpoucxoauT ne-
pe3arpyska ycTpoucTBa.
- NPW HAXXaTUM HA KHOMKY AAUTebHOCTbIO 6onee 10 cekyHA npoucxoanT
cbpocC HacTpoeK YCTPOMCTBA 4,0 3aBOACKON KOHPUIypauum.
8 36-72 VDC max 4A Paszbem gna NoAKNOYEHUA K UCTOYHUKY 31EKTPONUTAHMA NOCTOAHHOMO TOKA
9 =k BonT ana 3asemneHns ycrpoicrsa.

2.4.5 BHelwHUi1 BUA M onucaHUe NnaHenen yctpoiictea cepumn MES2124P

BHelWwHM BUA, NepegHer naHenn ycrponcTea cepmmn MES2124P npuseaeH Ha pucyHke 13.

MES2124P

Console

(=]

DETEX 1 2

12 —) 5y ]

P o o o o o i

[=) =] [=) =] o ol
—unitio
s 40 QPower 0
30 QStatus 0 1]
: 2Q QMaster oo
10 O
0 0

e e e

larm
qu 30 16/100/1000 BASE-T, 02 Jat Poke

22 5.26.17,28 - 10/100/1000 BASE T or 1000 BASE X

2 3 4 5 6
PucyHok 13 — MES2124P, nepedHAsa naHess

B Tabaunue 2.14 npuseaeH nepeyeHb Pa3bemMoB, CBETOANOAHbIX UHONKATOPOB M OPraHoB
ynpaB/ieHns, PacnosioXKeHHbIX Ha NepeaHen NnaHenn KommyTtatopa cepum MES2124P.

Tabauua 2.14 — OnucaHuMe pasbeMoB, MHANKATOPOB M OPraHOB yrnpasaeHUs nepegHei naHeaun

No dnemeHT nepegHeit OnucaHue
naHenu
1 Console KoHcobHbIM NopT RS-232 o5 NOKaNbHOro ynpaBaeHusa YyCTPOMCTBOM
2 1-24 24 nopta 10/100/1000BASE-T (RJ-45 c noaaepskkoii PoE+)

Ethernet-kommymamopsi MES1000, MES2000
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3 2528 Komb60o-nopTbl: noptbl 10/100/1000BASE-T (RJ-45) 1 cnoTbl AN8 yCTaHOBKM
TpaHcmeepos 1000BASE-X (Combo)
Unit ID (1-4) MNHAMKaTOpbl HOMEpPA YCTPOMCTBA B CTEKE
Power NHaMKaTop NUTaHMA yCTpOMCTBa
4
Status NHAMKATOP COCTOAHMA YCTPOICTBA
Alarm NHAMKATOP YPOBHSA aBapuu yCTPOMCTBA
DyHKUMOHANbHAA KHOMKa A1 nepesarpysku ycTpoicTea u cbpoca K 3aBoa-
CKMM HaCTpoOMKam:
5 F - NPV HaXKaTUW Ha KHOMKY A/IUTEIbHOCTbIO MeHee 10 cekyHA, NponUcXoauT ne-
pesarpyska ycTpoicTsa.
- NPW HaXKaTUK HA KHOMKY AMTenbHOCTblo 6onee 10 cekyHA, Npoucxoant
cHpOC HAaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHPUrypaumu.
6 ~150-250VAC, 60/50Hz Paszbem 1A NoAKAYEHUA K UCTOYHUKY 3/IEKTPONUTAHMUA NepeMeHHOro ToKa
max 2A
BHewHW BUA 3agHen naHenn yctpoicrea cepumn MES2124P npuseaeH Ha pucyHke 14,

N—®

PucyHok 14 — MIES2124P, 300HA4 naHesb

Tabauua 2.15 — OnucaHmMe pa3bemMoB, MHANKATOPOB M OPraHOB yNpaBaeHUs 3agHel naHenn

No dnemeHT 3agHein OnucaHue
naHenu
1 BeHTunATOpbI OXNaxaeHua
2 ke bonT ana 3azemneHuns yctpoiicraea

2.4.6 BHelwwHWMit BUA M onuUcaHUe NaHenen yctpoiictea cepumn MES2124F

0000000 B

PucyHoK 15 — MES2124F, nepedHsas naHeso

B Tabanue 2.16 npmMBeaeH nepeyeHb pa3bemos, CBETOAMOAHbIX MHAMKATOPOB M OPraHOB yNpaBaeHuUA,
pacno/oXeHHbIX Ha nepeaHelr naHenn KommyTtatopa cepum MES2124F.
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Tabnnuya 2.16 — OnucaHune pasbemoB, UHANKATOPOB M OPraHOB yNpaBAeHUs NepegHel naHenm

Ne dnemeHT nepegHei
PeA OnucaHue
naHenu
1 ~150-250VAC, 60/50Hz Paszbem oA NOAKNOYEHNA K UCTOYHUKY 3/1IEKTPONUTAHMA NEPEMEHHOrO TOKa
max 2A
Power NHAMKaTOp NUTaHMA yCTPOMCTBA
Status NHAMKATOP COCTOAHMA YCTPOICTBA
2
Master NHamKaTop pexkuma paboTbl yCTPOMCTBA B CTEKe — BeAyLWMUI UK BEAOMbIN
Alarm NHAMKaTOp YPOBHS aBapum yCTPOMCTBA
3 Console KoHcobHbIM NopT RS-232 ans NOKanbHOro ynpaBaeHMsa YyCTPOMCTBOM
dyHKLMOHaNbHAA KHOMKa A/1a Nepesarpyskn ycTpoictea u cbpoca K 3aBoa-
CKMM HacTpoMKam:
4 F - MPY HaXKaTUM Ha KHOMKY AJIMTENIbHOCTbI0 MeHee 10 ceKyHA, NponucxoauT ne-
pe3arpyska ycTpoWucTBa.
- MPU HAXKaTUM Ha KHOMKY A/MTeNIbHOCTbIO 6bonee 10 cekyHA nponcxoguT
cHbpOC HACTPOEK YCTPOWCTBA 40 3aBOACKOM KOHOUIypaumu.
5 1-24 24 cnoTa gnAa yctaHoBKM TpaHcmeepos 1000BASE-X
6 25-28 Kom6o-nopTbi: noptbl 10/100/1000BASE-T (RJ-45) 1 cNOTbl 418 YCTAHOBKM
TpaHcuepoB 1000BASE-X (Combo)

BHelWwHM BMA, 3a4HeN NaHenn yctponctea cepum MES2124F npuseaeH Ha pucyHKe 16.

PucyHok 16 — MES2124F, 3a0HAA naHesnb

OnucaHne pa3bemMoBs, MHANKATOPOB M OpraHoB ynpasfieHus 3aaHeit naHenn MES2124F npuseaeHo
B Tabanue 2.16.

2.4.7 BoKoOBble NaHeNn YyCTPOMUCTBA

PucyHok 18 — J/lesasa 60Koeas naHeno Ethernet-kommymamopa

Ethernet-kommymamopsi MES1000, MES2000

29



HELTEX

Ha 60KOBbIX MaHenAx ycTPOWCTBa Pacno/IoXKeHbl BEHTUIALMOHHbIE PELIeTKWU, KOTopble CAyKaT 4s
oTBOoga Tensna. He 3akpbiBaliTe BEHTUAALMOHHbIE OTBEPCTUS MOCTOPOHHUMMK MpeameTamu. ITO MOXKeT
NPUBECTU K Neperpesy KOMMOHEHTOB YCTPOMCTBA M BbI3BaTb HapyLleHUs B ero paboTte. PekomeHaaumm no
YCTaHOBKE YCTPOMCTBA PAcno/ioXKeHbl B pasgesnie «YCTaHOBKA U MOAKAOYEHME Y.

2.4.8 CeetoBas UHAUKaAUUA

CoctosaHue uHTepdeicoB Ethernet nHamumpyetca aoBymsa cBetogMoaHbIMU UHAMKaTOpamu, SPEED
AHTapHoro useta un LINK/ACT 3en1eHOoro uBseTa, pacrno/ioKeHHbIMM BO3/1e Kaxa0ro MHTephencHoro pasbema.
PacnonoxeHue cBeTogmMo[0B NOKa3aHO Ha pucyHkax 19, 20.

LINK/ACT SPEED

PucyHok 19 — BHewHul suo pasvema RJ-45

o]

M0
IHHAREHBEAE
Lipinininininigiginl)

nnnnnnnnnn
{H

HHHHHHHHE
. —guuuuuuuur—

=

B
sl | <@
1>

{HHHHHHHHEHL
. Uuuuuuuguy K

LINK/ACT  SPEED

PucyHok 20 — BHewHuli sud pasvema c SFP-mpaHcusepamu

Tabnuua 2.17 — CBeToBaA MHAMKALMA COCTOAHMSA SNEKTPUYECKUX M ONTUYECKMX MHTepdelicos Ethernet

CeeyeHue uHOukamopa | CeeveHue UHOU- CocmosHue unmepdeiica Ethernet
LINK/ACT Kamopa SPEED

BbIkntoueH BbIkntoueH MopT BbIKNOYEH MW COEAUHEHUE HE YCTaHOB/IEHO

[opuT NOCTOAHHO BbikntoueH YcTaHOB/EHO coeAnHeHne Ha ckopocTh 10 nam 100M6ut/c

FopuT NOCTOAHHO [opwnT NOCTOAHHO YcTaHOBIEHO coenHeHne Ha ckopocTtn 1000M6éuT/c

Mwuranue X MpeT nepefaya gaHHbIX

NHaukaTopbl Unit ID (1-4) cnykaT ans 0603Ha4yeHns Homepa YCTPOMCTBA B CTEKE.
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CUCTEMHbIE MHAMKATOPbI, ONUCaHHbIE B TabBANLLE HUMXKE, CAYKaT ANA OnpeaeseHna cocToaHnA paboTbl
Yy3/10B KOMMYyTaTOpa.

Tabnunua 2.18 — CeeToBasA MHAMKAUMSA CUCTEMHbIX MHANKATOPOB

Ha3eaHue uH- | ®PyHKYUA UHOUKA- .
dukamopa mopa CocmosHue uHOukamopa CocmosHue ycmpolicmea
BbikntoueH MuTaHue BbIK/IIOYEHO
. MuTaHue BKAOYEHO, HOP-
C 3eneHbliA, ropuT NOCTOAHHO 6 o
Power OCTOSIHWE UCTOYHMU- manbHaa paboTta ycTponcrea
KOB NUTaHuA ABapua Kak MUHUMYM OAHOTO
KpacHbIit 13 BTOPUYHbIX UICTOYHWKOB
nUTaHMA.
o HopmanbHasa paboTa ycTpoi-
3eneHbln, ropuUT NOCTOAHHO
cTBa
OTKas ynpasastowen nam
KpacHbIi1, ropuT NOCTOAHHO KOMMYTUPYIOLLEN YacTuH
CocrosAHuWe ycTpoit- ’ .
Status crea yerp yCTpolicTBa
3arpyska yctpouncTtsa. He
o o Ha3HayeH IP-agpec HK1 Ha
3enieHbll, KpacHbIN, MUraHue N
OZIVH 13 NHTEepdencos.
. YcTponcTBo ABNAETCA «macTe-
3eneHbln, ropuUT NOCTOAHHO
MpusHak Beaywero pom» cTeka
Master yCTpOMCTBa Npu pa- YCTPOMCTBO He ABASETCA «Ma-
6oTe B cTEKe BbikntoueH CTEpOM» B CTEKE WU He 3a-
OaH PeXXMM CTEKMPOBaHUA
. YcTpoincteo paboTaeTt Hop-
3eneHbli, ropuT NOCTOAHHO
Alarm? NHAnKaTop ypoBHA MaNbHO
aBapwn yCTPOMCTBa OpaH:KeBbli, FOPUT NOCTOAHHO HecpouHas aBapua
KpacHblIi1, ropuUT NOCTOAHHO Kputnyeckas aBapusa
. AKB nogKkntouyeHa, nuTaHue B
3eneHbl, ropuUT NOCTOAHHO
HopMme
3eneHbliA, MUraHue AKB 3apsarkaetca
MHamkaTop  coctos- ODaHKEBBIN. TODUT NOCTORHHO OCHOBHOE NUTaHMe OTKAIO-
Battery? HUA aKKYMYNATOPHOM P /TOP yeHo, AKB paspskaeTcs
6aTtapeu OpaH»KeBbli, MUTraHue Hu3Kkuii yposeHb 3apsaga AKb
KpacHbIi, roput NOCTOAHHO AKB oTKkntoyveHa
. Asapua PTb (pacuenutens
KpacHbIn, mUraHume P (pacy
TOKa b6aTapewn)

| B TOM cnyuae, Koraa KommytaTop pabotaeT B aBTOHOMHOM peXXume 6e3 cTeKMpoBaHus,
V nmHaukatopbl Master u Unit ID BbikAlOYeHbI.

! Micnonb3ayeTca TonbKo B ycTpoiicTeax cepmum MES2208P, MES2124P
2 cnonb3ayeTca TONbKO B ycTpoiicTeax cepum MES1124MB, MES2124MB
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2.5 KomnneKrt nocraBku

B 6a30BblIii KOMMNAEKT NOCTAaBKM BXO4AT:

— Ethernet-kommyTaTtop;

— LWHyp nuTaHusa EBposunka-Cl3 1.8m (Tonbko gnsa mogenein MES1124M AC, MES1124MB,
MES1124M rev.B AC, MES2124M AC, MES2124MB, MES2124F, MES2124P)

— WHyp nutanus MBC 2x1.5 2m (Tonbko ana mogenen MES1124M DC, MES1124M rev.B DC,
MES2124M DC)

— KomnnekT Kpenexa B CTOMKY;
— TamsTKa 0 LOKYMeHTauum;
— CepTudMKaT COOTBETCTBUSA;

— Macnopr.
Mo 3aKka3y noKynaTena B KOMMJIEKT NOCTaBKM ONLMOHANbHO MOTYT BbITb BK/HOYEHDI:

— PykoBoacTBO No aKkcnayaTtaumm Ha CD-ancke;
— KoOHCcoNbHbIN Kabernb;

— SFP TpaHcuBepbl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B AaHHOM pa3gene onucaHbl Npoleaypbl YCTaHOBKM 060pyA0BaHMA B CTOMKY U NOAKAOUYEHMA K NUTa-
ouien cetu.

3.1 KpenneHue KpOHLWTENHOB

B KOMMAEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLUTEMHbI A1 YCTAHOBKM B CTOMKY M BUHTbLI A4/1A Kpene-
HWMA KPOHLUTEMHOB K KOpMycy YCTPOMCTBA. [N YCTAaHOBKM KPOHLUTEMNHOB:

PucyHok 21 — KpenneHue KpoHwmeliHos

1. CoBmecTuTe TpU OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TaKMMM e OTBEPCTUAMU Ha HBOoKo-
BOW NaHeNn yCTPOMCTBa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOpMYycCy.

3. MosTopuTe geicTeua 1, 2 Ans BTOPOro KPoHLWTENHa.

3.2 YcTaHOBKA YCTPOMCTBA B CTOMKY

[N yCTaHOBKM YCTPOMCTBA B CTOMKY:

1. MpunoxKuTe yCTPOMCTBO K BEPTUKA/IbHBbIM HAaNpPaBASOWMM CTOMKMN.

2. CoBMeCTUTE OTBEPCTMSA KPOHLUTEMHOB C OTBEPCTUAMM Ha HAMpPaBAAOLWMX CTOMKK. Mcnosb-
3yiTe OTBEPCTMA B HANPABAAIOLWMX HAa OAHOM YPOBHE C 06eMx CTOPOH CTOMKM, A1 TOTO YTOObI
YCTPOMCTBO Pacno/iarasiocb roPU3oHTabHO.

3. CnomoLpblo OTBEPTKM NPUKPENUTE KOMMYTATOP K CTOMKE BUHTaMM.

Ethernet-kommymamopsi MES1000, MES2000 33



HELTEX

/4
[ OO000000000060888000000000/

™

PucyHok 22 — YcmaHosKa ycmpoticmea 8 cmoliKy

Ha pucyHKke 23 npuBeaeH Npumep pasmeLLeHna KOMMYTaTOPOB B CTOMKe.

: ,
' 1
o MES1000/MES2000 N1 (o]
o KabenkHblin opraHaiiaep o
o|  MES1000/MES2000 N1 |0
o] KabenbHblii opraHaiaep o
o] - MES1000/MES2000 N1 o)
o KabenbHbIin opranaiaep ]
o 7 MES1000/MES2000 N1 o]
o KabenbHeblil opraHaiiaep o
o 7 MES1000/MES2000 N1 (o]
(] KabenkbHelll opraHaiiaep o]

PucyHok 23 — PasmeuweHue Kommymamopos 8 cmolike

MMWHUMaNbHOE PACCTOAHME MEXAY KOMMYTaTopamMu Mo BbiCOTe — He MeHee 1U.

Mpu ycTaHOBKE KOMMYTaTopoB B6/1M3N NpMBOPOB C MOBbIWEHHbIM TEMNA0BbIAENEHMEM PACCTOAHNE

HeO6XOAMMO YBE/INYUTD.

34
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3.3 NoakntouyeHne AKb Kk MES1124MB, MES2124MB

MoaxntoueHne AKB ocyLecTBifeTca meaHbIM NPOBOAOM ceuyeHnem He meHee 0,5 mm>2. Mpu noaxto-
yeHnn AKB Heobxoanmo cobntoaaTb NOAAPHOCTb.

B
\
|

PucyHok 24 — NodknoueHue AKE K ycmpolicmay

3.4 YcraHoBKa u ypaneHue SFP-tpaHcuBepos.

YcTaHOBKa ONTUYECKUX MOAYHEﬁ MOXeT NPpounu3BoAnUTbCA KaK NPU BbIK/IOYEHHOM, TaK U NpU
BK/IIOYEHHOM yCTpOﬁCTBe.

1. BcraBbTe BepxHuin SFP-moay/1b B CIOT OTKPbLITOM YacTbio pa3sbema BHU3, @ HUKHUIA SFP-mo-
Oy/b OTKPbLITOW YacTblo pa3bema BBEpX.

PucyHok 25 — YcmaHosKka SFP-mpaHcusepos

2. Hapasute Ha moaynb. Korga oH BCTaHeT Ha MeCTO, Bbl yCablWwWnTe xapaKTepruZ LLLeYOK.

PucyHok 26 — YcmaHoeneHHsle SFP-mpaHcusepbi
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[na yaaneHua TpaHcueepa:

1. OTKpoWTe 3alLenKy moayns.

2.

PucyHok 27 — Omkpsimue 3awenku SFP-mpaHcusepos

M3Bnekute MmoAaynb U3 CnoTa.

PucyHok 28 — N3enevyeHue SFP-mpaHcusepos

3.5 MoaknioueHue NUTalOLEN CETU

MopAafoK yCTaHOBKM YCTPOMCTBA:

1.

CMOHTMPOBATb YCTPOMCTBO. B ciyyae ycTaHOBKK ycTpolicTBa B 19” KOHCTPYKTUB, HEOOXOAMMO
NPUKPENUTb K HEMY KPOHLUTEMHbI, BXOAALLME B KOMMEKT yCcTpoiicTBa (cm. n/n 3.1).
3a3eMAunTb KOpMyc yCTPOMCTBa. ITO HEOBXOAMMO BbIMOSHUTL NPEXKAE, YEM K YCTPOWCTBY Oy-
[AeT NoAK/oYeHa NUTaloWas ceTb. 3asemsieHne HeobxoAMMO BbIMOHATL M30JMPOBAHHBIM
MHOTOXW/IbHbIM MPOBOAOM. YCTPOMCTBO 33a3EMJIEHUA U CEYeHWe 3a3eMIAIOLEro NpoBOAA
[OJIXKHbI COOTBETCTBOBATL TpeboBaHUAMM MpaBMaam yCTPOUCTBA 3/1EKTPOYCTAHOBOK (MY3).

’_ nOAKI’IIO‘-IEHMe AOJ/IKHO OCyWecCTBNATbCA KBaI'IMdJMU,MpOBaHHbIM cneunasancTtom.
L

Ecnu npegnonaraeTca NnoAKNKYEHNE KOMNbKOTEPA NN MHOTO 060pyAOBaHWFI K KOHCOJIbHOMY
NOPTY KOMMYTATOPa, 3TO o6opyp,OBaHme TaKXe JO01KHO 6bITb Ha4EeXHO 3a3eM/1EHO.
Mogkntounte K YCTDOﬁCTBy Kabenb nuTaHus. B 3aBUCMMOCTM OT KOMnNaeKkTaumnu yCTpOVICTBa,
NMNTaHNE MOXKET OCYyLLECTBNATLCA OT CETU NEPEMEHHOIO TOKa b0 OT CeTM NOCTOSHHOTO TOKA.
an NOAOKNHOYEHUN CETU NEPEMEHHOIO TOKa cneayeT Ncnosib3oBaTb Kaﬁeﬂb, BXOAHLLI,I/II‘;I B KOM-
NNEeKT yCTpOﬁCTBa. an NOAKNTHOYEHUN K CETU NOCTOAHHOIO TOKa MCFIO}'Ib3yﬁTe nposog ceye-
HMEM He MeHee 1 Mm2,
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Bo nsbexkaHne BOSHUKHOBEHUA KOPOTKOrO 3aMblKaHUA NPU NOAKAIOUEHUM K CeTU NOCTOAH-
HOro TOKa PEKOMEeHAYEeTCA NPOU3BECTU 3a4UCTKY NPOBOAA HA A/IUHY 9 MM.

S

Llenb NUTaHMA NOCTOAAHHbIM TOKOM [,0JI}KHa COA4EPKaTb YCTPOUCTBO OTKAOUEHUA NUTAHUA C
$u3nyeckum pasbegMHeHnEM coeguMHeHUA (BbIK/lOYaTe b, Pa3bemM, KOHTAKTOp, aBTOMATH-

LN

YecKuit BbiKalouaTenb U T.0.).

5. BKAOYUTb NUTaHMeE yCTPOICTBa M ybeanTbcAa B OTCYTCTBMM aBapMii NO COCTOAHUIO MHANKATO-

pOB Ha nepeaHen NaHeun.
6. Ybegutbca, YTO MHAMKATOP Power ropuT 3e/1eHbIM LBETOM, MHAMKaTop Battery muraet 3ene-

HbiM uBeTom, ecnn AKB noakntoyeHa, Uan roput KpacHbim usetom, ecnm AKB He noaknto-

yeHnal.

! Mpumenumo gna MES1124MB n MES2124MB
Ethernet-kommymamopsi MES1000, MES2000 37




HELTEX

4 BK/HOYEHME YCTPOUCTBA, HAYA/IbHOE KOHOUTYPUPOBAHUE.

KommyTaTop OCHaLLeH KOHCO/IbHbIM NMOPTOM, KOTOPbIN NPeaoCcTaBAAET AOCTYN K AMarHOCTUKE, ynpaB-
NEHUIO U MOHWUTOPMHTY YCTPOWCTBA. B 3TOM pasgene onmcaHbl BO3MOXKHOCTM KOHCO/IbHOTO NOPTa YCTPOMCTBA
M npoueaypbl Ha4anbHOTO KOHUIypUpoBaHUA.

4.1 HactpoMKa TepmuHana

[na cBA3M C KOMMYTAaTOPOM 4epe3 KOHCO/IbHbIA NOPT Ha KOMMNbOTEpe HEeobXoAMMO 3anycTUTb
nporpammy 3smynasauum tepmuHana (HyperTerminal, TeraTerm, Minicom) u npousBecTn cnegyrowme
HACTPOMKM:

1. BbibpaTb COOTBETCTBYIOLLMI NOCAEA0BATENbHbIM NOPT KOMMbIOTEPA.

2. YCcTaHOBWUTb CKOPOCTb Nepeaaym aaHHbix — 115200 6oa.

3. 3apgatb dopmaTt AaHHbIX: 8 OUT AaHHbIX, 1 CTONOBbLIM BUT, 6€3 KOHTPOA YETHOCTM.

4. OTKA4YUTb annapaTHOE M NPOrpaMmmHoe ynpasaeHMe NOTOKOM AaHHbIX.

5. 3apaTb pexum amynaumm tepmuHana VT100 (MHorne TepmuHanbHble NPorpaMmbl UCNOb3YHOT
OAHHbIN PEXUM IMYNALUM TEPMUHANAE B KAUECTBE PEXUMA NO YMOTHYaHUIO).

4.2 BKAloueHUe yCTPOUCTBA

MNoarotoBuTb 060pPYA0BaHME K paboTe B COOTBETCTBUM € TpeboBaHMAMM pasgena 3.

YCTaHOBUTbL COeAMHEHME KOHCONM KoMMyTaTopa (nopT «console») ¢ pasbemom nocienosBaTesibHOro
nHTepdelica KOMnbIoTepa, Ha KOTOPOM YCTaHOB/IEHO NPOrpamMmmMmHoe obecrneyeHne amynaUUU TepMUHanNa.

Bkntountb KommyTtaTop. [pn Kaxaom BKAOYEHUM 3anyCcKaeTca npoueaypa «TeCTUPOBaHUA CUCTEMBI
npwv BKkAtoYeHUN» (POST), KoTopasn No3BoIAET onpeaenTb PaboTocnocobHOCTL YCTPOMCTBA Nepes 3arpy3Koin

OCHOBHOM NPOrpammbl.

OTobpaxkeHue xo4a BbiNoaHeHUA npoueaypbl POST Ha KommyTaTope:

Bootl Checksum Test. ...ttt ittt teeteeeeeennns PASS
Boot2 Checksum Test. ..ottt iee et eeennneeenns PASS
Flash Image Validation Test.........ociiiiineonn. PASS

BOOT Software Version 0.0.0.3 Built 23-Feb-2011 17:40:14

Networking device with CPU based on arm926ejs core. 128 MByte SDRAM.
I-Cache 16 KB. D-Cache 16 KB. L2 Cache 256 KB. Cache Enabled.

MAC Address : 02:11:12:13:14:27.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

CnycTa ABe ceKyHAbl nocne 3aBeplueHuns npoueaypbl POST HauMHaeTcA aBTO3arpysKa NporpammHOro
obecneyeHns KommyTtaTtopa. [aa BbINOAHEHWUA CeumanbHbIX NpoLeayp UCNo/b3yeTcAa CEPBUCHOE MEHIo,
BOMTM B KOTOPOE MOXHO MpepBaB 3arpysky Haxatmem Knasuwu <Esc> wnu <Enter> B TeyeHue 3TOro
BpemeHu. OnucaHMe BO3MOXHOCTEM YynpaBAeHWUA YCTPOMCTBOM CpeAcTBaMU  CEPBUCHOMO  MEHI0
npeacrasneHo B pasgene 6.
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Mpumep AanbHenLWwen 3arpysKkun ycTpoiicTaa.

Preparing to decompress...
100%

Decompressing SW from image-2
100%

OK
Running from RAM...

Ak hk kA hkhk A hhkhkhhkhhkhkh kA hkhkrhhkhkhhkhhkhkhkhhkhkhkrhhkhkhhkrhkhkhkhdkhkhkrhkhkrhkhkrhkkhkhkhkkxkk*x

*** Running SW Ver. 1.0.18 Date 23-Nov-2011 Time 18:14:56 **x*

Ak hk kA hkhk A hkhkhhkhhk Ak hhAhkhk A hkhkhhkhhkhkhkhhkhkhkrhhkhkhhkrhkhkhkhdkhkhkrhkkrhkhkrhkkkhkhhkxkk*x

HW version is V0O
Base Mac address is: 02:11:12:13:14:27
Dram size is 128M bytes

Dram first block size is 98304K bytes

Dram first PTR is 0x1C00000
Dram second block size is 4096K bytes
Dram second PTR is 0x7C00000

Flash size is: 16M

23-Nov-2011 18:15:04 %CDB-I-LOADCONFIG: Loading running configuration.
23-Nov-2011 18:15:04 $CDB-I-LOADCONFIG: Loading startup configuration.

The monitor is activated with Trace Enabled.

It will be automatic enabled after system reset also.
Device configuration:

Slot 1 - Eltex MES-2124

Device 0: GT_98DX1035 (AlleyCat)

23-Nov-2011 18:15:16 $Entity-I-SEND-ENT-CONF-CHANGE-TRAP: entity configuration

change trap.
Tapi Version: v1.9.5
Core Version: v1.9.5

23-Nov-2011 18:15:29 $INIT-I-InitCompleted: Initialization task is completed

23-Nov-2011 18:15:41 $SNMP-I-CDBITEMSNUM: Number of running configuration items

loaded: 12

23-Nov-2011 18:15:41 $SNMP-I-CDBITEMSNUM: Number of startup configuration items

loaded: 12

console>

23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/1
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/2
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/3
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/4
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/5
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/6
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/7
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/8
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/9
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/10
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/11
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/12
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/13
23-Nov-2011 18:15:44 SLINK-W-Down: fal/0/14
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/15
23-Nov-2011 18:15:45 SLINK-W-Down: fal/0/16

23-Nov-2011 18:16:31 $SYSLOG-N-LOGGING: Logging started.
23-Nov-2011 18:17:51 $INIT-I-Startup: Warm Startup

Mocne ycnewHoM 3arpy3kn KOMMyTaTopa HeobxoAMMO BBECTU MMA NO/b30BaTeNA U Napoib.
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/ yCTpOﬁCTBO nocrasnaeTca npoussogurtenem C napametTpamu KOH¢MrypaLI,VIM,
YCTaHOBJIEHHbIMU B Ha4Ya/ibHOEe COCTOAHUE.

Mpu 3TOM MMA NONbL30BaTENA U NAPO/b He 3a4aHbl U He 3anpalnBaloTca CUCTEMOM.

MNocne pernucrpayMmM Ha YCTPOMCTBE B KOHCO/IM MOSIBUTCA CUCTEMHOE MNpurnaweHne unHtepdeica
KOMaHAHoM cTpoku CLI.

console>
/' [Ona 6bicTporo Bbi30Ba CNPABKU 0 AOCTYMHbIX KOMaH4aX UCNO/b3yiiTe KOMBMHALMIO KNaBuL
«SHIFT» u «?».

4.3 TopapoK KOHPUrypmpoBaHuUA

Mpexae, 4em NPUCTYNUTb K KOHPUIYPUPOBaHMIO, HEOBXOAMMO MMETb CNeAYHOLLYI0 MUHUMAIbHYIO
nHpopmaumto:

—  Pexvm paboTbl yCTpoMCTBa — aBTOHOMHbIV MU B CTEKE;

IP-agpec, KoTopblli ByAeT MCNOAb30BaTbCA A/1A A0CTYNa K YNPaBJAeHNI0 KOMMYTaTOPOM;

MapLpyT N0 YMOAYaHUIO;
— 3HauyeHue MacKM NoAaceTw.

B nepBylo oyepedb M ecan 3TO HeobXoAWMMO, AONKEH ObiTb HACTPOEH PEXUM CTEKUPOBAHMUS.
KommyTaTopbl OTrpy»KatoTcA NPOM3BOLAMTENEM HACTPOEHHbLIMW 418 aBTOHOMHOTO peXnMma paboTb.

Ecv KOMMyTaTOp ABAAETCS CAMOCTOSATE/IbHBIM YCTPOMUCTBOM W/ BEAYLLMM YCTPOMCTBOM B CTEKE, TO
[OMIKHO ObITb BbINOJIHEHO €r0 Ha4YasbHoe KOHpu2ypuposaHue, B XOAEe KOTOPOro AOJ/IKHbl ObITb
NnoAroToBAeHbl MHTEPdENCbI yNpPaBAeHNA YCTPOUCTBOM M HAaCTPOEH HeEOHX0AMMbIN ypoBEHb 6€30MacHOCTY.

CnegylowmMm warom KOHUrypupoBaHUA MOXKeT ObiTb JeTanbHas Hacmpolika cucmemsbl
6e3onacHocmu, BKIOYAOLWAA HACTPOMKY Mpoueayp aBTOpM3auMM U ayTeHTUPUKALUKM NpU ynpaBaeHUM
YyCTpOIACTBOM.

/ Mocne BHeceHMn NO6bIX U3MeHeHUI B KOHPUrypaLuio ycTpocTBa Heobxoamumo genatb co-
XpaHeHue KOHPUrypaumnm B SHEProHe3aBMCMMO NamMATU A0 nepesarpysku ycTpoicrea. Ans
COXpaHeHUAa KoHUrypaLmm UCNoNb3yiTe KOMaHAY:

console# write

4.3.1 Bbibop pexXMma CTeKMpoBaHUA

YCTpoIACTBO MOMKeT paboTaTb B ABYX PEKMMAX — aBTOHOMHOM U PeXUME CTEKMPOBAHUA. B perxnme
CTEKMPOBAHUSA HECKO/IbKO KOMMYTaTOPOB MOTYT 6biTb 06beAUHEHbI B CTEK U GYHKLMOHNPOBATb KaK eamMHoe
ycTpoiicTBo. M0 yMO/YaHMIO KOMMYTaTOPbl paboTaloT B peume aBTOHOMHOrO YCTpoicTBa. B ctek moryT
6bITb 06BbeANHEHbI KOMMYTATOPbI TO/IbKO OAHOUMEHHbIX MOAEeNen.
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Bbibop perknma paboTbl KOMMYTATOPa AOCTYMNEH B MEHIO HAaYya/IbHOTO 3arpysyunKa:

Startup Menu

[1] Download Software

[2] Erase Flash File

[3] Password Recovery Procedure

[4] Set Terminal Baud-Rate

[5] Stack menu

[6] Back

Enter your choice or press 'ESC' to exit:

MyHKT [5] — ynpaBneHue ctekom.

Stack menu

1] Show unit stack id

2] Set unit stack id

3] Set unit working mode

4] Back

Enter your choice or press 'ESC' to exit:

B meHto ynpaBneHnAa CTeKOM AOCTYMNHbI Caeaytowme NyHKTbI:

[1] — oTo6pakeHUe ngeHTUdMKaTOpa YCTPOMCTBA B CTEKE
[2] — Ha3HayeHWe naeHTUdMKaTOpa YCTPONCTBA

[3] — BbI6OpP pexxkunma paboTbl ([1] — aBTOHOMHbLIN peXxuMm, [2] — peXknum CTeKMpoBaHUSA)

MoapobHee o0 paboTe YCTPOICTBA B PEXKMME CTEKA MOXKHO Y3HaTb U3 NyHKTa 5.6.

4.3.2 HayanbHoe KOHPUrypupoBaHue

HauyanbHoe KOHQUrypMpoBaHME BbINONHAETCA Yepe3 KOHCOJbHbIM MOPT yCcTpoicTBa. B pesynbTate
BbIMNO/IHEHNA HaYa/bHOrO KOHOUIYypUPOBaHMA MOFYT BblTb HACTPOEHbI Pa3/iMyHble Cnocobbl AOCTyna K
YNPaBAEHNIO — MOKET BbITb USMEHEH PEXMM KOHCOIbHOMO NOPTa UK paspeLleH yaaneHHbl AoCTyn Yyepes
AOCTYMHble MHTepdeicbl M NPOTOKObI YNPaBAEHWA.

MpuBeaeHHble ganee NPUMepPbl Ha4abHOro KOHGUTYPUPOBAHMA BKIKOYAIOT CeAyoLLMEe HAaCTPONKMU:

1.

&

Co3faHue y4eTHOM 3anncu agMUHUCTPATOPa C MMeHemM «adminy», Maponem «pass» U MaKcu-
ManbHbIM ypoBHEM npuoputeTa — 15.

KoHourypuposaHue ctatuyeckoro IP-agpeca 1 agpeca wto3a cetTm aas ynpaBaeHMA KOMMyTa-
TOpOM.

HacTpoitka napameTpoB ynpassieHua no npotokony SNMP.

HacTpoiika nonyyeHus IP-agpeca ot cepsepa DHCP.

HacTpoitka napameTtpos npotokona SNMP.

MapameTpbl, HeobxoauMble aNA KOHPUTYPUMPOBAHUA, MOTYT 6bITb NONYUYEHbl Y aAMUHU-
cTpaTopa ceTum.

Mpwu onucaHum npoueayp KOHGUrypupoBaHMA NPeanoNaraeTca, YTo KOMMyTaTop He 6bin
cKoHUrypupoBaH paHee.
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4.3.2.1 Co30aHue yyemHoli 3anucu a@muHUcmpamopa

Ana obecneyeHus 3alWMLEeHHOro Bxoaa B cucremy scem npusuiermposaHHbiM nosib3oBa-
TenAm OO01XKHbI 6bITb Ha3Ha4YeHbl naponau gocrtyna.

.‘

Mma nonb3osatena u napo/sib BBOOAUTCA NpU BXOo4E B CUCTEMY BO BpeMA CeEaHCOB aAMUHUCTPUPOBAHNA
yCTpOVICTBa. [na cosgaHnAa HOBOro Noab30BaTeNA CUCTEMbBI NN HaCTpOﬁKM noboro n3 napamMeTpoB — UMEHU
NnoNb30BaATENA, NAPOIA, YPOBHA anvaerMﬁ, MCNONb3YHOTCA KOMaHAbl:

console (config)# username name password password privilege {1-15}

V' YpoBeHb nNpusuaervini 1 paspeluaer AoCTyn K yCTPOMUCTBY, HO 3anpeLlaeT HAcTPoiKy. Ypo-
BeHb npusuaeruii 15 paspeluaeT Kak A40CTyN, TaK U HACTPOMKY YCTPOUCTBA.

Mpumep KomaHA, A8 3agaHUA Nonb3osatento «admin» napona «eltex» n cosgaHua nonb3osartens
«operator» c naponem «pass» 1 ypoBHem npusunernin 1:

console>enable

console#configure

console (config) #username admin password eltex

console (config) #fusername operator password pass privilege I
console (config) #fexit

console#

4.3.2.2 PacwupeHHas Hacmpolika ypoeHa docmyna

Ha ycTpolicTBe cyliecTByeT BO3MOXHOCTb pacnpesesieHns npas nosib3oBaTesieil B 3aBUCMMOCTU OT
YPOBHA NpPUBUAErNA, HA KOTOPOM KaxKAabli M3 nonb3oBaTeneit bbln co3gaH. KOHKpeTHoOMYy YPOBHHO
npuBWUaErMii nNpuceaveaeTca Habop KOMaHZ, KOTopble CTAaHOBATCA WMCMNOJIHMMbBIMU A/ NO/b30BaTe el ¢
YPOBHEM He HUMKe 3aZ,aHHOrO.

KommyTtatop noapep)XuBaeT cuctemy HacnegoBaHuMAa Habopa KomaHg oT 6onee HU3KUX
YPOBHeii npuBuneruii.

.‘

Mpueuneruu BbICTPanBaOTCA ANA KOHKPETHO 3a4aHHOro y3na. Kaxkayto KomaHay HeobXxo-
AUMO nponucbiBatb ABHO, HE UCMNOJ1Ib3yA COKpalleHHble ¢0prI.

.‘

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOW CTPOKM pexkMMa rnobanbHOro KOHGUrypnposaHua:
console (config) #

Tabnnua 4.1 — KomaHabl g5 HACTPOMKM pacluMpeHHoro focTyna

Komanda 3HayeHue/3Ha4yeHue no [eiicmeue
YMOAYAHUIO
privilege context level com- MpuceBanBaeT yKazaHHOMY YPOBHIO NpUBUAETUIA 3a-
mand OaHHYI0 KOMaHAay.
level: (1..15); - context — pexXnm paboTbl KOMaHAHOW CTPOKK;
/yposeHb npusunernii komang, | - level —yposeHb npusunernii, Ha kotopom byneT fo-
pexuma EXEC -1, CTYMNHa HacTpansBaemaa KomMaHAa;
BCeX OCTa/IbHbIX KOMaHA — 15 - command — KomaHgaa.
no privilege context level com- YaanaeT octyn K KOMaHA4e C YPOBHA, Ha KOTOPOM KO-
mand MaHpa bblna paspelueHa.
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=  [lpumep HacTpoiKM Habopa KomaHA A1A Nonb3oBaTensa «admin» c 4 yposHem NpuBUAeruii
M Habopa KomaHA Aaa nonb3osaTtensa «user» ¢ 10 ypoBHeM npusuaerui

console#configure

console (config) #fusername admin password passl privilege 4
console (config) #fusername user password pass’Z privilege 10
console (config) #privilege exec 4 configure terminal
console (config) #privilege exec 4 show running-config
console (config) #privilege config 10 vlan database

console (config) #privilege config-vlan 10 vlan

Tenepb gN8 NOKaAbHbIX MO/b30BATENEN, Yelh ypOBeEHb MPUBUAEIUIA Bbille WAM paBeH 4, cTaHeT
JoctyneH BbiBog KomaHabl show running-config, Ho He OyaeT pgoctynHa HacTpowka vlan. [nAa
no/sb3oBaTe/iell, ypoBeHb NPUBUAETNIA KOTOPbIX cooTBeTcTByeT 10 u Bbile, OyAeT AOCTYNHA HacTPOMKa U
vlan, v BbiBog KomaHabl show running-config.

4.3.2.3 KoHduz2ypuposaHue cmamuyecKux cemeebix napamempos ynpaeneHus

[na BO3MOKHOCTM yNpaBAeHNA KOMMYTaTOPOM M3 CETU HEOBX0AMMO HasHauYuTb ycTpoicTay IP-aapec,
MacKy NoACeTU U, B Cly4ae ynpasBieHUs U3 gpyroi cetTu, agpec Wis3a.

IP-agpec MOXHO HasHauuTb ntbomy uHTepdelicy — VLAN, dpusmnyeckomy nopty, rpynne noptos. IP-
agpec W/3a AOMKEH NPUHAANEXKATb K TOM e NOACETH, YTo N 0auH u3 IP-uHTepdericos ycTponcraa.

V' Mo ymonyaHuio HasHauveH IP-agpec 192.168.1.239, macka 255.255.255.0 Ha uHTepdeiice
VLAN 1.

IP-appec 192.168.1.239 cywiecTByeT 40 Tex NOPT, NOKa Ha Atob6om uHTepdeiice ctaTuUecku
unm no DHCP He co3aaH gpyroii IP-agpec.

Mpu yaaneHuu Bcex IP-agpecoB KOMmMmyTaTopa AOCTYN K Hemy byaet ocywectBaaTbea no IP-
appecy 192.168.1.239/24.

B cnyuyae ecau IP-agpec HacTpauBaetca ana uHrepdeiica pusmnyeckoro nopra uam rpynnol
NopToB, 3TOT UHTepdelc yaanaeTca us rpynnbl VLAN, KOTOpoii OH npuHagnexan.

K K K

e [Ipumep KOMaHA HacTponku IP-agpeca ans nHtepdeiica VLAN 1.

MapameTpbl MHTEpdelica:

IP-adpec, HazHayaembili 0na uHmepegpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a rno ymonyaHuro —192.168.16.1

console#configure

console (config) #interface vlan I

console (config-if) #ip address 192.168.16.144 /24
console (config-if) #exit

console (config) #ip default-gateway 192.168.16.1
console (config) #exit

console#
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[Ona Toro 4tobbl YoeanTbes, Yto agpec bbi1 HazHavyeH uHTepdelicy, BBeaUTe KoMaHay:

console# show ip interface vlan 1

IP Address Type Directed Precedence Status
Broadcast
192.168.25.67/24 Static disable No Valid

4.3.2.4 Hacmpoiika napamempos npomokosaa SNMP daa docmyna K ycmpolicmey

MpoTokon SNMP (Simple Network Management Protocol) npegoctaBnset cpencrsa Aia ynpasaeHus
ceTeBbIMM YCTpOMCTBAMU. YCTpOMCTBa, noggepusatowme npotokon SNMP, cogep:KaT B cOCTaBe CBOEro
nporpaMmHoro obecrneyeHna Kog, BbIMNOAHAWMN GYHKUMIO areHTa ynpasaeHua. AreHT SNMP
B3auMmMozencTeyeT c Habopom NapamMeTpPOoB YCTPOICTBA. ITU NapaMeTpbl onMcaHbl B MHGOpMaLMOHHO 6ase
ynpasnenua (MIB, Management Information Base).

Mpasa goctyna K AreHty SNMP ynpasnsatotca nytem 3agaHmnsa umeHn SNMP coobuiecTtsa 1 ykasaHuem
paspeleHHOoro TMna gocryna.

KommyTaTopbl 4ONYCKAKOT yApaBaeHue ¢ nomoubto npotokona SNMP, cogep»Kat BCTPOEHHOrO areHTa
SNMP 1 nogaepskunsatot Bepcum npotokona vl/v2c/v3. AreHt SNMP nogaepskusaet Habop CTaHAAPTHbIX M1
pacwmpeHHbIX nepemeHHbix MIB.

B uenax obecneyeHusn UHTErpauum KOMmmyTaTopoB B CUCTEMbI MOHUTOPUHIA U ynpaBaieHUAa
V WAKn gna pa3paboTKkm TaKUX cucTem MoXKeT 6biTb NpeaocTaB/eHo NosHOe onucaHue MIB.

C nomowbto npotokona SNMP moryt ObiTb M3MeHeHbl ntobble napameTpbl YCTpoMCTBA 3a
nckntodeHnem IP-agpeca ynpasnexHus, umeHn SNMP coobuiectBa M ypOBHS NPUBUAETMIA NONb30BaTeNEN.

V YcTpoiicTBa noctasaAoTca 6e3 onpeaeneHHbiXx HactpoeK SNMIP coobuiects.

[ns BO3MOMKHOCTU aAMUHUCTPUPOBAHMA YCTPOMCTBA NocpeacTBom npotokona SNMP, Heobxogmmo
€034aTb X0TA Obl 0OAHY CTPOKY cooblyecTBa. KOMMyTaTopbl NOAAEPKUBAIOT TPU TUMA COOOLLECTB:

— Read Only (ro) — onpeaennet, 4To uYneHbl coobuwecTBa MMEIOT AOCTYN TO/IbKO Ha YTeHue
(npocmoTp KOHPUIYpaLLMKM), HO HE MOTYT MEHATb Kakue-1nbo napameTpsl;

— Read/Write (rw) — onpepgenser, 4to uyneHbl coobuUIeCTBA MMEIOT AOCTYM Ha YTeHue U
M3MeHeHue NapameTpoB KOHUrypauuu;

— Super (su) — onpeaenseTt, 4YTo uYneHbl COOOLLECTBA MMEIT YPOBEHb MPUBUIETUN
afMMHUCTpaTOpa.

Haunbonee pacnpocTpaHeHO MCMO/b30BaHWE CTPOK coobuiecTBa public — ¢ AOCTYNOM TONbKO A/A
yTeHusa o6bekToB MIB (ro) 1 private — c AOCTYNOM Ha YTeHWE U U3MeHeHne 06bekToB MIB (rw). [ina Kaxaoro
coobuiecTBa MOXKHO 3a4aThb IP-aapec cTaHUMKM ynpaBaeHus.

Mpumep co3paHua coobluiecTsa private ¢ JOCTYNOM Ha 4yTeHMe M 3anucb M IP-agpecom cTaHumm
ynpasneHna 192.168.16.44:

console>enable

console#configure

console (config) #snmp-server server

console (config) #snmp-server community private rw 192.168.16.44
console (config) #exit

console#
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[Ona npocmoTpa co3gaHHbIX CTPOK coobuiecTtsa M HacTpoek SNMP ncnonb3yetca KomaHaa:

console# show snmp

SNMP is enabled.

Community-String Community-Access View name IP address
private read write Default 192.168.16.44
Community-String Group name IP address Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.3.3 HactpoiKa napameTpoB cuctembl 6e3onacHocTu

B aTom pasgene npusegeHa MHOOPMALMA O HACTPOMKE AMHAMMYECKOro HasHayeHus IP-agpeca u
HaCTPOViKe 3aLMLLEHHOTO YNPaBAEHNA YCTPOMUCTBOM Ha OCHOBAaHNUN MEXaHWU3MOB ayTeHTUPUKALMK, aBTOPU-
3auMK U yyeTa.

— Authentication (ayTeHTUdMKauma) — conocTaBAeHME 3aMnpoca CyLLEeCTBYHOWENR YYETHOM
3anucu B cucteme 6e30MacHOCTH.

— Authorization (aBTopu3aLuus, NPOBEPKa YPOBHSA AOCTyNa) — cOnocTaB/eHne yYETHOM 3anuncu
B cucTeme (npoluegluei ayTeHTMdMKaLMIO) U onpeseiéHHbIX NOJTHOMOYUIA.

—  Accounting (y4éT) — cnexeHve 3a notpebaeHnem pecypcos nosib3oBaTenem.

MpK MCNONb30BaHUM HACTPOEK YCTPOMCTBA MO YMOMYaHWUIO MMA Mnosab3osaTens — admin, naponb —
admin. Maponb Ha3HayaeTcs Mojib3oBaTesiemM. B ciyyae ecav Maposib yTpauyeH, MOXKHO NepesarpysuTtb
YCTPOMCTBO M Yepes3 KOHCOJ/IbHbIM MOPT NPepBaTh 3arpysKy, Haxkas Knasuwy <Esc> unu <Enter> B TeyeHue
nepBbIX ABYX CEKYHZ Moc/ie NosB/ieHUa cooblueHna aBTo3arpysku. OTKpoeTca MeHio Startup, B KOTOPOM
HY»KHO 3aMyCTUTb NpoLeaypy BoccTaHoBAeHUs napona ([3] Password Recovery Procedure).

V Monb3osaTtenb no ymonuauuio (admin/admin) cywecteyeT 40 Tex nop, NOKa He co3AaH
noboi gpyroit nonb3oBaTtenb C ypoBHeM npusunerui 15.

V Mpwu yaaneHun Bcex co3gaHHbIX NoAb30BaTeneit ¢ 15 ypoBHEM NpUBUAETUIA [OCTYN K
KommyTaTopy 6yaeT ocylecTBAATLCA No4 noib3osatenem no ymonuyanuio (admin/admin).

4.3.3.1 [onyuenue IP-adpeca om cepeepa DHCP

Ona nonyyeHua IP-agpeca moxeT mcnonb3oBaTbcA npotokon DHCP, gna atoro B cetn AoaxeH
npucytctBoBatb DHCP-cepBep. YcTponcTeo BbicTynaeT B poan DHCP-kauneHTa. IP-agpec oT cepsepa DHCP
MOXHO MoJsiy4aTb Yepes ntbon nutepdenc — VLAN, pusmyeckunin nopt, rpynny NnopTos.
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V Mo ymonuyaHuio DHCP-KAneHT BKAlOYEH Ha uHTepdeiice VLAN 1.

Mony4yeHHbIM ¢ nomoLbto npoTtokosa DHCP agpec He coxpaHaeTca B KOHGUIypaLum ycTpoicTaa.

Mpumep HacTpOMKKN NoayYeHUsa anHammyeckoro IP-agpeca ot DHCP-cepsepa Ha uHTepdelice VLAN 1:

console> enable

console#configure

console (config) #interface vlan I
console (config-if) #ip address dhcp
console (config-if) #fexit

console#

[na Toro utobbl ybeanTtbea, UTo agpec 6bin HasHauyeH nHTepdeiicy, ncnonbayinTe KomaHay show ip
interface:

console# show ip interface vlan 1

IP Address Type Directed Precedence Status
Broadcast
192.168.25.67/24 DHCP disable No Valid

4.3.3.2 be3zonacHocmeb ynpaesneHus U KoOHguaypupoedaHue naposeli

[na obecneyeHnn 6€30MacHOCTU CUCTEMbI MCMONb3YETCA MEXaHU3M ayTeHTUOMKALMKM, aBTOPM3aLMMU
n yuyeta (AAA, Authentication, Authorization, Accounting), KoTopblit ynpaBnseT npaBamu AocTyna
nosib30BaTeNeN, YPOBHAMU NPUBUAETUIA U MEeTOAaMM yrnpasaeHna. MexaHnam AAA MOXKeT MCNoAb30BaTb
nmMbo noKanbHyto, 1Mbo yaaneHHyto 6asy nosb3osaTenem.

Ona obecneyeHns 6e30MacHOCTM YNPaABAEHUA MOMKET MCMNONb30BaTbCA WKUPPOBAHME OAHHbIX
ynpaB/ieHna C NOMOLLLbIO NPOTOKoNa SSH.

yCTpOﬁCTBO NOCTaB/IAETCA C HeHa3HayeHHbIM Mnaposem A[ocTyna. HasHauyeHue naponeﬁ A0CTyna
ABNAETCA OTBETCTBEHHOCTbIO aAMUHNCTPATOPA.

B Tom cnydyae, eciv nNaposb AOCTyNa K YCTPOMCTBY yTepsaH, MOXeT 6biTb MCNo/Ib30oBaHa npoueaypa
BOCCTaHOB/IEHMA NapoAs. 3Ta npoueaypa O4HOKPATHO paspellaeT AOCTYN K ynpaB/ieHuto ycTpoicTeom bes
Maponsi C JIOKa/JIbHOTO TepMuHana (KOHCONbHOrO nopTa). BoccTaHOB/NEeHWE Naposid MOXKeT ObiTb
MHWLMMPOBAHO TO/IbKO Yepes3 KOHCO/IbHbIN MOpPT.

Maposiv AOCTYNa K YCTPOMCTBY MOTYT ObITb YCTAaHOBNEHbI ANS CNeAytowmnx MHTepdencoB focTyna:

— JloKanbHbIV TEpMUHAN (NogKAtoYeHMe Yepes KOHCONbHbIM NopT);
— Telnet;

— SSH;

— HTTP.

V Mpu co3aaHnm Nonb3oBaTeNs HaA3HAYaAETCA YPOBEHb NPUBUErnii 1, UTo faeT BO3MOXKHOCTb
BbI6OPOYHOro NPOCMOTPA NAapPamMeTPOB YCTPOICTBA, HO He AAaeT BO3MOXKHOCTU YNPaBAATb
ycTpoiicTBoM. BO3MOKHOCTb KOHGUIYPUPOBAHUA UMEIOT NO/Ib30BaTENIU C YPOBHEM
npusunerum 15.

/ Bo3MOXXHO, HO HE peKOMEHAYEeTCA HE Ha3HavyaTb Napo/ib NO/Ib30BATE/IAM C YPOBHEM
npusunerun 15,
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A B Tom cnyuae, ecav NpUBUAErMPOBaHHOMY NOJ/1b30BaTeNI0 He Ha3HaYeH Napob, TaKoW
nonb3oBaTeNb MOXeT noayuntb aoctyn K Web untepdeiicy ycrpoiictsa ¢ nto6bim naponem.

YcmaHoeka napons 0719 KOHconu

console (config) #aaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #line console

console (config-line) #login authentication default
console (config-line) #enable authentication default
console (config-1line) #password passwdl

B oTBeT Ha NpuraaleHne BBECTM Napo/ib BO BPeMA perucTpaumm B yCTPOMCTBE Yepes CeaHC KOHCOM
BBegUTE naponb — passwdl. Kpome Toro, BBOZ Mapoasa MOXeT noTpeboBaTbCA NpU MNepexoae B
NPMBUIETMPOBAHHbBIN PEXMM C MOMOLLbIO KOMaHAbl enable .

YcmaHoeka napons ons Telnet

console (config) #aaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #ip telnet server

console (config) #line telnet

console (config-line) #login authentication default
console (config-line) #fenable authentication default
console (config-line) #password passwd2

B oTBET Ha NpurnalieHne BBECTU NApo/ib BO BPEMA PErncTpauumn B yCTpoucTee Yepes ceaHc Telnet
BBEeAUTE Naposib — passwd2.

YcmaHoeka napons 0na SSH

console (config) #aaa authentication login default Iine
console (config) #aaa authentication enable default Iline
console (config) #ip ssh server

console (config) #line ssh

console (config-line) #login authentication default
console (config-line) #fenable authentication default
console (config-line) #password passwd3

B OoTBET Ha MpuriaweHve BBECTU MapOo/ib BO BPemMs Pernuctpauum B yCTPoWCTBe yYepes3 ceaHc SSH
BBEAMTE Naposib — passwd3.

YcmaHoeka napons 0na HTTP

Ona KoHOUrypmposaHMa Naponsa Aoctyna no npotokony HTTP cneagyeT BBECTM KOMaHAb!:

console (config) #ip http authentication local
console (config) #username admin password passwd4 level 15

Mpu mHMumanmusaumm HTTP-ceccum cnepyeT MCNosb30BaTb MMA Mnosb3oBaTens admin v naposnb
passwd4.
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

[na KOHOUTYPUPOBAHNA HACTPOEK KOMMYTATOPA UCMO/b3YeTCA YETbIPE OCHOBHbIX PEXMMA. B KaxKgom
pexunme OOCTyrneH onpeaeneHHbI CNUCOK KomaHAa. BBoa cMmBONa «?» CAYKUT s npocMoTpa Habopa
KOMaHZ, SOCTYMHbIX B KAXKAOM U3 PEKMMOB.

Ana nepexoga n3 o4HOro pexunma B ,u,pyroﬁ MCNONb3YHOTCA CneunasibHble KOMaHAbl. I'Iepequb
CywecTByOWNX peXXMMOB N KOMaHA BXO4a B PEXUM!

KomaHOHbili pexcum (EXEC), paHHbIN pexkum AOCTyneH cpasy nocae ycrnewHoW 3arpy3kmM KommyTa-
TOpa 1 BBOAA MMeHW Nosb3oBaTens. MNpuriaweHne cUcTEMbI B 3STOM PEXKMME COCTOUT U3 MUMEHW YCTPOIACTBA
(host name) n cumsona “>”.

console>

Ecnm ums ycTporicTBa He Ha3HaYeHo, TO BMECTO HEero UcnosibayeTtcs cnoBo “console”.

MpusuneaupoeaHHbIli KoMaHOHbIL pexcum (privileged EXEC), 5TOT pexKMm AOCTYNEH npu BXoae npu-
BMJIETMPOBAHHOIO NO/b30BaTeA. Bxoa B perkum fomKeH bbiTb 06A3aTeNbHO 3aumiLeH naposem. TobKo B
npuBuaermMpoBaHHOM pexmme AO0CTYNHbl KOMaHAbl U3MEHEHNA CUCTEMHbIX NAapPamMeTpoB KOMMYTaTopa. B
NPMBUNETMPOBAHHOM PEXKMME B CTPOKE MPUIIALEHUSA CUCTEMbI UCMONb3YETCA CMMBOA «#». [lna nepexoda
n3 pexknma EXEC B NpUBMAETMPOBaHHbIN PEXMUM MOKET BbITb MCNONb30BaHA KOmaHaa enable.

console>enable
enter password:
console#

Pexcum 2n06anbH020 KoHpuypupoeaHusa (global configuration), paHHbIN pexum npeaHasHayeH
ANA 334aHNA 06WMX HAacTPOeK KommyTaTopa. KomaHapb! perkuma rno6anbHon KoHdUrypaumm 4oCTymnHbl U3
noboro noapexkMma KoHGUrypaunn. Bxoa B pexunm ocyluecTBasaeTcs KomaHaol configure.

console#configure
console (config) #

Pexcum KoHghu2ypuposaHua uHmepdelica (interface configuration), paHHblii pexxum npeaHasHa-
YyeH 419 KOHOUrypupoBaHMa UHTepdelicos (NopT, rpynna noptos, MHTepdenc VLAN) kommyTaTopa. Bxog B
PeXXMM OCYLLECTBAAETCA U3 PEXKMMA r106aNbHOr0 KOHPUTYPUPOBAHMA, ANA KaXKA0ro MHTepdelica cBoel Ko-
MaHAoM (B NpumMmepe HUXKe KOMaHAa 414 BXOAa B peXnum KoHourypuposaHua nutepdeiica VLAN c VID=1).

console (config) #interface vlan 1
console (config-if) #

Pexcum KoHpu2ypupoeaHua mepmuHdnd (line configuration), naHHbIN pexxum npeaHasHayeH ann
KOHOUIypUpoBaHWA, CBA3aHHOIO ¢ paboTol TepMuHana. Bxoa B pexxnm ocylecTBAAETCA M3 pexuma rio-
6aNbHOro KOHPUIYPUPOBAHMUA.

console (config) #line {console | telnet | ssh}
console (config-1line) #
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5.1 TMpaBuna paboTbl C KOMAHAHOM CTPOKOM

/' Mpu nepesarpysKe yCTPOUCTBA BCe HECOXPaHEHHble AaHHble 6yayT yTepaAHbl. Ana coxpaHe-
HUA NO6bIX BHECEHHbIX U3MEHEHMIT B HAaCTPOMKY KOMMYTaTopa UCNob3yeTcAa c/ieaylowasn
KOMaHAa:

consolefwrite

/ Ona ycKopeHuA BBOga KOMaHA MOXHO BOCNOJ/1b30BaTbCcA GYyHKLMEN aBTOMATUUECKOrO 4,0-
NONHEHUA, KOTOpaA aKTUBUPYETCA NPU HENOJIHO HabpaHHOI KoOMaHAe U NPU HaXKaTUM Kna-
Buwu <Tab>.

5.2 ba3osble KOMaHAbI

KomaHOb1 pexcuma EXEC

3anpoc KOMaHAHOM CTPOKKM B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnnuya 5.1 — basoBble KOMaHAbI JOCTYMHble B pexxnme EXEC

KomaHda

3HayeHue/
3Ha4YeHue no ymos-
YaHuo

Aelicmeue

enable [priv]

priv: (1..15)/15

MepeKkntoUnTLCA B NPUBUNETMPOBAHHDBIN PEXUM (€CIM 3HaYe-
HUWe He yKa3aHo — TO ypoBeHb npusunernii 15).

login - 3aBeplUeHMNE TEKYLLEN CECCUM U CMEHA NO/b30BaTENA.
exit - 3aKpbITb aKTUBHYIO TEPMUHA/IbHYIO CeCccuio.
help 3anpoc cnpaBoyHoOM MHPOpMaLmm o paboTe MHTepdeica Ko-

MaHAHOW CTPOKM

show history

MoKa3aTb UCTOPUIO KOMaHA, BBeAEHHbIX B TEKYLLLEN TepMu-
Ha/IbHOW ceccuu.

show privilege

MNokasaTtb YpPOBEHb I'IpMBMJ'IeI'Mi/’I TeKylw,ero nonb3osartena.

show privilege configuration

MoKasaTb CM1COK KOMaHS, A/ KOTOpbIX 6blna BbiNOAHEHa
KOHOUTYypaLmMa ypoBHA NPUBUAETUIA.

terminal history

no terminal history

-/ dyHKUMA BKAKOYEHA

BKNHOUMTD PYHKLMIO COXPAHEHMA UCTOPUM BBEAEHHbIX KOMAHA,
018 TeKyLLeN TEPMUHAbHOM CECCUU.

BbIKAOUNTL GYHKLMIO COXPAHEHWUA UCTOPUM BBELAEHHbIX KO-
MaHA, ANA TeKyle TepMUHaIbHOM ceccuu.

terminal history size {size}

no terminal history size

size: (10..216)/10

M3meHuUTb pasmep Bydepa nctopun BBegeHHbIX KOMaHA, Ans
TeKyLLeln TEPMUHANBHON ceccum.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

terminal datadump

no terminal datadump

-/ BbIBOA KOMaHS, pas-
JAensertcs no cTpaHu-
Lam

OT06pasunTb BbIBOA KOMaHA, 6e3 pasaeneHuns Ha CTPaHMULbI
(pasgeneHve BbIBOAA CNPABKM MO CTPAHMLLAM OCYLLECTBAAETCA
cTpokoit: More: <space>, Quit: g, One line: <return>)..

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

show banner [motd | login |
exec]

OTo6pakaeT KoHPUrypaumto 6aHHepos.
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KomaHObl pexcuma privileged EXEC

Tabnunua 5.2 — basoBble KOMaHAbI, AOCTYMNHbIE B pexxume privileged EXEC

Komanda 3HayeHue/ }
3Ha4eHue no ymon- ,[leucmeue
YaHuw
disable [priv] priv: (1.15)/1 BepHyTbCs B HOPMa/IbHbIM PEXUM U3 NPUBUNETMPOBAHHOTO
e (ecnu 3HaueHMe He yKasaHo — TO ypOBeHb npusunernin 1).
configure[terminal] - MepeiTn B peMm KOHOUIYpUpPOBaHUA.
debug-mode MepenTn B peKMm OTNa4KM (KoMaHAa AOCTYNHA TObKO ANA
) NPUBMIErMPOBaHHOIO No/b30BaTeNsA).
set system mode {acl-only | YCTaHOBUTb PEXKMUM HAaCTPOWKK dUAbTpaumnm Tpaduka.
acl-sqing | acl-sging-udb} - acl-only — SQinQ oTkAtoYeH; fo06aBeHa BO3MOXKHOCTb Ha3Ha-
4nTb HeckonbKo ACL o4HOro 1 TOro e Tuna Ha nopT;
- acl-sqing — pexMm No ymonyaHuio;
- acl-sging-udb — po6aBneHa BO3MOXHOCTb GUALTPaALUM MO
-/acl-sging TPUHAALUATM NONb30BaTeNbCKUM oddceTam (B pexkume no

YMONYaHUIO — NATb); Bce npaBuaa SQINQ ans BxoAsAwero Tpa-
¢duKa ncnonb3yioT B ABa pasa bonblue pecypcos.
Mpu cmeHe peXkMma HavyanbHasa KoHPuUrypaums 6yaer
H cTepTa, mocne 4yero ycTpoictBo 6Gyaer nepesarpy-
YKeHo.

KomaHObI, docmynHbie 80 8CeX PEXUMAX KOHGU2YpUPOBAHUS

3anpoc KOMaHAHOf/’I CTPOKN nmeeT Oa4nH U3 cheagyrowmnx suaos:

console#

console (confiqg) #

console (config-1line) #

Tabnuua 5.3 — ba3oBble KOMaHAbI, AOCTYMHbIE BO BCEX PEXKMMAX KOHOUTYPUPOBaHUA

KomaHoa 3HayeHue Aelicmeue

exit ) BbIT 13 ntoboro pexxkmma KOHPUrypupoBaHUA Ha YPOBEHb
BbllLe B Mepapxum komaHg, CLI.

end ) BbIiTM 13 Nt06Oro pexxknma KoOHGUryprupoBaHUA B KOMaHAHbIN
pexum (Privileged EXEC).

do ) BbINONHUTL KOMaHAY KOMaHAHOro yposHa (EXEC) us nioboro
pexrMma KoHOUrypupoBaHua.

help - BbIBOAWT CNpaBKy NO MCNOAb3YEMbIM KOMaHAAM.

KomaHOb1, docmynHbie 8 21060s16HOM pexcume KOHU2ypuposaHUsa

3anpoc KOMaHAHOW CTPOKU MMEET Caeayiolmii BUA,:

console#

console (config) #

Tabnunua 5.4 — basoBble KOMaHbl AOCTYMNHbIE B PEXUME KOHOUTYPUPOBaAHUSA

KomaHoa

3HaveHue

Aelicmeue

banner motd d message-
text d
no banner motd

3apaTh TeKCT coobueHns motd (coobLeHns TekyLero 4Hs), u
BK/IIOYMTb BbIBOA, Ha IKPaH.

- d - pasgenutens;

- message-text — TeKCT coobLieHns (B cTpoke Ao 510 cumeo-
nos., obuiee 2000 cMmBooB).
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banner exec d message-
text d
no banner exec

3aaTtb TeKCT coobLieHus exec (npumep: Noib3oBaTtesb
YCMewHOo BOLEN B CUCTEMY), U BK/IKOUMTb BbIBOA Ha IKPaH.

- d - pasgenutens;

- message-text — TeKCT coobLieHns (B cTpoke fo 510 cumeo-

nos., obuiee 2000 cMmBo10B).

3agaTtb TeKCT coobweHua login (MHPopmaunoHHoe coobuie-
HUWe, KoTopoe oTobparkaeTca nepes BBOAOM MMEHM MO/b30Ba-
TeNs v Naposs), U BKAKYUTL BbIBOA, HA IKPaH.

- d - pasgenutens;

- message-text — TeKCT coobueHms (B cTpoke ao 510 cumso-
nos., obuiee 2000 cumBoioB).

banner login d message-
text d -

no banner login

KomaHObl, docmyrnHble 8 pexcume KOHPU2ypuposaHUS mepmMuHana

3anpoc KOMaHAHOM CTPOKU B pPeXMME KOHPUTYPUPOBAHUA TEPMUHANA UMEET CeayoWwmii BUA,

console (config-line) #

Tabnuua 5.5 — ba3oBble KOMaHAbl AOCTYMHbIE B PEXUME KOHOUTYPUPOBAHUS TEPMUHANA

3HayeHue/
KomaHoa 3HaveHue no ymon4a- Aelicmeue
Huio
histor BkAtouUnTb GYHKLMIO COXPAaHEHWUA UCTOPUN BBEAEHHDBIX KO-
v MaHA,
-/ byHKUMA BKAtOYEHA
. BbIKNt0UNTb PYHKLMIO COXPAaHEHWA NCTOPUM BBEAEHHbIX KO-
no history

MaHAa,.

history size {size} N3meHUTb pazmep Bydepa UCTOPUM BBEAEHHBIX KOMaHA,.

size: (0..216)/10

no history sie YCTaHOBWUTb 3HAYEHME MO YMONYAHMIO.

BKNHOUMTL BbIBOA, NPUBETCTBEHHbIX COODLEHNI TUNa «motd»

motd-banner
(coobueHuns Tekywero aHA).

-/BK/IIOYEH -
BbIKNOYMTL BbIBOA MHDOPMALIMOHHBIX COOBLLEHUI TUNa
no motd-banner
«motd».
login-banner / BKOUMTL BbIBOA, NPUBETCTBEHHbIX CO0bLLEeHuMi login.
-/ BKAtOYEH
no login-banner BbIKNOUYNTL BbIBOZ, NPUBETCTBEHHbIX COObLLEeHN login.
exec-banner BKNHOUMTL BbIBOA, NPUBETCTBEHHbIX COOBLLEHNI exec.
-/ BKAOYEH

no exec-banner

BbIKOUMTL BbIBOA NPUBETCTBEHHbIX COOBLLEHMIT exec.

5.3 ®unbTpauma coobuweHnit KOMaHgHOM CTPOKU

dunbTpauma coobuieHnl No3BONAET YMEHbLUUTL 06beM 0TOOpayKaeMbIX AaHHbIX B OTBET Ha 3anpochl
nosib3oBaTens n o6aerynTb NOUCK HeobxoamMmoln nHbopmaumnun. na dunbTpaunmn nHPopmaumm Tpebyetca
006aBUTb B KOHel, KOMaHAHOM CTPOKM cumBOn “|” M Mcnonb3oBaTb OAHY M3 onuuin GpuabTpauumu,
nepeyncaeHHbIX B Tabamue.

Tabauua 5.6 — KomaHabl pexunma rnobanbHoOro KOHPUryprMpoBaHus

3HayeHue/3HayeHue no
YMOAYAHUIO

Memod Aelicmeue

begin pattern lNoKa3blBaeT CTPOKM, NepBble CMMBOJIbl KOTOPbIX COOTBET-
CTBYHOT WabnoHy pattern.

BblBOAMT BCE CTPOKM, cofeprKalime waboH.

include pattern

exclude pattern BbIBOAWT BCE CTPOKM, HE coaepsKalume WabnoH.
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5.4 HacTpoiika MaKpOKOMaHA,

[aHHas GyHKUMA NO3BOMIAET CO34aBaTb YHUOUUMPOBaHHbIE HAabopbl KOMAHZ - MaKpOCbl, KOTopble

MOXHO BNnocCseacTrsnun NnpuMeHATb B npouecce KOH(I)MI'ypaLI,MM.

KomaHObI pexcuma 21060s16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasbHoro KoHGUryprupoBaHusa:

console (config) #

Tabnnua 5.7 — KomaHabl perkmma rnobanbHoro KoHGUrypuposaHua

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

macro name [word]

no macro name word

word: (1..32) cumsonios

Co3paeT HOBbIM Habop KOMaHA, ec/iv Habop ¢ TakKUM Ume-
HeM CyLLecTByeT — nepesanuncbiBaet ero. Habop KomaHg,
BBOAMTCA MOCTPOYHO. 3aKOHYUTb MAKPOC MOXKHO C MOMO-
Wbt cMMBOa “@”. MakcumanbHasa AnmMHa makpoca — 510
CMMBOJIOB.

YpanseT ykasaHHbIM MaKkpoc.

macro global apply word

word: (1..32) cumsonios

MpymeHAeT yKa3aHHbI MaKpoc.

macro global trace word

word: (1..32) cumBonos

MpoBepseT yKasaHHbI MaKpOC Ha BaANAHOCTb.

macro global description
word

no macro global description

word: (1..160) cumsonos

Co34aeT CTPOKY-AECKPUNTOP rNobanbHOro makpoca.

Yaanaert cTpoKy-AecKkpunTop.

KomaHOowbi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console>

Tabnnua 5.8 — KomaHabl pexkmma EXEC

KomaHoa

Aeilicmeue

macro apply word

macro trace word

word: (1..32) cumBonos

Mp1MeHAEeT yKasaHHbI MmaKpoc.

MpoBepsAeT yKas3aHHbI MaKkpoc Ha BaJIMAHOCTb.

show parser macro [ de-
scription [interface {giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group}] |
name macro-name]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
macro-name:
(1..32) cumsonos

OTobparkaeT NnapameTpbl HACTPOEHHbIX MaKPOCOB Ha
ycTpoicTae.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

BunAa 3anpoca KoMaHAHOWM CTPOKM pexxnma KoHduUrypaumm nHtepoeinca:

console (config-if) #

Tabnunua 5.9 — KomaHabl pexknuma KoHourypaumm nHtepdeiica

KomaHoa

Aleilicmeue

macro apply word

word: (1..32) cumsonoB

Mp1MeHAEeT yKasaHHbI MaKpoc.

macro trace word

word: (1..32) cumsonos

MpoBepseT yKasaHHbI MaKpPOC Ha BaNUAHOCTb.

macro description word

no macro description

word: (1..160) cumBonos

YcTaHaB/MBaeT CTPOKY-AECKPUNTOP MaKpoca.

YpanseT cTpoKy-4ecKpmnTop.
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5.5 KomaHabl ynpaBnaeHua cucremon

KomaHObl pexcuma EXEC

Tabnnuya 5.10 — KomaHabl ynpaBneHua cuctemon B pexkume EXEC

KomaHda

3HayeHue/ 3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D| host} [size
size]

[count count] [timeout
timeout]

host: (1..158) cumsonos;
size: (64..1518)/64 Bait;
count: (0..65535)/4;
timeout: (50..65535) /2000
Mmc

KomaHga cnyut ana nepegaum 3anpocos (ICMP Echo-
Request) npoTtokona ICMP ykasaHHOMY y3/1y CETH, a TaK XKe 4NA
KOHTpoAA nocTynatowmx oteetos (ICMP Echo-Reply).

- A.B.C.D - IPv4-appec y3na cetu;

- host — pomeHHOE UMA y31a ceTu;

- Size — pa3mep NakeTa ANs OTNPABKK, KONMYECTBO BalT B Na-
KeTe;

- count — KONNYECTBO NaKeTOB ANA Nnepesayn;

- timeout — Bpema 0XXnAaHWA 0TBETa Ha 3anpoc.

ping ipv6 {A.B.C.D.E.F| host}
[size size]

[count count] [timeout
timeout]

host: (1..158) cumBoNOB;
size: (68..1518)/68 baitT;
count: (0..65535)/4;
timeout: (50..65535) /2000
mc

KomaHaa cnyut ana nepegaum 3anpocos (ICMP Echo-
Request) npoTokona ICMP yka3aHHOMY y3/1y CETH, a TaK Xe, 415
KOHTpONsA noctynatowwmx oteeTos (ICMP Echo-Reply).
-A.B.C.D.E.F - IPv6-agpec y3na cetu;

- host — pomeHHOEe UMA y31a ceTu;

- Size — pa3mep NakeTa gas OTNPaBKKU, KOIMYECTBO 6anT B Na-
KeTe;

- count — KONNYeCcTBO NaKeToB ANA Nepesayn;

- timeout — Bpema OXKMAaHWA OTBeTa Ha 3anpoc.

traceroute ip {A.B.C.D [host}
[size size]

[ttl ¢t

[count count] [timeout
timeout] [source ip_address ]
[tos tos]

host: (1..158) cumBoN0B;
size: (64..1518)/64 baiiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;
tos: (0..255)/0

OnpegeneHve mapuwpyTa TpadpuKa 40 y31a Ha3HaYeHUs.

- A.B.C.D — IPv4-agpec y3na cetu.

- host — pomeHHOE MMA y31a ceTu;

- Size — pa3mep NakeTa ANs OTNPABKK, KOMYecTBO BalT B Na-

KeTe;

- tt/ — maKcMmanbHOe KOIMYECTBO Y4acCTKOB B MapLUpyTe;

- count — KONNYeCTBO MOMbITOK NepeAayn NakeTa Ha Kaxaom

y4acTke;

- timeout — Bpema 0XXUAaHMA OTBETA Ha 3anpoc;

- ip_address — IP-agpec uHTepderica KommMmyTaTopa, UCMO/b3ye-

MbIi AN Nnepeaayn NakeTos;

- tos — TN cepBuCa, NepeaaBaemblii B 3aros0BKke npoTokona IP.
OnucaHue olWN60K Npu BbINOJIHEHUN KOMAHA, U pe-
3yNbTaToOB NpuBeAEeHO B Tabamnyax 5.12, 5.13

traceroute ipv6
{A.B.C.D.E.F|host} [size size]
[ttl tt/]

[count count]

[timeout timeout] [source
ip_address ]

[tos tos]

host: (1..158) cumsonos;
size: (64..1518)/66baiirT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;
tos: (0..255)/0

OnpeaeneHne mappyTta TpadurKa 40 y31a Ha3HAYEeHus.

- A.B.C.D.E.F — IPv6-agpec y3na cetu.

- host — pomeHHOE UMA y31a ceTu;

- Size — pa3mep nakeTa ANA OTNPABKKU, KONMYeCTBO BalT B Na-

KeTe;

- tt/ — MaKcMManbHOE KOIMYECTBO Y4aCTKOB B MapLUPYTe;

- count — KONIMYECTBO MOMbITOK NepeAayn NakeTa Ha KaxXaom

yyacTke;

- timeout — Bpema 0XXnAaHWA O0TBETa Ha 3anpoc;

- ip_address — IP-agpec nHTepdeica KommyTaTopa, UCNob3ye-

Mblli ANA Nepesayn NaKeTos;

- tos — TN cepBuca, NepeaaBaemblii B 3aros10BKe NpoTokoa IP.
V OnucaHue own60K NpU BbINOHEHUU KOMAHA, U pe-

telnet
{A.B.C.D| host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

3y/NbTaToOB NpUBeAeHo B Tabamnuyax 5.12, 5.13
OTkpbiTve TELNET-ceccumn ans y3na cetu.
- A.B.C.D - IPv4-agpec y3na cetu;
- host — pomeHHOe MMA y31a ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT cnyxba Telnet;
- keyword — KntouyeBoe cnoBso.

OnucaHue cneuuanbHbix KomaHpa Telnet u katoueBbix
cnoB npueeaeHo B Tabnanuyax 5.14 , 5.15
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ssh {A.B.C.D | host} [port
port] [username username]
[cipher cipher]

host: (1..158) cumBonos;
port: (1..65535)/22;
username: (1..70) cumso-
nos

OTKpbITMe SSH-ceccun ans ysna cetu.

- A.B.C.D - IPv4-agpec y3na cetu;

- host — pomeHHOE MMA y31a ceTu;

- port — TCP-nopT, no KoTopomy paboTaeT cnyxba SSH;

- username — UMA NONb30BaTeNA, NOL KOTOPbIM HEOBXOANMO
BbINO/IHUTb BXOA,;

- cipher — BbI6Op MmeToaa wudpoBaHus. MoaaepKMBatoTca cie-
ayrouwme metoabl: 3des, aes128, aes192, aes256, arcfour. Mo
YMOIYQHUIO NpeanaratoTca Bce MeToapl.

resume [connection]

connection:(1..4)/
nocneaHAs yCTaHOB/IEHHas

MepekntoyeHune Ha gpyryto yctaHosaeHHyo TELNET-ceccuio.
- connection — Homep ycTaHoBneHHoM TELNET-ceccum.

[unit unit_id]

ceccus
show cpu counters - MpPOCMOTpP CYETYMKOB NAKETOB LEHTPAIbHOTO NpoLeccopa.
Show users ) OTtobparkeHne ElHd)opmau,MM 0 NONb30BaTENAX, UCMONb3YHIOLMX
pecypcbl ycTpoicTBa.
. OTob6parkeHne nHbpopmaumm 06 oTkpbITbiX TELNET-ceccusx K
show sessions - 9
YAaNEHHbIM YCTPOMCTBAM.
OTobparkeHne CUCTEMHOM MHPOPMALLMK KOMMYTATOPa.
show system o - unit_id — Homep yCTpOICTBa B CTeKe (418 KommyTaTopa, pabo-
[unit unit_id] unit_id: (1..4)/- Talowero B aBTOHOMHO'Nl pexunme, napameTp He Ucnosb3yeTca).
- MapameTp unit Nnpu BbINOHEHUU KOMaHAbI [OCTYNEH
H TO/IbKO B peXMme CTEKMPOBAHUA.
show version ) OTobparkeHne TeKyLLel Bepcun CVICTGI\:\HOFO NPOrpamMmHOro
obecneyeHuns, paboTaloLLero Ha ycTpoicTse.
OTobparkeHue 3arpysku pecypcos namatv TCAM (KOHTEHTHO-
agpecyemasn namsaTb).
show system tcam utilization unit_id: (1..4)/- - unit_id — Homep ycTpoICTBa B cTeKe (418 KommyTaTopa, pabo-

TaloLLero B aBTOHOMHOM PeXMMeE, MapameTp He UCnosb3yeTcsa).
MNapameTp unit Npu BbINONHEHUU KOMAHAbI AOCTYNEH

. TO/IbKO B peXXmme CTeKMpoBaHUA.

KomaHga «show sessions» oTobpakaeT Bce yganeHHble coegUuHEeHUA TONbKO U3 TeKylueW
e ceccum. [laHHaA KOMaHAa UCNonb3yeTca cnegylowmm obpasom:
1. BbINONHUTL NOAKAOYEHUE K YAANEHHOMY YCTPOMCTBY C KOMMYTAaTopa C NMOMOLUbIO
TELNET nnun SSH;

2. BepHYTbCA B POAUTENbCKYIO ceccuto (Ha KommyTaTop). [nA 3Toro HaxkaTb KOMGUHaUUIO
Knasuw <Ctrl+Shift+6>, otnyctutb M Haxatb <x> (uKc). Mpousoiiaér nepexon B B
POAUTENbCKYIO CECCUIO;

3. BbINONHUTb KOmaHAy «show sessions». B Tabnuue A0MKHbI NPUCYTCTBOBaTb BCe
ucxoaaLmMe coeguHeHUs B TEKyLLeln ceccuu;

4. ANA TOro YTobbl BEPHYTLCA K CECCUMU YAANEHHOIO YCTPOIiCTBA, HEO6XOAUMO BbINOAHUTD
KomaHay «resume N», rae N — Homep coeguHeHMA U3 BbiBOAA KOMaHAbl «show
sessionsy.

KomaHObI pexcuma privileged EXEC

3anpoc KomaHgHoM cTpoKu B pexume privileged EXEC numeet cneayrowmii Bua;

console#

Tabnnua 5.11 — KomaHabl ynpasaeHuns cuctemomn B pexkume privileged EXEC
3HayeHue/ 3Ha4yeHue no
YyMOMYAaHUO

KomaHoa Aelicmeue

reload [unit unit_id] KomaHga cny»KuT ana nepesanycka ycTpoMcTBa.

it_id: (1.4 . "
unit_id: (1..4) - unit_id — Homep yCTPOCTBa B CTEKE.

reload in time YcTaHOBKa NpoMeKyTKa BPeMeHU, Yepes KOTOopbIA npounsonaeT

time: (mmm | hhh:mm) M
OT/IOKEHHanA nepesarpyska ycTponcTea.

reload cancel -

OTMeHa OT/I0KEHHOM Nepesarpysku.
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show cpu utilization

OTo6pakeHne CTaTUCTUKMU MO YPOBHIO 3arpy3Ku PecypcoB LieH-
TpasbHOro Npovueccopa.

show cpu input-rate

OTobparkeHne CTaTUCTUKM MO CKOPOCTU BXoZAWMX dpelimos, 06-
pabaTbiBaeMbIX NPOLLECCOPOM.

show cpu input-rate detailed

OTobparkeHne CTaTUCTUKM MO CKOPOCTU BXoaaWwmxX dpeiimos, 06-
pabaTbiBaeMbIX NPOLLECCOPOM MO TUNY TpadmKa.

show cpu rate-limits

OTobparkeHne orpaHMYeHuii N0 CKOPOCTU ANA BXOAALMX dpeit-
MOB, 06pabaTbiBaeMbIX MPOLLECCOPOM.

show tasks utilization

OTo6pakeHne CTaTUCTUKMU MO YPOBHIO 3arpy3Ku Pecypcos LeH-
TPasibHOro NPOLLECCcopa AR KaX4oro npowecca.

show tech-support [config |
memory]

OtobparkeHne wuHbopmaumm o6 ycTpoiicTBe, Heobxoanmoit
[O/1A HAYabHOM ANArHOCTMKM Npobiem.
BblBOA KOMaHAbl NpeacTaBnset coboit KoOMBUHaUMIO BbIBOAOB,
nepeYnCceHHbIX HUXKE KOMaHA:

- show clock

- show system

- show version

- show ip interface

- show ipv6 interface

- show stack

- show running-config

- show interfaces configuration

- show interfaces status

- show vlan

- show interfaces switchport

- show spanning-tree info

- show bridge multicast address-table
- show ip igmp snooping groups

- show ipv6 mld snooping groups

- show dot1x

- show dotlx users

- show interfaces counters

- show users

- show sessions

- show logging file

- show logging

- flash info

- show bootvar

- buffers info

- memory info

- proc info

- show cpu utilization

- components versions

clear cpu counters

O6HyneHme CYETYMKOB NaKeTOB UEHTPaNbHOrO npoueccopa.

show system id
[unit unit_id]

unit_id: (1..4)/-

OTobparkeHne WHPOPMALMM  CUCTEMHOW  MAEHTUOUKaLUK
yCTpoiCTBa.
- unit_id — Homep yCTpoMcTBa B CTeKe (419 KommyTaTopa, pabo-
TaloLero B aBBTOHOMHOM PeXKMmMe, NapameTp He UCMosb3yeTcs).
Mapamertp unit_id npu BbINOJIHEHUM KOMAHAbI [0CTY-
H NeH TONbKO B PeXKUMeE CTEKUPOBAHUA.

show system defaults
[{management|ipv6|802.1x|
port|fdb | multicast| port-
mirroring | spanning-
tree|vlan|voice-vlan|net-
work-security| dos-attacks |
ip-addressing| qgos-acl }]

OTobparkeHne 3aBOACKMX HACTPOEK YCTPOMCTBA.

show system mode

OTobparkeHne MHPopmaumumM o0 napameTpax GpuUAbTPaLUM Tpa-
duka.

show system resources tcam

OTobparkeHne noapobHom nHdopmaLmMm 06 MCNoNb30BaHWUMU pe-
cypcos TCAM (Ternary Content Addressable Memory).

show system tcam utilization

OTo6paskeHune KpaTKoi MHGOpPMaLMM 06 UCNONb30BaHUM pecyp-
co TCAM (Ternary Content Addressable Memory).
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- Mpumep Mcnoab30BaHUA KOMaHAbI traceroute:

console#traceroute eltex.com

Type Esc to abort.
Tracing the route to eltex.com (148.21.11.69)
1 gateway.eltex (192.168.1.101) 0 msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 * *x %

Tabnumua 5.12 — OnucaHue pesynbTaToB BbINOJHEHWUA KOMaHApI traceroute

Mone OnucaHue
1 MopAAKOBbIN HOMEP MapLIPYTM3aTOpPa B NMYTU K YKa3aHHOMY Y3y CETH.
gateway.eltex CeTeBoe MMA 3TOro MapLIpyTM3aTopa.
192.168.1.101 IP-agpec aToro mappyTtusatopa.

Bpems, 3a KOTopoe nakeT 6bl1 NepesaH 1 BEPHYJ/ICA OT MapLpyTU3aTopa. YKasblsa-

0 msec 0 msec 0 msec .
eTCA ANA KaXA0W MONbITKM Nepeaaym nakeTa.

Mpw BbINOAHEHUM KOMaHApI traceroute MoryT NPonU3onTU OWNBKKM, onncaHue oWMBOoK NpuBeaeHO B
Tabnunue 5.13.

Tabnmua 5.13 — OwmnbKM Npm BbINOIHEHMN KOMAHAbI traceroute

Cumeon owubku OnucaHue
* TamayT Npu NonbITKe Nepesayum naketa
? HewnsBecTHbI TMN NaKeTa
A AZMUHUCTPATMBHO HegocTyneH. O6bIYHO NPOUCXOAUT NpU 6IOKMPOBAHUM UCXO4A-
wero TpadumKa no npasmnam B Tabamue gocrtyna ACL.
F TpebyeTca pparmeHTaums 1 yctaHoBKa 6mTos DF
H Y3en cetu HepoCTyneH
N CeTb HegOCTYNHA
P MpoToKkon HegocTyneH
Q MCTOYHMK nogaBieH
R NcTekno Bpems noBTopHOM cbopKkn dparmeHTa
S OwnbKa ncxoaalero mapLupyTa
U MopT HepocTyneH

MporpammHoe obecneyeHune Telnet-kaMeHTa KomMyTaTopa NOAAEPKUBAET CNeLManbHble KOMaHAbl —
OYHKLMU KOHTPOAA TepMUHana. [NsA BXxo4da B peXxum cneumasnbHbiX KOMaHA BO Bpema akTueHoi Telnet-
ceccumn ncnosibayeTtcs KombuHauma Knasmw Ctrl-shift-6.

Tabnuua 5.14 — CneumanbHble KomaHabl Telnet

CneyuanvHaa KOMAaHOd Ha3HauyeHue
AN D Mepenatb no telnet paspbiB coeanHeHun
AN C MNepepatb no telnet npepbiBaHmne npouecca (IP)
AN K Mepeaatsb no telnet yganeHne cumeona (EC)
AN O Mepeaatb no telnet npekpatteHue sbisoga (AO)
ARt MNepepatb no telnet coobweHune «Are You There?» (AYT) 419 KOHTPONS NOAKNtOYE-
HUA
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ANy Mepepatb no telnet ctupaHue ctpokm (EL)

AN X Bo3BpaT B peXXMM KOMaHAHOM CTPOKM

Tak»e BO3MOKHO MCNONb30BaHME JONOAHUTEbHbLIX ONUMIA NPU OTKPbITUKM Telnet-ceccum:

Tabanua 5.15 — Kntouesble c10Ba, MCNonb3yemble Npu oTKpbITUK Telnet-ceccum

Onyus OnucaHue
/echo JloKanbHO BKAKOYAET GpyHKUMIO echo (NodaBneHue BbIBOAA HA KOHCO/b)
/quiet He fonycKaet BbIBOA, BCeX COOBLEHUI NporpamMmmHoro obecneyenus Telnet

/source-interface Onpepenset UHTEPHENC-UCTOYHUK

BkntouaeT 06paboTKy NOTOKA, KOTOPbIV paspeliaeT HesawmweHHoe TCP-coeamHe-
Hue 6e3 KOHTpoNA nocnegosaTenbHocTel Telnet. MoTokoBoe coeanHeHne He 0bpa-
6aTbiBaeT Telnet-onumm 1 MoXKeT NCNONb30BaTLCA ANA NOAKNOYEHUA K NOPTaM, Ha
KOTOpbIX 3anyLeHbl Nporpammbl KonuposaHusa UNIX-to-UNIX (UUCP) nnbo apyrue
NpoToKo/bl, He ABnAtolWMeca Telnet-npoTokonamu.

/stream

KomaHObI docmynHbie 8 pexcume 21060716H020 KOHGDU2YPUPOBAHUSA:

3anpoc KOMaHAHOW CTPOKK B peXKnMe r106anbHOro KOHPUrypMpoBaHUA UMEET Cleayowmnin BUa,:

console (config) #

Tabanuya 5.16 — KomaHabl ynpaBaeHUa CUCTEMOM B pexkume rnobanbHOro KoOHGUrypmpoBaHus

KomaHoa

3HayeHue/ 3HayeHue no
YMOMYAHUIO

Aelicmeue

hostname name

no hostname

name: (1..160) cumsonos/-

KomaHpa CNYAKUT ONA 3aaHNA CETEBONr0O UMEHU yCTpOVICTBa.

BepHyTb ceTeBoe nma yCTpOVICTBa B 3Ha4YeHne No ymon4yaHuio.

service PaspewmnTb YyCTPOMCTBY NPOrPaMMHO M3MepPATb YPOBEHb 3a-
cpu-utilization rPY3KM PecypcoB LLeHTPaAbHOro Npoueccopa KommyTaTopa.
-/BKIOYEHO
no service 3anpeTuTb YCTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3a-
cpu-utilization rPY3KU PECypcoB LLEHTPAIbHOIO NpoLeccopa KOMMyTaTopa.
PaspelnTb YCTPOIMCTBY MPOrPaMMHO M3MEPATb CKOPOCTb BXO-
service cpu-input-rate aawmx dperimos 06pabaTbiBaeMbIX LLEHTPaIbHbIM NPOL,Eecco-
pom KommyTaTopa.
-/BKOYEHO

no service cpu-input-rate

3anpeTnTb YCTPOWCTBY NPOrPamMMHO U3MePATb CKOPOCTb BXO-
AAwmx peiimos ob6pabaTbiBaeMbiX LLeHTPabHbIM NPOLLECCo-
pom KommyTaTopa.

service cpu-rate-limits traf-
fic limit pps

traffic: (http, telnet, shh,
snmp, ip, link-local, arp-
switch-mode, arp-inspec-
tion, stp-bpdu, other-bpdu,
dhcp-snooping, igmp-
snooping, mld-snooping,
sflow, log-deny-aces,
dhcpv6-snooping vrrp,
other);
pps: (8..1024)

YCcTaHOBKa OrpaHUYEeHNU CKOPOCTU BXOAAWMX GpeiimoB ans
onpegeneHHoro Tvna Tpaduka.
- pps - NAKETOB B CEKYHAY.

service tasks-utilization

no service tasks-utilization

-/BbIK/IIOYEHO

PaspewwnTb yCTPOMCTBY NPOrPaMMHO M3MEPATb YPOBEHD 3a-
rPY3KM PECcypcoB LLeHTPaNbHOro NpoLLeccopa KOMmyTaTopa
AN KaXK4oro CMCTEMHOro npouecca.

3anpeTuTb YCTPOMUCTBY NPOrPamMMHO U3MepPATb YPOBEHb 3a-
rPY3KM PECcypcoB LLeHTPaNbHOro NpoLLeccopa KOMmyTaTopa
AN KayK40ro CMCTeMHOro npouecca.

reset-button {enable | dis-
able| reset-only}

-/BKNOYEHO

HacTpoiika peakuuu KOMMYTaTOPa Ha HaKaTne KHOMKM F.
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- enable — npy Ha)KaTUM Ha KHOMKY A4/IMTeNbHOCTbIO MeHee 10
C NPOMCXOAMT NepesarpysKa yCTPOMCTBa; MPU HaxKaTUM Ha
KHOMKY AnutenbHocTbio 6onee 10 ¢ nponcxoamT cbpoc
YCTPOMCTBa A0 3aBOACKON KOHUrypauum;

- disable — He pearvpoBaTb (0TKAlOUYEHa);

- reset-only — ToNbKO Nepesarpyska.

5.6 YnpasneHue cTeKOM KOMMYTaTOpPOB

CTeK KOMMYTaTopoB GYHKLMOHUPYET KaK eIMHOe YCTPOMCTBO M MOMKET BK/HOYaTh A0 3-X yCTPOMcTB?,
UMeoLNX cneaytowme poan, onpeaensemble Ux naeHtTudurkatopamum (StackiD):

=  Master (StackIiD 1) — BeayLwmint KOMMYTaToOp, OH YNpPaBAAeT BCEMM YCTPOMCTBAMM B CTEKE.

=  Backup (StacklD 2) — pesepBHbili Beaywmit KommyTtaTtop. EcnnM B cTeKe npucyTcTByeT U
KOPPEKTHO yHKUMOHMpYeT ycTpoictBo co StackiD 1, To 3TOT KommyTatop ABAseTCA
noAunHeHHbIM. MpK Bbixoge M3 cTpos master-kommyTtatopa backup 6eper Ha cebsa ponb
BeAywWwero ycTpoictBa. B npouecce paboTbl NPOMCXOAUT CUHXPOHM3AUMA  startup
KoHdUrypaumm mexay master n backup.

=  Slave (StacklD 3) — nogYMHEHHbIA KOMMYTaTOp. TaKoM KOMMYTaTOp He MOXeT paboTaTb B
OTCYTCTBME BeAyLLEro yCTPOMCTBa.

B perKMme CTEKMPOBaHWA KOMMYTATOPbI MCNOJb3YIOT Napy NOPTOB ANA CUHXPOHM3ALMM CTeKa. Bbibop
MOPTOB 3aBMCUT OT MOAE/IM KOMMYTaTOpa:

=  MES1024 ncnonbsyet Gi0/1 n Gi0/2;

=  MES1124, MES1124M wncnonbsyet Gi0O/3 n Gi0/4;

=  MES2124, MES2124P, MES2124M, MES2124MB ucnonb3ytot Gi0/27 n Gi0/28;
=  MES2208 —TBD.

MopTbl, 3aHATbIE ANA CTEKMPOBAHMA, MUCMNONb3YIOTCA AN Mepefayn Cny>ebHoh MHbopmaumm u
TPAH3UTHOrO TpaduKa Mexay KOMMyTaTopaMu cTeKa. [oaaep:kuBatoTca ABe TOMOJIOMMWU COepMHEHMUA
YCTPOWCTB B CTEKE — KO/bLEBAA W NNHelHaA. PekomeHayeTcA MCNONb30BaTb KOJIbLLEBYIO TONOOMMIO ANA
NOBbILEHMA OTKAa30yCTOMYMBOCTM CTEKA.

KomaHOb1 pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKU UMEET C/ieAyoLWmin BUA,:

console#

Tabnnua 5.17— basoBble KOMaHAbl, A4OCTYMNHble B pexxunme privileged EXEC

3Ha4eHue,
KomaHoa / .
3Ha4eHue o Aelicmeue
YMOAYAHUIO
Onpegenset pexxnum paboTbl KOMMyTaTOpa:
. - standalone — KommyTaTop MOXeT paboTaTb KaK CamocToATEIbHOE
unit mode

-/standalone YCTPOICTBO;
- stackable — kommyTaTop MOXKET paboTaTb B pexmnme cTeka.
CMmeHa pexuma NpoucxoauT Noc/ie nepesarpyskn KOMMyTaTopa.

{standalone|stackable}

HasHauaeT Homep ycTporicTBa «stack-id» nokanbHomy ycTpoicTay (Ha
KOTOPOM BbIMO/IHEHA KOMaHAa). KomaHaa MoeT 6bITb MCNONb30BaHa B
stack-id: (1..3)/1 perkmume «standalone» unm B pexkume «stackable» Ha Begywem ycTpoit-
ctBe. CMeHa Homepa yCcTpolicTBa NPOU30MAET Noc/ie Nepes3arpyski Kom-
myTaTopa.

unit renumber local after-
reset stack-id

1 B TeKkyLLelt Bepcun nporpaMmMHoro obecneyeHus.
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unit renumber current-id
after-reset new-id

HasHavaeT HOBbIV HOMEp YCTPOMNCTBA «New-id» KOMMyTaTopy C HOMe-
pom «current-id». KomaHga moxKeT 6bITb UCMOb30BaHa TONILKO HA Be-
Ayliem yCTpoicTBe cTeka.

CmeHa Homepa ycTpoMncTBa NPoU3oNAET nocae nepesarpysku sToro
yCTpOMCTBa.

current-id: (1..3)
new-id: (1..3)

show unit [stack-id]

OTobparkaeT MHPopMaLMio 06 YCTPOMCTBAX, BXOAALMX B CTEK.

Mpu BBOAE KOMaHAbI 6€3 napameTpa oTobparkaeTca KpaTkaa nHbopma-
stack-id: (1..3) LA 060 BCex yCTpomcTBax CTeKka.

Mpu ykasaHuu «stack-id» oTobpaxkaeTtca noapobHas nHPopmauma o Bbl-
H6paHHOM yCTpoicTBe.

- I'Ipmmep MCNONb30BaHUA KOMaHAbl show unit:

Unit:

MAC address:
Master:
Product:
Uplink unit:
Status:
Active image:

console#show unit 1

1

a8:f9:4b:81:61:40

Enabled.

MES-2124. Software: 1.1.16
0 Downlink unit: O.

master

imagel.

Selected for next boot: imagel.

Topology is Chain

Stack image auto synchronization is enabled
Unit Mode After Reset: stacking

Unit Num After Reset: 1

Tabnumua 5.18 — OnucaHue pesynbTaToB BbINOJHEHMA KOMaHAbl «show unit»

lMone OnucaHue
Unit: NpeHTUdMKaTOp BbIBPAHHOIO YCTPOKCTBA
MAC address: MAC-agpec KommyTaTopa
Master: PaspeleHune cTaTb BeAYyLWMUM YCTPOMNCTBOM B CTEKE
Product: OnucaHue mozenn KommyTtaTopa
Uplink unit: NpeHTUdMKATOP KOMMYTaTOPa, MOAKAOYEHHOTO K BEPXHEMY CTEK-NOPTY BblOPaH-

HOro yCTpPOMCTBa

Downlink unit:

NaeHTUGMKATOP KOMMYTATOPa, NOAKAOYEHHOTO K HUIKHEMY CTEK-MOPTY BblbpaH-
HOro yCTPOWMCTBa

Status:

TeKyLw,an poib KOMMYTaTOpPa B CTEKe

Active image:

AKTMBHbIN 06pa3 MO

Selected for next boot:

O6pas N0, KoTopbIi byaeT akTUBHbLIM NOCAE Nepe3arpysku

Topology is

TeKyLiaa TONos0rMA cTeKa - chain (Lenoyka) unu ring (Konbyo)

Unit Mode After Reset:

Pexknm paboTbl KOMMyTaTOpa nocne nepesarpysku — standalone/stacking

Unit Num After Reset:

NaeHTUGMKaTop KOMMyTaTopa, KOTOPbI NPUMEHUTCA Noc/e NnepesarpysKku

‘ YcTpoiictBa ¢ oaguHaKoBbIMU naeHTuduKatopamm «Unit ID» He moryT pa6oTaTb B 04HOM

e Rl CTekKke.

5.7 KomaHpgbl ANA HACTPOUKM NApPaMeTPOB ANA 3a4aHUA Nnaponen

[laHHbIN KOMMNEKC KOMaHA npeaHasHadYeH A1 3a4aHMA MUHMMAbHOMN CIOXKHOCTM Napons, a TakKe
A9 3a4aHMA BPeMeHU AeNCTBMA Napons.
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KomaHObl 0ocmynHbie 8 pexcume 21060716H020 KOHGDU2YPUPOBAHUA:

3anpoc KOMaHAHOW CTPOKK B pPeXXMME r106anbHOro KOHGUIypUpPoBaHUA UMEET CAeayIOWNA BUA:

console (config) #

Tabanua 5.19 — KomaHabl ynpaBaeHMa CUCTEMOM B peXume rnobasbHOro KOHGUrypmpoBaHUsA
3HayeHue/ 3HayeHue no

KomaHoa Aelicmesue
yMoOAYaHuro
3afaeT Bpems KU3HKW naponeit. Mo ncteyeHnto 3afaHHOro
passwords aging age CpoKa 6yaeT NpeanosKeHo CMeHUTb Naposb. 3HadeHune 0 roso-
age: (0 .. 365)/0 anen PUT O TOM, 4TO BPEMSA KM3HW Naponelt He 3a4aH0
no password aging BoccTaHaB/MBaAET 3HaYEHME NO YMONYAHUIO
passwords complexity ena-
ble -/BbIKAOYEHO BK/toYaeT orpaHunyeHue Ha Gopmat napons
BK/lOYaeT orpaHuyeHue, 3adatoee MMHUMaAbHOE Konunye-
passwords complexity min- CTBO K/1aCCOB CMMBOJIOB (CTPOYHble BYKBbI, 3arnaBHble ByKBbI,
classes value uMdpbl, CUMBObI)
value: (0..4)/3
no passwords complexity
. BoccTaHaB/MBaET 3HaYEeHME N0 YMOAYAHUIO
min-classes
passwords complexity min- BK/lOYaeT orpaHMYeHne Ha MUHUMabHYIO AJIMHY Napons.

length value
value: (0..64)/8

no passwords complexity

. BoccTaHaBMBaeT 3Ha4YeHWe No YMOHaHWIo
min-length

BkntoyaeT orpaHuMyeHue, 3agatoLLee MakCMMabHOE Konnye-
CTBO nocneanoBaTe/IbHO NOBTOPAOWMXCA CUMBO/IOB B HOBOM

number: (0..16)/3 napone.

passwords complexity no-
repeat number

no password complexit
P P y BoccTaHaB/AMBaET 3HaYEeHME MO YMONYAHUIO

no-repeat
passwords complexity not- 3anpeLaeT Npy CMeHe Napo/is UCNO/b30BaThb B KAYEeCTBE HO-
current BOrO CTapbli

-/BKOYEHO
no passwords complexity o

PaspeluaeT NCNoONb30BaTb CTapblii NAPOab NPU CMeHe

not-current
passwords complexity not- 3anpeLaeT UCNO/Ib30BaTb B KAaYECTBE Napo/isi UMsA NOb30Ba-
username Tena

-/BKAIOYEHO
no passwords complexity PaspeluaeT MCNONb30BaTb B KaYecTse Napoas MMA No/b30Ba-
not-username Tena

Tabnunua 5.20 — KomaHabl ynpasneHus cuctemolt B pexkume Privileged EXEC

KomaHoa Aelicmeue

show passwords

) ) OTobparkaeT MHPopmaLuio 06 orpaHUYEHMAX Ha Naponu
configuration P bopmay, P P

5.8 Paborta c paitnamu

5.8.1 OnucaHue aprymeHTOB KOMaHA,

Mpu ocywecTeieHMM onepauunii Hag galinamm B KauecTBe aprymeHTOB KOMaHA, BbiCTynatoT agpeca URL
— onpeAenuTenn MecTOHaxoXaeHua pecypca. OnucaHMe KAk4veBbIX CN0B, UCMOJ/b3YEMbIX B Oonepauusax,
npueeaeHo B Tabnumue 5.12.
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Tabnumua 5.21 — Cnrcok KAoYeBbIX C/I0B U UX ONUCaHNe

Knrouesoe cnoso

OnucaHue

flash://

McxoaHbIv afpec Unu agpec MecTa HasHauYeHWUs A8 SHeProHe3aBUCUMO NaMATU. IHeproHe-
3aBMUCKHMan NaMATb UCMOb3YETCA N0 YMoNYaHuio, ecam agpec URL onpepeneH 6e3 npedukca
(npedukcamu asnstotea: flash:, tftp:, scp:...).

running-config

daiin TekyLLet KOHOUrypaumm.

startup-config

®aiin nepBoHaYabHOM KOHOUTypauuu.

Ecnm ucxogHbli daiin — faHHbIM 06pas akKTUBHbIN.

image o . . o
ECnv yaaneHHbli ¢painn — 4aHHbIN 06pas He aKTUBHBIN.

boot 3arpy3ouHblii dann.
UcxopHbI agpec nnm agpec mecta HasHadeHua ana TFTP-cepeepa.

titp:// CuHtakcuc: tftp://host/[directory/] filename. ) .
host — mokeT 6bITb IPv4-agpecom Uan ceTeBbiM MMeHeM YCTPOoIcTBa, directory — KaTanor,
filename — umsa daina.
UcxopHbIV agpec unv agpec mecta HazHadeHua ana SSH-cepsepa.

scp:// CuHTakcmc: scp://[username[:password]@]host/[directory/] filename
username — MMa Nonb3oBaTens, password — naponb nonb3osatens, host — IPv4 agpec unm ce-
TeBOe MMSA YCTPOICTBa, directory — kaTanor, filename — umsa daiina.

xmodem: McxoaHblii agpec daiina npy ncnonb3oBaHUM NpoToKkoaa X-modem no nocseaoBatesibHOMY
coeanHeHMI0.

unit://member,/ startup- KoHurypaumoHHsbiit daiin, cnonbayemblii NPy 3anycke yCTpOVICIBa.

config member — MmoxeT 6bITb IP-agpecom Uan ceTeBbiM UMEHEM YCTPOWCTBA B CTEKE.

unit://member/ image

®aiin cuctemHoro MO Ha ycTpoMncTBe MM Ha OAHOM U3 YCTPOMCTB CTeKa. 1A KoNnMpoBaHuA ¢
BeZyLLLEero yCTPOMCTBa Ha BCe OCTa/ibHble MOZY/IN MOXKHO B 3n1eMeHTe member UCno/b30BaTb
«*»,

member — moxeT 6bITb IP-afpecom uam ceTeBbiM UMEHEM YCTPOWCTBA B CTEKeE.

3arpy3ouHbliii Gaitn Ha YCTPOWCTBE UM HA OAHOM U3 YCTPOMCTB cTeKa. [11a KONMMpoBaHMWsA € Be-
[yLLero ycTpoicTBa Ha BCe OCTa/lbHble MOAY/IM MOXKHO B 3N1eMeHTe member UCNO/b30BaTb

unit://member/ boot "y
member — MoXeT bbiTb IP-aipecom UM ceTeBbiIM UMEHEM YCTPOWCTBA B CTEKE.
null: MycToe mecTo HazHa4YeHUa ansa Konui nnm Gainnos. MoXKHO KONWMPOBaATb YAANEHHbIN dain K
' NycTOMYy yKasaTento, YTobbl OnpeaenuTs ero pasmep.
logging Paiin c uctopmein KomaHa,
unit:;//member/ backup- Pe3sepBHbIvi pann KOHOUIypaLuum Ha YyCTPOMUCTBE MAM Ha OAHOM U3 YCTPOMCTB CTEKa.
config member — moXKeT bbITb IP-agpecom UM ceTeBbIM UMEHEM YCTPOICTBA B CTEKE.

5.8.2 KomaHpgb! ana pabotbi ¢ paitnamm

KomaHabl ana p360TbI C d)aﬁnalvm AOCTYNHbI TONIbKO NpUBnNIErMpoBaHHOMY NOJ/1Ib30OBATE/IO.

3anpoc KomaHgHoM cTpoKu B pexxkume Privileged EXEC nmeeT cneayrowmin BuAa;

console#

Tabnunua 5.22 — KomaHabl ans pabotbl ¢ dpaiinamm B pexkmume Privileged EXEC

KomaHda 3HayeHue Aelicmeue
copy source-url destina- KonuposaHwue daiina ns MecTtononoxeHma UCTOYHMKA B Me-
tion-url [snmp] CTONONOXEeHNe HazHaYeHunA.
source-url: - SNMp — UCNOJIb3yeTcA TONIbKO KOrAa KONMpoBaHMe OCYLLeCcTB-

naetca us/e startup-config. CneunduumpyeT ucnonb3osaHme
MCXOAHOTO agpeca UM agpeca mecta HasHadeHus B popmate
SNMP;

- source-url — mectononoxeHue Konupyemoro daina;

- destination-url — appec mecTa HasHayeHun, Kyaa dann byget
CKOMUPOBaH.

(1..160) cumBonos;

destination-url:
(1..160) cumeonos;
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copy source-url image

copy source-url/ boot

copy source-url running-
config

copy source-url startup-
config

copy running-config desti-
nation-url

copy startup-config desti-
nation-url

KonuposaHue datina cuctemHoro MO ¢ cepBepa B SHeproHesa-
BMCMMYIO NaMATb.

KonupoBaHue 3arpy3oyHoro ¢aiina c cepsepa B aHeproHesa-
BUCHMYIO NaMATb.

KonuposaHue daiina KoHoUrypaLmm c cepsepa B TEKYLLYHO
KoHbUrypauuio.

KonuposaHue dalina KoHoUrypaumm c cepsepa B NepBoOHa-
YanbHY KOHOUrypauuio.

CoxpaHeHue TeKkyLen KoHOUrypauum Ha cepeepe.

CoxpaHeHWe NepBoHa4YanbHOW KOHOUIypaLuu Ha cepsepe.

copy running-config
startup-config

CoxpaHeHue TeKyLLein KoHUrypaLmm B NepBOHAYaNbHYO KOH-
durypaymtio.

copy running-config file

CoxpaHeHue Tekywen KoHGUrypauum B 3aaHHbIN pe3epBHbI
dawin KoHduUrypauum.
Mopaep:knsaeTcsa Asa palina KoHOUrypaumm.

copy startup-config file

CoxpaHeHue nepBoHa4YaibHOM KOHPUIypaLmMu B 3afaHHbIN pe-
3epBHbIN dalin KoHOUrypauum.

copy running-config
backup-config

CoxpaHeHue Tekyuein KoHdUrypaumm B pesepBHblid ¢paiii KoH-
durypauuu.

copy startup-config
backup-config

CoxpaHeHue nepBoHaYaNbHOW KOHOUIYpaLun B pe3epBHbIit
daiin KoHpuUrypauuu.

dir

OTobparkaeT cnucok ¢ainnos Bo GA3LW-NaMATh

more {flash.//<file> |
startup-config | running-
config | mirror-config |
<file>}

<file>: (1..160) cumBonos

OTobparkaeT cogepmmoe daina.
- startup-config — otobparkaeT cogeprkmumoe daina nepsoHa-
YanbHOM KOHbUrypauuu;
- running-config — oTobparkaet cogeprkumoe dalina Tekyuien
KOHpUrypaumm;
- flash:// — oto6paxaet daiinsl ¢ USB flash-Hakonuteneit;
- mirror-config — oTobparkaeT cogepkumoe daiia Tekyemn
KOHOUIrypaumm c 3epkana;
- file — vima darina.
l 0 daiinbl otobpaxkarTtca B popmare ASCII, 3a ucknio-
H yeHnem image, KoTopble oTo6parkaloTca B LECTHa-
puatepuyHom popmare.
* prv ¢aitnbl He oTo6paxkaroTca.

delete url

Yaanenue danna c dsw-namaTi ycTponcTsa.
daiinbl *.prv, image-1 1 image-2 He MOryT 6bITb yAaNEHbI.

delete startup-config

YpaneHue ¢aiina nepBoHa4ya bHON KOHPUrypaumm.

boot system
[unit unit] {image-1| im-

OnpegenseT daiin cuctemHoro MO, KoTopbln ByaeT 3arpyKeH
npu 3anycke.

unit: (1..4) . o
age-2} - unit — Homep ycTpoicTBa B CTeKe (An1A KoMMmyTaTopa, paboTa-
IOLLLEr0 B aBTOHOMHOM PeXUMme, NapameTp He MCNosb3yeTcs).
boot system inactive-im- 3arpysKa c HeakTMBHOrO daina cuctemHoro MNO. MoBTOPHbLIN
age [unit unit | all] . BBO/, KOMaHAb! AenaeT akTMBHbIM TekyLwmi daiin MNO.
show running-config - OTobparkaeT cogeprumoe daina TekyLen KoHdurypauuu.
show startup-config OTobparkaeT cogepxunmoe paina nepBoHavasbHON KOHUTY-
pauuu.
show bootvar [unit unit] MoKasbiBaeT aKTUBHbIN $aitn cuctemHoro MO, KoTopbIl
YCTPOWCTBO 3arpy»<aeT npu 3anycke.
(1.4 - unit — Homep ycTpoicTBa B CTeKe (A7 KommyTaTopa, paboTa-
unit: (1..
(1..4) IOLLLEr0 B aBTOHOMHOM PeXKUMe, MapameTp He MCMO/b3yeTcs).
' Napamertp [unit unit] npu BbINONHEHUU KOMaHAbI
& AOCTYNEH TONIbKO B PEXKUMe CTEKMPOBaHUA
write [memory |terminal] CoxpaHeHwue TekyLel KoHdurypaummn B Gaiin nepsoHavab-
HOM KOHUrypaumm.
rename url new-url url: (1.. 160) N3meHeHWe nmenu daina.
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- url — Tekywee umsa daiina;
- new-url — HoBoe nma daiina.

CyLLecTBYIOT HEKOTOPbIE HEAONYCTUMbIE KOMBUHAL MM MECTONOJIOMKEHMA U MECTa Ha3Haue-
e HUA. Henb3a KONUPOBaATb B CAEAYIOWMNX CAYYAAX:

—  ecnm UcxoaHbin ¢gaiin u ¢paiin Ha3sHauYeHMs — OAUH U TOT XKe Ppain;

— Xmodem He moxKeT 6bITb agpecom HasHavyeHusA. Mo X-modem c agpeca uc-
TOYHUKaA ¢aitn moxKeT 6biTb CKONUPOBAH TObKO B ¢aiin cuctemHoro MO, B
3arpy3ouHblii ¢aiin nau s null;

— cepBep TFTP He mo3KeT BbITb agpPecom UCTOUHUKA U afpecom HasHauyeHuA
ONA O4HOI KOMaHAbl KONUPOBaHUA;

— *.prv ¢aiinbl He moryT 6bITb CKONMPOBAHbI MU NPOYUTAHDI;

— KonupoBaHue K/OT yCTPOICTB CTeKa, paboTalowmx B Be4,0MOM peXKume, BO3-
MO3KHO TONbKO Ana ¢aitna cuctemuoro MO u daiina HauaNbHOro 3arpysumKa.

Tabanua 5.23 - OnncaHMe NPU3HAKOB KONMPOBAHWMA

lpusHak OnucaHue

Bock/MuaTe bHbI 3HaK 03HAYaEeT, YTO MPOLLECC KOMMPOBAHUA MAET ycnewHo. Kasx-
| [bli BOCKNMLATE/IbHBIN 3HAK YKa3blBaeT Ha YCMeLwHyo nepeaady AecaTy NakeTos
(512 6aitToB KaxAabli).

TouKa 03Ha4aeT, YTo NpoLEecc KoNMPoBaHMUA NpepsaH. HECKONBKO ToYeK noapAas,
O3Ha4aeT, YTOo B Npouecce KONMpoBaHMA BO3HUKNa owmnbKa.

[pumepbl UCM016308AHUS KOMAHO.

= Ypanutb ¢ann test s sHeproHe3aBUCUMON NaAMATH:
console# delete flash: test

Delete flash:test? [confirm]

Pe3ynbTaT BbINONHEHMA KOMaHAbI: MOC/e NOATBEPXAEHUA d)aﬁn 6YAET yYAaneH.

5.8.3 KomaHapbl gna pesepBUpoBaHUA KOHPUrypauum

B gaHHOM pasgenie onncaHbl KOMaHAbl HACTPOMKM pe3epBMPOBAHNA KOHOUIYpaLLMK NO Tanmepy nau
Npu coxpaHeHuu TeKkyllen KoHdurypaumm Ha flash-HakonuTens.

KomaHObI 0ocmynHbie 8 pexcume 21060716H020 KOHGU2YPUPOBAHUA:

3anpoc KoOMaHAHOW CTPOKM B peXkmnme rnobanbHoro KOHGUrypupoBaHua MMeeT CaeayoWwmii BUA:

console (config) #

Tabnnuya 5.24 — KomaHabl ynpaBaeHUa CUCTEMOW B pexXume rnobasbHOro KoHGUrypmpoBaHus

3HayeHue/ 3Ha4yeHue no .
KomaHoa Aelicmeue
YMOAYAHUIO

YkasaHue tftp-cepBepa, Ha KoTopbIli ByAeT NponsBoAUTLCA
pesepBupoBaHue KoHbUrypaumuu. CTpoka B dopmaTte
server: (1..22) cumsonos | «tftp://XXX.XXX.XXX.XXX»,
«scp://[[username][:[password]]@]host».

no backup server YpaneHue cepsepa AN pe3epBUPOBaHUA.

backup history enable -/BbIKAOYEHO BK/OYNTB COXPaAHEHNE UCTOPUU PE3EPBHbIX KOMWNA.

backup server server
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no backup history enable

OTKOUUTD COXPAHEHME UCTOPUM Pe3epBHbIX KOMUA.

backup path path

no backup path

path: (1..128) cumBosios

YKaszaHue nyT1 pacnonoskeHus daiina Ha cepsepe v npedukca
daitna. Mpu coxpaHeHUn K npedurKcy byaeT 406aBNATbCA TEKY-
was gata v Bpems B opmare rrrrmmaaH4MMmcc.

YpaneHue nytu Ans pesepBupoBaHus.

backup time-period timer

no backup time-period

timer: (1..35791394)
MWH/720 MUH

YKaszaHue NpoMeKyTKa BPeMEHMU, MO UCTEYEHUM KOTOPOro By-
[eT OCYLecTB/IATbCA aBTOMATUYECKOe pe3epBrpPOBaHME KOH-
durypauum.

BoccTaHaBnvBaeT 3HaYeHue no YMON4YaHUIO

backup auto

no backup auto

-/BbIKNOYEHO

BK/tOYEHWE aBTOMATUYECKOTO pe3epBnpoBaHna KoHdUrypa-
TIZR

YCcTaHOBKa 3HaYeHUA N0 YMONYAHUIO.

backup write-memory

no backup write-memory

-/BbIKOYEHO

BK/tOYEHWNE pe3epBUPOBAHUA KOHOUTYPALIMUM NPU COXPAHEHUN
nosib3oBaTtesem KoHdurypaumm Ha flash.

YCTaHOBKA 3HAYeHUA N0 YMOAYAHUIO.

Tabnunua 5.25 — KomaHabl ynpasneHus cuctemont B pexkume Privileged EXEC

KomaHda

Aelicmeue

show backup

OTob6parkaeT MHPOPMALMIO O HACTPOMKAX pPe3epBMPOBAHUA KOHOUTypaLMK.

show backup history

OTobparkaeT UCTOPUIO YCNELLHO COXPAaHEHHbIX Ha CepBep KOHOUIypaLuii.

5.8.4 KomaHabl onsa aBTOMaTUYECKOro 06HOBNEHUA U KOHPUTYPUPOBaAHUA

lpoyecc asmomamu4yecKko20 obHoeneHusn

KommyTaTop 3anyckaeT npouecc aBTomaTMyeckoro obHoBneHusa, Gasupylowmiica Ha DHCP (ao
npouecca aBTOMaTUYECKOW KOHPUIYpaLMm), eCIN OH BKIKOYEH U UMA TeKcToBoro ¢aiina (DHCP-onuma 125),

cofeprKallero uma obpasa MO, 6bino npegoctasneHo cepsepom DHCP.

Mpouecc aBToMmaTU4eCcKoro 0B6HOBNEHWNS COCTOUT M3 cneayroumnx waros:

1. KommyTaTtop 3arpyrKaeT TeKCToBbIN palin 1 yntaeT us Hero umsa daiina obpasa MO Ha TFTP-cep-

Bepe;

2. KommyTaTop ckaumBaeT nepsblii 610K (512 6aiiT) o6pasa MO c TFTP-cepBepa, B KOTOPOM coaep-

*utca sepcua MO;

3. KommyTaTtop cpaBHMBaeT Bepcuto daina obpasa MO, nonyyeHHoro ¢ TFTP-cepBepa, ¢ Bepcuei
aKkTMBHOro obpasa MO KommyTaTopa. Eciv OHM OT/IMYALOTCS, KOMMYTATOP 3arpy*Kaet 06pas MO ¢
TFTP-cepBepa BMecTo HeakTMBHOro obpasa MNO KommyTaTopa U genaeT AaHHbIM 0b6pa3 aKkTMB-

HbIM;

4. Ecnn o6pas MO 6bin 3arpyeH, To KOMMYTaToOp Nepesarpyrkaercs.

Mpoyecc asmomamuyecko20 KOHGpU2ypupoeaHus

KommyTaTop 3anycKkaeT MPOLLEeCC aBTOMATUUYECKOro KOHPUrypupoBaHus, 6asupytowmiica Ha DHCP,

npu BbINOJIHEHUU CheayHOWNX ycnosmﬁ:

1. ABTOMaTMYecKoe KOHOUTYpMpPOBaHME paspeLleHo B KOHdUrypaLmu.

2. Otser DHCP-cepsepa cogepxut IP-agpec TFTP-cepsepa (DHCP-onuma 66) M uma dalina

KoHdurypaumum (DHCP-onuma 67) B dopmate ASCIL.

V MNonyueHHbI Paitn KoHPUrypaumm pobasnserca K TeKywein (running) KoHourypauum.
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Ecnm nonb3oBaTtenb BKAOUUA aBTOMATMUECKoe coxpaHeHue (KomaHaa boot host auto-save),
TO TeKywasa (running) KoHdurypauma 6yaer cKonupoBaHa B MNepPBOHAYA/IbHYIO
KoHdurypauumio (startup).

KommyTaTop genaet NonbITKY 3arpy3nTb KOHPUTypaLuto, eCiv BbINOAHAETCA O4HO U3 YC/IOBWUIA:

1. KommyTatop nmeet KOHPUrypaLmio Mo YMOAYAHUIO;
2. [lo nepesarpysku KOMMmyTaTopa nosib3oBatenem 6bina BBegeHa KOMaHaa «boot host dhcp», Ko-
TOopaa popcupyeT NoayvyeHne KoHGUrypaumm npm 3arpyskKe.

KomaHOb1, docmynHbie 8 pexcume 27106a16H020 KOHGDU2YPUPOBAHUA:

3anpoc KOMaHAHOM CTPOKM B pexxmnme rnobanbHOro KOHGUIypUpoBaHNA UMEET caeayowmii BUa,;

console (config) #

Tabnnua 5.26 — KomaHap! yNpaB/ieHNs CUCTEMON B peXUMe rN106anbHOro KOHOUIypupoBaHua

3HayeHue/ 3HayeHue no .
KomaHoa Aelicmeue
YyMOAYAHUIO
X BK/tOYEHWE aBTOMATMYECKOro KOHPUrypupoBaHus 6asmpyto-
boot host auto-config burypup Py
-/BKAKOYEHO weroca Ha DHCP.
no boot host auto-config YCcTaHOBKa 3Ha4YeHMUA N0 YMONYAHUIO.
BKtOUEHME aBTOMATUYECKOTO COXPAHEHUSA TEKYLLEN KOHDUrY-
boot host auto-save P il bury
-/BbIKNOYEHO pauum B NnepBOHaYasibHyO nocne nonyyeHus ee no TFTP
no boot host auto-save YcTaHOBKa 3Ha4YeHMA N0 YMONYAHMIO.
BK/lOYEHWE aBTOMATMYECKOro KOHGUrypmpoBaHus 6asupyto-
boot host auto-update burypup Py
-/BKAKOYEHO werocsa Ha DHCP.
no boot host auto-update YCTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.
BK/tOYEHWE NPUHYAUTENbHOM 3arpy3KM KOHPUTypaLMm npu
boot host dhcp PUHYA Py purypau P
-/BbIKAOYEHO cnepyloLem BKAOYEHUN KOMMYyTaTopa.
no boot host dhcp YCcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.

KomaHOwb1 pexcuma privileged EXEC

3anpoc KomaHAHoOM cTPpoKM B pexkmme privileged EXEC umeet cheaytowmii Bua:
console#

Tabnunua 5.27 — KomaHabl ynpasneHus cuctemon B pexkume privileged EXEC

3Ha4yeHue/ 3Ha4yeHue no
YMOAYAHUIO

KomaHda Aeiicmeue

MPOCMOTP HACTPOEK aBTOMATUYECKOTO 06HOBNEHUA U KOHUTY-
pupoBaHuA.

show boot -

= [lpumep KOHUrypaumum ISC DHCP Server:

option image-filename code 125 = {

unsigned integer 32, #enterprise-number. MmeHTudmxKaTOp NPOMUIBOOUTENS, BCerma pabBeH
35265 (Eltex)

unsigned integer 8, #data-len. [jamMHa BCeX OAHHHX ONUMM. PaBHa IOJIMHE CTPOKM sub-
option-data + 2.

unsigned integer 8, #sub-option-code. Konm momomummu, BCcerma paBeH 1

unsigned integer 8, #sub-option-len. JnmuHa cTpokm sub-option-data

text #sub-option-data. Mmsa TexkcToBOTO Oamnna, comepxamero MM
obpaza IIO
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}i

host mes2124-test {

hardware ethernet a8:£9:4b:85:a2:00; # MAC-azmpec KOMMyTaTopa

filename "mes2124-test.cfg"; #1Ma KOHOUTYpaLUVM KOMMYyTaTopa
option image-filename 35265 18 1 16 "mes2000-1144.ros"; #1MsT TEeKCTOBOTIO

banna, comepxamero mMsa obpaza IO
next-server 192.168.1.3; #IP-agpec TFTP-cepBepa
fixed-address 192.168.1.36; #IP-ampec xoMMyTaTopa
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5.9 HacTpoiika cucTeMHOro BpemeHu

/ ABTOMATMYECKUiIA Nnepexoa Ha ieTHee Bpems OCYLLeCTBASAETCA B COOTBETCTBUU CO CTaHAap-
Tamu CLUA u EBponbl. B KOHUrypaumum moryTt 6biTb 3agaHbl nt06ble Aata u Bpema gasa ne-
pexopa Ha neTHee Bpems u obpaTHo.

KomaHOwbl pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoKu B pexxkume Privileged EXEC nmeet cneayrowmin BuAa;
console#

Tabnnua 5.28 — KomaHabl HACTPOMKM CUCTEMHOTO BpemeHu B pexknme Privileged EXEC

KomaHoa 3HaveHue Aelicmeue
clock set hh:mm:ss day hh: (0..23), mm: (0..59) Py4yHan ycTaHOBKa CMCTEMHOIO BpemeHM (KOMaHAa A0CTynHa
month year ss: (0..59), day: (1..31); TO/IbKO A9 NPUBUIErMPOBAHHOIO NoJIb30BaTeNA).
clock set hh:mm:ss month month: (Jan..Dec); - hh —y4acbl, MM — MUHYTbI, 5SS — CEKYHAbI;
day year year: (2000 — 2037) - day — peHb; month — mecay; year —rog,
show sntp configuration - MoKa3biBaeT KoHOUrypaumo npotokona SNTP.
show sntp status - MokasbiBaeT cTatyc npoTtokona SNTP.

KomaHObI pexcuma EXEC

3anpoc KoMaHAHOM CTPoKM B pexxnume EXEC nmeet cneaytowmin sua;
console>

Tabnnua 5.29 — KomaHabl HACTPOMKM CUCTEMHOTO BPEMEHM B pexknme « EXEC»

KomaHoa 3HayeHue Aelicmeue

show clock {sntp | ntp} MoKa3bIBAaET CUCTEMHOE BPemsA U AaTy

- sntp — c nomoLbto NpoToKkosa SNTP;

- - ntp — c nomoLwblo npoTokona NTP.

[JononHntenbHo oTobpakaeT NapameTpbl YacoOBOro Nosca U
nepexopa Ha NeTHee Bpems.

show clock detail

KomaHObI docmynHbie 8 pexcume 27106as16H020 KOHGU2YPUPOBAHUA

3anpoc KOMaHAHOW CTPOKU B PeXKUME rN106anbHOro KOHGUIypuUpoBaHUA UMEET CheayIoWniA BUA,L
console (config) #

Tabauua 5.30 — CNCOK KOMaHA, AN HAaCTPOMKN CUCTEMHOTO BPEMEHM B peXXUME rnobasbHOro KoHdUrypu-
poBaHuA

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
Mcnonb3oBaHWe BHELLHEro UCTOYHUKA 1A YCTaHOBKU CUCTEM-
HOro BpeMeHu:
clock source {sntp | ntp} N P
-/BHELUHWNIA UCTOUYHMK He - sntp — no npotokony SNTP;
ncnonb3yerca - ntp — no npotokoay NTP.

3anpeu.|,aeT MUCNo/sib30BaHNE BHELWHEro UCTOYHUKa ANA yCTa-

no clock source
HOBKM CUCTEMHOTO BPEMEHW.
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clock timezone zone
hours-offset
[minutes minutes-offset]

no clock timezone

zone: (1..4) cumsona / HeT
OMNMCaHNA 30Hbl
hours-offset: (-12..+13)/0;
minutes-offset: (0..59)/0

YcTaHaBAMBaET 3HA4YEHMeE YacoBOro nosca.

- zone — cnoBo, cpopmmnpoBaHHOE U3 NepBbix BYKB c/I0BOCOYE-
TaHWA, KOTOpPOe OHO 3aMeHsAeT (onucaHme 30Hbl);

- hours-offset — yacoBoe cmelLeHe OTHOCUTENbHO HYEBOro
mepuanaHa UTC;

- minutes-offset — MMHYTHOE CMeLLleHe OTHOCUTE/IbHO Hyle-
Boro mepuamaHa UTC.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

clock summer-time zone
date month date year
hh:mm date month year
hh:mm [offset]

clock summer-time zone
recurring {usa|eul|

{week day month hh:mm
week day month hh:mm}}

[offset]

no clock summer-time

zone: (1..4) cumsona/ Het
OMNMCaHNA 30Hbl
week: (1..4, first, last);
day: (mon..sun);
date: ( 1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23), mm: (0..59);
offset: (1..1440)/60 muH;

Mo ymon4aHuio nepexos,
Ha neTHee BpemMsa BbIK/O-
yeH

3asaer Aaty M Bpema 418 aBTOMaTUYECKOro nepexosa Ha fneT-
Hee Bpems W Bo3BpaTa 06paTHO (414 onpeaeneHHoro roga).
MepBbiM B KOMaHAE YKa3blBaeTCA OMNMCcaHMe 30Hbl, BTOPbIM
BpeMs 414 Nepexosa Ha fieTHee Bpems U TPeTbUM Bpema A
BO3BpaTa.

- zone — cnoBo, cGopPMUPOBAHHOE U3 NepBbIX BYKB CI0BOCOYE-
TaHMsA, KOTOPOE OHO 3aMeHAEeT (onMcaHme 30HbI);

- date — uncno;

- month — mecsu;

- year —rog;

- hh —y4acbl, mm — MUHYTbI;

- offset — KONIMYECTBO MUHYT, f,06aBAAEMbIX NPU Nepexose Ha
neTHee Bpems.

3apgaet Aaty v Bpems 419 aBTOMaTMYeCcKoro nepexoa Ha fet-
Hee Bpems 1 BO3BpaTa 06paTHO B peXXMUMe eKeroaHo.

- zone — cnoBo, cGopMMpOBaHHOE M3 NepBbix BYKB CI0BOCOYE-
TaHMWsA, KOTOPOE OHO 3aMeHAET (OnMcaHmMe 30Hbl);

- usa — YCTaHOBWTb NpaBuMaa Nepexosa Ha IeTHee Bpems, Uc-
nosb3yemsblie B CLLA (nepexos Bo BTOpoe BOCKpPECEHbe MapTa,
06paTHO B NepBOe BOCKPeceHbe HOABPSA, B 2 Yaca yTpa no
MECTHOMY BpeMeH#);

- eu — yCTaHOBMUTb NpaBu/Ia Nepexoaa Ha IeTHee Bpems, Uc-
nonb3yemble EBpocoto3om (nepexos B nocnegHee BocKpece-
Hbe MapTa, 06paTHO B NOCneAHee BOCKpeceHbe OKTAOpA, B 1
yac yTpa no FpuHBMuy);

- hh —y4acbl, mm — MUHYTbI;

- week — Heiena mecaua;

- day — peHb Hepenw;

- month — mecsu;

- offset — konnyecTBo fo6aBAAEMbBIX MUHYT NPU Nepexoae Ha
NeTHee Bpems.

OTK/OYaET aBTOMATUUYECKMIN Nepexos Ha NeTHee Bpems.

sntp
authentication-key number
md5 value

no sntp authentication-key
number

number: (1..4294967295);
value: (1..8) cumsonos/
BbIK/IOYEHO

YcTaHaBAMBaeT KAtoY npoBepKn NOA/IMHHOCTM ANA NPOTOKO1a
SNTP.

- number — HOMEP KNto4a,;

- value — 3Ha4YeHue Katova.

Yaanaet K4 NpoBepKu NOAJANHHOCTN ana npoTokona SNTP.

sntp authenticate

no sntp authenticate

-/npoBepKa Nog/IMHHOCTM
He TpebyeTca

TpebyeT npoBepKy NOAJANHHOCTU A8 NOAyYeHUA MHPOoPMa-
unu ot NTP-cepsepos.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

sntp
trusted-key key-number

no sntp trusted-key key-
number

key-number:
(1..4294967295)/
BbIK/IOYEHO

OcyuecTsaAeT NPOBEPKY NOAJAMHHOCTU CUCTEMBI, OT KOTOPOW
CUHXPOHU3MpPYETCA ¢ NomoLLblo SNTP no 3agaHHOMY KAtouy.
- key-number — Homep K/toya.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

sntp client poll timer sec-
onds

seconds: (60 .. 86400)/

YcraHaBauBaeT Bpemsa onpoca ana SNTP-knmeHTa.

N N 1024
no sntp client poll timer YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
sntp broadcast client ena-
ble PaspewwaeT paboTy wupokosewwatenbHbix SNTP-KAnMeHTOB.
-/3anpelueHo

no sntp broadcast client
enable

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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sntp anycast client enable

no sntp anycast client ena-
ble

-/3anpelueHo

Paspewaet paboty SNTP-KAneHTam, NoanepRunsatoLmm me-
TOA, PACChIZIKM NAKETOB, NO3BONAIOLLMI NOCbINATb AAHHbIE
6aunkaliemy yCTPOMCTBY U3 rpynmnbl Moay4YaTenen

YcTaHaBAMBaET 3Ha4YeHWe no YMONYaHUIO.

sntp client enable

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group|

vlan vian_id}

no sntp client enable

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..4);
group: (1..16);
vlan_id: (1..4094)

PaspewaeT paboty SNTP-KAneHTam, NoanepKnBatoLLmm me-
TOZ, PAcCbIIKM NAKETOB, MO3BO/AIOLLMI NOCbINATL AaHHbIE
6aunKaliemy yCTpOMCTBY U3 rpynmnbl MOAyYaTeNen, a TakKe
WwMpoKoBeLaTenbHbiM SNTP-K1MeHTam Ana BblI6pPaHHOIO UH-
Tepdelica.

- nogpobHoe onucaHme NHTePHENCOB U3N0KEHO B pasaene
«KoHopurypuposaHue nHtepdeiicosy».

{ gigabitethernet gi_port | /3anpeuieqo

fastethernet fa_port | YcTaHaBAMBaET 3HaYEHME N0 YMOYAHMIO.

port-channel group|

vlan vian_id}

sntp unicast client enable PaspewaeT paboTy ogHoaapecHbix SNTP-KANEHTOB.

no sntp unicast client ena- -/3anpeweHo

ble YcTaHaBAMBAET 3HAYEHME MO YMOMYAHMIO.

sntp unicast client poll PaspeluaeT nocnefoBaTeIbHbIM ONPOC 3aaHHbIX 0gHOaApeC-
-/3anpelueHo HbiX SNTP-cepBepoB.

no sntp unicast client poll

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

sntp server

{ipv4_address | ipv6_ad-
dress |
{ipv6-link-local-address }
%{vlan finteger} | ch {inte-
ger} | isatap {integer} |
{physical-port-name}}|
hostname}

[poll]

[key keyid]

no sntp server {ipv4_ad-
dress | ipv6_address |

{ ipv6-link-local-address}%
{vlan {integer} | ch {integer}
| isatap {integer} |
{physical-port-name} }|
hostname}

hostname: (1..158) cumso-
nos;

keyid: (1..4294967295)

3apaet agpec SNTP-cepsepa.

- ipv4_address - lpv4-aapec y3na ceTu;

- ipv6_address - lpvb-aapec y3na ceTu;

- ipv6z-address - |pv6z-aapec y3na cetv Ans ping.

dopmat agpeca {ipv6-link-local-address}%{interface-name};
ipv6-link-local-address — nokanbHbil IPV6 agpec KaHana;
interface-name —Mmsa ncxopAwero UHTepderica 3agaercs B

cneayoem popmare:
vlan {integer} | ch {integer} | isatap {integer} | {physical-

port-name}

- hostname — pomeHHOe MMA y31a ceTw;

- poll — BkntouaeT onpoc;

- keyid — npeHTUdMKaTOP KNtova.

YpaneHue cepsepa us cnucka NTP-cepsepos.

sntp port
port-number

no sntp port

port-number:
(1..65535)/123

Onpegenset UDP-nopt SNTP cepsepa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

clock dhcp timezone

no clock dhcp timezone

-/3anpeweHo

PaspeluaeT nosy4yeHMe TakMX AaHHbIX Kak 4acoBOM MOAC U NeT-
Hee Bpema ot DHCP-cepBepa.

3anpeLaeT NONYyYEHUA TaKUX AaHHbIX KaK YacOBOM NOAC M NneT-
Hee Bpema ot DHCP-cepBepa.

KomaHObI pexcuma KoHgu2ypuposaHuUsa UHmepgelica

3anpoc KOMaHAHOW CTPOKM B peXXMME KOHPUIYPUPOBaHUS MHTEpdECa MMEET CNeayoWwmnii BUA,:

console (config-if)#
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Tabnunua 5.31 — CNMCOK KOMaHA, AN HACTPONKM CUCTEMHOIO BPEMEHU B pEXKUME KOHOUTYPUPOBaHNA MHTEp-
deinca

3HayeHue/3HayeHue no

elicmeue
YMOAYAHUIO A

KomaHoa

PaspewaeT paboTty SNTP-KAMEHTY, KOTOpbIM NoanepKMBaeT
METOJ, PacCbl/IKM NaKeToB, NO3BOJIAIOLWMIA NOCbIIATb AaHHbIe
sntp client enable YCTpOWCTBY 6AMKalwemy U3 rpynmnbl NosyyaTenei, a Takxe
-/3anpelyeHo
wnpokosewatesbHomy SNTP-KIMeHTy Ha HacTpanBaemMom UH-
Tepdelice (ethernet, port-channel, VLAN).

no sntp client enable YcTaHaBAMBaAET 3HaYeHMeE N0 YMOYAHUIO.

- OT06pa3VITb CNCTEMHOE BpeEMA, ATy U AaHHbIe MO YacoBOW 30HE:

console#show clock detail

15:29:08 NSK(UTC+7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is NOV
Offset is UTC+7

Summertime:

Acronym is NSK

Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTyC npouecca CUHXPOHU3AUNN BpeMeHU 0T06pa>+<aeTc5-| C noMmouwbo AOMNO/THNTENBHO CMMBOJ1a
nepeg sHa4eHnem BpemeHu.

lpumep:

*15:29:08 NSK(UTC+7) Jun 17 2009

Mcnonb3ytoTca cheaytowme 0b03HayeHuA:

— TOuYKa (.) 03HauaeT, YTo Bpems AOCTOBEPHO, HO HET CUHXPOHU3aLMK ¢ cepBepom SNTP;
—  OTCyTCBME CMMBOJIa O3HAYaEeT, YTO BPeMsA LOCTOBEPHO U CUHXPOHM3ALIMA ECTb;
— 3Be3fou4Ka (*) o3HauaeT, YTo Bpemsa HeZoCTOBEPHO.

= 334aTb AAaTy M BpeMA Ha CUCTEMHbIX Yacax: 7 mapTa 2009 roga, 13:32
consolef#clock set 13:32:00 7 Mar 2009
=  OT06pa3unTb cTaTyc NnpoToKona SNTP:

consolef#show sntp status

Clock is synchronized, stratum 0, reference is 192.168.16.1, unicast
Reference time is cec866d5.8a20cccb 05:47:01.0 NSK Dec 8 2009
Unicast servers:

Server Status Last Response Offset Delay
[mSec] [mSec]
192.168.16.1 up 05:47:01.0 NSK Dec 7230 -1000
8 2009
Anycast server:
Server Interface Status Last Response Offset Delay
[mSec] [mSe
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Broadcast:
Interface IP address Last Response

B npumepe Bbille CUCTEMHOE BPEMA CUHXPOHU3UPOBAHO OT cepBepa 192.168.16.1, nocnegHuii oteeT
nony4veH B 05:47:01, HecoBnageHne CUCTEMHOIO BPEMEHU C BpeMEHEeM Ha cepeepe coctasuno 7,23 c.

5.10 KoHdurypuposaHue nHrepdeiicos n VLAN

V' B 3aBMCMMOCTM OT TOFO B KAKOM peXkume paboTtaeT KOMMYTaTOp — aBTOHOMHO WU B COCTaBe

CTeKa, UsmeHseTca Bug, sanucu gna uitepdeiica Ethernet. Npu asBToHOoMHOI4 paboTe 3anucb

Ana nntepdeiica umeer ena: 1/0/N, rae N — Homep nHTepdeiica; npu pabote B cocTaBe cTeKa

3anucb ana nHtepdeiica umeer sung: K/0/N, rae K — Homep ycrpoiictea B cteke, N — Homep
umHTepdeica. Bbibop perkuma paboTbl KOMMyTaTopa onucaH B nyHKTe 4 MeHio Startup.

/' 3HaueHune macku moxer 6bITb 3anucaHo Mmbo B popmate X.X.X.X, ninbo 8 popmare /N, rae
N — KonM4YecTBo eaMHUL, B ABOMYHOM NPeACTaBNEHUN MACKU.

/ C6poc HacTpoek MHTepdeiica Ha 3HAaYEeHUA NO YMONYAHUIO BbINOAHAETCA caeaylowei
KOMaHAoi:

console (config) #default interface {fastethernet fa port |
gigabitethernet gi port | port-channel group | vlan vian id | tunnel
tunnel id | range (..} | loopback loopback id}

5.10.1 Hactpoiika napametpoB Ethernet-untepoeicos, Port-Channel u Loopback-
uHTepdencos

KomaHObI pexcuma KoHgu2ypuposaHusa UuHmepagelica (duanasoHa uHmepgelicos)

console#configure

console (config) #interface { gigabitethernet gi port | fastethernet
fa port | port-channel group | loopback loopback id | range {..}}
console (config-if) #

[aHHbIN peXXMM OOCTYNEH U3 PEXMMA KOHPUTYPUPOBaHMA U NpeAHa3HaYeH gns 3a4aHusA NapaMeTpoB
KOHOUrypaumMm uHTepdelica (nopta KOMMyTaTopa, rPynnbl NOPTOB, PaboTaloOWMX B pesKMme pasgeneHus
Harpysku nnm loopback-nHtepdeiica), imbo gruanasoHa MHTepdencos.

Bbi6op uHmepdelica ocyecTBAAETCA NPU MOMOLLY KOMaHA,;

ana MES1024

interface fastethernet fa_port — pna Hactpoliku nHtepdeicos Fast Ethernet 1-24;
interface gigabitethernet gi_port — gpns HacTpoikn nHtepdeincos Gigabit Ethernet 1-2;
interface port-channel group — pns HacTpolKu rpynnbl KaHaNoB;

interface loopback /oopback_id — pns HacTpoiKku BUpTYanbHbIX MHTEpdeicos 1-64,

roe

— group — nopsaAKoBbIiM HOMepP rpynMbl KAHAN0B NPUHMMaET 3HadeHun (1..16);

— fa_port — nopaakosbiit Homep nHTepdeiica Fast Ethernet 3agaetca s suae: 1..3/0/1..24;

— gi_port— nopaaKkosbiit Homep nHTepdeica Gigabit Ethernet 3apaetca s suge: 1..3/0/1..2;

— loopback_id — nopagkoBbii HoOMep BUpTyanbHoro uHTepdeica loopback npuHMmaeT 3HaveHun
(1..64).
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ana MES1124, MES1124M

interface fastethernet fa_port — nns Hactpoikm nutepdeincos Fast Ethernet 1-24;

interface gigabitethernet gi_port — ana HacTpoiikm nHtepdeiicos Gigabit Ethernet 1-4;
interface port-channel group — pns HacTpoiKkm rpynnbl KaHaNoB;

interface loopback loopback _id — nna HacTPoOKK HAaCTPOMKM BUPTYaibHbIX MHTepdelicoB 1-64,

roe

group — NopaAAKoBbIA HOMEpP rPynMbl KAHAN0B NPUHMMAET 3HadeHus (1..16);

fa_port — nopsaaKkosbii Homep nHTepdeiica Fast Ethernet 3agaetca 8 suge: 1..3/0/1..24;

gi_port — nopaaKkosbii Homep nHTepdeica Gigabit Ethernet 3apaetca s snge: 1..3/0/1..4;
loopback_id — nopagKosbin Homep BUpTyanbHoro mHTepdenca loopback npuHUMaeT 3HauyeHus
(1..64) .

ana MES2124, MES2124P, MES2124M

interface gigabitethernet gi_port — pns HacTpoikn nHtepdeicos Gigabit Ethernet 1-28;
interface port-channel group — ana HacTpPoKK rpynnbl KaHaNoB;
interface loopback loopback _id — pna HacTPOMKK HAaCTPOMKM BUPTYaibHbIX MHTepdelicoB 1-64,

roe

group — NopaAAKoBbIA HOMEpP rpynMbl KAHAN0B NPUHMMAET 3HadeHus (1..16);

gi_port — nopaaKkosbii Homep MHTepdeica Gigabit Ethernet 3agaetca B8 suge: 1..3/0/1..28;
loopback_id — nopagKoBbin Homep BUpTyanbHoOro mHTepdeinca loopback npuHUMaeT 3HauyeHus
(1..64).

ana MES2208P

interface gigabitethernet gi_port — gpns HacTpoitkn nHTepdeicos Gigabit Ethernet 1-12;
interface port-channel group — pnsa HacTpolikn rpynnbl KaHanos
interface loopback /oopback_id — apns HacTpoONKM HACTPOIKN BUPTYanbHbIX MHTepdeicos 1-64,

roe

group — NopaAKoBbIA HOMEpP rpynnbl KAHAN0B NPUHMUMAET 3HaveHun (1..16);

gi_port — nopaaKkosbii Homep nHTepdeica Gigabit Ethernet 3agaetca 8 suge: 1..3/0/1..12;
loopback_id — nopagKoBbin HOomep BUpTyanbHoro mHTepdeinca loopback npuHUMaeT 3HauyeHus
(1..64).

3anucb nHtepdeiica

1..3/0/1..N

HOMEp YCTPOICTBA B CTEKE HOMep cnoTa Homep nHTepdelica

KomaHzbl, BBeAeHHble B perKMme KOHUIypupoBaHUa uMHTepdelica, MPUMEHAIOTCA K BblbpaHHOMY

nHTepoelicy.

Huxe npmBeaeHbl KOMaHAbl 4717 BXO4A B PEXKUM HaCTpOVIKM AecAaToro ethernet—MHTepd)eﬁca nepsoro

YCTPOICTBA B CTEKE M BXOAA B PEXMM HAaCTPOMKM rpynnbl KaHanos 1.

consolef#configure

console (config) #interface gigabitethernet 1/0/10
console (config-if) #

console#configure

console (config) #interface port-channel I

console (config-if) #
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Bbibop duana3zoHa uHmepgeiicoe ocyLecTBAAETCA MPU NOMOLLM KOMaHA,;

interface range fastethernet portlist — npna HacTpoiikm ananasoHa fastethernet-uHtepoelicos;
interface range gigabitethernet portlist — ona HacTpolikn gmnanasoHa gigabitethernet-uHtepodelicos;
interface range port-channel grouplist — pna HacTpolikn gnanasoHa rpynn nopTos.

KomaHabl, BBeAEHHbIE B AaHHOM pexunme, NPUMEHAKTCA K Bbl6paHHOMy Anana3oHy MHTep¢EﬁCOB.

Huke npuBeaeHbl KOMaHAbl AN BXOAa B PEXUM HAaCTPOIKM Anana3oHa ethernet nHTepdeicos ¢ 1 no

console#configure
console (config) #interface range gigabitethernet 1/0/1-10
console (config-if)#

console#configure
console (config) #interface range fastethernet 1/0/1-10
console (config-if) #

console#configure
console (config) #interface range port-channel 1-16
console (config-if) #

10 v gna BXxoZa B PeXMM HAaCTPOIMKM BCEX IPYNM NOPTOB.

Tabnvua 5.32 — KomaHapl pexmma KoHourypuposaHus uHTepodeica Ethernet, Port-Channel u loopback-

nHTepdelica
3HavyeHue/3HaveHue nNo .
KomaHoa / Aelicmeue
YMOAYAHUIO
shutdown BbIK/MOUNTL KOHUTYpUpPYyeMbIli MHTepdeiic (Ethernet, port-
-/BKAIOYEH channel, loopback).

no shutdown

BKAOUNTL KOHOUTYpUpPYeMbI MHTEpdeiC.

description descr

no description

descr: (1..64) cumsonos/
HeT onucaHus

Lob6aeutb onucaHune uHtepodeiica (Ethernet, port-channel,
loopback).

YpanuTe onvcaHne untepdelica.

speed mode

no speed

mode: (10, 100, 1000)

3apaTb CKOPOCTb Nepesayun aaHHbix (Ethernet, port-channel).

YCTaHOBUTb 3HAYEeHME MO YMOHYAHMUIO.

media-type {force-fiber |
force-copper | prefer-fi-
ber | prefer-copper}

no media-type

/prefer-fiber

- force-fiber — pa3spelweHa aKTUBHOCTb TO/IbKO ONTUYECKON Ya-
CTM KOMbB0-nopTa;

- force-copper - paspelueHa akTUBHOCTb TOIbKO MeAHOM YacTu
KoMb0-MopTa;

- prefer-fiber — npenmyLLEeCTBO ONTUYECKOTO INHKA;

- prefer-copper — npenmyLLECTBO MEAHOTO INHKA.

V Tonbko ansa Kom60-nopTos.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWUIO.

duplex mode

no duplex

mode: (full, half)/full

3afaTb pexum aynnekca uHtepderica.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

negotiation [cap1 [cap2...

cap5]]

no negotiation

capl: (10f, 10h, 100f, 100h,
1000f);

cap2: (10f, 10h, 100f, 100h,
1000f);

cap3: (10f, 10h, 100f, 100h,
1000f)

BK/to4aeT aBTOCOr/1IacoBaHne ANa CKOPOCTM M AynjieKca Ha
HacTpamMBaemMom MHTepdeice. MoXKHO yKasaTb onpegeneH-
Hbleé COBMECTMMOCTW NapameTpa aBTOCOr1acoBaHUA, eC/n na-
pameTpbl He 3aaHbl, TO NOALEPKUBAIOTCA BCE COBMECTUMO-
ctu (Ethernet, port-channel).

BbIK/IlOYaeT aBTOCOr1IacoBaHWe ANA CKOPOCTU U AynaeKca Ha
HacTpanBaemom MHTepoeice.

flowcontrol mode

no flowcontrol

mode: (on, off, auto)/off

3apaTh pexkum ynpasnenuna notokom flowcontrol (BkntounTb,
OTK/IIOUYUTb MW aBTOCOI/IACOBaHME). ABTOCOr/1IacOBaHUe
flowcontrol paboTaeT ToNbKO B Cyyae, eCam peknum aBToCco-
rnacosaHus negotiation BK/tOYEeH Ha HAaCTPaMBAaEMOM UHTep-
deiice (Ethernet, port-channel).

OTKNOYNTD pPeXunm ynpasaeHnUA NOTOKOM.

mdix mode

mode: (on, auto)/auto

Mo3B0/IAET UCMO/Ib30BaHME «NEePEKPeLL,eHHOro» Kabens Ha
HacTpamBaemom mHTepdeiice (Ethernet).
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no mdix

3anpeLaeT UCNo/b30BaHME «MepeKkpeLLeHHOro» kKabensa Ha
HacTpanBaemom MHTepoeiice.

back-pressure

no back-pressure

-/BbIK/IIOYEHO

BrtouaeT PpyHKLMIO «0BpaTHOro AaBNeHUA» Ha HacTpauBae-
mom mnHTepdelice (Ethernet).

BbIKk/toYaeT GYHKLMIO «06PaTHOrO AaBAEeHWNA» HA HacTpauBae-
MOM MHTepodeiice.

load-average period

no load-average

period: (5..300)/15

YCTaHOBUTb NepUoA, B TeUeHMe KOToporo cobupaerca cratu-
CTWMKa O HarpysKe Ha uHTepdelice.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BuAa 3anpoca KOMaHAHOM CTPOKM B peXume KOHPUrypmpoBaHuma:

console (config) #

Tabnumua 5.33 — KomaHapl pexmnma obumx Hactpoek nHTepodeica Ethernet n Port-Channel

no errdisable recovery
cause {loopack-detection |
port-security |
dotlx-src-address |
acl-deny |

stp-bpdu-guard | stp-loop-
back-guard}

KomaHoa 3HayeHue Aelicmeue
port jumbo-frame Paspelwaet KommyTtaTopy paboTaTb ¢ pperimamu 6onbwIOro
pasmepa.
3HaueHne maximum transmission unit (MTU) no
V ymonuyaHuio 1500 6aitT.
HacTpoiika BcTynuT B cuy ToNIbKO Nocae nepesa-
-/3anpeuiero V rpy3Ku ycTpoiictea.
V 3HaueHne maximum transmission unit (MTU) npu
HacTpoiike port jumbo-frame 10200 6aiiT.
no port jumbo-frame 3anpeLaet KOMMyTaTopy paboTaTb ¢ dpeirimamm 6onbLLOro
pasmepa.
errdisable recovery cause BK/IOYNTb aBTOMATUYECKYIO aKTUBaLMIO MHTepdelica nocne
{loopack-detection | €ro OTK/IIOYEHUSA B CIeAYIOLLMX CyYasX:
port-security | - loopback-detection — ob6HapyxeHune netensb;
dotix-src-address | - port-security — HapyweHune 6e3onacHOCTK Ans port security;
acl-deny | - dot1x-src-address —He npoxoxaeHue ayTeHTUdUKaLumm, oc-
stp-bpdu-guard | stp-loop- HoBaHHOM Ha MAC-agpecax nonb3oBaTteseu;
back-guard } - acl-deny —He cooTBetcTBMe cnmckam aoctyna (ACL);
- stp-bpdu-guard — akTmBauua 3awmtsl BPDU Guard (npuém
-/3anpeLyeHo HEeCaHKLMOHUPOBaHHOro naketa BPDU yepes nHtepdeiic);

- stp-loopback-guard — obHapyxeHue netenb.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHWUIO.

errdisable recovery inter-
val seconds

no errdisable recovery in-
terval

seconds: (30..86400)/300
CeKyHA,

YCTaHOBWUTb BPEMEHHOW MHTepBan A8 aBTOMaTUYECKOro no-
BTOPHOTO BK/IOYEHUA UHTepdeiica.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

default interface [range]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group | loop-
back loopback_id}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
loopback_id: (1..64)

C6poc HacTpoek uHTepdeiica uam rpynnsl MHTepdeincos Ha
3HaYeHUA, YCTaHOBJ/IEHHbIE MO YMOYAHUIO.

KomaHOwbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxkume EXEC:

console#
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Tabnnuya 5.34 — KomaHab! pexkmma EXEC

KomaHoa

3Ha4yeHue

Aelicmeue

clear counters

Cbpoc cTaTUCTUKKM aNa BCeX NHTepdelncoB.

clear counters

{ gigabitethernet gi_port |
fastethernet fa_port

| port-channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

C6poc ctatucTku ans Ethernet-noprta, rpynnbl nopTos.

set interface active
{ gigabitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

AKTUBUPYET NOPT, BbIK/OYEHHbIN KomaHaon shutdown.

show interfaces configura-
tion [gigabitethernet gi_port
| fastethernet fa_port | port-
channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MoKa3aTb KOHOUTYypaL M0 MHTEPDENCOB.

set interface active
port-channel group

group: (1..16)

AKTUBMPYET rpynmny NopToB, BbIKAHOHYEHHYIO KOMaHA0M
shutdown.

show interfaces status

MoKasaTb cocToAHUE BCeX MHTepdEencoB.

show interfaces

{ gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MokaszaTb CBOAHY MHGOPMALMIO O COCTOSIHUM, HAaCTPOIKe U
ctatuctuke Ethernet-nopta, rpynnel noptos.

show interfaces status

{ gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MokasaTb cocTosiHue Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces advertise

MoKasaTb NapaMeTpbl aBTOCOIIaCOBaHUA, 06bAB/EHHbIE A/15
BCeX MHTepdencos.

show interfaces advertise

{ gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MokasaTb NapameTpbl aBTOCOIIACOBaHMA, 06bABAEHHbIE A7
Ethernet-nopta, rpynnbl NopTos..

show interfaces description

Moka3aTb onucaHua Bcex nHTepdeiicos (Bkatouaa VLAN uHTep-
deiicbl).

show interfaces description
{ gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

lNokasaTb onncaHue Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces counters

MoKasaTb CTaTUCTUKY N5 BCEX UHTepdElicoB.

show interfaces counters

{ gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MoKasaTb cTaTUCTUKY A Ethernet-nopTa, rpynnbl nopTos.

show interfaces utilization

MoKasaTb CTaTUCTUKY MO HarpysKe A5 Bcex nHTepdeiicos.

show interfaces utilization
[ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MoKasaTb CTaTUCTUKY NO Harpyske s Ethernet-untepdeiica,
rpynnbl NOpToB.

show ports jumbo-frame

MokasaTtb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKa3aTb HAaCTPOWKM A1 aBTOMATUYECKOM NOBTOPHOM aKTUBa-
umMmn nHTepdeiica.

show errdisable interfaces
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MoKa3aTb NPUUYMHY OTKIOUYEHUA UHTepdelica/uHTepdeicos n
COCTOfIHME aBTOMATUYECKOM aKTUBaLUM.
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[pumepbl 8bINOAHEHUA KOMAHO.

= [loKa3aTb COCTOSIHWE UHTEPDENCOB:

console# show interfaces status

Flow Link Up Time Back Mdix

Port Type Duplex Speed Neg ctrl State (d,h:m:s) Pressure Mode Port Mode
gil/0/1 1G-Copper Full 1000 Enabled Off Up 01,00:54:25 Disabled Off Trunk
gil/0/2 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/3 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/4 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/5 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/6 1G-Copper - -- -- -- Down -- -- -- Access
gil/0/7 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/8 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/9 1G-Copper - -- -- -- Down -- -- -- Access
gil/0/10 1G-Copper - - - -- Down - - -- Access
gil/0/11 1G-Copper - - - -- Down - - -- Access
gil/0/12 1G-Copper - - - -- Down - - -- Access
gil/0/13 1G-Copper - - - -- Down - - -- Access
gil/0/14 1G-Copper - - - -- Down - - -- Access
gil/0/15 1G-Copper - - - -- Down - - -- Access
gil/0/16 1G-Copper - - - -- Down - - -- Access
gil/0/17 1G-Copper - - - -- Down - - -- Access
gil/0/18 1G-Copper - - - -- Down - - -- Access
gil/0/19 1G-Copper - - - -- Down - - -- Access
gil/0/20 1G-Copper - - - -- Down - - -- Access
gil/0/21 1G-Copper - - - -- Down - - -- Access
gil/0/22 1G-Copper - - - -- Down - - -- Access
gil/0/23 1G-Copper - - - -- Down - - - Access
gil/0/24 1G-Copper -= - - -- Down - - - General
gil/0/25 1G-Combo-C -= - - -- Down - - - Access
gil/0/26 1G-Combo-C Full 1000 Enabled Off Up 01,00:25:56 Disabled Off Access
gil/0/27 1G-Combo-C -= - - -- Down - - - Trunk
gil/0/28 1G-Combo-C Full 1000 Enabled Off Up 01,00:54:25 Disabled On General

Flow Link
Ch Duplex BW Neg control State Port Mode
Pol Full 1000 Enabled Off Up Trunk
Po2 -= -= -- -= Not Present Access
Po3 -= -= -= - Not Present Access
Po4 -= -= -= - Not Present Access
Po5 -= -= -= - Not Present Access
Pob6 -= -= -= - Not Present Access
Po7 -= -= -= - Not Present Access
Po8 -= -= -= - Not Present Access

=  BbiBectu uHdopmauuto 06 nHtTepdeicax

console# show interfaces FastEthernetl/0/1

fastethernet 1/0/10 is up (connected)
Interface index is 10
Hardware is fastethernet, MAC address is a8:f9:4b:a5:d7:8a
Description: TEST LAB PORT
Interface MTU is 1500
Full-duplex, 100Mbps, link type is auto, media type is 100M-Copper
Link is up for 0 days, 0 hours, 1 minutes and 17 seconds
Advertised link modes: 100baseT/Full 100baseT/Half
10baseT/Full 10baseT/Half
Flow control is off, MDIX mode is on
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s
18 packets input, 2808 bytes received
9 broadcasts, 9 multicasts
0 input errors, 0 FCS, 0 alignment
0 oversize, 0 internal MAC
0 pause frames received
46 packets output, 2944 bytes sent
3 broadcasts, 43 multicasts
output errors, 0 collisions
excessive collisions, 0 late collisions
pause frames transmitted
symbol errors, 0 carrier, 0 SQE test error

O O O o
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" NMoKa3aTb NapameTpbl aBTO-COr/1IaCOBaHMUA:

console#show interfaces advertise

Port Type Neg Operational Link Advertisement
gi0/1 1G-Fiber Disabled --
gi0/2 1G-Fiber Disabled -—
gi0/3 1G-Fiber Disabled --
gi0/4 1G-Fiber Disabled -—
gi0/5 1G-Fiber Disabled --
gi0/6 1G-Fiber Disabled -—
gi0/7 1G-Fiber Disabled --
gi0/8 1G-Fiber Disabled -—
gi0/9 1G-Fiber Disabled --
gi0/10 1G-Fiber Disabled -—
gi0/11 1G-Combo-C Enabled --
gi0/12 1G-Combo-C Enabled -
gi0/13 1G-Fiber Disabled --
gi0/14 1G-Fiber Disabled -—
gi0/15 1G-Fiber Disabled --
gi0/16 1G-Fiber Disabled -—
gi0/17 1G-Fiber Disabled --
gi0/18 1G-Fiber Disabled -—
gi0/19 1G-Fiber Disabled --
gi0/20 1G-Fiber Disabled -—
gi0/21 1G-Fiber Disabled --
gi0/22 1G-Fiber Disabled -—
gi0/23 1G-Combo-C Enabled --
gi0/24 1G-Combo-C Enabled 1000f, 100f, 100h, 10f, 10h
Ch Type Neg Operational Link Advertisement
Pol - Enabled -=
Po2 - Enabled -=
Po3 -= Enabled --
Po4 - Enabled -=
Po5 - Enabled -=
Po6 - Enabled -=
Po7 - Enabled -=
Po8 -= Enabled --

=  [loKasaTb CTaTUCTUKY NO UHTepdeicam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets

cNeoNeoRoNeoNoNoloNeoNoNololNolNoNoNoNoNoNoNe]
cNoNoRoNoNoNoNoNoNoNoloNolNoNoNoNolNolNoNo]
[cNeoNeoloNeoNoNoloNeoNoNololNolNoNoNoNoNoNoNe]
cNoNoNoNoNoNoNoNoNoNoloNolNoNoNoNolNolNoNo]

More: <space>, Quit: g, One line: <return>
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= [loKasaTb CTaTUCTUKY MO rpynmne KaHanos 1:

console#show interfaces counters port-channel 1

Pol

FCS Errors: 0

SQE Test Errors:

Late Collisions:

Alignment Errors:

InUcastPkts InMcastPkts InBcastPkts InOctets
BT o o o007
OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
o e s e

0

Single Collision Frames: 0
Multiple Collision Frames: 0

Deferred Transmissions: 0

Excessive Collisions: O
Carrier Sense Errors: 0
Oversize Packets:
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0

0

Tabnuua 5.35 - OnuncaHne cyeTynKos

Cuemyuk OnucaHue
InOctets Konnyectso NpuHATbIX 6aliToB
InUcastPkts Konnuyectso NpPUHATbLIX 04HOAAPECHbIX NAKeTOB
InMcastPkts Konnyectso NPUHATLIX MHOFO4peCHbIX MaKeToB
InBcastPkts Konnyectso NpMHATLIX LUMPOKOBELLATENBbHbIX MAaKeTOB
OutOctets Konnyectso nepegaHHbIx 6anTos
OutUcastPkts Konnyectso nepesaHHbIX 04HOALPECHbIX MAaKeTOB
OutMcastPkts Konnyectso nepesaHHbIX MHOrOaZpecHbIX NaKkeToB
OutBcastPkts Konnuectso nepegaHHbIX LLMPOKOBELLATE/IbHbIX MAaKETOB

Alignment Errors

Konnuectso nNpuHATbIX GpeiMOoB C HapyLIEHHOW LieI0CTHOCTbIO (C KOANYeCcTBOM
6aliT He COOTBETCTBYIOLMM AJIMHE) U He NpoLUeALnX NPOBEPKY KOHTPOIbHOM
cymmbl (FCS).

FCS Errors

Konunyectso npuHATbIX GPeNMOB C KOAMYECTBOM 6aiT, COOTBETCTBYHOWMM A/IMHE,
HO He npoleaLwmnxX NPOBEPKY KOHTPOIbHOM cymMmbl (FCS).

Single Collision Frames

Konnuyectso ¢peVIMOB, BOB/1IEYEHHbIX B €EAMHUYHYO KONZTU3UIKO, HO BNocieacTBun
nepeaaHHbIX ycnewHo.

Multiple Collision

Konnyectso ¢ppeiimoB, BoB/ieYeHHbIX 6o/1ee Yem B 04HY KOM3UIO, HO BrOC/ea-

Frames CTBUM NepeaaHHbIX ycneLHo.
Deferred Konunuectso ppeinmoB, Ana KOTOPbIX NepBas NomnbITKa nepeaaym oT/oxeHa u3-3a 3a-
Transmissions HATOCTM cpeapl nepeaaun.

Late Collisions

Konunyectso cnyyaes, Korga Konamsmns 3adpMKCUMpOBaHA NOC/ie TOro, Kak B KaHan
CBA3M yrKe bblnn nepegaHbl nepsble 64 6aiT (slotTime) nakeTa.

Excessive Collisions

Konunyectso ¢ppelimos, KOTopble He Hblin NepeaaHbl U3-3a U3BbITOYHOIO Konye-
CTBa KONIN3NNA.

Carrier Sense Errors

Konunyectso cnyyaes, KOrga COCTOAHME KOHTPOAA Hecyllen 6bi1o NoTepaHo, MMbo
He yTBEP)KAEHO Npu NonbITKe nepegaun pperima.
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Oversize Packets

Konnyectso NpuMHATLIX NaKeTOB, pa3mep KOTOPbIX NPEeBbILLAET MaKCMMasibHbI pas-
pelleHHbI pasmep ¢penma.

Internal MAC Rx Errors

Konnuectso ¢ppeimoBs, KOTopble He Hbl/iv NPUHATLI YCNELHO U3-3a BHYTPEHHEN
oWKnb6KM npuema Ha yposHe MAC.

Symbol Errors

[na vHTepodelica, paboTatollero B pexxume 100M6/c — KoaiMyecTso cay4vaes, Koraa
MMesIcA HeAOMYCTUMbIV CUMBOA AaHHBIX, B TO BPEMS KaK NpaBu/bHasA HecyLlan
6blna NnpeacTaBaeHa.

[nsa nHtepdeitca, paboTatowero B noayayniekcHom pexnme 1000M6/c — konnue-
CTBO CNy4YaeB, KOrAa CPeLCcTBa NpMemMa 3aHATbl B TEHEHNE BPEMEHMW, PABHOMY UK
6o/bLeMy Yem pasmep cnoTa (slotTime), n B Te4eHME KOTOPOro MMENOCH XOTA Bbl
04HO cobbiTne, KoTopoe 3acTasaneT PHY BbigaBaTb oWwWMBKY npvema gaHHbIx (Data
reception error) uau owmnbKy Hecyuel (Carrier extend error) Ha GMIL.

[na vHuTepodelica, paboTatoLiero B NoJHOM AynaeKcHOM pexxume 1000M6/c — Konu-
YecTBO C/ly4aeB, Korga CpeacTBa NpMema 3aHATbl B Te4eHUe BpeMeHM, PaBHOMY MK
60/bLIEMY YEM MUHUMANbHBIN pasmep dpeima (minFrameSize), n B TedyeHMe KOTo-
poro nmenocb xoTa 6bl 04HO cobbiTME, KOTOpOoe 3acTaBnseT PHY BbigaBaTb OWMOKY
npvema gaHHbix (Data reception error) Ha GMII.

Received Pause Konunyectso npuHaTbix ynpasastowmx MAC-ppeiimos ¢ kogom onepaummn PAUSE.
Frames
Transmitted Pause Konunyectso nepepaHHbix ynpasaawowmx MAC-ppeinmos ¢ kogom onepaumm PAUSE.
Frames

= [lokasaTb HacTpoMKy jumbo-frames B KommyTaTOpe:

console#show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

5.10.2 Hactpoiika VLAN un peXxumos KoMmmyTauumu uHtepdeiicos

KomaHObI pexcuma KoHguaypuposaHusa VLAN

Buna 3anpoca KOMaHAHOM CTPOKM B pexkume KoHpurypmposaHma VLAN:

consolet#configure
console (config) #vlan database
console (config-vlan) #

[aHHbIN peMm [A0CTyneH M3 pexxuma rnobanbHoOro KOHOUIypupoBaHWA M NpefHasHayeH Ans
3aZaHMA napameTpoB KoHourypaumm VLAN.

Tabnnua 5.36 — KomaHabl pexkmma KoHpurypmposaHma VLAN
3HayeHue/3HayeHue no
YyMOMYAaHUO

KomaHoa Aelicmeue

vlan vian_range Oo6asutb VLAN nau Heckonbko VLAN.

vlan_range: (2 .. 4094)

no vlan vlan_range Yaanute VLAN nnaun Heckonbko VLAN.

map protocol protocol [en-
caps] protocols-group

protocol:
(ip, ipx, ipv6, arp,

anBFBaTb NPOTOKOA K rpynne NpPpoTOKO/108, aCCOLUMNPOBAH-
HbIX BMecCTe.

group (0600-ffff (hex)}*);
no map protocol protocol encaps: (ethernet, rfc1042, Yaanutb NpuBA3KY.
[encaps] IICOther);
group: * - Homep npoTokKoa (16 6uT).

(1..2147483647)
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map mac mac_address Mpueasatb MAC-agpec nnu gmuanasoH MAC-agpecoB no macke
{ host | mask } macs-group K rpynne MAC-agpecos.
group mask: (9..48);
group: (1..2147483647)
no map mac mac_address YpanuTb npuBA3sKy.
{ host | mask }
map subnet ip_address MpueasaTtb IP-aapec nam gnanasoH IP-agpecos No macke K
mask subnets-group group mask: (1..32); rpynne IP-agpecos.
no map subnet ip_address group: (1..2147483647) YaanuTb NpUBA3KY.
mask

KomaHObI pexcuma KoHgpu2ypuposaHua UuHmepaelica (duanasoHa uHmepagelicos) VLAN

BuAa 3anpoca KoMaHAHOWN CTPOKM B pexume KoHPUrypuposaHma nHtepdeica VLAN:

console#configure
console (config) #interface {vlan {vlan id} | range vlan {vlan list}}
console (config-if)#

[aHHbIN peXxMm AOCTyNeH U3 PEXMMA KOHPUTYPUPOBAHMA U NpeaHa3HaYeH 41a 3a4aHUs NapaMeTpoB
KoHdurypaummn nutepoeiica VLAN, nnbo gmanasoHa nHTepdencos.

Bblbop MHTepdeica ocyLLecTBAAETCA NPM NOMOLLM KOMAHAbl interface vlan {vlan_id}.

Bbibop AnanasoHa MHTepdencoB OCyLLECTBAAETCA NPU NMOMOLLM KOMaHAbl interface range vlan
{vlan list}.

Hue npuBeaeHbl KOMaHAbl ANA BXOAA B PEXMM HacTpoiku nHtepdeica VLAN 1 n Bxoza B pexxum
HacTpoliku rpynnbl VLAN 1, 3, 7.

consolet#configure
console (config) #interface vlan 1
console (config-if) #

console#configure

console (config) #interface range vlan 1,3,7
console (config-if) #

Tabnunua 5.37 — KomaHabl pexkMma KoHpurypmuposaHus nHtepdelica VLAN

KomaHda 3HaveHue/3Ha4yeHue no Aelicmsue
YMOAYAHUIO
name name name: (1..64) cumBonos/ [o6asuTb uma VLAN
MMA COOTBETCTBYET HO-
no name mepy VLAN YCTaHOBUTb 3HAYEHME NO YMONYAHUIO

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (duanaszoHa uHmepgelicos) Ethernet,
UHMepdgelica 2pynnbl N1opmos

BuAa 3anpoca KOMaHOHOM CTPOKM B perKMme KOHpUrypmposaHus nHtepdeica Ethernet, nntepdeiica
rpynnbl NOPTOB:

console#configure

console (config) #interface {fastethernet fa port | gigabitethernet gi port |
port-channel group | range {..}}

console (config-if) #

[aHHbIN peXXMm JOCTyNeH U3 PeXXMMa KOHPUIYPUPOBAHMA U NpeaHa3HaYeH 410 3a4aHnsA NapaMeTpoB
KOHOUrypaumm nHtTepderica (nopta KOMMyTaTOpa MK FPyNMbl NOPTOB, PAOOTAOLMX B PEXUME Pa3ge/ieHuns
Harpysku), iMbo arManasoHa MHTepdencos.
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MopT MoXeT paboTaTb B YETbIPEX PEXKMMAX:

— access — nHTepdenc goctyna — HeTerMpoBaHHbIN MHTepdelic ana ogHon VLAN;

—  trunk — nHTepdenc, NpUHMMAIOLWMIN TO/IbKO TETMPOBAHHbLIN TPAaPUK, 3a UCKAtoYeHUem ogHoro VLAN,
KOTOPbI MOXeT bbiTb 06aBNeH C MOMOLLbIO KOMaHabl switchport trunk native vlan;

— general — vHTepdelic ¢ nonHoi nogaepkkon 802.1q, NPUHMMAET KaK TEFMPOBAHHbLIN, TaK U HETErn-
pOBaHHbIN TpaduK;

— customer —802.1 Q-in-Q uHTepdeic.

Tabnuua 5.38 — KomaHapl

perKrMma KoHoUrypmpoBaHua uHTepdeica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

switchport mode mode

mode: (access, trunk, gen-

no switchport mode

eral, customer)/access

3agaTtb pexkmum paboTbl nopta B VLAN.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

switchport access vlan
vlan_id

vlan_id: (1..4094)/1

no switchport access vlan

[obasutb VLAN ana untepderica goctyna.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

switchport trunk allowed
vlan add vian_list

switchport trunk allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[ob6asutb cnucok VLAN ana nutepoeiica.

Yaanutb cnucok VLAN ans untepdeiica.

switchport trunk native
vlan vian_id

vlan_id: (1..4094)/1

no switchport trunk native
vilan

[OobasnsaeT ykasaHHbI VLAN B kayectBe Default VLAN gns
[AHHOro UHTepdelica, BeCb HETErMpoBaHHbIM Tpaduk, NOCTy-
naloLWwuit Ha AaHHbIN NOPT, onpeaenseTca B AaHHbIN VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport general allowed
vlan add vian_list [tagged |
untagged]

vlan_list: (2..4094, all)

switchport general allowed
vlan remove vian_list

[Oo6asutb cnuncok VLAN ana nHtepdeiica.

MopT 6yaeT nepeaasath:

- tagged — TermpoBaHHble,

- untagged — HeTernpoBaHHble nakeTbl aAna VLAN.

Yaanute cnucok VLAN ana uHtepoeiica.

switchport general pvid
vlan_id

vlan_id: (1..4094)/
1 -—ecnu yctaHosneH VLAN

no switchport general pvid

no YMON4YaHUIO, UHaYe

Oob6asutb naeHtndpukatop VLAN nopta (PVID) gna ocHoBHOro
nHTepoenca.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

4095
switchport general ingress- BbIKNOUNTL 417 OCHOBHOTO MHTepdelica pUabTpaLmio BXoasA-
filtering disable LLMX NAKETOB Ha OCHOBE NPUCBOEHHOro UM 3HadyeHus VLAN ID.
no switchport general in- y BKAOUUTL AN OCHOBHOMO MHTepdelica punbTpaLmio Bxoan-

gress-filtering disable

bunbTpauua BKAOYEHA

LMX NaKeToB Ha OCHOBE MPUCBOEHHOro UM 3HayeHuna VLAN ID.

Ecnun dunbTpauma BKAOYEHA, M NAKET HE BXOAUT B rpynny
VLAN c npucsoeHHbIM nakety 3HadyeHnem VLAN ID, To nakeTt
oTbpacbiBaeTcA.

switchport general ac-
ceptable-frame-type
{tagged-only |
untagged-only | all}

-/NPUHUMaTb BCe TUMbI
dperimos

no switchport general ac-
ceptable-frame-type

MpUHUMaTb Ha OCHOBHOM MHTepdeice ToNbKO ¢perimbl onpe-
JeneHHoro Tmna:

- tagged-only — T0/1bKO TerMpoBaHHbIE;

- untagged-only — TO1bKO He TerMpoBaHHbIe;

- all — Bce dppelimbl.

MpuHMMaTL Ha OCHOBHOM UHTepdelice Bce TUMbI Gppeimos.

switchport general map
protocols-group group
vlan vian_id

vlan_id: (1..4094)

no switchport general map
protocols-group group

group: (1.. 2147483647)

YcTaHOoBUTL NpaBuao knaccudumraumm VLAN ana nHtepoeiica,
OCHOBaHHOE Ha NPUBA3KE K MPOTOKONY.

YaanuTtb npaBmao KnaccuduKkaumm.

switchport general map
macs-group group
vlan vian_id

vlan_id: (1..4094)

no switchport general map
macs-group group

group: (1.. 2147483647)

YcTaHOBUTb NpasBuao knaccudumrkaumm VLAN ana nHtepoeiica,
OCHOBaHHoOe Ha npusAske kK MAC-aapecy.

Yoanutb NpaBuao Knaccudurkauum.
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switchport general map
subnets-group group vlan
vlan_id

no switchport general map
subnets-group group

vlan_id: (1..4094)

group: (1..2147483647)

YcTaHOBUTb Npasuno knaccudumrkaumm VLAN ana nHtepdeiica,
OCHOBaHHOe Ha npuBA3kKe K IP-agpecy.

Yoanute npasuao Knaccudurauum.

switchport dotlq
ethertype egress stag
ether-type

no switchport dotlq
ethertype egress stag

ether-type: O-ffff (hex)

3ameHuTb EtherType B ucxoasawmx ¢ aaHHoro nHtepdelica na-
KeTax.

YCTaHOBWUTb 3HAYEeHME NO YMO4aHUIO.

switchport customer vian
vlan_id

no switchport customer
vilan

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nonb3oBaTeIbCKOro MHTepdeiica.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

switchport customer mul-
ticast-tv vlan vian_id

no switchport customer
multicast-tv vlan

vlan_id: (1..4094)

PaspeluaeT npMHMMaTL MHOroaApecHbl TpaduK U3 yKasaH-
Hoi VLAN (He sBnsitoweica VLAN nonb30BaTeIbCKOro MHTep-
delica) Ha HacTpaMBaemMoM MHTepdece, COBMECTHO C NOJb30-
BaTENAMMW A PYIUX NONb30BaTE/IbCKMX NOPTOB, NPUHMMAKOLLNX
MHOroazpecHbI Tpaduk n3 aaHHom VLAN.

3anpeLyaeT NPMHUMATb MHOrOaAPECHbIN TPAadUK Ha HacTpau-
BaemMoM MHTepodeiice.

switchport forbidden vian
add vian_list

no switchport forbidden
vlan add vian_list

vlan_list: (2..4094, all)/
Bce VLAN paspelueHbl
nopTty

3anpetutb gobasneHue ykasaHHbix VLAN nopry.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

switchport forbidden vian
remove vian_list

no switchport forbidden
vlan remove vian_list

vlan_list: (2..4094, all)/
sce VLAN paspelueHbl
nopry

PaspewwnTb AobaBneHne ykasaHHbix VLAN noprty.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport forbidden de-
fault-vlan

no switchport forbidden
default-vlan

Mo ymon4yaHuio YneHcTso B
nedontHoi VLAN paspe-
LeHo

3anpetutb gobasneHune gedontHon VLAN noprty.

YCTaHOBUTb 3HAYEeHME N0 YMOHYAHWUIO.

switchport protected-port

no switchport-protected-
port

MepeBOAWT NOPT B PEXUM U30NALUN BHYTPU FPyNbl NOPTOB.

BoccTaHaBnvBaeT 3HavYeHMe No YMOTYAHMUIO.

switchport community
community

no switchport community

community: (1..30)

[obasnaeT NnopT B cO06LWECTBO (rpynna U3onsaLmMu nopTos).
MopTbl BHYTPU COOBLLECTBA MOTYT 06MEHMBATLCA TPadUKOM
TONbKO MeXKAy cob0i, a TakXkKe C APYrMMU He3aLMLLEHHbIMMU
nopTamu (Ha KOTOPbIX HET HacTpPoWKK «switchport protected-
port»).

- community — umsa coobuiecTsa.

BoccTaHaB/MBAET 3HaUYeHWe No yMmonYaHuio. B aTom cnydae 3a-
L MLLEHHBIN NOPT ABNAETCA N30/IMPOBAHHbIM NOPTOM (He co-
CTOALLMM HU B OAHOM COO0BLLECTBE), 1 OH MOXKET 0bMeHU-
BaTbCA TPAaOMKOM TOIbKO C He3aLWMLLEHHbIMM NOPTamu (Ha Ko-
TOPbIX HET HAacTpPoWKK «switchport protected-port»).

switchport protected {giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group}

no switchport protected

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

Mo yMON4YaHMIO MCNOb3Y-

eTca MapLpyTU3auma no

6a3e AaHHbIX M3yYEHHbIX
MAC-agpecos (FDB)

MepesoauT NopT B pexxunm Private VLAN Edge. OTmeHseT
MapLwpyTu3aumio no 6ase AaHHbIX M3ydeHHbIx MAC-aapecos
(FDB) 1 HanpaBnAeT BeCb OAHOAAPECHbIM, MHOTOAAPECHbIN U
LWMpPOKoBeLaTeNbHbIM TpaduK Ha uplink-nopT.

OTK/NOYaeT OTMEHY MapLUpPyTU3aLmMK No 6ase AaHHbIX U3yYeH-
Hbix MAC-aapecos (FDB).

ip internal-usage-vlan
vlan_id

no ip internal-usage-vlan

vlan_id: (1..4094)/
HeT pe3epsa

3apesepsuposatb VLAN gna BHyTpeHHEro UCnonb30BaHUA Ha
MHTepodeice.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

switchport default-vlan
tagged

no switchport default-vlan
tagged

YCTaHOBWTb NOPT KakK Ternpyowmii B gedpontHon VLAN.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.
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KomaHObI pexcuma 21060s16H020 KOHGU2YpUPOo8aHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHGUIypupoBaHus:

console#configure
console (config) #

Tabanuya 5.39 — KomaHzabl pexkmma rnobanbHoro KoHGUrypuposaHusa

KomaHoa 3HaveHue Aelicmeue

vlan database - Bxopg, B pexxum KoHourypuposaHus VLAN

default interface {vlan Cbpoc HacTpoek nHtepdeica VLAN nam ananasoHa MHTep-

vlan_id | range vlan ¢deicos VLAN Ha HaCTPOMKM NO YMONYAHMIO.

vlan_list} vlan_id: (1..4094); - vlan_id — ngeHtndurkaumoHHbii Homep VLAN;

vlan_list: (1..4094) -vlan_list — cnnucok VLAN ID. AuanasoH VLAN mo¥Ho 3aaaTb

nepeyncaeHnem Yepes 3anaTyto UM yKa3aTb HA4YaibHOE U KO-
HeYyHoe 3HayeHus AManasoHa Yepes gepuc "-".

[pumep UCN0a16308aHUA KOMAHObI:

console#configure
console (config) #vlan database
console (config-vlan) #

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 5.40 — KomaHabl pexkmuma Privileged EXEC

KomaHoa 3HaveHue Aelicmeue
show vlan - MokasaTtb MHPopmauuto no scem VLAN.
how i P .
show mter‘ ace description vlan_id: (1..4094) Mokasatb onuncanune VLAN nHTepdeiica.
vlan vian_id
show vlan name name (1..32) cumBonioB MokaszaTtb nHpopmauuio no VLAN, NOUCK MO UMEHMU.
show vlan tag vian_id vlan_id: (1..4094) MokasaTtb nHdopmaumio no VLAN, nonck no naeHtmdurkaTopy.

. Mokasatb cnncok VLAN ana BHYTpeHHero ncnonb3oBaHuA
show vlan internal usage -

KOMMYTaTOPOM.

show default-vlan-mem-

bership gi_port: (1..3/0/1..28);

[ gigabitethernet gi_port | fa_port: (1..3/0/1..24); MokasaTtb coctas rpynnbl gedontHoi VLAN.
fastethernet fa_port | group: (1..16)

port-channel group ]

KomaHOwbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console>
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Ta

6nmua 5.41 — KomaHgpl pexkuma EXEC

KomaHoa 3HaveHue Aelicmeue
show vlan multicast-tv vlan MoKasaTb NOPTLI-UCTOYHUKM U NPUEMHUKU MHOTOALPECHOTO
vlan_id vlan_id: (1..4094) Tpaduka B gaHHol VLAN. MopTbl MICTOYHUKM MOTYT, KaK nepe-

[aBaTb, TaK U NPUHUMATb MHOTOaAPEeCHbI TpaduK.

show vlan protocols-

- [Moka3aTb MHPOpPMALUIO O rPyNMnax NPOTOKONOB.
groups dopmay, py P

show vlan macs-groups - Mokasatb nHdopmaumio o rpynnax MAC-aapecos.

show interfaces switchport

{ gigabitethernet gi_port | gi_port: (1..3/0/1..28);

fastethernet fa_port | fa_port: (1..3/0/1..24); MoKasaTb KOHMrypaLmMIo NopTa, rpynmbl NOPTOB.
group: (1..16)

port-channel group }

show interfaces protected-

ports gi_port: (1..3/0/1..28);

Moka3aTb cocToAHWe NOpPTOB: B pexkume Private VLAN Edge, B

[ gigabitethernet gi_port | fa_port: (1..3/0/1..24); private-vlan-edge-coobuiecTse.

fastethernet fa_port | group: (1..16)
port-channel group ]

[pumepbl 8b1M0MHEHUS KOMAHO

= [lokasaTb MHPopmauuio o Bcex VLAN:

console#show vlan

Vlan Name Tagged ports Untagged ports
Type Authorization

1 —_ _
fal/0/1-2,fal/0/4, Default Required

fal/0/6-24,91i1/0/1-4,Pol-8

5 - fal/0/11-12,fal/0/23
fal/0/5 permanent Required

6 - fal/0/11-12,fal/0/23
- permanent Required

= [lokasaTb NOPTbl UCTOYHUKN N MPUEMHUKN MHOTOaapecHoro Tpaduka B VLAN 4:

console#show vlan multicast-tv vlan 4

Source ports : gil/0/4-5
Receiver ports: gil/0/1

= [loka3aTb MHGOPMALMIO O rPyNMax NPOTOKO/IOB:

console#show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd (IPv6) Ethernet 3

= [lokasaTb MHPOPMaUUIO O rpynnax NnoAceTen:

console#show vlan subnets-groups

Ip Subnet Address Mask Group Id
192.168.16.44 255.255.255.0 1
192.168.16.44 255.255.255.0 2
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= [loKa3saTb cnucok VLAN ana BHyTpeHHero Mcnoib30BaHMA KOMMYTaTOPOM:

console#show vlan internal usage

Usage VLAN Reserved IP address

gil/0/1 30 Yes Inactive

= [lokasaTb KOHoUrypauuto nopta GigabitEthernet 22:

consolef#show interfaces switchport gigabitethernet 1/0/22

Port : gil/0/22

Port Mode: Access

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: all

Ingress UnTagged VLAN ( NATIVE ): 1
Protected: Disabled

Port is member in:
Vlan Name Egress rule Port Membership Type
1 1 Untagged System

Forbidden VLANS:
Vlan Name

Classification rules:

Protocol based VLANs:
Group ID Vlan ID

Mac based VLANs:
Group ID Vlan ID

5.10.3 Hacrtpo#Ka Private VLAN

TexHonorus Private VLAN (PVLAN) nossonsetr npou3BoAuTb pasrpaHuyeHue TpaduKa Ha BTOPOM
ypoBHe moaenn OSI mexay nopTaMmm KOMMYTaAToOpa, KOTOopble HAaX0AATCA B OAHOM LUIMPOKOBELLATEIbHOM A0-
MeHe.

Ha KommyTaTopax MOKeT 6bITb CKOHPUrypmposaHo Tpu Tuna PVLAN noptos:

— promiscuous — 3TO NOPT, KOTOpPbIA cnocobeH 06MeHMBATbCA AaHHbIMM MeXKAy NtobbiMM
nHTepdelicamm, BkatoYas isolated n community noptel PVLAN;

— isolated —3T0 NOpPT, KOTOPLIV NONHOCTbLIO N30/IMPOBAH OT APYTMX NOPTOB BHYTPW O4HOFO U TOFO
»ke PVLAN, HO He oT promiscuous noptoB. PVLAN 6/10KMpYIOT BeCb TpadMK, MAYLLMIA B CTOPOHY
isolated nopToB, KpoMe TpaduKa CO CTOPOHbI Promiscuous MOPTOB; MAKETbl CO CTOPOHbI
isolated nopToB MoryT nepesaBaTbCA TO/ILKO B CTOPOHY Promiscuous NopTos.;

— community — 3TO rpynna NopToB, KOTOPble MOFYT 0OMEHMBATLCA AaHHbIMU MeXay coboit un
promiscuous noptamu, 3T UHTepdencbl oTaeNeHbl Ha BTOPOM ypoBHe mogenun OSI oT Bcex
OCTaNbHbIX community nHTepdencos, a Takke isolated noptos BHyTpM PVLAN.
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Mpouecc BbINOAHEHUA GYHKUUM AOMNOJAHUTENbHOTO pa3feneHMA MOPTOB C MOMOLLBbI TEXHOIOMUU
Private VLAN npepctaBneH Ha pucyHKe 29.

Promiscuous ports

()

Trunk ports
VLAN 100 VLAN 100
Switch A Switch B
‘ A
VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 29 — lpumep pabomesi mexHonozuu Private VLAN

Bua 3anpoca KOMaHAHOW CTPOKM B pPeMMe KOHPUrypmposaHua nHtepdeica Ethernet, nntepoeiica
rpynnbl NOPTOB:

console#configure

console (config) #interface {tengigabitethernet te port | gigabitethernet
gi port | port-channel group | range {..}}
console (config-if) #

Tabnunua 5.42-KomaHgbl pexknma KoHGUrypupoBaHua nHTepoeica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

switchport mode mode

no switchport mode

mode: (promiscuous, host)

3apatb pexkum paboTbl nopta 8 VLAN.
- mode — pexxum paboTbl nopta B VLAN.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

switchport private-vlan
mapping primary_vlan
[add | remove second-
ary_vlan]

no switchport private-vlan
mapping

primary_vlan: (1..4094);
secondary_vlan: (1..4094)

HOo6aBuTb (yAanuTb) oCHOBHOM 1 BTopocTeneHHble VLAN Ha
promiscuous nHTepdeic.

Ha oauH promiscuous uHrepdeiic Henb3sa f06aBUTb
(S £ 60nblie oaHoro primary vlan.

YaanuTb 0OCHOBHOM U BTopocTeneHHble VLAN.

switchport private-vlan
host-association pri-
mary_vlan secondary_vilan

no switchport private-vlan
host-association

primary_vlan: (1..4094);
secondary_vlan: (1..4094)

[06aBuTb ocHOBHOM 1 BTOpocTeneHHble VLAN Ha host nHTep-
deic.
Ha oauH host nHtepdeiic Henb3a fo6aBuTb 60nbLUIE
opHoro secondary vlan.

YnanuTtb oCHOBHOM U BTopocTeneHHble VLAN.
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Tabnuua 5.43 — KomaHapl

pexuma KoHpurypmposaHua nHtepoeica VLAN

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

private-vlan {primary | iso-
lated | community}

no private-vlan

BKkntoumTb mexaHu3m Private VLAN v 3agaTb TMN UHTepdelica.

OTKNIUNTb MexaHn3m Private VLAN.

private-vlan association
[add | remove]

secondary_vlan (1..4094)

[ob6aeuTb (yaanutb) npmeasky BTopocteneHHon VLAN K ocHOB-
HoM. HacTpoiika npumeHuma Tonbko gns primary VLAN.

no private-vlan association

YpanuTe npuBasky BTopocteneHHol VLAN K OCHOBHOMA.

/“ MakcumanbHoe Konuyectso BropocreneHHbix VLAN — 256.

MakcumanbHoe Konanuecteo community VLANS, KoTopble MmoryT 6biTb accoLuumpo-

BaHbl ¢ 04HOM OCHOBHOM VLAN - 8.

[pumep Hacmpoliku uHmepgelticos kommymamopa SW1 (puc. 31)

promiscuous nopt— interface gigabitethernet 1/0/4
isolated nopt- gigabitethernet 1/0/1
community nopT— gigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1

switchport mode host

description Isolate

switchport forbidden default-vlan

switchport private-vlan host-association 100 201
exit

|
interface gigabitethernet 1/0/2

switchport mode host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

|

interface gigabitethernet 1/0/3

switchport mode host

description Community-2

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

|

interface gigabitethernet 1/0/4

switchport mode promiscuous

description to Router

switchport forbidden default-vlan

switchport private-vlan mapping 100 add 201-202
exit

|

interface gigabitethernet 1/0/5

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

|

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202

exit

|

interface vlan 201
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name isolate
private-vlan isolated
exit

|

interface vlan 202

name community
private-vlan community
exit

5.11 Selective Q-in-Q

JaHHaa $yHKLMA NO3BONAET Ha OCHOBE CKOHOUIYPUPOBAHHbLIX NpPaBua GUABTPALMM NO HOMepPam
BHyTpeHHMX VLAN (Customer VLAN) npoussoautb gobasneHue BHelwHero SPVLAN (Service Provider’s VLAN),
nogmeHaTb Customer VLAN, a TaK)Ke 3anpeLuaTtb NpoxoxKaeHne TpadmKa.

[nsa ycTpoiicTBa co3aaeTcs CNMCOK NpPaBWA, Ha OCHOBaHMM KOToporo byaeTt o6pabaTbiBaThCA TPAdUK.

V B pexkume acl-only kKomaHabl KOHPUrypuposaHua npasun Selective Q-in-Q HegOCTYNHbI.
i Hanunuue xota 6b1 ogHoro npasuna Selective Q-in-Q Ha uHTepdeiice 3anpeLyaeT BKAOYEHUE
v $YHKUMU NOrMpoBaHUA KLWITOPMA» Ha 3TOM UHTepddeiice.

KomaHObI pexcuma KoHpu2ypuposaHua uHmepgelica (OuanasoHa uHmepaeticos) Ethernet u Port-
Channel

Bua, 3anpoca KOMaHAHOW CTPOKM perkMma KOHOUIypupoBaHUA MHTepdenca KOHOUTYPUpPOBaHUA:

consolet#configure

console (config) #interface { fastethernet fa port | gigabitethernet gi port
| port-channel group | range {..}}

console (config-if) #

Tabnuua 5.44 — KomaHgbl pexkMma KoHoUrypuposaHua nHtepdeliica (amanasoHa nHtepdelicos) Ethernet

KomaHda 3HaueHue Aeilicmeue

CosfaeT NpPaBnIo, Ha OCHOBaHWM KOTOPOTO K BHELWHEN MeTKe
BXoAsALLero naketa ingress_vlan_id 6ypet no6aBnaTbcA BTO-
poii Ter vlan_id.

Ecnu napametp ingress_vlan_id He 3apaH, To npasuio byaet
NPUMEHATHCA K BXOAALLMM NaKeTam BHE 3aBUCUMOCTM OT UX
npuHaanexxHoctn K VLAN. Takoe npaBunio moKeT 6bITb Uc-
nonb3oBaHO AnA 06paboTKM NaKkeToB, He NONAaBLUMX NOA, Ae-
CTBME APYrUX NPaBu (MPaBuUIO «MO YMONYAHUIO).

CospgaeT 3anpeLuatoLiee NPaBnIo, Ha OCHOBAHWM KOTOPOTO
selective-qinq list ingress BXOAALLME NAKETbl C BHELWHel meTKol ingress_vlan_id 6yayT
deny [ingress_vlan in- oTbpacbiBaTbea. Ecnn napameTp ingress_vlan_id He 3afaH, To
gress_vlan_id] npasuno 6yaet NpMBOAMTL K OTOPACbIBAHUIO BXOAALLLErO TPa-
drKa HEe33aBMCUMO OT BHelHen meTku VLAN.

Co3sfaeT NpaBnio, Ha OCHOBAHWM KOTOPOrO BXOAALLME NaKeTbl
C BHelWHUM Terom ingress_vlan_id 6yayTt nepeaasatbea 6e3
ingress_vlan_id: (1..4094) | uameHeHwWN.

Ecnun napametp ingress_vlan_id He 3apaH, To npy 06paboTke
TaKoro npasu/ia BXogAllme nakeTbl byayT nepesaBaTbca Hesa-
BMCKMMO OT 3HA4YEHUA BHELLHEro Tera.

selective-qinq list ingress vlan_id: (1..4094);
add_vlan vian_id [in- ingress_vlan_id: (1..4094)
gress_vlan ingress_vlan_id]

ingress_vlan_id: (1..4094)

selective-qinq list ingress
permit [ingress_vlan in-
gress_vlan_id]
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selective-qinq list ingress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3faeT NpaBnIo, Ha OCHOBAHWW KOTOPOFO BHELLHAS MeTKa
BXoAALLero naketa ingress_vlan_id 6yaeT 3ameHATbCA Ha 3Ha-
YyeHue vian_id.

Ecnv napameTp ingress_vlan_id He yKka3aH, To npasuao byget
NPUMEHATBCA K BXOAALLMM NaKeTam, He NONaBLUMM noa Ael-
CTBME APYrUX NPaBuUI.

no selective-qing list in-
gress [ingress-vlan in-
gress_vlan_id]

ingress_vlan_id: (1-4094)

YpanaeT npaBuao ANA yKasaHHoro ingress_vlan_id pna Bxoas-
LLMX NAKeTOB.

KomaHga 6e3 napameTpa ingress_vlan_id ypanset npasuno,
npumeHaemoe K Bxoaalemy TpadurKy no ymonyaHuio.

selective-qinq list egress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3pgaeT NpaBMI0, Ha OCHOBAaHUM KOTOPOTO B MPUHATOM C
BHELWHelN meTKoW ingress_vlan_id nakeTe 6yaeT BbINOAHATLCA
3aMeHa BHeLWHero Tera Ha Ter vian_id. NMpaBuno npumeHsaeTca
K UCXO4ALLMM NaKeTam.

Ecnv napameTp ingress_vlan_id He yKka3aH, To npasuao byget
NPUMEHATHCA K UCXOLALLMM NaKeTaM HEe3aBUCMMO OT 3Haue-
HuA ingress_vlan_id.

no selective-qging list
egress ingress-vlan in-
gress_vlan_id

ingress_vlan_id: (1-4094)

Ypansaet npasuio selective ging ans ykasaHHoOro
ingress_vlan_id pna ncxopalmx nakeTos.

KomaHOwb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabanuya 5.45 — KomaHab! pexkmma EXEC

KomaHOoa

3HayeHue

Aeilicmeue

show selective-qinq [inter-
face

{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

OTobparkaeT cnMcoK npasun selective ging pas ykasaHHOro
nopra.

[pumepbl 8b1M0MAHEHUS KOMAHO

= Co3gaTtb NPaBWIO, Ha OCHOBAHMM KOTOPOrO BHELHAA METKa BXxoAsallero naketa 11 6yaer 3a-

meHATbcA Ha 10.

console#configure
console (config) #interface gigabitethernet 1/0/1
console (config-if) #selective-qing list ingress override vlan 10 ingress-

vlian 11

console (config-if) #end

=  OT06pas3nTb CMNCOK CO3AaHHbIX Npasua selective ging:

consolef#show selective-ging

Direction Interface Rule type

Vlan ID

Classification by Parameter

gion/1

ingress override vlan 10
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5.12 Storm Control gna pasnunuHoro Tpaduka (broadcast, multicast, unknown, unicast)

«LL'TOpM» BO3HUKaET BC/1eaACTBUE YPE3IMEPHOIO KOJ/IUYECTBA broadcast-, muIticast—, unknown unicast-
COO6LLI,EHMI7I, OAHOBPEMEHHO NnepeaaBaemblX MO CeTh Y4yepe3 OoAMH NOPT, YTO NMpuBOAUT K Neperpyske
pecypcoB CeETU N NOABNEHUNIO 3a4EPKEK. ((LL'TOpM» MOXET BO3HUKHYTb NP HaM4YNUN «3aKOJIbLLOBAHHbIX»

cermeHToB B ceTu Ethernet.

KommyTaTop M3MepseT CKOPOCTb MPUHUMAEMOrO LWPOKOBELLATENbHOMO, MHOrOafApPecHoro u
HEeM3BeCTHOro oAHOoaApecHoro Tpaduka ANA NOPTOB C BK/AKOYEHHbIM KOHTPOJEM LLIMPOKOBELLATE/IbHOMO

«wTopma» n OT6paCbIBaET NakKeTbl, eC/1IM CKOPOCTb NpeBbIlaeT 3a4aHHOE MaKCMMa/ZibHOE 3Ha4YeHue.

KomaHObI pexcuma KoHguaypuposaHus uHmepgelica Ethernet

Bug 3anpoca KOMaHAHOW CTPOKK B pexmme KoHPurypmposaHusa uHtepoelica Ethernet, nnrepdeitca

rpynnbl NOPTOB:

console (config-if) #

Tabnuua 5.46 — KomaHapl pexxnma KoHoUrypuposaHusa nutepdeica Ethernet

KomaHda

3Ha4yeHue/3HayeHue no
YMOMYAHUIO

Aeiicmeue

storm-control multicast
enable

no storm-control multicast
enable

-/dyHKUMA BbIKNKOYEHA

BK/tOYaeT KOHTPO/Ib MHOTOAAPECHOro TpaduKa.

BbIK/IOYAET KOHTPO/Ib MHOFOAAPECHOro TpaduKa.

storm-control multicast
level kbps rate

no port storm-control mul-
ticast level

rate: (1..1000000)/3500
Kéut/c

3afaeT MaKCMMaNbHYO CKOPOCTb MHOroagpecHoro Tpadwma.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

storm-control un-
known-unicast enable

no storm-control un-
known-unicast enable

-/dyHKUMA BbIKNKOYEHA

Bkntouaet KOHTPO/1Ib HEM3BECTHOIO 0O A4HOAApPEeCHOro Tpad)m(a

BbIKNtoYaeT KOHTPONb HEM3BECTHOro O4HOAAPECHOro Tpad)m Ka.

storm-control un-
known-unicast level kbps
rate

no port storm-control un-
known-unicast level

rate: (1..1000000)/3500
Kéut/c

3afaeT MaKCMMasibHYIO CKOPOCTb HEeM3BecTHOro ogHoaspec-
Horo TpaduKa.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

storm-control broadcast
enable

no storm-control broadcast
enable

-/dYHKUMA BbIKNIOYEHA

BK/1I04AET KOHTPOJIb WIMPOKOBELATENbHOMO TpaduKa.

BbIKNtOYaeT KOHTPO/Ib LUIMPOKOBELLLATENNbHOTO TpachKa.

storm-control broadcast
logging

no storm-control broadcast
logging

-/byHKLMA BbIKAOYEHA

BkntoyaeT norvposaHue «wtopmar. JlorMpoBaHMe MHOroas-
pecHoro n ogHoagpecHoro Tpaduka He ocyL,ecTBAAeTCA.
BKAloueHUe NOrMpoBaHUA «LWITOPMa» 3anpelyaer
V KOH$UrypmuposaHue npasun SQinQ Ha 3TOM UHTep-
deiice.

BbIKkntoyaeT normposBaHue «wTopmanr.

storm-control broadcast
shutdown

no storm-control broadcast
shutdown

-/byHKLMA BbIKAOYEHA

OTKAtoYaeT HTepdenc npu obHapyReHNN KIITOPMa»
DYHKUMA BbIKAOYEHUA UHTepdeiica npu obHapy-
V YKeHMU «LWTopMa» 3anpeLiaet KoHpUrypuposaHue
npasua SQinQ Ha aTom uHTepdeiice.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

storm-control broadcast
level kbps rate

no port storm-control
broadcast level

rate: (1..1000000)/3500
Kéut/c

3afaeT MaKCMMabHY0 CKOPOCTb AJ/1A LUMPOKOBELLATE/IbHOro
TpaduKa.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 5.47 — KomaHab! pexkmma EXEC

KomaHoa 3HavyeHue Aelicmeue

show storm-control [giga-
bitethernet gi_port |
fastethernet fa_port]

MoKasbiBaeT KOHOUrypauno GyHKLUU KOHTPONA «LWITOPMa»

i t:(1..3/0/1..28);
gi_port: (1..3/0/ ) ONA yKa3aHHOro nopta, Mbo BCcex NopToB.

fa_port: (1..3/0/1..24)

’ Storm-control He orpaHnunsaetr DHCP, ARP, IGMP-Tpaduk o VLAN, B KOTOPbIX BK/AKOUYEH

DHCP Snooping, ARP Inspection, IGMP Snooping.
[ ]

[pumepbl 8b1M0AHEHUS KOMAHO

=" BKJIIOYMTb KOHTPOJIb LWMPOKOBELLATEIbHOIO, MHOIr0aApecHOro U HeM3BeCcTHOro og4Hoaapec-
Horo TpadmKa Ha 15 nHtepdeiice Ethernet. YcTaHOBUTb MaKCMMabHYIO CKOPOCTb A/151 KOH-
Tpoanpyemoro Tpadpuka — 5000 K6/c:
console#configure
console (config) #interface gigabitethernet 1/0/15
console (config-if) #storm-control broadcast enable
console (config-if) #storm-control include-multicast

console (config-if) #storm-control include-multicast unknown-unicast con-
sole (config-if) #storm-control broadcast level kbps 5000

5.13 Ipynnbl arperauum KaHanos — Link Agregation Group (LAG)

KommyTtaTopbl obecneumBatoT nogaepxKy 4o BocbMu UHTepdelicos Ethernet B ogHol rpynne nopTtos
LAG » go wectHaauati rpynn LAG Ha ycTpOIACTBE MM cTeKe ycTpoicTs. Kaxkaan rpynna nopToB A0/KHA
cocToATb M3 MHTepodelicoe Ethernet ¢ oamMHakoBoW CKOpPOCTbIO, paboTalowWwMX B AYNJAEKCHOM peMMe.
ObbeanHeHMe NOPTOB B  rPynny YyBeAMUYMBAET MPOMNYCKHYID CNOCOBHOCTb  KaHana  mexay
B3aMMOZEMNCTBYIOWMMM YCTPOMCTBAMM M MOBbIWAET OTKAa30yCTOMYMBOCTb. [pynna NopToB ABAseTcA AAA
KOMMYTaTOpa OAHUM NOTMUYECKMM NMOPTOM.

YCTPOWCTBO NOAAEPKMBAET ABA PexkMMa pPaboTbl rpynnbl NOPTOB — CTaTMYecKasa rpynna v rpynna,
ynpasnsemas no npotokony LACP. Pabota no npotokosy LACP onucaHa B COOTBETCTBYHOLIEM pasaene
OOKYMeHTa.

/' Ecam ana nntepdeiica npousseaeHbl HACTPOIKYK, TO ANA A06aBNeHUA ero B rpynny cneayet
BEPHYTb HAaCTPOMUKM MO YMOIUYAHUIO.

[obaBneHne wHTepdeiicoB B rpynny arperauMuM KaHaaoB [AOCTYNHO TOAbKO B  pexume
KoHdUrypupoBaHua nHtepdeinca Ethernet.

Bua 3anpoca KOMaHAHOM CTPOKM B pexkume KoHPUrypmposaHua nHtepdeliica Ethernet:

console (config-if)#
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Tabnnua 5.48 — KomaHabl pexkMma KoHourypmupoBaHus nHtepdelica Ethernet
KomaHoa 3HaveHue Aelicmeue
channel-group group mode Oob6asuTtb ethernet-nHtepdeliic B rpynny nopTos.
mode group: (1..16); - on — n06aBuTbL NOPT B KaHan 6e3 LACP;
mode: (on, auto) - auto — f06aBuTbL NOPT B KaHan ¢ LACP.
no channel-group Ypanute Ethernet-untepdelic ns rpynnsl nopTos.

KomaHObI pexcuma 2106a0s16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHoro KoHGUryprupoBaHusa:

console#configure
console (config) #

Tabanua 5.49 — KomaHabl pexkmma rnobanbHoro KoHGUrypuposaHusa

KomaHoa 3HaveHue Aelicmeue

3apaeT mexaHuM3m 6anaHCMPOBKM HArpy3KM ANs rpynnbl arpe-
rMpPOBaHHbIX NOPTOB. [loCTyNHbIe BapuaHTbI:

- src-dst-mac-ip — mexaHn3m 6anaHCMPOBKM OCHOBbLIBAETCA Ha
MAC-agpece u IP-agpece;

- src-dst-mac — mexaHn3m 6anaHCMPOBKN OCHOBbLIBAETCA HA
MAC-agpece;

- src-dst-ip — mexaHn3m 6anaHCMPOBKM OCHOBbIBAETCA Ha IP-
apgpece;

- src-dst-mac-ip-port — mexaH1M3m 6a1laHCMPOBKM OCHOBbIBA-
etca Ha MAC-agpece, IP-agpece 1 nopTte HazHayYeHUA;

- dst-mac — mexaHn3m 6anaHCMPOBKM OcHOBbIBaeTcA Ha MAC-
ajgpece nonyyatens;

- dst-ip — mexaHM3Mm 6anaHCMPOBKM OCHOBbIBaeTcA Ha IP-aa-
pece nony4yartens;

- Src-mac — mexaHun3m 6anaHCMpPOBKM OCHOBbIBaeTcA Ha MAC-
agpece OTNpaBuTens;

- src-ip — mexaHn3m 6anaHCMpPOBKM OCHOBbIBAeTCA Ha IP-aa-
pece oTnpasuTens;

- mpls-aware — Bk/toueHmne napcuHra L3/L4 3aronoBKoB nake-
ToB ¢ MPLS-MmeTKamu ans Bcero ycTponcTea. AKTyasibHO
TONIbKO C pekmmamu banaHcuposku no L3/L4-3aronosKkam na-
KeTa.

port-channel load-balance
{src-dst-mac-ip |
src-dst-mac | src-dst-ip |
src-dst-mac-ip-port | -/src-dst-mac
dst-mac | dst-ip |
src-mac | src-ip}
[mpls-aware]

Bupg 3anpoca KoMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 5.50 — KomaHab! pexkuma EXEC

KomaHoa 3HayeHue Aelicmeue

show interfaces chan-

nel-group [group] group: (1..16) MoKa3biBaeT MHGOPMALMIO MO rpynne KaHanoB.

5.13.1 CratnyecKue rpynnbl arperaumm KaHanos

(DYHKLI,MEﬁ CTaTnyecrux rpynn LAG asnsaetca 06be,CI,VIHEHI/Ie HECKOJIbKUX d)VIBI/I‘-IECKMX KaHanoB B O4UH,
YTO NO3BOJIAET YBE/INYUTb MPONYCKHYHO CNOCO6HOCTb KaHana U MoBbICUTbL €ro OTKa3OYCTOﬁqMBOCTb. Ana
CTaTUYECKUMX rpynn npnopuTeT MCNo21b3a0BaHMA KaHa/10B B O6'be,EI,VIHeHHOM ny4ykKke He 3a4aeTCA.

/ Dna sBknoueHusa paboTbl MHTepdeiica B cocTaBe CTaTUUECKOM rpynnbl UCNOAb3yiTe KOMaHay
channel-group group mode on B pexume KoHPUrypupoBaHMA COOTBETCTBYIOLLErO MHTEp-
deiica.
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5.13.2 NpoToKon arperaunmn KaHanos LACP

dyHKumen npoTokona Link Aggregation Control Protocol (LACP) aBnaeTtcs o6beanHEHNE HECKONbKUX
$U3MYECKMX KaHaNoB B OAMH. ArperMpoBaHvMe KaHa/lOB WMCMO/b3YETCA A/A YBENWYEHWUA MPOMNYCKHOM
CNOCOBHOCTM KaHana M NOBbIWEHUA ero oTKasoycToiumsocTU. LACP nossonseT nepegasaTb TpaduKk no
06begNHEHHbBIM KaHanam B COOTBETCTBUM C 3a4aHHbIMW MPUOPUTETAMU.

V' Ona BknoueHuna pabotbl uHTepdeiica no npotokony LACP ucnonb3yiite KomaHay channel-
group group mode auto B pexxume KOHPUrypMpoBaHUA COOTBETCTBYIOWEro MHTepdeiica.

KomaHObI pexcuma 2106asa6H020 KOHU2YpUPOBaHUS

BuAa 3anpoca KoMaHAHOM CTPOKM pexxmnma rnobanbHOro KOHPUrypmpoBaHumsa:

console (config) #

Tabanuya 5.51 — KomaHabl pexkmma rnobanbHoro KoHGUrypuposaHusa

3HaveHue/3HayeHue no .
KomaHoa / Aelicmeue
YMOAYAHUIO
lacp system-priority value YcTaHaBAMBaET NPUOPUTET CUCTEMBI.
p System-priortty | value: (1..65535)/1 pvop
no |an system-prlorlty YcTaHaB/AMBaET 3Ha4YeHMe no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bua, 3anpoca KOMaHAHOM CTPOKU B peXKUME KOHPUrypuposaHua nHtepdeiica Ethernet:
console (config-if) #

Tabnunua 5.52 — KomaHabl pexkmma KoHpurypmuposaHus nHtepdelica Ethernet

3HayeHue/
KomaHoa 3Ha4yeHue no ymon4a- Aelicmeue
HUKLw
lacp timeout {long | short} YcTaHaBAMBaeT aAMUHUCTPATUBHBIM TaliMayT NPOTOKOA

LACP:
- long — anutenbHoe Bpems TalimayTa;
- short — manoe Bpems TaiimayTa.

Mo YMON4YaHUIO NCNONb3Y-
€TCA 3Ha4YeHune Iong

no lacp timeout YcTaHaBAMBAET 3HaYEHWE MO YMONYAHMUIO.

lacp port-priority value YcTaHaBnuBaeT npuopuTeT nHTepdeica Ethernet.
—— value: (1..65535)/1

no lacp port-priority YcTaHaBAMBAET 3HaYEHWE MO YMOAYAHMUIO.

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 5.53 — KomaHab! pexkuma EXEC

3HayeHue/
KomaHoa 3Ha4eHue no ymonya- Aelicmeue
Huo

show lacp MokasbiBaeT MHGopMmauuto o npoTtokose LACP ansa untep-
{ gigabitethernet gi_port| deiica Ethernet. Ecan fononHuTeNbHbIE MAPAMETPbI HE UC-
fastethernet fa_port } [pa- gi_port: (1..3/0/1..28); no/ib3ytoTcs, To byaeT nokasaHa Bca HGopmaumsa.
rameters | statistics | pro- fa_port: (1..3/0/1..24) - parameters — NoKa3bIBaeT NapamMeTpbl HACTPONKM NPOTO-
tocol-state] Kona;

- statistics — noka3sbiBaeT cTaTUCTUKY paboTbl NPOTOKON3;

- protocol-state — nokasbiBaeT cocTosHMe paboTbl NPOTOKONA.
show lacp port-channel MoKasbliBaeT MHbopmaumio o npotokone LACP ana rpynnbi
[group] group: (1..16) -
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[Mpumepbl 8bINOAHEHUA KOMAHO

= Cos3pgaTb NepByto rpynny noptos, paboTatoLLyto no npoTtokony LACP v BK/ItoYatoLLyto ABa UH-
Tepdeiica Ethernet—3 n 4. CkopocTtb pabotbl rpynnbl — 1000 Méut/c. YcTaHOBUTL NpruopuTeTt
cuctembl — 6, npuoputeTtbl 12 n 13 ana noptos 3 1 4 COOTBETCTBEHHO.

console#configure

console (config) #lacp system-priority 6
console (config) #interface port-channel 1
console (config-if) #speed 1000

console (config-if) fexit

console (config) #interface fastethernet1/0/3
console (config-if) #speed 1000

console (config-if) #channel-group 1 mode auto
console (config-if) #lacp port-priority 12
console (config-if) #exit

console (config) #interface fastethernet1/0/4
console (config-if) #speed 1000

console (config-if) #channel-group 1 mode auto
console (config-if) #lacp port-priority 13
console (config-if) #exit

console (config) #

5.14 Hactpoiika IPv4-agpecauun

B AaHHOM pasgene onucaHbl KOMaHAb! A1A HACTPOMKKU CTaTUYECKMX MapameTpoB IP-agpecaunu, Takmx
Kak IP-agpec, macka noaceTtu, W3 N0 ymonyaHuio. HacTtpoika npoTokosnos DNS u ARP onucaHa B
COOTBETCTBYIOLLNX pa3genax AOKYMeHTaumu.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet, uHmepagelica 2pynnsi nop-
mos, VLAN, uHmepgelica Loopback

Bua 3anpoca KOMaHAHOW CTPOKM B perKMMme KOHGUrypmupoBaHus nHtepdeiica Ethernet, nuntepoeiica
rpynnbl nopToB, nHTepdeincos VLAN:

console (config-if) #

Tabnnua 5.54 — KomaHabl pexkmma KoHourypmuposaHus nHtepdelica Ethernet

KomaHoa 3HayeHue Aelicmeue

ip address HasHauyeHue ¢usmnyeckomy wmHtepdeiicy Ethernet IP-agpeca,
ib_address mask MaCKM NoACEeTH, aApeca W33 N0 YMONYAHMIO.

[gateway| prefix_length]
no ip address [ip_address ] YpaneHue IP-agpeca Ha pusmnyeckom nHtepdelice Ethernet.

ip address dhcp MonyyeHue IP-agpeca gna HacTpavMBaemoro uHTepdelica oT
DHCP-cepsepa.

prefix_length: (8 .. 30)

- V He ucnonb3yetca ans loopback-untepoeiicos.

no ip address dhcp He nonyyatb gna HacTpauBaemoro uHTepdeica IP-agpec ot
cepsepa DHCP.

KomaHObI pexcuma 271060s16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOW CTPOKU B peXume rn1o6anbHOro KoHGUrypnposaHus:

console (config) #
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Tabnnuya 5.55 - KomaHgb! pexxuma rnobasbHOro KOHGUrypmpoBaHus

KomaHoa

3HavyeHue

Aelicmeue

ip default-gateway ip_ad-
dress

no ip default-gateway

-/WN03 N0 YMONYaHMIO He
3a4aH

3afaeT ANA KOMMYTaToPa W03 MO YMOAYAHMIO.

YpanaeT gns KOMMyTaTopa LUIH03 MO YMOYAHUIO.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnnua 5.56 - KomaHgb! pexxkuma Privileged EXEC

KomaHoa

3HayeHue

Aelicmeue

clear host dhcp {name | *}

name: (1..158) cumsonos

Ypaanaet n3s namAtn, noayyeHHble Nno npotokony DHCP 3anucu
COOTBETCTBUI UMEH UHTepdeicoB 1 nx IP-agpecos (KomaHaa
[OCTYMNHA TO/IbKO A/1A NPUBUIETMPOBAHHOTO N0/1b30BaTeNsA).
* - yAanuTb BCe COOTBETCTBUSA.

renew dhcp {gigabitether-
net gi_port | fastethernet
fa_port | port-channel
group|

vlan vian_id} [force-auto-
config]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094)

OTtnpasnset 3anpoc kK DHCP-cepBepy Ha obHoBNeHUE IP-ag-
peca.

- force-autoconfig — npn o6HoBNEeHWM IP-anpeca 3arpyrKaeTca
KoHburypaums c TFTP-cepsepa.

KomaHOb1 pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKK B pexkume Exec:

console>

Tabnunua 5.57 - Komanapl pexkuma EXEC

KomaHoa

3HavyeHue

Aelicmeue

show ip interface [giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group |
vlan vian_id | loopback
loopback_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094);
loopback_id: (1..64)

Moka3sbiBaeT KoH$Urypaumio IP-aapecauum Ans yKasaHHOro
nHTepoeiica.

[Mpumepbl 8bINOAHEHUA KOMAHO

= YcraHoBUTb IP-agpec wnto3a no ymonyanuto - 192.168.16.2:

console

(config) # ip default-gateway 192.168.16.2
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5.15 Hacrpoiika IPve-agpecauumn

5.15.1 MpoTtokon IPv6

KommyTtaTopbl nogaeprkuBatoT paboty no npotokony IPv6. Mopgaep:kka IPv6 ABnseTca BaXKHbIM
[OOCTOMHCTBOM, MOCKOJ/IbKY MpoTOKoAa IPv6 nmpu3BaH, B NepcrnekTuBe, MOJIHOCTbIO 3aMEeHUTb agpecauuio
npotokona IPv4. Mo cpasHeHUto ¢ IPv4 npoTtoKkon IPv6 nmeet pacliMpeHHoe agpecHoe NpocTpaHcTeo 128
6uT. Agpec IPv6 npeactasnnet coboit 8 6N10K0B, pa3aesieHHbIX ABOETOUYMEM, B KaXXA0M B/10Ke copeprutca
16 6uT agpeca, 3aNMCaHHbIX B BUAE YeTbIpex WeCcTHaUATEPUYHbIX YMCeN.

Mommmo yBennyeHuMAa agpecHOro MPOCTPAHCTBA NPOTOKOA IPv6 mmeeT uepapxuyeckyto cxemy
agpecauun, obecneymMBaeT arperauMio MapLllipyToB, yMnpolaeT Tabauuy maplpyTusaumm, npu 3TOM
3 PeKTMBHOCTb PaboTbl MapLLpPyTU3aTOpPa NOBbILIAETCA 33 CHET MEXaHU3Ma OBHapYKeHMA cOceLHUX Y310B.

JlokanbHble aapeca IPv6 (IPv6Z) B KommyTaTope HasHayatoTca nHTepdelricam, NosToOMy Mpu UCMO/b-
30BaHMU IPV6Z appecoB B CUHTAKCMCE KOMaHA MCNONb3YeTcA cnegytowmii dopmar:

<ipv6-link-local-address>%<interface-name>

roe
interface-name — uma nHTepdeica:

interface-name = vlan<integer> | ch<integer> | <physical-port-name>

integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|112|3|4|5]|6|7|8]9

physical-port-name = gigabitethernet {1..3/0/1..24}| fastethernet {1..3/0/1..24}

V' Ecnu 3HaYyeHue rpynnbl UM HECKOIbKUX FPynn noapAaAa B agpece npotokona IPvée pasHo
HyAto - 0000, To AaHHble rpynnbl MoryT 6biTb onyweHbl. Hanpumep, aapec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moxkeT 6bITb cOKpaw,eH ao FE40::AD21:FE43.
CoKpalleHuo He MOryT 6bITb NOABEpPrHyTbl 2 pa3aeneHHble HynAeBble rpynnbl U3-3a BO3-
HUKHOBEHMUA HEOAHO3HAYHOCTH.

V EUI-64 — 310 ngeHtuduKarop, cosgaHHblit Ha 6ase MAC-agpeca uHtepdeiica, ABNAOLWMACA
maaawumm 64 6utamm IPv6-agpeca. MAC-agpec pasbusaeTtca Ha aBe yacTu no 24 6wura,
MeXKay KoTopbimu aobasnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoro KoHGUrypnposaHma:
console (config) #

Tabnunua 5.58 — KomaHabl pexkmMma rnobanbHOro KoHGUrypupoBaHus

KomaHoa 3HayeHue Aelicmeue
ipv6 default-gateway 3aaaeT 3HayeHMe NoKaNbHOro aapeca IPv6-wat3a no ymonya-
ipv6_address HUIO.

- [laHHaa KomMaHAa AOCTYMHA TO/IbKO B PeXKMMe KOMMyTaTopa
(set system mode switch policy-based vlan active).

no ipv6 default-gateway Ypanaer HacTpoMKM IPV6-1u/1t03a MO YMOYaHMUIO
ipv6 host name ipv6_ad- Co3faeT CTaTMYEeCKYHO 3aMuCb, CTaBALLYIO B COOTBETCTBUE ceTe-
dress 1 [ipv6_address 2... BOMY MMEHMU ycTpoiicTsa IPv6-agpec.

name:

ipv6_address 4]

(1..158) cumsonos
Ypanaet ctaTuyeckyto 3anucb cootTseTcTeusa IPvb-aapeca m ce-

no ipv6 host name
TEBOro UMEHM YCTPOMCTBA.
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ipv6 neighbor ipv6_ad-
dress {gigabitethernet
gi_port | fastethernet
fa_port | port-channel

group|
vlan vian_id} mac_address

no ipv6 neighbor

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id (1..4094)

Co3paet cTatuyeckoe cooTseTcTBue mexay MAC-agpecom co-
cepgHero ycTpoiicTea u ero IPv6-agpecom.

- ipv6_address — IPv6-agpec;

- mac_address — MAC-agpec.

Ypaanaet ctatuyeckoe cootsetcTBne mexgy MAC-agpecom co-
cenHero ycTpolictea u ero IPv6-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
{0 .. 2147483647}/100
bucketsize: {1..200}/10

3apgaeT orpaHuyeHme ckopoctu ania ICMPV6 coobuieHmnii 06
olwmnbKax.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

KomaHOwbI

pexcuma KoHguaypuposaHua uHmepgelica (VLAN, Ethernet,

Loopback)

Bug, 3anpoca KOMaHAHOW CTPOKU PEXUMA KOHPUIYPUPOBaHUA MHTepdelica:

console (config-if)#

Tabnunua 5.59 — KomaHgbl pexxnuma KoHdurypuposaHusa nHtepdeiica (Ethernet, VLAN, Port-channel, Loop-

back)

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ipv6 enable
[no-autoconfig]

no ipvé6 enable

BkntouaeT nogaepkky IPv6 Ha nHtepdelice.

OTKAoYaeT noaaepKy IPv6 Ha uHTepdelice.

ipv6 address ipv6_address /
prefix_length [eui-64]
[anycast]

no ipv6 address
lipv6_address /pre-
fix_length] [eui-64]

prefix_length: (3..128)
(64 ecnn ucnonbsyetca na-
pameTp eui-64)

3apaeT IPv6-agpec Ha uHTepdelice.

- ipv6_address — IPv6-ceTb, HazHauyeHHan uHTepdeiicy (8 610-
KOB pasfe/ieHHbIX 4BOETOUMEM, B KaxKA0M b6noke 16 6uT, 3a-
NMUCaHHBIX B BUAE YETbIpEX LWECTHAALATEPUYHbIX Yncen);

- prefix_length — paviHa npedukca IPv6 — gecaTuyHoe ymcno —
KOZIMYECTBO CTapLlimx BUT aapeca cocTaBaAoWMX NpeduKc;

- eui-64 — naeHTUdPMKaTOP, CO34aHHbLIN Ha b6asze MAC-aapeca
nHTepdeiica, 3anucbiBaeTca B 64 mnaawmx buta IPv6 agpeca;
- anycast — yKa3blBaeT, YTO 3aZaHHbIl agpec anycast-agpec.

Ypanset IPv6-aapec c untepdelica.

ipv6 address autoconfig

no ipv6 address autoconfig

o ymonyaHuio asBTomaTu-
yeckaa KoHdUrypauma
BKNIOYEHA, agpeca He

Ha3HaueHbl.

BktoueHWe aBTomaTmyeckol KoHdurypauum IPv6-agpecos Ha
nHTepdeiice. Aopeca HaCTPanBaOTCA B 3aBUCMMOCTM OT npe-
dU1KCcoB, KOTOpbIe No/yYeHbl B coobLieHnax «Router
Advertisement».

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ipv6 address ipv6_address /
prefix_length link-local

no ipvé address
[ipv6_address/pre-
fix_length

link-local]

Mo ymonuaHuio 3HaueHne
NIoKanbHOro agpeca:
FE80::EUI64

3azaeT noKanbHbIl IPv6-agpec uHTepderica. CTapwme 6uTbi
nokKanbHbIX IP-aapecos B IPv6 — FE8O::

Ypanaer nokanbHbIn IPv6-agpec.

ipv6 nd dad attempts at-
tempts-number

attempts-number:
(0..600)/1

3aZaeT KOJIMYEeCTBO COObLEeHNN-TpeboBaHUI, NepeaaBaembIxX
MHTephENCcom B3aMMOLENCTBYIOLLEMY YCTPONCTBY B CyYae
obHapyeHua aybnukaumm (konnmnsmm) IPve-agpeca.

ipv6 unreachables

no ipv6 unreachables

BkntoueHune ICMPV6 coobuieHunii 0 HegoCTUKMMOCTH agpecaTta
npu nepeaaye NakeToB Ha onpeaeeHHbIn nHTepdeic.

YcTaHaBAMBaeT 3HaYeHne o YMONAYaHUIO.

ipvé mld version version

no ipvé mld version

version: (1,2)/2

OnpegeneHune Bepcum npotokona MLD gna nntepdeliica.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

ipv6 mid join-group
ibv6_multicast_address

3apaet MLD-coobuwieHusa gna onpegeneHHol rpynnbl.
- ipv6_multicast_address — IPv6-agpec rpynnbl MHOroaapec-
HOM PaccbINKK.
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no ipvée mld join-group OTMeHAET OTYETHOCTb U yaanseT IP-agpec 13 rpynnbl MHOTO-
group-address a[pEeCHOM pPacCbinKu.

KomaHOwbi pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKK pexunma PrivilegedEXEC:

console#

Tabnnua 5.60 — KomaHab! pexkmuma Privileged EXEC

KomaHoa 3HayeHue/3Ha4yeHue Aelicmeue
1o ymonYaHuro

ipv6 set mtu gi_port: (1..3/0/1..28); 3agaeT 3HavyeHne MTU ana IPV6 nakeTos.

{ gigabitethernet gi_port | fa_port: (1..3/0/1..24);

fastethernet fa_port | group: (1..16);

port-channel group } bytes: (1280 .. 65535)

{ bytes | default} /1500

show ipv6 neighbors MokasbiBaeT MHPopmaumio o cocegHux IPv6 ycTpoicTeax, co-
{static | dynamic} OeprKallyrocs B Kalue.

[ipv6-address ipv6_address | gi_port: (1..3/0/1..28); - static — noKasbIBaeT cTaTMYecKMe 3anmcy;
[mac-address mac_address ] fa_port: (1..3/0/1..24); - dynamic — nokasbiBaeT AMHaMUYECKUE 3anuncu.
[gigabitethernet gi_port | group: (1..16);

fastethernet fa_port | vlan_id: (1..4094)

port-channel group|
vlan vian_id]

OumLLaeT K3, cogeprawmii MHGOpMaLMIO O COCEAHUX YCTPON-
- cTBax, paboTatowwmx no npotokony IPv6. MHdopmaums o ctatu-
YeCcKMX 3anucax coxpaHaeTcs.

clear ipv6 neighbors

KomaHOowbi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexuma EXEC:
console#

OnucaHue KomaHg, pexxmma EXEC npuseaeHo B Tabaumue 5.61.

Tabnunua 5.61 — KomaHabl pexkuma EXEC

KomaHoa 3HavyeHue Aelicmeue

MoKa3bIBaeT HACTPOVKN NpoToKona IPv6 anA yKasaHHOTo WH-
Tepodelica

show ipv6 interface [giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group|

vlan vian_id | loopback loop-
back_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094);
loopback_id: (1..64)

show ipv6 route _ MokasbiBaeT Tabanuy IPv6-maplupyTos

show ipv6 icmp error-inter- MoKa3sblBaeT HacTpolikn ICMPV6 coobLieHunin 06 owmbKax

val

[pumepbl 8b1M0AHEHUS KOMAHO

= [loKas3aTb AMHAMMYECKMe 3anucK B Tabanue mapLpyTmMsaummn o coceaHux IPv6 ycTpoiicTBax.

consolef#show ipv6é neighbors dynamic
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Interface IPv6 address HW address State

VLAN 1 5629:78:13::6782:B588:1AB5 00:00:03:08:D8:98 REACH

Bo3morKHbie cocToAHMA:

INCMP (Incomplete) — Mpoueaypa paspelleHnn aapeca BbINOJHAETCA Ha Bxoge. 3TO 03HAYaeT, YTo
3anpoc o coceactBe Obln OTNpaBAeH Ha FPynmnoBOM afpec, HO COOTBETCTBYOLEE MNOATBEPXKAEHME O
coceAcTBe elle He Bbl10 NoNyYeHO.

REACH (Reachable) — MonoxuntenbHoe NoATBepXAeHMe O TOM, YTO MyTb A0 COCEAHEro yCTpolhcTBa
dYHKUMOHMPYET BepHO, BblJI0 NOJIlYYEHO B TeYEHMEe nepmuoaa «4ocTuxumoctn» (ReachableTime, mc). Moka
cocefHee YCTPOMUCTBO AOCTUNMMO, U OOMEH MaKeTaMM UAET HOPMasIbHO, HUKAKMX CNeLManbHbIX AeACTBUN
He npeanpUHUMAETCA.

STALE — MonoxntenbHOe NOATBEPKAEHME O TOM, YTO NYTb A0 COCEAHErO YCTPONCTBA QYHKLMOHMPYET
BEPHO, HbIN10 NONYYEHO B TEUEHUE BpeMeHM bonbLiero, Yem nepunog, «4octmkumoctn» (ReachableTime, mc).
MoKka cocefHee YyCTPOMCTBO AOCTUMKMMO, U OOMEH NAaKeTaMW UAET HOPMANbHO, HUKAKUX CreunanbHbIX
OeNCcTBUIN He NpeanpuHUMAETCA.

DELAY —NonoxuTtenbHOe NOATBEPKAEHME O TOM, YTO NYTb A0 COCEAHEro YCTPONCTBA PYHKUMOHUPYET
BEPHO, ObIIO NONYYEHO B TeUEHME BPEMEHM HObLIEND, YEM Nepunog, « AoCTUHKMMOCTU» (ReachableTime, mc)
M MOBTOPHbIMA 3anpoc 6bln nepefaH B TeYeHME WHTEpBasa BPEMEHM OTBEAEHHOIO HA MOMbITKY
(DELAY_FIRST_PROBE_TIME, ceK). Ecnv nonoKUTeNbHbIN OTBET He NPUAET B TEUEHNE UHTEPBANA BPEMEHM,
oTBeAeHHOoro Ha nonbITKy (DELAY_FIRST _PROBE_TIME, cek), To cocTosiHMe NyTW A0 COCeAHEro yCcTponcTea
nameHutca Ha PROBE.

PROBE — 3anpocbl 0 coceacTtBe nepuvoAanyecKn nepenaroTca C UMHTEPBANOM  «peTpaHCAAuUmU»
(RetransTimer, mc) 4o Tex nop, NOKa He ByAeT NOly4eHO NONOXKUTE/IbHOE NOATBEPKAEHUE.,

5.15.2 TyHHenunpoBaHue npotokona IPv6 (ISATAP)

®YHKUMA TyHHenupoBaHuA Tpaduka IPv6 Ha 6ase npoTtokona ISATAP (Intra-Site Automatic Tunnel
Addressing Protocol) no3sosiseT ocylecTBAATb nepegady Tpaduka IPv6 yepes cetn ¢ agpecaumeit [Pv4.
Takmum 0bpasom, y3nbl c agpecaumeit IPv6, noaaepkusaroLime TyHHennposaHue ISATAP, moryT coobuatbes,
MHKancyanpys TpaduK B NaKeTbl € 3aroloBKkom IPv4.

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUSA

Bua 3anpoca KoOMaHAHOW CTPOKM peXkMMa rn1o6anbHOro KOHGUrypuposaHua:
console (config) #

Tabnnuya 5.62 — KomaHabl pexkmMma rnobanbHoOro KoHGUrypupoBaHus

Komanda 3HauyeHue/3HayeHue no Neiicmeue
YMOAYAHUIO
interface tunnel number 1. Co3paet uHTepdeinc TyHHeNMpPOBaHUA.
number: (1)/- 2. OcyLecTBNAET BXOL, B PEXUM KOHOUTYPUPOBAHUA UHTEP-
delica TyHHeNMpPOBaHMA.
tunnel isatap query-interval YctaHasnuBaet nepuog mexay DNS 3anpocamu, otnpasnse-
seconds MbIMW 18 aBTOMATUYeCcKoro onpeaenerus IP-agpeca
seconds: (10..3600)/10 cek | mapwpyTusatopa ISATAP.
no tunnel isatap query-inter- YcTaHaB/MBAET 3HAaYEHUE MO YMONYAHUIO.
val
tunnel isatap solicitation-in- YcTaHaBAMBaeT nepuog, nepeaaym 3anpocos, Tpebyowmx
terval seconds seconds: (10..3600)/10 cek | moaTeepxAaeHUa oT MmaplupyTnsaTtopa ISATAP (B cnydae oT-
CYTCTBUMA aKTMBHOTO MapLUpyTMU3aTopa).
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no tunnel isatap solicitation-
interval

YcTaHaBAMBaeT 3Ha4YeHue no yMON4aHUKo

tunnel isatap robust- number: (1..20)/3

ness number

no tunnel isatap robustness

3apaet konnyectso DNS-query 3anpocoB 1 KOAMYeCTBO 3a-
nNpocoB, nepegasaembix mapLipytusatopy ISATAP B TeyeHne
BPEMEHMU KN3HW YCTaHOB/IEHHOTO COEANHEHMA.

Mepuopbl 3anpocos onpepenseTca Gopmynamm:

- ana DNS: (Bpems KU3HU NPUHATOE B OTBETE OT CcepBepa
DNS)/(number+1);

- AN 3aNPOCOB K MapLupyTusatopy ISATAP: (MUHUManbHoe
BpeMsA XU3HU NpuHAToe B oTBeTe oT ISATAP mapLlupyTtum3a-
Topa)/(number+1).

YcTaHaBAMBAET 3HAYeHUeE No YMONYaHUIO.

KomaHObI pextuma myHHeAupo8aHus

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma TYHHEANPOBaHUA:

console#configure
console (config) #interface tunnel 1
console (config-tunnel) #

Tabnunua 5.63 — KomaHabl pexkMma TYHHeIMpPoBaHUs

KomaHoa 3HayeHue

Aelicmeue

tunnel mode ipv6ip isatap

-/BbIK/IIOYEHO

BkstouaeT nogaepxKy TyHHeAnpoBaHua npoTokona IPv6 ve-
pe3 IPv4 npu nomowm ISATAP.

V Dns ogHoro 1 Toro e uHtepdeiica (Hanpumep Ether-
net/VLAN) noapepr<ka IPv6-agpecaunmn um TyHHenu-
poBaHMA MOTYT COCYLLEeCTBOBaTb BmecTe. Bbi6op uc-
nonb3osaHusa IPv6-agpecauun nnm TyHHenMpoBaHUA
6yAeT ocywi,ectBNeH HAa OCHOBaHUU UHbOPMaLUn 06
IP-aapece Ha3HauyeHUA.

no tunnel mode ipv6ip isa-
tap

BbikntoyaeT noanepKKy TYHHENMPOBaHMA NPoTOKoAa IPv6.

tunnel isatap router

router_name -/AOMGHHbIM NMeHeM AB-

nAeTcA CTpoKa ‘isatap’

3a4aéT fomeHHOoe UMA ana TyHHens IPv6. MNonb3osaTtenu ¢ aa-
pecaumeit IPv4 6yayT MMeTb BO3MOXKHOCTb AOCTyNa K YCTPOU-
CTBY (YCTPOMCTBO TYHHENMPOBAHUA) NPY BbINONHEHWUW CTaH-
AapTHoM npouesnypbl DNS.

no tunnel isatap router

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

tunnel source
{auto |

ip-address ipv4_address } -/IP-anpec He HasHaueH

KomaHpaa HasHauvaet NIoKasbHbI IP-afpec TYHHeNo, KoTopblit
6y[leT UCNOb30BaTLCA, B KaUeCcTBe afpeca UCTOUHMKA, NPU OT-
npaBKe NaKeToB.

- auto — IP-agpec byaeT aBTOMaTUYECKMU Ha3HAuYeH CUCTEMONA.

no tunnel source

Ypanaer nokanbHbIn IP-agpec TyHHens.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 5.64 — KomaHab! pexkmma EXEC

KomaHoa

Aeilicmeue

show ipv6 tunnel

MoKasbiBaeT MHPOPMALMIO O HACTPOMKAX TYHHeNS.
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[pumepbl 8b1M0AHEHUS KOMAHO

= BkAountb MHTEpdENC TYHHENMPOBAHUA, HAa3HAYNTb AOMEHHOe MMA TyHHena — MES2124,
YCTaHOBUTb JIOKa/bHbIN IP-agpec —192.168.16.88.

console#configure

console (config) #interface tunnel 1

console (config-tunnel) #tunnel mode ipvé6ip isatap

console (config-tunnel) #tunnel isatap router MES2124

console (config-tunnel) #tunnel source ip-address 192.168.16.88

5.15.3 Hactpouka ¢pyHKuum IPv6 RA guard

®yHKuMA IPv6 RA guard npefocTaBAseT 3aliMTy OT aTak, OCHOBAHHbIX Ha PAccbliKe NoAAeNbHbIX nNa-
KeToB Router Advertisement, paspelas 06paboTKy coobLLeHNIA TONbKO C LOBEPEHHbIX MOPTOB.

KomaHObI pexcuma 2106asa6H020 KOHU2YpUPOBAHUS

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobanbHOro KOHPUrypnpoBaHus:
console (config) #

Tabanuya 5.65 — KomaHabl pexkmma rnobanbHoro KoHGUrypuposaHusa
3HayeHue/3HayeHue o
ymon4yaHuro

KomaHoa Aelicmeue

Pa3pelsaeT KOMMyTaTOpy KOHTPOANPOBaHWE PyHKUMYK IPV6
RA guard.
BbikntoueHue dyHKuuK IPv6 RA guard.

ipv6 nd raguard
-/BbIKNIOYEHO

no ipv6 nd raguard

PaspelaeT KoHTpoanposaHue dpyHKumm IPv6 RA guard B
npegenax ykasaHHoi VLAN.
-vlan_id — Homep VLAN.

ipv6 nd raguard vlan

vlan_id vlan_id: (1..4094)

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica Ethernet

Bua, 3anpoca KOMaHAHOW CTPOKM perMma KOHOUrypuposaHua nHtepdeica:

console (config-if) #

Tabnnuya 5.66 — KomaHabl pexkmma KoHourypmuposaHus nHtepdelica Ethernet
3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YyMOAYAHUIO
ipv6 nd raguard device-role Bbibop pexkrma paboTbl nopTa.
{ host | router } Jhost - host — 6nokupoBKa Bcex BxogaLmx RA-coobLeHni;

- router — dbunbTpauma RA-coobLeHnii B COOTBETCTBUM C
HaCTPOEHHbIMW MPaBUNAMMU.

ipv6 nd raguard match ac-
cess-list ac/

acl: (1..32) cumeona

BkntoueHune ACL gna dunbTpaymmn RA-coobLLEHUI B pexnme
router.
- acl —vma ACL.

ipv6 nd raguard match pre-
fix-list prefix-list

prefix-list: (1..32) cumsona

BkntoueHwue prefix-list ansa punbTpaumm RA-coobuwieHmnit B pe-
Xume router.
- prefix-list — nmsa prefix-list.

ipv6 nd raguard trusted-
port

-/BCE NOPTHI ABAAOTCA UN-
trusted

[lo6aBnser nopT B CNUCOK LOBEPEHHbIX.
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5.15.4 Hacrpoitka ¢pyHKuumn DHCPv6 guard

DHCPv6 guard — pyHKLMA, N03BOAIOLLAA NPEAOTBPALLATL NOABAEHMEe CTOPOHHUX DHCPv6-cepBepos B

CeTHn, paspellaa nx ncnosibsoBaHme TO/IbKO Ha AOBEPEHHbIX MHTepd>el71cax.

KomaHObI pexcuma 2106as16H020 KOHU2YpUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM peXknma rnobaibHoro KOHGUryprupoBaHus:

console (config) #

Tabnunua 5.67 — KomaHabl pexkmMma rnobanbHoOro KoOHGUrypupoBaHus

KomaHoa
YMOAYAHUIO

3HayeHue/3HayeHue no

Aelicmeue

ipv6 dhcp guard
-/BbIKOYEHO

no ipv6 dhcp guard

PaspeluaeT KOMMYTaTOPY KOHTPOANPOBAHUE GYHKLMNM
DHCPv6 guard.

BobikntoveHue ¢yHKuumn DHCPV6 guard.

ipv6 dhcp guard vlan vian_id
vlan_id: (1..4094)

PaspewaeT KoHTpoanposaHue pyHKkumm DHCPv6 guard B
npegenax ykasaHHon VLAN.
- vlan — Homep VLAN.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaelica Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKM pPeXnma KOHPUrypupoBaHua nHTepdelica:

console (config-if) #

Tabnnua 5.68 — KomaHabl pexkMma KoHourypmposaHus nHtepdelica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
yMOAYaHUIo
ipv6 dhcp guard device- Bblbop pexnuma paboTbl nopTa:
role { client | server } - client — coobuieHna TMNa «advertise» n «relpy» oTépacbisa-
-/client oTCsH;

- server — coobuieHunn Tmna «advertise» n «reply» dunbtpy-
10TCA MO YCTaHOBJ/IEHHbIM NPABUIAM.

ipv6 dhcp guard match

X acl: (1..32) cumeona
server accsess-list ac/

BkntoueHune ACL gns punbrpaumnmn DHCPV6-coobLueH .
- acl —vma ACL.

ipv6 dhcp guard match re-

oly prefix-list prefix-list prefix-list: (1..32) cumsona

BrkntoueHue prefix-list gna punbrpaumm DHCPV6-coobLLeHNA.
- prefix-list — nmsa prefix-list.

ipvé dhcp guard trusted-
port

no ipv6 dhcp guard
trusted-port

-/BCE NOPTHI ABAAIOTCA UN-
trusted

[ob6asnser NopT B CNNCOK A0BEPEHHDbIX. A 40BEPEHHbIX
NOpPTOB pa3peLLeHbl BCe TUMbl COOBLLEHWNIA.

Ypanaet NopT U3 CNUCKa A0BEPEHHDbIX.

5.16 Hactpo#Ka npoToKkonos

5.16.1 Hactpoiika npotokona DNS — cuctembl J,OMEHHbIX UMEH

OcHoBHoW 3agayeit npotokona DNS asnsetca onpeaeneHue IP-agpeca y3na cetu (xocTa) no 3anpocy,
coaepKalleMy ero AomeHHoe uMA. basa [AaHHbIX COOTBETCTBMI [AOMEHHbBIX WMMEH Y3/10B CETU MU

cooTBeTCTBYHOWMX UM IP-agpecos Beaetca Ha DNS-cepsepax.

KomaHObI pexcuma 2106a16H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKuUme r106anbHOro KoHGUrypuposaHus:

console (config) #
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Tabnnua 5.69 - KomaHgb! pexuma rnobasbHOro KOHGUrypupoBaHus

KomaHoa

Aeiicmeue

ip domain lookup

Pa3spewaet ucnonb3osaHune npotokosaa DNS.

no ip domain lookup

3anpelaeTt ucnonb3osaHue npotokosaa DNS.

ip name-server
server_ipv_address_list

Onpegensert IPv4/IPv6-aapeca goctynHbix DNS-cepsepos. MoxHo onpeaenuts IP-agpeca
4015 BOCbMM cepBepoB. IP-aapeca cepBepos HEOHXOAMMO 3anmcbiBaTb Yepes npoben.

no ip name-server
[server_ip_address1 ...
server_jp_address8]

Ypansaert IP-agpec DNS-cepBepa 13 cnnucka AOCTYMHbIX.

ip domain name name

OnpegpenseT JOMEHHOe MMA N0 YMOIYaHUIO, KOTopoe ByaeT MCNoab30BaTbCA MPOrPamMMOld,
A9 A,ONONHEHUA HENPABUbHbIX LOMEHHbIX UMEH (JOMEHHbIX UMeH 6e3 ToukK). Ans gomeH-
HbIX UMeH 6e3 TOYKM B KOHeL, UMeHN byaeT A06aBNATLCA TOUKA M YKa3aHHOe B KOMaHae A0-
meHHoe uma. Uma gonxkHo coagepkatb 1 Ao 158 cumsonos.

no ip domain name

Ypanaet AOMEHHOe UMA NO YMOHYAHWUIO.

ip host name ip_address1
[ip_address2 ... ip_ad-
dress4]

OnpepenseT cTaTU4ecKne COOTBETCTBMA MMEH Y3108 ceTu IP-agpecam, AobaBafeT ycTaHOB-
NeHHOoe COOTBEeTCTBME B KaLW. MmAa moxKeT cogeprKaTb oT 1 Ao 158 cumsonos. MoKHO onpege-
NnTb Ao YeTbipex IP-agpecos.

no ip host name

Ypanaet ctaTtMyeckne cOOTBETCTBMA MMEH Y3/10B ceTu IP-agpecam. Mima moxKeT coaeprKaTb OT
1 po 158 cumBonoB.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#

Tabnunua 5.70 - Komanap! pexkuma EXEC

KomaHoa

Aelicmeue

clear host {name| *}

YpanseT 3anucb COOTBETCTBMA MMEHM y3/1a ceTu IP-agpecy Kawa mbo Bce 3anucu (*). Umsa
[OMKHO copepxaTtb oT 1 no 158 cumBosios.

show hosts [name]

OTobparkaeT LOMEHHOE UMSA N0 YMONYaHMI0, cnMcok DNS-cepBepoB, cTaTUYeCKUE U KILLMPO-
BaHHble COOTBETCTBMA MMEH Y3108 ceTu 1 IP-agpecos.

Mpy McnNonb3oBaHWM B KOMAHAE MMEHM y3/1a ceT, oTobparkaeTca COOTBETCTBYOWMIN emy IP-
agpec. ma ponxHo copepxatb oT 1 o 158 cumsonos.

[Tpumepbl UCNoAb308aHUS KOMAHO

= Wcnonb3osaTb DNS-cepsepa no agpecam 192.168.16.35 1 192.168.16.38, ycTaHOBUTbL A0-

MeHHO€E MMA NO YMOJIYaHUIO - mes:

consolef#configure
console (config) #ip name-server 192.168.16.35 192.168.16.38
console (config) #ip domain-name eltex-sw-1

"  YCTaHOBWUTb CTaTU4YeCKOe COOTBETCTBUE: y3en cetm ¢ MMEHEM eltex.mes nmeet IP-a,a,pec

192.168.16.39:

console#configure
console (config) #ip host eltex.mes 192.168.16.39
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5.16.2 Hactpoiika npotokona ARP

ARP (Address Resolution Protocol — npoTokon paspeleHus agpecoB) — MPOTOKOJ KaHa/lbHOro
YPOBHS, BbINOHAOWMIA GyHKLUMIO onpeseneHna MAC-aapeca, Ha OCHOBaHUM cogeprKalieroca B 3anpoce |P-
agpeca.

KomaHObI pexcuma 2106016H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHOro KOHPUrypupoBaHus:

console (config) #

Tabanuya 5.71 - KomaHgb! pexXuma rnobanbHOro KOHGUrypmpoBaHUsA

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
yMoAYaHuro
arp ip_address mac_ad-
dress [gigabitethernet dopmat  ip_address [Nob6asnaet craTuueckyto 3anuch cootsetcTansa IP u MAC-aape-
gi_port | fastethernet A.B.C.D; coB B Tabanuy ARP oA ykasaHHOro B KOMaHAe uHTepdelica.
fa_port | port-channel $opmat mac_address : - ip_address — IP-agpec
group | H.H.H - mac_address — MAC-agpec
vlan vian_id) H:H:H:H:H:H
H-H-H-H-H-H;

no arp ip_address [giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group|

vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id (1..4094)

Ypanaet ctatnyeckyto 3anuce cootsetcteusa IP u MAC-agpecos
13 Tabaunubl ARP ana ykasaHHOro B KomaHae uHTepderica.

arp timeout seconds

no arp timeout

seconds: (1..40000000)/
60000 cek

HacTpanBaeT BpemMs KMU3HM AMHAMUYECKUX 3anuceii B Tab-
nuue ARP (cek).

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KoMaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnuua 5.72 - KomaHapl pexkmma privileged EXEC

KomaHoa

3HauyeHue

Aelicmeue

clear arp-cache

Yaanaet Bce guHammyeckue 3anucu us ARP tabanubl. (Ko-
MaHZa AOCTYMNHA TO/IbKO ANA NPUBUIETMPOBAHHOIO NOJIb30Ba-
Tens).

show arp

[ip-address ip_address |
mac-address mac-addres |
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group ]

ip-address: (A.B.C.D)
mac-address: (H.H.H uan
H:H:H:H:H:H nan
H-H-H-H-H-H);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MokasbiBaeT 3anucn ARP-Tabaunupl: Bce 3anucu, duabTp no IP-
agpecy; ounbtp no MAC-agpecy; dunbTp no nHtepdelicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec;

- gi_port —Homep uHTepodelica Gigabit Ethernet;

- fa_port — Homep nHTepdelica Fast Ethernet;

- group — rpynna KaHanos.

show arp configuration

MoKasbliBaeT rnobanbHyto KoHdurypaumnio ARP u KoHourypa-
umio ARP ans uHtepdeiicos.

ip arp proxy disable

no ip arp proxy disable

-/BbIK/IIOYEHO

OTKAKOYaeT peXnum npokcuposaHma ARP-3anpocos ana Kom-
myTaTopa.

Bkatouaet pexkum npokcmposaHua ARP-3anpocos ana Kommy-
TaTopa.
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KomaHObI pexcuma KoHgpu2ypuposaHue UHmepagelica

Bua 3anpoca KomaHAHOM CTPOKK B pexume interface configuration:
console (config-if) #

Tabnunua 5.73 - KomaHab! pexkuma interface configuration

KomaHoa 3HayeHue Aelicmeue

OTKAIOYaeT pexxnum npokcnposaHma ARP-3anpocos Ha HacTpa-
MBaemMoMm mHTepoeice.

BkatouaeT pexkmm npokcmposaHua ARP-3anpocoB Ha HacTpau-
BaemMoM uHTepdeiice.

ip proxy-arp

-/BbIK/IIOYEHO
no ip proxy-arp

HacTpanBaeT BpemMs KM3HM AMHAMMYECKUX 3anuceit B Tab-
nvue ARP (cek) ans HacTpavBaemoro nHtepdeiica.
YcTaHaBAMBAET 3HaYeHMe Mo YMOAYaHMIo (yCTaHaBAMBaETCA
rnobanbHo).

arp timeout seconds

seconds: (1..40000000)
no arp timeout

[pumepbl UCI016308AHUA KOMAHO

= [Jlo6aBuTb cTaTU4yeckyto 3anucb B ARP-Tabnuuy: IP-agpec 192.168.16.32, MAC-aapec
0:0:C:40:F:BC, ycTaHOBMTb BpeMs XKM3HM AMHAMMYECKUX 3anucen B ARP-Tabamue — 12000
CeKkyHa;
console#configure
console (config) #arp 192.168.16.32 00-00-0c-40-0f-bc gigabitethernet 1/0/2

console (config) #exit
consoleffarp timeout 12000

= [lokasaTtb coaeprkumoe ARP Tabaunubi:

console#show arp

VLAN Interface IP address HW address status

vlan 1 gi0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.16.3 HacTtpowka npotokona GVRP

GARP VLAN Registration Protocol (GVRP) — npoTtokon VLAN-peructpaumu. MpoToKon nossonset
pacnpocTpaHuTb no cetu wugeHtuduratopbl VLAN. OcHoBHOM ¢yHKumen npotokona GVRP asnsetca
06HapyKeHne nHpopmaLmm 06 oTcyTCTBYHOLWMX B Base AaHHbIX KommyTaTopa VLAN-ceTAX Nnpu noayveHun
coobueHnin GVRP. Nonyuns nHpopmaumio 06 otcytcreytowwmx VLAN, KommyTaTop fobasnseT ee B cBoto H6asy
OAHHbIX.

KomaHObI pexcuma 21060s16H020 KOHU2YpUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobasnbHOro KoOHOUIrypmpoBaHusa:

console (config) #

Tabnunua 5.74 — KomaHabl pexkmma rnobanbHOro KoHGUrypupoBaHus
3HayeHue/3HayeHue no "
KomaHoa / Aelicmeue
YyMOAYAHUIO
gvrp enable BkatovaeT ncnonbsosaHue npotokona GVRP kommyTtatopom.
-/BbIKNIOYEHO
no gvrp enable BbikntoyaeT ncnonbsosaHue npotokona GVRP kommyTtaTopom.
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KomaHObI pexcuma KoHguaypuposaHua uHmepgelica (QuanazoHa uHmepgelicos) Ethernet,
UHmMepgelica 2pynnel Nopmos

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexunme KoHdUrypuposaHua uHtepdeica Ethernet, uHtepdeiica
rpynnbl NOPTOB:

console#configure

console (config) #interface {gigabitethernet gi port| fastethernet
fa port|port-channel group}

console (config-if) #

Tabnnua 5.75 — KomaHabl pexkuma KoHourypuposaHus uHtepdelica Ethernet, rpynnsl uHTepdelicos

3HayeHue/3HayeHue no .
KomaHoa Aelicmeue
YMOMYAHUIO
gvrp enable BkatoyaeT ncnonbsosaHue npotokona GVRP Ha HacTpaumBsae-
MOM UHTepdeiice.
-/BbIK/IIOYEH
no gvrp enable BblkntoyaeT ncnonbsoBaHue npotokona GVRP Ha HacTpauBsae-
mom unHTepdeiice.
garp timer {join | leave | timer_value: YcTaHaBAMBaET 3HaYeHuA Tamepos nNpoTokona GARP (onuca-
leaveall} timer_value (10..2147483640) mc/ HUWe TalimepoB NpuBeaeHo B Tabanue 5.77).
3HauyeHuA no ymonyanuio: | - timer_value — 3HaveHune Taiimepa ([0/mKHO 6bITb KpaTHO 10).
" join: 200 mc;
no garp timer YCTaHOBUTb 3HAYEHUS MO YMONYAHUIO.
leave: 600 mc;
leaveall: 10000 mc
gvrp vlan-creation-forbid 3anpewaet gMHamMyeckoe nsmeHeHune unam cosgaHune VLAN
/1A HacTpanmBaemoro nHTepdeica.
- -/pa3pelueHo A P pd
no gvrp vlan-creation-for- Paspelwaet auHamumnyeckoe nsmeHeHue nam cosgaHune VLAN
bid [OJ/17 HacTpamBaemMoro uHTepdelrica.
vrp registration-forbid BbinonHseT cHATMe pernctpaumm ana scex VLAN n He gonyc-
gvrpreg Mo ymonuyaHuio cospgaHue n P paumm 4 Aony
KaeT co34aHuA nam perncrtpaumm Hosbix VLAN Ha JaHHOM WH-
pernctpauna VLAN Ha MH- o
. Tepdelice.
- - - Tepodelice paspelleHa
no gvrp registration-forbid YcTaHaBAUBaeT 3HAYeHME MO0 YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B pexkume KoHpurypuposaHma VLAN:
consolet#configure

console (config) #interface vlan vlan id
console (config-if) #

Tabnnua 5.76 — KomaHabl pexkmma KoHpurypmposaHma VLAN

3HavyeHue/3HavyeHue "
KomaHda / Aeilicmeue
Mo ymMmoa4aHuro
gvrp advertisement-forbid 3anpewaeTt aHoHcuposaHue VLAN no npoTtokony GVRP.
no gvrp advertisement-forbid - OTmeHsAeT 3anpeT Ha aHoHcuposaHue VLAN no npoTokony
GVRP.
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Tabnnuya 5.77 — OnucaHue Taimepos GARP

Tailimep GARP

3Ha4yeHue

Join Timer OnpegfenseT MHTepBa NepeAayun 3anpocos Ha npucoeauHeHme B rpynny VLAN (gua-
na3oH 3HavyeHu ot 10 Ao 2147483640 MUNANCEKYHA, 3HAaYEHWE NO ymonyaHuio —200
MWUIINCEKYHA).

Leave Timer OnpegnenseT MHTepBas, KOTOPbI UHTepdeiic byaeT oXuaaTb nepes, BbIXOLOM M3

rpynnbl VLAN (avnanasoH 3HayeHuit ot 10 Ao 2147483640 MUNNNCEKYHA, 3HAYEHME NO
ymon4yaHuio — 600 MUANUCERYHA).

Y

3HaueHue Leave Taiimepa [0nKHO 6biTb 60/blUe UAM PaBHO TPeMm 3Haue-
Huam Join Talimepa.

LeaveAll Timer

Onpepenset MHTepBana, KOTOpbIN UHTepdelic byaeT oXuMaaTb Nepes OTNPaBKoM 3a-
npoca LeaveAll Ha nosHoe oTkAtoYeHne oT rpynnbl VLAN (gManasoH 3HaveHuii ot 10
00 2147483640 MUNNUCEKYHA, 3HaYEHMe No ymondaHuio — 10000 MUAANCEKYHA).

Y

3HauveHue LeaveAll Talimepa [0AKHO 6biTb HAMHOro 60sblue 3Ha4YeHUA
Leave Taiimepa.

Y
Y
I

VLAN.

3HaueHuns GARP TaiimepoB A,0/13KHO 6biTb 04UHAKOBbIM 4151 BCEX B3aMMOZAEUCTBYIOLLLMX
ycTpoiicTtB. Ecnn 3HaueHuA TaiimepoB 6yayT OTANUYATLCA, TO KOMMYTAaTOP MOXKET HeKop-
peKTHo pabotaTtb no npotoKkony GVRP.

B3aumogpeiicTBMe HEeTEerMpoBaHHOIo NOPTa C TEFTMPOBAHHbIM MOXKeT 6bITb aAMUHUCTPA-
TUBHO onpegeseHo NyTem yCTaHOBKU 3HayeHuUsa PVID Ha HeTerMpoBaHHOM NOpPTy.

MHTepdeiic, HacTpoeHHbIM B peXkume nopta goctyna (Access port), He moxeT pabortatb
no npotoKosy GVRP, NOCKO/IbKY OH BCerga ABNAETCA Y/1IeHOM TO/IbKO O4HOM rpynnbl

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 5.78 — KomaHabl pexkmuma privileged EXEC

KomaHoa

3HaueHue Aeiicmeue

clear gvrp statistics [giga-
bitethernet gi_port |
fastethernet fa_port |

port-channel group]

OuunLaeT HaKOMNIEHHYIO CTaTUCTUKY NpoToKkona GVRP.

gi_port: (1..3/0/1..28);

fa_port: (1..3/0/1..24);
group: (1..16).

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>

Tabnunua 5.79 — KomaHabl pexkuma EXEC

KomaHoa

3HavyeHue Aelicmeue

show gvrp configuration [gi-
gabitethernet gi_port |
fastethernet fa_port |

port-channel group]

MokasbiBaeT KoHbUrypauuio npotokona GVRP ansa ykasas-

gi_port: (1..3/0/1..28); Horo uHTepdeiica, Mmbo ana Bcex MHTepdeincos.

fa_port: (1..3/0/1..24);
group: (1..16).
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MNoKa3biBaeT HaKOMJEHHYIO CTaTUCTUKY NO npoTokoay GVRP
AN19 YKa3aHHOro uHtepodelica, 1mMbo gna Bcex MHTepdEcos.

show gvrp statistics [giga-
bitethernet gi_port |
fastethernet fa_port |

port-channel group]

MoKa3blBaeT CTaTUCTUKY MO OlwMbKam Npu paboTe NpoTo-
kona GVRP gns ykasaHHoro nHtepdeiica, imbo ana BCex UH-
Tepdelicos.

show gvrp error-statistics
[gigabitethernet gi_port |
fastethernet fa_port |

port-channel group]

5.16.4 MexaHu3sm obHapyxeHua netenb (loopback-detection)
JaHHbIA MexaHU3M MO3BOAAET YCTPOMCTBY OTCAEXMBATb 3aKO/IbLOBaHHble NOPTbl. [eTna Ha nopTy

0bOHapyKMBaeTCA NYTEM OTCbIJIKM KOMMYTaTOpoM dppeirima ¢ agpecom HasHayYeHMA, CoBMaAatoWwmMm C OAHMUM
n3 MAC-agpecoB ycTpoiicTBa.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU B perknume r106asibHOro KOHGUryprMpoBaHums:

console (config) #

Tabanua 5.80 — KomaHzabl pexkmMma rnobanbHoro KoHGUrypuposaHusa
3HayeHue/3HayeHue no
yMOMYaHUO

KomaHoa Aelicmeue

loopback-detection enable BkatoyaeT mexaHW3m 06HapyKeHWA neTesb 418 KOMMYyTaTopa.

no loopback-detection -/BbIKOYEHO

enable

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

YcTaHaBAnBaeT MHTepBan mexay loopback-pperimamu.
- seconds — UHTepBan BpemeHn mexay LBD dpelimamu.

loopback-detection
interval seconds

seconds: (1..60)/ 30 cekyH
no loopback-detection ( )/ YHA

interval

BoccTtaHaBanBaeT 3HaYeHme nNo YyMONYaHUIO

YCTaHaBAMBAET PEXMM 0BHAPYKEHUA NeTenb:

- src-mac-addr — onpegensert, yto MAC-agpec HazHayYeHunA —
MAC-agpec nntepdelica;

- base-mac-addr — onpezenset, yto MAC-agpec HasHayeHus —
MAC-agpec ycTpoicTsa.

- multicast-mac-addr —8 kKauecTBe agpeca HasHa4YeHUA 1C-
Nonb3yeTcsA rpynnosoi agpec

loopback-detection mode
{src-mac-addr|base-mac-
addr | multicast-mac-addr}

-/src-mac-addr

BkntoyaeT perkum obHapykeHua netam Bo VLAN. Mpwu Hanum-
yum netam Bo VLAN pgaHHasa VLAN b6yaeT 3ab10KMpoBaHa Ha
nopTy, Ha KOTOPOM Bblna 06Hapy»KeHa neTns.

loopback-detection

vlan-based
-/BbIKNIOYEHO

no loopback-detection OTKNOYaeT pexknm obHapyxkeHus netam so VLAN.

vlan-based

loopback-detection vlan-
based recovery-time sec

no loopback-detection
vlan-based recovery-time

sec: (30..1000000)/BbiKAt0-
yeHo

3agaeT Bpemsa B CeKyHAaX, B TedeHue koToporo VLAN Ha nopTy
6yaeT HaxoANUTbCA B 3a6IOKMPOBAHHOM COCTOAHMM.

VLAN Ha nopTy, B KOTOpOM bblna 06HapyKeHa neTns, He byaet
pa3bsoKMpoBaHa aBTOMATUYECKM.

KomaHObI pexcuma KoHgpuaypuposaHusa uHmepagetica (duanasoHa uHmepgelicos) Ethernet,

UHmepcgelica epynnel MOpmMos

Bupa 3anpoca KOMaHAHON CTPOKK B pexkmume KoHPUrypmposaHua nHtepoelica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console#configure

console (config) #interface {gigabitethernet gi port]|

fa port|port-channel group}
console (config-if)#

fastethernet
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Tabnnuya 5.81 — KomaHabl pexkmuma KoHourypuposaHus uHTepdelica Ethernet, rpynnsl uHTepdelicos

3HayeHue/3HayeHue no .
KomaHoa Aelicmeue
YMOAMYAHUO
loopback-detection enable BKAtoyaeT mexaHn3m obHapyKeHMA neTesib Ha NOPTy
no loopback-detection -/BbIKAOYEHO
enable BoccTaHaB/MBaET 3HaYeHME MO YMONYAHUIO

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.82 — KomaHab! pexkuma EXEC

KomaHoa 3HaveHue Aelicmeue

show loopback-detection OTobparkaeT cocTosiHMe mexaHuama loopback-detection.
[gigabitethernet gi_port | ) i - gi_port —Homep uHTepdelica Gigabit Ethernet;
fastethernet fa_port | fa_port: (1..3/0/1..24); - fa_port — Homep nHTepdelica Fast Ethernet;

group: (1..16)

port-channel group] - group — rpynna KaHasos.

gi_port: (1..3/0/1..28);

5.16.5 CemeiicTtBo npotoKonos STP (STP, RSTP, MSTP)

OcHoBHoOW 3aaayeit npotokona STP (Spanning Tree Protocol) siBnsetca npuseaeHne cetu Ethernet c
MHOECTBEHHbIMM CBA3AMM K APEBOBUAHON TOMOJ/IOrMU, UCKAOYAOWEN LUMKAbI NakeToB. KommyTaTopbl
06MeHMBalOTCA KOHOUIYPaUMOHHBbIMK COOBLLIEHMAMM, UCMNOAb3YA KaApbl chneuuanbHoro dopmara, u
BbIBOPOYHO BK/IHOYAIOT M OTKAKOYAIOT Nepeaayy Ha nopTbi.

Rapid (6bicTpbiit) STP (RSTP) ABnsieTca ycoBeplUeHCTBOBaHMEM npoTokona STP, xapaKTepusyetcs
MEHbLUMM BPEMEHEM NPUBEAEHUA CETU K APEBOBMAHOMN TONOAOMMUN U MMeeT boee BbICOKYHO YCTOMYMBOCTD.

MpoTtokon Multiple STP (MSTP) saBnaetca Hambonee coBpemeHHOW peanusaumeinn STP,
nogaeprkmeatollelr mncnonbzosaHme VLAN. MSTP npeanonaraer KoHduUrypuposaHue HeobXxoaumoro
KOZIMYECTBA IK3EMMIAPOB CBA3YIOWErO AepeBa (spanning tree) BHe 3aBMcMMOCTM OT umncaa rpynn VLAN Ha
KommyTaTope. Kaxkablii aK3eMnaap MOXKET cofeprkaTb Heckonbko rpynn VLAN. HegocTtaTkom npoToKona
MSTP saBnaeTcs To, YTO Ha BCEX KOMMyTaTopax, B3aMmogencTtaytowmx no MSTP, fonkHbl 6bITb 0AMHAKOBO
CcKoHOUrypuposaHsbl rpynnbl VLAN.

MexaHn3m Multiprocess STP npegHasHaveH 414 cO34aHUA He3aBucMMbIX aepesbes STP/RSTP/MSTP
Ha NopTax yCTPOMCTBA. M3MeHEeHMA COCTOSIHUA OTAENbHOrO AepeBa He OKasblBAlOT BAMAHUA HA COCTOAHUE
OPYTrvX AepeBbeB, YTO NO3BOAET NOBbICUTb YCTOMYMBOCTb CETU M COKPATUTL BPEMA NEpecTpoeHus Aepesa B
Cny4Yae 0TKa30B. [Mpn KOHOUTYPUPOBAHUK CieAyeT UCKAOYUTL BO3MOXKHOCTb BOSHUKHOBEHUSA KoJel, MeKay
nopTaMm-4sieHaMm pasHbix gepesbes. 1A 06cnyKMBaHUSA M30NMPOBAHHbIX A4ePEBbEB B CUCTEME CO34aETCA
OTAEeNbHbIM npouecc Ha Kaxpgoe gepeBo. C  NpoLECcCOM COMOCTABAAKOTCA MNOPTbl  YCTPOMCTBA,
npuUHagnexalwme gepesy.

V MaKcumanbHO A40NYCTUMOE KOIMYecTBOo 3k3emnaapos MSTP ykasaHo B Tabauue
2.9.
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5.16.5.1 Hacmpoiika npomokona STP, RSTP

KomaHObI pexcuma 2106a0s16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabanuya 5.83 — KomaHzabl pexkmma rnobanbHoOro KoHGUrypuposaHusa

KomaHda

3HayeHue/3Ha4yeHue
no yMmon4aHuwo

Aelicmeue

spanning-tree

no spanning-tree

Pa3speluaeTt ncnonb3oBaHne KOMMYTaTOpPOM NpoTokona STP.

3anpeLlaeT UCMNO/Ib30BaHME KOMMYTAaTOPOM NpoTokona STP.

spanning-tree mode {stp |
rstp | mstp}

no spanning-tree mode

-/RSTP

YcTaHaBAUBAET peXmMm paboTbl NpoToKosa STP:

- stp — IEEE 802.1D Spanning Tree Protocol;

- rstp — IEEE 802.1W Rapid Spanning Tree Protocol;

- mstp — IEEE 802.1S Multiple Spanning Tree Protocol.

YcTaHaBAWBaeT 3HaYeHne No YMONAYAHUIO.

spanning-tree forward-time
seconds

no spanning-tree forward-time

seconds: (4..30)/15 cek

YcTaHaBAMBAET UHTEPBAJI BPEMEHMW, 3aTPAYMBAEMbIA Ha Mpo-
CNYLIMBaAHME N U3yYEHME COCTOAHUIN Nepes, NepekItoyeHnem B
COCTOSAIHWE Nepeaayn.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree hello-time sec-
onds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YCcTaHaBAWBAET MHTEPBA/I BPEMEHN MEXKAY Nepesayamm Wmpo-
KoBellaTesbHbIX cooblieHnit «Hello» K B3anmogencTayoWwmm
KOMMYyTaTopam.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree loopback-guard

no spanning-tree
loopback-guard

PaspelaeT 3awuTy, BbiKAOYaKOLWyO Atobon MHTepdenc npu
npueme naketos BPDU.

3anpeLaeT 3aWmMTy, BbIKAOYAOLWYO UHTEpPdeC npu npuéme
naketos BPDU.

spanning-tree max-age sec-
onds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBAET BPEMA XU3HM cBA3yloLero aepesa STP.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree priority priority

no spanning-tree priority

priority:
(0..61440)/32768

Hactpansaet npuoputeT ceasytowero gepesa STP.

V 3HaueHMe NpUopuUTeTa A,0/MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

spanning-tree pathcost
method {long | short}

no spanning-tree pathcost
method

-/short

YcTaHaBAMBaeT MeToA onpeaeneHus LLeHHOCTU NyTu.
- long — 3HayeHMe LeHHOoCTM B granasoHe 1..200000000;
- short — 3HauyeHue ueHHOCTU B AnanasoHe 1..65535.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree bpdu {filtering |
flooding | bridging}

no spanning-tree bpdu

-/flooding

Onpegenset pexxum 06paboTkmn naketos BPDU nHTepdeiicom,
Ha KOTOPOM BbIK/IOYEH NpoTokon STP.
- filtering — Ha uHTepodelice ¢ BbIKAOYEHHbIM NPOTOKOAOM STP
BPDU nakeTbl dpunbTpytoTcs;
- flooding — Ha nHTepdelice ¢ BbIKAOYEHHBIM MPOTOKOOM STP
HeTernposaHHble BPDU nakeTbl nepepatoTca, TerMpoBaHHble —
dunbTpytoTCS;
- bridging — Ha nHTepdelice ¢ BbIKNOYEHHbIM NPOTOKONOM STP
BPDU nakeTbl nepegatoTca.
[aHHas KomaHga obpabartbiBaeT Tonbko STP BPDU
’ n He ¢punbrpyet PVST BPDU ¢ DST MAC
01:00:0c:cc:cc:cd

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree process pro-
cess_id

no spanning-tree process pro-
cess_id

process_id: (1..31)/0

KomaHaa cosgaet oTaesibHbIA NPOLECC M NePeBoAUT KOMaHA-
HbI MHTEPENC B peXKNM ero KOHPUrypupoBaHms.

YpanseT ykasaHHbIl npovecc.
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Mpu 3agaHumu Takux napameTpos STP, Kak forward-time, hello-time, max-age Heo6xogumo,
N 4yTO6bI BbINOJIHANOCH C/leAyloLee COOTHOLEHUE 3TUX NapamMeTpoB:
2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHpu2ypuposaHua uHmepdgelica Ethernet, uHmepdghelica epynnsi _nop-
mos

BuA 3anpoca KOMaHAHOM CTPOKM B pexMMe KOHPUrypmposaHua nHtepoeica Ethernet, nHrepodeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnuua 5.84 — KomaHapl pexxmma KoHdurypuposaHusa nutepdeinca Ethernet, rpynnel noptos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree disable

no spanning-tree disable

-/paspelueHo

3anpewaet paboTy npoTokona STP Ha KOHUTYpPUPyeMom nH-
Tepdelice.

PaspelwaeT paboTy npoTokona STP Ha KOHPUTYPUPYEMOM UH-
Tepdelice.

spanning-tree cost cost

no spanning-tree cost

cost: (1..200000000)/
cMm. Tabanuy 5.85

YcTaHaBAMBaeT LLeHHOCTb NyTH Yepes BblIbpaHHbI HTEpdENiC.

YcTaHaBAMBaeT 3HaueHue, onpegensiemoe Ha OCHOBaHUM CKO-
pPOCTM NopTa U MeToAa ONpeaeNeHns LeHHOCTM NyTH, Tabavua
5.85.

spanning-tree port-priority pri-
ority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAWBaET NPUOPUTET MHTepdelica B CBA3YIOLWEM AepeBe
STP.

V 3HaueHue NpuopuTeTa A0/MKHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree portfast [auto]

no spanning-tree portfast

BK/tOYAET pPeXxMM, B KOTOPOM MOPT NPU NOAHATUM HA HEM
JIMHKa Cpasy CTaHOBUTCA B COCTOAHME Nepesayn, He LoKMAa-
ACb UCTEYEHMA Talmepa.

- auto — nobasnseT 3a4epPKKy 3 CeKyHAbl Nepes nepexosom B
COCTOSAHWE Nepesaum.

BbIKNtOYaeT pexmm MOMeHTaIbHOro Nepexoa B COCTOAHME
nepegayn Nno NOAHATUIO JIMHKa.

spanning-tree guard root

no spanning-tree guard root

-/3au.|,v1Ta BbIK/1lO4YEHa

BknroyaeT 3alnTy «KOPHA» ANA BCEX CBA3YIOLMX AEPEBbEB
STP BbI6paHHOro nopTa. [laHHaA 3almMTa 3anpeLaeT UHTep-
¢deiicy H6bITb KOPHEBLIM NOPTOM KOMMYTaTOpPA.

YcTaHaBAMBaET 3HAYEHUE MO YMOAYAHUIO.

spanning-tree bpduguard

no spanning-tree bpduguard

-/3aumTa BbIKAOYEHa

PaspeluaeT 3aWwuTy, BbIKAOYAOLWYO MHTEpPdEC Npu Npuéme
naketos BPDU.

3anpeLyaeT 3aLMTy, BbIK/IOYAtOLLYO MHTepdec npu npuéme
naketos BPDU.

spanning-tree link-type {point-
to-point | shared}

no spanning-tree link-type

-/ana pynnekcHoro
nopTa «TOYKa-TOUKa»,
ANA NONYAYNNEKCHOro

— «pPA3BETBNAEHHbIN»

YcraHaBauBaeT npoTokon RSTP B nepepatoLee coctofaHme n
onpegenaeT TMN CBA3M A/1A BbIBPAHHOro NopTa - «TOYKa-
TOYKaA», «Pa3BETBAEHHbINY.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

OnpeaensneT pexxum obpaboTkm naketos BPDU uHTepdericom,
Ha KOTOPOM BblIK/OYEH NpoToKon STP.

- filtering — Ha uHTepdelice ¢ BbIKAOYEHHBIM NPOTOKOIOM STP
BPDU nakeTbl punbTpytoTCs;

- flooding — Ha uHTepdelice ¢ BbIKAOYEHHbIM NPOTOKONOM STP
HeTernposaHHble BPDU-nakeTbl nepeaatoTca, TerMpoBaHHble —
dunbTpyoTCA.

[aHHas komaHpa obpabatbiBaeT TonbKo STP bpdu 1 He dpunb-
TpyeT PVST BPDU ¢ DST MAC 01:00:0c:cc:cc:cd

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIK/IIOYEHO

3anpewaet npuem BPDU c ¢pnarom TCN.

Paspewaet npuem BPDU c ¢pnarom TCN.
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spanning-tree binding-process
process_id

no spanning-tree binding-pro-
cess

process_id: (1..31)/0

MpuBA3bIBAET NOPT K yKazaHHOMY npoueccy. o ymonyaHuio
BCE NOPTbI YNPABAAOTCA HYNIEBbIM NPOLLECCOM.

BoccTaHaBnmBaeT NpMBA3KY NopTa N0 YMOAYAHUIO

Tabnnua 5.85 — LleHHOCTb NyTH, yCTaHOBAEHHAA NO yMo4aHuio (spanning-tree cost)

. Memoo onpedeneHusa yeHHocmu nymu
Unmepgpelic
Long Short
Port-channel 20000 4
Gigabit Ethernet (1000 Mbps) 20000 4
Fast Ethernet (100 Mbps) 200000 19

KomaHObI pexcuma KoHgu2ypuposaHusa depesd

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console (config-mstp-process) #

Tabanua 5.86 — KomaHabl pexkmma privileged EXEC

KomaHoa 3HayeHue

Aelicmeue

spanning-tree forward-time
seconds
seconds: (4..30)/15 cek

no spanning-tree forward-

YcTaHaBAMBaET AN KOHGUIypMpPYyeMoro npoLecca MHTepsasn
BpEMeHM, 3aTPauMBaAEMbI Ha NPOC/YLIMBAHME U U3yYeHUe CO-
CTOAHWI Nepes NepekNioYeHNeM B COCTOAHME KOMMYTaLUN.

YcTaHaBAUBaeT 3HaYeHne No YMOAYAHUIO.

seconds: (1..10)/2 cek

no spanning-tree hello-time

time
spanning-tree hello-time sec- YcTaHaBAMBaET MHTEPBaA BPEMEHM MEXKAY Nepesavyamu Win-
onds poKoBelLaTenbHbIx coobuweHuit «Hello» kK B3aumopencTayto-

MM KOMMYTaTOpaM.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree max-age sec-
onds
no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBaeT Bpemsa KU3HK cBasylowero aepesa STP.

YcTaHaBAMBaeT 3HAYeHMe Nno YMONYaHULO.

spanning-tree mst in-
stance_id priority priority

instance_id: (1..4094);
priority:
(0..61440)/32768

no spanning-tree mst in-
stance_id priority

YcTaHaBAMBAET 3HAYEHME NPUOPUTETA KOMMYTATOPA B Bbl-
6paHHOM 3Kk3emnaape MST.

- instance_id — aksemnnap MST;

- priority — npuopuTeT KOMMyTaTOpPA.

Vb 3HaueHue npuopuTeTa [0MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHne npuopuTeTa N0 YMONYaHULO.

KomaHObI pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#

Tabnnua 5.87 — KomaHabl pexkmma privileged EXEC

KomaHoa 3HayeHue

Aelicmeue

show spanning-tree [pro-
cess process_id])
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

process_id: (1..31)/0;
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16).

MoKa3sblBaeT KoHdUrypaumio npotokona STP gna BbIbpaHHOro
npouecca
-process_id — Homep npouecca.

show spanning-tree [de-
tail] [active | blockedports]
[process process_id]

process_id: (1..31)/0

MoKasbiBaeT NoapobHyo MHGOPMAaLMIO O HACTPOMKe NPOTo-
Kona STP, nHpopmaumio 06 aKTUBHBIX MAKN 3aBNOKMPOBAHHbIX
noprax
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clear spanning-tree de-
tected-protocols [interface
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

MepesanyckaeT NpoLecc MUrpaLLmMm NpoToKoaa. 3aHOBO NPOUC-
X0aMT nepecyéT gepesa STP.

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

OnucaHue KomaHg, pexxmma EXEC npeacrasneHo B Tabanue 5.88.

Tabanuya 5.88 — KomaHab! perkmma EXEC

KomaHoa

3HavyeHue

Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

MoKkasbiBaeT pexxum 06paboTkm naketoB BPDU Ha uHTepdeii-
cax.

5.16.5.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUS

Bua 3anpoca KOMaHAHOW CTPOKM pexkuma rn106anbHOro KOHGUrypupoBaHua:

console (config) #

Tabnuua 5.89 — KomaHap! pekruma rnobanbHOro KOHGUrypupoBaHma

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
spanning-tree PaspeluaeTt ncnonb3oBaHne KOMMYTaTOPOM NpoToKoa STP.
no spanning-tree i 3anpeLaet UCNO/b30BaHME KOMMYTAaTOPOM npoTokosa STP.
spanning-tree mode {stp | YcTaHaBAMBaET peXkMm paboTbl npoTokona STP.
rstp | mstp} -/RSTP
no spanning-tree mode YcTaHaBAMBAET 3HAYEHME MO YMOSIYAHUIO.
spanning-tree pathcost YcTaHaBAnBaeT MeToz, onpeaesieHUs LLeHHOCTU MyTH.
method {long | short} - long — 3HayeHMe LeHHoCTM B granasoHe 1..200000000;
-/short - short — 3HayeHue ueHHocTM B ananasoHe 1..65535.

no spanning-tree pathcost
method

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree mst in-
stance_id priority priority

no spanning-tree mst in-
stance_id priority

instance_id: (1..4094);
priority: (0..61440)/32768

YcTaHaBAMBaeT NPUMOPUTET AN1A AaHHOTO KOMMYTATOpa nepes,
0OCTa/IbHbIMM, UCMONb3YIOWMMM 06w KM 3k3emnaap MSTP.

V 3HauyeHuMe npuopuTeTa AO0/MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

spanning-tree mst max-
hops hop_count

no spanning-tree mst max-
hops

hop_count: (1..40)/20

YcTaHaBAMBaET MaKCMManbHOE KONMYECTBO TPAH3UTHbIX
yyacTkoB A/ naketa BPDU, Heobxoanmbix 418 Gpopmnposa-
HUA AepeBa U yaep)aHua nHbopmavmmn o ero ctpoeHnu. Ecamn
nakKeT yXe NpoLuen MakCMMabHOE KOIMYECTBO TPAH3UTHbIX
YYaCTKOB, TO Ha CNeAyioLeM y4acTKe OH oTbpacbiBaeTcs.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

spanning-tree mst
configuration

Bxopg, B pexxum KoHoUrypupoBaHus npotokoaa MSTP.
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KomaHObI pexcuma KoHgpu2ypuposaHuUsa npomokosaa MSTP

BunAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHPUrypmuposaHua npotokona MSTP:

console#configure
console (config) #spanning-tree mst configuration
console (config-mst) #

Tabnumua 5.90 — KomaHapl

peXKMma KOHPUrypupoBaHUA npoTtokona MSTP

KomaHoa

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

Aelicmeue

instance instance_id
vlan vlan_range

no instance instance_id
vlan vlan_range

instance_id: (1..4094);
vlan_range: (1..4094)

Co3aaeT COOTBETCTBME MEXAY IK3eMNAApOM NpoToKona MSTP
v rpynnamu VLAN.

- instance-id — vaeHTUduKaTop s3K3emnaspa npotokona MSTP;
- vlan-range — Homep rpynnbl VLAN.

Yaanaet cOOTBETCTBUE MeXKAY IK3eMNAAPOM NnpoTokona MSTP
v rpynnamu VLAN.

name string

no name

string: (1..32) cumBona

3agaeT uma KoHourypaumm MST.

Ypanaer uma KoHpurypaumm MST.

revision value

no revision

value: (0..65535)/0

3agaeT Homep peBusnn KoHdurypauum MST.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

show {current | pending}

MoKasblBaeT TeKylwyto (current), niMbo oxugatowyto (pending)
KoHOUrypaumio MST.

exit

Bbixoa 13 perkmma KoHourypaumm npotokona MSTP ¢ coxpa-
HeHvem KoHburypauum.

abort

Bbixoa 13 perkuma KoHourypaumm npotokona MSTP 6e3 co-
XpaHeHWa KoHbUrypauuu.

KomaHObI pexcuma KoHguypuposaHua uHmepgelica Ethernet, uHmepdgelica 2pynnel NopmMos

BuAa 3anpoca KOMaHOHOM CTPOKM B perknume KoHbUrypmposaHus nHtepdeica Ethernet, nntepdeiica

rpynnbl NOPTOB:

console (config-

Tabanuya 5.91 — KomaHab!

if)#

pexunma KoHoburypuposaHua nHtepdelrica Ethernet, rpynnbsl nopTtos

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

spanning-tree guard root

-/3awuTa BbIKNOYEHa

no spanning-tree guard
root

BK/OYAET 3aLWUTY KKOPHA» AR BCEX CBA3YIOLWMX AepeBbes
STP Bbl6paHHOro nopra. [laHHas 3alLmMTa 3anpeLaeT UHTep-
delicy 6bITb KOPHEBBIM MOPTOM KOMMYTATOpPA.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

spanning-tree mst in-
stance-id
port-priority priority

instance: (1..4094);

no spanning-tree mst in-
stance-id port-priority

priority: (0..240)/128

YcTaHaBAMBaeT NpuopuTeT nHTepdeiica B aksemnnspe MSTP.

V 3HauyeHuMe NnpuopuTeTa AONMKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

spanning-tree mst in-
stance-id
cost cost

instance: (1..4094);

no spanning-tree mst in-
stance-id cost

cost: (1..200000000)

YcTaHaBAMBaET LLeHHOCTb NyTW Yepes BblbpaHHbIN UHTepodeiic,
ONA onpefeneHHoro aksemnasapa npotokona MSTP.

YcTaHaBAMBaeT 3HaYeHue, onpeseniemoe Ha OCHOBaHUW CKO-
POCTM NOPTa U meToAa onpeneneHnAa LeHHOCTU NyTun, Ta6nv1u,a
5.85.

spanning-tree port-priori-
typriority

priority: (0..240)/128

no spanning-tree port-pri-
ority

YcTaHaBAMBaEeT NpUOpPUTET UHTEPdElica B KOPHEBOM CBA3YHO-
wem gepese MSTP.

V 3HaueHMe NpuopuTeTa A,0MKHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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KomaHObi pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:
console#

Tabnnuya 5.92 — KomaHab! pexkmma EXEC

KomaHoa 3HaveHue Aelicmeue

show spanning-tree

[gigabitethernet gi_port | gi_port: (1..3/0/1..28);

fa_port: (1..3/0/1..24); MokasbiBaeT KoHbUrypauuio npoTokoaa STP.
fastethernet fa_port | . .
ort-channel group] [in- group: (1..16); - instance-id — vaeHTUdMKaTOp 3K3emnaspa npotokona MSTP;
P instance: (1..4094); - process_id — Homep npouecca.

stance instance-id] [process process_ id: (1..31)/0

process_id]

show spanning-tree [de- Moka3biBaeT Nogpo6HYH MHPOPMALMIO O HACTPOIKe NPOTO-
t.ail] [activ'e | block'edports] instance: (1..4094); Kona STP, nHoopmaumio 06 akTUBHbIX UM 3a610KMPOBAHHbIX
[instance instance-id] [pro- nopTax.

id: (1..31)/0.
process_id: (1..31)/0 - instance-id — vaeHTUduKaTOp sK3emnaspa npotokona MSTP;

- detail — npocmoTp noapobHol MHGopmaLuum.

cess process_id]

show spanning-tree mst- MoKa3sblBaeT MHGOPMALMIO O CKOHOUTYPUPOBAHHDBIX IK3EM-
configuration ) naapax MSTP

clear spanning-tree de-

tected-protocols [giga- gi_port: (1..3/0/1..28);

MepesanyckaeT NPoL,Eecc MUrpaLym NPOTOKONA. 3aHOBO MPo-

bitethernet gi_port | fa_port: (1..3/0/1..24); MCXOAWT NPOCUET pepesa STP

fastethernet fa_port | group: (1..16).
port-channel group]

[pumepbl 8bIM0AHEHUS KOMAHO

= BKAOUYUTb NOAAepKKy NnpoTokona STP, ycTaHOBUTb 3Ha4YeHMe NpuopuTeTa CBA3YIOLWEro ae-
peBa RSTP — 12288, uHtepsan forward-time — 20 cekyHA, UHTEPBAN BPEMEHN MEXKAY Nepe-
Jayamu LMpOKoBeLlaTenbHbix coobueHnit «Hello» - 5 ceKyHA, Bpema ¥U3HU CBA3YIOLLEro
pepesa — 38 ceKyHa,

console (config) #spanning-tree

console (config) #spanning-tree mode rstp
console (config) #spanning-tree priority 12288
console (config) #spanning-tree forward-time 20
console (config) #spanning-tree hello-time 5
console (config) #spanning-tree max-age 38
console (config) #exit

= [lokasaTb KOHOUrypaumto npoTokona STP:

console#show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: long

Loopback guard: Disabled
Root ID Priority 12288
Address a8:f9:4b:£1:1d:00

This switch is the root
Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec

Number of topology changes 3 last change occurred 00:00:10 ago
from gil/0/11
Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20
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Interfaces
Name State Prio.Nbr Cost Sts Role PortFast Type

gil/0/1 enabled 128.49 2000000 Dsbl Dsbl No -
gil/0/2 enabled 128.50 2000000 Frw Desg No P2P (RSTP)
gil/0/3 enabled 128.51 2000000 Dsbl Dsbl No -
gil/0/4 enabled 128.52 2000000 Dsbl Dsbl No -
gil/0/5 enabled 128.53 2000000 Dsbl Dsbl No -
gil/0/6 enabled 128.54 2000000 Dsbl Dsbl No -
gil/0/7 enabled 128.55 2000000 Dsbl Dsbl No -
gil/0/8 enabled 128.56 2000000 Dsbl Dsbl No -
gil/0/9 enabled 128.57 2000000 Dsbl Dsbl No -

| B MSTP nndopmauma o nocnegHeir cmeHe TONOJIOrMKU BbIBOAUTCA TONbKO C NOMOLLbIO show
spanning-tree detail

5.16.6 Hacrtpoiika pyHKumm flex-link

Flex-link — ¢yHKUMA pe3epBUpOBaHMA, NpefHasHavyeHHas gna obecnevyeHUs HaZEKHOCTM KaHana
nepeaaun gaHHbix. B ceaske flex-link moryt HaxoauTbes ethernet u port-channel nHtepdeicbl. OanH 13 3TUX
NHTepdelcoB HaxoaUTCs B 3a6IOKMPOBAHHOM COCTOAAHMM M HAUMHAET NPOMYCKaTb TPAadUK TONbKO B Cyvae
aBapuu Ha BTOpPOM MHTepdelice.

KomaHObI pexcuma KoHgu2ypuposaHud uHmepgelica Ethernet, uHmepagelica 2pynnsi nop-

moes

BuAa 3anpoca KOMaHAHOM CTPOKM B pexMMme KOHPUrypmuposaHua nHtepdeica Ethernet, nHrepodeiica

rpynnbl NOPTOB:

console (config-

Tabanuya 5.93 — KomaHab!

if)#

pexunma KoHoburypmposaHua nHtepdeltica Ethernet, rpynnel nopTos

KomaHoa

3HayeHue/3HayeHue no

elicmeue
YMOAYAHUIO A

flex-link backup {
gigabitethernet gi_port |
fastethernet fa_port | port-
channel port-channel}

Bkntouaer flex-link Ha nHTepdelice n HazHavyaeT BbIBpaHHOMY
nHTepoeincy ponb backup-uHtepodeiica s flex-link nape.

gi_port: (1..3/0/1..28)/-;

no flex-link backup {
gigabitethernet gi port |
fastethernet fa_port | port-
channel port-channel}

fa_port: (1..3/0/1..24)/-;

port_channel: (1..8)/- Boikntouaert flex-link Ha uHTepdeiice u yaanaet koHouUrypupy-

emblii uHTepoeic us flex-link napbl.

flex-link preemption mode
[forced | bandwidth| off]

3afaeT aeicTeMe NpU NOAHATUM UHTepdeiica, yHacTByOLLErO
Bo flex-link:

- forced — ecnv noaHaABLLNICA MHTepdEC HAaCTPOEH Kak
master, To OH CTaHeT aKTUBHbIM UHTepdECOM;

- bandwidth — npu nogHATMM MHTepdelica aKTUBHbBIM CTaHeT
nHTepdeiic c 6obLIein NPONYCKHOW CNOCOBHOCTLIO;

- off — nogHABWMWMIiCA MHTepdelic ocTaHeTcA B 3a610KMPOBaH-
HOM COCTOAHUM.

-/off

no flex-link preemption
mode

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

flex-link preemption delay
delay

3afaeT Bpems OT Nepexoaa OTK/IKHYEHHOro NopTa B COCTOAHME
«up», Mo NPOLIECTBUMN KOTOPOTO BbINOJIHAETCA AENCTBUE, yCTa-
delay: (1..300)/35 HoBneHHoe KomaHzoi flex-link preemption mode.

no flex-link preemption de-
lay

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.
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KomaHObi pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnuya 5.94 — KomaHab! pexkmma EXEC

KomaHoa

3HavyeHue

Aelicmeue

show interfaces flex-link
[detailed] { gigabitethernet
gi_port | fastethernet
fa_port | port-channel
port-channel}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
port_channel: (1..8)

MokasbiBaeT KoHoUrypaumio dyHkumm flex-link.

5.16.7 NMpotokon EAPS

MpoTtokon EAPS (Ethernet Automatic Protection Switching) npegHasHayeH ANnA NOBbIWEHUA
YCTOMYMBOCTU U HALEXKHOCTU CETU Nepesayn AaHHbIX, UMeIOLLEN KO/bLLEBYIO TONOJ/IOTUIO, 33 CHET CHUMXKEHUA
BPEMEHWN BOCCTAHOB/EHUA CETU B C/ly4ae aBapuu. Bpema BOCCTaHOBEHMA He npeBblwaeT 1 ceKyHAbl, 4TO
CYyLLECTBEHHO MEHbLUE BPEMEHWN MEPECTPOMKN CETU NPU UCMOJIb30BAHUN MPOTOKO/IOB CEMEICTBA Spanning

tree.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BuAa 3anpoca KOMaHAHOWN CTPOKM pexnma rnobanbHOro KOHPUrypmpoBaHumsa:

console (config) #

Tabnunua 5.95 — KomaHabl pexkmMma rnobanbHoro KoHGUrypupoBaHus

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
eaps ) Paspewwaet paboty npotokona EAPS.
no eaps 3anpewaet paboTy npoTtokona EAPS.

eaps fail-timer seconds

no eaps fail-timer

seconds: (1..10)/3 cek

3ajaerT Bpemsa OTCYTCTBUA TECTOBbIX MAKETOB, MO UCTEYEHUM
KoToporo 6yaeT 3aduKcMpoBaHa aBapua Konbla.

YCTaHaBNMBAET 3HAYEHME Talimepa No YMONAYAHMIO.

eaps hello-timer seconds

no eaps hello-timer

seconds: (1..10)/1 cek

Tamep nepuoguyHocTv oTnpasku hello-nakeTos.

YcTaHaBAMBaeT 3HaYeHne Taﬁmepa no YMON4YaHUIO.

eaps domain domain_id

no eaps domain domain_id

domain_id: (0..63)

Co3paHue EAPS-pervioHa ¢ ngeHtndukatopom domain_id n
nepexog, B PeXKMm KOHPUIypmMpoBaHUA pernoHa.

Yaanenune EAPS-pervoHa c ugeHtndukatopom domain_id.

KomaHObI pexcuma KoHgu2ypuposaHUa 0oMeHa

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe KOHPUIyprupoBaHUa AomeHa:

console (config-eaps-domain) #

Tabnunua 5.96 — KomaHabl pexkMma KoHourypmuposaHus EAPS npomeHa

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aeilicmeue

control-vlan vian_id

no control-vlan

vlan_id: (1..4093)

NaoeHTndumkaTop VLAN, ncnosbayemoin ansa ynpasneHumsa EAPS.

Kpome Toro, cnegytowmii no nopaaky naeHtndumratop VLAN
Mcnosb3yeTca ANA YNpaBAeHUA BTOPUYHBbIMU KObLAMMU.
Ynpasnsatowas VLAN EAPS He f0nKHA MCNOb30BATLCA ANA
nepegauun ntoboro nHoro TpadukKa.

OTmeHa Ha3HayeHua VLAN
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ring ring_id

Co3gaHue Konbla ¢ naeHTUdUKaTopom ring_id v nepexop, 8

{enable | disable}

ring_id: (0..15) pexXnum KoHGUIyprpoBaHMA KobLa.
no ring ring_id YpaneHue KonbLa ¢ UAEHTUPUKATOPOM ring_id.
set ring ring_id ring._id: (0..15) PaspelweHune nau 3anpet paboTbl KO/bLA C NAEHTUOUKATOPOM

ring_id.

KomaHObI pexcuma KoHgu2ypuposaHUa Koasya

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHGUTIyprupoBaHua:

console (config-eaps-domain-ring) #

Tabnnua 5.97 — KomaHabl pexkmma KoHpurypmposaHua EAPS Konbua

KomaHoa

3HayeHue/3HayeHue
0 ymMon4YaHuro

Aelicmeue

primary-port
{gigabitethernet gi port |
fastethernet fa port |port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

Bbl6Op NEPBUYHOIO NMOPTa KOMMYTaTOPa, BKIHOYEHHOTO B
KO/bLLO.

secondary-port {giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

Bbl6Op BTOPUYHOIO MOPTa KOMMYTaTOpPa, BKIOYEHHOTO B
KO/bLLO.

role {master | transit}
level level-id

level-id: (0..1)

role {edge | sub-edge}

Bbl6op PO/ KOMMyTaTOpa B KOHPUTYPUPYEMOM AOMEHE U
Ko/bLE.

Bo3moxHble ponu:

- master — yCTPOICTBO ABNAETCA BEAYLLMM Y3/10M;

- transit — ycTpocTBO ABNAETCA TPAH3UTHbLIM Y3/10M;

- edge — cMeXHbIl y3en, NpuHaa/iexKalimii OCHOBHOMY U BTO-
pPUYHOMY Ko/bLLaM;

- sub-edge — BcnomoraTte ibHbI CMEMKHbIN y3e/, NPUHaANexKa-
LM OCHOBHOMY Y BTOPUYHOMY KOJIbLLAM.

KomaHOowb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 5.98 — KomaHab! pexkmma EXEC

KomaHoa

3HaveHue

Aelicmeue

show eaps [domain do-
main-id [ring ring-id 1]

domain-id: (0..63);
ring-id: (0..15)

3anpoc MHdopmaL MM 0 COCTOAHUM AOMEHOB 1 Konel, EAPS.

5.16.8 Hactpoiika npotokona G.8032v2 (ERPS)

MpoTtokon ERPS ( Ethernet Ring Protection Switching) npeaHa3HayeH ANA NOBbILEHUA YCTOMYMBOCTU U
HaZleXXHOCTU CeTU nepefayn AaHHbIX, UMElOLLEeld KOMbLEBYHO TOMOJIOMUIO, 33 CYET CHUMEHUA BPeMeHU
BOCCTAHOBJIEHMA CETU B C/Ay4ae aBapuun. Bpemsa BoccTaHOBNeHMA He npesblwaeTr 1 cekyHApl, 4TO
CYLLLEeCTBEHHO MEHbLLE BPeMeHU NepecTporKM CeTU NPU UCNOb30BaHMM NPOTOKO/IOB CEMENCTBA Spanning

tree.
KomaHObI pexcuma 2106016H020 KOHGU2YPUPOBAHUSA
BunAa 3anpoca KOMaHAHOWM CTPOKM pexmnma ri1o6anbHOro KOHPUrypmpoBaHums:
console (config) #
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Tabnuua 5.99 — KomaHapl

perKMma rnobanbHOro KOHPUrypUPOBaHUSA

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYQHUIO
erps PaspewaeT paboTy npoTokona ERPS.
no erps 3anpewaet paboty npoTtokona ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

Co3gaHue ERPS-Konbua ¢ ngeHtuoukatopom R-APS VLAN, no
KOTOpoW byaeT nepesasaTbca CyebHaa MHpopmaumn 1 ne-
PEXOA, B PEKMUM KOHOUTYPUPOBAHMA KOMbLLA.

YpaneHune ERPS-Konbua ¢ ngeHtudukatopom vian_id.

KomaHObI pexcuma KOHGU2ypupo8aHuUsa Koabua

Bua 3anpoca KOMaHAHOM CTPOKN B pexknme KoHPUrypmpoBaHUs KosbLa:

console (config-erps) #

Tabnnua 5.100 — KomaHab! pexuma KoHdurypuposaHma ERPS Konbua

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

protected vlan add
vlan_range

vlan_range: (2..4094, all)

OobasnaeT ananasoH VLAN B cN1COK 3alwmieHHbIx VLAN.

protected vlan remove
vlan_range

vlan_range: (2..4094, all)

Ypaanaet ananasoH VLAN u3 cnucka 3awmueHHbix VLAN.

port {west | east} {giga-
bitethernet gi port |
fastethernet fa_port |
port-channel group }

fa_port: (1..3/0/1..24);
gi_port: (1..3/0/1..28);
group: (1..16).

Bblbop west(east) nopTa KoMmyTaTopa, BKAKOYEHHOTO B
KOAbLLO.

no port {west | east}

YaaneHue west(east) nopta KoMMyTaTopa, BK/IOYEHHOIO B
KOJIbLLO.

rpl {west | east} {owner |
neighbor}

Bblbop RPL nopTa KOMMyTaTOpa 1 €ro ponu:

- west — RPL-noptom byaeTt HasHayeH west nopT;

- east — RPL-nopTom 6yaeT HasHayeH east nopr;

- owner — KommyTaTtop byaeT aBnaTbcA Bnagenbuem RPL-

-/no rpl nopra;
- neighbor — kommyTaTop byaeT ABNATLCA cOCeA0M BAaAenbLa
RPL-nopra.
no rpl Ypanernne RPL nopta KommyTaTopa.
level level HacTpolika ypoBHs R-APS coobuieHnit. Heobxogumo ansa npo-
level: (0..7)/1 X0 AeHns coobueHmii yepes CFM MEP.
no level YCTaHOBKa 3Ha4YeHWA N0 YMONYAHWIO.
ring enable BkatoyeHne GpyHKLMOHMPOBAHUA KONbLA.

no ring enable

BbIKktoueHWe GYHKLMOHUPOBAHMA KObLA.

version version

no version

version: (1..2)/2

Bbl6Op pexxnma cCoBMECTUMOCTM C APYrMMUN BEPCUAMM NPOTO-
Kona G.8032.

YCTaHOBKa 3HaYeHUA N0 YMONYAHUIO.

revertive

no revertive

-/revertive

Bbibop pexkrmma paboTbl KosbLa.

YCcTaHOBKaA 3Ha4YeHUA no YMONYaHUIO.

sub-ring vlan vian_id
[tc-propogation]

no sub-ring vlan

vlan_id: (1..4094)

YKasaHue noaKonbLa ANA 4aHHOTO Konbla.
- tc-propogation — Bk/itouaeT pacnpoctpaHeHue TC B noa-
Ko/bLe.

YaaneHue noaKkonbLa.

timer guard value

no timer guard

value: (10..2000) mc, KpaTt-
Hoe 10/500 mc

YcTaHOBKa Taimepa 610Kupytowero yctapeswmne R-APS coob-
LWEeHWNA.

YCcTaHOBKa 3Ha4YeHUA no YMONYaHUIO.

timer holdoff value

no timer holdoff

value: (0..10000) mc, KpaTt-
Hoe 100 c To4yHOCTbIo 5
mc/0 mc

YcTaHOBKa TaliMepa 3a4epKK1 peakLumnm KoMmyTaTopa Ha U3-
MeHWMBLUeeca cocToAaHMe. BmecTo peakumm Ha cobbITUE BKO-
YaeTcA Talimep, NO UCTEYEHUM KOTOPOrO KOMMYTATOp panop-
TyeT 0 cBoOeM cocToAHMN. [peaHa3HayveH A yMeHbLUeHNA
dnyna naketos nNpu bnanuHre NopTos.

YCcTaHOBKaA 3Ha4YeHUA no YMONYaHUIO.
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timer wtr value YcTaHOBKa Taimepa, KoTopbll 3anyckaetca Ha RPL Owner
KOMMYyTaTope B revertive pexxume. Ucnonbsyetcs gna npesoT-
value: (1..12) MUH/5 MUH BPALLLEHMA YaCTbIX 3aLLUTHBIX NEPEKIOYEHUI U3-3a CUTHA/IOB O
HEMCNPaBHOCTAX.
no timer wtr YcTaHOBKa 3Ha4Y€HUA N0 YMONYaHUIO.
switch forced {west | east} PopcupyeT 3anycK 3alWMTHOIO NepPeKAtYeHMA Koblia, Npu
-/no 3TOM 6/10KMpPYETCA YKa3aHHbIN NOpPT.
no switch forced OTtmeHa GopCcMpPOBaHNA NEPEKAIOYEHMA KOJbLLA.
switch manual {west | east} Py4Hoe 6n0KMpoBaHMe yKazaHHOro west(east) nopta u pas-
-/no 610KMpoBaHue east(west).
no switch manual OTMeHa py4yHOI BNOKUPOBKM.
abort OTKaTUTb U3MEHEHUS, BHECEHHbIE C MOMEHTA BXOAA B PEXKMUM
) KOHOUrypaumm KonbLa

KomaHOwbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 5.101 — KomaHab! pexkuma EXEC

KomaHoa 3HaveHue Aelicmeue

show erps [vlan vian_id] 3anpoc nHdopmaLmm 06 0bLLEM COCTOAHUM erps UAn CoCTos-

lan_id: (1..4094
vian_id: (1..4094) HWW YKa3aHHOrOo KoJibLa.

5.16.9 HacTtpoitka npotoKona LLDP

OcHoBHoOW ¢yHKuMelt npotokona Link Layer Discovery Protocol (LLDP) sBnsetcA obmeH mexay
CeTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHWM U XapaKTepucTuKax. MHbopmaumsa, cobpaHHas nocpeacTsom
npoTtokosa LLDP, HakannMBaeTca B yCTPOMCTBAX U MOXKET ObITb 3anpoLUeHa ynpaBasatowmMm KOMNbIOTEPOM MO
npotokony SNMP. TakMm o06pasom, Ha OCHOBAaHWW COBpPaHHON WMHOOPMALMKM, HA YNPABAAIOLLEM
KOMMblOTEPE MOKeT BbITb CMOAENMPOBaHa TONOJIOTUSA CETH.

KommyTatopsl goctyna cepum MES nogaepmsatoT nepenady Kak CTaHOAPTHbIX NapameTpos, TaKk U
ONUMOHANbHbIX, TAKMUX KaK:

—  WMA YCTPOICTBA M €ro ONnCaHue;
—  WMA NOPTA M ero ONuCcaHue;

—  unHdopmauma o MAC/PHY;

- UT.A

KomaHObI pexcuma 27106as16H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobasnbHOro KoHOUrypmpoBaHmsa:

console (config) #

Tabanua 5.102 — KomaHgb! pexxuma rnobanbHOro KOHGUrypmpoBaHus

3HayeHue/3HayeHue no »
KomaHoa / Aelicmeue
YMOMYAHUIO
lidp run PaspeluaeT KOMMYTaTOpy MCMNOAb30BaHMe NpoTokona LLDP.
-/BKNOYEHO
no lidp run 3anpelyaeT KOMMyTaTOpy MCNONb30BaHMe npoTokona LLDP.
lidp timer seconds OnpeaensneT, KaK 4acTo yCTPOMCTBO byaeT oTnpaBaaTb 06HOB-
seconds: (5..32768)/30 cek | neHne nHpopmauum LLDP.
no lidp timer YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
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lidp hold-multiplier
number

no lidp hold-multiplier

number: (2..10)/4

3agaeT BeIMUUHY BPEMEHM 1A NPUHMMAIOLLErO YCTPOMCTBA, B
TeYeHWe KOTOPOTro HYXKHO YAEePKMUBaTb MPUHMMAEMbIE MaKETbI
LLDP nepeg nx cbpocom.

[aHHas BeNnYMHa nepesaeTca Ha NPMHMMAEMYIO CTOPOHY B
LLDP update nakeTtax (naketax o6HOBAEHMA), ABNAETCA KpaT-
HOCTbto ans Taiimepa LLDP (lldp timer). Takum obpasom,
Bpems *u3Hu LLDP nakeToB paccuntbiBaetca no popmyne TTL
=min(65535, LLDP-Timer * LLDP-HoldMultiplier)

YcTaHaBAMBaET 3Ha4YeHWe no YMONYaHUIO.

lidp reinit seconds

no lidp reinit

seconds: (1..10)/2 cek

MuHUManbHoe Bpems, KoTopoe LLDP-nopT byaeT oxkmaats ne-
pes noBTOPHOM MHMUMaANu3aumein LLDP.

YcTaHaBAWBaeT 3HaYeHne No YMONYAHUIO.

lidp tx-delay seconds

no lldp tx-delay

seconds: (1..8192)/2 cek

YcTaHaBAMBAET 3a4EPXKKY MeXay nocaeayowmmmn nepeaa-
Yyamu nakeTos LLDP, MHMUMMPOBAHHBIMU U3SMEHEHUAMM 3HA-
YeHMI MK cTaTyca B IOKaNbHbIX 6a3ax gaHHbIx MIB LLDP.
PekomeHayeTcsA, utTobbl AaHHAA 3a4eprKKa 6bina
V MeHbLue, Yem 3HaueHue 0.25* LLDP-Timer.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

lidp lidpdu {filtering |
flooding}

no lidp lidpdu

-/filtering

Onpegenset pexxnum obpaboTku naketos LLDP, Korga npoTo-
Kon LLDP BbIKAtOYEH Ha KOMMYTaTOpeE:

- filtering — ykasbiBaeT, yto LLDP-nakeTbl GpunbTpytoTCa, ecam
npotoKon LLDP Bbik/lOYeH Ha KOMMYyTaTOpE;

- flooding — ykasbiBaerT, uto LLDP-nakeTbl NnepegatoTca, eciu
npoTokon LLDP BbIKAOYEH HAa KOMMYTaToOpe.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

lidp med fast-start repeat-
count number

no lidp med fast-start re-
peat-count

number: (1..10)/3

YcTaHaBaunBaeT yncao nostopeHuii PDU LLDP gna 6bicTporo
3anycka, onpegensaemoro nocpeacrsom LLDP-MED.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

lidp med network-policy
number application

[vlan vian_id]

[vlan-type {tagged | un-
tagged}] [up priority]
[dscp dscp_value]

no lidp med network-pol-
icy number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4094);
priority: (0..7);
dscp_value: (0..63)

OnpeaenseT npasuao gaa napamerpa network-policy (cete-
BaA NOJIUTUKA YCTPOMCTBa). JaHHbIM napameTp ABAseTcsA on-
LMOHAIbHbIM ANA paclimpeHna npoTtokona LLDP MED.

- number — nopALKoBbI HoOMep npasuaa network policy;

- application — rnaBHas ¢yHKLMA, onpeseneHHan Ana AaHHOTo
npasuna network policy. Ucnonb3yemblie nmeHa: voice, voice-
signaling, guest-voice, guest-voice-signaling, softphone-voice,
video-conferencing, streaming-video, video-signaling.

- vlan_id —vpeHtnduratop VLAN ana gaHHoro npasuna;

- tagged/untagged — onpeaenser TerMpoBaHHOMN MW HETErn-
poBaHHoW 6yaeT VLAN, ncnonb3yemas faHHbIM NPaBUIOM.

- priority — npuopuTeT AAaHHOrO NpaBMAa (MCNonb3yeTcs Ha
BTOpOM ypoBHe mogenn OSl);

- dscp_value — 3HayeHne DSCP, ucnonb3yemoe faHHbIM Npa-
BWU/IOM.

Ypansaet cosgaHHoe npasuao Ana napamertpa network-policy.

lidp notifications interval
seconds

no lidp notifications inter-
val

seconds: (5..3600)/5

YcTaHaBAMBaAET MaKCMMa/IbHYH CKOPOCTb Nepeaayv yBeaom-
nennit LLDP.

- seconds — nepuos, BpemeHu, B Te4eHne KOTOPOro YCTPOMCTBO
MOKEeT OTNpPaBuTb He 60/1ee 04HOrO yBEAOMIEHUA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHuUsa uHmepaelicos Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypmpoaHus nHtepoelicos Ethernet:

console (config-if) #
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Tabnumua 5.103 — KomaHapl pexkmma KoHPurypmposaHua nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

lldp transmit

no lldp transmit

lidp receive

no lldp receive

-/pa3peLleHo Ucnonb-
30BaHKe B 060Ux
HanpasaeHUAX.

Paspewaet nepeaayy naketos No NpoTokony LLDP Ha uHTep-
delice.

3anpelaeT nepegavy Naketos nNo NpoTokony LLDP Ha nHTep-
deiice.

PaspelaeT npuem naketos no npotokoay LLDP Ha nHtepdelice.

3anpewaeT NpMem NakeTos No Npotokoay LLDP Ha nHTepdelice.

lldp optional-tlvt/v_list

no lldp optional-tlv

tlv_list: (port-desc, sys-
name, sys-desc, sys-
cap, 802.3-mac-phy,
802.3-lag, 802.3-max-
frame-size)/ onuuo-
HanbHble TLV He BKAtO-
YeHbl B NaKeT

OnpegenseT, Kakue onumoHanbHble TLV-nons (Type, Length,
Value) 6yayT BK/tOUYEHbI YCTPOWCTBOM B Nepegasaembiii LLDP-
naker.

B KOMaHAY MOKHO BK/IOYUTb OT O4HOIO A0 NATU ONUMOHANb-
HbIX TLV: port-desc, sys-name, sys-desc, sys-cap, 802.3-mac-phy,
802.3-lag, 802.3-max-frame-size.

YcTaHaBAWBaeT 3HaYeHWe No YMOAYAHUIO.

lidp optional-tlv 802.1 {pvid
[enable|disable] |

ppvid {add | remove} ppvid |
vlan-name {add|remove}
vlan_id}

lidp optional-tlv 802.1 protocol
{add|remove} {stp | rstp |
mstp | pause | 802.1x | lacp |
gvrp}

no lidp optional-tlv 802.1 pvid

ppvid: (0-4094);
vlan_id: (1-4094)/ on-
LMOHaNbHble TLV He

BK/IIOYEHbI

OnpegenseT, Kakue onumoHanbHble TLV-nonsa 6yayT BKAOYEHbI
YCTPOMCTBOM B NepeaaBaembli LLDP-nakerT:

- pvid — PVID nntepdelica;

- ppvid — go6asuTtb/yaanuts PPVID;

- vlan-name — go6asuTb/yaanunts Homep VLAN;

- protocol — o06aBuTb/yAanuTL onpeaeseHHbIA NPOTOKO.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

lldp management-address
{ip_address | none | auto-
matic

[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group|

vlan vian_id] }

no lldp management-address

ip_address: (A.B.C.D);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1 .. 4094)/
ynpasnsowmii agpec
onpeaenserca aBToma-
TUYECKM

OnpegenseT ynpasastowmnin agpec, 06bABAEHHbIV HA UHTEp-
delice.
- ip_address — 3apaetca ctatndeckuit IP-agpec;
- none — yKa3blBaeT, YTo aapec He 06bABNEH;
- automatic — yKasbIBaeT, YTO CUCTEMA aBTOMATUYECKM BblOK-
paeT ynpasnawoowmin agpec 3 scex IP-agpecos KommyTaTopa;
- automatic {gigabitethernet|fastethernet | port-channel [vlan} —
YKa3bIBaeT, YTO CMCTEMA aBTOMATUYECKM BbIOBUpPaAeT ynpasasto-
WMl agpec, U3 CKOHPUIYPUPOBaAHHbIX AAPECOB 3a43aHHOMO UH-
Tepodelica.
Ecnu untepoderic ethernet unm nHtepdeiic rpynnbl noptos npu-
HagnexaT VLAN, To gaHHbI agpec VLAN He 6yaeT BKAOYEH B
CMMUCOK BO3MOXKHbIX YNPaBAAOLWMX apecos.
B cnyyae Hannuma Heckonbkux IP-agpecos, cuctema

V Bbl6UpaeT HauanbHbIit IP-agpec U3 ananasoHa guHa-
muyeckux IP-agpecos. Ecnu guHamuueckue agpeca
OTCYTCTBYIOT, TO CMCTEMA BbIGMpPAET HauanbHbIl IP-aa-
pec U3 guanasoHa BO3MOXKHbIX cTaTudeckux IP-agpe-
COB.

Ypansaet ynpasnsatowmii IP-agpec.

lidp notification {enable | disa-
ble}

no lldp notifications

-/oTnpaBKa yBegomne-
Hui LLDP 3anpeueHa.

PaspeluaeT/3anpeuiaeT oTNpasKy yBeaoMneHunit LLDP Ha nHTep-
deiice.

- enable — paspewwaer;

- disable — 3anpeuwaer.

YcTaHaBAMBaeT 3HaYeHne o YMOAYaHUIO.

lidp med enable[t/v_list]

no lidp med enable

tlv_list: (network-pol-
icy, location, poe-pse,
inventory)/
3anpeLLeHo UCcnonb3o-
BaHMe paclnpeHma
npotokona LLDP MED.

PaspelwaeTt ncnonb3oBaHme paclumpeHna npoTokona LLDP MED.
B KOMaHA4y MOKHO BK/OYUTb cneunanbHble TLV: network-
policy, location, poe-pse, inventory.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

lidp med network-policy
{add|remove} number

no lldp med network-policy
number

number: (1..32)

HasHauaeT npasuno network-policy aaHHomy nHTepdeicy.
- add — Ha3Hay4aeT npasuo;

- remove — yganseT NpaBuo;

- number — Homep npasuna.

Ypansaet npasuao network-policy ¢ saHHoro nHTepdeiica.

lldp med network-policy voice
auto

-/BKAtOYEHO

BkntoyaeT nepegady B coobueHunax LLDP-MED napameTpos
voice-vlan
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no lidp med network-policy
voice auto

3anpewaeT nepegayy napameTpos voice-vlan 8 LLDP-MED

lidp med location

{coordinate coordinate|
civic-address civic-address-data
| ecs-elin ecs-elin-data}

no lldp med location

coordinate: 16 6anT;

civic address: (6..160)
6anT;

ecs-elin: (10..25) 6aiT.

3aZaeT MecTono/IoXKeHe YCTPONCTBA ANA NpoTokona LLDP
(3HaueHwue napameTpa location npotokona LLDP MED).

- coordinate — agpec B cucTeme KOoOpAMHaT;

- civic-address — aAMMHUCTPATUBHbIV agpec YyCTPONCTBA;

- ecs-elin — agpec B popmarte, onpeseneHHom ANSI/TIA 1057.

YpanseT HacCTPOMKM NapameTpa MecTonosoxeHus location.

lidp med notification topology-
change {enable | disable}

no lldp med notifications to-
pology-change

PaspelwaeT/3anpewaeT oTnpasKy yseaomaeHnin LLDP MED o6
M3MEHEHWUWN TOMOJIOTUU.

- enable — pa3spelaeT oTnNpasky yBeAOMIEHUN;

- disable — 3anpewaeT oTNpaBKy yBeAOMAEHUN.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

V LLDP-nakeTbl, NPUHATbIE Yepes rpynny arperauum KaHanoB, 3aNOMUHAIOTCA UHAUBUAYANBHO
nopTamu rpynnbl, NPUHABLIMMU cooblieHun. LLDP oTnpaBaseT pasnMyHble coobwweHns Ha
KaKAblii nopT rpynnbl.

/' Pabota npoTtokona LLDP He 3aBUCUT OT cocTosHUA NpoToKona STP Ha nopTy, nakeTbl LLDP
OTNPABAAIOTCA U NPUHUMAIOTCA Ha 3a610OKMPOBAHHbIX NPoToKosom STP nopTtax.

Ecam nopt KoHTpoaupyetcs no 802.1X, To LLDP paboTtaeTt c nopTom TONbKO B Cyvae, ecnm

OH aBTOPU30BaH.

KomaHObI pexcuma privileged EXEC

Bce KomaHAbl AOCTYNHbI ANA NPUBUIErMPOBAaHHOMO Noab3oBaTena. Bug 3anpoca KOMaHAHOﬁ CTPOKU

perkunma privileged EXEC:

console#

Tabnunua 5.104 — KomaHgb! pexuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

clear lidp table

OunwaeT Tabamuy agpecos 06HAPYMKEHHbIX COCEAHNUX
YCTPOMCTB U HAaYMHAET HOBbIM LMK 0OMeHa NakeTamu no npo-
ToKoAy LLDP MED.

show lldp configuration [gi-
gabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

Moka3biBaeT LLDP KoHdUrypauum Bcex pusmyeckux nHtepdeit-
COB YCTPOMICTBA, IM60 3afaHHbIX UHTEPdETiCOB.

show lldp med configuration
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

MoKa3sbiBaeT KOHGUIypauum paclumpeHmnsa npotokona LLDP -
MED pna Bcex pusnyecknx nHtepdelicos, MM60 3aaHHbIX UH-
Tepoericos.

show lidp local {giga-
bitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

MokasbiBaeT LLDP-nHpopmaLunio, KOTOpYt aHOHCUPYET AaH-
HbI NOPT.

show lldp local tlvs-overload-
ing

[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

Moka3sbiBaeT cTaTyc nepesarpysku TLVs LLDP.

show lidp neighbors [giga-
bitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

MokasbiBaeT MHGOPMALMIO O COCEAHMX YCTPOCTBAX, Ha KOTO-
pbix paboTaet npoTtokon LLDP.

show lldp statistics [giga-
bitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

MoKa3sbiBaeT cTaTUCTMKY LLDP.
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[pumepbl 8b1M0AHEHUS KOMAHO

= YcTaHoBUTb ana nopta gi 1/0/1 cneaytowme tlv-nons: port-description, sytem-name, system-
description. lna gaHHoro nHtepdeica AobasuTb ynpasnatowmii agpec 192.168.17.55

console#configure
console (config) # interface gigabitethernet 1/0/1

console (config-if) #11dp optional-tlv port-desc sys-name sys-desc
console (config-if) #11dp management-address 192.168.17.55

= [locmoTpeTb KoHdurypaumto lldp:

consolef#show 1lldp configuration

LLDP state: Enabled

Timer: 30 Seconds

Hold multiplier: 4

Reinit delay: 2 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering

Port State Optional TLVs Address Notifications
gil/o/1 Rx and Tx PD, SN, SD 192.168.17.55 Disabled
gil/0/2 Rx and Tx sC None Disabled
gil/0/3 Rx and Tx sC None Disabled
gil/0/4 Rx and Tx sC None Disabled
gil/0/5 Rx and Tx sC None Disabled
gil/0/6 Rx and Tx sC None Disabled
gil/0/7 Rx and Tx sC None Disabled
gil/0/8 Rx and Tx sC None Disabled
gil/0/9 Rx and Tx sC None Disabled
gil/0/10 Rx and Tx sC None Disabled
gil/0/11 Rx and Tx sC None Disabled
gil/0/12 Rx and Tx sC None Disabled

More: <space>, Quit: g or CTRL+Z, One line: <return>

Tabnnua 5.105 - OnuncaHue pe3ynbTaTos

lMone OnucaHue

Timer OnpeaenseT, Kak 4acTo yCTpolicTBO wneT LLDP-o6HOBAEHMA.

OnpegenseT BennumHy Bpemenun (TTL, Time-To-Live) gna npuHMmatowero ycTpom-
Hold multiplier CTBa, B TEYEHNE KOTOPOTO HYXKHO yAepXuBaTb NpMHMMaemble nakeTobl LLDP nepep,
ux cépocom: TTL = Timer * Hold multiplier.

Onpepgensetr MMHMMabHOE BPEMSA, B TEYEHME KOTOPOro nopT byaeT oxKunaaTb ne-

Reinit delay pea nocblikon cneayrouero LLDP-coobuweHus.

Tx delay OnpependaeT 3a4epKKy mexay HOCHQ,D,YPOLLI,I/IMM nepegadvamu LLDP-ppelrimoB, MHU-
LUMMPOBAHHbIX U3MEHEHUSMM 3HaUYEeHUIN InMbo cTaTyca.

Port Homep nopTa.

State Pexkum paboTbl nopTa gas npotokona LLDP.

TLV-onuumn, KoTopble nepegatoTca
BO3MOXHble 3HaYeHUA:

PD — OnucaHue nopra;

SN — CuctemHoe ums;

SD — OnucaHmne cuctemsi;

SC — BO3MOXKHOCTM cUCTEMDI.

Optional TLVs

Address Anpec ycTpoicTBa, KoTopbii nepeaaetcsa B LLDP-coobueHunx.

Notifications YKa3blBaeT, pa3peLleHbl UK 3anpeLleHbl ysegomaenma LLDP.
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* [loKasaTb MHGOPMALMIO O COCEAHUX YCTPOMCTBAX

console#show 1lldp neighbors

System capability legend:

B - Bridge; R - Router; W - Wlan Access Point; T - telephone;
D - DOCSIS Cable Device; H - Host; r - Repeater;

TP - Two Ports MAC Relay; S - S-VLAN; C - C-VLAN; O - Other

Port Device ID Port ID System Name Capabilities TTL
gil/0/1 a8:f9:4b:84:02:c0 gil/0/9 ts-7800-2 0 117
gil/o0/2 a8:£9:4b:81:61:40 gil/0/14 ts-7800-1 B 94
gil/0/3 a8:f£9:4b:91:66:66 gil/0/15 ts-7900-2 B 113
gil/o0/4 a8:£9:4b:81:71:48 gil/0/16 ts-7900-1 B 94

console# show 1lldp neighbors gigabitethernet 1/0/1

Device ID: a8:f£f9:4b:84:02:c0

Port ID: gil/0/9

Capabilities: Other

System Name: ts-7800-2

System description: MES-3124 28-port 1G/10G Stackable Managed Switch
Port description: gigabitethernetl/0/9

Time To Live: 92

802.1 PVID: None
802.1 PPVID:
802.1 VLAN:
802.1 Protocol:

Tabnunua 5.106 - OnucaHue pesynbTaToB

Mone OnucaHue
Port Homep nopTa.
Device ID Nma nan MAC-agpec cocegHero ycTpomncrsa.
Port ID NpeHTndmKkaTop nopTa cocenHero ycTpomncTaa.

System name

CucteMHoe UMsA yCTpoicTBa.

Capabilities

[aHHoe nose onucbiBaeT TMN YCTPOMCTBaA:

B — MocrT (Bridge);

R — MapuwpyTtusatop (Router);

W — TouKa aoctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticteo (DOCSIS cable device);
H — CeteBoe ycTpolictso (Host);

r — NosTopuTens (Repeater);

O — Tun HenssecTeH (Other).

System description

OnucaHne coceaHero ycTpoicTea.

Port description

OnucaHre nopTa coceaHero ycTpoicTea.

Management address

Appec ynpaBneHus ycTponcTBom.

Auto-negotiation
support

OnpegendeT, nogaep»K1MBaeTca M aBTOMaTUYeCKoe onpeaeneHne pexmma nopra.

Auto-negotiation status

Onpegenset, BKAOYEHA /M NOAAEPKKA aBTOMATUYECKOrO ONpeaesieHns pexmnma

nopra.

Auto-negotiation
Advertised Capabilities

OnpegenseT pexnmbl, NogaeprKnBaemble C]JYHKLLMEVI aBTOMaTh4yeCKoro onpeaene-

HMA NopTa.

Operational MAU type

Pabouunit MAU-TMN ycTpolicTaa.
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5.16.10 Hactpoitka npotokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — ¢yHKUNM ypOBHSA KaHana
nepenayn AaHHbIX NPeacTaBAAOT co60l MPOTOKON MOHUMTOPMHIA COCTOAHUA KaHana. B sTom npoToKone ana
nepenayn MHGOPMaLUN O COCTOAHUM KaHana MeXKay HernocpescTBEHHO MOAKAOYEHHBIMWU YCTPOMCTBAMM
Ethernet wucnonb3yoTca 610KM  AaHHbIX npoTtokona OAM (OAMPDU). Ob6a ycTpoKcCTBa AOJXHbI
noaaepmeatb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHguaypuposaHus uHmepgelicos Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU B pexkume KoHpurypmpoaHus nHtepdelicos Ethernet:

console (config-if) #

Tabnnua 5.107 — KomaHgb! pexxuma KoHpuUrypuposaHua nHTepdeiica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ethernet oam

no ethernet oam

-/BbIKNOYEHO

BkntounTb noaaepKKy Ethernet OAM Ha nopTy.

OTKAounTb Ethernet OAM Ha KoH$Urypmpyemom nopry.

ethernet oam link-monitor
frame threshold count

no ethernet oam link-moni-
tor frame threshold

count: (1..65535)/1

YcTaHaBAMBaeT NOPOT KOIMYECTBA OWMOOK 3a yKasaHHbIM ne-
pvoga (nepuog, yctaHaBiMBaeTca KomaHaol ethernet oam
link-monitor frame window).

BocctaHaBanBaeT 3Ha4YeHMeE NO YMOYAHWIO.

ethernet oam link-monitor
frame window window

no ethernet oam link-moni-
tor frame window

window: (10..600)/100
mc

YcTaHaBAMBAET BPEMEHHOM NPOMENKYTOK A1A NoACYETa KOIU-
yecTtBa OLWMOOK.

BoccTtaHaBanBaeT 3HaYeHMe N0 YMOAYAHUIO.

ethernet oam link-monitor
frame-period threshold
count

no ethernet oam link-moni-
tor frame-period threshold

count: (1..65535)/1

YcTaHaBAnBaeT nopor ana cobbitns «frame-period» (nepunog,
yCcTaHaBAMBaeTca KomaHaon ethernet oam link-monitor
frame-period window).

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONIYAHUIO.

ethernet oam link-monitor
frame-period window win-
dow

no ethernet oam link-moni-
tor frame-period window

window:
(1..65535)/10000

YcTaHaBAWBaET BPEMEHHOM MPOMENKYTOK ANA CObbITUA
«frame-period» (8 ppelimax).

BoccTtaHaBanBaeT 3HaYeHMe N0 YMOIYAHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam link-moni-
tor frame-seconds threshold

count: (1..900)/1

YcTaHaBAuBaeT nopor ana cobbitua «frame-period» (nepuog,
yCcTaHaBAMBaeTca KomaHaon ethernet oam link-monitor
frame-seconds window), B cekyHaax.

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.

ethernet oam link-monitor
frame-seconds window win-
dow

window: (100..9000)/100

YcTaHaBAWBaeT BPeMeHHOM NMPOMEKYTOK ANA cobbiTuA
«frame-period».

no ethernet oam link-moni- me BoccTaHaBAMBaeT 3Ha4YeHMe Mo YMOIYAHMIO.
tor frame-seconds window
ethernet oam mode [ac- YcTaHaBAMBAET peXmum paboTbl NpoToKkosia OAM:
tive| passive] - active — kommyTaTOp NocTtosHHO oTnpasaser OAMPDU;
-/active - passive — KOMMyTaToOp HaunHaeT oTnpasaaTb OAMPDU
TONbKO Npv Haamunum OAMPDU co BCTPEYHOM CTOPOHBI.
no ethernet oam mode BoccTtaHaBaMBaeT 3HaYeHMe Mo YMOAYAHUIO.
ethernet-oam remote-failure BkntoyaeT nopmepkky n 0b6paboTky cobbiTuin «remote-
failure».
-/BKAIOYEHO

no ethernet oam remote-
failure

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

ethernet oam remote-loop-

BkAtoyaeT noaaepKKy GyHKUMM 3aBOpOTa TpadumKa.

back supported
-/BbIKNOYEHO
no ethernet oam remote- BoccTtaHaBanBaeT 3HaYeHMe NO YMOAYAHUIO.
loopback supported
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ethernet oam uni-directional
detection

no ethernet oam uni-direc-
tional detection

-/BbIKNOYEHO

BrAtovaeT GpyHKUMIO 06HapYKEHUA O4HOHAMNPABAEHHbIX CBA-
3ei Ha base npoTtokona Ethernet OAM.

BoccTaHaBnvBaeT 3HauYeHMe No YMOYaHMIO.

ethernet oam uni-directional
detection action <log| error-
disable>

no ethernet oam uni-direc-
tional detection action

-/log

OnpegenseT peakuno KOMMyTaTopa Ha O4HOHANPaBAEHHYO
CBA3b:

- log — oTnpaBka SNMP trap 1 3anuco B }KypHan;

- error-disable — nepeBog, nopTa B cocToAHMe «error-disable»,
3anucb B XypHan n otnpaska SNMP trap.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

ethernet oam uni-directional
detection agressive

no ethernet oam uni-direc-
tional detection agressive

-/BbIKIOYEHO

BK/ItOYAET arpeccuBHbIN peXMm onpeaeneHns oAHOHanpas-
NeHHol cBa3n. Ecav oT cocegHero ycTpoincTea nepecTatoT npu-
xoanTb Ethernet OAM-coo0bLeHUA — IMHK NOMeYaeTca Kak oa-
HOHAMpPaB/IEHHbIN.

BocctaHaBanBaeT 3Ha4YeHMeE NO YMOYAHWIO.

ethernet oam uni-directional
detection discovery time
time

no ethernet oam uni-direc-
tional detection discovery-
time

time: (5..300)/5 cek

YcTaHaBAWBaET BPeMEHHOM UHTepPBan 41a onpeaeneHuns Tmna
CBA3U Ha nopry.

BocctaHaBanBaeT 3Ha4YeHMeE NO YMOYAHWIO.

KomaHObl pexcuma privileged EXEC

Bce KomaHAbl 4OCTYMHbI AR MPUBMUAErMPOBAHHOIO NO/b30BaTeN .

BuAa 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabnunua 5.108 — KomaHab! pexkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

clear ethernet oam statistics
[interface

{ gigabitethernet gi_port |
fastethernet fa_port} ]

gi_port: (1..3/0/1..24);
fa_port: (1..3/0/1..24).

Ounwaet ctatnuctnky Ethernet OAM gns ykasaHHOro UHTep-
delica.

show ethernet oam discov-
ery [interface { gigabitether-
net gi_port | fastethernet
fa_port}]

gi_port: (1..3/0/1..24);
fa_port: (1..3/0/1..24).

OTobparkaeT cocTosHUe npoTokona Ethernet OAM gna yKa-
3aHHOrO UHTepodelica.

show ethernet oam statistics
[interface gigabitethernet
gi_port | fastethernet

gi_port: (1..3/0/1..24);
fa_port: (1..3/0/1..24).

OTobparkaeT CTaTUCTUKY 06MeHa MPOTOKONbHBIMU COOBLLEHM-
AMU AN YKA3aHHOTO MHTepdelica.

gigabitethernet gi_port |
fastethernet fa_port}]

fa_port: (1..3/0/1..24).

fa_port}]
show ethernet oam status OTobparkaet HacTpoliku Ethernet OAM ans yKasaHHOTO UH-
[interface gi_port: (1..3/0/1..24); Tepdeiica.

show ethernet oam uni-di-
rectional detection [interface
gigabitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..24);
fa_port: (1..3/0/1..24).

OTo6parkaeT COCTOAHME MeXxaHM3Ma onpeaeNeHns ogHoHa-
NpaBJ/iIeHHbIX CBA3eN A1a yKasaHHOro nHtepdelica.

[pumepbl 8b1M0AHEHUS KOMAHO

=  OT06pas3nTb COCTOAHWE NPOTOKONA ANA nopTa gigabitethernet 1/0/3:

consolef#show ethernet oam discovery interface GigabitEthernet 0/3
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gigabitethernet 1/0/3
Local client
Administrative configurations:
Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported
MIB retrieval: not supported
Mtu size: 1500
Operational status:
Port status: operational
Loopback status: no loopback
PDU revision: 3
Remote client
MAC address: a8:£9:4b:0c:00:03
Vendor (oui) : a8 £9 4b
Administrative configurations:

PDU revision: 3

Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported

MIB retrieval:

not supported

Mtu size: 1500
console#

5.16.11 HacTpoiika npotokona CFM

Ethernet CFM (Connectivity Fault Management), |IEEE 802.1 ag — npegoctasnser QyHKUUU
HabntogeHUA, NoucKa W yCTpaHeHWA HewcnpaBHocTelt B ceTAx Ethernet, nossonss KoHTposvpoBaTb
coefiMHEHWe, M30/IMpoBaTb NPOBJAEMHbIE YYACTKU CETU U UAEHTUPUUMPOBATL KAMEHTOB, K KOTOPbIM
NPUMEeHANNUCb OrpaHN4YeHnA B CETU.

MpoToKoa onepupyeT cnesyrowmnmm NOHATUAMM:

— Maintenance Domain (MD) — y4acToK ceTu, NpuUHaANeXalmii MU ynpaBAseMblit OOHUM
onepaTopom;

— Maintenance Association (MA) — cOBOKYNHOCTb KOHEeUYHbIX Touek (MEP), Karkaas u3s Kotopbix
MMeeT OAMHaAKoBbIM uaeHTUPUKatop MAID (Maintenance Association Identifier),
onpeaenaowmii TUN cepsBuca;

— Maintenance association End Point (MEP) — KoHe4YHan To4YKa cepBuca, PacrnoioKeHHas Ha ero
rpaHuLe;

— Maintenance domain Intermediate Point (MIP) — npome)yTo4Has TOUKa JOMEeHa.

KomaHObI pexcuma 271060s16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobasnbHOro KoOHGUIrypnpoBaHua:

console (config) #

Tabnnua 5.109 — KomaHabl pexxuma rnobanbHOro KOHPUrypmpoBaHus
3HayeHue/3Ha4yeHue no
YyMOMYAHUO

KomaHoa Aelicmeue

ethernet cfm domain name
[level level]

CosgaHue (am cmeHa yposHs) CFM aomeHa (MD) ¢ umeHem
«name» 1 NEPEXOL B PEXMM KOHOUTYPUMPOBaHMA AOMeHa.

- level — ypoBeHb CFM pgomeHa.

Ypanenune CFM gomeHa (MD) c umeHem «name».

name: (1..32) cumBonos
level: (0..7)/0

no ethernet cfm domain
name

128 Ethernet-kommymamopsi MES1000, MES2000



HELTEX

KomaHObI pexcuma KoHgu2ypuposaHuUsa OomMmeHa

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHPUIypupoBaHUa AoMeHa:

console (config-cfm-md) #

Tabnnuya 5.110 — KomaHgb! pexkuma KoHdpurypuposaHma CFM gomeHa (MD)

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

id { dns dns | name name |
id mac mac_address num-
ber | id null }

no id

name: (1..43) cumB0NOB;

dns: (1..43) cumBoNOB;
mac_address: (H.H.H nan
H:H:H:H:H:H nan H-H-H-H-

H-H);
number: (0-65535)/
id name cooTBeTcTByeT
UMEHWN flOMEHa

YKasaHue naeHtuoukatopa CFM gomeHa (MD). MUmeHem go-
MEHA MOXKET bbITb:

- dns — dns-ums;

- name — TeKCTOBasA CTPOKA;

- mac_address number — MAC-agpec v uncnosom naeHTudu-
KaTop AOMEHQ;

- null = NULL ngeHtTudmKatop.

YCTaHOBKA 3HAY€HUA N0 YMONYAHUIO.

service port
{vlan-id vian_id |
name name |
number number }
no service port
service vlan vian
{vlan-id vian_id |
name name |
number number

no service vlan vian_id

vlan_id: (1..4094);
name: (1..45) cumBonos;
number: (0..65535)

Co3paHue CFM-cepsuca (MA) 6e3 npuasku K VLAN v nepe-
XOZ, B PEXUM KOHOUTYpUpPOBaHUSA cepBuca.

Ypanenune CFM-cepsuca (MA).

Co3znaHue CFM-cepsuca (MA) npusasaHHoro K VLAN c Home-
pom «vlan» n nepexos, B peXMm KOHOUTYpPMPOBaHMA cepauca.
MmeHem cepBuca MoKeT BbITb:

-vlan_id —Homep VLAN;

- Nname — TEKCTOBaA CTPOKa;

- number —uncnoBov naeHTuduKaTop.

Ypnanenune CFM-cepsuca (MA) npusasaHHoro K VLAN ¢ Home-
pom «vlan_id».

mip auto-create
mep-only]

[lower-

no mip auto-create

-/BbIK/OYEHO

BK/tOYEHWE aBTOMATUYECKOro CO34aHNA NPOMEXKYTOUHbIX TO-
yek cepsuca (MIP). MpomeskyTouHble ToYKkM cepsuca (MIP) co-
3/a0TCA Ha BCex NopTax, Ha KoTopblx nponucaH VLAN cep-
BUCa.

Heobs3aTensHblit napametp «lower-mep-only» ncknouaer us
CMKUCKa NOPTbI, HA KOTOPbIX Y¥Ke Co3AaHa KOHeYHan To4Ka cep-
BUCa.

YcTaHaBAMBaET 3HAYEHUE MO YMONAYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHuUs cepsuca

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUme KOHGUryprupoBaHna gomeHa:

console (config-cfm-ma) #

Tabnunua 5.111 — KomaHabl pexkuma KoHdpurypuposaHua CFM cepsuca (MA)

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

continuty-check interval

interval

no continuty-check interval

interval: (1, 10, 100, 600)
cekyHa/1 cekyHaa

YcTaHOBKa MHTepBana otnpasku Continuty Check coobuweHnit.

YCcTaHOBKaA 3Ha4YeHUA no YMONYaHUIO

direction down

no direction down

YcTaHaBAMBaET HanpaBAeHMe KOHeYHOM To4YKK cepBuca (MEP)
B HUCXoAALLee.

YcTaHaBAWBaeT Hanpas/ieHWe KOHeYHOM ToukK cepsuca (MEP)
B BOCXOZslLee.

mep id

no mep id

id: (1..8191)

[obasneHune KoHeyHoM Touku cepsuca (MEP) c naeHtudmka-
V Topom «id» K gaHHOMY cepBucy.

[aHHOM KOMaHA0 OCyLeCTBAACTCA TONbKO NPU-
BA3Ka MEP k cepsucy. MEP co3paetca B pexxume
KOHQUrypupoBaHua uHtepdeiica.

YaaneHue KoHe4HoM Touku cepsuca (MEP).
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mip auto-create

[ { lower-mep-only | none }]

-/MCNONb3YeTCA PEKUM,
CKOHOUIYpUpPOBaHHbIN
AN JOMEHa, B KOTOPOM
Haxo4uMTCA cepBuc

no mip auto-create

BK/lOYEHWE aBTOMATMYECKOro CO34aHNA NPOMENKYTOYHbIX TO-
yek cepsuca (MIP). MpomekyTouHble ToUKM cepsuca (MIP) co-
3[a10TCA Ha BCex NopTax, Ha KoTopbix nponucad VLAN cep-
Buca. HeobAzaTenbHble NapameTpbl:
—  lower-mep-only — nckntoyaeT U3 cnucka nNopTbl, Ha
KOTOPbIX yKe CO3[4aHa KOHeYHan TOYKa cepsuca
(MEP);
—  none — He CO3aBaTb aBTOMATUYECKN MPOMEKYTOU-
Hble To4ku cepsuca (MIP).

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexknume KoHUrypuposaHus nHtepdeiica Ethernet, uHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 5.112 — KomaHgbl pexxuma KoHpuUrypuposaHua nHTepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ethernet cfm mep mep_id
domain domain_name ser-
vice {vlan-id vian_id |
name name | number
number}

no ethernet cfm mep
mep_id domain do-
main_name service {vlan-id
vlan_id | name name |
number number }

mep_id: (1..8191);
domain-name: (0..32)
CUMBOJIOB;
vlan_id: (1..4094);
name: (0..45) cumBoNOB;
number: (0..65535)

Co3gaHue Ha MHTepdeice KOHeYHoW ToukK cepsuca (MEP) ¢
naeHTMPMKaTopom mep_id pns yKasaHHOro cepBmCca B YKasaH-
HOM JOMEHE 1 Nepexos B pexxum KoHourypmposaHma MEP.

YaaneHne KOHEYHOM TOUKM cepsuca ¢ MHTepdeiica.

KomaHObI pexcuma KoHghu2ypupo8aHuUs KOHEYHOU moYKu cepsuca

BuAa 3anpoca KOMaHAHON CTPOKM B pexknume KOHPUIrypupoBaHMA JOMEHa:

console (config-if-cfm-mep) #

Tabnnua 5.113 — KomaHgb! pexkuma KoHdpurypuposaHma CFM KoHeuHol Touku (MEP)

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
yMOAYaHuro
active BK/toYeHWe KoHeYHoW Touku cepsuca (MEP).
- -/BblKNIOYEHA
no active YCTaHOBKa 3HaYeHWA Mo YMOAYAHUIO.

continuty-check enable

no continuty-check enable

-/BblKNIOYEHA

BkntoyeHue otnpasku Continuty Check coobuieHumi.

YcTaHOBKa 3Ha4YeHUA no YMONYaHUIO.

COS cos

Nno COos

cos: (0..7)/7

YcTaHoBKa 3HayeHus npuopuTteTa CoS, ¢ KoTopbim byayT oT-
npasaaTbea Continuty Check coobuieHus.

YCTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.

alarm delay delay

no alarm delay

delay: (2500..10000)
mc/2500 mc

YKasaHue MHTepBana 3agepKKn, No UCtTe4eH KOToporo 6y-
AeT reHepupoBaTbCA aBapuA.

YcTaHOBKa 3Ha4YeHUA no YMONYaHUIO.

alarm reset interval

no alarm reset

interval: (2500..10000)
mc/10000 mc

YKaszaHue NpoMeKyTKa BpeMeHU, N0 UCTEYEHUM KOTOPOro
npounsonget cbpoc aBapum.

YCTaHOBKA 3HAYeHUA N0 YMONYAHUIO.

alarm notification { all | er-
ror-xcon | remote-error-
xcon | mac-remote-error-
xcon | xcon | none }

-/mac-remote-erro r-xcon

BK/toYeHWe yBeAOMAEHWUI Ana onpeaenieHHbIX TUNoB cobbl-
TUN.

Tunbl cObbLITUI:

- all — Bce cobbitna DefRDI, DefMACStatus, DefRemote, DefEr-
ror, DefXcon;

- error-xcon — 10/1bko cobbiTua DefError n DefXcon;
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no alarm notification

- remote-error-xcon — T0/1bKo cobbita DefRemote, DefError u
DefXcon;

- mac-remote-error-xcon — To/1bKo cobbiTnsa DefMACStatus,
DefRemote, DefError n DefXcon;

- Xcon — ToNbKo cobbiTne DefXcon;

- none — yBe40M/IEHUA OTK/IOYEHDI.

YCTaHOBKa 3HAY€HUA N0 YMONYAHUIO.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabnnua 5.114 — KomaHgb! pexkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show ethernet cfm domain
[name]

name: (1..32) cumBonos

OTobparkaeT MHPopmaLmto 06 yKazaHHOM AomeHe uam 06o
BCEX.

show ethernet cfm errors

OTobparkaeT nHPopmaumto 06 owmnbrax Continuity Check npo-
TOKO/aA.

show ethernet cfm mainte-
nance-points { local | re-
mote }

OTob6parkaeT MHGOPMaLMIO O TOKAJIbHbIX U YAA/IEHHbIX KO-
HeuHbIX To4YKax cepsuca (MEP).

show ethernet cfm mpdb
[domain-id { dns name |
name | name name| mac
mac-address number |
null}]

name: (1..43) cumBONOB;
mac-address: (H.H.H naun
H:H:H:H:H:H nan
H-H-H-H-H-H);
number: (0..65535)

OTo6pakaeT MHPOPMaLLMIO O MPOMENKYTOUHBIX TOUKAX cepauca
(MIP) ons yKasaHHOro JOMEHa WU AN BCEX.

show ethernet cfm statis-
tics

OtobparkaeT CFM-CTaTUCTUKY 1A BCEX JOMEHOB.

show ethernet cfm statis-
tics domain domain-name
service { vlan-id vian_id |
name name | number
number }

domain-name: (0..32)
CMMBOJIOB;
vlan_id: (1..4094);
name: (0..45) cumBoNOB;
number: (0..65535)

OTobparkaeT CFM-CTaTUCTUKY 419 YKa3aHHOIo AOMEHa.

show ethernet cfm statis-
tics mpid id

id: (1..8191)

OTobparkaeT CFM-CTaTUCTUKY 419 YKa3aHHON KOHEYHOW TOYKM
cepsuca (MEP).

5.16.12

Hacrpoiika ¢pyHkuum Layer 2 Protocol Tunneling (L2PT)

®yHKumMA Layer 2 Protocol Tunneling (L2PT) no3BonseT NnponyckaTtb cayXebHble NakeTbl pa3nyHbIX L2-
npoTokonos (PDU) yepes ceTb NpoBaiAepa, YTO NO3BOAAET «NPO3PAYHO» CBA3ATb KAMEHTCKME CErMEHTbI
ceTu.

L2PT uHKancyaupyeT PDU Ha rpaHMYHOM KOMMYyTaTope, nepenaer WX Ha APYyron rpaHUYHbIN
KOMMYTaTOp, KOTOPbIN 0XNAAET cneunanbHble MHKANCyIMpPOoBaHHbIe Kaapbl, @ 3aTeM AeKancyanpyeT ux, 4to
No3BO/IAET NO/Nb30BaTeNAM NepeaaBaTb MHGOPMALMIO 2-TO YPOBHA Yepes ceTb Nposaiaepa.

KommyTtatopbl MES1000, MES2000 npenoCTaBAstOT BO3MOMKHOCTb MHKAMNCyAMpoBaTb CAy*KebHble
naketbl npotokonos STP, LACP, LLDP, IS-IS, PVST.

lpumep

Ethernet-kommymamopsi MES1000, MES2000 131



HELTEX

Ecnum Brkaouutb L2PT ans npotokona STP, To KommyTtatopsbl A, B, C n D 6yayT o6beanHeHb! B OAHO
cBA3ylolLee AepeBo, HECMOTPA HA TO, YTO KOMMYTaATOp A He coeAMHEH HanpAMYo ¢ KommyTaTtopamu B, Cun
D. UHpopmauusa 06 nsmeHeHNM TONONOTMN CETU MOXKET ObITb NepeaaHa CKBO3b CeTb NpoBanaepa.

Switch 1 Service Provides’s

[ [poy |

Switch 2

PucyHok 30 — lpumep
Anzopumm pabomeol pyHKYUOHanNa:

UnKkancynayusa

1. Bce L2 PDU nepexsaTbiBatoTca Ha CPU;

2. Nopcuctema L2PT onpegenseT L2 NpoTOKo, KOTOPOMY COOTBETCTBYET NpUHATLIN PDU, u npose-
pseT, BKAOYEHA /1N Ha NOPTY, C KOTOPOro NpuHAT 3ToT PDU, HacTpoitka I2protocol-tunnel ana pak-
Horo L2 npoTokona.

Ecan HaCTpOﬁKa BK/IlOYEHa, TO:

= B0 Bce nopTbl VLAN, Ha KOTOPbIX BK/IIOYEHO TYHHENMPOBaHWe, oTnpasasetca PDU-ppelim;
= B0 Bce nopTbl VLAN, Ha KOTOPbIX BbIKAOYEHO TYHHEIMPOBAHUE, OTNPABAAETCA MHKaNCcyan-

poBaHHbIl PDU-dpeim (McxoaHbin dpeiim ¢ Destination MAC-agpecom, U3MEHEHHbIM Ha
TYHHE/IbHbIN);

Ecnn HacTpoWKa BbIKAOYEHa, TO:
= PDU-¢pelim nepepaetcs B 06paboTunK COOTBETCTBYIOLLENO NPOTOKOA.
Aekancynayua
1. PeanusosaH nepexsaT Ha CPU Ethernet-¢ppennmos ¢ Destination MAC-agpecom, 3agaHHbIM Npu
nomoum KomaHabl [2protocol-tunnel address xx-xx-xx-xx-xx-xx. [lepexsaT BKAOYAETCS TO/IbKO TO-

raa, Koraa XxoTa 6bl Ha 04HOM MOPTY BK/AKOYEHa HacTpoiika |2protocol-tunnel (HesaBmcrmo ot npo-
TOKONa).
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2. Mpun nepexsaTe nakeTta c Destination MAC agpecom Xx-XX-XX-XX-XX-XX OH CHa4yasia nonagaeT B noa-
cuctemy L2PT, koTopaa onpeaenseT L2 npoTokon ana gaHHoro PDU no ero 3arosoBKy u npose-
pAEeT, BK/AIOYEHA /M Ha MOPTY, C KOTOPOro MPWUHAT WMHKaMNCyAMpoBaHHbIM PDU, HacTpolika
I2protocol-tunnel ana gaHHoro L2-npoTokona.

Ecau HaCTpOVIKa BK/TIO4€EHaQ, TO:

" MOopT, c KoToporo 6bin NoAyYeH MHKANCYIMPOBaHHbIN PDU-ppeinm, 61o0kupyeTtcs c npuumHom 12pt-
guard.

Ecnu HacTpoiiKa BbIKAOYEHA, TO:
= Bo Bce noptbl VLAN, Ha KOTOpPbIX BKAKOYEHO TYHHENUPOBaHWeE, OTMPaBAAETCA AeKancyMpPoBaH-
HbI PDU-dpeiim;

= Bo Bce nopTbl VLAN, Ha KOTOPbIX BbIK/IHOYEHO TYHHEAMPOBaHWE, OTNPABAAETCA MHKANCY/IMPOBaH-
HbI PDU-dpeiim.

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypmpoBaHus:
console (config) #

Tabanuya 5.115 — KomaHgbl pexuma rnobanbHOro KOHGUrypmpoBaHus
3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
12protocol-tunnel address mac_address: 3agatb MAC-agpec HasHayeHus Ans TYHHenupyembix dpen-
[mac_address] (01:00:ee:ee:00:00, MOB.
no I12protocol-tunnel ad- 01:00:0c:cd:cd:dO, YCTaHOBWTb 3HaYEHME MO YMONYAHUIO.
dress 01:00:0c:cd:cd:d1,

01:00:0c:cd:cd:d2,
01:0f:e2:00:00:03)/
01:00:ee:ee:00:00

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaetica Ethernet

/ Ha rpaHuyHOM uHTepdeiice gomKeH 6biTb OTKAOUEeH NpoToKoa STP (spanning-tree disable)
IPaHMYHbIN nHTepdeiic AonKeH 6biTb HACTPOEH B PEXKUME access Uam customer

BuAa 3anpoca KOMaHAHOM CTPOKM B pPexKMMe KOHPUrypmposaHua nHtepoeica Ethernet, nntepdeiica
rpynnbl NOPTOB:

console (config-if)#
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Tabnuua 5.116 — KomaHapl pexkmma KoHPUrypmposaHua nHtepdeica Ethernet

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHoa

Aelicmeue

12protocol-tunnel {stp |
lacp | lidp | isis-I1 |

isis-12 | eth-fc | pvst}

no I2protocol-tunnel {stp |
lacp | lidp]| isis-I1 | isis-12 |
eth-fc | pvst}

-/BbIKOYEHO

Bk/lOYEHNE peXKMMa MHKaNCyAuMU NakeToB A1 NPOTOKO/I0B
STP, LACP, LLDP, IS-IS, PVST.

BblKtOUeHMe pexnma WHKaMNCcynAauMn nakeTos Aaa NPOTOKO-
nos STP, LACP, LLDP, IS-IS, PVST.

12protocol-tunnel cos cos

3agaTtb 3HayeHue CoS gns 3anakoBaHHbIX PDU-dpelimos.

threshold

no I2protocol-tunnel
drop-threshold {stp |
lacp | lidp | isis-I1 |
isis-12 | eth-fc | pvst}

(1..4096)/BbIKNtOYEHO

cos: (0..7)/5
no I2protocol-tunnel cos YcTaHoBKa CoS B 3Ha4YeHWE N0 YMOYAHUIO.
12protocol-tunnel HacTpoiika noporoBoro 3HayeHWA ckopoctu BxoaAawmx PDU-
drop-threshold {stp | bpeiimoB (B NakeTax B CEKyHAY), NOAYYEHHbIX U NOANENKALLUX
lacp | lidp | isis-I1 | MHKancynsauuu. Mpu npesbiweHun nopora PDU otbpacbiBa-
isis-12 | eth-fc | pvst} treshold: oTca.

OTK/IIOYaeT peXMm KOHTPONA CKOpocTM BxogAawmx PDU-
dperimos.

12protocol-tunnel shut-
down-threshold {stp | lacp
| lidp | isis-I1 | isis-12 |

th-fi t} threshold
eth-fc | pust} thresho treshold:

(1..4096)/BbIKNtO4EHO

no I2protocol-tunnel shut-
down-threshold {stp | lacp
| lidp | isis-I1 | isis-12 |
eth-fc | pvst}

HacTpolika noporoBoro 3HayeHua CKOpPOCTM Bxoaawmx PDU-
dperimoB (B NakeTax B CEKYHAY), MOAYYEHHbIX U NOAAENKALLMUX
MHKancynsauuu. Mpu npesbileHMM nopora nopt byaeT nepese-
neH B coctosiHue Errdisable (oTkntoueH).

OTKAOYaAeT peXXMM KOHTPONA CKOpOCTU BxogAwmx PDU-
dpeiimos.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KoMmaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 5.117 — KomaHgb! pexxuma privileged EXEC

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

show I2protocol-tunnel [gi-
gabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

OTobparkaeT uHpopmauuto L2PT ansa ykasaHHoro nHtepdelica
WU ana Bcex MHTepdencos, Ha KOTOpbIX BKAtoYeH L2PT, eciu
UHTepdenc He yKasaH.

clear I2protocol-tunnel sta-
tistics [gigabitethernet
gi_port | fastethernet
fa_port | port-channel

group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

OuncTKa cTaTUCTUMKM L2PT ana yKasaHHoOro uHTepdeiica mau
ANA Bcex UHTepdelicoB, Ha KOTOpbIX BKAOYEH L2PT, ecamn uH-
Tepdelic He yKasaH.

[Mpumepbl 8bINOAHEHUA KOMAHO

=  YcTaHOBUTb TyHHenbHbI MAC-agpec B 3HavyeHune 01:00:0c:cd:cd:d0, BKAOYNTb OTMPaBKY
SNMP traps ot Tpurrepa |I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHune drop-treshold u

shutdown-treshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel
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= BKAOYNUTb peXuUm TyHHennpoBaHua STP Ha nHTepdeice, ycTaHOBUTb 3Ha4YeHWe CoS nakeToB
BPDU paBHbIm 4, BKNOYNTb KOHTPO/Ib CKOPOCTU BXOAALLMX NnakeTos BPDU.

console (confiqg) # interface FastEthernet 1/0/1

console (config-if) # spanning-tree disable

console (config-if) # switchport mode customer

console (config-if) # switchport customer vlan 100

console (config-if) # 12protocol-tunnel stp

console (config-if) # 12protocol-tunnel cos 4

console (config-if) # 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

— e o~

console#show l2protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

fal/o0/1 4 stp 100 40 650 0 450

[Mpumepsbi coobweHuli o cpabameisaHUU mpu22epa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface
fal/0/1

12-Nov-2015 14:32:35 %$-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for in-
terface fal/0/1

5.17

Voice VLAN

Voice VLAN wucnonb3yetca gna sblgeneHma VolP-obopynosaHus B otaenoHyto VLAN. Ona VolP-

dpelrimoB MmoryT 6bITb HazHauYeHbl Q0S-aTpnbyTbl g8 npuopuTesaumm Tpaduka. Knaccndukauma dpeiimos,
oTHocAWmxcA K dperimam VolP-obopyaosaHua, 6a3mpyetca Ha OUI (Organizationally Unique Identifier —
nepsble 24 6uta MAC-agpeca) otnpasutens. HasHauyeHue Voice VLAN pgns nopta npoucxoaut
aBTOMATMYECKM - KOrAa Ha nopT noctynaeT ¢peim c OUI n3 Tabamubl Voice VLAN. Korga nopT onpegensaetcs,
Kak npuHagnexawmin Kk Voice VLAN — aaHHbIY nopT gobasnsaetca Bo VLAN Kak tagged. Voice VLAN npumeHum
ONA CNnefyroLLmMX CXeM:

— VolP-o6opynoBaHMe HacTpamBaeTcs, YToObl paccbliaTb TerMpoBaHHble NakeTbl ¢ Voice VLAN
ID, HacTpOEeHHbIM Ha KOMMYTaATOpPE;

— VolP-obopyaoBaHue paccbinaeT HeTernposaHHble DHCP-3anpockl. B otBeTe ot DHCP-cepBepa
npucytcTeyeT onuma 132, cogepkawan VLAN ID, koTopblit VoIP-ycTpoiicTBO aBTOMaTUYECKU
HasHauaeT cebe B Kayectse VLAN ans mapkuposku VolP-Tpaduka (Voice VLAN ID);

— VolP obopyaosaHue nonydyaet Voice VLAN ID B lldp-med coobuieHusx.

Cnucok OUl npoussoanteneit VolP-o6opyaoBaHus, AOMUHUPYIOLIUX Ha PbIHKE.

Ooul dupma-npoussoautennp
00:E0:BB 3COM

00:03:6B Cisco

00:E0:75 Veritel

00:D0O:1E Pingtel

00:01:E3 Siemens
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00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

Y

Voice VLAN moeT 6bITb aKkTUBUPOBAH Ha NopTax, paboTalowmx B pexkume trunk u general.

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

BuAa 3anpoca KoOMaHAHOM CTPOKM pexxnma rnobanbHOro KOHPUrypmposaHma:

console (config) #

Tabnnua 5.118 — KomaHgb! pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

voice vlan aging-timeout
timeout

no voice vlan aging-
timeout

timeout: (1..43200)/1440

YcTaHaBAMBaeT TalmayT Ana NopTa, NpUHaANeKallLero K
voice-vlan. Ecaun ¢ nopTa B Te4eHWe 3a4aHHOMO BpeMeHM He
6b1n10 dpeiimos ¢ OUI VolP-ob6opynoBaHus, To voice vian
yZanseTcs ¢ AaHHOro nopTa.

BoccraHaBnuBaeT 3HaYeHMeE MO YMONYAHUIO.

voice vlan cos cos [remark]

no voice vlan cos

cos: (0..7)/6

YctaHaeamBaeT COS, KOTOpbIM MapKupytoTca Gpenmbl, Npu-
Hagnexawue Voice VLAN.

BoccTaHaBnmBaeT 3Ha4YeHMe No YMOTYAHMUIO.

voice vlan id vian_id
no voice vlan id

vlan_ld: (2..4094)

YcraHasavBaeT naeHtudumrkatop vlan_id ana Voice VLAN

Ypanset ugentuoukatop vlan_id ana Voice VLAN
DOna ypanenusa naentudukaropa vlan_id tpebyerca
npeaBapUTeNbHO OTKAOUYMTL GYHKLMIO voice vian
Ha BCex noprax.

voice vlan oui-table

{add oui|remove oui} [de-
script]

no voice vlan oui-table

descript: (1..32) cumBonos

MNo3BonseT pegakTMposaTtb Tabanuy OUL.
- descript — onucaHue oui;
- oui — nepsble 3 H6arita MAC-agpeca.

Ypanset Bce Nonb3oBaTenbckue nameHeHma OUl-Tabanubl.

voice vlan state {oui-ena-
bled | disabled}
no voice vlan state

-/BbIK/IIOYEHO

BkatounTb/oTKNOUMTD Voice VLAN

BepHyTb 3HaYeHWe No yMONYaHMI0.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica Ethernet

Bupa, 3anpoca KOMaHAHOWN CTPOKK B pexkmume KoHPUrypmposaHusa uHtepoeiica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 5.119 — KomaHgb! pexxuma KoHpuUrypuposaHua nHtepoeica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

voice vlan enable

no voice vlan enable

-/BbIK/IIOYEHO

Bkntouaet Voice VLAN ana nopra.

OTtkntovaet Voice VLAN pgns nopTa.

voice vlan cos mode
{src|all}

no voice vlan cos mode

BK/lOYaeT MapKMpPOBKY TpaduKa ana scex dperimos, NM60
TONIbKO A1 UCTOYHMKA.

BoccTaHaBnmBaeT 3HaYeHue no YMON4YaHUIO.

voice vlan secure

no voice vlan secure

-/BbIK/IIOYEHO

BkntouaeT 6e3onacHbil pexkum ana VLAN. KomaHaa npumeHs-
€TCA TO/IbKO K NopTam, KoTopble 6binn aobasneHsl K Voice
VLAN aBTOMaTUYECKU.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanuya 5.120 — KomaHgb! pexkuma KoHdurypuposaHma EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

show voice vlan type oui
[gigabitethernet gi_port |
fastethernet fa_port |

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

OT1obparkaeT coctosiHue Voice VLAN.

5.18 Ipynnosas agpecauua

5.18.1 MNpaBuna rpynnosoii agpecauymmn (multicast addressing)

,ﬂ,aHHblﬁ KNacC KoOmMaHA npegHasHaydyeH AnaAa 3adaHuA npasun prI'II'IOBOﬁ ajgpecaunn B CeTn Ha

KaHaNbHOM U CeTEBOM ypoBHAX mogenmn OSI.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagetica VLAN

BuA 3anpoca KOMaHAHOWM CTPOKM B pexxume KOHPUrypuposaHua nHtepoeica VLAN:

console (config-if) #

Tabnuua 5.121 — KomaHapl pexkuma KoHPurypmposaHua nHtepoeica VLAN

3HayeHue/3HayeHue no

no bridge multicast mode

Komanda OnucaHue
YMOAYAHUIO
bridge multicast mode 3a4aeT permMm rpynnoson nepesayn AaHHbIX.
{mac-group | ipv4-group |
ipv4-src-group} - mac-group — MHoroagpecHas nepegaya, ocHoBaHHas Ha VLAN
n MAC-apgpecax;
- ipv4-group — mHoroaapecHaa nepegaya ¢ Tvnom ¢unbTpa-
-/mac-group LMK, ocHoBaHHbIM Ha VLAN 1 agpece npvemHuKa B popmate

IPv4;
- ip-src-group — mHoroapecHasa nepegaya ¢ TMNom ¢unbTpa-
LMu, ocHoBaHHbIM Ha VLAN 1 agpece oTnpaBuTtensa B popmare
IPv4.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

bridge multicast address
{mac_muliticast_address |
ip_muliticast_address}
[[add | remove]

{ gigabitethernet gi_port |
fastethernet fa_port

| port-channel group}]

no bridge multicast ad-
dress
{mac_muliticast_address|
ib_muliticast_address}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

[obasnsaeT rpynnoBoi agpec B Tabmuy rpynnoson agpecaumm
M cTaTMUYecKun fo6asnset uam yaanset uHtepdeicsl U3 rpynnol.
- mac_muliticast_address — rpynnosoit MAC-agpec;

- ip_muliticast_address — IP-aapec MHOroaZpecHo paccbiiky;
- add - nobaBnsAeT cTaTUYECKyo NOAMUCKY K rpynnosomy MAC-
agpecy avanasoH Ethernet-nopTtos uau rpynn noptos.

- remove — yaanseT CTaTUYecKyto NOAMMUCKY.

MepeuncneHve MHTEPdENCOB OCYLLLECTBAAETCA YEPes «—» U «,»

Ypansaet rpynnosoit agpec u3 Tabauup.
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bridge multicast forbidden
address
{mac_muliticast_address |
ib_muliticast_address}
{add | remove} { giga-
bitethernet gi_port |
fastethernet fa_port

| port-channel group}

no bridge multicast forbid-
den address
{mac_muliticast_address |
ip_muliticast_address}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

3anpelyaeT NogKaoueHMe HacTpamBaemoro noprta/nopros K
rpynne, 3a4aHHOM rpynnoBbIM aApecom.

- mac_muliticast_address — rpynnosoit MAC-agpec;

- ip_muliticast_address — |IP-agpec MHOroaapecHou Paccbl/iKu;
- add — go6aBneHne NopTa/NOPTOB B CINCOK 3aMNpPeLLEHHbIX;

- remove — yaaneHune nopTta/nopToB U3 CINCKa 3anpeLleHHbIX.
MepeuncneHve MHTEPHENCOB OCYLLLECTBNAETCA YEPES «—» U «,».

Ypansaet 3anpeLiatoliee npasuio Aas rpynnoBoro agpeca.

bridge multicast for-
ward-all

{add | remove} {giga-
bitethernet gi port |
fastethernet fa_port |
port-channel group}

no bridge multicast for-
ward-all

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)/
nepegada Bcex MHOroaa-
PecHbIX NaKeToB 3anpe-
weHa

PaspelwaeT nepesayy Bcex MHOToagpecHbIX NakeTos Ha NOpPTy.
-add - go6asnset nopTbl/06beAMHEHHBIE MOPTbI B CUCOK NOP-
TOB, A1 KOTOPbIX paspeLleHa nepesaya Bcex rpynrosbix NaKe-
TOB;

- remove — y6upaet rpynny noptos/o6begnHEHHbIX NOPTOB U3
paspeluatolLero npasuna.

MepeuncneHne NHTepHENCcoB OCYLLECTBAAETCA YEPEe3 «—» U «,»

BoccTaHaBanBaeT 3Ha4YeHMe NO YMOYAHWIO.

bridge multicast forbidden
forward-all

{add | remove} {giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group}

no bridge multicast forbid-
den forward-all

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)/
nopTam He 3anpelLLeHo au-
HaMWYeCKMU npucoeam-
HATBCA K MHOTOaZApecHom
rpynne

3anpellaeT NopTy AMHAMUYECKM A06aBAATLCA K MHOroagpec-
HOW rpynne.

- add —go6aBnset nopTbl/06beAMHEHHbIX MOPTbI B CMIMCOK NOp-
TOB, A4/1A KOTOPbIX 3anpeLleHa nepesaya BCex rpynnoBbix nake-
TOB;- remove —y6upaeT rpynny noptos/06beAnHEHHbIX NOPTOB
13 3anpeLLatoLero npasuna.

MepeuncneHne NHTepPHENCoB OCYLLECTBAACTCA YEpes «—» U «,»

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

bridge multicast ip-address
ib_muliticast_address
[[add | remove]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no bridge multicast ip-ad-
dress ip_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

Peructpupyet IP-agpec B Tabnuue rpynnosoi agpecauumu, u
cTaTMyeckun nobasnaet/yaanaer MHTepdencobl U3 rpynnoi.

- ip_muliticast_address — rpynnoso# IP-agpec;

- add — gobasnaeT nopThl K rpynne;

- remove — yaanaeT nopTbl U3 rpynnbl;

MepeuncneHve HTepdencoB OCYLLLECTBAAETCA Yepes «—» U «,»

Yaansaet rpynnosoi IP-agpec us Tabauubl.

bridge multicast forbidden
ip-address ip_mulit-
icast_address {add | re-
move} {gigabitethernet
gi_port |

fastethernet fa_port |
port-channel group}

no bridge multicast forbid-
den ip-address ip_mulit-
icast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

3anpelyaeTt NopTy AMHAMUYECKM A06aBNATLCA K MHOroasapec-
HOW rpynne.
- ip_muliticast_address — rpynnoso# IP-agpec;
- add — no6asneHve NopTa/NopPTOB K CIUCKY 3anNpeLLeHHbIX;
- remove — yaasneHune Nopta/nopTos U3 CNMUCKA 3anpeLLeHHbIX.
MepeuncneHve uHTepdENCOB OCYLLECTBAAETCA Yepes
V «=» U «,»
Mpexpe 4Yem onpepennTb 3anpelieHHble NOPThI,
rpynnbl MHOrOaApecHOM PaccbiNKU AONXKHbI 6biTb 3aperu-
CTPUPOBaHbI.

BoccTaHaBnvBaeT 3HaueHMe No YMOYAHUIO.

bridge multicast source
ip_address group ip_mulit-
icast_address

[[add | remove] {giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group}]

no bridge multicast source
ip_address group ip_mulit-
icast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

YcTaHaBAMBaeT COOTBeTCTBME Mexay IP-agpecom nonb3oBa-
TenA M rpynnosbiM agpecom B Tabavue rpynmnosoit agpecauum
M cTaTMYeckun fobasnset/yaanaer uHTepdencobl U3 rpynnsoi.

- ip_address — ncxogHbii IP-agpec;

- ip_muliticast_address — rpynnosoti IP-agpec;

- add — o6aBuTL NOPTHI B rpynny ucxogHoro IP-agpeca;

- remove — y4anunTb NopTbl U3 rpynnbl McxogHoro IP-agpeca.

BoccTaHaBnvBaeT 3HaveHMe No YMOJTYaHWIO.

138

Ethernet-kommymamopsi MES1000, MES2000




HELTEX

bridge multicast forbidden
source ip_address group
ip_muliticast_address
{add | remove}
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

YcTaHaBnAvuBaeT 3anpeT Ha fdobasneHve/yaaneHue cooTBeT-
cTBMA Mexay IP-agpecom nosb3osaTens U rpynnosbiM agpe-
com B Tabsvue rpynnosoi agpecaumn AnAa onpeaeseHHoro
nopra.

- ip_address — vucxopHbii IP-appec;

- ip_muliticast_address — rpynnosoti IP-agpec;

- add — 3anpeT Ha gobaBneHue nopTa B rpynny mcxogHoro IP-
aapeca;

group: (1..16). - remove — 3anpeT Ha yAaseHne nopTta U3 rpynmnbl UCXOLHOTO
IP-agpeca.
no bridge multicast forbid- BoccTtaHaBnvBaeT 3HaYeHMe No YMOAYAHUIO.
den source ip_address
group ip_muliticast_ad-
dress
bridge multicast ipv6 mode 3afaeT pexxMm rpynnoBoii nepegayun gaHHbix Ansa IPv6-naketos
{mac-group | ip-group | MHOroaApecHOM paccbiIKu.
ip-src-group} - mac-group — MHOroagpecHaa nepegaya, OCHOBaHHaA Ha
VLAN n MAC-agpecax;
- ip-group — mHoroagpecHas nepegaya ¢ Tunom éuabTpaLum,
-/mac-group 0CHOBaHHbIM Ha VLAN 1 agpece npvemHuka B popmarte IPv6;

no bridge multicast ipv6
mode

- ip-src-group — mHoroaapecHasa nepegaya ¢ TMNnom ¢unbTpa-
LMun, ocHoBaHHbIM Ha VLAN u agpece otnpasutensa B popmare
IPv6.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast ipv6 ip-ad-
dress ipv6_muliticast_ad-
dress

[[add | remove] {giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group}]

no bridge multicast ipv6 ip-
address
ip_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

Peructpupyet rpynnosoi IPv6-agpec B Tabnuue rpynnosoin aa-
pecauuu M cratuyecku pobasnset/yganseTr uHtepdeincol m3
rpynnel.

- ip_muliticast_address — rpynnosoi IP-agpec;

- add — gobasnseT nopThl K rpynne;

- remove — yanseT nopTbl U3 rpynnbi;

MepeuncneHme nHTepdENcoB OCYLLECTBASETCS YEPES K—» U «,»

Yaansaet rpynnosoi IP-agpec us Tabauubl.

bridge multicast ipv6 for-
bidden ip-address
ibv6_muliticast_address
{add | remove}

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no bridge multicast ipv6
forbidden ip-address
ipv6_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

3anpelyaeT MogKAOYeHMe HacTpamBaemoro noprta/nopros K
rpynnosomy IPv6-aapecy.

- ip_muliticast_address — rpynnoso# IP-agpec;

- add —go6aBneHne nopTa/NOPTOB B CMMCOK 3aMpeLLeHHbIX;

- remove —yganeHve nopta/nopTos U3 CNMCKa 3amnpeLLeHHbIX.
MepeuncneHme nHTepdENcoB OCYLLECTBASETCS YEPES K—» U «,»

BoccTaHaBnmBaeT 3HaYeHue no YMON4YaHUIO.

bridge multicast ipv6
source ipv6_address group
ibv6_muliticast_address
[[add | remove]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

no bridge multicast ipv6
source ipv6_address group
ibv6_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

YctaHaBaunsaeT cooTseTcTBMeE mexay IPv6-agpecom nonb3osa-
TenA M rpynnosbiM agpecom B Tabavue rpynnosoit agpecauum
1 cTaTudecku fobasnset/ynanset uHtepdeicol U3 rpynnbi.

- ipv6_address — vcxoaHbiv IP-agpec;

- ip_muliticast_address — rpynnosoii IP-agpec;

- add — gob6asuTb NOPTHI B rpynny ncxogHoro IP-agpeca;

- remove - yaanuTb NOpPTbl U3 rpynnbl ucxogHoro IP-agpeca.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

bridge multicast ipv6 for-
bidden source ipv6_ad-
dress group ipv6_mulit-
icast_address

{add | remove}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

YcTaHaBnAuBaeT 3anpeT Ha fobasneHve/yaaneHne cooTsert-
cTBmA mexay IPvb-agpecom nonb3oBaTens U rpynnosbim agpe-
com B Tabavue rpynnoeoi agpecaumn Ana onpepeseHHoro
nopTa.

- ip_address —ucxoaHbii IPv6-agpec;
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{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no bridge multicast ipv6
forbidden source ipv6_ad-
dress group ipv6_mulit-
icast_address

- ip_muliticast_address — rpynnosoii IPv6-aapec;

- add —3anpet Ha gobasneHune nopTa B rpynny MCxoaHoro IPv6-
ajgpeca;

- remove — 3anpeT Ha yAajeHne nopTa U3 rpynnbl UCXO4HOTO
IPv6-agpeca.

BoccTaHaBnvBaeT 3HauYeHMe No YMOJTHAHUIO.

bridge multicast unregis-
tered {forwarding | filter-
ing}

no bridge multicast unreg-
istered

-/forwarding

YcTaHaBAVWBaeT NPaBW/Io Nepesayn NakeTos C HE3aperncTpmpo-
BaHHbIX rPYMMnoBbIX a4pecos.

- forwarding — nepegasatb He3aperucTpupoBaHHble MHOToaa-
pecHble nakeTbl;

- filtering — ¢unbTPoBaTL HE3aperncTpuMpoBaHHbIE MHOrOAA-
pecHble NakeTbl.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHguaypuposaHua uHmepgelica (QuanasoHa uHmepgelicos) Ethernet,
UHMepdgelica 2pynmnbl N1opmos

BuAa 3anpoca KOMaHAHOW CTPOKM B PeKMME KOHPUrypupoBaHua nHtepdeica Ethernet, nntepoeiica
rpynnbl NOPTOB:

console#configure

console (config) #interface {gigabitethernet gi port | fastethernet fa port |
port-channel group}
console (config-if) #

Tabnuua 5.122 — KomaHap! pexkuma KoHPurypmposaHua nHtepoeica Ethernet, rpynnel nHtepdeicos
3HayeHue/3HayeHue no
YyMOMYaHUO

KomaHoa OnucaHue

bridge multicast unregis-
tered {forwarding | filter-
ing}

YcTaHaBAMBaET NPaBU/IO Nepesayn NakeToB C He3aperncTpupo-
BaHHbIX rPYNMoOBbIX aApecos.

- forwarding — nepenaBaTh He3aperncTpuMpoBaHHbIE MHOFOAA-
pecHble NakeTbl;

- filtering — dunbTpOBaTL HE3apPErMCTPMPOBAHHbIE MHOrOaA-
pecHble nakeTbl.

YcTaHaBMBaeT 3Ha4YeHMe NO YMONYAHUIO.

-/forwarding

no bridge multicast unreg-
istered

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasbHOro KOHGUIypUpoBaHus:

console (config) #

Tabnnua 5.123 — KomaHabl pexxuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

KomaHoa OnucaHue

bridge multicast filtering
no bridge multicast filter-
ing

BkatouaeT GpUAbTPALLMIO rPYyNNoBbIX a4Pecos.
OTKAtoYaeT GUALTPALLMIO rPYNNOBbIX a4PECOB.

-/BbIK/IIOYEHO
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mac address-table ag-
ing-time seconds

no mac address-table ag-
ing-time

seconds: (10..86400)/300
CeKyHA,

3apaet Bpema xpaHeHua MAC-agpeca B Tabnuue rnobansHo.
Bpemsa xpaHeHua MAC-agpeca, HaunHaa ¢ 600 cekyHA, MOXKeT
6bITb 334aHO TO/IbKO € MHTepBasiom B 300 cekyHa. (900, 1200,
1500 n 1.4).

Mpu Mmanbix 3HaYeHusAX aging-time (ao 600 cekyHA) AonycTuma
NorpeLHoCTb, COM3mMmeprmasn c ero 3HadyeHmem. C ysesnyeHnem
3HayeHuA aging-time norpewHoCcTb HUBEANPYETCA.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

mac address-table aging-
time seconds vlan vian_id

no mac address-table ag-
ing-time seconds vlan
vlan_id

seconds: (10..86400)/300
CEeKyHS;
vlan_id: (1..4094)

3apaet Bpema xpaHeHna MAC-agpeca B Tabnuue gna VLAN.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

mac address-table learning
vlan vian_id

no mac address-table
learning vlan vian_id

vlan_id: (1..4094)/ sknto-
ueHo

Bkatountb nsyyeHne MAC-agpecos B gaHHom VLAN

OTKAo4NTL N3yvyeHmne MAC-agpecos B gaHHom VLAN

mac address-table static
mac_address vlan vian_id
interface

{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group} [per-
manent | delete-on-reset |
delete-on-timeout | se-
cure]

no mac address-table static
[mac_address ] vlan vian_id

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

LOobasnaeT ncxogHbin MAC-agpec B Tabaunuy rpynnoBoun ag-
pecaumu.

- mac_address — MAC-aapec;

-vlan_id —Homep VLAN;

- permanent — gaHHbli MAC-agpec MOXHO Y4anuUTb TOIbKO C
NoMOLLbIO KOMaHAbl no mac address;

- delete-on-reset — aaHHbIN agpec yaanuTca nocne nepesa-
TPY3KM YCTPOMCTBA;

- delete-on-timeout — gaHHbIV agpec yaanuTca no Taim-ayTy;
- secure — flaHHbI agpec Y4aAUTCA TONbKO C MOMOLLbIO KO-
maHAabl no mac address 1au nocse BO3BpaLLeHMUa NopTa B pe-
UM o0byyeHus (no port security).

Yaanaetr MAC-agpec 13 Tabauubl rpynnoBoit agpecaumu.

bridge multicast re-
served-address mac_mulit-
icast_address [ethernet-v2
ethtype |

lic sap | lic-snap pid ] {dis-
card | bridge}

no bridge multicast re-
served-address mac_mulit-
icast_address [ethernet-v2
ethtype |

lic sap | lic-snap pid ]

ethtype: (0x0600 - OXFFFF);
sap: (0 - OXFFFF);
pid: (O - OXFFFFFFFFFF)

OnpegaenseT gencteune 411 NakeToB MHOroOaApecHol pac-
CbI/IKM C 3ape3epBUPOBAHHOIO aapeca.

- mac_muliticast_address — rpynnosoit MAC-agpec;

- ethtype — Tun naketa Ethernet v2;

- sap —Tnn naketa LLC;

- pid — T1n naketa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — nakeTtbl nepegatoTca B pexkmme bridge.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

mac address-table
lookup-length length

length: (1..8)/3

3agaHue gaunHbl xewa B Tabauue MAC-agpecos.

mac address-table notifica-
tion flapping

no mac address-table noti-
fication flapping

-/BKAKOYEHO

BkAtounTb GYHKLMIO 06HapyKeHus dnannuHra MAC-aapecos.
dnannuHr o6Hapy»KMBaeTCA, eCNu BbINOIHAETCA Ceaylollee
ycnoBue: AuHamuyeckas 3anucb 8 MAC-Tabimue meHseT nopt
yeTblpe pasa, MPU STOM MEXKAY KaK40N CMEHOW NPOXoamT He
6onee 2 cekyHA, (TOMHOCTb M3MEPEHUA - OAHA CEKyHAa).

BbIKNOUNTb GYHKUMIO 06HapyKeHusa dnannuHra MAC-agpe-
COB.

mac address-table learning
relearn-cached

no mac address-table
learning relearn-cached

-/BbIKNOYEHO

Mo3BonAeT ycTpaHUTb NOCNeACTBMA PACCMHXPOHU3ALMM anna-
paTHol 1 nporpammHoit MAC-Tabauu, nytem paspeLleHns ne-
peobyyatb MAC-agpeca B annapaTtHoM Tabauvue npy Haanunm
afpeca B NporpammHol Tabauue. MoxeT NPMBOAUTDL K NOBbI-
LWEeHMIo Harpysku Ha CPU.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.
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KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:

console#

Tabnuua 5.124 — KomaHapl pexkmma Privileged EXEC

KomaHoa

3HauyeHue

OnucaHue

clear mac address-table
{dynamic| secure} [inter-
face {gigabitethernet
gi_port |

fastethernet fa_port |
port-channel group} ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

Yaansaet cratnyeckme/aMHamuueckve 3anucu us Tabaumubl
rpynnoBoi agpecayum.

- dynamic — yaaneHve guHamnyeckux 3anucen;

- secure — yaneHune CTaTU4eCKMX 3anucei.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>

Tabnnua 5.125 — KomaHab! pexuma EXEC

KomaHoa

3HavyeHue

OnucaHue

show mac address-table
[dynamic | static| secure]
[vlan vian_id]

[interface
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group] [ad-
dress mac_address ]

show mac address-table
count

[vlan vian_id |

interface
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group} 11

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094)

MokasbiBaeT Tabamuy MAC-aapecoB a1s yKasaHHOroO UHTep-
delica, nnbo Bcex MHTepdencos.

- dynamic — npocMoTp TOIbKO AUHAaMUYECKUX 3anucen;

- static —MpocMoTp TONIbKO CTaTUYECKUX 3anucen;

- secure —NMPOCMOTP TO/IbKO 6e30NacHbIX 3anucen;

- vlan_id — wpeHTMdMKaunoHHbI Homep VLAN;

- mac-address — MAC-aapec.

MoKa3blBaeT KoNn4yecTBo 3anuceli B Tabanue MAC-agpecos
019 YKa3aHHOTro UHTepdelica, 1Mbo ana Bcex MHTepdEcos.

show bridge multicast ad-
dress-table

[vlan vian_id]

[address {
mac_muliticast_address |
ipv4_muliticast_address |
ibv6_muliticast_address}]
[format {ip | mac}] [source
{ipv4_address |ipv6_mulit-
icast_address}]

vlan_id: (1..4094)

Moka3sbIBaeT TabnuLy rpynnoBbIX afpPecoB A/ YKa3aHHOTO UH-
Tepodelica, 1Mbo Bcex nHTepdelicos VLAN (KomaHaa AoCTynHa
TONbKO AR NPUBUAETMPOBAHHOIO NO/b30BaTeNA).

- ip — nokasbiBaTb No IP-agpecam;
- mac — nokasbiBatb no MAC-agpecam;
- vlan_id — npeHTndMKaunoHHbI Homep VLAN.

show bridge multicast ad-
dress-table static

[vlan vian_id]

[address
mac_muliticast_address |
ipv4_muliticast_address |
ibv6_muliticast_address]
[source ipv4_address |
ipv6_muliticast_address]
[all | mac | ip]

vlan_id: (1..4094)

MokasblBaeT TabanLy CTaTUYECKUX FPYNNOBbIX aAPecoB ANs
YKa3aHHoro nHTepodeiica, imbo scex nHtepdericos VLAN.

- vlan_id — vaeHTuduKaumoHHbIi Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-agpec;

- ipv4_multicast_address — rpynnosoit IPv4-agpec;

- ipv6_multicast_address — rpynnosoli IPv6-agpec;

- ip —npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — IPv4-appec UCTOYHUKa;

- ipv6_source_address — IPv6-agpec UCTOYHMKA.
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show bridge multicast fil-
tering vian_id

vlan_id: (1..4094)

MokasbiBaeT KOHbUrypaLmio GuUAbTPa rPyNnoBbIX a4PEcos AnA
yKasaHHoro VLAN.

- vlan_id — vaeHTUdUKaumnoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;
- ipv4_multicast_address — rpynnosoti IPv4-aapec;
- ipv6_multicast_address — rpynnosoti IPv6-agpec;
- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHoOM Tabanupl;

- ipv4_source_address — IPv4-appec UCTOYHUKa;

- ipv6_source_address — IPv6-agpec UCTOYHMKa.

show bridge multicast un-
registered [gigabitethernet
gi_port |

fastethernet fa_port |port-
channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

MoKasbiBaeT KOHUrypaLuio GUNbTPA 418 HE3aPerncTpupo-
BaHHbIX rPYMNMnoBbIX a4pecos.

show bridge multicast
mode [vlan vian_id]

vlan_id: (1..4094)

MoKa3blBaeT pPeXKMM rpynnoBon agpecaunm Ans yKasaHHoro
MHTepodeica, nmbo Bcex nHTepdericos VLAN.

show bridge multicast re-
served-addresses

Oto6paskaeT npasuna, yCTaHOB/IEHHbIE A rPYNMOBbIX
3ape3epBMpPOBaHHbIX a4 Pecos.

show mac address-table

MpocmoTp TekylLuel onHbl Xxewa B Tabanue MAC-agpecos.

mode

[pumepbl 8b1M0AHEHUS KOMAHO

= BKAOUYNTb GMABTPALMIO TPYNMOBLIX aAPecoB KOMMYTAaTOPOM. 3a4aTb Bpemsa xpaHeHnAa MAC-
agpeca 450 cekyHpA, paspewnTb nepegavy Hes3aperncTpupoBaHHbIE MHOMOaAPECHbIX NaKke-
TOB Ha 11 nopTy KOMmmyTaTopa.

consolef#configure

console (config) #tbridge aging-time 450

console (config) #bridge multicast filtering

console (config) #interface gigabitethernet 1/0/11

console (config-if) #bridge multicast unregistered forwarding
console#show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic 1/1, 2/2
19 224-239.13012.2.8 static 1/1-8

19 224-239.13012.2.8 dynamic 1/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 2/8
19 224-239.130(2.2.8 2/8

5.18.2 ®dyHKUMA nocpeagHUKa npotokona IGMP (IGMP Snooping)

®dyHKUMA IGMP Snooping ucnonb3yetca B ceTAX rpynnoBoi paccbiikm. OcHoBHOM 3agadent IGMP
Snooping aBnAeTCA NpenocTaBaeHMe MHOroaApecHOro TpadrKa TONbKO ANA TeX NOPTOB, KOTOPbIE 3aNpPoCHan
ero.

V’ IGMP Snooping moeT UCno/sib30BaTbCA TO/IbKO B cTaTuuecKoii rpynne VLAN. Nopgaepxuea-
loTCA Bepcum npotokona IGMP - IGMPv1, IGMPv2, IGMPv3.
’ Yro6b1 IGMP Snooping 6bin aKTUBHbIM, GYHKLMA rpynnoBoit dunbTpaumnm “bridge multicast
e filtering” ponyHa 6bITb BKAlOUeHa (cm. pasgen «Mpasuna rpynnoBoii agpecauumn»).
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PacnosHaBaHue NOPTOB, K KOTOPbIM NMOAKNKOYEHbI MHOToa4peCHbIe MapLWpyTn3aTopbl, OCHOBAaHO Ha

cneayrowmx cobbituax:

— IGMP-3anpocbl NPUHATbLI HA NOPTY;
— naketbl npoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NOpTY;

— MaKeTbl NPOTOKO/A MHOrOaApecHon mapwpytusaummn Distance Vector Multicast Routing Protocol

(DVMRP) npuHATbI Ha NopTy;
— naketbl npotoKona MRDISC npunHATbI Ha NopTy;
— nakeTbl npoToKona Multicast Open Shortest Path First (MOSPF) npuHATbI Ha nopTy.

KomaHObI pexcuma 21060716H020 KOHU2YPUPOBAHUSA

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma rnobanbHOro KOHPUrypmposaHuma:

console (config) #

Tabanua 5.126 — KomaHAabl pexkMma rnobanbHOro KoOHGUrypupoBaHusa

KomaHda

3HayeHue

Aelicmeue

ip igmp snooping

no ip igmp snooping

-/BbIK/IIOYEHO

PaspelwaeT ucnonb3osaHue pyHKuum IGMP Snooping KommyTa-
TOPOM.

3anpewaeTt ucnosib3osaHme pyHKkUMM IGMP Snooping Kommy-
TaTopom.

ip igmp snooping vlan
vlan_id

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)/
BbIK/TKOYEHO

PaspewaeTt ncnonb3osaHue dpyHKLMM IGMP Snooping kKommyTa-
TOpPOM ANA AaHHOro nHtepdeiica VLAN.

3anpewaet ncnonb3osBaHme dyHKUUKM IGMP Snooping Kommy-
TaTopom gns gaHHoro nHtepderica VLAN.

ip igmp snooping vlan
vlan_id static ip_address
[interface

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

no ip igmp snooping

vlan vian_id

static ip_address [interface
{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16).

Peructpupyet rpynnosoii IP-agpec B Tabnuue rpynnosom agpe-
caumm, n ctatmyeckn gobasnaet nHtepdeicol U3 rpynnbl Ans
Tekywen VLAN.

- ip_address — rpynnosoi IP-agpec;

MepeuncneHve MHTepdencoB OCYLLLECTBAAETCA Yepes «—» U «,»

Yaansaet rpynnosoi IP-agpec us Tabauubl.

ip igmp snooping
vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping
vlan vian_id
mrouter learn pim-dvmrp

vlan_id: (1..4094)/
paspelleHo

Paspewaet ana gaHHol rpynnbl VLAN aBTOMaTMyeckoe pacno-
3HaBaHMe NOPTOB, K KOTOPbIM MOAKNOYEHbl MHOroaApecHble
MapLLpyTU3aTOPBbI.

3anpewaet gas gaHHou rpynnbl VLAN aBTOmaTuyeckoe pacno-
3HaBaHMe NOPTOB, K KOTOPbIM MOAKNOYEHbl MHOroaApecHble
MapLLpyTU3aTOPBbI.

ip igmp snooping

vlan vian_id

mrouter interface { giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group}

no ip igmp snooping vlian
vlan_id mrouter interface {
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16)

Onpegensaet nNopTt, K KOTOPOMY MOAKJIOYEH MapLIpyTU3aTop
MHOroaZpecHom paccbliku gna 3agaHHoin VLAN.

YKasbIBaeT, YTo K NOPTy He NOAKNOYEH MApPLUPYTM3aTOP MHO-
roafipecHoi paccblIKK.
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ip igmp snooping vlan
vlan_id forbidden mrouter
interface { gigabitethernet
gi_port |

fastethernet fa_port |
port-channel group}

no ip igmp snooping vlan
vlan_id forbidden mrouter
interface

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16)

YcTaHaBAMBaEeT 3anpeT Ha onpejeneHve nopTa (CTaTMyeckw,
[AMHaMUYECcKM) KaK nopTa, K KOTOPOMY NOAKAOUYEH MapLLPYTK-
3aTOp MHOrOAJPECHOW PACChIIKU.

CHMMaeT 3anpeT Ha onpejesieHMe NOpTa Kak NopTa, K KOTo-
pOMy NOAKOUEH MApLIPYTU3aTOP MHOTOAAPECHOW PACChIIKK.

ip igmp snooping vilan
vlan_id replace source-ip
ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094)

BkntoyaeT 3ameHy IP-agpeca WMCTOYHMKA Ha yKasaHHbIA IP-
agpec Bo Bcex naketax IGMP report B 3agaHHol VLAN.

OTkntovaet 3ameHy IP-agpeca nctouHmka B naketax IGMP re-
port B 3agaHHo VLAN.

ip igmp snooping map cpe
vlan cpe_vlan_id mul-
ticast-tv vlan mc_vian_id

no ip igmp snooping map
cpe vlan cpe_vian_id

cpe_vlan_id: (1..4094);
mc_vlan_id: (1..4094)

Jobasnaetr cootsetctBne mexay VLAN nonb3osatens
cpe_vlan_id n VLAN multicast-BewaHnusa mc_vlan_id.
Ecan IGMP coobuieHme npuxoauT Ha nopT c Terom cpe_vlan_id
1 cyuiectesyeT cooTsetcTeue cpe_vlan_id / mc_vian_id, 1o IGMP
coobuieHme byaeT peTpaHcanposaHo B mc_vian_id.

OTmeHseT pexknum Multicast-TV VLAN gns yKasaHHoro VLAN.

ip igmp snooping
vlan vlan_id querier

no ip igmp snooping
vlan vlan_id querier

vlan_id: (1..4094)

BkntoyaeT nogaeprkKy Bblgaun 3anpocos igmp-query KommyTa-
Topom B gaHHon VLAN.
Mo ymonuyaHuio nepegaya 3anpocos OTK/OYeHa.

BoccTaHaBnvBaeT HaCTPOWKM MO YMONYAHUIO.

ip igmp snooping
vlan vian_id querier ver-
sion {2 | 3}

no ip igmp snooping vian
vlan_id querier version

vlan_id: (1..4094)

YcraHaBnusaet Bepcuto IGMP-npoToKkona, Ha OCHOBaHUK KOTO-
poit 6yayT dopmumposaTbca IGMP-query 3anpocsbl.
Mo ymonyaHuto ncnonbsyetca npotokon IGMPv3.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO

ip igmp snooping vilan
vlan_id querier address
ib_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

Onpegenset ucxoaHoli IP-agpec, KoTopbln ByaeT ncnonb3o-
BaTbcA IGMP querier-om. Querier — ycTponcTBo, KOTOpoe OT-
npasnsaet IGMP-3anpocsl.

YcTaHaBAMBaeT 3HaYeHne No ymonyaHuto. [N1o ymonyanuio ecnm
IP-agpec HacTpoeH ans VLAN, oH ucnonb3yeTca B KayecTse af-
peca nctoyHuka IGMP Snooping Querier.

ip igmp snooping vian
vlan_id immediate-leave

no ip igmp snooping vlan
vlan_id immediate-leave
[host-based]

vlan_id:
(1..4094)/BbIkNtO4EHO

Bkntountb npouecc IGMP Snooping Immediate-Leave Ha TeKy-
wer VLAN. O3HavaeT, 4To nNopT AO/KEeH OblTb HEMea/leHHO
yaaneH u3 rpynnbl IGMP nocne nonyyeHua coobuieHuns IGMP
leave.

Mpu pobasneHnn onuum host-based — mexaHusm fast-leave
cpabaTbiBaeT TO/ILKO B TOM CAy4ae, KOrga Bce MoJsib3oBaTeny,
NOAK/IIOYEHHbIE K ;AHHOMY NOPTY OTNUCANNUCH OT rPynnbl (cyeT-
YMK Nonb3oBaTenei BegeTca Ha ocHoBaHuK src-MAC-agpecos B
3aronoskax IGMP-report’os).

OTKAtounTb Npouecc IGMP Snooping Immediate-Leave Ha Teky-
wen VLAN.

ip igmp snooping vian
vlan_id immediate-leave
host-based

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id:
(1..4094)/BbIKNtOYEHO

BkntoumTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wei VLAN. O3HavaeT, 4To NopT AO/MKEeH ObiTb HEMeaNeHHO
yaaneH u3 rpynnbl IGMP nocne nosnyyeHuna coobuieHuns IGMP
leave, ecniv 6onblue HET KAMEHTOB, KOTOPbIM HEObXoAMMa AaH-
HaA rpynna.

OTkAtounTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wer VLAN.
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ip igmp snooping vlan
vlan_id proxy-report [ver-
sion version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094),;
version : (1..3)

BKkntouaeT pexum, npuv KOTOPOM KOMMYTaTop OTnpaBafeT
report Ha query 3anpocbl CTAaTUYECKUX FPYMM, HACTPOEHHbIX Ha
Hem. MNpn aTomy coobuieHna IGMP-report/leave Ha 3Tu rpynnbl
UTHOpPUPpYHOTCA.

- version — ¢ukcupyet sepcuto report/leave coobuieHuit, ot-
npasasembix proxy-report'epom.

Mo ymonyaHuio Bce IGMP-coobuieHuMsA, cCO34aHHble pProxy-
report'epom — IGMPv3, a oTBeTbl Ha query cooblieHns byayT B
TOW Bepcuu, B KOTOpoW 6bin npucnaH IGMP-query.

BoccTaHasnuBaeT HaCTpOﬁKM NO YMON4YaHUIo.

ip igmp snooping vlan
vlan_id cos cos

no ip igmp snooping vian
vlan_id cos

cos: (0-7)

YcTaHaBAMBaeT 3HavyeHue
802.1p.

napametpa noss npuopuTeTa

BoccTaHaBnMBaeT HAaCTPOMKM MO YMONYAHMIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaetica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypuposaHua VLAN:

console (config-if)#

Tabnnua 5.127 — KomaHab! pexxuma KoHpurypuposaHua nHtepoeica VLAN

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBAET 3Ha4YeHMe pobacTtHocTn ansa IGMP.
Ecnv Ha KaHane HabntogaeTca NoTepsa AaHHbIX, 3HaYeHWe po-
6aCTHOCTU JO/IKHO BbITb YBEANYEHO.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

onds

ip igmp query-interval sec-

no ip igmp query-interval

seconds: (30..18000)/125 ¢

YcraHaBausaet TaﬁmayT, NO KOTOpPOMY CUCTEMA OTNpaBaAeT
OCHOBHbl€ 3anNpOoCbl BCeM Y4aCTHUKaM rpynnbl MHOroaapec-
HOM nepegayun AnAa NpoBepPKU UX aKTUBHOCTU.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ip igmp query-max-re-
sponse-time seconds

no ip igmp query-max-re-
sponse-time

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MaKCMManbHoe BpemaA 0TBeTa Ha 3anpoc.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

ip igmp last-member-
query-count count

no ip igmp last-member-
query-count

count: (1..7)/3HaueHue ne-
pemeHHoM robustness

YcTaHaBAMBaET KOJIMYECTBO 3anpocos, Nnocne PacCblIKMN KOTO-
PbIX, KOMMYTATOp onpegenaeT, YTO Ha AaHHOM MOPTY HET XKe-
Nalouwmx y4actsosaTtb B MHOFO&ApECHOﬁ PaccblaKe.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

ip igmp last-member-

query-interval milliseconds

no ip igmp last-member-
query-interval

milliseconds:
(100..25500)/1000 mc

YcraHaBAuBaet MHTEepBan 3anpoca AnAa nocnegHero yydacrt-
HUKa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica (QuanasoHa uHmepaelicos) Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM PEXUMA KOHPUTYPUPOBaHUA MHTepdelica:

console (config-if)#
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Tabnnua 5.128 — KomaHabl pexxuma KoHpurypuposaHma nHtTepdeiica Ethernet
3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa Aelicmeue

BkntoyaeT nepeHanpasneHve IGMP-3anpocoB 13 KAMEHTCKOM
VLAN B Multicast VLAN 1 mynbTUKacToBOro Tpaduka B KANEHT-
ckyto VLAN gna untepdelica B pexxmme «access».

switchport access mul-
ticast-tv vlan vian_id

vlan_id: (1..4094)
BbikntoyaeT nepeHanpasneHne IGMP-3anpocoB 13 KAMEHT-

ckom VLAN B Multicast VLAN 1 mynbTuKactoBoro Tpaduka B
KknueHTckyto VLAN ana nHtepdeiica B pexxnme «access».

no switchport access mul-
ticast-tv vlan

Bkntoyaet nepeHanpasneHue IGMP-3anpocos 13 VLAN, yyacT-
HUKOM KOTOpbIX ABAAeTcA nopT, B Multicast VLAN ansa nHtep-
deiica B pexkume «trunk».

MynbTUKACTOBbIN TpadUK NepesaeTca Ha NOPT HETErMpoBaH-
HbIM MW TETMPOBAHHbBIM B 3aBUCMMOCTU OT NapameTpa

switchport trunk mul-
ticast-tv vlan vian_id

[tagged ] vlan_id: (1..4094) «tagged.
MapameTp «tagged» yKasbIBAeT HA TO, YTO MY/IbTUKACTOBbIN
TpaduK AOMKEH OTNPABAATLCS B NOPT ME2UPOBAHHLIM.
no switchport trunk mul- BbIk/toyaeT nepeHanpasaeHune IGMP-3anpocos Multicast Vlan
ticast-tv vlan 1 MY/JIbTUKACTOBOrO TpadmKa B NOpT.
Bkntoyaet nepeHanpasneHue IGMP-3anpocos 13 VLAN, yyacT-
HMKOM KOTOpbIX ABAAeTcA nopT, B Multicast VLAN ans uHtep-
switchport general mul- deiica B pexknme «general». MynbTUKacToBbIN TpaduK nepe-
ticast-tv vlan vian_id [AeTcA Ha NOPT HETErMPOBaHHbBIM MW TErMPOBAHHbLIM B 3aBU-
[tagged] vlan_id: (1..4094) CMMOCTM OT NapameTpa «tagged».
MapameTp «tagged» yKasblBaeT Ha TO, YTO MY/IbTUKACTOBDbIM
TpaduK AOMKEH OTNPABAATLCS B NOPT ME2UPOBAHHLIM.
no switchport general mul- BbIk/touyaeT nepeHanpasaeHune IGMP-3anpocos Multicast Vlan
ticast-tv vlan M MY/ZIbTUKACTOBOIO TpadmKa B NopT.

KomaHOowbl pexcuma EXEC

Bce KomaHAbl AOCTYMHbI TO/ILKO A1 MPUBUJIETMPOBAHHOIO NO/b30BaTeNA.
Bua 3anpoca KomaHAHOW CTPOKM perkmma EXEC:

console#

Tabnunua 5.129 — KomaHab! pexkuma EXEC

KomaHoa Aelicmeue

show ip igmp snooping | MokasbiBaeT MHGOPMALMIO 06 U3yYEeHHbIX MHOTOAAPECHbBIX MapLIPYTU3aTOPaX B YKa3aHHOM
mrouter [interface vian_id] | rpynne VLAN.

show ip igmp snooping in- MNokasbiBaeT MHopmaymto IGMP-snooping ans gaHHOro HTepdeiica.
terface vian_id

Moka3sbiBaeT UHbOPMaLMIO 06 M3yYeHHbIX MHOFOAAPECHbIX FPYNnax, y4acTBYIOLWMX B rpynno-

show ip igmp snooping
BOW paccbl/iKe.

groups [vlan vian_id]
[ip-multicast-address
ib_muliticast_address]
[ip-address ip_address ]

show ip igmp snooping MokasbiBaeT IP-agpeca, accoummnpoBaHHble ¢ VLAN ana Teneselanma.
multicast-tv [vlan vian_id]
show ip igmp snooping cpe | MokasbiBaeT TabanLy cooTeTcTBUI MexKay VLAN o6opyaoBaHUA, YCTAHOBAEHHOTO Y NO/b30-
vlans [vlan vian_id] BaTens, u VLAN ana tenesewjaHus.
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[Mpumepbl 8bINOAHEHUA KOMAHO

= BrAwuuntb pyHKLUMIO IGMP snooping Ha KommyTtatope. [Ana VLAN 6 pa3spelwmnTb aBToMaTuye-
CKOe pacno3HaBaHWe MOPTOB, K KOTOPbIM NOAKIOYEHbI MHOTOaZpeCcHbIe MapLLpPyTM3aTopPbI.
YcTaHoBUTb MHTepBan mexay IGMP-3anpocamum — 100 cek. YBenn4nTb 3Ha4eHUe pobacTHo-
CTh 0 4. YCTaHOBUTb MaKCMManbHoOe Bpema oTeBeTa Ha 3anpoc — 15 cek.

console#configure

console (config) #ip igmp snooping

console (config-if) #ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config) #interface vlan 6

console (config-if) #ip igmp robustness 4

(
(
console (config-if) #ip igmp snooping query-interval 100
(
(

console (config-if) #ip igmp query-max-response-time 15

5.18.3 MLD snooping — NPOTOKO/1 KOHTPO/IA MHOroaapecHoro Tpaduka B IPv6

MLD snooping — MexaHM3M MHOT0aApPeCcHOM PacCcblIKM COOBLLEHMI, NO3BONAOLWNIA MUHUMM3NPOBATbL

MHOroaapecHbI Tpaduk B IPv6-ceTax.

KomaHObI pexcuma 2106asa6H020 KOHU2YpUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM peXxmnma rnobaibHoro KoHGUrypnupoBaHus:

console (config) #

Tabanua 5.130 — KomaHabl rn1obanbHOro pexxmma KoHGUrypmupoBaHus

no ipv6 mid snooping
[vlan vian_id]

(1..4094)/BbIKNtOYEHO

KomaHoa 3HayeHue Aelicmeue
ipv6 mid snooping .
. BkntouaeTt MLD snooipng.
[vlan vian_id] vlan_id: pne

Otkntoyaet MLD snooping.

ipvé mld snooping vlan
vlan_id static ipv6_address
[interface { gigabitethernet
gi_port |

fastethernet fa_port |
port-channel group}]

no ipv6 mld snooping vlan
vlan_id static ipv6_address
[interface

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16)

Pernctpupyet rpynnosoit IPv6-agpec B Tabaunue rpynnosom
afpecaumn u ctatudeckn gobaenset/yaanset uHtepdeicol n3s
rpynnbl gna Tekywen VLAN.

- ipv6_address — rpynnosoii IPv6-agpec;

MepeuncneHne NHTePHecoB OCyLLECTBAAETCA Yepes «—» U
«,».

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.

ipvé mid snooping vlan
vlan_id forbidden mrouter
interface

{gigabitethernet gi_port|
fastethernet fa_port |
port-channel group}

no ipv6 mid snooping vlan
vlan_id forbidden mrouter
interface

{gigabitethernet gi_port|
fastethernet fa_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16)

JobasnaeT npaBuso, 3anpeLatoliee pernctpuposats MLD-
mrouter NOpPTbI U3 CNKCKa.

Ypanaet npasuno, 3anpellatoiee pernctpnposats MLD-
mrouter NopTbl U3 CMIMCKa.
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ipvé mid snooping vlan
vlan_id mrouter learn
pim-dvmrp

no ipvé mid snooping vlan
vlan_id mrouter learn
pim-dvmrp

-/BKAOYEHO

M3yyaTb NopTbl, NoAKAOYeHHble K mrouter'y no MLD-query-
naketam.

He n3yyatb NopThbl, NOAKNOYEHHbIE K mrouter'y no MLD-
query-naketam.

ipvé mid snooping vlan
vlan_id mrouter interface {
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no ipv6 mld snooping vlan
vlan_id mrouter interface {
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16)

[obaenser cnmcok mrouter-nopTos.

Ypanset mrouter-nopTbl.

Ipv6 mid snooping vlan
vlan_id immediate-leave

no ipvé mid snooping vlan
vlan_id immediate-leave

vlan_id:
(1..4094)/BbIKNIOYEHO

BkntoumTb npouecc MLD Snooping Immediate-Leave Ha TeKy-
wen VLAN.

OTkAtounTb Npouecc MLD Snooping Immediate-Leave Ha Teky-
wer VLAN.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica VLAN

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypmpoBaHus:

console (config-if) #

Tabnunua 5.131 — KomaHab! pexkuma KoHpuUrypuposaHua nHtepoeica VLAN

3HayeHue/3HayeHue no

no pv6 mid last-member-
query-count

KomaHoa Aelicmeue
yMOAYaHUIO
ipvé mld join-group Co34aeT CTaTUYECKYHo rpynny MHoroagpecHol IPv6-paccbiiku.
ibv6_multicast_address - ipv6_multicast_address — rpynnosoi agpec IPv6.
no ipv6 mld join-group Ypanaer ctaTMYeckyto rpynny MHoroagpecHoi IPve-pac-
ibv6_multicast_address CbINKMN.

YcTaHaBanBaeT Koanyectso MLD-3anpocos, nocae paccbinku
ipvé mid last-member- KoTopbix MES1024/MES1124/MES2124 onpeaenseT, 4to Ha
query-count count [AHHOM MOPTY HET }KeNAoLWMX y4acTBOBaTb B MHOrOaApecHOM

count: (1..7)

IPv6-paccblinike.

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

ipvé mld last-member-
query-interval interval

no ipv6 mld last-member-
query-interval

interval: (100..25500)/1000
MUNNIUCEKYHA,

3a/iaeT MaKCMMasbHYI0 33/lepPrKKy OTBETA NOC/eAHEro YieHa
rpynnbl, KOTOPas UCMONb3YEeTCA ANA BbIYUCIEHUA KOLA MAKCU-
ManbHOM 3aaepKKu oTeeTa (Max Response Code).

BoccTaHaBnvBaeT 3HaueHMe No YMOIYAHUIO.

ipvé mld query-interval
value

no ipv6 mid query-interval

value: (30..18000)/125 ce-
KYHZ,

3afiaeT HTepPBan PaccbiKM OCHOBHbIX MLD-3anpocos.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

ipvé mld query-max-re-
sponse-time value

no ipvé mld query-max-re-
sponse-time

value: (5..20)/10 cerkyHg,

3apaer MaKCUMaNbHYIO 3a4€epP*KKy OTBETA, KOTOPaA UCNOJ/Ib3y-

eTca anAa BblYMCNEHMUI KoAda MaKCMManbHoOM 3a4epXKKKN OTBeTa.

BoccTaHaBnvBaeT 3HaueHMe No YMOYAHUIO.

ipvé mld robustness value

no ipv6 mld robustness

value: (1..7)

YcTaHaBAMBaeT 3HayeHMe KoapduLMeHTa 0TKa3oyCcTOMYMNBO-
cTn. Ecnmn Ha KaHane Habnoaaetca notepsa AaHHbIX, KOadpdu-
LIMEHT OTKA30yCTOMYMBOCTU A0/KEH BbITb YBENNYEH.

BoccTaHaBnMBaeT 3HauYeHMe No YMOIYAHUIO.
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KomaHObI pexcuma KoHgpuaypuposaHusa uHmepgelica (QuanasoHa uHmepgelicos) Ethernet,

UHmepgelica epynnsi nopmos, uHmepagpetica VLAN

Bupg, 3anpoca KOMaHAHOW CTPOKM B pexunme KoHdUrypuposaHua uHtepoeica Ethernet, uHtepdeiica

rpynnbl NopToB n MHTepdeica VLAN:

console (config-if) #

Tabanuya 5.132 — KomaHgb! pexkuma KoHpurypuposaHua nHtepdeiica Ethernet, rpynnel nHtepdeiicos

_|

KomaHoa

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

OnucaHue

ipv6 mid join-group
ipv6_address

no ipv6 mid join-group
ipbv6_address

[aeT ykasaHue paccbinatb MLD-report coobuieHumsa Ha npuco-
efVHeHue K ipv6_address rpynnbl ¢ 4aHHOrO NopTa.
- ipv6_address — rpynnosolii agpec IPv6.

YpansaeT yKasaHue paccblnate MLD-report coobueHuns Ha npu-
coefiMHeHwe K ipv6_address rpynnbl ¢ 4aHHOTO NopTa.

ipvé mld version version

version: (1..2)/2

no ipvé mid version

YcTaHaBAMBaEeT BEPCUIO MPOTOKOA, AENCTBYIOLLYIO HA JaHHOM
nHTepoerice.

BocctaHaBanBaeT 3HaYeHME NO YMONYAHWIO.

abnuua 5.133 — KomaHap

I pexkuma EXEC

KomaHoa

3HavyeHue

Aelicmeue

show ipv6 mid snooping
groups [vlan vian_id] [ad-
dress ipv6_multicast_ad-
dress] [source ipv6_ ad-
dress]

vlan_id: (1..4094)

OtobparkaeT MHGOPMALMIO O 3apPerncTPMpPOBAHHbIX FPynnax B
COOTBETCTBUM C 3a4aHHbIMM B KOMaHAe napameTpamu punb-
Tpaummu.

- ipv6_multicast_address — rpynnosoit agpec IPv6;

- ipv6_source_address — IPv6-agpec.

show ipv6 mid snooping in-
terface vian_id

vlan_id: (1..4094)

OTobparkaeT nHGopmaLmio o KoHPUrypaumm MLD-snooping
ansa aaHHoi VLAN.

show ipv6 mid snooping

vlan_id: (1..4094)

mrouter [interface vian_id]

OTobpakaeT MHPopmaL Mo 0 mrouter-noprax.

5.18.4 ®yHKuUuMM orpaHuyeHna multicast-tpadpuka

®yHKUMM orpaHuyeHnsa multicast-tpadmka mcnonbsytotca ana yaobHOM HACTPOWMKKM OrpaHuyeHus

NPOCMOTPA onpeaeneHHbIX rPynn MHOroaApecHo PacCcbUIKK.

KomaHObI pexcuma 2106a16H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobasibHOro KOHGUIypupoBaHus:

console (confiqg)

#

Tabnunua 5.134 — KomaHabl pexkuma rnobasibHoro KOHGUrypmpoBaHus

KomaHoa

3HayeHue

Aeilicmesue

multicast snooping profile
name

no multicast snooping pro-
file name

name: (1..32) cumBonos

Mepexopn, B pekum KoHOUrypuposaHua multicast-npoduns.

YpanuTe ykasaHHbIN multicast-npopuns.
Multicast-npodunb moxKeT 6biTb yAaNeH TONbKO No-
H cne Toro, Kak 6yAert oTBA3aH OT BCeX NOPTOB KOMMY-
TaTopa.

1
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Ethernet-kommymamopsi MES1000, MES2000




HELTEX

KomaHObI pexcuma KoHgpu2ypuposaHusa multicast-npoguna

Bug, 3anpoca KOMaHAHOMW CTPOKM pexnma KoHPUrypuposaHus multicast-npoduns:

console (config-mc-profile) #

Tabanuya 5.135 — KomaHgb! pexkuma KoHpurypuposaHma multicast-npoduna

KomaHoa

3HauyeHue

Aelicmeue

match ip low_ip [high_ip]

no match ip low_ip [high_ip]

3afaeT cooTBeTCTBME NPOGUAA YKa3aHHOMY AManasoHy IPv4
multicast-agpecos.

- low_ip —BannaHbIn multicast-agpec;

- high_ip — BanngHbIi multicast-agpec.

Ypanaet cooTBeTCcTBUE NPOPUAA YKazaHHOMY Ananas3oHy IPv4
multicast-agpecos.

match ipv6
low_ipv6 [high_ipv6]

no match ipv6
low_ipvé [high_ipv6]

3apaet cooTBeTcTBME NPOGUNA YKa3aHHOMY AnanasoHy IPve
multicast-agpecos.

- low_ipv6 — BannaHbii IPv6 multicast-agpec;

- high_ipv6 — BanuaHsbili IPv6 multicast-agpec.

YaanaeT cooTBeTcTBME NPOdUAA YKa3aHHOMY AMana3oHy IPve
multicast-agpecos.

permit

no permit

-/BbIK/OYEHO

B cnyyae HecooTBETCTBMA OAHOMY M3 3aiaHHbIX AMana3oHoB.,
IGMP-report 6yayT nponyckaTbca.

B cnyyae HECOOTBETCTBMA O4HOMY M3 334aHHbIX 4MaNa3oHoB,
IGMP-report 6yayT otbpacbiBaTbCs.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagetica (QuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOW CTPOKM perkMma KoHOUrypuposaHua nHtepdeica:

console (config-if) #

Tabnunua 5.136 — KomaHab! pexkuma KoHPUrypuposaHua nHtepdeiica Ethernet, rpynnbl nHTepdeicos

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

multicast snooping max-
groups number

no multicast snooping
max-groups

number: (1..1000)/-

OrpaHunyMBaeT KoAMYeCcTBO 04HOBPEMEHHO NpoCcMaTpuBae-
MbIXx multicast-rpynn gns nopra.

CHumaet orpaHu4yeHune Ha Koim4yeCcTso 0AHOBPEMEHHO Mpo-
CMaTpueaemblx rpynn ana nopta.

multicast snooping add
name

multicast snooping remove
{name | all }

name: (1..32) cumBonos

MpuBA3bIBaeT YKa3aHHbIN multicast-npoduab K nopry.

Ypanset cootseTcTBMe multicast-npoduns c noptom.

KomaHOb! pexcuma EXEC

Bce KOMaHAb! AOCTYMNMHbI TOALKO 418 NPUBUAETMPOBAHHOIO NO/Ib30BaTENA.

Bupa 3anpoca KOMaHAHOM CTPOKK pexknma EXEC:

console#
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Tabnnua 5.137 — KomaHab! pexkuma EXEC

KomaHoa

Aeilicmeue

show multicast snooping | OTobparkaeT MHPOPMaLMIO 419 BCEX MOPTOB O TEKYLLEM KOIMYECTBE 3aPErMCTPUPOBAHHbIX
groups count rpynm, a TakKe MakcMManbHOe BO3MOXKHOE KOMYecTBO.

profile [name]

show multicast snooping | OTobparkaeT MHPopPMaLMio O CKOHUTYPUpPOBaHHbIX multicast-npodunax.

5.18.5 RADIUS asTopusauua 3anpocos IGMP

[aHHbI MeXaHN3M NO3BONSAET NPOU3BOAUTL AaBTOPM3ALLMIO 3aNPOCOB NpoToKoia IGMP ¢ nomoubto
RADIUS-cepBepa. Ons obecneyeHUs HaZeXHOCTU WU pacnpeneneHus Harpysku MOMKET WUCMNo/b30BaTbCA

Heckonbko RADIUS-cepsepos.

Bbibop cepBepa ANA OTNPaBKM OYepesHOro 3anpoca aBTOPM3aLMM

NpoucXoauT c/ydaiHbim obpasom. Ecav cepBep He OTBETU, OH MOMEYAETCA Kak BpEMEHHO Hepabounit, n
nepectaeT y4aCTBOBaTb B MeXaHW3Me Onpoca Ha onpefeneHHblid nepuog, a 3anpoc OTCbINAeTcA Ha

cneaylowmin cepeep.

Mony4vyeHHble aBTOPU3ALMOHHDbIE AaHHbIE XPAHATCA B KILW-NAaMATU KOMMYTATOpa B Te4eHUe 3a4aHHOro
nepuoga BpeMeHW. ITO MO3BOJIAET YCKOPWUTb MNOBTOPHY 06paboTky IGMP-3anpocos. [MapameTpsbl

aBTOPU3aLLMM BKIIOYAIOT B cebn:

=  MAC-agpec K/IMEHTCKOro YCTPOMCTBA;
"  WpeHTudUKaTop nopTa KOMMYTATOPa;

= |P-agpec rpynnobl;

=  PeweHue o gocryne - deny/permit.

Mpumep HacTpoikm RADIUS-cepBepa npuBeseH B pasgene «HacTponkum asTopusaunm IGMP-3anpocos

yepes Radius» B npunoxkeHum A.

KomaHObI pexcuma 2106a16H020 KOHU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOW CTPOKM perkMma rn1o6anbHOro KOHGUrypupoBaHua:

console (config) #

Tabanua 5.138 — KomaHabl pexkuma rnobanbHOro KoHPUrypmMpoBaHus

KomaHOoa

3Ha4yeHue/3HauyeHue
no ymosn4aHurw

Aelicmeue

ip igmp snooping authorization
cache-timeout timeout

no ip igmp snooping authoriza-
tion cache-timeout

timeout: (0..10000) mnH/0

YcTaHaBAnBaeT BpeMsA XU3HU B Kawwe. Ecan 3HayeHne paBHO
HYNIH0 — OTCUET BpeMeHU XXU3HU OTKNKYEH (3aI'IMCb He yaAana-
eTcAa co BpemeHeM).

YcTaHOBKa 3Ha4YeHuna no YMO4aHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (QuanaszoHa uHmepaelicos) Ethernet

Bupg, 3anpoca KOMaHAHOW CTPOKM PEXUMA KOHPUTYpUpPOBaHUA nHTepdelica:

console (config-if) #
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Tabnnuya 5.139 — KomaHgb! pexxuma KoHpuUrypuposaHua nHTepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue
o ymon4aHuro

Aeiicmeue

multicast snooping authorization
radius [required]

no multicast snooping authorization

-/BbIKNOYEHO

Bkntoyaet asTopu3saumto Yyepes RADIUS-cepsep. Ecam yKkasaH
napamertp required, To B cnyyae HegocTynHocTy Bcex RADIUS-
cepsepoB IGMP-3anpocbl UTHOPUpPYOTCA.

B npotusHom cnydyae IGMP-3anpoc byaeTt o6paboTaH faxke
npw OTCYTCTBMM OTBETA CepBepa.

OTKAtOYEeHME aBTOpU3aLLUN.

multicast snooping authorization
forwarding-first

no multicast snooping authorization
forwarding-first

-/BbIKIOYEHO

BKkntoyaeT npeasapuTenbHyo 06paboTky IGMP-3anpocos Ha
nopTy Ao otseta RADIUS-cepsepa. [1o nonyyeHuun oteeta oT
cepBepa B C/ly4ae NoJI0XKUTE/IbHOIO OTBETA NOANUCKA OCTa-

eTcs, B C/ly4yae oTpuLaTeIbHOro — yJaanaeTca.

BoccTaHaBnmBaeT 3Ha4YeHMe No YMOYAHMUIO.

KomaHObl pexcuma EXEC

Bce KomaHAbl AOCTYMHbI TOAbKO ANS MPUBUAETMPOBAHHOIO MO/b30BaTeNA.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.140 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue

Aeiicmeue

show ip igmp snooping authoriza-
tion-cache

[gigabitethernet gi_port |
fastethernet fa_port ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

OTobparkaeT cogeprKMmoe Kalwa asTopusaumymn IGMP.

Ecnu B KomaHAe yKkasaH nHtepdelic — To oTobparkatoTcs
TO/IbKO Te rPynnbl, KOTOPbIE 3aPErMcTPMPOBaHbl Ha YKa3aH-
HOM MHTepdeiice.

clear ip igmp snooping authoriza-
tion-cache

[gigabitethernet gi_port |
fastethernet fa_port ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

OunwaeT Kaw aBTopu3aLmuu.

Ecnv B KOMaHZe yKasaH uHTepdeinc — oumnLwatoTcs 3anmeu
Kel Ana ykasaHHoro nHtepdeiica.

Ecnun nHtepdelic He yKasaH — Kell OYMLLLAETCA MOJHOCTbHO.

5.19 ®yHKuuM ynpasneHus

5.19.1 MexaHnsm AAA

Ana obecneyeHnss 6e3o0nacHOCTU cUCTEMbI

aBTopu3aums, ydeT).

ucnonbsyetca MmexaHnsm AAA (ayTeHTMdMKauus,

— Authentication (ayTeHTUdMKaumMa) — conocTaBieHne 3anpoca CyLWecTBYIoWen yYETHOM 3a-
nucum B cucteme 6e30nacHoOCTU.

— Authorization (aBTopM3aLmsa, NPOBEPKa YPOBHA AOCTyMNa) — conocTaBiaeHue y4ETHOM 3anncu
B cucTeme (npowealiein ayTeHTMOUKALMIO) U onpeaenéHHbIX NOJHOMOYUIA.

— Accounting (y4€T) — cnexeHue 3a noTpebaeHMemM pecypcos No/b30BaTeieM.

Ona WwndppoBaHNa AaHHbIX MCNONb3YETCA MexaHU3mM SSH.

KomaHObI pexcuma 21060s16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHoro KoHGUrypnuposaHusa:

console (config) #
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Tabnnuya 5.141 — KomaHgbl pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

aaa authentication login
{default | list-name}
method1 [method?2...]

-/ocylecTBaseTca npo-
BEPKa NO JIoKanbHo 6ase
OaHHbIX
(aaa authentication login
default local)

list-name: (1..12) cumso-

YcTaHaBauBaeT cnocob ayteHTUdUKaummn ana BXoaa B CU-
cTemy.

- default — ucnonbsosatb ans ayteHTUdUKALMM ONUCAHHbIE
HUXKe meToabl;

- list-name — nma cnucka ayTeHTUGUKALMOHHbBIX METOL0B, aK-
TUBM3UPYIOLLLEroca, Koraa nosib3oBaTeslb BXOAMUT B CUCTEMY.
OnucaHune metonos (methodl1 [method?2...]):

- enable — ucnonb3oBaTb NApPosb ANA ayTEHTUDUKALNNK;

- line — ucnonb3oBatb Napoab TepMUHaNa ANA ayTeHTUdUKa-
umu;

- local — ucnonb3oBaTb NOKaNbHYO 6a3y MMeH NoJsib3oBaTeNel
ONA ayTeHTudUKaumm;

- none — He UCMN0Ab30BaTb ayTEHTUPUKALMIO;

- radius — ncnonb3oBatb cnmMcok RADIUS cepBepoB gns ayTeH-
TMdMKaumm;

- tacacs — ncnonb3osatb cnmncok TACACS cepsepoB Ana ayTeH-
TMdUnKaumu.

nos V Ecnn meTtop ayTeHTUPUKALMKM He onpeaeneH, TO
AOCTYN K KOHCONM BCerga ycnelHblii 6e3 ayTeH-
TUPUKALMOHHDBIX NPOBEPOK.
V Co3paHue CNUCKa OCyLLecTBAAETCA KOMaHA0M:
aaa authentication login list-name method1
[method2...].
Ucnonb3oBaHMe CNUCKa:
aaa authentication login list-name
no aaa authentication login YcTaHaBAWBAET 3HAYEHME MO YMOMYAHMIO.
{default | list-name}
aaa authentication mode YcTaHaBAMBaET aifOPUTM ONPOCa MeTOA0B ayTeHTUPUKaLUW.
{chain | break} - chain — nocne HeygayHoOM NONLITKM ayTeHTUOUKALMKM NO Nep-
_Jchain BOMY METOAY B CrINCKe CAeayeT NonbiTKa ayTeHTudMKaumm no

cnepyioLemy MeToy B LIeMOYKe;
- break — nocne HeyaayHoM ayTeHTMOUKALMM MO NepBOMY Me-
TO4y NpoLecc ayTeHTUGMKALMM OCTaHABIUBAETCA.

aaa authentication enable
{default | list-name}
method1 [method?2...]

no aaa authentication ena-
ble {default | list-name}

-/ocyuiecTsiseTca npo-
BepKa napona (aaa authen-
tication enable default en-

able)

list-name: (1..12) cumso-
nos

YcTaHaBAMBaeT cnocob ayTeHTUOUKALMM NPU NOBbILEHUN
YPOBHA NPUBUAETNIA ANA BXOAA B CUCTEMY.

- default — ncnonbsosaTb Ans ayTeHTUGMKALMM ONUCAHHbIE
HU¥Ke MeToabl;

- list-name — vma cN1cKa ayTeHTUOUKALMOHHbBIX METOA0B aK-
TUBU3UPYIOLLMICA, KOTAa NONb30BaTe/lb BXOAUT B CUCTEMY.
OnucaHue metonos (methodl [method?2...]):

- enable — ucnonb3oBaTb NApoab ANs ayTeHTUdUKaLUK;

- line - nIcnonb3oBaTb NAPOb TEPMUHANA ANA ayTEHTUDUKa-
unn;

- none — He UCN0Ab30BaTb ayTeHTUGUKALMIO;

- radius — ucnonb3oBaTtb cnucok RADIUS cepBepoB ana ayTeH-
TMdUKaumm;

- tacacs — ucnonb3osaTb cnucok TACACS cepBepoB AN ayTeH-
TMdMKaumu.

V Ecamn pns KOHCONM Naposib He onpegeneH, To AocTyn
K KOHCOMM Bceraa ycnewHbld (aaa authentication
enable default enable none).

Co3paHue CMUCKA OCYLLLeCTBAAETCA KOMaHAO0M
V aaa authentication enable list-name methodl
[method2...]. Ucnonb3oBaHue cnucka: aaa authenti-
cation enable list-name
V Bce 3anpocbl, nepeaaBaemble K Radius u TACACS cep-
Bepam, BKAIOYAlOT MMA nosb3osatens "$SenabxS.",
rAae X — ypoBeHb Npusunerui.

YcTaHaBAMBaeT 3HaYeHne no YMONYaHUIO.
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enable password [level
level] password [encrypted]

YcTaHaBAMBaET Naposib AR KOHTPOAA U3MEHEHUA NpUBUe-
rMiA 4OCTyna nosib3oBaTenem.
- level — ypoBeHb NpuBUNErUiA;

level: (1..15); - password — napons;
password: (1..159) cumso- | - encrypted — 3aaaTb 3awmndpoBaHHbIi Naposb (Hanpumep,
nos naponb B 3aWMbpPOBaHHOM BUAE, CKOMUPOBAHHbIN C APYroro
YCTPOICTBA).

no enable password YaanaeT naponb ANA COOTBETCTBYIOLLLETO YPOBHA NPUBUAETUIA.
[level level]
username name { nopass- [obasnaeT nonb3osaTens B IOKaNbHYIO 633y AaHHbIX.
word | - level — ypoBeHb npusunervii;
password password | level: (1..15); - password — naponeb;
password encrypted en- password: (1..159) cumBo- | - name — umA NoJsib3oBaTens;
crypted_password } N0B; - encrypted — 3a4aTb 3aWMPPOBAHHbBIN Napob (Hanpumep,

[priveliged level]

no username name

name: (1..20) cumBonos

naposb B 3alWNPPOBAHHOM BUAE, CKOMMPOBAHHBIN C ApYroro
YCTPOICTBA).

Ypanaet nonb3osaTtena us NIoKanbHOM 6a3bl AAHHbIX

aaa accounting login
start-stop group radius

no aaa accounting login
start-stop group radius

-/BeeHue yyeTa 3anpe-
LeHo

PaspelwaeT BeaeHue yyeTa (aKKayHTa) AN CECCUM ynpaBieHus.
BepeHue yueta paspelleHo TO/IbKO ANA No/b3oBaTe-

V Neii, BoweALWMUX B CUCTEMY O UMEHU U NAPOAIO, ANA
nonb3oBaTesiei, BOoLeALWUX NO NAPOa0 TepMUHaANa,
BeAeHune yyeTa 3anpeLyeHo.

V BegeHue yyeta aKTMBUMpPYETCA M NpeKpaLiaeTcs, Ko-
rga nonb3oBaTeNlb BXOAUT W OTKAKOYAETCA OT CU-
CTeMbl, YTO COOTBETCTBYET 3HaueHusam start u stop B
coobuweHunax npotrokona RADIUS (napametpbl, co-
AeprKawmeca B coobueHnax npoTtokona RADIUS,
npusegeHbl B Tabnuue 5.142).

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

aaa accounting dot1x
start-stop group radius

-/BeAeHune yyeTa 3anpe-

PaspelaeT BegeHuMe yyeTa (aKKkayHTa) gna ceccmii 802.1x.

V BepeHue yyeta aKTMBUpPYETCA U NpeKpawjaeTca, Ko-
raa nosb3oBaTeslb BXOAUT M OTK/IOYaeTca OT Cu-
CTeMbl, YTO COOTBETCTBYET 3HaUeHUAM start u stop B
coobuweHunax nporokona RADIUS (napametpbl, co-
pepxawmeca B coobweHuax npotokona RADIUS
npusegeHbl B Tabnuue 5.143).

€eHo X .
t / B pexume multiple sessions cooblieHuns stat/stop
NOCbINAIOTCA ANA KAXKAO0ro NoNAb30BaTeNsA, B PeXKUMe
multiple hosts - Tonbko ana nonb3oBatens, npoweg-
wero ayteHTMdMKaumio (cm. pasgen no 802.1x).
no aaa accounting dot1x YcTaHaBMBAET 3HaYEHME N0 YMONYAHUIO.
start-stop group radius
ip http authentication aaa OnpegenseTt meToz ayTeHTUGUKauum npu gocryne K HTTP-
login-authentication cepsepy. MNpu ycTaHOBKE CNMUCKA METOA0B, AOMNONHUTENbHbIN
method_list method list: meToz, byaeT NPUMEHATLCA, TO/IbKO KOraa No OCHOBHOMY Me-
- ToAy ayTeHTUdMUKALMM BO3BPALLEHA OLINOKaA.
(local, none, tacacs, ra- AY ay uray P ui
. - local —=no uMeHn 13 nokanbHoM 6a3bl AaHHbIX;
dius)/local
- none — He UCMONb3yeTcs;
- tacacs — ucnonb3oBaHue cnuckos Bcex cepeepoB TACACSH;
- radius — ucnonb3oBaHue cnuckos Bcex RADIUS-cepsepos.
no ip http authentication YcTaHaBAMBaET 3HaYEHME N0 YMONYAHUIO.
aaa login-authentication
ip ftp authentication aaa OnpegenseTt metog ayTeHTUPUKaLMK Npu gocrtyne K FTP-
login-authentication cepsepy. Mpu ycTaHOBKE CMMCKA METOAOB, AONONHUTENbHbIN
method1_list meTog, byaeT NPUMEHATLCA, TO/IbKO Kor4a No OCHOBHOMY Me-
. TOAy ayTeHTUMKALMM BO3BPALLEHA OLIMOKA.
method1_list: o
— - local —no umMeHn 13 nokanbHoM 6a3bl AaHHbIX;
(local, none, tacacs, ra-
. - none — He UCMNONb3yeTcs;
dius)/local

no ip ftp authentication
aaa login-authentication

- tacacs — ucnonb3oBaHue cnuckos Bcex cepsepoB TACACSH;
- radius — ucnonbsosaHue cnmckos Bcex RADIUS-cepsepos.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.
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aaa accounting commands
stop-only default tacacs

no aaa accounting com-
mands stop-only default
tacacs

-/BeAeHuMe yyeTa 3anpe-

LEHO

PaspelwaeT BegeHue yyeTa (aKKayHTa) gna BeeeHHbix B CLI
KOMaHA,

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

[ns Toro uTo6bl KAMEHT NOYUNA A0CTYN K YCTPOMCTBY, AaXKe eC/In Bce MeToAbl ayTeHTUdU-
e KaLuuu BepHyIu oWMBKy, UCNONb3yiiTe 3HAaUEeHUe NOoCeAHEero MeToga B KOMaHAae — none.

Tabnnua 5.142 — ATpmbyTbl cO0bLEHNI BegeHMA yyeTa npoTokona RADIUS ansa ceccuit ynpaBneHun

Hanuvyue am-
pubyma e co-

Hanuvyue am-
pubyma e co-

Ampubym OnucaHue
obweHuu obweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTndumKauma nonb3osaTens.
IP-agpec KommyTaTOpa, KOTOPbIN UCMOAb3YeTCA
NAS-IP-Address (4) EcTb Ectb AP o y . P P y
ana ceccuin ¢ Radius-cepsepom.
Mpoun3BOaAbHOE 3HAYEHME, BKIOYEHHOE BO BCE
Class (25) EcTb EcTb P N
CO0bLEHMA yYeTa CeCCUN.
. IP-agpec KommyTaTOpa, UCMONb3YEMbIN ANs
Called-Station-ID (30) EcTb Ectb 'D'pu y P y A
ceccuii ynpasieHus.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbIA MAeHTUPUKATOP y4eTa.
. YKa3blBaeT MeToz, N0 KOTOPOMY KJMEHT [0-
Acct-Authentic (45) EcTb EcTb A poMy A
¥eH bbITb ayTeHTUPULMPOBAH.
. . MoKa3sblBaeT, KaK A0Aro nonb3osaTtenb Obin
Acct-Session-Time (46) Het EcTb A
NOAK/OYEH K CUCTEME.
Acct-Terminate-Cause (49) | Het EcTb MpuymMHa 3aKpbITUA ceccun.

Tabnunua 5.143 — ATpmbyTbl coobLEHNI BeaeHMA yyeTa npoTokona RADIUS ans ceccmin 802.1x

Ampubym Haauyue am- | Hanuvue am- OnucaHue
pubyma e co- | pubyma e co-
obweHuu obweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTnduKauma nonb3osaTens.
IP-agpec KomMmyTaTopa, KOTOPbI UCNONb3yeTCA
NAS-IP-Address (4) EcTb EcTb AP o Y . P P y
ana ceccunin ¢ Radius-cepsepom.
MopT KOMMyTaToOpa, Ha KOTOPOM MOAKAYUAICA
NAS-Port (5) Ectb Ectb P y P P A
no/sib30BaTeNb.
Mpoun3BoAbHOE 3HAYEHME, BKAOYEHHOE BO BCE
Class (25) EcTb EcTb P N
coobLeHnA yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-appec KommyTaTopa.
Calling-Station-ID (31) Ectb Ectb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) EcTb EcTb YHUKaNbHbI nAeHTUPUKATOP yyeTa.
. YKa3blBaeT MeToz, N0 KOTOPOMY KJUEHT [0-
Acct-Authentic (45) Ectb Ectb & pomy A
KeH ObITb ayTEHTUPULMPOBAH.
. . MoKa3bIBaeT, KaK [0ro Nonb3osaTtenb Obin
Acct-Session-Time (46) Het EcTb A
NOAK/OYEH K CUCTEME.
Acct-Terminate-Cause (49) | Het EcTb MpuumHa 3aKpPbITUA CECCUMN.
Nas-Port-Type (61) Ectb Ectb MNoKasbiBaeT TMN NOPTa KAMEHTa.
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KomaHObI pexuma KOHgU2ypupos8aHus mepmuHana

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXXUME KOHPUIYPUPOBaHUA TEpMUHANA:

console (config-line) #

Tabnuua 5.144 — KomaHapl pexxmma KoHpurypmposaHusa nHtepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

login authentication {de-
fault | list-name}

no login authentication

list-name: (1..12) cumso-
nos

3agaeT meTod ayTeHTUOUKALMU NPU BXOAE AN KOHCOM,
telnet, ssh.

- default — ncnonb3o0BaTb CNUCOK «MO YMOAYAHUIOY, CO34aH-
HbI KOMaHAoM aaa authentication login default

- list-name — ucnonb3oBaTb CMMCOK, CO34aHHbIM KOMaHAOM aaa
authentication login list-name.

YcTaHaBAMBaeT 3HaYeHne No YMONAYAHUIO.

enable authentication {de-
fault | list-name}

no enable authentication

list-name: (1..12) cumso-
nos

3apaeT meTod ayTeHTUOMKALMU NOAb30BaTENS NPU NOBbILe-
HUM YPOBHA NPUBUIETNIA ANa KoHconu, telnet, ssh.

- default — ncnonb3oBaTb CNUCOK MO YMOAYAHUIOY, CO34aH-
HbI KOMaHAoM aaa authentication login default

- list-name — ucnonb3oBaTb CNMCOK, CO34aHHbIM KOMaHAOoM aaa
authentication login list-name.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

password password [en-
crypted]

password: (1..159) cumso-
nos

3agaer naponb 4N TepMUHana.

- encrypted — 3a4aTb 3aWMPPOBaAHHbBIN Napoab (Hanpumep,
napo/ib B 3aWwndpPoBaHHOM BUAE, CKOMMPOBAHHbIN C APYroro
YCTPOICTBA).

no password

YganseT naponb 418 TepMUHana.

KomaHOwbl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOWM CTPOKK pexxnma Privileged EXEC:

console#

Tabnunua 5.145 — KomaHgb! pexuma Privileged EXEC

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
yMOAYaHUIO
show authentication meth- MoKasbiBaeT MHGOpPMaLMio 06 ayTeHTUGUKALMOHHBIX MeToAax
ods i Ha KoMmyTaTope.
show users accounts MoKa3biBaeT I0KaNbHYO 633y AaHHbIX NOb30BaTENEN U UX NPU-
) BUNETUIA.
clear line line line: (0..8) 3aKpblBaeT CECCUIO YAANIEHHOTO YNpPaB/eHUs.

- line — Homep ceccuu yaaneHHOro ynpasieHus.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>

Bce KomaHAbl AaHHOTO pasgena AOCTYMNHbI TOAbKO A1A NPUBUAETMPOBAHHbIX nonb3oBaTene.

Tabnunua 5.146 — KomaHab! pexkuma EXEC

KomaHoa

Aelicmeue

show accounting

Moka3biBaeT UHOOPMALLMIO O HACTPOEHHbIX METOAAX BeAeHWs yueTa (aKKayHTa).
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5.19.2 Npotokon RADIUS

Mpotokon RADIUS wucnonb3yetca ana ayteHTUPMKaumm, astopmsaumm u ydeta. Cepsep RADIUS
ncnonb3yet 6a3y AaHHbIX N0/1b30BATENEN, KOTOPAA COAEPHKUT AAHHbIE MPOBEPKM NOAANHHOCTU ANS KAXKA0TO
nosnb3oBatens. TakMm obpasom, mcrnosb3oBaHWe npoTokona RADIUS obecneumBaeT AOMNOJAHUTENbHYIO
3aLNUTY NPU JOCTYNE K pecypcam CeTH, a TaKKe Npu AOCTyNe K CaMoMy KOMMyTaTopy.

KomaHObI pexcuma 2106016H020 KOHU2YPUPOBAHUSA

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxnume rnobanbHOro KOHGUrypmpoBaHUs:

console (config) #

Tabanua 5.147 - KomaHgb! pexxnuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO

[JobaBnaeT ykasaHHbIN cepBep B CMUCOK UCNoIb3yembix RA-

DIUS cepsepos.

- ip_address— IPv4 unn IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nma RADIUS-cepBepa;

- auth_port — Homep nopTa A8 nepefaym ayTeHTUPUKALNOH-

HbIX AAHHbIX;

- acct_port — Homep nopTa A/1A nepefayn AaHHbIX y4eTa;
radius-server host hostname: cctp p nopra 4 peAasv 4 yderta;

. - timeout - HTepBan OXXNOAHWUA OTBETA OT CEpPBepa;
{ip_address| (1..158) cumBonos; . .

- retries - KOANM4eCTBO NonbITOK Noncka RADIUS-cepBepa;
hostname} auth_port: - time - BpeMA B MUHYTax, B TeYeHWe KOTOPOro HeAOCTYMNHble
[auth-port auth_port] (0..65535)/1812; ’

cepsepa He 6yayT onpawueatbcs RADIUS-KAMeHToM KoMmyTa-
[acct-port acct-port] acct_port:

[timeout timeout] [retrans-
mit retries] [deadtime
time]

[key secret_key]
[encrypted key en-
crypted_key]

[source source_ip_address]
[priority priority]

[usage type]

no radius-server host
{ip_address|hostname}

(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..10);
time (0..2000) muH;
secret_key:
(0..128) cumBonos;
encrypted key:
(0..128) cumBonoB;
priority: (0..65535)/0;
type: (login, 802.1x, all)/ all

TOpa;

- secret_key — kntou ans ayteHTUGUKaummn n wmudposaHua
Bcero obmeHa aaHHbimu RADIUS;

- encrypted key — kno4 gna ayteHTMOUKaLMK U LUNdPOBaHNA
Bcero obmeHa aaHHbimM RADIUS;

- source_ip_address — IPv4 unu IPv6-agpec, ©cnosib3yembiii B
KayecTBe afpeca MCTOYHWKA, NnepesaBaemMoro B cOobLLeHnAxX
npotokona RADIUS;

- priority — npuopuTeT ncnonb3osaHusa RADIUS-cepsepa (Yem
HWKe 3HaYeHne, TeM NpuopuTeTHee cepeep);

- type — TMn ncnonb3osaHma RADIUS-cepsepa (login, dotl.x,
igmp-auth, all).

B cnyyae oTcyTCTBMA B KOMaHAe napameTpoBs timeout, retries,
time, secret_key, source_ip_address gna gaHHoro RADIUS-
cepsepa UCMO/b3YIOTCA 3HAYEHUA, HACTPOEHHbIE C MOMOLLbIO
COOTBETCTBYIOLMX FN106asbHbIX KOMAH,

YanaeT yKasaHHbIN cepBep U3 CUCKA UCNOb3yeMblX
RADIUS-cepseposB.

radius-server key [key]

no radius-server key

key: (0..128) cumsonos/
KNIoY He 3aaaH

YCcTaHaBAMBAET K/tOY, UCMONb3YeMblid NO YMOAYAHWUIO, ANA
ayTeHTUdMKaLUmN U WndposaHUA Bcero obmeHa faHHbIMM
RADIUS mexkay ycTpoicTBom M oKpyxeHnem RADIUS.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

radius-server timeout
timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcTaHaBAMBaeT MHTepBaa OXKMUAaHWA OTBETa OT cepBepa, Uc-
I'lOI'Ib3yeMbII7I No YMO/THaHUIO.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

radius-server retransmit
retries

no radius-server retransmit

retries: (1..10)/3

OnpepenseT KOANYECTBO MOMbITOK, MCMNO/Ib3yeMOe Mo yMONYa-
Huto, noncka RADIUS-cepsepa 13 cnucka cepsepos. lMNpu oT-
Kase OCyLLecTBAAETCA NOWUCK CneaytoLLero no npuopuTeTy cep-
Bepa 13 Cnucka.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO
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MNo3Bonaet onTummsnposatb Bpema onpoca RADIUS-cepse-
pOB, KOrAa HEKOTOPble cepBepa HeAoCTyMNHbI. YcTaHaBnMBaeT
BPEMA B MUHYTaX, MCNONb3yeMoe No YMONYAHUIO, B TeyeHune
deadtime: (0..2000)/0 MuH. | KOTOPOro HeAOCTyMHble cepBepa He ByAyT onpalineaTbca
RADIUS-knneHTOM KOMMYTaTOpA.

radius-server deadtime
deadtime

no radius-server deadtime

. YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
deadtime

3apaet onpeaeneHHbllt IPv4-aapec, ncnonbsyemblii No ymosn-
YaHWIo B KayecTBe agpeca UCTOYHMKA NepesaBaemoro B coob-
weHunax npotokona RADIUS.

Ypansaet onpegeneHHbin IPv4-agpec, ucnosib3yembiii No ymos-
YaHWIo B KayecTBe agpeca UCTOYHMKA NepesaBaemoro B coob-
weHuax npotokona RADIUS. YcraHasnusaeT IPv4-aapec WH-
Tepdelica KOMMYTaTOpa B KauecTBe agpeca UCTOYHUKA ANS UC-
no/ib30BaHMA B cO0bLWEeHMAX npoTokoia RADIUS.

radius-server source-ip
ip_address

no radius-server source-ip
[ip_address ]

3agaeT onpeaeneHHbil IPv6-agpec, Mcnonb3ayemblii No ymon-
YaHM1IO B KAYeCTBe afpeca UCTOYHMKA NepesaBaemoro B C006-
weHunax npotokona RADIUS.

radius-server source-ipvé
ip_address

Ypansaet onpegeneHHbin IPv6-agpec, MCnosib3yembiid No yMmo-
YaHWIo B KayecTBe agpeca UCTOYHMKA NepesaBaemoro B coob-
weHunax npotokona RADIUS. YcraHasnumBsaet IPv6-agpec nH-
Tepdelica KoOmMyTaTopa B KayecTBe afpeca MCTOYHUKA ANA UC-
Nnonb30BaHMA B co0bLeHUAX npoTokona RADIUS.

no radius-server source-
ipv6 [ip_address ]

radius-server attributes Lob6asneHne atpnbyTa 32 (NAS-ID) B naketbl Radius-request.
nas-id include-in-access- - nas-id — popmart onumm;

req format nas-id nas-id (1..32)/atpubyT 32 - Makpoc %h noacrasnset hostname-kommyTtaTopa.

no radius-server attributes OTCYTCTBYET B 3anpocax

nas-id include-in-access- Bo3BpallaeT 3HaueHre No YMOYaHUIO.

req format

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPoKK B pexume Privileged EXEC:

console#

Tabnuua 5.148 - KomaHap! pexkuma Privileged EXEC

KomaHoa Aelicmeue

Otobparkaet napameTpbl HacTpoikn RADIUS cepsepos (KomaHaa AoCTynHa TOAbKO ANA NPK-
BU/IETMPOBAHHBIX MNO/Ib30BaTENEN).
show radius statistics OTobparkaeT cTaTUCTUKY NpoTokona Radius.

show radius-servers

[pumepbl UCI016308AHUS KOMAHO

= YcTaHOBUTb rnobanbHble 3HAaYEeHUA 1A NapamMeTpPoB: MHTEPBAN OXUAAHUA OTBETA OT cep-
Bepa — 5 cekyHA, KonnyecTso nonbITOK nomcka RADIUS cepsepa — 5, Bpems, B Te4eHUe KOTO-
poro HegOCTYMHble cepBepa He byayT onpawmeatbca RADIUS KneHTom KommyTtaTtopa — 10
MWHYT, CEKPETHbIN KAtod - secret. lobasutb B cncok RADIUS cepBep, pacnosiorKeHHbIN Ha
y3ne cetu ¢ IP agpecom 192.168.16.3, nopT cepBepa aas ayTeHTUdUKaumm — 1645, Konunye-
CTBO MOMbITOK AOCTYNa K cepsepy — 2.

console# configure

console (config)# radius-server timeout 5

console (config)# radius-server retransmit 5

console (config)# radius-server deadtime 10

console (config)# radius-server key secret

console (config)# radius-server host 196.168.16.3 auth-port 1645 retransmit
2
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= [lokasaTb NapameTpbl HacTpoikn RADIUS cepsepos

console# show radius-servers

start
IP address Port port Tim Ret- Dead- source IP Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global Global 0 all
196.168.16.3 1645 1813 Global 2 Global Global 0 all

Global values
TimeOut : 5
Retransmit : 5
Deadtime : 10
Source IP : 0.0.0.0
Source IPv6

5.19.3 NMpotokon TACACS+

MpoTokon TACACS+ obecneumBaeT LEHTPAM30BaHHYIO cucTemy 6e30MacHOCTM ANA MPOBEPKU
nonb3oBaTesiei, NoNyYaloLWMX AOCTYN K YCTPOMCTBY, NPU 3TOM NogaepKuBas coBmectTMmoctb ¢ RADIUS m
APYrMMM NpoLLeccamm NpoBepKu noannHHocT. TACACS+ npefocTaBasneT cneaytowme cnyKobi:

— Authentication (npoBepka nognmHHocTn). ObecneunsaeTcs BO BPems BXoAa B CUCTEMY MO UMEHam
nosib30BaTeNeN 1 onpeaeneHHbIM Nob30BaTENSAMM NAPOSIAM.

— Authorization (aBTopusayms). ObecneumBaeTca BO BpeMsa Bxo4a B cucTemy. MNocne 3aBeplieHus ce-
aHCca NpoBEepKM NOAJIMHHOCTU 3aMyCKAETCA CeaHC aBTOpMU3aLMM C UCMOIb30BaHMEM MPOBEPEHHOIO
MMEHM MOJIb30BaTENA, TAKKe CepBEPOM NPOBEPAIOTCA MPUBUIETUMN NO/b30BATENA.

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKU B pexknme rnobanbHOro KOHGUIypUpoBaHua:

console (config) #

Tabnnua 5.149 — KomaHgb! pexxuma rnobasbHOro KOHGUrypmpoBaHus

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
tacacs-server host [ob6aBnaeT yKasaHHbIM cepsep B CNUCOK MCNOJb3yeMblX
{ip_address [hostname} TACACS cepBepoB.
[single-connection] - ip_address — IP appec TACACS-cepBepa;
[port port] - hostname — ceteBoe nmsa TACACS-cepBepa;
[timeout timeout] - single connection — B Ka)KAblii MOMEHT BPEMEHN UMETb He
[key secret_key] hostname: (1..158) 6onblie 0AHOro coeanHeHMA Ana obMmeHa AaHHbIMU C
[encrypted key encrypted_key] CMMBOJIOB; TACACS-cepBepom;
[source source_ip_address] port: (0..65535)/49; - port — Homep nopTa Ana obmeHa gaHHbimu ¢ TACACS-cep-
[priority priority] timeout: (1..30) cek; BEPOM;
retries: (1..10); - timeout — NHTEpPBan OXXMAaHMA OTBETa OT CepBepa;
time: (0..2000) muH; - secret_key — Knto4 ans ayTeHTUGUKaummn u wndposaHua
key: (0..128) cumBonos; Bcero obmeHa gaHHbiMmmn TACACS;
encrypted_key: (0..128) | - encrypted_key — kntou B luiMbpOBaHHOM BUAE ONA AYTEHTU-
CMMBOJI0B; duKaumm 1 wndpposaHua scero obmeHa gaHHbimu TACACS;
priority: (0..65535)/0 - source_ip_address — IP-agpec, Ucnonb3yemblil B KauyecTse

afipeca UCTOYHWKA, NepesaBaeMoro B COO6LEeHNAX NPoTo-

Kona TACACS;

- priority — npuoputeT ucnonbsosaHma TACACS-cepsepa

(4yem HUKe 3HaYeHMe, Tem NpUopUTETHEE CEpBep).
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no tacacs-server host
{ip_address | hostname}

B cnyyae oTcyTCcTBMA B KOMaHAe NapameTpos «timeouty,
«retries», «time», «secret_key», «source_ip-addr» ana gau-
Horo RADIUS-cepBepa MCNONb3YHOTCA 3HAYEeHUA, HACTPOEH-
Hbl€ C MOMOLLbIO COOTBETCTBYIOLLMX FN106abHbIX KOMAHA,

Ypanaert ykasaHHbl1 cepBep M3 CMMCKA UCMO/b3YeMblIX
TACACS-cepBepoB.

tacacs-server key [key]

no tacacs-server key

key: (0..128) cumsonos/
nycras CTpoKa

YcTaHaBAMBaAET KAKOY, UCMONb3YEMBIN MO YMONYaHUIO, ANA
ayTeHTUdUKaLUMM 1 WndpoBaHNa Bcero obmeHa AaHHbIMU
TACACS mexay ycTpoicTBom U oKpyeHnem TACACS.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

tacacs-server timeout timeout

no tacacs-server timeout

timeout: (1..30)/5 cex.

YctaHaBnauBaet WUHTEepPBan OXMAaHUA OTBETA OT cepBepa, Uc-
I'IO}'Ib3yeMbIl:i Nno YMON4YaHUIO.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYAHMUIO.

tacacs-server source-ip
source_ip_address

no tacacs-server source-ip
source_ip_address

3apaet IP-agpec KOMMYTaTOpPa, UCMONb3yeMbIl MO yMON4a-
HWIO ans obmeHa coobuieHmammn ¢ TACACS-cepsepom

YcTaHaBauBaeT ucnonb3osaHue IP-agpeca nHtepdeiica Kom-
myTaTopa gas obmeHa coobuweHnamm ¢ TACACS-cepsepom.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexxkume EXEC:

console#

Tabanuya 5.150 - KomaHgb! pexkuma EXEC

KomaHoa 3HaveHue Aelicmeue

OTob6parkaeT HAaCTPOWKY U CTAaTUCTUKY Ans cepsepa TACACS+.
- ip-address — IP-agpec TACACS+ cepsepa, 1Mbo nmsa cepsepa.
OTobparkaeT cTaTUCTMKY NpoToKona TACACS+.

show tacacs
[ip_address]
show tacacs statistics -

[pumepbl UC016308AHUA KOMAHO

= [lo6aBuTb B cnncok cepsepoB TACACS-cepBep, pacno/ioXKeHHbIN Ha y3ne ceTu ¢ IP-agpecom
192.168.16.34, TaimayT OXKMAaHMA OTBETA OT cepBepa — 4 CEeKyHAbl, CEKPETHbIN KAtoY s
obmeHa aaHHbIMU € cepBepom — secret, IP-agpec KommyTaTopa, MCNoAb3yeMblI g5 obmeHa
C 3TUMm cepsepom — 192.168.16.38, nproputeT cepsepa — 8.

console# configure
console (config)# tacacs-server host 192.168.16.34 timeout 4 key secret
source 192.168.16.38 priority 8

5.19.4 NpoTtoKkon ynpasneHua cetbto (SNMP)

SNMP — TexHonorvsa, npvsBaHHaa obecneynTb ynpaBAeHME M KOHTPOAb Hag, YCTPOMCTBAMKU U
NPUNONKEHNAMM B CETU CBA3M NyTém obmeHa ynpasnawowen WHPopmaumein mexay areHTamm,
PacnoNOKEHHbIMU Ha CETEBbIX YCTPOMCTBAX, U MEHeAXKepamm, HaxoAALWMMMCA Ha CTaHUMAX ynpaBaeHus.
SNMP onpegenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAAIOLWMX CTAHLMIA U 31EMEHTOB CeTH (rnaBHble
MaLUMHbI, WAO3bl M MapLpyTU3aTopbl, TEPMUHANbHbIE CEpPBEpPbl), KOTOpble COBMECTHO obecneuymBatoT
aAMWHUCTPATUBHbIE CBA3M MEXKAY CETEBbIMM YNPABAAIOWMNMM CTAaHLUMAMM N CETEBLIMU areHTamMm.

Kommytatop MES1024/MES1124/MES2124 no3sonfeT HacTpouTb paboTty npotokona SNMP ans
YOANEHHOTO MOHUTOPUHIA U yNpaBAeHUA YCTPOMCTBOM. YCTPOMCTBO NOAAEP)KMBAET MPOTOKO/bI BEPCUIA
SNMPv1, SNMPv2, SNMPv3.

KomaHObI pexcuma 27106a0s16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHOro KoHOUrypnupoBaHmsa:
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console (config) #

Tabanua 5.151 — KomaHgbl pexxuma rnobanbHOro KOHGUrypmpoBaHus

3HayeHue/3HayeHue no

KomaHoa Aeiicmeue
YMOAYAHUIO
system iftypes {default | M3meHseT oTobparkeHune TMnos uHTepdeicos LAG u vlan, xpa-
iana-new} HALWmMXcA B nose ifType Tabaunupi ifTable.
Mpu BBOAE "system iftypes iana-new":
— 3HayveHue nons ifType gns Port-Channel'os B Tab-
nuue ifTable otobparkaetca Kak ieee8023adLlag;
— 3HaveHwue nons ifType ana Vlan'os B Tabnuue ifTable
-/default 0T"06pa>+<afeTCH KakK |2v|an".
Mpw BBOZE "system iftypes default":
— 3HayveHue nons ifType gna Port-Channel'os B Tab-
nuue ifTable otobparkaetca Kak ethernetCsmacd;
— 3HaveHue noas ifType gna Vlan'os B Tabanue ifTable
oTobpakaeTcs Kak propVirtual.
[nA BCTyNAeHUA B CUY U3MEHEHWUI Nocae BBOAA KOMAHAbI
TpebyeTcA coxpaHeHMe KOHOUTypaLum 1 nepesarpyskKa.
snmp-server server BkntounTb noaaepky npotokona SNMP.
-/BKAtloYeHa
no snmp-server server OTKkntovaeT noaaepxKy npotokona SNMP.
snmp-server community YcTaHaBMBaEeT 3HaYeHMe CTPOKM coobLuecTsa gaa obmeHa
community [view AaHHbIMK no npoTokony SNMP.
viewname)] [ro|rw|su] - community — cTpoKa coobuiectsa (Napo/ib) Ans 40CTyna no
[ipv4_address| ) npotokony SNMP;
community:

ipbv6_address| ipv6z_ad-
dress])

[mask | prefix_length]
[use-acl ip-acl-name]
snmp-server community-
group community group-
name [ipv4_address|
ibv6_address| ipv6z_ad-
dress] [mask |
prefix_length]

no snmp-server commu-
nity community [ipv4_ad-
dress|

ibv6_address| ipv6z_ad-
dress]

(1..20) cumBonos;

viewname:
(1..30) cumBonos;

groupname:
(1..30) cumBonos;

mask o ymonyaHuro:
255.255.255.255;

prefix_length
MO YMOYaHUIO:
32;
ip-acl-name:
(1..32) cumBonos
dopmar:
IPv4: A.B.C.D
IPv6: X:X:X:X::X
IPv6z: X:X:X:X::X%<ID>

- ro — A0CTYN TO/IbKO AJ1A YTeHUS;
- W — JOCTYyN 418 YTEHUA U 3anucu;

- SU — A40CTYN afMUHUCTPATOPa;

- viewname — onpegenseT UMA ana npasmna ob6o3peHus
SNMP, KoTopoe f0MKHO BbITb NpeaBapuTeNbHO onpeseneHo
C NOMOLLLbIO KOMaHZbI snmp-server view. OnpeaenseT 06b-
eKTbl, OCTYMHble coobLecTsy;

- ipv4_address, ipv6_address, ipv6z_address — IP-aapec
YCTPOMCTBA;

- mask — macka agpeca IPv4, koTopas onpeaenset, Kakue
6U1Tbl apeca MCTOYHMKA NaKeTa CPaBHMBAIOTCA C 334aHHbIM
IP-appecom;

- prefix_length —uncno 6uT, KOTOpble COCTAaBAAOT NpeduKc
IPv4-appeca;

- ip-acl-name — ums cywectaytowero ACL-cnucka;

- groupname — onpeaensaeT UMaA rpynnbl, KOTOPOe AO0/IKHO
6bITb NPeaBapUTENbHO ONpPeaeNeHo C NOMOLLBbI0 KOMaHAbI
snmp-server group. Onpegenset 06bEKTLI, AOCTYNHbIE CO06-
LecTBy.

Ypanaet napameTpbl 418 CTPOKK COOGLLI,ecTBa.

snmp-server view view-
name OID {included|ex-
cluded}

no snmp-server view
viewname [OID]

view-name:
(1..30) cumBonos

Co3paeT unu pefakTupyeT npasuao obospeHus ana SNMP —
paspeluatoLlee npasmao, MM6o orpaHUYMBatOLLEE CepBepy-
obo3pesaTento goctyn K OID.

OID—maeHTUdmKaTop 06beKTa MIB, npeacTaBieHHbIN B BUAE
aepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXKeT BK/toYaTh B cebs
3apesepBMpPOBaHHbIe CNOBa, Hanpumep: system, dod). C nomo-
LB CUMBOAA * MOXHO 0603HaUYUTb CEMENCTBO Noaaepe-
Bbes: 1.3.%.2);

- include — OID BKAtoyeHa B NpaBuio gaa 0603peBaHus;

- exclude — OID uckntoyeHa 13 npasuia gaa 06o3pesaHus.

Ypanset npasuao obo3peHuns gna SNMP.
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snmp-server group group-
name {v1|v2|v3 {no-
auth|auth| priv} [notify
notifyview]}

[read readview] [write
writeview]

no snmp-server group
groupname
{vl | v2 | v3 [noauth |
auth | priv]}

groupname:
(1..30) cumBonos;

notifyview:
(1..30) cumsonos;

readview:
(1..30) cumsonos;

writeview:
(1..30) cumBonos

Cozpgaet SNMP-rpynny unm 1abnuuy coorsetctanit SNMP-
nonb3osaTenen u npasun ob6ospeHnin SNMP.

-vl,v2,v3 - SNMP v1, v2, v3 mogenb 6e3onacHocTy;

- noauth,auth,priv — Tun ayteHTUdUKaumm, ncnonbyemblii
npoTtokonom SNMP v3 (noauth — 6e3 ayTeHTUdMKaumu, auth —
ayTeHTMdUKauma 6e3 wudposaHuUs, priv — ayTeHTUdUKALMA C
WwndpoBaHnem);

- notifyview — uma npasuna 0603peHnsa, KOTOPOMY paspeLleHo
onpeaensatb coobuweHna SNMP-areHTa — inform u trap;

- readview — ums npasuia 0603peHns, KOTOPOMY paspeLleHo
TOJIbKO UTeHune coaepkmumoro SNMP-areHTa KOMMyTaToOpPQ;

- writeview — ums npasuna 0603peHnsn, KOTOPOMY paspeLLleHo
BBOAMTb AaHHble N KOHOUTYpMpoBaTb cogepkumoe SNMP-
areHTa KOMMmyTaTopa.

Ypanaetr SNMP-rpynny.

snmp-server user
username groupname
{v1 | v2c | remote host
v3| v3

[encrypted]

[auth {md5 | sha}
auth-password]}

no snmp-server user
username
[remote engineid-string]

username:
(1..20) cumBonos;
groupname:
(1..30) cumBonos;
engineid-string:
(5..32) cumBonos;
password:
(1..32) cumBona;
md5:
16 nan 32 6auT;
sha:
20 vnn 36 6anT;
dopmat
IPv4: A.B.C.D
IPV6: X:X:X:X::X
IPv6z: X:X:X:X::X%<ID>

Cospaet SNMPv3-nonb3osaTens.

- username — UMA NoJb30BaTeNsA;
- groupname — UMa rpynnbl;

- engineid-string — naeHTudukaTop yaaneHHoro SNMP-ycTpoi-
CTBa, KOTOPOMY M0/1b30BaTE b NPUHAL/IEKMUT;

- auth-password — naponb A1a ayTeHTUOUKALUU U reHepaumum
Ktoya;

- md5 — Kntoy md5;

- sha — Kntou sha;

- host — IP-agpec/ ums xocra.

Ypanaetr SNMPv3-nonb3osartens.

snmp-server filter filter-
name oid {included | ex-
cluded}

snmp-server filter filter-
name [oid]

filter-name:
(1..30) cumBonos

Co3paet unu pegaktupyet npasuno SNMP-ounbTpa, KoTopoe
nossonset ¢puabTposaTb inform u trap-cooblueHus, nepesasa-
emble SNMP-cepsepy.

- oid — naeHTndUKaTop obveKTa MIB, NpeacTaBneHHbIN B BUAE
aepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXKeT BK/toYaTh B cebs
3ape3epBMpPOBaHHbIe C/10Ba, Hanpumep: system, dod. C nomo-
b0 CMMBOA ¥ MOXHO 0603HaYMTb CEMECTBO Noaaepe-
Bbes: 1.3.%.2);

- include — OID BKAtoyeHa B NpaBuao GUAbTPaLUK;

- exclude — OID uckAtoYeHa 13 Npasnaa GUAbLTPaLNN.

Yaanset npasuno SNMP-punbTpa.

snmp-server host
{ipv4_address | ipv6_ad-
dress | hostname}
[traps|informs] [version
{1 | 2c | 3 [auth | noauth
| privl}] community [udp-
port port] [filter filter-
name] [timeout seconds]
[retries retries)

no snmp-server host
{ipv4_address |ipv6_ad-
dress | hostname}
[traps|informs]

hostname:
(1..158) cumsonos;

community:
(1..20) cumBonos;

udp-port: (1..65535)/162;

filtername:
(1..30) cumBonioB;

seconds: (1..300)/15;
retries: (0..255)/3

OnpepensaeTt HaCTPOMKM ANA nepefaymn coobLlueHnn yseom-
nenus inform u trap SNMPv1/v2-cepsepy.

- community — cTpoKa coobLLecTBa 414 Nepeaayn coobLeHni
yBefoMNeHus;

- version — onpegenaT TMn coobuieHnit trap —trap SNMPv1,
trap SNMPv2, trap SNMPv3;

- auto — yKa3sbIBaeT NOA/IMHHOCTb NakeTa 6e3 WwndposaHus;

- noauto — He yKa3biBaeT NOA/IMHHOCTb NaKeTa;

- priv — yKasblBaeT NOA/IMHHOCTb NakeTa ¢ WwudposBaHMem;

- port — UDP nopt SNMP-cepBepa;

- seconds — Nepuoa, 0XMAaHUA NOATBEPKAEHUI Nepes, no-
BTOpPHOW nepeaayeit coobuennii inform;

- retries — KOMYECTBO NOMBITOK Nepegaymn coobueHunit inform,
npwv OTCYTCTBUW UX MOATBEPKIOEHUA.

Yaanser HacTPOMKM 4A nepesaqu cooblueHunii ysegomneHus
inform v trap SNMPv1/v2/v3-cepsepy.
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snmp-server v3-host
{ipv4_address |ipv6_ad-
dress | hostname}
username

[traps | informs] {no-
auth|auth| priv} [udp-
port port] [filter filter-
name] [timeout seconds]
[retries retries]

no snmp-server v3-host
{ipv4_address |ipv6_ad-
dress | hostname}
username [traps|informs]

hostname:
(1..158) cumBonos;

username:
(1..24) cumsonos;

udp-port: (1..65535)/162;

filtername:
(1..30) cumBonos;

seconds: (1..300)/15;
retries: (0..255)/3

OnpegaenseT HaCTPOWMKK Ans nepesaym cooblueHuii yseaom-
nexusa inform u trap SNMPv3-cepsepy.

- noauth, auth, priv — Tmn ayteHTUdMKauUK, Ucnonb3yemblii
npotokonom SNMP v3 (noauth — 6e3 ayteHTUdMKaumm, auth —
ayTeHTMdUKauma 6e3 wudposaHuUs, priv — ayTeHTUdUKALMA C
WwndppoBaHnem);

- port — UDP-nopt SNMP-cepBepa;

- seconds — nepuog, 0XXnaaHua NoATBEPKAEHUIN nepes, no-
BTOPHOW Nepegaveit coobuieHunit inform;

- retries — KONMYECTBO NONbLITOK Nepeaayn coobueHnit inform,
NPV OTCYTCTBUM UX MOATBEPKAEHUA.

YpanaeT HacTPOWKKM ANA nepesaym cooblueHnin yBeaoMaeHNA
inform u trap SNMPv3-cepsepy.

snmp-server enginelD lo-
cal {engineid-string | de-
fault}

no snmp-server enginelD
local

engineid_string: (5..32)
C“MBO/IOB

Co3paet naeHTnduKaTop nokanbHoro SNMP ycTpolicTea —
enginelD.

- default — npu ncnonbzoBaHMM gaHHOW HAcTPoOWKK enginelD
byaeT aBTomaTU4YeCKM co3aaH, Ha ocHoBe MAC-agpeca
yCTpoWncTBa.

Ypanset ngeHtuoumkatop fnokanbHoro SNMP ycTpoiictea —
enginelD

snmp-server enginelD re-
mote

{ipv4_address |
ibv6_address}
engineid-string

engineid_string: (5..32)

Co3paet naeHTndumkaTop yaaneHHoro SNMP yctpoictea —
enginelD.

traps

CMMBO/IOB

no snmp-server enginelD Ypanset ngeHtuoumkatop yganeHHoro SNMP ycTpolictea —
remote enginelD.

{ipv4_address |

ipv6_address}

snmp-server enable traps BkntoyaeT noaaepxky SNMP trap cooblueHuii.

no snmp-server enable -/BKAOYEHO OTkAtoyaeT noaaepKky SNMP trap coobuieHumii.

snmp-server enable traps
errdisable

no snmp-server enable
traps errdisable

-/BbIK/IIOYEHO

BkntouaeT oTnpasKy SNMP trap-coobuieHnin npu nepesoae
noprta B coctonHue Errdisable.

Bbikntoyaet otnpasky SNMP trap-coobuueHunii npy nepesoae
nopta B coctosiHue Errdisable.

snmp-server enable traps
erps

BkntoyaeT otnpasKy SNMP trap coobuieHmnit npu nsmeHeHun
coctoaHma ERPS-konbLa.

no snmp-server enable
traps link-status

-/BKAOYEHO —
no snmp-server enable OTkAtoyaeT otnpasky SNMP trap coobLieHnit npyu M3meHeHUn
traps erps coctoaHmna ERPS-konbua.
snmp-server enable traps BkntoyaeT otnpasKy SNMP trap coobuieHmnit npu nsmeHeHum
flex-link coctoaHusA napsl flex-link nHtepdelicos.

-/BKAtOYEHO -
no snmp-server enable OTkntoyaeT otnpasky SNMP trap coobLueHuit npyu usmeHeHUn
traps flex-link cocTtoaHuaA napsl flex-link nHTepdeicos.
snmp-server enable traps BksitovaeT otnpasky SNMP trap coobLueHuii npu usmeHeHnu
link-status COCTOSIHWA MopTa.

-/BKNIOYEHO

OTkntoyaeT otnpasky SNMP trap coobLieHuit npyu M3meHeHUn
COCTOAHMA NopTa.

snmp-server enable traps
mac-notification change

no snmp-server enable
traps mac-notification
change

-/BbIK/IOYEHO

BkntoyaeT otnpasKy SNMP trap coobueHnit npu nsmeHeHUn B
Tabaunue nsyyeHHoix MAC-agpecos.

OTkntoyaeT otnpasky SNMP trap coobLueHuit npyu usmeHeHUn
B Tabanue nsyyeHHbix MAC-agpecos.

snmp-server enable traps
mac-notification flapping

no snmp-server enable
traps mac-notification
flapping

-/BKAIOYEHO

BkntouaeT otnpasky SNMP trap coobuieHnit npy obHapyxe-
HUK dnannuHra MAC-agpecos.

OTkntoyaeT oTnpasKy SNMP trap coobuieHnit npu obHapyxe-
HUK pnannuHra MAC-agpecos.

snmp-server enable traps
12protocol-tunnel

-/BbIKNOYEHO

BkntouaeT otTnpasky SNMP trap coobuieHnit npu cpabaTbiBa-
Hum drop-treshold u shutdown-treshold 8 L2PT.
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no snmp-server enable
traps I2protocol-tunnel

OTkntoyaeT otnpasky SNMP trap coobuieHnit B L2PT

snmp-server enable traps
storm-control

no snmp-server enable
traps storm-control

-/BKAOYEHO

BkntouaeT oTnpaBky SNMP trap coobuieHnit npy obHapyxe-
HUU «LITOPMaA».

BbikntoyaeT otnpaBky SNMP trap coobuueHunii npyn obHapy»Ke-
HUW «LITOPMa».

snmp-server trap authen-
tication

no snmp-server trap au-
thentication

PaspewaeT nepegasatb cooblieHus trap cepsepy He npoles-
Wwemy ayTeHTUOMKaLmIo.

3anpelaeT nepeaasaTb coobLieHUs trap cepBepy He npolea-
wemy ayTeHTUdUKaLmio.

snmp-server contact text

no snmp-server contact

text: (1..160) cumsonos

Onpeaenset KOHTaKTHY MHGOPMaLMIO YCTPOMCTBA.

Yaansaet KOHTaKTHY MHbOPMaLMIO YCTPOICTBA.

snmp-server location text

no snmp-server location

text: (1..160) cumsonos

Onpegenset MHGOPMALMIO O MECTOMNOIOKEHUN YCTPOWCTBA.

Yaansaetr UHGOPMaUUIO O MECTOMO/IONKEHMM YCTPOMCTBA.

snmp-server set variable-
name namel valuel
[name2 value2 ... ]

variable-name, name,
value gonHbl 3a4aBaTbCs
B COOTBETCTBMM CO CneLm-
duKaumen

Mo3BoNAET yCTaHOBUTL 3HAYEHUS NepeMeHHbIX B 6a3e faHHbIX
MIB kommyTaTOpa.

- variable-name — nma nepeMeHHON’;

- name, value — napbl COOTBETCTBUI UMS — 3HAYEHME.

KomaHObI pexcuma KoHgu2ypuposaHusa UHmepagelica (OuanaszoHa uHmepagelicos) Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHPUrypnposaHus nHtepdelica Ethernet:

console (config-if)#

Tabnnua 5.152 — KomaHgbl pexxuma KoHpurypuposaHua nHTepoeiica Ethernet

3HayeHue/3HayeHue no

KomaHda Aeiicmeue
yMOAYaHUIo

snmp trap link-status BkntouaeT otnpasky SNMP trap coobuieHunit npu M3smeHeHnu co-

CTOAHMA HacTpaMBaemoro nopra.
- -/BKNOYEHO —

no snmp trap link-status Bbikntoyaet otnpasky SNMP trap coobuieHunii npu USMEHEHUU CO-
CTOAHUA HaCTpanBaemMoro nopTa.

bandwidth rate N3meHseT 3HaueHne noneii ifSpeed u ifHighSpeed gna otobpaxke-
HWA peanbHOM NPOMNYCKHOM CNOCOBHOCTM KaHana B cMCTEME MO-

rate: HUTOPUHra. He BAMAET Ha CKOPOCTb Nepeaayn HTepdeica. Uc-

(1-4294967295)/BbIKNIO4EHO

NnoNb3yeTcAa B Cy4ae, Koraa peasibHaAa CKOPOCTb nepeaayvn AaH-
HbIX B KaHa/1ie orpaHn4mnBaeTca A4ONONHUTE/IbHbIM 060py,u,oaa-
HUem.

no bandwidth

OTkAtoyaeT nameHeHue noneit ifSpeed u ifHighSpeed.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma Privileged EXEC:

console#
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Tabnnua 5.153 — KomaHab! pexxuma Privileged EXEC

KomaHoa

Aelicmeue

show snmp

MokasbiBaeT ctatyc SNMP-coeguHeHNi.

show snmp enginelD

MokasbiBaeT naeHTUdMKaTop NokanabHoro SNMP-ycTpoiicTea — enginelD.

show snmp views
[viewname]

MokasbiBaeT npasuia 0603peHna SNMP.

show snmp groups
[groupname]

Mokasbisaetr SNMP-rpynnbl.

show snmp filters [filter-
name]

MokasbisaeT SNMP-bunbTpbI.

show snmp users
[username]

MNokasbiBaeT SNMP-nonb3oBaTene.

[pumepbl 8b1M0MAHEHUS KOMAHO

=  YCTaHOBMTb 3HAYeHMA ANA NapaMeTpoB contact, location. YcTaHOBWTbL AOCTYN Ha YTeHMe Ann
CTPOKM coobuiecTsa public. YcTaHoBMTb gocTyn Ha yTeHuMe u 3anmMcb SNMP-cepBepy ¢ agpe-
com 192.168.16.3 B coobuiecTse private.

console#configure

console (config) #snmp-server
console (config) #snmp-server
console (config) #snmp-server
console (config

console (config) #snmp-server

#snmp-server

enable

contact support@eltex.nsk.ru
location Objedineniya-street, 9
community public ro

community private rw 192.168.16.3

5.19.5 MpoToKon yaaneHHoro moHuTopuHra cetu (RMON)

MpoTokon MmoHuTopuHra cetu (RMON) sBnsetca pacwmpeHvem npoTtokosa SNMP, nossonss
npenocTaBuTb H60/see WMPOKNE BO3MOXKHOCTU KOHTpons ceTeBoro Tpaduka. Otanume RMON ot SNMP
COCTOMT B XapaKTepe cobupaemolt MHPopmaumMm — AaHHble cobupaemble RMON B nepsylo odepesb
XapaKTepusyloT TpaduK Mexay Yy3namu CceTwu.
NPUIOXKEHNe yNpaBAeHUA CeTbIO.

NHopmauus,

C06paHHaF| areHTom, nepepaeTca

KomaHObI pexcuma 2106as16H020 KOHU2YpUPOBAHUSA

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnob6anbHOro KOHPUrypmpoBaHuma:

console (config) #

Tabnnua 5.154 — KomaHgbl pexxuma rnobanbHOro KOHGUrypmpoBaHus

B

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

rmon event index type
[community text] [descrip-
tion text]

[owner name]

index: (1..65535);

community text:
(0..127) cumeonos;

description text:
(0..127) cumBonos;

owner name: CTPpOKa

no rmon event index

HactpaunBaet cobbiTuA, UCNoNb3yemble B cUCTEME YAaNeHHOro
MOHUTOpPMHra.

- index — nHAEKc cobbITuA;

- type — TMN yBEAOM/IEHUA, TEHEPUPYEMOTO YCTPOMCTBOM MO
3TOMY COBbITUIO:

none — He reHepupoBaTb yBEAOM/IEHUS,

log — reHepupoBaTb 3anucb B Tabnuue,

trap — otcbinatb SNMP trap,

log-trap — reHepupoBaTb 3anunchb B Tabaunue 1 otcblnate SNMP
trap;

- community — cTpoKa coobuiectea SNMP gns nepecbiiiku
trap;

- description — onucaHue cobbiTus;

- name — mA co3gatens cobbITUA.

Ypanaet C06bITVIe, ncnosbsyemoe B CUCTemMe yaaneHHoro mo-
HUTOPWUHTra.
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rmon alarm index mib_ob-
ject_id interval rthreshold
fthreshold revent fevent
[type type] [startup direction]
[owner name]

no rmon alarm index

index: (1..65535);

mib_object_id: KoppekT-
HbIli OID;

interval:
(1..4294967295) cek;

rthreshold:
(0..4294967295);

fthreshold:
(0..4294967295);

revent: (0..65535);

fevent: (0..65535);
owner name: CTPOKa;

type: (absolute, delta)/ab-
solute;

startup: (rising, falling, ris-
ing-falling)/rising-falling

HacTpaunBaet ycnosus Bblgayuv aBapuiiHbIX CUTHANOB.

- index — NHAEKC aBapuMHOro cobbITUSA;

- mib_object_id — ngeHTMdMKaTOp NepemeHHOMN YacT 06b-
eKkTa OID;

- interval — nHTepBan, B Te4eHMe KOTOPOro AaHHble oTbupa-
IOTCA M CPaBHMBAIOTCA C BOCXOAALLEN U HUCXOAALLEN FPaHU-
uamm;

- rthreshold — Bocxoaswan rpaHnLa;

- fthreshold — HucxoaAwWas rpaHULa;

- revent — HAEKC CObbITUA, KOTOPOE UCNO/Ib3yeTcA Npu nepe-
CeYeHUN BoCXoaaLLel rpaHnLbl;

- fevent — uHpeKc cobbITUA, KOTOPOE UCMONb3YETCA NPKU nepe-
CeYEeHUN HUCXOAALLEN FPaHMLbl;

- type — meTo 0T6OPa YKa3aHHbIX MepeMeHHbIX M noacyeTa
3HaYeHuA ANA CPaBHEHMA C rpaHULAMK:

MeTog, absolute — abcontoTHoe 3HaueHuWe BbIbpaHHOW Nepe-
MEHHOW byAeT CpaBHEHO C rpaHMLLEeN Ha KOHLLe uccieayemoro
WHTEPBana;

MeTog, delta — 3HaueHne BbIBpaHHO NepemeHHOWM Npu no-
cnefHem otbope ByAeT BbIMTEHO U3 TEKYLLETO 3HAYEHUA U
pasHuLa byaeT cpaBHEHa € rpaHuLaMu (pasHULLA mexay 3Ha-
YEHUAMM NEPEMEHHOW B KOHLLE U B HaYasie KOHTPOIbHOTO MH-
Tepsana);

- startup — MHCTPYKUMSA o8 reHepaumm cobbiTUiA Ha NeEPBOM
KOHTPO/IbHOM MHTepBane. Onpeaenser Npasuia reHepaumm
aBapUHbIX COBbITUI ANA NepPBOro KOHTPONbLHOIO UHTEPBANA
nyTem cpaBHeHUA 0TObpaHHOW NepeMeHHol ¢ 04HOW, MMbo
obermu rpaHuLamm:

- rising — reHepupoBaTb eAMHMYHOE aBapuiiHoe cobbiThe no
BOCXOAALLEN rpaHuLe, ecv 3HaYeHne oTobpaHHOM nepemeH-
HOW Ha NepBOM KOHTPO/IbHOM MHTepBase bonblue 6o paBHO
3TOW rpaHuLE;

- falling — reHepupoBaTb eanHMYHOE aBapuiiHoe cobbiThe no
HUCXOAALLEN FpaHULE, eciv 3HaYeHne oTobpaHHOM nepemeH-
HOW Ha NepBOM KOHTPO/IbHOM MHTepBasie MeHbLe NMH0o
paBHO 3TOM rpaHuLe;

- rising-falling — reHepupoBaTb eAuHNYHOE aBapuinHoe cobbl-
TUE N0 BOCXOAALLEN U/UNN HUCXOAALLEN rPaHMLLE, eCIN 3HaYe-
HWe oTo6paHHOI NepemeHHOM Ha NEPBOM KOHTPO/IbHOM UH-
Tepease 60blue NM60 PaBHO BOCXOAALLEN rpaHuLLe, u/man
MeHbLUe IM60 paBHO HUCXOAALLEN FPAHULLE;

- owner — MA co3aaTensa aBapuiiHoro cobbiTus.

Ypansaer ycnosue BblAaun aBapuUnHbIX COBbITUN.

rmon table-size {history en-
tries | log entries}

no rmon table-size
{history | log}

history: (20..32767)/270
log: (20..32767)/100

3azaeT MakcMmanbHbI pasmep RMON-Tabanu,.
- history — makcMmanbHOe Kon4ecTBo CTPOK B Tabamue ucto-
pun;
- log — maKkcMmanbHOE KOIMYEeCTBO CTPOK B Tabauue 3anucen.
3HayeHue BCTYNUT B CUJIY TOZIbKO Noce nepesa-
. rpy3Ku yCTpoicTBa.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

KomaHObI pexcuma KoHguaypuposaHua uHmepgelica (QuanazoHa uHmepgelicos) Ethernet,
uHmepaelica 2pynmnsl MOPMos

Bupa, 3anpoca KOMaHAHOM CTPOKK B pexkmme KoHPUrypmposaHusa uHtepoeiica Ethernet, nnrepdeitca
rpynnbl NOPTOB:

console (config-if) #
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Tabnnua 5.155 — KomaHgb! pexxuma KoHpurypuposaHua nHtepdeiica Ethernet, rpynnbl untepdeiicos

KomaHoa 3HaueHue

Aeiicmeue

rmon collection stats index
[owner name | buckets
bucket_num]

[interval interval]

index: (1..65535);
name:
KOPPEKTHas CTPOKa;
bucket_num: (1..50)/50;
interval:
(1..3600)/1800 cek

no rmon collection stats in-
dex

BkntoyaeT GopmmpoBaHME UCTOPUM MO FPynnam CTaTUCTUKK
Ana 6asbl gaHHbIX (MIB) yaaneHHOro MOHUTOPUWHra.

- index — nHAEKc Tpebyemol rpynnbl CTaTUCTUKK;

- name — BnageneL, rpynnbl CTaTUCTUKK;

- bucket_num — 3HayeHuWe, acCcoOLMMpPYyEMOE C KOIMYECTBOM
Aveek Ans cbopa UCTOpPUM NO rpynne CTaTUCTUKK;

- interval — nepvog onpoca A18 $opMUPOBaHUA UCTOPUU.

BbIK/lOYaeT GopMMpoBaHME UCTOPUM MO FPynnam CTaTUCTUKM
ana 6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPWUHTa.

KomaHOowb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabanua 5.156 — KomaHgb! pexkuma EXEC

KomaHoa 3HayeHue

Aelicmeue

show rmon statistics

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group }

show rmon collection stats
[ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MokasbiBaeT cTaTUCTUKY MHTepdeiica Ethernet, anbo rpynnbi
NopTOB, UCMONb3YEMYIO ANA YAANEHHOTO MOHUTOPUHTA.

OTobparkaeT MHOpMaLMIO Mo 3anpalMBaeMbiM rpynnam cra-
TUCTUKM.

show rmon history index
{throughput | errors | other}
[period period] index: (1..65535);
period:
(1..2147483647) cek

MNokasbiBaeT uctoputo Ethernet cratuctnkn RMON.

- index — 3anpoLueHHas rpynna cTaTUCTUKK;

- throughput - nokasbiBaeT cHETYMKM NPOM3BOAUTENBHOCTH
(nponyckHoW cnocobHoCTK);

- errors - MOKasbIBaeT CYETUYMKMN OLINOOK;

- other - NoKasbIBaeT cyeTYMKM 06PLIBOB U KONU3NNA;

- period — NOKa3bIBaeT UCTOPUIO 3a 3aNpPOLLUEHHbIV Nepuos,
BPEeMEHMU.

show rmon alarm-table -

MoKasbiBaeT cBOAHYO Tabanuy aBapUnHbIX COBbITUNA.

show rmon alarm number number: (1..65535)

Moka3sblBaeT KOHUIypaLMIO HACTPONKMN aBaPUMHBIX COBLITUIA.
- number — UHAEKC aBapUHOro cobbITuA.

show rmon events

Moka3sblBaeT TabauLy cobbITUiA yaaneHHOro MOHUTOPUHTA
RMON.

show rmon log [event]
number: (0..65535)

Moka3sbiBaeT Tabnuuy 3anuceit yaaneHHOro MOHUTOPUHTa
RMON.
- event — HAeKc cobbITuA.

[pumepsi 8biM0AHEHUS KOMAHO

= [lokasaTb cTaTucTuKy 10 uHTepdeica Ethernet nepsoro ycTpolicTea B cTeKe:

consolef#show rmon statistics gigabitethernet 1/0/10

Port gil/0/10

Dropped: 0

Octets: 3876
Broadcast: O

CRC Align Errors: 0
Undersize Pkts: O

Packets: 57
Multicast: 57
Collisions: O
Oversize Pkts: O
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Fragments: 0 Jabbers: 0

64 Octets: 0 65 to 127 Octets: 57
128 to 255 Octets: 0 256 to 511 Octets: O
512 to 1023 Octets: O 1024 to max Octets: O

Tabnnuya 5.157 — OnucaHne pesynbTaTos

Mapamemp OnucaHue
Dropped KonnuecTBo 3a4eTEKTUPOBAHHbIX COBbITUIM, KOraa NnakeTbl 6b1AM OTOPOLLEHDI.
Octets Konnuectso 6aiT gaHHbIX (BKAoUYan 6aiTbl NIOXMX NAaKETOB), NPUHATLIX U3 CeTH (KC-
Kntouasn ppeimosblie 6BUTLI, HO BKIHOYAA BUTbI KOHTPOJIbHOWM CYMMBbl).
Packets Ko/iMyecTBo NpMHATLIX MAKETOB (BKAOYAA NIOXMe, LUMPOKOBELW,aTeIbHbIE U MHOTO-
apecHble NaKeTbl).
Ko/iMyecTBO NPUHATLIX WMPOKOBELLATEIbHbIX NAKETOB (TO/IbKO KOPPEKTHbIE Na-
Broadcast
KeTbl).
Multicast KonnyecTBo NpUHATLIX MHOTOAAPECHbIX MAKETOB (TONIbKO KOPPEKTHbIE MaKeTbl).

CRC Align Errors

KonnuyecTso NpUHATLIX NAaKETOB A/IMHON OT 64 A0 1518 6aT BKAOUNTENBHO, UMEID-
LWMX HEBEPHYIO KOHTPOJIbHYIO CYMMY /IMBO C LLenbim Ynucnom 6aiT (owmbKm npo-
BEPKM KOHTPOJIbHOM cymMbl — FCS), ninbo c Heuenbim Yncnom 6aiT (owmbKm Bbipas-
HuBaHuA — Alignment).

Collisions

OugeHKa Konmyectsa KONM3ni Ha gaHHom Ethernet cermenTe.

Undersize Pkts

KonnuyecTso NpUHATLIX NAKETOB ANNHOM MeHblue 64 6alT (McKkaouan ppeitmoBble
6UTbI, HO BKNKOYAA BUTbI KOHTPOILHOW CYMMbI), HO B OCTaZIbHOM NPaBuabHO chop-
MMPOBaHHbIX.

Oversize Pkts

KoanuyecTBo NpUHATLIX NaKeToB ganHoOM 6onblie 1518 6aiT (Mcktovas ppenmoBble
6UTbI, HO BKNKOYAsA BUTbI KOHTPOJIbHOW CYMMbI), HO B OCTa/IbHOM NPaBuIbHO chop-
MWPOBaHHbIX.

KonnyecTso NpUHATLIX NAaKETOB AANHOMN MeHblue 64 6alT (McKkaouan dpeitmoBble
6UTbI, HO BKNKOYAA BUTbI KOHTPOILHOW CYMMbI), UMEIOLLMX HEBEPHYH KOHTPONbHYIO

Fragments o o
CyMmy 60 C LenbIM YUCNOM BalT (OLMBKM NPOBEPKM KOHTPONbHOM cymmbl — FCS),
NMbo ¢ HeuenbiM Ynciom 6aiiT (owmnbKku BbipaBHMBaHUA — Alighment).
Ko/nmyecTBo NpMHATLIX MaKeToB ANMHON 6onblue 1518 6alT (McKkntovan dpeimoBble
Jabbers 6UTbl, HO BK/ItOYas BUTbI KOHTPO/IbHOM CYMMbI), UMEOLNX HEBEPHYIO KOHTPObHYHO
CyMMy 160 C Luenbim Ynciom 6anT (oWmMBKM NPOBEPKN KOHTPOAbHOM cymmbl — FCS),
nmbo c Heuenbim Yncnom 6aiT (owmbKM BbipaBHMBaHMA — Alignment).
64 Octet KonnuyecTBo NpUHATLIX NAaKeTOB (BK/toYan Naoxue nakeTbl) gsnHon 64 6alita (mc-

Knto4yas GppelrimoBbie BUTbI, HO BKIOYAA 6UTbl KOHTPOJIbHOM CYMMbl).

65 to 127 Octets

Konnyectso NpuHATLIX NAaKeToB (BKAKOYaA Naoxue nakeTbl) 4AnHOM oT 65 Ao 127
6aiT BKAOUNTENbHO (UCKAOYasa dpeimoBble BUTbI, HO BKIOUYaA BUTbl KOHTPOJIbHOM
CYMMbl).

128 to 255 Octets

KoanuyecTBo NpuHATLIX NAaKeTOB (BK/1OYan NoXMe NakeTbl) ganHoi ot 128 o 255
6aT BKNOUNTENBHO (MCKNtOYasa dpeirmoBble 6UTbI, HO BKtOYAsA BUTbl KOHTPOJIbHOM
CYMMBbl).

256 to 511 Octets

Konnuyectso NpuHATLIX NaKeToB (BKAKOUYaa Naoxue nakeTbl) AAnHom ot 256 ao 511
6aiT BKAOUUTENbHO (UCKAOYasa dpeimoBble 6UTbI, HO BKAOYan BUTbl KOHTPObHOM
CYMMBbl).

512 to 1023 Octets

KonnuyectBo NpUHATLIX NAaKeTOB (BKAlOYaa Naoxue nakeTbl) aavHon ot 512 o 1023
6aT BKNOUUTENBHO (UCKNOYasA dpeirmoBble 6UTbI, HO BKOYasA 6UTbl KOHTPOJIbHOM
CYMMbl).
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1024 to 1518 Octets

KonnuyectBo NpuHATLIX NAaKeTOB (BK/to4Yan Naoxue nakeTbl) ganHoi ot 1024 no 1518
6aiT BKNOUNTENBHO (UCKNOYasA dpeirmoBble 6UTbI, HO BKIOYAA BUTbl KOHTPOJIbHOM
CYMMBbl).

= [lokasaTb MHPOPMaALMIO MO rPYyNnam CTaTUCTUKKM gns nopTa 8:

consolef#show rmon collection stats gigabitethernet 1/0/8

Index Interface Interval Requested Samples Granted Samples Owner
1 1/0/8 300 50 50 Eltex
Tabnnuya 5.158 — OnucaHne pesynbTaTos
Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO NAEHTUOULMPYIOLLNIA 3aMnCh.
Interface Ethernet-uHtepdeiic, Ha KOTOpPOM 3anylLLUEH ONpoC.
Interval MHTepBan B CEKYHAAX MeXKAy Onpocamu.

Requested Samples

3anpoleHHoe KOJIMYeCTBO OTCYHETOB, KOTOPOE MOXKeT 6bITb COXpPaHeHOo.

Granted Samples

Pa3peweHHoe (OCTaBLIJEECﬂ) KONNM4YeCTBO OTCHETOB, KOTOPOE MOXKET 6bITb coxpa-
HEHO.

Owner

Bnageneu, AaHHOM 3anucu.

- lMoKa3aTb cHeTYMKHN HpOHYCKHOﬁ CHOCO6HOCTM,QHHprnﬂbICTaTMCTMKM 1

consolef#show rmon history 1 throughput

Sample set: 1 Owner: MES
Interface: gil/0/1 Interval: 1800
Requested samples: 50 Granted samples: 50
Maximum table size: 100
Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
Tabnunua 5.159 — OnucaHne pesynbTaTos
Mapamemp OnucaHue
Time [aTta v Bpema co3gaHua 3anucu.
Octets KonmuectBo 6aiT gaHHbIX (BKAOYas 6aiTbl NAOXMX MAKETOB) MPUHATLIX U3 CETU (MCKAtOYas
dpelimoBble 6UTbI, HO BKAOYAA BUTbI KOHTPOLHOW CyMMBbI).
Packets KonnyecTBo NpuHATLIX NAKeTOB (BKAOYAA NJOXME NaKeTbl) B TeueHUe neprmona Gpopmupo-
BaHMA 3anucw.
Broadcast Konnuyectso NpUHATLIX XOPOLLMX NAaKETOB B TeYeHMe nepmoa GpopmmpoBaHma 3anuncu
HanpaB/ieHHbIX Ha LUMPOKOBELLATEIbHbIE aApeca.
Multicast KonnyecTBO NPUHATLIX XOPOLLMX NAKETOB B Te4eHMe nepmoaa GopMMUPOBaHUA 3aMmCK
HanpaB/ieHHbIX Ha MHOroagpecHble agpeca.
OueHKa cpeaHelt NponycKHOM cnocobHOCTM GU3NYECKOro YPOBHA Ha AaHHOM UHTepdelice
Utilization B Te4yeHne nepnona GopmupoBaHuMa 3anmcu. NponyckHaa cnocobHOCTb OLeHNBAETCA BENU-
YMHOWM A0 TbICAYHOM NPOLEHTA.
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KonnyecTso NpUHATLIX B Te4eHUe nepmnosa GopmMrMpoBaHUA 3anNncK NakeTos AAMHONM OT 64
40 1518 6aiT BKAOYMUTENBHO, MMEIOLMX HEBEPHYIO KOHTPO/IbHYO CYyMMY ANBO0 C Leabim

CRC Align . o
ynciom 6anT (OWMBKM NPOBEPKU KOHTPObHOM cymmbl — FCS), nnb0o ¢ Heuenbim Yuciom
6aiT (oWKMBKK BbipaBHMBaAHMA — Alignment).
Collisi OueHKa KonnyecTsa KoNM3nii Ha AaHHom Ethernet cermeHTe B TeueHue nepnoga dopmu-
ollisions

poBaHMA 3anuncu.

Undersize Pkts

Ko/imyecTBo NpMHATLIX B TeYeHne nepmosa Gopm1MpoBaHMA 3anncu NaKeToB AANHON
MeHbLUue 64 6ainT (McKkaoyana dperimoBble 6UTbI, HO BKOYan BUTbl KOHTPO/IbHOM CYMMblI),
HO B OCTa/IbHOM NPaBUIbHO CHOPMMUPOBAHHBIX.

Oversize Pkts

KonnyecTBo NpuHATLIX B TeueHue neprmoga GopmmpoBaHMA 3annMcu NakeToB AIMHOMN
6onblue 1518 6aliT (McKkAtoYan ppeimoBbie BUTLI, HO BKIOYAA BUTbI KOHTPOIbHOW
CYMMbI), HO B OCTa/IbHOM NpPaBU/IbHO CHOPMUPOBAHHbIX.

Fragments

KonnyecTso NpuHATLIX B Te4eHne nepmosa GopmMrpoBaHMa 3anmncu NaketTos 4ANHOM
MeHbLlle 64 6aNnT (McKkaoYana ¢pelrimoBble 6UTbI, HO BKAKOYAA GBUTbI KOHTPOIbHOM CYMMbI),
NUMEIOLLMX HEBEPHYIO KOHTPOJIbHYIO CYMMY NGO C LeabiM Yncaom 6aiT (ownbku npo-
BEPKM KOHTPOJIbHOM cymMbl — FCS), nnbo c Heuenbim unciom 6aiT (oWM6KM BbipaBHUBa-
HuA — Alignment).

Jabbers

KonmyecTBo NpuHATLIX B TeYeHne nepruosa GpopmupoBaHMA 3anncy NakeTos ANHOM
6onblie 1518 6anT (Mckaouana dperimoBble 6UTbI, HO BKAOYAA BUTbI KOHTPOIbHOM
CYMMbI), UMEIOLLMX HEBEPHYH KOHTPO/IbHYIO CyMMY B0 C LLeNbIM YMCIOM 6aliT (OWmMBKK
NPOBEPKU KOHTPObHOW cyMmmbl — FCS), nMbo ¢ HeuenbiMm Ynciom 6ainT (OWNBKK BbipaBHU-
BaHua — Alignment).

Dropped

Ko/sinuecTBo 3a4eTEKTMPOBaHHbIX COBbITUIA, KOraa nakeTbl 6blIM OTOPOLLIEHbI B TEYEHME ne-
proaa GOpMMPOBAHUA 3aMmUCH.

= [loka3aTb CBOAHYIO TabMLy CUFHANOB TPEBOTHU:

console#show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabnunua 5.160 - OnucaHue pe3ynbTaToB

Mapamemp OnucaHue
Index NHAEKC, YHUKAbHO MAEHTUDMLMPYIOLLMIA 3aMKCb
oID OID KoHTpOonpyemoi nepeMeHHoM
Owner Monb3oBaTtenb, CO34aBLUNIN 3aMUCh.

console#show rmon alarm 1

Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128

Interval: 30
Sample Type:
Startup Alarm:
Rising Threshold:

delta
rising

8700000

Falling Threshold: 78
Rising Event: 1
Falling Event: 1
Owner: CLI
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Tabnunua 5.161 - OnucaHue pesynbTaTos

Mapamemp

OnucaHue

OID

OID KOHTPO/IMPYEMOI NEPEMEHHOMN.

Last Sample Value

3HayeHMe NnepeMeHHON Ha nociegHeM KOHTPOAbHOM UHTepBane. Ecan metog otbopa ne-
pemeHHbIx absolute — To 3To abcontoTHOe 3HaYeHne nepemeHHoi, ecam delta — To pas-
HUUa meXay 3Ha4YeHnaAmu nepemeHHon B KOHUE U B Ha4a/1ie KOHTPOJIbHOTo MHTepBaa.

Interval

MHTepBan B CEKYHAAX, B TEUEHME KOTOPOrO AaHHble OTOMPAIOTCA U CPaBHUBAKOTCA C BEPX-
Hel U HUXKHEN rpaHnLamu.

Sample Type

MeTopg, 0T60pa YKa3aHHbIX NepeMeHHbIX U NoAcyYeTa 3HaYEHUA ANA CPAaBHEHUA C rPaHK-
uamu. Metog absolute — abcontoTHoe 3HaueHMe BbIbpaHHOM NepemeHHoON byaeT cpas-
HEHO C FpPaHULEN Ha KOHUE uccaeayemoro nHTepeana. Metoz delta — 3HaueHue BbIGpaH-
HOW NepemeHHOoM Npu nocneaHem otbope 6yAET BbIUTEHO M3 TEKYLLEFO 3HAUYEHUSA, U pas-
HUUa ByAeT cpaBHEHa € rpaHMLaMM (pasHULA MeXAay 3HAYEHUSMU NEPEMEHHOW B KOHLE U
B Hayane KOHTPOJIbHOrO NHTEpPBana).

Startup Alarm

MHCTpYKUmA ana reHepaumm cobbiTin Ha NEPBOM KOHTPO/IbHOM MHTepBane. Onpeaenset
npasu/ia reHepaLMm aBapunHbIX COOLITUI ANA NepPBOro KOHTPOIbHOTO UHTEPBaaa NyTem
CpaBHEHWs OTOBPAHHOW NepemMeHHOM c 04HOM, INH6O 06emmm rpaHULLAMMU.

rising — reHepupoBaTb eaNHUYHOE aBapuitHoe cobbiTUe NO BOCXOAALLEN FpaHuLLe, ecnu
3HayeHne oTobpaHHOW NepeMeHHOM Ha NePBOM KOHTPO/IbHOM UHTepBase 6osbwem Anbo
paBHOM 3TOI rpaHuLLe.

falling — reHepupoBaTb egMHMYHOE aBapuitHOe cobbITHe MO HUCXOAALLEN rpaHuLe, eciu
3HayeHne oTobpaHHON NepeMeHHOW Ha NePBOM KOHTPO/IbHOM UHTEpPBasie MeHblue nbo
paBHO 3TOM rpaHuLe.

rising-falling — reHepupoBaTb eguHMUHOE aBapuitHoe cobbITE MO BOCXOAALLEN M/MAKN HUC-
xoAAwel rpaHuLe, ecnun 3HavyeHne oTobpaHHOM NepemMmeHHOM Ha NEPBOM KOHTPO/IbHOM
nHTepBane 6onblue NMBo paBHO BOCXOAALLEN FpaHuLLE, U/UAKM MeHbLIe NMBO paBHO HUCXO-
AAwen rpaHuue.

Rising Threshold

3HauyeHue BocxoaALLelt rpaHnLbl. Koraa sHauyeHne oTobpaHHOW nepemMeHHOoM Ha npeblay-
LeM KOHTPONbHOM MHTepBasne 6bin10 MeHblUe AaHHOM rPaHULLbl, @ Ha TEKYLLEM KOHTPO/Ib-
HOM MHTepBane 6onblem AM6O PaBHOM 3HAYEHUIO FPaAHWLLbI, TOTAA eAUHUYHOE cobbITHE
reHepupyertcs.

Falling Threshold

3HauyeHue HUCxodalLel rpaHuLbl. Korga 3HaveHne oTobpaHHOM NnepemeHHOoM Ha npeablay-
LLEM KOHTPOIbHOM MHTepBasie 6b110 60/blue AAaHHOW FPaHMLbl, @ Ha TEKYLLLEM KOHTPO/Ib-
HOM MHTEpBa/ie MeHblie NM60 PaBHO 3HAYEHMIO rPaHuLbl, TOF4a eAMHUYHOe cobbiTue re-
HepupyeTcs.

Rising Event MHAeKc cobbITUA MCNO/b3YHOLLErocs, KOr4a BOCX0AALLAA rpaHnLLa nepeceyeHa.
Falling Event MHAeKc cobbITUA MCNO/b3YHOLLEroca, KOr4a HUCXOAALWAnA rpaHMLa nepeceyeHa.
Owner Monb3oBaTesb, CO34aBLUMIA 3aNUCh.

= [lokasaTb Tabsmuy cobbITnin yaaneHHoro MoHuTopuHra RMON:

console#show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48

Tabnunua 5.162 — OnucaHue pesynbTaTos

Mapamemp OnucaHue
Index MHAEKC, YHUKANbHO NAEHTUOUUMPYIOLWNI cObbITHE.
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Description KommeHTapuit, onucbiBaowmin cobbiTue.

Tun yBeOMNEHUSA, FEHEPUPYEMOrO YCTPOMCTBOM MO 3TOMY COBbITUIO:
none — He reHepUpPoBaTb YBeAOMJIEHNS,

Type - log — reHepupoBaTb 3anuch B Tabauue,

- trap — otcbinatb SNMP trap,

- log-trap — reHepupoBaTb 3anucb B Tabanue n otcbinate SNMP trap.

Community Ctpoka coobuiectea SNMP ana nepecbinku trap.

Owner Monb3oBaTesb, CO34aBLIMI COObITUE.

Last time sent .
TWIA, TO 3TO 3HaAYeHUe ByAeT PaBHO Hy/O.

Bpems v gaTa reHepmpoBaHua nocnegHero cobbitms. Ecam He 6b110 creHepupoBaHo cobbi-

= [lokasaTb Tabauuy 3anmcelt yaganeHHoro moHutTopuHra RMON

console#show rmon log

Maximum table size: 100

Event Description Time

1 Errors Nov 10 2009 18:48:33

Tabnuua 5.163 — OnucaHue pesynbTaTos

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO MAEHTUOULMPYIOLNIA 3aNNCh.
Description KommeHTapuit, onvcbiBalowWmin cobbiTue.
Time Bpemsa co3gaHua 3anucu.

5.19.6 Cnucku goctyna ACL gna ynpaBneHua ycTpoimcTBom

MporpammHoe obecneyeHMe KOMMYTAaTOPOB MO3BOAAET paspewnTb AM6O OrpaHUuYMTb AO0CTYN K
ynpaB/ieHNo YCTPOMCTBOM Yepes onpegeneHHble MHTepdelicbl. s 3Tol Leam co3garoTca CMCKM A40CcTyna

(Access Control List, ACL) ons ynpasieHus.

KomaHObI pexcuma 2106a16H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobaibHoro KOHGUryprupoBaHus:

console (confiqg) #

Tabnnua 5.164 — KomaHgbl pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa 3HayeHue Aelicmeue
management access-list Co3spfaeT CNUCOK AOCTyNa AN ynpasaeHna. Bxog B peXum KoH-
name bUryprMpoBaHua cnvcka Aoctyna Ansa ynpasaeHus.
name: (1..32) cumBona
no management access-list YaanaeT cnMcok AocTyna ANs YyNpasieHus.
name
management access-class OrpaHn4MBaeT ynpasneHne ycTpoCTBOM MO onpeaeneHHoMy
{console-only | name} cnucky goctyna (access list). AKTUBMPYET yKasaHHbIM CNUCOK
goctyna.
name: (1..32) cumBona - console-only — ynpaBsneHue ycTpoMCTBOM A0CTYMHO TO/IbKO C
KOHCO/N.
no management access- OTMeHsEeT orpaHuyeHne Ha ynpasaeHue yCTPoMCTBOM No
class onpegeneHHoOMy CNMUCKy gocTyna (access list).

Ethernet-kommymamopsi MES1000, MES2000 173



HELTEX

KomaHObI pexcuma KoHguU2ypupo8aHusa crnucka docmyna 018 ynpasaeHus

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMMe KOHPUIyprpoBaHUA CNCKa A0CTyNa ANS ynpaBaeHus:

console (config) #management access-list eltex manag

console (config-macl) #

Tabnnua 5.165 — KomaHgbl pexxuma KoHPUrypnupoBaHMA CNMCKa JOCTYNa A5 ynpaBaeHus

KomaHda

3HayeHue

Aelicmeue

permit

[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vlan_id] [service service]

permit ip-source {ipv4_address | ipv6_address
|prefix_length}

[mask {mask | prefix_length}] [gigabitethernet
gi_port |

fastethernet fa_port |

port-channel group |

vlan vian_id] [service service]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094);
service: (telnet, ssh, snmp,
http, https)

3afaeT paspellatoLLiee ycioBMe ANA ynpas-
NAOLWEro CnucKa gocTyna.

B napameTpax ycnosus MoxeT 6biTb yKasaH
MHTepdeinc U NPOTOKOA AOCTYNa K YCTPOM-
cTay.

deny

[gigabitethernet gi port |
fastethernet fa_port |
port-channel group|

vlan vlan_id] [service service]

deny ip-source {ipv4_address | ipv6_address /
prefix_length}

[mask {mask | prefix_length}]
[gigabitethernet gi_port |

fastethernet fa_port |

port-channel group |

vlan vian_id] [service service]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094);
service: (telnet, ssh, snmp,
http, https)

3agaert 3anpeLyatoLiee yci0BMe 414 ynpas-
NAKOLLEro cnucka focTyna.

KomaHObi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnuua 5.166 — KomaHab! pexxuma Privileged EXEC

KomaHda

Aeiicmeue

show management access-list [name]

[oKa3blBaeT Cnncku A0CTyna Ana ynpasneHuA.

show management access-class

Moka3biBaeT I/IH(bOpMaLI,VIIO 06 aKTUBHbIX CMINCKAX AO0CTyna Ana ynpasneHuA.

5.19.7 Hactpoiika goctyna

5.19.7.1 Telnet, SSH, HTTP u FTP

[aHHble KOoMaHAbl

npeaHasHa4eHbl

AN HACTPOMKK

HemMy A5 MOHUTOPMHIA U KOHOUIYPUPOBAHMS.

cepBepoB  A0CTyna
KommyTaTtopom. Nogaepkka cepsepos TELNET n SSH kommyTaTtopom no3soasaeT yaaneHHO NOAKAKYATLCA K
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KomaHObI pexcuma 21060s16H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHGUIypupoBaHus:

console (confiqg) #

Tabnnuya 5.167 — KomaHgbl pexuma rnobanbHOro KOHGUrypmpoBaHus
3HayeHue/3HayeHue no

KomaHda

ymon4yaHuro

Aeiicmeue

ip telnet server

no ip telnet server

-/BKAIOYEHO

PaspewaeT yaaneHHoe KOHPUrypupoBaHUe yCTPOIMCTBA Yepes
Telnet.

3anpewaeT yaaneHHoe KOHPUrypmpoBaHue ycTpoicTBa yepes
Telnet.

ip ssh server

no ip ssh server

-/BbIK/IIOYEHO

PaspeluaeT yaaneHHoe KOHGUIypUpoBaHMe yCTpoicTBa yepes

SSH.

V [0 Tex nop, NoKa Kntoy Ana WndpoBaHUA He creHe-
puposaH, SSH-cepeep byaeT HaxoaUTbCA B pe3epse.
Mocne reHepauum Kntoua (Mcnonb3yemble KOMaHAbI
crypto key generate rsa u crypto key generate dsa)
cepBep nepeigeT B pabouee cocToaHue.

3anpeLaeT yaaneHHoe KOHGUIyprpoBaHue yCTpoicTea yepes
SSH.

ip ssh port
port-number

no ip ssh port

port-number:
(1..65535)/22

TCP-nopT, ucnonbsyemsbiii SSH-cepsepom.

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

ip ssh pubkey-auth

no ip ssh pubkey-auth

-/ucnonb3oBaHue ny6any-

HOrO KNko4Ya 3anpeweHo

PaspewwaeT ncnonb3oBaHWe Ny6ANYHOTO K/oYa ANA BXOOALNX
SSH-ceccui.

3anpeLaeT UCNONb30BaHME NY6AMYHOIO KtoYa A1A BXOAALLMX
SSH-ceccuit.

ip ssh password-auth

no ip ssh password-auth

-/BbIK/IIOYEHO

BkAtoyeHWe pexnma ayTeHTUdMKaumm no naponto

OTKAKOYEHME pekrnma ayTeHTUdUKaLMM Mo Naponto

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,

aes192, aes256, arcfour,
none)/paspeLueHsbl Bce
aNropuTMbl, KpOMe none

3afaeT CNMCOK paspeLleHHbIX aropUTMOB WKdpPoBaHMa s
cepsepa.

BoccTaHaB/IMBaeT CMMCOK PaspeLleHHbIX aaropuTMos LWindpo-
BaHWA NO YMONYAHMIO.

ip ssh kex methods

no ip ssh kex

methods: (dh-group-ex-
change-shal,
dh-groupi-shal)/
paspelueHbl Bce MeToabl

3a4aeT CNMCOK paspeLleHHbIX MeToA0B 06MeHa Kalouyamm ans
cepsepa.

BoccTaHaBnmBaeT cnmMcok pa3speleHHbIX aAropnuTmos obmeHa
KNKYaMu No YMO/THaHUIO.

crypto key pubkey-chain
ssh

-/Knto4 He co3aaH

BXog, B pemm KoHoUrypaumm nyb6aMyHoro Kawua.

crypto key generate dsa

leHepupyeT napy Kntoyelt DSA — yacTHbI U Ny6AUYHBIN gns
SSH-cepsuca.

Ecnu xota 6bl 0AMH U3 Napbl KAKOUei y:Ke co34aH, TO
V cucTema NpPeaoXKUT nepesanucaTb KoY.

crypto key generate rsa

FeHepupyeT napy Knoyen RSA —4acTHbI U Ny6AUYHbBIA ann

SSH-cepsuca.

V Ecnun xota 6bl 0AMH M3 Napbl KAOYel yKe co3aaH, To
cucTema NpeanoXKUT nepesanncartb K.

ip ftp server

no ip ftp server

-/FTP-cepBep BK/lOYEH

Bkntouyaet FTP-cepsep

OTkntovaet FTP-cepsep

ip http port port

no ip http port

port: (1..65535)/80

3apaet nopt HTTP-cepBepa

BoccTaHaBnmBaeT 3HaveHue no YMON4YaHUIO

ip http secure-port port

no ip http secure-port

port: (1..65535)/443

3apaet nopT HTTPS-cepBepa

BocctaHaBnvBaeT 3HaveHue no yMon4aHuUto

ip http secure-server

no ip http secure-server

-/HTTPS-cepBep BbiK/OUEH

Bkntoyaet HTTPS-cepsep

Bbikntoyaet HTTPS-cepBep

ip http server

-/HTTP-cepBep BK/OYEH

Bkntoyaet HTTP-cepsep

V OTKAIOYEH B peXxunme cteka.
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no ip http server Bbikntovaet HTTP-cepsep

ip http timeout-policy sec- 3agaet TalimayT HTTP-ceccum

onds seconds: (0..86400)/600

no ip http timeout-policy BoccraHaBnuBaeT 3HaYeHMe N0 YMONYAHUIO

Onpepenset akTUBHbIW HTTPS-cepTudmKkat
- number — Homep HTTPS-cepTudmKaTa

Ip https certificate number: (1, 2)/1

crypto certificate number leHepupyeT SSL-cepTudukar

number: (1, 2)

generate - number — Homep HTTPS-cepTndukata
crypto certificate number MmnopTupyet SSL-cepTMdUKaT, HA3HAYEHHbII LLEHTPOM CEPTU-
import number: (1, 2) duKaumm

- number — Homep HTTPS-cepTudumKaTa

/ Knioun, creHepupoBaHHble KomaHgamum crypto key generate rsa u crypto key generate dsa,
COXPaHAIOTCA B 3aKPbITOM ANA NoNb30oBaTena ¢aiine KOHPUrypauuu.

KomaHObI pexcuma KoHgpu2ypuposaHUs nybauYHo20 KAr4d

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexxume KoOHPUrypupoBaHUa ny6anyYHOro Katova:
console#configure

console (config) #crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnnua 5.168 — KomaHab! pexxuma KoHPUrypnupoBaHMa Ny6ANMYHOIO Ktoya

KomaHoa 3HaueHue Aeiicmeue
user-key username {rsa|dsa} Bxof, B peXXum co3gaHua MHAMBKUAYANbHOTO Ny6aMYHOrO
KAtoya.
username: (1..48) - rsa — co3gatb RSA-kntoy;
CMMBO/10B - dsa — co3gatb DSA-kAtou.
no user-key username Yaanaer nybanyHblli KAoY gaa onpeaeneHHoro nosb3osa-
Tena.

Bua 3anpoca KOMaHAHOM CTPOKM B PEXKUME CO34aHNA MHAUBUAYANbHOMO NYBANYHOrO Ktoya:

consolet#configure

console (config) #crypto key pubkey-chain ssh
console (config-pubkey-chain) #user-key eltex rsa
console (config-pubkey-key) #

Tabnnua 5.169 — KomaHgbl pexxuma co3gaHns MHANMBMAYANbHOTO Ny6AMYHOro Kntoya

KomaHoa Aelicmeue
key-string Co3gaeT nybAnYHbIN KN4 414 onpeseneHHoro nosib3osaTens.
key-string row key-string Co3paeT ny6IMYHbIN KN4 ANA onpeaeneHHOro noab3oBatensa. BBog Katoya ocyliectsaseTcs
NOCTPOYHO.

- key-string — 4yacTb Kntoyva.
[nsa Toro uto6bl cUCTEMA NOHAA, YTO K/lOY BBeA,EH NONHOCTbIO, HE06X0AUMO BBE-
cTn KomaHay key-string row 6e3 cumBonos.

KomaHOb! pexcuma EXEC

KomaHabl JaHHOro pasgena AOCTYMNHbl TONbKO ANA NPUBUAETMPOBAHHbIX nonb3oBaTesen.

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

176 Ethernet-kommymamopsi MES1000, MES2000



HELTEX

Tabnnua 5.170 — KomaHab! pexkuma EXEC

KomaHoa 3HaueHue Aeiicmeue
show ip ssh MokasbiBaeT KoHoUrypauuto SSH-cepBepa, a TakKe aKTUBHbIe
Bxoaawme SSH-ceccum.
show crypto key pubkey- username: (1..48) cumso- Mokas3sblBaeT ny6anyHble SSH-KNoUM, COXpaHeHHble Ha KOMMY-

chain ssh [username
username] [fingerprint {bub-
ble-babble | hex}]

N0B.

Mo ymonuyaHuio oTneyaTok

K/IH0Ya B WeCTHaAuaTepuy-
HoM dopmarTe.

TaTope.

- username — UMA y4aneHHOTO K/NEHTa;
- bubble-babble — otneuatok kntoua B Koge Bubble Babble;
- hex — oTneyaTok Kto4ya B WECTHaALATEPUYHOM Koe.

show crypto key mypubkey
[rsa | dsa]

MokasbiBaeT nybanyHble Katoun SSH-kommyTaTopa.

show crypto certificate my-
certificate [1]2]

OTobparkaet SSL-cepTudmKaTtbl ana HTTPS-cesepa

show ip http -

OTobpaxkaeT coctoaHue HTTP-cepeepa

show ip https -

OTobparkaet coctosiHue HTTPS-cepsepa

[pumepbl 8b1M0AHEHUS KOMAHO

= Bkatountb cepsep SSH Ha KommyTaTope. PaspelmnTb UCnoNb30BaHWE NMYBANYHbIX KAOYeln.
Cospaatb RSA-kntou ans nonb3osaTtena eltex:

console#configure
console (config) #ip ssh server

console (config) #ip ssh pubkey-auth

console (config) #crypto key pubkey-chain ssh

console (config-pubkey-chain) #user-key eltex rsa

console (config-pubkey-key) tkey-string AAAAB3NzaClyc2EAAAADAQABAAA-
BAQCVTNRWPW1Al4kpgIw9IGBRoNZQZxjHKcgKL6rM1Q+ZNXfZS~
kvHG+QusIZ/76ILmFT34v7u7ChFAE+Vu4GRf-
PSWwoQUVV35LqJJk67I0U/zfw0Ol1gkTwml75QRIgHUTS6KWGN2QWXgh3ub8gDjTSamuSn/Wd051D

X2IEx~-

QWu081icglk02LYciz+Z4TrEU/9FIxwPiVQOjc+KBXuR0juNg5nFYsY0ZCkON/W9a/tnkmlshRE
7Di71+w3fNiOA6wWI044t6+AINEICBCCA4YcF6zMzaTlwef -
WwX6f+Rmt5nhhgdAtN/40Jfcel 66DgVX1gWmNzNR4DYDvSzg01DnwCAC8Qh

Fingerprint:

a4:16:46:23:5a:8d:1d:05:37:59:eb:44:13:09:33:e9

5.19.7.2 KomaHObI KOHpu2ypuposaHua mepmuHana

KomaHabl KOHOUIypMpoBaHMA TepMWHana CAy»KaT A1Aa HACTPOMKM MapameTpoB J/IOKa/NbHOM U

yAaHEHHOﬁ KOHCOU.

KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobasnbHOro KoOHOUrypnpoBaHusa:

console (config) #

Tabnnuya 5.171 — KomaHgbl pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa

Aelicmeue

line {console|telnet|ssh}

BX0g, B pesKMM COOTBETCTBYHOLLErO TEPMUHAA (/I0KaNbHanA KOHCO/Ib, YAaneHHan KOHCOIb —
Telnet nnu ypaneHHas 3awmiLeHHasa KoHconb — SSH).
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KomaHObI pexuma KOHgU2ypupos8aHus mepmuHana

Bua 3anpoca KOMaHAHOW CTPOKM B peXUme KOHPUTypnpoBaHMa TepMUHaNa
console#configure

console (config) #line {console| telnet|ssh}
console (config-line) #

Tabnnua 5.172 — KomaHab! pexxuma KoHPUrypupoBaHmMa TepMUHana

KomaHoa 3HayeHue/3HaveHue no Aeiicmeue
YMOAYAHUIO
speed bps YcTaHaBAMBAET CKOPOCTb A0CTyNa Mo JIOKa/bHOW KOHCOAU (Ko-
bps: (2400, 9600, 19200, | \anga gocTynHa TONbKO B pesKMME KOHUIYPHUPOBaHUA N0~
38407'57600' KaNbHOM KOHCOAMK).
115200)/115200 604
no speed YcTaHaBAMBAET 3HAYEHNE N0 YMOAYAHMUIO.
autobaud BKntouaeT aBTOMaTUYECKOE onpegenieHne CKOPOCTM JOCTyna
Mo NI0KaIbHOM KOHCO/IM (KOMaHAa AOCTYMNHA TO/IbKO B pexxume
-/BbIK/IIOYEHO KOHOUIYPMpPOBaHUSA JI0KANIbHOM KOHCO/IN).
no autobaud BbIKNtoYaeT aBTOMaTUYECKOe onpeaeneHne CKOpoCcTM 40CTyna
Mo IOKaNIbHOW KOHCOMN
exec-timeout minutes [sec- 3afaeT MHTepBas, B Te4EHNE KOTOPOro CUCTEMA OXKMaaeT
onds] minutes: (0..65535) muH; | BBoga nosb3oBaTens. ECM B TeUYEHWE 4aHHOTO MHTEpPBaNa
seconds: (0..59) cek/ No/b30BaTeNb HUYEro He BBOAWUT, TO KOHCOb OTK/AKOYAETCA.
10 muHyT
no exec-timeout YcTaHaBAMBaET 3HaYeHMeE N0 YMOYAHWIO.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 5.173 — KomaHap! pexkuma EXEC

KomaHoa Aelicmeue

show line [con-

Moka3sbiBaeT NapameTpbl TepMUHaNa.
sole|telnet|ssh] P P P

5.20 XypHan aBapui, npotokon SYSLOG

CuctemHsble XKYpPHa/sibl NO3BONAKOT BECTU UCTOPUIO CO6bITVIl7|, npounsoweauwnx Ha yCTpOl\;ICTBe, a TaKXe
KOHTPO/IMPOBATb npousowlealine cobbiTnA B peanbHOM BpemeHu. B KypHan 3aHocATcA cobbITMA cemm
TUNOB: l-I|:)e3BbI‘-Ial7|Hbl(z_‘, CUrHanbl TpeBorn, Kputnyeckne n He Kputnyeckume OLUM6KM, npeaynpexageHua,
yBeaomneHwums, VIHd)OpMaLJ,MOHHbIe M OTNnago4Hble.

KomaHObI pexcuma 2a06asab6HolU KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKK B pexume rnobanbHOM KoHdUrypaumm:

console (config) #
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Tabnnuya 5.174 — KomaHgb! pexuma rnobanbHon KoHbuUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

logging on

no logging on

- /pernctpaums BrAOYEHa

BK/tOYaeT pernctpaumio oTaagouHbIX cooblieHniA 1 cooblue-
HUI 06 owmnbKax.

BbIK/IIOYAET PerncTpaLmio OTAaA04uHbIX COOBLLEHNI U coobLLe-

HUI 06 owmnbKax.

V Mpu BbIKNIOYEHHOI perucTpauumn oTnagouHble coob-
weHMa n coobuweHns o6 owmbkax 6yayt nepepa-
BaTbCA Ha KOHCOb.

logging host {ip_ad-
dress[host}

[port port] [severity level]
[facility facility] [descrip-
tion text]

no logging host {ip_ad-
dress[host}

host (1..158) cumBonos;
port: (1..65535)/514;
level: (cm. Tabn. 6.101);

facility: (localO..local7)/ lo-
cal7;

text: (1..64) cumBona

Bk/toyaeT nepesady aBapUnHbIX U OTNAL0YHbIX COOBLEHMI Ha
yaaneHHblt SYSLOG-cepsep.

- ip_address — IPv4 nnwn IPv6-appec SYSLOG-cepBepa;

- host — ceTeBoe nma SYSLOG-cepsepa;

- port — Homep NopTa A4/1A Nepesayn coobLLEeHW NO NPOTOKOY
SYSLOG;

- level — ypoBeHb BaXKHOCTM COOBLWEHNN, NepesaBaeMbiX Ha
SYSLOG-cepsep;

- facility — ycnyra, nepegaBaemas B COObLEHNAX;

- text — onncaHune SYSLOG-cepsepa.

Ypanaer BblbpaHHbI cepBep M3 CMWCKA WMCNO/b3yemblx
SYSLOG-cepBeposB.

logging console /evel

no logging console

level (cm. Tabn. 5.175)/ in-
formational

BKntouaeT nepeayvy aBapuUmnHbIX MAN OTNAL0YHbIX COOBLWEHNI
BbIOPAHHOIO YPOBHA Ba*KHOCTU HA KOHCO/b.

BbIkntoyaeT nepenayy aBapuHbIX AU OTNAA0YHBIX coobLye-
HWIM Ha KOHCONb.

logging buffered [sever-
ity-level]

no logging buffered

level (cm. Tabn. 5.175)/ in-
formational

Bk/itovaeT nepegayvy aBapuiHbIX MAN OTNAZ0UHBIX COOOLLLEHMI
BbIOPAaHHOrO YPOBHA Ba*XHOCTU BO BHYTPEHHUI bydep.

BbIkntouaeT nepesady aBapuiiHbIX MU OTNAAOYHbIX coobLLe-
HWI BO BHYTPEHHUI bydep.

logging buffered size size

no logging buffered size

size: (20..400)/200

M3MeHAET KONMYECTBO COOBLLEHNIA, 3aNOMMHAEMbIX BO BHYT-
peHHem bydepe. HoBoe 3HayeHue pasmepa bydepa npume-
HWTCA Noce nepesarpyskun ycTpoicTea.

YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

logging file level

no logging file

level (cm. Tabn.
5.175)/errors

BKntouaeT nepenayvy aBapuUnHbIX UAN OTNAL0YHbIX COOBLWEHNI
BbIOPAHHOIO YPOBHA BaXXHOCTU B dalin xypHana.

Bbik/ntovaeT nepesady aBapuiiHbIX AW OTAALO4YHbIX coobLue-
HWUI B daitn RypHana.

aaa logging login

3aHOCKTb B XYpHasbl CObbITUA ayTeHTUdMKAL MK, aBTOPU3aLUU
nyyeta (AAA).

-/BKAOYEHO
X . He 3aHOCUTb B }KypHa/ibl COObITUA ayTEHTUPUKALLMK, ABTOPU3a-
no aaa logging login
UK 1 yyeta (AAA).

logging events span- BKkAtoyaeT perucrpauumio M3MeHeHua cTatyca uHTepdeiicos B
ning-tree STP.
port-state-change

-/BKNIOYEHO

no logging events span-
ning-tree
port-state-change

OTKNIOYaeT perucTpaLmio M3MeHeHUs cTaTyca uHTepdelicos B
STP.

logging events span-
ning-tree topol-
ogy-change

logging events span-
ning-tree topol-
ogy-change

-/BbIKAOYEHO

BKntouaeT pernctpaumo M3ameHeHui Tonoaormm B STP.

OTKNIOYaET PerucTpaLmio U3MeHeHU Tononorum B STP.

file-system logging {copy
| delete-rename}

no file-system logging
{copy | delete-rename}

-/perucrpaums BraloYeHa

BKatouaeT pernctpaymio cobbiTnin GanaoBoi cuctemsl.

- COpY — perucTpaumsa coobLeHui, CBA3aHHbIX C onepauuamm
KONMpoBaHWUA Gpaiinos;

- delete-rename — pervcrpaumsa coobLeHuUIi, CBA3aHHbIX C yaa-
neHnem ¢alinos u neperMmeHoBaHMEM Onepauuii.

BbIKNtoYaeT permcrpaumio cobbiTuii GpainnoBoi cuctemol.
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management logging
deny

no management logging
deny

-/perncTpaums BraYEHa

Bk/touaeT permctpaumio cobbiTUiA LOCTYNA ynpaBaeHus.

BbIK/lOYAET perncTpaunto cobbITMii 4ocTyna ynpasaeHus.

logging aggregation on

no logging aggregation on

BKAtoyaeT KOHTPO/Ib arperaumm syslog-coobuieHuni.

OTKAtoyaeT arperaumio syslog-coobuieHuni.

logging aggregation ag-
ing-time sec

no logging aggregation
aging-time

sec: (15..3600)

YcTaHaB/IMBaeT BpeMsa XpaHeHUa crpynnmupoBaHHbIx syslog-co-
obueHni.

YcTaHaBAMBAET 3HAYEeHUE No YMO4YaHUIO.

logging cli-commands

no logging cli-commands

Mo ymonyaHuio BegeHune
yuyeTa 3anpeLLieHo

PaspelwaeT BegeHuWe yyeTa (akKayHTa) AN BBeAeHHbIX B CLI Ko-
MaHA.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

logging service cpu-rate-
limits traffic

no logging service cpu-
rate-limits traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local,
arp-switch-mode, arp-in-
spection, stp-bpdu, other-
bpdu, dhcp-snooping,
dhcpvb-snooping,
igmp-snooping, mld-snoop-
ing, sflow, log-deny-aces,
vrrp)/-

BK/IlO4aeT KOHTPO/Ib OrPaHUYEHMUA CKOPOCTU BXOAALLMX bpeit-
MOB A/1 OnpeaesIeHHOro Tuna TpaduKa.

OTKAtoYaeT NornpoBaHme

logging service watchdog

no logging service
watchdog

-/BKNIOYEHO

BkntoyaeT normposaHue cobbituin oT watchdog

OTKAtoYaeT normposaHue cobbiTuii oT watchdog

Kaxkpoe cooblieHre MMeeT CBO YPOBeHb BaxHOCTH, B Tabanue 5.171 npuseaeHbl TUNbI coobLweHuiA
B nopaaKe ybbiBaHUA UX BaXKHOCTU.

Tabnuua 5.175 — Tunbl BasKHOCTN COOBLLEHUI

Tun eaxcHocmu coo6- OnucaHue
weHuli
YpesebiyaliHbie B cucteme npousoluna Kputuyeckas owmnbka, cuctema moxeT pabotaTtb Henpa-

(emergencies)

BU/IbHO.

CueHasel mpesoau
(alerts)

HeO6XOAMMO Hemeg/eHHOe BMeLaTe/1IbCTBO B CUCTEMY.

Kpumud4eckue (critical)

B cucrteme npounsowna Kputndeckan owmnbKa.

OwuboyHsle (errors)

B cucteme npousowna owmnbKa.

Mpedynpexdenus MpeaynpexaeHue, HeaBapuimHoe coobleHne
(warnings) peaynpexa, 2 p L, .
YseoomneHus .
I YBegomieHme cMcTembl, HeaBapuiiHoe coobuieHue.
(notifications)
NHpopmayuoHHbIe
. op .u MHbOopMaLMOHHbIE COOBLLEHNA CUCTEMDI.
(informational)
OmnadoyHsble OTnafouHble cO0bLWEHNs, NPeAOCTaBAAT NOb30BaTENO MHPOPMALUUIO ANS KOp-
(debugging) PEKTHOM HAaCTPOMKU CUCTEMBbI.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#
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Tabnunua 5.176 — KomaHga pexuma Privileged EXEC ana npocmoTpa daiina KypHana

KomaHoa Aelicmeue
clear logging Ypansaet Bce coobueHns us BHyTpeHHero bydepa.
clear logging file YpanseT Bce coobuieHnsa us daiina KypHana.
show logging file OTob6parkaeT COCTOSHME KYpPHa/ia, aBapuiiHble U OTNaf04Hble COODOLWEHMA, 3aNNCaHHbIE B

daitne KypHana.

show logging OTOo6parkaeT COCTOAHME KypHaNa, aBapuiiHble U OTNAZL04YHblE COOBLLEHUA, 3aNUCaHHble BO
BHYTpeHHeM bydepe.

show syslog-servers OTOobparkaeT HaCTPOMKN ANA yaaNnéHHbIX syslog-cepBepos.

[pumepbl UC016308AHUS KOMAHO

= BK/IOUYAUTL perncrpaumio owmnboUHbIX COOBLLEHNIA HAa KOHCON:
console#configure

console (config) #logging on
console (config) #logging console errors

= OuynuctuTb Pain KypHana:
console#clear logging file

Clear Logging File [y/nly
5.21 Cepsuc watchdog

,ﬂ,aHHblﬁ CepPBUC NO3BOJIAET NONy4aTb MHd)OpMaLI,MPO O 3aBNCAaHNUN CUCTEMHDbIX NPOoL,EeCCOB KOMMY-
TaTopa VI/MI'IM dBTOMATUYECKUN Nepe3arpyxatb yCTpOﬁCTBO B TaKUX CUTyalumnAx.

KomaHObI pexcuma 2a06anab6HolU KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe r106anbHOM KOHPUIypaLmm:

console (config) #

Tabnuua 5.177 — KomaHab! pexuma rnobanbHo KoHOUrypaumm

3HayeHue/3Ha4yeHue no .
KomaHoa / Aeiicmeue
YMOAYAHUIO

service watchdog BkntoyaeT cepsuc watchdog.

" -/BbIK/OYEHO
no service watchdog BbikntovaeT cepBuc watchdog.
service watchdog hw-timer BKntoyaeT annapaTHbIN pexxnum paboTbl cepsuca. B AaHHOM
pexunme cepsuc watchdog pearmpyeT To/bKO Ha NONHOE 3aBU-
caHue agpa OC KommyTaTopa v nepesarpyyaeT ycTpoicTBo.

Ucnonb3oBaHUe AaHHOrO peXKuma paboTbl He peKo-
-/BKAi04eHO V meHAyetca 6e3 npeaBapUTeNbHOU KOHCYNbTaL UM C
TEXHUYECKOI NoAAEPIKKON.
no service watchdog hw- BbIkNtoYaeT annapaTHbli pexkum paboTbl cepBuca.

timer
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service watchdog sw-timer BK/toYaeT NporpaMmHbIi pexmMm paboTbl cepauca.
{reload | logging-only } - reload — B cnyyae ob6HapyKeHWa 3aBMCaHMA Kakoro-n1mbo cu-
CTEMHOrO NpoLecca KOMMYTaTopa NepesarpysKaeT yCTPoUCTBO
C KPaTKMM BbIBOAOM MHPOPMaLMK O 3aBUCLLEM MpoLLECCe.
Ucnonb3oBaHue napametpa reload He pekomeHay-
V eTcA 6e3 npeaBapUTEIbHOU KOHCYIbTaLMK C TEXHU-
YecKoh NoAAepPKKON.

/reload - logging-only — B cniyuae o6HapyKeHWs 3aBUCaHNA KaKoro-
Nnbo cMcTeMHOrO NpoLecca KOMMYTaTOPa COXPaHAET B Hep-
roHe3aBMCMMYIO MaMATb CBEAEHMA O 3aBUCLLIEM NpoLecce.
KommyTaTop He nepesarpyaetca.
no service watchdog sw- OTKANOYaeT NporpaMmHbIi pexxmum cepsuca watchdog.
timer {reload | logging-
only}

KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KOMaHAHOM CTPOKM UMEET BUL,:

console#

Tabnunua 5.178 — KomaHgb! pexuma privileged EXEC

3HayeHue/3HayeHue "
KomaHoa / Aelicmeue
1o yMmon4aHuio

show watchdog - OTobparkaeT cocTosHUe cepsuca watchdog.

5.22 3epKanuposaHue (MOHUTOPUHT) NOPTOB

®YHKUMA 3epKa/IMpOBaHWA MOPTOB MpefHa3HayYeHa AN KOHTPO/A CceTeBOro TpaduKa nyTem
MepecblIKU KOMUI BXOAAWMX U/UAM UCXOLALLMX MAKETOB C O4HOMO WM HECKONbKUX KOHTPOAMPYEMbIX
MOPTOB Ha OAMH KOHTPOJIMPYIOLWMIA NOPT.

Mpwu 3epkanupoBaHumn 6onee ogHoro ¢usnueckoro nHTepdeiica BO3MOXKHbI notepu Tpadmka.
OTCyTCTBME NOTEPb rapaHTUPYeTCA TO/NbKO NpPU 3EpPKA/IMPOBAHUU OAHOro ¢uU3nYecKoro
uHTepdeiica.

K KOHTpoAMpytowemy NopTy NPUMEHAIOTCA CieaytoLLne orpaHUYeHUs:

MopT He MOXKeT BbITb KOHTPOAUPYHOLLMM U KOHTPOIMPYEMbBIM NOPTOM OZHOBPEMEHHO;
MopT He MOXKeT BbITb YNEHOM FPYMMbl NOPTOB;

— IP-uHTepdeiic fonKeH OTCyTCTBOBATL ANA 3TOrO NOPTa;

— MpoTtokon GVRP aonKeH 6bITb BbIKAKOYEH Ha 3TOM MOPTY.

K KOHTPOIMpyEMbIM NOPTAM NPUMEHAIOTCA Cheayowmne orpaHn4YeHunaA:

— TopT He MOKeT 6bITb KOHTPOANPYIOLWUM Y KOHTPOIMPYEMbIM NOPTOM O4HOBPEMEHHO;

KomaHObI pexcuma 2a06asnab6Hol KoOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasibHoM KoHbUrypaumm:

console (config) #
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Tabnnua 5.179 - KomaHgb! pexxknuma rnobanbHon KoHbUrypaumm

3HaveHue/3Ha4yeHue no "
KomaHoa / Aelicmeue
YMOAYAHUIO
3apaeT pexum paboTbl nopTa
port monitor mode {moni- . - monitor-only — ppeimbl, NocTynatowme Ha NopT, otbpacbisa-
-/monitor-only .
tor-only | network} oTCS;
- network — no3sosifeT BecTM 06MeH AaHHbIMU.
port monitor remote vlan
. . OnpegenexHne VLAN ana yaaneHHOro MOHUTOPUHTra.
vlan_id [tx]|rx] vlan_id: (1..4094)
no port monitor remote
P YpaneHune VLAN gnAa yaaneHHoOro MOHUTOPUHrA.
vlan [tx]|rx]

KomaHObI pexcuma KoHguaypuposaHus uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexxnume KoHPUrypuposaHma nntepoeiica Ethernet:

console (config-if) #

JaHHble KOMaHAbl He/lb3A BbIMNOJIHATL B PeXKume KOHGUrypuposaHuaA AuanasoHa UHTep-
e deiicos Ethernet.

Tabauua 5.180 - KomaHabl OCTyMNHblE B peXkume KoHUrypuposaHus nHtepdelica Ethernet

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
yMOAYaHUIO
port monitor {gigabitether- BkAtoyaeT GpyHKLMIO MOHUTOPMHIA HA HAaCcTPanBaeMoM UHTep-
net gi_port | deiice. [laHHbIN UHTEpdelic ByaeT KOHTPOUPYIOLLMM NOPTOM
fastethernet fa_port} ON1A YKa3aHHOTO B KOMaHAe KOHTPO/IMpyeMoro nopra.
[rx|tx] - gi_port/fa_port — KOHTPOANPYEMbIiA NOPT;
- X — KOMMPOBaTb NaKeTbl MPUHATbIE KOHTPOAUPYEMbBIM NOP-
TOoM;
gi_port: (1..3/0/1..28); - tX — KONMpoBaTb NakeTbl, NepefaHHble KOHTPOJIMPYEMbIM
fa_port: (1..3/0/1..24). nopTom;

an OTCYTCTBMU NapameTpa rx/tx C KOHTpO/Inpyemoro nopTta
KOMUPYHOTCA BCE NAKETbI.

no port monitor {giga- BbIKktoYaeT GpyHKLMIO MOHUTOPUHIA Ha HAaCTPaMBaeMOM WH-

bitethernet gi_port | Tepoelice. faHHbl nHTepdeiic 6onblie He byaeT KOHTPOU-

fastethernet fa_port} pYIOLLMM NMOPTOM AJ/1A YKa3aHHOTO B KOMaHAE KOHTpoanpye-
MOro nopTa.

port monitor vlan vian_id BkAtoYaeT GpyHKLMIO MOHUTOPMHIA HA HACTPaUBAEMOM UHTEP-

deiice. [laHHbIN UHTEpdENC ByAeT KOHTPOUPYIOLLMM NOPTOM
O yKasaHHoi VLAN.

V MopT MOHMTOPUHIa He J0MKEH NPUHAANENKATD K
HacTpamsBaemoii VLAN.

MoHuTopuHr VLAN moxKeT 6biTb BK/IIOYEH UL B
V TOM C/lyuyae, ec/iv B CUCTeMe HaCTPOEHO He 6onee
OAHOro KOHTPO/ZIMPYIOLLLEro NopTa.

vlan_id: (1..4094)

/1 Ecv KOHTPO/IMPYIOWMIi NOPT HACTPOEH paHee, TO
TONbKO 3TOT NOPT MOXKET 6bITb MCNONb30BaH ANA MO-

HutopuHra VLAN.
no port monitor vian Ypaanaet ykaszaHHyto VLAN 13 MOHUTOpPUHTA.
vlan_id
port monitor remote BktoyaeT GyHKUMIO yAaNEHHOTO MOHUTOPUHIA HA HAacTpauBa-
eMoMm uHTepdelice.
no port monitor remote i BbikntoyaeT GpyHKLMIO yAaNEeHHOrO MOHUTOPUHIA HA HacTpau-

BaemMoM MHTepdeiice.
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KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cneaytowmii Bua;

console>

Tabnnua 5.181 — KomaHabl, AocTynHble B pexume EXEC

KomaHoa Aelicmeue

show ports monitor BbIBOAWUT MHPOPMALMIO NO KOHTPOJIMPYIOWMM U KOHTPOIMPYEMbIM NMOPTaM.

[pumepbl 8b1M0HEHUS KOMAHO

= YctaHoBuTb 13 Ethernet nHtepdeic KoHTponnpyowmum ansa 18 nHtepdeinca Ethernet. Becb
Tpaduk c 18 uHtepodeiica nepenasatb Ha 13.

consolef#configure
console (config) #interface gigabitethernet 1/0/13
console (config-if) #port monitor gigabitethernet 1,/0/18

= BbIiBECTU MHHOPMALMIO MO KOHTPOIMPYIOLWMM U KOHTPOANPYEMBIM MOPTaM.

console#show ports monitor

Source Port Destination Port Type Status

gil/0/18 gil/0/13 RX, TX notReady

5.23 ®dyHKuyma sFlow

sFlow — TexHOo/10rnAa, Nno3Boa1A0WaA CheanTb 3a Tpad)MKOM B MAKEeTHbIX CeETAX Nepeaayn JaHHbIX NyTeEM
YacTUYHOM Bbl60pKM TpachKa AanAa nocne,a,ylow,eﬁ MHKancynauunnm B cneumnanbHbie COO6UJ,€HMF|, nepegasae-
Mble Ha cepBep c6opa CTaTUCTUKWN.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasibHoi KoHdUrypaumm:

console (config) #

Tabnnua 5.182 — KomaHgb! pexuma rnobanbHon KoHbuUrypaumm

3HavyeHue/3Ha4vyeHue no .
KomaHoa / Aeiicmeue
YMOAYAHUIO
id: (1.. 8); 3apaeT agpec cepsepa cbopa cratmucTmkm sflow.
o port: (1..65535)/ 6343; - id — Homep sflow-cepsepa;
sflow receiver id {IPv4| byte: nonoxutensHoe ue- | - IPv4, IPv6, IPv6z — IP-appec;
’PVSVPV6Z“””[P°”p0rﬂ noe uncno /1400; - url — LOMEHHOE MMSA XOCTa;
[max-datagram-size byte] dopmart - port — HOMep nopTa
IPv4: A.B.C.D - byte — MaKCMManbHOE KO/IM4yecTBo 6aliT, KOTopoe MoXKeT
IPV6: X:X:X:X::X 6bITb OTNPABAEHO B OA4MH MaKeT AaHHbIX.
no sflow receiver id IPv6z: X:X:X:X::X%<ID> Ypanset agpec cepsepa cbopa cTaTUcTUKM sflow
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KomaHObI pexcuma KoHgu2ypuposaHusa UuHmepaelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B peknme KoHPUrypnposaHus nHtepdelica Ethernet:

console#configure
console (config) #interface {gigabitethernet gi port| fastethernet fa port}
console (config-if)#

Tabnnua 5.183 — KomaHgb! pexxuma KoHpuUrypuposaHua nHTepoeica Ethernet
3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
sflow flow-sampling[max- 3azaeT cpeaHIo CKOPOCTh BbIBOPKM NakeToB. UToroeas cKo-
header-size bytes]rate id poCTb BbIBOPKM cuMTaeTca Kak 1/rate*current_spped
(current_speed — TeKkyw,an cpegHAA CKOPOCTb).
bytes:(20..256)/128; - rate — cpefHAA CKOPOCTb BbIBOPKM NaKeToB.;
rate: (0, 1024..107374823) | _ g — yomep sflow-cepsepa;
id: (0..8) - bytes — MakcMMmabHOE KoanyecTBo 6aiT, KoTopoe byaeT
CKOMUPOBAHO 13 obpasuia Nakera.
no sflow flow-sampling OTKAIOYAET CYETUMKM BbIBOPKM Ha MOPTY.
sflow counters-sampling OnpegenseT MaKCUMasibHbI MHTEPBAN MEXKAY YCMEeLWwHbIMU
secid BbIOOPKaMM NaKeToB.
- SeC — MaKCUMa bHbI MHTEPBAN MeXay BbibopKamu, ce-
sec: (0, 15 .. 86400); KYHAbI. 3Ha4YeHue «0» OTKAoYaeT BbIOOPKY;
id: (0..8) - id — Homep sflow-cepBepa (3apgaetca komaHgol sflow
receiver B rnobasibHOM peXxume KoOHOUrypaumm).
no sflow counters-sam- OTK/IO4aET CYETUNKM BbIBOPKM Ha NOPTY.
pling

KomaHOwbl pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxume EXEC umeet cneayrowimin Bua;

console>

Tabnnua 5.184 — KomaHgbl, AocTynHble B pexume EXEC

3HavyeHue/3Ha4yeHue no ”
KomaHoa / Aelicmeue
YMOAYAHUIO

show sflow configuration BbiBOAMT HacTpoiiku sflow.
[gigabitethernet gi_port |
fastethernet fa_port]
clear sflow statistics [giga-
bitethernet gi_port |
fastethernet fa_port]
show sflow statistics [giga- OTobparkaet cTaTUcTUKy sFlow
bitethernet gi_port |
fastethernet fa_port]

Ouuwiaet ctatcTuRy sFlow. Ecam nHTepdeiic He ykasaH, Ko-

i t: (1..3/0/1..28);
gi_port: (1..3/0/ ); MaHAa O4YMLLAET BCE CYETUMKM CTaTUCTUKM SFlow.

fa_port: (1..3/0/1..24)

[Mpumepbl 8bINOAHEHUA KOMAHO

= YcrtaHoBuTb IP-agpec 10.0.80.1 cepsepa 1 ansa cbopa cratuctukm sflow. Ana ethernet-
nHTepodericos gil/0/1 - gi1l/0/24 ycTaHOBUTb CPeaHIO CKOPOCTb BbiI6OpKM nakeTos - 10240
KBUT/C U MaKCMMasbHbI MHTEPBAN MexAay ycnewHbimu Bbibopkamum nakeTtos — 240 c.

consolef#configure

console (config) #sflow receiver 1 10.0.80.1

console (config) #interface range gigabitethernet 1/0/1-24
console (config-if-range) #sflow flow-sampling 10240 1
console (config-if) #sflow counters-sampling 240 1
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5.24 ®yHKUUKN ANArHOCTUKUN PU3NUYECKOro YPOBHA

CeTeBble KOMMYTATOPbI AOCTyMNa COAEPKAT annapaTHble U NPOrpaMMHble CPeACTBa AN AMArHOCTUKM
M ynpaBneHus OU3NYECKUMM UHTepdercamm U AUHMAMMU CBA3M. B nepeyeHb TecTMpyembiX MapameTpos
BXOAAT Cneaytowme:

[ns aneKkTpuyecknx nHTepdencos:

—  [AJIMHa Kabens;

— PacCTtoAHME A0 MmeCTa HEUCNPABHOCTU — O6prBa NN 3aMblKaHUA.

[ns onTnyecknx nHtepdencos:

— NapamMeTpbl NTNTAaHNA — HAaNpPAXEeHNE U TOK;
— BbIXOAHaA onNTU4YeCKaa MOLLHOCTb,

— ONTU4eCKaAa MOLWHOCTb Ha npueme.

5.24.1 OmarHocTuKa megHoro Kabens

V’- OueHKa A/AMHbI Kabena npu MUCNoNb30BaHUM KOMaHAbl 'show cable-diagnostics
cable-length' BbINONHAETCA NO BEANUMHE 3aTyXaHUA curHana. PyHKuua green-ethernet,
nopaepMBaemas KOMMYTaTOPOM, YMeHblUaeT ypoBeHb MepefaBaemoro CUrHana npu
OTCYTCTBMM aKTMBHOCTM Ha JIMHUM U NO3TOMY KOPPEKTHOE M3MepeHue AJMHblI Kabena
CTAaHOBMUTCA HEBO3MOXKHbIM Ha YCTPOUCTBE, MPUHUMAIOLLEM OCNabneHHbI curHan. B cBasu ¢
3TUM Heo6X0AMMO Ha Bpems U3MepeHuii AIMHbI Kabena oTKAlouYaTb pexkum green-ethernet

Ha yAaneHHOM YCTpOWCTBe.

Mo ymonuaHuio pexum green-ethernet BkaloueH. [lonycTtMmas NoOrpewiHoCcTb U3mepeHus
onpeaensaerca pa3bpocom napameTpos IMHUU U COCTAaBAAET 6M

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnuua 5.185 — KomaHAbl ANAarHOCTUKM MeaHOro Kabens

KomaHda 3HaueHue Aeiicmeue
test cable-diagnostics tdr BbINONHAET BUPTya/ibHOE TECTUPOBaHMe Kabensa s yKasaHHOro
{all | interface {giga- gi_port: (1..3/0/1..28); nHTepdeiica;
bitethernet gi_port | fa_port: (1..3/0/1..24). - all — ana Bcex nHTepdeicos.
fastethernet fa_port}}
test cable-diagnostics BbINONHAET YCKOPEHHOE BUPTya/NbHOE TeCTMpoBaHMe Kabens c
tdr-fast {all |interface {gi- gi_port: (1..3/0/1..28); HU3KOW TOYHOCTbIO ANA YKa3aHHOro nHTepdeica;
gabitethernet gi_port | fa_port: (1..3/0/1..24). - all — ana Bcex nHTepdeicos.

fastethernet fa_port}}

KomaHOb! pexcuma EXEC

3anpoc KomaHAHOM CTPoKM B pexkxnume EXEC nmeet cneaytowmn sua;

console>
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Tabnuua 5.186 — KomaHabl ANAarHOCTUKM MeaHoro Kabens

KomaHoa

3HaueHue Aelicmeue

show cable-diagnostics
tdr [interface
gigabitethernet gi_port |
interface

fastethernet fa_port]

show cable-diagnostics
cable-length

[interface
gigabitethernet gi_port ]

gi_port: (1..3/0/1..28); OTO6paKaeT NPeanoNoKUTENbHYIO ANIMHY Kabens, noakto-
fa_port: (1..3/0/1..24). YEHHOTO K yKa3aHHOMY MHTepdelicy (ecim Homep nopTa He 3a-

OTobparkaeT pe3ynbTaTbl NOCNEAHEr0 BUPTYaNbHOMO TECTUPO-
BaHMA Kabena ana ykasaHHoro uHtepdeica (ecnm Homep
nopTa He 3a/laH, TO KOMaHAA BbINOJIHAETCA A/ BCEX NOPTOB).

[aH, TO KOMaHAa BbINONHAETCA A1A BCEX NOPTOB).
UHTepdeiic ponxkeH 6biTb aKTUBHbIM M paboTaTb B
V pexxume 100M6uTt/c unm 1000M6ut/c. AuarHo-
CTMKa NoAAEP’KUBAETCA TONbKO Ha HTepdepcax
GigabitEthernet.

[ MakcumanbHaa gAvHa Kabens npn TeCTMpoBaHN He [0/1XKHA COCTaB/IATb 6onee 120 mert-
N

OB.

[pumepbl 8b1M0AHEHUS KOMAHO

= [lpoTecTupoBaTb NOPT 24 NEpPBOro YCTPOICTBA B CTEKE:

consolef#test cable-diagnostics tdr interface gigabitethernet 1/0/24

Port Pair Result

gil/0/24 1-2 OK
3-6 OK
4-5 OK
7-8 OK

Length [m] Date

Hue npuBeseHbl BO3MOXKHbIe 3HaUeHWs pPe3y/bTaToB Tecta No napam:

— Test failed — pusanyeckas HemcnpaBHOCTb;
— OK-—napa B nopagke;
— Open — pa3psbis;
— Short — KOHTaKTbl Mapbl 3aMKHYTbI;

— Impedance-mismatch — pasHuua B cONPOTUBAEHUU (CIUWKOM BO/bLLOE 3aTyXaHUe B INHUN);
—  Short-with-pair — 3ambiKaHKe mexxay napamu;

— Not tested — TecTMpoBaHue He NPOBOAMIOCD.

" MoKa3aTb pe3ynbTaTbl NOCAeAHEro TeCTUPOBAHUA:

consolef#show cable-diagnostics tdr

gil/0/1
gil/0/2
gil/0/3
gil/0/4
gil/0/5
gil/o0/6

gil/0/18
gil/0/19
gil/0/20
gil/0/21
gil/0/22
gil/0/23
gil/0/24
tel/0/1
tel/0/2
tel/0/3
tel/0/4

Result

Not
Not
Not
Not
Not
Not

tested
tested
tested
tested
tested
tested

tested
tested
tested
tested
tested
tested
OK

Fiber
Fiber
Fiber
Fiber

Length [meters] Date

-- 24-Mar-2014 11:52:31
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5.24.2 lnarHOCTUKa ONTUYECKOro TpaHcuBepa

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUme r106anbHOM KOHPUTypaLLmm:

console (config) #

Tabanua 5.187 - KomaHab! pexknuma rnobanbHon KoHGUrypaumm

3HayeHue/3HayeHue no

interval

no optical-transceiver
threshold notify-interval

(30..3600)/600 cek

KomaHoa Aeiicmeue
YMOAMYAHUIO
optical-transceiver YCTaHOBKa NPOMEIKYTKa BPeMeHM 10 NOBTOPHOM reHepauuu
threshold notify-interval . P Y P A P pau
interval: npeaynpexaeHvs/asapum no npotokony syslog/snmp.

YCTaHOBKa 3HAY€HUA NO YMOHAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgeltica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdUrypuposaHua nHtepdelica Ethernet:

console#configure
console (config) #interface {fastethernet fa port| gigabitethernet gi port}
console (config-if) #

Tabnnua 5.188 — KomaHab! pexkuma KoHpuUrypuposaHua nHTepdeiica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

optical-transceiver thresh-
old action { parameter | all
}{ none | syslog | snmp-
trap }

parameter: (current, input-
power, output-power, tem-
perature, voltage)

HasHavyaemoe geicTeme (He BbINONHATb AEUCTBUIA, reHepaLma
syslog-coobueHunsn, reHepaLmMa snmp-Tpana), KoTopoe A0KHO
6bITb BbINOAHEHO NPW NPEBbILEHNIN YKa3aHHbIX NOPOros ANs
3a/laHHOro NapameTpa:

- current — cuna ToKa;

- input-power — MOLWWHOCTb BXOAALWLEro CUrHana;

- output-power — MOLLHOCTb UCXOAALLEro CUTHana;
- temperature — Temnepartypa;

- voltage — HanpsxeHue.

optical-transceiver thresh-
old values parameter high-
alarm high-warning low-
warning low-alarm

optical-transceiver thresh-
old values parameter

parameter: (current, input-
power, output-power, tem-
perature, voltage)

YKaszaHue 3HaYeHWi Moporos, Npu NPeBbILEHNN KOTOPbIX BY-
[AeT NPOMCXoAUTb reHepauma syslog/snmp-trap cooblieHms
[N1A YKa3aHHOro napameTpa:

- current — cuna ToKa;

- input-power — MOLLHOCTb BXOAALLErO CUTHANA;

- output-power — MOLLHOCTb UCXOAALLErO CUTHANG;

- temperature — Temnepatypa;

- voltage — HanpsAxeHwue;

- high-warning, low-warning — BEpXHUIN U HUXKHUI Npeaensl
AN GopMMPOBaHUMA NpeaynpeK4atoLmMX CO0BLEHNA;

- high-alarm, low-alarm — BepxHWI 1 HUKHWUI Npeaenbl pnn
bopMMpPOBAHUA aBAPUIHbIX COOBLLEHWIA.

[onycTMMbIN AMana3oH 3HaYeHui gaa napameTpos:
- current: 0...131000MKA

- input-power: -40000...8200 mdBm
- output-power: -40000-8200 mdBm

-temperature: -127...127 °c
- voltage: 0...6550 000 mkB
MoporoBble 3HaYeHMA 3a4a0TCA B YKA3aHHbIX eANHMLAX.

YaaneHune 3agaHHbIX noporos 4NA4 YKasaHHOro napametpa.
3HayeHuA no YMONYAHUIO HE YCTAaHOBJ/IEHDI.
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3anpoc KomaHAHOM CTPoKM B pexknume EXEC nmeet cneaytowmin BuAa;

console>

Tabnnuya 5.189 — KomaHga ANarHoCTUKM ONTUYECKOro TPaHCMBEPa

KomaHoa 3HaueHue

Aeiicmeue

show fiber-ports optical-
transceiver [interface {gi-
gabitethernet gi_port |
fastethernet fa_port}]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

OT0b6parkaeT pesynbTaTbl ANATHOCTUKN OMTUYECKOTO TPAHCU-
Bepa.

- detailed — nogpobHas anarHocTuka, eeprom-napameTpsbl
TpaHcusepa.

[detailed]

[pumep 8b1M10AHEHUS KOMAHObI

consolefshow fiber-ports optical-transceiver interface gil/0/24 detailed

Port Temp Voltage Current Output Input LOS Transceiver
[C] [V] [mA] Power Power Type
[mW / dBm] [mW / dBm]

gil/0/24 58 3.25 20.09 0.58 / -2.30 0.00 / -40.00 Yes Fiber
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current
Output Power - Measured TX output power in milliWatts
Input Power - Measured RX received power in milliWatts
LOS - Loss of signal

N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

Transceiver information:
Vendor name: OEM
Serial number: S$SX31221300026
Connector type: LC
Type: SFP/SFP+
Compliance code: 10GBASE-LR
Laser wavelength: 1310 nm
Transfer distance: 10000 m
Diagnostic: supported

Tabanua 5.190 — MapameTpbl ANArHOCTUKM ONTUYECKOTO TPpaHCUBEPa

Mapamemp 3HavyeHue
Temp TemnepaTypa TpaHcuBepa.
Voltage HanpsrkeHue nuTaHMA TpaHcuBepa.
Current OTKNOHEHME TOKA Ha Nepegave.
Output Power BbIxoAHas MOLHOCTb Ha nepegaye (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MoTepA curHana.

Mpu noapobHoi AmarHocTuke Ana napametrpos Temp, Voltage, Current, Power unamepeHHble
3Ha4YeHuWA BbIBOAATCA Ha aAncnaei. Mpu 06bI4HON AMArHOCTUKE N3MEPEHHbIE 3HAYEHUA ANA 3TUX NAapaMeTpoB

CPaBHUBAIOTCA C AOMNYCTUMbIMM, U Ha AMCNIeN BbIBOAUTCA pe3yabTaT cpaBHeHus (W, E, OK).
3HayeHMUA pe3ybTaToB ANArHOCTUKM U CPaBHEHWA NapaMeTPoB:

N/A - HeaocTynHo,
N/S - He nogaep*usaercs,
W - npeaynpexgeHue,
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E — owmnbKa,
OK — 3HaueHue B nopaaxe.

5.25 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHua o6 ypoBHe obcnyKmBaHus B IP-ceTax) — TEXHOIOMMA aKTUBHOIO MOHMUTOPWUHTA,
NCNOb3YOWAACA ANA M3MEPEHUA MNapamMeTpoB ObICTPOAENCTBMA KOMMbIOTEPHbLIX CETEM W KayecTsa
nepefaynm fAaHHbIX. AKTUBHbI MOHUTOPUHI MpeAacTaBAAeT coboM NPOAONKUTENbHYIO LIMKANYECKYIO
reHepaumio TpaduKa, coop MHPopmaLUum O ero NPOXOXKAEHUM MO CETU N BedeHNe CTaTUCTUKN.

MN3mepeHne NapamMeTpoB CETU MOMKET OCYLLLECTBAATLCA MPU NOMOLLU PA3/IMYHbIX TUNOB onepauuii IP
SLA. Tunbl onepauuii pasinyaroTcs NPOTOKONAMM reHepMpyeMoro TpaduKa, a TakKe MeToaamm nNpoBeaeHua
N3MEPEHUI N U3MePAEMbIMU NapameTpamMmn. TUNbl NOALEPHKMBAEMbIX HA LAHHbIM MOMEHT onepauunin IP SLA:

— ICMP Echo;
— UDP lJitter.

[ns ucnonbsosaHumaA onepaunii IP SLA HeobxoanMo BbINOAHUTDL Caeaytowme AencTBuA:
— Co3paTb onepaumio HY»KHOFO TUMNA U CKOHPUTYPUpPOBaTL eé.

—  3anycTuTb LUMKANYECKOE BbIMO/HEHME OMepaumun, U NO3BOJIMTb el BbIMOIHATLCA B TeyeHue
HEKOTOPOro BpemeHMu.

— [pocmoTpeTb CTaTUCTUKY, COBPaHHYIO 338 BPEMSA U3HWN onepauuu.

— lpm HeO6XOAVIMOCTVI, NpPeKpaTnuTb UMKANYeCKoe BbiNO/IHEHME ONnepaLnn.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXkmnme rnobanbHon KoHGUrypaumm:

console (config) #

Tabnunua 5.191 — KomaHab! pexuma rnobanbHoM KoHOUrypaumm

KomaHoa 3HayeHue Aelicmeue
ip sla operation index index: (1..20) MepelT B KOHTEKCT KOHOUIYPUPOBAHUA ONepaLmu.
no ip sla operation index e Ypanutb cywectsytowyto onepauumtio IP SLA.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 5.192 — KomaHab! pexxuma privileged EXEC

KomaHoa 3HayeHue Aelicmeue
set ip sla start index index: (1..20) 3anycTuTb LMKAUYECKOE BbINONHEHUE OMnepaLuu.
set ip sla stop index T OCTaHOBUTH LMKAUYECKOE BbIMOHEHME ONepaLuu.
show ip sla statistics index index: (1..20) OT06pasnTb CTAaTUCTUKY gna onepaumm IP SLA.

CraTucTuKa onepaumii IP SLA umeeT obwuii Ana Bcex TUMNOB onepaLuii 3aroI0BOK:

IP SLA Statistics for Index 8
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Operational state of entry: Active
Type of operation: udp-jitter

roe
— IP SLA Statistics for Index — Homep onepauunu, Aas KOTOPON 0TOOPArKaeTcsa CTaTUCTUKA;

— Operational state of entry — cTaTyc BbINOJIHEHMA ONepaunm:

= Active — onepauma akTMBHA M B A@HHbIN MOMEHT HaxoAMTCA B NpoLecce UUKANYECKOro Bbl-
NOJIHEHUS;
= |nactive — onepauuaA He akTUBHA, HAXOAUTCA B PEXMME OXKUAAHUA U JOCTYNHA AN KOHPUTY-
pUpPOBaHMA.
— Type of operation — Tnn onepauuun IP SLA. lNpuMHUMaAeT OAHO 3HayYeHWe W3 Cruncka
noaaepmMBaembix onepaumin.

Mpu nepesoge onepauuum B cocToAHue «Active» cTaTucTMKa onepaumn oumwaetca. CTaTUCTMKA
HaKan/aMBaeTCs 3a TO Bpems, NoKa onepauus Haxo4uTca B 3TOM COCTOSIHMM. CTaTUCTMKa coxpaHAeTca nocne
NPeKpaLeHna UUMKANYECKOro BbINOJIHEHUA onepauun 1 nepexoaa B coctoaHue «Inactive» go Tex nop, noka
onepauus cCHoBa He byaeT nepeBefeHa B aKTUBHOE COCTOSHME.

Bonee noapobHaa wWHbOpMaUMa O codepKaHUW CTAaTUCTUKU nNpeacTaBAeHa B pasgenax,
onucbIBalOLWMX TUNbI onepaunit IP SLA.

5.25.1 Onepauusa ICMP Echo

Mpu Kaxkaom BbinonHeHUM onepaumm ICMP Echo ycTpoitctBo oTnpasnset ICMP Echo request coobuue-
HWe Ha agpec Ha3HaAYeHMA, OXKUAAET NoAyYeHUn coobieHuns ICMP Echo reply v nsmepseT Bpems ABYCTOPOH-
Hero npoxoxaeHus ICMP-nakeTta. Onepauma ICMP Echo Tak:ke npegocTtaBafaet MHGOPMaLUIO O MUHUMaANb-
HOM, CpefiHEM M MAKCMMasIbHOM BPEMEHHbIX 3HAaYEHUAX N KOANYECTBE M3MEPEHWI, 3aBEepPLUMBLUMXCA He-
YAA4YHO MO TOM UAN MHOW NPUYMHE.

KomaHObI pexcuma co30aHusa onepayuli IP SLA

Bunpg 3anpoca KOMaHAHOM CTPOKM B pernme co3gaHua onepaumnit IP SLA:
console (config-ip-sla)#

Tabnnua 5.193 — KomaHab! pexxuma cosgaHus onepaumit IP SLA

KomaHoa 3HayeHue Aeiicmeue

Co3gatb onepauuto ICMP Echo.
- target-address — |Pv4-agpec, Ha KOTopbili byayT oTrnpas-

icmp-echo target-address source-interface:

. natbea ICMP Echo request coobueHus;
[source-address source- gi_port: (1..3/0/1..28); - source-address — IPv4-agpec, noAcTaBAAOWMIACA B 3arono-
address] [source-interface fa_port: (1..3/0/1..24) APEC, NoA t

BOK ICMP-nakeTa, onuMOHaNbHbII NapameTp;
- source-interface — NopT, C KOTOPOTO OCYLLECTBAAETCA OT-
npaBKa NaKeToB, ONUMOHaNbHbIN NapameTp.

source-interface]

NapameTpbl target-address, source-address v source-interface moryt 6biTb onpeaeneHbl
TO/MIbKO NPU CO3AaHUU ONepaLumn U HeAO0CTYNHbI ANA AaNbHelLero pesakTMpoBaHuA.
Dns 3apaHua gpyrux napameTpoB HeO6X0AMMO yAaAUTb CYLLECTBYIOLLYIO Onepauuio U
€O3AaTb HOBYIO.

.‘

KomaHObI pexcuma KoHgu2ypuposaHusa onepayuu ICMP Echo

BuAa 3anpoca KOMaHAHOM CTPOKM B pexkume KoHPurypmposaHus onepaumm ICMP Echo:
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console (config-ip-sla-icmp-echo) #

Tabnnua 5.194 — KomaHgbl pexxuma KoHdurypuposaHuma onepauum ICMP Echo

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOMYAHUIO

YcTaHOBUTb YacToTy BbinosHeHuA ICMP Echo onepauun B cekyHAax.

frequency sec N
sec: (1..128)/60 cek - sec —y4acrtoTa BbinosHeHna ICMP Echo onepaumii B cekyHAax.

no frequency YCTaHOBWTb 3Ha4YeHWe YacToTbl MO YMONYAHMIO.

YcTaHOBUTL TaimayT onepaumm ICMP Echo B munancekyHaax.
timeout msec msec: (1..3600000)/1000 - msec — vactoTa BbinonHeHna ICMP Echo onepauuii B

mc MUAINCEKYHAAX.

no timeout YCTaHOBWTb 3HaYeHWe TalMayTa N0 YMOYAHWUIO.

request-data-size bytes

YcTaHOBUTL Kou4yecTBO 6aiiT, nepegaBaembix B ICMP-nakete B
KauecTBe JaHHbIX (payload).

bytes: (1..1432)/56 6aiir - bytes — KonnyecTBo 6anT.

no request-data-size YCTaHOBWTb 3Ha4YeHWe KonnyecTsa 6aT No yMoaYaHuIo.

YcTaHOBUTL 3HaveHue 6Gaiita Type of Service, nepepatoweroca B
3arosioBke IP-naketa B none Differentiated Services Field.

tos byte " . . . .
y byte: (1..255)/0 - byte —3HaueHwue 6aliTa Type of Service B none Differentiated Services
Field.
no tos YcTaHOBUTL 3HaueHue b6aiTta Type of Service No ymonyaHuio.
tag strin 3a/aTb TEKCTOBLIN Ter AN onepauuu.
g g string: (1..63) cumBonos A o & Pt
no tag Y6paTb TEKCTOBbIN Ter.

DOnsa HopmanbHoro BbinonHeHus onepauun ICMP Echo peKkomeHAayeTca ycTaHAaBAMBATb 3Ha-
YeHue YacToTbl BbINOJIHEHUA onepaunu 601bWKMM, YeM 3HAYEHUE TaMayTa onepaLuuu.

Mpumep BbIBOAA CTaTUCTMKKU ans onepaumm ICMP Echo:

IP SLA Statistics for Index 12
Operational state of entry: Active
Type of operation: icmp-echo
Latest operation return code: OK
Latest latency value: 7 ms
Latency values:
Number of operations: 2182
Latency Min/Avg/Max: 1/6/18 ms
Number of successes: 2178
Number of failures: 4
Failed operations due to TimeOut/Unable Send/Bad Reply: 4/0/0
Failed operations due to Unreachable Net/Host/Protocol: 0/0/0
Failed operations due to Exceeded TTL/Time of reassembly: 0/0

roe
— Latest operation return code — Kop, 3aBepLlueHWsA NocAeLHeN BbINOJHEHHON onepaLmu:

=  OK-ycnewHoe 3aBepLIeHVe NpeapblayLLein onepawmu;
"  Failed — HeypayHoe 3aBepLUEHME NOCAEAHEN NONbITKU N3MEPEHUS.

— Latest latency value — 3HavyeHue nNociefHEro ycnewHo M3MEpPeHHOro nepuosa BpemMeHu
npoxoxaeHua ICMP-nakeTa.

—  Number of operations — KonM4ecTBo NPoBeAEHHbIX 3aMyCKOB ONepaLymy.

— Latency Min/Avg/Max — MWHUMaNbHOE, cpedHee M MaKCMMa/bHOE 3HaYeHUs BPEMEHM
NPOXOXAEHMWA NakeTa, NOACYUTAHHbIE 33 BPEMSA XKU3HU onepaLumu.

—  Number OfSUCCE’SSE’S — KO/1n4ecCTBO yCnewHOo 3aKOH4YeHHbIX onepau,mi/'l.
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—  Number of failures — KOnM4YecTBO HEYAAYHO 3aKOHYEHHbIX ONepaLui.

— Failed operations — C4é€T4MKM, OTOOpaXKaKOLWIME KOJIMYECTBO M3MEepUTEe/IbHbIX onepauumi,
3aKOHYMBLUMUXCA C COOTBETCTBYHOLWNMM KOAOM OLLINBKMN.

5.25.2 Onepauusa UDP litter

Kaxpasa onepauma UDP litter nHMunmpyet oTnpasBKy nocnefoBaTeNbHOCTU U3 HecKosbkux UDP-
naketoB. [llocnenoBaTeNbHOCTb XapaKTEpPU3yeTCcA TaKMMKM nNapameTpamu, Kak KOJMYeCTBO MaKeTOB B
NnocnefoBaTENIbHOCTU WU BPEMEHHOM MPOMEXKYTOK Mexay oTnpasaeHMAMKU. OCHOBHOMN M3mepAaeMon
XapaKTEPUCTUKON ABAAETCA AKUTTEP — UBMEHEHME MEXKNAKETHOIo BPpemMeHHOoro nHTepsana. Onepauya UDP
Jitter Tak)Ke no3BonAeT UIMepATb ABYCTOPOHHEE U OAHOCTOPOHHEE BpeMA MPOXOXKAEHUA NAKETOB OT
OTNpPaBUTENA K NoyYaTento n obpaTtHo.

’ Onepauua UDP litter TpebyeT nogaep>KKu Ha yaanéHHom ycTpoicree ¢pyHKUMOHana IP SLA
N M He COBMEeCTUMMaA C YCTPOMCTBAMM A pYruX Npoussogurenei.

’ Ona namepeHuna spemeHu npoxoxgeHna UDP-nakeToB B 04HY CTOPOHY Heob6xoguma Tou-
N HaA CMHXPOHU3aLMA YACOB HA OTNPABAAIOLW,EM U MPUHUMAIOLLEM YCTPOICTBAX.

MNepen co3gaHuem onepauum UDP Jitter Heobxoanmo BbINoIHUTL HacTpoiKky UDP-noptoB gns IP SLA
Responder Ha yaaséHHOM YCTPOMCTBE, C KOTOPbIM NMPOUCXoAnUT obmeH naketamu. 3tot UDP-nopT cneayer
YyKa3aTb nNpu co3gaHum onepaumnm UDP Jitter B KauecTBe NOpTa Ha3HaAYeHUA.

KomaHObI pexcuma 210banbHol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rnobanbHom KoHOUrypaLmm:
console (config) #

Tabnuua 5.195 — KomaHab! pexuma rnobanbHoM KoHOUrypaLmm

KomaHoa 3HayeHue Aelicmeue

Bkntountb IP SLA Resonder v yCTaHOBWUTb MPOCAYLIMBAEMbI
nopt ana onepaumn UDP litter.
port: (1..65535) - port — Homep nopTa.

ip sla responder udp_jitter
port

no ip sla responder

. OTkAtounTb IP SLA Responder.
udp_jitter

KomaHObI pexcuma co30aHua onepayuli IP SLA

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxknume co3gaHus onepaumi [P SLA:

console (config-ip-sla)#
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Tabnumua 5.196 — KomaHabl pexkmma co3gaHua onepaunii IP SLA

KomaHoa 3HayeHue/3Ha4yeHue no Aelicmeue
YMOAYAHUIO
Co3patb onepauuto UDP litter.
- target-address — |IPv4 agpec, Ha KoTopbI byayT
.. oTnpaBnAaTbeca UDP-nakeTsl;
udp-jitter target-address target-port: (1..65535); TNPABAATH rlaKeTsl
- target-port — UDP-nopT Ha3HayeHWA, AO/IKEH COBMaAaTb C
target-port [source-address source-port: UDP-n0DTOM. HACTOOEHHbIM Ha DECHOHAGDE:
source-address] [source- (1..65535)/61040; pTom, P P AEPE; .
- source-address — IPv4 agpec, NoACTaBAAOLWMICA B 3ar0NOBOK
port source-port] [num- num-packets: (1-1000)/10
UDP-nakeTa;
packets num-packets] raKeros; num-packets — konnyectso UDP-nakeToB B Kax oM
[interval interval] interval: (1-60000)/20 mc p a
nocnesoBaTeNbHOCTY;
- interval — BpeMeHHOW NPOMEXYTOK MeXAy NakeTamu B
nocnesoBaTeNbHOCTY.
’ NapameTpbl KOMaHAbl «udp-jitter» moryT 6bITb ONpegeneHbl TONbKO NPU CO34aHUMN onepa-
o UMM N HEeJOCTYNHbI ANA Aaaneﬁu.lero peaakTnpoBaHuA. ﬂ,ﬂﬂ 3a4dHHMA APYrux napameTpos

HEO6XOAVIMO YAANUTb CyLeCTBYIOLWYIO onepauuio n cosgatb HOBYIHO.

KomaHObI pexcuma KoHgu2ypuposaHusa onepayuu UDP Jitter

Bupg, 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdUrypmposaHma onepaumm UDP litter:
console (config-ip-sla-udp-jitter) #

Tabnnua 5.197 — KomaHab! pexkuma KoHpurypuposaHua onepauymm UDP litter

3HayeHue/3Ha4yeHue no .
KomaHoa / Aelicmeue
YMOMYAHUIO

YCTaHOBWUTb 4acTOTy BbIMNO/MHeHMA onepauun UDP lJitter B

frequency sec CeKyHAax.
K Y sec: (1..128)/60 cex - seZ —AHaCTOTa BbINosHeHMA onepauuun UDP Jitter B cekyHaax.

no frequency YCTaHOBWUTb 3HAaYEHUE YaCcTOTbl MO YMONYAHMIO.

YcTaHoBUTL TalmayT onepaumu UDP Jitter B mMuanncekyHaax.
timeout msec msec: (1..3600000)/1000 - msecs — 4actoTa BbiNosHeHuA onepaumn UDP lJitter B

MC MUNINCEKYHAAX.

no timeout YCTaHOBWTb 3HaYeHWe TalMayTa N0 YMONYAHWUIO.

YcTaHoBUTb KonnyecTso 6aliT, nepepasaemoix B UDP-nakeTe B
request-data-size bytes KayecTtse AaHHbIX (payload).

bytes: (20..1432)/30 Gaiir - bytes — KonnyecTBo 6anT.

no request-data-size YCTaHOBWTb 3HaYEHME KOIMYeCcTBa HalT No yMoaYaHMio.
YcTaHoBWUTb 3HaYeHue baitta Type of Service, nepepatouierocs
B 3aronoske IP naketa B none Differentiated Services Field.

tos byte o . ) ;
y byte: (1..255)/0 - byte — 3HaueHue baitte Type of Service B none Differentiated
Services Field.
no tos YcTaHOBWTb 3HaYeHue baiTa Type of Service no ymonyaHuio.
. 3apaTb TEKCTOBbIN Ter A1 onepauuu.
tag string i p,' o A pat
string: (1..63) cumBonoB - string — TEKCTOBbIN Ter.
no tag Y6paTb TEKCTOBbIN Ter.
' Ona HopmanbHOro BbinosHeHua onepaumu UDP lJitter pekomeHpyeTtca ycraHas/MBaTb
e BpeMeHHble napameTpbl onepauuu, uncxoagna n3 cnepyouiero COOTHOLWEeHUA:

frequency > (interval * (num-packets — 1)) + timeout

Mpumep BbIBOAA CTAaTUCTMKM anAa onepaummn UDP Jitter:

IP SLA Statistics for Index 2
Operational state of entry: Active
Type of operation: udp-jitter
Latest operation return code: OK
Latest latency value: 7 ms
Latest lost packets count: 0

194 Ethernet-kommymamopsi MES1000, MES2000



HELTEX

Latency two-way values:
Number of Latency two-way samples: 455
Latency Min/Avg/Max: 5/7/24 ms
Latency one-way values:
Number of SD Latency samples: O
Number of DS Latency samples: 0
Source to Destination Latency one way Min/Avg/Max: 0/0/0 ms
Source to Destination Latency one way Sum: 0 ms
Destination to Source Latency one way Min/Avg/Max: 0/0/0 ms
Destination to Source Latency one way Sum: 0 ms
Jitter values:
Source to Destination positive jitter Min/Avg/Max: 1/2/20 ms
Source to Destination positive jitter Num/Sum: 272/706 ms
Source to Destination negative jitter Min/Avg/Max: 2/3/6 ms
Source to Destination negative jitter Num/Sum: 91/311 ms
Destination to Source positive jitter Min/Avg/Max: 1/2/17 ms
Destination to Source positive jitter Num/Sum: 96/241 ms
Destination to Source negative Jjitter Min/Avg/Max: 1/1/6 ms
Destination to Source negative Jjitter Num/Sum: 29/46 ms
Packet Loss values:
Out Of Sequence: 0
Number of successes: 91
Number of failures: 0
Operations failed due to TimeOut/Unable Send/Bad Reply: 0/0/0
Operations failed due to Unreachable Net/Host/Port/Prot: 0/0/0/0
Operations failed due to Exceeded TTL/Time of reassembly: 0/0

Cratuctuka OAHOCTOPOHHEroO NPpoxXoXxaeHnA NakeTtoB MoXKeT 6bITb nycTta n3s-3a oTCcyTcrBuA

e ‘ CUHXPOHU3aLU N BpeMeHU Ha yCTpOﬁCTBaX U BO3SHUKHOBEHUNA HEKOPPEKTHbIX 3HAYEeHWIA.

roe

Latest operation return code — Kog, 3aBepLueHNa nociegHel BbINONHEHHOM onepaLmu:
=  OK - ycnelwHee 3aBeplleHne NpeablayLieit onepaunm;
"  failed — Heyga4yHoe 3aBepLUeHME NOCeAHEN NOMNbITKN U3MEPEHUS.

— Latest latency value — 3HaYeHWe NocneaHen ycnewHo N3MepeHHOM ABYCTOPOHHEN 3a4epHKKK.
— Latest lost packets count — 3HayeHWe cyeTYMKa NOTePb B Npeaenax ogHow Npobbl.

— Latency two-way values — cTaTUCTUKa M3MepeHuUsa ABYCTOPOHHEro BPEeMEHW MPOXOXKAEeHUA
nakeTos.

— Latency one-way values — cTaTUCTUKaA namepeHna ogHOCTOPOHHEro BpeMeHU NPOXoXAeHNA
NaKeToB:

= SD— oT oTnpaBuTens K nony4yatento (source-to-destination);
= DS - oT nonyyaTensa K oTnpasutento (destination-to-source).

— Jitter values — cTaTUCTKKa namepeHna ogHOCTOPOHHEro AXXUttepa. OTpenbHoO YYUTbIBAKOTCA
NONOXUTENIbHbIE U OTPUUATENIbHbIE 3HAYEHUA OXUTTEPA B KaXK40M U3 HanpaBJ’IeHMVI.

— Out Of Sequence — KONNMYECTBO NAKETOB, BEPHYBLUNXCA BHE o4Yepeap.
—  Number of successes — KONMYECTBO YCMELIHO 3aKOHYEHHbIX Onepauui.
—  Number of failures — KOnM4YecTBO HEYAAYHO 3aKOHYEHHbIX ONepaLui.

— Failed operations — cyéTumKkuM, oTOGpaXKaloWMe KONMYECTBO M3IMEPUTENbHbIX Onepauui,
3aKOHUMBLUMXCA HEYAauyHO C COOTBETCTBYHOLLMM KOLOM OLUMBKM.

Ethernet-kommymamopsi MES1000, MES2000 195




HELTEX

5.26 Hactpoiika Green Ethernet

Green Ethernet — TexHosn0rMA, MO3BOAAIOWAA CHU3UTbL 3HepronoTpebneHne yCTPOMCTBA 3a cyeT
OTK/IIOYEHUA MUTAHMA O/19 HEAKTUBHbLIX 3/IEKTPUYECKMX MOPTOB U U3MEHEHUA YPOBHA MepenasBaemoro
CUrHana B 3aBUCMMOCTM OT A/IMHbI Kabens.

KomaHObI pexcuma 2106asa6H020 KOHU2YypUpOo8aHUS

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUME r106a1bHOro KOHGUrypuposaHus:
console (confiqg) #

Tabanua 5.198 — KomaHgbl pexxnuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa 3HayeHue Aelicmeue
green-ethernet energy-detect BkAtovaeT aHeprocbeperaowmii perKMm ANs HeaKTUBHbIX NOp-
TOB
-/BKOYEH —
no green-ethernet OTKAtOYaET aHeprocbeperaowmii PeXKMm ANA HEaKTUBHbIX
energy-detect noptos
green-ethernet short-reach BKntoyaeT sHeprocbeperatowmii pexxmm a8 nopToB., K KOTo-

pbIM NOAK/IIOYAIOTCA YCTPOMCTBA C A4/IMHOW Kabena nogkatoue-
HWA MeHbLLE NOPOroBOro 3Ha4eHMs, ycTaHaBIMBAaEMOro C no-

-/BKnioveH molLLbio KomaHapl green-ethernet short-reach threshold
no green-ethernet short-reach OTKAoYaeT aHeprocbeperaowmii perKMm Ha OCHOBaHUM
O/MHbI Kabens
green-ethernet short-reach value: (0..70 meT- YcTaHaBAVWBaeT NOPOroBoe 3HauyeHue 419 sHeprocbeperato-
threshold value pos)/40 wero pexvma short-reach.
no green-ethernet short-reach Bo3BpalLaeT HaCTPOIKM MO YMOYaHUIO

threshold

KomaHObI pexcuma KoHgu2ypuposaHuUsa UHmepagelica

Buza 3anpoca KOMaHAHOM CTPOKM B pexume KoHPUrypmposaHua nHtepoeliica Ethernet:
console (config-if) #

Tabnnua 5.199 — KomaHgb! pexxuma KoHpuUrypuposaHua nHTepdeiica Ethernet

KomaHda 3HaveHue Aelicmeue
green-ethernet energy-detect BkAtoyaeT sHeprocbeperatownin pexxum gna nitepdeica.
no green-ethernet energy-de- -/BKAIOYEH OTK/tOYaeT sHeprocbeperaoWwmii pexxum ans nHtepoeiica.
tect
green-ethernet short-reach BK/toYaeT aHeprocbeperatowmnin pexxMm Ha OCHOBaHUWN ANMHBI
Kabens.
-/BKAtOYEH —
no green-ethernet short-reach OTKAtoYaeT sHeprocbeperamwmii peKMm Ha OCHOBaHUM
ONWHbI Kabens.
green-ethernet short-reach force MepmaHeHTHO BK/tOYaeT aHeprocbeperatowmii pexxum ana
nopra.
-/BbIK/IOYEH —
no green-ethernet short-reach MepmaHeHTHO BK/tOYaeT aHeprocbeperatowmii pexxum ana
force nopra.

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#
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Tabnnua 5.200 — KomaHab! pexkuma Privileged EXEC

KomaHoa 3HaveHue

Aelicmeue

show green-ethernet [giga-
bitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

OTobparkaeT CTaTUCTUKY green-ethernet.

green-ethernet power-me-
ter reset

C6paCbIBaeT CYETHUK U3MEPUTENA MOLLLHOCTU.

[pumepbl 8b1M0MAHEHUA KOMAHO

=  OT06pasuTb CTaTUCTUKY green-ethernet:

console#show green-ethernet

Energy-Detect mode: Enabled
Short-Reach mode: Enabled
Power Consumption: 91% (12.14W out of maximum 13.33W)
Cumulative Energy Saved: 1 [Watt*Hour]
Short-Reach cable length threshold: 10m
Port Energy-Detect Short-Reach
Admin Oper Reason Admin Force Oper Reason
gil/0/1 on off LU on off on
gil/0/2 on off LU on off on
gil/0/3 on off LU on off on
gil/0/4 on off LU on off on
gil/0/5 on off LU on off on
gil/0/6 on off LU on off on
gil/0/7 on off LU on off on
gil/0/8 on off LU on off on
gil/0/9 on off LU on off on
gil/0/10 on off LU on off on
gil/0/11 on off LU on off on
gil/0/12 on off LU on off on
gil/0/13 on on on off off LD
gil/0/14 on off LU on off off LL
gil/0/15 on off LU on off off LL
gil/0/16 on off LU on off off LL
gil/0/17 on off LU on off off LL
gil/0/18 on off LU on off off LL
gil/0/19 on off LU on off off LL
gil/0/20 on off LU on off off LL
gil/so/21 on off LU on off off LL
gil/0/22 on off LU on off off LL
gil/0/23 on off LU on off off LL
gil/0/24 on off LU on off off LL
gil/0/25 on off LT on off off LT
gil/0/26 on off LT on off off LT
gil/0/27 on off LT on off off LT
gil/0/28 on off LT on off off LT

VCT Cable
Length (m)

O O DD DD DO

60
60
59
60
59
59
61
60
59
60
11
12
11
11

LU — viHTepdeic HaxoguTca B coctosiHum UP.
LD — uHTepdelic Haxoantca B coctoaHMmM DOWN.

LL — paviHa Kabens, NOAKIOYEHHOIO K MHTepdeicy NpeBbIaeT NOPOroBoe 3Ha4YeHue.

LT — nHTepdeic ABnseTca ONTUYECKUM.
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5.27 dnektponutaHue no amHuam Ethernet (PoE)

Mogenn KommyTaTopoB ¢ cyddrKkcom ‘P’ B 0603HaYEHUN NOAAEPHKNBAIOT SNEKTPONUTAHUE YCTPOMNCTB
no nnmHum Ethernet B cootseTcTBMM € pekomeHaaumamm IEEE 802.3af (PoE) n IEEE 802.3at (PoE+). Konnuyectso
nopToB, NnoagepKmearowmx POE n MakcMManbHaA CyMMApPHanA MOLLHOCTb 3/IEKTPONUTAHMA BapbUpyeTca ans
pasHbix mogenen. MNoapobHble cBEAEHUA MO KaxKAol MO KOMMYTaTopa MOMHO HaWTU B noApasaene
2.3.

KomaHObI pexcuma 2106016H020 KOHU2YPUPOBAHUSA

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume rnobanbHOro KOHGUrypmpoBaHUs:

console (config) #

Tabnnua 5.201 — KomaHgbl pexxuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/ 3HayeHue no

KomaHoa Aelicmeue
yMOAYaHUO
power inline limit-mode Bblbop perkmMma orpaHMYEHMA MOLLHOCTM 3N1EKTPONUTAHMUA.
{port | class} - port — orpaHMyeHue ycTaHaBAMBAETCA Ha OCHOBaHUM aAMUHWN-
-/class CTPATUBHbIX MapaMeTpoB nopTa

- class — orpaHuyeHue ycTaHaBIMBAETCA HAa OCHOBAHWUM Knacca
NOAKNOYEHHOTO YCTPOWCTBA

power inline us-
age-threshold percent

YcTaHaBAMBaeT nopor noTpebaaemoit MOLHOCTU, NPU KOTOPOM
dopmupyeTcs MHGopmaumoHHoe coobueHme (snmp trap) o

percent: (1..99)/95 npesbllWeHnn nopora

no power inline us-

BoccTaHaB/IMBaAET 3HaUYeHWe Nopora No YMoAYaHuto
age-threshold p y

power inline traps enable PaspeweHune popmmnpoBaHne MHGOPMALMOHHbIX COOBLLEHWI

ana nogcuctemol PoE

no power inline traps ena- - Bo3BpalyaeT HaCTPOMKM K NapameTpam Mo YMOAYaHUIo
ble Mo ymonyaHuto oTnpaBka MHGOPMALMOHHBIX COOBLLLEHWI 3a-
npeweHa.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica

Buza 3anpoca KoOMaHAHOM CTPOKM B pexume KoHPurypmposaHua nHtepdeliica Ethernet:
console#configure

console (config) #interface {fastethernet fa port| gigabitethernet gi port}
console (config-if) #

Tabnnua 5.202 — KomaHgb! pexxuma KoHpurypuposaHua nHtepoeica Ethernet

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa Aelicmeue

KomaHpa yctaHaBiMBaeT pexxnm paboTbl CUCTEMbI 91eKTPOMNU-
TaHWA Ha MHTepdeiice.

- auto — paspewaer paboTy npoToKona OOGHAPYKeHUA
PoE-ycTpolicTB Ha MHTepdeiice 1 BKAOYAET NOAAYY IN1EKTPONU-
TaHWA Ha HTepdelic

- never — 3anpewaeT paboTy npoToKona O6HapyKeHuA
PoE-ycTpoiicts Ha nHTepderice U OTKAOYAET NOAAYY INEKTPO-
nuTaHuA

power inline {auto | never} -/auto

power inline powered-de-
vice pd_type

no power inline pow-
ered-device

pd_type:(1..24 cumBso-
NnoB)/He 3agaHo

[ob6aBnser npomssosibHOe onucaHue PoE-ycTpolicTea Ans no-
MOLLM B aAMMUHUCTPUPOBAHUN YCTPOMCTBA.

Ypansaer paHee 3agaHHoe onncaHue PoE -ycTpoiicTea
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power inline priority {criti-

cal | high | low} -/low

no power inline priority

3apaéT npuopuTeT HTepdeinca PoE npu ynpasneHUn snekTpo-
nuTaHmem.

- critical — ycTaHaBnMBaeT HaMBbICLIMI NPUOPUTET IN1IEKTPONU-
TaHWA. DNeKTponMTaHMe NOPTOB C TaKUM npuoputeTom byaet
npekpaLLaTbca B NOCAEAHIO o4yepeab Npu neperpysKke cu-
cTembl PoE

- high — ycTaHaBiMBaeT BbICOKUI NPUOPUTET 3NEKTPONUTAHUA.
- low — ycTaHaBAWBaeT HU3KUIA NPUOPUTET SNEKTPONUTAHUA

BoccTaHaBnMBaeT NPUMOPUTET MO YMOIYAHUIO

power inline limit power

power: (0..30000)/30000

- A MBT
no power inline limit

HasHauyaeT npegen MOLWHOCTU 3/1EKTPONUTaHUA AR Bbl6paH-
HOro nopTa

BocctaHasnuBaer npeagen MoWwWHOCTH NO YMONYaHUIO
Mo ymonyaHuio ycTaHaBAMBaeTcA MaKCUMaNbHbI M npegen
MOLLHOCTU 3NEKTPONUTaHUA

KomaHObi pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM cTPOKKM B pexume Privileged EXEC:

console#

Tabnunua 5.203 — KomaHgb! pexxuma Privileged EXEC

KomaHoa 3HaveHue

Aelicmeue

show power inline [giga-
bitethernet gi port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

OTo6parkaeT COCTOAHME 3NEKTPONUTAHMA BCEX MHTEPENCOB,
NOALEPKMBAOLLMX NUTAHUE NO IMHUK POE, AW TONBKO Bbl-
6paHHOro uHTepdelica.

show power inline con-
sumption [gigabitethernet
gi_port | fastethernet
fa_port]

OTo6paKaeT XxapaKTepUCTUKKN NoTpebaeHUA MOLLHOCTU BCeX
PoOE-MHTepdecoB ycTpoicTBa UK TONbKO BbIBPAHHOTO UH-
Tepdelica.

show power inline version

OTobparkaeT BepCUo NPOrpaMmMHOro obecneyeHna KOHTPoI-
nepa nogecuctemsl PoE.

[pumepbl 8b1M0MAHEHUS KOMAHO

= [loKas3aTb COCTOAHME IEKTPONUTAHMA BCEX MHTEPPENCOB YCTPOMCTBA

consolef#show power inline

Port based power-limit mode
Unit Power Nominal Consumed
Power Power
1 On 300 Watts 50 Watts (17%)
2 Off 1 Watts 0 Watts (0%)
3 Off 1 Watts 0 Watts (0%)
4 Off 1 Watts 0 Watts (0%)
Port Powered Device State
gil/0/1 IP Phone Model A Auto
gil/0/2 Wireless AP Model A Auto
gil/o0/3 Auto

Usage Traps Temp (C)
Threshold
95 Disable 0
95 Disable 0
95 Disable 0
95 Disable 0
Status Priority Class
On High Class0
On Low Classl
Off Low N/A
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" [OKa3aTb COCTOAHME 3/IEKTPONMUTAHNA BbIBpPaHHOrO MHTEpdElica

consolef#show power inline gil/0/1

gil/0/1 IP Phone Model A Auto On High ClassO

Time range:

Power limit (for port power-limit mode): 30W

Port Status: Port is on - valid capacitor/resistor detected
Overload Counter: 0

Short Counter: 0

Denied Counter: 0

Absent Counter: 0

Invalid Signature Counter: 0

OnucaHue oTobpaykaemblx NapaMeTPOB 3EKTPONUTaHWUA NpUBeAEHO B Tabauue.

Tabnnua 5.204 — MapameTpbl cTaTyca 3NEKTponMTaHuA

Power CraTyc noacuctembl anekTponutaHma PoE

Nominal Power HomunHanbHaA MOLHOCTb UCTOYHMKA NUTaHUA noacuctemsl PoE

Consumed Power N3mepeHHoe 3Ha4YeHWe noTpebaaemolrt MoLWHOCTH

Usage Threshold MoporoBoe 3HavyeHMe NoTpebAAEeMO MOLLHOCTU, NPU KOTopoM popmupyeTca MHopMaLm-
OHHOEe coobleHune (snmp trap) o NpeBblWEeHUN nopora

Traps OTobparkaeT paspelueHne popmmuposaHme MHGOPMALMOHHBIX COOBLLEHUM

Port 0O603HauveHne nHTepdeica KommyTaTopa

Powered device OnwucaHue PoE-ycTpoitcTea

State AOMWHUCTPATUBHOE COCTOAHME S/IEKTPONUTAHUA NopTa. Bo3morKHble 3HayeHuAa — auto u
never.

Priority MpuopuTeT ynpasaeHUa 31eKTponuTaHMeM nopTa. Bo3moxkHble 3HayeHusa — critical, high,
low.

Status OnepaTnBHOE COCTOAAHUE 3/IEKTPONUTAHUA NopTa. Bo3mMoXKHble 3HaveHus:

Off - nuTaHWe NopTa BbIK/IIOYEHO aAMUHUCTPATUBHO

Searching — nuTaHMe NopTa BKAKOYEHO, OXKMUAaHWE NoaKAYeHusa PoE-ycTpolicTBa

On — nUTaHKWe NopTa BK/IKOYEHO U eCcTb NpucoeanHeHHHoe PoE-ycTpolicTeo

Fault — aBapua nutaHua nopta. POE-yCTPOCTBO 3aNpPOCMAO0 MOLHOCTb BOAbLLYIO, Yem A0-
CTYNHO UK notpebaseman POE-yCTPOCTBOM MOLLHOCTb NPeBbICKAA 3a4aHHbIN Npegen.

Classification Knaccudukauma noaKnoueHHoro ycTpoictea B cootsetctsun ¢ IEEE 802.3af, IEEE 802.3at
Overload Counter CyeTynK KOIMYEecTBa Cy4aeB NeperpysKkun no 31eKTponUTaHuLo

Short Counter CyeTymk cny4aeB KOPOTKOrO 3aMblKaHMA

Denied Counter CyeTumk cnyyaes OTKasa B Nogaye 3/1eKTPONUTaHUA

Absent Counter CYeTUMK C/lyYaeB NPeKpaLLeHUA SNEKTPONUTAHNA U3-3a OTKAOYEHUA NUTAEMOro YCTPOICTBA

Invalid  Signature | CueTymKk oWMBOK KnaccuduKaLlmm nogKAtodeHHbIx POE-ycTpolicT
Counter

5.28 dyHKuuK obecneyeHns 6esonacHocTH

5.28.1 PyHKUMM 0becneyeHnA 3aWUTbI NOPTOB

C uenblo nosblweHMA 6€30MacHOCTM B KOMMYTaATOpe CyLLECTBYET BO3MOMKHOCTb HACTPOUTb KaKoM-
Ambo nopt Tak, 4Tobbl AOCTYN K KOMMYTATOPYy 4epe3 3TOT MOPT MPefoCTaBAANCA TOJbKO 33aZaHHbIM
ycTpoiicTBam. PyHKUMA 3alLMUTbl NOPTOB OCHOBAHA Ha onpeaeneHnn MAC-agpecos, KOTOPbIM paspeLlaeTca
poctyn. MAC-agpeca moryT BbiTb HAacTPOEHbl BPYYHYH WM MU3ydYeHbl KOMMyTaTopom. llocne msyyveHus
HeobXo4MMbIX agpecoB MOpPT caefdyeT 3abNOKMPOBaATb, 3aLLMTMB €ro OT MOCTYNAEHUA MNaKeToB C
HeunsyyeHHbIMM MAC-agpecamu. Takum obpasom, Korga 3ab10KMPOBaHHbIN NOPT Noay4YaeT naket, u MAC-
agpec UCTOYHWKA NaKeTa He CBA3aH C 3TUM MOPTOM, aKTUBU3UPYETCA MEXAHM3M 3aLLUTbI, B 3aBUCUMOCTU OT
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KOTOPOro MOryT BbITb NMPUHATbI CAeaylolMe Mepbl: HECAaHKLUMOHUPOBAHHbIE MaKeTbl, MOCTynawllMe Ha
3a0/10KMPOBAHHbIM NOPT, NepecbiNatoTcs, 0TOpacbkIiBalOTCA, MO0 Ke NOPT, MPUHABLLMIA NAKET, OTKAKYaEeTCA.
dyHKUMA 6e3onacHocTn Locked Port nosBondeT coxpaHuTb CMCOK M3ydeHHbIx MAC-agpecoB B daine

KOHUrypaumm, Takum obpa3om, 3TOT CMUCOK MOXKHO BOCCTAHOBUTL MOC/E Nepesarpyskun yCTpomncTsaa.

CywectByeT orpaHuyeHue Ha konuvecrso MAC-agpecoB, KOTOpoe MOKET U3y4nUTb NOPT UC-
nonb3yowmii GyHKLMIO 3aWmTbl. Ana KommyTaTtopa MES1024/MES1124/MES2124 370 orpa-

HU4YeHue paBHo 128 agpecam Ha noprT.

KomaHObI pexcuma KoHguaypuposaHua uHmepgelica (QuanazoHa uHmepgelicos) Ethernet,

UHmepcgelica epynnel NOpmMo8s

Bug 3anpoca KOMaHAHOM CTPOKK B pexmme KoHPurypmposaHusa uHtepoelica Ethernet, nnrepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnuua 5.205 — KomaHapl pexkmuma KoHpurypmposaHusa nHtepdeiica Ethernet, rpynnel nnrepdeitcos

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHda

Aelicmeue

port security max num
num: (0...1024)/1

no port security max

3agaeT MakcumanbHoe KonuyectBo MAC-agpecos, KoTopoe
MOMEeT U3y4nTb NOpT.

YcTaHaBAUBaeT 3HaYeHne No YMOAYAHUIO.

port security routed se-

cure-address MAC ®opmar MAC agpeca:
no port security routed se- H.H.H, H:H:H:H:H:H,
P v H-H-H-H-H-H

cure-address

YcTaHaBAuBaeT 3aWmLLeHHbI MAC-agpec.

Ypansaet sawmuweHHbii MAC-agpec.

port security

port security forward
[trap trap]

port security discard

[trap trap] trap: (1..1000000) cek

port security discard-shut-
down [trap trap]

port security trap trap

no port security

BktoyaeT GpyHKLMIO 3aWnThl HA UHTEpdelice. Baoknpyet GyHK-
LMIO M3y4YeHMA HOBbIX afpecoB s uHTepdeica. MakeTbl ¢ He-
n3yyeHHbIMM MAC-agpecammn UCTOYHMKA oTbpacbiBatoTca. Ko-
MaHAa aHanorMyHa KomaHge port security discard.

BktoyaeT PpyHKUMIO 3aWwnThl Ha UHTepdelice. Bnoknpyet dyHK-
LMIO M3y4YeHMA HOBbIX apecoB s uHTepdeica. MakeTbl ¢ He-
n3yvyeHHbIMM MAC-agpecamm UCTOYHUKA NepechbIatoTCA.

BktoyaeT PpyHKUMIO 3aWnThl Ha UHTEpdelice. Bnoknpyet dyHK-
LMI0 M3y4YeHMA HOBbIX apecoB Ans nHTepdeica. MNakeTbl ¢ He-
n3yvyeHHbIMM MAC-agpecammn UCTOYHUKA OT6pacbiBatoTCA.

BrkntoyaeT GyHKUMIO 3aWMTbl Ha MHTepdelice. BblkatoyaeT nopT
npv NOCTYMNEHMM NaKeToB € HeusyyeHHbIMM MAC-agpecamu.
MakeTbl ¢ HeusydyeHHbiMM MAC-agpecamm  MCTOYHUKA
oTbpacbiBatoTCA.

3afiaeT YacToTy reHepupyembix coobLieHnii npoTokona SNMP
NP1 NOCTYN/IeHUM HECAHKLMOHNPOBAHHDbIX MAKETOB.

BbIk/toyaeT GpyHKLUMIO 3alLMTbl Ha UHTepdelice.

port security mode
[max-addresses | lock | se-
cure]

-/lock

no port security mode

3agaeT pexum orpaHuyeHua wusydyeHma MAC-agpecos anA
HacTpaMBaemoro nHTepodeica.

- max-addresses — yaanaeT Tekywme AMHaAMUYECKN U3YYeHHble
afpeca, cBA3aHHble ¢ MHTepdeiicom. PaspelueHO u3yyeHue
MaKCMManbHOro KoAuyecTBa afpecosB Ha nopty. [osBTopHoe
M3yyYeHune 1 CTapeHne paspeLleHbl.

- lock — coxpaHsaeT B KOHdUrypaLMio Tekylwme AUHAMUYECKH
M3y4eHHble agpeca, CBA3aHHble C MHTepdelicom 1 3anpeLiaert
obyyeHne HOBbIM agpecam U CTapeHUe yKe U3yYyeHHbIX agpe-
COB.

- secure — HacTpauBaeT CTaTMYeCcKoe OrpaHuyYeHne U3yyeHus
MAC-agpecoB Ha nopTy.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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port security mode secure
{permanent | delete-on-re-
set}

no port security mode se-
cure

- permanent — yaanser TeKylme AMHaMUYECKM U3yYeHHble aj-
peca, cBA3aHHble C MHTepdeiicom. PaspelueHo usydeHue mMak-
CMMaNbHOTO KOIMYECTBa aPecoB Ha nopTy. [loBTopHOe uayye-
HWe 1 cTapeHue 3anpelueHbl. MAC agpeca He yaansatoTca nocne
nepesarpysku.

- delete-on-reset — ypganser Tekywune AMHAMUYECKN WU3Yy4YeH-
Hble aapeca, cBA3aHHble C MHTepdeicom. PaspeLueHo nsyyeHue
MaKCMMaNbHOro KOAMYecTBa aApecoB Ha nopTy. MoBTopHoe
n3yyeHwue 1 cTapeHue 3anpelleHsl. MAC agpeca yaanatoTca no-
c/ie nepesarpysku.

-/lock

YcTaHaBAMBaeT 3HaYeHue Mo YMOAYaHUIO

KomaHOowb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabanua 5.206 — KomaHgb! pexkuma EXEC

KomaHda

3HauyeHue Aeiicmeue

show ports security {giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group}

MoKasbiBaeT HacTPoWKkn GyHKUMKM Be3onacHOCTU Ha BblbpaH-

gi_port: (1..3/0/1..28); HOM NHTepbeiice.

fa_port: (1..3/0/1..24);
group: (1..16)

show ports security addresses
{gigabitethernet gi port |
fastethernet fa_port |
port-channel group}

MoKa3bIBaEeT TeKyLLMe AMHAMUYECKMe agpeca Ana 3a610KNpo-

i c(1.. 1..28);
gi_port: (1..3/0/1..28); BaHHbIX MOPTOB.

fa_port: (1..3/0/1..24);
group: (1..16)

set interface active
{gigabitethernet gi port |
fastethernet fa_port |
port-channel group}

AKTUBU3NpPYET UHTEPDENC, OTKNIOYEHHDIN PYHKLMEN 3aLWmThl
nopta (KoOmMaHZa AOCTyNHa TONbKO ANS NPUBUNETMPOBAHHOTO
nosb3oBaTens).

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

[pumepbl 8b1M0MHEHUS KOMAHO

= Bratountb GyHKUMIO 3aWwmMTbl HA 15 nHTepdeiice Ethernet. YcTaHOBUTL orpaHnyeHune Ha nsy-
yeHue noptoB — 1 nopT. MNocne nsyyeHns MAC-agpeca 3a610KMPoBaTb GYHKLMIO U3yYeHuUA
HOBbIX a4pecoB Ana uHTepdelica ¢ Lenbio oT6pocuTb NakeTbl ¢ HensydeHHbIMM MAC-aape-
CaMM UCTOYHUKA. COXpaHUTb B dalin N3yyeHHbI agpec.

console#configure

console (config) #interface gigabitethernet 1/0/15
console (config-if) #port security mode secure permanent
console (config-if) #port security max 1

console (config-if) #port security

= [loaKNtouYUTb KAMEHTa K nopTy 1 usyuntb MAC-agpec.

console (config-if) #port security discard
console (config-if) #port security mode lock
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5.28.2 MNpoBepKa NOANMHHOCTU KIMEHTA Ha OCHOBe nopTa (craHgapT 802.1x)

5.28.2.1 basoesas nposepKa nodauHHocMu

AyteHTUdUKaumMa Ha ocHoBe cTaHAapTa 802.1x obecneymBaeT NpoBepKy NOAJANHHOCTM NO/Ib30BaTeNEN
KOMMyTaTOpa Yepe3 BHELWHWN CepBep Ha OCHOBE MOPTa, K KOTOPOMY MOAKAOYEH KAMEHT. TOAbKO
ayTeHTUPULMPOBAHHbIE WU aBTOPU3OBAHHbIE MOb30BATENM CMOTYT NepefasBatb M NMPUHUMATb OaAHHbIE.
MpoBepKa NOAIMHHOCTU NONb30BaTeeil NOPTOB BbiNoHAETcA cepBepom RADIUS nocpeactsom npoToKoa
EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2106asa6H020 KOHU2YpUPO8aHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KOHGUIrypnpoBaHms:

console (config) #

Tabnuua 5.207 — KomaHapl pexkmma rnob6anbHOro KoHGUrypmposaHus
3HayeHue/
3Ha4yeHue no ymonya-
HuUro

KomaHoa Aelicmeue

dotlx system-auth-control

no dotlx
system-auth-control

BkntoyaeT pexunm ayteHTUdMKaumm 802.1X Ha KommyTaTope.

-/force-authorized BbIK/IlOYaeT pexxnum ayTeHTUdUKaumnm 802.1X Ha KommyTaTope.

aaa authentication dotlx de-
fault {none | radius} [none |
radius]

no aaa authentication dotlx
default

-/radius

3afaeT o4MH UK ABa MeToAa NPOBEPKM NOATMHHOCTH, aBTO-
pusaumm 1 yyeta (AAA), na UCnonb3oBaHUA Ha HTepdeicax
IEEE 802.1X.
- none — He BbINOJIHATb ayTEHTVI(bVIKaLI,MIO;
- radius — ncnonb3osatb cnucok RADIUS-cepBepoB ana ayTeH-
TMdMKaLMmn Nnonb3osBaTens.
BTopoii MmeToa, ayTeHTUPUKaLUU Ucnonb3lyeTca
V TO/IbKO B C/ly4ae, €c/1v No NepBoMy ayTeHTUdUKauua
6blna HeycneLwHoMn.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

BuAa 3anpoca KoMaHAHOM CTPOKM B pexkume KoHPurypmposaHua nHtepdeliica Ethernet:

console (config-if)#

y

NpoTtokon EAP (Extensible Authentication Protocol) BbinonHAeT 3agaun gna ayreHTUdUKa-
UMM YyAANEHHOTO KIMEHTA, NPU 3TOM onpeaenas MexaHU3m ayTeHTUPUKaLUK.

Tabnunua 5.208 — KomaHabl pexxuma KoHpuUrypuposaHua nHTepdeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

dotlx port-control

{auto | force-authorized |
force-unauthorized}
[time-range time]

-/force-authorized
range_name: (1..32) cum-
BoAa

Hactpaunsaet ayteHTUdmKaumio 802.1X Ha uHTepdelice. Paspe-
LUAEeT Py4YHOMN KOHTPO/Ib 33 COCTOAHMEM aBTOPM3ALLMM NOPTA.

- auto - ncnonbzosatb 802.1X g5 U3IMEHEHUA COCTOAHMUA KAn-
eHTa MeXAy aBTOPU30BaHHbIM U HEABTOPU3OBAHHbIM;

- force-authorized — BbikntouaeT ayteHTUOMKaumio 802.1X Ha
nHTepoerice. MopT NnepexoamuT B aBTOPU30BAHHOE COCTOSHUE
6e3 ayTeHTUPMKaLumu;

- force-unauthorized - nepesoanT NOpT B HEaBTOPU30BAHHOE
cocTosAHMe. UrHopupytoTca Bce NONbITKM ayTeHTUdMKaumnm
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no dotlx port-control

K/MeHTa, KOMMYTaTop He NPeaoCTaBAseT CepBUC ayTeHTUDU-
Kauuu 419 3TOro nopTa;

- time — HTepBan BpemeHu. ECv AaHHbI NapameTp He onpe-
JeNeH, To NopT He aBTOPM30BaH.

YcTaHaBAMBAET 3HAYeHUE No YMONYaHUIO.

dotlx reauthentication

no dotlx reauthentication

-/nepuoanyeckme noBTop-
Hble NPOBEPKM NOAANHHO-
CTM BbIK/HOYEHDI

BKAtOYaeT nepuoauyeckme NoBTOPHbIE NPOBEPKU NOAIMHHO-
CT1 (NnepeayTeHTUOMKALMIO) KANEHTA.

BbIK/lOYAET Nepuoamyeckne NoBTOPHbIE MPOBEPKU NOAANHHO-
cTV (NnepeayTeHTUOMKALMUIO) KIMEHTA.

dotlx timeout reauth-period
period

no dotlx timeout reauth-pe-
riod

period:
(300..4294967295)/
3600 cek

YcTaHaBMBaeT nepuoa Mmexay NoBTOPHbIMU NPOBEPKaMU
NoA/IMHHOCTK.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-pe-
riod

period: (0..65535)/60 cek

YcTaHaB/MBaeT Nepuoa, B Te4eHne KOTOPOro KOMMYTaTop
OCTaeTcsa B COCTOAHMM MOYaHMA NOCAe HeYyAauHON NPOBEpPKM
NOAJ/IMHHOCTM.

B TeyeHue nepmnoaa MoYaHMA KOMMYTATOP He MPUHUMAET U
He MHULMMPYET HUKAKMX ayTEHTUOUKALMOHHBIX COOBLLEHMA.

YcTaHaBAMBaeT 3HaYEHNE MO YMONYAHUIO

dotlx timeout tx-period pe-
riod

no dotlx timeout tx-period

period: (30..65535)/30 cek

YcTaHaBAMBAET Nepuos, B TEHEHWE KOTOPOTro KOMMYTATOP
OXXMZaeT OTBET Ha 3anpoc Mbo naeHTUdUKaumIo No NpoTo-
Koy EAP oT KnneHTa, nepes NoBTOPHOM OTNPaBKoOW 3anpoca.

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

dotlx max-req count

no dotlx max-req

period: (1..10)/2

YcTaHaBAMBaeT MaKCMMaabHOE YACN0 MNOMNbITOK NepeAayu 3a-
npocoB nNpoToKosa EAP-knneHTy nepes HOBbIM 3aMyCKOM Npo-
Lecca NnpoBepKn NOAJMHHOCTY.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout supp-
timeout

period: (1..65535)/30 cek

YcTaHaBAMBaeT Nepuos Mexay NOBTOPHbIMK Nepegayamu 3a-
npocos nNpoTokona EAP-kaneHTy.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOHAHUIO.

dotlx timeout
server-timeout period

no dotlx timeout
server-timeout

period: (1..65535)/30 cek

YcTaHaBAMBaET Nepuos, B TeHEHNE KOTOPOrO KOMMYTATOpP
OXXMZaeT OTBETA OT cepBepa ayTeHTUdUKaLmK.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnnua 5.209 — KomaHgb! pexxkuma Privileged EXEC

KomaHda

3HaueHue

Aelicmeue

dotlx re-authenticate [giga-
bitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

BpyuHyto ocyLiecTsnseT NOBTOPHYO NPOBEpPKY NOAJAUHHOCTU
YKa3aHHOro nopTa B KOMaHAe, 1Mbo Bcex NOpPTOB, NOALEPHKM-
Batowmx 802.1X.

show dot1x interface {giga-
bitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

MokasbliBaeT coctoaHne 802.1X gna kKommyTaTopa nmbo ansa
yKasaHHoro nHtepdeiica.

show dotlx users [username
username]

(1..160) cumsonos

MoKa3blBaeT aKTUBHbIX ayTEHTUOULMPOBAHHBIX NO/Ib30BaTe-
nen 802.1X kommyTaTopa.

show dot1x statistics inter-
face

{gigabitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

MoKa3sblBaeT cTaTUCTUKY No 802.1X ans BbI6paHHOro UHTEp-
deiica.
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[Mpumepbl 8bINOAHEHUA KOMAHO

= BK/AKOUYUTb pernm ayteHTUdPuKaumm 802.1X Ha kommyTaTope. McnonbzosaTb RADIUS-cepBep
ONA NMPOBEPKU NOAJMHHOCTM KANEHTOB Ha MHTepdencax |IEEE 802.1X. Ona 18 uHTtepodeliica
Ethernet ncnonb3oBatb pexkum ayTeHTUPUKaumm 802.1x.

console#configure

console (config) #dotlx system-auth-control

console (config) #aaa authentication dotlx default radius
console (config) #interface gigabitethernet 1/0/18
console (config-if) #dotlx port-control auto

= [lokasaTb coctoaHue 802.1X ana KommyTaTopa.

console#show dotlx

802.1x is disabled

Admin Oper Reauth Reauth Username

Port Mode Mode Control Period
gio0/1 Force Authorized Authorized* Disabled 3600 n/a
gi0/2 Force Authorized Authorized* Disabled 3600 n/a
gi0/3 Force Authorized Authorized* Disabled 3600 n/a
gi0/4 Force Authorized Authorized* Enabled 3600 n/a
gi0/5 Force Authorized Authorized* Disabled 3600 n/a
gil/6 Force Authorized Authorized* Disabled 3600 n/a
gi0/7 Force Authorized Authorized* Disabled 3600 n/a
gi0/8 Force Authorized Authorized* Disabled 3600 n/a
gi0/9 Force Authorized Authorized* Disabled 3600 n/a
gi0/10 Force Authorized Authorized* Disabled 3600 n/a
gi0/11 Force Authorized Authorized Disabled 3600 n/a
gi0/12 Force Authorized Authorized* Disabled 3600 n/a
gi0/13 Force Authorized Authorized* Disabled 3600 n/a
gi0/14 Force Authorized Authorized* Disabled 3600 n/a
gi0/15 Force Authorized Authorized* Disabled 3600 n/a
gi0/16 Force Authorized Authorized* Disabled 3600 n/a
More: <space>, Quit: g, One line: <return>

= [lokasaTtb cocTonaHue 802.1X ana 12 untepdelica Ethernet.
consolef#show dotlx interface gigabitethernet 1/0/12
802.1x is disabled

Admin Oper Reauth Reauth Username

Port Mode Mode Control Period
gi0/12 Force Authorized Authorized* Disabled 3600 n/a
* Port is down or not present
Quiet period: 60 Seconds
Tx period: 30 Seconds
Max req: 2
Supplicant timeout: 30 Seconds
Server timeout: 30 Seconds
Session Time (HH:MM:SS): 00:00:00
MAC Address:
Authentication Method: Remote

Termination Cause:

Authenticator State Machi
State:

Backend State Machine

Port re-initialize

ne
INITIALIZE
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State: INITIALIZE
Authentication success: 0
Authentication fails: 0

Tabnnua 5.210 — OnuncaHMe pesybTaToB BbIMNOJIHEHMA KOMaH/A,

Mapamemp

OnucaHue

Port

Homep noprta.

Admin mode

Pexxum ayteHTuduraumm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepauynoHHbIM PeXXMM NopTa: aBTOPU30BaHHbIN, HEAaBTOPU30BAHHbLIMI, NM6O Bbl-
KntoveHHbIn (Authorized, Unauthorized, Down).

Reauth Control

KoHTponb NnepeayTeHTUOUKALUN.

Reauth Period

Mepuoa mexkay NOBTOPHBLIMKU NPOBEPKAMU NOAJAUHHOCTU.

Mmna nosnb3oBaTensa npu ncnosbsosaHum 802.1X. Ecam nopT aBTopmM3oBaH, TO 0TO6-

Username pajkaeTcA MMA TeKyLero noab3osaTena. Ecnn nopT He aBTopM30BaH, TO 0Tobpaka-
eTcA UMA NocaefHero ycnewHo aBTopM30BaHHOrO NONb30BaTeNA HA MOPTY.
Quiet period MNepuoga, B Te4eHMe KOTOPOro KOMMYTAaTOP OCTAeTCA B COCTOAHUU MOIYAHUA nocne
P HeyAa4YHON NPOBEPKMN NOAJIUHHOCTH.
Tx period Mepunog, B TeUEHWE KOTOPOrO KOMMYTATOP OXKMAAET OTBET Ha 3anpoc Mb60o nAeHTU-
¢durKaumto no npotokony EAP oT KiveHTa, nepes, NOBTOPHOM OTNPABKOWM 3anpoca.
Max req MaKcnumanbHoOe YMCno NOMbITOK Nepeaayn 3anpocos NpoTtokona EAP knveHTy ne-

pen HoBbIM 3anNyCKOM npoLecca NpoBepKn NOA/IMHHOCTU.

Supplicant timeout

Mepuog mexay NOBTOPHLIMK NepeaayaMm 3anpocoB NpoTokona EAP KaneHTy.

Server timeout

Mepuog, B Te4EHNE KOTOPOro KOMMYTATOP OXMUAAET OTBETa OT cepBepa ayTeHTUGU-
KaLuu.

Session Time

Bpems NMoaK/ItoueHns Nonb3oBaTeNs K yCTPOMCTBY.

Mac address

MAC-agpec nonb3soBarens.

Authentication Method

MeTog ayTeHTUdUKALMM YCTAHOBNEHHOM Ceccum.

Termination Cause

MpuynHa 3aKpbITUA ceccum.

State

TekyLwee 3HayeHNe aBTomaTa COCTOSIHWUM onpeaenntena NnOAIMHHOCTU U BbIXOAHOIO
aBTOMATa COCTOSHUN.

Authentication success

Koanyectso nosy4yeHHbIX coobLLeHMI 06 ycrnelwHoM ayTeHTUMdMKaLMM OT cepaepa.

Authentication fails KonmuecTBo nonyyeHHbIX COOBbLEHMI O HeyCNeLHOW ayTeHTUGUKaL MM OT cepBepa.
VLAN Ipynna VLAN Ha3HayeHHan nonb3osaTento.
Filter ID NaeHTudukaTop rpynnbl duabTpaumn.

= [lokasaTtb cTaTUCTUKY no 802.1X ana nntepoeiica Ethernet 13.

consolef#show dotlx statistics interface gigabitethernet 1/0/13

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: 0O
EapLengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

206 Ethernet-kommymamopsi MES1000, MES2000



HELTEX

Tabnnuya 5.211 — OnuncaHMe pesybTaToB BbIMNO/JIHEHMA KOMaHA,

Mapamemp OnucaHue

KonunuecTso KOppeKTHbIX NakeTos ntoboro Tvna npotokona EAPOL (Extensible

EapolFramesRx Authentication Protocol over LAN), NpuHATLIX AaHHbIM OnNpeaennTenem noa/vH-

HOCTH.

KonnyectBo KoppeKTHbIX NakeToB Atoboro tTuna npotokona EAPOL, nepeaaHHbIX
EapolFramesTx PP P » NEPEA

OAHHbIM onpeaennTenem NogAMHHOCTU.

KonunuectBo naketos Start npotokona EAPOL, NnpUHATbLIX AaHHbIM ONpeaeanTenem
EapolStartFramesRx P » NP A PeA

NOA/IMHHOCTHU.

Konunyectso naketoB Logoff npoTtokona EAPOL, NpuHATbLIX AaHHbIM onpeaenuTe-
EapolLogoffFramesRx & P /P A pea

nem NoA/IMHHOCTY.

Konunuyectso nakeTtos Resp/ld npotokona EAPOL, NPUHATLIX AaHHbIM onpeaenuTe-
EapolRespldFramesRx p/id np » 1P A PeA

nem NoA/IMHHOCTW.

Konunuyectso nakeTtos oTeeToB (Kpome Resp/Id) npoTtokona EAPOL, npuHATbIX AaH-
EapolRespFramesRx (kp p/id) np » 1P A

HbIM onpeaennTenem NoAANHHOCTU.

Konunyectso naketoB Resp/ld npoTokona EAPOL, nepegaHHbIX AaHHbIM ONpeaenn-
EapolReqldFramesTx p/id np » NEpeA A pea

Tenem nogAMHHOCTU.

Konnuyectso nakeTos 3anpocos (Kpome Resp/Id) npotokona EAPOL, nepeaaHHbIX
EapolReqFramesTx P (kp p/id) np » NEPEA

[OaHHbIM onpeaennTenem NogAMHHOCTY.

. Konunyectso naketos npoTokosia EAPOL ¢ Hepacno3HaHHbIM TUNOM, NPUHATbIX

InvalidEapolFramesRx P P » NP

AaHHbIM onpeaenntenem NnoANMHHOCTU.

Konunyectso nakeToB npoTokosa EAPOL ¢ HEKOPPEKTHOM ANAMHOM, NPUHATbLIX AaH-

EaplLengthErrorFramesRx
HbIM onpeaennTenem NOAANHHOCTU.

Bepcua npotokona EAPOL, npuHATas B caMoOM noc/ieaHEeM Ha AaHHbIN MOMEHT na-

LastEapolFrameVersion
KeTe.

MAC-afpec UCTOYHUKA, NPUHATbLIA B CAMOM MocAeAHEM Ha AaHHbIA MOMEHT na-

LastEapolFrameSource
KeTe.

5.28.2.2 PacwupeHHasa nposepKa no0auHHocmu.

PacwmpeHHble HacTpolikn dotlx Mo3BOAAIOT MPOBOAMTL MPOBEPKY MOAJIMHHOCTU AN HECKOJbKUX
KJMEHTOB, NMOAK/IOYEHHbIX K NopTy. CyLLecTBYeT A4Ba BapuaHTa ayTeHTUMKaLMW: NepBbIi, KOraa NpoBepKa
NOAJ/IMHHOCTM Ha OCHOBE NOpPTa TPebyeT ayTeHTUOUKALMM TONIbKO OAHOTO KAMEHTA, YTOBbI AOCTYN K cUcTEME
UMenu Bce KauneHTbl (pexum multiple hosts), BToOpoli, Korga npoBepka MOA/MHHOCTU Tpebyer
ayTeHTMdUKALMM BCeX MOAKAOUEHHbIX K MOPTY KAMeHToB (pexum multiple sessions). Ecav nopT B pexkume
multiple hosts He npoxoanT ayTeHTUdMKaLMIO, TO BCEM MOAKNOYEHHbIM XOCTam ByAeT 0TKasaHo B AocTyne
K pecypcam ceTu. TaKKe K pacluMpPeHHbIM HaCTPOMKaM OTHOCUTCA agMUHUCTPUPOBaHMe roctesbix VLAN, K
KOTOPbIM MMEIOT A0CTYN He Npolwealime ayTeHTMOUKALMIO NONb30BaTEe M.

' NopT pgoctyna (Access) He moxeT 6biTb YneHom HeayTeHTUduuuposaHHoit VLAN. Native
V VLAN TpaHKoBoro nopta (Trunk) He moxeT 6biTb HeayTeHTUGULMpoBaHHbIM VLAN. Ho gna
nopta B pexxume General PVID moxkeT 6biTb HeayTeHTUdMUMpoBaHHbIM VLAN (B aTOM ciyuae

TO/IbKO TEerMPOBaHHbIe NaKeTbl MOTyT 6biTb NPUHATbI B HEABTOPM3OBAaHHOM COCTOSIHUM).

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHOro KOHGUrypupoBaHus:

console (config) #
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Tabnnua 5.212 — KomaHgb! pexxuma rnobanbHOro KOHGUrypmpoBaHus

Komanda 3Ha4yeHue/3HayeHue o Leiicmeue
ymMmon4YaHuro
dotlx bpdu {filtering | 3agaeT 06paboTky 3awmThl nopToB 802.1x BPDU, Koraa 802.1x rno-
bridging} 6a71bHO BbIK/IOYEH.
- filtering — dunbTpoBaTL NaKeThl 802.1x BPDU;
- bridging — nepesasatb naketbl 802.1x BPDU KaK 06bl4Hble NaKeTbl
o AaHHbIX.
-/filtering
®yHKUMA paboTaeT TONbKO KOrAa pexKum ayTeHTuduKa-
V ummn 802.1x Ha KOMMyTaTOpe BbiKAlOYEH. [1nA BbiKAlOYe-
HUA ayTeHTUdUKauumn 802.1x ncnonb3yetca KOMaHAA: NO
dotlx system-auth-control.
no dotlx bpdu YcTaHaBAMBAET 3HAYEHME MO YMOIYAHMUIO.
dotlx guest-vlan timeout YcTaHaBAMBaET BPEMS 334EPHKKMU MEXK Y BKNIOUEHMEM PEXKMMA
timeout ayTeHTUOMKauum 802.1x (MM BKAOYEHMEM NopTa) U gobaBneHnem
timeout: (30 .. 180) / nopra B guest VLAN.
no dotlx guest-vian YcTaHaBAMBaEeT 3HaYeHME N0 YMOYAHUIO.
timeout
dotlx traps mac-authen- PaspelaeT oTnpasKy trap-coobLweHni, KOrga KIMEHT yCrewwHo npo-
tication success XOAMT ayTeHTudMKaumio no MAC-aapecy, OCHOBAHHYHO Ha CTaH-
-/BbIK/IIOYEHO napTe 802.1x.
no dotlx traps mac-au- YcTaHaBAMBaET 3Ha4YeHMe N0 YMOYAHWIO.
thentication success
dotlx traps mac-authen- PaspelaeT oTnpasKy trap-coobLeHUI, KOrAa KAMEHT He NpoLen
tication failure ayTeHTMdMKauuto no MAC-agpecy, OCHOBaHHYIO Ha CTaHAapTe
-/BKAtOYEHO 802.1x.
no dotlx traps mac-au- YcTaHaBAMBaET 3HaYeHMeE N0 YMONYAHWIO.
thentication failure
dot1x radius-attributes YcTaHaBnvBaeT 06paboTky owmnbok ana atpnbytos RADIUS:
errors filter-id resource - accept — nosib3oBaTeslb NPUHAT, ecin GUnbTpauma no ID He moxkeT
{accept | reject} 6bITb NPOM3BEAEHa No NPUYNHAM pacnpeaeneHusa pecypcos. Ecam
dunbTpaums no ID He moxKeT BbITb NpoM3BeaeHa Mo APYIUM NPUYK-
. HaMm, Nonb3oBaTe/lb byAeT OTKNOHEH;
-/reject .
- reject — Ecnim dunbTpauma no ID He MOXKeT bbITb 3aZ1aHa, TO NO/b-
30BaTesib OyAeT OTK/IOHEH.
no dotl1x radius-attrib- YcTaHaBAMBaEeT 3HaYeHMeE N0 YMOIYAHUIO.
utes errors filter-id re-
sources
dot1x radius-attributes YcTaHasauBaeT GopmaT Hymepauum nopTtos B aTpubyTe NAS-Port
nas-port format-type {de- npu ayteHTMduMKaumm no 802.1x:
fault | human} - deafult - 3HaueHWe No ymoNYaHUIO, HYMepaLMA COOTBETCTBYET
BHYTpeHHUM iflIndex'am;
-/default -h ) _—
uman - Hymepaumsa NopToB HauyMHaeTcAa ¢ 1 (KaK Ha nepegHel na
Henun).
no dotlx radius-attrib- YcTaHaBAMBaeT 3HaueHMe NO YMOIYAHUIO.
utes nas-port format-type

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaelica Ethernet

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume KoHPUrypuposaHua nntepoeiica Ethernet:

console (config-if) #

Tabnnua 5.213 — KomaHabl pexxuma KoHpurypuposaHua nHTepdeiica Ethernet

3HayeHue/3HavyeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
dotlx host-mode PaspeluaeT Hannume o4HOro/HECKONbKUX KIMEHTOB Ha aBTOPU30-
{multi-host | single-host BaHHOM nopTy 802.1X.
| multi-sessions} -/multi-host - multi-host — HeCKo/1IbKO KNMeHTOB;

- single-host — oauH KnueHT;
- multi-sessions — HeCKO/IbKO ceccuit.
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dotlx violation-mode
{restrict | protect | shut-
down }

no dotlx
single-host-violation

-/protect

3apaeT feincteme, KOTopoe HEOH6XOAMMO BbINONHWUTL, KOTAA YCTPOW-
ctBo, MAC-agpec KoTtoporo otanyaetca ot MAC-agpeca KAueHTa,
OCYLLECTBAAET NONbITKY JOCTYNA K UHTepdeicy.

- restrict - naketol ¢ MAC-agpecom, oTanyHbim oT MAC-aapeca Kau-
€HTa, NepecblNaoTcA, NPU 3TOM aApec UCTOYHUKA He U3ydaeTcs;

- protect — naketbl ¢ MAC-agpecom, oTanydHbim ot MAC-agpeca Knau-
eHTa, oTbpacbiBatoTCs;

- shutdown — nopT BbIKAtoYaeTcA, nakeTbl ¢ MAC-agpecom, OT/Iny-
HbiMm oT MAC-aapeca KAneHTa, oTbpacbiBatoTcs;

YacToTa reHepupyembix coobueHuii npotokona SNMP trap npu no-
CTYNIEHUN HECAHKLMOHUPOBAHHbIX NAaKeTOB cocTaBasAeT 1 cekyHay.

V KomaHga urHopupyertca B pexxume multiple hosts.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

dotlx guest-vlan enable

no dotlx guest-vlan ena-
ble

-/pocTyn 3anpeueH

Pa3peliaeT HeaBTOPM30BaHHbIM N0/b30BATENAM AAHHOMO UHTEp-
l delica goctyn K roctesoi VLAN.
- Ha ycrpoiicTBe gonxeH 6biTb HacTpoeH XoTa 6bl 04UH roc-
TeBoii VLAN (komaHaa dotlx guest-vlan B HacTpoiiKax UH-
Tepdeiica VLAN).

3anpeLaeT HeaBTOPU30BaHHbIM NO/Ib30BATENAM AAHHOTO UHTEP-
deiica goctyn K roctesoii VLAN.

dotlx mac-authentica-
tion {mac-only | mac-
and-802.1x}

no dotlx mac-
authentication

-/BbIK/IIOYEHa

BKntoyaeT ayTeHTUdMKaLMIO, OCHOBaHHYto Ha MAC-agpecax noab3o-
BaTenen.
- mac-only — BK/tOYaeT ayTeEHTUPUKALMIO, OCHOBAHHYIO TO/IbKO Ha
MAC-agpecax, naketbl 802.1X UTHOPUPYIOTCA;
- mac-and-802.1x — BK/lo4aeT ayTeEHTUPUKALMIO, OCHOBAHHYIO Ha
802.1x 1 MAC-agpecax.
' - FocteBasn VLAN gonxkHa 6biTb BK/lOUEHA, KOr4a UCMO/b-
H 3yeTca ayTeHTMdUKauua no MAC-agpecy.
- He ponkHo 6bITb cTaTMUecKux npusasok MAC-agpeca.
- ®YHKLMA NOBTOPHOI ayTeHTUUKaALMM A0NKHA 6BbiTb
BK/IlOYEHa.

BbIKkntoyaeT ayTeHTUMKALNIO, OCHOBAHHYIO Ha MAC-agpecax nonb-
3oBaTenen.

dotlx mac-authentica-
tion format username {
lowercase | uppercase } [
separator{- | : | .}1[
groupsize{1]|2]|4}]

-/lowercase 6e3 pasaenu-
Teneli v AeneHns Ha
rpynnbl (alb2c3d4e5e6)

KomaHgza 3apaét popmart ctpoku ¢ MAC agpecom KnneHTa, nepesa-
Baemoli B aTpnbyte User-Name.

-lowercase, uppercase - onpegensaT perucTp 6yKBeHHbIX CUMBO-
nos;

- separator - 334aéT pa3gennTenib Mexay rpynnamm CUMBOJIOB;

- groupsize - KONIMYECTBO CUMBO/IOB B KaXKA0M rpynne. 3ajaHue na-
pameTpoB separator u groupsize He obA3aTenbHo (T.e., ecau Tpeby-
€TCsl, MOXXHO YKasaTb TO/IbKO PEerucTp), Ho s Toro, 4tobsl MAC-aa-
pec oTobpakancsa pasfenéHHbIM Ha rpynnbl, HEO6Xo0ANMO 3a4aTb
o0ba 3Tux Nnapametpa.

Mpumep KoHdUrypauuu:
dot1x mac-authentication format username uppercase separator :
groupsize 4

dopmaT CTPoKM B aTpubyTe:
A1B2:C3D4:E5F6

no dotlx mac-authenti-
cation format username

YcTaHaBAMBaeT 3HaYeHue no yMON4aHUo

dotlx mac-authentica-
tion format password

CTtpoka password_string nepeaaétcs 8 RADIUS atpubyte User-Pass-
word. Mo ymonuaHuio B atpmnbyTe nepeaaétca MAC agpec KAveHTa

-/User-Name N e
{password_string} B dopmarte, 3agaHHOM KomaHgol dotlx mac-authentication format
username. MakcMmanbHaa ANWHA NepefaBaeMoit CTPOKM - 128 cum-
BOJIOB.
no dotlx mac-authenti- YcTaHaB/MBaeT 3HaYEHUE NO YMOYAHUIO
cation format password
dot1x radius-attributes A BK/I10YMTb NPOBEPKY NOAJIMHHOCTU, OCHOBaHHY0 Ha ACL/ Ha3HaunTb

filter-id

QOS-Policy.
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no dotlx radius-attrib- YcTaHaBAMBAET 3HAYEHUE N0 YMONYAHMIO.

utes filter-id
dotlx radius-attributes BkntoyaeT 06paboTky onumm Tunnel-Private-Group-ID (81) B coob6-
vlan weHunax RADIUS-cepsepa.

-/BbIK/OYEH
no dotlx radius-attrib- /

utes vlan

weHuax RADIUS-cepsepa.

BbikntoyaeT 06paboTky onumm Tunnel-Private-Group-ID (81) B coob-

KomaHObI pexcuma KoHgpuaypuposaHusa VLAN

BuAa 3anpoca KoMaHAHOWN CTPOKM B pexxume KoHPUrypuposaHma nHtepoeica VLAN:

console (config-if) #

Tabanua 5.214 — KomaHgb! pexxuma KoHpurypuposaHma nHtepoeica VLAN

KomaHoa

3Ha4yeHue

Aeiicmeue

dotlx auth-not-req

no dotlx auth-not-req

-/BocTyn HeaBTOPU30BaH-
HbIM M0/1b30BaTENAM 3a-
npeweH

PaspewaeT goctyn K gaHHoi VLAN HeaBTOpPM30BaHHbIM MO/b-
30BaTeNAM.

3anpeuaeT goctyn K AaHHoM VLAN HeaBTOpPM30BaHHbIM MOJb-
30BaTeNAM.

dotlx guest-vlan

no dotlx guest-vian

-/VLAN He onpeaeneHa Kak
rocresas

Onpegensert roctesyto VLAN.

OTKpbIBAeT HEaBTOPM30BAHHbIM NO/Ib30BATENAM UHTEpPdENiCa
poctyn K roctesoit VLAN. Ecau rocteBas VLAN onpegeneHa un
pa3pelleHa, nopT byaeT aBTOMaTUYECKM NPUCOEAMHATLCA K
HeW, Koraa He aBTOpM30BaH, M NOKMAATb, KOrga NPONAEeT aBTo-
pusaumio. YTobbl MCNONb30BaATb AAHHbIN GYHKLMOHA, NOPT He
OOIKEH BbITb CTaTUYECKUM YneHom rocteson VLAN.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

KomaHObI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 5.215 — KomaHab! pexkuma Privileged EXEC

KomaHoa

3HauyeHue

Aelicmeue

show dotlx advanced [gi-
gabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

MoKasbiBaeT 4OMNOAHWUTENbHbIE CBEAEHMNA O HACTPOIMKaX MPOTo-
Kona 802.1x (KomMaHAa AOCTYNHA TONbKO A4 NPUBUAErMpPO-
BaHHOro Nonb3oBaTens).

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 5.216 — KomaHgb! pexxkuma Privileged EXEC

KomaHoa

3HauyeHue

Aelicmeue

show dotlx bpdu

MokasbiBaeT 06paboTKy 3awuTbl nopTtoB 802.1x BPDU Koraa
802.1x rno6anbHO BbIKNHOYEH.
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5.28.3 KoHTponb npotokona DHCP 1 onuun 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoi NpoToKo, NO3BONAOLLMIA KAMEHTY NO 3anpocy
nony4yaTb IP-agpec n apyrve Tpebyemble napameTpbl, Heobxoanmble ans paboTbl B cetn TCP/IP.

MpoTokon DHCP moxKeT Ncnosb3oBaTbCA 3/10YMbILIEHHUKaMM A5 COBEPLUEHMA aTaK Ha YCTPOMCTBO,
KaK CO CTOpPOHbl KaneHTa, 3actasnaa DHCP-cepsep BblgaTb BCe AOCTYMNHble agpeca, TaK U CO CTOPOHDI
cepsepa, NyTem ero noameHbl. MporpammHoe obecnevyeHMe KOMMYyTaTOpPa NO3BOAAET 0becneynTb 3aLnTy
YCTPOMCTBA OT aTak C MUcnonb3oBaHMem npoTokosa DHCP, ans yero npumeHseTtcs YHKUMA KOHTPONs
npotokona DHCP — DHCP snooping.

YcTpoincTBo cnocobHo oTcnexmBaTh noasaeHne DHCP-cepBepoB B ceTH, paspeLuas nx UCnosib3oBaHue
TONbKO HAa «A0BEPEHHbIX» NHTEPdEICAX, a TaKKe KOHTPOANPOBaTb AOCTyn KamMeHToB K DHCP-cepeepam no
Tabanue cooTBETCTBUMA.

Onuus 82 npotokona DHCP (option 82) ncnonbsyertca ansa Toro, 4ytobbl NnponHpopmuposaTs DHCP-
cepsep o ToM, OT Kakoro DHCP-peTpaHcnaTtopa (Relay Agent) u yepes Kakoli ero nopT 6611 NoAyYeH 3anpoc.
MpumeHseTca 4nA yCTaHOBAEHUA COOTBETCTBMI IP-afpecoB M NOPTOB KOMMYTATOPa, @ TaKXKe 15 3alnTbl OT
aTak c Mcnonb3oBaHMem npoTtoKkosia DHCP. Onuma 82 npeacraBaseT cobol A0NONHUTENbHYIO MHPOPMALIMIO
(Mma ycTpolictBa, HOMep nopTa), 4oHaBASsEMY0 KOMMYTaTOPOM, KOTopbIi paboTtaeT B pexkume DHCP Relay
areHta, B Buae DHCP-3anpoca, NpuMHATOrO OT KAWeHTa. Ha ocHoBaHuu aaHHoih onuun, DHCP-cepsep
Bblgenser |P-agpec (ananasoH IP-agpecoB) M Apyrve napameTpbl NopTy KommyTaTtopa. [onyums
HeobxoaMmble AaHHble oT cepBepa, DHCP Relay areHT Bblgennet IP-agpec KAMEHTY, a TaKXKe nepeaaer emy
Apyrve Heobxogumble NapameTpsbl.

Onuma dopmupyeTca C yd4eTom npuoputeta (B NOpAAKE yMEHbLUEHMA): HACTPOMKKM MHTepdeiica
Ethernet -> HacTpolikn nHTepdenca VLAN -> HaCTPOMKKU perkmnma rnobanbHOro KoHGUrypupoBaHus.

Tabnunua 5.217 — dopmat noneit onuum 82
Mone Mepedasaemasn uHgopmayusa

Mms xocTa ycTpoicTea.

Circuit ID Crpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocneaHunit 6aAT — Homep NOPTa, K KOTOPOMY MOAKNHOYEHO YCTPOMCTBO, OTNpaBasloLLee
dhcp-3anpoc.

Enterprise number —0089c1
Remote agent ID
MAC-agpec ycTpoiicTaa.

’ . [Ana ucnonb3oBaHUA onumm 82 Ha YCTPOCTBE A0/1KHA BbiTb BKAtOYeHa pyHKLMA DHCP relay

H areHTa. Ana BkaoueHna DHCP relay areHTa ucnonb3yerca KomaHpga ip dhcp relay enable 8
pexxume rnobanbHoro KoHeUrypuposaHua (cm. pasgen 5.29 dyHkuuu DHCP Relay nocpepg-
HUKa).

[Ona KoppekTHo pabotbl dyHKummn DHCP Snooping Bce ucnonbayembie DHCP-cepBepbl
BONXKHbI 6bITb NOAKAIOUEHDbI K «40BEepeHHbIM» NopTam KommyTaTopa. Ana aobaBneHuns
nopTa B CMUCOK «A0BEPEHHbIX» UCNOAb3yeTca KomaHaa ip dhcp snooping trust B pexxume
KoHouUrypauunu untepdeiica. fns obecnevyeHmns 6e3onacHOCTU BCe OCTasibHble NOPTbl KOM-
MyTaTopa A0/KHbI 6bITb «HeA0BepPeHHbIMWNY.

.‘

KomaHObI pexcuma 271060s16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHoro KoHGUrypnposaHua:

console (config) #
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Tabnnua 5.218 — KomaHgb! pexxuma rnobasbHoOro KOoHGUrypmpoBaHus

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

ip dhcp snooping

no ip dhcp snooping

-/BbIKNOYEHO

BK/toyaeT KOHTPO/Ib NpoToKosia DHCP nytem BeaeHus Tab-
nnubl DHCP snooping 1 0TNPaBKKU KAMEHTCKUX LWMPOKOBeELLa-
TenbHbix DHCP-3anpocoB Ha «40BepeHHbIe» NOpThI.

BbikntoyaeT KOHTpOAb NpoTokona DHCP.

ip dhcp snooping vlan
vlan_id

no ip dhcp snooping vlan
vlan_id

vlan_id: (1..4094)/sbiknt0-
YyeHo

BKkntouaeT KOoHTpoib NpoToKosia DHCP B npeaenax ykasaHHOM
VLAN.

BbikntoyaeT KOHTposb npoTokosia DHCP B npeaenax ykasaH-
How VLAN.

ip dhcp snooping infor-
mation option allowed-
untrusted

no ip dhcp snooping in-
formation option al-
lowed-untrusted

-/npuem DHCP-nakeTos ¢
onuuein 82 oT «KHeHaAex-
HbIX» MOPTOB 3anpeLyeH

PaspewaeT npuHumate DHCP-nakeTbl ¢ onumeli 82 oT «HeHa-
OEXHbIX» MOPTOB.

3anpeuwaeT npuHumatb DHCP-nakeTbl c onumelt 82 oT «HeHa-
OEXKHbIX» NOPTOB.

ip dhcp snooping verify

no ip dhcp snooping ver-
ify

-/Bepudukauma BrAOYEHA

BkntouaeT Bepuomkaumio MAC-agpeca KnveHta u MAC-ag-
peca UCTOYHMKA, npuHaToro 8 DHCP-nakeTe Ha «HepoBepeH-
HbIX» MopTax.

BbikntovaeT Bepudpukaumo MAC-agpeca knmeHTa nu MAC-aa-
peca UCTOYHMKA, npuHaToro 8 DHCP-nakeTe Ha «HepoBepeH-
HbIX» MopTax.

ip dhcp snooping data-
base

-/pe3epBHbIit paia He uc-

PaspewwaeT ncnonb3oBaHune pesepBHoro ¢aina (6asbl) KOH-
Tpona npotokona DHCP.

no ip dhcp snooping data- nosb3yeTtca 3anpewaeT Mcnonb3oBaHWe pesepsHoro daina (6asbl) KOH-
base Tpona npotokona DHCP.

ip dhcp snooping data- 3apaeT yactoTy 06HOBIeHUA dalina (6asbl) KOHTPOAA NPOTO-
base update-freq seconds seconds: Kona DHCP.

no ip dhcp snooping data-
base update-freq seconds

(600..86400)/1200

YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

ip dhcp snooping port-
down action clear

no ip dhcp snooping port-
down action

-/BbIK/IIOYEHO

MossonseT ounctutb Tabnuuy DCHP snooping npu nage-
HUU UHTepdelica

3anpewaet ounctky Tabnunubl DCHP snooping npu nage-
HWUU UHTepdelica

ip dhcp information op-
tion

no ip dhcp information
option

-/BbIKNIOYEHO

PaspewaeT ycTpoiicTy fobasneHue onunm 82 npu pabote
npotokona DHCP.

3anpewaeT ycTpoicTey fobasnexHme onuun 82 npu pabote
npotokona DHCP.

ip dhcp information op-
tion format-type access-
node-id node_id

no ip dhcp information
option format-type ac-
cess-node-id

node_id: (1..32) cumso-
nos/-

YcTaHOBKa ngeHtuoukatopa access-node_id onumm 82.

YcTaHOBKa 3HaY€HUA NO YMONYAHUIO.

ip dhcp information op-
tion format-type remote-
id

no ip dhcp information
option format-type re-
mote-id

remote_id: (1..32) cumso-
nos/-

YcTaHOBKa ngeHtuounKatopa remote_id onuum 82.

YcTaHOBKa 3HAY€HUA NO YMOYAHUIO.

ip dhcp information op-
tion format-type option
format [delimiter delim-
iter]

format: (sp, sv, pv, spv, bin,
user-defined);
delimiter: (.,;#)/npo6en

HacTpoiika popmata DHCP onuuum 82.
dopmar:
- Sp — HOMep CNOoTa U NOpPTa;
- sv—Homep cnota u VLAN;
- pv—Homep nopta u VLAN;
- SpV — HOMep cnoTa, nopta n VLAN;
- bin — 6uHapHbIi dopmat: VLAN, cnoT, noprt;
- user-defined — popmat onpegenserca nonb3osatenem. Mpu
onpeaeneHum UCNob3yoTca cneaytolme WabnoHbl:
%h: hostname;
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%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;

%P: pavHHOE MMmsA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopta (3HayeHue nons ifTable::ifType B wWecTHagua-
TEPUYHOM BUAE);

%m: mac-agpec nopta B popmate H-H-H-H-H-H-H;

%M: mac-agpec cuctembl B popmate H-H-H-H-H-H-H;

%Uu: HOMep HHUTA;

%S: HOMep CNoTa;

%n: HoMep nopTa (Kak Ha IMLEeBOl NaHenun);

%i: ifindex nopTa;

%v: ngentnoukatop VLAN;

%c: mac-agpec KaneHTta B popmate H-H-H-H-H-H;

%a: IP-agpec cuctembl B popmate A.B.C.D.

no ip dhcp information YcTaHOBKa 3HaYeHMA N0 YMOTYAHUIO

option format-type op-

tion

ip dhcp information op- HacTpolika popmata onuum 82.

tion suboption-type - tr101 — ycTaHaBAMBaeT popmat onumm 82 CornacHo CUHTaK-

{tr101 | custom} cucy, NpUHATOMY B pekomeHgaumax TR-101 B cooTBeTCcTBUM C
dopmaTom, npmBeseHHbIM B Tabnmue 5.219;

-/tr101 - custom — ycTaHaBaAMBaeT ¢popmat onuumn 82 B COOTBETCTBUM C

dopmaTom, npmBeseHHbIM B Tabnmue 5.220.

no ip dhcp information Bo3Bpalaer 3Ha4YeHne No ymon4aHuio

option suboption-type

_|

abnnua 5.219 — dopmat noneit onuum 82 cornacHo pekomeHgaumam TR-101

Mone Mepedaeaemasn uHghopmayus

hostname ycTpolictea

Circuit ID CTpoKa Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnegHuii 6aT — HOMep NOPTA, K KOTOPOMY NOAKIHOUYEHO YCTPOWCTBO, OTMPaBAsAtoLLee
dhcp-3anpoc.

Enterprise number —0089c1
Remote agent ID .
MAC-agpec ycTpoicTaa

_|

abnnua 5.220 — dopmat noneit onuum 82 pexknmma custom

Mone Mepedaeaemasn uHgopmayusa

Onnna (1 6ainT)

Twn Circuit ID

Onvna (1 6aiT)

VLAN (2 6aiiTa)

Homep mogyna (1 6aiT)

Circuit ID

Homep noprta (1 6aiiT)
Onvna (1 6aiT)

Tun Remote ID (1 6aiT)
Onnna (1 6anT)

MAC-agpec kommyTaTopa

Remote agent ID

KomaHObI pexcuma KoHguaypuposaHua uHmepdgelica (QuanasoHa uHmepgelicos) Ethernet,
UHMepgelica 2pynnbl 1opmos

BuAa 3anpoca KOMaHOHOM CTPOKM B pexMme KOHPUrypmposaHua nHtepdeica Ethernet, nnrtepoeiica
rpynnbl NOPTOB:

console (config-if)#

Tabnunua 5.221 — KomaHabl pexkuma KoHpurypuposaHua nHtepdeiica Ethernet, rpynnbl untepdelicos
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KomaHoa

3HayeHue/3HavyeHue no
YMOAYAHUIO

Aelicmeue

ip dhcp snooping

no ip dhcp snooping

-/BbIK/IIOYEHO

BkntoyaeTt KOHTponb npoTokona DHCP B npeaenax nHTep-
deiica.

BkntoyaeTt KOHTponb npoTokona DHCP B npeaenax nHtep-
deiica.

ip dhcp snooping trust

no ip dhcp snooping trust

-/nHTepdeiic He aBnAeTcA
[LOBEPEHHbBIM

[ob6asnaeT uHTepdeic B CNUCOK «L0BEPEHHbIX» NPU UCMO/b-
30BaHUKN KOHTPOAA npoTokosia DHCP. DHCP-Tpaduk «goBe-
peHHoro» uHTepdeica cumtTaeTcs 6e30NacHbIM U He KOHTPO-
nvpyertca.

Ypanser uHtepdeinc ns cnncka «40BePEHHbIX» NPU UCMONb30-
BaHWU KOHTpOAA NnpoTokona DHCP.

ip dhcp snooping limit
rate rate

no ip dhcp snooping limit
rate

rate:
(1..2048) pps/BbikNtoHeHO

YcTaHaBAMBAET OrpaHMYeHne A8 AaHHOTO NOPTa Ha Koaude-
cTBO NpuHUMaemblx DHCP-nakeToB B CeKyHAy.

CHumaet orpaHuyeHue Ha npmém DHCP-nakeToB ¢ 4aHHOTO
nopra.

ip dhcp information op-
tion [global]

no ip dhcp information
option

-/global

PaspewwaeT ycTponctey gobasneHue onumm 82 Ha nHTepdelice
npu pabote npotokona DHCP.

- global — gobasneHue onumn 82 onpeaenseTcs HaCTpoliKamu
Ha uHTepderice VLAN.

3anpeuaeT ycTponctey gobasneHuve onumu 82 Ans JaHHOrO
MHTepderica npu pabote npoTokosa DHCP.

ip dhcp information op-
tion format-type access-
node-id node_id

node_id: (1..32) cumeo-

YcTaHOBKa MaeHTMdMKaTopa access-node_id onunu 82 Ha UH-
Tepdelice.

no ip dhcp information nos/- YcTaHOBKa 3Ha4YeHMA N0 YMOAYAHUIO.
option format-type ac-
cess-node-id
ip dhcp information op- YcTaHasnuaet cneunduyHblin Circuit-id Ha nHTepdeiice.
tion format-type circuit- o
circuit_id:

id circuit_id

no ip dhcp information
option format-type cir-
cuit-id

(1..63) cumsonos/-

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip dhcp information op-
tion format-type remote-
id remote_id

no ip dhcp information
option format-type re-
mote-id

remote_id:
(1..63) cumsonos/-

YcTaHaBauBaeT cneunduyHblit Remote-id Ha nHTepdeiice.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ip dhcp information op-
tion format-type option
format [delimiter delim-
iter]

format: (sp, sv, pv, spv, bin,
user-defined);
delimiter: (.,;#)/npo6en

HacTtpoiika ¢opmata DHCP onumm 82 Ha uHTepdelice.
dopmar:

- Sp — HOMep CNoTa U NOpPTa;

- SV — Homep cnota un VLAN;

- pv — Homep nopta un VLAN;

- SpV — HOMmep cnoTa, nopta u VLAN;

- bin — 6uHapHbIN Ppopmat: VLAN, cnoT, noprt;

- user-defined — popmat onpegenaetca nonbsosartenem. MNpu
onpegeneHMm NCnonb3yoTca cneaytolme WabnoHbl:

%h: hostname;

%p: KOPOTKOE MMA NopTa, Hanpumep gil/0/1;

%P: nAHHOE MMsA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMN nopta (3HaveHue nons ifTable::ifType B wWecTtHaauate-
pUYHOM BUAE);

%m: mac-agpec nopta B popmaTte H-H-H-H-H-H-H;

%M: mac-agpec cuctembl B popmate H-H-H-H-H-H-H;

%U: HOMep OHNUTA;

%S: HOmep CNoTa;

%n: HoMmep NopTa (KaK Ha MLeBoi NaHenu);

%i: ifindex nopTa;

%V: naeHtTnduratop VLAN;

%c: mac-agpec knneHTa B popmate H-H-H-H-H-H;

%a: IP-appec cuctembl 8 popmate A.B.C.D.
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no ip dhcp information
option format-type op-
tion

YcTaHOBKa 3Ha4YeHuna no YMOAN4aHUIO

ip dhcp information op-
tion suboption-type
{global | tr101 | custom}

no ip dhcp information
option suboption-type

-/global

HacTpolika popmata onuum 82 Ha uHTepodeiice.

- global — dopmat onuun onpepenaeTca HacTponkamu onumm
Ha uHTepderice VLAN;

- tr101 — yctaHaBavBaeT ¢opmat onummn 82 CornacHo CUHTaK-
cucy, NpuHATOMY B pekomeHaaumax TR-101 B cooTBeTcTBUM C
dopmaTtom, npuseaeHHbIM B Tabamue 5.219;

- custom — ycTaHaBiMBaeT popmat onumm 82 B COOTBETCTBUM C
dopmaTom, NpmBeseHHbIM B Tabamue 5.220.

Bo3BpallaeT 3HaYeHme No yMOoAYaHUIo

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagetica VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KOHPUrypuposaHma nHtepoeica VLAN:

console (config-if)#

Tabnunua 5.222 — KomaHgb! pexxuma KoHpuUrypuposaHua nHtepdeica VLAN

3Ha4yeHue/3HayeHue no

no ip dhcp information
option

KomaHoa Aeiicmeue
YMOAYAHUIO
ip dhcp information op- PaspewaeTt ycTponctey gobasneHue onumu 82 gns JaHHOro
tion [global] VLAN npwu paboTe npoTtokona DHCP.
- global — gobaeneHune onumn 82 onpeaensetcs rnobanbHbIMK
-/global

HacTpoMKamMm.

3anpeLyaeT ycTpoicTBy AobaBneHwe onummn 82 ANA AaHHOTO
VLAN npwu paboTe npotokona DHCP.

ip dhcp information op-
tion format-type access-
node-id node_id

no ip dhcp information
option format-type ac-
cess-node-id

node_id: (1..32) cumso-
nos/-

YcTaHOBKa ngeHtuounKatopa access-node_id onumm 82 ana
paHHoro VLAN.

YcTaHOBKa 3Ha4YeHus no YMOI4YaHUIO.

ip dhcp information op-
tion format-type remote-
id

no ip dhcp information
option format-type re-
mote-id

remote_id: (1..32) cumso-
nos/-

YcTaHOBKa ngeHtuoukatopa remote_id onuymn 82 gns aaH-
Horo VLAN.

YcTaHOBKa 3Ha4YeHus no YMO/THaHUIO.

ip dhcp information op-
tion format-type option
format [delimiter delim-
iter]

format: (sp, sv, pv, spv, bin,
user-defined);
delimiter: (.,;#)/npoben

HacTpoiika popmata DHCP onuun 82 ana aaHHoro VLAN.
dopmar:
- Sp — HOMep cnoTa 1 NopTa;
- sV —Homep cnota u VLAN;
- pv—Homep nopta u VLAN;
- SpV — HOMep cnoTa, nopta n VLAN;
- bin — 6uHapHbIit dopmar: VLAN, cnor, nopt;
- user-defined — popmat onpegenserca nonbsosatenem. Mpu
onpeaeneHum UCNob3yoTca cneaytolme WabnoHbl:
%h: hostname;
%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;
%P: pAvHHOE MM nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMn nopta (3HayeHue nons ifTable::ifType B wecTHaaua-
TEPUYHOM BUAE);
%m: mac-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mac-agpec cuctembl B popmare H-H-H-H-H-H-H;
%U: HOMep HUTA;
%S: HOMep CNoTa;
%n: HOMep nopTa (Kak Ha IML,EBON NaHenu);
%i: ifindex nopTa;
%v: ngentnoukatop VLAN;
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no ip dhcp information
option format-type op-
tion

%cC: mac-agpec knneHTa B popmare H-H-H-H-H-H;
%a: IP-appec cuctemsl B popmate A.B.C.D.

YcTaHOBKA 3Ha4YeHUA no YMON4aHUIO

ip dhcp information op-
tion suboption-type
{global | tr101 | custom}

no ip dhcp information
option suboption-type

-/global

HacTpolika popmata onumm 82 ana paHHoro VLAN.

- global — bopmart onumm onpeaensaetcsa rnobanbHbIMMU
HacTporikamu;

- tr101 — yctaHaBavBaeT dopmat onummn 82 CornacHo CUHTaK-
cucy, NpMHATOMY B pekomeHaaumax TR-101 B cooTBeTcTBUM C
dopmaTtom, npuseaeHHbIM B Tabamue 5.219;

- custom — ycTaHaBnMBaeT ¢opmat onummn 82 B COOTBETCTBUM C
dopmaTom, NpmBeseHHbIM B Tabamue 5.220.

Bo3BpallaeT 3HaYeHMe No yMOAYaHUIO

KomaHObl pexcuma Privileged EXEC

Bug 3anpoca KoMaHAHOM CTpoKK perknuma Privileged EXEC:

console#

Tabnnua 5.223 — KomaHgb! pexkuma Privileged EXEC

KomaHoa

3HayeHue

Aelicmeue

ip dhcp snooping binding
mac_address

vlan_id ip_address {giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group}
expiry {seconds | infinity}

no ip dhcp snooping bind-
ing mac_address
vlan_id

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
vlan_id: (1..4094);
group: (1..16);
seconds: (10..4294967295)

[ob6asnseT B paiin (6asy) KoHTpons npotokona DHCP cooTsert-
cteue MAC-agpeca knueHTa, rpynne VLAN u IP-agpecy ana
yKasaHHoro nHTepdeiica.

[aHHas 3anucb byaeT fercTBuTeIbHA B TEYEHME YKA3aHHOTO B
KOMaHAe BpeMeHU XXN3HU 3anncu, eCin KINEeHT He OTNPasuT
3anpoc Ha DHCP-cepBep Ha obHoBNeHUe. Taiimep obHyAAeTcA
B C/ly4ae NoJiyyeHus OT KAMeHTa 3anpoca Ha obHoBNeHMe (Ko-
MaH4a AOCTYMHA TONIbKO AR NPUBUAETMPOBAHHOIO NOb30Ba-
Tens).

- seconds — BPEMS }KU3HW 3anucy;

- infinity — Bpems »KM3HW 3anucK He orpaHuyeHo.

Yaansaet us paina (6asbl) KOHTpona npoTokona DHCP cooTeeT-
creue MAC-agpeca kaveHnTa u rpynnbi VLAN.

clear ip dhcp snooping
database [mac-address
mac_address ]

[vlan vian_id] [giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group]

dopmat mac_address :
H.H.H

H:H:H:H:H:H
H-H-H-H-H-H;

gi_port: (1..3/0/1..28);

fa_port: (1..3/0/1..24);
group: (1..16);

vlan_id (1..4094)

Ounwaet 3anucu B paine (6ase) KoHTpona npoTtokosa DHCP.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxnma EXEC:

console#

Tabnnua 5.224 — KomaHab! pexuma EXEC

KomaHoa

3HauyeHue

Aelicmeue

show ip dhcp information
option

MokasbiBaeT nHdopmaLmio 06 McnoNb3oBaHUM onumm 82 Npo-
Tokona DHCP.
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MoKa3bIBaeT KOHPUIypaumio GYHKLMM KOHTPOASA NPOTOKONA
DHCP.

show ip dhcp snooping
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

show ip dhcp snooping Moka3sbiBaeT cooTBeTCTBMA U3 daitna (6a3bl) KOHTPONA NpoTo-
binding kona DHCP.

[mac-address mac_ad-
dress ]

[ip-address ip_address ]
[vlan vian_id] [giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094).

[pumepbl 8b1M0AHEHUS KOMAHO

= PaspewunTtb ucnonbzosaHne DHCP onuumn 82 B 10 VLAN:

console#configure

console (config) #ip dhcp snooping

console (config) #ip dhcp snooping vlan 10

console (config) #ip dhcp information option
console (config) #interface gigabitethernet 1/0/24
console (config) #ip dhcp snooping trust

= [loKas3aTb BCe COOTBETCTBMA U3 TabAULbl KOHTPOAA NpoTokona DHCP:

consolef#show ip dhcp snooping binding

5.28.4 3awumTa IP-agpeca kKnueHra (IP Source Guard)

®yHKuMA 3awmTsl IP-agpeca (IP Source Guard) npegHasHaveHa ans puabTpaunm TpaduKa, NPUHATOro
c HTepdeiica, Ha ocHoBaHWUK Tabanubl cootBeTcTBUit DHCP snooping 1 cTaTuyecknx cootsetcTanit IP Source

Guard. Takum obpasom, IP Source Guard no3sonneT 60poTbca ¢ NnoameHol IP-agpecos B NakeTax.

/ MocKkonbKy GyHKLMA KOHTpoNA 3awuTbl IP-agpeca ucnonbsyet Tabauyy coorsercreuii DHCP
snooping, UMeeT CMbIC/1 UCNONb30BaTb AAHHYK (PYHKLUUIO, NpeaBapuUTe/IbHO HAcTPOUB U

BKAtouns DHCP snooping.

V' dyHKuumio 3awumTbl IP-agpeca (IP Source Guard) Heo6xoaMMO BKNOUUTL r106anbHO U ANA
uHTepdeiica.

KomaHObI pexcuma 21060s6H020 KOHU2YpUPOBAHUSA

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHoro KoHOUrypnupoBaHusa:

console (config) #

Tabnnua 5.225 — KomaHabl pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa 3HaueHue Aeilicmeue

ip source-guard Bk/itoyaeT GpyHKLMIO 3awmThl IP-agpeca KAMeHTa o BCero

KOoMMyTaTOpa.
- -/BbIK/IlOYEHA

no ip source-guard BbIK/tOYaeT GYHKLMIO 3aWwmThl IP-agpeca KAMeHTa a1 BCero
KOMMyTaTOpa.

ip source-guard binding gi_port: (1..3/0/1..28); Co3paHue cTaTUyeckom 3anmcu B Tabaunue cooTBeTcTBMUA

mac_address vlan_id fa_port: (1..3/0/1..24); mexKay IP-agpecom KnveHTa, ero MAC-agpecom v rpynmnou

ip_address vlan_id: (1..4094); VLAN ans yKasaHHOro B KOmaHze nHtepdelica.

{gigabitethernet gi_port | group: (1..16)
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fastethernet fa_port |
port-channel group}

no ip source-guard bind-
ing mac_address vian_id

YpaneHue CTAaTUYECKOW 3anncu B T361'IVILI,E COOTBETCTBUA.

ip source-guard tcam re-
tries-freq {seconds |
never}

no ip source-guard tcam
retries-freq

3apaeT YacToTy 06paLleHmns YCTPOMCTBA K BHYTPEHHUM pecyp-
CaM C Le/ibio 3aMncu B NaMATb HEAaKTUBHbIX 3aLLMLLEeHHbIX |P-
agpecos.

- never — 3anpeLaeT 3anMcb B NamATb HEAKTUBHbIX 3aLUNLLEH-
HbIX IP-agpecos.

seconds: (10..600,
never)/60 cek

YcTaHaBAMBAET 3HAYeHUE No YMO4YaHUIO.

KomaHObI pexcuma KoH@u2ypuposaHua uHmepgelica (QuanasoHa uHmepgelicos) Ethernet,

UHmMepgelica 2pynnel Nopmos

Bua 3anpoca KOMaHAHOW CTPOKM B PeKMME KOHPUrypupoBaHua nHtepdeica Ethernet, nntepoeiica

rpynnbl NOPTOB:

console (config-if)#

Tabnuua 5.226 — KomaHapl pexkmuma KoHpurypmposaHusa nHtepdeiica Ethernet, rpynnel nHtepdeitcos

KomaHoa

3HavyeHue Aelicmeue

ip source-guard

no ip source-guard

Bk/itoyaeT GpyHKLMIO 3awumThl IP-agpeca KAMeHTa 418 HacTpan-
Baemoro nHtepodeiica.

-/BbIKNOYEHO
BbikntouaeT pyHKLMIO 3aWwmThl IP-aapeca KAMeHTa Ansa HacTpa-

nBaemoro nHtepdeiica.

KomaHOwb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 5.227 — KomaHab! pexkuma Privileged EXEC

KomaHoa

3HavyeHue Aeiicmeue

ip source-guard tcam lo-
cate

BpyuHyto 3anycKaeT npowecc 06palLeHms YyCTPOUCTBA K BHYT-
PEeHHMM pecypcam C L,eabto 3anncy B NaMATb HEaKTUBHbIX 3a-
WMLeHHbIX IP-agpecos. KomaHaa foCTynHa TONbKO ANA Npu-
BM/IETMPOBAHHOrO MO/1b30BaTeNA.

KomaHObl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 5.228 — KomaHgb! pexkuma EXEC

KomaHoa

3HavyeHue Aeiicmeue

show ip source-guard con-
figuration [gigabitethernet
gi_port |

fastethernet fa_port |
port-channel group]

KomaHaa oTobpaskaeT HacTpolKy GyHKLMK 3awmTel IP-agpeca

gi_port: (1..3/0/1..28); Ha 3a4aHHOM, MMb0 Ha Bcex MHTepdelicax yCTponcTsea.

fa_port: (1..3/0/1..24);
group: (1..16).
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show ip source-guard sta-
tus

[mac-address mac_address]
[ip-address ip_address]
[vlan vian_id] [gigabitether-
net gi_port |

fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
vlan_id: (1..4094);
group: (1..16)

KomaHgza oTobpaskaeT ctaTyc GyHKLMM 3awmThl IP-agpeca ans
yKa3aHHoro uHtepdelica, IP-agpeca, MAC-agpeca nav rpynnbl
VLAN.

show ip source-guard inac-
tive

KomaHgza oTobpaskaeT He akTMBHbIe IP-agpeca oTnpasuTens.

[pumepbl 8b1NMN0AHEHUS KOMAHO

= [loKas3aTb HacTPOMKy PYHKUMM 3aLwmuThl IP-aapeca ans Bcex MHTepdeincos:

consolef#show ip source-guard configuration

Interface State

gil/o/1 Enabled
gil/0/22 Enabled
gil/0/23 Enabled

IP Source Guard is Enabled

= BKAOUUTL GYHKUMIO 3aWwmTbl IP-aapeca ana ¢unbTpauumn Tpadmka Ha OCHOBAHWMM TabaMLbI
cooTBeTcTBUIM DHCP snooping 1 ctatuyecknx cootsetcTBuii IP Source Guard. Co3gaTth ctaTu-
YecKyto 3anuchb B Tabaunue cooTBeTCTBUA ANA MHTepdelica Ethernet 12 nepsoro ycTpoiicTea B
cTeke: IP-agpec knmeHTa — 192.168.16.14, ero MAC-agpec — 00:60:70:4A:AB:AF. UHTepdeic
8 3-i rpynne VLAN:

console#configure
console (config) #ip dhcp snooping

console (config) #ip source-guard
console (config) #ip source-guard binding 0060.704A.ABAF 3 192.168.16.14 gi-
gabitethernet 1/0/12

5.28.5 KoHTponb npotoKkona ARP (ARP Inspection)

®dyHKUMA KoHTpons npotokona ARP (ARP Inspection) npegHasHauyeHa Ans 3aWmTbl OT aTaK C

ncnosnb3oBaHMem npoTokona ARP (Hanpumep, ARP-spoofing — nepexsaT ARP-TpaduKa).

KoHTponb

npoTtoKona ARP ocyLLecTBNASETCS HAa OCHOBE CTaTU4eCcKnx cooteeTcTeui IP- 1 MAC-agpecos, 3agaHHbIX 4nA

rpynnbl VLAN.

' NopT, ckoHpUrypmupoBaHHbI «HegoBepeHHbIM» ana ¢yHKuMmn ARP Inspection, gonxkeH

. TaK}xe 6bITb «Hego0BepeHHbIM» ana ¢yHKuun DHCP snooping nnm coorsercteme MAC-aa-

peca u IP-aapeca g 3TOro NopTa A0NXKHO 6biTb CKOHPUIYPUPOBAHO CTaTUYECKU. MHaue
OAHHbIN NOPT He ByaeT oTBeuyaTb Ha 3anpocbl ARP.

V Ona HeHaAEXHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKU cooTBeTcTBUIA IP- 1 MAC-agpecos.

KomaHObI pexcuma 21060s16H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHoro KoHOUrypnpoBaHmsa:

console (config) #
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Tabnnua 5.229 — KomaHabl pexuma rnobasibHoro KOHGUrypmpoBaHus

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

ip arp inspection

no ip arp inspection

-/BbIKNOYEHO

BKntoyaeT KoHTposib npoToKosa ARP (dyHKkumto ARP Inspec-
tion).

BbIKNtOYaeT KOHTpoAb NpoTokona ARP (pyHKumMio ARP Inspec-
tion).

ip arp inspection vlan
vlan_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094)/
BbIK/TKOYEHO

PaspewaeT nposepKy npoTokosia ARP, oCHOBaHHyto Ha 6ase
cootBeTcTBuiA DHCP snooping, B BbibpaHHo rpynne VLAN.

3anpewaeT NpoBepKy NpoTokoia ARP, ocHOBaHHyto Ha 6ase
cooTseTcTBuit DHCP snooping, B BbibpaHHOM rpynne VLAN.

ip arp inspection validate

no ip arp inspection vali-
date

MNpepocTtaBnseT cneymoduyHble NPOBEPKU AN KOHTPOAA NPo-
ToKona ARP.

MAC-agpec ncrouHuka: Ana ARP-3anpocoB 1 0TBETOB NpoBse-
pseTtca cootBeTcTBne MAC-agpeca B 3aronoske Ethernet MAC-
aZpecy UCTOYHMKA B cOAEePKUMOM npoTokona ARP.
MAC-agpec Ha3HaueHuA: na ARP-oTBeTOB NpoBepAeTca CooT-
BeTcTBMe MAC-agpeca B 3aronioBke Ethernet MAC-agpecy
Ha3HayeHWA B COAEPXKMMOM nNpoTokoaa ARP.

IP-agpec: NMposepaetca coaepxmmoe ARP-nakeTa Ha Hannyume
HEKOpPpPEKTHbIX IP-agpecos.

3anpeuaeT cneunduryHble NPOBEPKU A1A KOHTPOA NPOTO-
Kona ARP.

ip arp inspection list cre-
ate name

no ip arp inspection list
create name

name: (1..32) cumBona

1. Co3gaHue cnucka ctatuyecknx ARP cooTBeTCTBUN.
2. Bxoga, B pexum KoHourypmposaHma ARP-cnnckos.

YpaneHue cnucka ctatuyecknx ARP coOOTBETCTBUIA.

ip arp inspection list as-
sign
vlan_id name

no ip arp inspection list
assign vian_id

name: (1..32) cumBona
vlan_id: (1..4094)

HasHauaeT cnucok ctatuyeckux ARP cooTBETCTBUIA A1 YKa-
3aHHOM VLAN.

OTMeHAeT Ha3Ha4YeHune cnncka ctatudeckmux ARP cooTBeTcTBUiA
ANnA ykasaHHol VLAN.

ip arp inspection logging
interval {seconds | infi-
nite}

no ip arp inspection log-
ging interval

seconds: (0..86400, infi-
nite)/5 cek

3a4aeT MUHUMaNbHbIN MHTEPBaAN MeXay CoobLLeHNAMM, co-
aepxawmmn nidopmaumio npotokona ARP, nepeaaBaembimu
B YKYpHan.

- 3HayeHwue 0 yKasblBaeT Ha To, YTO coobLueHua byayT reHepu-
poBaTbCA HE3aMeaINTENbHO;

infinite — He reHepupoBaTb COOBLLEHMI B KypHan.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

KomaHObI pexcuma KoHguaypuposaHua uHmepgelica (duanaszoHa uHmepgelicos) Ethernet,
UHMepdaelica 2pynnbl N1opmos

BuAa 3anpoca KOMaHAHOM CTPOKM B pexkMme KOHPUrypmposaHua nHtepdeica Ethernet, nnrtepoeiica
rpynnbl NOPTOB:

console (config-if) #
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Tabnunua 5.230 — KomaHabl pexkuma KoHPUrypuposaHua nHtepdeiica Ethernet, rpynnbl nntepdelicos

KomaHoa

3HayeHue rno ymonya-
HuUK

Aeiicmeue

ip arp inspection trust

no ip arp inspection trust

-/nHTepdeiic He aBnseTcA
[0BepeHHbIM

Job6asnaeT nHTepdEc B CNUCOK «LOBEPEHHbIX» NPU UCMO/b-
30BaHUKN KOHTpOA npoTokosa ARP. ARP-Tpaduk «aosepeH-
Horo» nHTepdeica cumtaerca 6e3onacHbIM U HEe KOHTPOIMPY-
eTcs.

Yaoanaer uHtepgpeic n3 cnucka «40BepeHHbIX» Npu UCNosb3o-
BaHUM KOHTPOA NpoToKona ARP.

KomaHObI pexcuma KoHgu2ypuposaHusa ARP-criuckos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdUrypuposaHua ARP-cnMcKos:

console#configure
console (config) #ip arp inspection list create spisok
console (config-arp-list)#

Tabanuya 5.231 — KomaHgb! pexkmma KoHpurypuposaHma ARP cnuckos

KomaHoa

Aelicmeue

ip ip_address
mac mac_address

[obasnsaeT ctatuyeckoe cootsetcTaune IP- 1 MAC-agpecos.

no ip ip_address mac
mac_address

Ypanaet ctatuyeckoe cootsetcTeume IP- u MAC-agpecos.

KomaHOwbI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 5.232 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue

Aeiicmeue

show ip arp inspection
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MoKasbiBaeT KOHUTYpaL Mo GYHKLMN KOHTPOIA MPOTOKOAA
ARP Inspection Ha BbiEpaHHOM MHTepdeiice/Bcex MHTepdeit-
cax.

show ip arp inspection
list

MoKa3biBaeT CNUCKKU CTaTUYeCKnx cooTseTcTanit IP- 1 MAC-aa-
pecos (KomaHAa AOCTyMNHa TOAbKO AN NPUBUAETMPOBAHHOMO
nonb3osaTens).

show ip arp inspection
statistics [gigabitether-
net gi_port |
fastethernet fa_port |
port-channel group |
vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)
vlan_id: (1..4094)

MOKa3bIBaeT CTaTUCTUKY A1 CAeAYHOLMX TUMOB NaKeToB, KOTOo-
pbie 6bn 06paboTaHbl Npy NnomoLum GyHKuMKM ARP:

- nepeaaHHble naketsl (forwarded);

- noTepsAHHbIe NakeTbl (Dropped);

- owmnbKM B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics [gigabitether-
net gi_port |
fastethernet fa_port |
port-channel group |
vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)
vlan_id: (1..4094)

OuunLaeT CTaTUCTUKY KOHTPOAA npoTokona ARP Inspection.
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[Mpumepbl 8bINOAHEHUA KOMAHO

= BK/JOUYUTb KOHTPOJIb NpoToKkona ARP 1 06aBWTb B CIMCOK Spisok cTaTUYecKoe COOTBETCTBUE:
MAC-agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HazHauMTb cn1cok spisok cTatu-
yeckmx ARP cooTBeTcTBuiA ana VLAN 11:

console#configure
console (config) #ip arp inspection list create spisok
console (config-ARP-list)#ip 192.168.16.98 mac 0060.70AB.CCCD

(
console (config-ARP-1list) #exit
(

console (config) #ip arp inspection list assign 11 spisok

= [loKasaTb CNMCKM CTaTUYeCKuX cooteeTcTeumi IP- 1 MAC-agpecos:

console#show ip arp inspection list

IP

192.168.16.98

List name: servers
Assigned to VLANs: 11

ARP

0060.70AB.CCCD

5.28.6 Hactpoitka ¢pyHKuumn MAC Address Notification

®dyHkuma MAC Address Notification nossonseT oTcnexKmMBaTb NOABNEHUE U UCYE3HOBEHUE aKTUBHOTO
0bopy0oBaHMA HA CeTW, MyTeM COXpPaHeHMA ucTopuu usydeHna MAC-agpecoB. lpu 06HapyKeHUU
M3MEHEHUA B COCTaBe M3yyeHHbIXx MAC-agpecoB KOMMYTATOP COXpaHAeT WMHPopmauuio B Tabauue u
n3BeLaeT 06 3TOM C NOMOLLLbIO CO0bLLEHNI NpoTOKoAa SNMP. yHKUMA MMeeT HacTpanBaeMble NAPaMETpPbI
— rybUHa UCTOPUMN O COBLITUAX U MUHUMANbHBIN MHTEPBAN OTMNPaBKKU coobleHnin. Cepsmuc MAC Address
Notification no ymonyaHuio OTKAOYEH M MOXKeT ObiTb HACTPOEeH BbIBOPOYHO ANA OTAE/bHbIX NOPTOB

KoMMyTaTopa.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOM CTPOKU B pexknme rnobanbHOro KOHGUIypupoBaHua:

console (config) #

Tabauua 5.233 - KomaHabl pexknma rnobanbHoro KoHPUrypmMpoBaHus

KomaHda

3HayeHue/ 3HayeHue
10 yMOAYAHUIO

Aelicmeue

[no] mac address-table
notification change

-/BbIKNIOYEHO

KomaHgza npegHasHavyeHa ans rnobanbHoro ynpasnexHua ¢pyHkumeint MAC
notification. KomaHga paspelwaeT pernctpaumio cobbiTnit fobasneHnsa u
ypanenus MAC agpecos B/13 TabauL, KOMMYTaTOpa 1 OTNPABKY yBeJomae-
HMA 0 CObbLITHAX.

OTpuuatenbHaa dopma KomaHabl (¢ npedprKcom no) BblkAtoUaeT GyHKLUMUIO
rno6anbHO U OTMEHAET COOTBETCTBYHOLLME HAaCTPOMKM Ha BCex UHTepdelicax.
[na paboTbl GyHKUMM HEOBXOAMMO [ONONHUTENBHO paspellaTb reHepaLmio
yBeAOMEHUIA Ha nHTepdelicax (cM. HUKe).

mac address-table noti-
fication change interval
value

value:
(0..4294967295)/1

MaKcuMManbHbI NPOMEXKYTOK BpeMeHU mexay oTnpaskamu SNMP-ysegom-
neHui. Ecnun 3HaveHne nHTepBasa BpemeHu pasHo 0, To reHepauua yse-
[OMNEHUI N coXpaHeHne cobbITUI1 B UCTOpuIo ByaeT ocyLecTBAATLCA He-
MeAJ/IEHHO MO Mepe BO3HUKHOBEHUA COObITUI 06 USMEHEHUWN COCTOAHMUSA
Tabanubl MAC-agpecos. Ecnm 3HaueHMe MHTepBana BpemeHu 6onble 0, To
ycTpoicTBo byaeT HakaniMBaTb cObbITUA 06 M3MEHEHUWN COCTOAHMA Tab-
nnubl MAC-agpecos B TeyeHue 3TOro BpemeHu, a 3aTem OTrnpaBAATh yBe-
AomneHuna npotokona SNMP 1 coxpaHATb cobbITUA B UCTOPUMN.

222

Ethernet-kommymamopsi MES1000, MES2000




HELTEX

KomaHaa 3agaeT makcMmanbHOe KOIM4ecTso cobbITUIM 06 N3MEHEHUU CO-

mac address-table noti- cTosaHuaA Tabamupl MAC agpecos, KOTopoe coxpaHaeTca B uctopun. Ecan
fication change history value: (0..500)/1 YCTaHOB/IEH pa3mep UCTopuK paBHbil 0, To cobbiTUA He coxpaHsatoTca. Mpu
value nepenonHeHumn bydpepa MCTOpUKN HOBOE COBLITME MOMELLLAETCA HA MECTO Ca-

MOTO CTaporo.

KomaHpa npegHa3HayeHa ANA BKAOYEHUA UM OTKIOYEHUA OTNPaBKM
SNMP-yBegomMieHUnt 06 M3MmeHeHUU cocToAaHua Tabamubl MAC-agpecos.

[no] snmp-server ena- [na oTKNoYeHMA ncnonblyeTca oTpuLaTesbHaa Gopma KoOMaHAabI.
ble traps mac-notifica- -/BbIKNIOYEHO Ecnv oTnpaBka yBeAOM/IEHWI BKIKOYEHA, TO YCTPOMCTBO ByaeT MHpopmupo-
tion change BaTb 0 CO6bLITUAX COOBLWEHNAMM NpoTOoKoNa SNMP 1 coxpaHATb COOTBET-

cTBytOLWME CObbITUA B UCcTOpMK. Ecnm oTnpaBka SNMP-yBegoMaeHuUi Bbl-
KNKOYEHA, TO YCTPOMCTBO By AET TONIbKO COXPAHATL COOLITUA B UCTOPUM.

[no] snmp-server ena- BK/OYMTL/BLIKNIOYMTL OTNPaBKY Tpanos o dpnannuHre MAC-agpecos
ble traps mac-notifica- -/BKAtOYEHO (eltMnFlappingNotification).
tion flapping

KomaHObI pexcuma KoHgu2ypuposaHue uHmepagelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnuua 5.234 - KomaHabl pexkuma KoHpurypmposaHusa nHtepdeinca Ethernet

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
YMOAYAHUIO

BK/toueHWe reHepaLyy yBeAOMIEHUIN Ha KaXKA0M UHTEp-
snmp trap mac-notification deiice 0 cobbITUAX N3MeHeHMA cocToaHnA MAC-agpecos. OT-
change [added | removed] /BbiKntoNEHO [eNbHO MOXXHO Pa3peLunTb reHepaLLmto YyBeAOMIEHNIN TONbKO
06 n3yuyeHnn MAC agpecos iMb60 TONbKO 06 NX yaaneHuu.

KomaHOwbI pexcuma privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnunua 5.235 — KomaHgb! pexuma privileged EXEC

KomaHoa 3HayeHue Aelicmeue
show mac address-table OTobparkeHne Bcex yBeAoMAEHU 06 U3MEHEHMUW COCTOAHMUSA
notification change history - MAC-agpecoB, COXpaHeHHbIX B UCTOpUU. Bo3moxkHa dunbTpa-
[interfaces] LMA cobbiTUi No nopTam, rpynnam noptos (LAG) n VLAN.

OTObpaKeHWe CTaTUCTUKM cepBuca: obLuee KoaM4ecTBo cobbl-
I 06 nsyyeHnn MAC-agpecos, obLLee KoNMYecTso CobbITUi
06 yaaneHun MAC-agpecos, obLiee KOANYECTBO OTNPABAEH-
HbiIXx SNMP-coobuieHnit.

show mac address-table
notification change statis- -
tics

[pumepbl UCI016308AHUS KOMAHO

= [lpumep NoKasbiBaeT. Kak HacTpouTb nepeaady coobweHnit SNMP MAC Notification Ha cep-
Bep c agpecom 172.16.1.5. MNpun HacTpoiKke 3agaeTca oblee paspelweHne paboTbl cep-
BMCA, HAaCTPaMBaAETCA MUHUMAbHBIN MHTEPBaN OTNPABKM COOBLLEHMIA, 3a43ETCA pa3sMep mc-
TOPUK COBBITUIN N HACTPaMBAETCA CEPBUC HA 3a4aHHOM MOPTY.

Console (config) #snmp-server host 172.16.1.5 traps private
console (config) #snmp-server enable traps mac-notification change
console (config) #mac address-table notification change
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console (config) #mac address-table notification change interval 60
console (config) #fmac address-table notification change history 100
console (config) #interface gigabitethernet 0/7

console (config-if) #snmp trap mac-notification change

console (config-if) fexit

console (config) #

5.29 ®yHKumu DHCP Relay nocpegHuka

3apaueit DHCP Relay areHTa aBnsetcs nepegadya DHCP-nakeToB OT KAMEHTa K cepBepy M 0b6paTHo, B
cnyvae ecnm DHCP-cepBep Haxogutcs B OOHOM CETWU, a KAMEHT B Apyroi. [pyroit ¢yHKumel asnaetca
nobasneHne AononaHUTeNbHbIX onuunit B DHCP-3anpockl KiMeHTa (Hanpumep, onuun 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KommyTaTope:

KommyTtatop npuHumaeTt ot KaneHTa DHCP-3anpocbl, nepefaer 3TM 3anpocbl cepsBepy OT MMEHM
KAneHTa (oCTaBnsA B 3anpoce onuum c TpebyembiMW KAMEHTOM MNapameTpamu W, B 3aBUCMMOCTU OT
KOHOUrypaumu, nobasnas ceom onumm). NMoayume oTBET OT cepBepa, KOMMYTATOP NEPeaAET ero KAUEHTY.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHOro KOHGUIrypupoBaHms:

console (config) #

Tabnnua 5.236 — KomaHgbl pexxuma rnobanbHOro KOHPUrypmpoBaHus

no ip dhcp relay enable

KomaHda 3HayeHue/3HayeHue no Aeiicmeue
YMOAYAHUIO
ip dhcp relay enable BkntoueHune pyHKumii DHCP Relay areHTa Ha KOommyTaTope.
-/BbIKAOYEH

BbikntoueHne dpyHrumii DHCP Relay areHTa Ha KommyTaTope.

ip dhcp relay address
ip_addr

no ip dhcp relay address
[ip_addr]

MosKeT 6bITb 3a4aH0 40 8-
MW cepBepoB

3apaért IP-agpec goctynHoro DHCP-cepsepa ana DHCP Relay
areHTa.

Ypanset IP-agpec n3 cnucka DHCP-cepsepos ans DHCP Relay
areHTa.

ip dhcp relay broadcast en-
able

no ip dhcp relay broadcast
enable

-/BbIK/OYEHO

Bk/itoYaeT pexxmm LMpoKoBeLLaTeNbHOM PaCcCbIIKM OTBETOB
DHCP-cepsepa.

YcTtaHaBauBaeT pexXmum no ymonyaHuio

ip dhcp relay information
policy {keep | replace |
drop}

no ip dhcp relay infor-
mation policy

-/keep

Onpegenset pexxunm obpaboTkm DHCP-nakeTos ¢ onuueit 82:
- keep — nponyckaeT nakeTbl 6€3 U3MeHeHNN;

- replace — 3amelaeT cogepknumoe onumm 82;

- drop — oTbpacbiBaeT NakeTbl C onumen 82.

YcTaHaBAMBaeT PeXXMmM No YMONAYAHUIO.

ip dhcp relay information
option format-type option
format [delimiter delimiter]

format: (sp, sv, pv, spv, bin,
user-defined);
delimiter: (.,;#)/npo6en

Hactpoiika ¢opmata DHCP onumm 82.
dopmar:
- Sp — HOMep CN0Ta U NOpPTa;
- SV — Homep cnoTa u VLAN;
- pv —Homep nopta un VLAN;
- SpV — HoMmep cnoTa, nopta n VLAN;
- bin — 6uHapHbIN PpopmaT: VLAN, cnoT, noprt;
- user-defined — popmat onpegenserca nonb3osatenem. Mpu
onpeaeneHnm UCnonb3yoTca cneaytowme WabnoHbl:
%h: hostname;
%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;
%P: ANMHHOE MMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMn nopta (3HayeHue nons ifTable::ifType B wecTHaaua-
TEPUYHOM BUAE);
%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;
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%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H;
%Uu: HOMep IOHUTA;

%S: HOMep CNoTa;

%n: HoMep nopTa (Kak Ha NMLEeBOl NaHenun);

%i: ifindex nopTa;

%v: ngentnodukatop VLAN.

no ip dhcp relay infor- YcTaHOBKa 3HaY€HMA N0 YMOYaHUIO

mation option format-type

option

ip dhcp relay information HacTpoiika popmata onumm 82.

option suboption-type - tr101 — ycraHaBnvBaeT popmaT onumm 82 COrnacHoO CUHTaK-

{tr101 | custom} cucy, NPUHATOMY B pekomeHaaumax TR-101 B cooTBETCTBUM C
dopmaTtom, npuseaeHHbIM B Tabamue 5.219;

-/tr101 - custom — ycTaHaBAMBaeT popmat onumm 82 B COOTBETCTBUM C

dopmaTtom, npuseseHHbIM B Tabamue 5.220.

no ip dhcp relay infor- Bo3spalyaer 3Ha4YeHne No ymon4aHuio

mation option suboption-

type

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica VLAN

BunA 3anpoca KoMaHAHOM CTPOKM B pexxnume KoHPUrypuposaHma nHtepoeica VLAN:
console#configure

console (config) #interface vlan {vlan id}
console (config-if)#

Tabnuua 5.237 — KomaHap! pexkuma KoHPurypmposaHua nHtepoeica VLAN

KomaHoa 3HayeHue/3HaveHue no Aelicmeue
YMOAYAHUIO
ip dhcp relay enable BkntoueHune PpyHKumi DHCP Relay areHTa Ha HacTpanBaemom
nHTEpoelice.
- -/BbIKOYEHO —
no ip dhcp relay enable BbikntoueHune ¢yHKumin DHCP Relay areHTa Ha HacTpaMBaemom
nHTEpdelice.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM:
console (config-if) #

Tabnnua 5.238 — KomaHgbl pexxuma KoHpurypuposaHua nHtepoeiica Ethernet
3HayeHue/3HayeHue no

KomaHoa Aeiicmeue
YMOAYAHUIO
ip dhcp relay information Onpegpenset pexxnm obpaboTkn DHCP-nakeToB ¢ onuueit 82.
policy {keep | replace | - keep — nponyckaeT nakeTbl 6€3 M3MeHeHU;
drop | global} /global - replace — 3ameluaet cogepxumoe onunu 82;

- drop — oTbpacbiBaeT NakeTbl ¢ onumen 82.
3HayeHue Ha nopTax MmeeT 6osee BbICOKUI NPUOPUTET, Yem
rnobanbHaa HacTpoWKa.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnunua 5.239 — KomaHabl pexkmma EXEC

KomaHoa Aelicmeue

show ip dhcp relay OTobparkaeT KoHOUrypauuto HacTpoeHHoM dyHKumMmM DHCP Relay areHTa gns kKommyTaTopa 1
OTAEeNbHO A48 UHTepdENCoB, a TaKXKe CNUCOK JOCTYMNHbIX CEPBEPOB.

[pumepbl 8b1M0AHEHUA KOMAHO

= [lokasaTtb cocToaHue pyHKumMmn DHCP Relay areHTa:

console#show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled

5.30 dyHKuuum Lightweight DHCPv6 Relay Agent (LDRA)

HapasHe ¢ DHCP ans npotokona IPv4 KoMMyTaTOp MOMeT BbINOJHATL GYHKLMM NocpeaHuKa (relay
agent) ana DHCPv6. flaHHbln dyHKUMOHAN peannsosaH B Buae Lightweight DHCPv6 Relay Agent cornacHo
RFC6221.

B pamKax BbINosHEHMA GYHKLUMM NOCPEAHUKA KOMMYTATOpP BCTaBAsET B KAMeHTckne DHCPv6-nakeTbl
onumn 18 un 37. ina BrkAOYeHUA GYHKUMM TpebyeTca BbINOAHUTL Ceaytowme npeasapuTesbHbie WwarM no
HacTpoliike:

e  Braouuntb dyHKUMoHan DHCP snooping (ans IPv4) — rnobanbHo u Ha uenesom VLAN;

e Brkaouuntb dyHKuMoHan DHCPv6 guard — rnobanbHo u Ha uenesom VLAN;

e Ha «aoBepeHHbIX» UHTepdeicax KommyTaTopa («trusted» no TepmuHonornn RFC3046) BbINOAHUTL
DHCPv4-HacTpoMKy «ip dhcp snooping trusty;

e Ha «aoBepeHHbIX» WMHTepdencax KOMMYTaTopa BbIMNOJIHUTb HACTPOMKY «ipvée dhcp guard
trusted-port»

KomaHObI pexcuma 2106asa6H020 KOHU2YpUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOro KoOHGUIrypnpoBaHmsa:

console (config) #

Tabnnua 5.240 — KomaHabl pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda 3HayeHue/3Ha4yeHue Aelicmeue
o yMon4yaHuio

ipv6 dhcp-ldra enable BkntoyaeT opyHKumio Lightweight DHCPv6 Relay Agent (LDRA).

-/BbIK/IOYEHO

no ipv6 dhcp-Ildra enable OTkntoyaeT dpyHKumio LDRA.

ipv6 dhcp-ldra information op- 3apaeT naeHTuoukaTop remote-id (onumsa 37)
tion format-type remote-id

word word: (1..63) cumsonos

no ipv6 dhcp-Idra information Yaoansaet ugeHtndukatop remote-id.

option format-type remote-id
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KomaHObI pexcuma KoHgu2ypuposaHusa UuHmepaelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnua 5.241—- KomaHabl perkuma KoHourypupoBaHus uHtepdelica Ethernet

3HavyeHue/3Ha4yeHue no Aelicmeue

YMOAYAHUIO

KomaHoa

ipv6 dhcp-Idra infor- 3agaeT naeHTUdUKaTop nopta (onums 18)
mation option format-

type interface-id word

word: (1..63) cumBonos
no ipv6 dhcp-ldra infor- ( )

mation option format-
type interface-id

BoccTaHaBnvMBaeT 3HavYeHMe No YMOIYaHWIO.

ipv6 dhcp-Idra infor- 3agaeT naeHtTMouKatop remote-id (onymsa 37)
mation option format-

type remote-id word

word: (1..63) cumBonos
no ipv6 dhcp-ldra infor- ( )

mation option format-
type remote-id

BoccTaHaBnvBaeT 3HavYeHMe No YMOIYaHWUIO.

5.31 KoHndurypuposaHue PPPOE Intermediate Agent

®yHKuma PPPOE IA peanv3oBaHa B COOTBETCTBUM C TpeboBaHUAMKM gokymeHTa DSL Forum TR-101 un
npegHasHavyeHa 41a UCNOJ/Ib30BaHUA Ha KOMMyTaTopax, paboTatowmx Ha ypoBHe 40CTyna.

PyHKUMA No3BOAIAET A4ONOAHATL NakeTbl PPPOE Discovery nHbopmaumein, xapakTepumsytowLein HTep-
delic goctyna. 3To HeobxoAMMO ANA AeHTUGMKaLMM NoNb30BaTENbCKOTO MHTepdelica Ha cepBepe A0CTyNa
(BRAS, Broadband Remote Access Server). YnpaBneHue nepexsatom 1 o6paboTkoli naketoB PPPoE Active
Discovery ocyLiecTsaneTcs rnobasbHO 418 BCEro YCTPOMCTBA U BbIDOPOYHO A1 KaxKAoro nHtepodeica.

Peanunsaums pyHKummn PPPOE IA npenocTaBnseT A4ONOSHUTENbHbIE BO3MOXHOCTM KOHTPOAS coobule-
HMM NPOTOKONA NYyTEM Ha3HaUYeHUA AOBEPEHHbIX MHTepdencos.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoro KoHGUrypnposaHmsa:

console (config) #

Tabnnua 5.242 — KomaHgb! pexxuma rnobanbHOro KOHGUrypmpoBaHus

3HayeHue/3HayeHue no
YMOMYAHUIO

KomaHoa Aelicmeue

[no] pppoe intermediate-
agent

-/BbIKOYEHO

PaspeweHne/3anpet pabotbl PPPOE Intermediate Agent.

[no] pppoe intermediate-
agent format-type access-
node-id word

word: (1..32) cumso-
nos/maeHTuduKaTop
YCTPOMCTBA He HasHayeH

YcTaHOBKa CTPOKM MAEHTUbUKALMK YCTPOCTBA AoCTyna.
OTpuuaTensHas Gopma KomaHabl (No) BoccTaHaBAuBaeT
HaCTPOMKMN N0 YMONYAHUIO.

[no] pppoe intermediate-
agent format-type generic-
error-message word

word: (1..128) cumBo-
NoB/Ha3HayeHo cooblye-
Hue «PPPoE Discover
packet is too large to pro-
cess.»

YcTaHOBKa TEKCTa coobLueHna 06 owmnbKe npesbllLeHMA pasmepa
naketa (MTU), otnpasasemoro PPPoE IA 8 PADO mau PADS nake-
Tax. OTpuuaTenbHaa ¢opma KOMaHAbl BOCCTAaHaB/NMBAET 3HAYeHME
napameTpa no yMmoa4aHuio.

NpumeyaHue: ecnun coobuieHne cogepKMT cMMBOIbI Npobena, ero
HEOobX0AMMO 3aKNHOUNTb B KaBbIYKM.
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[no] pppoe intermediate-
agent format-type option
{splsv]pv]|spvl|
user-defined} delimeter

[.,:#/]

-/yctaHoBneH ¢popmar B Co-
oteeTcTBumM ¢ TR-101:
slot / port : vlan;

HacTpoiika Habopa napameTpoB U Pa3fennTens Mexay HUMM, Ko-
TOpble Ucnob3ytoTca ana GOPMUPOBaAHUA NOZONLMM circuit -id.
B KOmMaHAe Ucnob3ytoTca cneaytolime ycaoBHble 0603HaueHun:
- sp—slot + port
-sv—slot +vlan
- pv —port +vlan
- spv —slot + port + vlan
- user-defined — ¢popmat onpegenserca nonbsosatenem. MNpwu
onpeaeneHnn UCNoNb3yoTCA creaytowme WaboHbl:
%h: hostname;
%p: KOPOTKOEe MMA nopTa, Hanpumep gil/0/1;
%P: ANMHHOE UMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMN nopta (3HaveHue nonsa ifTable::ifType B wecTtHaguare-
pUYHOM BUAE);
%m: MAC-agpec nopta B ¢popmaTte H-H-H-H-H-H-H;
%M: MAC-agpec cuctembl B popmate H-H-H-H-H-H-H;
%U: HOMep IHUTA;
%S: HOMmep CNoTa;
%n: HoMep nopTa (KaKk Ha IMLEeBoW NaHenn);
%i: ifindex nopTa;
%v: naeHtndukatop VLAN;
%c: MAC-agpec abOHEHTCKOro yCTPOMCTBa;
%alvlan_id]: IP-appec nHtepdeiica VLAN. Ecam vlan_id He yKa-
3aH, To noactasnaetca IP-agpec nntepdelica default vian. Ecan
IP-aapec He HaliaeH, noacTtasnaetca agpec 0.0.0.0.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica

BuAa 3anpoca KOMaHAHOWN CTPOKM B pexxnume KOHPUrypuposaHua nHtepoeiica:

console (config-if) #

Tabnnua 5.243 — KomaHgb! pexkuma KoHpurypuposaHma nntepoeiica Ethernet, rpynnbsl noptos

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

[no] pppoe intermediate-
agent

PaspeweHune/3anper pabotbl PPPOE Intermediate Agent Ha
nHTepoelice.

[no] pppoe intermediate-
agent format-type circuit-
id [word]

word: (1..63) cumBonos

HasHayeHue naeHtMduKaTopa circuit-id, sobaBnsemoro Kom-
MyTaTopoMm. MaeHTUOUKATOP, 3aA4aHHbIM B KOMAHAE, MOJTHO-
CTblo NepeonpegenseT naeHTUGUKaTop, BbIYUCAAEMbIN Ha OC-
HoBe rn1o6anbHbIX NapameTpoB access-node-id
option/delimeter. OTpuuaTensHas Gopma KOMaHAbl BOCCTa-
HaB/IMBaeT HAaCTPOMKY Ha OCHOBe rN06aNbHbIX NapameTpoB
access-node-id v option/delimeter.

[no] pppoe intermediate-
agent format-type remote-
id [word]

word: (1..63) cumsonos/

B KayecTtBe remote-id uc-

nonb3yetca MAC-agpec
KOMMyTaTopa

HasHaueHue naeHtTndukaTopa remote-id, go6asnsemoro Kom-
MyTaTopoMm. MaeHTUPMKaTOp A0NKeH BbiTb CKOHOUTYPUPOBaH
Ha Bcex MHTepdeicax KommyTaTopa, rae pabotaet PPPoE IA.
OTpuuaTencHan Gopma KOMaHAbl BOCCTaHABNMBAET HACTPOWKY
M0 YMONYAHMIO.

[no] pppoe intermediate-
agent timeout [timeout]

timeout : (0..600)/600 cek

3aaHue BpeMeHM KU3HU KAneHTCKon ceccuu. Mpu BBoae Na-
pameTpa timeout paBHbIM HYO, TaliMAyT HOBbIX ceccuii byaeT
paBeH 6€CKOHEeYHOCTH.

OTpuuaTencHan Gopma KOMaHAbl BOCCTaHABNMBAET HACTPOWKY
M0 YMONYAHMIO.

[no] pppoe intermediate-
agent trust

-/vuHTepdeiic He aBnseTcA
L0BEpPeHHbIM.

YnpasneHve pexxumom gosepusa K nHtepdeiicy. KomaHaa
nobasnaeT v yaanset nHTepdenc us cnmcka JoBePEHHbIX.
NHTepdelicbl, K KoTopbiM nogkntoyeHsl PPPOE cepeepbl,
HACTPanBaOTCA KaK foBepeHHble. MHTepdelichl, K KOTOPbIM
NOAK/OYEHbI NO/1b30BATE/M, HACTPAMBAOTCA KaK HEOBEPEH-
Hble. OTpuuaTenbHaa Gopma KOMaHAbl BOCCTAHABANBAET 3Ha-
YeHue Mo YMOJIYaHUIO.
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[no] pppoe intermediate-
agent vendor-tag strip

-/peKnUMm yaaneHus sbl-
K/HOUEH.

PaspelweHune nau 3anpet yaanenua vendor-speciifc onumm us
naketos PADO, PADS, PADT nepeg 0TNpaBKOW UX B CTOPOHY
nosb3osatena. PyHKUUA yaaNeHUA MOXKET BbITb UCNONb30-
BaHa TO/IbKO Ha UHTepdelice, Ha KOTOPOM paspelleHa paboTa
PPPOE |A 1 KOTOpbIV ABNAETCA AOBEPEHHBIM UHTEpPdelicom.
O6bI4HO DYHKUMA yaaNeHNs HacTpamMBaeTcs Ha UHTepdelice,
obpaleHHom B cTopoHy PPPOE cepsepa.

OTpuuatenbHan Gopma KOMaHAbl BbIK/IIOYAET PEXUM yaane-
HUA.

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.244 — KomaHab! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show pppoe intermedi-
ate-agent info [interface
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel po}]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
po: (1...8)

OTobparkeHune HacTpoek PPPoE Intermediate Agent. Eciu B Ko-
MaHAe ABHO He 33aH MHTepdelic, TO KOMaHAa BbINOHAETCA
Ons Bcex nHTepdelicos, rae paspeweHa pabota PPPoE A v Bcex
[,0BEepeHHbIX NOPTOB.

show pppoe intermedi-
ate-agent statistics [inter-
face {gigabitethernet
gi_port | fastethernet
fa_port | port-channel po}]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
po: (1..8)

OTobparkeHne cTaTUCTMKK paboTbl PPPOE Intermediate Agent.
Ecnv B KOMaHAe He 33faH ABHO MHTepdelc, TO KOMaHAa Bbl-
NoNHAETCA ANA BCcex HTepdelicos ¢ paspelweHHbIM PPPOE IA
BCeX A0BEepPeHHbIX NOPTOB.

clear pppoe intermedi-
ate-agent statistics [inter-
face {gigabitethernet
gi_port | fastethernet
fa_port | port-channel po}]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
po: (1...8)

OuuncTKa cTaTUCTUKM paboTbl PPPOE Intermediate Agent. Ecnn B
KOMaHAe He 3a4aH ABHO UHTepdelic, TO KOMaHAa BbINONHAETCA
4N Bcex nHTepdelicos ¢ paspeleHHbIM PPPOE IA 1 Bcex foBe-
PeHHbIX NOPTOB).

show pppoe intermedi-
ate-agent sessions [inter-
face {gigabitethernet
gi_port | fastethernet
fa_port | port-channel po}]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
po: (1...8)

OTobparkeHne BCeX 3apPerncTPUPOBAHHBIX KIMEHTCKUX CECCUN.
Ecnu B KomaHAe He 3afaH ABHO UHTepdeiic, To oTobpakatoTcs
BCE CeCCMM C COPTUPOBKOMN NO MHTepdelicam.

clear pppoe intermedi-
ate-agent sessions
[mac_address]

mac_address:(H.H.H nan
H:H:H:H:H:H nan H-H-H-H-
H-H)

YpaneHue knneHTckon ceccun. Ecnm mac_address He 3apaH,
YAANAOTCA BCE CECCUM.

5.32 KoHdurypuposaHue DHCP-cepsepa

DHCP-cepBep ocyLLecTBAAET LEHTPA/IM30BaHHOE yrpaB/ieHne CeTEBbIMM aApecaMm U COOTBETCTBYHO-
WMMW KOHOUTYPALMOHHBIMU NapaMeTpammn, aBTOMaTUYECKM NPEeLOCTABAAA UX KNMeHTamM. ITO NO3BONSET U3-
6exKaTb py4HON HACTPOMKMN YCTPOMCTB CETU U YMEHbLIAET KOIMYECTBO OLIMBOK.

KomaHObI pexcuma 21060s6H020 KOHU2YpUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobasnbHOro KoOHOUIrypmpoBaHusa:

console (config) #
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Tabnnua 5.245 — KomaHAabl pexuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3HavyeHue/3HaveHue no
YMOAYAHUIO

Aelicmeue

ip dhcp server

no ip dhcp server

-/BbIKNIOYEHA

BkntoueHune ¢oyHKUmMn DHCP-cepBepa Ha KOmmyTaTope.

BbikntoueHue pyHkumm DHCP-cepBepa Ha KOMMyTaTope.

ip dhcp pool host name

no ip dhcp pool host name

name: (1..32) cumBonos

Bxog, B pexMm KOHOUIYPUPOBaHMA CTaTUHECKUX aApecoB
DHCP-cepBepa.

Ypansaet koHourypauno DHCP-kKAMeHTa ¢ 3a4aHHbIM MMEHEM.

ip dhcp pool network name

no ip dhcp pool network
name

name: (1..32) cumBosios

Bxopg, B pexxum KoHourypuposaHus DHCP-nyna agpecos
DHCP-cepBepa.
- name — nma DHCP-nyna agpecos.

Yaanaetr DHCP-nyn ¢ 3agaHHbIM UMEHEM.

ip dhcp excluded-address
low_address [high_address]

no ip dhcp excluded-ad-
dress low_address
[high_address]

Yka3sbiBaeT IP-agpeca, kotopble DHCP-cepBep He byaeT HasHa-
yatb gna DHCP-knueHTOB.

- low_address — HayanbHbIl IP-agpec AnanasoHa;

- high_address — koHeuHbIN |IP-agpec grManasoHa.

Ypanenue IP-agpeca 13 CnncKa UCKAOYEHWUI A1 Ha3HAYeHUA
ero DHCP-knueHTam.

ip dhcp ping enable

no ip dhcp ping enable

-/BbIK/IOYEHa

BkntounTb nepesavy ICMP-3anpocoB Ha HazHavaemMblli agpec
015 NpoBepKu, uTo IP-aapec aBnaetca cBO6OAHbIM, Npexae
yem oH byaet HaszHayeH DHCP-KnueHTy.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

ip dhcp ping count number

no ip dhcp ping count

number: (1..10)/2

Onpepgenaet Konnvectso oTnpasaaemoix ICMP-3anpocos.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

ip dhcp ping timeout time

no ip dhcp ping timeout

time: (300 .. 1000)/500 mc

OnpegaenseT TaimayT, B TeueHne Kotoporo DHCP-cepsep oxu-
[AeT OTBET C agpeca, Ha KoTopbli oTnpasneH ICMP-3anpoc.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHgu2ypuposaHuUsa cmamuyecKkux adpecos DHCP-cepsepa

BunAa 3anpoca KoMaHAHOM CTPOKU B PEXKMME KOHPUTYpUPOBaHMA cTaTUYeckux agpecos DHCP-cepsepa:
consolet#configure

console (config) #ip dhcp pool host name
console (config-dhcp) #

Tabnnua 5.246 — KomaHabl pexuma KOHPUryprMpoBaHums

KomaHoa 3HayeHue Aelicmeue

PyyHoe pesepsupoBaHue IP-agpecos ana DHCP-knumeHTa.

- ip_address — IP-agpec, KOTopblit byaeT conocTaB/ieH ¢ pusm-
YeCKMM afpecom KNNEHTa;

- mask/ prefix_length — macka noacetn/ anvHa npeduKca;

- id — punsnyecknit agpec (MaeHTUGMKaTOP) ceTEBOM KapTbl;

- mac_address — MAC-agpec.

address ip_address

{mask | prefix_length} {cli-
ent-identifier id| hard-
ware-address -
mac_address}

no address Ypanaet 3ape3epBupoBaHHble IP-agpeca.

Onpegenset uma DHCP-kauneHTa.

client-name name

- name: (1..32) cumBosios
no client-name

Ypanaet uma DHCP-knueHTa.

230 Ethernet-kommymamopsi MES1000, MES2000



HELTEX

KomaHObI pexcuma KoHgu2ypuposaHusa nyaa DHCP-cepsepa

BunAa 3anpoca KOMaHAHOM CTPOKM B pexxume KoHpurypuposaHua nyna DHCP-cepsepa:

console#configure
console (config) #ip dhcp pool network name
console (config-dhcp) #

Tabanuya 5.247 — KomaHabl pexxmma KOHPUrypmposaHuma

3HayeHue/3HayeHue no

KomaHoa Aeticmsue
yMoOAYaHuIo
address {network_number YcTaHaBAWBaeT HoMep NOACETU M MAcKy NoAceTV A4AA nyna aa-
| low low_address pecos DHCP-cepsepa.
high high_address} - network_number — |P-agpec Homepa noaceTu;
{mask | prefix_length} - - low_address — HayanbHbIl IP-agpec Anana3oHa aApecos;
- high_address — koHeuHbIV |P-agpec gManasoHa agpecos.
- mask/ prefix_length — macka noacetn/ gavHa npedukca.
no address Ypansaet koHourypaumto DHCP-nyna agpecos.
lease {days [{hours} Bpems apeHabl IP-agpeca, KOTopbili HasHayeH ot DHCP.
[minutes]] | infinite} - infinite — Bpems apeHgbl He OrpaHNYEHo;
- days — KonnyecTso gHel;
-/1 peHb

no lease

- hours - KonnyecTBo 4acos,;
- minutes — KOAN4YeCTBO MWHYT.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

ping enable

no ping enable

-/BbIK/IIOYEHO

Bkatountb nepegayvy ICMP-3anpocos gnsa nposepkwu, yuto IP-aa-
pec ABnaeTcA cBOOOAHbIM, Npexae Yem OH byaeT HazHayeH
DHCP-KnueHTy.

YCTaHOBUTb 3HAYEeHME MO YMOHYAHMUIO.

KomaHObI pexcuma KoHguaypuposaHusa nyana DHCP-cepsepa u cmamu4yeckux adpecos DHCP-

cepsepa

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp) #

Tabnunua 5.248 — KomaHabl pexuma KOHPUrypruposaHuma

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

default-router ip_address_list

-/CNUCOK MapLipyTU3aTo-
poB He onpegaeneH

no default-router

OnpeaenseT CNMCOK MapLIPYTU3ATOPOB NO YMONYAHUIO ANs

DHCP-knueHTa:

- ip_address_list — cnucok IP-agpecoB mapLpyTM3aTopoB, Mo-
’ | KeT coaepaTtb A0 8 3anuncei, pasaeneHHbix npobe-
H IOM.

IP-agpec mapLupyTM3aTopa AOMKEH BbiTb B TOM XKe noaceTy,

4TO U K/IUEHT.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

dns-server ip_address_list

-/cnncok DNS-cepsepos
He onpegaeneH

no dns-server

Onpegenset cnucok DNS-cepBepoB, AOCTYMHbIX A1 KNMEHTOB
DHCP:

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MoXeT
cofepKaTb A0 8 3anucel, pasfaeneHHbix npobesom.

YcTaHaBAMBaeT 3HaYeHne Mo YMONAYaHUIO.

domain-name domain

domain: (1..32)

no domain-name

CMMBO/1I0B

Onpegenset gomeHHoe uma ana DHCP-knneHTOB.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

netbios-name-server
ip_address_list

-/cnucok WINS-
cepBepoB He onpeaeneH

Onpegaenset cnucok WINS-cepBepos, LOCTYNHbIX ANA KAUEH-
ToB DHCP:

- ip_address_list — cnucok IP-agpecoB WINS-cepBepoB, MOXKeT
copepKaTb 40 8 3anuceit, pasgeneHHbix npobenom.
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no netbios-name-server

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

netbios-node-type

{b-node | p-node | m-node |

h-node}

-/T1n y3na NetBIOS He
onpegenex

no netbios-node-type

Onpegenset Tmn y3na NetBIOS Microsoft gns knaneHtos DHCP:
- b-node — wnpoKoBeLwaTenbHbIN;

- p-node — TO4Ka-TOUKa;

- m-node — KOMBMHMPOBAHHbIN;

- h-node — rubpuaHbiii.

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHUIO.

next-server ip_address

no next-server

Mcnonb3yetca gna ykasaHma DHCP-knmeHTy agpeca cepsepa
(kaKk npaBuno, TFTP-cepBepa), C KOTOPOTo AOJIXKEH BbITb NoNY-
YeH 3arpy3oyHbli dana.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

next-server-name name

name: (1..64) cumBonos

no next-server-name

Mcnonb3yetca ana ykasaHua DHCP-kaneHTy umsa cepsepa, €
KOTOPOro A0/IXKeH 6bITb MOAYYEH 3arpy304HbIi daiin.

YcTaHaBAMBaAET 3Ha4YeHWe nNo YMONYaHUIO.

bootfile filename

filename: (1..128) cum-

no bootfile

BOJ10B

YKasblBaeT ums ¢aiina, Ucnosb3yemoro A4 HauyaibHOM 3a-
rpy3skm DHCP-knuneHTa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

time-server ip_address_list

-/cNnCoK cepBepoB He
onpegesnex

no time-server

OnpeaenseT CNUCOK CepBePOB BPeMEHU, AOCTYMHbIX A8 KAU-
eHTos DHCP:

- ip_address_list — cnucok IP-agpecos cepBepoB BpeMeEHU, MO-
YKET coaepiKaTb A0 8 3anuncei, pasaeneHHbix npobenom.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex

{hex_string | none}} [descrip-

tion desc]

code: (0..255);
bool_val: (true, false);
int_val: (0..4294967295);
ascii_string: (1..160)
CUMBO/IOB;
desc: (1..160)
CUMBO/I0B;

no option code

Hactpansaet onumn DHCP-cepsepa.

- code — kog, onunn DHCP-cepBepa;

- bool_val — nornyeckoe 3Ha4yeHWe;

- integer — uenoe NONOXNUTENbHOE YNCNO;

- ascii_string — cTpoka B popmate ASCII;

- hex_string — cTpoKa B WecTHagUuaTMpMYHoM popmarte;
- ip_address_list — cnucok IP-agpecos;

Ypanaet onumn gna DHCP-cepsepa.

tftp-server ip_address_list

-/cnucok cepBepoB He

no tftp-server ip_address_list

onpegeneH

HacTpolika onumun 150 — agpeca TFTP-cepsepa:
- ip_address_list — cnucok IP-agpecos TFTP-cepBepoB, MOXKeT
cofeprKaTb A0 8 3anucel, pasaeneHHbix npobesom.

Ypanaer HacTpolky onuum 150:
- ip_address_list — cnucok IP-agpecos TFTP-cepBepoB, MoOXKeT
cofeprKaTb A0 8 3anucel, pasaesieHHbix Npobesom.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabnnua 5.249 — KomaHab! pexxuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

clear ip dhcp binding
{ip_address | *}

YaaneHue 3anuceit ns Tabanubl cootTBeTcTBUA GU3NYECKUX aa-
pecoB M aapecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — IP-agpec, HazHa4yeHHbIn DHCP-cepsepom;

* - yoanuTb BCe 3anucu.

show ip dhcp

MpocmoTp KoHoUrypaumm DHCP-cepsepa.

show ip dhcp
excluded-addresses

MpocmoTp IP-agpecos, koTopble DHCP-cepBep He byaeT HasHa-
4yatb gnAa DHCP-knueHTOB.

show ip dhcp pool host
[io_address | name]

name: (1..32) cumBosios

MpocmoTp KoHGUrypaumm ansa ctatmyeckux agpecos DHCP-cep-
Bepa:

- ip_address — IP-appec KnueHTa;

- name — vuma DHCP-nyna agpecos.

show ip dhcp pool network
[name]

name: (1..32) cumBosios

MpocmoTp KoHoUrypaumm DHCP-nyna appecos DHCP-cepBepa:
- name — vma DHCP-nyna agpecos.
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show ip dhcp binding MpocmoTp IP-appecos, KOTopble cONOCTaB/EHbI C PUIUYECKUMU

[ip_address ] - afipecamMu K/IMEHTOB, a TaKKe Bpems apeHbl, cnocob HasHave-
HWA n cocTtoaHme IP-agpecos.

show ip dhcp server statis- MpocmoTp cTatnuctnukn DHCP-cepsepa.

tics

[pumepbl 8b1N0AHEHUS KOMAHO

=  Hactpoutb DHCP-nyn c umeHem test n ykasatb ana DHCP-KnneHToB: nma gomeHa - test.ru, wntos
no ymon4vaHuto - 192.168.45.1 v DNS-cepsep - 192.168.45.112.

console#

console#configure

console (config) #ip dhcp pool network test

console (config-dhcp) #address 192.168.45.0 255.255.255.0
console (config-dhcp) #domain-name test.ru

console (config-dhcp) #dns-server 192.168.45.112

console (config-dhcp) #default-router 192.168.45.1

5.33 KoHdurypuposaHue ACL (cnuckn KOHTponsa aoctyna)

ACL (Access Control List — cnMcok KoHTposa gocTyna) — Tabnuvua, KoTopasa onpeaensaeT npasuna
dUNbTPaLMM BXoAALLErO TpadMKa Ha OCHOBAHUKM NepesaBaemblX B MakeTax npotokosnos, TCP/UDP noptos,
IP-agpecos nnn MAC-agpecos.

Ons peanusaunmn GyHKUMM ACL KOMMmyTaTOp UCNONb3yeT cucteMHble pecypcbl TCAM (Ternary Content
Addressable Memory). 3ToT pecypc Mcnonb3yeTcs AAa peanvsaumm U gpyrux GyHKUMIM yCTPOWCTBA,
Hanpumep, o¢yHKUMM Selective Q-in-Q. Mockonbky pecypc TCAM ABnseTcA OrpaHWYeHHbIM, ANA
ONMTUMM3ALUN €r0 UCNONAb30BAHMA B PA3/IMYHBIX YCAOBUAX NPEAYCMOTPEHO ABA peXMma. ITU perumbl
Ha3BaHbl ACL-only 1 ACL & SQinQ.

B pexxmume ACL-only Becb pecypc TCAM oTgaetca Ana ucnonbsosaHmaA cepsmucom ACL. 3To nossonseT
Mo/Ib30BaTE/I0 YCTPOMCTBA CO34aTb MAKCMMAJIbHOE KOJIMYECTBO NPaBWA ANA CMMCKOB KOHTPOAA A0CTyna.
Kpome TOro, B 3TOM pexKMme BO3MOXKHA FPynnMPOBKA MAEHTUYHbIX NPABWI, €CIU OHU MPUMEHSAIOTCA ONA
BCEX MOPTOB KOMMYTATOpPa - 3TO AaeT BO3MOXKHOCTb CyLLEeCTBEHHO COKOHOMUTbL pecypcbl TCAM.

Ona ynpasnenna npasunammu ACL B pexkume ACL-only vcnonb3ayeTca AOMNOAHUTENbHbIN NapameTp
npodunb (profile). Ana Kaxkaoro nopta goctynHo 3 npoduns — 0, 1 1 2, K KOTOPbIM MOXHO MPMBA3bLIBATb
cnuckm goctyna. MNpu aHanm3e Tpaduk NnocnesoBaTelbHO NPOBEPAETCA HA COOTBETCTBME NPaBMIAM CMUCKOB
KOHTPONA [O0CTyMa B MopAgKe, onpeaensembiM Homepom npodundA. CHavana npoBepAloTcA MpaBuaa
npodunsa 0, 3aTem npodpuna 1 n B nocsneaHto0 ovepeab — npodpunsa 2.

Ona Toro, ytobbl caKoHOMUTb pecypcbl TCAM obwue pnsa Bcex NopToB npasBuna Tpebyetca
rpPynnMpoBaTb B 04HOM M3 npodunei.

OrpaHuyeHune pexxknuma ACL-only cocTouT B HEBO3MOXKHOCTM MCNONAb30BaTb PpyHKUMMK Selctive Q-in-Q n
MAC-based VLAN.

Pexxum ACL & SQinQ npeaycmatpmBaeT oOAHOBPEMEHHOE WCNONb3oBaHMe pecypca TCAM
HecKo/ibKnmm cepsrucamu. PacnpegenenHne TCAM mexkay cepBucamm NponCxoamT aBTOMATUYECKM.

OueHunTb ncnosbsoBaHne TCAM MOXKHO € MOMOLLbIO KOMaHAbl «show system resources tcam».

V‘ ACL-cnucku Ha 6a3e IPv6, IPv4 1 MAC-aapecoB He A,0/13KHbl UMEeTb OAMHAKOBble Ha3BaHUA.

IPv6 1 IPv4-cnucKku moryT paboTaTb BmecTe Ha ogHom ¢pusnueckom untepdeiice. Cnmcok
ACL Ha 6a3e MAC-agpecauum He MOXKeT COBMELLATbCA CO cnucKamu ana IPv6. [isa cnucka
OAMHAKOBOro TMNa He moryT paboTaTb BmecTe Ha uHTepdeiice.

KomaHapl gna cos3gaHua U peaaktupoBaHus cnmckoB ACL AocTynHbl B pexume rnobasnbHOro
KOHUrypupoBaHuA.
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KomaHObI pexcuma 27106as16H020 KOHpU2YPUPOBAHUSA

KomaHZHas cTpoka B perkume rnobasbHOro KOHGUryprMpoBaHUA UMeeT BUA,:

console (config) #

Tabnnua 5.250 — KomaHab! Ana co3gaHma n KoHourypmposaHus cnnckos ACL

KomaHoa

3HayeHue

Aelicmeue

ip access-list extended ac-
cess_list

no ip access-list extended
access_list

ipv6 access-list ac-
cess_list

no ipv6 access-list ac-
cess_list

mac access-list extended
access_list

no mac access-list ex-
tended access_list

access_list: (1..32) cum-
BoOJIa

Co3pgaHune HoBoro pacwunpeHHoro cnucka ACL gna agpecaumm
IPv4 1 BXoA, B peXXnm ero KOHGUrypuposaHus (ecam cnmcok ¢
AaHHBIM UMEHeM eLLLe He CO3AaH) MO0 BXOA, B PEXKUM KOHPU-
rypupoBaHMA paHee CO34aHHOro CnucKa.

YpaneHne cnucka ACL ana agpecauum IPv4.

Co3paHne HoBOro pacwmnpeHHoro cnucka ACL gna agpecaunm
IPV6 1 BXOZA, B PEXKUM €ro KOHPUIypUpPOBaHUA (€CIU CMIUCOK C
JaHHBIM UMEHEM €elLLle He cOo34aH) B0 BXOZ B PEXUM KOHOU-
rypupoBaHuA paHee CO34aHHOro CnncKa.

YpaneHue cnucka ACL anqa agpecaunm IPv6.

Co3pgaHue HoBoro cnvcka ACL Ha 6a3e MAC-agpecaumm 1 BXoa,
B PEXKMUM €ro KOHPUrypnpoBaHua (eCim CNMCOK C AaHHbIM
MMEHEM eLLe He Co34aH) B0 BXOA, B PEKUM KOHPUTYpUpPO-
BaHWA paHee CO3aHHOrO CNMCKa.

Yaanerue cnucka ACL Ha 6a3e MAC-aapecaumu.

time-range range_name

no time-range
range_name

range_name: (1..32) cum-
BoOJIa

Bxog, B pexmMm KoHoUrypupoBaHua time-range n onpegene-
HWe BPEMEHHbIX MHTEPBANOB A/ CMMCKA AOCTyna.
- range_name - uma npoduns HacTpoek time-range.

YpaneHue 3agaHHol KoHoUrypauum time-range.

Ona Toro u4tob6bI aKTMBM3MpPOBaTb cnucok ACL, HeobxoAMMO cBA3aTb ero C WHTepdericom.
NHTepdelicom, MCNOb3YHOLLMM CNUCOK, MOXKeT bbiTb b0 nHTepdeic Ethernet, nnbo rpynna noptos.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet, Vian , epynnsi nopmos.

KomaHgHan cTpoKa B pexkume KoHPuUrypmuposaHua nHtepdelica Ethernet, rpynnsi noptos nmeet Bua;
console (config-if)#

Tabnnua 5.251 — KomaHga HasHadyeHus cnncka ACL nHtepdeicy.

KomaHoa 3HavyeHue Aelicmeue

B HacTpolikax onpeaenéHHoro ¢pusnyeckoro nHTepdeiica Ko-
MaHZa NPUBA3bIBAET YKa3aHHbIN CMUCOK K 4aHHOMY MHTEp-

service-acl input ac-
cess_list [profile pro-

file_id] V deicy.
Mapamertp profile gocryneH TonbKo B pexkume
list: (1..32 V acl-only.
access_list: (1..32) cum- B pexxume acl-only koHdurypuposaHue ACL Ha VLAN
BON3;
HeAoCTyNHO.
profile_id: (0..2) Aocty

Npu ogHoBpemeHoit npusaske ACL K pusnyeckomy
V nHTepdeiicy u interface vlan npuopurer otgaérca
HACTpoiiKe Ha Ppusnyeckom nHTepdeiice.

no service-acl input YaaneHue cnvcKa ¢ nHtepdelica.

[profile profile_id]
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KomaHObi pexcuma Privileged EXEC

KomaHgHan cTpoKa B pexume Privileged EXEC nmeert Bua;

console#

Tabnnuya 5.252 — KomaHab! Ana npocmoTpa cnnckos ACL

KomaHoa 3HavyeHue Aelicmeue
show access-lists [ac- MokasbiBaeT cnucku ACL, co3gaHHble Ha KOMMyTaTope.
cess_list] access_list: (1..32) cum-
show access-lists time- BO/1a MokasbiBaeT cnnckn ACL, co3gaHHble Ha KOMMYyTaTope, KOoTopble B
range-active [access_list] HacTosLLee BpeMA ABNAIOTCA aKTUBHbIMMU.
show interfaces access- MokasbiBaeT cnucku ACL Ha3zHavyeHHble nHTepdeicam.
lists [gigabitethernet gi_port: (1..3/0/1..28);
gi_port | fa_port: (1..3/0/1..24);
fastethernet fa_port | vlan_id: (1..4094);
port-channel group| group (1..8)

vlan vian_id]

clear access-lists counters . O6HYAUTb BCe cYeTUMKM cnnckos ACL, 16O CYETUMKM 1A CNIUCKOB
L. . gi_port: (1..3/0/1..28); .

[gigabitethernet gi_port | fa_port: (1..3/0/1..24); ACL 3apaHHoOro nHtepdelica.

fastethernet fa_port | _port: .. B

port-channel group] group (1.8)

show interfaces access- MOKa3bIBAET CYETUMKM CMUCKOB AOCTyNa.
lists counters gi_port: (1..3/0/1..28);

[gigabitethernet gi_port | fa_port: (1..3/0/1..24);

fastethernet fa_port | group (1..8)

port-channel group]

KomaHOowbl pexcuma EXEC

KomaHgaHan cTpoka B pexkume EXEC numeet sua;

console#

Tabnnua 5.253 — KomaHgb! 4na npocmoTpa cnnckos ACL

KomaHoa 3HavyeHue Aelicmeue
show time-range range_name: (1..32) Moka3blBaeT KOHOUIypaLUI0 BPEMEHHOIO MHTepBasa
range_name cumBona

5.33.1 KoHdurypuposaHue ACL Ha 6a3e IPv4

B OaHHOM pa3gene NMpuBeAeHbl 3HAYEHMA U OMUCAHMA OCHOBHbLIX MAPaMETPOB, UCNOAb3YEMbIX B
cocTaBe KoMaHz HacTpoliku cnmckoB ACL, ocHOBaHHbIX Ha agpecaunn IPva.,

CosgaHue U BXO4 B pexum pepaktmposaHua cnmckoB ACL, OCHOBaHHbIX Ha agpecauuu [Pv4,
OCYLLECTBAAETCA MO KOMaHAe: ip access-list extended access-1ist. Hanpumep, ana co3gaHusa
cnucka ACL nog HasBaHueMm EltexAL Heob6x0AMMO BbINONHUTL C/ieAyHoLMEe KOMAHAbI:

console#

console#configure

console (config) #ip access-list extended EltexAL
console (config-ip-al)#

Tabnnua 5.254 — OcHoBHble NapameTpbl, UCMOb3YEMbIE B KOMaHAAX

apamemp 3HayeHue Aelicmesue
permit [Oeicteue ‘paspewnts’ | Cosgaet paspelatollee npasunao ¢puabTpaumum B cnmucke ACL.
deny [Oevicteue ‘3anpetuTs’ Co3gaeT 3anpeLatolee npasmao puabtpaumm B cnucke ACL.
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protocol

MpoTokon

Mone npeAHa3Ha4yeHO A/ YKa3aHUA NPOTOKoNaA (MM BCEX MPOTOKO-
N0B), Ha OCHOBe KoToporo byaeT ocywecTBaseTca dpuabTpauma. Mpm
Bbl6OpE NPOTOKO/1a BOSMOKHbI CIeflytoLLMe BapuaHTbl: arp, icmp,
igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipv6:rout, ipv6:frag,
idrp, rsvp, gre, esp, ah, ipvb:icmp, eigrp, ospf, ipinip, pim, 12tp, isis,
ipip, MMb0 YMcNoOBOE 3HAYEHME NPOTOKOA, B AManasoHe (0 — 255).
[na cootBeTcTBUA N0OO6OMY NPOTOKOY UCMO/b3YeTCA 3HaYeHue ip.

source_mac

MAC-agpec ncTouHUKa

Onpegenser MAC-agpec UCTOYHMKA NaKeTa.

source_mac_wildcard

Macka MAC-agpeca
MCTOYHMKA

Macka onpegenset 6utbl MAC-agpeca MCTOYHUKA NaKeTa, KoTopble
HEeobXxoANMMO UTHOPUPOBATL. B 3HaUeHMa UrHopupyembix 6UTOB
O0/1XKHbI BbITb 3anMcaHbl eauMHULbI. Hanpumep, NCNob3ysA MAcKy,
MOHO onpeaennTb aaa npasuna GunbTpaumm guanasoHa MAC-aa-
pecos. YTobbl o6aBUTL B NpaBuio puastpaumnmn sce MAC-agpec
HaunHaowueca Ha 00:00:02:AA.xx.xx, HeO6X0AMMO 3a4aTb 3HaYeHne
mackm 0.0.0.0.FF.FF, To ecTb, corsiacHo gaHHOM macke, nocnegHue 16
61T MAC-agpeca byayT He BaXKHbl 414 aHaNU3a.

destination_mac

MAC-agpec HasHauyeHuA

Onpegenaet MAC-agpec HasHavYeHUA NakeTa.

destination_mac_wildcard

Macka MAC-agpeca
Ha3Ha4vyeHunAa

butoBasa macka, npumeHaemas K MAC-agpecy Ha3HaYeHMA NakeTa.
Macka onpegenset 6utbl MAC-agpeca, KoTopble He06X0AMMO UTHO-
pupoBaTb. B 3HaYeHMa UrHopupyembix OBUTOB J0/1KHbI ObITb 3aNMcaHbI
eanHuUbl. Macka ncnonb3yeTtca aHalorMyHO Macke source_mac-
wildcard.

source_ip

IP-appec ncTouHMKa

Onpegenset IP-agpec UCTOYHMKA NaKeTa.

source_ip_wildcard

Macka IP-agpeca
MNCTOYHUKA

buToBasa macka, npumeHaemas K IP-agpecy MCTOYHWKa nakeTa. Macka
onpegensaet 6utol IP-agpeca, KOTopble HEOBXOANUMO UTHOPUPOBATL. B
3HAYEHUA UTHOPUPYEMbIX BUTOB A,0/IKHbI ObITb 3aMMCaHbl €AUHULbI.
Hanpumep, ncnonb3ya macky, MOXKHO onpeaenvTb A4 Npasuaa
dunbTpaumm IP-cetob. YT06bI £06aBUTL B NpaBuao ¢punbTpauum IP-cetb
195.165.0.0, Heobxoaumo 3aaaTb 3Ha4YeHMe macku 0.0.255.255, To
€CTb COMMacHO AaHHOM macke nocnegHue 16 6ut IP-agpeca 6yayT wr-
HOPMPOBATbLCA.

destination_ip

IP-agpec Ha3HayeHuA

Onpegenset IP-agpec HazHavyeHMA NakeTa.

destination_ip_wildcard

Macka IP-agpeca HasHa-
yeHusa

buToBasa macka, npumeHaemas K IP-agpecy Ha3HayeHuUs nakera.
Macka onpegenset 6utbl IP-agpeca, KoTopble HEO6X0AMMO UTHOPU-
poBaTb. B 3HaueHMA UrHopupyembix BUTOB AOMKHbI ObITb 3aNMCcaHbI
eauHuUbl. MacKa ncnonb3yeTca aHanormM4yHO Mmacke
source_ip_wildcard.

Mpuopwutet IP

vlan M,D,EHTMd)VIKaTOp Vlan Onpe,ﬂ'eﬂﬂeT Vlan, AnAa KoToporo 6yp,ET NPUMEHATLCA NPaBnNo.

dscp Mone DSCP B 3aronoske | Onpegenset 3HayeHne DSCP-nons diffserv. BosamoxkHbie Koabl co06-
L3 weHmni nona dscp: (0 — 63).

precedence OnpeaenseT npuoputeTt IP-Tpaduka: (0-7).

range_name

NUma npoduna KoHobuUry-
pauuu time-range

Onpegenset KOHOUrypaL MO BPEMEHHbIX MHTEPBANOB.

icmp_type

Tun coobuieHnin npotokona ICMP, ncnonbsyemblit 4na puabTpaumm
ICMP-nakeToB. BO3mMoKHble TUMbl co0bLeHnid nons icmp_type: echo-
reply, destination-unreachable, source-quench, redirect, alternate-
host-address, echo-request, router-advertisement, router-solicitation,
time-exceeded, parameter-problem, timestamp, timestamp-reply, in-
formation-request, information-reply, address-mask-request, address-
mask-reply, traceroute, datagram-conversion-error, mobile-host-redi-
rect, mobile-registration-request, mobile-registration-reply, domain-
name-request, domain-name-reply, skip, photuris, nm6o uncnosoe
3HauyeHue TMna coobuieHns, B ananasoHe (0 — 255).

icmp_code

Kog, coobuieHna npoTo-
kona ICMP

Kopg, coobuweHuit npotokona ICMP, ncnonbsyemblit ana GunbTpauymn
ICMP-nakeToB. Bo3mMoKHble Koabl coobLieHnit nons icmp_code: (0 —
255).

igmp_type

Tun coobuweHusa npoTo-
kona IGMP

Tun coobweHuit npotokona IGMP, ncnonbayemblit gns puabTpaumm
nakeTtos IGMP. Bo3MoOKHble TUMbl CO0bLLEeHNI Nonsa igmp-type: host-
query, host-report, dvmrp, pim, cisco-trace, host-report-v2, host-leave-
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v2, host-report-v3, nn6o umcnoBoe 3HayeHue Tuna coobLeHus, B Ana-
nasoHe (0 — 255).

destination_port

UDP/TCP-nopt Ha3Haye-
HUA

source_port

UDP/TCP-nopT nctou-
HUKa

Bo3morkHble 3HaueHumaA nons TCP-nopTa: bgp (179),

chargen (19), daytime (13), discard (9), domain (53), drip (3949), echo
(7), finger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc
(194), klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109),
pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);

ons UDP-nopra biff (512), bootpc (68), bootps (67), discard (9), dnsix
(90), domain (53), echo (7 ), mobile-ip (434), nameserver (42), netbios-
dgm (138), netbios-ns (137), on500-isakmp (4500), ntp (123), rip (520),
snmp (161), snmptrap (162), sunrpc (111), syslog (514), tacacs-ds (49),
talk (517), tftp (69), time (37), who (513), xdmcp (177).

NIn6o uncnosoe 3HauyeHue (0 — 65535).

list_of flags

dnarn npotokona TCP

Ecnmn ans ycnosua ounbTpaumm dnar 4oKeH 6biTb YCTaHOB/EH, TO
nepes HUM CTaBUTCA 3HAK «+», €C/IN HE A0/KeH BbITb YCTaHOB/IEH, TO
«-». Bo3MoKHble BapuaHTbl ¢pnaros: +urg, +ack, +psh, +rst, +syn, +fin,
-urg, -ack, -psh, -rst, -syn u -fin. Mpu UcnNosb30BaHMM HECKONBKUX dNa-
ros B ycnosuun ¢puabtpaumm, dnarn o6beaMHAKTCA B O4HY CTPOKY be3
npobenos, Hanpumep: +fin-ack.

OTnpaBKa coobuweHni

disable-port BbIK/IlOYAET NOPT, C KOTOPOTO Bbl/1 NPUHAT NaKeT, yA40BAeTBOPAOWMI
OTK/toYeHMe nopTa ycioBusam ntoboit ns KomaHg 3anpeta deny, B coctase KOTOPOU, H6b110
onwucaHo none.
log-input BKAtoyaeT oTnpaBKy MHGOPMALMOHHbIX COOBLLEHMI B CUCTEMHBbIN KYp-

Haa NpuY NONy4YeHUN NaKeTa, KOTOprl‘/'I COOTBETCTBYET 3anncu.

offset_list_name

HanmeHoBaHMe cnucka
wabnoHoB Nonb3osaTens

3afaeT Mcnosib3oBaHMe CNUCKa WabnoHOB Nosb3oBaTens Aaa pacno-
3HaBaHMA NaKeToB. [ Kaxgoro cnmucka ACL MosKeT 6bITb onpeaeneH
CBOM CNUCOK WabsoHOB.

index

MHpeKc npasuaa

MHAOEeKC 3a4aeT NoNoXKeHMe NpaBuaa B CIUCKE M ero npuoputet. Yem
MeHbLUEe MHAEKC — TeM NpuopuTeTHee npasuao. [ManasoH ZonycTu-
MbIX 3Ha4eHnn 1-2147483647.

/' Dns Bbi6opa Bcero guanasoHa napameTpos, Kpome dscp u ip-precedence ucnonbsyerca na-
pameTp «any».

/’ Mocne Toro Kak xora 6bl 0gHa 3anucb gobasneHa B cnucok ACL, nocnegHeit No ymonyaHuilo
Aobaensaetca 3anucb «deny any any any», KOTopas 0O3Ha4yaeT UTHOPMPOBaAHUE BCEX NAKETOB,
He yaosaeTsopAowmx ycnosmam ACL.

Tabnnua 5.255 — KomaHgbl, ucnonb3yemble gnsa Hactpoliku ACL cnnckos Ha ocHoBe IP-agpecaumm

KomaHoa

Aeilicmeue

permit protocol

[offset-list offset_list_name]

{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name] [index index]

[obasnset paspeluatoLyto 3anucb GuabTpaumm ana npotokona. MNa-
KeTbl, OTBEYaloLLME YCNOBUAM 3anucu, byayT o6pabaTbiBaTbcs KOMMYyTa-
TOpOM.

permit arp

card}

[vlan vian_id] [index index]

{any/source-mac source-mac-wildcard }
{any/ destination mac destination mac wild-

{any/sender-ip sender-ip-wildcard }
{any/target-ip target-ip-wildcard}

JobasnsaeT paspeLlatowyto 3annce puabtpaumm ana npotokona ARP. Ma-
KeTbl, OTBEYAtOLWME YCNOBUAM 3anucK, byayT 06pabaTtbiBaTbca KOMMYyTa-
TOpOM
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permit ip

{any|source_mac source-mac-wildcard}
{any|destination_mac destination_mac_wild-
card}

{any|source_ip source_ip_wildcard}

{any| destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[obasnseT paspeLlatoLyto 3anucb GuabTpaLmm a4na npotokona IP. Ma-
KeTbl, OTBEYAlOLLME YC0BUAM 3anucK, byayt o6pabaTbiBaTbcqd KOMMYTa-
TOpOM.

permit icmp

{any|source_ip source_ip_wildcard}

{any| destination_ip destination_ip_wildcard}
{any|icmp_type}

{any|icmp_code}

[dscp dscp | ip-precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[dobasnsaeT paspeLatoyto 3anmncb GuabTpaumm ans npotokona ICMP.
MakeTbl, OTBEYAIOLLME YCAOBUAM 3anucK, byayT obpabaTtbiBaTbCA KOMMY-
TaTOpOM.

permit igmp

{any|source_ip source_ip_wildcard}

{any| destination_ip destination_ip_wildcard}
ligmp-type]

[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[JobasnsaeT paspeLatoyto 3anuce duabTpaumm ans npotokona IGMP.
MakeTbl, OTBEYAlOLLME YCIOBUAM 3anucK, byayT obpabaTtbiBaTbCA KOMMY-
TaTOPOM.

permit tcp

{any|source_ip source_ip_wildcard}
{any|source_port}

{any|destination_ip destination_ip_wildcard}
{any| destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[obasnaeT paspellatowyto 3anncb duabTpaumm ans npotokona TCP. Ma-
KeTbl, OTBEYAtOLWME ycnoBuAM 3anucu, byayT 06pabaTtbiBaTbca KOMMYyTa-
TOPOM.

permit udp

{any| source_ip source_ip_wildcard}

{any| source_port}

{any| destination_ip destination_ip_wildcard}
{any| destination_port}

[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[JobasnsaeT paspelatowyto 3anuce puabTpaLmm ans npotokona UDP.
lMaKeTbl, OTBEYalOLLME YCNOBUAM 3anucK, ByayT obpabaTbiBaTbCss KOMMY-
TaTOPOM.

deny protocol

{any|source_ip source_ip_wildcard}

{any| destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name] [vlan vian_id]

[obasnaer 3anpeLyatoLLyto 3anuce GUAbTPaLMM Ana npoTokona. MNa-
KeTbl, OTBEYAIOLLME YCNOBUAM 3anucu, byayT 610KMpoBaTbCA KOMMYTa-
Topom. Mpu CNoNb30BaHWUK KAtoYeBOro cno.a disable-port dusnyeckuit
UHTepdenc, NPUHABLLMI TaKoM NaKeT, byaeT BbikAtoYeH. Mpu ncnonb3o-
BaHWM KoueBoro cosa log-input 6yaeT oTnpasiieHo coobLueHNe B CH-
CTEMHbIV KypHa.

deny arp {any/source-mac source-mac-wild-
card }

{any/ destination mac destination mac wild-
card}

{any/sender-ip sender-ip-wildcard }
{any/target-ip target-ip-wildcard }
[{log-input} {disable-port}]

[vlan vian_id]

[JobasnsaeT 3anpewatoyto 3anucb puabTpaumm ana npotokona ARP. MNa-
KeTbl, OTBevatoLme ycaoBMAM 3anuncu, byayt 610KnMpoBaTbca KOMMYyTa-
Topom. Mpu CNonb30BaHWUK KAtoYeBOro cno.a disable-port dusnyeckunit
UHTepdec, NPUHABLUMI TaKoM NaKeT, byaeT BbikAtoYeH. Mpu ncnonb3o-
BaHUW KtoueBoro ciosa log-input 6yaeT oTnpasieHo cooblueHmne B cu-
CTEMHbIV KypHan
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deny ip

{any|source_mac source-mac-wildcard}
{any|destination_mac destination_mac_wild-
card}

{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name] [disable-port|log-in-
put] [index index] [offset-list offset_list_name]
[vlan vian_id]

[obasnseT 3anpewatoLLyto 3anmcb GuUabTpaLmm ana npotokona IP. MNa-

KeTbl, OTBEYAlOLME YCNOBUAM 3anucK, byayT 610KMpPoBaTbCA KOMMYTa-

TopoMm. Mpun ncnonb3oBaHWUM KNtoYeBOro cioBa disable-port dpusnyecknit
MHTepdenc, NPUHABLINIM TaKoW NaKeT, byaeT BbikAoYeH. Mpu ncnonbso-
BaHWM KtoYEeBOro cnoBa log-input 6yaeT oTnpasaeHo coobuieHune B cu-

CTEMHbIN ¥KypHan.

deny icmp {any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
{any|icmp_type} {any|icmp_code}

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name] [vlan vian_id]

[dobasnsaeT 3anpewatoulyto 3anucek duabTpaumm ana npotokona ICMP.
MakeTbl, OTBEYAIOLLME YCAOBUAM 3anucK, byayT 610KMPOBaATLCA KOMMY-
TaTopom. Mpwu ncnonbsoBaHMM KakoUeBOTro cnoBsa disable-port dpusnve-
CKMI nHTepdeiic, NPUHABLINIA TaKoM NakeT, ByAeT BbIKNOYEH.

Mpu Ucnonb3oBaHWM KAOYEBOTO C/10Ba log-input 6yaeT oTnpasaeHo co-
obueHne B CUCTEMHBIN KypHai.

deny igmp {any|source ip source ip_wild-
card}

{any|destination_ip destination_ip_wildcard}
[igmp_typel

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name] [vlan vian_id]

[obasnaeT 3anpewyatoulyto 3annck puabTpaumm ana npotokona IGMP.
MakeTbl, OTBEYAIOLLME YCAOBUAM 3anucK, byayT 610KMPOBaATLCA KOMMY-
TaTopoMm. Mpun ncnonb3osBaHMKM KatoueBoro cnosa disable-port dpusnye-
CKUI nHTepdeiic, NPUHABLIWIA TaKol nakeT, byaeT BbikatoyeH. Mpu mc-
Nno/Ib30BaHWUM Kto4eBOro cioBa log-input 6ypeT oTnpasneHo coobuye-
HUWE B CUCTEMHbIN KypHa.

deny tcp {any| source_ip source_ip_wildcard}
{any|source_port}

{any|destination_ip destination_ip_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name]

[disable-port | log-input] [index index]
[offset-list offset_list_name]

[vlan vian_id]

JobasnaeT 3anpewatoulyto 3anncsk puabTpaumm ana npotokona TCP. Ma-
KeTbl, OTBeYaloLue yca0BMAM 3anuncu, byayt 610KMpoBaTbCA KOMMYTa-
Topom. MNpu ncnonb3oBaHWMK KAtoYeBOro cnosa disable-port dusnueckunin
nHTepdeic, NPUHABLLMI TaKo NaKeT, byaeT BbiktoYeH. Mpu ncnonb3o-
BaHUW Kato4eBoro ciosa log-input byaeT oTnpasieHo cooblueHmne B Cu-
CTEMHbIV KypHan.

deny udp {any| source_ip source_ip_wildcard}
{any| source_port}

{any|destination_ip destination_ip_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[obasnsaet 3anpewjarowyto 3anmcb GuabTpaLMm ais npotokona UDP.
MaKeTbl, OTBEYAlOLLME YCA0BUAM 3anucu, ByayT 610KMPOBaTLCA KOMMY-
TaTopom. Mpu NCcNob30BaHUM KAOYeBOro cnoBsa disable-port dpusnye-
CKUI nHTepdeiic, NPUHABLINIA TaKoM NakeT, ByAeT BbIKNOYEH.

offset-list name { offset_base offset mask value}

Co34aéT cn1coK WabnoHoB NoNb30BaTeNs C UMeHeM name. imsa moxkeT
BK/ItOYaTb OT 1 A0 32 cMMBONOB.
B 04HOM KOMaHAEe MOXEeT cofepaTbCA A0 NATU LWAabNOHOB, COCTOALLMX
13 CcaepyroLmx napameTpos:
offset_base — 6a3oBoe cmelleHMe. BO3MOKHbIe 3HaYeHuA:

L3 — Hayano 3aronoBKa IPv4;

L4 — KoHew, 3aronosKa IPv4;
offset — cmeweHve b6aliTa faHHbIX B Npesenax nakerta. basosoe cmelle-
HWe NPMHUMMAETCA 33 HAaYaNo OTcYeTa;
mask — macka. B aHanuse naketa NPMHUMALOT y4acTUe TONIbKO Te pas-
pAaabl 6aliTa, ANA KOTOPbLIX B COOTBETCTBYIOLWMX Pa3pAaax Macku 3agaHa
s
value — uCKomoe 3HayeHue.

no offset-list name

YpanseT co3faHHbIl paHee CrUCOK.

remove index index

Yaanaer co3gaHHylo paHee 3anuce.
- index — uHaekc npasuna.
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5.33.2 KoHdurypuposaHue ACL Ha 6a3e IPv6

B paHHOM pasgene npueeneHbl 3Ha4eHNA U ONUCaHUNA OCHOBHbIX NMapaMeTpoB, NCNOJIb3yEMbIX B

COCTaBe KOMaHz, HacTpoMKKu cnnckoB ACL, oCHOBaHHbIX Ha aapecauum IPv6.

CosgaHue M BXO4 B pexum pepaktmposaHua cnmckoB ACL, OCHOBaHHbIX Ha agpecauuun [Pv6,
OCyLLeCTBAAETCA NO KOMAHAe: ipvé access-list access-1ist. Hanpumep, ana cosgaHuna cnucka ACL

nog HazsaHnem MESipv6 Heob6xoaMMO BbINOMHUTL CAeayowme KOMaHabl:

console#

consolef#configure
console (config) #ipv6 access-list MESipv6
console (config-ipvé6-al) #

Tabnnua 5.256 — OCHOBHblE NapaMeTpbl, UCNOb3yeMble B KOMaHAAX

MpoTokon

Mapamemp 3HavyeHue Aelicmeue
permit [ewcteue paspewmnTb Co3pgaeT paspellatowee npasuno uabtpaumm B cnncke ACL.
deny [OeiicTBMe 3anpeTuTb Co3gaeT 3anpelatollee npasmao puabTpaumm B cnucke ACL.
protocol Mone npegHasHayeHo A1A YKa3aHMA NPOTOKoMa (MM Bcex Npo-

TOKO/10B), Ha OCHOBE KOTOpOoro byaeT ocyuiecTenseTca GuabTpa-
ums. Mpu BbIGOPE NPOTOKO/1A BO3MOKHbI C/ieaylolme BapuaHTbl:
icmp, tcp, udp, 1Mbo YMcnoBoe 3HaYeHMe NPOTOKOIa —icmp
(58), tcp (6), udp (17).

[na cootBeTcTBUA Nt060MY NPOTOKOY MCMO/Ib3YETCA 3HaYEeHNe
ipv6.

source_prefix/
length

Appec oTnpasutensa un ero
AJIMHA

Onpegenset IPvb-aapec v annHy npedukca cetu (0-128) (konum-
4ecTBO CTapLIMX 6UT agpeca) UCTOYHMKA NaKeTa.

destination_prefix/

Appec HasHayeHuA u ero

Onpegenset IPve-aapec v annHy npedurca cetun (0-128) (koaum-

length O/IMHa YecTBO CTapLwmx 6UT agpeca) HasHayeHuAa nakerta.

dscp Mone DSCP & 3aronoske L3 Onpe,u,enﬂevT 3HayeHne DSCP-nonsa diffserv. BoamoxkHble Koabl
coobueHnit nons dscp: (0 — 63).

precedence Mpuoputer IP Onpegaenset npuoputeT IP-Tpadumka:(0-7).

range_name

Nma npoduna KoHouUrypa-
umu time-range

Onpegaenser KOHOUrYPaLMIO BPEMEHHbBIX MHTEPBaNOB.

icmp_type

Tun coobuweHna npoTo-
kona ICMP

Ncnonbayetca ana punbtpaumm ICMP-nakeToB. Bo3morKHble
TUMbl U YUCNOBbIE 3HAYEHUA coobLLeHMI nonsa icmp-type: desti-
nation-unreachable (1), packet-too-big (2), time-exceeded (3),
parameter-problem (4), echo-request (128), echo-reply (129),
mld-query (130), mld-report (131), mldv2-report (143), mld-done
(132), router-solicitation (133), router-advertisement (134), nd-
ns (135), nd-na (136).

icmp_code

Kopg, coobueHunii npoTo-
kona ICMP

Ucnonbayetca ana ounorpaunn ICMP-nakeToB. Bo3mMoKHble 3Ha-
yeHusa nona 0 — 255.

destination_port

UDP/TCP-nopT Ha3Ha4YeHus

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3morKkHble 3HaueHuA nons TCP-nopTa: bgp (179),

chargen (19), daytime (13), discard (9), domain (53), drip (3949),
echo (7), finger (79), ftp (21), ftp-data (20), gopher (70),
hostname (42), irc (194), klogin (543), kshell (544), Ipd (515),
nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpc (1110,
syslog (514), tacacs-ds (49), talk (517), telnet (23), time (37),
uucp (117), whois (43), www (80);

ana UDP-noprta biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7 ), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500),
ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who
(513), xdmcp (177).

Ninbo uncnosoe 3HaveHue (0 — 65535).

list_of flags

®naru npotokona TCP

Ecnu gna ycnosua dunbtpauumn dnar 4omKeH 6biTb YCTaHOBAEH,
TO Nepes, HUM CTaBUTCA 3HaK «+», eCN He J0/KeH BbITb ycTa-
HOB/IEH, TO «-». BO3MOKHble BapuaHTbl dpnaros: +urg, +ack, +psh,
+rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.
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disable-port BbIK/ItOYaET MOPT, C KOTOPOTO Bbla NPUHAT NAKET, YA0BNETBOPAIO-
OTKNtOYEHMe nopTa WM ycnosuam ntoboi us komaHz 3anpeta deny, B cocTase KOTo-

poii, 6bln0 onucaHo nose.
log-input BK/toYaeT oTNpaBKy MHPOPMALMOHHbIX COODLLLEHMI B CUCTEMHBIN

OTnpaBKa coobueHuni N
XKYPHan Npu NosyYeHnn naketa, KOTOPbI COOTBETCTBYET 3aMUCK.

offset_list_name 3apaeT MCnonb3oBaHWE CnucKa WabnoHoB nosb3osaTensa AnA
pacno3HaBaHuA nakeToB. [ Kaxgoro cnucka ACL moxeT 6biTb

onpeaesieH CBOM CNUCOK WabnoHOB.

Mmsa cnmcka 6UTOBbLIX No-
nen

index HAeKC MoaBIAa MHaeKc npaBuaa B TabamnLe, YeM MeHbLLe MHAEKC — TeM NPUOpH-
AeKcp TeTHee npaswno 12147483647

/  Ana sbibopa Bcero AnanasoHa napamerpos, kpome dscp u ip-precedence ncnonbsyercs na-
pameTp «any».

| Mocne Toro, KaK xoTa 6bl oaHa 3anucb Ao6aBsieHa B cnncoK ACL, B cnucoK gob6aensaioTca 3a-
\ / nucu

permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

[Be nepBbie U3 HUX pa3peLLAOT NOUCK coceaHux IPv6 ycTpoMcTB ¢ nomoLubio npoTokona IC-
MPv6, a nocneaHAa o3Ha4YaeT UrHOPMUPOBAHME BCEX MAKETOB, He YA0B/IeTBOPAIOLWMUX YCI0-

suam ACL.

Tabnuua 5.257 — KomaHapl, ucnosibayemble aas Hactpoikn ACL cnvckoB Ha ocHoBe IPvb-agpecaumm

KomaHda

Aelicmeue

permit protocol
{any|source_prefix/length}

{ any|destination_prefix/length}
[dscp dscp | precedence precedence]
[time-range range_name]

[offset-list offset_list_name]

[obaBnseT paspeluatoLLyto 3anucb GUAbTPALLMM ANA NPOoTOoKoAa. MakeTbl,
oTBeYatoLMe ycnoBuam 3anmcu, byayT o6pabaTbiBaTbCs KOMMYTaTOPOM.

permit icmp
{any|source_prefix/length}

{ any| destination_prefix/length}
{any|icmp_type}

{any|icmp_code}

[dscp dscp | precedence precedence]
[time-range range_name]

[offset-list offset_list_name]

Job6asnaeT paspelatoLuyto 3anmcb GuUnbTpaumm gaa npotokona ICMP. Na-
KeTbl, OTBEYAlOLLME YCA0BUAM 3anmcK, byayT 06pabaTtbiBaTbCAa KOMMYTa-
TOpOM.

permit tcp
{any|source_prefix/length}

{any | source_port}

{ any| destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[time-range range_name]

[match-all list_of flags]

[offset-list offset_list_name]

[ob6asnseT paspeliatolLyto 3anmcb GunbTpaLmm gna npotokona TCP. Ma-
KeTbl, OTBeYatloLue ycI0BMAM 3anuncu, byayt o6pabaTbiBaTbcd KOMMYTa-
TOpOM.

permit udp
{any|source_prefix/length}

{any | source_port}

{ any| destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]

[time-range range_name]
[offset-list offset_list_name]

Job6asnaeT paspeLatoLyto 3anmcb GuabTpaLmm ana npotokona UDP. Na-
KeTbl, OTBEeYatloLue yCcA0BMAM 3anuncu, byayt o6pabaTbiBaTbcd KOMMYTa-
TOpOM.
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deny protocol
{any|source_prefix/length}

{ any|destination_prefix/length}
[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

[ob6asnser 3anpeLyatoLyto 3an1cb GUnbTPaLMM 418 NPOTOKoAa. NaKeTbl,
oTBeYaloLLme yCnoBuam 3anmcu, yayT 6/10KMPOBaTbCA KOMMYTAaTOPOM.
Mpun ncnonb3oBaHUK KAKOYEBOTO C0Ba disable-port GUsnMYecKuii HTep-
delic, NpUHABLUNI TaKoW NaKeT, byaeT BbikAtoYeH. MNpu ncnonb3oBaHnm
K/t04eBoro cnosa log-input 6yaet oTnpas/ieHo CoobLEeHNE B CUCTEMHbIN
KypHan.

deny icmp
{any|source_prefix/length}

{ any|destination_prefix/length}
{any|icmp_type}

{any|icmp_code}

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

[ob6asnseT 3anpewatoLLyto 3anucb puabTpaumm gaa npotokona ICMP. Ma-
KeTbl, OTBEYAlOLIME YCAOBUAM 3anuncu, byayT 6J10KMpPoBaTbCA KOMMYTATO-
pom. Mpu ncnonbsoBaHUK Kao4YeBoro ciosa disable-port dbusnyeckunin nH-
Tepdelic, NPUHABLLMIA TaKoM NakeT, byaeT BbiKAtoYeH. Mpu ucnosib3osa-
HWK KNtoYeBoro cnosa log-input 6yaeT oTnpaBneHo coobLyeHne B cucTem-
HbIW XKypHan.

deny tcp

{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

[ob6asnaeT 3anpeLlatoLyto 3anuce GuabTpaummn ana npotokona TCP. Ma-
KeTbl, OTBEYAIOLLME YCIOBUAM 3anmcK, byayT 610KMpPOBaTbCA KOMMYTATO-
pom. Mpu ncnonb3oBaHUK KAOYeBOro coBa disable-port Guanyeckmnin nH-
Tepdelic, NPUHABLLMIA TaKOM NakeT, byaeT BbiKAtoYeH. [py ucnonb3osa-
HUU KNKOYEBOTO cNoBa log-input byaet oTnpaBieHo cOObLLEHME B CUCTEM-
HbIM KYpHa.

deny udp
{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

[ob6asnaeT 3anpeLyatoLLyto 3anuck puabTpaummn ana npotokona UDP. Na-
KeTbl, OTBEYAOLLME YCAOBUAM 3anmcK, ByayT 6/10KMPOBATLCA KOMMYTATO-
pom. Mpu ncnonb3oBaHUK KAOYeBOro cioBa disable-port Guanyeckunin nH-
Tepdeiic, NPUHABLLMIA TaKoM NaKeT, byaeT BbiKAtOYEH. Mpu ncnonb3osa-
HUK KNtoYeBoro cnosa log-input 6ypeTt oTnpaBNeHO coobLeHme B CUCTEM-
HbIM KypHa.

offset-list name { offset_base offset mask

value} ...

Co34aéT cnNncoK WabnoHOB N0b30BaTENA C UMeHeM name. UMa moKeT
BKAOYaTb OT 1 A0 32 CMMBOIOB.
B 0ZHOM KOMaHAEe MOXKET CoAepKaTbCA 40 TPUHAALATM WaboHOB, COCTO-
AWMX M3 CeAyHoLWMX NapaMeTPOoB:
offset_base — 6a3oBoe cmelLeHne. Bo3moXKHble 3HaYeHuA:

L3 — Hayano 3aronoskKa IPv4;

L4 — KoHel, 3aronoska IPv4;
offset — cmeweHne 6aiTa gaHHbIX B Npeaenax nakeTta. bazosoe cmelleHne
NPUYHUMAETCA 3@ HAYaNo OTCYeTa;
mask — macKka. B aHann3e naketa NPMHMMAIOT y4acTMe TONbKO Te paspaabl
6aliTa, ANA KOTOPbIX B COOTBETCTBYHOLWMX Pa3pagax Macku 3agaHa ‘1’;
value — ckomoe 3HayeHwue.

no offset-list name

Ypanaet CO3,D,aHHbI171 PaHee CNUCOK.

remove index index

YpanseT co3gaHHyo paHee 3anuch.
- index — nHpeKc npasuna.
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5.33.3 KoHdurypuposaHue ACL Ha 6a3e MAC

B OgaHHOM pa3gene NpuBeAeHbl 3HAYEHMA U OMUCAHMA OCHOBHbLIX MAPaMETPOB, MCMNONb3YEMbIX B
cocTaBe KoMaHA, HacTpoliku cnmckoB ACL, ocHoBaHHbIXx Ha MAC-agpecauuu.

CosgaHue M BXO4 B pexum pepaktmpoBaHua cnmckos ACL, ocHoBaHHbIXx Ha MAC-agpecaumn,
OCYLLECTBNIAETCA MO KOMAHAE: mac access-list extended access-1ist. Hanpumep, 4nAa co3gaHma cnmcka
ACL nog Ha3BaHuMem MESmac Heob6xoAMMO BbINOJIHUTL CieAytomMe KoMaHapb!:

console#

console#configure
console (config) #mac access-list extended MESmac
console (config-mac-al) #

Tabnuua 5.258 - OCHOBHble NapamMeTpbl, UCNOb3yeMble B KOMaHIAX.

MNapamemp 3HauyeHue Aelicmeue
permit [eWcTtBre paspewmnTb Co3gaeT paspellatowee npasuno puabtTpaumm B cnucke ACL.
deny [Oevicteue 3anpeTuTb Co3pgaeT 3anpeLtatouee npasmao puabtpaumm B cnucke ACL.
source Appec otTnpasutena Onpegenaet MAC-agpec UCTOYHMKA NaKeTa.

source_wildcard

ButoBaa macka, npumeHs-
emas K MAC-agpecy nctou-
HMKa nakeTa

Macka onpegenset 6utel MAC-agpeca, KoTopble HeobxoanMmo ur-
HOPMPOBaTb. B 3HaYEHUA UTHOPUPYEMbIX BUTOB LOMKHbI ObITb 3a-
nucaHbl eguHuLbl. Hanpumep, Ucnonb3ya Macky, MOXHO onpege-
NUTb gNa npaBuna opunbTpaunmn ananasoHa MAC-agpecos. YTobbl
[,06aBuUTb B NpaBuao ¢unbTpauumn sce MAC-agpec HaumHatrowmecs
Ha 00:00:02:AA.xx.Xx, HEO6X04MMO 334aTb 3HAYEHNE MACKK
0.0.0.0.FF.FF, To ecTb, cornacHo AaHHOM Macke, nocneaHune 16 6ut
MAC-agpeca 6yayT He BaXKHbl A1a aHanuM3a.

destination

Appec HasHayeHuA

Onpepenser MAC-agpec HazHavyeHuMA NakeTa.

destination_wildcard

buTtoBas MacCKa, NnpumeHsa-
emas K MAC-agpecy HasHa-
YeHus naketa

Macka onpegenset 6uTbl MAC-agpeca, KoTopble HE0H6X0AMMO UT-
HOpPMpPOBaTb. B 3HaYeHUA UrHopupyembix BUTOB L0MKHbI ObITb 3a-
nucaHbl eanHuLbl. MacKa ncnoab3yeTca aHanorM4yHO Macke
source_wildcard.

vlan_id [OnanasoH 3HayeHui MNoaceto VLAN ¢punbTpyembix NakeTos.
(0..4095)
cos [OnanasoH 3HayeHui Knacc obcnyxunsanus (CoS) dunbTpyembix NakeTos.
(0..7)

cos_wildcard

BuToBas macka, npumeHs-
emas K Knaccy obcnyxusa-
HuAa (CoS) dunbTpyembix
nakeTtos

Macka onpeaenset 6uTbl CoS, KOTopble HE0HX0AMMO UTHOPUPO-
BaTb. B 3HaYeHUA UTHOPUPYEMbIX BUTOB A0NKHbI 6bITb 3aNUCaHbI
eanHUUbl. Hanpumep, 4Tobbl MCNob30BaTh B Npasuae GpuabTpa-
umm CoS 6 n 7, Heobxogumo B none CoS ykasaTb 3HayeHue 6, nnMbo
7, a B None Macku 3HayeHune 1 (7 B 4BOMYHOM NpeacTaBAEHUN —
111, 1 - 001, nonyyaeTca, 4To NocneaHun 6uT, byaeTt UrHopupo-
BaTbCA, TO ecTb CoS moeT 6biTb M60 110 (6), "nbo 111 (7)).

eth_type

[mnana3soH 3HadyeHuit
(0.. OXFFFF)

Ethernet Tun GpuabTPyembIx NakeToB B LWECTHaALATEPUYHOM 3a-
nmcu.

disable-port

BbIKtOYAET MOPT, C KOTOPOTO BblN MPUHAT NaKeT, yA0BeTBOpPAIO-
LKA ycnoBuaM KoMmaHabl 3anpeTa deny.

Lummn time-range

log-input . BK/to4aeT oTnpaBKy MHPOPMALIMOHHBIX COOBLLEHNI B CUCTEMHbIN
g-inp OTnpaBKa coobuieHui PasKky vH$Op N
YKYPHaA Npv Noay4eHMM NakeTa, KOTOPbI COOTBETCTBYET 3aMNucu.
range_name Nmsa npoduna KoHourypa- | Onpegenset KOHOUTypaLmio BpeMeHHbIX MHTEPBAOB.

offset_list_name

MNobaliToBoE cMelleHMe oT
K/HOYEBOM TOYKM

3afaeT Ucnosb3oBaHMe CnMcKa WaboHOB Nosib30oBaTeNA ANA pac-
nosHaBaHuA naketos. [as Kaxaoro cnucka ACL mokeT 6bITb onpe-
[LeNeH CBOW CNUCOK WaboHOoB.

index

MHaekc npasuna

MHAeKc npaBuna B Tabavue, Yem MeHbLLe UHAEKC — TeM NPUopu-
TeTHee npasuno 1-2147483647

Y

MeTp «any».

Ona Bbibopa Bcero guanasoHa napameTpos, Kpome dscp u ip-precedence ucnonb3yetca napa-
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y

Mocne Toro Kak xoTA 6bl 0a4Ha 3anucb gobaBaeHa B cnucoK ACL, nocnegHeit no ymonyaHuio po-
6aBnsaeTca 3anucb deny-any-any, KOTopas O3HauyaeT UITHOPUPOBaHME BCEX NAKETOB He yAoB/e-
TBOpAoWwMX ycnosuam ACL.

Tabnnua 5.259 — KomaHabl, ucnonb3yemble gnsa Hactpolikn ACL-cnvckoB Ha ocHoBe MAC-agpecaumm

KomaHoa

Aelicmeue

permit

{any|{source source_wildcard }
{any|destination destination_wildcard}
[vlan vian_id]

[cos cos cos_wildcard] [eth_type]
[time-range range_name] [index index]
[offset-list offset_list_name]

[ob6asnseT paspeluaroulyto 3anucb puabTpaumm. NakeTbl, 0OTBEYatOLWME YCI0-
BMAM 3anucu, 6yayT 06pabaTbiBaTbCA KOMMYTAaTOPOM.

deny

{any|{source source_wildcard }

{any|{ destination destination_wildcard}}
[vlan vian_id]

[cos cos cos_wildcard] [eth_type]
[time-range range_name]

[obasnseT 3anpeLyatoLyto 3anucb GpunbTpaumm. NMakeTsl, oTBEYAIOLLME YCO-
BMAM 3anucu, 6yayt 610KMpoBaTbca KOMMyTaTopom. Mpu Mcnonb3oBaHUM
Kntoyesoro cnoBa disable-port, dpusmueckunii nHTepdeiic, NPUHABLLMIA TaKon
naket, 6y4eT BbIK/IOYEH.

Mpu ncnonb3oBaHUK KatoyeBoro ciosa log-input 6yaeTt oTnpasaeHo coobue-
HUE B CUCTEMHbIN KypHa.

[disable-port | log-input] [index index]
[offset-list offset_list_name]

offset-list name {offset_base offset mask
value} ...

Co34aéT cnmcoK WwabioHOB No/b30BaTeNA C UMEHEM name. ma moxeT
BKAOYaThb 0T 1 A0 32 CMMBOIOB.
B 0ZHOM KOMaHAEe MOXKET COAepKaTbCA A0 TPUHALLATU WaboHOoB, CoCToA-
LLMX U3 CNEAYIOLLMX NapaMeTPOB:
offset_base — 6a3oBoe cmelLeHNe. BO3MOXKHbIe 3HAYeHUA:

L2 Hayano cmeleHua ot Ethertype-

outer-tag  Hauvano cmeleHma ot STAG

inner-tag Ha4yano cmeweHus ot CTAG

src-mac Havasno cmeleHna ¢ MAC-agpeca UCTOYHMKA
dst-mac Havasno cmeleHuna ¢ MAC-agpeca HazHavyeHua

offset.offset — cmelLeHne 6aiTa gaHHbIX B Npeaenax naketa. basosoe cme-
LeHMe NPUHMMAETCA 32 HaYyano oTcyeTa

mask — macka. B aHanu3e naketa NPMHUMALOT y4acTUe TONIbKO Te paspaspl
6aiTa, ANA KOTOPbIX B COOTBETCTBYIOLIMX pa3psaAax Macku 3agaHa ‘1'.

value — ucKomoe 3HaueHUne

no offset-list name Yaansert co3faHHbI paHee CNUCOK.

remove index index Ypanaet co3gaHHyO paHee 3anuchb.

- index — NHAEKC npasuna.

5.33.4 HacTpoiika BpeMeHHbIX MHTEPBaJIOB «time-range» ANA CNUCKOB A0CTynNa
B AaHHOM pa3saene npneogATCA KOMaHAabl HaCTpOVIKVI BpeMEHHbIX MHTEPBA/ZI0B O4/14 CMTUCKOB ACL.

Co3faHue 1 BXo, B peXxum pegakTnpoBaHusa npoduna KoHPurypaumm «time-range», ocyliectsnserca
No KOMaHAe: time-range range_name. Hanpumep, ona cosganua npoduns BPEMEHHbIX MHTEPBANOB MO
Ha3BaHueMm http-allowed He06X0AMMO BbINONAHUTL C/leAyIOLLIME KOMaHAbI:

console#

console#configure

console (config) #time-range http-allowed
console (config-time-range) #
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Tabnnuya 5.260 — KomaHab! pexkuma KOHPUrypupoBaHMA BpeMeHHbIX UHTEPBaIoB

apamemp

3HavyeHue

Aeiicmeue

absolute start hh:mm day month year

no absolute start

absolute end hh:mm day month year

no absolute end

hh:mm: (0..23):(0..5);
day: (1..31);
month: (Jan .. Dec);
year: (2000..2097)

YcTaHaBAMBaeT abcoNtoTHbIE BPEMA U AaTy, KOr4a CUCOK
A0CTyna BCTYMNaeT B CUAY.

Ypanser orpaHuyeHme no BpemeHu

YcTaHaBvBaeT abcontoTHbIE BpeMA U AaTy 3aBeplUeHus
AeNcTBMA CNUCKa JoCTyna.

Ypanaer orpaHuyeHue no BpemeHn. Ecav Bpems u gata
3aBepLlleHns AeNCTBMA CNUCKA AOCTYNA HE YCTAaHOB/EHbI,
TO CNWUCOK JocCTyna byaeT AencTBoBaTb HeonpeaeneHHbIn
CPOK.

periodic day _of the week hh:mm to
day_of the_week hh:mm

periodic list hh:mm to hh:mm
day_of the week1
[day_of the week2...day _of the week7]

periodic list hh:mm to hh:mm all

no periodic day_of the_week hh:mm to
day_of the_week hh:mm

no periodic list hh:mm to hh:mm
day_of the_week1

[day_of the week2...day_of the week7]

no periodic list all hh:mm to hh:mm all

day_of_the_week:
(Monday,
Tuesday, Wednesday,
Thursday, Friday, Satur-
day, Sunday);
hh:mm: (0..23):(0..5)

YcTaHaBAVBAET BPEMA U AeHb HeleNn, Koraa CrucokK fo-
cTyna byaeT aKTMBEH.

Ypanaert orpaHu4eHue no BpemeHu.

5.34 KoHdurypuposaHue 3awutbl oT DoS-atak

[aHHbIV KNacc KomaHg no3sosAeT 610KMPOBaTb HEKOTOPbIE PAcNPOCTPaHeHHble Knaccbl DoS-aTak.

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUSA

KomaHaHan cTpoka B pexkume rnobasibHOro KOHGUrypmMpoBaHUa MMeeT BUA,:

console (config) #

Tabnunua 5.261 — KomaHAabl AN HACTPOMKM 3aWmTbl oT DoS-aTak

Mapamemp

3HaveHue

Aelicmeue

security-suite deny mar-
tian-addresses {reserved |
add ip_address | remove
ip_address}

3anpeluaeT NpoxoxaeHve GpeimoB ¢ HeLOoNYCTUMbIMU
(«mapcmaHckummn») IP-agpecamu nctodHmKa (loopback,
broadcast, multicast).

- ip_address - BanugHbii IP-agpec

security-suite dos protect
{add | remove} {stachel-
draht | invasor-trojan |
back-orifice-trojan}

3anpelyaeTt/paspellaeT NPOXoKAeHMe onpeaeneHHbIX TUMoB
TpaduKa, XapaKTepHbIX AN BPELOHOCHbIX MPOrPamm:

- stacheldraht — ot6pacbiBaeT TCP-nakeTbl C MOPTOM UCTOM-
HWKa 16660;

- invasor-trojan — otbpacbiBaeT TCP-nakeTbl C NOPTOM Ha3Ha-
yeHunAa 2140 n nopTom MCTOYHMKa 1024;

- back-orifice-trojan — ot6pacbiBaeT UDP-nakeTbl c noptom
Ha3HayeHus 31337 1 nopTom UCTOYHMKa 1024,

security-suite enable

[global-rules-only]

-/BbIKNtOYEHO

BkatouaeT Knacc KomaHg, security-suite.
- global-rules-only - oTkntoYaeT Knacc KomaHg, security-suite
Ha MHTepdeicax.
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KomaHabl pexxuma KoHdurypmposaHua nHtepdeinca Ethernet, rpynnsl nopTos

KomaHZHas CTpoKa B perkume KoHOUTypupoBaHua nHTepdeiica Ethernet, rpynnbsl NOpTOB MMEET BUA,:

console (config-if) #

Tabnumua 5.262 — KomaHaa KoHOUrypupoBaHua 3awmTbl oT DoS-atak ana nHtepdencos

KomaHoa 3HayeHue Aelicmeue
security-suite deny {frag- Co3paet/yaanset npasuo, 3anpeLiatoLlee NpoxoxaeHue Tpa-
mented | icmp | syn} {add dV1Ka, COOTBETCTBYIOLLLETO KPUTEPUAM:
| remove} {any | ip_ad- - fragmented — ¢parmeHTMpPOBaHHbIE NaKeTbI;
dress} [mask]} - icmp — ICMP-Tpaduk;

- Syn — syn-naketbl;
- - ip_address — BanngHbin IP-agpec;
- mask —macka B dpopmaTe IP-agpeca nnm npedumkca.

no security-suite deny BoccTaHaBAMBaeT 3Ha4YeHME NO YMOIYAHUIO.
{fragmented | icmp | syn
{add | remove} {any|
ip_address} [mask]

security-suite dos syn-at- 3afaerT nopor syn-3anpocoBs Ha onpegeneHHbli IP-aapec/ceTs,
tack rate {any | ip_address} Npwv NPeBbILEHNN KOTOPOTO IMLWHKE Ppeimbl ByayT oTbpackl-
[mask] BaTbCA.

- rate — CKOpOCTb;
- ip_address - BanngHbin IP-agpec;
CeKyHAy - mask — macka B dopmarte IP-agpeca uam npedukca.

rate: (5..1000) nakeToB B

no security-suite dos BoccTaHaB/IMBaET 3HaYEHWE N0 YMOYAHMUIO.
syn-attack {any | ip_ad-
dress} [mask]

5.35 KauectBo 06cnyuBaHusa — QoS

Mo ymon4aHMIO Ha BCEX NOPTAXx KOMMYTaToOpa WMCMNOJb3yeTcs OpraHuW3aums odepenm MNaKeTos Mo
meTtoay FIFO: nepsbiit npuwen — nepsbit ywén (First In — First Out). Bo Bpemsa MHTEHCUMBHOM nepenaun
TpadmMKa NpmM UCNONb30BAHUW AAHHOTO METOAA MOFYT BO3HWMKHYTb NPo6aembl, MOCKO/IbKY YCTPOWCTBOM
WUrHOPMPYIOTCA BCe MaKeTbl, He Bowepglwme B bydpep ouvepean FIFO, M COOTBETCTBEHHO TepstoTCA
6e3B03BpaTHO. PelwaeT AaHHylo npobnemy meTos, OpPraHM3YIOWM odepegn Mo nNpuoputeTy TpaduKa.
MexaHuam QOS (Quality of service — KauecTBo 06CNyKMBaAHUSA), peaN30BaHHbIN B KoOmmyTaTope MES2124,
NoO3BOJIAET OPraHN30BaTb YETbIPe oYepean NPUOPUTETA MAKETOB B 3aBUCMMOCTM OT TUNA MepesaBaemblxX
OaHHbIX.

0O6cnyK1MBaHue ouepeaei

Anroputmbl 06CNYKMBaAHUA oYepeaelt No3BOAAIOT NPeAOoCTaBAATb PasHbli ypoBeHb QOS TpaduKy
pasHbIX KnaccoB. Kakgas ouyepedb 3aHMMAETCA MakeTaMu C onpeaeneHHbIM npuoputetom. Tpebyetcs,
yTOObl BbICOKOMPUOPUTETHLIM TpPaduK o0bpabaTbiBancas C MUHMMAZIbHOW 3a4EpPXKKOW, HO MPU 3TOM He
3aHMMan BCHO MOJIOCY MPOMYCKaHMA, U 4Tobbl TPadUK KaxKLOro M3 ocTasibHbiX TMNOB ObpabaTbiBanca B
COOTBETCTBUM C €70 MPUOPUTETOM. ITO Peann3yeTca Npy NOMOLLM MEXaHM3MA «OoTcevyeHus xBocTa» (tail-
drop), UICNoab30BaHWA BUPTYasIbHbIX NaKeTHbIX Oy$epoB 1 HACTPOIMKM pPasMepoB oyepesei.

B KOMMyTaTope MMeeTCcA HacTpoiMKa MO YMOJYaHWIO 4/1A pasMepoB oyepedein M napameTpoB
BMPTYaNbHbIX MAKeTHbIX bydepos. Mpn He0OXOAMMOCTU AaHHYIO HACTPOMKY MOMKHO U3MEHUTL MPU MOMOLLM
MmexaHu3ma «qos tail-drop profile».
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5.35.1 Hactpoitka QoS

KomaHObI pexcuma 2106asa6H020 KOHU2YpUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabnnua 5.263 — KomaHgbl pexxuma rnobanbHOro KOHPUrypmpoBaHus
3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YyMOMYAHUO

gos [basic | advanced PaspeluaeT KommyTaToOpy Mcnoab3oBaTb QOS.

[ports-trusted | - basic — 6a30BbIi pexkum QoS;

ports-not-trusted]] - advanced — pacluMpeHHbIl pexxmum KoHdurypmposaHma QoS,
BK/IIOYAOLLMIM MNOJTHBIN NepeyeHb KOMaHA HacTpolrikun QoS;
- ports-trusted — B saHHOM nozpeXkume nakeTbl HanNpasaA-
I0TCA B BbIXOAHYIO O4epesib Ha OCHOBAHMM MOJIel B 3TUX NaKe-
Tax:

-/basic - ports-not-trusted — B JaHHOM nNoApenme BCe NaKeTbl

HaNpPaBAAIOTCA B HYNIEBYIO BbIXOAHYIO o4epesb NO yMoava-
HUIO, 415 OTNPaBKK B Apyrue ovepenm TpebyeTca HasHavaTb
Ha BXOAHOW MHTepdec cTpaTermio KnaccuouKkaumm tpadmKa
(policy-map).

no qos YCTaHOBUTb MexaHM3M nepeaayn gaHHbix FIFO.
V HacTpoiiku QOS npu atom 6yayT yaaneHbl.

gos advanced-mode trust YCTaHOBWUTbL METOZ [0BEPUA Ha MOPTax Npu paboTe B pexnme

{cos | dscp | cos-dscp} pacwmpeHHoro KoHouUrypnposaHua QoS u nogpexunme ports-
trusted.
- €os — nopT posepsAeT 3HaveHuto 802.1p User priority;

-/BbIKNIOYEHO - dscp — nopT gosepaeT 3HadeHuno DSCP 8 IPv4/IPv6-nakeTax;

- cos-dscp — nopT gosepseT 060Mm ypoBHAM, ogHaKo DSCP
nmeet npuoputeT Hag 802.1p.

no qos advanced-mode YCcTaHaBAMBAET METOL N0 YMOYAHMIO.

trust

class-map class_map_name 1. Co3paet cnucoK Kputepues KnaccuduKkaumm Tpaduka.

[match-all | match-any] 2. BXOAWT B peXXnm pesakTMpoBaHMA CNMCKA KpUTEPUEB Knac-

cuoukaLmmn Tpadmka.
- match-all — Bce KpuTepum gaHHOro cnncka goKHbI 6bITb Bbl-
NOJIHEHbI;
- match-any — oguH, ntoboi KpuTepuit 4aHHOTO CNMUCKa A0/1-
¥eH 6bITb BbIMOAHEH.
B cnucKe Kputepmues MOXKeT 6biTb 04HO UK ABa
V npasuna. Ecam npasuna gBa, u 06a OHM yKasbiBaloT
Ha pa3Hble Tunbl ACL (IP, MAC), To KnaccudpuKauma
6yAeT ocyLwecTBAATLCA NO NEePBOMY B CMIMCKe Bep-
V HOMY npasuay.
JeicTByeT TONbKO ANA pexxmuma qos advanced

no class-map YpanaeT cnucok Kputepumes knaccudukaumm Tpaduka.
class_map_name

class_map_name: (1..32)
cumBonos/
match-all

gos tail-drop profile pro- Co3gatb npodunb gos tail-drop.
ile_id

fle_ - - profile_id: (1..4)/- -

no qos tail-drop profile Ypanute npodunsb qos tail-drop.

profile_id
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policy-map pol-
icy_map_name

no policy-map pol-
icy_map_name

policy_map_name: (1..32)
CMMBO/I0B

1. Co3paert cTpaterunto knaccudurkaumm Tpaduka.

2. BXoAuT B peXXum pefaKkTMpoOBaHUA CTpaTernm Knaccudpuka-

umu Tpadumka.

V B oagHOM HanpaBaeHUU NoAAepPKMBaAETCA TO/IbKO
oAHa cTparterua knaccupukaumm Tpaduka.
Mo ymonuanuio policy-map ycraHasansaet DSCP=0
ana IP-naketos 1 CoS=0 AnA TerMpoBaHHbIX NAKETOB.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YpanseT npaBuao Knaccuounkaumm Tpaduka.

qos aggregate-policer ag-
gregate_policer_name
committed_rate_kbps ex-
cess-burst-byte [exceed-ac-
tion {drop | policed-dscp-
transmit}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_name:
(1..32) cumBona;

committed_rate_kbps:
(3..57982058);

committed_burst-byte:
(3000..19173960)

Onpegenset WwWabaoH HaCTPOEK, KOTOPbI NO3BONAET OrPaHU-
YUTb NOIOCY NPOMYCKaHWA KaHaia U B TO e BPeMs rapaHTu-
poBaTb onpeaeseHHYo CKOPOCTb Nepesayn AaHHbIX.

Mpu paboTe € NONOCOM NPOMNYCKaHWUA UCMOb3YETCA aNIf0OPUTM

MApPKMPOBAHHOM «KOP3MHbI». 3ag3a4elt aNropuTma sBaseTca

NPUHATUE PeLIeHMA: NepeaaTb NakeT nan otbpocuTb. Mapa-

MEeTPamMM anropmuTma ABASIOTCA — CKOPOCTb nocTynsieHus (CIR)

MapKepoB B KKOP3UHY» U 06BbEM (CBS) «KOP3UHbI».

- committed_rate_kbps — cpepHee 3Ha4YeHUEe CKOPOCTM Tpa-

duKa, K6UT/C. [laHHaA CKOPOCTb rapaHTUpPyeTca Npu nepegaye

nHbopmaumu;

- excess-burst-byte — paamep caeprkuBatoLero nopora s 6aun-

Tax;

- drop — nakeT 6yzeT oTOpOLLEH, Koraa «Kop3nMHa» nepenosi-

HUTCS;

- policed-dscp-transmit — npu nepenonHeHNN KKOP3UHbI» 3Ha-

yeHue DSCP 6yaet nepeonpegeneHo.

V Henb3s yaanutb WwWabnoH HAacTPOEK, €C/IM OH UCNO/b-
3yeTca B cTpaTerum policy map, nepeps yaaneHnem
cnepyet yAaAuTb HasHauyeHue WabnoHa cTpaTternu:
no police aggregate aggregate_policer_name

V DeiicTByeT TONbKO anA pexxuma qos advanced.

Ypanaet wabnoH HaCTpOEeK peryamposaHnAa CKOPOCTMU KaHana.

wrr-queue cos-map
queue_id cos1...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..4);
cosl...cos8: (0..7);
3HauyeHua CoS no ymonuva-
HUIO o5 ovepeaent:
CoS=1-o4epeap 1
CoS =2 —oyvepeap 1
CoS =0 —ouepeap 2
CoS =3 —ouepeap 2
CoS =4 —ouepeap 3
CoS =5—ouvepeap 3
CoS =6 —ouepeap 4
CoS =7 —ouepeap 4

Onpegenset 3Ha4yeHua CoS ana ouepeaeit ucxogallero Tpa-
duKa.

YcTaHaBAMBaeT 3HAYeHUA No YMONYaHUIO.

wrr-queue bandwidth
weightl weight2 weight3
weight4

no wrr-queue bandwidth

weightl, weight2, weight3,
weight4: (0..255)/1

MpucBanBaeT BeC UCXOAALLMM OYepeaaM, UCMOb3yeMblit Mme-
xaHuamom WRR (Weighted Round Robin — BecoBolt mexaHusm
pacnpeaeneHuna Harpysku).

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

priority-queue out
num-of-queues num-
ber_of _queues

no priority-queue out
num-of-queues

number_of_queues: (0..4)

Mo ymonuaHuio, Bce oye-
pean obpabaTtbiBatoTcs No

anroputmy «strict priority».

3a4aeT KONMYECTBO NPUOPUTETHBIX OYepesent.
Ana npuoputeTtHoit ouepeam sec WRR 6ygeT urHopm-
poBaTtbcA. Ecnu 3apgaetca otamuHoe ot «0» 3HaYeHue
N, To ctapwue N ouepegeii 6yayT npuoputeTHbIMU
(He 6yayT yuactBoBatb B WRR).
Mpumep:
0: Bce ouepeaun paBHOMNPABHbI;
1: Tpu mnapwmnx ouepeau yyacrsytotr B WRR, 4-1 He yyacT-
ByerT;
2: aBe mnaawmx oyepeam ydacresyiotr B WRR, 3-4 He yuacr-
BYIOT.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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gos wrr-queue threshold
gigabitethernet queue_id
threshold-percentage

no qos wrr-queue thresh-
old gigabitethernet
queue_id

queue_id: (1..4);
threshold-percentage:
(0..100)/3Ha4eHune noporo-
BbIX HAaCTpOeK A/1A oTbpa-
CbIBaHMA U3ObITOYHOrO Tpa-
¢duKa paBHO 80%

YcTaHaBAWBaeT MOPOroBble 3HaYeHUA A4/1A 0TOPACchbIBaHUA U3-

6bITOYHOrO TpaduKa ouepeam.

V 0O6bem TpaduKa B 3aBUCUMOCTU OT ero NpuopuTeTa
CpaBHMBAETCA C COOTBETCTBYIOWMM noporom. Ecnm

nopor nNpesblLLeH, NaKeTbl C COOTBETCTBYIOLWMM NpuU-

oputeTom cbpoca 6yayT oTbpacbiBaThCA B TeUEHUe

BCEro BpemeHM, NoKa nopor npesbilleH.

[eiicTByeT TONbKO AN pexxuma qos advanced.

YcTaHaBAMBaeT 3HaYeHuA noporos No ymoa4aHuUo

gos wrr-queue wrtd

no qos wrr-queue wrtd

-/BbIK/NOYEHO

BkntoyaeTr WRTD (Weighted Random Tail Drop — BecoBoit me-
V XaHM3M yAaneHus nakeToB U3 oyepesen).

U3meHeHUsa BCTYNAT B CUNYy Mocae nepesarpysku
yCTpoiicTBa.

Mocne nepesarpyskn KOMMyTaTopa yaanfaoTca

V HaCTPOIiKM ouepeaei, B KOTOPbIX 6blN HACTPOUKKN
Y-sharing, a Tak)Ke Bce HacTpoiiKu port-limit. TaK e
3anpeLuaroTca HacTpoiku Y-sharing u HacTpoiiku
port-limit.

Bbikntoyaetr WRTD.

gos map enable
{cos-dscp | dscp-cos}

no qos map enable
{cos-dscp | dscp-cos}

Mcnosib30BaTh 3a4aHHY0 TabauLy NepemapKMpoBKY Ans foBe-
PEHHbIX MOPTOB KOMMYyTaTOpa.

He ncnonb3oBatb TabanLy nepemapKMpoBKu.

gos map policed-dscp
dscp_list to
dscp_mark_down

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63);
dscp-mark-down: (0..63)/
Tabaunua NoBTOpPHOW Map-
KUPOBKM ABNAETCA MYCTOW,

TO ecTb 3HayeHuA DSCP gna
BCEX BXOAALLMX NAaKETOB
OCTaloTCA HEM3MEHHbIMMU

3anonHseTt Tabauuy nepemapkupoBku DSCP. [Ona Bxoaawmx
NakeToB C yKa3aHHbIMM 3HaYeHnamu DSCP 3apaeT HoBOe 3Ha-
yeHune DSCP.

- dscp_list — onpepenset fo 8 3HavyeHun DSCP, 3Ha4YeHus pas-
OenatoTca 3Hakom npobena.

- dscp-mark-down — onpegenset HoBoe 3HayeHue dscp.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YcTaHaBAuBaeT 3HaYeHue no YMONYaHULO.

gos map dscp-queue
dscp_list to queue_id

no gos map dscp-queue
[dscp_list]

dscp_list: (0..63);
queue_id: (1..4);
3HaYyeHUsA NO YMOMYAHWUIO:
DSCP: 0-15, ouepeapb 1
DSCP: 16-23, ouepeap 2
DSCP: 24-39, oyepegap 3
DSCP: 40-47, ouepeap 4
DSCP: 48-63,
oyepeapb 3

YcTaHaBAMBaeT cOOTBETCTBUE mexay 3HayeHnamm DSCP Bxoaa-

LLMX NAaKeTOB M oYepesaMu.

- dscp_list — onpepenset ao 8 3HayeHun DSCP, 3HaueHus pas-
LEeNATCA 3HaKom npobena.

DeiicTByeT TONbKO ANA pexxuma qos advanced.

YcTaHaBAMBaeT 3HAYeHUA No YMONYaHUKO

gos map dscp-dp dscp_list
todp

no qos map dscp-dp
[dscp_list]

dscp_list: (0..63);
dp: (0..2)/BCe nakeTbl
UMmetoT npuopuTeT cbpoca
dp=0

CTaBuT B COOTBETCTBME 3Ha4YeHUto DSCP npuopuTeT oTbpoca

(4em BbIWe YMCNIOBOE 3HAYEHME NPUOPUTETA, TEM HUKE BEPO-

ATHOCTb TOTO, 4TO NakeT byaeT oTbpoLLEeH; B NepByto ovepeab

oTbpacbiBatoTCA NaKeTbl ¢ npuoputeTom cbpoca 0, 3atem 1, 3a-

Tem 2)

- dscp_list — onpepenset po 8 3HayeHnn DSCP, 3HaueHus pas-
AenalTca 3Hakom npobena.

[eicTByeT TONIbKO ANA pexuma gos advanced.

YcTaHaBAMBaeT 3HaYeHUA MO YMONYAHUIO.

gos map dscp-cos dscp_list
to cos

no qos map dscp-cos
[dscp_list]

dscp_list: (0..63);
cos: (0..7)

3anonHset Tabaunuy nepemapkuposkm CoS B 3aBUCMMOCTU OT
3HayeHua DHCP naketa.

BepHyTbCA K 3HAYEHUAM MO YMONYAHMIO.

gos map cos-dscp cos to
dscp_list

no qos map cos-dscp [cos]

dscp_list: (0..63);
cos: (0..7)

3anonHseT Tabamuy nepemapkmposku CoS. 3ameHseT 3Have-
Hue CoS Ha DSCP.

BepHyTbCA K 3HAYEHUAM NO YMOSYAHMUIO.
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gos trust {cos | dscp}

no qos trust

-/cos

YcTaHaBAMBaET peXuUm A0BepUa KommyTatopa B 6a3oBom pe-
»unme QoS (CoS nnm DSCP).

- COS — YyCTaHaBNMBAET KnaccubuKaL Mo BXOAALMX MAKETOB NO
3HayeHmnAm CoS. [1nA HeTerMpoBaHHbIX NAKeTOB MCMONb3yeTcA
3HaveHue CoS No ymonyaHuio;

- dscp — ycTaHaBAMBaEeT KnaccuduKaLmMio BXOAALLMX MAKETOB MO
3HavyeHmam DSCP.

V [elicTBYeT TONbKO ANA pexuma qos basic.

YcTaHaBAnBaeT 3HaYeHUA N0 YMONYAHMUIO.

gos dscp-mutation

no qos dscp-mutation

Mo3BonseT NPUMeHUTb TabaunLy M3MeHeHU dscp K COBOKyN-
HOCTM dscp-AoBepeHHbIX NOpPTOB. Mcnonb3oBaHWe TabanLbl
MN3MeHeHW No3BoNAeT nepesanuncaTb 3Ha4YeHuma dscp B IP-na-
KeTax Ha HOBble 3HaYeHuA.

MpumeHUTb TabAMLY U3MmeHeHui DSCP BO3MOXHO
V TO/IbKO ANA BXoAaALLero TpadpuKa A0BEPEHHbIX NOp-

V T0B.

[elicTBYeT TONbKO ANA peXuma qos basic.

OTMeHAeT UCNonb3oBaHME KapTbl N3MEHEeHWU dscp.

gos map dscp-mutation
in_dscp to out_dscp

in-dscp: (0..63);
out-dscp: (0..63)/kapTa 13-
MeHEeHWI ABNAETCA NYCTOW,
TO ecTb 3Ha4YeHunAa DSCP gna

BCEX BXOAALLMX NaKeTOB
0CTaloTCA HEM3MEHHbIMM

3anonHseT Tabanuy nepemapkuposku DSCP. [na BxomAwmx

NakKeToB C YKa3daHHbIMK 3HauyeHMAMKN DSCP 3apaeT HOBble 3Ha-

yeHua DSCP.

- in_dscp — onpegensaet Ao 8 3HayeHuit DSCP, 3HayeHuA pa3ge-

NAKTCA 3HAKOM npobena.

- out_dscp — onpepensaeT go 8 HoBbIX 3Ha4YeHU DSCP, 3Haye-
HUA pa3fenatoTca 3Hakom npobena.

[elicTBYeT TONbKO ANA pexXuma qos basic.

[in_dscp]

no qos map dscp-mutation

YcTaHaBAMBaeT 3HAYeHUA No YMONYaHUIO.

rate-limit vian_id rate
burst

no rate-limit

vlan_id: (1..4094);
rate: (3..57982058) k6ut/c
burst: (3000..19173960)
6ainT /128k6ainT

YcTaHaBAMBAET OrpaHUYeHMe CKOPOCTU A8 BXOAALLEro Tpa-
¢dvKa gns 3apgaHHomn VLAN.

- vlan_id — Homep VLAN:

- rate — cpeaHAA ckopocTb Tpaduka (CIR), K6UT/c;

- burst — pazmep caep:kMBatoLLero nopora (orpaHuyeHme cko-
pocTn) B 6alTax.

CHumaet orpaHu4yeHune CKopocTtn exoaauiero Tpad)MKa.

KomaHObI pexcuma pedaKmuposaHUs CNUCKA Kpumepues KaaccuguKayuu mpaguka

Bua 3anpoca KOMaHAHOM CTPOKM peXMMa PefaKTUPOBAHWA CMWUCKa Kputepues Knaccudukaumum

TpaduKa:

console#configure
console (config) #class-map class map name[match-all |match-any]
console (config-cmap) #

Tabnnua 5.264 — KomaHgb! pexkuma pegakTMpoBaHUA CNNCKA KpuTepues Knaccudumkaumm Tpaduka

KomaHoa

3HaveHue

Aelicmeue

match access-group
acl_name

no match access-group
acl_name

acl_name: (1..32) cumso-
nos

[ob6asnser Kputepuit Knaccudumkaumm Tpaduka. Onpeaenset
npasuna ¢puabTpauum TpaduKka no cnucky ACL ana knaccudu-
KaLuu.

V [eiicTBYeT TONIbKO ANA pexkuma gos advanced.

Ynansaet Kputepuit kKnaccudumraumm Tpaduka.
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KomaHObI pexcuma pedakmuposaHua cmpameauu Kaaccugukauyuu mpaguxka

Bug, 3anpoca KOMaHAHOM CTPOKM pPeXMMa peakTUPOBaHUA cTpaTermmn Knaccudurkaumm TpadmKa:

console#configure
console (config) #policy-map policy map name
console (config-pmap) #

Tabnnua 5.265 — KomaHabl pexxuma peaakTMpoBaHUA cTpaTernm knaccudukaumm tpaduka

KomaHoa

3HayeHue

Aeiicmeue

class class_map_name
[access-group acl_name]

no class class_map_name

class_map_name: (1..32)
CMMBO/IOB

OnpegaenseT NpaBuao Knaccuoukaumm Tpaduka 1 BXoaUT B
peXxunm KoHOUTrypnpoBaHuA npasuaa knaccuduraumm — policy-
map class.
- access-group — onpegenset npasuna uabTpaumm Tpaduka
no cnucky ACL ana knaccudukauymu. Mpm co3gaHmMm HOBOro
npasuaa KnaccuduKaumm, onuMoHaNbHbIN NapameTp access-
group obszarteneH.
[ns Toro uto6bl MCNONBL30BaTb HACTPOIKYU CTpaTerumn
policy-map ans uHtepdeiica, ucnonbsyite KomaHay
service-policy B pexxume KoHouUrypauum uHtepdeiica.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YpanaeT npaBuio Knaccupurkaumm Tpaduka class-map us crpa-
Terum policy-map.

KomaHObI pexcuma KoHgpu2ypupo8aHUs npasusaad Kaaccugpuxkayuu

Bug, 3anpoca KOMaHAHOMW CTPOKM pexXmnma KOHPUrypupoBaHUA NpaBmnaa KnaccuouKkaumm:

consolet#configure
console (config) #policy-map policy map name

console (config-pmap) #class class map name[access-group acl- name]
console (config-pmap-c) #

Tabanua 5.266 — KomaHabl pexxuma KoHOUryprMpoBaHMA Npasuaa Knaccudurkaumm

KomaHoa

3HayeHue

Aeiicmeue

trust
[cos | dscp | cos-dscp]

no trust

-/pexvm foBepus He ycTa-
HOB/eH

OnpeaenaeT pexxnm J0BepUA K onpeaeseHHoOMy TUNy Tpa-
¢duKa. JaHHOW KOMaHAOM BbIBMpaeTcA 3HaYeHMe, KoTopoe
QoS byaeT Mcnonb3oBaThb B KayecTse BHyTpeHHero DSCP.

- €OS — B KauecTBe BHyTpeHHero DSCP ucnonb3yetca CoS;

- dscp — B KayecTBe BHyTpeHHero DSCP ucnonb3yercs DSCP
BXOAALLMX NAKETOB (3HaYeHMe N0 YMONYAHMIO);

- cos-dscp — B KauecTBe BHyTpeHHero DSCP ncnonbsyetca DSCP
BXOZALLMX NaKeToB, ecnun 370 IP-nakeTbl, nHave CoS.

V [eiicTByeT TONbKO AN pexuma qos advanced.

YcTaHaBAUBaeT 3HaYeHue no YMON4YaHUIO.

set {dscp new_dscp |
queue queue_id | cos
new_cos | vlan vlan_id}

no set {dscp | cos | vlan}

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YcTaHaB/MBaeT HOBble 3HAYeHUA AA NaKeTa.
KomaHpa set sBnseTcA B3aMMOUCK/IIOHAIOLWWEei € Ko-
V MaHAoI1 trust anA oaHOM U TOM e cTpaTerum policy-
map.
Ctpaterum policy-map, ucnosb3sylowme KomaHapl set,
V trust namn umerowmii kKnaccudpukaumio ACL, HasHaua-
I0TCA TONIbKO A/1A UCXOAALMUX MHTepdelicoB.

[eiicTByeT TONIbKO ANA pexxuma gos advanced.

Ypanaet HOBble 3HaYeHUA ANA nakeTa.
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police commit-
ted_rate_kbps commit-
ted_burst_byte [exceed-
action {drop | policed-
dscp-transmit }]

no police

committed_rate:
(3..12582912) k6but/c

committed_burst:
(3000..19173960) 6aiT

Mo3BoNSAET OrPaHNYUTb NOAOCY NPONYCKAHMUA KaHANa U B TO XKe
BpPEMA rapaHTUPOBaATb ONpeaesieHHY CKOpOCTb Nepeaaymn
AaHHbIX.

Mpwn paboTe c NoNOCOM NPONYCKaHWUA UCMONb3YETCA arOPUTM
MapKUPOBaHHOM «KOP3UHbI». 3a4a4elt anroputma ABAAETCA
NPUHATUE pelleHuns: nepesaTb NakeT Uan otbpocuTs. Mapa-
MEeTPamMu aNiropuTMa ABNAIOTCA — CKopocTb noctynneHusa (CIR)
MapKepoB B «KOP3UHY» U 06bEM (CBS) «Kop3uHbI».

- committed_rate_kbps — cpefHee 3HaYeHMe CKOPOCTH Tpa-
duka, KBUT/C. [laHHan CKOPOCTb rapaHTMpyeTcA Npu nepegaye
MHbopmaLmu;

- committed_burst_byte — paamep caep*KMBaOLWEro Nnopora B
baiiTax;

- drop — nakeT 6yaeT oT6pOLLEH, KOTAa KKOP3UHa» Nepenosn-
HUTCA;

- policed-dscp-transmit — npu nepenonHeHNN «KKOP3nHbIY,
3HayeHue DSCP byaet nepeonpegeneHo.

V [eiicTByeT TONbKO ANA pexuma qos advanced.

OTKAIOYAET PeryimpoBaHmne CKOPOCTM KaHaa.

police agregate aggre-
gate_policer_name

no police agregate aggre-

gate_policer_name

aggregate_policer_name:
(1..32) cumBonos

HasHauaeT npasuay KnaccudurKkaumm TpadmKka WwabaoH

HaCTPOEK, KOTOPbIM NO3BO/IAET OrPaHMYUTbL NOJIOCY MPOMyCKa-

HWA KaHa/ia 1 B TO }Xe BpemMs rapaHTMpOoBaTh ONpeae/IeHHYO
CKOPOCTb Nepesayn faHHbIX.

[elictByeT ToNAbKO ANA pexuma gqos advanced.

YpanseT wabnoH HaCTPOEK PeryiMpoBaHMsA CKOPOCTU KaHana
13 npaBuaa Knaccudukaumm Tpaduka.

KomaHObI pexcuma KoHgu2ypuposaHusa npogung qos tail-drop

Buna 3anpoca KoMaHAHOM CTPOKM pexnma KoHPuUrypuposaHua npoduna qos tail-drop:

consolet#configure
console (config) #qos tail-drop profile profile id
console (config-tdprofile) #

Tabnunua 5.267 — KomaHab! pexxuma KoHpuUrypuposaHua npoduns qos tail-drop

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

port-limit /imit

no port-limit

limit: (0..900)/64

3apatb pasmep NakeTHOoro pasgenAaemoro nyna anaa nopta.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

queue queue_id [limit limit]
[without-sharing |
with-sharing]

no queue queue_id

queue_id: (1..8);
limit: (0..900)/64

M3MeHWUTb napamepbl ouepeau.

- queue_id — Homep ouepeau;

- limit — KonnuyecTBO NakeToB B OYeEpeay;

- without-sharing — 3anpeTtutb goctyn K obwemy nyny;
- with-sharing — paspewunTtb goctyn K o6wemy nyny.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet, 2pynnel nopmos

Bug 3anpoca KOMaHAHOM CTPOKK pexkuma KoHdUrypuposaHua nHtepdeiica Ethernet, rpynnbl nopTos:

console (config-if) #

252

Ethernet-kommymamopsi MES1000, MES2000




HELTEX

Tabnunua 5.268— KomaHabl pexkmma KoHoUrypmuposaHus uHtepdelica Ethernet, rpynnsi noptos

KomaHoa

3HayeHue

Aeiicmeue

service-policy input pol-
icy_map_name

no service-policy input

policy_map_name: (1..32)
C“MBO/I0B

HasHauaeT uHtepdelicy cTpaTernto knaccudmkaumm Tpaduka.
B oAHOM HanpaBaeHUU uHTepdeiicom noaaepKuBa-

\ '/ eTcA TO/IbKO 0AHa cTpaTerna Knaccupukaumm Tpa-
duKa.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Ypanset ctpaTernto knaccuduraumm tpaduka c nHtepdeica.

traffic-shape commit-
ted_rate [commit-
ted_burst]

no traffic-shape

committed_rate:
(36..1000000) k6UT/C

committed_burst:
(4096..16769020) 6aiiT

YcTaHaBAMBaET OrPaHNYEHNE CKOPOCTU ANA UCXOAALLEro Tpa-
du1Ka yepes nHTEpdeNC.

- committed_rate — cpeiHAs CKOPOCTb TpaduKa, K6UT/C;

- committed_burst — pazamep caepxuBatoLLero nopora (orpa-
HUYEHMe CKOpPOCTK) B balTax.

CHMMaEeT orpaHu4eHue CKOPOCTM UCxoaALLero TpaduKa yepes
nHTepoeiic.

traffic-shape queue
queue_id committed_rate
[committed_burst]

no traffic-shape queue

committed_rate:
(36..1000000) kbUT/C;

committed_burst:
(4096..16769020) 6aiiT;

YcTaHaB/MBaeT orpaHMyeHne CKOpoCTH TpadurKa Yepes UHTep-
delc ana ucxogawen oyepeau.

- committed_rate — cpegHan cCKOpocTb TpaduKa, K6uT/c;

- committed_burst — pasmep caepuBatoLLero nopora (orpa-
HUYEHMe CKopOoCTK) B balTax.

CHMMaET orpaHMYeHne CKOpocTn TpadurKa Yepes uHTepdeic

no qos trust

queue_id queue_id: (0..8) ANA McxoaALLel ouepeau.
qos trust BkntoyaeT 6a30BbIi MexaHW3M qos AN UHTepdelica.
-/BKNIOYEHO V JeiicTByeT TONbKO ANA pexuma qos basic.

BbikntoyaeT 6a30BbIN MexaHU3M qos A1a nHTepdeiica.

rate-limit rate [burst]

rate: (3..1000000) k6ut/c
burst: (3000..19173960)

YcTaHaBAWMBAET OrpaHMYeHWEe CKOPOCTU A1 BXOAALLEro Tpa-
odukKa.

- rate — ckopocTb TpaduKa, K6uT/c;

- burst — pasmep caep:KuBatoLLero nopora (orpaHMyeHune cko-
pocTu) B 6aiTax.

no qos tail-drop profile

Gaitt /128kGaitt V [aHHaA KOMaHAA AOCTYMHA TOJIbKO B PeXXMMe KOH-
¢urypuposaHua nntepodeiica Ethernet.
no rate-limit CHMMaEeT orpaHunyeHne CKOPOCTM BXOAALLEro TpadumKa.
gos tail-drop profile pro- Mcnonb3oBaTh 3agaHHbIN Npodunb Ha nHTepdelice.
file_id profile_id: (1..4)

3HayYeHne No ymonyaHuio.

qos cos
default-cos

No qoOs cos

default-cos: (0..7)/0

YcTaHaBAunBaeT 3HayeHue CoS no ymonyaHuio ans nopra (CosS,
NpYMeHsAeMbl A1A BCEro HeTermpoBaHHOro TpadurKa, Npoxo-
Aawero yepes nHTepdeiic)
JlaHHaa KOMaHAa JO0CTYNHA TO/IbKO B peXXUMe KOH-
¢urypuposaHua untepodeiica Ethernet.

YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHUrypmpoBaHus nHtepdeica Vlian:

console (config-if)#

Tabnunua 5.269 — KomaHabl pexkuma KoHpurypuposaHua nntepdeiica Vlan

Nno qos cos egress

KomaHoa 3HaueHue Aeiicmeue
00S COS egress cos YcTaHaBAnBaeT 3HaYeHne napameTpa nonsa npuopurteta 802.1p
cos: (0..7)/0 ANA NcxoaALLero TermpoBaHHoro Tpadumka.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYaHUIO.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 5.270 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show qos

MokasbiBaeT pexxmm QOS HacTpoeHHbIN Ha ycTpoicTee. B 6a3oBom pe-
YKMMe MOKa3bIBaeT «40BEPEHHbIN» pexkum (trust mode).

show class-map
[class_map_name]

class_map_name:
(1..32) cumBonos

MoKasblBaeT CNUCKKN KpuUTepUEB Knaccupukaumm tpadpuka.

V [eiicTByeT TONbKO ANA pexuma qos advanced.

show policy-map [pol-
icy_map_name]

policy_map_name:
(1..32) cumBonos

Moka3sblBaeT npaBuaa knaccuoukaumm Tpaduka.

V [eiicTByeT TONbKO ANA pexxuma qos advanced.

show gos aggregate-
policer
[aggregate_policer_name]

aggregate_po-
licer_name: (1..32)
CUMBO/I0B

MoKa3sblBaeT HAaCTPOIMKM CpeaHEN CKOPOCTU, U OFPaHUYEHMA NOJIOCHI NPO-
NyCcKaHWA AnA NpaBua Knaccupukaumm Tpaduka.

V JeiicTByeT TONbKO ana pexxuma gos advanced.

show qos interface [buff-
ers | queueing | policers
| shapers | rate-limit] [gi-
gabitethernet gi_port |
fastethernet fa_port |
port-channel group |
vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group (1..8);
vlan_id: (1..4094)

MokasbiBaeT QoS-napameTpbl 4na MHTepdeiica.

-vlan_id — Homep VLAN;

- gi_port —Homep uHTepdericos Gigabit Ethernet;

- fa_port —Homep uHTepdelicos Fast Ethernet;

- group — Homep rpynnbl NOPTOB;

- buffers — HacTpoliku bydepa ana oyepeneit MHTepoeica;

- queueing — anroputm obpaboTku ouepeaeirt (WRR unm EF), Bec ana WRR
ouepeaen, Knaccbl 06CNy:KMBaHUA Ana ouepenei u npuoputeT ans EF;

- policers — ckoHbUrypnpoBaHHble cTpaTermmn Knaccudukaumm Tpaduka
ANnA nHTepoenica;

- shapers — orpaHnyeHune ckopocTn ansa ucxogauiero Tpaduka;

- rate-limit — orpaHuyeHune ckopocTh ans BxoasAwero Tpadumka.

show qos map
[dscp-queue | dscp-dp |
policed-dscp | dscp-mu-
tation | dscp-cos]

Moka3sbiBaeT MHPOpPMaLMIO O 3ameHe Nosiei B MaKeTax, MCNO/b3yemblxX
Qos.

- dscp-queue — Tabanua cootsetcteus DSCP v ouepeseis;

- dscp-dp — Tabnnua cootseTcTMa meTok DSCP 1 npuopuTeTa cbpoca (DP);
- policed-dscp — Tabnnua nepemapkuposku DSCP;

- dscp-mutation — Tabanua nsmeHernna DSCP-to-DSCP;

- dscp-cos — Tabanua cootsetcTena meTok DSCP n 3HayeHua CoS.

show qos tail-drop

MpocmoTp napameTpos tail-drop.

show qos tail-drop [giga-
bitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

MpocmorTp tail-drop nHbopmaLMn No KOHKPETHOMY NOpPTY (BCem nopTam)

show qos tail-drop unit
unit_id

unit_id: (1..8)

MpocmoTp tail-drop MHOpMaLMM NO KOHKPETHOMY YCTPOMCTBY B CTEKe
(AocTynHO TONLKO B pexxunme cTeKa).

[Tpumepbl 8b1N0AHEHUA KOMAHO.

= BkAwuuntb pexkum QoS advanced. Pacnpegenuts TpaduK no ovepeanam, naketbl ¢ DSCP 12 B
nepsyto ovepeap, nakeTbl c DSCP 16 Bo BTOpYt0. Bocbmas odyepeab — npuoputetHasn. Co3aaTtb
cTpaternio Knaccudpukaumm Tpaduka no cnmcky ACL, paspewarwowemy nepegady TCP-
naketos ¢ DSCP 12 u 16 1 orpaHMuMBaloLLYyO CKOPOCTb — cpeaHaa ckopocTb 1000 Kéut/c,
nopor orpaHnyeHuna 200000 6ainT. Mcnonb3oBaTb AaHHYIO CTpaTernto Ha uHTepdeiicax Ether-
net 14 n 16.

console#

consolef#configure
console (config) #ip access-list extended tcp ena

console (config-ip-al) #permit tcp any any dscp 12
console (config-ip-al) #permit tcp any any dscp 16
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console (config-ip-al) #exit
console (config) #qos advanced
console (config) #qos map dscp-queue 12 to I
console (config) #gos map dscp-queue 16 to 2
console (config) #priority-queue out num-of-queues I
console (config) #policy-map traffic
console (config-pmap) #class classl access-group tcp ena
console (config-pmap-c) #police 1000 200000 exceed-action drop
console (config-pmap-c) #exit
console (config-pmap) #exit
console (config) #interface gigabitethernet 1/0/14
console (config-if) #service-policy input traffic
console (config-if) #fexit

console (config) #interface gigabitethernet 1/0/16
console (config-if) #service-policy input traffic
console (config-if) #exit

console (config) #

5.35.2 Cratuctuka QoS

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobanbHOro KOHPUrypupoBaHus:
console (config) #

Tabanuya 5.271 — KomaHgbl pexXuma rnobasbHOro KOHGUrypmpoBaHus
Komanda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

gos statistics aggregate-po-
licer aggregate_po-
licer_name

no qos statistics aggre-

BkntoyaeT QOS-CTaTUCTMKY MO OrpaHUYEHMIO MOI0C NPOMyCKa-

X HUA.
aggregate_policer_name:

(1..32) cumBonos/BbIKAIO-

OTkntovaeT QOS-CTaTUCTUKY NO OFPAHMYEHUIO NONOC NPONyC-

yeHo
gate-policer aggregate_po- KaHus.

licer_name

gos statistics queues set set: (1..2); BkntouaeT QOS -CTaTUCTUKY A5 BbIXOAHbIX oYepesen.
{queue | all}{dp | all} {giga- queue: (1..4); - set — onpeaenseT Habop CHETUNKOB;

bitethernet gi_port | dp: (high, low); - dp — onpepenset npuopuTeT cbpoca.

fastethernet fa_port | all}

no qos statistics queues set

gi_port: (1..3/0/1..24);
fa_port: (1..3/0/1..24)
3HayeHune No yMOAYaHUIO:
Set 1: Bce npuopuTeThl, BCe
ouyepeam, BbICOKMI Npuo-
puTeT cbpoca.
Set 2: Bce npuopuTteTbl, BCE
ouepeam, HU3KUIN Npuopu-
TeT cbpoca.

OTKntoYaeT QOS-CTaTUCTUKY O/15 BbIXOAHbIX OYepesen.

KomaHOb! pexcuma KoHguaypuposaHua uHmepgelica Ethernet, 2pynnsl nopmos

Bug, 3anpoca KOMaHAHOM CTPOKK pexknuma KoHdUrypuposaHua nHtepdeiica Ethernet, rpynnbl nopTos:

console (config-if) #
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Tabnnua 5.272 — KomaHabl pexxuma KoHpurypuposaHma nHtTepdeiica Ethernet

KomaHoa

3HayeHue

Aeiicmeue

gos statistics policer
policy_map_name
class_map_name

no qos statistics policer
policy_map_name
class_map_name

policy_map_name:
(1..32) cumBonos;
class_map_name:

BKntouaeT cbop QoS-cTaTUCTUKM Ha UHTepdelice.

- policy_map_name — ctpaTterus knaccuounkaummn Tpaduka;

- class_map_name — cnucoK KpuTepmes Knaccudukalmm Tpa-
oduKa.

(1..32) cumBo10B/BbIKAIO-
YyeHo

OTKkAtoyaeT cbop QOS-cTaTUCTUKM Ha UHTepdeiice.

KomaHObi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 5.273 — KomaHgb! pexkuma EXEC

KomaHoa

Aelicmeue

clear qos statistics

Ounwaet ctatuctnky QoS.

show qos statistics

lNMokasbiBaeT cTaTUCTUKY QOS.

5.36 CratuuecKkaa mapupyTtmsauma

CTaTnyecKkan mapLupyTM3aums — BUA MapLlpyTU3aLmMm, Npu KOTOPOM MapLIPYTbl YKa3biBaloOTCA B ABHOM
BMAE NPU KOHOUTYpaLMM MapLLpyTM3aTopa. Bca maplpyTvMsaumsa npy 3TOM NPOUCXoauT 6e3 yuacTua Kaknx-
b0 NPOTOKONOB MApLLPYTMU3aALMMN.

O6opynoBaHWe NOAAEPKUBAET:

— 128 IPv4 static routes;

— 10 IPv6 static routes.

MoaaepKnBaeTcA TONbKO MapLUPYTM3aLUma NakeTos, GoPMUPYEMbIX CAMUM KOMMYTaTopom (Tpaduka

c CPU).

KomaHObI pexcuma 2106a16H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypUpoBaHus:

console (confiqg) #

Tabnnua 5.274 — KomaHgb! pexxuma rnobasbHoro KoHGUrypmpoBaHus

KomaHda

3HaueHue

Aelicmeue

ip route prefix {mask |
prefix_length} gateway
[metric distance] [reject]

no ip route prefix {mask |
prefix_length} [gateway]

distance: (1..255)/1

Co3gaeT CTaTUYECKUA MapLUPYT.

- prefix — ceTb Ha3HayeHuA (Hanpumep 172.16.0.0);

- mask — macka cetu (B bopmaTe AeCATUYHON CUCTEMBI UCUMCIEHMA);
- prefix_length — npedunKc Macku ceTn (KONMYECTBO eaNHUL, B MacKe —
0..32);

- gateway — W03 ANA JOCTYNA K CETU HazHaYeHus;

- distance — Bec mapLupyTa;

- reject — 3anpeLyaeT MapLIPYTU3aLMIO K CETU Ha3HaYeHNA yepes Bce
LUTHO3bI.

Ypanser cTaTUdeckuiti MapLupyT.
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ipv6 route ipv6_prefix/len
gateway [metric dis-
tance]

no ipvé6 route ipv6_pre-
fix/len [gateway]

Co3paet cTaTuyeckuin IPvbmapLupyrt.
- ipv6_prefix/len — npeduKc ceTn HasHayeHus;
- gateway — W03 ANA AOCTYNA K CETU Ha3HaYeHus;

distance: (1..65535)/1 - distance — Bec mappyTa.

Yaanset ctatuyeckuin IPvb mapipyT

KomaHOb1 pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 5.275— KomaHabl pexkmma EXEC

KomaHoa

Aelicmeue

show ip route [con-
nected | static | address
ip_address [mask | pre-
fix_length]

MokasbiBaeT TabavLy MapLIPyTU3aLMK, YAOBNETBOPAOLLYHO 3alaHHbIM KPUTEPUAM.
—connected — NOAK/IOYEHHbIN MapLpPyT, TO €CTb MapLUPYT, B3ATbIN C HENOCPEACTBEHHO NOA-
K/HOYEHHOTO U GYHKUMOHMpPYIOLWEro nHTepdeiica;

— static — cTaTMyeckuii MapLpyT, NPoNucaHHbIV B TabanLe mapLipyTusaumm.

show ipv6 route

Mokasatb Tabamuy maplpyTnsaumm IPv6.

[pumep 8bIM0AHEHUS KOMAHObI

= [loKas3aTb TabanLy MapwpyTU3aLmm:

consolef#show ip route

Maximum Parallel Paths: 2

(4 after reset)

Codes: C - connected, S - static
C 10.0.1.0/24 is directly connected, Vlan 1
S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
S 172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12
Tabnnuya 5.276 — OnuncaHue pesynbTaTta BbINOJHEHMA KOMaHAbI
Mone OnucaHue
Moka3biBaeT NPoOMCXOXKAeHUe MmapLipyTa:
c C — Connected (MapLupyT B3AT U3 HENOCPEACTBEHHO NOAKNOUYEHHOTO U GYHKLMOHU-
pytowero nHtepodeiica),
S — Static (cTaTMyecKMii MapLpyT, NPONMCaHHbIN B Tabaunue mapLipyTmusaumn).
10.9.1.0/24 Appec cetu
MepBoe 3HaYeHne B CKOBKax — aAMUHUCTPATUBHAA AMUCTAHUMA (cTeneHb fOBepUs
[5/2] MapLIpyTU3aTOPY, YEM YUCAO BbIlE, TEM MEHbLUE AOBEPUE K UCTOYHUKY), BTOpOE
4YUCIO — METPUKA MapLUpyTa.
via 10.0.1.2 OnpepaenseT IP-agpec cnefyowWwero MapLpyTnsaTopa, Yepes KoTopbli NnpoxoauT
o MapLupyT 40 CeTH.
00:39:08 Onpeaenset Bpema nocneaHero 06HOBEHMA MapLipyTa (4acbl, MMHYTbI, CEKYHAbI)
Vlan 1 Onpegenset nHTepoeiic, Yepes KOTOPbIM NPOXOAUT MAPLIPYT A0 CETU.

Ethernet-kommymamopsi MES1000, MES2000

257




HELTEX

6 CEPBUCHOE MEHIO, CMEHA NMPOrPAMMHOIO OBECNEYEHUA

6.1 MeHio Startup

MeHtio Startup MUCNonb3yeTca AnAa BbINOJIHEHUA CNeunanbHbIX npoueayp, TaknxX Kak: obHoBNEHUNE
nporpammHoro o6ecnequMﬂ, yAaneHne cogepxmnmoro (bﬂaLLl-ﬂaMﬂTM, BOCCTaHOB/IEHME NApPOAA,
ANAarHoCTuKa, 3agaHne CKopoctu pa6OTbI TEPMUHANA, pa60Ta C NapaMeTpamMmm CTeKa yCTpOﬁCTBa.

[nsa Bxoaa B MeHIo Startup Heobxo4MMo NpepBaTh 3arpy3Ky HaxkaTuem Knasuwm <Esc> unu <Enter> B
TeYeHWe NepBbIX ABYX CEKYHZ Moc/ie NoABAEHUA COOBLLIeHUA aBTO3arpy3ku (MO OKOHYaHMWM BbIMNOJAHEHUSA
npoueaypbl POST).

Startup Menu

Download Software

Erase Flash File

Password Recovery Procedure
Set Terminal Baud-Rate
Stack menu

Back

o U W N

]
]
]
]
]
]

Enter your choice or press 'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KKN YCTPOMCTBA HAXKMUTE KNaBuLLY <6>, 1Mbo <esc>.
’ Ecnu B TeuyeHue 15 ceKyHA, (3HaueHMe No YyMONYaHUIO) He BbibpaH HU O4UH U3 NYHKTOB

e MEHI0, TO 3arpy3kKa ycrpoiicha NPoAOMKUTCA. Bpema oXKnaaHMA MOXKHO YBE/IMUUTb C NO-
MOL b0 KOMaHA KOHCON.

Tabanuya 6.1 — OnucaHune meHio Startup

Ne Ha3zeaHue OnucaHue

[nA 3arpysku nporpamMmHoro obecrnedyeHmns ncnonb3yerca npoTtokon X-Modem. Mpu Haxa-
TUK KNaBuLWKM <1> Ha KOHCO/b ByAeT BbiBeAEHO cneaytollee cooblieHume:
Download Software

<1> O6HoBneHMe npo- Downloading code using XMODEM.
rpammHoro obecneye-
HUA Tenepb, Korga ycTponCcTBO rOoTOBO K npuemy dalina, Heobxoammo nepenatb ero npu no-
molLum npoTtokosia X-Modem. Mocne npuema daiina ycTpoicTBo nepesarpysmntca aBTomaTtu-
YecKu.

[aHHasa npoueaypa ucnonbsyetca AnA yaaneHua KoHourypauum yctpoiictea. [na yaane-
HUA dalina HaxaTb KNaBulWy <2>, NOABUTCA NpeaynpexaeHue (NoATBEpAUTE HaXKaTMem
KNaBuLLM <y>):

Warning! About to erase a Flash file.
Are you sure (Y/N) ?y
Beectn uma daina KoHpUrypaumm:

Erase Flash File
Write Flash file name (Up to 8 characters, Enter for none.): CDB

Write Flash file name (Up to 8 characters, Enter for none.): CDB
File CDB (if present) will be erased after system initialization.

<2> | YaaneHue coaepu-
Moro GAsLw-namaTn

==== Press Enter To Continue ====/ina so3spara B meHio Startup HaxaTb Kna-
BULLY <enter>.
==== Press Enter To Continue ====
V Ona Hosoro daiina KOHOUrypaLUMU NMA AOMKHO BbITb OTIMUHO OT UMEHU KOHY-
rypaumm 3anucaHHo Ha AaHHbIi MOMEHT.

258 Ethernet-kommymamopsi MES1000, MES2000



HELTEX

[aHHas npoueaypa UCNob3yeTca A8 BOCCTaHOBAEHWUA YTPaYeHHOro Napos, OHa No3Bo-
NAET NOAKNOYUTLCA K YCTPOMCTBY 6e3 napons.

Password Recovery
<3> | Procedure BocctaHoB-
neHne naponsa

[nsa BOCCTaHOBNEHWUA NApOA HaXKaTb KNaBuLy <3>, Npu Nociaeayolem MOAKYEHUN K
YCTPOWCTBY Napob byaeT NpOUrHOPUPOBaAH.

Current password will be ignored!
[na Bo3BpaTta B MeHIo Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====

Mpoueaypa MCNO/b3yeTca A/A YCTaHOBKM CKOPOCTM paboTbl TepMUHaNa (No ymondaHuio
. 115200 boga).

Set Terminal Baud- Al N

Rate [na 3agaHnA HOBOM CKOPOCTU paboTbl TEPMMUHANA HaXaTb KNaBuLy <5> 1 BBeANUTE 3HaYe-

<4> Hue:
3agaHune CKoOpoCTU pa-

Set new device Baud rate: 115200
60Tbl TEpMUHaANA

[na Bo3BpaTa B MeHto Startup HaXaTb Knasuwy <enter>.
==== Press Enter To Continue ====

[na yBennyeHus KosmyecTsa NOPTOB KOMMYTATOPa, CyLLECTBYET BO3SMOXHOCTb 06beanHe-
HUA YCTPOMCTB B CTEK. YCTPOMCTBO € MaeHTUGUKaTopom 1 byaeT BeayLwimm, ocTanbHble - Be-
Aombimn. KommyTtatopbl MES1024/MES1124/MES2124 moryT paboTaTb Kak aBTOHOMHO,
TaK M B COCTaBe CTeKa.

[na naeHtnduKaumm v ycTaHOBKM pexknma paboTbl YCTPOICTBA B CTEKE MCMOb3YETCA MEHIO

Stack menu cTeKa (Stack menu).
PaboTa c napamet-
<5> o [NA BXOZa B MEHIO CTEKa HaaTb KnasuLly <5>:
pamu cTeKa ycTpou- :
cTBa Stack menu
[1] Show unit stack id
[2] Set unit stack id
[3] Set unit working mode
[4] Back
Enter your choice or press 'ESC' to exit:
OnucaHue Stack menu yka3saHo B Tabnuue 4.3
<6> Back [nA BbIX04a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKMUTE KAaBuLy <6>, ainbo <esc>.

Bbixog 13 meHto

Tabauua 6.2 — OnucaHue meHto Stack menu, paboTta c NnapameTpamu CTEKa YCTPOCTBA

Ne HaseaHue meHo OnucaHue
Show unit stack id [nsa npocmoTpa naeHTUOMKaTOpa YCTPOMCTBA B CTEKE HAXKMUTE Knasuwy <1>:
MpocmoTp MaeHTdN- Current working mode is stacking.
<1> , Unit stack id set to 1.
KaToOpa ycTpoicTea B
cTeKke
[nsa HazHayeHUa naeHTUOMKaTopa YCTPOMCTBA B CTEKE HAXKMUTE KNaBULLY <2>:
Enter unit stack id [0-8]: 1
Set unit stack id Unit stack id updated to 1.
<2> HasHaueHune naeHTn- roe 5
¢duKaTopa ycTpoiicTea 3HayeHue ot «1» fo «8» — Homep YCTPOMCTBA B CTEKE,
B CTeKe 3HayeHue «0» - aBTOHOMHBIN pexxmMm paboTbl KOMMyTaTOpa.

[ns BO3BpaTa B MEHIO CTEKA HaXXKMUTE KnaBuLy <enter>.
==== Press Enter To Continue ====

[ns yCTaHOBKM pexknma paboTbl YCTPOMCTBA HarKMUTE KAaBuLly <3>:
Enter unit working mode [1- standalone, 2- stacking]:1
Set unit working mode Unit working mode changed to standalone.
roe
3HayeHue 1 — aBTOHOMHbIN peXxum,
3HauYeHue 2 — PeXKMM CTEKMPOBAHUA.
[nA Bo3BpaTa B MEHIO CTEKA HAXXMUTE KNasuLy <enter>.

==== Press Enter To Continue ====

<3> | YcraHoBka pexknuma pa-
60Tbl yCTPOMCTBA

Back [InA BbIXO4A M3 MEHIO HAaXXMWUTE KNasuLy <4>

<4>
Bbixog 13 meHto
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6.2 O6HOoBNEeHMe nporpammHoro obecneyeHus c cepsepa TFTP

Cepsep TFTP gonkeH 6biTb 3anyLUEH U HaCTPOEH Ha KOMNbIOTEpE, C KoToporo 6ypaer 3arpy-
»KaTbCA NporpammHoe obecneueHune. Cepsep [0MKEH MMETb pa3peLleHne Ha uteHue ¢ain-
N10B HA4YaNbHOrO 3arpysunKka u/mam cuctemuoro NO. KomnbloTtep ¢ 3anyueHHbim TFTP-cep-
BEPOM A0/1XKeH 6bITb AOCTYNeH AnA KoMMmyTaTopa (MOXXHO NPOKOHTPOIMPOBATb, BbINOJI-
HUB Ha KoMmmyTaTope KomaHay ping {A.B.C.D}, rae A.B.C.D — IP-agpec KomnbiloTepa).

.‘

O6HoBNEHME NPOrPaMMHOro obecneyeHUss MOXKET OCYLLEeCTBAATLCA TOJIbKO NPUBUIETUPO-
BaHHbIM NoOJb30BaTeNeM.

.‘

6.2.1 O6HOBNEHME CUCTEMHOro NPorpaMmmHoro obecneyeHus

3arpysKa YCTPOMCTBa OCYLLECTBASETCA M3 ¢alina CMCTEMHOro nporpammHoro obecneuenusa (MO),
KOTOPbIN XpaHUTCa BO Gaaw-namatn. MNpu obHOBAEHWK, HOBbIW ¢ain cuctemHoro MO coxpaHseTca B
CneuManbHo BblaeneHHoW obnacT namatu. [pu 3arpyske YCTPOMCTBO 3anyCKaeT aKTMBHbIN ¢daiin
cuctemHoro MO. Bbibop akTMBHOTO daitna 3a4aeTca KoMaHAoM:

boot system {image-1 | image-2 } [unit unit_id]

roe unit_id — Homep yCTpoWCTBa B CTeKe (41a yCTPOICTBa, paboTalolero B aBTOHOMHOM peXxXnme,
HOMep YCTPOMCTBa He 3a4aeTcA), image-1, image-2 — daiin cucremuoro MO.

Mpwu paboTe B cTEKe, €I HOMEP YCTPOMCTBA He 3a4aH, AaHHAA KOMaHAA NPUMEHSAETCA K
° BeAyLemy yCTPOUCTBY.

[na npocmoTpa TeKyllei BepcuM CUCTEMHOro nporpammHoro obecnedyeHus, paboTatowlero Ha
ycTpolicTee, BBeauTe KomaHay show version:

console#show version

SW version 1.1.44[e9%e72ef0] ( date 16-Nov-2015 time 18:20:13 )
Boot version 0.0.0.3 ( date 23-Feb-2011 time 17:40:14 )
HW version 01.03

Mpoueaypa ob6HoBNeHMA MO:

KomaHaol copy ckonupoBaTb HOBbIM daii nporpammHoro obecrneyeHuMAa Ha YCTPOUCTBO B
BblAe/IeHHYI0 061acTb NamaTh (image2). dopmat KoMaHAb!:

copy tftp:// tftp_ip_address/[directory/]filename image
Mpumep BbINOAHEHUA KOMaHAbI:

consolef#copy tftp://192.168.16.34/filel image

Accessing file “filel’ on 192.168.16.34
Loading filel from 192.168.16.34:
| T L L L I O O A

Copy took 00:01:11 [hh:mm:ss]
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' 3HaK BOCK/IMLLAHUA YKa3bIBaeT Ha TO, YTO UAeT npouecc KonMpoBaHua. Kaxablit BOCKAMLA-
V TeNbHbIA 3HAK COOTBETCTBYET ycnewHoi nepeaaye 10 nakeros no 512 6aiitT uHpopmaumnm
Kakabli. TOUKa yKasbiBaeT Ha TO, YUTO B NpoL,ecce KONMPOBaHUA NPOU3OLLE/ TAAMaYT OXKU-
haHuAa naketoB oT TFTP-cepBepa. HecKoNbKO TOUEK B CTPOKE MOXKEeT 03Ha4yaTb, YTO BO3-
HUKANA oWMBKa B npoLiecce KONUPOBaHMUA.

KomaHgoit boot Bbibepute akTuBHbIN dainn cuctemHoro MO ana nocneaytowen 3arpysKku:

console#boot system image-2

’ Ecnu He BbIGpaH HOBbII 3arpyKeHHblii paitn cuctemHoro MO aKTUBHbIM, TO YCTPOMUCTBO Bbl-
. NOJIHUT 3arpy3Ky ¢ UCNONb30BAaHUEM TEKYLLLEro aKTUBHOro o6pasa.

Ybeautecb, YTO NPaBUAbHO BbiOpaH aKkTUBHbIN ¢ainn cuctemHoro MO. [Ona npocmoTpa AaHHbIX O
BEPCUAX NPOrPamMMHOro obecneyeHnn 1 UX akTMBHOCTM BBeAUTE KOMaHAY show bootvar:

console#show bootvar

Unit Image Filename Version Date Status

1 1 image-1 1.1.44[0b70e656] 24-Nov-2015 17:28:25 Active

1 2 image-2 1.1.44[1537¢93f] 12-Nov-2015 15:45:10 Not active*

/' CumBosiom «*» oTmeuaetca ¢aiin nporpammHoro obecneueHus, KotTopblit byaeT ucnon-
HATbCA NPU NocaeayloLlel 3arpyskKe.

MepesarpysuTe KOMMYTaTOpP KOMaHAOM reload.

consolef#reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTteepanTe NepesarpysKy BBOAOM ‘y’.

6.2.2 O6HOBnEeHMe 3arpy3o4yHOro ¢aiina ycTpomcraa (Ha4anbHOro 3arpy3yumnKa)

HauyanbHbIA 3arpy3ynK 3anyckaeTca cpasy Mocie BKAKYEHUA MUTaHMA ycTpoicTea. MocpenctBom
3arpysoyHoro ¢aina ocyLecTBAAeTcA npoueaypa «TeCTUPOBaHWUA CUCTEMbl MpPU BKAoYeHun» (POST),
pacnakoBka W 3anyck ¢ainna cuctemHoro MO. Mpu 06HOBAEHUM HOBbIM aiil HAYa/bHOIO 3arpysymKa
coxpaHsaeTcsa Ha flash Ha mecTe cTaporo.

[na npocmoTpa TeKywel Bepcuu 3arpysouyHoro ¢aina, paboTatollero Ha YCTPOWMCTBE, BBeAuUTe
KomaHgy show version:

console#show version

SW version 1.1.44[e%e72ef0] ( date 16-Nov-2015 time 18:20:13 )
Boot version 0.0.0.3 ( date 23-Feb-2011 time 17:40:14 )
HW version 01.03
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Mpoueaypa obHoBAeHMA MO:

1. KomaHaoit copy CKONMMPOBATb HOBbIM 3arpy304HbIii Ppaiin Ha ycTpoicTeo. PopmaTt KOMaHAbI:

copy
tftp://tftp_ip_address/[directory/]filename boot.

consolefcopy tftp://192.168.16.34/332448-10018.rfb boot

Erasing file..done.
| T L L L I O O O A

Copy: 2739187 bytes copied in 00:01:18 [hh:mm:ss]

i 3HaK BOCK/IMLLaHMA YKa3blBaeT Ha TO, YTO MAeT npouecc KonuposaHua. Kaxablii BOCKnMuUa-
V TeNbHbIN 3HAK COOTBETCTBYET ycnewHoi nepegade 10 naketos no 512 6aiiT Hpopmauun
Ka)KAbliA. TOUKa YKa3blBaeT Ha TO, YTO B NPOLLECCE KONMUPOBaHUA NPOM30LLIEN TAMaYT OXKU-
AaHunA nakeTtos oT TFTP-cepBepa. HeCKONbKO TOUEK B CTPOKE MOXKeT 03HavaTb, YTO BO3-
HUK/A oWwn6Ka B NpoL,ecce KONUPOBaHUA.

2. TlepesarpysnTe KOMMYTaTOp KOMaHAOM reload.

consolefreload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTteepanTe NepesarpysKy BBOAOM ‘y’.
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NPUNOXEHUE A NIPUMEPbBI NPUMEHEHMA N KOHOUTYPUPOBAHUA YCTPOM-

CTBA

HacTpoiiKa npoToKo/a MHOXeCTBa cBA3yowWwmMx gepesbes (MSTP)

MpoTtokon MSTP no3sonseT CTPOUTb MHOXKECTBO CBA3YIOLWMX AepeBbeB ANA oTaenbHbix rpynn VLAN
Ha KOMMYyTaTOpax JIOKa/IbHOM CETU, YTO NO3BONAET BaNaHCMPOBATb HArpy3sKy. A NPoCTOTbl PAacCMOTPUM

cnyqaﬁ C TpeEMA KOMMYTATOpPaMMy, 06'be,CI,MHEHHbIMM B KOJ1bLUEBYH TOMO/IOTUIO.

MycTb vilan 10, 20, 30 o6beaumHaOTCA B nepBom 3k3emnaspe MSTP, vlan 40, 50, 60 o6beanHAKTCA BO
BTOpoM 3K3emnasape. Heobxogumo, ytobbl Tpadumk VLAN-os 10, 20, 30 mexay nepsBbiM WM BTOPbIM
KOMMyTaTopamu nepegasasncs Hanpsamyto, a Tpaduk VLAN-oB 40, 50, 60 nepenaBancsa TpaH3UTOM 4yepes
KommyTaTop 3. KommyTaTtop 2 HasHauyMm KOPHEBbIM A/1A BHYTPeHHero ceasyiollero aepesa (IST — Internal
Spanning Tree) B KoTopom nepegaetca cnyxebHas nHdopmauma. KommytaTopbl 06beAUHAKOTCS B KO/bLO,
ncnonbaysa nopTbl g1 1 g2. HuxKe npuBeaeHa cxema, n3obparkatoLLas 10rmMyeckyto TONnoormio CeTu.

VLAN 10,20,30 HaaHaueHb! Ha axzemnap 1
VLAN 40,50,60 HazHavyeHb! Ha axsemMnnap 2

xommyTarop 1 KoMmmyrarop 3

3TOT NOPT nepeckInaeT Tpadmk
Ans akaemnnapa 1 u Gnokmpyer
Tpaduk Ana akzemnnapa 2

KOoMmyTarTop 2

PucyHoK 31- Hacmpolika npomoKosaa MHOXecmaa cea3yrouux oepesses

3707 NOPT NepeckbinaeT Tpapmk
AnA akzemnnapa 2 u Gnokupyer
Tpadmk ana axkzemnnapa 1

Koraa oguH M3 KOMMYTaTOPOB BbIXOAUT U3 CTPOS, B0 0BpbIBaeTCcA KaHa/l, MHOXECTBO AEePeBbEB
MSTP nepecTpanBaeTcs, YTO NO3BOAAET MUHUMMM3NPOBATL NOC/NEACTBUA aBapuu. HuxKe npueeseH npouecc
KoHdUrypaumm kommytaTopoB. s 6o1ee 6bICTpoit HACTPOMKKM co34aeTcA 06N KOHOUTYPALMOHHbIM Wab-
JIOH, KOTOpbIN 3arpy»Kaetca Ha TFTP-cepBep M MUCNONb3yeTCA BNOCAEACTBUM A1 HACTPOMKM BCEX KOMMYTATO-

poB.

1. CosgaHve wabnoHa v KOHPUrypaLMsa NePBOro KOMMYTaTOPa

console#configure

console (config) #vlan database

console (config-vlan) #vlan 10,20,30,40,50,60

console (config-vlan) #exit

console (config) #interface vlan 1

console (config-if) #ip address 192.168.16.1 /24

console (config-if) #fexit

console (config) #spanning-tree mode mstp

console (config) #interface range gigabitethernet 1/0/1-2
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console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if) #fexit

console (config) #spanning-tree mst configuration

console (config-mst) #name sandbox

console (config-mst) #instance 1 add vlan 10,20,30

console (config-mst) #instance 2 add vlan 40,50, 60

console (config-mst) #fexit

console (config) #do copy running-config startup-config

01-0ct-2006 01:09:34 SCOPY-I-FILECPY: Files Copy - source URL running-
config destination URL flash://startup-config

01-0ct-2006 01:09:44 %COPY-N-TRAP: The copy operation was completed
successfully

Copy succeeded

console (config) #do copy startup-config tftp://192.168.16.2/mstp.conf

01-0ct-2006 01:10:44 %COPY-I-FILECPY: Files Copy - source URL
flash://startup-config destination URL tftp://192.168.16.2/mstp.conf
01-0ct-2006 01:10:44 %COPY-N-TRAP: The copy operation was completed
successfully

|

Copy: 726 bytes copied in 00:00:01 [hh:mm:ss]

console (config) #spanning-tree mst 1 priority O
console (config) #end

2. KoHdurypauma BTOporo KommyTtaTopa

consolef#configure

console (config) #interface vlan 1

console (config-if) #ip address 192.168.16.1 /24

console (config-if) #do copy tftp://192.168.16.2/mstp.conf startup-config

01-Oct-2006 02:17:14 SCOPY-I-FILECPY: Files Copy - source URL
tftp://192.168.16.2/mstp.conf destination URL flash://startup-config
............ 01-0Oct-2006 02:17:27 %COPY-N-TRAP: The copy operation was
completed successfully

|

726 bytes copied in 00:00:13 [hh:mm:ss]

console (config-if) #do reload

You haven't saved your changes. Are you sure you want to continue ?
(Y/N) [N] Y

This command will reset the whole system and disconnect your current
session. Do you want to continue ? (Y/N)[N] Y

Shutting down

console#configure

console (config) #interface vlan 1

console (config-if) #no ip address

console (config-if) #ip address 192.168.16.100 /24
console (config-if) #fexit

console (config) #spanning-tree priority 0

console (config) #end
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3. KoHdurypaums TpeTbero KommyTaTopa

console#configure

console (config) #interface vlan 1

console (config-if) #ip address 192.168.16.1 /24

console (config-if) #do copy tftp://192.168.16.2/mstp.conf startup-config

01-0ct-2006 02:17:14 SCOPY-I-FILECPY: Files Copy - source URL
tftp://192.168.16.2/mstp.conf destination URL flash://startup-config
............ 01-0ct-2006 02:17:27 $COPY-N-TRAP: The copy operation was
completed successfully

|

726 bytes copied in 00:00:13 [hh:mm:ss]

console (config-if) #do reload

You haven't saved your changes. Are you sure you want to continue ?
(Y/N) [N] Y

This command will reset the whole system and disconnect your current
session. Do you want to continue ? (Y/N) [N] Y

Shutting down

console#configure

console (config) #interface vlan 1

console (config-if) #no ip address

console (config-if) #ip address 192.168.16.101 /24
console (config-if) #exit

console (config) #spanning-tree mst 2 priority O
console (config) #end

Hacrtpoiika selective-qinqg

[Do6asneHue SVLAN

JaHHbI Npumep onucbiBaeT, Kak gob6asnatb meTky SVLAN 20 Ko Bcem VLAN 3a UCKAOYEHUEM
VLAN 27.

consolef#configure

console (config) #vlan database

console (config-vlan) #vlan 20,27

console (config-vlan) #exit

console (config) #finterface GigabitEthernet 1/0/24

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 20,27

console (config-if) #selective-qing list ingress add vlan 27

console (config-if) #selective-ging list ingress permit ingress vlan 20

MopameHa CVLAN

B ceTax nepefaun faHHbIX LOBO/IbHO YAaCcTO BO3HMKALOT 3a4a4M, cBsizaHHble ¢ noagmeHon VLAN (Hanpu-
Mep, 418 KOMMYTATOPOB YPOBHA A0CTYMNa CyLLEeCTBYET TMNOBAA KOHPUIypauusa, HO NOb30BaTEbCKUIA Tpa-
duk, VOIP u Tpaduk ans ynpasneHua Tpebyertca nepesaBaTh B pa3Hbix VLAN Ha pas/iMuHbIX HanpasieHunax).
B aTom cnyyae 6b1s10 66l yA06HO Bocnosib3oBaTbcA dyHKUMeN noameHbl CVLAN ana 3ameHbl TUNU3UPOBAH-
Hbix VLAN Ha VLAN gns Tpebyemoro HanpasaeHua. PaccMoTpmm KOHOUIypaLMo KOMMYTaTopa, B KOTOPOM
ocywecrtsnaerca nogmeHa VLAN 100, 101 v 102 Ha 200, 201 n 202:

console#configure
console (config) #vlan database
console (config-vlan) #vlan 200-202
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console
console

config-vlan) fexit

config) #interface GigabitEthernet 1/0/24

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 200-202

console (config-if) #selective-gqing list ingress override vlan 200 in-
gress_vlan 100

console (config-if) #selective-ging list ingress override vlan 201 in-
gress_vlan 101

console (config-if) #selective-gqing list ingress override vlan 202 in-
gress_vlan 102

— e~ o~ —~

Hactpoitka Multicast-TV VLAN.

®dyHkumnsa «Multicast-TV VLAN» paet BO3MOXHOCTb MCMNO/Mb30BaTh ANs Nepeaadym MHOroaapecHoro
Tpadumka ogHy VLAN B ceT onepaTopa M A0CTaBAATb 3TOT TPadMK NONb30BATENAM AaXKE B TOM C/y4ae, ecu
OHW He sABnatoTca YneHamm ston VLAN. 3a cueT ¢pyHKumMM «Multicast-TV VLAN» MoKeT 6bITb COKpalleHa
Harpyska Ha ceTb OnepaTopa 3a cyYeT OTCYTCTBUA Ay6/MPOBAHUA MHOTOAAPECHbIX AaHHbIX, Hanpumep, Npu
npegocrasaeHumn ycnyrm IPTV.

Cxema npumeHeHua OyYHKUMW npeanosaraeT, 4To MopTbl MOJsb30BaTesnelt paboTatoT B perumme
«access» UM «customery» K NpuHaanexar K noboi VLAN 3a ncknoueHnem multicast-tv VLAN. Monb3oBa-
TE/IM UMEIOT BO3MOMKHOCTb TO/IbKO MOJIly4aTb MHOFOaApecHbIn TpaduK n3 multicast-tv VLAN u He moryT ne-
pefasaTtb AaHHble B 3101 VLAN. Kpome TOro, B KOMMyTaTope [0/KEH ObiTb HACTPOEH NOPT-UCTOYHMK mul-
ticast-tpaduKa, KoTopbIit A0/IKEH BbITb Y4acTHMKOM multicast-tv VLAN.

V dyHKuua «Multicast-tv VLAN» paboTaet Tonbko coBmecTHo ¢ IGMP Bepcumii 1 n 2.

Mpumep HacTPOIKK ANA NopTa B pexume paboTbl access

1. BrAUNTb GUABTPALMIO MHOTOAAPECHbIX SAHHbIX

console (config) #bridge multicast filtering

2. Hactpoutb VLAN nonb3osatesneit (VID 100-124), multicast-tv VLAN (VID 1000), VLAN ynpasieHus
(VID 1200)

console (config) #vlan database
console (config-vlan) #vlan 100-124,1000,1200
console (config-vlan) #exit

3. HacTpowuTb NopTbl NoAb30BaTeNei.

console (config) #interface range fal/0/1-24

console (config-if) #switchport mode access

console (config-if) #switchport access vlan 100

console (config-if) #switchport access multicast-tv wvlan 1000
console (config-if) #bridge multicast unregistered filtering
console (config-if) #exit

~— ~— ~— ~—

4. Hactpoutb uplink-nopT, pa3pewns nepegady MHoroagpecHoro Tpaduka, TpapuKka nonb3osatenei u
ynpasneHue.

console (config) #interface gil/0/1

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 100-124,1000,1200
console (config-if) fexit
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5. Hactpoutb igmp snooping rnobanbHo 1 Ha MHTepdeiicax.

console (config) #ip igmp snooping

console (config) #ip igmp snooping wvlan 1000

console (config) #ip igmp snooping vlan 1000 querier
console (config) #ip igmp snooping wvlan 100

console (config) #ip igmp snooping vlan 101

console (config) #ip igmp snooping vlan 102

console (config) #ip igmp snooping vlan 103

console (config) #ip igmp snooping vlan 124
6. HacTpouTb MHTepdeic ynpasaeHun

console (config) #interface vlan 1200
console (config-if) #ip address 192.168.33.100 255.255.255.0
console (config-if) #exit

Mpumep HaCTPOIKM ANA NOPTa B peXkume «customer»

[aHHbIN TN NOAKIOYEHUA MOXKET BbITb UCMONBb30BaH AJ1A TOro, YTOObI MOMEYaTb NOJIb30BaTE/IbCKUE
IGMP-report’bl onpegeneHHbix VLAN (CVLAN) oTaenbHbIMM BHELWWHUMW meTKamu (SVLAN).

1. BKAOUYUTL UNLTPALMIO MHOTOAAPECHbIX AaHHbIX

console (config) #bridge multicast filtering

2. Hactpoutb VLAN nonb3osateneit (VID 100), multicast-tv VLAN (VID 1000, 1001), VLAN ynpasneHus
(VID 1200)

console (config) #vlan database
console (config-vlan) #vlan 100,1000-1001,1200
console (config-vlan) #exit

3. HacTpouTb nopT nonb3oBaTens

console (config) #interface fal/0/1

console (config-if) #switchport mode customer

console (config-if) #switchport customer vlan 100

console (config-if) #switchport customer multicast-tv vlan add 1000,1001
console (config-if) #exit

4. HactpouTb uplink-nopT, paspelwms nepeaayvy mHoroagpecHoro Tpaduka, TpadurKa nosnb3osaTtenei u

console

ynpasseHune

console (config) #interface gil/0/1

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 100,1000-1001,1200
(

config-if) #exit

5. HactpouTtb igmp snooping rno6anbHoO u Ha MHTepdeicax, [oO6aBUTb NpaBUaAa MapKMPOBKK NONb30-
BaTe/ibCckmx IGMP-report’os

console (config) #ip igmp snooping

console (config) #ip igmp snooping vlan 100

console (config) #ip igmp snooping map cpe vlan 5 multicast-tv wvlan 1000
console (config) #ip igmp snooping map cpe vlan 6 multicast-tv vlan 1001
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6. HacTtpoutb MHTepdeiic ynpaBaeHumn

console (config) #interface vlan 1200
console (config-if) #ip address 192.168.33.100 255.255.255.0
console (config-if) #fexit

Hactpoiika aBTopusaumm IGMP-3anpocoB yepe3 RADIUS

B gaHHOM npumepe onucbiBaeTcA NPoLEcc HAacTPOMKKM aBTopu3aunn IGMP-3anpocos yepes Radius-
cepsep. IP-agpec kommyTaTopa - 10.113.113.2, IP-agpec Radius-cepsepa — 10.113.113.1, MAC-aapec Kau-
eHTa—00:1B:21:4F:F8:1F, ananasoH paspelueHHbIx Multicast-rpynn: 233.7.0.0/16, nopT knneHTa — FastEther-
net 1/0/1

HacTtpoitku Radius-cepsepa (freeRadius)

1. Copepxunmoe daina ”/etc/freeradius/clients.conf”

client 10.113.113.0/24 {

secret = mestest
nastype = cisco
shortname = private

}
2. Copepxumoe daitna “/etc/freeradius/users”

001B214FF81F Cleartext—-Password := "001B214FF81F", NAS-PORT == 1, Framed-
IP-Address =~ "233.7.*.*", NAS-IP-Address == "10.113.113.2"

Hactpoiiku KommyTaTopa

console (config
console (config
console (config
console (config
console (config
console (config
console (config
console (config
console (config

( #bridge multicast filtering
(
(
(
(
(
(
(
(
console (config
(
(
(
(
(
(
(
(
(
(

#vlan database

#vlan 30

#exit

#ip igmp snooping

#ip igmp snooping vlan 30

#radius-server host 10.113.113.1 usage igmp-auth key mestest
#interface range fastethernet 1/0/1-10
#switchport access vlan 30

#bridge multicast unregistered filtering
#multicast snooping authorization radius
fexit

#interface gigabitethernet 1/0/4
#switchport mode trunk

#switchport trunk allowed vlan add 30
fexit

#interface vlan 1

#ip address 10.113.113.2 255.255.255.0
#no ip address dhcp

fexit

console (config
console (config
console (config
console (config
console (config
console (config
console (config
console (config
console (config
console (config

— o e e e e e e e e e e e e e~
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NPUNOMXEHUE B TUMOBbLIE CXEMbl MOCTPOEHMUA CETEA HA BA3E MPOTO-
KOJ1A EAPS

1. Tononorna Nnpocroe «KonbLo»

[ SWITCH1 |

SWITCH2

B Tonosorum cetm ToNbKo 0A4HO KO/bLO. B 3TOM c/iydyae HeobxoaMmo onpeaenuTb ASiA HEero ToNbKo
EAPS domain.

2. Tononorua oauH AOMEH C HECKOJIbKUMU «KOJIbLLaMM»

B Tononoruu cetu 3 Konbla (MoXeT bbiTb 2 1 6onee) 1 2 0bWMX y31a mexay HUMKU. B aTom cnydae
HeobxoamMmo onpegenntb EAPS-domain 1 ycTaHOBUTb O4HO KOMbLO B KAYecTBe OCHOBHOIO, a Apyrue Kak
BTOPUYHbIE.
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3. Tononoruna HeCKO/IbKO AOMEHOB CO CMEXHbIMU «KOMbLLAMU»

D
5

7

o

Sadlif SWITCH 2

B Tonmosiormm cetn 2 Konbla (MoXKeT 6biTb 6osiee AByX) ¢ ogHMM obWUM y3nom. B atom cnydae
HeobxogMmo onpeaenntb EAPS-domain ansa Kaxaoro Konbua.
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NMPUNOXEHUE B ONMUCAHUE NPOLECCOB KOMMYTATOPA

Tabnmua - OnucaHme NPoLECCOB KOMMYTaTopa

Nma OnucaHue npouecca
npo-
yecca
3SWF MNepenaya nakeToB MeXAay YPOBHEM 2 U CETEBbIM YPOBHEM
3SWQ MporpammHas obpaboTtka ACL nepexBayeHHbIX NaKeTos
AAAT YnpasneHue n obpaboTtka metozos AAA
AATT Cumynatop AAA ona nposepkn metogos AAA
ARPG Peanusaumna npotokona ARP
B_RS YnpasneHue nepesarpy3Kon YCTPONCTB B CTEKE
BOXM JononHuTtenbHble AENCTBUA B CTEKe (NoanyvyeHue CBeAeHNI O cTeke, MHAUKaums, obmeH coob-
LLLEHUAMM, CMeHa unit id)
BOXS O6paboTKka KOMaHA, COCTOAHMA CTeKa: gobasieHne mactepa/cneinBa, nsydeHme TONoI0rMN,
obHoBneHune Bepcuun MO cneiBa
BRGS Brige security - arp inspection, dhcp snooping, dhcp relay agent, ip source guard, pppoe inter-
mediate agent
BRMN Bridge Management: EAPS, STP, onepauuun ¢ FDB (gobaBneHue, yaaneHue 3anuceit), 3epka-
nvpoBaHue, KoHourypuposaHue noptos/VLAN, GVRP, GARP, LLDP, IGMP snooping, IP
multicast, OAM
BSNC ABTOMAT CMHXPOHM3ALIMK MacTepa 1 CneiBa B CTeke
BTPC Knnent BOOTP
CDB KonupoBaHue KoHOUTypaLMOHHbIX $painnos
CFM Peanusauus Ethernet CFM
CNLD 3arpyska/Bbirpyska KoHouUrypaumm
COPY YnpasneHue KonuposaHvem $paiinos
D_LM Link Manager — nOTOK, KOTOPbIN CNeanT 3a COCTOAHME CTEK-/IMHKOB
D-SP Stacking Protocol
DACT Diacnostic ACTive tests. NoToK, B KOoTopom BbinonHaAtoTca VCT-TecTbl.
DDFG PaboTa c ¢paitnoBoi cuctemor
DHCP Cepsep 1 Relay Agent DHCP
DMNG Dinstant Manager — nonyyeHue nHbopMaLmm C yaaneHHbIx oHUTOB (Bepcua NO, uptime,
YyCTaHOBKa aKTMBHOro obpasa MN0O)
DNSC Knnent DNS
DSND Data Set Delays Report
DSPT Dispatcher — 06paboTKa cobbITUM OT y4a/1E€HHbIX OHUTOB 06 M3MEHEHWM COCTOAHNA BEHTUAA-
TOPOB, UICTOYHUKOB NUTAHUA, TepMOAATYMKOB, SFP-TpaHcuBepoB. MonyvyeHne coobuieHnin oT
yAaNeHHbIX oHUTOB 06 nx Bepcumn MO, cepuitHom Homepe, MD5 cymme TMO.
DSYN Stack application
DTSA Stack application
ESTC JlornpoBaHue cobbITUin 0 NpeBblleHnn noporos Tpaduka Ha CPU (cpu input-rate detailed)
EVAU Ob6paboTKa cobbiTnin Address Update, HUKHWI ypoBeEHb, Nepeaya Bbille
EVLC O6paboTKa COOLITUIN O CMEHE COCTOAHWUS NOPTA, HUKHUI YPOBEHDb, Nepeaaya Bbille
EVRX O6paboTKa cobbITMIN NpMEéMa NaKeTa U3 KommyTtaTtopa B CPU, HUXHWUIA ypoBeHb, Nepeaaya na-
KeTa Ha ypoBeHb 2
EVTX O6paboTKa cobbITUIN OKOHYAHKUA OTNPaBKK Naketa n3 CPU B KoMMyTaTop, HUXKHUIN YPOBEHb
exRX O6paboTKa BbIXO4a NAKETOB C HUXKHETO YPOBHA 2
FFTT YnpasneHue Tabanueit mapipytTmsaumMm n MapLipyTnmsauma Nnaketos
FLNK dyHKuma FlexLink
FTPD Peanusaumna npotokona FTP
FTPM YnpasneHue FTP-cepsepom (06paboTka KOHPUIypaLmMoHHbIX 3anpocos u3 CLI/SNMP)
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GOAH Peanunsauma web-cepsepa GoAhead

GRN_ Peanunsaumnsn Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMaHA HaCTPOMKM YCTPOMCTBA HUMKHETO YPOBHSA

HDEB Cbop cTaTUCTUKK paboTbl 33434 cUCTEMDBI

HLTX OTnpaskKa naketos n3 CPU B KommyTaTop

HOST OcHoBHOM host-NOTOK, XON0CTOM X0z,

HSCS Stack Config — HacTpolika pyHKUMI CBMYA Ha yaaNeHHOM loHUTE

HSES Stack Events — obpaboTtka cobbitTuit link changed, address update ¢ yaaneHHbIX OHUTOB Ha
macTtepe

ICMP Peanunsauma npotokona ICMP

IDLE BespelictBne cncrtemsl

IGMP Peanunsauma npotokona IGMP (xocToBoi Yactu)

IOD |0 Debug task

I0TG YnpasneHne TepMmnHanamm BBoAa-BbiBOAA

I0OTM YnpasneHne TepMmnHanamm BBoAa-BbIBOAA

IOUR YnpasneHne TepMmnHanamm BBoAa-BbIBOAA

IP6C CyéTunkm ipvd u ipve

IP6M MapuwpyTtrsaumsa ipv4 n ipve

IPAT YnpasneHue 6330 gaHHbIX ip-agpecos

IPG O6paboTKa nepexBavyeHHbIX GparmeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoraTtenbHana 3agaya ana ARP, RIP, OSPF

IPSL Peanusaumnsa IP SLA

KEYM YnpaBnieHue Knto4yamm ayTeHTUdMKaumm

L2HU MNepepaya nakeTos Ha ypoBeHb 3

L2PS O6paboTka cobbITUiN CMeHbI COCTOAHUA/HACTPOEK MHTepdeicos 1 nepeaada cooblueHnin 3a-
PErMCTPUPOBAHHbLIM Cy»KBam

L2SC JNornposaHue storm-control

L2UT Ytunusaums noptos (show interfaces utilization)

LACP Peanusauma npotokona LACP (IEEE 802.1AX)

LBDR Peanunsauma ¢pyHKummn Loopback Detection

MACT O6paboTKa cobbiTnA 06 oKoHYaHUK aelicteus B FDB (ageing MAC-aapecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR Pe3epBnpoBaHne KOHPUTypaunMoHHOro dainaa B SHEProHe3aBUCMMON NAMATH

MSCm MeHegaKep ana paboTbl C TEPMUHANIbHBIMU CECCUAMMU

NSCT HacTpoiKa orpaHnyeHmA cKopocT nepexsaTta naketos Ha CPU, BeaeHme cTaTUCTMKKM MO nNepe-
XBayeHHbIM NakeTam

NTPL Mepunoamyeckas reHepauma curdana ans onpoca Tabnamuy, MAC, VLAN, nopToB, My/bTUKacCTa,
MapLpyTusaLmm, NnpuopuTesaumm

NTST JobaBneHne u yganeHune lOHUTOB B CTEKe, COPOC Ha AedONT COCTOAHUA IOHUTA, HA CETEBOM
ypoBHe

OAM Peanusauus Ethernet OAM

OUls O6paboTKa KomaHabl Ha BoccTaHoBneHMe OUI ana Voice VLAN

PLCR O6paboTKa cOOLITUIN CMEHbI COCTOSHMA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cObbITUIN CMEHbI COCTOAHUS NOPTOB

PNGA Peanusaumns ping

POLI Policy Management

PTPT Precise Time Protocol

ROOT PoauTtenbcKkuit Tack ana Bcex 3aaad

RPTS Routing protocol

SCPT ABTOOGHOB/IEHWNE M aBTOKOHPUTYpUpPOBaHUE

SEAU MonyyeHune cobbiTnin Address Update, HUXHMI ypoBEHb
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SELC MonyyeHue cobbITUIM O CMEHE COCTOAHUA NOPTA, HUMKHUIM YPOBEHb

SERX MonyuyeHune cobbiTnit Npuéma nakeTa U3 KommytaTtopa B CPU, HUKHWUI ypoBEHb

SETX MonyyeHune cobbITUIM OKOHYAHMA OTNPaBKM NakeTa 3 CPU B KOMMYTATOP, HUKHWUIM YPOBEHb

SFMG sFlow Manager — 06paboTKa cobbiTnin UameHeHus IP agpeca, CLI/SNMP 3anpocos, Taimepos

SFSM sFlow Sampler

SFTR MpoTtokon Sflow

SNMP Peanusauma npotokona SNMP

SNPR 3agaya, KoTopan pasbusaet 6onbwmne SNMP 3anpockl Ha bonee menkune (MPoKcUpyeT)

SNTP Peanusaumna npotokona SNTP

SOCK YnpaBneHue paboToi coKeToB

SQIN HacTpoitka selective qing

SS2M Slave To Master — nepegaya coobLeHnit co cnenBa Ha mactep

SSHP CepBep ssh - HacTpoiKa, 06paboTka KomaHa, Talimep

SSHU Cepsep ssh - npoTokon

SSLP Peannsaumna SSL

SSTC NornpoBsaHue cobbiTuii 0 npesbllleHun noporos Tpadumka Ha CPU (cpu input-rate detailed)

STSA CLI-ceccna yepes COM-nopt

STSB CLI-ceccusa yepes VLAN

STSC CLI-ceccusa yepes VLAN

STSD CLI-ceccusa yepes VLAN

STSE CLI-ceccusa yepes VLAN

STSF CLI-ceccusa yepes VLAN

STSG CLI-ceccusa yepes VLAN

STSH CLI-ceccunsa yepes VLAN

STSI CLI-ceccusa yepes VLAN

SW2M O6paboTKa cobbiTnin Adress update ot FDB, 6/10KMpoBKa NopTa Npu BO3HUKHOBEHUM OLIMOBOK
Ha nopTty

SWTR PaspelueHune npoxoxKaeHua Tpadpduka yepes KackaaHble MHTepdenchl

SYLG BbiBOA COObLLEHNMI B Syslog

TBI_ Tabaunua BpemeHHbIX NnpomeKyTkos gns ACL

TCPP Peanunsauma npotokona TCP

TFTP Peanunsauma npotokona TFTP

TMNG YnpasneHue npuopmuteTtamn 3agay

TMON Monitor Task — oTcneKMBaeT COCTOAHUE 3aK0/bLIOBKM BydepoB 1, B caydyae obHapyKeHus,
nepesarpyKaet oHUT (apyroro cnocoba pelueHus npobaembl HanAeHO He 6b1s10)

TNSL KnuneHr telnet

TNSR Cepsep telnet

TRCE Peanusauua trace route

TRIG 3anyck gelicteua B FDB (ageing MAC-agpecos)

TRMT YnpasneHWe tOHUTaMM B CTEKE C NOAAEPKKOM TPaH3aKLUMM

TRNS File Transfer — KonuposaHue ¢paiinos mexxay roHUTamm cteka (MN0)

TUNT Peanunsauma TyHHenen: KoHoUrypuposaHue, o6paboTka NakeTos

UDPR UDP relay

VRRP Peanunsauna npotokona VRRP

WBSR YnpasneHue un Taimepbl web-cepsepa

WDHI He ncnonb3yeTtca (paHblue 6bina cBAsaHa ¢ watchdog Talimepom).

WDLO Cépoc watchdog Tamepa. Mpu cpabaTbiBaHMM TallMepa (3TO NPOUCXOAUT MPU 3aBUCAHUN)
KOMMYTaTOp nepesarpyaercs.

XMOD Peanusaums npotokona X-modem

Ethernet-kommymamopsi MES1000, MES2000 273



HELTEX

TEXHUYECKAA NOAAEPKKA

[na nonyyeHmsa TEXHUYECKOM KOHCY/IbTALLMM NO BOMPOCaM 3KCMNayaTauum ob6opya0BaHNUs
TOO «3nTekcAnaTtay» Bbl MoxKeTe 06paTUTbCA B CEPBUCHbBIN LLIEHTP KOMMNAHWUMK:

050032, Pecnybnmka KasaxcraH, r. Anmatbl, MKp-H. AnaTay, yia. Ubparumosa 9
TenedoH:

+7(727) 220-76-10, +7 (727) 220-76-07

E-mail: post@eltexalatau.kz

Ha oduumanbHom caiiTe KOMNaHMM Bbl MoOXKeTe HalTM TexXHWYECKY [AOKYMeHTauuio W
nporpammHoe obecnedyeHne ana npoaykumm TOO «3InTekcAnatay», obpatuTbca K 6ase 3HaHuUN,
NPOKOHCY/IbTUPOBATLCA Y MHMKeHepoB CepBUCHOTO LEHTPa Ha TeXHUYECKOM dpopyme.

OdurumanbHbI callT KomnaHuu: http://eltexalatau.kz
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