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KpaTtkoe pykoBOACTBO No HacTpoike WEP-12ac

1T AHHOTayuA

B HacTosiLeM PYKOBOACTBE NpMBOAUTCS creaytowast MHopmaums:

noakntoyeHme K web-nHtepdpelicy WEP-12ac;

HacTpoiika ceTeBbix napametpos WEP-12ac;

06HOB/IEHNE nporpammMHoro obecneveHna WEP-12ac;

HacTpoiika SNMP;

HacTpolika 6ecnpoBOfHbIX MHTEPECOB (peXnM paboThbl, nonoca);
HacTpoiika BUPTYyasibHbIX TOYEK AOCTYNa;

MOHUTOPWHI OCHOBHbIX NapamMeTpoB 6eCnpoBOAHON CETH.

B pyKoBOACTBE ONMCbIBAETCSA BapUaHT HACTPOIKM TOUYKM AOCTyna 6e3 MCMob30BaHUA COPT KOHTpOsiepa.
B kauecTBe npumepa 6yAeT pacCMOTPEHA C/iefytolas CXeMa, PUCYHOK 1:

2.4 My 40MMy Sy 800Ny
TT S510: FreeNetwark SSID: FreeNetwork
- Eez naponA u wugpoeaHUA Ees napona U wuthposarua
T Touka gocTyna
ocreBan (ﬁ WEP-123c locresasn
cetb 1 192.168.100.3 cetb 2
Q FreeMetwork - 1VLAN
K WorkMetwork - 100 VLAN
) ) Management VLAN - 10 VLAN ~

2,4y 40MIny . S5y 80M Iy

SSID: WorkNetworlk POE switch $SID: WorkNetwark

WPA/WPA2 WPA/WPA2

L ] L
Pabouan Pabouan
cetb 1 cetb 2
UHTepHeT
PucyHok 1 — Mpumep KoHdmrypaumm cetn
Tun cetn Ncnonb3yemas VLAN Wcnonb3yemblii SSID Ncnonb3oBaHue
wuncpoBaHusa/
aBTopu3saLumu no
napoJsito
BHYTpeHHsiA KoprnopaTuBHas 100 WorkNetwork WPA/WPA?2

6ecnpoBogHas ceTb, NCMONb3yLoLLLas
AnanasoHbl 2,4 1 5 'Tu. N3onmpoBaHa
OT ApYrux roctesbIx ceTeit. Ans
NoAKAUEeHNs1 TpebyeTcs
aBTopu3auns nonb3oBarens no
naposnto. Cetb CAYXUT AN
6e3onacHoro obmeHa gaHHbIMU
MeXAy BHYTPEHHUM NepcoHaIom
KOMMaHuw.



Tun cetn Ncnonb3yemasn VLAN

FocTeBas 6ecnpoBofHas CeTb, 1 (6e3 VLAN)
ncnonb3yowas guanasoHsl 2,4 un 5

ITu. He TpebyeTt aBTOpM3aL MM NO

naposo. CRyxuT A8 NOAKIYEHNS

No6BbIX Nosb3oBaTenei co

CTaHAapTHbIMU 6eCcrnpoBOAHbIMM

ragpyketamu K obLueii cetu, oTkyaa

MOXXHO BbIATW, HANpUMep, B VIHTEpHeT.

KpaTtkoe pykoBOACTBO No HacTpoike WEP-12ac

Ncnonb3oBaHne
wundpoBaHus/
aBTOpU3aLUn NO
naposnio

Wcnonb3yemblii SSID

OrtcyTtcTByeT
LWwndpoBaHue n
aBTopu3auus

FreeNetwork

[nsa BbINO/THEHUSA HACTPOKK noTpebyetca MK, nmerowmii 4ocTyn K ycTpoicTey no ethernet n no6oii

ycTaHoBneHHblin 6pay3sep (IE, FF, GH, 0).
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2 [MopgknoyeHne K web-nHTepdoency
MoaxnounTb MK K yCTPOMCTBY MOXHO CAeayowmmMm cnocobamu:

+ MNoaknounTb ceTeBoi kabenb kK POE-nHTepdeiicy WEP-12ac n k POE-kommyTaTopy/mHxekTopy. Janee kK
NHXEKTOPY WM KOMMyTaTopy nogxntounte MK.

+ WEP-12ac MOXHO BK/HOUMTbL MO NUTaH1Io ¢ nomoLlsto 220B/AC-12B/DC 6510ka nuTaHus, nocTaBAsieMoro
C YCTPOICTBOM, Yepes3 COOTBETCTBYOLWMI pasbeM nutaHma WEP-12ac 1 nogkntounts MK Hanpsamyto K
ogHomy u3 Ethernet-nntepdeiicos WEP-12ac.

[nsa nogknioveHuns k Web-nHtepdpelicy ycTpoiicTBa B afpecHol cTpoke bpaysepa seegute: 192.168.1.10.
Mpw ycnewHoM nogxnoyeHnn byaeT oTobpaxeHa cTpaHmua asTopmsaumun. ns asTopmsauumn Ncnonib3ynte
[AaHHblE:

+ User Name: admin
+ Password: password

Ecnu nocne BBefeHus IP-agpeca B 6pay3epe He NOSIBATCSI CTpaHuULa aBTopusalmmn, Heo6xo41MmMo NPoBEPUTL
IP-agpec Ha MK, HacTpoiiku KommyTaTopa. Ecim Ha ycTpoiicTBe 6bl1a M3MEHEHA 3aBOACKas KOHAUrypauus, To
HY)XHO COPOCUTL TeKyLLMe HacTPOViKK. /151 3TOr0 HaXKMUTE 1 yaepXuBaliTe KHoMKy «F» Ha 60KOBOI naHenu
ycTpoiicTBa B TeueHne 20 cekyHa. LoXANTeCh, MoKa MHAMKATOP Ha BEPXHEl NaHenn ycTpoiicTBa HauHeT
MuraTb, U TOJIbKO NOC/Ie 3TOT0 OTnyckaliTe KHonky F. LIBET MHAMKaTOpa A0/MKEH CMEHMTLCSI HA KPACHBIA — 3TO
03HauaeT, YTo BbINOJIHSAETCS 3arpy3ka.
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3 HacTtpoiika ceteBbix napametpoB WEP-12ac

[nsa ypanexnHoro ynpasnennss WEP-12ac TpebyeTcs ycTaHOBUTbL CETEBbIE NapaMeTpbl 060pyA0BaHNSA B
COOTBETCTBMM C CYLLECTBYHLUMMMN HACTPOiKaMn CETU, B KOTOPO ByAeT NCNO/b30BaTbCst 060pyA0BaHME.
B meHio «Manage» oTkpoliTe Bknaaky «Ethernet Settings» 1 BbinonHuTe cnepyrowme HaCTPONKK:

Modify Ethernet (Wired) settings

Hostname WEP-1Zac {Range : 1 - €2 characters)

Internal Interface Sattings

MAC Address ASF9:4B:B0:43:61
Management YVLAN ID 10 (Range: 1 - 4054, Default: 1)
Untagged VLAN % FEnabled Disabled
Untagged VLAN 1D 1 (Range: 1 - 4054, Default: 1)
Conmnection Type StaticIP ¥
Static IF Addrass 152 . (168 . (100
Subnet Mask 255 |[.|255 ' [255
Default Gataway 192 - (168 . (100 -1
DMNS Nameservers Dynamic Manual
172 - |16 . D - |1
172 « |16 . D |3

Click "Update” to save the new sattings.
Update

+ Management VLAN ID - ykaxute Homep VLAN, KOTOpbI Bbl XXenaeTe UChnob30BaThb A/15 ypaBieHus
TOUKOW aocTtyna. B gaHHOM npumepe ucnonb3yetca — 10.

+ Connection Type — Bbi6epuTe «Static IP» gnsa 3agaHusa IP-agpeca Toukam goctyna B pyyHyto. B none
«Static IP Address» ykaxuTte IP-agpec WEP-12ac, B Hawewm cnyyvae — 192.168.100.3. B none «Default
Gateway» nponuwunte agpec wio3sa: 192.168.100.1. CmeHa Mackm ceTn — onuuoHasibHo. Ecnu Bbl
xotute pasgasartb IP-agpeca ans todek goctyna no npotokosy DHCP, 1o B none «Connection Type»
yCcTaHoBuTE 3HadeHne «<DHCP» n Ha 3TOM HacTpolika CETEBOW YacTu OyAeT 3aKOHYEHa.

HaxmuTe kHonky «Update». Tenepb WEP-12ac 6yaet goctyneH B 10 VLAN no aapecy 192.168.100.3.

© nNepep BHECEHMEM U3MEHEHUI B CETEBbIE HACTPOIKM T/l y6eauTech, UTo ynpassowmii KOMMbTep
6yaneT MMeTb AO0CTYN K HEW. B criydyae ONGOYHbIX M3MEHEHWUIA, HACTPOMKN MOXHO OTKaTUTb, COPOCUB
TOYKY K 3aBOACKMM HACTPOMKaM, 419 3TOr0 HaXKMUTE KHOMKY F Ha NnLeBoi NnaHenu n yaepxusante
HaxaToli B TedeHme 20 cekyHA, Noka He HaYHeT MuUratb MHANKATOP COCTOSAHMS Ha BEpPXHEl naHenmu
YCTpOIiCTBA.




KpaTtkoe pykoBOACTBO No HacTpoike WEP-12ac

4 OG6HoBNeHue nporpammHoro obecneyveHnsa WEP-12ac

[nsa koppekTHoi paboTbl WEP-12ac pekomeHayeTcs BbINOAHUTL 06HOBNEHME NO. AKTyaslbHOCTb
YCTaHOBNEHHOI BEPCUM MOXHO YTOYHUTL Y MPON3BOAMNTENS:

TenedpoH: +7(383) 272-83-31
+7(383) 274-47-87
e-mail: techsupp@eltex.nsk.ru

Mocne nonyyeHus aktyanbHol Bepcun MO oTkpoliTe MeHio «Maintenance», Bknaaky «Upgrade» u BbInonHuUTE
cnefytoLme HacTPONKK:

Manage firmware

Model Eltex WER-12AC
Firmware Version
Primary Image: {(Tekywada gepcua MN0)
Secondary Image: {BepcuallO peiepeHoro odpaza)

Switch

Upload Method @ prTre O TFTRP
Mew Firmware Image hain He eoiBpaH.
Upgrade

+ HaxmuTe kHonky «Switch», ecnn Bbl xoTuUTe NepekntounTbC Ha AnbTepHaTUBHbIA 06pas MO (ykasaHHbI
B nose «Secondary Image»).

+ Upload Method - yctaHoBuTe donar «HTTP».

* New Firmware Image — HaxxmuTe KHOMKY «O630p» 1 B OTKPbIBLLEMCSI OKHE noucka Bblbepute dhain Mo
C aKTyasibHOI BepCUei, HOXXMUTE KHOMKY «OTKPbITb».

+ HaxmuTe kHonky «Upgrade». Mpouecc 06HOBEHUSI 3aiiMET HECKO/BKO MUHYT (O ero TekyLlem cratyce
OyeT ykasaHO Ha CTpaHuLe), Moc/ie Yero yCTpocTBO aBTOMAaTUYECKN nepesarpy3nTcs.

© He otkntovaiite nuTaHne yCTPOIICTBA, HE BLIMNOJHAKTE €ro nepesarpysky B npotecce 06HosneHNs MO.

MocMoTpeTb TekyLLyto Bepcuto MO MOXHO B MeHo «Basic Settings» (Firmware Version) .


mailto:techsupp@eltex.nsk.ru

5 Hactpoiika cepsuca SNMP

KpaTtkoe pykoBOACTBO No HacTpoike WEP-12ac

HacTpoiika cepsmca SNMP nponssoantcs B MeHio «Services», B pasgene «SNMP».

SNMP Configuration

SNMP @ Enabled Disabled

Read-only community name (for permitted SNMP get operations)

Port number the SHMP agent will listen to

Allow SHMP st requests

Read-write community name (for permitted SNMP set aoperations)

Restrict the source of SNMP requests to only the designated hosts ar subnets
Hostname, address, or subnet of Netwaork Manzgement System

1PvE hostname, address, or subnet of Metwork Management System

public

161

= Enzbled

privats

% Enzbled

172.16.0.22

Disabled

Disabled

(Range: 1 - 236 characters)

(Ranga: 1025 - 65535, Default: 161)

(Range: 1 - 256 characters)

(oo, oo Hostname miax 255 Characters)

(3000 1000000 Do OO Dooo  oiodooad Hostname max 255 Characters)

Trap Destinations

Community name

t Ty AP versi
Enabled Host Type SNMP version {Range: 1 - 256 characters)

< IPvd ¥ | | =nmpW2 v trap
IPv4 ¥ | |snmp¥2 y
IPvg ¥ snmpW2 ¥

Hostname or IP or IPvE Address
(303030, 3030, 3K TR T I I K R KKK 3 1/ Hostname max 255 Characters)

152.168.26.136

Debug Settings
Debugging output tokens dotll_traps
Dump sent and raceived SNMP packets Enzbled '® Disabled
Logs to Dan't log hd

Logs to specified files /varflog/snmpd.log
Logs priority level
Logs priority range
Transpart uoe UDPE ¥ TCP TCRE

Click "Update" to save the new settings.
Update

(Rangs: 0 - 256 characters, empty string for ‘no debug’, 'ALL', or 'traps.send’ - any tokens without spaces)

(Ranga: 1 - 256 characters, Default: fvar/log/snmpd.lag)

Emergency ¥ | (for Standart output, Standart error and Filz logs output)

From | Emergency ¥ |to | Emergency ¥ | {only for Syslog output)

+ Restrict the source of SNMP requests to only the designated hosts or subnets — yctaHoBuTe conar

«Enabled».

+ Hostname, address, or subnet of Network Management System - ykaxute IP-agpec SNMP-cepBsepa, ¢

KoToporo 6yayT otnpaBnsatbca SNMP-komaHapbl.
« Community name for traps — ykaxuTe «public».

+ Enabled / Host Type / Host name or IP or IPv6 Address — yctaHoBuTe onar Ha O4HOM W3 nosnen ans
yKasaHua agpeca npMemMHvKa Tpanos 1 NnponvmTe B JaHHOM none IP-agpec ycTpolicTea, Ha KoTopoe

WEP-12ac cmoxeT nocblnarb Tpansl.
+ Haxmute kHonky «Update».
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6 HacTpoiika 6ecnpoBOAHbIX NHTEpPdIENCcoB

Yctpoiicteo WEP-12ac nmeet 2 pagmonHTepdeiica, CnocobHbIX paboTtatb ogHoBpemeHHO — Radiol n Radio?2.
Kaxxaplii U3 HUX MOXET paboTaTb B CBOEM AMana3oHe YacToT C MCMO/Ib30BaHNEM Pa3/IMYHbIX PEXUMOB PaboTbl
6ecnpoBOAHbIX CETE.

[anee 6yaet npuBeAeH NpUMep HaCTPOIiKM 6GECNPOBOAHBLIX NHTEPHECoB Co creayrLWUMiI
XapakTepucTMKamMu:

Radio1:

* gmanasoH: 2,4 Iy,
+ cTaHgapTbl: 802.11b/g/n;
* WwupwuHa nonocsbl: 40 Mlu.

Radio2:

+ avanasoH: 5Ty,
+ cTaHgapTtbl: 802.11a/n/ac;
* WwupwuHa nonocsbl: 80 MIu.

B meHio «Manage» oTkpoiiTe Bknazaky «Wireless Settings» 1 BbINnONHWUTE cneaytoLme HacTPOVKM:

Modify wireless settings

Country Russia T

[Transmit Power Contro
ITSPEC Violation Interval [Sec, Range: 0 - 900, 0 Disables)

Global isolation

Click " Update™ to save the new settings.
Update

Radio Interface ® On off

MAC Address AB:iF9:4B:B0:43:60

Mode IEEE 202.11b/a/n T
Channe Auto A
Airtime Faimess = On QF

Radio Interface 2 * On ofF

MAT Address ABIFD:4B:B0:43: 70
Mode IEEE 802.11a/nfac ¥
Channe Auto A
Airtime Faimess = On QF
AeroScout™ Engine Protocol Support Dizabled ¥

+ Country — BbI6Op HACTpPOeEK pagmonHTepdieinca, COOTBETCTBYIOLLMX 3aKOHOAATENbCTBY BblOpaHHO

cTpaHbl. Boibepute B cnucke «RU — Russia»

+ Transmit Power Control — HacTpolika pexuma orpaHuyeHus napamertpa Transmit Power Limit .

Bbibepute B cnucke «On».
HacTpoiika Radio1:
+ Radio Interface — yctaHoBuTe onar «On».

+ Mode - BbiGepuTe 3HaueHve «IEEE 802.11b/g/n».

+ Haxmute kHonky «Update».




HacTpoiika Radio2:

+ Radio Interface 2 — yctaHoBuTE chiiar «On».

* Mode - BbIGepUTE 3HAYEHN
+ Haxmute kHonky «Update».

e «IEEE 802.11a/n/ac»;

KpaTtkoe pykoBOACTBO No HacTpoike WEP-12ac

B meHio «Manage» oTkpoiiTe Bknaaky «Radio» 1 BbINnosHUTE criefyoLime HacTPOKK:

Modify radio settings

Radio | 1 v |

Status * on Off

Mode | IEEE 802 11bigin v |

Channel | Auto v |

Channel Update Pericd | Off v |

Limit Channels

Channell 1 | 2 | 3 | 4 |5 |6 |7 [8 ]9 A

Use

Channel Bandwidth | 40MHz v |

Primary Channel | Lower v |

Transmit Power Limit |£| (dBm, Range: 10 - 16)
Advanced Settings

TSPEC Settings

Click “Update” to save the new settings.
| Update |

HacTpoiika Radio1:

+ Radio - BbIbepuTe 3HaYeHne «1».
+ Channel Bandwidth — yctaHoBuTe 3HauyeHne «40MGz».
+ Haxmute kHonky «Update».

HacTpoiika Radio?2:

+ Radio — BbIbepuTe 3HaYEHME «2».
+ Channel Bandwidth — yctaHoBuTe 3HaueHne «80MGz».
+ Haxmute kHonky «Update».

© Hacrtpoliika cocTaBa MCMOJb3yeMbIX aHTEHH JOMYCTUMO To/bKO A WOP-12ac. ina WEP-12ac

HaCTPOViKM CKPbITbI.
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7 HacTtpolika BUpTyasibHbIX TOYEK A0OCTyna

Ha kaxxgom 6ecnpoBogHOM UHTEpPdIenCce MOXHO HAaCTPOUTb A0 16 BUPTyasibHbIX Touek goctyna. Kaxgasa ns
TakMx TOYEK AOCTyNa MOXET UMETb MHAMBMAYaIbHOE Ms 6ecnpoBogHoli ceTu (SSID) u Tmn aBTopusaumn/
ayTeHTUdukaummn. CornacHo CXemMe CeTU, NPUBEAEHHON Ha PUCYHKe 1, HE0OXOANUMO HACTPOUTL 2 BUPTYasTbHbIE
ToukMn gocTyna Ha Radiol n Ha Radio2.

CneumanbHas yHKUMs ToUkn goctyna Band Steer no3sonsiet yctaHaBnmBaTth 4151 KNIMEHTOB, UMEIOLLUX
BO3MOXHOCTb paboTtarb B gnanasoHax 2,4 'y v 5 Ty, npyopuTeT noakoyeHns K 5 My, BUpTyasibHbIM TOYKam
Joctyna.

[ns pa6oTbl oyHKUMKM Band Steer Heob6xoanmo:

— HacTpouTb pagnonHTepdeincbl B pasHble YacTOTHbIE ANana3oHbl;

- c037aTb Ha Kax/A0M paavovHTepdeiice BupTyasnbHble Touku goctyna (VAP) ¢ ognHakoBbim SSID;
— NPV NCNOMb30BaHNN WNPOBaHNA yOeauTbCs, YTO Naposiv Ha 06emnx TouKax coBnagator;

— aKkTuBmpoBaTb napameTtp Band Steer Ha Toukax goctyna.

B meHio «Manage» oTkpoliTe Bknaaky «VAP» 1 BbINONHUTE CriedytoLme HacTPOVKN:

Modify Virtual Access Point settings

Global RADIUS Server Settings

RADIUS Domain:

RADIUS IP Address Type: &) pys () pug

RADIUS IP Address: 192.168.1.1

RADIUS IP Address-1:

RADIUS IP Address-2:

RADIUS IP Address-3:

RADIUS Key: sessnses

RADIUS Key-1:

RADIUS Key-2:

RADIUS Key-3:

Enable RADIUS Accounting

Radio | 1

VAP Enabled VLAN ID SSID Broadcast SSID  Station Isolation  Band Steer 802.11k DSCP Priority  VLAN Trunk General Mode General VLAN ID VLAN Priority Security MAC Auth Type

o ~ | 100 Work Network w 4 o w 1 0 v WPA Personal Disabled v | (2]
WPA Versions: ™ wrA-TKIP WPAZ-AES
Key: sssssasss
Broadcast Key Refresh Rate |0 (Range:0-86400)

1 v o1 Free Network v v v W 1 0 v None ~ Disabled

2 2600 Enterprise 1 0~ WFA Enterprise v Disabled v

HacTpoiika Radio1:

+ Radio — BbIbepuTe 3HaYeHne «1».
+ Enabled - yctaHoBuTe donarn gna VAPO n VAP1.
* VLAN ID — Homep VLAN:
+ ona VAP 0 yctaHoBuTe 3HavyeHue «100x;
+ ona VAP 1 yctaHoBUTe 3HaYeHue «1».
+ SSID — nms 6ecnpoBOAHO CeTH:
+ ana VAP 0 yctaHoBuTe 3HadeHne «Work Network»;
+ ana VAP 1 yctaHoBuTe 3HauyeHne «Free Network».
« Station Isolation — 3anpeT nepegayn nakeToB Mexay KNMeHTaMm TOUKM AoCTyna. YCTaHOBUTb donar.
+ Band Steer- yctaHoBka npvoputeta nogknoyeHus nonb3osareneii kK SSID, HacTpoeHHbI Ha 5ITL,
YctaHoBUTb (hnar.
* VLAN Priority — npnopuTeT 2-ro ypoBHS, KOTOpPbI/ OyAeT HazHaYaTbCA Ha NakeTbl, NpoxoasLume Yepes
AaHHbIn VAP ¢ pagrnoadgmpa B CTOPOHY NPOBOAHON CETU.
+ Security — pexum 6e30nacHOCTU CETH:

11
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+ ana VAP 0 yctaHoBuTe 3HadeHne «WPA Personal» 1 ykaxuTe naponb 415 NOAKMOYEHNS K JaHHO
cetu B none «Key»;
+ ona VAP 1 yctaHoBuTe 3HayeHne «None».
+ Haxmute kHonky «Update».

HacTpolika Radio2 ocyLuiectensercs aHa/iormyHbiM 06pasom. B nyHkTe Radio BbibepuTe 3HaueHne «2», n
BbIMO/IHUTE HACTPOIKKM, NpBEeAEeHHbIE Bbiwe A1 Radio 1. Maponb ans «Work Network» gomkeH 6biTb
oavHakoBbIM. HaxxmuTe KHonky «Update».

© Npu ncnonbsosaHuy pesxuma WPA Enterprise aBTopusauus aboHeHTa NPOUCXOAUT C UCMOb30BaHNEM
RADIUS-cepsepa. Npun nogktoueHnn k SSID-knveHTa Ha RADIUS-cepBep oTnpasnseTcs 3anpoc Ha
noakntveHme aboHeHTa. B Tabnuue Global RADIUS server settings yka3biBaeTcs:
+ RADIUS IP Address — IP-agpec Bawero RADIUS-cepBepa;
+ RADIUS Key — naposnb gna goctyna k RADIUS-cepsepy.

Modify Virtual Access Point settings

Globel RADIUS server sestings

RADIUS Domain
RADIUS IP Address Type: @ Ipya PG
RADIUS 1P Address: 192.168.1.1

RADIUS 1P Adcress-1:

RADIUS IP Adcress-2:

RADIUS IP Adcress-3:

RADIUS Key: P——
RADIUS Key-1

RADIUS Key-2

RADIUS Key-3

Enabla RADIUS accounting

Radio |2 ¥

VAP Enabled VLAN ID SSID Broadcast SSID WLAN trunk Station Isolation Band Stesr 802,11k  DSCP Priority VLAN Prigrity Security MAC Auth Type

0 ‘ 100 Waork Netwark * * or Nane ¥ | |Disatled ¥ | 3
1 L i Free Network b o or 'WPA Enterprize ¥ | |Disabled ¥ | 3

WRAVersions: ¥ WRA-TKIP WPAZ-AES
¥ Enable pre-authentication
Usz global RADIUS server settings
RADIUS Domain: Enterprise.root
RADIUS IP Address Type: @ [pye IME
RADIUS IP Address: 172.16.0,22
RADIUS IP Address-1:
RADIUS IP Address-2:
RADIUS IP Address-3:

RADIUS Key [ ——
RADIUS Key-1:
RADIUS Key-2:
RADIUS Key-3:
#| Enable RADIUS zccounting
Active Server; RADIUS IP Address ¥
Broadcast Key Refresh Rate |0 (Rang=:0-36400)
Session Key Refresh Rate |0 (Rang=:30-26400 0 Diszbles)
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8 MOHUTOPUHI OCHOBHbIX NapameTpoB 6eCcnpoBOAHON CETH

CnncoK NOoAKMHOUMBLUMXCS KNTMEHTOB MOXHO NMPOCMOTPETL B MeHto «Status», Bo Bkiaake «Client Association».

SSID

Eltex-Local {wlanOvapl)
Eltex-Local (wlanOvapl)

Eltex-Local (wlanlvapl)

Eltex-Loca
Eltex-Local {wlanivapl)

Eltex-Local (wlanivapl)

Eltex-Local {wlanlvapl)

(
(
(
(wlanivapl)
(
(
(
Eltex-Local {wlanivapl)
Eltex-Local (wlanivapl)
Eltex-Guest (wlanivap2)

BRAS-Guest (wlanlvapd)

BRAS-Guest (wlanlvapd)

Click "Refresh” button to refresh the page.

Total Number of Associated Clients 12

Station

5c:e2:f4:52:35:f4

84:55:a5:56:18:2d
00:28:53:34:49:31

24.df:6a:69:d1:b4

6C:72:e7:7d:38:39

de:f0:30:8b:e3:20

94:53:30:05:6¢:dS

9c:4f:da:80:8c:44

0c:h3:19:19:2h:2b

d0:17:c2:0d:c6:ea
78:02:f8:fa: 8f:f4
64:76:ba:as:8f:de

View list of currently associated client stations

Hostname

android-703f77361a424899

android-64b6ec2b4e700d5h
android-3025657d07a%a40c

android-f5188aa6e18667%e
iPhone6S-Den
android-c73eaZec51920ecd
LAFTOP-UDGPM1AS
iPhone-Leonid
android-6eafc287effadgs5c
android-e0cf7606a6c051f3
Redmi4-Redmi

Air-tester

Uptime RSSI

00:00:07
00:00:02
00:01:18
00:00:41
00:00:50
00:00:54
00:02:46
00:03:09
00:00:23
00:00:05
00:00:01

00:01:05

-75 dBm
-78 dEBm
-83 dBm
-73 dBm
-64 dBm
-63 dBm
-61 dBm
-67 dBm
-55 dBm
-68 dBm
-60 dBm

-59 dBm

SNR

14 dB
11 dB
6 dB
19 dB
28 dB
23dB
31dB
25dB
37 dB
24 dB
32dB
33dB

Noise

-89 dBm
-89 dBm
-89 dBm
-92 dBm
-92 dBm
-92 dBm
-92 dBm
-92 dBm
-92 dBm
-92 dBm
-92 dBm

-32 dBm

44%,
31%
0%

70%
59%
61%
87%
45%
73%
89%
80%

81%

Link Quality Rate Quality Link Capasity

100%
100%
100%
75%
100%
4%
100%
100%
100%
100%
100%

91%

Status

Authorizs
59% Yes
54% Yes

100% (not changed) Yes

68% Yes
80% Yes
75% Yes
79% Yes
S0% Yes
Not supported Yes
75% Yes
Not supported Yes
72% Yes

CnnCOK CTOPOHHMX TOYEK A0CTYMa C ykazaHnem Homepa 6ecrnpoBOAHOIO KaHana 1 ypoBHA CUrHaNa,
Haxoaawmxcs B 30He sugumoctn WEP-12ac, MOXHO NoCMOTpPeThb B MeHH0 «Status», BO Bknaake «Rogue AP

Detection».
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View Rogue AP Detection

Click "Refresh” butten to refresh the page.

AP Detection for Radio 1 @ Enabled O Disabled

AP Detection for Radio 2 @ Enabled ) Disabled

Click "Update” to save the new settings.

pi

Detected Rogue AP List

Click "Delete old" to delete old entries from Detected Rogue AP List

Action MAC Radio Beacon Int. Type SSID Privacy WPA Band Channel [BandWidth] Channel Blocks Signal Beacons Last Beacon Rates
28:f9:4b:b5:fb:31 wlan0 100 AP 23 off off 2.4 1 [20] 1-3 all 1 Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,48,54
33:f9:4b:b0:43:67 wland 100 AP _Test2d4_31 off off 2.4 1 [20] 1-3 all 2 Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,48,54
23:f9:4b:cfaB:dd wlan0 100 AP ELTX-2.4GHz_WiFi_ASDE  On on 2.4 1 [20] 1-3 all 1 Wed lun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,48,54
38:f9:4b:h0:42:40 wlan0 100 AP  SBER test off off 2.4 1 [20] 1-3 all 2 Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,48,54
28:f9:4b:b0:2d:a0 wlan0 100 AP  Eltex VAP off off 2.4 1 [20] 1-3 ull 1 Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,48,54
33:f9:4b:b6:45:66 wlan0 100 AP EltexWiFi off off 2.4 11 [40] =7 all 2 Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,48,54
a8:f9:4b:b0:31:80 wlan0 100 AP 2_4 vap0_fitotest off off 2.4 1[20] 1-3 all 1 Wed Jun 28 16:42:37 2017 6,9,12,18,24,36,48,54
38:f9:db:bd:af:d0 wlan0 100 AP 000111_testdl On on 24 1 [20] 1-3 all 1 Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,48,54
38:f9:4b:b4:af:d1l  wlano 100 AP 000111_test_enterprise on on 2.4 1[20] 1-3 all 1 Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,13,24,36,48,54
28:f9:4b:bd:af:d2 wlan0 100 AP 00011l_scenarii off off 2.4 1 [20] 1-3 all 1 Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,48,54
38:f9:4b:b0:31:81 wlano 100 AP 2_4_vapl_fitotest_ent on on 2.4 1[20] 1-3 Jl 1 Wed Jun 28 16:42:37 2017 6,9,12,18,24,36,48,54
28:f9:db:bd:af:d3 wlan0 100 AP  FBT-SSID on on 24 1[20] 1-3 all 1 Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,48,54
28:f9:4b:b0:00:e2 wlan0 100 AP  ssid0S off off 2.4 1 [20] 1-3 all 1 Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,48,54
38:f9:4b:b0:00:e3 wlan0 100 AP  ssid0d off off 2.4 1 [20] 1-3 all 1 Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,48,54
a8:f9:4b:1f:fc:01 wlan0 100 AP wpa_test Cn On 2.4 1[20] 1-3 all 1 Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,48,54
28:f9:4b:b0:33:20 wlan0 100 AP 0000000000 off off 2.4 1[20] 1-3 all 1 Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,48,54
28:f9:4b:b0:33:21 wlan0 100 AP 0000000002 on on 2.4 1 [20] 1-3 ull 1 Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,48,54
38:f9:4b:b0:00:e0 wlan0 100 AP  ssid02 off off 2.4 1[20] 1-3 all 1 Wed lun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,48,54
a8:f9:4b:b0:33:22 wlan0 100 AP 0000000001 Cn On 2.4 1[20] 1-3 all 1 Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,48,54

[m 28:f9:b:h0:31:82 wlan0 100 AP  2_d4 vap2_open off off 2.4 1[20] 1-3 all 2 Wed lun 28 16:42:37 2017 6,9,12,18,24,36,48,54

Cnuncok cobbitnin WEP-12ac MoXHO NnocmMoOTpeTh B MeHto «Status», Bo Bknagke «Events».

View events generated by this access point

Options Relay Options

Perzistence % Enabled Disabled Relay Log ® Epabled Disabled

Saverity v Relay Host|[172.16.0.22 (33020, 000,200 3000 200K MO0 MA00K N0 KRR E NI 00 0000
h ’ ! B Hostname max 252 Characters)

Depth 512 |(Rang=:1-512) Relzy Port (514 (Ranga: 1 - 65525, Default: 514)

Click "Update" to save the new sattings. Click "Update" to save the new settings.
Update Update

Events

Click "Refrash” button to refresh the pags.
Refrash
Time Settings (NTPF)  Type Service Description
Sep 11 2017 15:10:56 debug hostapd[12238] station: 38:a4:ed:14:7e:8a associated rssi -71(-71)
Sep 11 2017 15:10:56 info  hostapd[12236] STA 38:a4:ed:14:7e:8a reassociated with BSSID a8:f9:4b:b0:43:71
Sep 11 2017 15:10:56 info  hostzpd[12236] Redssoc request from 28:34:ed:14:72:32 BSSID 28:f2:4b:b0:42:71 551D Eltex-Local
Sep 11 2017 15:10:56 debug hostapd[12236] station: 24:52:0s:cf:7a:02 deauthenticated rssi -68 reason 8 init 1
Sep 11 2017 15:10:56 info  hostapd[12238] STA 24:52:0s:cf:72:02 disassociated from BSSID a8:f5:4b:b0:432:72 reason 8: Sending STA is leaving BSS
Sep 11 2017 15:10:54 debug hostapd[12238] station: 24:92:0e:cf:7a:02 associated rssi -80(-80)
Sep 11 2017 15:10:54 info  hostapd[12236] STA 24:92:0e:cf:72:02 reassociated with BSSID 28:f3:4b:b0:43:72
Sep 11 2017 15:10:54 info  hostapd[12236] ReAssoc request from 24:92:02:cf:72:02 BSSID 23:f9:4b:b0:43:72 SSID Eltex-Guest

[nsa nonyyeHns 6onee Nnogpo6HON nHopMaLn pekoMeHAyeTCs 03HAKOMUTBLCS € MOIHbIM PYKOBOACTBOM MO
akcnnyatauum (PykosoacTso no akcnnyatauun WEP-12ac).
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9 Pexum pabotbl Cluster

9.1 OnucaHue

Pexum paboTbl «Cluster» no3BonseT 04HOBPEMEHHO yNpaBAsaTh YCTPONCTBAMM, BXOAALLMMN B OAUH KNacTep,
4TO NO3BOJISET CYLLECTBEHHO NOBLICUTL 3PEEKTUBHOCTL PABOThI C YCTPOCTBAMM NPV pasBepTbiBaHNN,
HacTpolike 1 akcnnyataumm 6ecnpoBOfHON CETU.

Mpu pa6boTe B pexumme «Cluster» gocTtatoyHO BbINOMHUTL HACTPOIKY OA4HOMO YCTPOMCTBA, OCTa/IbHbIe
YCTPOMCTBA AAHHOI0 KnacTepa aBToMaTuyeckn CKONUPYT KOHUrypaumio HaCTPOeHHOro ycTpoicTea. Ecnu B
KOHpMrypaumo o4HOro U3 yCTpomucTB ByayT BHECEHbl U3MEHEHNS, U3MEHEHNSA aBTOMAaTUYECKN NPUMEHSIETCS KO
BCEM BXOASALMM B K/lacTep ycTpoincTeam. [JaHHoe pelleHne gelicTByeT 1 npy o6HoBneHumn MO ycTpoincTs.
Pab6oTta B pexunme «Cluster» No3BoNsAeT BbINOMHUTL NOCAeA0BaTelbHOe KOHTpoMpyemoe ob6HoBneHne MO
YCTPOWCTB.

Knactepom Ha3biBaeTcs rpynna ycTponcTs, 06beAMHEHHbIX B pamMKax O4HOro LLMPOKOBeLLaTe/IbHOro JOMeHa, ¢
CMHXPOHM3NPYEMOI KOHpUrypaumein n nporpaMmmMHbiM obecnedeHnem. Mo ymonyauuio pexumm «Cluster»
BK/IIOUeH. OnpefensiowmmM napaMeTpom pexmma ABsSeTcs MMSA kiactepa, Mo KOTOPOMY NPOUCXOAUT
naeHTMdMKaLmsa NPYHaANEXHOCT YCTPOCTBA K AaHHOMY knactepy. Mo ymonuaHuio nms knactepa «default».
Mocne 3arpy3kn WEP-12ac onpegensieT, HaxogaTcsa in B CETU YCTPONCTBA, BXOASLME B KlacTep C TEM Xe
UMEHeM, 4YTO U B ero KoHdurypaumm. Ecnmn ycTpoincTBa ¢ 3agaHHbIMK NapamMeTpamu He HaingeHsl, To WEP-12ac
cunTaeT ceba «<macTepomM» knactepa. Ecnu npuHagnexatime Kk faHHOMY KfiacTepy YCTpOWCTBa HalngeHsbl, TO
WEP-12ac HaunHaeT npouecc KonmpoBaHNs KOHUrypaLmm ¢ Mactepa gaHHoro knactepa. Takum o6pasom,
nepBoe yCTPOMCTBO, NOABMBLLEECH B CETU C BKIIOYEHHBIM pexumom «Cluster», cTaHOBUTCS MacTepoM 3TOro
KnacTtepa, a BCce YCTPOICTBa, NOABMBLUNECH B CETU MO3XKE, HO HACTPOEHHbIE Ha TO Xe UMSA KnacTepa, HaumHaoT
Ay6nmpoBaHue KoHurypauum Mactepa B CBoM HacTporikn. O4HOBPEMEHHO B CETU MOXET NPUCYTCTBOBATb
HEeCKOJIbKO K/1lacTepOoB € pas3/InyHbIMU MMeHamMun. OfHa Touka JAOoCTyna MOXeT NpuHaziexarb TONbKO K O4HOMY
13 KNnacTepos.

WEP-12ac 06baBSeT 0 CBOEW NPUHAL/IEXHOCTN K KflacTepy € NOMOLLIO cneuuasibHOro npoTokona.
YctpoiictBo nocbinaet B LAN-ceTb lwimpokoBelatensHble UDP-nakeTbl € ykazaHMeM CBOEN NpuHaL/1eXXHOCTU K
onpenenieHHoOMy knactepy. Takum o6pa3om, BCe TOUKM AOCTyNa, BXOAsALME B KnacTep, 0OMeHnBatoTcA
NHhopMaLmen mexay coboi, y3HatoT O Ha/IMuMKM MacTepa B CETU U ero KoHurypaumm, a mactep, B CBOKO
ouyepefb, NPOBOAUT MHBEHTapPU3aLMI0 YCTPOWUCTB U B K&X/bli MOMEHT BPEMEHMN KOHTPO/IMPYET KONMYECTBO
YCTPOMCTB, BXOAALLMX B K/lacTep, U Ux agpeca.

9.2 WHcTannauus

Mpun pasBepTbiBaHUN CETU AOCTATOYHO HACTPOUTL OnpeAesieHHbIM 06pa3oM TO/IbKO OAHY TOYKY AocTyna. A
TOro Yto6bl YCTPONCTBA MOI/IM 0OMEHMBATLCA MeXay cob60ol nHopmaumnen, HeobxoanmMo yCTaHOBUTb B CETU
DHCP-cepBep o151 pasgaym ceTeBbIX apecos.

MopsAaoK MHCTaNNALUN CeTU:

1. YctaHoBka DHCP-cepBepa.
2. KoHtpurypupoBaHue 1 husnyeckoe Nogk/IyeHe ogHOM TOUKN focTyna.
3. ®usnueckoe NOAKMOYEHNE OCTASIbHbIX TOYEK AOCTYNa.

Mocne ycTaHOBKU B CETb NEPBOIT TOUKM AOCTYNa KOHMIypUpoBaTh OCTaslbHbIEe YCTPOCTBA HE HYXXHO,
[0CTATOYHO TOMbKO (PM3NYECKM BK/IHOUNTL UX B CETb. YCTPOICTBA NoJyyaT CeTeBbIE aApeca, OnpeaesnsT B CETU
macTepa knactepa «default» 1 aBTomaTuyeckn 6yayT CKOHUIYpUpoBaHbl No Nogo6uo MacTepa.

9.3 Hacrtpolika Cluster

© YctpoiicTBo MOXeT paboTaTth B KfiacTepe, ToMbKO ecv oTkoueHbl WDS (Wireless Distribution
System) n WGB (Work Group Bridge).
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© [ns pab6otsl B knactepe Management Ethernet uitepdelic Bcex ToueK [O/MKEH HaxOAUTLCSA BHYTPY
OlHOI ceTw.

© Pexum paboTbl B K1acTepe BK/IKOYEH Ha YCTPOVCTBE MO YMOHaHWI0.

B meHio «Cluster» oTkpoiiTe Bknaaky «Access Points» 1 BbINO/HUTE criefyoLme HacTPOMKN:

Manage access points in the cluster

Clustering: | Off T

Update

Clustering Options...

Enter the location of this AP,

Location Elex

Enter the name of the cluster for this AP to join,

Cluster Name default

Clustering IP Version: IPvE @ Ipvd

Cluster-Priority: o] (Range: 0-233, Default: 0)

Click "Update” to save the new sattings.
Update

<Single IP Management...

Cluster Management Address: [1%2.168.10.10( [%.2LXX)

Click "Update™ to save the new settings.
Update

[nsa pepaktnpoBaHus pasgena «Clustering Options» nepeBegunTe pexum knactepa B cocTosiHne «Offx».
B pasgene «Clustering Options» BbinonHuTe cnegyowme HaCTPOKN:

* Location — ykaxute dom3anyeckoe pacnosioxxeHune To4ku goctyna. Micnonb3yetca ana ygqobcrea aHanmnsa
1 yNpaB/ieHNsi CeTb0 B Pa3NNYHbIX Tabamuax MoOHUTOpUHra. B npumepe ucnonb3yetcs «Eltex»;

+ Cluster Name — ykaxuTte nms knactepa. Touka goctyna 6yaeT noAxIoyaTbCs TOMbKO K KnacTepy, UMs
KoToporo nponucaHo B «Cluster Name». B npumepe ncnonb3yetcs «default»;

+ Clustering IP Version — BbiGepurTe ncnonb3yemyro Bepcuto npotokona IP ansa obmeHa ynpasnsioLLei
NHhopMaLmen mexay ycTpoictBamm knactepa. B npumepe ncnonb3yercs «/Pv4».

+ Cluster-Priority — ykaxute npmopuTeT ycTpolicTBa B knactepe. B npumepe ncnonbsyetcs «0».

Haxmute kHonky «Update» ana coxpaHeHnsi BHECEHHbIX U3MEHEHWIA.
B pasgene «Single IP Management» BbINnoNHUTE cneayoume HacTPOMKK:

+ Cluster Management Address — ykaxunte agpec, no KoTopoMmy 6yaeT AOCTYneH MacTep kiacrtepa.
JomkeH HaxoanTbes B nogceTn knactepa. B npumepe ncnonbayercs «192.768.70.70».

HaxmunTe kHonky «Update» ans coxpaHeHns1 BHECEHHbIX U3MEHEHWIA.
[nsa BknoveHus pexmma knactepa B none «Clustering» BbibepuTe 3HaueHme «Ony».
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Manage access points in the cluster

This access point is operating in stand-zalone mode...
Softwlc mode only for Captive Portal Instance Configuration

Clustering: | On v

Update

Clustering Options...

Enter the location of this AP,
Lacation: Eltax

Enter the name of the cluster for this AP to join.

Cluster Mame: default
Clustering IP Version: IPvE ™ IPpwvd
Cluster-Priority: 0 (Range: 0-255, Default: 0)

Click "Update™ to save the new settings.
Updats

Single IP Management...

Cluster Managemeant Address: [152,168.10.10 (KK

Click "Update™ to save the new settings.
Update

[nsa BK/IIOUEHNS aBTOMATNYECKOro BbIbopa KaHana TOUKOW fOCTyna Ha OCHOBaHNM HOMEPOB KaHa/10B, Ha
KOTOPbIX paboTatoT Apyrue 6m3nexatiye ToUkU AOCTyna B 3TOM Xe K/lacTepe, a Takke CNekTpaslbHOro
aHann3sa 3allyM/IeHHOCTM hoHa CTOPOHHUMM TOUYKamMK JOCTyna, npeligute Ha Bknaaky «Radio Resource
Management» 1 HaxxmuTe KHONKy «Start» B pasgene "Channel Planner".

[lnsa BK/IIOUEHNS aBTOMATUYECKOTO pacnpenesieHns MOLLHOCTM U3/TyYeHNs TOYKM AOCTYyNa Ha OCHOBaHWUU
YPOBHS B/IMSIHUSI COCEAHUX TOYEK AOCTYNa, KOTOpble paboTatloT B TOM Xe KnacTepe, npengnte Ha BKIaaKy
«Radio Resource Management» 1 HaxxmuTe KHOMKy «Start» B pasgene "Transmit Power Control".
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Channel Planner ...
start | 2utomaticzlly re-assigning channels

Current Channel Assignments
IP Address Radio
192,168.15.12% AB:FS:4B:BT:ED: 70 B/G/N 1
192.168.15.129 AB:F9:4B:B7:ED:60 A/N/AC 36

Advanced

Change channels if interference is
Refr when access point is
Determine if there is better

Click "Update” to szve the new settings.
Update

Transmit Power Control ...

Start | zutomatically re-assigning tc power

RSSI threshald 2.4 GHz -85
RSSI threshald 5 GHz -70
Interval 0
Advanced
Minimal Tx Power 10
Mctive Scan Mode o
Diebug Mods

Update
Monitoring

TPC statistics is not available because

Automatically manage radio resource assignments

Band Channel Status

up
up

reduced by at least| 75% ¥
zdded to the duster | enable ¥
¢ of channel zettings every| 1 Day v

[Range:
[Range:

[Range

[Range:

tpe-planner is not

Clustered

,_.

Access
Points

-100...-30)
-100...-30)
1 1800...86400 or 0)

up

B pasgene «Advanced» BbinosiHUTE cnegyroLime HacTPONKu:

+ Change channels if interference is reduced by at least — yctaHoB/TE NpoLEHT BbiMrpbIlLa B
YMEHbLLEHMMN YPOBHS LUyMa AN NPUHATUA PELLEHNS Nepexosa Ha Apyroii kaHan. B npumepe

ncnonb3yetcs «75%»,

+ Refresh when access point is added to the cluster — Bkntounte nepecyer 06ueli cnekTpanbHo
CTPYKTYpPbI Cpefibl 1 BbIGOP ONTUMa/ILHOTO KaHasna AN Touek goctyna (3HadeHne «enabler), ecnu k

KnacTepy npucoeamHsieTcsi HoBasi TOUKa AoCTyna;

+ Determine if there is better set of channel settings every — yctraHoBuTEe MHTEpPBa BpeMeHH, Yepes
KOTOPbIA NPOUCXOAMNT NepecyeT 06LLEei CeKTpasibHON CTPYKTYPbI cpeabl U BbIGOP ONTUMa/IbHOTO
KaHana ang Tovek gocryna. B npumepe ncnonbsyetca «1Day».

HaxkmunTe kHonky «Update» ansi coxpaHeHUsi BHECEHHbIX U3MEHEHWIA.

9.4 MOHUTOPWHT

[nsi npocMoTpa NapameTpoB CECCUIA KTMEHTOB, NMOAK/HUYEHHbIX K TOUKaM A0CTyna 3afjaHHoro Kactepa,

nepenguTe Ha BKNagKy «Sessions».

Kaxaplit knneHT onpegensietcs MAC-aapecoM 1 TOUKOI A0CTYNa, K KOTOPOii OCYLLIECTB/ISIETCS €10 TeKyllee
noAknoyeHve. na npocmoTpa CTatucTuky B pasaene «Display» BbiGepute HyHOe 3HaueHne 1 HAXMUTE
KHOMKY «Go». [TPOCMOTpP CTATUCTVKM AOCTYMNEH Mo CefyoLyM napaMmeTpam:

18



KpaTkoe pyKoBOACTBO Mo HacTpolike WEP-12ac

Manage access points in the cluster

Access Points...

Clustering: | On v

Location MAC Address IP Addrass Cluster-Priority Cluster-Controller
not set  AB:F5:4B:B6:02:80 152.168.15.92 -1 no

Update

+ AP Location — mecTonosnioxeHune To4kM gocTtyna. 3HayeHme nonyyYeHo 13 onMcaHnst MecTonoNoXeHs,
yKasaHHOro Bo Bknajke «Basic Settings»,

+ User MAC — MAC-agpec 6ecnpoBOAHOr0 yCTPOCTBA K/INEHTE,;

+ Idle - cpeagHee Bpemsi, KOTOPOE YCTPOMCTBO GbINI0 B COCTOSIHUN 6e30eNCTBUSI — KOraa YCTPOMCTBO He
NPUHUMAET WK HE NepefaeT AaHHbIE;

+ Rate — ckopocCTb nepeaayn gaHHbIX Mexay TOUKON A0CTyna 1 onpeaeneHHbIM KmeHTom, B Mbps;

+ Signal — ypoBeHb curHana, npUHUMaeMbIi OT TOUKM A0CTYNa;

+ Rx Total — o6Liee KonMyecTBO NAaKeTOB, NO/TYHEHHbIX KTMEHTOM B TEYEHME JAHHON ceccuu;

+ Transmit Total — o6Lee KonM4ecTBo NaKeToB, NepelaHHbIX OT KNIMEHTa B TeYeHMe AaHHOW ceccuu;

+ Error Rate — 0o6u1ee KoNnM4yecTBO NakeToB, OTOPOLLIEHHbIX TOUKOM AOCTYNa B TeYEHME AaHHON CECCUN.

[na npocmoTpa COOTBETCTBMS TOUEK A0CTYNa, HaXoAALWMXCS B KnacTepe, 1 6eCnpoBOfHbIX CETEW,
[ETEKTMPYEMbIX 3TMMUK YCTpolicTBamu, nepeinaute Ha Bknaaky «Wireless Neighborhood». Ha Bknaake
«Wireless Neighborhood» HaxoanTcsa Tabnuua, koTopas AeMOHCTPUPYET, Kakme 6ecnpoBoiHbIe CeTH
[eTeKTMpyeT Kaxkas Touka A0oCTyna 1 Kakoli ypoBeHb CUrHa1a ToUKa A0CTyna OT HUX NPUHUMAET.

View neighbonng Access pois

Wirsless Nalghborhoad .
s B

l'-lhriﬂ:llr-rwhw:lﬂﬂ':«- o aceeEn party =thn rnge o any AF in tha clusier . Curier reenbers whe @e slee “reighbers™ mre showsn |t Mmr’lmv:hl ﬂlﬁ'-llld ¥ & haery bar abews e Net=xh Hars . The colored
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Ha ocHOBaHUKM AaHHOW Tab/mubl MOXHO NPOM3BECTU CNEKTPa/IbHBIN aHaNIn3 BCE CETU U OLEHUTL BIMSIHWE
NOMEX Ha KaxKayr TOUKy A0CTyna. 3TO NO3BOUT OLEHUTb NPaBWU/IbHOCTb PACNOIOXEHNS TOUEK AOCTyna no
TEPPUTOPUU MOKPBLITUA N YKAKET HA MECTa, B KOTOPbIX YPOBEHb MOMEX NPEBbILAET AONYCTUMBINA. B BepxHei
CTPOKe Tabnuubl 0TObpaxeHa MHhopMaums No KaxX4oMy paanonHTepdeincy Touek gocTyna 3agaHHoro
Knactepa. B nesom cton6ue Tabnmubl pacnonoxeHa nHpopmaumsi no 6ecnpoBOAHbIM CETSIM, KOTOpblE BUAHbI
YCTPOWCTBaM B KfiacTepe. YpOBEHb CUrHaNa OT KaAoi 6ecrnpoBOAHON CETU yKa3aH B NPaBOii BEPXHEN AYeliku
Tabnuubl.

Ta6nuua chopMMpoBaHa Tak, UTo B MEPBbIX €€ CTPOKax 0To6paxaroTcsi 6ecrnpoBo/HbIe CETH, 06pa30oBaHHbIe
caMuM K/lacTepoM, Jasniee UayT MMeHa CTOPOHHUX CETeil.

MpocMoTp TabnuLbl AOCTYNEH B TPEX PEXMMAX:
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In cluster — npu yctaHoBNeHHOM thnare B Tabnvue 6yaeT oTobpaxarbcsa MHpopmaums o 6ecnpoBOAHbIX
CeTsaX, HaxoAALWMXCA TONbKO B KNacTepe;

Not in cluster — npu yctaHoBNneHHOM thnare B Tabnuvue 6yaeT oTobpaxarbcsa MHpopMaums TO/IbKO O
CTOPOHHMX 6eCnpoBOAHbIX CETAX;

Both — npu yctaHoBneHHOM hnare B Tabnvue 6yaet oTobpaxarbcs nHopmMauust 0 BCeX CEeTSX.

[ns npocmoTpa TekyLero cnncka Tovek 4ocTyna B kactepe 1 ux napameTpoB nepengnte Ha Bknagky «Radio
Resource Management». B Tabnuue «Current Channel Assignments» npuBogsatca cnegytowme napameTpbi:

IP Address — IP-agpec Touku gocTyna B Kactepe;

Radio — MAC-agpec pagunovHTepdelica TOUKM JOCTyna B KfacTepe;

Band — Ha6op cTaHAapTOB, NOAAEPKNBAEMbIX PAANONHTEPMECOM TOUKM A0CTYNa B KNnacTepe Ha
[AaHHbIA MOMEHT;

Channel — Homep kaHana, Ha KOTOPOM paboTaeT Touka A0CTyNa;

Status — cocTosiHMe paboThbl pagnonHTepdieica TOUKM AOCTyNa B KNacTepe;

Locked — 6/10knpoBKa cMeHbl kaHasa. MNpu ycTaHOB/IEHHOM hriare B MOMEHT Bbl6opa OnNTMMasibHOro
KaHana BceMu Toukamun gocTyna AaHHbll pagnonHtTepdieinc 6yaeT Mcnonb3oBaTb NPEXHNUIA KaHan npu
nboM ncxoae BbiIbopa ONTUMasIbHOIO KaHana.

HaxmunTe kHonky «Refresh» s 06HOBNEHMA fAaHHbIX B Tabnvue «Current Channel Assignments».

Automatically manage radio resource assignments

Channel Planner ...
Clustered

start | automatically re-assigning channels

Current Channel Assignments t{cess m
IF Address Radia Band Channel Status Fomte
192.168.13.12% AB:F9:4B:B7:ED:70 B/G/N 1 up

152.168.15.129 AB:F9:4B:BE7:ED:60 A/N/AC 26 up

Advanced
Change channels if interference is reduced by at least|75% ¥
Refresh when access point iz added to the duster| enable ¥

Determine if there is better set of channel zettings every| 1 Day v
(Click "Update” to save the new ssttings.
Update

Transmit Power Control ...

Start | automatically re-assigning o power

RSSI threshold 2.4 GHz -£5 [Range: -100...-30)
RSSI threshold 5 GHz -70 [Range: -100..,-30)
Interva 0 [Range: 1800...86400 or 0)
Advanced
Minimal Tx Power 10 [Range: 6...20])
\Active Scan Mode Ci
Debug Mode
Update
Manitoring Expa

TPL statistics is not available because tpo-planner is not up

B ta6nvue «Proposed Channel Assignments» npusoantca nHgopmanmsa 0 BO3MOXHBIX 3HaYEHUSIX KaHasna, Ha
KOTOpbIV NepereT pagnonHTepgeric ToUkn OCTyna, ecnn 6yAeT 3anyLlleH nepecyer onTUMasibHOCTH Bblbopa
KaHana:

+ IP Address — IP-agpec Toukm goctyna B KnacTepe;
+ Radio — MAC-agpec pagnovHTepdelica Toukn AocTyna B KfacTepe,
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* Proposed Channel — Homep kaHana, Ha KOTOpbI NepenaeT pagmonHTepdenc ToUkn 4ocTyna, ecnm
6yfeT 3anyLleH nepecyet oNTMMaslbHOCTU BblbOpa kaHana.

9.5 OG6HOB/EHVE NPOrPaMMHOIN0 06ecrneyeHus

Pa6oTta B pexunme «Cluster» N03BoONSAET BbINOMHATL aBTOMaTnyeckoe o6HosneHme MO Bcex YCTPOWCTB,
BXOAALLMX B KfacTep, 6e3 NpuMeHeHUs BHELLHWX CUCTEM YNpaB/ieHUs U KOHTPO/1/1epOoB.
O6HoBneHne MO MOXHO BbINO/HUTD:

* yepe3 web-nHTepdeiic;
+ uyepe3 DHCP Autoprovisioning (opt 66, opt 67).

9.5.1 O6HoBneHne MO yepe3 Web-uHTtepdeic

[nsa o6HoBNeHns MO Ha ycTpolicTBax 3agaHHOro knactepa yepe3 Web-nHtepdpelic oTkpoiite Bknaaky «Cluster
Firmware Upgrade» Toukn goctyna.

Mpwn 06HOBMEHMM MO yCcTpoCTB Knactepa thalin NpoLnBKM ByAET 3arpy>XeH Ha Kaxxaoe yCTPOMCTBO n
yCTaHOB/EH Ha No3uumio «Primary Image». ABTOMaTMYECKN BbINOSIHAETCA nepesarpyska yCTPOCTB C
3arpy3koii N0, kKoTopoe COOTBETCTBYET HOBOMY 06pasy. YCTaHOB/NEHHOE paHee Ha ycTpoicTBax knactepa Mo
6yAeT coxpaHeHo 1 nepemMelLeHo Ha no3unuuto «Secondary Image» (pesepBHast Bepcusi M0).

Bo Bknaake «Cluster Firmware Upgrade» BbinonHMTe cnegytoLine HacTpOoiku:

Upgrade Firmware in Cluster

Cluster Firmware Upgrade...

Members IP Address MAC Address Device Firmware Version Firmware-transfer-status

1 192.168.15.1% AS8:F9:4B:B0:3F:40 WEP-12AC (Texywan gepcua MNo) None

2 192.168.15.136 AB:F9:4B:B0:31:80 WEP-12AC (Texvmaa sepcna o) None

Upload Method: @ HTTP TFTP

New Firmware Image: Ob3op... | daiin He eribpan.
OwverAll Upgrade Status: Not Initialized

| Start-Upgrade | Stop

Caution: Uploading the new firmware may take several minutes. Please do not refresh the page or navigate to another page while
uploading the new firmware, or the firmware upload will be aborted. When the process is complete the access point will restart and
resume narmal aperation.

+ Upload Method — BbiGepute metop 3arpy3ku thaiina MO Ha ycTpolicTBa. B gaHHOM npumepe
ncnonb3yetca 3arpyska yepes TFTP;
+ New Filename Image — ykaxuTe nms cpaiina MO, KoTopblii ByAEeT 3arpy>XeH B yCTPOIACTBO;

HaxmunTe «Start-Upgrade» ansi Hayana o6HOBEHUS.

B npouecce 06HoBNeHMA MO yCTPOWCTB He OTK/OYaTe NMTaHue YCTPOICTB, a Takke He OOHOB/IANTE U He
MeHsIiTe TekyLyto web-cTpaHuuy ¢ nporpecc-6apom 06HOBEHUS.

9.5.2 O6HosneHue MO yepe3 DHCP Autoprovisioning

[ns o6HoBneHusa MO noHagobutca TFTP-cepsep, a Takke DHCP-cepsep ¢ onpefeneHHon KoHurypaumei.
Mpoueaypa obHoBNeHMs MO Toyek 4ocTyna BbIrAAUT Crieayowmum o6pasom:

1. Touka goctyna 3arpyxaetca n nonyyaet agpec no DHCP. B DHCP-ceccum Touka gocTyna nosiyvyaert ot
cepsepa B onuusx 2 napameTtpa: tftp-server u filename, rae tftp-server — IP-agpec TFTP-cepsepa, a
filename — nms daiina ¢ pacwmpeHvem .manifest, cogepxatiero nHgopmaumio o MoO.
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2. MacTtep knacTepa Ha OCHOBE MPUHATLIX AaHHbIX KaXKAble HECKOMIbKO CEKYH[, HAYMHAET NPOU3BOANTb
nonbITKy 3arpy3ku manifest cpaiina ¢ TFTP-cepBepa. MNocne 3arpy3ku caiina mactep cpaBHUBaET
Bepcuto MO, ykasaHHyto B doaiine, co csoein Bepcueii MO. Ecnu Bepcusa MO MacTepa He akTyasibHa, TO
macTep 3arpyxaert chaiin MO ¢ TFTP-cepeepa (Mms chaiina MO ykasbiBaeTcs B manifest-cpaiine) n
aBTOMaTn4eckn 06HOBNSAETCS.

3. OcTasibHble YCTPOICTBA B KNnacTepe onpeaensioT, YTO MacTep He akTuBeH. B knactepe npovcxogut
BbIOOpKa HOBOro Mactepa. YCTPOMCTBO € 60/bLUMM 3HAaYeHneM «uptime» cTaHOBMTCA MacTepoM. HoBbIi
mMacTep Takke NOBTOPSET MyHKT 2: ckaunaeT manifest-chaiin, cpasHmBaeT Bepcum MO, o6HoBASAET MO.

4. Lmkn noBTOpsieTCs, NOKa BCe YCTPOICTBA B K/lacTepe He 06HOBATCA [0 akTyaslbHOV BEPCUM MPOLLMBKMN.

MopsfoK HACTPOKU OGHOB/EHUA:
a) PasamecTnTb Ha TFTP-cepBepe chaiin "wep12.manifest’, cogepxalumii cTpoky:

VERSION= "1.19.3.X" WEP-12ac-1.19.3.X.tar.gz,

roe

WEP-12ac-1.19.3.X.tar.gz — nmsa apxusa, cogepxaulero MO ana WEP-12ac;
1.19.3.X — Bepcud MO, cogepxallerocs B apxuse.

Bepcuto MO MoXHO nocMoTpeTb B ghalinie «version» B apxuse ¢ 0.

b) PaamecTtutb Ha TFTP-cepsepe apxus ¢ MO gns WEP-12ac.
c¢) B HacTtpolikn DHCP-cepeepa (dhcpd.conf) BHecTu cnepytolive npasku:

option tftp-server-name "192.168.10.1"
option bootfile-name "wep12.manifest";
rae

192.168.10.1 — agpec TFTP-cepBepa;
wep12.manifest — nma manifest-cpaiina.
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyvyeHmna TEXHUYECKOM KOHCYAbTaLLMM MO BONPOCaM 3KcnayaTaunm obopynosaHus
TOO «3nTekcAnaTtay» Bbl MoxKeTe 06paTUTbCA B CEPBUCHDBIN LLEHTP KOMMNAHWUM:

050032, Pecnybnuvka KasaxcrtaH, r. Aimatbl, MKp-H. AnaTay, yn. Mbparnmosa 9
TenedoH:

+7(727) 220-76-10, +7 (727) 220-76-07

E-mail: post@eltexalatau.kz

Ha oduumanbHOmM caiiTe KOMMNaHUM Bbl MOMKETe HAWTU TexXHUYECKYI J[OKYMEHTauuilo W
nporpammHoe obecneveHune ana npoaykumm TOO «InTekcAnaTay», 0BpaTUTbCA K 6Gase 3HaHWIA,
MPOKOHCY/IbTUPOBATLCA Y UHXeHepoB CepBUCHOTO LIeHTPa Ha TeXHUYECKom popyme.

OduumanbHbIi canT kKomnaHuu: http://eltexalatau.kz
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