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1 BBEAEHMUE

1.1 AHHOTauua

CoBpemeHHble TeHAEHUMM PasBUTUA CBA3M AMKTYIOT onepatopam HeobxoAMMOCTb MoucKa Hambonee
ONTUMAa/IbHbIX TEXHO/IOMMI, MNO3BOAAIOWMX YAOBAETBOPUTL CTPEeMUTE/IbHO BO3pacTatolme noTpebHocTH
aboHEHTOB, COXPaHAA NPV 3TOM NPEeeMCTBEHHOCTb BM3HEC-NPOLLECCOB, TMBKOCTb Pa3BUTUA U COKpalleHune 3aTpaT
Ha npeaocTaB/AeHMe Pas3/INYHbIX CEPBMCOB. becnpoBodHble TEXHONOMMKU HabMpaloT 060POThbI U yXKe 33 KOpoTKoe
BPeMsA MPOLAN OFPOMHbIA NYTb OT HECTabuAbHbIX HM3KOCKOPOCTHbIX CeTeit CBA3M Masioro paguyca Ao ceTei
LUIMPOKOMO/IOCHOTO A0CTYMa, COMOCTaBMMbIX MO CKOPOCTM C MPOBOAHBIMWU CETAMM C BbICOKMMM KPUTEPUAMU K
KayecTBy NpeaoCcTaBieHNA YCayr.

YcTtpoiictBo RG-35-WZ asnsetca Toukol goctyna Wi-Fi ¢ uHTerpuposaHHbIM MapLupyTmM3atopom. OCHOBHOEe
npegHasHayeHne RG-35-WZ: ycTaHOBKa BHYTPU 34aHMIA B KAyecTBe TOYKM AOCTyNa K PasiMYHbIM pecypcam Mo
NPOBOAHbIM M BECNPOBOAHbLIM CETAM Nepenayn AaHHbIX.

YCTPOMCTBO OPMEHTMPOBAHO HA AOMALLHMX NO/b30BaTenen n Hebonblume opuchl.

B HacToAwem pykoBOACTBE MO 3IKCMAyaTaUMM U3NOXKEHbl HA3HayeHue, OCHOBHble TexXHUYecKune

XapaKTEPUCTUKU, KOHCTPYKTUBHOE UCMONHEHUE, NOPAAOK YCTAHOBKM, NPaBuiIa KOHOUTYPUPOBAHUA, MOHUTOPUHTA
M CMeHbI NporpammHoro obecneyeHuns Toukmn goctyna RG-35-WZ.

1.2 YcnosHble 0603HayYeHUnA

0O603HaueHue OnucaHue

MoNyXMpHbIM LWPUGTOM BblAeNeHbl MPUMMeEYaHUA W NpeaynpexneHus, HasBaHue

MonyXupHbi WpUdT
y p p ¢ rnas, 3aroJi0oBKOB, 3aI'OJ'IOBKOBTa6!'IMU,.

Kypcusom KypcrBom yKasbiBaeTca MHPpopmMauus, Tpebytowasn 0coboro BHUMaHuA.

MpumeyaHma n npeaynpexxaeHus

MpumeuaHuna cogeprKaTt BaXHy0 MHGOPMaLMIO, COBETbI NN PeKOMeHZaLUu no
MCMNO/Ib30BAHMUIO U HACTPOMKe YyCTPoiicTBa.

MpeaynpexxaeHna UHGOPMUPYIOT NONb30BaATENA O CUTYaLMUAX, KOTOPbIE MOTYT HAHECTH
Bpep, yCTPOMCTBY UM YENOBEKY, NPUBECTU K HEKOPPEKTHOI paboTe ycTpoiicTBa UK noTepe
OaHHbIX.

.‘
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2 ONUCAHUE U3OENNA

2.1 Has3HayeHwue

OnAa BO3MOXHOCTM NpeaocTaB/lieHUs MoAb30BaTeNAM A0CTYyNa K BbICOKOCKOPOCTHOW 6e3onacHoi cetu
nepeaaun AaHHbIX pa3paboTaH aboHEeHTCKMIM mapLupyTusatop RG-35-WZ (aanee «ycTpoicTeo»).

YctpoiictBo RG-35-WZ — egmHaa TouyKa [0CTyNa K COBPEMEHHbIM WMHTEPAKTMBHbIM  CepBMcam Mo
NPOBOAHbIM M 6ecnpoBoAHbIM CETAM Nepeaayn gaHHbix: UHTepHeT 1 Full HD IPTV. RG-35-WZ nmeeT BCTPOEHHbIN
KOHTpoOAAep «YMHOrO goma» AAA MOAKNYEHMA U B3aUMOLEWNCTBUA C AATYMKAMMU U YCTPOMCTBAMM CUCTEMBI
«YMHbIV AOM» NO pagMoKaHany Z-Wave n ynpasaeHma nmm Yepes nnatopmy Eltex Smart Control.

MapwpyTtnsatop RG-35-WZ npeaHasHayeH [A4a MNOAKNOYEHMA YCTPOMCTB K 6HecnpoBogHOW CeTw,
nogaepskusatoweit ctaHaaptbl IEEE 802.11a/b/g/n/ac. RG-35-WZ noaknoyaeTca K NpoBOAHON CeTU C NMOMOLLbIO
10/100/1000M  Ethernet-uHtepdeitca, M c nomolbio paauouHTepdeiica co3paeT bHecnpoBoaHOM
BbICOKOCKOPOCTHOM [0CTyn AnA YCTPOWMCTB, nogaeprkuatowmx texHonornio Wi-Fi B8 ananasone 2,4 n 5 [Ty,
K RG-35-WZ MOXHO MNOAKAYMTb A0 4YeTblpex YCTpoihcTB nposogHoin cetn. USB-pasbem wucnonbsyetca and
MOAKNOYEHUA BHELWHUX HakonuTtenen nin 3G/4G USB-mogema.

RG-35-WZ nopgpaeprMBaeT COBPeMeHHble TpeboBaHMSA K KayecTBy CEPBMCOB M MNO3BOJIAET MepenasaThb
Hanbosiee BaKHbIM TpaduKk B 6osee MNPUOPUTETHLIX ouyepeasx MO CPaBHEHUIO C 0bbldHbIM. ObecneuyeHue
NPUOPUTM3ALUN NPONCXOLMNT MPU MOMOLLM OCHOBHbIX TEXHONOIMIH QOS.

B ycTpoiicTBe peann3oBaH PacWMPEeHHbIM GyHKUMOHaN Ana ctabunbHol paboTbl IP-TenesuMaeHus no
6ecnpoBoAHON CeTU: NNAaBHOCTb M HEMPEepPbIBHOCTb BOCMPOM3BEAEHMNA BMAEO obecneunBatloTcs cneunanbHbiM
NporpaMmmHbIM  GyHKUMOHANOM. YCTpoicTBO nos3sonseT paboratb Ha uYactotax 2,4 M 5 [Ty, a Takke
NpeaocTaBAseT BO3MOXKHOCTb O4HOBPEMEHHON TPAHCAALUMMN BUAEOMNOTOKOB M Nepesayn AaHHbIX.

2.2 XapaKTepucTUKa yCTPOMUCTBa

Unmepdpeiicobi:

— LAN: 4 nopta Ethernet RJ-45 10/100BASE-T;

— WAN: 1 nopt Ethernet RJ-45 10/100/1000BASE-T;
WLAN: IEEE 802.11b/g/n 2,4 ITu 1 802.11a/n/ac 5 M
— USB: 1 nopt USB2.0.

MuTaHMe ycTPoCTBA OCYLLECTBAAETCA Yepes BHELWHUIM agantep 5 B ot cetn 220 B.
®dyHKYUU:

e cemesvble PyHKYUU:

— paboTa B pexxume «MoCTa» , «MmapLupytusatopa» uam "WISP";

— noaaepka PPPoE (PAP, SPAP n CHAP aBTopusaumsa, PPPoE komnpeccus);

nopaepka PPTP;

nopaepxka L2TP;

nogaepskka cratudyeckoro agpeca u DHCP (DHCP-knneHT Ha ctopoHe WAN, DHCP-cepBep Ha
cTopoHe LAN);

nopaepka DNS;

noaaepkka NAT;

AboHeHmcKuli mapwpymuzamop RG-35-WZ 5
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— noagepka UPnP;

— ceTeBoM 3KpaH (Firewall);

—  KAoHupoBaHue MAC-agpeca Ha WAN-uHTepdelice;

— noaaepxka NTP;

—  noaaepkKa MmexaHM3MOB KavyecTBa 0b6cnyxuneaHma QoS;
— «npobpoc» noptos. (Port forwarding);

—  CTaTU4YecKasa M AMHAMMYeCcKana MmapLupyTusaums;

— orpaHuyeHue goctyna K yctpoinctay yepe3s WAN u LAN.

e noaaepxKa ¢yHkumi IPTV (IGMP-proxy, UDP-to-HTTP proxy);
e o06HoBneHue MO yepes web-uHTepoeliic;
e TR-069;

e yAaNeHHbI MOHUTOPUHT, KOHPUTYpUPOBaHUE N HacTpoiika: web-uHtepdelic, Telnet.

Ha pucyHKke 1 npuBeaeHa cxema npumeHeHus obopyaosanua RG-35-WZ.

Wi-Fi 802.11b/g/n/ac
2,4 GHz/5GHz

CeTb
nposangepa

Wi-Fi 2,4 GHz/5GHz D

(

RG-35-Wz
PoyTep

O

PucyHoK 1 - dyHKUMOHANbHAA cxema ucrnonb3osaHua RG-35-WZ
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2.3 OCHOBHbIe TeXHU4YeCcKue napameTpbl

OcCHOBHble TEXHUYECKME NapaMeTpbl YCTPOWCTBA NpuBeaeHsbl B Tabauua 1.

Tabnunua 1 — OCHOBHble TEXHUYECKUE NapameTpbl

O6wwue napameTpbl

Mpoueccop RTL8197F
TaKkToBas yacToTa 1000 Mr'y,
RAM DDR (onepaTvBHas namsaATb) 128 M6
ROM eMMC flash (cuctemHaa namaTb) 16 M6
OnepaunoHHasa cuctTema Linux
Napametpbl WAN-untepdeiica Ethernet
Konnyectso noptos 1
INEKTPUYECKUIA pasbem RJ-45
CKopocTb nepegaqun, Méut/c 10/100/1000, aBTOONpEAEeHNE
MNopaepKKa cTaHgapTOB BASE-T
NapameTtpbl LAN-uHTepdeiica Ethernet
Konunyectso nHtepoelicos 4
DNEeKTPUYECKMI pa3beM RJ-45
CKopocTb nepegaun, Méut/c 10/100, aBTOONpPEaAeneHue
MNopaepKKa cTaHgapTOB | BASE-T

MapameTpbl 6ecnpoBogHOro uHTepdeiica

CraHaapTbl

802.11 a/b/g/n/ac

YacToTHbIM AnanasoH, My,

24~24835TlTu, 5.15~5.35Tuy, 5.65~5.73 Ty, 5.735~
5.835T1Tuy,

MIMO

2x2 2,4 TTu; 2x2 5 Ty

Mogaynauna

BPSK, QPSK, 16 QAM, 64 QAM, 256QAM, DBPSK, DQPSK,
CCK

CKopoCTb nepegaqn aaHHbix, Méut/c

802.11a go 54 M6ut/c 802.11b go 11 M6éut/c
802.11a/g no 54 M6éut/c

802.11n (HT20) ao 144 M6ur/c

802.11n (HT40) ao 300 M6éut/c

802.11ac (HT80) ao 866 Méut/c

MaKcumanbHas BbIXOAHAA MOLLHOCTb NepeaaTynKka

2,41Ty (802.11 b/g/n): po 15 gbm
5Ty (802.11 a/n/ac): po 17 pbm

quCTBVITeJ'IbHOCTb npuemMmHuKa

2,4 Ty
802.11n(MCS0): -90 abm
802.11n(MCS4): -79 abm
802.11n(MCS7): -72 abm
51Ty:

802.11ac (MCS0): -92 abm
802.11ac (MCS4): -82 abm
802.11ac (MCS7): -76 nbm

be3onacHocTb

64/128/152-6uTHoe WEP-wndpoBaHMe AaHHbIX;
WEP, TKIP n AES

YnpasneHue

YpaneHHoe ynpaBaeHue

Web-untepdelic, Telnet, TR-069

OrpaHuyeHune gocTyna

no napoJto, no IP-agpecam (6enblit CNUCOK)

O6wue napameTpbl

MuntaHue

agantep nutaHma 5 B DC, 2,5 A.

MoTpebnseman MOLHOCTb

He 6onee 4 Bt

Pabouwnit ananasoH TemnepaTtyp

ot +5 go +40°C

OTHOCUTEeNbHAA BNAXKHOCTb Npu Temnepartype 25°C

no 80%

Fabapwutbl

430x159%x43,6 mm

Macca

He 6onee 0,2 Kr.
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2.4 KOHCTPYKTMBHOE UCMONIHEHUE

Touka goctyna RG-35-WZ BbinonHeHa B NAacTMKOBOM Kopnyce pasmepamm 430x159x43,6 mm.

2.4.1 MepeaHAA NaHenb yCTPOMUCTBA

BHewHMI BUA nepeaHen naHenm yctponctea RG-35-WZ npuseaeH Ha puUCyHKe 2.

1 2 3 4 5 6

‘:-} 24GHz 5GHz

e

PucyHok 2 — BHewHuin Bug, nepeaHein naHenm RG-35-WZ

Ha BepxHelt naHenu yctpolictBa RG-35-WZ pacnonoKeHbl caeaylolime CBeToBble MHAMKATOPbI, Tabauua 2.

Tabnuua 2 — OnucaHMe MHONKATOPOB BEPXHEW NaHenn

dnemeHT nepegHeit naHenu OnucaHue
1 @) WHAWMKATOP NUTaHWA
2 gf; WMHAMKaTOop cTaTyca paboTbl ycTponcTaa
3 -z UHAMKaTop paboTbl BHewHero USB-ycTpoiictea (USB flash, BHeWHMI KecTKnit anck)
4 @ nHAMKaTop pabotol WAN-uHTepdeiica
5 = MHAMKaTop paboTbl becnpoBoaHoOM ceTh Ha Yactote 2,4 Ty n 5 MMy,
6 = MHAMKaTopbl paboTbl nopToB LAN-uHTepdelica

2.4.2 3apHAA NnaHesnb YCTPOUCTBA

BHewHMI BMA 3aaHen naHenn yctponctea RG-35-WZ npuBegeH Ha pucyHKe 3.

LAN 10/100

1 2 3 4

PucyHoK 3 — BHewHuin Bug 3agHen naHenm RG-35-WZ

Ha 3apgHelt naHenu ycrpoiictea RG-35-WZ pacnonoskeHbl cneayolliMe pa3bembl M OpraHbl ynpasaeHus,
Tabnuvua 3.

Tabnunua 3 — OnncaHMe NHAMKATOPOB W OPraHOB yNpaB/ieHuA 3aaHel naHenn RG-35-WZ

dnemeHT 3agHel naHenun OnucaHue
1 LAN 10/100 4 nopta 10/100BASE-T Ethernet (pasbem RJ-45) gna noaknoueHNs ceTeBbiX YyCTPOMUCTB
2 WAN nopt 10/100/1000BASE-T (pa3bem RJ-45) Ana nogKNOHEHUA K BHELLHEN ceTh
3 usB pa3bem USB ana noakntoveHums BHewHero USB-ycTpoiictea (USB flash, xecTkuii amck)
4 5V pasbem 414 NOAKAOYEHMA aganTepa NUTaHNA

8 AboHeHmMcKuli mapwpymuzamop RG-35-WZ
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2.4.3 bBbokoBas naHe b YCTPOUCTBA

BHewHM BuA 60KoBol naHenu ycrtpoiictea RG-35-WZ npuseaeH Ha puUcyHKe 4.

1 2

PucyHoK 4 — BHewHuin Bug 60KkoBoit naHenn RG-35-WZ
Ha 6okoBoit naHenu yctpoiictBa RG-35-WZ pacnonoKeHbl cieaytolme opraHbl ynpaBaeHus:

Tabnuua 4 — OnucaHMe opraHoB ynpasneHus 6okoBon naHenn RG-35-WZ

dnemeHT 60KOBOIA
OnucaHue
naHenu
1 ((e) KHonKa BkAoueHus/oTkaoueHmns Wi-Fi
2 ‘, KHONKa ana nogKkntoueHna KnnenTa no npotokony WPS

2.5 CsetoBaa nHaMKauma

TeKylllee cOCTOAHUE YCTPOMCTBA OTOBpaXKaeTca Npy NOMOLLM MHANKATOPOB, PACMNOIOMKEHHbIX Ha BEpXHEeWn
naHenu. NepeyeHb COCTOAHUI MHAMKATOPOB NpuseaeH s Tabamua 5.

Tabnunua 5 — CBeToBan MHAMKALUMA COCTOAHUA ycTpolicTBa RG-35-WZ

Uupgukartop CocTosHMe NHAMKaATOpA CocTosAiHMe yCTpOMCTBa
. ceTb Wi-Fi akTMBHa B AaHHOM AnanasoHe: 2,4
3e/IeHbli, FOPUT NOCTOAHHO
Py WLAN My n/van 5 My,
N . npougecc nepegayun faHHbIX No 6ecnpoBogHoOM
3e/IeHbIn, Muraet ot pea A POBOA
cet B JaHHOM auanasoHe: 2,4 Iu n/vnn 5y,
CTaHOBNEHO COeAMHEHNE MEXK
roput 3esnexbim (10, 100Mbps)/ y A Ay
CTQHLMOHHbIM TEPMUHANOM U ABOHEHTCKUM
opaHxeBbiM (1000 Mbps) .
Zj WAN YCTPOMUCTBOM
npouecc NakeTHoM nepeaym AaHHbix no WAN-
muraet pol . pea A
MHTEpdency
. YCTaHOB/IEHO COEAMHEHME C MOAKIOYEHHbIM
3e/IeHbIN, ropuT -
. LAN ceTeBbiM YCTPOMUCTBOM
npouecc NakeTHoOW nepeaayn AaHHbIx no LAN-
muraet .
UHTepoency
USB 3€e/IeHbIN, ropuT USB-yCTpOICTBO NOAK/IOYEHO
= He roput USB-yCTpPOICTBO OTK/IHOYEHO
' o BK/IIOYEHO NUTaHMe YCTPOMCTBA, HOPMasibHanA
Q Power 3e/1eHbl, TOPUT NOCTOAHHO
paboTa
3e/1eHblN, Muraet 3anyuweHa ¢yHKumna WPS
Status He roput OTCYTCTBYET AOCTYN B UHTEPHET
A
3€e/IeHbIN, FOPUT NOCTOAHHO HopMmanbHasa paboTa

AboHeHmcKuli mapwpymuzamop RG-35-WZ 9
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2.6 TMepesarpysKa yCcTPOMCTBa U COPOC K 3aBOACKMM HACTPOMKam

Ha HMXKHel naHenu YCTPOWCTBA Haxogmutca  QYHKUMOHaNbHaa KHOMKa «F», KoTopas no3BoaseT
nepesarpysnTb YCTPOWCTBO M COPOCUTb HACTPOWMKM K 3aBOACKMM. Mcnonib3oBaTb KHOMKY «F» HYy)KHO, Koraa
MapLIpyTU3aTop BK/IOYEH U rOTOB K pabore: MHAMKATOp «Power» ropuT 3e/eHbiM, WHAMKaTop «Status»
rOpUT/MUraeT 3e/1eHbIM WU JKENTbIM CBETOM.

Ona nepes3arpysku yCTpOVICTBa Ha*XMute n cpasy oTnyctuTe KHONKY «F».

[nAa 3anycka ycTpoOMCTBa C 3aBOACKMMM HACTPOMKAMM HaXXKMUTE U yaAep*KnBanTe KHonKy «F» 6onee 5-tn
CeKyH[, MOKa MHAMKaTop «Status» He HayHeT MuraTb KpacHbim/3eneHbim UBeTom. Mpon3onaeT aBToMaTnyecKan
nepesarpyska ycrtpoiictea. lpu 3aBoackux yctaHoBKax Ha WAN-uHTepdeice sanyweH DHCP-knauneHT, agpec
uHTepodeiica LAN - 192.168.1.1, macka noacetn — 255.255.255.0; uma nonb3osatena/naponb Aaa AOCTyna yepes
web-unHTepdeiic: admin/password.

2.7 YnpaBneHue KHonkoi WPS

YcTponcTBo nogaeprkuBaetr GpYyHKUMIO noAkatodeHua KameHtoB K Wi-Fi cetm no craHgapty WPS. [Ons
HaCTPOMKM MOAK/IOYEHUS BbIOEpUTE Ha KJIMEHTCKOM YCTpoicTBe cnocob noakntodeHma WPS u Ha npasom

H60OKOBOW MaHeNn YCTPOWCTBA HaXXMUTE M yAeprKuBalTe B TeYeHue 3-X CeKyHg, KHomky WPS €. nocne sroro
KAMEHT MOAKNOUYMTCA K MapLIpyTU3aTOpy aBTOMATUYECKM.

V Mo ymonuyaHuwo ¢pyHKuma WPS skaroueHa. OTKAIOUNTD QYHKLMUIO MOXKHO Ha CTPaHULe
HacTpoiiku WPS. Ee onucaHue npusegeHo B pasgene 0 MogmeHto « WPS».

2.8 KomnneKrt noctaBKku
B 6a30BbIli KOMNAEKT NOCTaBKK ycTpoicTea RG-35-WZ BxoaaT:
—  ABOHEeHTCKuIt maplupyTtusatop RG-35-WZ;

— ApanTtep nuTtaHma 220/5B 2,0 A;
— PyKoBOACTBO NO YCTaHOBKe M HaCTPOWMKe.
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3 nNoPAAOK YCTAHOBKU

3.1 WHCTpyKUuMM No TexHuKe 6e3onacHoCcTm

1. He ycTaHaB/iMBanlTe YCTPOWMCTBO PSAOM C UCTOYHUKAMMK Tenaa U B MOMELLEHMAX C TeMnepaTypon
HuKe 5°C unu sbiwe 40°C.
2. He ucnonb3syiite ycTpoOMCTBO B NOMELLEHMAX C BbICOKOW B/IaXKHOCTbIO. He noagepraiite yCcTponcTeo
BO34ENCTBUIO AbIMa, NbIAN, BOAbI, MEXaHUYECKUX KONeBaHWI UK yaapoB.
3. He BcKpblBaiiTe KOpnyc ycTPOMCTBA. BHYTpU yCTpolcTBa HET 3/1EMEHTOB, NpeAHas3HaYeHHbIX A
obcnyKMBaHMA NoIb30BaTENEM.
’ Bo u3berkaHue neperpesa KOMMOHEHTOB YCTPOMCTBA M HapylleHUA ero paboTtbl 3anpelaerca

pasmew,aTb NpegmMeTbl Ha NOBEPXHOCTU 060pyAOBaHMUA.

3.2 PeKomeHAaauuuM No yCTaHOBKe

Mepen yCTaHOBKOM WM BK/IIOYEHMEM YCTPOMCTBA HEODXOAMMO MPOBEPUTL YCTPOMCTBO Ha HaauMuue
BUAMMBIX MEXaHUYECKUX MOBPEXAEHWUN. B cayyae HanmMuusa noBpexAeHUN cnedyeT MPeKkpaTuTb
YCTaHOBKY YCTPOMCTBA, COCTaBUTb COOTBETCTBYIOLLMIA aKT U 06PaTUTLCA K MOCTaBLLUMKY.

Ecnn ycTpoMCTBO HaxoAMNOCb ANMTENbHOE BpemMa MpPU HU3KOW TemnepaTtype, nepejs, Hayaiom
paboTbl cneayeT BblaepXKaTb €ro B TeYeHMe ABYX 4acoB MPW KOMHaTHOM Temnepatype. Mocne
ANNTENbHOro NpebblBaHUA YCTPOMCTBA B YCAOBUAX NOBbILIEHHOW BAAXKHOCTU Nepes, BKAOYEeHUEM
BblAEP*KaTb B HOPMaJIbHbIX YCNOBUAX He MeHee 12 yacos.

YCTPOWCTBO YCTaHaB/AMBAETCA B rOPU30HTa/IbHOM MOJIOXKEHUK, COBN0AAA UHCTPYKLUUN MO TEXHUKE
6e3onacHocTw.

Mpu pasmelleHnMn ycTpoilcTBa Ana obecnevyeHUs 30HbI NOKPbITUA ceTu Wi-Fi ¢ Hauaydwmmu
XapaKTepuUCTMKaMu y4yuTbiBaiTe cneaytolme npasuia:

a. YcTaHaBAMBaliTe YCTPOMCTBO B LieHTpe 6ecnpoBoaHOMN ceTH;

b. MuHuMMsNpyIiTe yucno nperpag (CTeHbl, NOToNKKN, mebenb U apyroe) mexay RG-35-WZ u
ApyrMmm 6ecnpoBoHbIMK CETEBLIMU YCTPOMUCTBAMY;

c. He ycraHaBnuBaiiTe ycTpoiicTBo B6/M3K (NOpaaKa 2 M.) SNEKTPUUECKUX, PaaMO YCTPOWCTB;

d. He pekomeHayeTca ncnonb3oBatb paanotenedoHsbl 1 apyroe obopyaosaHue, paboTatouLee
Ha yactote 2,4 Ty, 5 Ty, B pagnyce aeictena 6ecnposogHoli cetn Wi-Fi;

e. [penatcTevMa B BUAE CTEKAAHHbIX/META/IMYECKMX KOHCTPYKLMIN, KMPMNUYHbIX/GETOHHbIX
CTEH, a TaKKe eMKOCTU C BOAOW M 3epKasna MOryT 3HAYMTE/IbHO YMEHbLUWTb paguyc
pencrteua Wi-Fi cetn.

3.3 lMopapoK BKAKOYEHUA

MoakntoumnTe ceteBol Ethernet-kabenb, NpoBeAEHHbIM BallMM MHTEPHET-NPOBANAEPOM, K pasbemy
WAN RG-35-WZ, pucyHoK 3.

Ecan RG-35-WZ bypeT Mcnonb3oBaTbCA B KAYecTBe AOMALLHEro NPOBOAHOrO MapLUpyTU3aTopa, TO
noakntoumte cetesoit Ethernet-kabenb K pasbemam LAN RG-35-WZ mapupytvMsaTopa W Ballero
CETEBOrO YCTPOICTBA (KOMMbIOTEP, NPUHTEP, TENIEBU3MOHHAA NPUCTaBKa U Apyroe).

MoaknouMTe WHYP aganTepa NUTaHUA K pasbemMy NUTaHUA ycTpoicTtea 5V. [anee nogkntounte
afanTep K UCTOYHUKY NUTaHUA, PUCYHOK 3.

MNocne NnoaKnto4YeHUA TOYKM A0CTyna K CeTn NNTaHnA A0XAUTECb NosIHOM 3arpys3kum YCTpOVICTBa (3TO
MOXET 3aHATb OKOJ10 MVIHYTbI).
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4 YNPAB/IEHUE YCTPOMCTBOM YEPE3 WEB-KOH®UTYPATOP

4.1 Hauvano pabortbl
[na Hayana paboTbl HYXKHO NOAKAOUNTLCA K YCTPOMCTBY No nHTepdeicy LAN yepes Web-6paysep:

1. Ortkpoitite Web-6paysep (nporpammy-npocmoTpLLMK TMNEPTEKCTOBLIX AOKYMEHTOB), Hanpumep,
Firefox, Opera, Chrome.
2. BeawuTte B agpecHom cTpoKe bpaysepa IP-agpec ycTpoiictsa.

V 3aBopacKoii IP-agpec yctpoiictea: 192.168.1.1, macKa nogcetu: 255.255.255.0

Mpu ycnewHom OBHapy»KeHWW YCTPOWCTBa B OKHe 6paysepa oTo6pasvTCA CTPaHWLA C 3aMpPOCOM UMEHWU
no/ib3oBaTeNsa M Napons.

Heobxoamma asTopM3auma

Ana goctyna k gomeny http://192.168.1.1 neoBxoammo
yKa3aTh MMA NOAL30BATENA M Napok.

Mogkniouenue k eb-caliTy He 3aWMWEHD

Wma nonszosatens:

Mapone:

Bxog Otmena

3. BseauTe uma nosb3oBatens B CTpoKe «Mma nonb3oBaTena» M Naponb B CTpoke «[laponby.

V 3aBoAcCKUe YCTAaHOBKU: UMA - admin, naponb - password.
4. HaxmuTte KHOMKyY «BoliTn». B OKHe 6pay3epa oTKpoeTca cTpaHuua «06 ycmpolicmee».

4.2 MNpumeHeHUe KOHOUrypaLumM 1 OTMEHA U3SMEHEHUI

1. MpumeHeHue KoHUTypaLMn

Mo HaxaTMio Ha KHoMKy «COXpaHUTb» MPOUCXOAMUT CcoxpaHeHue KoHourypauumn Bo flash-namarte
ycTpoicTBa. YTobbl HACTPOMKM BCTYMWUAM B CUAY HaXKMUTE Ha KHOMKY «CoxpaHuTb M MpUMeHUTb». HekoTopble
HaCTPOWKM BCTYNAT B CUAY TO/IbKO NOCAE Nepe3arpysku yctTpoicTea. Cuctema npeaynpeamt o6 sTOM Npu HaxKatum
Ha KHOMKy.

2. OTmeHa nsmeHeHun
OTMeHa WM3MEHEeHMUI NPOoU3BOAMUTCA TONbKO A0 HaXaTuA Ha KHonky «lpumeHuTb». B 3atom cnydae

M3MeHEHHble Ha CTpaHuue napameTpbl obHoBATCA TEKYWMMUN 3HAYEHNAMMU, 3alMUCAHHBIMN B NaMATU yCTpOI?ICTBB.
Mocne HaxkaTnA Ha KHOMKY «[TpUMeHNTb U3MeHeHUA» BO3BPaT K NpeablayLinm HaCTpOI\;lKaM 6y,u,eT HEBO3MOXEH.
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4.3 MNaHenb ynpaBAeHUA YCTPOUCTBOM

Bce M3MeHeHMA HaCTPOEeK YCTPOWMCTBA BbIMOMHAIOTCA MPU MOMOLLM BKNAZOK «[laHeau ynpasaeHus»,
pacnosoXeHHOoM Ha nesBol ctopoHe Web-nHtepodeiica.

4.3.1 OcHoBHble anemeHTbl Web-uHtepdeiica

DHELTEX

1

Wi-Fi

2 Hactponka 241y

Wi-Fi 5"y TCP/IP IPvE Firewall AgMuHucTpPUpOBaHue

LAN wHTepebeiic HacTtpoika LAN uHTepcpeiica

WAN wuTep peuc 3Ta CTPaHuLa NPeAHasHaYEHa ANA HACTPOAKK NAPaMeTROoB JIOKANEHOM BEMMCAMTENSHOR CETH,

MOAKNKMEHHOM K LAN NOpTal Balwero poyTepa. 348tk Bel MOXETE M3MEHUTE IP-3apEc, MACKY NOACETH,

VLAN nutepdeiic HaCTROMKM DHCP 1 npoyee.
IP-agpec: 192.168.1.254
Macka nogcet: 28525525510
OcHOBHOA Wz 0000
DHCP: Server -
Hauansuwit agpec nyna IP- 192 168.1.100
anpecoe: o
KoHeyHelid agpec nyna IP- 192 168.1 900
ET I - o

MOKa33TL AKTUBHLIE KNUEHTLI

Bpema apexgel DHCP 480 (1 ~ 10080 muHyT)

HacTpomka craTwieckoro DHCP

Wma gomena: Realtek
Nongepxka STP: Briknioueno -
Knonuposate MAC appec: 000000000000 .

COXpaHK|Th COXpAHUTE W MPUMEHITE CBpocKHTh U3MEHEHWA s

PucyHOK 5 - dnemeHTbl HaBuraumm Web-koHourypatopa

KHonKa cmeHbl A3bika Web-uHTepdeiica.
BepxHee ropnsoHTanbHOE MEHIO BKaA0K.
JleBoe BepTUKa/IbHOE MEHI0 BKNAAOK ANS BbINOJHEHNS HACTPOEK.

OcHOBHOE MoJie HAaCTPOEK YCTPOMCTBA, COOTBETCTBYOLLEE BbIOpaHHOW BKAaaKe M3 nons 3.

A

KHOMKM coxpaHeHUss U3MeHeHUN KoHbUrypaumm u cbpoca 4o nocaeaHnX COXpPaHeHHbIX 3HAYEHWA.

4.3.2 MeHio «HacTpoiika»

B meHo HacTpoika moKHO BbibpaTb MacTep HacTpolikn ans yCTaHOBKM OCHOBHbIX NMapameTpoB paboTbl,
WK BbIBPaTb peXknm paboTbl B COOTBETCTBYIOLLEM NoAMEHIO "Pexkum paboTbl”.
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4.3.2.1 MeHto «MacTtep HaCTpPOIKu»

MacTep HacTpomnkn

MACTER HACTPORKM NOMOKET BaM War 33 WaromM HacTRoMTb YCTROACTED.

MacTep HACTROMKW NPOBELET Bac No HEOAXOAMMEIM 3Tanam. AnA Toro 4To6k
Ha4aTh HACTPOMKY, HEKMMTE KHOMKY 'anee’

. BriBop pesuma paboTel yoTpoRcTES

. Brifiop BpeMeHHOR 30HBI

. Hactpoika LAN wHTepdeidca

. Hactpoika WAMN wHTepdedca

. Hactpoiticn WLAN wHTepdeica

. Hactpolka napametpoe BecnpoeogHol BezonacHocT

[ap Ry B S R O

Mpu NepBoM BKAIOYEHUWN YCTPOMCTBA BOCNONb3YWTECH MAacTEPOM HACTPOMKM AN BbICTaBNEHWUA OCHOBHbIX
napameTpoB paboTbl ycTpoicTBa. MacTep no3Bo/AEeT War 3a Warom HacTPOUTb:

e  Pexum paborbl;

e  CMHXPOHM3aLMIO BPEMEHY;

e [lapameTpbl LAN-uHTEpOEliCa;

e [apameTtpbl WAN-uHTepdeica (UHTepHeT);

e [lapameTpbl Wi-Fi ceteit guanasoHos 2.4 Ty un 5 M,

Mocne BbINONHEHMA BCEX HACTPOEK B MacTepe YCTPOMCTBO byaeT nepesarpy»eHo Ana NnpumeHeHUs HOBOW
KOHbMrypaumm.
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4.3.2.2 MeH10 «Pexxum paboTbi»

YcTponcTBo noaaepmBaeT 3 OCHOBHbIX pexmnma paboTbi:

PeXum paooTbl

Bbl MOXETe YCTAHOBWTL pazfinyHbie pexumsl padotel LAN 1 WAN nHTepceiicos.

® N3 B aTom pexume NAT BKMOYEH, BCE YCTPOWCTBA, NOAKMOYEHHbIe K LAN
MopTam, BbIXOAAT BO BHELWHIOW CETh Yepes ofuH IP agpec, HasHaqeHHbIR
Ha WAN nopt. Taike Bbl MOMETE HACTPOMTE TN COEAWHEHUA Ha
cTpaHnLe HacTpoek WAN nHTepdeiica. JocTynHble pexumbl: PPPOE,
DHCP knueHTt, PPTP knueHT, L2TP wineHT unu Static IP.

MocT: B atom pexume Bce Ethemet nopTel u GecnpoBoaHble HTepdieicsl
cBA3aHbl Mexay coboil, a hyHkumna NAT Boikmoyera. HacTpoiikun WAN
nHTepdelica u Firewall HegOCTYNHbL.

Bridge address: DHCP -
IP-agpec: 192.168.37.1
Macka nofceTu: 255.255.255.0

MoaKMtoHeHne K B sToM pexume Bce Ethernet nopTel ceasassl mexgy coboid.
nposaiigepy no GecnposogHoii  BECMPOBOAHON KNMEHT NOJKNK4AETCS K TOUKE AOCTYNA MHTEPHET-
ceti (WISP): nposaiigepa. NAT BK/IHOYEH, BCE YCTPOCTEA, NOAKTHHEHHBIE K

NOKaNbHbIM NOPTaM, BbIXOAAT BO BHELLHIOK CETh Yepes oguH IP agpec,
HasHaueHHbI Ha WAN nopT. [1ng nogknioYveHns K To4Ke gocTyna
WHTEpHET-NpoBaigepa Heobxogumo nepesecTi OecnpoBoOgHOR
MHTepdeiic B pexumM KNMeHTa U BblbpaTk ceTb Ha cTpaHuue "Ob3op
ceTeil". Talcke Bbl MOMETE HACTPOMTL TUMN COEOWHEHWA Ha CTpaHuLe
HacTpoek WAN uHTepdheiica. [locTynHele pexumbl: PPPoE, DHCP
KNWeHT, PPTP knneHT, L2TP KMeHT unu Static 1P,

WAN

nHTepdeic: WLAN 24Ty v

CoxpaHuTb CoxpanuTs 1 [NpumeHnTL CbpocKTb M3MEHEHUA

e llno3 — ycTpoictBo paboTaeT Kak 0b6bIYHbINA AOMALIHUIA MapLUIPyTU3aTOpP C BKAOYEHHOW OyHKLMeEN
NAT (Network Address Translation), Bce ycTpoicTBa nogkatoueHHble K LAN ceTu BbixoasaT yepes oauH IP agpec,
Ha3Ha4eHHbI Ha WAN nopt. JocTtynHbl pexkumbl: DHCP knuneHT, Static IP, PPPoE, PPTP, L2TP.

e  MocT — B 3TOM pexxkume Bce Ethernet noptbl n 6ecnpoBoaHblie MHTEpdeicbl paboTatoT B 04HON ceTw,
¢yHKuMA NAT BbikatoyeHa. Hactpoiikm WAN nopta u Firewall HepgocTynHbl. ECTb BO3MOMHOCTb 33a4aTb
CTaTU4YecKue HacTporku gns nHutepdeiica nam nonydyeHme no DHCP.

e [logKknoueHune K npoBaiiaepy no 6ecnposoaHoi cetn (WISP) — B aTomM pexkume oamH U3 moaynei Wi-
Fi (2,4 Ty unm 5 ITy) nepexoauT B PEXUM KAMEHTa, MOAKAYaeTca K 6ecnpoBogHOM ceTu npoBangepa U
paboTaet B KauectBe WAN noprTa.
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4.3.3 MeHto «Wi-Fi 2.4 Mu» n «Wi-Fi 5 My»
B meHto «Wi-Fi 2.4 ITu» 1 «Wi-Fi 5 Tu» BbINONHAOTCS HAacTpoiKM becnpoBoaHoi Wi-Fi ceTn. HacTpoiku
BblnonHATCA ana cet Wi-Fi Ha yactoTte 2.4 [Ty, uam 5 Ty, YcTpolicTBO nogaepKmMBaeT paboTy 04HOBPEMEHHO B

ABYX ANana3oHax 4acTorT.

MNoameHIo «OCHOBHbIE HACTPOMKU»

OcHoOBHble HacTpolkn 6ecnpoBogHoro nHTepdeiica 5y

3Ta CTPAHWLAE NPELHAZHANEHE ANA HACTPORKM NApaMETHOE 4OCTyNE WLAN KMEHTOE.

OtkntodmTe YWLAMN uHTEpERC

YHacToTHLIA AMaNazoH: 5 GHz (A+N+AC) -
Pesum paboTer: AP v
Wma cetw (E510) Eltexd?iFisG

WnpuHa kaHana: 40MHz -

Kanan: Auto v
CrpeiBaTe Mma cetu (S3I0): Het -
Brnramte pesin Wi-Fi Multimedia (Whahd): BrnmyaHo -

OrpaHuyenne T 0 MWautic (0:Gez arpaHu4eHKid)

Orpanuyenne Ry 0 MWeur/c (0:bez arpaHu4eHKd)

AKTHEHEIE CoeOWHEHKA: 0 38T AKTHEHEIE KNHEHTEI

[OCTeELIE CETH

BrntuuTe KNoHMpoEaHue MAC

BrntouuTe peskum YHueepoaneHoro MNoetoputena (PaboTaeT B kavecTee T W KIMEHTA 04HOBREMEHHD)

WMma cetn (SSID) gononHuTensHoro wHTepdelica: RTK 11n AF RFTO

JofaenTe K npodung

— Omkaryums WLAN uHmepgpelic — npu yctaHoBneHHoM dnare cetb Wi-Fi ana yactotbl 2.4 My, uau
5 Ty, BbIKNKOYEHA.

— YacmommHelili duana3oH — NO3BOAAET BbIOpPaTb pexxmum paboTel gns 6ecnpoBogHoro nHtepdelica B
COOTBETCTBMU C cepuelt ctaHaapTos Wi-Fi 802.11.

Ona 2.4 Mu;:

= 2.4 GHz (B) — echun Bce becnpoBogHble KAMEHTbI Nogaep:kusatoT ctaHaapT 802.11b, no aaHHoMy
CTaHAAPTY MaKCMManbHas CKOPOCTb cocTasnseT 11 MéuT/c;

= 2.4 GHz (G)—no ctaHaapTy 802.11g makcMMabHasa CKOPOCTb cocTasnseTt 54 M6éut/c;

® 2.4 GHz (N) - ctangapt 802.11n npeaycmaTpuBaeT MakCMManbHYO ckopocTb Ao 300 M6éuTt/c;

= 2.4 GHz (B+G) — ecnu B ceTU NpUCYTCTBYIOT BecnpoBogHble KAMEeHTbl ¢ noaaeprkkoi 802.11b u
802.11g, no craHgapTy 802.11g makcMmanbHas CKOPOCTb cocTasnaeT 54 Méut/c;

" 2.4 GHz (G+N) — echn B ceTn NpucyTCTBYIOT BecnpoBogHble KAMEHTbI C nogaep:kkon 802.11g u
802.11n, To MaKkcMManbHaa CKopocTb coctasnaet 300 M6uT/c;
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= 2.4 GHz (B+G+N) — ecnv B ceTn NpuUCyTCTBYIOT 6ecnpoBoaHble KAMeHTbl ¢ noaaep:kkoi 802.11b,
802.11g 1 802.11n, To MaKcMmanbHasa CKOpocTb coctasnseT 300 Mbut/c.

Ana 5TTy;:

® 5 GHz (A) — makcumanbHas CKOpOCTb coctasnaeT 54 Méut/c;
® 5 GHz (N)— paHHbIV CTaHAaPT NpeaycMaTpMBaeT MakCUMMasbHYI0 CKOpocTb A0 150 Méut/c;
® 5 GHz (A+N) — cTaHgapT nogaepxueaet paboty ycrporicts ¢ 802.11a n 802.11n;
® 5 GHz (AC) - paHHbIV cTaHAApPT NpeaycMaTpMBaeT MaKCMMasbHY CKOpocTb Ao 433 M6éuT/c;
® 5 GHz (N+AC) - ctaHpapT noaaepxusaet paboty ycrpoiicts ¢ 802.11n 1 802.11ac;
" 5 GHz (A+N+AC) - cTaHZapT noageprkmeaeT paboty yctpoicts ¢ 802.11a, 802.11n n 802.11ac ¢
MaKCMManbHOM ckopocTbio 433 MéuTt/c.
— Pexum paboTbl — N03BOAAET BbIOPATL B KAKOM pexxume byaeT paboTaTb pagmomoaynb:
e AP — peXum Touku 40CTYyna;

e WDS — pexum 6ecnpoBogHOro MocCTa AJ1A COEAMHEHMA HECKOJIbKMX TOYeK A0CTyna,
O0MNO/IHUTENIbHbIE HACTPOMKKU COAEPKATCA B NOAMEH0 « becnpoBoAHOM MOCT»;

e AP+WDS — pexum paboTbl 04HOBPEMEHHO B KayecTBe TOYKM AOCTyna M 6ecnpoBogHOro
MOCTa;

— [locmesble cemu — NO3BOASAET HacTPpouTb A0 4-x SSID Ha KakAblii AManasoH C PasinNydHbIMM
HacTpolikamm 6e30nacHOCTK.

— Wmsa cemu (SSID) - nma 6ecnpoBoAHON ceTW, UCMONb3yeTCa ANA MNOAKAOYEHUA K YCTPOMCTBY.
MakcumanbHas ANMHa MMeHM — 32 CMMBO/A, BBOJ C YYEeTOM perucrpa KnasmaTypbl. [daHHbIN

oou un o n

napameTp MOXKeT COCTOATb U3 LMdp, NaTUHCKMX BYyKB, Npobenos, a TakKe cmmeonos “-“, “ 7,
“aroesr YH npm atom cumsonbl ‘17, 7 “#” n npoben He MOryT CTOATb NEPBbLIMMU.

— UupuHa KaHana - WUMPMHA NONOCHI YAaCTOT KaHana, Ha KoTopom paboTaeT becnpoBoaHas TOuKa
[0CTyna, NpMHUMaeT 3HaveHua 20, 40 My, Ha yactote 2,4 Ty wan 20, 40, 80 My, Ha yactoTe 5
Mu,

— KaHan - Homep KaHana Aana paboTbl HecnposogHoW cetu. lpu BblbOpe 3HAYeHUs «auto»
aBTOMATMYECKUN ONpeaensaeTca KaHan C MeHbLUMM YPOBHEM MOMEX.

— CKkpbieamb umsa cemu (SSID) - npu yctaHoBNeHHOM ¢dnare Toyka goctyna byaeT ckpbiTa B adupe.
MoAKNOUMTBCA K HEN MOXKHO 3apaHee 3Has eé SSID.

— Braoyumes pexcum Wi-Fi Multimedia (WMM) - npu yctaHoBNeHHOM ¢nare BkatodeHa GyHkuma Wi-
Fi Multimedia, KoTopaa mo3BosseT ONTMMMU3NPOBATb Mepegayvy MyabTUMeamnitHoro Tpadumka no
b6ecnpoBoaHON cpese.

— OepaHu4veHue Tx — NO3BONAET 334aTb OrpaHNYeHUne no nepegade Tpadurka Wi-Fi KnveHTam.

— AKMuUB8Hble cOeOUHEHUS — OTKPbIBAeT B HOBOM OKHe Tab/iMLy CO CMMCKOM BCEX MOAKAOYEHHBIX K
Wi-Fi ceTn KnneHToB.

— MaKcumanbsHoe Koauvecmaeo KaueHmos — No3BoAseT 3a4aTb Koandectso Wi-Fi ycTpoiicTs, KoTopble
OZHOBPEMEHHO MOTYT ObITb NOAKMOYEHDBI K TOUKE A0CTyna. YTOObl CHATb OrpaHMYEHME BbICTAaBUTE
3HaueHune 0.

’
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MoameHo «PaclumpeHHble»

PacluMpeHHble HAacTPOUKKN BGecnpoBoaHoro MHTepdgenca 5rry

JaHHble HAacTpOAKKM NpedHaaHaYeHEl ANA ONbITHLN NoNL3cBaTened. He MeHARTe 9TW HAaCTPORAKK, ecnk Bl
He UMeeTe NPeAcTaBNeHNA O TOM, KaKoA 3gekT OHW J0MKHEI OKE3aTE Ha patoTy TOYKM J0CTyNa.

MNopor diparMeHTaLu9: 2346 (256-2348)

Mopor RTS: 2347 (0-2347)
m;ﬂegsan NaceINKK NakeTa 100 (20-1024 mc)
IAPP: * BrnHHeHo BhIKNHMEHD
3almTa Kaapos: BrntaqeHo @ BhIKHOHEHD
Arperauma; * BkNHMEHD BrIkniHeEHD
Eggggggizaammmblﬂ * BKNHYEHOD BbIKNHOHEHD
WLARN Partition: BrntveHo ' BeikniHeHa
STBC: * BrNHHEHD BblkNHHEHD
LOPC: * BrNHHEHD BlknHEHD
T Beamforming: * BENH4EHD BrIKNHHEHD
WAL IO BrntHeHD '® BbIKNHMEHD
Mutilcast to Unicast: * BrnHHeHD BbIKNHMEHD
TOLS Prohibited: Brknio4eHo ® BbikIHOMEHD
TOLS Channel Switch BKMI4EHD © BLIKTHMEND

Prohibited:

MOWHOCTE Pagro-Mogyns: *100% 70% 0% 35% 15%

HHTE M |_|[I'I WMEHWUTE

CHpOCUTE M3MEHEHKA

Mopoz ppaemerHmayuu (Fragment Threshold) - makcMmanbHbI pasmep HenpepbiBHOro 6/10Ka
AaHHbIX gns nepefaum no H6ecnposofHon ceTu. [JaHHble 6osbluero pasmepa byayT pasbuTtbl Ha
Yyact — GparmeHTMPOBaHbI; MPUHUMAET 3Ha4YeHus oT 256 no 2346.

Mopoz RTS (RTS Threshold) - makcumanbHbI 3anpawnBaemblii pasmep 6/10Ka JaHHbIX A4S
nepeaaun. B texHonornn CSMA/CA naketbl RTS (request to send) nocbinatotca 6a3oBoit CTaHL MK
00 nepefayn peanbHblX AaHHbIX. Mpu HannumMm cBoboaHOro okHa 6as3a oTeBeyaeT naketom CTS
(clear to send) n KAMeHT oTCblIaeT NaKeT 3aNpPOLWEHHOro pasmepa. Yem meHblue pasmep RTS, Tem
6onblle BEpPOATHOCTb MONYYUTb  paspelleHne OT 6a3oBol  CTaHuuK, Tem  BbicTpee
BOCCTAHaB/IMBAETCA CETb NOC/E KONIN3UIA, HO TeM MeHblUe NPOU3BOAMUTENIbHOCTb CETU B Le/IOM.
MpuHMMaeT 3HadyeHuAa oT 0 o 2347.

UHmepsan noceinku nakema "Mask" (Beacon Interval) - NpomMeXyTOK BPEMEHW MeXKay
CNyXebHbiMK coobuieHnamm (maskamn) B 6ecnposoaHoli ceTu. ChyxebHble cooblieHma nepeaatoT
napameTpbl 4YacToT, MPOTOKO/0B, 6€30MacHOCTU, MOLLHOCTM MepenaTyMKoB, 3aLEpPXKeK U T. 4.
MpuHMMaeT 3HaveHuA oT 20 go 1024.

Tun npeambynel (Preample Length) — pasamep npeambynbl NOKa3bIBaeT AJMHY CAYKeOHOro nons B
KarKaom nakete. [ivHHas npeambyna coctouT u3 128 6uMT, KopoTKaa — m3 56 6uT. KopoTKuii
pasmep npeambynbl MoBbllwaeT obuwee ObICTPOAENCTBME CUCTEMDBI, MCNO/b3YeTCA  ANA
MYIbTUMELUNHDBIX MPUNOXKEHNNA.

IAPP — npotokon IAPP (Inter-Access Point Protocol) no3sonset Mcnonb3oBaTb POYMUHT KAUEHTOB
MEXKAY HECKOJIbKMMM TOYKaMM A0CTyNa BHYTPU OAHOMO CErMEHTa CETU.

3awuma Kadpos (Protection) — 370 cneumanbHbli MmexaHmsm ana cetei 802.11b/g. BrawoyeHune
MEXaHU3Ma rapaHTUPYeT BO3MOXKHOCTb PaboTbl measieHHbIX YCTPOMCTB cTaHaapTa b B cpeae ¢
60/blWIMM  KOIMYECTBOM  BbICOKOCKOPOCTHbIX YCTPOMCTB CTaHgapTa g. 3To  AocTuraetca
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yBe/NIMYEHMEM BPEMEHWN OBCNYKMBAHUA CTAPbIX KANEHTOB, 3a4aHMEM A1A HUX MEHbLUero pasmepa
OKHa RTS, cHMKeHMem obLero 6bICTpPOAENCTBUS CETH.

— Aepezayua (Aggregation) — BKAOYAeT BO3MOMHOCTb OObEAMHEHMA HECKONbKUX MaNeHbKUX
NakeToB AN1A nepesayn B ogHOM 60/bLLOM.

— Kopomkuli 3auumnsili uHmepsan (Short Gl) — cpeACTBO CHUMKEHUA OLWNBOK NpU B3aMMOAENCTBUK
pagMo yYCTPOMCTB — MNYCTOM MPOMEXKYTOK MeXay nepenaBaemMbiMM LIECTHAALATEPUYHbIMMU
cumonamu  (0,1,...E,F). CTaHAapTHbIA ANMHHBLIA  3aWMUTHLIM  MHTepBan (Long Gl) wumeer
npogonkmtenbHoctb 800HC. CymTaeTca, YTO 3@ 3TO BpPemMA CUrHAN MNOJAHOCTbIO A0X04uT 40
NPUEMHMKA C yYETOM BCEX 3a4€epPXKeK N OTParKeHUN. Mo ncte4eHMm 3TOro MHTEpPBaAa, nepenaeTca
cneayrowmin cumson. Short Gl gnutca 400Hc. Mcnonb3osaHue Short Gl nosbiwaet obuLyto
npPoun3BOAMTENbHOCTb 6ECNPOBOAHON CeTU NPUMepPHO Ha 11%, HO MHOrAa BedeT K YBENUYEHUHD
owmnboK npuema/nepenaun.

— WLAN Partition — BKNtoYeHWe 3anpeTa B3aumoaencTama 6ecnpoBogHbIX KAMEHTOB MeXKay coboi.

— STBC — BKAtoyeHne mexaHmsama Space Time Block Coding (STBC), ucnonbsyetca B 6ecnpoBogHbIx
CeTax ANA nepeaayn Konuii NoTOKa AaHHbIX Yepe3 HECKOJIbKO aHTEHH M Ana obecrneyeHuns npMéma
pa3HbIX BEPCUM B610Ka AaHHbIX B LeNAX NOBbILWEHNA HAaLeXHOCTU 0ObmeHa AaHHbIMU. M3BECTHO, YTO
pPafMOCUTHaA PAcnNPOCTPaHAETCA B Cpeae Mo AOCTaTOYHO C/IOMKHbIM TPAEKTOPUAM M MOABEPNKEH
B/IMAHUIO OTparkeHunn, pedpakLmm, paccenBaHma, a TaKKe UCKaXKaeTcs BO3AEWCTBMEM TEMI0BOIO
LYMa NPUEMHMKA, YTO B KOHEYHOM CHETE NPUBOAUT K TOMY, YTO OAHWU KOMWUM NepesaHHOro CUrHana
MOTYT OKa3aTbCA 3HAYUTENbHO Jiyyle ApYyrux (MeHee UCKaxKeHbl). 3Ta U3ObITOYHOCTb MOBbIWAET
BEPOATHOCTb KOPPEKTHO AEKOAMPOBATL CUFHAA M3 HECKO/IbKMX €ro KOMui Ha NPUMEMHON CTOpPOHE.
TexHonorusa STBC obbeamHAET BCe KONMUM NPUHATOrO 6710Ka AaHHbIX ONTUMAbHBIM 06pasom ans
N3B/IEYEHMA MAKCUMANIbHOTO KOIMYECTBa MHOOPMALIMKN N3 KaXKAO0M U3 HUX.

— LDPC — ncnosib3oBaHWe KOPPEKTUPYIOLLEro KoAa C MaJion NIOTHOCTbIO MPOBEPKN Ha YETHOCTb Low-
density parity-check code (LDPC), KoTopbii nossonser 6onee 3pPeKkTMBHO OBHapyKMBaTb WU
MCMPaB/aTb BOSMOXKHble OWMOKM Npu nepesade cMrHasia yepes 6ecnpoBoaHoin nHtepdeiic.

— TX Beamforming — TexHonorua, nogpasymesatow,as GoOpmMpoOBaHWE 3/1EKTPOMArHUTHOro nons
aHTEeHHbl 6a30BOI CTaHUMM B AajibHeil 30He B BWAE Y3KOHaMNPaB/JIEHHOrO [/1AaBHOMO JienecTtKa,
OPMEHTUPOBAHHOIO B CTOPOHY QabOOHEHTCKOrO YCTPOMCTBA C BO3MOMKHOCTbIO W3MeEHEeHMUA
HanpaB/IEHHbIX CBOMCTB NPY U3MEHEHWNWN NOMOXKEHMA 3TOro 0bopya0BaHMA.

— MU MIMO — nossonsieT nepenaBaTb OTAE/bHbIA NOTOK Ka*KAOMY NOAKAIOYEHHOMY YCTPOMUCTBY, YTO
obecneumBaetr 6onee BbLICOKYD CKOPOCTb MPUM MNOAKAOYEHUN OLHOBPEMEHHO HECKONBbKUX
YCTPOWMCTB.

— Multicast to Unicast — no3BonseT nepegasaTb 6ecnpoBogHbim ycTponctBam Multicast noTok B Buae
Unicast, npu ycnosum uto BrAtodeHa onuua UDP2HTTP B HacTponkax WAN mHTepdelica.

AboHeHmcKuli mapwpymuzamop RG-35-WZ 19



O ELTEX

NoameHio «be3onacHOCTb»

HacTpoiika napameTpoB 6esonacHocTu onsA uHTepdeica 5Mu

JaHHBIE HACTPOAKA NO3E0NAKT BaM 334aTh NApAMETPH GE30NACHOCTH. BRIBOP TUNa WMHPOBAHWA NOMOKET Bam NPEAOTERaTUTE
HECAHKLMOHMPOBAHHEIA LOCTYN K BAWEN GECNPOBOLHON CETK

Brifiepute S50 Root AP - ERexwiFiss -
leTon, NpoEEpKM NOLNMHHOCTM: WPAZ -
MeTon ayTeHTHdHKaLMK Enterprise (RADIUS) @® Personal (Pre-Shared Key)
Tun WwudposaHua WRAZ: TKIF ® AES
hanagement Frame Protection: = none © capable © required
Dopmat knva: Fassphrase -
Ky

CAPOCUTE MEMEHEHKUA

— Bbibepume SSID — BbI6Op ceTu, AN KOTOPOI ByAET BbINOAHATLCA KOHOUTYPUPOBaHHUE.

—  Memod nposepku nodauHHocmu — BbiIbop pexrma besonacHocTn becnpoBoaHOM ceTu:

e OmkntoyeHo — WnppoBaHMe HecnpoBOLHOMN CeTM OTCYTCTBYET, HU3KMI ypoBeHb Be3onacHoCTy;
o WEP — wudposaHne WEP. WEP-Kno4 AonxkeH cocToATb M3 LWeCTHaguaTepuyHbiX unop um
umetb ganHy 10 mam 26 cMMBONOB, MO0 A0MKeEH ObiTb CTPOKOM (cumBonbl a-z, A-Z, 0-9,
~l@#5%"&*()_-+=) u umeTb AANHY 5 nan 13 cMMBONOB;

o WPA2 — wndposaHme WPA2. anHa Knwoua coctasnsieT oT 8 go 63 cumBonos. PaspewaeTtcs
MCNONb30BaTb TONMbKO CUMBObIL: a-z, A-Z, 0-9, ~l@#5%"&*()_-+=;:\\|/?.,<>"" wan npoben.
WndposaHne WPA2 obnaaaet ropasao 60blMm YPOBHEM 3aLLMTbI NO cpaBHeHuto ¢ WEP;

o WPA-Mixed - wndposaHme WPA n WPA2. innHa Knto4va cocTasnset oT 8 Ao 63 cMmBO/IOB.
PaspeluaeTca MCNOAb30BaTb TONLKO CUMBOALI: a-z, A-Z, 0-9, ~I@#S% &*()_-+=;:\\|/?.,<>"" nam
npoben.

/' PekomeHAgyeTcA UCNONb30BaTb pexumbl 6esonacHoctu WPA-Mixed u WPA2 KaK Haubonee
6e3onacHble.

—  AymeHmudgukayua 802.1x — npu ycTaHoBAeHHOM d¢nare TOYKa AocTyna byaeT aBTOPU30BbLIBATH

KnueHTos no 802.1x (WPA/WPA2-Enterprise) ¢ ucnons3osaHnem RADIUS-cepsepa.

— RADIUS Server IP Address — agpec RADIUS-cepBepa.
— RADIUS Server Port — Homep UDP-nopTta ans obmeHa AaHHbIMU Mexay ycTpoictBom u RADIUS-

cepsepom (nNo ymonyaHuio 1812).

— RADIUS Server Password — naponb goctyna K RADIUS-cepsepy.
— Memod aymeHmucguKkayuu — BblbOp cnocoba ayTeHTUPMKALMM NpPU MNOLKNOYEHUN YCTPOMCTBA.

BapuaHTbl 3aBMCAT OT BbIBOpa MeToAa NPoBEePKN NOAJANHHOCTU:
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e Open System — ayTeHTUdUKALMA B peXMME OTKPbITOM CUCTEMbI HEe TpebyeT napons, obnagaet
HU3KMM YPOBHEM 3aLUUTbI;

e Shared Key — ayTeHTUdMKAUMA C UCNO/Ib30BaHMEM OOLLErO K/toYa K cetTu ana wudpoBaHua
WEP;

e Auto — aBToMaTMYecKmMi BbIbOp NnogxoaAawero cnocoba ayteHTuduKaLmm;

o Enterprise (RADUIS Key) — ayTeHTUOUKaUMA ¢ ucnosnbzoBaHuem RADIUS cepsepa;

e Personal (Pre-Shared Key) — ayteHTUdUKaUMA C UCNOIb30OBAHNEM OBLLLErO NAapOA K CETU.

—  [nuHa knro4va — BbIGOP ANMHBI KAtoda npu wndposaHmum WEP: 64-bit nnun 128-bit.

—  @opmam Kawoua — Bbibop dopmaTta Katoua wudposBaHua: Hex mam ASCIl gna wudposaHua WEP, a
Take Passphrase («cekpeTHas ¢pasza») unn HEX64 (64 cumeona) ana WPA2 n WPA-Mixed.

— Koy —none gns BBOAA KAoYa WNdpPoBaHMA, NO KOTOpoMy ByaeT obecneunmsBaTbcsa JOCTYN K CETU.

— Management Frame Protection — BKNOYeHWe 3alWMTbl GPerMoB ynpasBaeHWs. BapuaHTbl: none
(oTkntoyeHo), capable (BbibopouHO) M required (o6asaTenbHo). Mpu BbIbOpe BapwaHTa capable
OOCTYMEH MYHKT C BKAOYEHNEM GYHKLMM X3pLIMPOBaHKUA No anropmutmy SHA256.

MoameHo «YnpaBneHue AoOCTynom»

B nogmeHto «YnpasnieHMe AOCTYNOMY» BbINOHAOTCA HACTpPoiKa ¢uabTpaumm goctyna no Wi-Fi 1 MAC-
agpecy KAneHTa.

YnpaeneHue goctynom Sy,

CNUCOK paspeweHHb No3E0NAET NOAKNHYATECA TONRKD KNMEHTAM M3 JEHHOMD COMCKS. MyHKT "CNMCOK 3anpeLEHHB" OrpaHHHMERET
AOCTYN K TOMKE A0CTyNa 4NA KNMEHTOE M3 3TOTD CAWCKE.

Pexum KOHTRORA JOCTyNa: OTENYEHD -

MAC-agpec

KommeHTapuii:

CAPOCUTE M3MEHEHKA

CnHcoK yeTpoHcTE 404 BEIBPAHHOMD PEKMMA KOHTPONA 40CTYNA:

MAC-agpec Kommentapuit

YIAMHTE ERIBPEHHEIR YIANUTE BCE CUHETHTE

—  Pexum KOHMposa docmyrna — NO3BOIAET 334aTb OOUH U3 TPex pexnumos paboTbl ¢ becnpoBogHbIMU
YCTPOICTBAMM:

o OmKnto4YeHo — Hem o2paHu4YeHul no NoOKA4eHUr ycmpolicms;

e benvbili cnucok — K Wi-Fi cemu mo2ym nodKa4umscsa mosaeko ycmpolicmea ¢ MAC-adpecamu
U3 CMUCKQ pa3peuweHHbIX;

o Yepnobili cniucok — K Wi-Fi cemu moz2ym nodkawouameca 8ce ycmpolicmed, 3a UCKAoYeHUEM
repevucneHHsiX 8 CrucKe.

— MAC-adpec — none ans seoga MAC-aapeca ycTpolicTBa. Aapec BBOAMTCA CMJIOWHbIM TeKcTom 6e3
pasgenutenein, Hanpumep a8f94b214fa0.
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— KommeHmapuli — none ans KOMMeHTapus K gaHHomy MAC-agpecy. He 06s3aTefibHO 19 3aN0/IHEHUS.
[na ynobcTea peKkomeHAyeTcA 3anucbiBaTb Ha3BaHWe YCTPOMCTBA, A4/19 KOTOPOro 3aBOAMTCA 3aMuUch B
CMUCOK.

MNoameHto «becnpoBoaHOU MOCT»

B noameHto "becnpoBogHON MOCT" MOMKHO YCTaHOBUTb COEAMHEHME C APYIMMMW TOYKamM AO0CTyrna yepes
6ecnpoBoaHoit moct WDS, ucnonbsysa nx MAC-agpeca.

BecnpoBoaHoit MmocT WDS 50

BECNpOBOAHOR MOCT WODS MCNONE3YETCA ANA CEASM C 40YTMKA TOMKAMKM A0CTYNE, Kak 3T0 ARNAET
Ethernet. Bam Hy#kHO YCTAHOBMTE 3TH TOMKM AOCTYNA B O4HOM KSHANE, 33aTe MAC-3APREC 40yTHK TOHEK
AOCTYNA, © KOTOPBIMKA Bl XOTMTE CEASATECA, B TAAMWUE, 3 33TEM BKNHMUTE GECAPOBOAHON MOCT WDS .

BrnrouuTs WDS

MAC-agpec:
CropocTe: Auto v

FommeHTapmiA:

(e MR aOIE R COpocKTE M3MEHEHKA

Tekywue Tourks WD3S

MAC-aapec CHOPOCTE T (MAMTIE) KOMMEHTARHA

Y NENMTE BeIApaHHBIE YOanUTE BLE COYUCTHTE

CDyHKU,M‘r'I WDS MoXeT Ncnonb3oBaTbCA OTAENBHO ANA KAXKA0ro AManasoHa 4acToT.

— MAC-adpec — none gns seofa MAC-agpeca ycTpoiicTBa. Agpec BBOAMTCA CM/IOWHbIM TeKcTom b6es
pasaenuteneit, Hanpumep a8f94b214fa0.

—  KommeHmapuli — none ans KOMMeHTapusa K aaHHomy MAC-agpecy. He 0653aTeibHO 1A 3aN0HEHUA.
[na ynobcTea pekomeHAyeTca 3anucbiBaTb HasBaHWe YCTPOMCTBA, A1 KOTOPOro 3aBOAMUTCA 3anuch B
CMWCOK.

NoameHto «0630p ceTen»
B nogmeHto «O630p ceTel» MOMKHO 3anycTutb nouck apyrux Wi-Fi ceteh B 3ag4aHHOM 4YacCTOTHOM

AManasoHe C Uenblo onpeaeneHms MMHUMabHO 3arpy*KEHHOTO KaHasa npu TOHKOW HAcTpoiKe ceTu. TakkKe
yepes 3TO NOAMEHIO BbINOMHAETCA NOAK/OYEHMEe K becnpoBoAHON ceTu nposaligepa B pexkume pabotbl WISP.
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O0630p becnpoBoAHLIX ceTel 5L

3Ta CTPAHMUE COLBHMT MHCTRYMEHT ANA CkAHMPOEaHKMA GECNPOBOSHORA CETH. Bl MOXETE
NOAKNHOHUTECA K HAWAEHHOR TOMKE 40CTyna npu paboTe YWi-Fi MHTepieica B pEXUME KNMEHTA.

HWPOEATE

551D BSSID KaHan ST WnippoeaHue CHrHan

MNone

MogmeHto «\WPS»
B nogmeHto « WPS» BbINnosiHAETCS HacTpoiKa npoTtokona WPS (Wi-Fi Protected Setup).

WPS — cTaHgapT noJsiyaBTOMaTUYeCcKOro cosgaHus becnposogHoi cetn Wi-Fi. Llenbto npotokona WPS
ABNSAETCA YNpPOLLEHME MpoLLecca HACTPorKn becnposoaHol cetn. WPS aBTomaTMyeckn 0603HaYaeT Mms CeTU U

3agaeT wudpoBaHMe ANA 3aLUTbl OT HECAHKUMOHWPOBAHHOIO A40CTyNa B CeTb, NPW 3TOM HET Heob6X0AMMOCTH
BPYYHY!O 3a4aBaTb BCe NapameTpbl.

HacTtpoiika sawmwénHoro Wi-Fi (WPS)
WRS (W-Fi Protected Setup) oBecneqmsaeT Nerkuid v Be30NacHeEld cnocol co3fadmuA BecnpoBogHon ceTK.
OTrknHumTe VWPS

Hactpolka no HaxaTui kHonkd (PECY:

QcTaHoeWTE HacTpolky (PBC):

Tekywne HacTpoiKW NapaMeTpoe bezonacHoCTH:

MeTon NPOEERPKK NOANMHHOCTH Open
Tun WwWudpoeaHUA Maone
Koy AR

CAPOCHTE MSMEHEHHA

®yHKumA WPS moxeT ncnoib3oBaTbCA OTAENbHO 411 KaXKA0ro AnanasoHa 4acTor.

Ncnonb3ya TepmunHonornio WPS, ycTpoincTBO MOXKET HaXxo4MTbCA B ABYX COCTOAHUAX:

Configured — To4Ka pocTyna (xoTs 6bl B O4HOM AMana3oHe YacToT) CKOHPUIYpPUPOBaHA — 3TO 3HAUMT,
YTO HACTPOEHbI UMSA CETU, MApPaMETPbI LWNPOBAHNA N APYyrMe NapameTpbl;

Unconfigured — To4yka goctyna B 060Mx AnMana3oHax YacToT He CKOHOUIYPMPOBaHa — 3TO 3HAYUT, YTO
Bce napameTpbl Wi-Fi UMeloT HaCTPOMKKM NO YMOAYAHULO.

B 3aBMCMMOCTM OT COCTOAHMA TOYKM A0CTyNa HeKoTopble GyHKLMM WPS mMoryT 6biTb 3a6/10KMPOBaHbI.

—  Omeknwovyume WPS — npw BbicTaBneHHom ¢nare ¢yHKuma WPS byaeT oTKAoYeHa Ha BblbpaHHOM
AnanasoHxe;
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Hacmpolika no Haxcamuro kHonKu (PBC) — BbinonHseT GpyHKUMKM KHonku WPS Ha Kopnyce ycTpoicTBa.
MoaknioyeHne KAWEHTa MPoOUCXOAUT aBTOMATUYECKM [MOC/e HaXKaTUA Ha  OaHHYI0  KHOMKY.
MoaxntoYeHne KaneHTa no KHomnke PBC BO3MOXHO Kak M3 coctosiHMA «Unconfigured» (Touka goctyna
He CKOHOUIypMpoBaHa), Tak U U3 coctosHma «Configured» (Touyka gocTyna ckoHpurypuposaHa). Mpwu
noAKAtoYeHMn ns coctoaHma «Configured» KAMEHT NoAyYaeT HACTPOEHHbIE Ha YCTPOWCTBE MMA CETU U
napameTtpbl wudposaHma. [lpu noaknwueHmn wus  coctoanma  «Unconfigured»  ycTpoiictBo
ABTOMATMUYECKN TeHEPUPYET M HA3HaAYaeT KAMEHTY UMSA CEeTM W napameTpbl wudposaHus. Mocne
Ha*KaTma Ha KHonKy PBC ¢yHKLMA WPS akTUBHA B TEYEHUME ABYX MUHYT;

OcmaHosume Hacmpoliky (PBC) — npuHyAUTENbHO MNpeKpawaeT Mnpouecc C€o3gaHuA HOBOro
noakntoyeHuna no WPS. Tak»Ke npouecc NnpeKkpallaeTca aBTOMaTUYECKM eC/in B TeYeHMe ABYX MUHYT He
YAanocb co34aTb COeANHEHMA.

MoameHio «PacnucaHue»

B aTom MmeHIO 3agatoTca MHTepBasbl paboTbl becnpoBogHOro MHTepdelica B pas/MyHble Yacbl U AHU
Hegenn. Mpu BKAOYEHHOM OYHKUMKM bBecnpoBoAHasa ceTb 6yAeT HeAoCTymHa BO BpemMa He BxogAllee B
pacnucaHue. Mo ymonyaHuio GyHKLMA pacnmcaHus BbIKAOYEHa.

PacnucaHue pa6oTkl GecnpoBoaHoro MHTepdeica

373 CTRAHWULE NO3BONMT BamM 38/aTk PACTMCAHKE pabioTel DECNPOBOAHON MHTERMERCE. NOKANYACTE, HE 3a0yALTE HACTPOMTE CUCTEMHOE
BREMA NENEA BKIKHEHNEM JaHHON ONLMA

Biciowe pabioTy no pacnucanmie

Bent or fo

BockpeceHee « oo - oo - ao - ao -
BockpeceHee « oo - oo - ao - ao -
BockpeceHee « oo - oo - ao - ao -
BockpeceHee « oo - oo - ao - ao -
BockpeceHee v [} - [} - [i[i - [i[i -
BockpeceHee v [} - [} - [i[i - [i[i -
BockpeceHee v [} - [} - [i[i - [i[i -
BockpeceHee v [} - [} - [i[i - [i[i -
BotkpeeHee w [ili} - [ili} - [ili} - [ili} -

BatkpeceHke w [ili} - [ili} - [ili} - [ili} -

COxpEHITE COROCHTE UEMEHEHUS

—  Brawvume pabomy no pacnucaHuto — npu BbicTaBneHHoM ¢nare Wi-Fi ceTb B BbIBpaHHOM AuanasoHe
paboTaeT B COOTBETCTBMM C YKa3aHHbIM pacnuncaHnem.

4.3.4 MeHio «HacTtpoiiku TCP/IP»

B 3TOM MeHI0 AOCTYnNHbl AnA KOHpuUrypuposaHua napameTpbl LAN 1 WAN uHTepdelicoB ycTpoiicTBa, a
TaKKe napameTpbl COeaAnHEeHUN ¢ ucnonb3osaHnem VLAN.

NopgmeHto «LAN UHTepdenc»

B noameHto «LAN WHTepdelic» HaxogAaTcA napameTpbl JIOKanbHbIX MHTepdencos ycTpolictea u DHCP-

cepsepa.

24
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HacTpoitka LAN uHTepdpeiica

3Ta CTPaHUL A NPeLHA3HAYEHE ANA HACTROMKKM NapaMeTROE NOoKaNEHOA BEMUCNMTENEHOA CETH, NOAKNHHMEHHON K LAN NOpTamM Balwero
poyTepa. 3neck Bul MOXETE M3MEHMTE IP-3apec, MacKy NOLCETK, HACcTPOAKM DHCP 1 npa4ee.

IP-aapec: 18216811

Macka nopceti: 2662662550

DHCP: Cepeep -
HayaneHwih agpec nyna [P-agpecoe 182.168.1.2

KoHeyHelid agpec nyna IP-aapecos: 182.168.1.254

MoKa3aTe akTHEHBIE KNWEHTEI

Bpewma apexge OHCP 480 {1~ 10080 munyT)

HacTpoHKa cTaTuyeckoro DHGP

A nomeHa RG-34-4vac

CApOCHTE MEMEHEHHA

IP-a0pec — nokanbHbii IP-agpec ycTpoictBa. [a MOAKAIOYEHHbIX KAMEHTOB 3TO OyaeT aapec
OCHOBHOrO Wto3a. 1o ymonyanuio 192.168.1.1.

Macka nodcemu — 3HavyeHne macku LAN cetu. No ymonyanumio 255.255.255.0.

DHCP — BKAtOYEHME MM OTKAOYEHWEe BHYTpeHHero DHCP cepsepa ycTpolicTBa gns nogkatodeHma LAN
KIMEHTOB NO 3TOMY MPOTOKONY.

HauanbHsili adpec nyna IP-adpecos — 3Ha4eHMe HadvanbHoro IP-agpeca, HaunHaa ¢ KoToporo 6yayTt
Bbl4aBaTbCA agpeca KIMeHTam. Agpec A0/KeH NonagaTh B Anana3oH BblbpaHHOM ceTu.

KoHeuHbili adpec nyna IP-adpecos — nocnegHuii IP-agpec, KOTOpPbIM YCTPOMCTBO MOXKET BblAaTb
KNMeHTy. Mo ero AOCTUMKEHMIO NyA CYUTAETCA MCYEPMAHHbIM A0 MOMEHTa OCBODOXKAEHMUA YiKe
3aHATOro agpeca. Aapec A0IXKeH NonazaTtb B AMana3oH BbIOPaHHOM ceTu.

Mokazame akmugHble KaueHmbl — 0TOH6PaA3UTb CNUCOK NOAKNOUYEHHDIX K YCTPOWCTBY KANEHTOB.
Cmamuueckuli DHCP — no3BonaeT 3a4aTb cTaTudeckue IP-aapeca NoAKNOMEHHBIM KMEHTAM.

Bpemsa apeHObi DHCP — Bpems apeHAbl B MUHYTax MO WUCTEYEHUIO KOTOPOTrO KAMEHT AO0/KeH nnMbo
0cB060AMTb agpec, MMB0 NPOAANTL Ha TAKOW XKe NPOMENKYTOK.

Nmsa domeHa —uma gomeHa DHCP-cepsepa.
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NogmeHto « WAN UHTepdeiic»

B noameHto « WAN UHTepdenc» BbINONHAETCA HAaCTPOMKA NOAK/NOYEHUS K BHELHel ceTu Yyepes nopt WAN
WU U3MEHEHMe NapameTpoB B3anmoaenctemna knmentos LAN cetn n WAN nopra.

HacTtponka WAN mnHTepcpenca

Ha aTol CTPaHMUE BBl MOXETE HACTPOMTE NApaMeTPbl LOCTYNE K CETH MIHTEQHET.

Tun YWAN-nogknKYeHuA; DHCP Client -
Hma xocTa:
Pazmep MTU: 1500 {1400-1500 BaiT)

= Mogkntoyateca k DNS-cepeepy SETOMETHYECKM

Sagate agpeca DNS-cepeepoe EpyYHYH

DNE 1:
DMS 2:
DMNE 3:

MAC-agpec nopra YWAN: 000000000000

MEnone30EaTe MAC-340EC KOMNBHTEDS I MICNONE30BATE NO YMONYZHMHD

Biknroumte UPRP
¢ Brniounte IGMP Proxy
Pazpewwnte ping Yepes YWARN

Pazpewute goctyn k Beb-watepdeicy yotpofcTea Yepes WWAN
M3meHUTE NopT AocTyna: a0an

Brntouute qoctyn no telnet
HamenuTe nopt goctyna telnet: 23

MenonezoeaTe CNMCOK pazpellendey [P-agpecoe Ana qoctyna u3 WAN

NokaneHeld IP-aapec MpoTokon KomMMEHTA WA Brifipate

—  Tun WAN-nodknaoyeHus — BblbOp NPOTOKOMa, MO KOTOPOMY OyAeT OCyLLecTBAATbLCA NOAKAOYEeHMe
WAN-uHTepdelica ycTpoicTBa K CETU NpeAoCTaBeHNa ycayr npoBangepa:

e Static IP — pexum paboTbl, Npu Kotopom IP-aapec n Bce HeobxoaumMble napameTpbl Ha WAN-
WHTepdelric HasHavatoTca ctatyecku. Mpu Bbibope TMna «Static IP» ana peaakTMPOBaHUS CTaHYT
OOCTYNHbI cnegyowmne napameTpbl:

— IP-adpec — ycTaHoBKa IP-agpeca WAN-uHTepdeiica ycTponcTBa B CETU NpoBaiaepa;

— MacKka nodcemu — MacKa BHeLWHel noaceTu;

— OcHo8HOU w03 — aapec, Ha KOTOPbIM OTNpPaBAAeTCA MaKeT, ecin ANa Hero He
Hal4eH MapLpyT B TabauLe mapLpyTUsaumu.

e DHCP Client — pexkum paboTbl, npu KoTopom IP-aapec, macka noacetn, agpec DNS-cepBepa, wntos
Nno YMOJIYAHUIO U ApyrMe napameTpbl, Heobxogumble gas paboTbl B ceTu, ByayT nosayyeHbl OT
DHCP-cepBepa aBTOMATUYECKMU.

e PPPOE — pexum pabotbl, npyn KoTopom Ha WAN-uHTepdeice nogHmumaetca PPPoE-ceccua. Mpu
Bblbope «PPPOE» Ana pesakTMpoBaHMA CTaHYT AOCTYMHbI CAeAytow e napameTpbl:

—  UmaA nonbzosamena — uma NoNb3oBaTeNna Ana astopusaunm Ha PPPoE-cepsepe;
— [llaponb —naponb ANa aBTOpU3aLuK;
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— Service Name — vms ycnyrm — 3HadeHue Tara Service Name B coobueHnn PADI
(none He 0bA3aTeNnbHO ANA 3aN0NHEHUA);

— Tun nodknaw4eHuUs — NO3BOAAET BblbpaTbh TN noakatovyeHna PPPoE: nocTosiHHOe,
no TpeboBaHuUIO, BPYUHYIO.

e PPTP — pexum, nNpuv KOTOPOM BbIXog, B MIHTEPHET OCyLLEeCcTBAAETCA Yepe3 CneumanbHbli KaHan,
TYHHENb, ucnonbays npotokon PPTP. Mpwu Bbibope «PPTP» ana peaakTMpPOBaHUA CTaHYT AOCTYMHbI
cnepyowme napameTpbl:

— Cnocob cemesozo nooKaouyeHUs — AnHamudeckuii IP (DHCP) unu ctatmnyeckuit IP. B
nepBom cny4yae napameTpbl cetn (IP-agpec, macka w wWA03) 6yayT MNosyyYeHbl
aBToMaTMyeckun. Bo BTopom — noTpebyeTca BBECTU UX BPYUHYIO;

— Cnocob nodknwyeHusa K cepsepy PPTP — Bbibop cnocoba mexay: no AoOMeHHOMY
MmeHu nam no IP-agpecy;

— [JlomeHHoe umsa — agpec cepBepa byaeT onpeaensaTbCa No ero AOMeHHOMY MMEHMU.
MMyHKT aKTUBEH TO/IbKO Npu Bbibope cnocoba NogKAOYEHNSA NO AOMEHHOMY UMEHMU;

— IP-a0pec cepsepa — npu CTaTUY4ECKOM AOCTyrne C 3TOro agpeca OcCyL,ecTB/AeTcs
poctyn no PPTP-cepsepa;

—  WmA nons3zosamena — numaA NONb30BaTeNA ANA aBTopu3aummn Ha PPTP-cepsepe;

— [lapons —naponb gna astopmsauunm Ha PPTP-cepsepe;

—  Tun nodknwo4eHUs — NO3BONAET BbIOpaTh TUN NoakaoveHnsa PPTP: nocTtoaHHOe, o
TpeboBaHMIO, BPY4HY!IO.

o [2TP — pexum, Npu KOTOPOM BbIXog, B MHTepHeT ocylecTBnAeTCA Yepes crneumanbHbli KaHar,
TYHHENb, Ucnonb3ya npotokon L2TP. Mpu Bbibope «L2TP» ana peaakTMpoBaHMA CTAHYT AOCTYMHbI
cnepyrowme napameTpbl:

— Crnocob cemegozo nodKaYeHus — aAnHammyecknin IP (DHCP) nnm ctatnyeckuii IP. B
nepBom cnyyae napameTpbl ceTu (IP-agpec, macka w wWA03) ByayT MNoJsyyYeHbl
aBToMaTMyeckun. Bo BTopom — noTpebyeTca BBECTU UX BPYUHYIO;

— Cnocob nodknwoueHus K cepeepy L2TP — Bblbop cnocoba mexay: No AOMeHHOMY
nmeHun uau no IP-agpecy;

— JlomeHHoe umsa — agpec cepBepa byaeT onpefensTbCA No ero LOMEHHOMY MMEHMU.
MyHKT aKTUBEH TOJIbKO Npu Bbibope cnocoba NogKAoYeHUs N0 4OMEHHOMY MMEHW;

— IP-adpec cepsepa — npu CTaTU4ECKOM AOCTyrne C 3TOro agpeca OCyL,ecTBAaAeTca
poctyn oo L2TP-cepsepa;

—  UmA nonb3zosamesnsa — UMA NONb30BaTeNa ANa asTopusaumm Ha L2TP-cepsepe;

— [lapone — naponb gna asTropusaunm Ha L2TP-cepsepe;

—  Tun nodKaw4yeHuUs — No3BoAAET BblIbpaTb TMN NogKkatouyeHns L2TP: nocToaHHOoe, no
TpeboBaHMIO, BPYUHY!tO.

Yma xocma — ceTeBoe UmA YCTpOﬁCTBa.

Paszmep MTU — onpegensieT paamep Kagpos Ethernet nepegasaembix yuepes WAN-nopT.

Hacmpolika DNS — appeca ncnonb3dyembix DNS-cepBepoB MOXHO KAk MOAy4MTb aBTOMATUYECKM MO
DHCP, TaK 1 yKa3aTb BpPY4HYIO.

MAC-adpec nopma WAN — no3ssonsieT nameHnto MAC-agpec WAN-nopTa ¢ 3aBOACKOrO Ha CTOPOHHWUI,
€CJIM CO CTOPOHbI NpoBaliaepa peannsoBaHa nposepka MAC-agpecoB abOHEHTCKMX YCTPOMCTB.
Braoyums uPNP — npotokon UPnP  uncnonb3yeTca HEKOTOpbIMKU NpunoxeHuamu (Hanpumep, DC-
KnneHTamm, Takmmm Kak FlylinkDC++) ans asTomatuuyeckoro cosgaHua npasun npobpoca TCP/UDP-
NOPTOB, WCNONIb3yeMbIMW  3STUMM  MNPUNOXKEHMAMM, Ha  BblECTOAWEM  MapLipyTU3aTope.
PekomeHayeTca BkAoUMTb UPNP ana obecneyeHuns paboTtbl cepencos obmeHa dailnamm B ceTu.
Braoyums IGMP Proxy — npu BbicTaBnieHHom d¢are ycTtpoiictBo obpabaTtbiBaeT 3anpocbkl IGMP,
KoTopble Heobxoaumbl ana pabotobl IPTV.

Paspewumes ping yepe3z WAN — npw BbicTaBneHHOM dnare ycTpoicTBo byaeT oTBevaTb Ha NpuxogaLine
n3 WAN 3anpocobl ICMP.
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—  Paspewums docmyn k Web-uHmepdgelicy ycmpolicmea yepe3 WAN — oTKpbiBaeT gocTyn K web-
uHTepdelicy yctponcrea ns WAN cetwm.

—  U3meHumb nopm docmyna — U3MeHeHue nopTa goctyna kK web-uHtepdeiicy n3 WAN m LAN cetu. Mo
yMOAYaHUIO ncnonbayetca nopt 80.

—  BKatoyumoe docmyn o telnet — oTKpbIBaET AOCTYN A0 YCTPOIACTBA NO coeAnHeHMIO telnet.

—  U3meHums nopm docmyna telnet — no3BonseT MeHATb NOPT ANA coeanHeHua no telnet.

— MUcnonse3zoeams crniucok paspeweHHsbix IP-appecoB gna pgoctyna ns WAN — cogeput cnucok IP-
aapecoB, KOTOPbIM pa3peLleHo NoaKAYaTbea K web-nHTtepdeicy u telnet us WAN-cetn.

—  Bkmtouums NAT Passthrough 0na paspeweHusa nakemam (VPN) npoxodume yepe3 poymep K cemessim
KaueHmam — 31a GyHKLUMA UCNoNb3yeTca npu HacTpokm VPN noakntoyeHus tuna IPSec, PPTP, L2TP u
IPv6.

MpoTtokoabl PPTP n L2TP ncnonb3ytoTca 4aA CO34aHMA 3alUMLLLEHHOrO KaHana ceasm yepes Internet mexay
KOMMNbIOTEPOM YAaNEHHOIO NONbL30BATENA M YACTHOW CeTbto ero opraHusaumn. PPTP n L2TP ocHOBbIBAlOTCA Ha
npotokone Point-to-Point Protocol over Ethernet (PPPOE) u saBnAtoTca ero paclwmpeHusmun. JaHHble BEpXHUX
ypoBHei mogenn OSI| cHayana uHKancynupytotca B PPP, a 3atem B PPTP uau L2TP ans TyHHeNbHOM nepeaauu
yepes cetu obuwero pgoctyna. PyHKUMOHANbHble BO3MOXHOCTM PPTP u L2TP pasnuuHbl. L2TP moxeT
MCNONb30BaTbCA He TONbKO B IP-ceTax, cnykebHble coobLWEHNA oA cO34aHUA TYHHENA U NEePECbIIKM MO HeMyY
OAHHbIX UCNONb3YIOT OAWUHAKOBbIM GOpMaT M NPOTOKOAbl. PPTP MOXKeT NpUMeEHATbCA TONbKO B IP-ceTax, u emy
Heobxoamnmo otaenbHoe coegmuHeHme TCP ana co3gaHus U UCNONb30BaHMA TYHHENs.

NogmeHto «VLAN UHTepdeitcn

MoameHto "VLAN mnHTepdenc” nossonset cBasbiBaTb NOpThl B pexkume NAT nam Bridge n o6beanHATbL MX BO
VLAN c ncnonbsoaHnem teros ctaHgapta 802.1Q.

HacTpoitka VLAN uHTepdeirca

3Ta CTPaHULA NPeAHA3HAYeHa AN HACTPOMKKM NapareTpoe YLAN. BUpTyansHan NokansHas ceTh
CIYHMT ANA 0BECNEYEHMA A0CTYNE K YCNyTram © MCNoNb30saHKen Teras 802.1Q . HacTpoRka nossonaeTt
CBA3ATE WWAN WM LAN MHTERMPEACH B PEXMMAEY pa0oTel NAT unK Bridge.

¢ Brnrouute 502,10 WLAN

WLAM D (1-4095): a

Pesxun pabote: MAT -
Hardware MAT:

Mopt Brifparte TerdpoeaHHLIR
WAN
LANT
LANZ
LANZ
LAN4
Wi-Fi 2.4y,
Wi-Fi 2.4 WaAP1
Wi-Fi 2.4y WAP2
Wi-Fi 2.4y WAP3
Wi-Fi 2.4y WaAP4
Wi-Fialmy,
Wi-Fialmy WAPT
Wi-Fi BTy WVARZ
Wi-Fi BTy WVARS
Wi-Fi BTy WARY

SHUTE W MpAMEHTE [alelata ey IR TSI
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VLAN ID — no3Bonsert BbibpaTb Homep VLAN, KoTopbl ByaeT cnosb3oBaThCA Ha BbIOPAaHHbIX NOPTaXx.

Pexcum pabomer NAT — nossonsieT Bcem nopTam ycTtaHosseHHoM VLAN nonyyatb AOCTyn K CeTu ¢

O4HOro aagpeca.

Pexcum pabomel Bridge — cBA3biBaeT gpyr ¢ gpyrom noptbl ogHon VLAN. TpaduK yepes nopTbl

nepegaetca ¢ Terom 802.1Q nan 6e3 Hero B 3aBMCMMOCTM OT BbICTaBIEHHOIO NapamMeTpa.

Hardware NAT — BkatoueHue annapatHoro NAT.

4.3.5 MeHio «IPv6»

NogmeHto «IPv6 WAN uHtepdeiic»

MNosBonsieT HacTpouTb NnapameTpbl WAN u LAN nHtepdelicoB npu ncnonb3osaHum IPve

B nogmeHto «IPv6» BbINOAHAETCA KOHPUIYPUPOBAHME NOAKAOYEHUA K BHELIHEN CETU W NOKAZIbHOM CETU MO
npotokony IPv6.

HacTtpoitka nHtepdeinca WAN IPv6

Ha aTol CTRAHMUE BHl MOKETE HACTPOMTL NANAMETPRI AOCTYNE K CETH FIHTEOHET.

¢ Brniounte IPvB

WAN

Cnocob nony4eHwa agpeca: ALTO
Tun WAN-nogKIHKYEHKUA: Ethernet
DHCP

= JWHamuJeckoe HAaZHaYeHHe agpeca
HazHa4enve agpeca © vcnonesoeaHnem DHCP
DuID: 00030001 2394 b2abs2 ¢
Brnwouwte PO

Brnwounte Rapid-commit

Hactpoiika DNSv6
DMNS1:

Dpyroe

MAC-appec nopra WAN: Doooonapoooa

¢ Binrouute MLD Proxy

0ooo ;o 0000 oo 0000 ;o 0000 cooo00 oo 0000 oo 0ooo

0ooo

18HUTE WM MEPUMEHWTE CEpOCHTE M3IMEHEHMA

NnuHa npedukca
1]

Mpu BbIGOpE pexunma «Static» 6yayT 4OCTYNHbI CAeayowmne HaCTPOMNKK:

— BHewmHul IPv6-adpec ycmpolicmea — craTuyeckuin IPv6-agpec ycTpolicTBa, €
KOTOPbIM BYAeT OCyLWecTBAATLCA AOCTYN K ceTh MHTepHeT.
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— [nuHa npegurca — aHanor macku nogcetn B IPv4. OnpeaenseT Kakas 4yacTb agpeca
onpeaenseT NoACeTb, a Kakas - XocT. MaKcMmanbHoe 3HaYeHue A/ nHbl npedurKca —

128.
—  OcHosHoli w3 — IPvb-aapec Wwato3a, MUCNob3yYeMOro No YMOJTYaHUIO.
— Hacmpoliika DNSv6 — IPv6-agpec DNS-cepsepa.

Mpu BbibGope perkuma «AUTO» BbyayT A4OCTYNHbI CeaytoLimMe HaCTPOMKK:

—  [TMony4yumoe adpeca DNS-cepsepos asmomamu4ecku — cnocob nonyyeHusa agpeca
DNS-cepBepoB: aBTOMATUUYECKU UM BBECTM CaMOCTOATE/IbHO KaK Npu BbIbpaHHOM

pexume «Static».
—  Bkawovume PD — no3BonseT aBTOMaTUYeCKM noayunTb IPv6 npeduKc.

—  Bkawyume Rapid-commit — pexum, MNO3BOAAKOWMI MNOAYYUTb afapec B Xoge

obmeHa 2 coobleHUAMU, a He 4 KaK Npu 06bIYHOM NOAKAHOYEHWUN.

Mpu Bbibope TMNa WAN-nogkntoueHus «PPPOE» HacTpPOMKM aHanorMuHbl pexumy «AUTO».

TaK»Ke HYXXHO yKasaTb napameTpbl PPPoE-coeanHeHuna:

—  WmA nons3zosamena —wnma nonb3osBaTtena Ha cepsepe PPPoE.
— [Maposnb — ycTaHOBNAEHHbIN NAPOb.

—  Service Name — onuuoHaibHO, yKa3blBaeTCcA Ha3BaHMe 3anpaliMBaemoro cepsmca.

— AC Name — MAC-azpec KOHLeHTpaTopa A0CTyna (ecnu nssecrteH).

NoameHio «IPv6 LAN uHtepdeiic»

Mo3BoNAET HACTPOUTL NapameTpsbl IPV6 Ans NoKanbHOM ceTu.

Hactpoika uHtepdeica LAN IPv6

3Ta CTPaHKWUA NPEAHasHAYEHS ANA HACTROMKK NapaMeTpos NokaneHOA BeMWUCIMTENBHOA CETH,
NOAKNKHEHHOMA K LAN NOpTamM Ballero poyTepa.

IP-agpec: HAnuHa npedMkca
oooo ;o 0ood ;o 0000 o 0000 o 0000 o 0000 o 0000 o 0000 1]

Hactpoiika DHCPvG cepeepa

Brnuuute
Agpec DNS: 2001:db8::35
MuTepdeic: brJ

HavaneHeld agpec nyna P-
afpeCOE:

2001:db&:1:2::1000

KoHeuHeld agpec nyna [P-
afpecos:

2001 dbiE:1:2::2000

CO¥PAHUTE M MAMMEHWTE

— IPv6-adpec ycmpolicmea — ctatudeckuin IPvb-aapec ycTpoicTBa, KOTopblii byaeT

npucsoeH LAN uHTepodelicy.

30
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AnuHa npegurca — aHanor macku nogcetu B IPv4. OnpeaenseT Kakas 4yacTb agpeca
onpeaensieT NOACETb, a Kakas - XocT. MaKcMmanbHoe 3HayeHue aamHbl npedurca —
128.

Bknouyume DHCPv6 cepgep - NO3BOAUT AMHAMMYECKU MOSYyYMTb napameTpbl AaA
nHTepdelica.

Adpec DNS — IPv6 agpec DNS cepsepa.

UHmepdgpelic — HazBaHMe UHTepdeiica, AN KOTOPOro NPOM3BOANTCA HACTPOMKa.
HauanoeHesili adpec nyna IP-adpecos — 3HaYeHue HavyanbHoro IP-agpeca, HauMHasa ¢
KoToporo 6yayT BblAaBaTbCA afapeca KAMeHTam. Agpec [OMKeH nonagatb B
AManasoH BbIbpaHHOW ceTu.

KoHeyHsili adpec nyna IP-adpecos — nocnegHuin IP-aapec, KOTOpPbIA YCTPOMCTBO
MOXKET BblAaTb KAWEHTY. [0 ero AOCTUMKEHMUIO MyN CYUTAETCA MCYEPNAHHBbIM A0
MOMEHTa OCBOOOAEHUA YXKe 3aHATOro agpeca. Agpec [ONXeH nonagatb B
ANanasoH BbIbpaHHOM ceTu.

NogmeHto «Radvd»

MoameHto "Radvd" nosBonsieT HacTpPoUTb NapameTpbl PaccblIKM coobueHnit Router Advertisement ans
BbIMO/IHEHMA aBTOMATUYECKOM HAaCTPOIMKKN B pexknme SLAAC.

HacTtpoika Router Advertisement

hlinRtridvinterval

AdvidanagedFlag

AdvSourcel LAdd
UnicastOnly

¢ BEAHYMTE
radvdinterfacename bl
MaxRtrAdvinterval BO0

MinDelayBetweenRAs 3

AdvOtherConfigFlag

AdvLinkMTL 1500

AdvReachableTime 0

AdvRetransTimer 0

AdvCurHoplLimit 64

AdvDefaultLifetirme 1800

AdvDefaultPreference CpenHas v

ress Ld

NogmeHto «Tunnel (6to4)»

MosBsonset co3aatb IPv6/48 noaceTb c ogHuMm IPv4 agpecom.
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HacTpoika TyHHenbHoro noaxkntoyeHus IPve6 (6to4)

< Brnwouute

4.3.6 MeHio «Firewall»
B aTOM MeHt0 AoCTyNHbI GYHKLUMM, NO3BOAAOWME yNpaBaaTb goctynom mexay LAN u WAN nHtepdeiicamm.
MoameHo «®unbTpaymna NnopTosB»

®dunbTpauma NopToB No3BoAAeT 3anpetnTb Tpadmk mexay LAN n WAN Ha 3agaHHbIX AMana3oHax NopTos.
Mcnonb3oBaHue GpuAbTPa MOXKET ObITb MONE3HO 1A 3awmMTbl LAN-ceTM uam orpaHmMyeHmsa goctyna.

DUNbTPaLUA NOpTOB

JanucK B Tadnuye NpeaHasHaqeHsl AnA Toro, 4To8sl GNoKMPOBEATE OOMEH NAKETAMKM ONPELENEHHOID TUNA MEXLY NOKANEHOM CETBH M
HTEpPHETOM. [CNONBb30BaHME NOAOAHLM HUNLTROB MOXET BbTh NONE3HO ANA 3AWWTHI BAWEA NOKaNbLHOA CETWM WM DrpaH4EHMA 40CTyNa
BkntouuTe GMAETR NOpTOE

EHSHSSDH NopToE: -

MpoTokon TCRPADP -

HommeHTapuiA:

CAPOCHTE M3MEHEHKA

Crucok LERCTEY LMY DUAETROE:

JnanazoH nopToB MpoTokon Kommentapui

YAANHTE BEIBRAHHEE WOAMHTE BCE CUHCTHTE

—  BKawoyume guabmp nopmoe — npu BbiCTaBNeHHOM dnare GUAbTP BKAKOYEH. MPU BKAOYEHUN MOMKHO
Bbl6paTh TMN CMMCKa:

e YEpHbIN cNUCOK — AOCTYN Yepes NopPTbl, BHECEHHbIE B CMMCOK, OyAeT 3anpeLleH.
e benwbili cnucok — poctyn byaeT pa3spelleH TONbKO Yepe3 MopTbl, BHECEHHbIE B CMWUCOK, U
3anpeLyeH No BCeM OCTa/IbHbIM.
—  BKaouume IPv4 — dunbTpauma ocyLwecTsAseTcs no npasmiamM ¢ UCNosib3oBaHWeM agpecos IPv4.
—  BKaoyume IPv6 - dunbTpayma ocyLwecTBAAETCA NO NpaBMIam C UCMO/Ib30BaHNEM aapecos IPv6.
— Jluana3oH nopmos — BBOAATCA HOMepa NopToB, TPAadUK C KOTOPbIX Bbl XOTUTE 3anpeTuTb.
— [Ipomokosa — Bblbop TMNa npoTokona Tpadmka TCP, UDP nan oba.
— KommeHmapuli — none ansA ocTaBAeHUA 3aMeTOK AN GUAbTPOB.
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NopgmeHto «Punbrpaums IP»

®PyHKuMA «DunbTpauma IP» nos3sonsaeT OrpaHUYMTb AOCTYN AN onpeaeneHHbix yctpoicte B WAN-ceTb
(MHTepHeT), Npu aTom pecypcbl BHYTpM LAN-ceTM ocTaroTca AOCTYMHBI.

PunbTp IP-agpecos

3andcH B TaBnKUe NpegHasHa-eHsl 1.nA Toro, 4To080 GNokMpoEaTE 0AMEH NaKETAMK ONPELENEHHOMD
TAMA MEXLY NOKANEHOA CETEH U FIHTERHETOM. FICNONE30EaHKE NofOoOHEN GWNETROE MOXET GelTh
NONE3HD ANA 3alMThI BaLIER NOKANEHON CETH MK OrpaH-HEHKA AOCTyME .

Brntouute duneTp IP-agpecoe
Brntouute [Pvd

Brntouute [PYG

NokaneHeld 1Pl agpec
NokaneHeld 1P agpec

MpoTokon: TCRAIDR -

KaMmMeHTapHRA:

HREHWTE W TTIMMEHWTE COpOCHTE MIMEHEHKMA

Cnucok fedcTeyHIW M dUNLTROE:

NokaneHe® IP-agpec MpoTokon KoMMEHTRRKMEA

Y AaNWTE BRIBpaHHEIE YAAaNWTE BCE OMUCTHTE

— BKaw4ume punemp IP-adpecos — npu BbiCTaBAeHHOM dnare pUAbTP BKIOYEH.

— Bkaw4vume IPv4 — GunbTpaLms ocyLLEeCTBASETCA C UCNOb30BaHMEM agpecos IPv4.

— Bkaw4ume IPv6 — GUAbTpaLLMa OCyLLLECTBASETCA C UCNOb30BaHMEM agpecos IPv6.

— JlokaneHsili IP-adpec — BBoaaTCA IP-afpec yCcTPoMUCTBa, KOTOPOMY HYKHO OFPaHMuYNTb AOCTYN.
— [pomokosn — Bblb6op TMNa NpoToKona Tpadpura TCP, UDP naum oba.

— KommeHmapuli — none ana octaBaeHuna 3ameTok ana GuabTpos.

MNoameHio «®unbrpaumna MAC»

B nogmeHto «dunbtpauma MAC» BbINOAHAOTCA HAaCTPOMKa duabTpaummn goctyna no MAC-agpecy KAMeHTa,
noAKkAtYeHHoro B ogmH U3 LAN-noptos.

duneTp MAC-agpecos

3anucK B TaANWUE NpPeAHasHAYEHE 4R Toro, YTodbl BNoKMpoBEaTE 06MEH NaKETaMK ONPESENEHHOM
THUNA MEXLY NOKAaNEHOA CETEHD U MHTEPHETOM. KICNoNE30BaHKE NOA0aHERX hMNETPOE MOKET ObiTe
NONE3HD 4NA 3aly4Tel BALIEM NOKANBHOM CETH MK OrpaHiHeEHMA JOCTYNaE.

Brnruute duietp MAC-anpecoe

HEpHEIR cnvcok v

MAC-agpec KOMMEHTEE WA

MAC-agpec:

KoMMeHTapHIA:

Y¥AEANUTE BRIBPEHHEIE YA anUTE BCE
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— Bkawvume gpunemp MAC-adpecos — npu BbiCTaBNEHHOM daare GuAbTP BKAOYEH. [Tpy BKAOYEHUU
HY}KHO BbI6paTb TMN dUNbTPa:

e YépHbiit cnucok — goctyn byaeT 3anpeleH ycrporicteam ¢ MAC-agpecamn, BHECEHHbIMU B
CMUCOK;
e benbiii cnucok — goctyn byaeT paspelleH TONbKO YCTPOMCTBAaM, BHECEHHbIM B CMMCOK, U
3anpeLLeH BCeM OCTa/IbHbIM.
— MAC-adpec — sBoautca MAC-aapec yCTPONCTBA, KOTOPOMY HY*KHO OFPaHUYMUTb AOCTYN.
— [Ipomokosn — BbI6Op TMNa NpoTokosa Tpadumka TCP, UDP mnam oba.
— KommeHmapuli — none Ana octaBAeHUs 3aMeToK A1A GUAbTPOB.

MNoameHto «Mpo6poc nopToB»

Mpobpoc ceTeBbix NOpTOB HEObX0AMM, Koraa TCP/UDP-coeanHeHMe ¢ NoKaNbHbIM (NoAKAOYEeHHbIM K LAN-
UHTepdelicy) KOMNbIOTEPOM YCTaHABAMBAETCA M3 BHELWHeW ceTu. [JaHHOe MeHI0 HaCTPOeK MO3BOASET 3a4aTb
npasuaa, paspeLlatoline NpoxXoXxKaeHne NakeToB M3 BHELWWHEN CETM HA YKa3aHHbIM agpec B IOKA/IbHON CETU, TeEM
CamMbIM [ie/1as BO3MOXKHbIM yCTaHOB/MEHME coeauHeHus. Mpobpoc nopToB rnaBHbiIM obpasom Heobxoaum npu
MCnob3oBaHUK torrent- n p2p-cepBucoB. [NA 3TOro B HACTPOMKax torrent- unu p2p-KANEHTa HYKHO NOCMOTPETb
ucnonbsyemble um TCP/UDP-nopTbl M 3a4aTb 414 3TUX NOPTOB COOTBETCTBYIOWME Npasuaa npobpoca Ha IP-aapec
Bawero KomnbtoTepa.

MpoGpoc nopToB

MepeadpecalyMA NOPTOE NO3E0NAET Y4 ANEHHBIM KOMNBIOTEDAM NOAKNOYATLLA K KOHKDETHORMY
KOMMABHITERY NOKANLHON CETH. 3TH HACTPOAKK MONYT BbITe NONE3HL!, eChM Ban Heodxoaumo
NPefocTaEUTE JOCTYN K NOKANEHOMY BE0 MNKM NOMTOBOMY CEPEEDANM, HAaX0AAWMMEA 38 WNs0mM NAT
Firewall'a. Takke NpoGpoc NOpToE MOKET NOTREAOEATECA ANA NOAHOUEHHON padoThl HEeKOTORLK P2P
NPUNO¥EHWA (Hanpymep, BitTorrent).

BrnwumTe npobpoc nopToe

IP-anpec:

MpoTokan: TCR/UDF -
BHyTpeHHWA nopT:

BHewHWA nopT:

BHewHui IP-agpec:

FommeHTapui:

HHMTE M MPIUMMEHMTE CEROCUTE MUIMEHEHMA

Cnucok NpobpoWeHHEx NOPTOE:

Deme e |- MpoTokon BHYTREHHMA NOPT  BHEWHWE NnopT S U

agpec agpec KOoMMEHTAEWMA CTaTy

Y ANKMTE BRIOpaHHbIE YAanMTh BCE COMMCTHTE

— Brao4yums npobpoc nopmos — Npu BbiCTaBieHHOM daare Npobpoc NOPTOB BbIMNOAHAETCS.

— IP-adpec — BBoguTCA IP-agpec ycTponctea LAN-ceTn, KoTopoe byaeT nonyyaTs Tpaduk.

— [lpomokon — BbIG6oOp TMNa NnpoToKona Tpadpuka TCP, UDP nam oba.

— BHympeHHul nopm — yKasbiBaeTca npobpacbiBaemblii NOPT cO CTOPOHbI LAN.

— BHewHuli nopm — nopt co ctopoHbl WAN uHTepdeiica, MOXKeT cOBMagaTb UAW OTAMYATbCA OT
HOMepa NopTa co CTOpoHbI LAN.
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— BHewHul IP-appec — BBoguTca IP-agpec ycTpoinctea B cetn WAN, gns Kotoporo byaer gelictBoBaTb
npaswao npobpoca.
— KommeHmapuli — none Ana octaBAeHUs 3aMeToK A1A GUAbTPOB.

MNoameHto «dunbrpaymna URL»

®unbTp URL N03BONSAET OrPaHNYMTb AOCTYN K pecypcam B MHTepHeTe no nx gomeHHbIM agpecam (URL).

PuneTp URL-agpecoB

DUNLTH UCNONE3YETCA ANA BNOKMPOERM AOCTYNE K aApeCcaM 13 CnMcKa.

Brnruute duneTpagmn UREL
HEpPHEIR crMcok

Bentid cnvcok

URL-agpec:

=R NN SR COpOCcuTE M3MEHEHKMA

Cnucok nefcTeyrowmny drneTHoE:

URL-agpec

¥ 4EaNUTE BeBpaHHBE Y0aNMTe BCE CHUCTMTE

— BKawvume ¢uasmpayuto URL — npu BbicTaBneHHOM ¢nare GuUNbTp BKAOYEH. pu BKAOYEHUMU
yKaxkute TmMn punoTpa:

e YépHsbili crnucok — poctyn byaeT 3anpeLLeH Ha CaiTbl, agpeca KOTOPbIX BHECEHbI B CMUCOK;
e benwbili cnucok — poctyn 6yaeT paspelueH No agpecam, BHECEHHbIM B CMIUCOK, U 3anpeLueH
Mo BCEM OCTaJIbHbIM.
— URL-adpec — BeogaTca URL-agpec pecypca, AOCTYN K KOTOPOMY Bbl XOTUTE 3a6/10KMPOBATD.

NMoameHo «DMZ»

demunnutapusoBaHHan 3oHa (DMZ) no3BonseT BblAenUTb OAHOro KaneHta B LAN Takum obpasom, Ytobbl
BCE BXOAALLME NAKeTbl NepeHanpaBasAnCb Ha Hero. O6blMHO DMZ-XOCT coaepuT cepsucbl TMna web-cepsep,
FTP-cepBsep, DNS-cepBep 1 npoune.

OemunutapusoBaHHan 3oHa (DMZ)

BupTyaneHasa 3008 DMZ NO3E0NAET NOKA3EIEATE B MIHTERHETE O4MH KOMNBHITER TaK, HTO BCE BXOAALLME
nakeTel Oy4yT NepeHanpaBNATECA HE YCTaHOBNEHHBIA KOMNETER. OObMHO DMZ-H0CT COARDHMT
YCTROMCTBA, A0CTYNHBIE ANA MHTERPHET-TpadwmKa, TakMe kak seb-cepeepwl, FTP-cepeepwl, DNS-cepeepbl
W MPOHME.

Brnwounte OMZ

IP-appec DMZ-xocTa:

AHHTE W [TAMMEHKTE CERPOCHMTE H3MEHEHKA

— Bkarwvumes DMZ — npw BbicTaBneHHoM dnare DMZ BKAtOYEH;

— IP-adpec DMZ-xocma — BBoauTtca IP-agpec knneHTa B LAN-ceTM, KOTOPOro HYXXHO NepemecTuUTb B
30Hy DMZ.
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4.3.7 MeHio «Quality of Service (QoS)»

TexHonorma obecneyeHus KauyecTBa ob6cnyxuBaHMAa (QOS) no3BoNsieT pacnpefensATb NPOMNYCKHYH
CNOCOBHOCTb MeXAy BCEMU KMEHTAMM, NOAKAOYEHHBIMW KaK K npoBogHbiM LAN-nopTam, Tak n no Wi-Fi.

KauyecTtBO 06cnyxuBaHua (QoS)

TEXHONOMN4A NOSEONAET YNPAENATE I'IpDI'IYCKHDlﬁ CNOCOBHOCTEHY CETM.

Brntoyute QoS

3a/,3Tk aBTOMATMYECKH CKOPOCTE UCHOAALLEMD COBJMHEHKA
3a4aTe BpyYHYH (KBuT/c): a12
3a/,aTb ABTOMATMYECKH CKOPOCTE BXOAALLEMD COBAMHEHHA

3a4aTe BpyYHYH (KBuT/c): a12

Hactpoiika npaenn QoS

MmA npaeuna:
Tun QoS: [Pd WA PG PHYFORT D3CP 1P
MpoTokan: TCRUDP v

NokaneHeld IP-agpec: -
NokaneHEIR NopT: -
BHewHui IP-agpec: -

BHewHWH nopT: -

IPvE agpec:

hAC-anpec:

Phyport: {0-4)
DSCP: (0-63)
B2 {0-7)

Bratovyume QoS — npwu BbicTaBeHHOM dnare pyHKUmMs QoS BKIOYEHS;

CKOpOCI’nb UCXO@FIU,{BEO/BXOC)HU,{GZO coeduHeHUs —no3BonneT 3a4aTb CKOPOCTb coeaunHeHWUA AONnA
Ka*Xa0ro KaneHTa aBTomaTtn4yeCck1 Uan BbiICTaBUTb BPYYHYIO.

Hacmpolika npasun QoS

Tun QoS — BbibepuTe TMN NapameTpa, 418 KOTOPOro 3a4aeTca NPaBuo;

Mpomokon — 3apaeTca NPOTOKOA, ANA KoToporo byaeT paboTtaTb Npasuo;

JloKanbHbili IP-adpec — 3apaeTcsa npu BbiIbpaHHOM Tune agpeca IP KnueHTa;

JlokansHsili mopm — 3apaetca nopT TCP/UDP co ctopoHbl LAN, ana KOToporo 6yaeT BbINOAHATLCA
npaswuno;

BHewHuli IP-adpec — 3apaetcs IP-agpec ycTpoictea co ctopoHbl WAN gns gaHHOro npasuna;
BHewHuti nopm — 3agaetca nopT TCP/UDP co ctopoHbl WAN;

IPv6 adpec — 3apaetca agpec IPv6 ana npasuna QoS;

MAC-adpec — 3agaetca MAC-agpec KANeHTa;

Phyport — 3apaetcs agpec pusmyeckoro nHtepdelica Ethernet;

DSCP — 3apaeTca meTKa 3aronoska QoS, no KoTopoit byaeT BbINOAHATLCA NPABUAO;
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802.1p — 3a4aeTca meTKa npuoputeTa oA npasuna;

Pextum — no3BonseT BbIbpaTb MeXAyY ABYX BAPMAHTOB:

e [apaHTMpPOBaTb MUMHUMA/bHYIO CKOPOCTb;

e QOrpaHn4MBaTb MaKCMMaJIbHYI CKOPOCTb.

Ckopocmb 8xo00aue20/ucxodsuie2o coeduHeHUs — BBeauTe Tpebyemoe 3HauyeHne B 3aBUCMMOCTU
OT BbIOPAHHOIO PEXUMA;

Tun npuopumema — No03BoOAAET 3a4aTb Ucnonb3yembiii Tun PRIO nnn WRR;

CmeHa memku DSCP — 3apaeTca 3ameHa MmeTKu B 3arosioBke QoS npu npoxoxxaeHnn LAN-WAN n
HaobopoT;

CmeHa memKu 802.1p — 3apaeTca 3aMeHa METKM NpuopuTeTa B 3aroNoBKe npu npoxoxaeHun LAN-
WAN 1 HaoboporT;

Kommermapuli — no3BONAET OCTaBUTb 3aMETKY O TeKyLem npasune QoS.

4.3.8 MeHio «HacTpoiika mapLipyTusaumum»

B meHio «HacTpoiika maplpyTusaumuM» YCTaHaBAMBAKOTCA AMHAMMWYECKME M CTaTUYECKMEe MapLIpyTbl

YyCTpOWMCTBa.

HacTpouika mapiupyTusawum

Ha aToM cTpaHuUEe Bel MOXKETE 334aTh NApaMETPbl AMHAMUHECKON MapWPYTU3aLMKI, & TAIKE HACTPOWTE
NPEEMNE CTATHYECKON MAPWPYTU3AL MM,

BEMHUMTE JHHAMAYECKYH MAPLIPYTHIALMHD

MAT: Brnrodeno BriknioueHo
Mepegava: EriknroyeHn RIF 1 RIP 2
Mpuew: Brikntioueno  RIP 1 RIF 2
RIPng: BrikniueHo BrniueHo
CBpOCKMTE M3MEHEHIKA

PazpelunTe CTATMMRCKHE MAPLLPYTEI
IP-angpec:
Macka nogcet
LWnkoz:
heTprka:
WHTepdeic: LAN v

CEpOCHUTE M3MEHEHMA

CNUCOK CTATHYECKHY MAPLLPYTOE

IP-aopec ceTH MNKM x0cTa  CeTeEaA Macka Wniaz Metpuka  MHTepdedc CTatye

¥4 ENWTE BEIODEHHEIE ¥ A EANUTE BCE CHMHMCTUTE

JuHamu4yeckaa mapuipymu3ayus

AVHAMUYECKOM MapLIpyTM3aLuy;

AnAa COOTBETCTBYHOLWErNO HAanpaBaeHUA,

IPv6.

BKarouums OUHAMUYECKYIO MApwpymusayuto — Npu BbiCTaBaeHHOM ¢are paboTaeT ¢yHKumA

NAT — ncnonb3oBaTb NPU AUHAMUYECKON MapLUpyTU3aLmy;
Mpuem/Mepedaya — BbIGOP UCMOIb3YEMOrO NPOTOKOAA AUHAMUYECKON MapipyTusaumm RIP1 nam RIP2

RIPng — npwv BbICTaBNEHHOM ¢iare BKAKYAETCA MPOTOKOA AMHAMUYECKON MApLUPyTM3aLuMu a8 CeTu
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CmamuyecKaa mapuwpymu3auusa

BKaOYUMb cmamuyecKkue mMmapuwipymel — Npu BbICTaBAeHHOM ¢are cTaTMYyeckne mapupyTbl 6yayTt
[o6aBneHbl B TabvLy mapLipyTmsaumu;

IP-adpec — appec ceTn HazHaAYeHMA UM XOCTa, A0 KOTOPOM YKA3blBAETCA MapLLpyT;

Macka nodcemu — ceTeBas Macka. [na XocTa Macka MNOACETM YCTaHAB/IMBAETCA B 3HauyeHWe
255.255.255.255, pna noacetn — B 3aBUCMMOCTU OT €€ pasmepa;

LUnto3 — IP-agpec Wwnto3a, Yyepes KOTOPbI OCYLLECTBAAETCA BbIXOA Ha «IP-agpec»;

Mempuka — «CTOMMOCTb» MapLLpyTa;

UHmepdgpelic — Tvn BbIxoaHoro uHTepdelica ycrporictea (LAN nan WAN) yepes KOTopblM AOCTYMHa
LenieBas cetb;

Mokazame mabauuy mapuwpymu3ayuu — OTKPbIBAET B HOBOM OKHe TeKyLLyo TabanLy mapLlpyTusaumm
yCTpOWMCTBa.

4.3.9 MeHI0 «KAGMUHUCTPUPOBAHUE»

B 3TOM MeHI0 HaxoamTcsa MHpopmaLma 06 YCTPOICTBE, ero COCTOAHUM, a TaK¥Ke NapameTpbl KOHOUTypauun

1 obHoBsneHua MNO.

MoameHto «Cratyc»

B aTom nogmeHto otobpaxkaeTtcs MHPopmauma 06 YCTPOMCTBE M OCHOBHbIE HAaCTPOMKK, TAKME KaK:

CucTeMHble NnapameTpbl (Bpemsa 1 BEpCUs NPOoLINBKK);
MapameTpbl becnpoBoAHbIX MHTEPdENCOB;
HacTtpoiku LAN-ceTu;

Hactpoitku WAN-nopra.

CrtaTyc poyTepa

3Ta cTpaHWUa OTOApaAET TEKYLLIEE COCTOAHME YCTPORCTEA, 8 TAKKE HEKOTOPBIE OCHOBHBIE HACTPOMKM.

Cuectema

Bpema pabotel Oday: Th:45m:47 5
Bepcua npolwmexw 1.4.0-b245
Bpema chopku Tue Aug 15 10:39:29 +07 2017
KaHdmrypauua TCRAR

MpoTokon nonyveHua [P Fixed IP
IP-anpec 192 168.1.254
Macka nogoetd 2852552550
OCcHOBHOMA LNz 192.168.1.254
DHCP-cepeep Brnroveno
MAC-agpec 02:20:80; a5:f2:4h
KoHgurypagma VAR

MpoTokon nonyyenua [P DHCP

IP-agpec 192.168.3.17
Macka nogcetd 2552662550
DcHOBHOR W 192.168.31
MAC-agpec ad:=:4b:2a b5 2c

Korgurypagma LAK PG

BHewHui agpec

INokaneHel agpec feG0000000000000002050ffe a5 4 b/64
CcHoEHOR W3 feS0000000000000002080ffes8f24 /A4
MAC-agpec 02:20:80; a8:12:4h
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MopgmeHo «CTtaTUCTUKaA»

B 3TOM NoAMEHI0 Haxo4ATCA AaHHble O MepefaHHbIX M NPUHATLIX MNAaKeTax Mo Kaxgomy uHTepdelicy, a
TaKXe MHPOPMaLMA O COCTOAHUM YCTPOMCTBA: 3arpyske LMY u namatu.

CratmcTuka
Ha 3ToA CTPAHWUE NOKa3aHBl CHETHMKM OTNPABNEHHBX M NPMHATEIX NAKETOE 4nA WLAN 1 Ethernet
WHTEpEACOE.
OTnpaeneHn NakeToe 4974
Ethernet LAN
Mony4yeHo nakeToE 4702
OTnpaeneHo NakeToe 1226
Ethernet WM
Mony4yeHo nakeToE 972
Wcnonezoeano CPU 0.00 %
WnonezoBaHn namaTi 2401 %
Hardware
QB aA namATe 109152 kB
CeoBogHas namate 82944 kB

NMoameHto «DDNS»

B 3TOM NOAMEHIO MOMKHO aKTMBMPOBATb YCAYry MPEeAOCTaBAEHMA MOCTOSAHHOTO AOMEHHOTO WMEHM
YCTPOMCTBY C AMHaMMYecknm IP-agpecom.

OuHamuyeckun DNS

JUHAMUHECKMA DMS - TEXHONOMAA, KOTOPAA NEMMEHABTCA ANA HAZHAYEHKA NOCTOAHHOM JOMEHHOM
MMEHW YCTRORCTEY C AMHAMMHECKWA [P-38peCcon,

Brnwouute DDMS

MocTaew MK Yoy DynDNZ v
HomerHoe uma: host. dyndns.org

Norun/email:

Mapone/knry:

NAHMTE W [TPMMEHUTE CApOCKTE M3MEHEHMA

— [MocmasuwiukK ycayz — Bblbop nocTtaBLmka ycayru DDNS;

—  [omeHHoe uma — 34eCb YKa3blBaeTCA JOMEHHOE MMA NOCTaBLLMKa YCAYT;
— JloauH/email — 3aecb yKa3blBaeTcA NOTMH NONb30BaTENA HA CaiTe MOCTaBLMKA YCAYTK;
— [laponb/Kknioy — 34eChb YKa3blBaeTCA Napob;

MNoameHto «HacTpoMKa aaTtbl U BpeMeHn»

B sTom nogmeHio HaCTpanBaeTCA AaTa U CUCTEMHOE BpemsA YCTpOﬁCTBa npun nomouwmn CUHXpPOHU3auunn C

NTP-cepsepom.
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HacTtpoiika BpemeHn

Bbl MOXETE HACTPOWTE CHCTEMHOE BREMA NPM NOMOLLM CMHXAOHMZALMI © NyBArdHEIM NTP-CEpBEpOM.

Tekylwee Epema:

2016 ] ]
log Mecay Dexe

CHONWPOBATE EPEMA EOMNEKTERS CAHOBWTE

Bribepute BpEMEHHYH 30HY: (GMT+02:0MMoscow, 5t Petershuray

FPazpewnts cuHxporuzauuio c NTP-cepeepom

Anpec NTP-cepeepa: ru.pool.htp.org -

33LaHHE AAPECA BRYYHYH!

CHPOCHTE HEMEHEHMA

Tekyuwiee spems — yKasblBaeTCA 3Ha4YeHue TeKyLLl,eﬁ AaTbl U BpemeHU. ECTb BO3MOXXHOCTb BMeCTO BBOAaA
CKOMMPOBATb 3TN AaHHblE N3 KOMNbIOTEPA.

BpemeHHasa 30HG — 4acOBOWM MOAC B KOTOPOM HAxOAMTCA YCTPOMCTBO. B 3aBucMmocTu ot sToro byaet
BbINONHATLCA NOACTPONKA BPEMEHMU.

Paspewums cuHxpoHudayuro ¢ NTP-cepgepom — npu BbICTaBNeHHOM ¢siare NPOUCXoAUT
CMHXPOHM3aLMA C CepBEPOM TOYHOTO BPEMEHMW.

Adpec NTP-cepsepa — MOXHO BblbpaTb cepBep M3 NPeasIoKEHHOro CUCKa UK BBECTU €ro BPYYHYIO.

MopameHo «3awmta DoS»

Denial of Service (DoS) — rpynna ceTeBbIX aTaK, HanpaB/ieHHbIX Ha cbon B paboTe ycTpoicTBa nyTem

OTNpaBKM 60OALLLIOTO YMCNA Pa3AMYHbIX NAKeTOB C Lenblo Bbi3BaTb 100% 3arpysky npoueccopa. Co CTOpPOHbI
nosb3oBaTena 3TO MOXeT HabnwogaTbca B npobnemax CO CKOPOCTbIO Mepegaun AaHHbIX MAWM UX MNOAHOE
npekpalleHne 6e3 BUAMMbIX Ha TO MPUUMH.

Ona npepoTepaweHma DoS-aTak B YCTPOWCTBE MO YMOAYAHUIO BK/AKOYEHbI aArOpuMTMbl Pacrno3HaBaHMA

NoAO3pPUTENbHON aKTUMBHOCTM MaKkeToB, nocTynawowmx Ha WAN-NopT, pas/unyHbiX BMAOB Tpaduka M, npu
HeobXxoAMMOCTH, NPOM3BOAAT 3anpeT Ha 06paboTKy NAaKeTOB OT KOHKPETHOro MCTOYHMKA MAKN onpeaesieHHbIN
(nogo3puTENbHBIN) TN NAaKETOB KOTOPbI MOXKET NOCTYNaTb C Pa3HbIX agpecos.
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Denial of Service

"Denial-of-service" (0Tkas 8 0GCNYHHEAHMK) BMA ATAKW H3 BBIMMCIMTENEHYHD CMCTEMY C UENBH A0BECTW € 40 OTKA3a, TO BCTh CO3AAHME
TaKKX YENOEMH, MPK KOTOPEEX NEransHEIE NONE30BATENMY CUETEREl HE MOTYT NOMYSMTE AOCTYN K NPELOCTAENAEMEIM CUCTEMHEIM PECYPCEM

#  Brniounte npedoTepawedie Do atak

# Whole System Flood: SYN 3000 MNakeToe/CekyHaa

Y

‘Whole System Flood: FIN 3000 MNakeToe/CekyHaa

Y

‘Whaole System Flood: UDP 3000 MNakeToe/CekyHaa

Y

‘Whaole System Flood: [CWP 3000 MNakeToe/CekyHaa

Y

Per-Source IP Flood: SYM 2000 MNakeToe/CekyHaa

Y

Per-Source IP Flood: FIN 2000 MNakeToe/CekyHaa

Y

Per-Source IP Flood: UDP 2000 MNakeToe/CekyHaa

Y

Per-Source IP Flood: ICMP 2000 MNakeToe/CekyHaa

CY

TCP/UDP PortScan (MyECTEMTENEHOCTE) Huzkan -

< ICMP Srourf # |P Land < |P Spoof
4 |P TearDrop # PingOfDeath # TCP Scan
# TCP SynWithData # UDP Bomb # UDP EchaChargen

BLIfipats Bee OUHETHTL BEE

#  BrnrounTe BNOKMpOEKY WCTOMHMKS aTaku no [P-agpecy 3600 Bpema GnokMpoekm (cek)

Bkaroyume npedomepaujeHue DoS amak — npu BbicTaBaeHHOM dnare 3awmTa oT DoS aTak BKAOYEHa.

Whole System Flood — rpynna c4eT4nMKoB, onpeaensatowmx MHTEHCUBHOCTb MAKeTOB ONpeae/eHHOro
TMMa, KOTOpble MPOXOAAT Yepe3 YCTPOMCTBO 3a OAHY cuctemy. B cnyyae npeBbllWeHMA AMMKUTA Ha
Syslog cepBep oTnpaBaseTcs cooTBeTCTBYlOWEee yBeaomneHne. CYETYMKM 33[atoTcA OTAENbHO ANA
naketos SYN, FIN, UDP, ICMP.

Per-Source IP Flood — rpynna cYeTYMKOB OMpefensAloWwmx MHTEHCUBHOCTb TpaduKa MO KaKaomy
WCTOYHMKY. B ciyyae npeBblleHMA NOPOroBOro 3HaYeHMA oTnpasaseTcs coobuweHne Ha Syslog cepsep,
a TaK)Ke BbINoAHAETCA 6/10KMPOBKA Mo IP-agpecy MCTOYHMKA Ha 3agaHHoe Bpemsa. CUETYMKM 3a4at0TCs
otaenbHo ana naketos SYN, FIN, UDP, ICMP.

TCP/UDP Port Scan — ¢yHKumMa onpeaenaet NOAO03PUTE/IbHYIO aKTUBHOCTb CKaHWMPOBaHMA MOPTOB
YCTPOIACTBA M OoTNpaBaseT coobueHne 06 aTom Ha Syslog cepsep.

CKaHMpoOBaHMe NOPTOB MPOUCXOAMUT C LeNblo BbiABAEHUA cnaboro mecra B 3awiuTe, Kyaa
MOXeT 6biTb npoBeaeHa aTtaka. B cnyyae nosAsneHua Takoro coobuieHua Ha Syslog
cepBepe peKomeHAyeTca OTKAuuTb B nogmeHw «WAN MWHTtepdeinc» onuumn
«Pa3spewuntb ping uepes WAN» u «Paspewuntb goctyn K Web-unrtepdeiicy ycrpoiicrea
yepe3s WAN».

ICMP Smurf — ¢yHKuMa BbinosaHAeT 3awmTy oT ICMP-oTBeTOB, noctynatwowmx Ha WAN-uHTepdeic ot
noA03puUTENbHbIX UCTOYHUKOB.

IP Land — ¢byHKUMA BbINONHAET 3aLLMTY OT NAKETOB, Y KOTOPbIX NOAA afpeca OTNpaBUTeNa U NoayYaTens
B 3aro/sioBke IP coBnafatoT, YTO MOXKET NPUBECTU K HECKOHEYHOMY LIMKAY NMEePECchIIKM MaKeTa camMomy
cebe 1 neperpyske ycTpomncTaa.

IP Spoof — O¢yHKLMA BbINONAHAET 3alUWMTy OT MNAKeTOB, KOTOpble MOryT ObiTb OTMNpaBAeHbl U3
HEeA0CTOBEPHOrO UCTOYHMKA C NoameHo IP-aapecoB ANna COKpbITUA 3TOro $aKTa.
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IP TearDrop — ¢GyHKUMA BbINOMHAET 3aWMUTY OT MAKETOB C HEBEPHO BbICTAB/AEHHbIM CMELLEeHUEM
AaHHbIX, YTO Npu ero ob6paboTke MOXKET NpmBecTn K cboto onpeseneHma Havana n KoHua pparmeHTa
OaHHbIX.

PingOfDeath — ¢pyHKUMA BbINOAHAET 3aWwmTy OT ICMP-NakeToB ¢ HeAONYCTUMbIM pasmepom (bonee 65
535 6aiiT).

TCP SynWithData — ¢yHKumMA BbiNoAHAET 3awmTy oT TCP-nakeToB ¢ BbicTaBaeHHbIM ¢narom SYN, HO
MMEIOLLMX B CBOEM COCTABE [ aHHble, KOTOPbIX ObITb HE AOKHO.

UDP Bomb — ¢yHKUMa BbinosHaeT 3awmTty oT UDP-nakeToB B cOCTaBe KOTOPbIX HapyweH dopmat
CNy»KebHbIx nonen.

UDP EchoChargen — dyHKLMA BbINONAHAET 3aWMTY OT aTak Ha cepsuc Chargen.

Bkaroyume b670KUPOBKY UCMOYHUKA amaku no IP-adpecy — npu BbiCTaBleHHOM d¢nare B c/ydae
BblIBIEHUA WCTOYHMKA aTakuM OyaeT npousBegeHa ero 610KMPOBKA Ha yKasaHHoe Bpemsa. [lo
OKOHYaHUIO Talimepa GJOKMPOBKA CHMMAETCA, HO MOXKET ObiTb BbINOJIHEHA CHOBA, €C/IM aTaKka He
npekpaTuTcA.

MNoameHto «Hactpouka TR-069»

noameHio  «HacTpoiika TR-069»  BbINOAHAETCA  HACTPOMKa  MPOTOKOMA  aBTOMATMUYECKOro

KOHPUryprupoBaHMa aboHeHTCKNX ycTpoicts TR-069.

HacTpoiika TR-069

3Ta CTPAHWMLA MCNONE3YETCA ANA HACTPOWKM TR-068 CPE. 30eck Bel MOKETE MIMEHWMTE NApaMETE
LOCTYNa K ACS.

TROBS: = BriknoyeHo Brnrouero
ACS

URL:
MmaA nonkzo0EaTEnA:

Mapone:

BrnumTe nepuonuyeckie
OnNoBELEHAA

= BriknioveHo Bknryeno

WMHTEREAN NEPHOSHYECKAX o
OMOEELLEHKHA;

3?"1[30(2 Ha Noaknw4eHHe

MmA nonkzoeatena;
Mapone:
MyTe:

MaopT: u]

Ynpaenenune
cepTHthukaTamn

Bribepute daidn | Daitn He eribpan

CA ceptudimkat:

CAPOCKHTE M3MEHEHMA

O6wue:

TR-069 — npu ycTaHOBNEHHOM ¢nare paspelleHa paboTa BCTPOEHHOro KaneHTa npoTtoKosa TR-069, uHave
— 3anpeLlleHa.
URL — appec cepBepa aBTOKOHOUrypupoBaHuA. Agpec HeobxoaMmo BBOAUTL B ¢dopmare

http://<address>:<port> unum https://<address>:<port> (<address> — IP-agpec nau gomeHHoe uma ACS-
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cepBepa, <port> — nopT cepsBepa ACS, no ymonyaHuto nopt 10301). Bo BTOpom cnyyae KaneHT byaet
ncnonb3oBaTb 6e3onacHbii NnpoTokon HTTPS gns obmeHa nHbopmaumeit ¢ cepsepom ACS.

—  Bkawyume nepuoduyeckull onpoc — nNpU  ycTaHOB/AeHHOM dnare BCTPOEHHbIM KaneHT TR-069
OCyLLEeCTBAAET nepmnoamnyecknin onpoc cepsepa ACS ¢ MHTepBanom, paBHbim «HTepBany NepmoamnyecKmx
OnoBeLLeHNIt», B ceKkyHAax. Llenb onpoca - 0BHapyXWTb BO3MOMKHblE M3MEHEHWUA B KOHUrypauuu
yCTpOWMCTBa.

—  Wmsa nonezosamens, [Naponab —nmMA Nonb3oBaTeNAa U Naponb ANA AocTyna KaveHTta K ACS-cepsepy.

3anpoc Ha NoAKNYEeHUE:

—  Wma nonezosamens, [aposas —nma Nonb3oBaTena n naponb ana gocryna ACS-cepsepa K KaneHty TR-069;
— [lyme — nyTb B $ainnoBOM CUCTEME CEPBEPA;

— [Mopm — ncnonb3yemblii NOPT ANA NOAKAOYEHMA.
MNoameH10 «CUCTEMHDIN KypHan»

MoameHo «CUCTEMHBIN KypHan» NpeAHasHAYeHO AN HACTPOMKM BbIBOZAA PA3HOro0 poAa OT/IaA0YHbIX
CoO0bLWEHNI cucTEMBI B LLensix 0OBHapyKeHMA NpuymH npobaem B paboTe ycTpoiicTBa. OTAag0uHY0 MHDOPMaLLMIO
BO3MOMHO MOYYUTb MO COObITUAM B BeCnpoBOAHONM ceTh (Hanpumep, NOAKNIOYEHNE HOBOMO KAMEHTA) U 3almTe
ot DoS-aTtak.

CUCTeMHbIN XXypHan

Ha aTol cTpaHMUE Bel MOXETE HACTPOMTE NA3PaAMETPE! BELEHWMA CHCTEMHOMD XYPHANE (SY500), 3 TaKKe
NPOCKMOTRETE 33MMCH B HEM.

Brnrumte NoTUpoEaHKE
Mcnonezoeate Y,D,aJ'IEHHbIIﬁ Cepeep ONA NOrHpoBaHKA

IP-agpec yaaneHHoro
Cepeepa;

CEHOEWTE CHMCTHTR

— Bkao4ums n102uposaHUe — NPW BbICTaBNEHHOM dJiare GyHKLUSA KypHana akTUBHA;

— MUcnonbzosames yodaneHHsili cepsep 0414 A102UPOBAHUA — NPWU BbICTaBAeHHOM ¢dnare oTAafo4Has
MHbOpPMaums byaeT OTNPaBAATLCA Ha YAaNEHHbI cepBep No NpoToKoAay syslog. Ero aapec 3agaetca
B none «IP-agpec yaaneHHoOro cepsepa».
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NogmeHto «O6HOBNEHME NPOLLUUBKUY»

MoameHio «O6HoBneHne MO» npeaHasHayeHo pnAa  OBHOBAEHMA YNPABAAIOWEN MWKPONPOrpammbl
yCTpoicTBa. YCTPOWCTBO NO3BO/ISET MCMOAb30BaTb ABE MPOLIMBKM: OCHOBHYIO M Pe3epBHYIO, Ha CAy4yall ecau
OCHOBHan nospeKaeHa. MNepekaoyeHne mexKay NPOoLLUMBKaMM OCYLLECTBAAETCA B 3TOM NOAMEHIO.

O6HoBNEeHWe NPOLWNBKU

Ha aToi CTPaHWLUE Bbl MOXETE 0OHOBMTE CHCTEMHOE O poyTepa 40 GoNee HOBORA E2QCKN.
rlD}KaJ'IYI:;II:Ta, HE BEIKNHYaHTE YCTpDﬁCTBD E NpoUECCE 0AHOBNEHMA - 3TO MOXET NPUEECTH K NOQYE
NaMATH.

Bepcua MO: 1.4.0-b245
Bribepute dain c npowmekol: | BeiBepute dain | @afn ve seifipan

CHpoCKTE

BkniMHTE pezepEHROEAHWM NPOLLHEKM
AKTHEHAA 0BnacTe: 2

Pezeperan ofinacte: 2

[EZAMPYIMTE C E3EPEHDM 0GNACTH

YA aneHHEIR cepeep -
OBHOENEHME NPOLUMEKW C YAENEHHOMD CEPEEPA
Anpec cepeepa 0BHOENEHMRA:

Mepuon onpoca (Yace): 0

HocTynHan eepcua; Mot available

— Bepcus 0 — Bepcua nporpammHoro obecnedyeHms, yCTaHOB/IEHHOIO Ha YCTPOMCTBE.

— Besibepume chalin ¢ npowiuskol — NPy HAAUYNKN NIOKANbHOTO daiia C NPOLLIMBKONA MOXKHO OBOHOBUTb
MO, ykaszas nNyTb K 3ToMy Gainy M Ha)as KHOMKY «OB6HOBUTbY». AKTyasibHYIO MPOLLMBKY MOXHO
CKayaTb Ha caitte http.//eltex-co.ru/downloads.

— BkAOuUTbL pes3epBMpPOBaHME MNPOLIMBKU — aAKTUBMPYET 3anucb BTOPOM NPOLWMBKM B NamMsTb
YCTPOWCTBA. 3arpy3anTbCsA CO BTOPOI NPOLUMBKM MOXHO NO KHOMKe «[llepesarpysnTb C pe3epBHOM
obnactuy.

« B cnyyae Korga oCHOBHas NPOLUMBKA NOBpeXaeHa, pe3epBHan GVAET 3arpy»>eHa aBTomaTnyeCcKku

ObHoeneHue npowuskKu rmo cemu

YCTPONCTBO NOALEepKMBAET BO3MOMKHOCTb OOHOB/IEHMA MPOLWMBKM MyTEM CKauMBaHMA ee M3 ceTu. B
KauecTBe UCTOYHWMKA OOHOBJ/IEHMA MOXKET ObiTb YAaNEHHbIN CeEPBEP MM MPAMbIE CCbIIKM Ha NPOLIMBKY B BUAeE
HTTP, FTP, TFTP agpeca.

— AOdpec cepsepa 0b6HO8aeHUl — B 3TOM MNOJie YKa3blBAETCA afpec cepBepa Ha KOTOPOM HaxoamTcs
daiin npowmeku. Mo ymonyanuto ato download.eltex-media.ru.

— [lepuod onpoca — NHTepPBaAN BPEMEHU, NO KOTOPOMY YCTPOICTBO byaeT o6pallaTbca K cepBepy 3a
HOBOW MPOLUUBKOI.

— [JocmynHaa eepcua — Bepcus NporpaMmmHOro obecneyeHua [OCTYNHaA paa obHOBAEHMA Ha
cepsepe.
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/"7 Ona pabotbl pyHKLUM NpoBepKU 06HOBNAEHUA He06X04MMO Hanuume Bbixoga B UHTepHer.

He oTKnlouaiiTe NUTaHMe YCTPOICTBA, HE BbINONHANWTE ero nepesarpysky B npouecce 06HOBNEHUA
no.

MoameHI0 «YMHbIi AoM»

B AaHHOM MOAMEHIO BbINOJHAETCA HACTPOMKa KOHTpoaiepa ymMHOro goma. KHomka «Cbpoc HacTpoek»
BbINONHAET Nepe3anyck KOHTPOAepa U yaaneHne BCex NOAKAOUYEHHbIX No Z-Wave ycTpoicTs.

anaBneHue YMHbLIM JOMOM

Ha aToit cTpaHu1ue Bel MOXeTe ynpaenATe HACTPoWKaMK YMHOro Aoma.

Cbpoc HacTpoek

MNogmeHio «CoxpaHeHne/3arpy3Ka HaCTPOEK»

B noameHio «CoxpaHeHue/3a2py3Ka HACMPOEK» BbINONHAETCA COXpPaHeHMe W OBHOBAEHME TeKylei
KOHOUIypauum.

CoxpaHeHue/3arpy3kKa HacTpoeK

Ha 3TOM CTPAHMUE Bbl MOKETE COXPEHMTD TEKYLME HACTROMKM B EMAN MW 33rPy3HTE MK M3 HaANa. Take Bbl MOXETE COPOCHTE TEKYILME
HACTROMKM K 33B0ACKMM.

CoxpaHuTE HaCTRORKK:

3arpyauTe HACTRORKK Uz daina Brifiepute dain | dain He eeifipad

" CApocuTe
CBpoCHTE HACTROMKK K 33B00 CKMM: o

CoxpaHums HacmpolKu - [ONA COXPAHEHMA TEKyLLeM KOHOUrypauum YCTPOWCTBA Ha J0Ka/bHbIN
KOMMbIOTEP HaXKMMTE KHOMKY «COXPaHUTb...».

3aepy3ums Hacmpoliku — BbI6OP COXPAaHEHHOro Ha IOKaAbHOM KomnbtoTepe daina KoHdurypauuun. Oas
06HOBNEHNA KOHOUIYPALUKM YCTPOMCTBA HaXXMUTE KHOMKY «BbibepuTe daitn», ykaxute ¢aiin (B popmate

.dat) M HaXmuTe KHOMKY «3arpysuTb». 3arpy:KeHHas KoHOUrypauusa npumeHsieTcs aBTomaTUyeckn 6es
nepesarpysku yCcTponcTea.

Cbpoc ycmpolicmea Ha 3a800ckue HaCMpoUiku - Ana cbpoca Bcex HaCTPOEK YCTPOMCTBA Ha CTaHAAPTHbIE
3aBO/CKME YCTAHOBKM, HAXKMUTE KHOMKY «CHpocC».

NMoameHIo «YnpasneHue 4oCTynom»

B noameHo «YnpaeneHne AOCTYNOM» YCTaHaB/AMBAOTCA /IOFMH M Naposb goctyna K Web-unHtepdeiicy
ycTpoictea gna AgmuHuctpartopa u MNonb3osaTens.
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YnpaeneHue A0CTyNoM

Ha aTol cTPaHWUE Bhl MOXETE HACTPOMTE aKkayHT ANA 0CTYNAE K MaplUpyTH3aTopy.

AnMMHHCTpaTOPp

MmaA nonbsoeatena:
Hoebld naponk:
MoaTeEEp#®LEHHE Napona:
MonkzoeaTens

Mma nonezoeaTena:
Hoebld naponk:

MoaTeEEp#®LEHHE Napona:

CEpOCKMTE M3MEHEHIMA

—  UmA none3osamersns — none ANsa USMEHeHUs UMeHU nosibsosatens. Mo ymonyanuio: admin.
—  Hoewili napoas — none Ans BBoAa HOBOrO NapoAs K ycTponcTay. Mo ymonyaHuio: password.

— I'IodmsepmdeHue naposAa — none gnAa NnoOBTOPHOro BBoA4a HOBOIO Napoia C Uenbto ero noarsepxaeHumA.

[na BCTYyN/AeHUA B CUNY HOBOM KOHOUIYpauLMM W 3aHECEHWUA HACTPOEK B SHEProHe3aBMCUMMYD NamAaTb
HaXMWUTEe KHOMKY «COXpaHWUTb M3MeHeHua». [aa OTMeHbl M3MEHEHMI MOKWHbTEe CTpaHuuy 6e3 coxpaHeHus
nsameHeHuit. JIJisi BOCCTaHOBIIEHUS 3HAYCHHH 110 YMOJTYaHUIO HAKMHUTE KHOMKY «COPOCUTH UBMEHEHUS».

/ B uenax ob6ecneyeHns 6e30MacHOCTM MNpPU HACTPOMKe YCTPOMCTBA pPeKomeHayeTcA
M3MEHUTb IOTUH U NApPOb.

4.3.10 USB Hactpoitku

B meHto «USB HacTponKkm» MOXHO ynpaBnsaTb pannamm Ha nogkawoyeHHom USB HakonuTene, a TaKxe
NpeaoCcTaBAATb K HUM A0CTyn no npoTokony SMB, FTP un cepsncy DLNA.

NogmeHto «O6wan nHdopmauyma»

B aTom nogmeHto OT06pa)KaeTCFI VIHd)OpMaLI,VI’FI O HOocuTene.

Oowan nHgpopmaymnn

Ha aTol cTpaHMUE OTOGpaE%AETCA MHIDOPMALUKMA O HOCHTENE.

lAcnonez0eaHo TN haAnoeoq
% CMCTEMEI

idevisdar 3.939(5) 3.097(53) 0.841(G) 21% fat

Faznen OAWKA 0fkem CeofogHoD IMcnonez0EaHO
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NogmeHto «HacTpoiika goctyna»

B aTOM NOAMEHIO MOXKHO ,D,O6aBMTb N yaannTb y4eTHble 3anncu Samba.

HacTpoiika nocTtyna

A0AaERTE HOBYHY YHETHYH 33NUCE Samba.

MmAa nonezoeaTena:
Hogrild napone:

MoaTeEEp:AEHWE Napona;

CnUCoK yYeTHBIX 3andced:

BrifipaTe  KIMA NoNez0EaTENA

¥ ANUTE BRIGRAHHEIE YAanuTe BCE CAPOCMTE MAMEHEHKA

MNogmeHto «Hactpoiika USB npunoxkeHnin»

B 3TOM nogmMeH0 MOXHO BKAOUYMTL/BbIKAOUMTL DLNA, FTP-server, Samba.

HacTtpoitka USB npunoxeHun

3Ta CTRAHKML A MCNONESYETCA ANA BKIKHEHMA/BRIKIHHEHMA DOLNA, Samba mT.4.

Brnraunte DLMA,
Brnwouute FTP cepeep

Brniouute Samba

1aHMTE
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NogmeHto «O6WMe Nanku»

B 3TOM NOAMEHI0 MOXKHO Pa3peLlnTb AOCTYN YCTPOMCTB, MOAKAOYEHHbIX K MapLLPyTU3aTOPY K NanKam Ha
BK/tOYEHHOM B MapLupyTusatop USB-ycTpoincTse.

O6ume nanku

3Ta CTPaHULA MCNONb3YETCA ANA A0GAENEHUANAANEHMA OFLLMY NAN0K.

Mma nanku:

MyTe K nanke: Mvarftmpfushisdal -
AHOHWMHEIR LOCTY: s

Mpaga: Tonkkn 4TEHME -

Cnucok obwymy nanok:

BeiGpate  FMA nangw [MyTe K Nanke Brageney, Mpaea

Y¥AANWTE BEIBPAHHEIE YaanuTe BCE CAPOCHTE MIMEHEHMA

MoameHo «Pasgenbi»

B aTOoM nogmeH0 MOXKHO ynpaBasaTb pasaenamm namatu USB-ycTpoictsa.

Paspenbl

Ha 3Tol CTRaHWUE Bbl MOXETE Pa3fuTe NOAKMHHMEHHEIA USB-HAKONUTENL HA HECKONBKO NOTMAHECKMAX
B10KOB ¥DAHEHMA, HA3EIEAEMbIX PA3LENaMW. MoK BEINOAHEHAM ONEPaLMKH MapLpyTMIaTop ByaeT

NEQEZAMYHEH!

HakonuTene: sda v
QBWwmi pazmep: 4.041T6

KonudecTeo paznenoe: 1 -
Homep pasnena Pazmep (ME)

1 4041

Hakonwrene! Tafindua pazpenoe:
Homep paznena Pazmep TWN haAnoEod CHETEME

1 4041 MEB fat

YAaNKTE BeIBpaHHbE YA anuTe BCE CHpOCKTE MIMEHEHKA

— Hakonumesno — BbIGOP NOAKNOYEHHOTO YCTPOMCTBA.

— O6bwuli pasmep — pasmep NamMATU YCTPOIACTBA.
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S ELTEX

Koauyecmeso pa3denoe - Bbl60p KO/IM4eCcTBa pasaesioB NamMAaTu YCTpOl\;ICTBa. Huxke YKa3blBaE€TCA

pa3smep Kaxaoro pasgena.
Tabauya paszdesnoe — WHbOPMaLUSA O BCeX pa3feniax YCTPOMCTBA. 34eCb TaKXKe MOMKHO yAa/uTb

HEeCKO/IbKO Un BCe pa3aensbl.

MoameHo «dopmaTtupoBaHUe»

B 3TOM NoagmeH0 MOXHO oTdopmaTMpoBaTh NamaTb. Mpu dopmatMpoBaHnK BCce AaHHbIEe YAANAOTCA.

Paszoen —

dopmMmaTupoBaHue

ONEpauUa HOpMATUPOEAHWA NPMEERET K YAINEHWH BLEX AAHHE HA NOAKNOMEHHOM USB-HaKonuTene.
NokanyAcTa, CKONMPYATE BEXKHEIZ LAHHBIE NEPES HOPMATUPOBIHWEM.

Pazpen: sdal -

Twn hafnoeod cHCTEME extd -

s} PMETHMPOEATE

BblObOp pa3aena ana popmatMpoBaHus.

Tun ¢palinosoli cucmemsl — Bbibop TMNA altNoBbIA CUCTEMbI B KOTOPbIN ByaeT nepedopmatmpoBaH

pasgen.
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o ELTEX

TEXHUYECKAA NOAAEPHKKA

[na nonyvyeHna TEXHUYECKOM KOHCYIbTallMm NO BONPOCaM KCMIyaTauumn obopyaosaHuma
TOO «3nTekcAnaTtay» Bbl MoXKeTe 06paTUTbCA B CEPBUCHDLIN LLEHTP KOMMNaHUM:

050032, Pecnybnuka KasaxcrtaH, r. Animatbl, MKp-H. AnaTay, ya. Mbparnmosa 9
TenedoH:

+7(727) 220-76-10, +7 (727) 220-76-07

E-mail: post@eltexalatau.kz

Ha oduumanbHom caiiTe KOMMNaHUMM Bbl MOXKeTe HaWTU TexXHWYECKYH [AOKYMEHTaLMo W
nporpammHoe obecneveHve ana npoaykumm TOO «3InTekcAnatay», obpatntbca K 6ase 3HaHWNA,
NPOKOHCY/IbTUPOBATbLCA Y MHXXeHepoB CePBMUCHONO LEHTPa Ha TexHMYeckom popyme.

OduumanbHbIn canT KomnaHuu: http://eltexalatau.kz
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