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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

1 BeBepgeHue

* AHHOTauus

* LleneBasa ayantopusa

* YcnoBHble 0603HaYEHNSA

+ [puMeyaHns n npepynpexaeHns

1.1 AHHOTauus

B HacToslLee Bpemsi 0CyLLEeCTBASKOTCA MaclUTabHble NPOEKTbI MO NOCTPOEHUIO ceTell cBa3n. OaHol 13
OCHOBHbIX 3a/ia4 Npy peanu3auuy KpynHbIX My/IbTUCEPBUCHBIX CETEN SBNAETCA CO34aHNEe HAaAEXHbIX U
BbICOKOMPOW3BOAMUTE/bHbIX TPAHCMOPTHBIX CETEN, KOTOPbIE SIBMISTCA ONOPHBLIMU B MHOFOC/10MHOW
apXUTEKTYpE CeTell CrefyroLero nokoneHus.

CepBUCHblE MapLUpyTM3aTopbl cepmn ESR MOryT ncnonb30BaTbCs Ha CETAX KPYMHbIX NPeanpusaTuii u
npeanpusaTUsiX Masioro u cpeaHero 6usHeca (SMB), B onepaTopckmx CETSX. YCTpoiicTBa o6ecrneunsarot
BbICOKYH MPOV3BOANTENBHOCTb, BLICOKYHO MPOMYCKHYK CMOCOGHOCTL 1 NOAAEPXKMBAIOT (PYHKLMN 3auUThbl
nepefaBaeMbIX AaHHbIX.

B AaHHOM pyKOBOACTBE MO 3KChlyaTauuy 13fokeHbl HazHaueHne, TEXHUYECKNE XapakTePUCTUKN,
KOHCTPYKTVBHOE MCMOJIHEHWE, MOPSIA0K YCTAHOBKM, pEKOMEHAALMN N0 HaYa/lbHOV HACTPOIKE U OGHOB/IEHUIO
nporpaMMHOro o6ecneyeHunsi CEpBUCHOIO MapLupyTusartopa cepum ESR (ganee mapLupytusartop uim
YCTPOIACTBO).

1.2 UeneBas aygutopus

[laHHoe pyKoBOACTBO Nosb30BaTeNs NpegHasHaveHo A1 TEXHUYECKOro NepCcoHasa, BbIMOHSAOLWEro
YCTaHOBKY, HACTPOIKY 1 MOHWUTOPUHT YCTPOCTB NOCPeACTBOM MHTepdeiica komaHaHoi cTpokm (CLI), a Takke
npoueaypbl N0 06CNYXUBaAHNIO CUCTEMbI U 06HOBNEHNIO 0. KBanimdmkauusi TEXHUYECKOro nepcoHana
npegnonaraet 3HaHMe OCHOB paboTbl CTekoB NpoTokonos TCP/IP, npuHuMnoB noctpoeHus Ethernet-ceteii.
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1.3 YcnoBHble 0603HaYeHUsA

O6o3HaueHne

{}

«»

«=»
«|»

<lMonyxupHbll Kypcus>

TeKCT B pamke

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

OnucaHue

B KkBagpaTHbIX CKOGKax B KOMaHAHOW CTPOKE YKa3bIBaKTCS
Heobs3aTe/bHble NapaMeTpbl, HO UX BBOA, NPeAoCTaBNseT onpeaesieHHble
[OMNOMHUTE/bHbIE OMNLMN.

B churypHbIX CKoGKax B KOMaHAHOI CTPOKE YKa3blBalTCS BO3MOXHbIE
o6s13aTe/ibHble NapameTpbl. Heo6xoAMMOo BbIGPATL OAVH U3 NapamMeTpoB.

JaHHble 3Haku B onncaHnnm KoMmaHzabl MCNOMb3yTCA ANA YKa3aHUA
Aanana3oHoB.

[aHHbIli 3HaK B onncaHny KOMaHabl 0603HA4YaET «UNn».

MoNyXUpPHbLIM KYPCMBOM B YTN0BbIX CKOBKAX YKa3bliBalOTCS Ha3BaHWs
KnaBuLL Ha KNnaBuatype.

B pamkax ¢ TEKCTOM yKasaHbl NPUMEpPbI U Pe3y/bTaThl BbIMO/THEHMS
KOMaHg,

1.4 MpumeyaHus v NpeaynpexaeHus

MpumeyaHnsi cofepxar BaxkKHY UHYOPMaLLMI, COBETbI /TN PEKOMEHAALMM MO UCMOb30BAHUIO U

HacTpolike yCTpoicTBa.

€ Mpepynpexaerns MHHOPMUPYIOT NOML30BATENSA O CUTYaLWMSIX, KOTOPble MOTYT HaHecTH Bpes,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBA UK NOTEPE AAHHbIX.

© Vndbopmaums cogepxuUT cnpaBoyHble AaHHbIE 06 UCMONb30BAHUM YCTPOCTBA.

16



CepBUCHble MapLUPyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaLmm

2 OnucaHue nsnenni

HasH
PYHK

ayeHve
Lnm
®YHKLMN NHTepdeiicoB
®yHKumn npu pabote ¢ MAC-agpecamun
®YHKL MM BTOPOro ypoBHSA ceTeBoli mogenu OSlI
®YHKLMN TpeTbero ypoBHs ceteBoli mogesnn OSI
®YHKLMN TYHHENMPOBaHUA Tpadmka
®YHKLMN yNpaBIeHNs U KOHPUIryprpoBaHus
®YHKLMN CETEBOW 3aLUNTDI

OCHOBHble TEXHUYECKME XapPakKTePUCTUKN
KOHCprKTI/IBHOG NCMNOJIHEHNE

KoHcTpykTrBHOE ncnonHeHne ESR-3350
KoHcTpykTmBHOE ncnonHeHne ESR-3300
KoHcTpykTrBHOE ncnonHeHne ESR-3250
KoHcTpykTrBHOE ncnonHeHne ESR-3200L
KoHcTpykTrBHOE ncnonHeHne ESR-3200
KoHcTpykTmBHOE ncnonHeHne ESR-3100
KoHcTpykTmBHOE ncnonHeHne ESR-1700
KoHcTpykTBHOE ucnosiHeHne ESR-1511 rev.B, ESR-1511, ESR-1500
KoHcTpykTrBHOE ncnonHeHne ESR-1200, ESR-1000
KoHcTpykTrBHOE ncnonHeHne ESR-200, ESR-100
KoHcTpykTMBHOE ncnonHeHne ESR-31
KoHcTpykTMBHOE ncnonHeHne ESR-21
KoHcTpykTmBHOE ncnonHeHne ESR-30, ESR-20
KoHcTpykTMBHOE ncnonHeHne ESR-15VF
KoHcTpykTMBHOE ncnonHeHne ESR-15R
KoHcTpykTMBHOE ncnonHeHne ESR-15
KoHCTpykTMBHOE ucrnosiHeHne ESR-12VF
KoHCTpyKTMBHOE ncnonHeHne ESR-12V
KoHcTpykTMBHOE ncnonHeHne ESR-10

CBeToBas MHAMKaUUS

* KomnaekT nocrtaBku

2.1 Ha3HaueHue

YcTpoiictea cepum ESR ABNSOTCA BbICOKONPOM3BOAUTENNBHBIMU MHOMOLENEBLIMU CETEBbLIMU
MapLupyTmM3aTopamMu. YCTpolicTBa 06beguHseT B cebe TpaanumMOHHbIe ceTeBble DYHKLMM N KOMMNIEKCHbI
MHOTOYPOBHEBbIA MOAX0A, K 6€30MacHOCTV MapLipyTnsaumm, 4To No3BoNAseT 06ecnevnTb HaAEeXHYH0 3alnTy

019 KOpNopaTuUBHOI cpefpbl.

YcTpoiicTBa noaaepXxuBaroT OYHKLUN MEXCETEBOIO 3KpaHa ANs 3aWmUTbl CETU OpraHu3aLun U CBOER CETEBONA
NHPpacTPYKTYpbl, & TaKKe COYETalOT B cebe HoBelume cpeacTaa obecneveHns 6e30nacHOCTU AaHHbIX,

LWMdopoBaHUs, ayTeHTUMKaLUn 1 3almUTbl OT BTOPXEHUI. MapLupyTusaTopbl cogepxart B cebe cpeacrtea ans
nporpaMMHOl 1 annapaTtHoi 06paboTKN AAaHHbIX.
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2.2 ®PYHKUMU

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

2.2.1 ®dyHKuumn nutepdeiicos

B Tabnuue 1 npuBeaeH CNMCoK dOyHKUUI MHTEPMENCOB YCTPOCTBA.

Tabnmua 1 — ®yHKUMM MHTEepdIENCOB yCTPONCTBa

OnpepgeneHve
NOJIIPHOCTU
NoAK/MIoUEeHUs
Kabens

(Auto MDI/MDIX)

Mopaepxka
oGpartHoro
[aBneHus
(Back pressure)

ArpernposaHue
KaHanos

(LAG, Link
aggregation)

ABTOMaTM4YECKOe onpeaeneHune Tuna kabens — nepekpecTHblli Kabenb Uan Kabenb NPSMoro
NOAK/THOYEHMS.

« MDI (Medium Dependent Interface — npsimoii) — cTaHaapT kabenei A58 NoAKIHUYEHNS
OKOHEYHbIX YCTPOICTB;

+ MDIX (Medium Dependent Interface with Crossover — nepekpecTHblii) — cTaHAapT Kabenei
L1151 NOAK/TI0YEHNS KOHLEHTPATOPOB U KOMMYTAaTOPOB.

MeTos 06paTHOro AaBMEHNS UCMOML3YETCA HA NOMYAYNIEKCHBIX COEAVHEHMSIX A1S
perynnpoBaHusi OTOKa AaHHbIX OT BCTPEYHOTO YCTPOCTBA NyTEM CO3AaHUst KONNU3niA. MeToz
no3Bo/IfeT n3bexaTb NnepenosiHeHust GydpepHoit NamMsTV YCTPOCTBA U NOTEPU AAHHbIX.

ArperupoBaHue (06beAVHEHNE) KAHA/TOB NO3BO/ISIET YBE/IMUUTL NPOMYCKHYH0 CMOCOGHOCTb
KaHasia CBSI3W U NOBbICUTb €0 HAAEXHOCTb.

MapLupyTur3satop nogaepxvBaeT ctaTmyeckoe U guHaMmyeckoe arpernpoBaHue kaHasos.
Mpn AMHaMM4YecKom arpernpoBaHnn Ncnonb3yeTtcst npotokon LACP ansa ynpasneHus rpynnoi
KaHaUs10B.

2.2.2 dyHkuuun npu paéote c MAC-agpecamu

B Tabnvue 2 npuBegeHbl hyHKUMKM yCTpolicTBa npu pabote ¢ MAC-agpecamu.

Tabnmua 2 — ®dyHkumm pabotbl ¢ MAC-agpecamu

Ta6nuua MAC-
agpecoB

Pexum o6yueHus

Tabnuua MAC-agpecoB ycTaHaBnnBaeT cooTBeTcTBME Mexay MAC-agpecamu u nitepceicamm
YCTPOWCTBA U MCNOMb3YEeTCA 419 MapLUpyTM3aLmMmn NakeToB AaHHbIX. MapLupyTu3aTopbl UMET
Tabnmuy emkocTblo ao 128k MAC-aapecoB 1 pe3epBupytoT onpeaeneHHble MAC-agpeca ans
NCNOMb30BaHUSA CUCTEMOIA.

MAC-Tabnvmua MoXeT cofepXaTb M60o cTaTuyeckue aapeca, MM6o aapeca, U3yueHHbIe npu
NPOXOX/AEHUM NAKETOB AaHHbIX Yepe3 yCTPOCTBO.

M3yueHne npomcxoamT 3a cueT pernctpauun MAC-agpecoB oTnpaBuTesneil NakeToB C NPUBA3KON
nx K noptam n VLAN. Bnocnencteum atn AaHHble UCNOMb3YOTCA A1 MapLupyTu3aum BCTPEUHbIX
nakeToB. Bpemsa xpaHeHus 3apernctpmposaHHbix MAC-apecoB orpaHuyeHo, ero
NPOLO/HKUTENIBHOCTb MOXET HacTpanBaTbCA aAMUHUCTPATOPOM.

Ecnun MAC-agpec nosy4yatensi, ykasaHHbliA B MPUHSATOM YCTPOIACTBOM NaKeTe, OTCYTCTBYET B
Tabnuue, To Takol NakeT OTNPaBSETCS Aaslee Kak LMpoKoBeLlaTenbHblii B npegenax L2-
cermeHTa cetu.
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CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

2.2.3 ®PyHKUUM BTOPOro ypoBHA ceTeBoii mogenu OSI

B Tabnuue 3 nprBeaeHbl PYHKLMN U 0COBEHHOCTU BTOPOro YpoBHS (ypoBeHb 2 OSI).

Tabnuua 3 — OnucaHne yHKLMIA BTOPOro ypoBHs (ypoBeHb 2 OSI)

Noppepxka VLAN

MpoTtokon
CBA3YIOLLEro
AepeBa
(Spanning Tree
Protocol)

VLAN (Virtual Local Area Network) — 3To cpefcTBO pa3faesieHns CETU Ha M30/IMPOBaHHbIe
cermeHTbl Ha ypoBHe L2. Micnonb3oBaHve VLAN n0o3BONSET NOBLICUTbL YCTOWUMBOCTL PaboThl
KPYMNHbIX CeTell 3a cUeT AeneHns nx Ha bosnee Meskue CeTH, M30N1MPOoBaTb Pa3HOPOAHbIA Tpadmk
JaHHbIX Mexay co60li 1 pelunTb MHOTUe Apyrue 3agaun.

MapLupyT13aTopbl NoAAEPXKMBAKOT pas3/imyHblie cnocobbl opraHm3auumn VLAN:

+ VLAN Ha 6a3e MeTOK NakeToB AaHHbIX, B cooTBeTcTBUM C IEEE 802.1Q;
+ VLAN Ha 6a3e nopToB ycTpoiictBa (port-based);
+ VLAN Ha 6a3e 1cnosib30BaHns npasua Knaccudukaumm gaHHbix (policy-based).

3apgaueii npotokosna Spanning Tree siIBNSIETCS UCK/THOUYEHNE N3BbITOUYHBIX CETEBbLIX COEANHEHWIA U
npuBeAeHNe TOMOJIONMN CETU K APeBOBUAHOK. OCHOBHbIE NMPUMEHEHNS NPOTOKO/1A CBSA3aHbI C
npeaoTBpalleHeM 3aUUKIMBaHNA CETEBOrO TpadhuKa 1 ¢ opraHM3almein pe3epBHbIX KaHanoB
CBA3N.

2.2.4 ®PyHKUUM TPeTbero ypoBHsA ceTeBoii mogenu OSI

B Tabnuue 4 npmBeaeHbl PyHKLUM TpeTbero ypoBHs (ypoBeHb 3 OSI).

Tabnuua 4 — OnucaHune yHKUMIA TpeTbero ypoBHsi (Layer 3)

Cratunueckue IP-
MapLpyTbl

AvnHamMmuyeckas
MapLipyTusauma

Ta6nuua ARP

Knunent DHCP

AIMVHMCTPATOP MapLIpyT13aTopa NMEET BO3MOXHOCTb 106aBNSATL U yAaNsATh CTaTuyYeckne
3anucm B TabnunLy MapLIpyTU3aLn.

MpPOTOKO/bI AMHAMUYECKOI MapLIpyTU3aLuM NO3BOSOT YCTPOMCTBY 06MEHMBATLCA MapLLIPyTHO
MHhopMaLmeli ¢ coceIHUMM MapLUPYTU3aTOpaMmK U aBTOMATUYECKN COCTaB/IATL Tab/uLy
MapLUpyTOB.

MapLpyTunsaTop nogaepxmnsaet cnegyrowme npotokossl: RIPv2, RIPng, OSPFv2, OSPFv3, IS-IS,
BGP.

ARP (Address Resolution Protocol) — npoTokon ans BbiSICHEHUS] COOTBETCTBUSI 3fjpeCOB CETEBOIO
N KaHa/bHOTo ypoBHei. Tabnuua ARP coaepXnt nHdpopmaumnio 06 nsyyeHHOM COOTBETCTBUN.

COOTBETCTBME YCTAHAB/IMBAETCSA HA OCHOBE aHa/IM3a OTBETOB OT CETEBbIX YCTPOCTB, agpeca
YCTPOICTB 3anpalunBatoTcs C NOMOLLbIO LUMPOKOBELLATEIbHbIX NaKETOB.

MpoTtokon DHCP (Dynamic Host Configuration Protocol) aéT BO3MOXHOCTb aBTOMaTM3MpPOBaTh
yrnpaB/ieHNEe CETEBbLIMW YCTPOMNCTBaAMM.

KnueHnt DHCP no3sonsieT mapLlipyT13aTtopy nonyyarb CETEBOV afpec 1 AONOHUTE/bHbIE
napameTpbl OT BHelHero DHCP-cepBepa. Kak npaBuno, aToT cnocob ncnosnb3yeTcs Ans
MoJTyYEHN CETEBbIX HAaCTpoek onepatopa ny6amuHoii cetn (WAN).
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Cepsep DHCP

DHCP Relay

TpaHcnsauua
ceTeBbIX afipeCcOB
(NAT, Network
Address
Translation)

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

Cepsep DHCP npepHasHayeH Ana aBToMarusaummn 1 LeHTpasm3aumm KOHUrypmpoBaHus
CeTeBbIX YCTPOCTB.

Pa3smeweHne DHCP-cepBepa Ha mapLupyTmMsatope no3BosiseT NoyyYnTb 3akOHYEHHOE peLleHne
ONS NoAfePXKN TOKaIbHON CeTu.

DHCP-cepBep, BxogALWMii B cOCTaB MapLupyTU3aTopa, No3BosISeT HadHavatb IP-agpeca ceTeBbiM
yCTpoicTBam 1 nepefasaTtb JOMOHUTENbHbIE CETEBbLIE NapaMeTpbl — afjpeca cepBepos, agpeca
LL/TIO30B CETU U ApYyrMe Heobxo4yMble napameTpsbl.

®yHkuma DHCP Relay npegHasHaveHa ansi nepeHanpas/ieHns lWwvpokosewarensHbix DHCP
Discover-nakeToB U3 04HOTO LUNPOKOBELLLATE/IbHOMO IOMEeHa B ofiHoaApecHble (unicast) DHCP
Discover-nakeTbl B pyroM LUMPOKOBELLATENIbHOM AOMEHE.

TpaHcnsums ceTeBbIX a4pPecoB — 3TO MeXaHWU3M, KOTOPbI NO3BO/ISIET Npeo6pasoBkiBaTh IP-
ajipeca 1 HoMepa NMopToB TPAH3UTHBIX NMaKETOB.

®yHkuma NAT no3sonseT Ncnonb3oBaTb MeHbLUIee KonnmyecTso IP-agpecos, TpaHcnnpys
HecKo/bKo |P-agpecoB BHYTpPEHHEl CETU B O4MH BHELUHWUIA Ny6nnyHblin IP-agpec. Vicnonb3oBaHue
NAT no3BonseT yBennuntb 3auLLEHHOCTb JIOKa/IbHOM CETU 3a CYET CKPbITUSA €€ BHYTpeHHel

CTPYKTYPbI.

MapLupyTumsatopbl NogaepXnsatoT cnepytowme sapmaHTel NAT:

+ Source NAT (SNAT) - BbINo/IHSIETCS 3aMeHa afpeca, a Takke HoMepa nopTa UCTOUYHMKA Npu
NPOXOXAEHWN NakeTa B O4HY CTOPOHY 1 06paTHOli 3aMeHe agpeca Ha3HaYeHUs1 B OTBETHOM
nakeTe;

« Destination NAT (DNAT) - korga o6palleHusi U3BHe TPaHC/IMPYIOTCS MapLIPyTM3aToOpoM Ha
KOMMbIOTEP MO/b30BATESIS B /IOKASIbHOM CETU, UMEIOLLMIA BHYTPEHHWIA agpec 1 NOToOMy
HedoCTYMHbIN N3BHE CeTW HenocpeacTBeHHO (6e3 NAT).

2.2.5 ®yHKUUM TYHHENMpoBaHuA Tpaduka

Tabnuua 5 — OYHKUMN TYHHENMPOBaHUS Tpadivka

MpoToKonbl TYHHe
nmpoBsaHuUsA

TyHHENMpOBaHVe — 3TO CcNoco6 Npeo6pasoBaHus MAKETOB AaHHbLIX NPU NepeAade Ux no cetu, npu
KOTOPOM MPOUCXOANT 3aMeHa, MoagucuKauust Uin Ao6aBneHne HOBOrO CETEBOIO 3aro/ioBka
naketa. Takoi cnocob MOXeT 6bITb MCNOJIb30BaH /151 COrNlacoBaHUsi TPAHCTIOPTHBIX NPOTOKO/10B
MNPV NMPOXOXAEHNN JaHHbIX Yepes3 TPaH3UTHYH CeTb, /151 CO3AaHNs 3alUMLLIEHHbIX COeANHEHNIA,
MNPV KOTOPbIX TYHHE/TMPOBAaHHbIE JaHHbIE NOABEPTatoTCs LNGPOBAHMIO.

MapLupyTr3aTopbl NOAAEPKNBAIOT C/edylolme BUibl TYHHENEN:

+ GRE - nHkancynauus IP-naketa/Ethernet-kagpa B gpyroii IP-naket ¢ go6asneHnem GRE
(General Routing Encapsulation)-3aronoBka;

+ |Pv4-IPv4 — TyHHesb, NCNOMb3YOLWMNIA MHKaNCyNsaumo ncxogHslx IP-naketoB B IP-nakeTbl €
APpYrMY CeTeBbIMU NapameTpamu;

+ L2TPv3 - TyHHenb ana nepepauv L2-tpadmka ¢ nomollbto IP-nakeTos;

+ IPsec — TyHHenb ¢ WwudpoBaHeM nepegaBaembiX AaHHbIX;

« L2TP, PPTP, PPPoE, OpenVPN, WireGuard — TyHHenu, ncnosnb3yowmecs Ans opraHnsaumm
yAanIeHHOro focTyna KMeHT-cepeep.
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CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

2.2.6 PyHKUMU yNpaB/IeHNA U KOHPUrypupoBaHUsi

Tabnuua 6 — OCHOBHblE PYHKUUK yripaBneHUs 1 KOHUrypnpoBaHus

3arpyska un
BbIrpy3ska cpaiina
HaCTPOWKN

NHTepdelic
KOMaHAHOM
ctpoku (CLI)

Syslog

CeteBble
YyTUNUTbI
ping, traceroute

YnpaBneHune
KOHTPO/IMPYEMbIM
pocTtynom -
YPOBHU
npuBunerni

AyTeHTudukauus

CepBep SSH/
cepsep Telnet

ABTOMaTU4yeckoe
BOCCTaHOB/eHUe
KOHchurypaumm

MapameTpbl YCTPONCTBA COXPAHAIOTCSA B ddaiisie HacTPOIiKN, KOTOPbI COAEPXUT AaHHbIe
KOHpurypaumm Kak Bceil CMCTEMbI B LIe/IOM, Tak 1 onpefenieHHoro nopra ycTpoicTea. Ans
nepegayv goaisioB MoryT ncnonb3oBartbes npotokosnbl TFTP, FTP, SCP.

YnpasneHue nocpegctsom CLI ocyliecTBnsieTcs 1oKkasibHO Yepes noc/iefoBaTesibHbIA NopT
RS-232 nn6o ypaneHHo yepes Telnet, SSH. MHTepdelic komaHaHo cTpoku koHconm (CLI)
ABMIAETCA NPOMbILLNEHHBIM cTaHdapToM. HTepnpeTatop CLI npegocTaBnser cnmcok kKoMaHg, 1
K/IOYEBbIX CNOB /15 NOMOLLM MONb30BATENI0 U COKPALLEHUIO 06beMa BBOAUMbIX AAHHbIX.

MpoTokon Syslog o6ecneunBaeT nepegady MHPOPMALMOHHLIX COOBLLEHUI O MPOUCXOAALLMX B
cucTeMe COBbITUAX U BeieHME XypHasia CoObITUA.

YTunutel ping v traceroute — npegHasHaueHbl 4151 IPOBEPKU JOCTYMHOCTW CETEBbIX YCTPOCTB 1
L5 onpefeneHns MapLIpPyTOB Nepesaymn faHHbIx B IP-ceTsix.

MapLupyTr3aTophl NOAAEPXKMBAIOT YNpaB/ieHe YPOBHEM AOCTYNa Nosib3oBateneli K cucreme.
YpoBHYM A0CTYyNa No3BOJISOT YNPaB/IATb 30HAMW OTBETCTBEHHOCTY aMUHNCTPATOPOB YCTPOWCTB.
YpoBHU focTyna Hymepytotcs oT 1 go 15, ypoBeHb 15 COOTBETCTBYET MOSTHOMY A0OCTYMY K
ynpaB/ieEHU0 YCTPOCTBOM.

AyTeHTUhUKauus — 310 npouesypa NPoBEPKU NOASIMHHOCTM NOMb30BaTens. MapLipyT3atopsl
NoAAEPKMBAIOT CrIEeAyIOLIME METOAbI Ay TEHTUVKALM:

+ NloKa/ibHasa — A5 ayTeHTUhuKauum ncnonb3yeTcs /IokaslbHas 6a3a AaHHbIX Nosib30BaTesnen,
XpaHsLLaacs Ha caMoM YCTPOICTBE;

*+ rpynnosas — 6a3sa JaHHbIX Nosib30BaTesieli XpaHUTCA Ha cepBepe ayTeHTudmkaummn. Ans
B3aUMOZENCTBNS C CEPBEPOM MCNOMb3ytoTca npoTokosibl RADIUS n TACACS.

®yHKUMM cepBepa SSH 1 Telnet No3BoNAT YyCTaHOBUTL COEUHEHNE C YCTPOWCTBOM A/151
yrnpasneHns nm.

YCTpOICTBO NoaAepXmUBaeT aBTOMATUYECKYO CUCTEMY BOCCTaHOB/IEHUSI KOHQUIypaL|mK, KoTopast
npefoTBpalllaeT cUTyaLun NoTepy yaaieHHoro AoCTyna K YCTPOCTBY NOC/1e CMEHbI
KoHdourypaumu. Ecnv B TeueHue 3ajaHHOro BpemMeHu Noc/iie U3MeHeHNs KOHQIMIypaLmm He 6b110
BBE/IEHO NOATBEPXK/AEHNE — NPOM30iAeT aBTOMATUUECKMIA OTKAT KOHUIypauum o Npe/blayLero
CMO/Ib30BABLLIErOCS COCTOSAHUS.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

2.2.7 ®PyHKUUM ceTeBOI 3alUThbI
B Tabnuue 7 npuBeaeHbl yHKLMM CETEBOI 3aL1Tbl, BbINOSIHAEMbIE YCTPONCTBOM.
Tabnuua 7 — OYHKLMN CEeTEBO 3aluUTbl

30HbI Bce MHTepgeiicbl MapLupyTM3aTopa pacnpeaenstorcs no 3oHaM 6e30MnacHoOCTU.

6e3onacHoCTun o
[ns kaxaol napbl 30H HACTpanBaKTCS NpaBusa, ONpeaensoLwme BO3MOXHOCTb UK

HEBO3MOXXHOCTb MPOXOXAEHNA OaHHbIX MeXAy 30HaMu, npaBuia qavmprau,mm TpaCbI/IKa AaHHbIX.

dunbTpayus [ns kaxaoli napbl 30H 6€30MaCHOCTM COCTaB/ISIETCS HA6op NpaBusI, KOTOpPbIe NO3BOSISIOT
OaHHbIX ynpaenaTb uasTpaumein AaHHbIX, TPOXOASLMUX YePE3 MAPLLPYTU3aTOP.

KomaHaHbIi nHTepdielic ycTpoiicTBa NpeAocTaBNsAeT cpeacTBa AN AeTa/lbHON HAaCTPONKM
npaBwn Knaccudmkauum Tpadmka 1 Ans HasHavyeHUs Pe3yNbTUPYIOLLIETO PELLIEHNST O MPOMNYyCcKe
Tpadgumka.
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CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

2.3 OCHOBHbIe TEXHUYECKUue XapaKTepnuctuku
OCHOBHblE TEXHMYECKME NapaMeTpbl MapLIpyTM3aTopa NpuBeAeHsb! B Tabnuue 8.

Tabnmua 8 — OCHOBHblE TEXHUYECKNE XapaKTepPUCTUKN

O6wue napaveTpbl

WNHTepdpeiicbl ESR-3350 8 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X (SFP)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)/25GBASE-R (SFP28)
1 x KoHCONbHbIN nopT RS-232 (RJ-45)
2xUSB 3.0

1 x Cnot ana microSD-kapThbl

ESR-3300 4 x T000BASE-X/10GBASE-R/25GBASE-R
4 x 40GBASE-R (QSFP+)/100GBASE-R (QSFP28)
1 x KoHconbHbIiA nopt RS-232 (RJ-45)
1 x Mopt OOB
1xUSB 3.0

1 x Cnot ana microSD-kapTbl

ESR-3250 8 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X (SFP)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)/25GBASE-R (SFP28)
1 x KOHCONbHbI nopT RS-232 (RJ-45)
2xUSB 3.0

1 x Cnot ans microSD-kapTbl

ESR-3200L 4 x T000BASE-X/10GBASE-R/25GBASE-R
8 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHConbHbI nopT RS-232 (RJ-45)
1 x Mopt OOB
1xUSB2.0

1 x Cnot ansa microSD-kapTbl

ESR-3200 12 x T000BASE-X/10GBASE-R/25GBASE-R
1 x KoHconbHbIii nopt RS-232 (RJ-45)
1 x Mopt OOB
1xUSB 2.0

1 x Cnot ana microSD-kapTbl
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ESR-3100

ESR-1700

ESR-1511
rev.B

ESR-1511

ESR-1500

8 x Ethernet 10/100/1000BASE-T/1000BASE-X
8 x T0GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHCONbHbIi nopT RS-232 (RJ-45)

2xUSB 3.0

1 x Cnot gna SD-kapThl

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X (SFP)
8 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

2 x PasbeM A/1s1 yCTaHOBKU XeCTKoro aucka (byayT
nogaepxXaHbl B 6yayLLMX BEPCUSIX)

1 x KoHconbHbI nopT RS-232 (RJ-45)
1 x MNopT OOB
2xUSB 2.0

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X (SFP)
4 x Ethernet 10/100/1000BASE-T (RJ-45)

4 x T0GBASE-R (SFP+)/1000BASE-X (SFP)

2 x 40GBASE-R (QSFP+)

1 x KoHconbHbIi nopt RS-232 (RJ-45)

1 x Mopt OOB

1xUSB 2.0

1 x Cnot ansa SD-kapThbl

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X (SFP)
4 x Ethernet 10/100/1000BASE-T (RJ-45)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

2 x 40GBASE-R (QSFP+)

1 x KoHCONbHbIi nopT RS-232 (RJ-45)

1 x Mopt OOB

2xUSB 2.0

1 x Cnot ansa SD-kapThl

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X (SFP)
4 x Ethernet 10/100/1000BASE-T (RJ-45)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHconbHbI nopT RS-232 (RJ-45)

1 x Mopt OOB

2xUSB 2.0

1 x Cnot ana SD-kapTbl

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm
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ESR-1200

ESR-1000

ESR-200

ESR-100

ESR-31

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X (SFP)
12 x Ethernet 10/100/1000BASE-T (RJ-45)

8 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHconbHbIi nopt RS-232 (RJ-45)

2xUSB 2.0

1 x Cnot ansa SD-kapThl

24 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x T0GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KOoHCONbHbI nopT RS-232 (RJ-45)
2xUSB 2.0

1 x Cnot ansa SD-kapThbl

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X (SFP)
4 x Ethernet 10/100/1000BASE-T (RJ-45)

1 x KoHCcoNbHbI nopT RS-232 (RJ-45)

1xUSB 3.0

1xUSB2.0

1 x Cnot ana SD-kapThl

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X (SFP)
1 x KoHCONbHbIi nopT RS-232 (RJ-45)

1xUSB 3.0

1xUSB 2.0

1 x Cnot ansa SD-kapThl

8 x Ethernet 10/100/1000BASE-T (RJ-45)
6 x Ethernet T000BASE-X (SFP)

2 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
3 x MNocnepoBaresibHbIl NopT RS-232

1 x KoHCoNbHbI nopT RS-232 (RJ-45)
1xUSB 3.0

1xUSB2.0

1 x Cnot ans microSD-kapTbl
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ESR-30

ESR-21

ESR-20

ESR-15VF

ESR-15R

ESR-15

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

4 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHCONbHbIi nopT RS-232 (RJ-45)
1xUSB 3.0

1xUSB 2.0

1 x Cnot ana microSD-kapTbl

8 x Ethernet 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)

3 x MNocnepoBaresibHbIl NopT RS-232

1 x KoHconbHbI nopT RS-232 (RJ-45)
1xUSB 3.0

1xUSB2.0

1 x Cnot ana SD-kapTbl

2 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X (SFP)
2 x Ethernet 10/100/1000BASE-T (RJ-45)

1 x KoHconbHbIiA nopt RS-232 (RJ-45)

1xUSB 3.0

1xUSB 2.0

1 x Cnot ansa SD-kapThbl

8 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x T000BASE-X (SFP)

1 x KoHconbHbIi nopT RS-232 (RJ-45)

4 x FXS

2xUSB 2.0

4 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x 1000BASE-X (SFP)

1 x KoHCoNbHbI nopT RS-232 (RJ-45)
2xUSB 2.0

4 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x 1000BASE-X (SFP)

1 x KoHCONbHbI NopT RS-232 (RJ-45)
2xUSB 2.0
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Tunbl ONTUYECKNX TpaHCnBepoB

ESR-12VF

ESR-12V

ESR-10

ESR-3300

ESR-3350
ESR-3250
ESR-3200L
ESR-3200

ESR-1511
rev.B

ESR-1511

ESR-3100
ESR-1700
ESR-1500
ESR-1200
ESR-1000
ESR-31

ESR-30

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

8 x Ethernet 10/100/1000BASE-T (RJ-45)
1 x 1000BASE-X (SFP)

1 x KoHCONbHbIi nopT RS-232 (RJ-45)

3 x FXS

1 x FXO

2xUSB 2.0

8 x Ethernet 10/100/1000BASE-T (RJ-45)
1 x KoHconbHbI nopt RS-232 (RJ-45)

3 x FXS

1 x FXO

2xUSB 2.0

4 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x T000BASE-X (SFP)

1 x KoHCconNbHbIN nopT RS-232 (RJ-45)
2xUSB 2.0

T000BASE-X SFP
TOGBASE-R SFP+
25GBASE-R SFP28
40GBASE-R QSFP+
T00GBASE-R QSFP28

1000BASE-X SFP
T0GBASE-R SFP+
25GBASE-R SFP28

1000BASE-X SFP
T0GBASE-R SFP+
40GBASE-X QSFP+

1000BASE-X SFP
T0GBASE-R SFP+
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

ESR-200 T000BASE-X SFP
ESR-100

ESR-21

ESR-20

ESR-15VF

ESR-15R

ESR-15

ESR-12VF

ESR-10

JynnekcHblii v NonyaynaeKCHbI PeXumMbl * AYNIEKCHbIN U NONYAYNIEKCHBIA PEXUMbI 4715
nHTepdelico 3MEKTPUYECKUX NMOPTOB
* QYNMEKCHbIA peXxuM A1 ONTUYECKX NOPTOB

MakcuMasibHas nponyckHas ESR-1700 160 I'éut/c
CNocobHOCTb MapLupyTVlsathpa B ESR-1511
L2-pexume (nNpn annapaTHoii rev B

KOMMYTaLmN)
ESR-1511

ESR-1500
ESR-1200

ESR-1000 88 T6ut/c

CkopocTb nepefaun AaHHbIX ESR-3350 - anekTpudeckue uHTepdelicsl 10/100/1000 M6UT/c
ESR-3250 + onTuyeckune nHtTepdelicobl 1/10/25 rémt/c

ESR-3300 + onTuyeckue nHTepdeiicel 1/10/25/40/100 IFéut/c

ESR-3200L + onTtu4yeckune nHtepdericsl 1/10/25 réut/c
ESR-3200

ESR-1511 *+ anektpuyeckune nHtepdericol 10/100/1000 M6uUT/C
rev.B + onTtudeckune nHtepdelicsl 1/10/40 IFéut/c

ESR-1511

ESR-3100 * anekTpuyeckme nHTepdeiicsl 10/100/1000 MéuT/c
ESR-1700 *onTuyeckune uHtepdeticol 1/10 Féut/c

ESR-1500

ESR-1200

ESR-1000

ESR-31

ESR-30
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

ESR-200 *+ anekTpuyeckune nHtTepdeiicsl 10/100/1000 MoéuTt/c
ESR-100 *+ onTuyeckne nHtepdeicsl 1 Fémt/c

ESR-21

ESR-20

ESR-15VF

ESR-15R

ESR-15

ESR-12VF

ESR-10

ESR-12V *+ anekTpuyeckune nHtepdeiicsl 10/100/1000 M6uTt/c
KonnuectBo VPN-TyHHenNewn ESR-1700 3200

ESR-3350 500
ESR-3300
ESR-3250
ESR-3200L
ESR-3200
ESR-3100

ESR-1511
rev.B

ESR-1511
ESR-1500
ESR-1200
ESR-1000

ESR-200 250
ESR-100

ESR-31

ESR-30

ESR-21

ESR-20

ESR-15VF 10
ESR-15R
ESR-15
ESR-12V(F)
ESR-10
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KonnyectBo cTaTUyecKnx MapLUpyToB

MakcmasibHOe KOnM4yecTBo
KOHKYPEHTHbIX ceccuii

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

ESR-3350 11k
ESR-3300
ESR-3250
ESR-3200L
ESR-3200
ESR-3100
ESR-1700

ESR-1511
rev.B

ESR-1511
ESR-1500
ESR-1200
ESR-1000
ESR-200
ESR-100
ESR-31
ESR-30
ESR-21
ESR-20

ESR-15VF 1k
ESR-15R
ESR-15
ESR-12V(F)
ESR-10

ESR-3350  8,5M
ESR-3300
ESR-3250
ESR-3200L
ESR-3200
ESR-3100
ESR-1700

ESR-1511
rev.B

ESR-1511

ESR-1500  2,43M
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

ESR-1200 3,13M
ESR-1000

ESR-200 2,250M

ESR-31 3,26M
ESR-30

ESR-100 1,570M

ESR-21 2,940M
ESR-20

ESR-15VF 300k
ESR-15R
ESR-15

ESR-12V(F) 440k
ESR-10

Tabnuua VLAN 4094

Konuuecteo mapwpytos BGPv4/BGPve  ESR-3350 5M
ESR-3300
ESR-3250
ESR-3200L
ESR-3200
ESR-3100
ESR-1700

ESR-1511
rev.B

ESR-1511
ESR-1500
ESR-1200
ESR-1000

ESR-200 2,5M
ESR-100

ESR-31

ESR-30

ESR-21

ESR-20
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Konuuecteo mapuipytoB OSPFv2/

OSPFv3/IS-IS

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

ESR-15VF 1M
ESR-15R

ESR-15
ESR-12V(F)
ESR-10

ESR-3350 500k
ESR-3300
ESR-3250
ESR-3200L
ESR-3200
ESR-3100
ESR-1700

ESR-1511
rev.B

ESR-1511
ESR-1500
ESR-1200
ESR-1000

ESR-200 300k
ESR-100

ESR-31

ESR-30

ESR-20

ESR-21

ESR-15VF 30k
ESR-15R

ESR-15
ESR-12V(F)
ESR-10
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

Konnuectso maplupytos RIP/RIPng ESR-3350 10k
ESR-3300
ESR-3250
ESR-3200L
ESR-3200
ESR-3100
ESR-1700

ESR-1511
rev.B

ESR-1511
ESR-1500
ESR-1200
ESR-1000
ESR-200
ESR-100
ESR-31
ESR-30
ESR-21
ESR-20

ESR-15VF 1k
ESR-15R
ESR-15
ESR-12V(F)
ESR-10

Tabnuya MAC-agpecos ESR-1700 128k 3anuceli

ESR-1511
rev.B

ESR-1511
ESR-1500
ESR-1200

ESR-1000 16k 3anucein
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

Pa3mep 6a3bl FIB ESR-1700 3,0M

ESR-3350 1,7M
ESR-3300
ESR-3250
ESR-3200L
ESR-3200
ESR-3100

ESR-1511
rev.B

ESR-1511
ESR-1500
ESR-1200
ESR-1000

ESR-200 1,4M
ESR-100

ESR-31

ESR-30

ESR-21

ESR-20

ESR-15VF 1M
ESR-15R

ESR-15
ESR-12V(F)
ESR-10

VRF 32
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

Konuuectso L3-uHTepdelicos ESR-1700 10000

ESR-3350 4000
ESR-3300
ESR-3250
ESR-3200L
ESR-3200
ESR-3100

ESR-1511
rev.B

ESR-1511
ESR-1500
ESR-1200
ESR-1000
ESR-200
ESR-100
ESR-31
ESR-30
ESR-21
ESR-20

ESR-15VF 200
ESR-15R

ESR-15
ESR-12V(F)
ESR-10

CooTBeTcTBME CTaHgapTam IEEE 802.3 10BASE-T Ethernet
IEEE 802.3u T00BASE-T Fast Ethernet
IEEE 802.3ab 1000BASE-T Gigabit Ethernet
IEEE 802.3z Fiber Gigabit Ethernet
IEEE 802.3cc 25GBASE-LR Ethernet
IEEE 802.3by 25GBASE-SR Ethernet
IEEE 802.3ba 40GBASE-SR4, 40GBASE-LR4
ANSI/IEEE 802.3 aBTOONpeaeneHve cKkopocTtu
IEEE 802.3x KOHTPO/b MOTOKOB [l@HHbIX
IEEE 802.3ad o6beanHeHne kaHasos LACP
IEEE 802.1Q BupTyasibHble nokasnbHble cetn VLAN

IEEE 802.1v, IEEE 802.3ac, IEEE 802.3ae, IEEE 802.1D, IEEE
802.1w, IEEE 802.1s
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YnpaBneHue

NokanbHoe ynpaeneHue

YaaneHHoe ynpaeneHue

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

CLI

Telnet, SSH

du3nUecKne XxapaKTePUCTUKN U YCIOBUS OKpYXXatoLeli cpeabl

MNCTOYHUKN NUTaHNA

ESR-3350
ESR-3300
ESR-1700

ESR-3250

CeTb nepemeHHoro Toka: 200—-240 B, 50-60 'y,
CeTb NOCTOSIHHOIO ToKa: 36—-72 B
BapuaHTbl nUTaHus:

* OAWH UCTOYHUK NMUTaHUA NOCTOAHHOIO Ui nepemMeHHOoro
TOKa,

* ABa UCTOYHUKa NNTaHnA NOCTOAHHOIoO Wi nepemMeHHoro
TOKa C BO3MO)XXHOCTbIO FOpﬂLIEVI 3aMeHbl.

CeTb nepemeHHoro Toka: 100—-240 B, 50-60 'y

ESR-3200L CeTb NOCTOSAHHOIO TOKa: 36—72 B

ESR-3200
ESR-3100

ESR-1511
rev.B

ESR-1511
ESR-1500
ESR-1200
ESR-1000
ESR-31

ESR-200
ESR-100
ESR-30
ESR-21
ESR-20

ESR-15VF

ESR-15R

ESR-12V(F)

ESR-15

ESR-10

BapuaHTbl nuTaHus:

* O4VH NCTOYHUK NUTAHNA NOCTOAHHOIO NN NnepemMeHHoro
TOKa,

* ABa UCTOYHUKa NNTaHnA NOCTOAHHOIoO Ui nepemMeHHoro
TOKa C BO3MOXXHOCTbIO ropﬂqeﬁ 3aMeHbl.

Cetb nepemeHHoro Toka: 100-264 B, 50-60 'y,

CeTb nepemMeHHoro Toka 220 B (4epe3 aganTep nutaHus 12 B,
2A)

CeTb nepeMeHHoOro Toka 220 B (4epe3 aganTep nutaHus 12 B,
1,5A)
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

MakcumasibHas notpebnsemas ESR-3350 110 BT
MOLLHOCTb
ESR-3300 184 Bt
ESR-3250 74 Bt
ESR-3200L 105BTt
ESR-3200 117 Bt
ESR-3100 111 Bt

ESR-1700  235Brt

ESR-1511 130 Bt
rev.B

ESR-1511

ESR-1500 125Brt
ESR-1200 78 Bt
ESR-1000 78 Bt
ESR-200 35BT

ESR-100 22 Bt

ESR-31 44 Bt
ESR-30 29 Bt
ESR-21 32 Bt
ESR-20 25Bt

ESR-15R 18 BT
ESR-15 19 Bt
ESR-15VF 28 Bt
ESR-12V(F) 22Brt
ESR-10 9 BT
Macca ESR-3350 5,638 kr
ESR-3300  7«r

ESR-3250 4,232 kr
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MabapuTHble pasmepbl
(WxBxT)

ESR-3200L
ESR-3200

ESR-3100
ESR-1700

ESR-1511
rev.B

ESR-1511
ESR-1500
ESR-1200
ESR-1000

ESR-200
ESR-100

ESR-31
ESR-30
ESR-21
ESR-20
ESR-15VF
ESR-15R
ESR-15
ESR-12V(F)
ESR-10
ESR-3350
ESR-3300
ESR-3250

ESR-3200L
ESR-3200
ESR-3100

ESR-1700

5«r

4,34 xr

11,635 kr

5,929 kr

7 Kr

4,861 kr

4,319 kr

2,5kr

3,425 kr

1,881 kr

3,13 kr

2 Kr

1,536 kr

1,405 kr

0,369 kr

1,23 kr

0,28 kr

430 x 43,6 x 424 Mmm

430 x 44 x 425 mm

430 x 43,6 x 329 Mm

430 x 44 x 330 mm

440 x 88 x 490 mm

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

ESR-1511 430 x 44 x 425 mm
rev.B

ESR-1511
ESR-1500

ESR-1200 430 x 44 x 352 Mmm
ESR-1000

ESR-200 310 x 44 x 240 Mmm

ESR-100

ESR-31 430 x 43,6 x 275 MM
ESR-21 430 x 44 x 225 Mm
ESR-30 267 x 44 x 212 MM
ESR-20

ESR-15VF 267 x 44 x 160 mm
ESR-15R

ESR-15 230 x 32 x 133 MM
ESR-12V(F) 267 x 43,6 x 160,5 MM

ESR-10 185x32x 118 mm
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WNHTepBan pabounx TeMneparyp

NHTepBan TeMnepartypbl XpaHeHus

OTHOCUTENIbHAasA BNAXHOCTb Npu
akcnyatauun (6e3 o6pas3oBaHus
KOHleHcaTa)

OTHOCUTENbHASA BNAXHOCTb NpW
XpaHeHun (6e3 06pasoBaHus
KOH/leHcaTa)

CpoK cnyx06bl

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

ESR-3350 or-10p0+45°C
ESR-3300

ESR-3250

ESR-3200L

ESR-3200

ESR-3100

ESR-1700

ESR-1511
rev.B

ESR-1511
ESR-1500
ESR-1200
ESR-1000
ESR-200
ESR-100
ESR-31
ESR-30
ESR-21
ESR-20

ESR-15VF  or-00 +40 °C
ESR-15R

ESR-15

ESR-12V(F)

ESR-10

oT-40 po +70 °C

He 6onee 80 %

ot 10 50 95 %

He meHee 15 net
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

2.4 KOHCTPYKTUBHOE UCMNOJZIHEHNE

B gaHHOM pasgene onucaHo KOHCTPYKTMBHOE UCMOMTHEHME yCTpolicTBa. MNpeacTaBieHbl N306pakeHns
nepegHen, 3aHei n 60KOBbIX NaHenen yctpoinctea. OnncaHbl pa3beMbl, CBETOANOAHLIE MHANKATOPbI U
opraHbl ynpasfeHusl.

2.4.1 KoHCTpyKTMBHOE ucnonHeHne ESR-3350

YCTPOIACTBO BbINO/THEHO B META/IIMYECKOM KOPMYCE C BO3MOXHOCTbIO YCTAHOBKM B 19" KOHCTPYKTUMB, BbiCOTA
Kopnyca 1U.

MepeaHsasn naHenb yctpoiictea ESR-3350

BHewHwin Bug nepegHein naHenm ESR-3350 nokasaH Ha pucyHke 1.
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PucyHok 1 — MNMepegHsaa naHens ESR-3350

B tabnuue 9 npmeeaeH nepeyeHb pa3beMOoB, CBETOANOAHbLIX MHAMKATOPOB 1 OpraHoB ynpas/ieHuns,
pacrnonioXeHHbIX Ha nepeaHeli naHenn ESR-3350.

Tabnmua 9 — OnucaHne pasbeMOB, MHANKATOPOB W OpraHoB ynpasfeHust nepeaHe naHenn ESR-3350

Ne OnemeHT nepegHeii  OnucaHune

naHenu
1 Status VHpukaTop TeKyLLero CoCTosHMS YyCTPOICTBA.
Alarm NHAavkaTop Haimumsa 1 ypoBHA aBapun YCTPOICTBA.
User WHavkaTtop, ncnonb3ytowmiics A1 nosib30BaTesibCkMxX CLEeHapreB, KOTOPbIe MOXHO
Ha3HaunTb B PEXUME KOHIUTYPMPOBaHUS YCTPOACTBA.
Flash VHgukaTop akTMBHOCTM O6MEHA C HaKONUTeNeM AaHHbIX — microSD-kapToii nin USB
Flash.
Power WHavkaTop nutaHus ycTpoicTea.
Master NHaykaTop paboThl ycTpoiicTea B failover-pexxumax (He ucnonb3yeTcsa B TeKyLLei
BEPCUM).
Fan WNHpukaTop aBapun BEHTUIATOPOB.
RPS VHavkaTop pe3epBHOIO NCTOUYHWKA 3/1EKTPONUTAHMS.
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Ne 3nemeHT nepegHeii
naHenu

3 Console

4 microSD
5 USB 1
6 USB 2

7  1GECombo[1.. 8]

(o]

25GE[1 .. 4]

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

OonucaHue

®yHKUMOHasIbHAst KHOMKa 715 nepesarpys3ku yCcTpoicTBa 1 cbpoca K 3aBOACKNM
HaCTPOWKaMm:

* NpuW yaepxaHuy KHonkn meHee 10 cekyHf NpoucxXoauT nepesarpyska ycTpoicTBa;
* Npuw yaepxaHun kHonku 6onee 10 cekyHA NpOMCXOAUT Nepesarpy3ka ycTpoicTea u
c6pocC K 3aBOACKMM HACTPOIKaM.

KoHconbHbI nopT RS-232 (RJ-45) Ans nokasbHOro yrnpaesieHns YCTPONCTBOM.
PasbeMm g1 ycTaHOBKM microSD-kapT namsaTu.

MopT USB 3.0 gns nogkntodeHuns USB-ycTpoiicTs.

Mopt USB 3.0 ans nogxntoveHmsa USB-ycTpolicTs.

8 noptoB Gigabit Ethernet 10/100/1000BASE-X (SFP).

4 nopta 1T000BASE-X/10GBASE-R/25GBASE-R.

3apHaa naHenb yctpoiictBa ESR-3350

BHewHwuin Bug, 3agHein naHenn ESR-3350 npuBeaeH Ha pUCYHKE HUXE.

PucyHok 2 — 3agHsasa naHens ESR-3350

B Tabnuue 10 npuBeaeH nepeyeHb pasbeMoB, pacnosiokeHHbIX Ha 3agHel naHenn ESR-3350.

Tabnuua 10 — OnucaHne pasbemoB 3agHen naHenu ESR-3350

Ne OnucaHune

1 OCHOBHO# UCTOUYHUK NUTAHUS.

2 Knemma gns 3a3emsieHus ycTpoicTea.

3 CbeMHble BEHTU/ISILMOHHbIE MOAY/M C BO3MOXHOCTbIO ropsiueii 3aMeHbl.

4 MecTo AN YCTaHOBKM PE3ePBHOI0 UCTOYHMKA NUTAHWS.

42



CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

BokoBble naHenu yctpoiictea ESR-3350

BHewHuiA Bug, 60koBbIX NnaHesnein ESR-3350 npuBeaeH Ha pyCyHKax HUXe.
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PucyHok 3 - lNpaBasa 60koBas naHesib ESR-3350
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PucyHok 4 - JleBas 6okoBas naHenb ESR-3350

Ha 60KoBbIX NaHensax yCTpOIZCTBa pacnosioXXeHbl BEHTUIALMOHHBLIE PELUETKN, KOTOPbIE CyXaT And oTBo4a
Tenna. He 3aKprBaI7ITe BEHTUNAUNOHHbLIE OTBEPCTUA NOCTOPOHHNMW MNMpegmMmeTamMn. 3ITO MOXeT NpnUBECTA K
neperpeBy KOMMNOHEHTOB yCTpOMCTBa N Bbl3BaTb HApPyLLEHUA B €ro pa60Te. PekomeHpaLnv no ycTaHOBKe
yCTpOVICTBa pacnonoXeHsbl B pasfesnie YctaHoBKa 1 NoAKYeHue.

2.4.2 KoHcTpyKTUBHOE ncnonHeHune ESR-3300

YCTPOWCTBO BbINO/IHEHO B META/IIMYECKOM KOPIYCe C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUB, BbiCOTA
kopnyca TU.

MepepHAa naHenb yctpoiictBa ESR-3300

Q00000

PucyHok 5 — lMNMepepgHaa naHens ESR-3300

B tabnuue 11 npuBeseH nepeyeHb pa3beMoB, CBETOANOAHBIX MHAMKATOPOB 1 OpraHoB ynpas/ieHus,
pacrnonioXeHHbIX Ha nepeaHel naHenu ESR-3300.

Tabnmua 11 — OnucaHne pa3beMOB, MHANKATOPOB 1M OpraHoB ynpasieHns nepegHer naHenu ESR-3300

Ne 3nemeHT nepegHeii  OnucaHue

naHenu
1 25GE [1 .. 4] 4 nopta 1000BASE-X/10GBASE-R/25GBASE-R
2  40/100GE[1 .. 4] 4 nopra Ethernet 40GBASE-R (QSFP+)/100GBASE-R (QSFP28)
3 USB MopT USB 3.0 gns nogkntodeHuns USB-ycTpoiicTs.
4 microSD Pasbem 419 yctaHOBKM microSD-kapT naMsTu.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

OonucaHue

KoHconbHbIi nopT RS-232 (RJ-45) Ansi nokasibHOTo ynpaeieHust yCTPoiCcTBOM.

Ethernet-nHtepdpelic ncnonblyetcs Ana yaaneHHoro 4ocTyna 1 ynpasieHus 1
06HOB/MEHUS NMPOrPaMMHOIo 06ecnedeHust Yepes BTOPUYHBIN 3arpy3unk U-Boot.

[JaHHbI HTEPEiC He MOXET y4acTBOBaTb B MapLIpyTU3aLuy TPaH3UTHOro Tpadvka.

dYHKLMOHa/IbHAsA KHOMKa [/18 Nepe3arpy3ku ycTpoicTBa U cbpoca K 3aBOACKAM
HacTpolikam:

* MNpwv yaepXXaHum KHomky MmeHee 10 cekyHz, NPOMCX0oAMT nepesarpyska yCTPoICTBa;
* MpW yaepxaHum kHonku 6os1ee 10 cekyHA, NPONCXOAUT nepesarpyska ycTpoincTea
cbpoC K 3aBOACKMM HacTpolikam.
MHaukaTop TeKyLEero CocTosHMS yCTPOICTBa.

VHamKaTop HaNMumMs 1 YpOBHSI aBapvn yCTpoicTaa.

NHavkaTtop, ncnonb3yoLwmiics 41 nosib3oBaTesibCKUX CLEeHapreB, KOTOPbIE MOXHO
Ha3HauYNTb B PEXMME KOHIUTYPMPOBaHNS YCTPOMCTBA.

NHAamKaTop akTMBHOCTM 06MeHa ¢ HakonutenemM aaHHbIX — microSD-kapToii nnn USB
Flash.

NHaykaTop nuTaHus ycTpoiicTBa.

NHamkaTop pa6oTbl ycTpolicTea B failover-pexumax (He ucnosb3yetcs B TeKyllei
BEpCUn).

IHavKaTop aBapun BEHTUNATOPOB.

|/]H,CI.I/IKaTOp Pe3epPBHOIo NCTOYHUNKA 3/TEKTPONMUTAHUA.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

3apHaa naHenb yctpoinicTBa ESR-3300

BHewHuin Bug 3aaHein naHenn ESR-3300 npuBeAeH Ha PUCYHKE HUXeE.
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PucyHok 6 — 3agHaa naHens ESR-3300
B Tabnvue 12 npuBeeH nepeyeHb pasbeMoB, PACroNOXeHHbIX Ha 3aaHei naHenn ESR-3300.

Tabnuua 12 — OnucaHne pasbemoB 3agHen naHenn ESR-3300

Ne OnucaHune

1 OCHOBHO1 UICTOYHUK MUTAHUSA.

2 Knemmbl ans 3azemnieHns ycTpocTea.

3 CbeMHble BEHTU/ALUNOHHbIE MOAY/IN C BO3MOXHOCTbIO ropsiveii 3amMeHbl.

4 MecTo ANnsi yCTaHOBKM PEe3ePBHOM0 MCTOYHMKA NUTaHWSI.

BokoBble naHenu yctpoiictea ESR-3300
BHelwHWIn BuA 60KoBbIX NaHenei ESR-3300 npvBeaeH Ha pUCYHKaX HMXe.
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PucyHok 8 — JleBas 6okoBas naHens ESR-3300

Ha 60KoBbIX NaHensax yCTpOVICTBa pacnosioXeHbl BEHTUTIALMOHHBbIE PELLETKN, KOTOPbIE CyXaT And oTBo4a
Tenna. He 3aKprBaI7ITe BEHTUNAUNOHHbLIE OTBEPCTUA NOCTOPOHHNMW NMpegmMeTamMn. 3ITO MoXeT npnBeECTN K
neperpeBy KOMMNOHEHTOB yCTpOVICTBa N Bbl3BaTb HApPyLLEHNA B €ro pa60Te. PekomeHpaLny No ycTaHOBKe
yCTpOVICTBa pacnonoXxeHsbl B pasfesnie YctaHoBKa 1 NoAKUYeHNe.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

2.4.3 KoHcTpykTUBHOE ucnonHeHue ESR-3250

YCTPOIACTBO BbIMO/IHEHO B META/I/TMYECKOM KOPMYCE C BO3MOXHOCTbH YCTAHOBKM B 19” KOHCTPYKTUB, BbiCOTA

kopnyca TU.

MepepHAa naHenb yctpoiictea ESR-3250

BHelwwHniA BuA nepeaHeli naHenn ESR-3250 nokasaH Ha pucyHke 9.
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PucyHok 9 — MepepHan naHens ESR-3250

B Tabnvue 13 npuBeaeH nepeyeHb pa3beMoB, CBETOAMOAHbIX NHAMKATOPOB U OPraHoB yrpaBs/eHus,
pacnonoXeHHbIX Ha nepegHel naHenn ESR-3250.

Tabnuua 13 — On1caHme pasbemMoB, MHANKATOPOB M OpraHoB ynpasneHnsa nepegHel naHenn ESR-3250

Ne 3nemeHT nepegHeii

naHesnu

1 Status

Alarm

User

Flash

Power

Master

Fan

RPS

3 Console

OonucaHue

IHAMKaTop TeKyLLero COCTOsIHUSI yCTPOCTBa.
IHAVKaTOp Ha/IMUMS 1 YPOBHSI aBapuu yCTPOIACTBA.

NHAaMKaTop, NCNONb3YIOLWMIACA AN NO/b30BaTe/IbCKUX CLEHAPUEB, KOTOPbIE MOXHO
Ha3HauYUTb B PEXMME KOHDUIYPUPOBaHNS YCTPOCTBa.

VHArMKaTop akTMBHOCTM 06MeEHa C HakonuTenem AaHHbix — microSD-kapToi nnmn USB
Flash.

NHaykaTop NuTaHus ycTpoiicTBa.

VMHaukaTop pa6oTbl ycTpoiicTsa B failover-pexvmax (He ©crnonb3yeTcs B TekyLUel
BEpCUN).

NHAamKaTop aBapun BEHTU/ISITOPOB.
NHAMKaTOp pe3epBHOro NCTOUYHMKA S/IEKTPONUTaHMS.

®YHKLMOHa/IbHAsA KHOMKa [/19 Nepe3arpy3ku ycTpoicTBa U copoca K 3aBOACKAM
HacTpolikam:

* MNpwv yaepXXaHun KHomky MmeHee 10 cekyH/, NPOMCXoAMT nepesarpyska yCTPoICTBa;
* MpW yaepxaHum kHonku 6os1ee 10 cekyHA, NpoNCXOaUT nepesarpyska ycTpoincTea
cOpoC K 3aBOACKMM HacTpolikam.

KoHconbHbIi nopT RS-232 (RJ-45) Ansi nokasibHOTo ynpaeieHust yCTPoCTBOM.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

Ne 3nemeHT nepegHeii OnucaHue

naHenu
4 microSD Pasbem an1a ycTaHOBKM mMicroSD-kapT namsaTu.
5 USB 1 MopT USB 3.0 gns nogkntodueHuns USB-ycTpoiicTs.
6 USB 2 MopT USB 3.0 ansa nogxntoveHmsa USB-ycTpolicTs.
7  1GECombo|[1 .. 8] 8 noptoB Gigabit Ethernet 10/100/1000BASE-X (SFP).
8 25GE[1..4] 4 nopta 1000BASE-X/10GBASE-R/25GBASE-R.

3apHAa naHenb yctpoiictBa ESR-3250

BHewHwuin BuA, 3agHein naHenn ESR-3250 npuBeaeH Ha pUCYHKE HUXE.

R I ©)

100-240 W AC
50-60 Hz

PucyHok 10 — 3agHaa naHenb ESR-3250

B Tabnuue 14 npuBeaeH nepeyeHb pasbeMOB, PacrnofioKeHHbIX Ha 3aaHel naHenn ESR-3250.

Tabnmua 14 — OnucaHne pasbemMoB 3agHen naHenn ESR-3250

Ne OnwucaHue

1 OCHOBHO1 UICTOYHUK MUTaHUSA.

2 Knemma ans 3a3emseHust ycTpoicTea.

3 CbeMHbIe BEHTUISLMOHHbIE MOAY/TN C BO3MOXHOCTbIO rOpsiveil 3aMeHsbl.

4 MecCTO A/1st yCTaHOBKM Pe3epPBHOM0 MCTOYHMKA NUTaHWSI.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

BokoBble naHenu yctpoiictea ESR-3250
BHewHuin Bug, 60koBbIX NnaHeneit ESR-3250 npuBeneH Ha puUcyHKax HUXe.
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PucyHok 11 — lNMpaBas 6okoBasi naHenb ESR-3250
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PucyHok 12 — JleBast 6okoBas naHesnb ESR-3250

Ha 60KOBbIX MaHeNsiX yCTPOCTBA PACMO/IOKEHbI BEHTUALMOHHbIE PELLETKM, KOTOPbIE CNyXaT AN1a 0TBoAa
Tenna. He 3akpblBaiiTe BEHTUMSALUMOHHbIE OTBEPCTUSI MOCTOPOHHUMM NpeaMeTamu. ATO MOXET NPUBECTU K
neperpesBy KOMMNOHEHTOB YCTPOICTBA M BbI3BaTb HapylUeHUs B ero paboTte. PekomeHaaLum no ycTaHoBKe

YCTPOIiCTBA PacnooXeHbl B pazfesne YCTaHoBKa U NMOAK/HUEHVE.

2.4.4 KoHCTpyKTUBHOe ucnonHeHue ESR-3200L
YCTPOWNCTBO BbIMO/THEHO B META/I/INYECKOM KOPMYyCe C BO3MOXHOCTbIO YCTaHOBKM B 19” KOHCTPYKTUB, BbiCOTa
kopnyca TU.

MepegHAaa naHenb ycTpoiictBa ESR-3200L
BHeluHwnii Bua nepeaHeli naHenn ESR-3200L nokasaH Ha pucyHke 13.
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PucyHok 13 — lMNepepHaa naHens ESR-3200L

B tabnvue 15 npuBeeH nepeyeHb pasbeMoB, CBETOAMOAHbIX NHAMKATOPOB U OPraHoB yrpas/ieHus,
pacnosioXeHHbIX Ha nepegHeli naHenyn ESR-3200L.

Tabnuua 15 — OnucaHne pa3beMOB, MHAMKATOPOB M OpraHoB ynpasneHns nepegHeri naHenn ESR-3200L

Ne OnemeHT nepegHeii  OnucaHune
naHenv

1 Status VHpukaTop TeKyLero CoCTosHMS YCTPOICTBA.
Alarm NHAavkaTop Ha/mmums 1 ypoBHSA aBapun yCTPOACTBa.
User VHaukaTop, UCnosb3yowuincs Ansi nosib30BaTe/IbCKUX CLLEHAPUEB, KOTOPbIE MOXHO

Ha3HAYUTb B PEXMME KOHGIMIYPMPOBaHUS YCTPOIACTBA.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

OonucaHue

VHauKaTop akTMBHOCTM OOMEHA C HaKONUTENEM AaHHbIX — microSD-kapToii nnn USB
Flash.

MHaukaTop nutaHus ycTpoicTea.

NHamkaTop pa6oThl ycTpolicTea B failover-pexumax (He ucnosb3yetcs B TeKylLei
BEpCUn).

NHAaMKaTop aBapuv BEHTUISITOPOB.
NHAMKaTop pe3epBHOro NCTOUYHMKA /IEKTPONUTaHMS.

®YHKLMOHa/IbHAsA KHOMKa [/18 nepe3arpy3ku ycTpoicTBa 1 cbpoca K 3aBOACKAM
HacTpoiKkam:

* MNpwv ygepXXaHum kHomky meHee 10 cekyHz, NPOMCXoAMT nepesarpyska yCTPOoICTBa;
* Npwv yaepXaHum kHomnku 6onee 10 cekyH, NPOMCXoAUT nepesarpyska ycTpolicTBa 1
cOpoC K 3aBOACKMM HacTpolikam.

KoHconbHbIi nopT RS-232 (RJ-45) Ans nokasibHOro ynpaeieHust yCTpoWCTBOM.

Ethernet-nHTepdpelic ncnonbayetcs ANa yaaneHHoro focTyna u ynpasneHus u
06HOB/EHNS NMPOrPaMMHOI0 06ecneyeHust Yepes BTOPUYHBIN 3arpy3unk U-Boot.

[JaHHbli nHTepdelic He MOXEeT y4acTBOBaTb B MapLUpyTU3aLUum TPaH3MTHOro Tpadmka.
Pasbem a/1a yctaHoBKM microSD-kapT namsTu.

MopT USB 2.0 gns nogkntoueHuns USB-ycTpoiicTB.

4 nopra Gigabit Ethernet T000BASE-X/10GBASE-R/25GBASE-R.

Cnotbl ana yctaHosku TpaHcmepos 10G SFP+/1G SFP.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

3apHaa naHenb ycTponcTBa ESR-3200L

BHewHuin Bug 3aaHei naHenn ESR-3200L nprBefieH Ha pUCYHKE HUXE.
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PucyHok 14 — 3agHaa naHenbs ESR-3200L
B Tabnuue 16 npuBeaeH nepeyeHb pasbeMOB, PacnosioXeHHbIX Ha 3aaHen naHenn ESR-3200L.

Tabnuua 16 — OnucaHne pa3bLeMoB 3aaHel naHennm ESR-3200L
Ne OnucaHue
1 OCHOBHOI NCTOUYHMK NUTAHWS.
2 Knemwma ans 3a3emneHus ycTpoiicTea.
3 CbeMHble BEHTUNALNOHHbIE MOAY/IM C BO3MOXHOCTbIO FOpFILIeI\/JI 3aMeHbl.

4 MecCTO AN1st yCTaHOBKM Pe3ePBHOM0 MCTOYHMKA NUTaHWSI.

BokoBble naHenu ycTpoiictea ESR-3200L

BHewHwuiA Bug, 60koBbix NnaHenein ESR-3200L npuBefeH Ha pUCYHKax HuXe.
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PucyHok 16 — JleBas 60okoBas naHesb ESR-3200L

Ha 60KOBbIX NaHensix yCTPOCTBA PacrooXeHbl BEHTUNSILMOHHbIE PELLETKM, KOTOPbIE CNyXaT As1s 0TBoja
Tenna. He 3akpbiBaliTe BEHTUSLMOHHbIE OTBEPCTUSI MOCTOPOHHMMU NpeaMeTamu. ITO MOXET NPUBECTM K
neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTb HapyLLEHWs1 B ero pabote. PekomeHaauum no ycTaHoBKe
yCTpOlicTBa pacnosioXeHbl B pasaesne YCTaHoBKa U NOAK/IHYEHME.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

2.4.5 KoHcTpyKTUBHOE ncnonHeHune ESR-3200

YCTPOWCTBO BbINO/IHEHO B META/IIMYECKOM KOPIYCe C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUB, BbIiCOTA
kopnyca 1U.

MepepgHAa naHenb yctpoiictea ESR-3200

BHelwHWIA BUA nepep,HeM naHenu ESR-3200 nokasaH Ha pmcyHKe 17.
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PucyHok 17 — MNepeaHaa nadens ESR-3200

B Tabnuue 17 npusefeH nepeyeHb pasbemMoB, CBETOANOLHbIX MHANKATOPOB 1 OpraHoB yrpas/eHus,
pacnonoXeHHbIX Ha nepeaHel naHenn ESR-3200.

Ta6nuua 17 — OnncaHne pasbemMoB, UHAMKATOPOB U OPraHoB yrpas/ieHus nepegHei naHenv ESR-3200

Ne 3nemeHT nepegHeii  OnucaHwue

naHenu
1 Status VHaukaTop TeKyLero cocTosiHMS yCTPOICTBa.
Alarm WHpukaTop Hannuus 1 ypoBHS aBapumn yCTPOICTBA.
VPN NHaykaTop pexnma pa6oTsl B pexumve VPN-Lo3a (He NCnosb3yeTcs B TEeKyLUeit
BEpCUM).
Flash NHavkaTop akTMBHOCTM 06MeHa ¢ HakonuTeneMm gaHHbix — microSD-kapToii unn USB
Flash.
Power VHpukaTop nutaHus ycTpoiicTea.
Master NHamkaTop pa6oTbl ycTpolicTea B failover-pexxumax (He ucnosb3yetcs B TeKylLei
BEpCUN).
Fan NHpukaTop aBapun BEHTUIATOPOB.
RPS NHavkaTop pe3epBHOr0 UCTOYHKKA 31EKTPONUTaHNS.
2 F ®yHKLUMOHa/IbHAs KHOMKa 4715 nepesarpyskm ycTpoicTea 1 copoca K 3aBOLCKNM
HacTpokam:

* Npwv ygepXXaHum kHomky meHee 10 cekyHz, NpoMCXOAuT nepesarpyska yCTPOoCTBa;
* Npwv ygepXaHum kHomnku 6onee 10 cekyHp, NPOMCXOAUT Nepesarpyska ycTpolicTBa 1
cbpoc K 3aBOACKUM HacTpoiKam.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

AnemeHT nepegHeii  OnucaHue

naHenv

00B Ethernet-uHtepdeiic ncnonblyerca Ans yaaneHHoro 4ocTyna v ynpasieHns u
06HOB/EHMSA NPOrPaMMHOro obecneyeHunss Yepes BTOPUYHBbIN 3arpy3umnk U-Boot.
[aHHbIli nHTEepheiic He MOXET y4acTBOBaTb B MapLUpyTU3aLmm TPaH3nTHOro Tpadnka.

Console KoHconbHbIi nopT RS-232 (RJ-45) Ansi nokasibHOTo ynpaeieHust yCTPoCTBOM.

microSD Pasbem ana yctaHoBKM microSD-kapT namaTu.

USB1 MopT USB 2.0 ans nogxntoveHmsa USB-ycTpolicTs.

[1..12] Cnotbl Ana yctaHoBkn TpaHcueepoB 25G SFP28/10G SFP+/1G SFP.

3agHaAa naHenb ycTpoiictBa ESR-3200

BHelwwHniA BuA 3agHein naHenyn ESR-3200 npuBeaeH Ha PUCYHKE HUXE.

@ =

100-240 V AC =
50-60 Hz

PucyHok 18 — 3agHaa naHens ESR-3200

B Tabnuue 18 npmBeaeH nepeyeHb pa3beMoB, pacnosiokeHHbIX Ha 3agHel naHenn ESR-3200.

Tabnuua 18 — OnucaHne pasbemoB 3agHei naHenu ESR-3200

Ne

OnucaHue

OCHOBHO1 UICTOYHUK MUTaAHUSA.

Knemma gns 3a3emneHus ycTpoincTaa.

CbeMHble BEHTUISLMNOHHbIE MOAY/ N C BO3MOXHOCTbIO ropsivyeit 3aMeHsbl.

MecTo ans YCTaHOBKM pe3epBHOIN0 NCTOYHUKA NNTaHNA.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

BokoBble naHenu ycTtpoiictea ESR-3200

BHelwwHnin BuA, 60KOBbIX NaHenel NpuBeaeH Ha PUCYHKax HUXe.
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PucyHok 19 - NMpaBasa 6okoBasi naHenb ESR-3200
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PucyHok 20 — JleBas 60koBas naHesnb ESR-3200

Ha 60KOBbIX NaHEeNsiX yCTPOCTBA PACMO/IOKEHbI BEHTUALMOHHbIE PELLETKM, KOTOPbIE CNyXaT AN1a 0TBoAa
Tenna. He 3akpblBaiiTe BEHTUMSALUMOHHbIE OTBEPCTUSI MOCTOPOHHUMM NpeaMeTamu. STO MOXET NPUBECTU K
neperpesBy KOMMNOHEHTOB YCTPOICTBA M BbI3BaTb HapylLUeHUs B ero pa6oTte. PekomeHaaLuy no ycTaHoBKe
YCTPOIiCTBA PacnooXeHbl B pasfesne YCTaHoBKa U NMOAK/HYEHVE.

2.4.6 KoHcTpykTMBHOE ncnonHeHue ESR-3100

YCTPOWNCTBO BbIMNO/IHEHO B META/I/INYECKOM KOPMYyCe C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUB, BbiCOTa
Kopnyca 1U.

MepepHAaa naHenb yctpoiictBa ESR-3100

BHeluHwnii Bua nepeaHeli naHenn ESR-3100 nokas3aH Ha pucyHke 21.
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PucyHok 21 - MNepeaHaa naHens ESR-3100

B Tabnuue 19 npuBeaeH nepeyeHb pa3bemMoB, CBETOANOAHBLIX MHAMKATOPOB 1 OpraHoB ynpas/ieHus,
pacnonoXeHHbIX Ha nepegHeli naHenn ESR-3100.

Ta6nuua 19 - OnncaHve pasbemMoB, UHAMKATOPOB U OPraHoB ynpas/ieHns nepegHein naHenv ESR-3100

Ne JnemeHT OonucaHue

nepepHewu
naHenu

1 Status VHOMKaTOop TEKyLLLEero COCTOAHMSA YCTPOCTBa.
Alarm VHOMKaTOp Ha/IMums 1 YPOBHSA aBapun YCTPOICTBA.
VPN MHamkaTtop pexuma paboTsl B pexume VPN-wn03a.
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Ne 3OnemeHT
nepegHeii
naHenm

Flash
Power
Master
Fan

RPS

3 Console

4 SD

5 USB1

6 USB2

7 1.8

8  XG1-XG8

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

OonucaHue

ViHAMKaTop akTMBHOCTM 06MEHa ¢ Hakonutenem AaHHbIx — SD-kapTtoit nnn USB Flash.
VHauMkaTop nuTaHms ycTpolicTsa.

NHavkaTop paboThbl ycTpolicTBa B failover-pexumax (He MCnosib3yeTcsi B TeKyLLeit Bepcun).
VIHAMKaTop aBapun BEHTUIATOPOB.

VHOMKaTop pe3epBHOr0 UCTOYHUKA 3NEKTPONUTAHUS.

DyHKLUMOHA/IbHAsS KHOMKA A/19 Nepesarpyski yCTpoiicTBa 1 copoca K 3aBOACKAM HacTpoikam:

* NpuW yaepxaHun KHonkn meHee 10 cekyH NpoMCXoauT nepesarpyska ycTpoicTBa;
* NpwW ygepxaHum kHornku 6onee 10 cekyHz, NpoMcxXoguT nepesarpyska ycTporcTBa u copoc K
3aBOJCKUM HaCTpOKam.

KoHcobHbI nopT RS-232 (RJ-45) Ana nokasibHOTo yrnpaesieHns yCTPONCTBOM.
PasbeM a8 yctaHoBKM SD-kapT namsaTu.

Mopt USB 3.0 gnia nogxntoyeHma USB-ycTpoiicTs.

MopT USB 3.0 ansa nogkntoueHns USB-ycTponcTs.

8 nopTtoB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

Cnotbl ana yctaHosku TpaHcmeepos 10G SFP+/1G SFP.

3apHaa naHenb yctpoiictBa ESR-3100

BHewHwuin Bug, 3agHein naHenn ESR-3100 npuBeaeH Ha pUCYHKE HUXE.

~220 VAC
50 Hz =

max 1A =

PucyHok 22 - 3agHaa naHens ESR-3100
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

B tabnvue 20 npuBeeH nepeyeHb pasbeMoB, PACroNOXeHHbIX Ha 3aaHei naHenn ESR-3100.

Tabnuua 20 — OnucaHne pasbemoB 3agHen naHenu ESR-3100

Ne OnucaHune
1 OCHOBHO UCTOUYHUK NUTaHUA.
2 Knemma gns 3a3emnieHus ycTpoicTea.

3 CbeMHble BEHTU/SILMOHHbIE MOAY/M C BO3MOXHOCTbIO ropsiueii 3aMeHbl.

5  MecTo 415l yCTaHOBKY PE3EPBHOIO NCTOYHUKA NMUTAHUSI.

BokoBble naHenu ycTtpoiictea ESR-3100

BHewHwuin Bug, 60koBbix naHeneit ESR-3100 npmMBeAeH Ha prCyHKax HUXeE.
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PucyHok 23 — NMpaBas 6okoBasi naHenb ESR-3100
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PucyHok 24 - leBas 60koBas naHesnb ESR-3100

Ha 60KOBbIX NaHenNsix yCTPOCTBA pPacrosioXeHbl BEHTUISILMOHHbIE PELLETKM, KOTOpPbIE CNyXaT A/1a 0TBoja
Tenna. He 3akpbiBaliTe BEHTUSALMOHHbIE OTBEPCTUS MOCTOPOHHMMU NpeaMeTamu. OTO MOXET NPUBECTY K
neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTb HapyLLEHWs1 B ero pabote. PekomeHaauum no ycTaHoBKe
YCTPOIiCTBa pacnosioXeHbl B pasaene YCTaHOBKa 1 MOAK/I0UYEHNE.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

2.4.7 KoHcTpyKTUBHOE ncnonHeHune ESR-1700

YCTPOWNCTBO BbINO/THEHO B META/I/IMYECKOM KOPMYyCe C BO3MOXHOCTbIO YCTaHOBKM B 19” KOHCTPYKTUB, BbICOTa
kopnyca TU.

MepepgHAa naHenb yctpoinictea ESR-1700

BHelwwHniA BuA nepeaHeii naHenn ESR-1700 nokasaH Ha pucyHke 25.

=

'l'lIlIiI

iealarerer

PucyHok 25 - lMNepepaHss naHens ESR-1700

B tabnuue 21 npuBeseH nepeyeHb pa3beMoB, CBETOANOAHBIX MHAMKATOPOB 1 OpraHoB ynpas/ieHus,
pacnonioXeHHbIX Ha nepeaHelt naHenu ESR-1700.

Tabnmua 21 — OnucaHne pa3beMOB, MHANKATOPOB 1M OpraHoB ynpasieHus nepeaHel naHenu ESR-1700

Ne

anemMeHT
nepegHe
naHenv

HDD1
HDD2
USB1

USB2

Combo
Ports [1 .. 4]

XG1-XG8
Status
Alarm
VPN
Flash
Power

Master

OnucaHue

PasbeM [/151 yCTAHOBKM XECTKOro Ancka namsty (GyAeT noaaepxaH B 6yayLLnUX BEPCUSIX).
Pa3beM [/151 yCTaHOBKM XECTKOro Avcka namsti (OyAeT noanepxaH B GyAyLunMx BEpCusiX).
MopT ons nogxnoveHus USB-ycTpoiicTs.
MopT ans nogkntoveHnsa USB-ycTpoiicTs.

4 nopta Gigabit Ethernet 10/100/1000BASE-X (SFP).

Cnotbl ansa yctaHosku TpaHcusepos 10G SFP+/1G SFP.

NHpukaTop TeKyLero coCTosHMSA yCTPOICTBa.

MHaukaTop Hannunsl 1 ypoBHS aBapumn yCTPOICTBA.

NHamkaTop pexumMa pa6oTtbl B pexume VPN-wwo3a (He ncnosb3yeTcs B TEKYLLE BEpcun).
MHaukaTop akTUBHOCTM 06MEHA C HakonuTesnem AaHHblx — SD-kapTtoit nnm USB Flash.
WHaukaTop nuTaHus ycTpoiicTea.

NHamkaTop pa6oThl ycTpolicTea B failover-pexxumax (He Ucnosib3yeTcs B TEKyLLEh Bepcun).
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Ne 3OnemeHT
nepegHeii
naHenm

Fan

RPS

9 Console

10 OOB

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

OonucaHve

NHaykaTop aBapvn BEHTUNSITOPOB.
NHayKaTop pe3epBHOTO UCTOYHUKA 3M1EKTPONUTAHUS.

dyHKUMOHaNbHas KHOMNKa A/1s1 nepesarpysku YCTpolicTBa U copoca K 3aBOACKUM HacTpoiKam:

* NpuW yaepxaHun KHonkn meHee 10 cekyHf NpoMCXoauT nepesarpyska ycTpoicTBa;
* Npuv yaepxaHun kHonkn 6onee 10 cekyH NPoOMCX0AMT Nepesarpyska ycTpoicTea u cbpoc K
3aBOJCKUM HaCTpOKam.

KoHconbHbI nopT RS-232 (RJ-45) Ans nokanbHOro yrnpaeseHns yCTPONCTBOM.

Ethernet-nopT ncnonb3yeTcs ToNbKO A5 06HOBNEHNUS NPOrpaMMHOro o6ecrneyeHuns yepes
3arpy3umk U-Boot. laHHbIi NOpT He Ucnonb3yeTcs A1 yaaneHHoro 4ocTyna v ynpasBneHus.

3apHaa naHenb yctpoiictea ESR-1700

BHewHwuin Bug, 3agHein naHenn ESR-1700 npuBefeH Ha pUCYHKE HUXeE.

PucyHok 26 — 3agHaa naHens ESR-1700

B Tabnvue 22 npuBeeH nepeyeHb pasbeMoB, PACMONOXeHHbIX Ha 3aaHei naHenn ESR-1700.

Tabnuua 22 — OnucaHne pa3bemoB 3agHen naHenu ESR-1700

Ne OnucaHune

1 Knemma gns 3a3emseHnst ycTpoiicTsa.

2 CbeMHble BEHTU/IALMOHHbIE MOAY/IN C BO3SMOXHOCTbLIO FOpH‘-IGVI 3aMeHbl.

3 OCHOBHO# UCTOUYHUK NUTAHUS.

4 MecTo A5t yCTaHOBKM PEe3ePBHOM0 MCTOYHMKA NUTaHWSI.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

BokoBble naHenu ycTtpoiictea ESR-1700

BHewHuiA Bug, 60koBbIX NnaHesnein ESR-1700 npuBeAeH Ha pyCyHKax HUXe.
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PucyHok 27 — lNpaBas 6okoBasi naHenb ESR-1700
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PucyHok 28 — JleBas 6okoBas naHesnb ESR-1700

Ha 60KOBbIX NaHensix yCTPOCTBA pPacroioXeHbl BEHTUISILMOHHbIE PELLETKM, KOTOPbIE CNyXaT As1a oTBoja
Tenna. He 3akpbiBaliTe BEHTUSALMOHHbIE OTBEPCTUS MOCTOPOHHMMU NpeaMeTamu. OTO MOXET NPUBECTY K
neperpeBy KOMMOHEHTOB YCTPOICTBA M Bbl3BaTb HapyLLEHWs B ero pabote. PekomeHaauum no ycTaHoBKe
YCTpPOIiCTBa pacnosioXeHbl B pasaene YCTaHOBKa U MOAK/I0UYEHNE.

2.4.8 KoHcTpykTUBHOE ucnonHeHme ESR-1511 rev.B, ESR-1511, ESR-1500

YCTPOIACTBO BbINO/IHEHO B META/IIMYECKOM KOPYCe C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUB, BbICOTA
Kopnyca 1U.

MepepHAa naHenb yctpoiictea ESR-1511 rev.B

BHewHwnin Bug nepegHein naHenv ESR-1511 rev.B nokasaH Ha pucyHke 29.
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PucyHok 29 - MepeaHsa naHens ESR-1511 rev.B

B Tabnuue 23 npmBeaeH nepeyeHb pa3beMoB, CBETOANOAHBIX MHAMKATOPOB 1 OpraHoB ynpas/ieHus,
pacnonoXeHHbIX Ha nepeaHeli naHenn ESR-1511 rev.B.
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CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

Tabnuua 23 - OnncaHne pasbemMoB, UHAMKATOPOB U OPraHoB ynpasneHus nepegHein naHenm ESR-1511

Ne

10

dnemMeHT
nepegHeii
naHenu

Status
Alarm
VPN
Flash
Power
Master
Fan

RPS
Console

00B

SD

USB

Ethernet

Combo
Ports [1 .. 4]

XG1-XG4

XLG1-XLG2

OonucaHuve

NHaukaTop TeKyLEero cocTosHMS yCTpolicTBa.

WHpukaTop Hannuus 1 ypoBHS aBapumn yCTPOICTBA.

NHamkaTop pexvmMa pa6oTbl B pexume VPN-wwnto3a (He ncnosb3yeTcsi B TeKyLLeil Bepcun).
VHaukaTop akTUBHOCTM 06MeEHa C HakonuTenem AaHHbix — SD-kapTtoi nnm USB Flash.
WHpukaTop nutaHus ycTpoicTea.

NHaykaTop paboTkl ycTpoiicTea B failover-pexumax (He ucnonb3yeTcs B Tekyllei Bepcum).
WHavkaTop aBapun BEHTUNATOPOB.

WNHpukaTop pe3epBHOIO MCTOYHMKA 3/1EKTPONUTaHNS.

KoHconbHbI nopT RS-232 (RJ-45) Ans nokanbHOro ynpaeieHust yCTpoiicTBOM.

Ethernet-nopt ucnonb3yeTcsa TONbLKO A/151 OGHOB/IEHUSI TPOrPAMMHOI0 06ecneyeHus Yepes
3arpy3umk U-Boot. laHHbI NOpT He UCNONb3yeTcsa 415 yA/IEHHOTo JOCTyna v ynpaBieHus.

Pasbem ansa yctaHoBkM SD-kapT namaTu.
MopT ans noakntoyeHnst USB-ycTpoiicTs.

®yHKUMOHaIbHAs KHOTKa AJ1s nepe3arpysky yCTPOoCTBa 1 copoca K 3aBOACKAM HACTPOWKaM:

* Npwv yaepXaHum KHomkn MmeHee 10 cekyHz, NPOMCX0AMT nepesarpyska yCTPoCTBa;
* Npw yaepXaHum kHomku 6onee 10 cekyH, NpoMcxoauT nepesarpyska ycTpolicTBa U copoc K
3aBOACKMM HaCTpoOKam.

4 nopra Ethernet 10/100/1000BASE-T.

4 nopra Gigabit Ethernet 10/100/1000BASE-X (SFP).

Cnotbl ana yctaHosku TpaHcmeepos 10G SFP+/1G SFP.

Cnotbl ansa yctaHoBku TpaHcreepoB 40G QSFP+.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

MepepHAa naHenb yctponcTea ESR-1511

BHewHwuin Bug, nepeaHen naHenn ESR-1511 nokasaH Ha pucyHke 30.

7 GE Combo

AeLTex esp-1511 Console
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PucyHok 30 - MNepeaHaa naHens ESR-1511

B Tabnuue 24 npusefeH nepeyeHb pasbemMoB, CBETOANOLHbIX MHAVKATOPOB 1 OpraHoB yrpas/eHus,
pacnonoXeHHbIX Ha nepeaHer naHenn ESR-1511.

Tabnuua 24 - OnncaHne pasbemMoB, UHAMKATOPOB U OPraHoB ynpasneHus nepegHen naHenm ESR-1511

Ne 3nemeHT OnucaHue
nepegHei
naHenu

1 Status VIHAMKaTOp TEKYLLEro COCTOSAHMS YCTPOICTBA.
Alarm ViHAMKaTop Ha/mMums 1 ypoBHS aBapuv YCTPOCTBA.
VPN NHaykaTop pexuma paboTbl B pexume VPN-LIM03a (He Ncnonb3yeTcs B TeKylleli Bepcun).
Flash VIHAMKaTop akTMBHOCTKM 0OMEHa C HakonuTenem AaHHbix — SD-kapToit nnmn USB Flash.
Power VHAamKaTop nuTaHmsa ycTpoiicTsa.
Master MHaukaTop paboTbl ycTpoiicTBa B failover-pexuvmax (He Ucnonb3yeTcs B TEKYLLEN Bepcun).
Fan ViHamKaTop aBapmmn BEHTUIATOPOB.
RPS VHOMKaTop pe3epBHOr0 UCTOYHMKA SNEKTPONUTAHUSA.

2 Console

KoHCcOosbHbI nopT RS-232 (RJ-45) Ana NoKasibHOTO YNpaB/ieHUsi yCTPOWCTBOM.

3 0O0B Ethernet-nopT ncnonb3yercs TonbKO 4151 06HOBAEHMS MPOrPaMMHOI0 06ecneyeHns Yepes
3arpy3unk U-Boot. [laHHbIii NOpT He Mcnonb3yeTcs A1 yAaNeHHOro 4oCTyna u ynpaseHus.

4 SD Pa3zbem g5 yctaHoBkM SD-kapT namsaTu.

5 USB1 MopT ans nogkntoyeHnst USB-ycTpoiicTs.

6 F dyHKUMOHaNIbHAsA KHOMKa 415 nepe3arpy3ky YCTPoncTBa 1 copoca K 3aBOACKUM HaCTPOKam:

* MpW yaepxaHum kHonkv meHee 10 cekyH NpOUCXOAMT nepesarpy3ka yCTpOoiCcTBa;
* MpW yaepxaHum kHomnku 6os1ee 10 cekyHA, NpONCXOaUT nepesarpyska yCcTpoicTBa u copoc K
3aBOACKUM HaCTpOKam.
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CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

Ne 3OnemeHT OnucaHue
nepegHeii
naHenu

7 USB2 MopT ans noakntoyeHnst USB-ycTpoiicTs.
8 Ethernet 4 nopta Ethernet 10/100/1000BASE-T.

9 Combo 4 nopra Gigabit Ethernet 10/100/1000BASE-X (SFP).
Ports [1 .. 4]

10 XG1-XG4 Cnotbl ansa yctaHoBku TpaHcueepoB 10G SFP+/1G SFP.

11 XLG1-XLG2Z Cnotbl ansa yctaHoBKu TpaHcusepos 40G QSFP+.

MepepHAaa naHenb yctpoiictea ESR-1500

BHewHwuin Bug nepeaHeit naHenn ESR-1500 nokasaH Ha pucyHke 31.
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PucyHok 31 — lNepeaHss naHens ESR-1500

B tabnuue 25 npmBeseH nepeyeHb pa3beMoB, CBETOANOAHBIX MHAMKATOPOB 1 OpraHoB ynpas/ieHus,
pacnofioXeHHbIX Ha nepeaHelt naHenu ESR-1500.

Tabnmua 25 — OnucaHne pa3beMOB, MHANKATOPOB 1M OpraHoB ynpasieHus nepeaHel naHenu ESR-1500

Ne OJOnemeHT OnucaHue

nepegHem
naHenu

1 Status MHamKaTop TeKyLLero COCTOAHNS YyCTPOICTBa.
Alarm VHAvKaTop Ha/mums 1 YpoBHSA aBapun YCTPOICTBA.
VPN NHavkaTop pexumMa paboTtbl B pexume VPN-Lwo3a (He Mcnosb3yeTcsi B TEKYLLE Bepcun).
Flash VHAMKATOp akTMBHOCTM 06MEHa C Hakonutenem AaHHbIx — SD-kapTtoit nnn USB Flash.
Power VHAMKaTOp NUTaHus yCTpoicTea.
Master MHavkaTop pa6oThbl ycTpolicTBa B failover-pexvmax (He Mcnonb3yeTcs B TEKYLLER Bepcum).
Fan VHamnkaTop aBapumn BEHTU/IATOPOB.
RPS VHAMKaTop pe3epBHOIO MCTOYHMKA 3/IEKTPONUTaHNS.
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Ne 3OnemeHT
nepegHeii
naHenm

2 Console

3 00B

4 SD

5 USB1

6 F

7 USB2

8 Ethernet

9 Combo
Ports [1 .. 4]

10 XG1-XG4

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

OonucaHue

KoHconbHbIi nopT RS-232 (RJ-45) Anst NOKasibHOTO YNpaB/ieHUst yCTPOWCTBOM.

Ethernet-nopT ucnonb3yeTcs TONbLKO 4715 0GHOBMEHMS MPOTPAMMHOI0 06ecneyeHuns Yepes
3arpy3umnk U-Boot. [laHHbIl NOpT He UCNonb3yeTcs Ans yAa/IEHHOTO JOCTyNa 1 ynpaB/ieHus.

Pa3bem a/1a yctaHoBkM SD-kapT namaTu.
MopT ans nogkntoyeHus USB-ycTpolicTB.

dyHKUMOHa/IbHAs KHOMKa 47151 nepes3arpy3ky YCTpoicTBa 1 cbpoca K 3aBOACKMM HaCTPOKaM:
* MNpuv yaepXaHun KHomku meHee 10 ceKyH NPOMCXoAMT nepesarpyska yCTPOCTBa,;
* MNpuv yaepXaHun KHomku 6onee 10 cekyH NPOMCXoAMT nepesarpyska ycTpolicTBa 1 copoc K
3aBO/CKMM HacTpolikam.
MopT ans nogkntoyeHns USB-ycTpolicTs.

4 noprta Ethernet 10/100/1000BASE-T.

4 nopta Gigabit Ethernet 10/100/1000BASE-X (SFP).

Cnotbl ang yctaHoBku TpaHcueepoB 10G SFP+/1G SFP.

3agHaAa naHenb yctpoiictB ESR-1511 rev.B, ESR-1511, ESR-1500
BHelwwHni BuA 3agHein naHenyn ESR-1511 rev.B, ESR-1511, ESR-1500 npuBeaeH Ha pucyHke 32.

O Ne

100-240 V AC
50-60 Hz

PucyHok 32 — 3agHaa naHens ESR-1511 rev.B, ESR-1511, ESR-1500

B Tabnuue 26 npuBeaeH nepeyeHb pasbeMOB, PacnofiOKEHHbIX Ha 3aaHel naHenn ESR-1511 rev.B, ESR-1511,

ESR-1500.

Tabnmua 26 — OnucaHne pasbemoB 3aaHen naHenn ESR-1511 rev.B, ESR-1511, ESR-1500

Ne OnucaHune

1 OCHOBHO1 UICTOYHUK MUTaHUSA.

2  Knemma ansi 3a3eM/IEHUs YCTPOICTBA.

3 CbeMHble BEHTUNALNOHHbIE MOAY/TN C BOSMOXHOCTbH FOpﬂl—IeI\/JI 3aMeHbl.
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CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm
Ne OnucaHune

4 MecTo AN YCTaHOBKM PE3ePBHOI0 UCTOYHMKA NUTAHWS.

BokoBble naHenu yctpovictB ESR-1511 rev.B, ESR-1511, ESR-1500

BHeluHWiA BUA 60KoBbIx naHenei ESR-1511 rev.B, ESR-1511, ESR-1500 npyBeaeH Ha pUCYHKaX HMXe.
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PucyHok 34 — JleBas 60koBad naHesnb ESR-1511 rev.B, ESR-1511, ESR-1500

Ha 60KOBbIX NaHensix yCTPOCTBA PacrooXeHbl BEHTUISILMOHHbIE PELLETKM, KOTOPbIE CNyXaT /s 0TBoja
Tenna. He 3akpbiBaliTe BEHTUSALMOHHbIE OTBEPCTUSI MOCTOPOHHMMU NpeaMeTamu. OTO MOXET NPUBECTY K
neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTb HapyLLEHWs1 B ero pabote. PekomeHaauum no ycTaHoBKe
yCTpoOlicTBa pacnosioXeHbl B pasaesne YCTaHoBKa U NOAK/IHYEHME.

2.4.9 KoHcTpyKTUBHOE ucnosnHeHne ESR-1200, ESR-1000

YCTPOIACTBO BbINO/IHEHO B META/I/IMYECKOM KOPMYCe C BO3MOXHOCTbLIO YCTAHOBKM B 19” KOHCTPYKTMB, BbICOTa
Kopnyca 1U.

MepeaHssn naHenb ycTpoiictea ESR-1200

BHewHwuin Bug, nepeaHeit naHenn ESR-1200 nokasaH Ha pucyHke 35.

1 2 3 4 5 6 i B8 8

PucyHok 35 - MNepeaHaa nadens ESR-1200

B tabnuue 27 npvBefeH nepeyeHb pa3bemMoB, CBETOANOAHBIX MHAMKATOPOB Y OPraHoB ynpas/ieHus,
pacnonoXeHHbIX Ha nepeaHen naHenn ESR-1200.
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CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

Tabnuua 27 — OnncaHve pasbemMoB, UHAMKATOPOB U OpraHoB ynpas/ieHns nepegHei naHeny ESR-1200

Ne JnemeHT OonucaHue

nepegHeii
naHenu
1 SD PasbeM A8 ycTaHOBKM SD-kapT namsTu.
2 USB1 Mopt ans nogknoueHns USB-ycTpoiicTs.
3 usB2 MopT ans nogkntoveHnsa USB-ycTpoiicTs.
4 [1.12] 12 nopToB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).
5 Combo 4 nopra Gigabit Ethernet 10/100/1000BASE-X (SFP).
Ports

6 XG1-XG8  Cnotbl g8 ycTtaHoBKM TpaHcueepoB 10G SFP+/1G SFP.

7 Status VHAMKaTOp TEKYLLEro COCTOSAHMS YCTPOIiCTBa.
Alarm VHAmMKaTop Ha/IMums 1 YpoBHS aBapuv YCTPOCTBA.
HA VHankaTop pexnma paboTbl B pexume HA.
Flash MHavkaTop akTMBHOCTM 0B6MeHa ¢ Hakonutenem gaHHbix — SD-kapTtoii unmn USB Flash.
Power VHamKaTop nuTaHus ycTpoicTea.
Master MHapkatop paboTsl ycTpoiicTea B failover-pexuvmax.
Fan VHavkaTop aBapyv BEHTUISTOPOB.
RPS VHOuKaTop pe3epBHOro MCTOYHUKA S/1EKTPONUTAHUS.
8 F dyHKUMOHasIbHAsA KHOMKa 415 nepes3arpy3ky yCTPoncTBa U copoca K 3aBOACKMM HaCTPOLiKaMm:

* Npu yaepXaHum KHomkn MeHee 10 cekyHA NpoucxoauT nepesarpyska yCTpoicTsa;
* Npu yaepXxaHunm kHonku 6onee 10 cekyHA NpoOMCXoanT nepesarpyska yCcTpoicTea 1 copoc K
3aBOACKNM HaCTpOMKaMm.

9 Console KoHcosbHbI nopT RS-232 (RJ-45) AN NOKa/IbHOTO YNpPaB/ieHUst yCTPOWCTBOM.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

MepeaHssn naHenb ycTpoiictea ESR-1000

BHewHwin Bug nepegHei naHenv ESR-1000 nokasaH Ha pucyHke 36.
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PucyHok 36 — lNepeaHss naHens ESR-1000

B Tabnuue 28 npuBeaeH nepeyeHb pa3bemMoB, CBETOANOAHBLIX MHAMKATOPOB 1 OpraHoB ynpas/ieHus,
pacnofioXeHHbIX Ha nepeaHeii naHenu ESR-1000.

Tabnmua 28 — OnucaHne pa3beMoB, MHANKATOPOB 1M OpraHoB ynpasrieHns nepeaHeli naHenn ESR-1000

Ne OJOnemeHT OnucaHue

nepepHewn

naHenu
1 SD Pasbem ana yctaHoBkM SD-kapT namaTu.
2 USB1 MopT gna nogknoydeHnss USB-ycTpoincTs.
3 USB2 MopT ansa nogknioyeHns USB-ycTpoiicTB.

4 XG1, XG2 Cnotbl anga yctaHosku TpaHcusepos 10G SFP+/1G SFP.

5 [1..24] 24 nopta Gigabit Ethernet 10/100/1000BASE-T (RJ-45).
6  Status WHavkaTop TekyLuero coCTosHMA yCTpolicTBa.
Alarm NHamkaTop Hanumnsa 1 ypoBHSI aBapum yCTpoCTBa.
VPN NHavkaTop Hanmumsa aktmeHbIX VPN-ceccuii.
Flash VHpukaTop akTMBHOCTM 06MeHa ¢ HakonuTenem AaHHblx — SD-kaptoi nnn USB Flash.
Power NHAamnkaTop NMTaHns yCTpoicTaa.
Master WHavkaTop pa6oTbl ycTpoiicTBa B failover-pexvmax.
Fan NHankaTop aBapun BEHTUIATOPOB.
RPS NHamkaTop pe3epBHOro NCTOYHMKA S/1EKTPONUTaHMS.
7 F ®YHKLMOHa/IbHAsA KHOMKa [/18 Nepe3arpy3ku yCTpPoicTBa 1 copoca K 3aBOACKMM HaCTpoliKam:

* Npwv yaepXXaHum KHomkn meHee 10 cekyHz NPoMCXoAnT nepesarpyska yCTPOCTBa;
* Npwv yaepXaHun kHomnku 6onee 10 cekyH, NPOMCXoAnT Nepesarpyska ycTpolicTBa 1 copoc K
3aBOACKNM HaCTpoOMKam.

8 Console KoHconbHbIi nopT RS-232 (RJ-45) Ans nokasibHOTO ynpaBieHust yCTPOWCTBOM.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

3apHaa naHenb yctpoiictB ESR-1200, ESR-1000
BHewHwuin Bug, 3agHein naHenn ESR-1200, ESR-1000 npuBefeH Ha pUCYHKE HMXe.

Ha prcyHke nokasaHa KOMMiekTaums MapLipyTM3aTopa ¢ O4HUM UCTOYHUKOM NUTaHWS NepeMEHHOro
TOKa.
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PucyHok 37 — 3agHaa naHens ESR-1200, ESR-1000

B Tabnvue 29 npuseeH nepeyveHb pasbeMOoB, PacrnofioOXeHHbIX Ha 3aaHen naHenm ESR-1200, ESR-1000.

Tabnuua 29 — OnucaHne pasbemoB 3agHei naHenn ESR-1200, ESR-1000
Ne OnwucaHue
1 OCHOBHO1 UICTOYHMK MUTaHUS.
2  MecTo gns yCTaHOBKM PE3EPBHOI0 UCTOYHMKA NMUTAHWS.
3  CbeMHble BEHTUASLUMOHHbIE MOAY/IN C BO3MOXHOCTbIO ropsiyeit 3aMeHsbl.

4 Knemma gfisi 3a3eM/IEHNS YCTPOCTBA.

BokoBble naHenu yctpoiicte ESR-1200, ESR-1000

BHewHwuin BuAg 60koBbix naHenei ESR-1200, ESR-1000 nprBeaAeH Ha pUcyHKax HUXeE.
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PucyHok 38 — lMpasasa 6okoBas naHens ESR-1200, ESR-1000
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PucyHok 39 — JleBas 6okoBas naHenb ESR-1200, ESR-1000

Ha 60KoBbIX naHensax yCTpOVICTBa pacnonoxxeHbl BEHTUNMALNOHHbIE PELUETKN, KOTOPbIE CAyXaT AJ1A O0TBOoAa
Tenna. He 3aKprBaI7ITe BEHTUNAUNOHHbLIE OTBEPCTUA NOCTOPOHHNMW MNMpegmMeTamMn. 3TO MoXeT npnBeECTN K
neperpeBy KOMMOHEHTOB yCTpOVICTBa N Bbl3BaTb HapyLLeHNA B ero pa60Te. PekomeHpaLny No ycTaHOBKe
yCTpOVICTBa pacnonoXxeHsbl B pasfesnie YctaHoBKa 1 NoAK0UYeH e,
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

2.4.10 KoHcTpyKkTUBHOE ncnonHeHue ESR-200, ESR-100

YCTPOWCTBO BbINO/IHEHO B META/IIMYECKOM KOPIYCe C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUB, BbIiCOTA
kopnyca 1U.

MepepgHAa naHenb yctponcte ESR-200, ESR-100

BHelwwHnii Bua nepeaHeli naHenn ESR-200 nokasaH Ha pucyHke 40.

R T P S TR T T e S S S e P F.
T " ¥ L [

1 2 3 4 5 6 7 8
PucyHok 40 - MepepHaa naHens ESR-200

BHewHwuin Bug, nepeaHein naHenn ESR-100 nokasaH Ha pucyHke 41.

L

SHELTEX  ESR100 (ol i) 0 T e —
b LTI TR T T Ri= g F
[ =L o e
[ ]| oE e _E. :.H_
L ew = - 3 1
' 1=11=1
" | ] = —
[

PucyHok 41 - MNepeaHaa naHens ESR-100

B Tabnuue 30 npmBeaeH nepeyeHb pa3bemMoB, CBETOANOAHBLIX MHAMKATOPOB 1 OpraHoB ynpaB/ieHus,
pacnonoXeHHbIX Ha nepeaHer naHenn ESR-200, ESR-100.

Tabnuua 30 — OnucaHme pa3beMOB, MHANKATOPOB 1 OpPraHoB ynpasneHns nepegHeli naHenyn ESR-200,
ESR-100

Ne JnemeHT OonucaHue

nepegHeii
naHenu
1 SD Pa3sbem gnsa yctaHoBku SD-KapT namaTu.
2 USB1, 2 nopta gnia nogknodeHmns USB-ycTpoiicTs.
USB2
3 [1..4] 4 nopra Gigabit Ethernet 10/100/1000BASE-T (RJ-45).
4  Combo 4 nopra Gigabit Ethernet 10/100/1000BASE-X (SFP).
Ports
5 Power WHavkaTop nuTaHus ycTpoiicTBa.
Status VHarKaTop TeKyLero CoCTosIHMA YCTpoiicTBa.
Alarm NHavkaTop Hamums 1 ypoBHA aBapun YCTPOICTBa.
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Ne JnemeHT
nepegHeii
naHenu
Fan

6 F

7 Console

8 110-250
VAC
60/50 Hz
max TA

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

OonucaHue

WHaykaTop aBapu BEHTUNSITOPOB.

®YHKUMOHaAIbHASA KHOTMKa AJ151 nepe3arpy3ku ycTpoiicTea 1 c6poca K 3aBOACK/M HACTPOikam:
* NpW yAepXaHun KHOMk1 MeHee 10 cekyH/ NPoUCXOoANT nepesarpyska yCTpolicTBa;
* MNpW yaepxaHum KHonkn 6onee 10 cekyHA NpovicxoauT nepesarpyska ycTpoiicTBa 1 copoc K
3aBOACKVIM HacTpoiikam.

KoHconbHbIi nopT RS-232 (RJ-45) Ans nokasibHOro ynpaeieHust yCTPOWCTBOM.

MCTOYHUK NUTaHUS.

3agHAaAa naHenb yctpoiicte ESR-200, ESR-100
BHelwHwuii BuA 3aaHein naHenyn ESR-200, ESR-100 npuBeaeH Ha pucyHke 42.
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PucyHok 42 — 3agHaa naHens ESR-200, ESR-100

B Tabnuue 31 npuBeaeH nepeyeHb pasbeMOB, PacnofioXeHHbIX Ha 3aaHei naHenn ESR-200, ESR-100.

Tabnmua 31 — OnucaHne pasbemoBs 3aaHen naHenn ESR-200, ESR-100

Ne OnucaHue

1 Knemma g5t 3a3eMeHnsi ycTpoiicTea.

2 BeHTUASAUMOHHbIA MoAy b.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

BokoBble naHenu yctpoiicts ESR-200, ESR-100

BHewHuin Bug, 60koBbix NnaHeneit ESR-200, ESR-100 npriBefieH Ha pUCyHKax HUXe.
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PucyHok 43 - lNpasasa 6okoBas naHesis ESR-200, ESR-100

@

PucyHok 44 - JleBas 6okoBasd naHesnbs ESR-200, ESR-100

2.4.11 KOHCTpYKTUBHOE ncnosnHeHue ESR-31

YCTPOIACTBO BbINO/THEHO B META/I/IMYECKOM KOPIMYCE C BO3MOXHOCTbI YCTaHOBKM B 19" KOHCTPYKTMB, BbiCOTA
Kopnyca 1U.

MepepHAa naHenb yctpoiictea ESR-31

BHeLwH®iA Bmp, nepep,HeM naHenun ESR-31 nokasaH Ha pmcyHKe 45.
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PucyHok 45 - MNepeaHasa naHens ESR-31

B Tabnuue 32 npusefeH nepeyeHb pasbeMoB, CBETOANOLHbIX MHAVKATOPOB 1 OpraHoB yrpas/eHus,
pacnofioXeHHbIX Ha nepegHel naHenn ESR-31.

Ta6nuua 32 - OnncaHve pasbemMoB, UHAVKATOPOB U OpraHoB yrpas/ieHns nepegHeit naHeny ESR-31

Ne OnemeHT OnucaHue
nepegHein
aHenwu
1 Status VHAMKaTOp TEKYLLEro COCTOSAHMSA YCTPOICTBA.
Alarm VHAmMKaTop Ha/IMums 1 ypoBHS aBapun YCTPONCTBA.
User ViHAMKaTop, Mcnosb3yoLwmincs Ans Nosb3oBaTe/lbCKUX CLEHAPUEB, KOTOPblE MOXHO Ha3HauNTb B

pexvmMe KOHhUryprpoBaHusa yCcTpoicTaa.
Flash VHOuMkaTop akTMBHOCTM 06MeHa ¢ HakonuTenem AaHHbIx — microSD-kapTtoi unun USB Flash.

Power WNHAMKaTop NUTaHnsA yCcTpoiicTBa.
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Ne 3nemeHT
nepegHeiin
aHenu

Master
Fan

RPS

3 microSD

4 USB1

5 UsB2

6 Console

7 RS-232

8 [1..8]

9 Optical Port

10 XG1 - XG2

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

OonucaHve

MHaukaTop paboTkl ycTpoiicTBa B failover-pexummax (He cnonb3yeTcs B TEKYLLEN Bepcun).
NHavKaTop aBapuv BEHTU/ISTOPOB.
NHAVKaTop pe3epBHOTO NCTOYHMKA 3/IEKTPONUTAHMS.

®YHKUMOHAIbHAs KHOMKa A5 epe3arpy3ku yCTpoicTea M c6poca K 3aBOACKUM HacTpoikam:

* MpW yaepxaHun kHonkn meHee 10 cekyH, NpOUCXOAMT nepesarpy3ka yCTPoiCTBa;
* Npu yaepxaHum KHonkn 6onee 10 cekyHA NpoUCXoanT nepesarpyska yCcTpoicTea n copoc K
3aBO/ICKMM HACTpOKam.

Pasbem 71 ycTaHOBKM microSD-kapThl namsTu.

Mopt USB 2.0 gnia nogxntoveHmsa USB-ycTpoiicTs.

MopT USB 3.0 ansa nogkntoueHns USB-ycTponcTs.

KoHCcosbHbI nopT RS-232 (RJ-45) Ans NoKasibHOTO yNpaB/ieHUsi yCTPOWCTBOM.
3 nocnefoBatenbHbIX NopTa.

8 noptoB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

6 nopToB Gigabit Ethernet 10/100/1000BASE-X (SFP).

Cnotbl ana yctaHosku TpaHcusepos 10G SFP+/1G SFP.

3agHAA naHenb yctpovictB ESR-31

BHewHwuiA BuA, 3agHein naHenyn ESR-31 nokasaH Ha puCyHKe 46.
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PucyHok 46 — 3agHasa naHens ESR-31

B Tabnuue 33 npuBeaeH nepeyeHb pasbeMOB, PacrnofioKeHHbIX Ha 3agHel naHenn ESR-31.

Tabnmua 33 — OnucaHne pasbemMoB 3aaHen naHenn ESR-31

Ne OnwucaHue

1 CbeMHble BEHTU/ISILLMOHHbIE MOAY/M C BO3MOXHOCTbIO ropsiueii 3aMeHbl.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

Ne OnucaHune

2 Knemma A5 3a3eM/1eHuUs yCTpoiicTBa.

BokoBble naHenu yctpoiictBa ESR-31

BHeluHWIA BMA 60KoBbIX NaHenen ESR-31 npuBeaeH Ha pUCYHKax HUXE.
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PucyHok 47 — leBas naHens ESR-31
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PucyHok 48 — MNpasas naHens ESR-31

Ha 60KOBbIX NaHenNsix yCTPOCTBA PacrooXeHbl BEHTUSILMOHHbIE PELLETKM, KOTOPbIE CNYyXaT As1s 0TBoja
Tenna. He 3akpbiBaliTe BEHTUNSLMOHHbIE OTBEPCTUS NOCTOPOHHUMU NpeaMeTamMu. DTO MOXET NPUBECTM K
neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTb HapyLLEHMs1 B ero pabote. PekomeHaauum no yctaHoBKe
yCTpoOlicTBa pacnosioXeHbl B pa3aesne YCcTaHoBKa 1 NOAK/IHYEHME.

2.4.12 KOHCTpPYKTUBHOE ncnosnHeHue ESR-21

YCTPOIACTBO BbINO/THEHO B META/IIMYECKOM KOPMYCE C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTMB, BbiCOTA
Kopnyca 1U.

MepepHAa naHenb yctpoiictea ESR-21

BHewHwuiA Bng nepeaHeit naHenn ESR-21 nokasaH Ha pucyHke 49.
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PucyHok 49 - MNepeaHaa naHens ESR-21

B Tabnuue 34 npusefeH nepeyeHb pasbemMoB, CBETOANOLHbIX MHANKATOPOB 1 OpraHoB yrpaseHus,
pacnofioXeHHbIX Ha nepegHel naHenn ESR-21.

Ta6nuua 34 - OnucaHve pasbeMoB, UHAVKATOPOB U OpraHoB yrpas/ieHns nepegHeit naHeny ESR-21

Ne JnemeHT OonucaHuve
nepegHeii
naHenu

1 220V AC NCTOYHUK NUTaHUS.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

Ne JnemeHT OonucaHuve

nepegHeii
naHenu
2  Power NHAMKaTOp NUTaHNA yCTPOoiicTBa.
Status MNHAMKaTOp TEKYLLEro COCTOSHUSA YCTPOICTBA.
Alarm MHAMKaTOp Ha/IMuus 1 ypoBHSA aBapun yCTPOACTBa.
HA NHaukaTop paboTbl B pexrme HA (He ucnonb3yeTcs B TEKYLLEN Bepcun).
3 F dyHKUMOHaNIbHAsA KHOMKa 415 nepe3arpy3ky YCTPoncTBa 1 copoca K 3aBOACKUM HaCTPOKam:
* NpuW yaepxaHun KHonkn meHee 10 cekyHf NpoOUCXoAuUT Nnepesarpyska ycTpoicTBa;
* Npuv yaepxaHuy kHonkn 6onee 10 cekyHA NPoMCXoauT nepesarpyska ycTpoiicTea u c6poc K
3aBOJACKUM HaCcTpOKam.
4 SD Pa3sbeM a8 yctaHoBkM SD-kapT namaTu.
5 USB1 Pasbem USB 2.0 ansa nogkntoueHms BHewHnx USB-ycTpolicTs.
6 USB2 Paszbem USB 3.0 gns nogknioyeHns BHelwHMx USB-ycTpoiicTB.
7  Console KoHco/bHbIN nopT RS-232 (RJ-45) Ans nokasibHOro yrnpaesieHns yCTPONCTBOM.
8 RS-232 3 nocnepoBaTebHbIX NOpTa.
9 [1..8] 8 nopTtoB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).
10 Optical 4 nopra Gigabit Ethernet 10/100/1000BASE-X (SFP).
Port

3apHAa naHenb ycTpouctB ESR-21

BHewHunin Bug 3agHen naHenn ESR-21 nokasaH Ha pucyHke 50.
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PucyHok 50 — 3agHaa naHens ESR-21
B Tabnuue 35 nprBeseH nepeyeHb pa3beMOB, PacnosiokeHHbIX Ha 3aaHel naHenn ESR-21.

Tabnuua 35 — OnucaHve pa3bemoB 3a4Hei naHenn ESR-21

Ne OnucaHune

1 Knemma a5 3a3eM/ieHnst ycTpoiicTea.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

BokoBble naHenu yctpoiictea ESR-21

BHewHuiA Bug, 60KoBbIX NaHesnen ESR-21 npuBeAeH Ha pUcyHKax HUXe.

PucyHok 52 — NMpaBas 6okoBas naHens ESR-21

Ha 60KoBbIX NaHensax yCTpOVICTBa pacnosioXeHbl BEHTUTIALMOHHBLIE PELUETKN, KOTOPbIE CyXaT Asd oTBo4a
Tenna. He 3aKprBaIZTe BEHTUNAUNOHHbLIE OTBEPCTUA NOCTOPOHHNMW NMpegmMeTamMn. 3ITO MOXeT npnBECTN K
neperpesy KOMMNOHEHTOB yCTpOVICTBa N Bbl3BaTb HApPyLLEHNA B €ro pa60Te. PekomeHpaLny No ycTaHOBKe
yCTpOVICTBa pacnonoXeHsbl B pasfjesnie YctaHoBKa 1 NoAKo4YeHne.

2.4.13 KoHcTpykTUBHOE ucnonHeHue ESR-30, ESR-20

YCTpOIACTBO BbIMO/IHEHO B META/I/IMHECKOM KOPMYCE C BO3MOXHOCTbH YCTAHOBKM B 19” KOHCTPYKTUB, BbiCOTA

kopnyca TU.

MepepHAa naHenb ycTtpoiictea ESR-30

BHelwwHWI BuA nepeaHeli naHenn ESR-30 nokasaH Ha pucyHke 53.
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PucyHok 53 — MNepepgHsas naHenb ESR-30

B Tabnuue 36 npuBefieH nepeyeHb pa3beMOoB, CBETOMOAHbIX VHAMKATOPOB U OPraHOB yNpaB/eHNs,

pacnofioXeHHbIX Ha nepeaHeit naHenn ESR-30.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

Tabnuua 36 — OnucaHne pa3beMOB, MHANKATOPOB M OpraHoB ynpasfieHns nepegHeri naHenn ESR-30
Ne 3nemeHT OnucaHue

nepegHeii
naHenv

1 110-250 VAC VICTOYHUMK NUTaHUA.

2 Power ViHgmKaTop nuTaHus ycTpoiicTea.
Status VIHAMKaTop TEeKyLEero COCTOsSAHWS YCTPOICTBRA.
Alarm ViHAMKaTOp Ha/Mums 1 ypoBHSA aBapun YCTPOCTBA.
User ViHamKaTop, Mcnosb3yLwmincsa 4N Nob30BaTe/IbCKNX CLEHAPUEB, KOTOPbIE MOXHO Ha3HauNTb B

pexume KOHPUIypUpOoBaH1s yCTpoicTaa.

3 F dyHKLMOHaNbHAs KHOMKa A/1s1 nepe3arpy3kn yCTponcTea 1 copoca K 3aBOACKMM HaCcTpOoiKam:

* MNpU yaepxaHum KHomnku MeHee 10 cekyH/ NpoMCXoAnT nepesarpyska yCcTpolicTBa;

* Mpu yaepxaHum kHomnku 6onee 10 cekyHA NpoMCcXoanT nepesarpyska ycTpoicTBa 1 copoc K

3aBOACKUM HaCTpOKam.

4  Console KoHconbHbI nopT RS-232 (RJ-45) Ana nokasibHOro yrnpaesieHns yCTPONCTBOM.
5 microSD Pasbem an1s yctaHoBkM microSD-kapT namsTu.

6 USB1 Paszbem USB 2.0 gnsa nogkntoyeHns BHelwHux USB-ycTpoiicTs.

7 usB2 Pasbem USB 3.0 ans nogkntoueHms BHewHnx USB-yCcTponcTs.

8 [1.4] 4 nopta Ethernet 10/100/1000BASE-T.

9 1,2 2 nopta 10GBASE-R (SPF+)/1000BASE-X.

MepeaHsasn naHenb yctpoiictea ESR-20

BHewHunin Bug nepegHein naHenu ESR-20 nokasaH Ha pucyHke 54.

1 23 4 5 6 7 8 9

PucyHok 54 - MepepaHsa naHens ESR-20

B Tabnuue 37 npuBeaeH nepeyeHb pa3beMoB, CBETOAMOAHbIX UHAMKATOPOB U OPraHoB yrpas/eHus,
pacnonoXeHHbIX Ha nepeaHeli naHenn ESR-20.
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CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

Tabnuua 37 — OnncaHne pasbemMoB, UHAMKATOPOB 1 OPraHoB ynpasneHus nepegHen naHenm ESR-20

Ne

dnemMeHT
nepegHeii
naHenu

110-250
VAC

Power
Status
Alarm

HA

Console
SD
USB1
USB2
1,2

[1..4]

OnucaHue

VICTOUYHUK NUTaHUA.

WHaykaTop nuTaHust ycTpoiicTBa.

NHaukaTop TeKylLEero cocTosHUA YCTpoiicTBa.

NHAykaTop Hanuumsi 1 ypoBHSI aBapuu yCTPOCTBa.

WHaykaTop pa6oTbl B pexxume HA (He ucnonb3yeTcs B TEKYLLEN Bepcun).

dyHKUMOHaNIbHAas KHOMKa A/15 nepe3arpy3ku yCTpoicTBa 1 cbpoca K 3aBOACKMM HacTpoiikam:

* NPV yaepxaHun KHonkn meHee 10 cekyH NpoucxoamnT nepesarpyska ycTpoicTBa;
* Npuv yaepxaHun kHonkn 6onee 10 cekyH NpoMCXoauT nepesarpyska ycTpoiicTea u cbpoc K
3aBO/CKMM HaCTPOMKaM.

KoHconbHbI nopT RS-232 (RJ-45) Ans nokasibHOro yrnpae/ieHns yCTPONCTBOM.
Pasbem gns yctaHoBku SD-kapT namsTu.

Paszbem USB 2.0 gns nogkntoueHns BHewHux USB-ycTpoiicTs.

Pasbem USB 3.0 ans nogxntoveHms BHewHnx USB-ycTpolicTs.

2 nopta Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

2 Combo-nopta Ethernet 10/100/1000BASE-X/10/100/1000BASE-T.
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CepBUCHble MapLUPyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaLmm

3apaHaa naHenb yctponcte ESR-30, ESR-20
BHewHwuiA Bug, 3agHein naHenun ESR-30, ESR-20 nokasaH Ha pucyHke 55.

PucyHok 55 — 3agHaa naHenb ESR-30, ESR-20

B Tabnuue 38 npuBeaeH nepeyeHb pasbeMOB, PacnofioOXeHHbIX Ha 3aAaHel naHenn ESR-30, ESR-20.

Tabnmua 38 — OnucaHne pasbemMoB 3aaHer naHenn ESR-30, ESR-20

Ne OnucaHue
1 Knemma gns 3a3emnieHust ycTpoicTea.

BokoBble naHenu yctpoiicte ESR-30, ESR-20

BHewHuin Bng 60koBbix naHenei ESR-30, ESR-20 npuBefeH Ha pucyHKax Huxe.
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PucyHok 57 — MNMpaBas 6okoBas naHens ESR-30, ESR-20

Ha 60KOBbIX NaHenNsix yCTPOCTBA PacrooXeHbl BEHTUNSILMOHHbIE PELLETKM, KOTOPbIE CNYyXaT As1s 0TBoja
Tenna. He 3akpbiBaliTe BEHTUNSLMOHHbIE OTBEPCTUS MOCTOPOHHMMU NpeaMeTamMu. OTO MOXET NPUBECTY K
neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTb HapyLLEHWs1 B ero pabote. PekomeHaauum no yctaHoBKe
yCTpoOlicTBa pacnosioXeHbl B pasaesne YCTaHoBKa 1 NOAK/IHYEHME.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

2.4.14 KoHCTpyKTUBHOE ncnonHeHune ESR-15VF

YCTPOWCTBO BbINO/IHEHO B META/IIMYECKOM KOPIYCe C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUB, BbIiCOTA
kopnyca 1U.

MepepgHAa naHenb yctpoiictea ESR-15VF

BHelwwHwnin BUA nepeaHeli naHenu ESR-15VF nokasaH Ha pucyHke 58.

10250vACS060H: (L) JHLELTEX | DD 5, DSOS
000000000000 - 3
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PucyHok 58 — MNMepeaHasa naHens ESR-15VF

B tabnuue 39 npvBeaeH nepeyeHb pa3beMOB, CBETOANOAHBIX MHAMKATOPOB 1 OPraHoB ynpas/ieHus,
pacnonoXeHHbIX Ha nepeaHen naHenn ESR-15VF.

Tabnuua 39 — OnuncaHne pasbemMoB, UHAVKATOPOB U OpraHoB ynpas/ieHus nepegHein naHeny ESR-15VF
Ne 3nemeHT OnucaxHue

nepegHeii
naHenv

1 110-250 V VICTOUYHMK nuTaHus.

AC
2 Power VHavkaTop nuTaHms yCcTpoICTBa.
Status VHamnKaTop TeKyLLero COCTOAHMS YyCTPOICTBa.
Alarm WHAavkaTop Ha/mumsa 1 ypoBHA aBapun YCTpOCTBa.
User WHavkaTop, ucnonb3yowumiica Ans nosib30BaTeNbCKuxX CLeHapreB, KOTOPbIe MOXHO Ha3HauUTb B
pexume KOHUIyprpoBaH1s YCTPOICTBA.
3 Console KoHconbHbI nopT RS-232 (RJ-45) Ans nokasbHOro ynpaefeHns yCTPONCTBOM.
4 F ®yHKUMOHasIbHAsA KHOMKa 4151 nepesarpy3kn yCTpoincTBa 1 copoca K 3aBOACKMM HaCTPOKaM:
* MpU ASIMTENBHOCTM HaXXaTusi Ha KHOMNKY MeHee 10 cekyH[, NponcxXoauT nepesarpyska
YCTPOICTBa;
* MU AMTENBHOCTM HaXXaTus Ha KHOMKy 6onee 10 cekyHA npoucxoaut cbpoc ycTpoiicTsa K
3aBO/CKOW KOHMhurypauuu.
5 USB1 Pasbem g8 nogknodeHmns BHeWwHNX USB-ycTpoiicTs.

USB2 Paszbem an1a nogxnoyeHns BHelwHnx USB-ycTpoiicTs.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

Ne JnemeHT OonucaHue

nepegHeii

naHenu
6 1,234 VHavkaTop 418 BHYTPEHHUX aBOHEHTCKUX TEPMUHAIOB.
7 FXS 4 pasbeMa /19 BHYyTPEeHHUX abOHEeHTCKUX TEPMUHAI0B.
8 [1.8] 4 nopta Gigabit Ethernet 10/100/1000BASE-T (RJ-45).
9 9,10 2 noprta Gigabit Ethernet T000BASE-X SFP.

3agHaAa naHenb yctpovictB ESR-15VF
BHeluHWiA BUA 3aaHei naHeny ESR-15VF nokasaH Ha pucyHke 59.

PucyHok 59 — 3agHaa naHenb ESR-15VF
B tabnuue 40 nprBeaeH nepeyeHb pa3beMoB, pacnosiokeHHbIX Ha 3aaHel naHenn ESR-15VF.

Tabnuua 40 — OnucaHve pa3bemoB 3agHei naHenn ESR-15VF

Ne OnucaHune

1 Knemma ans 3a3emsieHus ycTpoicTea.

BokoBble naHenu yctpoiictea ESR-15VF
BHewHuin BnA 60koBbIX NaHenei ESR-15VF npuBefeH Ha pUCyHKax HUXe.
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PucyHok 61 — lNpaBas naHens ESR-15VF
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CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

Ha 60KoBbIX naHensax yCTpOﬁCTBa pacnosioXXeHbl BEHTUTIALMOHHBLIE PELUETKN, KOTOPbIE CyXaT As1d oTBo4a
Tenna. He 3aKprBaI7ITe BEHTUNAUNOHHbLIE OTBEPCTUA NOCTOPOHHNMW MNMpegmMeTamMn. 3ITO MOXeT NPnUBECTU K
neperpeBy KOMMNOHEHTOB yCTpOﬁCTBa N Bbl3BaTb HapPyLleHNA B €ro pa60Te. PekomeHpaLun no yctaHoBKe
yCTpOVICTBa pacnonoXeHsbl B pasfesnie YctaHoBKa 1 NoAKo4YeHne.

2.4.15 KoHcTpykTUBHOE ucnonHeHue ESR-15R

YCTPOWCTBO BbINO/IHEHO B META/IIMYECKOM KOPIYCe C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUB, BbiCOTA
kopnyca TU.

MepepgHAaa naHenb yctpoiictea ESR-15R

Power O
status O
atarm O

Console

£ O o e f = ey

1 2 3 45 6 7 8
PucyHok 62 - MNepeaHasa naHens ESR-15R

B Tabnuue 41 npusefeH nepeyeHb pasbemMoB, CBETOANOLHbIX MHANKATOPOB 1 OpraHoB yrpaseHus,
pacnonoXeHHbIX Ha nepegHel naHen ESR-15R.

Ta6nuua 41 - OnncaHne pasbemMoB, UHAMKATOPOB U OPraHoB ynpas/neHus nepegHein naHeny ESR-15R
Ne 3nemeHT OnucaHue

nepegHeii
naHenu

1 110-250V MCTOYHUK NUTaHUS.

AC
2 Power VHgukaTop nuTaHus ycTpoicTea.
Status VHArKaTop TeKyLero CoCTOsIHMA YyCTpOiicTBa.
Alarm VHaukaTop Hannumsl 1 ypoBHS aBapum yCTPOCTBA.
User VHgukaTop, Mcnonb3yowuincs ans nosib30BaTe/IbCKUX CLLEHAPUEB, KOTOPbIE MOXHO Ha3HaYMTb B
pexvmMme KOHIUIYppoBaHNs YCTPOCTBA.
3 Console KoHconbHbI nopT RS-232 (RJ-45) Ans nokasibHOro yrnpaesieHns yCTPONCTBOM.
4 F dyHKUMOHa/IbHAs KHOMKa 7151 nepes3arpy3ky ycTpoiicTea 1 cbpoca K 3aBOACKNM HaCTpOKaM:

* NPV 4MTENBHOCTW HaXXaTus Ha KHonkKy MeHee 10 cekyHA, MPOMCXOANT nepesarpyska
YCTPOWCTBA;

* NpV 4SIMTENBbHOCTN HaXXaTusi Ha KHomnky 6onee 10 cekyHA MponcxoanT cOpoc yCcTpoiicTBa K
3aBOACKOI KOHhurypauuu.
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CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

Ne JnemeHT OonucaHue

nepegHeii

naHenu
5 USB1 Pasbem gns nogknodeHns BHewHux USB-ycTpolicTs.
6 USB2 Pasbem gns nogknodeHns BHeWwHNX USB-ycTpoiicTs.
7 [1.4] 4 nopta Gigabit Ethernet 10/100/1000BASE-T (RJ-45).
8 5,6 2 noprta Gigabit Ethernet 1T000BASE-X SFP.

3agHAaAa naHenb yctpoiictB ESR-15R

BHeluHWI BUA 3aaHein naHenn ESR-15R nokasaH Ha pucyHke 63.
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PucyHok 63 — 3agHsasa naHens ESR-15R
B Tabnuue 42 nprBefeH nepeyeHb pa3beMoB, pacnosiokeHHbIX Ha 3agHel naHesim ESR-15R.

Tabnuua 42 — OnucaHve pa3bemoB 3a4Hei naHenn ESR-15R

Ne OnucaHune

1 Knemma a5 3a3eM/ieHnst ycTpoiicTea.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

BokoBble naHenu yctpoiictea ESR-15R

BHewHuiA Bug, 60KoBbIX NnaHesnein ESR-15R npuBegeH Ha puCcyHKax HUXe.
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PucyHok 65 — MNpaBasa 6okoBas naHesb ESR-15R

Ha 60KOBbIX MaHENsIX YCTPOCTBA PACMO/IOKEHbI BEHTU/IALMOHHbIE PELLETKM, KOTOPbIE CNyXaT A/1a 0TBoAa
Tenna. He 3akpblBaiiTe BEHTUMSALUMOHHbIE OTBEPCTUSI MOCTOPOHHUMM NpeaMeTamu. ATO MOXET NPUBECTU K
neperpesBy KOMMNOHEHTOB YCTPOICTBA M BbI3BaTb HapylLLeHUs B ero pa6oTte. PekomeHaaLum no ycTaHoBKe
YCTPOIACTBA Pacno/ioXeHbI B pasaene YcTaHoBKa U NOAK/IOUEHNE.

2.4.16 KoHcTpyKTUBHOE ncnonHeHue ESR-15

3agHAaA naHenb yctpoiictBa ESR-15

BHeluHWiA BUA 3aaHen naHenyn ESR-15 nokasaH Ha pucyHke 66.
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PucyHok 66 — 3agHasa naHens ESR-15

B tabnuue 43 npuBeseH nepeyeHb pa3beMoB, CBETOANOAHBIX MHAMKATOPOB 1 OpraHoB ynpas/ieHus,
pacnofioXeHHbIX Ha 3aaHein naHenn ESR-15.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

Ta6nuua 43 - OnncaHve pasbeMoB, UHAVKATOPOB U OpraHoB yrpas/ieHns 3agHen naHenm ESR-15

Ne JnemeHT

nepegHeii
naHenu

1 F

2 12V

3 Optical
Ports

4  USBT,
USB2

5 Console

6 [1.4]

OonucaHue

®YHKUMOHaTbHAsS! KHOMKa A5 nepe3arpy3ku yCTPoicTBa U c6poca K 3aBOACKUM HACTPOKaM:

* NPV AAMTENbHOCTW HaXXaTus Ha KHOMKy MeHee 10 cekyHA, MPOMCXOANT nepesarpyska yCTPoncTBa;
* NPV 4AUTENbHOCTU HaXaTus Ha KHomMKy 6ornee 10 cekyHA, MPOMCXOANUT cHpoc YCTpoicTBa K
3aBOACKOW KOHUrypaumu.

PaszbeM A1 NOAKNIOUEHNsI aaanTtepa NuTaHus.

2 nopta Gigabit Ethernet —1000BASE-X (SFP).

2 pasbema 415 nogkIveHns BHewHnx USB-ycTpoiicTs.

KoHconbHbI nopt RS-232 (RJ-45) ans nokasibHOro ynpasneHns yCTPONCTBOM.

4 nopta Gigabit Ethernet 10/100/1000BASE-T (RJ-45)
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

BepxHssa naHenb yctponctea ESR-15

BHewHwuiA Bug, BepxHeli naHenn ESR-15 nokasaH Ha pucyHke 67.

1.2 3 4 S)

Qs
AN
N
|
|
|
|
|
|
|
|
|
|
|
I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

O o
S o
o
<

L2

[ e
o

0O 0 e 0 o0 o o o o o
0O 0 0 0 0 0 0O 0O 0 0 ® 0 0o O O O o
O 0O 0O 0O O 0 O 0O 0 6 0 O 0 0 O 0O

/
g

o

|
|
o
(©
\ 0O 6 06 0O © 0 0O @ 0 0 6 0 0O 0 O O O ©
O O 6 0O ® O O O OO O 6 6 @& 60 OO0 0 O
O o, @ ® 0 O O O 0O OO OO @ O O © 0 O O O
- 0/0 @ € ® 0 0 © 0 ©6 ©0 0O ® O 0O 0 O O O O
o O © O 0 e © © © © © © © ®8 0 © 0 0 O O O O

ﬂﬁx

OO
OOO
OOOOO
0000

PucyHok 67 — BepxHss naHenb ESR-15

B Tabnuue 44 npvBeaeH nepeyeHb CBETOANOAHBLIX MHANKATOPOB, PAcnosIOKEHHbIX HA BepxHei naHenn ESR-15.

Ta6nuua 44 - OnucaHve NHAMKATOPOB BepxHeli naHenu ESR-15

Ne 3nemeHt OnucaHune
BepXHeii
naHenv
1 Power VHapkaTop nutaHmsa u ctatyca paboTbl yCTpOCTBa.
2 - VHOukaTop He Mcnosb3yeTcs.
3 USB1, MHankaTopbl paboTbl BHELHWUX USB-yCTPONCTB.
USB2
4 [1..2] VHapkaTopbl paboTbl ONTUYECKUX MHTEpPdhencoB.
5 [3..6] VHgmkatopbl paboTel Ethernet-nopTos.

3
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

2.4.17 KoHcTpykTUBHOE ucnonHeHue ESR-12VF

YCTPOIACTBO BbIMO/IHEHO B META/I/TMYECKOM KOPMYCE C BO3MOXHOCTbH YCTAHOBKM B 19” KOHCTPYKTUB, BbiCOTA

kopnyca TU.

MepepgHAa naHenb yctpoiictea ESR-12VF

BHelwwHnin BuA nepeaHeli naHenu ESR-12VF nokasaH Ha pucyHke 68.
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PucyHok 68 — MepepaHssa naHens ESR-12VF

B tabnuue 45 npuBefeH nepeyeHb pa3beMOB, CBETOANOAHBIX MHAMKATOPOB 1 OpraHoB ynpas/ieHus,
pacnonoXeHHbIX Ha nepeaHel naHenn ESR-12VF.

Tabnuua 45 — OnucaHne pasbemMoB, MHAMKATOPOB 1 OpraHoB ynpasfieHnsa nepeaHei naHenn ESR-12VF

Ne

AnemeHT OnucaHue
nepegHe
naHenm

220V AC MCTOYHUK NUTaHUS.

Power VHavkaTop nuTaHms yCcTpoICTBa.
Console KoHconbHbI nopt RS-232 (RJ-45) Ans nokasibHOro ynpaeeHns yCTPONCTBOM.
F ®YHKLUMOHaNTbHAA KHOMKa 471 nepe3arpysky ycTpoicTBa 1 cbpoca K 3aBOACKMM HACTpOliKaM:

* NPV yaepxaHun KHonkm meHee 10 cekyHA NpouCXoanT nepesarpyska ycTpoicTBa;
* Npuv ygepxaHun kHomku 6osee 10 cekyHZ NPOMCXOAMT nepesarpyska yCcTpolicTea u copoc K
3aBOACKUM HaCTpoOikam.

USB1, USB2 2 pasbema USB asis1 nogknoueHnsi BHeWwHuX USB-ycTpoiicTs.

FXO WHavkaTop BHelwwHeli aboHeHTCKOM nnHuM oT TdhOrl.
1,2,3 WHpukaTop Anst BHYTPEHHUX aBG0HEHTCKMX TEPMUHATOB.
FXO 1 pasbem FXO an1a noakAyeHnsi BHELHen aboHEHTCKOM NuHuKM oT T¢hOrT.

FXS1,FXS 3 pasbema f/19 BHyTPEHHUX aBOHEHTCKUX TEPMUHAIOB.
2,FXS 3

[1..8] 8 noptoB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).
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CepBUCHble MapLUPyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaLmm

Ne 3OnemeHT OnucaHue
nepegHeii
naHenu

10 Optical Port 1 nopt Gigabit Ethernet-100/1000BASE-X (SFP).

11 1,2 MHavkaTopbl paboTbl ONTUYECKUX MHTEpencoB.

3agHAA naHenb yctponictBa ESR-12VF

BHewHuin BuA, 3aaHen naHenn ESR-12VF nokasaH Ha pucyHke 69.
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PucyHok 69 — 3agHasa naHenb ESR-12VF
B Tabnuue 46 npuBeeH nepeyeHb pa3beMoB, PacnoiokeHHbIX Ha 3aaHel naHenn ESR-12VF.
Tabnuua 46 — OnucaHne pa3bemoB 3agHei naHenn ESR-12VF

Ne OnucaHue

1 Knemma gns 3azemsnieHnst ycTpoicTaa.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

BokoBble naHenu yctpoiictea ESR-12VF

BHewHuiA Bug, 60koBbIX NaHenein ESR-12VF npuBefeH Ha pUCyHKax HUXe.

PucyHok 71 - MpaBasn 60koBas naHesib ESR-12VF

Ha 60KOBbIX NaHenNsix yCTPOCTBA PacrooXeHbl BEHTUNSILMOHHbIE PELLETKM, KOTOPbIE CNYyXaT As1s 0TBoja
Tenna. He 3akpbiBaliTe BEHTUNSALMOHHbIE OTBEPCTUS MOCTOPOHHMMU NpeaMeTamu. OTO MOXET NPUBECTM K
neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTb HapyLLEHWs1 B ero pabote. PekomeHaauum no ycTaHoBKe
yCTpOIiCcTBa pacnosioXeHbl B pasaesne YCTaHoBKa 1 NOAK/IHYEHME.

2.4.18 KOHCTpyKTUBHOE ncnosiHeHue ESR-12V

YCTPOIACTBO BbINO/IHEHO B META/I/IMYECKOM KOPMYCE C BO3MOXHOCTbLI YCTAHOBKM B 19" KOHCTPYKTMB, BbICOTa
Kopnyca 1U.

MepeaHsasn naHenb ycTpoiicteBa ESR-12V

BHewHwnin Bug nepegHein naHenm ESR-12V nokasaH Ha pucyHke 72.

B SOTOTTY OO0000 OO0 T0Y O8O0 OO0 00 OO0 TS 4
110-250 VAC 60/50 Hz max 1A AELTEX ESR-12V L3
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PucyHok 72 — lMepeaHas naHens ESR-12V
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B Tabnuue 47 npuseneH nepeyeHb pasbemMoB, CBETOANOLHbIX MHANKATOPOB 1 OpraHoB yrpas/eHus,
pacnonoXeHHbIX Ha nepeaHel naHenn ESR-12V.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

Tabnuua 47 — OnucaHve pasbemMoB, UHAVKATOPOB U OpraHoB yrpas/ieHns nepegHein naHeny ESR-12V

Ne JnemeHT
nepegHeii
naHenu

1 220V AC

2 Power

3 Console

5 USB1,USB2

6 FXO
12,3

7  FXO

8 FXS 1, FXS
2,FXS3

9 [1.8]

OonucaHue

VCTOUHWK NUTaHms.
VHgukaTop nuTaHus ycTpoicTea.
KoHconbHbIi nopT RS-232 (RJ-45) Anst NoKasbHOTo ynpaeneHust yCTPOoWCTBOM.

®YHKUMOHATbHAs KHOTMKa A/1s1 nepe3arpy3ky ycTpoicTBa U c6poca K 3aBOACK/M HACTpoikaM:

* MpU yaepxaHum KHomku MeHee 10 cekyHf NpoucxoauT nepesarpyska yCTpPoicTBa;
* Npu yaep>xaHuy KHonku 6onee 10 cekyHA NpoMCXoanT nepesarpyska yCTpoicTea 1 cbpoc K
3aBOACKNM HaCTpOWKam.

2 pasbema USB ans nogkntoueHns BHelwHux USB-ycTpoiicTs.

VHpukaTop BHeLWHel aboHeHTCKOM NuHum ot TchOr.

WHpukaTop ans BHYTPEHHUX aBOHEHTCKUX TEPMUHAIOB.

1 pasbem FXO ans nogxnoveHns BHeLHe aboHeHTCKon nnHum ot TgoOr.

3 pazbema /11 BHYTPEHHUX aBGOHEHTCKMX TEPMUHASIOB.

8 noptos Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

3apHaa naHenb ycTpoucts ESR-12V

BHewHwuiA Bug, 3agHein naHenn ESR-12V nokasaH Ha pucyHke 73.

PucyHok 73 — 3agHasa naHens ESR-12V

B Tabnuue 48 npuBeaeH nepeyeHb pasbeMOB, PacnofioXeHHbIX Ha 3aaHein naHenn ESR-12V.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

Tabnuua 48 — OnucaHne pasbemoB 3agHen naHenn ESR-12V

Ne OnucaHune

1 Knemma ans 3a3emieHus ycTpoiicTea.

BokoBble naHenu yctpovictBa ESR-12V

BHeluHWIA BMA 60KOBbIX NaHenei ESR-12V npuBeaeH Ha pUCyHKax HUXe.

e
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PucyHok 75 — lNMpaBasa 6okoBas naHenb ESR-12V

Ha 60KOBbIX NaHenNsix yCTPOCTBA PacronoXeHbl BEHTUNSILMOHHbIE PELLETKM, KOTOPbIE CNYyXaT As1s 0TBoja
Tenna. He 3akpbiBaliTe BEHTUNSLMOHHbIE OTBEPCTUS MOCTOPOHHMMU NpeaMeTamMu. OTO MOXET NPUBECTY K
neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTb HapyLLEHWs1 B ero pabote. PekomeHaauum no ycTaHoBKe
yCTpoOlicTBa pacnosioXeHbl B pasaesne YCTaHoBKa 1 NOAK/IHYEHME.

2.4.19 KOHCTpPYKTMBHOE ncnonHeHue ESR-10

3agHAA naHenb yctponctea ESR-10
BHewHwuin BuA, 3agHein naHenyn ESR-10 nokasaH Ha puUCyHKe 76.

O] T o) ) )

- L
- Console use

1 2 3 - 5 6
PucyHok 76 — 3agHaa naHens ESR-10

B Tabnuue 49 npuseeH nepeyeHb pasbemMoB, CBETOANOLHbIX MHAMKATOPOB 1 OpraHoB yrpaBneHus,
pacnonoXeHHbIX Ha 3agHen naHenn ESR-10.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

Ta6nuua 49 - OnncaHve pasbemMoB, UHAVKATOPOB U OpraHoB yrpas/ieHns 3agHen naHenm ESR-10

Ne

dnemMeHT
nepegHeii
naHenu

ON/OFF
12V DC
Console

USBT,
USB2

[1..4]

Optical
Ports

OonucaHue

KHonka BKOYEHWSA/BbIKIOYEHUSA MUTAHWS.
Pasbem g9 nogkoyeHms agantepa nuTaHus.
KoHconbHbIi nopT RS-232 (RJ-45) AN NOKa/bHOTO YNpaB/ieHUst yCTPOWCTBOM.

2 pasbema A1 NoAK/UeHNs BHeLHMX USB-ycTpoiicTs.

4 nopta Gigabit Ethernet — 10/100/1000BASE-T (RJ-45).

2 nopta Gigabit Ethernet —100/1000BASE-X (SFP).

BokoBble naHenu yctpoiictea ESR-10

BHewHwuin Bug, 6okoBoi naHenn ESR-10 nokasaH Ha pucyHke 77.

1

PucyHok 77 — bokosasi naHesnib ESR-10

B Tabnuue 50 npuBeaeH nepeyeHb OpraHoB ynpaB/eHUs], pacnofoXeHHbIX Ha 60koBoii naHenn ESR-10.

Tabnmua 50 — OnucaHne pasbemoB 60koBol naHenu ESR-10

Ne

AnemeHT
60KOBOW
naHenu

OnucaHue

®yHKUMOHas/IbHAs KHOMKa 4715 nepesarpyskn ycTpoiicTBa 1 cbpoca K 3aBOLCKMM HACTPOiKam:

* MpV 4/IMTENBbHOCTU HaXXaTus Ha KHoMKy MmeHee 10 cekyHA MponcxoanT nepesarpyska
YCTPOICTBa;

* NpV AIMTENbHOCTN HaXXaTusi Ha KHomnky 6onee 10 cekyHA NpoucxoanT copoc yCTpoiAcTBa K
3aBOACKOW KOHUrypawuumn.
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CepBUCHble MapLUPyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaLmm

BepxHsas naHenb yctpoiictBa ESR-10

BHewHwuiA Bug, BepxHeli naHesn ESR-10 nokasaH Ha pucyHke 78.
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PucyHok 78 — BepxHsasa naHesib MapLupytmsatopa ESR-10

B Tabnuue 51 npmBeaeH nepeyeHb CBETOANOAHBLIX MHANKATOPOB, PacnosioKeHHbIX Ha BepxHei naHenn ESR-10.

Ta6nuua 51 - OnucaHve nHAMKaTopoB BepxHeli naHeny ESR-10

Ne 3nemeHT OnucaHue

BepXxHeii
naHenu
1 Power ViHAMKaTop NUTaHus 1 ctatyca paboTbl yCTpoiicTBa.
2 - VHAmKaTop He UCNosb3yeTcs.
3 USB1, VHamkaTopbl paboTbl BHeLWHMX USB-ycTpoicTB.
USB2
4 [1.4] NHaukaTopbl pa6oTbl Ethernet-nopTos.

5 [5.6] NHAauKaTopbl paboTbl ONTUYECKUX UHTEPXECOB.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

2.4.20 CgeTtoBas MHAuKauus

CBetoBas nHgmkauyust ESR-1700, ESR-1200, ESR-1000

CocTosiHue nHtepdeiicoB Ethernet oto6paxaeTtcsi ABymMsa CBETOANOAHbIMK UHANKaTopamu — LINK/ACT
3eneHoro ugeta n SPEED aHTapHOro ygeta. PacnonoxeHme cBeTOANOAHbIX MHANKATOPOB MHTephelicoB
nokasaHo HMXe Ha pucyHkax 79 un 80. 3Ha4yeHuMs CBETOBOI MHAMKaLMM OnucaHbl B Tabnuuax 52 n 53
COOTBETCTBEHHO.

LINK/ACT SPEED

W —

(L

PucyHok 79 — PacnonoxeHne MHANKaTopoB pasbema RJ-45

'

o

VA VA

LINK/ACT  SPEED
PucyHok 80 — PacnonoxeHue nHaukaropos SFP/SFP+/SFP28-nHtepdelicoB

Tabnuua 52 — CeeToBas nHankaumsa coctosiHus RJ-45 nHtepdpeiicos

CseueHune uHgukaropa SPEED CseueHue uHgukaropa LINK/ACT CoctosiHue nHtepdpeiica Ethernet

BblkntoyeH BbIkntoyeH MopT BbIK/IIOYEH WU COEAVHEHNE He
yCTaHOB/IEHO.

BbikntoueH ['OpnUT NOCTOAHHO 3€/1EHLIM YcTaHOBNEHO coefnHeHne Ha ckopocTn 10

nan 100 Méut/c.

OpWT NOCTOAHHO AHTAPHbIM [OpWT NOCTOSAAHHO 3eNEHBbIM YCcTaHOBNEHO COEAUHEHNE HAa CKOPOCTM
1000 MoéwuTt/c.

X Mwuraet Voet nepegada gaHHbIX.
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CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

Tabnuua 53 — CeeToBas nHankaumsa coctosHns SFP/SFP+/SFP28-nHtepdelicos

CBeueHne nHamn Katopa

SPEED

BbikntoueH

BbikntoveH

ACT

BbIk/1t04EH

[OpUT NOCTOAHHO 3€NEHbIM

[oOpnUT NOCTOAHHO AHTAPHbLIM  [OPUT NOCTOAHHO 3€/1EHLIM

X

Mwuraet

CseueHue uHgukaropa LINK/

CoctosiHue nHtepdpeiica Ethernet

[opT BLIK/IKOYEH WX COEAUHEHNE He YCTaHOBNEHO.

YCTaHOBNEHO COoeAVHEHWE Ha ckopocTu 1 F6uTt/c.

YcTaHOBNEHO coeanHeHne Ha ckopocTu 10 Feut/c.

NaeT nepefaya AaHHbIX.

B cnepytowieii Tabnuue npuBeeHo onMcaHne COCTOSAHNIA CUCTEMHbIX MHAMKATOPOB YCTPONCTBA M UX

3HAUYEHUI.

Tabnuua 54 — CoCTOAHMA CUCTEMHbIX UHANKATOPOB

HasBaHue
MHAOUKaTopa

Status

Alarm

VPN

Flash

Power

Master

Fan

PYHKUNSA NHOUKaTopa

VHOMKATOP TEKYLLLETO COCTOAHMS
yCTpolicTBa.

VHOMKaTop HaMums 1 ypoBHS
aBapuu yCTpolicTea.

VHAMKATOp HaNN4ms akTUBHbIX
VPN-ceccuin.

VHOMKaTop aKTMBHOCTM 06MeHa
C HakonuTesnem AaHHbIx: SD-
kapToii unu USB Flash.

VHaykaTop nuTaHus
yCTpolicTBa.

MHaukaTop pa6oTbl ycTpoiicTea
B failover-pexwvimax.

CocTosiHMe BeHTUNaTOpa
oXNTaxXAeHus.

CocTosiHue
MHAOMKaTopa

3eneHbii

KpacHblii

3eneHbii

3eneHbii

OpaHxeBblii

BbikntoueH

BbikntoyeH

CocTtosiHue ycTpoiicTBa

YCTpoIicTBO paboTaeT HopMaslbHO.

YCTpOIACTBO HaxoaAnTCA B
cocToaHum 3arpysku MO.

BbinonHeHve onepauuii YteHus/
3anncum no KoOMaHae «copy».

MuTaHne ycTpoiicTBa B HOPME.
OCHOBHOIi UCTOYHMK NMUTAHWS, ECIN
OH yCTaHOB/EH, paboTaeTt
HOPMaJIbHO.

HepaboToCcnoco6HOCTbL OCHOBHOMO
NCTOYHMKA NMUTaHWs, aBapusl am
OTCYTCTBME NEPBUYHOIN CETH.

OTKa3 BHYTPEHHNX NCTOYHUKOB
nUTaHUs YCTPOICTBA.

Bce BEHTUNATOPbI UCMPABHbI.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

HasBaHue PYHKUUNSA nHAUKaTopa CocTtosiHue CocTtosiHue ycTpoiicTBa
MHAMKaTopa MHAMKaTopa
KpacHbiii OtKas ogHoro nnu 6onee

BEHTUNATOPOB. MpnynHoi
BO3HVKHOBEHUSI aBapun MOXeT
6bITb HEPab0OTOCMOCOBHOCTL XOTS
6bl OAHOTO N3 BEHTUNSATOPOB —
OCTaHOBKa UM NOHWKEHHas
yacToTa 060poTOB.

RPS Pexum paboTbl pe3epBHOro 3eieHblii Pe3epBHbIil UCTOYHWK YCTAHOB/IEH
MCTOYHMKA NUTAHUS. W UCMPAaBEH.

BoikntoueH Pe3epBHbI NCTOYHUK He
YCTaHOBJIEH.

KpacHblii OTCcyTCTBME NEPBUYHOIO NUTAHNA
pe3epBHOro UCTOYHMKA U ero
HEeucnpaBHOCTb.

CseTtoBas uHgukauyus ESR-3350, ESR-3300, ESR-3250, ESR-3200L, ESR-3200, ESR-3100, ESR-1511,
ESR-1500

CocTosiHne nHTepdoeiicos Ethernet oTtobpaxaeTtca AByMA cBETOANOAHbIMU MHAnKaTopamun — LINK/ACT
3eneHoro ugeta u SPEED aHTapHOro uBeTa. PacnonoxeHue cBETOANOAHbIX MHANKATOPOB MHTepdelicoB
nokasaHo HmKe Ha pucyHkax 81 n 82. 3Ha4yeHUss CBETOBOW MHAMKALMN onncaHbl B Tabnuuax 55 n 56
COOTBETCTBEHHO.

LINK/ACT SPEED

o — |

C I

PucyHok 81 — PacnonoxeHue nHgmkaTtopos pasbema RJ-45

ho ]

HVA VA[

LINK/ACT SPEED

PucyHok 82 — PacnonoxeHune nHamkatopoB coctosiHnsa SFP/SFP+/SFP28-nntepdelicos
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

[na mogenn ESR-3300 coctosiHne nHtepdpelicos QSFP+/QSFP28 oTobpaxaeTcs YeTbipbMs CBETOANOAHbIMN
NHAMKaTOPaMy 3e/1eHOM0 U SHTapPHOro LiBETOB, COCTOsIHUE MHTepdielicoB 100G-NopTOB MHAMUMPYETCA
yeTblpbMA CBETOAMOAHbIMU nHAnkaTopamu, LINK/ACT 3eneHoro useta n SPEED sHTapHOro useTa.
PacnonoxeHve cBeToAMO40B NoKa3aHo Ha pucyHke 83. 3HauyeHNss CBETOBOW MHAMKAL MU onucaHbl B Tabnvue
57.

PucyHok 83 — PacnonoxeHne nugnkatopos QSFP+/QSFP28 nHtepdeiica ana ESR-3300

Tabnuua 55 — CeetoBas HAMKaLMs cocTossHuA RJ-45 nHtepdeiicos

CBeueHune nHgukaropa SPEED CBeueHue nHgmkaropa LINK/ACT CoctosiHne uHtepdeiica Ethernet

BbikntoyeH BbikntoueH [MopT BbIK/IOYEH UM COefMHEHME He
YCTaHOB/IEHO.

BbikntoueH ['opnT NOCTOAHHO 3€/1EHbIM YCcTaHOB/EHO coeAnHeHne Ha ckopocTun 10

nnn 100 Méut/c.

FoOpWT NOCTOSIHHO SAHTAPHbIM FoOpWT NOCTOSIHHO 3€NEHbIM YcTaHOBNEHO COeANHEHNE Ha CKOPOCTM
1000 Mo6wuTt/c.

X Muraet MoeT nepepaya AaHHbIX.

Tabnuua 56 — CeeToBas nHAMKaLMa cocTosaHns coctosHusa SFP/SFP+/SFP28-untepdeiicos

CBeueHue nHgmukaropa CBeueHue uHgukatopa LINK/ CocTtosiHue uHtepdeiica Ethernet

SPEED ACT

BbikntoueH BbikntoueH MopT BbIKNKOYEH WM COeANHEHNE He YCTAaHOBJ/IEHO.
BbikntoueH ['opnUT NOCTOAHHO 3€/1EHbIM YcTaHOBMEHO COoeanHeHMe Ha ckopocTn 1 Feut/c.
[FOpUT NOCTOAHHO AHTAPHbLIM  [OPUT NOCTOSAHHO 3€/1EHbIM YcTaHOBNEHO coeAnHeHne Ha ckopocTtu 10/25 MéuT/c.
X Mwuraet Vet nepepaya gaHHbIX.
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Tabnuua 57 — CeeTtoBas nHamkaumsa coctossHns QSFP+/QSFP28-uHtepdieiicos

BbikntoueH

opuT NOCTOSAHHO
3€e/1EHbIM

[opuT NocTosiHHO
3€e/1EHbIM

Mwuranue

CocTtosiHne nHaun Katopa

BbikntovyeH Bbikto4eH  BblK/HOYEH

BbikntovyeH BbikwoyeH BblkAtoyeH

BbiknitoueH  BbikntoueH [opuT NOCTOSAHHO
AHTAPHbIM

CocTosiHue uHtepdpeiica Ethernet

MopT BbIK/HOUEH UNW COEAUHEHNE He
YCTaHOB/EHO.

YCTaHOB/IEHO CoeayHeHne Ha
CKOpOCTK

40 reunt/c.

YCTaHOB/IEHO COeayHeHne Ha
CKOpOCTK

100 rewmt/c.

MaeT nepegaya AaHHbIX.

B cneaytoulein Tabnuue npuBeaeHo onucaHmne COCTOSIHUI CUCTEMHbIX MHAMKATOPOB YCTPOMCTBA U MX

3HaAUEHWUIA.

Tabnmua 58 — COCTOSAHNS CUCTEMHbIX NHANKATOPOB

HasBaHue
UHAMKaTopa

Status

Alarm

VPN

Flash

Power

DYHKUMA nHAUKaTopa

VIHOMKATOP TEKYLLLETO COCTOAHMS
yCTpolicTBa.

VHAMKATOp Ha/Mums 1 YpoBHS
aBapuu yCTpolicTBa.

VHAMKATOP Ha/Mums akTUBHbIX
VPN-ceccuin.

VHavkaTop akTMBHOCTM 06MeHa
C Hakonutenem AaHHbIx: SD-
kapToii unu USB Flash.

VHgyKaTop nuTaHus
yCTpoOlicTBa.

CocTosiHue
MHAMKaTopa

3eneHblit

Muraet 3eneHbim

3eneHblit

3eneHblit

KpacHbiii

Bbiknto4yeH

CocTosiHMe ycTpoucTBa

YcTpoiicTBO paGoTaeT HOPMasIbHO.

YCTpOICTBO HaxoAnTCH B
COCTOSAHUM 3arpysku MO.

BbinosHeHWe onepauuii YtTeHuns/
3anncum no KoMaHe «copy».

MTaHWe ycTpoiicTBa B HOPME.
OCHOBHOIA UCTOYHMK NMUTAHWUS, EC/N
OH YCTaHOB/EH, paboTaeTt
HOPMaJTbHO.

HepaboTocnocobHOCTbL OCHOBHOIO
WCTOYHMKA NMUTaHWs, aBapust am
OTCYTCTBME NEPBUYHOI CETW.

OTKa3 BHYTPEHHUX UCTOYHUKOB
nUTaHUs yCTPOICTBA.
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HasBaHue
nHauKaropa

Master

Fan

RPS

PYHKLUA MHAKKaTOpa

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

CocTtosiHue
MHOMKaTopa

NHaukaTop paboTbl ycTpoiicTBa -

B failover-pexumax.

CocTosiHMe BeHTUNATOpa
OXNAKAEHWS.

Pexum paboTbl pe3epBHOro
MCTOYHMKA NUTaHNS.

CBetoBas nHgukauyus ESR-200, ESR-100

CocTtosiHne nHtepdeiicoB Ethernet oto6paxaeTtcsi ABymMs CBETOANOAHbIMU UHANKaTopamun — LINK/ACT
3eneHoro useta n SPEED aHTapHoro upeta. PacnonoxeHue nHamkatopoB RJ-45-nHtepelica nokasaHo Ha
pucyHke 79. PacnonoxeHue nHamkatopoB SFP/SFP+-mHTepdeincoB ykaszaHo Ha pucyHke 84. 3HaueHus
CBETOBOI MHAMKaLMN OnncaHbl B Tabnuue 59.

BbikntoueH

KpacHblii

3eneHblnt

BbiktoueH

KpacHbiii

PO ¢

VAVA

LINK/ACT

SPEED

CocTosiHue ycTpoiictBa

Bce BEHTUNATOPbLI NCMPaBHbI.

OTKa3 ogHoro unm 6onee
BEHTUNATOPOB. MNpUUMHOIA
BO3HWKHOBEHWS aBapuyi MOXET
ObITb HEPabOTOCMOCOOHOCTL XOTS
Obl OAHOIO N3 BEHTUNSTOPOB —
OCTaHOBKa U NOHWKEHHAs
yactoTta 060pOTOB.

Pe3epBHbIil ICTOYHMK YCTaHOB/EH
N UCNpaBeH.

Pe3epBHbIil UCTOYHUK He
yCTaHOB/IEH.

OTcyTCTBI/Ie nepBnYHOro NUTaHuA
Pe3epBHOro NCTOYHUKa Unn ero
HEeNCnpaBHOCTb.

PucyHok 84 — PacnonoxeHve nHankatopoB cocTtosiiusa SFP/SFP+-mHTepdeiicos
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Tabnuua 59 — CeeToBast MHAMKALMSA COCTOSIHUS nHTepdbeiicoB Ethernet

CBeueHune nHgukaropa SPEED CBeueHue nHgukaropa LINK/ACT CocTtosiHune nHtepdeiica Ethernet

BbikntoueH BbIkntoueH IopT BbIK/THOYEH UM COEQMHEHME He
YCTaHOB/IEHO.

BbikntoueH [oOpuT NOCTOSAAHHO 3€/1EHbIM YcTaHOBMEHO coefHeHne Ha ckopocTn 10

mnn 100 MéwuT/c.

rOpI/IT MOCTOAHHO AHTAPHbIM FOpI/IT NMOCTOAHHO 3€/1EHbIM YCTaHOB/1EHO COeiHEHME Ha CKOpOCTH

X Mwraet

1000 Mo6uT/cC.

MpeT nepepaya AaHHbIX.

B cneaytoleit Tabnuie NpuBeAeHo onvcaHne CoOCTOSIHWIA CUCTEMHBIX MHAMKATOPOB YCTPOCTBA U UX

3HaYEeHu.

Ta6numua 60 — COCTOSIHVSI CUCTEMHBIX MHAMKATOPOB

HasBaHue DyHKUUA CocTtosiHue
MHauKaTopa MHAuKaTopa MHAuKaTopa
Status VHankaTop TekyLlero 3eneHblit
COCTOSIHMA YCTPOICTBA.
KpacHbiii
Alarm WHpukaTop Hannuma n - -
YPOBHS aBapuu
ycTpoiicTBa(He
noAAepXUBaETCA B
Tekyuiein sepcum MNO).
Power VHavkaTop nutaHus 3eneHblii
ycTpolicTBa.
KpacHblii
BbikntoyeH
Fan CocTtosiHne BbikntoueH
BEHTU/IATOPA
oxnaxgeHus. KpaCHbIVI

CocTosiHue ycTpoiicTBa

YcTpolicTBO paboTtaeT HopMaslbHO.

YCTpOICTBO HAXoANUTCs B COCTOSIHWK 3arpy3ku MO.

MuTaHne ycTpoiicTBa B Hopme. OCHOBHOM NCTOYHUK
NUTaHUA, ECNIN OH YCTAHOB/IEH, PaGoTaeT HOPMasIbHO.

Hepa6OTOCI'IOCO6HOCTb OCHOBHOIO UCTOYHMKa NUTaHUA,
aBapua nian oTcyTcTteune HepBMqHOVI ceTn.

OTKa3 BHYTPEHHMX UCTOYHWNKOB NUTAHUSI YCTPOMCTBA.
Bce BEHTUIATOPbI UCMPaBHBI.

OTka3 ogHoro nam 6osee BEHTUNSTOPOB. MNPUUNHOIA
BO3HUKHOBEHUSI aBapun MOXET ObITb
HepaboToCcnoCco6HOCTb XOTA 6bl O4HOMO U3
BEHTWIATOPOB — OCTAHOBKA WM NOHWKEHHAs YacToTa
060poTOoB.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

CBetoBas nHgukauyus ESR-31, ESR-30

CocTtosiHne nHtepdericoB Ethernet oto6paxaeTcs AByMSA cBeTOANOAHbIMU UHANKaTtopamun — LINK/ACT
3eneHoro ugeta u SPEED aHTapHoOro Lserta.

Tabnuua 61 — CBeToBas NHAMKaLMA COCTOAHNA MHTepdeicos Ethernet

CBeueHune nHgukaropa SPEED CBeueHue nHgmkaropa LINK/ACT CoctosiHne uHtepdpeiica Ethernet

BbikntoueH BbikntoueH MopT BbIK/IOYEH WU COeQUHEHUNE He
yCTaHOB/IEHO.

BbikntoyeH ['OpuT NOCTOSAHHO 3€/1EHbIM YcTtaHoBNeHo coeanHeHne Ha ckopocTtu 10

unv 100 MéwuT/c.

[OpnUT NOCTOAHHO AHTAPHbLIM ['opnUT NOCTOAHHO 3€/1EHbIM YcTaHOBNEHO coeAnHEHME Ha CKOPOCTH
1000 MéwuT/c.

X Mwuraet M oeT nepepaya AaHHbIX.

() LNK
() SPD

PucyHok 85 — PacnonoxeHune nHamkaTtopoB cocTtosiHus SFP/SFP+-nHTepdieiicos
LINK/ACT SPEED

:
1=

PucyHok 86 — PacnonoxeHue nHgmkaTtopos pasbema RJ-45

B cnepytowieii Tabnuue npuBeAeHo onvcaHne COCTOSAHUIA CUCTEMHbIX MHAMKATOPOB YCTPONCTBA U UX
3HAYEHNIA.

Tabnuua 62 — COCTOAHMA CUCTEMHbIX UHANKATOPOB

HasBaHue DYHKUUA nHAUKaTopa CocTtosiHne CocTtosiHMe ycTpoicTBa
MHauKaTopa MHAuKaTopa
Power WHavkaTop nuTaHus ycTpoiicTBa. 3eneHblii MuTaHne ycTpoiicTBa B HOpME.

McTouHuK nuTaHus pabotaet
HOpMaJsibHO, OcCHOBHOE MO
NPOrpy»XeHo.

KpacHblii He nporpy»xeHo ocHosHoe [10.
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HasBaHue
nHauKaropa

Status

Alarm

User

Flash

Master

Fan

RPS

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

DYHKUUA nHOUKaTopa

NHAyKaTop TeKyLLEero cocTosiHMS
ycTpoiicTBa.

NHankaTop HaMunsa 1 ypoBHS
aBapuu ycTpolicTBa.

NHAamKaTop, ncnonb3aytoLmincs ans
Nosib30BaTe/NbCKMX CLIEHapUEB,
KOTOpPble MOXHO Ha3HauNTb B
pexume KOHUIyprpoBaHus
ycTpoiicTBa.

WHavkaTop akTMBHOCTM 06MeHa ¢
HakonuTenem AaHHblx: SD-kapToii
nnn USB Flash.

WupukaTop paboTbl ycTpolicTBa B
failover-pexvmax (Tonbko ans
ESR-31).

CocTosiHMe BeHTUIATOpA

oxnaxaeHus (Tonbko anst ESR-31).

Pexwvm paboThbl pe3epBHOIr0
WCTOYHMKA NUTaHWS (TOMbKO Asis
ESR-31).

CocTtosiHue
nHauKartopa
BbikntoueH

3eneHbln

Mwuraet 3e/ieHbIM

3eneHblit

BbikntoveH

KpacHbiii

3eneHblit

BbikntoveH

KpacHblii

CocTosiHue ycTpoiictBa

OTKa3 BHYTPEHHNX UCTOYHUKOB
nMTaHWA ycTpoiicTea.

YcTpoiicTBo pa6oTaeT
HOpPMaJsIbHO.

YCTpPOICTBO HaxoguTcs B
cocTosiHuK 3arpy3sku MO.

BbinosiHeHne onepauuii YteHus/
3anuncy No KOMaHae «Copy».

Bce BEHTUNATOPbI UCMPABHbI.

OTka3 ogHoro unun 6onee
BEHTUATOPOB. MpuunHoii
BO3HVKHOBEHMWS aBapum MOXET
6bITb HEPab0TOCNOCOBHOCTL
X0TS 6bl OAHOro N3
BEHTUNATOPOB — OCTaHOBKa U
MOHMXEeHHas YacToTa 060pPOTOB.

Pe3epBHbIi UCTOYHNK
YCTaHOBJIEH U UCMPABEH.

Pe3epBHbI NCTOYHUK He
YCTaHOB/IEH.

OTcyTCcTBME NEPBUYHOIO
NUTaHNs Pe3epBHOr0 UCTOUHMKA
W €ro HEMCNPaBHOCTb.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

CBetoBas nHgukauyus ESR-21, ESR-20

CocTtosiHne nHtepdericoB Ethernet oto6paxaeTcs AByMSA cBeTOANOAHbIMU UHANKaTtopamun — LINK/ACT
3eneHoro ugeta u SPEED aHTapHoOro Lserta.

Tabnuua 63 — CBeToBas NHAMKaLMA cCOCTOAHNSA MHTepdeicos Ethernet

CBeueHune nHgukaropa SPEED CBeueHue nHgmkaropa LINK/ACT CoctosiHne uHtepdpeiica Ethernet

BbikntoueH BbikntoueH MopT BbIK/IOYEH WU COeQUHEHUNE He
yCTaHOB/IEHO.

BbikntoueH ['OpuT NOCTOSAHHO 3€/1EHbIM YcTtaHoBNeHo coeanHeHne Ha ckopocTtu 10

unv 100 MéwuT/c.

[OpnUT NOCTOAHHO AHTAPHbLIM ['opnUT NOCTOAHHO 3€/1EHbIM YcTaHOBNEHO coeAnHEHME Ha CKOPOCTH
1000 MéwuT/c.

X Mwuraet M oeT nepepaya AaHHbIX.

() LNK
() SPD

PucyHok 87 — PacnonoxeHue nHamkaTtopoB cocTtosiHus SFP/SFP+-nHTepdieiicos
LINK/ACT SPEED

:
1=

PucyHok 88 — PacnonoxeHue nHgmkaTtopos pasbema RJ-45

B cnepytowieii Tabnuue npuBeAeHo onvcaHne COCTOSAHUIA CUCTEMHbIX MHAMKATOPOB YCTPONCTBA U UX
3HAYEHNIA.

Tabnuua 64 — COCTOAHMA CUCTEMHbIX UHANKATOPOB

HasBaHue DYHKUUA nHauKaTopa CocTtosiHne CocTtosiHMe ycTpoicTBa
MHAMKaTopa MHAUKaTOopa
Power VHavkaTop nutaHus 3eneHblii MuTaHne ycTpoicTBa B HOPME.
ycTpoiicTBa. VcTouHuK nutaHna paboTtaeT
HOpMaUibHO, OCHOBHOE 10O
nporpyxeHo.
KpacHblii He nporpy»xeHo ocHosHoe 10.
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HasBaHue
nHauKaropa

Status

Alarm

HA

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

DYHKUUA nHauKaTopa

MHavkaTop TekyLero
COCTOSIHMA YCTPOICTBA.

VHAyKaTop Ha/Mums 1 ypoBHS
aBapun yCTponcTea.

NHaykaTop paboTbl B pexume
HA (He ucnonb3yetcsi B
TekylLel Bepcun)

CeeToBas uHgukauus ESR-15VF

CocTtosiHne nHtepdericoB Ethernet oto6paxaeTcs AByms CBETOANOAHbIMU UHANKaTopamn — LINK/ACT
3eneHoro ugeta u SPEED saHTapHoro useta. CoctosiHue nHtepgeiicos FXS oTobpaxaeTcsa ogHUM
CBETOAMOAHBIM VHAMKATOPOM 3e1EHOro uBeTa.

Tabnuua 65 — CeeToBas NHAMKaLMA COCTOAHUS MeAHbIX NHTepdeiicoB

CBeueHue
MHAOUKaTopa
SPEED

BbikntoueH

BbikntoveH

loput
NMOCTOSIHHO

X

CocTosiHue
MHAOUKaTopa

BbikntoueH

3eneHbin

KpacHbiii

CocTtosiHMe ycTpoicTBa

OTKa3 BHYTPEHHUX UCTOYHUKOB
nMTaHus yCcTponcTBea.

YcTpoiicTBo paboTaeT HopMasibHO.

YCTpOWNCTBO HAXO4UTCA B
cocTosiHuu 3arpy3ku 0.

CBeueHue nHaukaropa LINK/ CocTosiHne nHtepdeiica Ethernet

ACT

BbikntoueH MopT BbIKNHOYEH UIN COEANHEHNE He YCTAaHOB/IEHO.

[opnT NOCTOAHHO YcTaHoBNeHO coeanHeHne Ha ckopocTtun 10 nnm 100 MéwuTt/c.
FopuT NOCTOSIHHO YcTaHOBNEHO coeanHeHne Ha ckopocTn 1000 MéuT/c.
MwuraeTt VaeT nepepaya AaHHbIX.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

Tabnuua 66 — CeeToBas nHaMkaumsa coctosHns SFP-nHTepdpelicos

CBeueHue nHgmkaropa CBeueHue uHgukaropa TX/ CoctosiHue nHtepdeiica Ethernet

RX/ACT ACT

BbikntoueH BbikntoueH IMopT BLIK/OYEH N COeANHEHME He YCTaHOB/1EHO.
[opuT NocTosiHHO [opuT NocTosiHHO CoefvHeHne yCcTaHOB/EHO.

Mwuraet X VaeT npyem gaHHbIX.

X Muraet VaoeT nepepaya AaHHbLIX.

Tabnuua 67 — CeetoBas nHamkaumsa FXS-nHtepdeiicos

CBeueHue nHgmkaropa CocTtosiHue ycTpoiicTBa
3eneHbli, FopuUT NOCTOSHHO TenedoHHas Tpy6Ka noAHsTa (JIMHUST aKTUBHA).
He roput Tened)oHHasi Tpy6Ka NosioXkeHa, HopmasibHasi paboTa.

3eneHblit, B TEYUEHNE CEKYHAbI MUTAET C YacToTo  Ha TenedgoHHbI NOpT NOCTYNaeT BXOASLNIA BbI30B.
20 l'y, 3aTem 4 cekyHAbl nay3a

3e/ieHblil, nepuoanyeckoe peakoe MmuraHme OTcyTCTBYeT perncTpauys aboHeHTCKoro nopta Ha SIP-cepeepe.

LINK/ACT SPEED

PucyHok 89 — PacnonioxeHne UHAVMKATOPOB ONTUYECKUX MHTepdeiicoB

LINK/ACT SPEED

I

PucyHok 90 — PacnonoxeHue nHgmkaTtopos pasbema RJ-45
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm
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PucyHok 91 — PacnonoxeHne nHamkatopoB FXS-uHTepdeiicos

B Tabnuue 68 nprBeeHO OnMcaHne COCTOSIHUIA CUCTEMHbIX UHAMKATOPOB YCTPOCTBA 1 UX 3HAUYEHMWIA.

Ta6nuua 68 — COCTOSIHUS CUCTEMHBIX MHANKATOPOB

Has3BaHue
UHAMKaTopa

Power

Status

Alarm

User

DYHKLUUA
MHAUKaTopa

WHgukatop nutaHmsa
yCTpoiicTBa.

MHaukaTop TekyLero
COCTOSIHUA
ycTpoiicTBa.

NHaykaTop Hanmums
1 YPOBHSI aBapum
ycTpoiicTBa.

WHgukatop,
ncnonb3yoLuiics
ans
Nosib30BaTENbCKMX
CLEeHapueB, KoTopble
MOXHO Ha3HauMTb B
pexume
KOHJUIypMpoBaHusi
ycTpoiicTea (He
ncnosnb3yeTcs B
TeKyLLeli Bepcun).

CocTtosiHue
MHAOUKaTopa

3eeHblit

KpacHsblii
BbikntoueH
3eeHblit

KpacHsblii

CocTosiHue ycTpoiicTBa

MuTaHne ycTpoiicTBa B HOpMe. ICTOYHMK NUTaHnsA
paboTaeT HOpMasibHO, OCHOBHOE MO NpPorpyXeHo.

He nporpyxeHo ocHoBHoe [MO.

OTka3s BHYTPEHHUX NCTOYHUKOB NUTaHUA yCTpOﬁCTBa.

YCTpoicTBO paboTaer HopMasibHO.

YCTPOIACTBO HAX0AMTCS B COCTOSIHWK 3arpy3ku MO.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

CBetoBas nHgukauyms ESR-15R

CocTtosiHne nHtepdericoB Ethernet oto6paxaeTcs AByMSA cBeTOANOAHbIMU UHANKaTtopamun — LINK/ACT
3eneHoro ugeta u SPEED aHTapHoOro Lserta.

Tabnuua 69 — CeeToBas NHAMKaLMA cCOCTOAHNSA MHTepdeicos Ethernet

CBeueHune nHgukaropa SPEED CBeueHue nHgmkaropa LINK/ACT CoctosiHne uHtepdpeiica Ethernet

BbikntoueH BbikntoueH MopT BbIK/IOYEH WU COeQUHEHUNE He
yCTaHOB/IEHO.

BbikntoyeH [opuT NoCTOsIHHO YcTtaHoBNeHo coeanHeHne Ha ckopocTtu 10

unv 100 MéwuT/c.

[opnUT NOCTOAHHO [opnUT NOCTOAHHO YcTaHOBNEHO coeAnHEHME Ha CKOPOCTH
1000 MéwuT/c.

X Mwuraet M oeT nepepaya AaHHbIX.

PucyHok 92 — PacnonoxeHne MHANKaTopoB pasbema SFP
LINK/ACT SPEED

W
T

L J

PucyHok 93 — PacnonoxeHue nHgmkaTtopos pasbema RJ-45

B cnepytowieii Tabnuue npuBeAeHo onvcaHne COCTOSAHUIA CUCTEMHbIX MHAMKATOPOB YCTPONCTBA U UX
3HAYEHNIA.

Tabnuua 70 — COCTOAHMA CUCTEMHbIX UHANKATOPOB

HasBaHue DYHKUUA nHAUKaTopa CocTtosiHne CocTtosiHue ycTpoiicTBa
MHauKaTopa MHauKaTopa
Power WHavkaTop nuTaHus ycTpoicTea. 3eneHblii MutaHne ycTpoiicTBa B HOpMeE. VICTOUHMK

nnTaHusa pabotaetr HOpMasibHO, OCHOBHOE
MO nporpyxeHo.

KpacHbiii He nporpy»xeHo ocHosHoe [10.
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HasBaHue
nHauKaropa

Status

Alarm

User

DYHKUUSA nHAUKaTopa

NHAnKaTop TeKyLLEro COCTOSIHMS
yCTpoiicTBa.

NHAankaTop Ha/amums n ypoBHS
aBapuu yCTpoWcTBa.

NHamKaTop, Ncnonb3ayoLLuiica ans

NoNb30BaTE/bCKUX CLIEHAPUEB,
KOTOPbIE MOXHO Ha3Ha4UTb B
pexXume KOHUIyprpoBaHust
ycTpoiicTBa.

CeeToBas uHgukauyus ESR-15

CocTtosiHne nHtepdpeiicoB Ethernet oto6paxaeTtcst AByMs cBeToANOAHbIMM MHANKaTopamu — LINK/ACT
3eneHoro ugeta u SPEED siHTapHOro usera.

Tabnuua 71 — CBeToBas nHAMKaLMA cOCTOSAHNS MHTepdeiico Ethernet

CBeueHune nHankatopa SPEED

BbikntoveH

[OpnUT NOCTOAHHO AHTAPHLIM

[OpuT NOCTOSAHHO 3€e/1eHbIM

Muraet

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

CocTosiHue
MHAOUKaTopa

BbikntoueH

3eneHbin

KpacHbiii

CocTosiHue ycTpoiicTBa

OTKa3 BHYTPEHHUX UCTOYHMKOB NUTaHUSA
yCTpOWCTBa.

YcTpoiicTBo paboTaeT HopMasibHO.

YCTPONCTBO HAXOAMTCH B COCTOSAHUM
3arpysku 0.

CocTosiHne uHtepdpeiica Ethernet

MopT BbIK/HOUYEH UMW COEANHEHNE HE YCTAHOB/EHO.

YcTaHoBNEHO coeanHeHne Ha ckopocTn 1000 M6uT/c.

YcTaHoOBNEHO coeanHeHne Ha ckopocTtu 10 nnm 100 MéwuTt/c.

MaeT nepeaavya AaHHbIX.

B Tabnuue 72 npuBeAeHO onncaHne COCTOSIHWI CUCTEMHbIX MHAMKATOPOB YCTPOMCTBA U MX 3HAYEHWIA.

Tabnuua 72 — COCTOSAHWS CUCTEMHbIX MHANKATOPOB

Ha3BaHue
nHAuKartopa

Power

PyHKLUUA CocTosiHue
MHAMKaTOpa WUHAMKaTopa

MHankaTop 3eeHbli
nuTaHns
yCTpOCTBa.
KpacHbiii
BbikntoyeH

CocTosiHue ycTpoliicTBa

MuTaHne ycTpoiicTea B HopMe. ICTOUHMK NuTaHust pa6oTaeT
HOpPMaJIbHO, OCHOBHOE MO NporpyXeHo.

He nporpy»xeHo ocHoBHoe [M0O.

OTKa3 BHYTPEHHMX UCTOYHUKOB MUTAHMUS YCTPOIACTBA.
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HasBaHue
nHauKaropa

USBT1, USB2

DYHKUUSA
MHAUKaTopa

VHaukaTopsl
paboThbl
BHELUHNX
USB-
YCTPOWCTB.

CocTosiHue
MHAOMKaTopa

3eneHbIn

Muraet
3eNeHbIM

BbikntoueH

CeeToBas uHgukauusi ESR-12V(F)

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

CocTosiHue ycTpoiictBa

MopaxntoyeHo USB-ycTpolicTBO.

BbIinosiHEHWE onepauuii YTeHusl/3anucu.

HeT noak/UYeHHbIX YCTPOWCTB MW NPO6G/EMbI C NOAKOUEHNEM.

CocTtosiHne nHtepdeiico Ethernet oto6paxaeTtcs ABymMsa cBeToANOAHbIMM MHAnKaTtopamun — LINK/ACT
3eneHoro ugeta un SPEED aHTapHoro useta. CoctosiHue nHtepdelico FXS n FXO oTtobpaxaeTcs ogHUM

CBETOAMOAHBIM VHANKATOPOM 3€/1EHOIO LIBETA.

Tab6nuua 73 — CBeToBast MHAMKALMSA COCTOSIHUS nHTepdeiicoB Ethernet

CBeueHue
nHAuKartopa
SPEED

BbikntoueH

BbikntoveH

loput
NMOCTOSIHHO

X

CBeueHue uHaukatopa LINK/

ACT

Bblk/1toueH

r0pl/IT NOCTOAHHO

['opuT NOCTOAHHO

Mwuraet

CocTosiHne nHtepdeiica Ethernet

MopT BbIKNIOYEH UIN COEANHEHNE HE YCTAaHOB/IEHO.
YctaHoBNeHo coegnHeHne Ha ckopocTn 10 unu 100 MéuT/c.

YcTaHOBNEHO coeanHeHme Ha ckopocTn 1000 MéuT/c.

aeT nepegaya AaHHbIX.

Tabnuua 74 - CeetoBas nigukaumsa FXS/FXO-uHtepdpeiicos

HasBaHue
MHAOUKaTopa

[1-3] FXS

FXO

CocTtosiHne nHgukaropa

3eneHblif, FopuT NoCTOSIHHO

He roput

3efeHblii, B TEY4EHNE CEKYH/bI
muraet ¢ yactotoii 20 'y, 3aTem

4 cekyHbl nay3a

3eneHslii, neproguyeckoe
pefikoe MUraHue

He roput

3eneHblii, ropuT NOCTOSHHO

CocTtosiHMe ycTpoiicTBa

TenedpoHHas TpybKa nofgHsTa (IMHUSE aKTUBHA).

TenecoHHasn Tpybka NosoXxeHa, HopMasibHas paboTa.

Ha TeneoHHbIN NOpT NoCcTynaeT BXoAsLW Ml BbI30B.

OTCyTCTBYET perncTpauys aboHeHTCKoro nopra Ha SIP-cepeepe.

KaHan He 3aHAT (Wwnelidy pasoMKHYT).

KaHaun 3aHAT (Wwneiid 3aMKHyT).
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

Ha3saHue CocTosiHMe uHgukatopa CocTosiHue ycTpoiictBa
MHAMKaTopa

3eneHblil, B TEYUEHUE CEKYHAbI MocTynaeT BbI30B CO BCTpeyHoli ATC.
muraet ¢ yactotoii 20 'y, 3atem
4 cekyHAbl Nay3a

FETT O

] | Oseo

[ —
=N =]

PucyHok 94 — PacnonoxeHne nHgmkaTtopos pasbema SFP
LINK/ACT SPEED

#ﬁh |
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PucyHok 95 — PacnonoxeHue nHgmkaTtopoB pasbema RJ-45
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PucyHok 88 — PacnonoxeHune nigukatopos FXS/FXO-nHtepdpeiicos
B tabnvue 75 npuBefeHo onucaHne COCTOAHUI CUCTEMHbIX UHAMKATOPOB YCTPOMCTBA U UX 3HAYEHWIA.

Tabnuua 75 — COCTOAHMA CUCTEMHbIX UHANKATOPOB

HasBaHue DPYHKUUA CocTtosiHne CocTtosiHMe ycTpoiicTBa
MHauKaTopa MHOUKaTOpa WHAMKaTopa

Power VHankaTop 3eneHblli MutaHne ycTpoicTBa B HOpMe. VICTOUHMK NuTaHna paboTtaert
nuTaHus HOpMasibHO, OCHOBHOE O Mporpy»xeHo.
yCTpolicTBa.
KpacHblii He nporpyxeHo ocHosHoe [10.
BbikntoueH OTKa3 BHYTPEHHUX UCTOYHMKOB NUTaHWUA YCTpolicTBa.
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HasBaHue
nHauKaropa

Status

Alarm

CeetoBas nHgmkauyus ESR-10

DYHKUUSA
MHAUKaTopa

VHpukaTop
TekyLero
COCTOSIHUSA
yCTpOlicTBa.

MHankaTop
Hannumsa un
YPOBHSA
aBapuu
yCTpolicTBa.

CocTosiHue
MHAOMKaTopa

3eneHbIn

KpacHblii

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

CocTosiHue ycTpoiictBa

YCTpoiicTBO pa6oTaeT HoPMasIbHO.

YCTPOWCTBO HAXOQUTCS B COCTOSIHUM 3arpy3ku MO.

CocTtosiHne nHtepdoeiicoB Ethernet oto6paxaeTtcst AByMs cBeToANOAHbIMM MHANKaTopamu — LINK/ACT
3esieHoro yseta n SPEED sHTapHoOro ugerta.

Ta6nuua 76 — CeBeToBas MHAUKALUA COCTOSIHUS UHTepdelicoB Ethernet

CBeueHue nHankatopa SPEED

BbikntoveH

[OpnUT NOCTOAHHO AHTAPHLIM

rOpI/IT NOCTOAHHO 3€/1EHbIM

Mwuranue

CocTosiHne uHtepdpeiica Ethernet

MopT BbIKNIOYEH NN COEANHEHNE HE YCTAHOB/EHO.
YcTaHoBNEHO coeanHeHne Ha ckopocTn 1000 MéuT/c.
YctaHoBNeHo coefnHeHne Ha ckopocTu 10 unm 100 MéuT/c.

VoeT nepepaya AaHHbIX.

B Ta6n|/|u,e 77 npnBegeHo onmncaHne COCTOSIHUI CUCTEMHBbIX NHONKaTopOB yCTpOIZCTBa N NX 3HAYEHWIA.

Tabnuua 77 — COCTOAHWA CUCTEMHbIX UHANKATOPOB

Ha3BaHue
nHauKartopa

Power

USB1, USB2

PYyHKUUA

MHAMKaTopa

MHankaTop
nnTaHua
yCTpOIiCcTBa.

VHavKaTopbl
paboThbl
BHELLIHUX
USB-
YCTPOIACTB.

CocTosiHue

MHAMKaTopa

3eeHbIn

KpacHbiii
AHTapHbIN
BbikntoyeH
3eeHbli

Muraet
3eNeHbIM

BbikntoueH

CocTosiHue ycTpoiictBa

MuTaHne ycTpoiicTBa B HopMe. VICTOUYHKK NuTaHusa paboTaert
HOpMaUs1bHO, OCHOBHOE 1O nporpyXxeHo.

He nporpy»xeHo ocHoBHoe [M0O.

YCTPOWCTBO HAXOQUTCH B COCTOSIHWUM 3arpy3ku MO.
OTKa3 BHYTPEHHWUX UCTOYHUKOB MUTaHWA YCTPOICTBA.
MopxntoyeHo USB-yCcTpolicTBO.

BbINOMTHEHNE onepauunii YTeHus/3anncu.

HeT nogk/UYeHHbIX YCTPOICTB v Npo6sieMbl C NOAK/IOUEHNEM.
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CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

2.5 KomMnneKkT nocTtaBKu

B 6a30BbIii KoMniekT noctaBkn ESR-10 BxoasaT:

mMapLupyTtumsaTop ESR-10;

afantep nutaHna 220 B nepemeHHOro Toka/12 B NOCTOAHHOIO TOKa, 1,5 A,
cepTudmKar COOTBETCTBUS;

nacnopr;

[loKyMeHTauus (onyuoHasibHo);

namaTKa 0 JOKYMeHTaLun.

B 6a30BbIi KOMNEKT nocTaBkn ESR-12V BxoaaT:

MapLupyTtusaTop ESR-12V,

Kabenb NUTaHus;

KOHCO/IbHbI Kabesb;

KOMMEKT A5 KpenseHnsa ycTpoicTea B CToliky 197
cepTudunkar COOTBETCTBUS,

nacnopr;

[loKyMeHTauus (onyuoHasibHo);

namsiTka 0 AOKyMeHTaL .

B 6a30BbIii KoMniekT noctaBkn ESR-12VF BxoaaT:

MapLupyTtumsaTop ESR-12VF;

Kabenb NUTaHus;

KOHCO/IbHbI Kabesb;

KOMMEKT 415 KpenseHusa ycTpocTea B CToliky 197
cepTudmnkaT COOTBETCTBUS,

nacnopr;

[loKyMeHTauus (onyuoHasibHo);

namsiTka 0 AOKyMeHTaL .

B 6a30BbIii KOMNIeKT nocTtaBkn ESR-15 BxoasaT:

MapLupyTtumsaTop ESR-15;

afantep nutaHna 220 B nepeMeHHOro Toka/12 B NOCTOAHHOIO TOKa, 2 A;
cepTudukar COOTBETCTBUS;

nacnopr;

[loKyMeHTauus (onyuoHasibHo);

namaTka 0 JOKYMeHTaLun.

B 6a30BbIii kKoMnekT noctaBkn ESR-15R Bxoadar:

MapLupyTtumsaTop ESR-15R;

Kabenb NUTaHus;

KOHCO/IbHbI Kabesb;

KOMMEKT 415 KpenseHnsa ycTpoicTea B CToliky 197
cepTudunkar COOTBETCTBUS,

nacnopr;

[loKyMeHTauus (onyuoHasibHo);

namsiTka o AOKyMeHTaL .

B 6a30BbIii kKoMniekT noctaBkn ESR-15VF BxoaaT:

MapLupyTtumsaTop ESR-15VF;

Kabenb NUTaHus;

KOHCO/IbHbI Kabesb;

KOMMEKT 415 KpenseHnsa ycTpocTea B CToliky 197
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* CepTMdmKaT COOTBETCTBUS;

* macnopr;

* AOKyMeHTaums (onuMoHasbHO);
* MamsiTka 0 AOKyMeHTaLuu.

B 6a30BbIi1 KomnnekT noctaBkn ESR-20 BxogAT:

* mapwpyTtusarop ESR-20;
* Kabesib NUTaHus;
* KOHCOJbHbIN Kabesb;

CepBuCHble MapLLpyTMU3aTopbl cepun ESR

* KOMMNEKT A5 KpenneHus ycTpoiicTea B CTOMKy 197

* CepTMmKaT COOTBETCTBUS;

* macnopr;

* AOKyMeHTaums (onumoHasbHO);
* NamsiTka 0 AOKyMeHTaLuu.

B 6a30Bbli1 KOMNAeKT noctaBkn ESR-21 BxogAT:

* MapupyTtusaTop ESR-21;
* Kabesib NUTaHus;
* KOHCOJbHbIN Kabesb;

* KOMMNJEKT A5 KPenneHns ycTpoiicTea B CTOMKy 197

* CEepTMMKaT COOTBETCTBIS;

* macnopr;

* AOKyMeHTaums (onuMoHasbHO);
* NamsiTka 0 AOKyMeHTaLuu.

B 6a30BbIii KomnnekT noctaBkn ESR-30 BxogAT:

+ mapwpyTtusarop ESR-30;
* Kabesib NUTaHus;
* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenneHns ycTpoiicTea B CTOMKy 197

* CEepTMMKaT COOTBETCTBIS;

* macnopr;

* AOKyMeHTaums (onumoHasbHO);
* NamsiTka 0 AOKyMeHTaLuu.

B 6a30Bblii KOMnAekT noctaBkn ESR-31 BxogaT:

* MapupyTtusaTop ESR-31;
* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenneHns ycTpoiicTea B CTOMKy 197

* CepTudmKaT COOTBETCTBUS;

* macnopr;

* AOKyMeHTaums (onuMoHasbHO);
* NamsiTka 0 AOKyMeHTaLmu.

B 6a30BbIii KomnnekT noctaBkn ESR-100 BxogAT:

+ mapuwpyTtusarop ESR-100;
* Kabesib NUTaHus;
* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenaeHns ycTpoicTea B CTOMKy 197

* CepTudmKaT COOTBETCTBUS;

* macnopr;

* AOKyMeHTaums (onuMoHasbHO);
* NamsiTka 0 AOKyMeHTaLuu.

. PyKoBOACTBO MO 3KcnnyaTauuu
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CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

B 6a30BbIii KomnnekT noctaBkn ESR-200 BxogAT:

+ mapuwpyTtusarop ESR-200;

* Kabesib NUTaHus;

* KOHCOJbHbIN Kabesb;

* KOMMEKT A5 KpenaeHus ycTpoiicTea B CTOMKy 197
* cepTudonKaT CoOOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namsTka 0 AOKyMeHTauuu.

B 6a30BbIin KomnaekT noctaBkn ESR-1000 BxogsAT:

+ mapwpyTtusarop ESR-1000;

* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KPenneHns ycTpoiicTea B CTOMKy 197
* cepTudmnkaT COOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namsTka 0 AOKyMeHTauuu.

B 6a30BbIin KomnaekT noctaBkn ESR-1200 BxogAT:

+ mapuwpyTtusarop ESR-1200;

* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenneHns ycTpoiicTea B CTOMKy 197
* cepTudnkaT CoOOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namsTka 0 AOKyMeHTauuu.

B 6a30BbIii KomnaekT noctaBkn ESR-1500 BxogsT:

+ mapuwpyTtusarop ESR-1500;

* KOHCO/bHbIN Kabesb;

* KOMMNEKT A5 KpenneHns ycTpoiicTea B CTOMKy 197
* cepTudomnkaT CoOOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namsATka 0 AOKyMeHTauuu.

B 6a30BbIi1 KoMnaekT noctaBkn ESR-1511 BxogAT:

+ mapuwpyTtusarop ESR-1511;

* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenaeHns ycTpoiicTea B CTOMKy 197
* cepTudonkaT COOTBETCTBUS;

* nacnopr,;

* AOKyMeHTaums (onuMoHasbHO);

* namsTka 0 AOKyMeHTauuu.

B 6a30BbIii KomnaekT noctaBkn ESR-1511 rev.B BxogaT:

+ mapuwpyTtusarop ESR-1511 rev.B;

* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenneHns ycTpoiicTea B CTOMKy 197
* cepTudonkaT CoOOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namsTka o0 AOKyMeHTauuu.
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CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

B 6a30BbIii KomnaekT noctaBkn ESR-1700 BxogAT:

+ mapwpyTtusarop ESR-1700;

* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenneHus ycTpoiicTea B CTOMKy 197
* cepTudnKaT CoOOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namstka 0 AOKyMeHTauuu.

B 6a30BbIii KomnaekT noctaBkn ESR-3100 BxogsAT:

+ mapuwpyTtusarop ESR-3100;

* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenneHns ycTpoicTea B CTOMKy 197
* cepTudonKaT COOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namsTka 0 AOKyMeHTauuu.

B 6a30BbIin KomnaekT noctaBkn ESR-3200L BxoasT:

+ mapwpyTtusarop ESR-3200L;

* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenneHns ycTpoicTea B CTOMKy 197
* cepTudonkaT COOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namsTka 0 AOKyMeHTauuu.

B 6a30BbIii KoMnaekT noctaBkn ESR-3250 BxogAT:

+ mapuwpyTtusarop ESR-3250;

* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenaeHns ycTpoiicTea B CTOMKy 197
* cepTudonkaT COOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namsTka 0 AOKyMeHTauuu.

B 6a30BbIin KomnaekT noctaBkn ESR-3300 BxogsAT:

+ mapuwpyTtusarop ESR-3300;

* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenaeHns ycTpoiicTea B CTOMKy 197
* cepTudonkaT CoOOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namsTka o0 AOKyMeHTauuu.

B 6a30BbIi1 KomnaekT noctaBkn ESR-3350 BxogsAT:

+ mapuwpyTtusarop ESR-3350;

* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenaeHns ycTpoicTea B CTOMKy 197
* cepTudonKaT COOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namsTka 0 AOKyMeHTauuu.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

Mo 3akasy nokynatens ans ESR-1000, ESR-1200 B KOMNNEKT NOCTaBKM MOXET ObITb BK/AOYEH MOAY b
nutanna (PM160-220/12 nnv PM100-48/12).

Mo 3aka3y nokynarens ans ESR-1500, ESR-1511, ESR-1511 rev.B, ESR-3100, ESR-3200, ESR-3200L,
ESR-3250 B KOMMN/IEKT MOCTABKM MOXET GbIThb BK/ItOUEH Moy b nuTaHna (PM160-220/12 nnu
PM160-48/12).

Mo 3aka3y nokynatens ans ESR-1700 B KOMNAEKT NOCTABKN MOXET ObITb BK/IOUEH MOAY b NMUTaHUS
(PM350-220/12 nnn PM350-48/12).

Mo 3aka3y nokynatens ans ESR-3300 B KOMMNAEKT NOCTABKN MOXET ObITb BK/IOUEH MOAY b NMUTaHUS
(PM600-220/12 nnn PM600-48/12).

Mo 3aka3y nokynatens ans ESR-3350 B KOMMNAEKT NOCTABKN MOXET ObITb BK/IOUEH MOAY b MUTaHUS
(PM350-220/12 PM350-48/12).

Mo 3aka3y nokynarens B KOMMEKT NOCTaBKN MOTYT ObITb BK/ItoueHbl SFP/SFP+-TpaHcusepsl.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

3 YctaHoBKa 1 noAk/oyeHne

YcTaHoBKa ycTpoiicTa B cToliky (kpome ESR-3300, ESR-3350)
YctaHoBka ESR-3300, ESR-3350 B cToiiky
MoakntoyeHne K VESR
YctaHoBKka mogyneii nutadmsa ESR-31, 1000, ESR-1200, ESR-1500, ESR-1511, ESR-1511 rev.B, ESR-1700,
ESR-3100, ESR-3200, ESR-3200L, ESR-3250, ESR-3300, ESR-3350
MoakveHne nuTaroLLen cetu
YctaHoBKka 1 yganeHne SFP-TpaHcrBepoB
*+ YcTaHOBKa TpaHcusepa
* YpaneHvie TpaHcuBepa

B gaHHOM pasgene onucaHbl Npoueaypbl yCTaHOBKM YCTPOACTBA B CTOMKY U NOAK/THOYEHNSA K MUTAIOLLEN CETM.

3.1 YctaHoBKa ycTpoiicTBa B cTOlKy (Kpome ESR-3300, ESR-3350)

[lns yCTaHOBKM YCTPOICTBA B CTOMKY:

1.

wn

BbiGeprTe HEOGX0AMMOE NOMIOXKEeHMe KpoHLWTelHa (pUcyHok 96). CoBMeCTMTe YeTbipe OTBEPCTUS
KPOHLUTElHa C YeTbIpbMS OTBEPCTUSAMM Ha 60KOBOW naHenn yctpoinctea. C NOMOLLbIO OTBEPTKN
NPUKPenuUTe KPOHLUTENH BUHTaMM K KOPMyCYy.

MosTopuTe War 1 gnsa gpyroi 60KoBOM NaHesim ycTponcTea.

CoBMmecCTUTE OTBEPCTUS KPOHLLTENHOB C OTBEPCTUAMU Ha NEepeHNX BEPTUKa/TbHBIX HANPaBIAoLWmnX
CTOMKW. Micnonb3yinTe 0TBEPCTUA B HANpPaBnsAoLWmMX Ha O4HOM YPOBHE C 06enx CTOPOH CTOWKK, 418 TOro
4TOO6bI YCTPOMCTBO pacnosiarasiocb rOPU30HTasIbHO.

C nomoLLbi0 OTBEPTKM NPUKPENUTE MapLLpyTU3aTop K CTOMKE BUHTaMW.

PucyHok 96 — KpensieHne KpOHLLTEHHOB K YCTPOCTBY
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

PrcyHok 97 — YcTaHOBKa YCTPOWCTBA B CTOMKY

@ BeuTunAuMs ycTpoiicTa opraHM3oBaHa no cxeme (PPOHT-ThN. Ha nepeaHeii n 6oKoBbIX NaHensx
YCTPOICTBA pacnofioXeHbl BEHTUSALMOHHbIE OTBEPCTHS, C 334HEN CTOPOHbI YCTPOACTBA PACNONOXEHbI
BEHTWISLMOHHbIE MOAYN. He 3aKpbiBaiiTe BXOAHbLIE U BbIXOAHbLIE BEHTUSILNOHHBIE OTBEPCTUS
MOCTOPOHHUMM NpeaMeTamMn BO n36exaHre neperpesa KOMNOHEHTOB YCTPOICTBA 1 HAPYLUEHNS ero

paboThbl.

3.2 YcraHoBka ESR-3300, ESR-3350 B cTOliKY

© [ns getaneii ANMHHOTO KPOHLUTEHA NPe/yCMOTPEHO HECKObKO MOMOXEHUI: B K&XKA0M Clyyae
HeobxoauMoe MosoXeHe onpeaensercs rny6euHoM NCNoMb3YEMON CTONKN. MUHMManbHast rnyouHa, Ha
KOTOPYIO paccumTaH KPOHLWITENH — 537.5 MM, MakcumasibHas — 787.5 mm.
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CepBUCHble MapLUPyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaLmm

PucyHok 98 — KpenneHue kpoHwTeiHoB K ESR-3300, ESR-3350
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PucyHok 99 - YctaHoBka ESR-3300, ESR-3350 B cTOliKY
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

[lns yCTaHOBKM YCTPOWCTBA B CTOVKY:

1. Bblbepute Heobxoamnmoe nonoxeHme getanm 1. CoBMecTuTe YeTbipe OTBEPCTUA Ha geTann 1 ¢
4yeTblpbMS OTBEPCTUSIMM HA GOKOBOI NaHenn yctpoicTea. C NOMOLLLIO OTBEPTKU NpUKpenuTe getasb 1
BMHTaMU K Kopnycy.

2. (Ecnu Heobxoammo) C NOMOLLbH0 OTBEPTKM U3BMEKUTE HANPaBASOWMI BUHT, COEAUHSOLLMNIA AETAN 2 1
3, 1 pasbefuHuTe UX.

3. BblbepuTe Heobxogumoe nonoxeHne getanm 2. CoBMecTuTe BOCEMb OTBEPCTUI Ha AeTann 2 ¢

BOCEMbIO OTBEPCTUSAMN Ha 6OKOBOI NaHesnn ycTpoiictea. C MOMOLbIO OTBEPTKM NPUKpennTe agetasnb 2

BMHTaMU K Kopnycy.

MoBTopuTe Warn 1-3 ansa gpyrori 60KOBOI NaHenn ycTponcTea.

CoBMecTuTE 0TBEPCTUS KPOHLUTENHA Ha AeTansix 3 C OTBEPCTUSIMU Ha 3a4HUX BEPTUKASIbHbIX

HanpaBNAOLLMX CTONKN N NPUKPENUTE AETasn K CTOWKe BUHTamu (pucyHok 99). B 3aBucMmocTu ot

rNy6GUHbI CTOVKN BKPYTUTE HanpasnstoLwme BUHTbI B AeTann 3.

6. CoBMecTUTe OTBEPCTMA Ha AeTansx 1 ¢ OTBEPCTMAMM Ha NepeaHNX BEPTUKaIbHbIX HanpaBASOLLNX

CToiKkK (pucyHok 99). McnonbayiiTe 0TBEPCTUSI B HAaNpPaBAAOLLMX HA OAHOM YPOBHE C 06eNX CTOPOH

CTOWKM, ANsi TOFO YTOObI YCTPONCTBO pacnoniarasiocb ropu3oHTasIbHO.

YcTaHOBMWTE YCTPONCTBO B CTOWKY, COBMECTMB NPOpe3b AeTa/ M 2 C HanpaBAsoWUM BUHTOM B geTanm 3.

C nomMoubio OTBEPTKM NPUKPENUTE YCTPOICTBO K CTOMKE BUHTAMMN.

oA

© N

3.3 NMopgkntoueHune K VESR

[nsa nonyyeHns nHpopmaumm o yctaHoBke 1 nogkatodeHmmn K VESR nepeiiguTe B pasgen gokymeHTauum ESR-
Series. PykoBOACTBO MO YCTaHOBKe 1 HacTpolike VESR. Bepcus 1.37.

3.4 YcrtaHoBKa mopgyneii nutaHma ESR-31, 1000, ESR-1200, ESR-1500, ESR-1511, ESR-1511 rev.B,
ESR-1700, ESR-3100, ESR-3200, ESR-3200L, ESR-3250, ESR-3300, ESR-3350

MapLupyTusatopbl ESR-31/1000/1200/1500/1511(rev.B)/1700/3100/3200/3200L/3250/3300/3350 moryT
paboTaTtb C OAHUM WX ABYMS MOAYNSIMU NMUTaHKS. YCTaHOBKa BTOPOro MoAaynsi NUTaHusi Heobxoauma B
Crlyyae Mcnosib30BaHus YCTPOCTBA B YC/TOBUSIX, TPEOYHOLLMX NOBbILLEHHOW HAAEXHOCTH.

MecTa AN YCTaHOBKM MO/ly/Neil NUTaHWs C S/IEKTPUUECKOI TOUKU 3PEHUSI PABHOLIEHHBI. C TOUKM 3peHus
CMNO/Ib30BaHNS YCTPOICTBA, MOAY/ b MUTAHUS MOXET HAXOUTLCS B OCHOBHOM U PE3€PBHOM pasbeMe,
MHhOpMaLIMs 0 NPUOPUTETHOCTM HAXoAUTCS B Tabnuue "OnvcaHne pasbeMoB 3aHei naHenm
mapLipyTusartopa’. Moayniv NnuTaHusi MOryT YCTaHaB/MBATLCA U U3BNEeKaTbCs 63 BbIK/UYEHNS YCTPONCTBA.
Mpu yCTaHOBKE W U3BMEYEHIMN [IOMNO/THUTE/TLHOTO MOAY/S MUTAHUS MapLLpyTU3aTop NPoAo/HKaeT paboTy 6e3
nepesanycka.

—
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PucyHok 101 — YcTaHoBKa 3ar/yLKku
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

@ VHavKauma aBapuy MOAYNA NUTAHNA MOXET GbiTb Bbi3BaHa HE TO/ILKO OTKA30M MOZY/IS, HO 1

OTCyTCTBMEM NEPBUYHOTIO NMNTaHUA.

CocTosiHMe Moaynel NUTaHUss MOXEeT ObITb NPOBEPEHO MO MHAMKALMMK Ha NepeaHeli NaHenn MapLupyTmsaTopa
(cMm. pazpen CeeToBas MHAVKALMSA) UK MO ANArHOCTUKE, AOCTYMHOI Yepes nHTepdeinchl ynpasieHus
MapLLpyTU3aTOPOM.

3.5 MopaknioueHue NUTaloLLEN ceTun

1.

Mpexae Yem K ycTpoicTBy 6yeT NoAx/IoueHa nuTawLlas ceTb, He06X0AMMO 3a3EM/TUTL KOPMYC
YCTpOIACTBa Yepes 3a3eMAoLLmMiA BUHT M4, 3azemeHne Heo6XoAVMO BbINOMHATL M30/IMPOBAHHbIM
MHOTOXW/TbHbIM NMPOBO/IOM. YCTPOIACTBO 3a3EM/IEHNSI U CeUEHME 3a3eM/ISIOLLETO NMPOBOAA AO/MKHbI
COOTBETCTBOBATHL TpeboBaHUAMY MNpaBus ycTpoiicTBa anekTpoycTaHoBok (MY3J).

Ecnv npegnonaraeTcsi NoAK/IH0UYEHNE KOMMboTepa UM MHOTO 060pYy0BaHNs K KOHCO/IbHOMY MOPTY
MapLLpyTM3aTopa, 3T0 060pYyA0BaHME TakKe A0/MKHO ObiTh HAAEXHO 3a3eM/IEHO.

MoaknounTe K yCTPOIMCTBY Kabesb NMTaHus. B 3aBUCUMOCTY OT KOMI/IEKTALIMWN YCTPOCTBA, NUTaHne
MOXET OCYLLECTBNSATLCSA OT CETV NEPEMEHHOT0 TOKa /IGO0 OT CETU NOCTOSHHOIO ToKa. Mpw NoAKIoYeHUH

CEeTV NepeMeHHOro Toka CrieAyeT UCNosb3oBaTb Kabesb, BXOASALLMIA B KOMMIEKT ycTpoiicTa. s

NnoaKNKYeHnA K CeT NOCTOAHHOIO TOKa MCHOﬂbSyVITe NnpoBOfg, CeYeHNEM He MeHee 1 MM2.

BkntounTe nuTaHne ycTpoincTea 1 ybegutecb B OTCYTCTBUM aBapuii MO COCTOSIHUIO MHAMKATOPOB Ha
nepegHen naHenw.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

3.6 YctaHoBKa n yganeHune SFP-tpaHcuBepoB

YcTaHOBKa ONTUYECKNX MOAY/Ie MOXET NMPON3BOAMTLCA Kak NP BbIK/IKOYEHHOM, TakK 1 npu
BK/1HO4YEHHOM YCTPOWCTBE.

3.6.1 YcTaHOBKa TpaHcuBepa

1. BcTaBbTe BepxHUin SFP-moaynb B CNOT OTKPLITOM YacTbio pasbemMa BHU3, a HWXXHWI SFP-MoAynb — OTKPbITOW
4acTbl0 pasbema BBEpX.
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PucyHok 102 — YctaHoBka SFP-TpaHcuBepoB

2. HapaBnTe Ha Moy b MO HaNpPaB/eHWo BHYTPb KOpMyca yCTPOCTBA A0 NOSIB/IEHNS XapaKTepHOro LWenyka
chukcauum moayns.

PucyHok 103 — YctaHoBneHHble SFP-TpaHcrBepbl

3.6.2 YpaneHue TpaHcuBepa

1. OTKMHBLTE PYKOATKY MO//s, 3TO NPUBEAET K Pa36b/I0KMPOBAHIO YAEPXUBAKOLLEH 3aLLenKu.

PucyHok 104 — OTkpbITHE 3auenkn SFP-TpaHcueepoB

2. 3BneknTe Moaynb 13 CrioTa.
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PucyHok 105 - M3BneveHne SFP-TpaHcnsepos
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CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

4 WHTepdpeiickl ynpaBneHus

* MHTepdeiic komaHaHoli cTpoku (CLI)
« Tunbl 1 NOPSIAOK UMEHOBAHUS MHTEPAIEICOB MapLUpyTU3aTopa
+ Tunbl 1 NOPSAOK UMEHOBAHUSI TYHHE e MapLupyTm3aTopa

HaCTpOVIKa N MOHUTOPUHI yCTpOVICTBa MOTYT OCYLLEeCTBNATbLCA Yepes pa3/inyHble MHTep(*)eﬁCbl ynpaseHus.

[nsa goctyna K yCTpoicTBY MOXET MCMO/Ib30BaTLCSA CETEBOE MOAK/UEHME No npoTokonam Telnet n SSH nnn
NPsIMOe NOAK/MOYEHNE Yepe3 KOHCOJIbHbI NOPT, COOTBETCTBYOLMIA cneymdunkaummn RS-232. Mpu gocTtyne no
npoTtokonam Telnet, SSH 1 npy noAkNOYEHNN Yepe3 KOHCO/bHbI NOPT A5 yNpaBieHns YyCTPONCTBOM
NCNonb3yeTcsa NHTepAeiic KOMaH4HOM CTPOKN.

3aBoackast KOHMrypauusi CoAepPXnT onucaHne JOBEepPeHHO 30HbI trusted u IP-agpec gns goctyna k
ynpasneHuto yctporicteom — 192.168.1.1/24.
B ,qosepeHHyro 30HY BXOAAT UHTEpPIENAChI:
+ ana ESR-10: GigabitEthernet 1/0/2-6;

+ pns ESR-12V(F): GigabitEthernet 1/0/2-8;

+ pns ESR-15(R): GigabitEthernet 1/0/2-5;

« ansa ESR-15VF: GigabitEthernet 1/0/2-9;

« ansa ESR-20: GigabitEthernet 1/0/2-4,

+ ana ESR-21: GigabitEthernet 1/0/2-12;

« ansa ESR-30: GigabitEthernet 1/0/2-4,

« ansa ESR-31: GigabitEthernet 1/0/2-14;

« ansa ESR-100: GigabitEthernet 1/0/2-4;

« ansa ESR-200: GigabitEthernet 1/0/2-8;

« ansa ESR-1000: GigabitEthernet 1/0/2-24;

+ ana ESR-1200: GigabitEthernet 1/0/2-16, TengigabitEthernet 1/0/3-8;

+ ana ESR-1500: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/2-4;

+ ana ESR-1511: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/1-4;

+ ana ESR-1700: GigabitEthernet 1/0/2-4, TengigabitEthernet 1/0/3-12;

+ ana ESR-3100: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/3-8;

« ans ESR-3200: Twentyfivegigabitethernet 1/0/3-12;

« ansa ESR-3200L: TengigabitEthernet 1/0/3-8, TwentyfivegigabitEthernet 1/0/3-4;

« ansA ESR-3250, ESR-3350: GigabitEthernet 1/0/2-8, Twentyfivegigabitethernet 1/0/3-4

« ansa ESR-3300: TwentyfivegigabitEthernet 1/0/3-4, HundredgigabitEthernet 1/0/3-4.

B 3aBOACKOV KOHGUIypauum nNo ymon4aHuio co3faH nonb3osartesib «adminy» ¢ naposniem «password».
MpoTtokonbl cemelictBa STP (STP, RSTP, VSTP) oTkNto4€eHb!.

Mpu Mcronb3oBaHUM HOGOT0 M3 NMepPeUnCeHHbIX MHTEPKECOB yNpaBneHus AeCTBYIOT eAuHbIE NPUHLMMbI
paboTbl C KOHhUrypauueit. lomkHa cobnogaTbcs onpeaeneHHas, onucaHHas 34ech, Nocnef0BaTe/lbHOCTb
N3MEHEHMs 1 MPUMEHEHNS KOH(UTypaLuK, NO3BO/AOLLAS 3alUTATL YCTPOWCTBO OT HEKOPPEKTHOTO
KOHCpUryprpoBaHus.

4.1 Wutepcpeiic komaHgHoii cTpoku (CLI)

NHTepdelic komaHaHoi ctpokn (Command Line Interface, CLI) — uHtepdeiic, npeaHasHaueHHbIl Ans
yrnpaBs/ieHns, MPOCMOTPAa COCTOSAHUS U MOHUTOPUHIa YCTpoicTBa. AnA paboTbl noTpebyeTca nobas
ycTaHoBneHHas Ha MK nporpamma, nogaepxusatowas paboty no npotokonam Telnet, SSH nnn npsamoe
noAK/ItYeHne Yyepes KOHCO/bHbI nopT (Hanpumep, HyperTerminal).

WHTepcheiic komaHQHOW CTPOKM 06ecneynBaeT aBTopu3aLnio Nonb3oBarteneil u orpaHnunMBaeT nux JocTyn K
KOMaHJaM Ha OCHOBaHWM YPOBHS AOCTYNa, 3aHHOr0 aMUHUCTPATOPOM.
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CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

B cucteme MOXeT ObITb co3gaHo HGO6XO,EI,I/IMOE KO/IM4YeCTBO NONb30BaTeNEeN, npasa AOCTyna 3agatoTcd
MHONBUAYas/IbHO A1 KaXK40ro n3 Hux.

Ans o6ecneyeHnss 6e30MacHOCTV KOMaHAHOro HTepdelica Bce KOMaHbl pa3feneHbl Ha ABe KaTeropum —
NPYBWUIErMPOBaHHbIE U HEMPUBWUIErMPOBaHHbIE. K NpUBUIErPOBaHHbIM B OCHOBHOM OTHOCSITCSt KOMaHAb!
KOHpUryprpoBaHus. K HenpuBmiernpoBaHHbIM — KOMaHAbl MOHUTOPUHTA.

CucTema no3BossieT HECKO/IbKMM NO/b30BaTeNsIM OAHOBPEMEHHO MOAKMOYATLCA K YCTPOACTBY.

4.2 Tunbl M NOPSALOK UMEHOBaHUSA UHTepdheiicoB MapLIpyTHU3aTopa

Mpu paboTe MapLIpyT13aTopa UCMO/b3YHTCS CETEBbIE UHTEPMECHI PA3/IMYHOIO TUNA U Ha3HAYEHUS.
Cucrtema UMeHOBaHMs NO3BOJISIET OLHO3HAYHO aApecoBaTh UHTEPENCHI N0 NX PYHKLMOHAIbHOMY
Ha3HAYeHWI0 N MECTOMNOMOXEHUIO B cucTeMe. [lanee B Tabnvue NpuBeAEH NepeyeHs TUNOB NHTePdElicoB.

Tabnuua 78 — Tunbl 1 NOPSAOK UMEHOBaHUA NHTepPelicoB MapLupyTmu3aTopa

Tun nutepdeiica O6o3Ha4YeHne

dusmnyeckme nHTeppeichl O603Ha4YeHne hr3ny4eckoro nHTepdeiica BkvaeT B cebsa ero Tmn
N ngeHTudmkarop.

NpeHTudukatop dmsmuecknx nHtepdgeiicos nmeet sug <UNIT>/
<SLOT>/<PORT>, rae:

+ <UNIT> - Homep ycTpolicTea B rpynmne ycTpoicTs [1..4],

+ <SLOT> - Homep Moy B cocTase ycTpoictea nnv 0 npu
OTCYTCTBUW [efieHns yCTPOCTBa Ha Mogynu,

+ <PORT> - nopsiakoBbIii HOMep nopTa.

MopTbl 1 F6ut/C gigabitethernet <UNIT>/<SLOT>/<PORT>
Mpumep o603HaveHus: gigabitethernet 1/0/12

[JonyckaeTcs NCnosb3oBaTb COKPaLLeHHOe HaMMeHoBaHNe,
Hanpumep gi1/0/12.

MopTbl 10 F6uT/C tengigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o6o3HayeHus: tengigabitethernet 1/0/2

JlonyckaeTcsl MICno/b30BaTh COKpaLLleHHOe HaMeHOBaHUE,
Hanpumep te1/0/2.

MopTbl 25 F6ut/C twentyfivegigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep obo3HaueHus: twentyfivegigabitethernet 1/0/2

JlonyckaeTcs Mcnosib30BaTh COKpaLLleHHOe HavMeHOBaHue,
Hanpumep twe1/0/2.
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Tun vHTepdeiica

MopTbl 40 IF6uT/C

MopTbl 100 IF6uT/C

Mpynnbl arperauyy KaHaoB

Cab-nHTepdelichl

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

OGo3HaueHne

fortygigabitethernet <UNIT>/<SLOT>/<PORT>
Mpumep o6o3HaueHus: fortygigabitethernet 1/0/2

[JonyckaeTtcsi UCNosb3oBaTb COKPaLLEHHOE HauMeHOBaHWe,
Hanpumep fo1/0/2.

hundredgigabitethernet <UNIT>/<SLOT>/<PORT>
Mpumep o6o3HaueHus: hundredgigabitethernet 1/0/2

[JonyckaeTtcsi UCNosib30BaTb COKPALLEHHOE HaMMEHOBaHNE,
Hanpumep hu1/0/2.

O603HayeHne rpynnbl arperaummn kaHas10B BK/IloYaeT B cebs ero Tvn
N noeHTndurkaTop.

NaeHtudhmkatop port-channel-nHTepdeiicoB MOXeT UMETL BUS,
{ <CHANNEL_ID> | <UNIT>/<CHANNEL_ID> }, rae

« <UNIT> - Homep ycTpoiicTBa B rpynne ycTpoiicTs [1..4],
+ <CHANNEL_ID> — nopsiiKoBblin HOMEp Fpynnbl arperauun
kaHasoB [1..12]

Mpumepbl 0603HaYEHNIA:
port-channel 6

port-channel 1/6

JonyckaeTcsa ncnonb3oBaTbk COKpaLleHHOe HanMeHoBaHue,
Hanpumep, pol.

0O603HaveHne cab-nHTepdeiica obpasyeTcst U3 0603Ha4YEeHUS
6a3oBoro nHTepdeiica n ngeHtudukatopa (VLAN) cab-
nHTepdeiica, pa3aeneHHbIX TOUYKOIA.

MprMepbl 0603HAYEHWIA:

+ gigabitethernet 1/0/12.100

+ tengigabitethernet 1/0/2.123

- twentyfivegigabitethernet 1/0/2.200
« fortygigabitethernet 1/0/2.1024

+ port-channel 1.6

+ port-channel 1/6.6

VaeHTndmkatop cab-nHTepdeiica MoOXeT NpMHMMAaTb
3HaveHus [2..4094].
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Tun vHTepdeiica

Q-in-Q nHTepdelichl

ET1-nHTepdelichl

Ipynnbl arperauymm E1-kaHanos

JNornueckne nHTepgeico!

MocnepoBaTtenbHble MHTEPENCHI

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

OGo3HaueHne

0O603HayeHune Q-in-Q nHTepdeiica obpaslyeTcsa N3 0603HaYEHNS
6a30Boro MHTepelica, naeHTudgukatopa cepsmcHoro VLAN 1
naeHTudrkaTopa nonb3oBarenbckoro VLAN, pasgeneHHbIX TOYKOiA.

Mpumepbl 0603HaYEHNIA:

+ gigabitethernet 1/0/12.100.10

+ tengigabitethernet 1/0/2.45.12

+ twentyfivegigabitethernet 1/0/2.100.200
+ fortygigabitethernet 1/0/2.408.507

+ port-channel 1.6.34

+ port-channel 1/6.6.34

VaeHTudmkatop cepBncHoOro v nonb3osarensckoro VLAN
MOXeT NpuHUMaTh 3HadeHus [1..4094].

0O603HaveHue E1-uHtepcpeiica BkNOYaeT B ce65 €ro Tmn u
naeHTudurkaTop.

WpeHntudukatop E1-nHtepdpeiicos nveet sug <UNIT>/<SLOT>/
<STREAM>, rne

+ <UNIT> - Homep ycTpoiicTea B rpynmne ycTpoicTs [1..4],
+ <SLOT> - Homep E1-Moaynsi B cocTaBe YCTPOWCTBA,
+ <STREAM> - nopsgkosblii Homep ET1-notoka.

Mpumep o603HayeHust: e1 1/0/1

O603Ha4eHue rpynnbl arperauumn E1-kaHanos BkoyaeT B cebs ero
TV 1 NOPALKOBbLI HOMEpP MHTepdelica:

multilink <CHANNEL_ID>
Mpumep o603HayveHuns: multilink <CHANNEL_ID>

O603Ha4YeHne nornyeckoro uHTepdelica ABNSETC NOPSAKOBbIM
HoMepoM MHTepdeiica:

Mpumepbl 0603HAYEHNIA;

+ loopback 4
+ bridge 60
+ service-port 1

O603HaueHve NocneaoBaTeNlbHOro MHTepdeiica BkoUaeT B cebs
€ro TUn 1 naeHTMdrKaTop.

MpaeHTndmkatop nocnegoBaTtesibHOro nHTepdelica MMeeT Bug,
<UNIT>/<SLOT>/<STREAM>, rge

- <UNIT> - Homep ycTpoiicTa B rpynne ycTpoiicTs [1..4],

+ <SLOT> - Homep Moy B cocTase ycTpoicTa nnv 0 npu
OTCYTCTBUW [efieHns1 yCTPOCTBa Ha Mogynu,

+ <PORT> - nopsiakoBbIii HOMep nopTa.

Mpumep o6o3HaueHus: serial 1/0/1
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CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

Tun nHtepdpeiica O6o3Ha4yeHue
USB-mopembl O603Ha4yeHne USB-mogema Bk/itoHaeT B ce6s ero TvMn v nopsiaKoBbIii
HoMep:

cellular modem <MODEM-NUM>

Mpumep o603HaveHus: cellular modem 1

FXS/FXO-nopThl O603HaveHne FXS/FX0-nopToB Bk/IOYaEeT B cebsi ero Tum u
NnopsiAKOBbI HOMeEP:

interface voice-port <NUM>

Mpumep 0603Ha4eHUs: voice-port 1

1. Konn4yectBo NMHTEPENCOoB KaXXA0ro Tuna 3aBucuT oT MoAesiv MapLupyTm3aTopa.

2. Tekywaa sepcus MO noaaepxuBaeT KnacTepmsalmio yCTPoRCcTB eanHoli mogenn. Homep unit B
rpynrne ycTponCTB MOXET NPUHMMATb 3Ha4YeHne B AnanasoHe o1 1 o 4.

3. HekoTopble KOMaHAbl NOAAEPXMBAKOT OAHOBPEMEHHYH paboTy ¢ rpynnoi nHTepdeicos. Ans
yKasaHus rpynnbl MHTepeiicoB MOXeT ObITb MCMONb30BAHO NepednceHne Yepes 3ansaTyo nuam
yKasaHue gnanasoHa naeHTugrkaTtopos yepes aeduc «-».

Mpumepbl yKaszaHus rpynn NHTepdeincos:

interface gigabitethernet 1/0/1, gigabitethernet 1/0/5
interface tengigabitethernet 1/0/1-2

interface twentyfivegigabitethernet 1/0/3-4

interface fortygigabitethernet 1/0/1-2

interface gil/0/1-3,gil/0/7,tel/0/1,fol/0/1

4.3 Tunbl M NOPSAAOK MMEHOBaHUA TYHHeNel mapLipyTusaTopa

Mpu paboTe mapLLpyTMU3aTOpa NCMO/b3YITCA CETEBbLIE TYHHENN PA3/IMYHOIO TUNa 1 HazHadeHus. Cuctema
MMEHOBaHWS NMO3BO/ISIET OHO3HAYHO a[PecoBaTh TYHHENMN MO UX (PYHKLMOHA/ILHOMY HasHauyeHuio. Janee B
Tabnuue npueeaeH nepeyeHb TUMOB TyHHEesNeiA.

Tabnuua 79 — Tunbl M NOPSLOK UMEHOBaHUS TYHHeNel MmapLupyTusatopa

Tun TyHHens OG6o3HaueHue

L2TP-TyHHENb O603Ha4veHne L2TP-TyHHens coctomT u3 0603HavyeHms Trna u NopsiAKoBOro Homepa TyHHenNs:
12tp <L2TP_ID>

Mpumep 0603HaueHus: 12tp 1

L2TPv3-TyHHENb O603Ha4veHne L2TPv3-TyHHeNs coCTOMT U3 0603Ha4YeHMs TUNa 1 NopsAKOBOro HoMepa TyHHenNs:
12tpv3 <L2TPV3_ID>

Mpumep o603HaveHus:: 12tpv3 1

GRE-TyHHenb 0O603Ha4yeHne GRE-TyHHenst coctont M3 0603HaYeHMs TMna 1 NopsiAKOBOro HoMepa TyHHeNs:
gre <GRE_ID>

Mpumep 0603HauYeHus: gre 1
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Tun TyHHens

SoftGRE-TyHHeNb

IPv4-over-1Pv4-
TYHHE/b

IPsec-TyHHenNb

Jlornuecknii TyHHesb
(TyHHENB MEXOY
VRF)

PPPoE-TyHHENDb

OpenVPN-TyHHeNb

PPTP-TyHHENDb

Wireguard-TyHHenb

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

O6Go3Ha4YeHne

0O603Ha4eHne SoftGRE-TyHHeNst cocTomT 13 0603HaYeHMs TUNa, NOpPsiAKOBOr0 HoMepa TyHHEeNs
n, onumoHasnbHo, VLAN ID BupTyanbHoro nHrepgeica:

softgre <GRE_ID>[.<VLAN>]

Mpumepbl 0603HaveHus: softgre 1, softgre 1.10

0O603Ha4veHune IPv4-over-IPv4-TyHHeNs coctouT 13 0603HavYeHns Tmna 1 nopsiikoBoro Homepa
TYHHENs:

ip4ip4 <IPIP_ID>

Mpumep o603HaveHus: ipdip4 1

O603Ha4YeHne BUPTYyasibHOro IPsec-TyHHENs COCTOUT 13 0603HAUYeHUst TUMNa 1 NopsiAKOBOro
HoMepa TyHHess:

vti <VTI_ID>

Mprvmep o603HaveHus: vti 1

O603Ha4YeHne NI0rMYeckKoro TYHHeNsi COCTOUT 13 0603HAYEHNUS TUMa 1 NOPSIAKOBOro HoMepa
TYHHENS:

It <LT_ID>

Mpymep o603HaveHus: It 1

0O603Ha4eHne PPPoE-TyHHENs cocToUT M3 0603HaYeHMs TMna 1 NOPSAKOBOr0 HOMeEpAa TyHHESS:
pppoe <PPPOE_ID>

Mpumep 0603HaueHus: pppoe 1

0O603Ha4eHne OpenVPN-TyHHENSA COCTOMT N3 0603HAYEHNS TMa 1 NOPSAKOBOrO HOMepa
TYHHens:

openvpn <OPENVPN_ID>

Mpumep 0603Ha4eHUs: openvpn 1

O603Ha4veHne PPTP-TyHHeNnsa coctont n3 0603HavYeHns Tvna 1 nopsaaKkoBoro Homepa TyHHens:
pptp <PPTP_ID>

Mpumep 0603HaveHus: pptp 1

0O603HaveHue Wireguard-TyHHeNst COCTOUT M3 0603HAYEHMSA TUNA 1 NOPSLAKOBOrO HOMepa
TYHHens:

wireguard <WG_ID>

Mpumep o0603HaueHus: wireguard 1

KonunuecTBo TyHHe el Kaxaoro Tuna 3aBucuT ot mogenu v MO MaplpyTtusatopa.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

5 HauyanbHas HacTpolika MapLupyTmM3aTopa

+ 3aBopgckas KoHdurypauma mapupytmsatopa ESR
+ OnncaHve 3aBOACKON KoHGUrypaumm
+ lMogkntoyeHne 1 KoHPUrypuposaHne mapLipyTusaropa
+ lNogknoyeHne K MapLupyTusaTopy
+ [NoaktoveHve no okanbHow cetn Ethernet
* MNopgxnioyeHne yepes KOHCOMbHbIA NopT RS-232
* [MpyMeHeHne namMmeHeHna KoHurypaumum
+ ba3oBas HacTpoiika MapLupyTu3aTopa
* 3meHeHne napons nonb3oBarens «adminx» npy nepsBoli aBTopusaunm
+ Co3aHve HOBbIX Mosb3oBaresnel
* HasHauyeHue nmeHun ycTpoiicTea
* HacTpoiika napameTpoB ny6/nYHON ceTun
* HacTpoiika yganeHHoro gocTyna K MapLpyTusatopy

5.1 3aBopgckas KoHurypauua mapwpyrtusatopa ESR

Mpw OTrpy3Ke yCTpoincTBa NOTPEOUTENI0 Ha MapLLPYTU3aTop 3arpyeHa 3aBofckas KoHdurypauus, kotopas
BK/1HOYAET MUHMM&a/IbHO HEOBX0AVMble 6a30Bble HACTPONKKM. 3aBoAcKas KOHhUrypaumsa no3sonser
MCNonb30BaTh MapLUPYTM3aTop B KayecTse Wwito3a ¢ pyHkumnerr SNAT 6e3 Heo6X0AMMOCTU NMPUMEHATD
[l0NO/THUTENbHbIE HACTPOMKK. Kpome Toro, 3aBofckas KOHUrypauns CogepXuT HacTPOoKK, N03BOAIOLLME
NOyYnTb CETEBOW AOCTYN K YCTPONCTBY AJ19 BbINO/IHEHUS PACLLUMPEHHOTO KOH(IUTYPUPOBaHUS.

5.1.1 OnucaHue 3aBOACKOIT KOHhurypauymm

[nsa noaknoYeHns K cetsMm B KOHdMrypauum onmcaHbl 2 30Hbl 6€30NacHOCTU C HAMMEHOoBaHUSIMU «Trusted»
ANs NoKanbHOW cetn n «Untrusted» ana ny6nunyHon cetu. Bce nHtepdoelickbl pasaeneHbl mexay AByX 30H
©e30nacHoOCTU:

1. 3oHa «Untrusted» npegHasHaueHa ans nogaknoueHus K nyénunuHoii cet (WAN). B 3Toli 30He OTKPbITbI
noptel DHCP-npoTokona ans nonyyeHus guHammyeckoro IP-agpeca ot npoBaiigepa. Bce Bxoasiume
COeANHEHNst N3 AaHHON 30Hbl Ha MapLUPYTU3aTOpP 3anpeLyeHbI.

B naHHy0 30HY 6€30MacHOCTN BXOAAT UHTEphelichl:
« ans ESR-10/12V: GigabitEthernet 1/0/1;
+ ans ESR-12VF: GigabitEthernet 1/0/1; GigabitEthernet 1/0/9;
+ anst ESR-15(R): GigabitEthernet1/0/1; GigabitEthernet1/0/6;
+ ans ESR-15VF: GigabitEthernet 1/0/1; GigabitEthernet 1/0/10;
« ansa ESR-20: GigabitEthernet 1/0/1;
« ansa ESR-21: GigabitEthernet 1/0/1;
+ ansa ESR-30/31: GigabitEthernet 1/0/1; TengigabitEthernet 1/0/1-2;
« ans ESR-100/200: GigabitEthernet 1/0/1;
« ansa ESR-1000/1500/3100: GigabitEthernet 1/0/1, TengigabitEthernet 1/0/1-2;
+ ans ESR-1200/1700: GigabitEthernet 1/0/1, TengigabitEthernet 1/0/1, TengigabitEthernet 1/0/2;
+ ansa ESR-1511: GigabitEthernet 1/0/1, FortygigabitEthernet 1/0/1-2;
« ansa ESR-3200: Twentyfivegigabitethernet 1/0/1-2;
+ ansa ESR-3200L: TengigabitEthernet 1/0/1-2, TwentyfivegigabitEthernet 1/0/1-2;
+ ansa ESR-3250/3350: GigabitEthernet 1/0/1, TwentyfivegigabitEthernet 1/0/1-2;
+ ans ESR-3300: TwentyfivegigabitEthernet 1/0/1-2, HundredgigabitEthernet 1/0/1-2.

VHTepdheiicbl 30HbI 06beANHEHbI B 0AMH L2-cermeHT yepes ceTeBoii MocT Bridge 2.
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CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

2. 3oHa «Trusted» npegHasHayeHa anst noakNoueHus K okanbHoi cetn (LAN). B 3Toli 30He OTKpPbIThI
nopTel npotokonos SSH ana yganeHHoro goctyna, ICMP-npotokona ans npoBepkn AOCTYNHOCTH
mMapLupyTtusartopa, DHCP-npoTokona g9 nonyvyeHus knveHtamu IP-agpecos OT MapLupyTm3aTopa.

WNcxopsawme coefmHeHns U3 aHHON 30HbI B 30HY «Untrusted» paspeLueHsl.

B AaHHyt0 30HY 6e30MacHOCTY BXOAAT UHTepPdecChbl:
« ansa ESR-10: GigabitEthernet 1/0/2-6;
+ pns ESR-12V(F): GigabitEthernet 1/0/2-8;
+ pns ESR-15(R): GigabitEthernet 1/0/2-5;
« ansa ESR-15VF: GigabitEthernet 1/0/2-9;
« ansa ESR-20: GigabitEthernet 1/0/2-4,
« ansa ESR-21: GigabitEthernet 1/0/2-12;
« ansa ESR-30: GigabitEthernet 1/0/2-4,
+ ansa ESR-31: GigabitEthernet 1/0/2-14;
« ansa ESR-100: GigabitEthernet 1/0/2-4,
+ ansa ESR-200: GigabitEthernet 1/0/2-8;
« ansa ESR-1000: GigabitEthernet 1/0/2-24,
+ ans ESR-1200: GigabitEthernet 1/0/2-16, TengigabitEthernet 1/0/3-8;
+ ana ESR-1500: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/3-4;
+ ana ESR-1511: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/1-4;
+ ans ESR-1700: GigabitEthernet 1/0/2-4, TengigabitEthernet 1/0/3-12;
+ ana ESR-3100: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/3-8;
« ans ESR-3200: Twentyfivegigabitethernet 1/0/3-12;
« ansa ESR-3200L: TengigabitEthernet 1/0/3-8, TwentyfivegigabitEthernet 1/0/3-4;
+ pns ESR-3250/3350: GigabitEthernet 1/0/2-8, Twentyfivegigabitethernet 1/0/3-4;
« ansa ESR-3300: TwentyfivegigabitEthernet 1/0/3-4, HundredgigabitEthernet 1/0/3-4.

NHTepdelicbl 30HbI 06beAVHEHbI B 0ANH L2-cermeHT yepes ceTeBoli MmocT Bridge 1.

Ha nHTepdoeiice Bridge 2 skntoueH DHCP-knneHT ansa nonyyeHns guHammyeckoro IP-agpeca ot npoBaiigepa.
Ha nHTepdoeiice Bridge 1 ckoHdpuryprpoBaH ctatnyeckuin IP-agpec 192.168.1.1/24. Co3gaHHbIii IP-uHTepgeic
BbICTYMaeT B KA4eCTBe LU/03a A1 KIMEHTOB /I0Ka/IbHOW CeTu. [1Ns KIMEHTOB /I0KasIbHOM CETU HAaCTPOEH
DHCP-nyn agpecoB 192.168.1.2-192.168.1.254 ¢ mackoit 255.255.255.0. na nony4eHns KmeHTamm

NoKasibHOW ceTu gocTtyna K Internet Ha mapLupyTm3aTope BkAoYeH cepBuc Source NAT.
MonnTNKM 30H 6€30MacHOCTV HACTPOEHbI CeayoLWmM 06pa3om:

Tabnmua 80 — OnucaHve NosMTUK 30H 6e30MacHOCTH

30Ha, U3 KoTopoi uget Tpachuk  30Ha, B KOTOpPYIO naeT Tpadmk  Tun Tpacdhuka

Trusted Untrusted TCP, UDP, ICMP
Trusted Trusted TCP, UDP, ICMP
Trusted self TCP/22 (SSH), ICMP, UDP/67

(DHCP Server), UDP/123 (NTP)

Untrusted self UDP/68 (DHCP Client)

AeiicTtBne

paspeLleH
paspeLueH

paspeLleH

paspeLueH

0 Ansa obecneyeHns BO3MOXHOCTU KOHCbVIprI/IpOBaHVIFI yCTpOI?lICTBa npun nepesomMm BK/1KOYEHUN B

"password".
Monb3oBartento 6yAeT NpeaIoKeHO N3MEHUTb Napo/b aAMUHMUCTPATOPA NPY HaYasIbHOM
KOHCpMrypupoBaHMn mapLipyTmaropa.

KOHpurypaumm mapLupyTmusatTopa cosfaHa y4étHasa 3anicb agMmuHucTparopa "admin” ¢ naponem
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€ [ns ceteBoro gocTyna K ynpasneH1o MapLUPyTU3aTOPOM NP NMEPBOM BK/IIOUEHWN B KOHCOUTypaLmm
3ajaH ctatunyeckuii IP-agpec Ha uHtepdoeiice Bridge 1 — 192.168.1.1/24.

5.2 MopgkntoueHne n KOH(UrypupoBaHue MapLipyTusaropa

MapLupyTr3aTopbl cepumn ESR npegHasHaueHbl 4151 BbINOMHEHNUS (OYHKLMIA NOrPaHNYHONO LL03a U
obecneyeHns 6e30MacHOCTU CETV NOJb30BATENS NPV NOAK/IUYEHNN ee K MyG/IMYHBLIM CeTSM nepeaaqn
AaHHbIX.

BasoBasi HacTpoiika MapLupyTH3aTopa Ao/MKHA BK/UYaTb:

* HasHaueHve IP-agpecoB (CTaTMUECKMX UMW AYHAMUYECKUX) MHTepdeiicam, yuyacTByOLLMM B
MapLipyTU3aUun AaHHbIX;

+ co3faHue 30H 6e30nacHOCTM 1 pacnpeaeneHne nHTepdelicoB No 3oHawm;

* co3faHue MosIUTUK, PEry/IMPYIOLLMX MPOXOXAEHNE AaHHbIX MEXAY 30HaMK;

* HaCTpoiika CepBMCOB, CONYTCTBYHOLMX MapLipyTusaumm aaHHbix (NAT, Firewall n npoune).

PacluMpeHHble HACTPOViKM 3aBUCAT OT TPe6OBaHiIA KOHKPETHOWN CXEMbI MPYMEHEHWST YCTPOIACTBA W NIETKO MOTYT
6bITb A06ABNEHBI UV N3MEHEHbI C MOMOLLbIO UMEIOLLIMXCA MHTEPIENCOB ynpaBieHus.

5.2.1 MNopaxnioueHue K MapLipyTusaTopy
MpefycmoTpeHbl cneaytowme crnocobbl NOAKIYEHNS K YCTPONCTBY:

MNopxnoueHne No nokanbHoii cetn Ethernet

Mpu NepBoHa4Ya/IbHOM CTapTe MapLUpyTU3aTop 3arpyxaeTcs ¢ 3aBo4CKON KoHdurypaumei. OnucaHve
3aBO/CKOI KOHUrypaumm npuBeAeHo B pa3aene 3aBoackasi KoHurypawms maplipytusatopa ESR
[aHHOro pykoBOACTBA.

MopaxntounTe ceTeBoit kabenb nepegayun AaHHbIX (NaTy-kopa) K Nto6oMy NopTy, BXoAsweMy B 30Hy «Trusted», n
K KOMNbOTEPY, NpeAHa3HaYeHHOMY A1 ypaBieHus.

B 3aBoackon KoHdurypauumn maplupyTtusatopa aktusmposaH DHCP-cepsep ¢ nynom IP-agpecos B nogacetu
192.168.1.0/24.

Mpv NoAKYEHN CETEBOIO MHTEpPdIelica ynpaBnstoLLero KOMMbTepPa OH AO/MKEH NOMyYnTL CETEBOI aapec
OT cepBepa.

Ecnu IP-agpec He nony4YeH no Kakon-nmoo NpuunHe, TO cneayeT HasHaunTb afpec MHTepdenca BpPyUHyHo,
ncnonb3ys Nbol agpec, kpome 192.168.1.1, B noacetn 192.168.1.0/24.

MopgkntoueHue yepes KOHCOJIbHbIW NOPT RS-232

Mpu nomowm kabens RJ-45/DBF9, KoTopbIilt BXOAUT B KOMMNEKT NOCTaBKN YCTPOINCTBA, COeANHNTE NOPT
«Console» MmapLipyTrn3aTopa ¢ noptoMm RS-232 komnbloTepa.

3anyctute TepMUHasTbHY0 nporpammy (Hanpumep, HyperTerminal nnn Minicom) v cosgaiite HoBoe
noaxntoyeHne. JomkeH 6biTb MCMOMb30BaH PEXUM aMynsumy TepMuHana VT100.
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BbinoniHuTe cnepyowime HacTpoikn nHtepdeica RS-232:

CkKopocTb: 115200 6UT/C
BuTbl AaHHbIX: 8 6UT
YeTHOCTb: HET

Ctonosble 6uThbl: 1
YnpaBrieHne NoTOKOM: HET

5.2.2 MpumMeHeHne N3MeHeHUA KOHurypauum

Jto6ble N3MEHEHNS, BHECEHHbIE B KOHqZ)I/IpraLI,I/I}O, BCTYNAT B lEl|el\/‘ICTBI/Ie TOJ1bKO Moc1e npuMeHeHnsa KoMmaHabl:

esr# commit
Configuration has been successfully committed

Mocne npuMeHeHUs AaHHON KOMaHAbl 3anyckaetcs Tarimep "otkara’ KoHpurypaummn. [1ns octaHoOBKM Taimepa
1N mexaHu3Ma "oTkara' ucnonb3yercsa kKoMaHaa:

esr# confirm
Configuration has been successfully confirmed

3HauyeHve Talrimepa "oTkara"' no ymonyaHuo — 600 cekyHA. Ona 3MeHeHnsa AaHHOro TariMepa Ucnosib3yercs
KOMaHza:

esr(config)# system config-confirm timeout <TIME>

+ <TIME> — vHTepBan BPEMEHN OXMAAHWS NOATBEPXKAEHNSA KOHPUrypaunmn, NPUHMMaET 3Ha4YeHNe B
cekyHaax [120..86400].

5.2.3 BasoBas HacTpoiika MmapLpyTusaTopa
Mpoueaypa HACTPOIiKM MapLIpyTU3aTopa npv NePBOM BK/IKOUEHWUN COCTOUT M3 CNeayoLLUX TarnoB:

* M3meHeHue napons nosb3oBatens «admin» Npu NepBoii aBTopusauum.

+ Co3gaHune HOBbIX Mo/ib30BaTeNeil.

+ HasHaueHue umeHm ycTpoiictea (Hostname).

* YcTaHoBKa NapameTpoB NOAK/UEHMS K Ny6/IMYHOI CETV B COOTBETCTBUM C TPe6oBaHUAMY NpoBaligepa.
+ HacTpoiika yganeHHoro AocTyna K MapLipyT13artopy.

+ MNpumeHeHne 6a30BbIX HACTPOEK.
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M3meHeHue naponsa nonb3oBarens «admin» npu nepBoii aBTopUsayuu

Mpn NepBOM BXOAE B CUCTEMY HEOBXOAUMO CMEHWUTL Naposib MO YMOTYaHMWIO NPUBUIETPOBAHHOTO
nonb3osarens «admin». 1o CMeHbI Napossi NOb30BaTe/IbCKas HACTPOiKa YCTPONCTBa HEAOCTYMHA.

Mocne ykasaHns HOBOro Naposisi HE06X0AMMO NPUMEHUTbL N3MEHEHMS B KOH(IUIypauumn KomaHaolk commit v
NOATBEPANTb M3MEHEHUS KOMaHAol confirm:

esr (change-expired-password)# password <new password>

esr (change-expired-password)# commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

esr (change-expired-password)# confirm

Configuration has been confirmed. Commit timer canceled.

esr#

Co3gaHune HOBbIX nonb3oBareneii

[nsi ynpaBneHust yCTPOICTBOM Ha CEPBUCHBIX MapLupyTu3aTopax ESR cyllecTByeT BO3MOXHOCTb CO3A4aBaTh
Mo/Ib30BaTeNbCKNE YUETHbIE 3aMUCH, Y KOTOPbIX aAMUHUCTPATOP MOXET MHANBMAYALHO 3a4aTh:

* Nnaposb,

* YPOBEHb NPUBUMETNIA;
* Pexum paboTbl YYETHOI 3anmcu.

[nAa co3gaHna HOBOro Nosib30BaTensa cCUcTemMbl Un HaCTpOVIKM no6oro uns3 napameTpoB: UMEHW MOJ/1b30BaTes4,

naposisi, ypoBHS NPUBUNETAI 1 peXuMa paboTbl — UCMOMb3YHTCS KOMaHb:

esr(config)# username <name>
esr(config-user)# password <password>
esr(config-user)# privilege <privilege>
esr(config-user)# mode <mode>
esr(config-user)# exit

YpoBHM npuBuaernii 1-9 paspeLuatoT 4OCTYN K YCTPOMCTBY 1 NPOCMOTP €ro ONEepPaTUBHOIO COCTOSIHUS,
HO 3anpeLlaKT HaCTPOWKy. YpoBHu npueunernii 10-14 paspeLuatoT Kak AOCTYM, Tak U HACTPOIiKy
60nbLUel YacTu OYHKLUMIA YCTPONCTBA. YPOBEHb NpMBUAETNIA 15 pa3peLlaeT Kak AOCTYM, TakK 1
HACTpPOIiKy BCcex (PyHKLMIA yCTPOICTBA.

Y yUYeTHbIX 3annceli eCTb HECKOMIbKO PEXUMOB paboTbl:
+ cli — pexxum paboTbl N0 YMOMYaHuto, Nosb30BaTe b NOYYaeT AOCTYN K UHTepdeicy KomaHaHO
CTPOKW, NpeAHa3Ha4YeHHOMY A5 ynpaB/eHWs, NPOCMOTPa COCTOSIHAA 1 MOHUTOPUHIa
YCTPOWCTBa;

+ techsupport — nonb3oBaTesib Noy4YaeT J4OCTYN K KOMaHAHO 060/104Ke, B KOTOPOI BbINOSTHSIETCS

npoueaypa oT1aAKk1 YyCTPOINCTBA COBMECTHO C CneLuaimcTamMmy TeXHUYECKOW NoAAepPXKKY;

- sftp — nonb3oBaTenb Ucnonb3yeTcsa 4715 opraHu3aluy 4ocTyna K BcTpoeHHoMy SFTP-cepsepy,
BO3MOXHOCTb pab0Thbl B KAKO-TM60 KOMaHAO 060/104Ke NPU 3TOM Y NoJIb30BaTe/ s
OTCYTCTBYET.
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@ nNonb3osatens «<admin» SBNAETCA eANHCTBEHHBLIM NPeAYCTAHOBEHHbBIM NO/L30BATENEM B
KOHUrypaumm ycTpoiictea. 910 MPUBOAMUT K ONpPeAeTeHHbIM 0COGEHHOCTSIM PaboTbl C HUM:
1) MpyMeHeHre KoMaHbl no username admin He yaansieT nonb3osatens «<admin» U3 KoHdUrypauuu,
a NpVYBOAMT €ro K HacTpolriKam No yMoNYaHuio — Naposto «password» 1 15 ypoBHIO NpUBUIETWIA.
2) OTK/IHOUNTL BO3MOXHOCTb aBTOpU3aumMn nonb3oBatens «admin» MOXHO koMaHzoi no admin login
enable.
3) Monb3oBaTtenb «adminx» ¢ HaCTpoikamy No ymonyaHuio (Naposb «password», ypoBeHb NPUBUIET A
15) He oTo6pakaeTcsi B BbiBogax koMaHg show running-config n show candidate-config 6e3
mogmudpmkaTopa «full».

MpuMep KOMaHA AN CO3A4aHUS HECKOSIbKUX YUYETHbIX 3anuceld — nosib3oBatens «netmaster» ¢ ypoBHEM
npusunernii 15 gns ynpaenexnus o6opyaoBaHvem, nonb3osarens «watcher» ¢ yposHem npvsuneruii 1 ans
OrpaH1yYeHHOro NPOCMOTPAa ONepaTUBHOWN MHOPMaLMK, a Takke nosnb3osatens «techsup» Ana otnaaku
YCTPOICTBa COBMECTHO C COTPYAHUKAMN TEXHUYECKON NOALEPXKKN:

esr# configure

esr(config)# username netmaster
esr(config-user)# password P@ssWord
esr(config-user)# privilege 15
esr(config-user)# exit

esr(config)# username watcher
esr(config-user)# password password
esr(config-user)# privilege 1
esr(config-user)# exit

esr(config)# username techsup
esr(config-user)# password PsWdTs
esr(config-user)# mode techsupport
esr(config-user)# exit

esr(config)#

Ha3sHaueHne nmeHu ycTpoiicTBa

[na Ha3HaYeHMss UMEHMN YCTPOICTBA UCMOb3YOTCS CriefytoLie KoMaHbl:

esr# configure
esr(config)# hostname <new-name>

Mocne NpYMEHEHNS KOHQUIypaLuy NpurialeHne KOMaHHON CTPOKU 3MEHWUTCS HA 3HAUYeHWe, 3alaHHoe
napamMeTpom <new-name>.
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HacTpolika napameTpoB Ny6/IMUHOW ceTU

[nsa HacTpoiikn ceTeBOro nHTepderica mapLupytusaropa B ny6smyHoli cetn Heo6xoauMOo Ha3HauUTb
YCTPOWCTBY NapameTpbl, onpesenéHHble nposaingepom cetu — IP-agpec, macka noAceTy 1 agpec LW3a no
YMONYaHMIo.

Mpumep KomaHa, HacTpoikn ctatudeckoro IP-agpeca gna cab-uHtepgeiica Gigabit Ethernet 1/0/2.150 gns
JocTyna K mapupytusartopy yepes VLAN 150.

MapameTpbl UHTEPIEca:

+ IP-agpec — 192.168.16.144;
+ Macka nogcetn — 255.255.255.0;
+ IP-agpec wnto3a no ymonyaHuio — 192.168.16.1.

esr# configure

esr(config)# interface gigabitethernet 1/0/2.150
esr(config-if-sub)# ip address 192.168.16.144/24
esr(config-if-sub)# exit

esr(config)# ip route 0.0.0.0/0 192.168.16.1

[nsa Toro 4to6bl Y6eanTbes, UTO aapec Obls1 Ha3HaYeH MHTEPJIECY, NOCNe NPUMEHEHMNS KOHUIypaLmm
BBEAMTE C/IeAYHOLLYH0 KOMaHAy:

esr# show ip interfaces

IP address Interface Admin Link
Type Precedence

192.168.16.144/24 gil1/0/2.150 Up Up
static primary

Mposarifep MOXET NCMNO/b30BaTh AUHAMUYECKN Ha3HaYaeMble agpeca B cBoeit cetu. nsa nonyyerus IP-
ajpeca MOXeT ncnosib3oBarbcsa npotokon DHCP, ecnun B cetu npucytcteyeT cepsep DHCP.

Mprmep HaCTPOiiKK, NpeAHasHauYeHHoM Ana nonyyeHnsa guHammyeckoro IP-agpeca ot DHCP-cepsepa Ha
nHtepdeiice Gigabit Ethernet 1/0/10:

esr# configure

esr(config)# interface gigabitethernet 1/0/10
esr(config-if)# ip address dhcp
esr(config-if)# exit

[nsi Toro 4To6bLI y6EAUTLCS, UTO aApec Gbln Ha3HauYeH UHTepdielicy, BBeauTe CeayoLlyo KOMaHay nocrne
MPYMEHEHNS KOHQMIypaLn:

esr# show ip interfaces

IP address Interface Admin Link
Type Precedence
192.168.11.5/25 gil/0/10 Up Up

DHCP -
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HacTpoiika yganeHHoOro gocTyna K maplupytusaTopy

B 3aBOACKOW KOH(pUrypaumm paspeLleH yaasieHHblin 4OCTYN K MapLupyTusaropy no npotokony SSH n3
30HbI «trusted». [1ns TOro 4TO6bI Pa3peLlnTb yAasIeHHbIN AOCTYN K MapLIpyTU3aTopy U3 APYrnx 30H, Harnpumep,
13 Ny6ANYHON CeTH, He0BX0AMMO CO34aTb COOTBETCTBYHLME nNpasuna B firewall.

Mpwn KOHMIypupoBaHUM A0CTyNa K MapLUpyTM3aTopy nNpasuia co3gatoTcst 415 napbl 30H:

* source-zone — 30Ha, U3 KOTOPOW ByaeT OCYLEeCTBAATLCA YAA/IEHHbIA AOCTYN;
+ self — 30Ha, B kKOTOpO HaxoANTCA NHTEPENC yNpaBIeHNsT MapLLPyTN3aTOPOM.

[lna co3gaHus paspeLuaroLLero npaBuia MCnonb3yTcs creaytoLme KoMaHabl:

esr# configure

esr(config)# security zone-pair <source-zone> self

esr(config-zone-pair)# rule <number>

esr(config-zone-rule)# action permit

esr(config-zone-rule)# match protocol tcp

esr(config-zone-rule)# match source-address object-group network <network object-group>
esr(config-zone-rule)# match destination-address object-group network <network object-group>
esr(config-zone-rule)# match destination-port object-group <service object-group>
esr(config-zone-rule)# enable

esr(config-zone-rule)# exit

esr(config-zone-pair)# exit

MpuMep KomaHa ANs paspeLueHuns Nonb3oBaTensm ns 30Hbl «untrusted» ¢ IP-aagpecamun
132.16.0.5-132.16.0.10 nogkntovatbca K MmapLipyTtuartopy ¢ IP-agpecom 40.13.1.22 no npotokosny SSH:

esr# configure

esr(config)# object-group network clients

esr(config-addr-set)# ip address-range 132.16.0.5-132.16.0.10
esr(config-addr-set)# exit

esr(config)# object-group network gateway

esr(config-addr-set)# ip address-range 40.13.1.22

esr(config-addr-set)# exit

esr(config)# object-group service ssh

esr(config-port-set)# port-range 22

esr(config-port-set)# exit

esr(config)# security zone-pair untrusted self

esr(config-zone-pair)# rule 10

esr(config-zone-rule)# action permit

esr(config-zone-rule)# match protocol tcp

esr(config-zone-rule)# match source-address object-group network clients
esr(config-zone-rule)# match destination-address object-group network gateway
esr(config-zone-rule)# match destination-port object-group ssh
esr(config-zone-rule)# enable

esr(config-zone-rule)# exit

esr(config-zone-pair)# exit

133



CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

6 PekomeHaauuu no 6e3onacHoi HacTpolike

O6Lme pekomeHpaumm
HacTpoiika cuctembl 10rMpoBaHns COObITHIA
* PekomeHpauun
+ lNpepynpexaeHns
* Mpumep HaCTPOWKM
HacTpoiika nofmMTukmM ncnonb30BaHns naposei
* PekomeHpauun
* Mpumep HaCTPOWKM
HacTpoiika nonntukm AAA
* PekomeHpauun
+ lNpepynpexaeHns
* Mpumep HaCTPOWKM
HacTpoiika yaganéHHoro ynpasneHuns
* PekomeHpauun
* Mpumep HaCTPOWKM
HacTpoiika mexaHn3MOB 3aLMTbl OT CETEBbIX aTak
* PekomeHpauun
* Mpumep HaCTPOWKM

PekomeHgaumm no 6e3onacHoit HacTpolike HOCSAT O6LLMIA XapakTep 1 NOAXOAAT AN GO/MbLUMHCTBA
MHCTaNNsuMiA. HacTosilme pekoMeH4aummn B 3HaUMTEIbHOW CTEMNeHV NoBbIWAT 6€30MacHOCTb 3KCn/lyaTauum
YCTPOICTBA, HO He SIBNAIOTCS 1CUepnbIBaOLLMMU. B 3aBUCMMOCTI OT CXEMbI NMPUMEHEHNSA YCTPOICTBa
HeobXoAMMOo HacTpavBaTb M Apyrve napameTpbl 6e30MacHOCTW. B HEKOTOPbIX CNeumugnMUecKknx cnyyasx
BbINO/IHEHME [aHHbIX PEKOMEHAALMIA MOXET NPUBECTM K HEPa6GoTOCNOCOGHOCTM CeTu. Mpn HaCTpoiike
YCTPOIiCTBa CTOUT B NEPBYIO o4epeab C/efoBaTb TEXHUYECKMM TPEGOBAHNAM W perlameHTam ceTel, B
KOTOpbIX BYAET 3KCNyaTMpoBaTbCsA AaHHOE YCTPOCTBO.

6.1 OOwue pekomMmeHaaLUU

PekomeHayeTcsa Bcerga oTk/iovarb Hemcnosblyemble husnyeckme nHtepdencobl ¢ NOMOLLbI0 KOMaHAbl
shutdown. KomaHza nogpo6Ho onucaHa B pasgesne KoHduryprupoBaHue 1 MOHUTOPUHT nHTepdhelicoB
cnpasoyHuKa komaHg CLI.

PekomeHpayeTcsa Bcerga HactpamBaTb CUHXPOHU3ALMIO CUCTEMHbIX YAcOB C AOBEPEHHbIMU NCTOYHUKAMU
cetesoro BpemeHn (NTP). Anroputm HacTpoiikn NTP npuBeféH B pasaene Hactpoiika NTP HacTosiiero
pykoBogcTsa. MNoapobHas nHopmauma o komaHgax ans Hactpoitku NTP npvsefeHa B pasgene
YnpasrieHne cucTeMHbIMY Yacamiu cnpaBoyHnka komaHpg, CLI.

PekomeHpyetcs oTkntodate NTP broadcast client, BK/1HOYEHHbI MO YMOYaHWIO B 3aBOACKOWA
KOHUrypaumm.

He pekomeHayeTcs ncnonb3oBatb komaHay ip firewall disable, oTkntouatouyo mexceresoe
3KpaHupoBaHue. CnefyeT Bcerga HazHayartb MHTepdielicaM COOTBETCTBYIOLLME 30HbI 6e30MacHOCTU U1
HacTpamBaTb KOPPEKTHbIE MpaBu/ia MeXCceTeBoro aKpaHa. ANropuTM HaCTPOMKN MEXCETEBOIo aKpaHa
npuBeféH B pasgene KoHdurypuposaHuve Firewall HacTosiwero pykosoacTsa. MNogpobHas nHdopmaums
0 KOMaHax 411 HaCTPOIKM MeXCeTeBOro aKkpaHa npuBefeHa B pasgerne Yrpas/ieHve

Firewall cnpaBoyHuka komaHz CLI.
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6.2 HacTtpoliika cuctemMbl IOrMpPoOBaHNA COObITUIA

ANTOPUTMbI HACTPOIKM CUCTEMbI JTIOFMPOBaHUSI COBbLITUI NPUBEAEHLI B noapasaene «HacTtpoiika Syslog»
pasgena MOHUTOPVHT HACTOSILLEro PYKOBOACTBA.

MogpobHas MHopmaums 0 KomaHgax A/ HACTPOVKM CUCTEMbI TOTMPOBaHNSA COObITUI NprBeAeHa B pasgene
YnpasneHue SYSLOG cnpaso4yHvka komaHpg CLI.

6.2.1 PekomeHpgauun
+ PekomeHAOyeTCcsl HAaCTPOUTb XpaHeHMe CoobLLEeHN 0 cobbITMAX B thaiin syslog Ha ycTpolicTBe u
nepepavy aTux cobbITUIA Ha BHeLWHWI syslog-cepsep.
+ PekomeHAyeTcs orpaHuymBath pasmep syslog-thaina Ha ycTpoiicTse.
+ PekomeHAyeTcsa HacTpavBatb potauuto syslog-thainnos Ha ycTpoiicTse.
+ PekomeHAyeTcs BKOYaTb HyMepaumio coobLeHuii syslog.
+ PekomeHAyeTcs BKoYaThb fo6aBneHne MeTok timestamp msec K syslog-coobLeHsamM Ha yCTponcTBax
ESR-1500 n ESR-1511.
6.2.2 MpepynpexaeHns
+ [aHHble, xpaHsawmecs B hainnosoii cucteme tmpsys:syslog, He coxpaHalTCa Npu nepesarpyske
yCcTpoicTBa. TOT TMN hainioBoil CUCTEMbI PEKOMEHAYETCH UCNO/b30BaTh AJ/19 XPaHEeHUS OnepaTuBHbIX
J10r0B.
+ He pekomeHgyeTcs ucnonb3osarts chainnosyto cuctemy flash:syslog nns xpaHeHus noros, Tak kak aTo
MOXET NPUBECTM K NPEeXAEeBPEMEHHOMY BbIXOAY M3 CTpos ycTpoicTBa ESR.
6.2.3 Mpumep HaCTPOKM
3apgava:

HacTpouTb XpaHeHne coobLLeHnn 0 cobbITUAX YPOBHS info 1 Bbiwe B dhaiin syslog Ha ycTpolicTee u
HaCTpoWTb Nepefavy aTUX CObbITUIA Ha BHeLLHWI syslog-cepBep. OrpaHnuntb daiin paamepom 512 KéaiT.
Bkntountb potaumto 3 gpainnos. BknounTb Hymepaumio coobLleHuii syslog.

PewieHune:

HacTpanBaem xpaHeHue syslog-coobLueHunin B ghaiine:

esr(config)# syslog file tmpsys:syslog/default
esr((config-syslog-file)# severity info
esr((config-syslog-file)# exit

HacTpaviBaem orpaHuyeHme pasmepa 1 potaumio aiinos:

esr(config)# syslog max-files 3
esr(config)# syslog file-size 512
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HacTpanBaem nepegavy COOOLEHNIA HA BHELLHNIA CEepBep:

esr(config)# syslog host mylog
esr(config-syslog-host)# remote-address 92.168.1.2
esr(config-syslog-host)# transport udp
esr(config-syslog-host)# port 514
esr(config-syslog-host)# severity 1info
esr(config-syslog-host)# exit

Bkitouaem Hymepaumio coobLieHunin syslog:

esr(config)# syslog sequence-numbers

6.3 HacTtpoiika NoNUTUKN UCNO/Ib30BaHuUs naposneit

ATTOPUTMbI HACTPOIKM MNONUTUKM NCNOIb30BaHMA Naposieil NnpuBeseHsl B pasgene Hacrporika
AAA HacTosLlero pykosoacrea.

MogpobHas MHopmaums o KomaHgax A/ HACTPOWKN NOSIUTUKN UCMNO/b30BaHNs naposen npusegeHa B
pasgene Hactporika AAA cnpaBoYHuKa komaHg CLI.

6.3.1 PexkomeHpauuun

+ PekomeHAyeTcsi Bcerja BktoyaTh TPe60BaHUA HA CMEHY Naposis Mo ymMoiYaHuio nosib3oBatens admin.

+ PekomeHAyeTcs orpaHMuMBaTh BPEMS XU3HM Naposieit 1 3anpeLaTs NOBTOPHO MCMO/b30BaTh, Kak
MUHUMYM, NpeabIayLWwuiA naponsb.

+ PekomeHAyeTCs BbICTaBNsATb TPEGOBAHUA MUHUMaSIbHOW AIMHbI Naposs 60sblue 8 CUMBOJIOB.

+ PekomeHAyeTcs BbICTaBNsATb TPEGOBAHUS HA UCMONb30BaHNE CTPOUHBIX U MPOMNUCHBLIX BYKB, LGP 1
CMeLCUMBO/IOB.

6.3.2 Mpumep HaCTPOKMN

3apgava:

+ HacTpouTb NaponbHy NONUTUKY C 06s13aTe/NbHbIM TPEGOBAHMEM CMEHbI Naposis Mo YMOIYaHMIo,
BpPeMeHeM [eiicTBusA napons 1 MecsL, 1 3anpeTom Ha Ucnosb3oBaHve 12 nocneaHux naponeil.
+ 3agaTb MUHUMAIbHYHO AVHY Napons 16 CMMBOMOB, MakCMMasibHy0 — 64 cUMBONA.

+ Maponb [0MKEH cofepXaTb HE MeHee 3 NPOMNUCHbIX BYKB, HE MEHee 5 CTPOUHbIX GYKB, HE MeHee 4 undp

1 He MeHee 2 cneLcyMBOIOoB. MNaposb B 0683aTeNlbHOM NOPSiZIKE A0/MKEH COAEPXaTb BCe 4 Tuna
CUMBOJIOB.

PewieHune:

Bktoyaem 3anpoc Ha CMeHy naposs No yMosivaHuio A1 nonb3osartesns admin:
esr(config)# security passwords default-expired
YctaHaBnimBaem BpeMs Xu3Hu naponsa 30 gHel 1 3anpeT Ha Ucnosib3oBaHne npeablaywmx 12 naponei:

esr(config)# security passwords lifetime 30
esr(config)# security passwords history 12
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YcTtaHaBnmBaeMm orpaHnyeHuna Ha AanHy napons:

esr(config)# security passwords min-length 16
esr(config)# security passwords max-length 24

YcTaHaBnMBaeM orpaHnyeHus no MMHUMaslIbHOMY KOSIMYECTBY CUMBOJ10B COOTBETCTBYIOLLIVX TUMOB:

esr(config)# security passwords upper-case 3
esr(config)# security passwords lower-case 5
esr(config)# security passwords special-case 2
esr(config)# security passwords numeric-count 4
esr(config)# security passwords symbol-types 4

6.4 Hacrtpoiika nonutukm AAA

ANropuTMbl HACTPONKN nonnTukn AAA npmuBeaeHsbl B pasaene Hactpoiika AAA HacTOSILLErO PyKOBOACTBA.

MogpobHas MHopmaums o KomaHgax 419 HacTporiku nonuTukn AAA npuseseHa B pasgene Hacrporika
AAA cnpaBoyHuka komaHg CLI.

6.4.1

PekomeHaaLnu

PekomeHAayeTca NCnoNb30BaTh POSIEBY0 MOAE/b AOCTYNa Ha YCTPONCTBO.

PekomeHayeTca NCnonb30BaTbh NEPCOHasIbHbIE YYETHbIE 3anucy 418 ayTeHTU(UKaLMm Ha yCcTpolicTBe.
PekomeHAayeTcsa BKIHOYaTb /1I0rMpoBaHe BBOAMMbIX NO/Ib30BaTeNIeM KOMaHz,

PekomeHayeTca NCNoNb30BaTh HECKO/IbKO METOA0B ayTeHTUMKaumum 4718 BXo4a Ha YCTPOKMCTBa Yepes
KOHCONb, YAa/IEHHOIO BXO4a Ha YCTPOMCTBA M NOBbIWEHUS npusBunernii. ONTMMasibHOM cuntaeTcs
KOMOUHaUma 13 ayteHTudmkaumm no ogHomy 13 npotokonos RADIUS/TACACS/LDAP 1 nokasbHo
ayTeHTudukaumn.

PekomeHayeTca OTKI0UNTb BCTPOEHHYO YYETHYIO 3anvcb admin.

PekomeHayeTcs HacTpoOUTb I0rMpoBaHe N3MEeHEeHUI NTOKasIbHbIX YHETHbBIX 3anucen.

PekomeHayeTcst HAaCTPOUTL SIOFMPOBaHNE M3MEHEHWNI NOAUTUKN AAA.

MpepynpexaeHus

BcTpoeHHyto y4éTHy0 3anuck admin yaanutb Heb3s, TONIbKO OTK/IHYUTL aBTopu3aumio /18 Heé
komaHzol no admin login enable.

KomaHga no username admin He yaanseT nosb3osartena admin, copacbiBaeT ero KoHurypaumio B
3HaYeHust N0 yMmon4yaHuio. Nocne npuMeHeHns 3To KoMaHAbl Nosib3oBartesib admin He 6yaeT
0TO6paXaTbCs B KOHGUrypaLun.

KomaHga no password o115 nonb3osarens admin Takke He yganseT naposib nosb3osarensa admin, a
cbpacbIBaeT ero B 3Ha4eHne no ymonyaHuio. lNocne npyMeHeHus 310 KoMaH4pbl Naposib Nosib3oBarens
admin nepecTaét oTobpaxarbcs B KOHhMrypaumm n ctaHosuTcs ‘password'.

Mepepn OTKIOYEHMEM aBTopu3aumm Ans nonb3osartens admin B KOHUrypaumo ycTpoicTea
Heob6Xx04MMO HaCTPOUTL NOMb30BaTesNA ¢ ypoBHEM npusunernii 15 nnv 3agate ENABLE-napons gns
YPOBHSA npusunernii 15.
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6.4.3 Mpumep HaCTPOKMN

3apgava:
HacTtpontb nonutuky AAA:

« [ns yaanéHHoro Bxoaa no npoTtokony SSH ncnonb3oeath ayteHTUdMKaumm yepes RADIUS.

« [1ns BXoAa Yepes NoKasibHYK KOHCO/b MCN0/b30BaTh ayTeHTUdnkauum yepes RADIUS, B cnyyae
oTcyTcTBuUs cBA3n ¢ RADIUS-cepBepamMu 1CN0OMb30BaTh /IOKas/IbHYO ayTeHTU(UKALNIO.

+ Vcnonb3oBatb ENABLE-naposnb, 3agaHHbIli yepes RADIUS, B ciyuae otcyTcTBus cesasu ¢ RADIUS-
cepBepamMn Ncnonb3oBaTtb N0KasbHbIi ENABLE-napons.

* YcTaHOBUTb NoNb3oBaTento admin NOHWXEHHbIN YPOBEHb NPUBUNETAIA.

* HacTtpouTb siormpoBaHne n3mMeHeHui /IoKasibHbIX YHETHbIX 3anncei.

+ HacTtpouTb normpoBaHne nsmeHeHunin nonntTnk AAA.

* HacTtpouTb nornposaHve BBOANUMbIX KOMaHS,

PewieHune:

Cospgaem nokanbHoro nonb3oearens local-operator ¢ ypoBHeM npuBMnerii 8:

esr(config)# username local-operator
esr(config-user)# password Pa$swOrdl
esr(config-user)# privilege 8
esr(config-user)# exit

3agaém nokasbHblin ENABLE-napons:
esr(config)# enable password $6e5c4r3e2t!
[anee Heo6XxoAMMO OTK/IIOYMTL aBTOpM3auuio y nosb3osartesnisa admin:
esr(config)# no admin login enable
HacTtpanBaem cBs3b ¢ gBymsa RADIUS-cepBepamu, ocHOBHbIM 192.168.1.11 v pe3epBHbIM 192.168.2.12:

esr(config)# radius-server host 192.168.1.11

esr(config-radius-server)# key ascii-text encrypted 8CB5107EA7QO5AFF
esr(config-radius-server)# priority 100 esr(config-radius-server)# exit
esr(config)# radius-server host 192.168.2.12

esr(config-radius-server)# key ascii-text encrypted 8CB5107EA7QO5AFF
esr(config-radius-server)# priority 150

esr(config-radius-server)# exit
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HacTtpanBaem nonutunky AAA:

esr(config)# aaa
esr(config)# aaa
esr(config)# aaa
esr(config)# aaa

authentication
authentication
authentication
authentication

esr(config)# line console
esr(config-line-console)# login authentication CONSOLE
esr(config-line-console)# exit esr(config)# line ssh
esr(config-line-ssh)# login authentication SSH
esr(config-line-ssh)# exit

HacTtpavnBaem nornposaHue:

esr(config)# logging userinfo
esr(config)# logging aaa

esr(config)# syslog cli-commands

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

login CONSOLE radius local
login SSH radius

enable default radius enable
mode break

6.5 Hacrtpoiika yganéHHoro ynpaBneHus

Moapo6Hast HhopmaLysa 0 KOMaHAAxX HAaCTPOKKK yAanEHHOro A0CTyna npueeAeHa B pasaene HacTtpoiika

poctyna SSH, Telnet cnpaBoyHuka komaHg CLI.

6.5.1 PexkomeHpauuun

He pekomeHayeTcs BkA4YaTb yaanéHHoe ynpasneHue no npotokosy Telnet.

PekomMeHAYeTCS MCNO/Mb30BaTb KPUNTOCTOMKME aNropuTMbl ayTeHTudmKkaummn sha2-512 n oTkounTh BCe
oCTa/lbHbIe.

PekomMeHAYeTCS MCNO/Mb30BaTb KPUNTOCTOMKME aNifOPUTMbI LUMAhpoBaHMs aes256¢tr n oTknounTbL BCe
oCTa/lbHbIe.

PekomMeHAYyeTCS MCNO/Mb30BaTb KPUMTOCTONKNIA anroputm obMeHa kivamu wndpoBanHmsa dh-group-
exchange-sha256 n oTkNOYMTL BCE OCTa/lbHbIE.

PekomMeHAyeTCS MCNO/b30BaTb KPUNTOCTONKMIA anroputm Bepudmkaummn Host-Key anst SSH rsa
OTK/IIOYNTb BCE OCTasIbHbIE.

PekomMeHAyeTCS paspeLwnTb AOCTYN K yAaNEHHOMY YNpPaB/IeHNI0 YCTPONCTBOM TO/bKO C ONpeaenE&HHbIX
IP-agpecos.

MNepen HayasI0M 3KcnlyaTauuy peKOMeHAYeTCs NepereHeprpoBaTh KU WpoBaHus.

6.5.2 Mpumep HacCTPOKMU

3apgava:

CreHepupoBaTb HOBbIE K/10UMn U.Il/ICprBaHVIFI. Vicnonb3oBaTb KpVIﬂTOCTOVIKI/Ie aAJITOPUTMBbI.
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PelwweHue:

OTK/NtOYaeM yCTapeBLUME U HE KPUNTOCTOMKME afiropUTMbI:

esr(config)# ip ssh server

esr(config)# ip ssh authentication algorithm md5 disable

esr(config)# ip ssh authentication algorithm md5-96 disable
esr(config)# ip ssh authentication algorithm ripemdl60 disable
esr(config)# ip ssh authentication algorithm shal disable
esr(config)# ip ssh authentication algorithm shal-96 disable
esr(config)# ip ssh authentication algorithm sha2-256 disable
esr(config)# ip ssh encryption algorithm 3des disable

esr(config)# ip ssh encryption algorithm aes128 disable

esr(config)# ip ssh encryption algorithm aesl128ctr disable
esr(config)# ip ssh encryption algorithm aes192 disable

esr(config)# ip ssh encryption algorithm aesl92ctr disable
esr(config)# ip ssh encryption algorithm aes256 disable

esr(config)# ip ssh encryption algorithm arcfour disable

esr(config)# ip ssh encryption algorithm arcfourl28 disable
esr(config)# ip ssh encryption algorithm arcfour256 disable
esr(config)# ip ssh encryption algorithm blowfish disable
esr(config)# ip ssh encryption algorithm cast128 disable

esr(config)# ip ssh key-exchange algorithm dh-group-exchange-shal disable
esr(config)# ip ssh key-exchange algorithm dh-groupl-shal disable
esr(config)# ip ssh key-exchange algorithm dh-groupl4-shal disable
esr(config)# ip ssh key-exchange algorithm ecdh-sha2-nistp256 disable
esr(config)# ip ssh key-exchange algorithm ecdh-sha2-nistp384 disable
esr(config)# ip ssh key-exchange algorithm ecdh-sha2-nistp521 disable
esr(config)# ip ssh host-key algorithm dsa disable

esr(config)# ip ssh host-key algorithm ecdsa256 disable

esr(config)# ip ssh host-key algorithm ecdsa384 disable

esr(config)# ip ssh host-key algorithm ecdsa521 disable

esr(config)# ip ssh host-key algorithm ed25519 disable

FeHepupyem HOBble KtouM LWNpoBaHUS:

esr# update ssh-host-key rsa 2048

6.6 HacTtpoiika MexaHM3MOB 3alUTbl OT CeTEBbIX aTak

ANropuUTMBbI HaCTDOVIKM MeXaHM3MOB 3allTbl OT CETEBbLIX aTaK NpMBEAEHbI B pa3aene HaCTpOMKa
nornposaHna 1 3alnTbl OT CETEBLIX HACTOALLEro pykoBoACTBa.

MoapobHast MHpopMaumst 0 KomaHgax A1 HACTPOVKN NOUTUKN UCNOMb30BaHNs Naposnel npuseaeHa B
pasgene YnpasneHue 0rMpoBaHMem 1 3alMToin OT CeTEBLIX atak cnpaBoYHMKa komaHg, CLI.

6.6.1 PekomeHpgauun

+ PekomeHAayeTcs Bcerga BKKUaTh 3almTy oT ip spoofing.

+ PekomeHpyeTca Bcerga BkaoyaTb 3awmty ot TCP-nakeToB ¢ HenpaBW/ibHO BbICTaB/IEHHbIMY dosiaramMu.

+ PekomeHpyeTcs Bcerga Bkawyarh 3amuTy oT oparMeHTMpoBaHHbIX TCP-NakeToB ¢ BbICTaB/I€HHbLIM
donarom SYN.

+ PekomeHpyeTca Bcerga BkawyaTh 3awmTy ot goparMeHTupoBaHHbIX ICMP-nakeToB.

+ PekomeHpyeTcs Bcerga Bkntoyarb 3awmty ICMP-nakeToB 60/1bLWOr0 pasmepa.
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* PeKOMeH,qyeTCH BCerga BK/o4YaTb 3alTy OT HE3apPeErncTpnpoBaHHbIX |P-I'Ip0TOKO]'IOB.
* PeKOMeH,qyeTCH BKKOYaThb Js1ormpoBaHne MexaHn3ma 3alljiTbl OT CETEBbIX aTak.

6.6.2 Mpumep HaCTPOKMN

3apgava:

HacTpouTb MexaHu3M 3awMThl OT CETEBbLIX atak B COOTBETCTBMN C peKOMeHaaLUnaMun.

PewieHune:

Bkntouaem 3awmTy ot ip spoofing n norvnpoBaHne MexaHusma 3allnThl:

esr(config)# ip firewall screen spy-blocking spoofing
esr(config)# logging firewall screen spy-blocking spoofing

Bkntoyaem 3awwmTy ot TCP-nakeToB ¢ HenpaBu/IbHO BbICTAB/IEHHbIMI h/laraMu 1 /IOrMpoBaHne MexaHusma
3aLLUNThI:

esr(config)# ip firewall screen spy-blocking syn-fin
esr(config)# logging firewall screen spy-blocking syn-fin
esr(config)# ip firewall screen spy-blocking fin-no-ack
esr(config)# logging firewall screen spy-blocking fin-no-ack
esr(config)# ip firewall screen spy-blocking tcp-no-flag
esr(config)# logging firewall screen spy-blocking tcp-no-flag
esr(config)# ip firewall screen spy-blocking tcp-all-flags
esr(config)# logging firewall screen spy-blocking tcp-all-flags

Bkntovaem 3awwmty ot pparmeHTuposaHHbix ICMP-nakeToB 1 normpoBaHme MexaHnsma 3awnTbl:

esr(config)# ip firewall screen suspicious-packets icmp-fragment
esr(config)# logging firewall screen suspicious-packets icmp-fragment

Bkntouaem 3awmty ot ICMP-nakeToB 60/1bLUOI0 pasmepa u 1orMpoBaHne MexaHmama 3allnThbi:

esr(config)# ip firewall screen suspicious-packets large-icmp
esr(config)# logging firewall screen suspicious-packets large-icmp

Bkitoyaem 3almTty oT He3aperncTprupoBaHHbIX IP-MpOTOKOM0B 1 /I0rMpoBaHne MmexaHu3ma 3almThbl:

esr(config)# ip firewall screen suspicious-packets unknown-protocols
esr(config)# logging firewall screen suspicious-packets unknown-protocols
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7 YnpaBneHue uHtepdeincamm

HacTpolika chusnyeckoro nitepgerica

* ANTOPUTM HaCTPOWKM

* ANropuTM HacTpPoOWkK pexnma L3

* Mpumep HaCTpoikn B pexunme L3
HacTpoiika TepMmrHauumn Ha cab-nHtepdelice

* ANTOPUTM HaCTPOWKM

* Mpumep HaCTpOlikn cab-uHTepdenca
HacTpoiika TepmmHauun Ha Q-in-Q nHTepdeiice

* ANTOPUTM HaCTPOWKM

* Mpumep HacTpolikn Q-in-Q nHTepdelica
HacTpoiika USB-mogemos

+ AnropuTtm HacTpoiikn USB-mogemoB

* Mpumep HaCTPOWKM
HacTpoiika PPP yepes E1

* ANTOPUTM HaCTPOWKM

* Mpumep KoHUrypaumm
HacTpolika MLPPP

* ANTOPUTM HaCTPOWKM

* Mpumep HaCTPOWKM

+ ®parmeHTauus Tpaduka
HacTpoiika AUX

* ANTOPUTM HaCTPOWKM

* [NpuMepbl HaCcTPoekK

+ CxeMmbl pacnarikv nepexogHuKoB

7.1 Hactpoiika hnsnueckoro nHtepdeiica

711

LWar

ANropuTM HaACTPOIIKK

OnucaHue KomaHpa

Mepexopn B pexum koHdurypupoBaHus  esr(config)# interface
oyHKLMOHanNa. gigabitethernet

esr(config)# interface
tengigabitethernet

esr(config)# interface
fourtygigabitethernet

esr(config)# interface

twentyfivegigabitethernet

esr(config)#

interface hundredgigabitethernet

esr(config)# interface port-channel

{<ID> | <UNIT>/<ID>}

BkounTb/OTKNIOUNTE UHTEPEIC. esr(config-if-gi)# shutdown/ no

shutdown

Knoun

<UNIT> — Homep ycTpoiicTBa B
rpynne ycTpoiicts [1..4].

<ID> — nopsiAKoBbIA HOMEP
rpynnbl arperaymm KaHanos,
NPUHUMAET 3HaueHus [1..12].

142



CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

War OnucaHne KomaHpa Knroun
3 3apath onvcaHue (Heobsi3aTesbHO). esr(config-if-gi)# description <text> — go 255 cumsonos.
<text>
4 3agatb MTU (Heo6s13aTenbHO). esr(config-if-gi)# mtu <count> <count> - 552-10000.
3HauyeHue No yMo/I4aHMIo:
1500.
5 3aaaTb CKOpocTb (He06s3aTeNbHO). esr(config-if-gi)# speed 1000M/ 3HayeHue No yMo/THaHuIo:
100M/10M/10G/auto auto.
6 3apatb MAC-agpec (HeobsasatenbHo).  esr(config-if-gi)# mac-address <ADDR> - MAC-agpec
<ADDR> CeTeBOro MoCTa, 3aaéTcA B

Buge XX:XXXX:XX:XX:XX, roe
Kakasn 4yacTb NpUHUMaeT
3HayeHus [00..FF].

7.1.2 ANropuTtm HacTpoWku pexuma L3

War OnucaHwune KomaHpa Knroun

1.1 3apatb IP-agpec. esr(config-if-gi)# ip address <ADDR/LEN> - IP-agpec u

<ADDR/LEN> OJIMHa MacKn noacetn,

3anaéTtca B BuAe

AAA BBB.CCC.DDD/EE, rge

esr(config-if-gi)# ip address Kaxaas yacTb AAA — DDD

<ADDR/LEN> secondary npuHuMaeTt 3HauyeHus [0..255]
n EE npuHMMaeT 3HaveHus
[1..32].

Monyunts IP-agpec ot DHCP-cepBepa.
nam

Kntou secondary ykasbiBaer,
YTO HACTPOEHHbI agpec
ABNAETCA LONOSTHUTENbHBIM
IP-agpecom. Ecnn aTo
K/IIOYEBOE C/I0BO OTCYTCTBYET,
HaCTPOeHHbIi agpec ABNseTcA
OCHOBHbIM IP-agpecom.
Bo3mMOXxHO ykazaTtb 8o 7
JononHuTensHbIX IP-agpecos.

1.2 esr(config-if-gi)# ip address dhcp
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OonucaHuve

3apartb IPvb-agpec.
Monyuunts IPv6-agpec ot DHCP-

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

Komanpga

esr(config-if-gi)# ipv6 address
<ADDR/P>

Knioun

<ADDR/P> — IP-agpec u
AJIHa Macku NogceTw,
3afaétcs B Buae <X:X:X:X:: X/

cepsepa. N> — rge Kaxgasa 6yksa X —

3TO LWecTHaALuaTepuyHble
3HaYeHns wectn 16-6UTHbIX
anemeHToB agpeca u N —
ONMHa npedimkca, NpyHMMaeT
3HayeHus [1..128].

2.2 esr(config-if-gi)# ipv6 address
dhcp

Takke ana dmaunyeckoro uHTepdeiica B pexume L3 BO3MOXHO HACTPOUTL:

+ QoS B 6a30BOM WM paclUMpPeHHOM pexumMax (cM. pasgen YnpasneHve QoS);

« proxy (cm. pasgen lNpokcupoBaHne HTTP/HTTPS-Tpadiuka);

* MOHUTOpPUHT Tpadomka (cM. pazaensl HacTpoiika Netflow n Hactpoiika sFlow);

* (hYHKLMOHa/ MPOTOKO/I0B MapLUpyTu3auum (CM. pasgen Ynpas/eHvie MapLupyTu3auueii);
+ npotokon VRRF (cMm. pazaen YnpasreHue pe3epBupoBaHnem);

* (pyHKumoHan BRAS (cm. pasgen YnpaeneHue BRAS (Broadband Remote Access Server));
* gpyHkumoHan IDS/IPS (cm. pasgen HacTpolika IPS/IDS).

Ons ncnonb3oBaHus firewall HeO6x0AMMO NPOU3BECTU €r0 HACTPOIiKY (CM. B pasgene
KoHdourypuposatue Firewall).

7.1.3 Mpumep HaACTPOWKMU B pexume L3

3apgaua:

HacTpouTb nHTepdeic ansa npoxoxaeHms Tpadmnka.

=X 192.0.2.1/24 192.0.2.2/24 Router

e . =3

PelweHune:

Mepenaute B pexmnm KOHQUIrypupoBaHus, BKIOUNTe MHTepdeiic, otkntounte firewall n 3apaiite IPv4-appec ns
ananasoHa 192.0.2.0/24:

esr# configure

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# no shutdown
esr(config-if-gi)# ip firewall disable
esr(config-if-gi)# ip address 192.0.2.1/24
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COXpaHMTeM3MeHeHMﬂ

esr(config)# commit
esr(config)# confirm

Ha npoTMBOMNONOXHOW CTOPOHE BblAaeTcs afpec U3 TOW Xe noaceTu.

7.2 HacTtpoiika TepMUHaLMm Ha caG-uHTepdpeiice

[nsa TepmmHupoBaHus Ethernet-copeiimoB koHkpeTHoro VLAN Ha onpegeneHHoM dom3nyeckom nHTepdeiice
HeobxoauMMo co3fdaTtb cab-uHTepdelic ¢ ykazaHmem Homepa VLAN, dppeiimbl KOTOporo 6yayT
TepMnHnpoBaTbcs. [Npu co3gaHnum AByx cab-uHtepdeicoB ¢ oanHakoBbiMy VLAN, HO Ha pa3HbIX U3NYecKknx/
arpervpoBaHHbIX UHTepdeicax, kommyTauus Ethernet-copeiimoB mexay AaHHbIMK cab-uHTepdelicamn byaet
HEBO3MOXHa, T. K. CErMEHTbI 3a npegenamu cab-nHrepdelicos byayT ABNSATLCA OTAENbHbIMA

LUMPOKOBeLLAaTe bHbIMK AoMeHaMK. /19 06MeHa AaHHbIMIN MEX/1y aboHEHTaMM pa3HbIX cab-nHTepdeiicoB
(naxe c ognHakoBbiM VLAN-ID) 6yaeT ncnonb3oBaTbCs MapLUpyTU3auus, T. €. 06MeH AaHHbIMK 6yaeT
nponcxoanTb Ha TpeTbem ypoBHe mogenn OSI.

7.2.1 ANroputM HacTpoOIiKu

War OnucaHue KomaHpa Knoun

1 Cospatb cab-uHtepdeiic ousmueckoro  esr(config)# interface <PORT> - HOMep dom3nyeckoro
nHTepdelica (BO3MOXHO TO/IbKO eC/In gigabitethernet <PORT>.<S-VLAN> uHTepdelica.
hm3ndecknin nHTepdeinc B pexrnmve

UNIT> - I
routeport nnu hybrid). b < > — HOMep ycTpoucTea B

interface tengigabitethernet
<PORT>.<S-VLAN>

nnn

interface port-channel { <CH> |
<UNIT>/<CH> }.<S-VLAN>

rpynne ycTpoiicTs [1..4].

<CH> - Homep
arpernpoBaHHoro nHTepdeiica.

<S-VLAN> - ngeHtundmkarop
cosgaBaemoro S-VLAN.

Ecnu cmsnuecknii uHtepdeiic
BKJ/IHOYEH B bridge-group,
co3pgatb cab-uHTepgoeiic byaet
HEBO3MOXHO.

2 3apatb onvcaHue cab-uHTepgelica esr(config-if-sub)# description <DESCRIPTION> - onucaHue
(HeoGsi3aTeNbHO). <DESCRIPTION> nHTepdeiica, 3agaércs
CTpoKoIi A0 255 cMMBONOB.
3 Ykasatb ak3emnnsp VRF, B koTopoM esr(config-if-sub)# ip vrf <VRF> - ums VRF, 3agaetcs

6yaeT paboTaTb AaHHbIn cab-
nHTepdelic (Heoba3aTenbHO).

forwarding <VRF>

CTpoKoii Ao 31 cumBona.

145



LWar

OonucaHue

Ykaszartb IPv4/IPv6-agpec 1 macky
noAceTy Ans KOHUrypmpyemoro

nHTepdelica nnm BKIUMTb NOMyyeHne

IP-agpeca guHamunuecku.

OTKAUNTb Ha NHTepdience PyHKLMM
Firewall nnu Bkniountb nHTEpheiic B

30Hy Ge3onacHocTy (CM. pasgen
KoHdpurypuposanue Firewall).

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

KomaHpa

esr(config-if-sub)# ip address
<ADDR/LEN>

nnn

esr(config-if-sub)# ip address
<ADDR/LEN> secondary

esr(config-if-sub)# ipv6 address
<IPV6-ADDR/LEN>

esr(config-if-sub)# ip address
dhcp

esr(config-if-sub)# ip firewall
disable

Knoun

<ADDR/LEN> - IP-agpec un
ONIMHAa MacKu NoaceTw,
3ajaéTtcAa B BuAe
AAA.BBB.CCC.DDD/EE, rge
Kaxgasa yactb AAA - DDD
npuHUMmaeT 3HadeHus [0..255] n
EE npvHumaet 3HayeHun
[1..32].

Kntou secondary ykasbiBaer,
YTO HaCTPOEHHbI agpec
ABNSAETCA AONONHUTESbHBLIM |P-
agpecom. Ecnu 310 KnoyeBoe
C/NIOBO OTCYTCTBYET,
HaCTPOEHHbIN agpec ABAsieTcA
OCHOBHbIM IP-agpecom.
Bo3moXHO ykasaTb 0 7
JonosnHuTeneHbIX IP-agpecos.

JononHutesnbHble yHKUUK
IPv4-appecaunn cm. B pasgene
HacTpolika IP-agpecauunn.

<IPV6-ADDR/LEN> - IP-agpec
1 npedmnkc noaceTu, 3afaéTcs
B Buge X:X:X:X::X/EE, rae
Kaxgasa Jyactb X npuHumaet
3Ha4YeHus B
LecTHaguaTtepmyHoM dpopmare
[0..FFFF] n EE npunumaet
3HayeHus [1..128].
JononHutenbHble yHKU1N
IPv6-agpecaumm cMm. B pasgene
HacTpolika IPv6-agpecaunn.

MOXHO yKa3aTb HECKO/IbKO
IPv4/IPv6-appecoB
nepeyncrieHMem yepes
3anATyo. MoxeT 6bITb
HasHaueHo a0 8 IPv4/IPv6-
aJpecoB Ha nHTepdeiic.

JononHutenbHble yHKU1K
npu pa6ote DHCP-knueHTa cm.
B pasgene YnpasneHve DHCP-
K/INEHTOM.
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YCTaHOBWTb UHTEPBA/ BPEMEHMW, B
TeyeHne KOToporo cobrpaetcs
cTaTuCTMKa O Harpy3ke Ha cab-
uHTepdelic (Heo6sA3aTeNbHO).

YctaHoBUTb Bpems XnsHu IPv4/1Pv6
3anuceii B ARP-Tabnuue, nsy4yeHHbIX Ha
[laHHOM uHTepdelice (HeoGsi3aTesbHO).

N3meHunTb pasmep MTU
(MaximumTransmitionUnit). MTU
6onee 1500 6yaeT akTUBHO TO/IbKO
€C/IM NpMMEHeHa KomaHga "system
jumbo-frames" (Heo6s3aTe/NLHO).

BK/OUNTL 3aNUCb CTATUCTUKU
CNO/Mb30BaHUA TEKYLLLETO MHTepdelica
(HeoGsi3aTesNbHO).

Mepeonpenenntb 3HaveHne nonsa MSS
(Maximum segment size) Bo BXOAALMX
TCP-naketax (Heo6s13aTe/IbHO).

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

KomaHpa

esr(config-if-sub)# security-zone
<NAME>

esr(config-if-sub)# load-average
<TIME>

esr(config-if-sub)# ip arp
reachable-time <TIME>

nnn

esr(config-if-sub)# ipv6 nd
reachable-time <TIME>

esr(config-if-sub)# mtu <MTU>

esr(config-if-sub)# history
statistics

esr(config-if-sub)# ip tcp adjust-
mss <MSS>

esr(config-if-sub)# ipv6 tcp adjust-

mss <MSS>

Takke ansi cab-mHTepgeiica BO3MOXHO HACTPOUTL:

+ QoS B 6a30BOM WM pacLUMPEHHOM pexuMax (cM. pasgen YnpasneHve QoS);
« proxy (cm. pasgen NpokcupoBarne HTTP/HTTPS-Tpadiuka);

+ MOHUTOpPUHT Tpadmka (cM. pazaensl HacTpoiika Netflow n Hactpoiika sFlow);
* (PYHKLMOHA/ NMPOTOKO/I0B MaplupyTu3aumm (CM. pasaen Ynpas/neHvie MapLupyTusaleii);
+ npotokon VRRF (cMm. pazgen YnpasneHue pe3epBupoBaHnem);
+ cpyHkumoHan BRAS (cm. pasgen YnpaeneHue BRAS (Broadband Remote Access Server));
* cpyHkumoHan IDS/IPS (cm. pasgen Hactpolika IPS/IDS).

Knoun

<NAME> — nM4 30HbI
6e3onacHoCTu, 3agaértcs
cTpokoit go 31 cumBona.

<TIME> — nHTepBan B
cekyHpax, npuHumaet
3HayeHus [5..150].

<TIME> — BpeMs XW13H"
AnHamnyecknx MAC-agpecos,
B MW/I/IMCEKYHAOAX.

Jonyctumble 3HayeHusa ot 5000
£0 100000000 MunnmcekyHa,
PeanbHoe Bpemsi 06HOBNEHMUS
3anncu BapbupyeTcs oT
[0,5;1,5]*<TIME>.

<MTU> — 3HayeHne MTU B
baiiTax.

3HayeHue no ymosiyaHuio:
1500.

<MSS> - 3HaueHne MSS,
NPUHUMAET 3HAYEHUS B
avanasoHe [500..1460].

3Ha4YeHne No yMmonyaHuto:
1460.
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7.2.2 Mpumep HacTpoWkn cab-nuHTeppeiica

3apgava:

HacTtpouTb TepmuHaumio nogcet 192.0.2.1/24 B VLAN: 828 Ha chnsnyeckom nHtepdpeiice gigabitethernet
1/0/1.

PewieHune:

Cosgaaum cab-nHtepdpelic ana VLAN: 828:
esr(config)# interface gigabitethernet 1/0/1.828
HacTtpoum IP-agpec 13 Heobxogmmolii noaceTu:

esr(config)# interface gigabitethernet 1/0/1.828
esr(config-if-sub)# ip address 192.0.2.1/24
esr(config-if-sub)# exit

NMomMmMo HasHaueHus IP-agpeca, Ha cab-uHTepdelice Heobxoanumo NM60 oTkunTb firewall, nM60o
HacTpOUTb COOTBETCTBYIOLLYHO 30HY 6€30NacHOCTH.

7.3 Hacrtpoiika TepMmuHaummu Ha Q-in-Q nHrepdpeiice

Q-in-Q — TexHonorua nepegaum nakeTos ¢ Asymsa 802.1g-Teramu. JaHHas TEXHOIOTMA UCMO/b3YeTCA A1
paclunpeHust KonuyecTsa ucnosnb3yemMbix VLAN B ceTv nepegayumn AaHHbIx. BHyTpeHHUM Terom (InnerTag)
HasbiBaeTcs 802.1q-3aros1oBok 6nmxe K payload. Takke BHyTpeHHWiA Ter HasbiBatoT C-VLAN (Customer VLAN).
BHewHwuii Ter (OuterTag) — aTo 802.10-3aro/10BOK, 06AB/EHHBIN K M3HaYasibHOMY 802.1q-nakeTom, Takke
HasbiBaeTcs S-VLAN (Service VLAN). Vcnonb3oBaHue ABoiiHbIX MeTok B Ethernet-cppeiimax onucbiBaetcs
npotokonom 802.1ad.

7.3.1 Anroputm HacTpPOWKU

War OnucaHue KomaHpa Knrouun

1 Cospgatb cab-uHtepdeiic ousmueckoro  esr(config)# interface <PORT> — HOmMep ¢hn3nyeckoro
nHTepdelica (BO3MOXHO TO/TbKO EC/IN gigabitethernet <PORT>.<S-VLAN> uHTepgeiica.
dhmanyeckunin nHTepdeiic B pexnmve

. nnn <UNIT> — Homep ycTpoiicTBa B
routeport nnu hybrid). P ycTp

interface tengigabitethernet rpynne yeTpoiicTs [1..4].

<PORT>.<S-VLAN> <CH> — Homep

T arpermpoBaHHOro HTepdeiica.

<S-VLAN> - ngeHtuncmkarop

interface port-channel { <CH
! P {<CH>| coszgaBaemoro S-VLAN.

<UNIT>/<CH> }.<S-VLAN>
Ecnu cmsnuecknii uHTepdeiic
BK/1HOYEH B bridge-group,
cosgarb cab-uHtepdoeinc byaet
HEBO3MOXHO.
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Cospatb Q-in-Q nHTEpdelic.

3apatb onvcaHve Q-in-Q nHTepdeiic
(HeoGnA3aTENbHO).

Yka3zatb ak3emnnap VRF, B kotopom
6yaeT paboTaTtb gaHHbIin Q-in-Q
nHTepdelic (Heoba3aTenbHO).

Ykasatb IPv4/IPv6-agpec n macky
noaceTu Ans KOHUrypmpyemoro

VHTepdoeiica Unm BKIOUNTL NOMyYeHne

IP-agpeca gnHammyecku.

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config)# interface
gigabitethernet <PORT>.<S-
VLAN>.<C-VLAN>

nnn

esr(config)# interface
tengigabitethernet <PORT>.<S-
VLAN>.<C-VLAN>

nnn

esr(config)# interface port-channel
{ <CH> | <UNIT>/<CH> }.<S-
VLAN>.<C-VLAN>

esr(config-if-qinq)# description
<DESCRIPTION>

esr(config-if-qinq) # ip vrf
forwarding <VRF>

esr(config-if-qinq)# ip address
<ADDR/LEN>

nnn

esr(config-if-qinq)# ip address
<ADDR/LEN> secondary

Knoun

<PORT> — HOmep dhn3nyeckoro
nHTEpgoeinca.

<UNIT> - Homep ycTpolicTBa B
rpynne ycTpoiicts [1..4].

<CH> - Homep
arpernpoBaHHOro nHTepdeiica.

<S-VLAN> — ngeHTtuncmkarop
cosgasaemoro S-VLAN.

<C-VLAN> - ngeHtundomkartop
cosgaBaemoro C-VLAN.

Ecnu dmsnyeckuii unm cab-
nHTepdeiic BkoYeH B bridge-
group, co3gaTtb cab-nHTepdeic
O6yaeT HEBO3MOXHO.

<DESCRIPTION> — onucaHwue
nHTepdeiica, 3agaércs
CTPOKO A0 255 cMmBOOB.

<VRF> — nmsa VRF, 3apaetca
cTpokoii go 31 cumsona.

<ADDR/LEN> — IP-agpec u
ONvHAa Macky nofceTy,
3apaéTtca B Buae
AAA.BBB.CCC.DDD/EE, roe
Kaxgada yacte AAA - DDD
npuUHUMaEeT 3HadeHuns [0..255] n
EE npvHumaeT 3HauyeHus
[1..32].

Kntou secondary ykasbliBaeT,
YTO HACTPOEHHbI agpec
ABMSETCA AOMNOMHUTENbHbIM IP-
agpecom. Ecnm ato koveBoe
C/I0BO OTCYTCTBYET,
HaCTPOEHHbI agpec ABNsSeTcA
OCHOBHbIM IP-agpecom.
B03MOXHO ykasaTb Ao 7
JononHuTensHblx IP-agpecos.

JononHutesnbHble yHKUUK
IPv4-appecaunn cMm. B pasgene
HacTtpoiika IP-agpecaumn.
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OTKNIOUNTL Ha MHTEepdelice yHKLUUN
Firewall nnu Bkntounte nHTEpcheiic B

30Hy 6e3onacHocT (CM. pasaen
KoHdpuryprpoBaHue Firewall).

YCTaHOBUTb MHTEPBAS1 BPEMEHW, B
TeyeHne KoToporo cobmpaeTcs
cTaTuCTMKa O Harpy3ke Ha cab-
nHTepdelic (Heo6s3aTeNbHO).

YctaHoBUTb Bpems XnsHu IPv4/1Pv6
3anuceii B ARP-Tabnuue, nsy4yeHHbIX Ha
[laHHOM uHTepdelice (Heobsi3aTesbHO).

M3meHuTb pasmep MTU
(MaximumTransmitionUnit).

MTU 6onee 1500 6yaeT akTUBHO
TO/IbKO €C/IM NPUMEHeHa KoMaHAa
"system jumbo-frames"
(HeoGnA3aTENbHO).

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

KomaHpa

esr(config-if-qinq)# ipv6 address
<IPV6-ADDR/LEN>

esr(config-if-qinq)# ip address
dhcp

esr(config-if-qinqg)# ip firewall
disable

esr(config-if-qinq)# security-zone
<NAME>

esr(config-if-sub)# load-average
<TIME>

esr(config-if-sub)# ip arp
reachable-time <TIME>

nnn

esr(config-if-sub)# ipv6 nd
reachable-time <TIME>

esr(config-if-sub)# mtu <MTU>

Knoun

<IPV6-ADDR/LEN> — IP-agpec
1 npedmkc noaceTu, 3agaéTcs
B Buae X:X:X:X::X/EE, rae
Kaxaasa yactb X NpuHUMaeT
3Ha4YeHus B
LUecTHaauaTepmyHoM dpopmare
[0..FFFF] v EE npuHumaet
3HaveHus [1..128].

JononHvrtesnbHble yHKUNK
IPv6-appecaunn cm. B pasgene
HacTpoiika IPv6-agpecayumn.

MOoXHO yKa3aTb HeCKO/IbKO
UIPv4/IPv6-agpecoB
nepeyncreHnem yepes
3anATyr0. MoxeT 6bITb
HasHaueHo Ao 8 IPv4/IPv6-
aapecoB Ha nHTepdeiic.

JononHutensHble yHKUMN
npu pabote DHCP-knveHTa cm.
B pasgene YnpaeneHne DHCP-
KIIMEHTOM.

<NAME> - M5 30HbI
6e3onacHocCTu, 3agaértcs
cTpokoii go 31 cumsona.

<TIME> — nHTepBan B
cekyHpax, npuHumaet
3HayeHus [5..150].

<TIME> — BpeMs Xn13Hn
AnHamnyecknx MAC-agpecos,
B MW/I/IUCEKYHOAX.

Jonyctumble 3HayeHus ot 5000
£0 100000000 MunmcekyHa,
PeanbHoe Bpemsi 06HOBNEHNS
3anncu BapbupyeTcs oT
[0,5;1,5]*<TIME>.

<MTU> - 3HauyeHne MTU B
balitax.

3Ha4yeHVe No yMo4aHuio:
1500.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

War OnucaHue KomaHnpa

10 BKNHOUNTb 3aMUChb CTATUCTUKM esr(config-if-sub)# history
NCNonb30BaHWs Tekylllero nHrepgeinca  statistics
(HeoGsi3aTesbHO).

11 MNepeonpenenuTs 3HaveHue nonst MSS  esr(config-if-sub)# ip tcp adjust-

(Maximum segment size) Bo Bxogsawyx mss <MSS>

TCP-naketax (Heo6s13aTe/IbHO). esr(config-if-sub)# ipvé tcp adjust-

mss <MSS>

Takxe ans Q-in-Q nHTepdelica BO3MOXHO HACTPOUTb:

+ QoS B 6a30BOM WM pacluMpeHHoM pexumax (cM. pasgen YnpasneHue QoS);
+ proxy (cm. pasgen NpokcrposaHe HTTP/HTTPS-Tpadchvika);
+ MOHUTOpPWHT Tpachuka (cMm. pasgensl Hactpoiika Netflow n Hactpoiika sFlow);

Knoun

<MSS> — 3HaueHne MSS,
NPUHUMAET 3HaYEeHUs B
avanasoHe [500..1460].

3Ha4yeHVe No yMo4aHuio:
1460.

* (PYHKLMOHa/ MPOTOKO/I0B MapLupyTu3aumm (CM. pasaen Ynpae/neHvie MapLupyTui3almeii);

+ npotokon VRRF (cM. pazaen YnpasrneHre pe3epBripoBaHnem);

* goyHKuUmoHan BRAS (cm. pazgen YnpasneHue BRAS (Broadband Remote Access Server));

* cpyHkupmoHan IDS/IPS (cm. pasgen Hactpolika IPS/IDS).

7.3.2 Mpumep HacTpoiiku Q-in-Q uHTepdeiica

3apgaua:

HacTtpouTb TepmuHaumio nogcetv 192.0.2.1/24 kom6uHaummn C-VLAN: 741, S-VLAN: 828 Ha dhn3myeckom

nHTepdeiice gigabitethernet 1/0/1.

PelweHune:

Cosgaanm cab-uHTepdeinc ans S-VLAN: 828:

esr(config)# interface gigabitethernet 1/0/1.828
esr(config-if-sub)# exit

Cosgaamm Q-in-Q-nHtepdperic ana S-VLAN: 741 n HacTpoum IP-agpec n3 Heobxoanmon noaceTu:

esr(config)# interface gigabitethernet 1/0/1.828.741
esr(config-if-qinqg)# ip address 192.0.2.1/24
esr(config-if-qing)# exit

MomMnMo HasHaueHus IP-agpeca, Ha Q-in-Q cab-nuHTepdelice HeobxoanuMo NM60 oTKIUUTS firewall,

IGO0 HACTPOUTbL COOTBETCTBYHIOLLLYHO 30HY 6€30MacHOCTMW.
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7.4 Hactpoika USB-mogemoB

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

Wcnonb3oBaHne USB-mogeMoB No3BOASET OpraHn30BaTh AOMNOHUTENbHbI KaHa CBA3W AN1s paboThl
MapLupyTtumsaTopa. Npu nogxnodeHnn USB-mogemoB BO3MOXHO ncnonb3osats USB-KOHUeHTpaTopbl.
OfHOBPEMEHHO B CUCTEME MOXET ObITb CKOH(pUryprposaHo o 10 USB-moaemos.

@ Ha mapuwpyTtnsatopax ESR-1700 pa6oTa 6eCnpoBOAHbIX MOLEMOB He MoAAepXaHa.

7.4.1 Anroputm HacTtpoiiku USB-mogemoB

Lar

OonucaHuve

Mocne nogkntoveHns USB-mogema
[OX[aTbCsA, Korga cmctema 06HapyxuT
NOAKMNKYEHHOE YCTPOICTBO.

OnpepnennTtb, Kakoii HoMep yCTpoiicTBa
Ha3Ha4yeH Ha NOAK/OYEHHbI
USB-mogem.

Cosgatb npodnsib HaCTPoeK AN
USB-mopema v nepeiitn B pexum
KOHGhUrypupoBaHus npodouns.

3agatb onvcaHue nNpogunss HaCTPoeK
(HeoGsi3aTeNIbHO).

3aaartb TOUKY AOCTYyNa MOOWALHOW
cetu.

3afatb MM Nonb3oBartesns MoOUNbLHON
cetu (ecnu Mo6uNbHBI onepartop
TpebyeT ayTeHTUdMKaL N MO NOTNHY/
naporio).

YcTaHoBUTb Naporb A5 No/b30BaTens
MOGUIbHOW ceTu (ecn MOBUNbHbIN
oneparop TpebyeT ayTeHTUdMKaLm no
JIOTVMHY/Naporio).

AKTVBMPOBATL NoMb3oBaTens (ecnm
MOOW/bHbIV onepartop TpebyeT
ayTeHTUdMKaLuUM No SIoTUHY/Naposnto).

KomaHpa

esr# show cellular status modem

esr(config)# cellular profile <ID>

esr(config-cellular-profile)#
description <DESCRIPTION>

esr(config-cellular-profile)# apn
<NAME>

esr(config-cellular-profile)# user
<NAME>

esr(config-user)# password ascii-
text

{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT> }

esr(config-user)# enable

Knrouun

B none "USB port" 6yaet
yKasaH naeHtudukarop
NOAK/TIOYEHHOIO YCTPOCTBA.

<ID> - ngeHTudmkartop
npodonia HacTpoek Ans
USB-mogema B cucteme [1..10].

<DESCRIPTION> — onncaHwve
npodnns, 3a0aéTcsa CTPOKOIA
[0 255 cMmBO/OB.

<NAME> - Touka gocTtyna
MOGW/bHOW ceTu, 3agaéTcs
cTpokoii go 31 cumsona.

<NAME> - nmsa nonb3oBarens,
3agaétcsa cTpoko ao 31
cumMmBoOna.

<CLEAR-TEXT> - naponb B

OTKpbITON chopme, 3apaéTcA
cTpokoii [1 .. 64] cumsonos,
MOXET BK/HOUYATb CUMBO/IbI

[0-9a-fA-F];

<ENCRYPTED-TEXT> — naponb
B 3aluncppoBaHHoli hopme,
3a7aéTcs CTPOKOIA [2..128]
C/MBO/IOB.
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10

11

12

13

14

15

16

17

18

19

OonucaHue

YcTaHOBUTbL HOMEP [03BOHA A/15
NOAKIOUYEHNST K MOOW/TbHOW CETU.

3agaTb MeTog, ayTeHTUdMKaLmm
Nnosib30BaTesisi B MOOWUIIbHOM CEeTU
(HeoGsi3aTeNbHO).

OrpaHnunTb BO3MOXHOCTb
ncnosb3oBaHus cemelicts IP-agpecos
B MOBUbLHOW ceTu.

Cospgarb USB-Moaem B KoHurypauuu
MapLUpyT13aTopa 1 NepenTn B peXxmm
KOHhUrypupoBaHua mogema.

YCcTaHOBUTb pexnm padoThbl
6ecnpoBogHoOro Mogema.

3agarb onncaHue mogema
(HeoGsi3aTeNbHO).

Ykaszarb ak3emnnap VRF, B KOTOpom
6ypeT pabotaTb faHHbIN MOgEM
(HeoGs3aTeNbHO).

3apatb ngeHtndmkatop USB-mogema,
Ha3HauYeHHOoro cucTemoli (onpeaeneH B
MyHKTE 2).

HasHaunTb paHee co3gaHHblii npodunnb
HacTpoek ansa USB-monema.

3apatb Koa pa3bnokmpoBku SIM-kapTbl
(B cnyyae He06X0AMMOCTH).

PaspeLunTb UCNO/Ib30BaHWE TOrO UK
WHOTO pexuma paboTbl CETH
USB-Mogema (Heobs3aTesibHO).

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-cellular-profile)#
number <WORD>

esr(config-cellular-profile)#
allowed-auth <TYPE>

esr(config-cellular-profile)# ip-
version { ipv4 | ipv6 }

esr(config)# cellular modem <ID>

esr(config)# mode <MODE>

esr(config-cellular-modem)#
description <DESCRIPTION>

esr(config-cellular-modem)# ip vrf
forwarding <VRF>

esr(config-cellular-modem)#
device <\WORD>

esr(config-cellular-modem)#
profile <ID>

esr(config-cellular-modem)# pin
<WORD>

esr(config-cellular-modem)#
allowed-mode <MODE>

Knioun

<WORD> — HomMep [03BOHa 4/1A
NOAKAYEHNST K MOBUITbHO
ceTu, 3aaaéTcs CTPoKoin go 15
C/MBO/IOB.

<TYPE> - meTop,
ayTeHTUdmKaumm
nonb3oBaTens B MOOW/IbHOM
ceTtu [none, PAP, CHAP,
MSCHAP, MSCHAPV2, EAP].

3Ha4veHve no ymonyaHuio: PAP.

ipv4 — cemeiicTso IPv4;

ipv6 — cemeiicTo IPv6.

<ID> - ngeHTudmkarop
USB-mogema B cucteme [1..10].

<MODE> - pexum paboTbl
USB-mogema [stick, hilink].

<DESCRIPTION> — onucanune
MOZEeMa, 3a4aETcs CTPOKOW A0
255 cumBonoB.

<VRF> - nmsa VRF, 3agaetcs
cTpokoii go 31 cumsona.

<WORD> — ngeHtuncmkatop
USB-nopTta nogxnt4eHHoro
MOZEMa, 3a4aETCsA CTPOKOW 40
12 cumBosoB.

<ID> — ngeHTnpmkarop
npodonia HacTpoek Ans
USB-mogema B cucteme [1..10].

<WORD> - Koa pa36/710KMpOBKM
SIM-kapThl [4..8]. BO3MOXHO
1cnosib3oBaHme ToNbKO Uudp.

<MODE> — gonycTuMblli pexumm
pa6oTkl ceTn USB-Mogema [2g,
39, 44].

Mo yMonyaHuio: paspeLleHbl
BCE PEXMMbI,
noAAepX1MBaemMble MOEMOM.

153



CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

War OnucaHue KomaHpa Knoun

20 3aaatb pasmep MakCUMasibHOro esr(config-cellular-modem)# mru  <MRU> — 3HauyeHne MRU,
NPUHMMAaEMOro nakeTa {<MRU>} NPUHMMAET 3HAYEHUS B
(Heo6s3aTENBLHO). JAvanasoHe [128..16383].

3Ha4yeHVe No yMmoa4aHuio:
1500.

21 N3MeHNTb MakCMMasibHbIN pasmep esr(config-cellular-modem)# mtu  <MTU> - 3HaueHne MTU B
obpabartbiBaeMbix naketos MTU <MTU> Gavitax.
(MaximumTransmitionUnit). 3HAYEHIE [0 VMO/UAHMIO:
MTU 6onee 1500 6yaeT akTUBHO, 1500 y '
TO/MIbKO €C/IM NMPYMEHEHA KOMaHaa '

"system jumbo-
frames" (Heo6s13aTeNbHO).

22 3apartb NpeanouTUTEbHbIA PEXUM esr(config-cellular-modem)# <MODE> - npeanoyTuTe bHbIl
pa6oTbl USB-mogema B MOGU/bHOA preferred-mode { <MODE> } pexum pabotbl USB-mogema
ceTn (Heo6si3aTeNbHO). [2g, 3g, 4q].

23 OTKIOUUTL Ha MHTepdheiice dyHKUMK esr(config-if-sub)# ip firewall
Firewall nnu Bkniountb nHTEpheiic B disable
30Hy 6e3onacHocTy (CM. pasaen
KoHdpurypnposatue Firewall). esr(config-if-sub)# security-zone ~ <NAME> — nms 30HbI

<NAME> 6e3onacHocTu, 3aaétca
cTpokoii go 31 cumsona.

24 AkTrBupoBatb USB-mogem. esr(config-cellular-modem)#

enable

Takke os1a mogema COTOBOW CETM BO3MOXHO HaCTpOUTb:

+ QoS B 6a30BOM WM pacLUMPEHHOM pexumMax (CM. pasgen YnpasneHve QoS);
« proxy (cm. pasgen NpokcupoBaHne HTTP/HTTPS-Tpadiuka);
+ MOHUTOpPUHT Tpadomka (cM. pazaensl Hactpoiika Netflow n Hactpoiika sFlow);

* (pYHKLMOHA/ NPOTOKOM0B MapLupyTu3auum (cM. pasaensl Policy-based routing n MultiwAN).

Cnucok nogaepxmBaembixX yCTpOI7ICTB, Hpep.OCTaBﬂeHHbllz npounseognTesieM MHTeErpnpoBaHHOIo ,qpal‘/’IBepa CM. no
CCblJIKe.

[Nna noNHOUEHHOTO (PYHKUMOHMPOBaHNS MogeMa MOOU/IbHOW CETU HEOBXOAMMO AONONHUTENBHO
HacCTpouTb MaplpyTusaumto n doyHkumoHan NAT.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

7.4.2 Mpumep HaCTPOWKN

3apgava:

HacTponTb NoAKMoUeHNe K CeTU VIHTEPHET, ncnosnbays USB-moaem.

PelleHue:
[na npumepa pasbepém nogkoyeHne K cotTosomMy onepatopy MTC.

Mocne nogkIYeHnss MogemMa HeobX0AMMO A0XAATLCS, KorAa cMcTemMa 06HapYXWT yCTpoliicTBo. Onpesenum
MOPT YCTPOICTBA, KOTOPbIN Bbl/T HA3HAYEH HA NOAK/IHOYEHHDI USB-Moaem:

esr# show cellular status modem

Number
device USB port Manufacturer Model Current state Interface Link state
1 1-2 huawe1i E3372 Disabled -= Down

Coszgagum npodunb HacTpoek ana USB-mogema:
esr(config)# cellular profile 1

3agagvm APN, KoTopblii TpebyeT npoBaingep, Nan NHo HeobxoAMMbIR agpec. Huxe nokasaH npumep
nogknovyeHnsa Kk APN MTC:

esr(config-cellular-profile)# apn internet.mts.ru
Mpn Heo6XxoAMMOCTHM 3aaéM MMS NO/b30BaTess, Naposb, HOMep A03BOHA M METoA, ayTeHTUdNKALMN:

esr(config-cellular-profile)# user mts
esr(config-ppp-user)# password ascii-text mts
esr(config-cellular-profile)# number *99#
esr(config-cellular-profile)# allowed-auth PAP

Mepeligém K koHduryprposaHunio USB-mogema v 3agaamm ngeHTudmkaTop, COOTBETCTBYOLMNIA NOPTY
YCTPOWCTBAa, KOTOPbIA 6bl/1 ONpeaenéH B Havane:

esr(config)# cellular modem 1
esr(config-cellular-modem)# device 1-2

HazHaumm COOTBETCTBYOLMI NPOU/IL HACTPOEK 1 aKTUBUPYEM MOJEM:

esr(config-cellular-modem)# profile 1
esr(config-cellular-modem)# enable
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

7.5 Hactpouka PPP uepes E1

PPP (aHrn. Point-to-Point Protocol) — aByXTOUY€UHbI1 NPOTOKO/ KAHA/ILHOTO YPOBHSI, UCMO/b3yeTCs As
YCTaHOB/IEHUA NPAMON CBA3M Mexay ABYMS y3namu ceTh. MoxeT o6ecneuntb ayTeHTUINKaLUI0 COeMHEHMS,
LWnMdpoBaHne 1 cxatue faHHbIX.

[na yctaHosneHunss PPP-coeguHeHus yepes noTok E1 Heobxoanmo Hannune megnakoHseptepa TOPGATE-
WAN-E1 B mapupyTtusatope ESR.

€@ Ha mappyTtnsatopax ESR-1000 He noggepxusaetcs pa6ota moayneit TOPGATE-WAN-E1 ¢
annapartHoli Bepcueii (hardware revision) 812.

7.5.1 Anroputm HacTpPOWKK
War OnucaHue KomaHpga Knroun
MpeaBapuTenbHaA HaACTpPoONKa:

1 Heo6xoamMmMo BKUMTL noaaepkky Jumbo- esr(config)# system
opelimoB. jumbo-frames

[nsa BCTyNNeHns UI3MEHEHWIn B cuny TpebyeTcs
nepesarpyska ycTpoiicTea.

HacTpoiika couanueckoro nHtepdeiica:

2 Heob6xoamMo BblibpaTtb MHTepAIelic, B KOTOPOM esr(config)# interface
ycTtaHoB/ieH TOPGATE-WAN-E1. gigabitethernet 1/0/3

3 MepeBecTn U3NUECKNin MHTEPMEC B PEXUM esr(config-if-gi)# mode
KOMMYyTaLuuu. switchport

4 3agatb pexum paboTsl MHTepdeiica E1. esr(config-if-gi)#

switchport mode e1

5 3afatb UCTOYHUK CUHXPOHM3aL MK esr(config-if-gi)# <SOURCE> — ncTouHuMK
(Heo6s13aTesIbHO). switchport e1 clock CUHXPOHM3ALNN:
source <SOURCE>

+ internal (no ymonuaxuio) —
CYHXPOHM3MPOBATLCA C
BHYTPEHHVM MCTOYHUKOM;

+ line — cMHXpoHM3MpoBaTLCS
C JIMHENHbIM CUTHAIOM.

6 Ykazatb pasmep MTU (Maximum Transmition esr(config-if-gi)# mtu <MTU> - 3HaueHne MTU, ana
Unit) ans doyanueckmx nHTepgeiicos. <MTU> E1- n Multilink-nHtepdoeiico
Heo6X04MMO yKas3aTb 3Ha4YeHNs
B Ananasoxe [1510..9600].
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War OnucaHune

7 3ajaTb X3L-a/IropuTM NPOBEPKM Kaapa
(Heo6s13aTesIbHO).

8 3apaTb NPOBEPKY HA HaNMume oLnBOK Npw

nepepaue (HeoGsi3aTeNbHO).

9 3aaatb MHBEPTUPOBaHWE nepegaBaeMbix 6UT
(Heo6s13aTesIbHO).

10 3agarb TUM JIMHENHOTO KOAWPOBaHUS
(HeoGsi3aTeNbHO).

11 3agartb KOIM4ecTBO TaliM-CNoTOB.

12 Vicnonb3oBaTb E1 Kak eAnHyt0 CYLLHOCTb, 6e3

TaliM-cnoToB (Heo6s13aTesIbHO).

HacTtpoiika nHtepdeiica E1:

13 Heobxoammo Bbi6path uHTepdelic E1.

14 Ykasatb IPv4 1 macky nogcetu ais
KOHoMrypmpyemoro uHtepdelica.

15 OTKNUNTb Ha UHTepdeiice dyHkuun Firewall

NN BKKOYNTL MHTEPJIEC B 30HY 6€30MacHOCTM

(cm. pasgen KoHdourypuposaHue Firewall).

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-if-gi)#
switchport e1 crc <FCS>

esr(config-if-gi)#
switchport e1 framing
<CRC>

esr(config-if-gi)#
switchport e1 invert data

esr(config-if-gi)#
switchport e1 linecode
<CODE>

esr(config-if-gi)#
switchport e1 timeslots
<RANGE>

esr(config-if-gi)#
switchport e1 unframed

esr(config)# interface e1
1/<SLOT>/1

esr(config-if-e1)# ip
address <ADDR/LEN>

esr(config-if-e1)# ip
firewall disable

Knoun

<FCS> — nocnepoBaTtesibHOCTb
NPOBEPKN Kaapa:

* 16 (N0 ymosyaHuto) -
FCS16;
+ 32 - FCS32.

<CRC> - npoBepka
LMKNYECKOI N3ObITOUHOCTH:

* crc-4 - crnosb3oBaTh
asnroputm CRC-4;

* no-crc4 (No ymonyaHuio) —
He MCMo/b30BaTh NPOBEPKY.

<CODE> - t1n nuHeiiHoro
KOAMPOBaHWS;

+ ami — yepegyoLelics
NONAPHOCTBLIO MMMY/BbCOB;

+ hdb3 (no ymonuaHuto) -
[OBYXMNONSIPHbIN KOA,
BbICOKOI NMIOTHOCTK
nopsigka 3.

<RANGE> - konnyecTtBO Tanm-
C/I0TOB.

<SLOT> - Homep cnoTa.

<ADDR/LEN> - IP-agpec u
ONVHA MacKu nofceTy,
3apaéTtca B BuAe
AAA.BBB.CCC.DDD/EE, rge
Kaxgasa yacte AAA - DDD
npuHnMaeT 3HaueHus [0..255] n
EE npuHumaeT 3HaveHus
[1..32].
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CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

OnucaHue

JononHutenbHble HacTpoiiku PPP ans E1:

16

17

18

19

20

21

22

23

24

25

26

Bkntountb CHAP-ayTeHTUpmkaumo ansa PPP
(HeoGsi3aTeNbHO).

3ajatb MMSA MapLUpyTM3aTopa, KoTopoe
OTNpaBnseTcs yaasieHHOl CTOpoHe A1
npoxoxaexnua CHAP-ayTeHTUdukaumm
(Heo6s3aTesNIbHO).

3agarb Naponb A5 ayTeHTUMKALMM
(HeoGsi3aTeNbHO).

BK/IOUNTb MTHOPUPOBaHKe ayTeHTUdUKaLm
(Heo6s13aTesIbHO).

3agaTb umsA nonb3oBatens ans
ayTeHTUgmKauum (Heobs3aTesbHO).

PaspeluaeTcsa npyHMMarTb OT coceaa noboi
HeHyneBoit IP-agpec B kKauecTBe 10KasibHOrO IP-
apapeca (Heobs3aTesbHO).

3apatb IP-agpec, KoTopbIil oTnpaBnsieTcs
yA&/IEHHOI CTOPOHE A/19 NOC/IeAYyOLWEro ero
npucBoeHusi (Heobs13aTe/bLHO).

3aaTb KO/IMYeCTBO MOMbITOK OTNPaBKU
Configure-Request nakeTos, npexae yem
yAaneHHbli nup 6yaeT npnsHaH HECNOCOBOHbIM
oTBETUTL (HEOBA3ATESNBHO).

3a4aTb KO/IMYECTBO MOMbITOK OTNPaBKU
Configure-NAK nakeToB, npexae yem 6yayT
noATBEPXAEHbI Bce onuumn (HE06A3aTeNbHO).

3afaTb KO/IMYEeCTBO MOMbITOK OTNPaBKX
Terminate-Request nakeTos, npexae yem ceccus
6yaeT npepsaHa (Heo6si3aTesIbHO).

3apgatb pasmep MRU (Maximum Receive Unit)
NSt uHTepdeiica (Heo6s13aTeNbLHO).

KomaHpa

esr(config-if-e1)#
security-zone <NAME>

esr(config-if-e1)# ppp
authentication chap

esr(config-if-e1)# ppp
chap hostname <NAME>

esr(config-if-e1)# ppp
chap password ascii-text
<CLEAR-TEXT>

esr(config-if-e1)# ppp
chap refuse

esr(config-if-e1)# ppp
chap username <NAME>

esr(config-if-e1)# ppp
ipcp accept-address

esr(config-if-e1)# ppp
ipcp remote-address
<ADDR>

esr(config-if-e1)# ppp
max-configure <VALUE>

esr(config-if-e1)# ppp
max-failure <VALUE>

esr(config-if-e1)# ppp
max-terminate <VALUE>

esr(config-if-e1)# ppp
mru <MRU>

Knoun

<NAME> — nms 30HbI
6e3onacHoCTH, 3aaéTcs
cTpokoit go 31 cumBona.

<NAME> - nwms
MapLupyTusaTopa.

<CLEAR-TEXT> — naposib B

OTKPbITON hopme, 3aaaéTcA
CTpoKoii [1 .. 64] cumBosnos,
MOXET BK/1H0YaTb CUMBO/IbI

[0-9a-fA-F].

<NAME> - nms nonb3oBarens.

<ADDR> - IP-agpec
YATEHHOrO LUK3a.

<VALUE> — KonnyectBO
NOnMbITOK.

<VALUE> - KonnyectBO
NOnMbITOK.

<VALUE> - KonnyectBO
NOnMbITOK.

<MRU> - 3HaueHne MRU.
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War OnucaHune KomaHpa Knroun

27 3afaeTcs MHTepBaUl BpEMEHW B CEKYHAAXx, Mo esr(config-if-e1)# ppp <TIME> — Bpems B ceKyHAax.
NCTEYEHNN KOTOPOro MapLUpyTU3aTop timeout keepalive <TIME>
oTtnpasnseT keepalive-coobLieHne
(HeoGsi3aTeNbHO).

28 3ajaetcs nHTepBasl, N0 UCTEYEHUN KOTOPOro esr(config-if-e1)# ppp <TIME> — Bpems B cekyHpax.
MapLUpyTM3aTop NOBTOPSET 3anpoc Ha timeout retry <TIME>

ycTaHoB/eHne ceccun (Heobs3aTesibHO).

BknioueHue nHtepderica E1 B Multilink PPP:

29 Jo6asnTtb B MLPPP-rpynny (Heo6s13aTe/LHO). esr(config-if-e1)# ppp <GROUP-ID> - HoMep rpynnbl.
multilink-group <GROUP-
ID>

30 BkntoueHmne pexumva MLPPP (Heo6s3aTesnbHO). esr(config-if-e1)# ppp
multilink

7.5.2 TMpumep KOHcUrypaumm

3apava:

HacTtpoutb PPP-coeguHeHne co BCTpeUHol cTopoHoit ¢ IP-agpecom 192.0.2.2/24 yepe3s TOPGATE-WAN-ET,
ncnosnb3ys 1-8 KaHaslbHbIE MHTEPBaSIbI ANA Nepeaayn gaHHbIX.

ESR-200 ESR-200

el 101 a1 10/
ip 192.0.2.1/24 PPP ip 192.0.2.2/24

PelweHune:

MpeaBapuTenbHO HEOGXOAMMO HACTPOUTb system jumbo-frames, coxpaHuTb UMEHEHWS B KOHIMIypaLymn 1
nepesarpy3vTb MapLLpyT13aTop:

esr(config)# system jumbo-frames

esr(config)# exit

esr# commit

esr# confirm

esr# reload system

Do you really want to reload system ? (y/N): vy
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HacTtpoum dhmnsunyeckuin nHTepdelic gigabitethernet 1/0/3, B kotopom yctaHoBneH TOPGATE-WAN-ET:

* Ykaxkem mtu He meHee 1510.

+ MNepeBegem MHTepEc B pexmum padboTsl el.
* Ykaxem kaHan e1 - 0.

* Ykaxem nHtepsasl kaHanos el — 1-8.

esr# configure

esr(config)# interface gigabitethernet 1/0/3
esr(config-if-gi)# mode switchport
esr(config-if-gi)# mtu 1510

esr(config-if-gi)# switchport mode el
esr(config-if-gi)# switchport el slot 0
esr(config-if-gi)# switchport el timeslots 1-8
esr(config-if-gi)# exit

HacTtpoum nHTepdelic el:

esr(config)# interface el 1/0/1
esr(config-if-el)# ip address 192.0.2.1/24
esr(config-if-el)# security-zone trusted
esr(config-if-el)# exit

NHpopmauumio o hmanyeckom cocTosHUM €1 MOXHO y3HaTb C MOMOLLbIO CrefytoLeii KoMaHabl:

esr# show controllers el gigabitethernet 1/0/3
Interface 'gil/0/3"':

SFP present: Yes

SFP Vendor name: --

is te: No

SFP Vendor PN: -

SFP SW Version: LPOS 1.0.9.4SR42 (20.12.2017) [

Line code: HDB3
Clock source: Internal
Timeslot: 1-8
Invert Data: No
Framing CRC4: No
Loopback: -=
CRC algorithm: FCS16
E1l Link: Up

E1 Synced: Yes
E1l RX AIS: No

E1l RX RAI: No

E1l TX AIS: No
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NHdopmaLmio 0 cocTosiHUM e1-uHTepdielica MOXHO Y3HaTb C MOMOLLbIO CNeayoLLeit KOMaHbl:

esr# show interfaces status el 1/0/1
Interface 'el 1/0/1' status information:
Description: --

Operational state: Up
Administrative state: Up

Track ID: 0

Supports broadcast: No

Supports multicast: Yes

MTU: 1492

MAC address: none

Last change:
Mode:

routerport

7.6 Hacrtpoiika MLPPP

Multilink PPP (MLPPP) npegocTaBnsieT co60i1 arpervpoBaHHblii KaHasl, BK/OYatoLLmMiA B cebs MeTo/bl AN
pacnpocTpaHeHusi Tpadorka Yepe3 HECKO/IbKO (DU3NYECKMX KaHa/1I0B, UMest OfHO JI0TUYecKoe coeanHeHMe.
STOT BapMaHT NO3BOJISET pacLLMPUTbL NPOMYCKHYH CNOCOGHOCTL U 0becneunBaeT 6aslaHCUPOBKY Harpysku.

7.6.1 ANroputM HacTpoOIiKu

LWar

OnucaHue

HacTpouTb rpynny arperauuu.

YkazaTb onvcaHune KoHUrypupyemoi
rpynnbl arperaumu (Heo6s13aTesNLHO).

3apartb MHTEpBaUl BPEMEHW, 3a
KOTOPbIil yCpeaHsieTcs CTaTUCTVKA O
Harpyske Ha rpynne arperaummu
(Heo6s13aTesIbHO).

YkazaTb pasmep MTU (Maximum
Transmition Unit) gnsi rpynnbl
arperaumu (Heo6s3aTtesnibHo). MTU
6onee 1500 6yaeT akTUBHO TOMbKO B
cnyyae NpUMeEHEeHWs KoMaHapl "system
jumbo-frames".

Bkntountb CHAP-ayTeHTUmkaumio.

BKNOUMTb THOPMPOBaHWE
ayTeHTudmKalmmn (Heobsi3aTesibHo).

1 minute and 3 seconds

KomaHpa

esr(config)# interface multilink

<|IF>

esr(config-if-multilink)#
description <DESCRIPTION>

esr(config-if-multilink)# load-
average <TIME>

esr(config-if-multilink)# mtu
<MTU>

esr(config-if-multilink)# ppp
authentication chap

esr(config-if-multilink)# ppp chap

refuse

Knoun

<|F> — HanmeHoBaHMe
nHTepdeiica.

<DESCRIPTION> - onucaHune
rpynnbl arperayuu, 3aaaércs
CTpOKOIi A0 255 cCMMBONOB.

<TIME> — uHTepBan B
CeKyH/1ax, NpuHUMaeT
3HaueHus [5..150].

3HaueHne No yMonyaHuio: 5.

<MTU> - 3HaueHne MTU,
NMPUHUMAET 3HAYEHUS B
Anana3soHe [1280..1500].

3HaueHne no ymonyaHuio:
1500.
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10

11

12

13

14

YkaszaTb MMs MapLupyTtusaropa,
KOTOpOEe OTNpaB/IseTCs yaaIeHHO
CTOpOHe a/15 npoxoxaeHua CHAP-
ayTeHTUnkauun.

YKaszaTb naposb, KOTOPbIiA
OTnpaenseTcs yaaseHHON CTOPOoHe
BMECTE C MMEHEM MapLupyTusaTopa
ansa npoxoxaeHns CHAP-
ayTeHTudmKaumu.

Pa3pelumnTb NprHUMaTL OT cocefa
no6oin HeHyneoit IP-agpec B kKauecTse
nokanesHoro IP-agpeca
(HeoGsi3aTeNbHO).

YctaHoBUTb IP-agpec, koTopblii
OTNpaB/seTcsa yaaseHHOW CTopoHe As
NOC/1eAyHOLEro ero NPMCBOEHUS.

YkaszaTb nonb3oBarens gns
ayTeHTUrKaumm yaaneHHon CTOPOHbI
N NEpeiTn B PEXnUM
KOHpMrypmpoBaHusi ykazaHHOro
nonb3oBarens.

YcTaHOBUTb Naposib B OTKPLITOM Wn
3almdpoBaHHoi hopme
onpegeneHHoMy nosb30BaTento Ans
ayTeHTUdVKaLMmN yaaneHHOW CTOPOHbI.

YCTaHOBUTb KOIMYECTBO MOMbITOK
otnpaBku Configure-Request nakeTos,
npexgae 4yem yaaneHHolii nup byaet
NMpU3HaH HeCNOCOBOHbLIM OTBETUTL
(Heo6s13aTesIbHO).

YCTaHOBUTb KO/IMYECTBO NOMbITOK
BbicnaTb Configure-NAK nakeTtb|,
npexae Yyem 6yayT NOATBEPXKAEHbI BCE
onumu (Heo6s3aTesNbLHO).

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

esr(config-if-multilink)# ppp chap
hostname <NAME>

esr(config-if-multilink)# ppp chap
password ascii-text

{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT>}

esr(config-if-multilink)# ppp ipcp
accept-address

esr(config-if-multilink)# ppp iccp
remote-address <ADDR>

esr(config-if-multilink)# chap
username <NAME>

esr(config-ppp-user)# password
ascii-text

{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT> }

esr(config-if-multilink)# ppp max-
configure <VALUE>

esr(config-if-multilink)# ppp max-
failure <VALUE>

<NAME> - nm4a
MapLupyTm3aTopa, 3aaértcs
cTpokoit go 31 cumBona

<CLEAR-TEXT> - naponb B

OTKpbITON (hopme, 3agaéTcs
CTpOKoOiA [8 .. 64] cumBonoB,
MOXET BK/IKOYATb CUMBO/IbI

[0-9a-fA-F].

<ENCRYPTED-TEXT> - naponb
B 3aLUMdpoOBaHHON doopMe,
3a/laéTcs CTPOKOWA [16..128]
CMMBOJIOB.

<ADDR> - IP-agpec
YA&TEHHOrO LUNH3a.

<NAME> - ums nonb3oBarens,
3agaétca cTpokoi ao 31
cumMmBoOna.

<CLEAR-TEXT> — naponb B

OTKpbITON chopme, 3agaéTcs
CTpoKoii [8 .. 64] cumsonos,
MOXXET BK/IKOYaTb CUMBO/IbI

[0-9a-fA-F].

<ENCRYPTED-TEXT> — naposnb
B 3aluncppoBaHHoli hopme,
3a7aéTcs CTPOKOi [16..128]
C/MBO/IOB.

<VALUE> - Bpems B cekyHgax,
NPUHUMAaET 3HadeHuns [1..255].

3HaueHue no ymonyaHuio: 10.

<VALUE> — Bpems B cekyHaax,
NPUHUMaET 3HadeHuns [1..255].
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15

16

17

18

19

20

21

22

23

YCTaHOBWTb KOMMYECTBO NOMbITOK
Bblc/iaTb Terminate-Request nakeTsl,
npexae Yem ceccus GyaeTt npepBaHa
(HeoGsi3aTeNbHO).

Ykaszatb pasmep MRU (Maximum
Receive Unit) ons nHtepdeiica.

YKasaTtb MHTepBaU1 BPEMEHU B
CeKyHAax, Mo UCTEYEHUN KOTOPOTO
MapLupyTu3aTtop otnpasnseT keepalive-
coo6LieHne (Heo653aTeNbLHO).

YCTaHOBUTb MHTEPBA/T BPEMEHU B
CeKyHAax, o UCTEYEHUN KOTOPOro
MapLUpyTM3aTop NOBTOPSIET 3anpoc Ha
yCTaHOB/IEHME CECCUM
(Heo6s13aTesIbHO).

Onpefenntb MakcMasibHbll pasmep
naketa gns MLPP-untepdeiica.

MpuBA3aTtb NopT e1 K nsnyeckomy
NHTEpdeincy.

MepeBecTu n3nyecknii NOPT B PEXUM
pabotbl ¢ SFPe1-moaynem.

Brounts pexxum MLPPP Ha E1-
nHTepdeiice.

Bkntountb E1-nHTEpheiic B rpynny
arperauuu.

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

esr(config-if-multilink)# ppp max-
terminate <VALUE>

esr(config-if-multilink)# ppp mru
<MRU>

esr(config-if-multilink)# ppp
timeout keepalive <TIME>

esr(config-if-multilink)# ppp
timeout retry <TIME>

esr(config-if-multilink)# mrru
<MRRU>

esr(config-if-gi)# switchport e1
<SLOT>

esr(config-if-gi)# switchport mode
el
esr(config-if-e1)# ppp multilink

esr(config-if-e1)# ppp multilink-
group <GROUP-ID>

<VALUE> — Bpems B cekyHaax,
NpUHUMaET 3HaueHus [1..255].

3Ha4veHune Mo yMoiHaHuio: 2.

<MRU> - 3HaueHne MRU,
NPUHUMAET 3Ha4YEeHNA B
JAvanasoHe [128..1485].

3Ha4yeHVe No yMo4aHuio:
1500.

<TIME> — Bpems B CekyHAax,
NMPUHUMAET 3HAYEHNS
[1..32767].

3HaueHwue no ymonyaxuio: 10.

<TIME> - Bpems B cekyHAax,
NPUHUMAaET 3HadeHuns [1..255].

3HayeHue no ymonyaHuio: 3.

<MRRU> — makcumasnbHblii
pasmMep NpMHUMAaEMOro nakeTa
ans MLPP-nHTepdeiica,
NPUHUMAET 3HaAYEeHNEe B
JAvanasoHe [1500..10000].

<SLOT> - ngeHtudmkaTop
C/10Ta, NPUHUMAET 3HaYeHVe B
Ananasone [0..3].

<GROUP-ID> - ngeHTtudprkatop
rpynnbl, NPUHUMAET 3HaYeHne
[1..4].
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7.6.2 Mpumep HaCTPOWKN

3apgava:

HacTtpontb MLPPP-coeamHeHmne ¢ BCTPEUHO CTOPOHOI ¢ IP-agpecom 192.0.2.2/24 yepes nHtepdelicol 1
1/0/1 v el 1/1/1. Ons nocTpoeHus arpermpoBaHHoro kaHana PPP ucnonb3sytotca untepdeiice! gi 1/0/3 n gi
1/0/4, B KoTOpbIe BCcTaBNneHbl TOPGATE-WAN-E1.

ESR-200

PelweHune:

192.0.2.0024

el 1/

ESR-200

el 101

el 1/1/1 [

-

et 1111

\/
Multilink PPP

MpeaBapuTenbHO HEOBX0AMMO HAacTPOUTL system jumbo-frames, coxpaHuTb M3MeHeHWs1 B KOHdurypauum u
nepesarpy3vTb MapLIpyTU3aTop:

esr# configure

esr(config)# system jumbo-frames

esr(config)# exit
esr# commit
esr# confirm

esr# reload system

Do you really want to reload system ? (y/N): y

HacTtpoum chmnsmueckune nHtepdelicel gigabitethernet 1/0/3-4, B koTopbix ycTaHoBneHbl TOPGATE-WAN-E1.
Mpwn HacTpoiike hmnsnyecknx nHTepdelicoB ykaxkem mtu He meHee 1510, nepeBefemM NHTEPGIENC B peXnMm
pab6oTbl €1, ykaxxeM KaHan el:

esr# configure

esr(config)# interface gigabitethernet 1/0/3

esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#

mode switchport

mtu 1510

switchport mode el
switchport el slot 0
switchport el timeslots 1-31
exit

esr(config)# interface gigabitethernet 1/0/4

esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#

mode switchport

mtu 1510

switchport mode el
switchport el slot 1
switchport el timeslots 1-31
exit
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HacTtpoum nHtepdeiic multilink:

esr(config)# interface multilink 3
esr(config-if-multilink)# ip address 192.0.2.1/24
esr(config-if-multilink)# security-zone trusted
esr(config-if-multilink)# exit

Mpussxkem nHTepdelicsl E1 k Multilink PPP. MNpwu HacTpolike e1-uHTepdeiica Heobxoammo ykasate multilink-

group u BkaunTb multilink:

esr(config)# dinterface el 1/0/1
esr(config-if-el)# ppp multilink-group 3
esr(config-if-el)# ppp multilink

esr(config-if-el)# exit

esr(config)# interface el 1/1/1
esr(config-if-el)# ppp multilink-group 3
esr(config-if-el)# ppp multilink

esr(config-if-el)# exit

NHpopmauwmio o coctosHuy multilink-uHtepdpeiica MOXHO y3HaTb C NOMOLLBIO CriefyoLLein KoMaHabl:

esr# show interfaces status multilink 3
Interface 'mu3' status information:

Description:
Operational state:
Administrative state:
Track ID:
Supports broadcast:
Supports multicast:
MTU:
MAC address:
Last change:
Mode:
Bandwidth:
Member links:

x el 1/0/1:

el 1/1/1:

Up

Up

0]

No

Yes

1492

none

1 hour, 4 minutes and 2 seconds
routerport

3968 Kbps

2 active, 0 inactive

Up 23 minutes and 58 seconds ago
Up 30 minutes and 36 seconds ago
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

7.6.3 ®dparmeHTayusa Tpaduka

Mo ymMOonyYaHuIo KaxXablii NakeT, KOTopbIin ByAeT oTrpas/ieH Yepes MyNbTUINHK, MOLNEXUT parmeHTaumnu.
MakeT AeNnTCA Ha paBHble YacTy NPOMNOPLMOHASIBHO KOMIMYECTBY JIMHKOB B MY/ILTU/IMHKE. KaxXabli oparMeHT
nHkancynupyetcs 8 ML PPP. Ha npoTuMBONOI0XHOM CTOPOHE NakeT cobupaeTca 13 oparMeHToB B CBOE

nepBoHavYasibHOE COCTOAHNE
m o, [T
el 111 Seq - 081 L & el 111

ESR 1 ESR2
i PPP Mulilink Frame 2 i
» I DATA: Protocor30 (T ‘ » l DATA:

01020304 B bit =0, E bit=0 DTy 01020304
- Seq =082 02 L

el 1i2i el 1i2i

oi 110/

Protocol: 3D
B bit =0, E bit =0
Seq =083

PPP Multilink Frame 4
Protocol: 3D -
o > DATA:
B bit =0, E bit =1 04 ‘ el 1141
el 1141 Seq = 0B4 9

\V

DATA:
03

el 131

Muttilink 1 PPP Mulilink Frame 3 gi 1or
el 131

traffic flow

B cnyuyae nepefaum 60/bLIOIO KOIMUYECTBO NAKeToB HE6GO/LLLIONO pasMepa (HanpumMep, royIoCoBOI Tpadgmk)
Takoe NoBefeHVE NOPOXAAET U36LITOUHOE KOMIMUECTBO C/TyXKEBHOro Tpaduka, YTo HeraTVBHO B/IUSIET Ha
YTUNM3AUMIO KaHaNa, a Takke SIBNSIETCS OAHOM U3 NMPUUNH BO3HUKHOBEHUSI 3aepXeK Npu nepegadqe.

© Hanpumep, naket pasmepom 80 6aiiT, NPoxoALMIL Yepe3 MY/IETUVHK, B KOTOPOM 8 y4aCTHUKOB, ByaeT
pasaeneH Ha 8 oparmeHToB no 10 6aiiT. Ha kaxablii oparmeHT 6yaeT ao6asneH ML PPP 3aronosok (4
6aiita).

[N onTYMM3aumm Takoro NOBEAEHNSI MOXHO YKa3aTb MUHUMaUIbHBIV pa3smep, BCe NakeTbl MEHbLUE KOTOPOro
He ByayT noanexarb oparMeHTaLuu.

ESR# config

esr-1200(config)# interface multilink 1
esr-1200(config-if-multilink)# min-frag-size 200
esr-1200(config)# do commit

esr-1200(config)# do confirm

Mocne BKNKOYEHMST AAaHHOTO OYHKLUMOHAMA, NaKeTbl, pa3smep KOTOpbIX MeHbLle 200 6aiiT, He byayT
hparmeHTMpoBaHbl. MakeTbl ¢ 60/1bWMM pasmMep 6yayT noanexarb oparmeHTaumm.

PPP Multilink Frame: PPP Multlink Frame 1
Profocol 30 (oo Profocol 30 (oo
moi it (PR OUER0H | pyienio | DATAGH |
et 1 Seq =0D1 1280 Seq =0B1 128t et

ESR1 ESR2
PPP Multilink Frame 2

DATA: 01020304
Size: 1000 Protocol: 30
J B bit =0, E bit =0

-

Size: 200 ®

DATA: D10EB304
DATA: 02 | e ‘ s

Size: 200
Size: 250

DATA: 01020304
Size: 1000

et 121 Seq =082 et 1z

Protocol: 30

B bit =0, E bit =0

gi 1101 Multiink 1 PPP Multilink Frame 3 gi /01
&1 1131

DATA: 03 |

Size: 250

&1 131 Seq =083

PP Multilink Frame 4
Protocal 30 pv———
Bbi-D Ebit=1 | DATAOY et 1
ot 1141t Seq=op4 | SEe20

\V

traffic flow
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7.7 Hactpowika AUX

Ons mogenn ESR-21, ESR-31.

HacTporika AUX ncnonb3yeTtcsa 15 ykasaHusa napameTpoB B3avIMOAENCTBUA C BHELLHVMY YCTPOACTBaMK,
NOAK/TOYEHHbIMKN Yepes nocnegoBarefibHble nHTepdelichb! K ESR.

7.7.1 ANroputmM HacTpPOIiKu

War OnucaHwune KomaHpga Knioun
1 MepeiiTv B pexum koHdurypuposaHusi  esr(config)# line aux [ <UNIT>/ <UNIT> - Homep ycTpoiicTBa B
nocnegoBaTesibHOro HTepdelica. <SLOT>/<PORT>] rpynne ycTpoOIiCTB;

<SLOT> - Homep mMoaynsa B
cocTaBe ycTpoiicTtea nnv 0 npu
OTCYTCTBUN fefeHns
YCTPOWNCTBa Ha MoAyw;
<PORT> - nopsiakoBbIit HOMEpP
nopra.
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LWar

3

OonucaHve

YcTaHOBUTb HEOBXOAMMbIE NapaMeTpbl
nocnegoBarefnibHOro nHTepdenca ais
B3aVMMOAENCTBUS C NOAK/OUYEHHBIM
yCTpOiicTBOM (He06s13aTeNbLHO).

[aHHble napameTpbl, Kak NpasBuo,
yKasaHbl B MHCTPYKLMW NOAKMHHYAEMOro
yCTpolicTBa.

Mo ymonuaHuto 6yayT
NCMOosIb30BaHbl CTaHAapPTHbIE
3HaYeHus.

3aaarb onvcaHue noc/efoBaTelbHoro
nHTepdelica (Heobs3aTesnbLHO).

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpga

esr(config-line-aux) databits
<BITS>

esr(config-line-aux) flowcontrol
<FMODE>

esr(config-line-aux) parity
<PMODE>
esr(config-line-aux) speed
<SPEED>

esr(config-line-aux) stopbits
<STOP-BITS>

esr(config-line-aux)# description

<DESCRIPTION>

Knoun

<BITS> — KonnuecTBO 6UT
[laHHbIX B nocbinke [7..8];

3HayeHuve o ymosnyaHuio: 8.

<FMODE> - pexum
yrpas/IeHNS NOTOKOM.
MpUHYMaEeT 3HaYeHus:

+ software — nporpamMmmHoe
ynpasfeHne noToKoMm;

+ hardware — annapatHoe
ynpas/fieHne noToKoM,;

+ disabled - ynpaBnexue
MOTOKOM OTKJTHOUEHO;

3Ha4YeHne No yMon4yaHmio:
disabled.

<PMODE> - pexum ycTaHOBKM
6uta YeTHOCTW. MNpuHMMaeT
3HaueHus:

+ odd - npoBepka Ha
HEUYETHOCTb;

* even — npoBepka Ha
YETHOCTb;

* none — GUT YETHOCTU He
BbICTaB/ISIETCS;

3HayeHue no YMONYaHMIO:
none.

<SPEED> - ckopocTb paboThbl
nocnefoBaTesnibHOro
nHTepdeiica B 6uT/C.

MpuHumaet 3HayveHus: 300;
1200; 2400; 4800; 9600; 19200;
38400; 57600; 115200;

3Ha4yeHne Mo YMOJTHaHWIo:
115200.

<STOP-BITS> - konnuyecTtBo
CTOMOBbLIX OUTOB B MOCBIIKE
[1..2];

3HayeHve no ymonyaxutio: 1.
<DESCRIPTION> - onucaHue

nHTepdpeiica, 3a4aETCs CTPOKOIA
00 255 cMMBO/OB.
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War OnucaHue KomaHpga Knroun

4 Mpun ncnonb3oBaHUN NOAK/IOYAEMOTO esr(config-line-aux)# modem inout
YCTPOICTBa B Ka4yecTBe mogema
nepeBecTn NocnefoBaTesbHbIi
nHTEphec B pexnm paboTsl C
mMozemoM (Heo653aTesbHO).

MpumeyaHne: HEBO3MOXHO
MCnosb30BaTb COBMECTHO C KOMaH/AOM
"transport telnet port".

5 Mpwn ncnonb3oBaHun ESR B kauecTBe esr(config-line-aux)# transport <PORT> - Homep TCP-nopTa
TepPMUHa/ILHOTO cepeepa AN telnet port <PORT> 019 pexxrma KOHCO/IbHOro
ynpasfieHUsA NOAK/IHYEHHbIM cepsepa. NpnHMMaeT 3HaYeHns
YCTPOICTBOM K Noc/iegosaresiHoMy [1..65535].

nHTepcpeiicy yctaHoBuTe Homep TCP-
nopTa, KOTopbI ByAeT NCNoMb30BaTbCA
B KayecTBe Homepa TCP-nopta ans
nogkntoyeHns K ESR no npotokony
Telnet (Heo6s3aTENBLHO).

lMNpumeyaHne: HeBO3MOXHO
NCMNO/b30BaTb COBMECTHO C KOMaHOM
"‘modem inout".

7.7.2 Tlpumepbl HaCTpoeK
3apaua 1:

HacTpounTb IP-cBS3HOCTb Mexay ABymsi ESR Ha Serial-nopTy, ncnonb3ys Mmogemsbl B pexvme Leased line
(aBTOMATUYECKMIA PEXMM MOJEMOB), COEIMHEHHBIX MEXAY CO60ii TeNeOHHbIM Kabenem.

Serial 2 Serial 2
1.1.1.1/24 1.1.1.2/24
R_"I RS-232 e RS-232 R_?'
¥ N "ﬂ’ “q’ K N
ESR-21 (1) Mogem Mogem ESR-21 (2)

Mogembl 0O/HKHbI 6bITb npegBapuTeNbHO BBEAEHLI B PEXNM aBTOMAaTN4YECKOI YCTaHOBKM COeUHEHUA.
NMpoBepeHa COBMeCTUMOCTb C MogeMamMu

+ Tainet T-336Cx
+ Modem Zyxel U-336E Plus
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PelleHue:
CkoHurypmpoBartb nepBbiii ESR-21

HacTpoum napaMeTpbl COrNacoBaHUS:

esr-21-1(config)# line aux 1/0/2
esr-21-1(config-line-aux)# flowcontrol hardware
esr-21-1(config-line-aux)# exit
esr-21-1(config)#

CKoHurypmpyem Heobxoaumble RS-232 nHtepdeicol:

esr-21-1(config)# interface serial 1/0/2
esr-21-1(config-serial)# ip address 1.1.1.1/24
esr-21-1(config-serial)# exit
esr-21-1(config)#

CkoHdpurypupyem firewall ans 30H 6e3onacHocTu:

esr-21-1(config)# security zone xx
esr-21-1(config-zone)# exit

esr-21-1(config)# security zone-pair xx self
esr-21-1(config-zone-pair)# rule 1
esr-21-1(config-zone-pair-rule)# action permit
esr-21-1(config-zone-pair-rule)# enable
esr-21-1(config-zone-pair-rule)# exit
esr-21-1(config-zone-pair)# exit
esr-21-1(config)#

M yKaxkeM nprMHaanexHocTb NHTepPdelicoB K 30He 6e30MacCHOCTMU:

esr-21-1(config)# interface serial 1/0/2
esr-21-1(config-serial)# security-zone xx
esr-21-1(config-serial)# exit
esr-21-1(config)#

CkoHdurypupoBaTtb BTopoii ESR-21

Hactpoum napameTpbl cornacoBaHus:

esr-21-2(config)# line aux 2
esr-21-2(config-line-aux)# flowcontrol hardware
esr-21-2(config-line-aux)# exit
esr-21-2(config)#

CKoHurypupyem Heobxoaumble RS-232 nHtepdeicl:

esr-21-2(config)# interface serial 1/0/2
esr-21-2(config-serial)# ip address 1.1.1.2/24
esr-21-2(config-serial)# exit
esr-21-2(config)#
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CkoHdcpurypupyem firewall gns 3oH 6e3onacHocTu:

esr-21-2(config)# security zone xx
esr-21-2(config-zone)# exit

esr-21-2(config)# security zone-pair xx self
esr-21-2(config-zone-pair)# rule 1
esr-21-2(config-zone-pair-rule)# action permit
esr-21-2(config-zone-pair-rule)# enable
esr-21-2(config-zone-pair-rule)# exit
esr-21-2(config-zone-pair)# exit
esr-21-2(config)#

N ykaxem npuHaanexHocTb MHTEPdIencoB K 30He 6e30MacHOCTU:

esr-21-2(config)# interface serial 1/0/2
esr-21-2(config-serial)# security-zone xx
esr-21-2(config-serial)# exit
esr-21-2(config)#

3apava 2:

HacTtpouTb IP-cBsi3HOCTb Mexay aABymsa ESR Ha Serial-nopTty, ncnons3ysa mogemsl B pexxume Dial-Up n
TenedgoHHy ceTb 06Lero nosb3oBaxus (TchOIM).

Serial 2

y ____ / Serial 2
N mm” 1.1.1.1/24 Exs 1 S FXS 2 1.1.1.2/24 " cumm”
— N T peoe, XXX
sz RS-232 ‘Q’ TNuHus ) . 4 Nunna ‘Q’ RS-232 ., N
v
ESR-21 (1) Mogem Toon Mogem ESR-21 (2)
ESR-12vf
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B kauecTtBe amynauum TpOI ncnonesyetca ESR-12VF ¢ HuxenpuseaeHHOW HACTPOIKOM:

dialplan pattern factory_test
description "dialplan for factory test"

pattern "S5, L5 (00[1-3]@{local} | [xABCDx#].S)"

enable
exit
sip profile 1
dialplan pattern "factory_test"
enable
proxy primary
enable
ip address proxy-server 192.0.2.5
registration
ip address registration-server 192.0.2.5
exit
exit
interface voice-port 1
sip user phone 001
profile sip 1
exit
interface voice-port 2
sip user phone 002
profile sip 1
caller-id mode fsk-bell
exit

MpoBepeHa COBMeCTUMOCTb C MogeMamMu

+ Modem ZyXEL OMNI 56K (MINI).
+ Modem Acorp-M56SCD.
+ Tainet T-336Cx

PelleHue:
CkoHurypupoBartb nepBbiii ESR-21

HacTpovm napameTpbl COrnacoBaHusi ¢ MOAEeMOM:

esr-21-1(config)# line aux 1/0/2

esr-21-1(config-line-aux)# flowcontrol hardware

esr-21-1(config-line-aux)# modem 1inout
esr-21-1(config-line-aux)# exit
esr-21-1(config)#

CkoHpurypvpyem Heobxoaumble RS-232 nHtepdoeiichi:

esr-21-1(config)# interface serial 1/0/2

esr-21-1(config-serial)# ip address 1.1.1.1/24

esr-21-1(config-serial)# exit
esr-21-1(config)#
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CkoHdcpurypupyem firewall gns 3oH 6e3onacHocTu:

esr-21-1(config)# security zone xx
esr-21-1(config-zone)# exit

esr-21-1(config)# security zone-pair xx self
esr-21-1(config-zone-pair)# rule 1
esr-21-1(config-zone-pair-rule)# action permit
esr-21-1(config-zone-pair-rule)# enable
esr-21-1(config-zone-pair-rule)# exit
esr-21-1(config-zone-pair)# exit
esr-21-1(config)#

N ykaxem npuHaanexHocTb MHTEPdIencoB K 30He 6e30MacHOCTU:

esr-21-1(config)# interface serial 1/0/2
esr-21-1(config-serial)# security-zone xx
esr-21-1(config-serial)# exit
esr-21-1(config)#

Bkntoym [03BOH MO HOMeEpY:

esr-21-1(config)# interface serial 1/0/2
esr-21-1(config-serial)# dialer string 002
esr-21-1(config-serial)# dialer
esr-21-1(config-serial)# exit
esr-21-1(config)#

CkoHdurypupoBatb BTOpoii ESR-21

HacTponm napameTpbl COrNacoBaHms:

esr-21-2(config)# line aux 1/0/2
esr-21-2(config-line-aux)# flowcontrol hardware
esr-21-2(config-line-aux)# modem inout
esr-21-2(config-line-aux)# exit
esr-21-2(config)#

CKoHpurypupyem Heobxoanmble RS-232 nHTepeics!:

esr-21-2(config)# interface serial 1/0/2
esr-21-2(config-serial)# ip address 1.1.1.2/24
esr-21-2(config-serial)# exit
esr-21-2(config)#
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CkoHdcpurypupyem firewall gns 3oH 6e3onacHocTu:

esr-21-2(config)# security zone xx
esr-21-2(config-zone)# exit

esr-21-2(config)# security zone-pair xx self
esr-21-2(config-zone-pair)# rule 1
esr-21-2(config-zone-pair-rule)# action permit
esr-21-2(config-zone-pair-rule)# enable
esr-21-2(config-zone-pair-rule)# exit
esr-21-2(config-zone-pair)# exit
esr-21-2(config)#

N ykaxem npuHaanexHocTb MHTEPdIencoB K 30He 6e30MacHOCTU:

esr-21-2(config)# interface serial 1/0/2
esr-21-2(config-serial)# security-zone xx
esr-21-2(config-serial)# exit
esr-21-2(config)#

3apaua 3:
cnonb3oBartb AONO/THUTE bHBIE NapamMeTpbl HACTPOVKN MOAEMOB A5 3aja4n 2:

« Ans mogema 1 BkioueHne npoTtokona V.22bis,
* OTK/IIOYEHNE ANHAMMKOB Ha 060MX MofeMax.

PeweHue

Co3paaaym CTPOKY C I0NO/THATE bHLIMY NapaMeTpamy HULpanmsaumMmn mogemMa ansi nepsoro ESR-21, roe:

« AT&N1T — BknoueHue pexunma V.22bis Ha mogeme,
+ ATMOLO - oTknoyeHne guHamuka mogema.

esr-21-1(config)# chat-script dial_test "ABORT 'BUSY' ABORT 'NO CARRIER' ABORT ERROR '' AT OK
AT&F OK AT&N14 OK ATMOLO OK ATD\\T CONNECT ''"
esr-21-1(config)#

BKk1HOUMM 1UCNOb30BaHWE CTPOKN MHMLManmMsaumm mogema:

esr-21-1(config)# interface serial 1/0/2

esr-21-1(config-serial)# dialer string 001 modem-script dial_test
esr-21-1(config-serial)# exit

esr-21-1(config)#

Co3gaaum CTPOKY C AOMOSTHUTEIbHBIMI NapameTpaMmn MHuumManu3aumm mogema ans stoporo ESR-21:

esr-21-2(config)# chat-script answer_test "ABORT 'BUSY' ABORT 'NO CARRIER' '' AT OK AT&F OK
ATMOLO RING ATAr CONNECT ''"
esr-21-2(config)#
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BkoUMM 1Ucnosib30BaHWe CTPOKN MHUUManmMsaumm mogema:

esr-21-2(config)# interface serial 1/0/2

esr-21-2(config-serial)# dialer string 000 modem-script answer_test
esr-21-2(config-serial)# exit

esr-21-2(config)#

7.7.3 CxeMbl pacnaiiku nepexogHUKOB

RJ-45 <--> DB-25 pinout

RJ45 zocket

(wapow) ajew 5zgq

RJ-45 <--> RJ-45 pinout (rolled over cable)

[na noaknoueHns NbGbIX yCTpoiicTBe cepumn ESR crneayeT BbINOMHUTL KPOCCUPOBKY Kabesis Mo CXeMe Cross
rollover:

RJ451 RJ542
Pinout 1 Pinout 2

RTS TX GND GND RX cTS CTS DTR TX GND GND RX DSR RTS
1 2 3 4 5 6 7 8 i 2 3 4 5 6 7 8
— —
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ESR, kpome mMogeneit ESR-3xx0 (3100 / 3200(L) / 3250 / 3300 / 3350):

RTS.
1

2

RJ-451
Pinout 1

TX GND GND RX

3

4 5

6

7

CTs
8

CTS DTR TX GND GND RX DSR RTS

1

2

3

RJ542
Pinout 2

4 5

6

7

8
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8 YnpaBreHue TyYHHeNMpoBaHNEM

+ HacTtpoiika GRE-TyHHenel
* AJITOPUTM HaCTPOWKM
+ Mpumep HacTpoikn IP-GRE-TyHHeNsA
+ Hactpoiika DMVPN
* AJITOPUTM HaCTPOWKM
* [prmep HacTpoikm 1
* [pymMep HacTpoikm 2
+ Hactpoiika L2TPv3-TyHHenel
* AJITOPUTM HaCTPOWKM
* Mpumep HacTpoikn L2TPv3-TyHHens
* HacTtpoiika IPsec VPN
« AnropuTm HacTpoiikm Route-based IPsec VPN
+ Mpumep HacTpoiikm Route-based IPsec VPN
« AnropuTtm HacTpoiikun Policy-based IPsec VPN
+ Mpumep HacTpolikn Policy-based IPsec VPN ¢ ayteHTudurkaymein no o6wemy n3BeCTHOMY K4y
+ Mpumep HacTpoitkn Policy-based IPsec VPN ¢ ayteHTucpmkaumein ceptucpmkaram X.509,
BbinncbiBaeMbIx PKI-knvneHToMm
« AnropuTm HacTpoiikm Remote Access IPsec VPN
+ MNpumep HacTpoitkn Remote Access IPsec VPN
* Mpumep HacTpoliku DPD (Dead Peer Detection)
* HacTtpoiika LT-TyHHenel
* AJITOPUTM HaCTPOWKM
+ [pyMep HaCTPOKM

8.1 Hacrtpowika GRE-TyHHeneun

GRE (aHrn. Generic Routing Encapsulation — o6Lasi UHKancynaumsi MapLipyToB) — NPOTOKO/ TYHHENPOBaHUS
ceTeBbIX NakeToB. Ero 0CHOBHOE Ha3HavyeHne — MHKancysauusa naketos CETEBOro ypoBHs ceteBoit mogesnm 0S|
B IP-nakeTbl. GRE moxeT ucnons3sosarsca ans opraHmsauumn VPN Ha 3 yposHe mogenn OSI.

B mapupyTtunsaTtope ESR peannsoBaHbl cTatnyeckme Heyrnpaensemble GRE-TyHHeNu, To ecTb TyHHeNm
CO3Jal0TCH BPYUHYHO MyTEM KOH(PUIyprpoBaHUs Ha JIOKasIbHOM 1 yaasieHHOM y3nax. MNapameTpbl TyHHens ons
KaxKA0M 13 CTOPOH A0/DKHbI 6bITb B3aMMOCOI/1IaCOBaHHbIMU UM NEPEHOCKMbIE faHHble He ByayT
JekancynmpoBaTbCsa NapTHEPOM.

8.1.1 Anroput™m HacTpPOIiKu

War OnucaHue KomaHpga Knoun

1 CkoHdchurypupoBsatb L3-uHTepgoeiic, ot
koToporo 6yget ctpontbes GRE-
TYHHenNb.
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War OnucaHue KomaHpa Knoun
2 Co3gatb GRE-TyHHENb 1 nepeitu B esr(config)# tunnel gre <INDEX> <INDEX> — ngeHTtuncpmkarop
PEeXUM ero KoHUryprpoBaHus. TYHHEnNs B AnanasoHe:

« ansi ESR-10/12V(F)/
15/15R/15VF - [1..10];

« ans ESR-20/21/30/31/
100/200 - [1..250];

+ nns ESR-1000/1200/
1500/1511 (rev.B)/
3100/3200/
3200L/3250/3300/3350 -
[1..500];

+ ans ESR-1700 - [1...3200].

3 Ykasatb ak3emnnsp VRF, B koTopoM esr(config-gre )# ip vrf forwarding <VRF> — nms VRF, 3agaetcs
6ypeT pabotatb gaHHblii GRE-TyHHens  <VRF> cTpokoii go 31 cumsona.
(HeoGsi3aTeNbHO).

4 Ykasatb umsa VRF ot IP-uHtepcpeiica esr-(config-gre)# tunnel-source vrf <VRF> — nms aksemnnsipa VRF,
KOTOporo 6yaeT CTpOUTLCS AaHHbIl <VRF> 3agaeTcs CTpokoi go 31
GRE-TyHHeNb (Heo6si3aTeNbHO). cuMmBOSA.

Be3 ykazaHua katoua "vrf' n
nmeHn aksemnnspa VRF 6yaet
ncnosnb3oarbcs IP-nHTepdeinc
rno6anbHON KOHMrypaumn.

5 Ykasatb onucaHue koHdurypupyemoro  esr(config-gre)# description <DESCRIPTION> — onuncaHwue
TyHHens (Heob6a3aTensHo). <DESCRIPTION> TYHHenNs, 3a4aéTcs CTPOKOi A0
255 cumBOOB.

6 YcTaHoBUTb foKasibHbIN IP-agpec gns esr(config-gre)# local address <ADDR> — IP-agpec
YCTaHOBKN TYHHESS. <ADDR> NIOKas1bHOro WHo3a, 3agaéTtcA
B Buae AAA.BBB.CCC.DDD, rae
Kaxaas yacTb NPUHUMAaET
3HaueHus [0..255].

esr(config-gre)# local interface <IF> - uHTepdeiic, ot IP-
<IF> ajpeca KoToporo
yCTaHaBNMBaeTCsA TYHHE/Tb.

7 YcTaHoBUTb yaaneHHsblil IP-aapec ansi esr(config-gre)# remote address <ADDR> - IP-agpec
YCTaHOBKW TYHHesA. <ADDR> NOKaNbHOrOo W33, 3a8aétcA
B Buae AAA.BBB.CCC.DDD, rae
Kaxaas 4acTb NpUHUMaeT
3HayeHusn [0..255].
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War OnucaHue KomaHpa Knoun
8 YKasaTrb pexum UHkancynaunm ana esr(config-gre)# mode <MODE> <MODE> - pexum
GRE-TyHHenA. nHkancynauun gnsa GRE-
TYHHEnNs:

* ip — vHkancynsuus IP-
naketoB B GRE;

+ ethernet — uxHkancynauma
Ethernet-copeiimos B GRE.

3Ha4veHVe Mo yMO/THaHuio: ip

9 YctaHoBuUTb IP-agpec nokanbHow esr(config-gre)# ip address <ADDR/LEN> — IP-agpec u
CTOPOHbI TYHHENS (TOMbKO B pexmme <ADDR/LEN> [unit <ID>] npedmkc noacetn 3afaérca B
ip). T Buae AAA.BBB.CCC.DDD/EE,

roe kaxxgasi yacte AAA — DDD
esr(config-gre)# ip address NpUHUMaEeT 3HadeHuns [0..255] n
<ADDR/LEN> secondary [unit <ID>] EE npunumaeT 3HaueHus
[1..32].

<ID> — HOMep toHUT],
NpUHUMaET 3HaueHus [1..4].

Kntou secondary ykasbiBaer,
YTO HaCTPOEHHbI agpec
ABNAETCA AONONHUTESbHBLIM |P-
agpecom. Ecnu aTo kioveBoe
C/10BO OTCYTCTBYET,
HaCTpPOEHHbI afpec ABnseTcA
OCHOBHbIM IP-agpecom.
Bo3moxHO yka3aTb A0 7
JonosnHuTeneHbIX IP-agpecos.

JononHutesnbHble yHKUUK
IPv4-appecaunn cm. B pasgene
HacTpolika IP-agpecauunu.

10 HasHaunTb LUMpOKOBeLLaTE bHbIl esr(config-gre)# bridge-group <BRIDGE-ID> -
AOMeH ansa nHkancynsaumn B GRE- <BRIDGE-ID> NAEHTUMKALMOHHbI HOMEpP
nakeTbl JaHHOro TyHHeNs (Tobko B MOCTa, NPUHUMAET 3Ha4YEeHNs B
pexume ethernet). JvanasoHe:

« ansi ESR-10/12V(F)/
15/15R/15VF - [1..50];

« ans ESR-20/21/30/31/
100/200 - [1..250];

« ans ESR-1000/1200/
1500/1511 (rev.B)/
1700/3100/
3200/3200L/
3250/3300/3350 - [1..500].
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11

12

13

14

15

OonucaHue

BktounTb GRE-TYHHENb B 30HY
6e30nacHOCTV U HACTPOUTb Npasuna
B3aVMOAENCTBUSA MeXy 30HamMun Uin
oTkntounts firewall (cm. pazgen
KoHdpurypuposaHue Firewall).

YkazaTb pasmep MTU (Maximum
Transmition Unit) gns TyHHens
(HeoGsi3aTeNbHO).

MTU 6onee 1500 6yaeT akTUBHO,
TOMbKO ec/v NpYMeHeHa komaHaa
"system jumbo-frames".

YkasaTb 3Ha4YeHue BpeMeHu Xun3Hu TTL
[N TYHHE bHbIX NaKeToB
(HeoGnA3aTENbHO).

YkazaTb DSCP ans ncnonb3oBaHus B
IP-3arosioBke MHKancympyoLero
naketa (HeoGsi3aTesIbHO).

Paspeluntb nepegady kntoua (key) B
TYHHe/IbHOM 3aronoeke GRE (B
cootBeTcTBMM ¢ RFC 2890) 1
YCTaHOBWTb 3HAUYEHME Ktova.
HacTpavBaeTcsi To/Ibko ¢ 06enx CTOPOH
TYHHens

(HeoGsi3aTesIbHO).

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-gre)# security-
zone<NAME>

esr(config-gre)# ip firewall disable

esr(config-gre)# mtu <MTU>

esr(config-gre)# ttl <TTL>

esr(config-gre)# dscp <DSCP>

esr(config-gre)# key <KEY>

Knoun

<NAME> — nM4 30HbI
6e3onacHoCTu, 3agaértcs
CTPOKOI A0 12 CMMBO/IOB.

<MTU> - 3HaueHne MTU,
NMPUHUMAET 3HAYEHUS B
AnanasoHe:

« ansi ESR-10/12V(F)/
15/15R/15VF -
[1280..9600];

+ ansa ESR-20/21/30/31 -
[1280..9500];

« ans ESR-100/200/1000/
1200/1500/1511 (rev.B)/
1700/3100/
3200/3200L/
3250/3300/3350 -
[1280..10000].

3HaueHne no ymon4aHuio:
1500.

<TTL> - 3HaueHue TTL,
NMPUHUMAET 3HAYEHUS B
JmnanasoHe [1..255].

3HaueHne No ymonyaHuto:
Hacnepyetcs ot
VHKarncy/IMpyemoro naketa.

<DSCP> - 3HaueHue koga
DSCP, npuHMmaeT 3Ha4yeHus B
Avanasone [0..63].

3Ha4yeHVe No yMo4aHuio:
Hacnegyertcsa ot
WHKancynmpyemoro naketa.

<KEY> — 3HaueHune KEY,
NMPUHUMAET 3HAYEHUS B
[JAmnana3soHe [1..2000000].

3HayeHve No yMo4YaHuio: KoY
He nepepaércs.
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17
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19

20

21

22

23

24

OonucaHue

BKHOUNTb BbIUMC/IEHWNE KOHTPO/ILHOW
CyMMbI 1 3aHeceHune eé B GRE-
3aro/I0BOK OTNPaB/IAeMbIX MaKETOB.
Mpun 3TOM Ha yAa/IeHHOW CTOPOHEe
Heo6X04MMO BKHOUNTL NPOBEPKY
KOHTPO/IbHON CyMMbl
(HeoGnA3aTENbHO).

BknounTb NPOBEPKY HaMMUMs 1
COOTBETCTBUS 3HAYEHWUA KOHTPONBLHOM
CYMMbI B 3arofl0BKax NpyHUMaeMblIx
GRE-naketoB. Npn 3TOM Ha yaaneHHow
CTOPOHE HEOBXO0AMMO BK/HOUNUTL
BblUMC/IEHNE KOHTPOMBHOI CyMMbl
(HeoGsi3aTeNbHO).

BktounTb NPOBEPKY AOCTYMHOCTH
YA/IEHHOTO LU/I03a TYHHeNs
(HeoGsi3aTesNbHO).

N3meHnTb Bpems oxunaaHus keepalive
NaKeToB OT BCTPEYHOI1 CTOPOHbI
(HeoGsi3aTesNbHO).

3MeHUTb KONMYECTBO MNOMbITOK
MPOBEPKM [AOCTYMNHOCTY YAANIEHHOTO
LUN03a TyHHeNs (Heoba3aTesbHO).

Ykasartb IP-agpec ons pabothbl
mexaHusMa keepalive (06s13aTenbHO B
pexwvme ethernet).

3MeHUTbL HTepBasl BPEMEHN, 3a
KOTOPbII yCpeaHAeTcs CTaTUCTMKa O
Harpyske Ha TyHHesne (Heo6si3aTesibHO).

BkntounTb oTnpaBky snmp-trap o
BK/TOUEHNW/OTK/THOUEHUN TYHHENS.

Bkntountb mexaHnam nepesanpoca IP-
azpecos no nportokony DHCP Ha
yKazaHHbIX UHTepdheiicax npu
oTkntoveHun GRE-TyHHens no keepalive
(HeoGnA3aTENbHO).

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-gre)# local checksum

esr(config-gre)# remote checksum

esr(config-gre)# keepalive enable

esr(config-gre)# keepalive timeout
<TIME>

esr(config-gre)# keepalive retries
<VALUE>

esr(config-gre)# keepalive dst-
address <ADDR>

esr(config-gre)# load-average
<TIME>

esr(config-gre)# snmp init-trap

esr(config-gre)# keepalive dhcp
dependent-interface <IF>

Knoun

<TIME> — Bpems B CekyHAax,
NPUHUMAET 3HAYEHNS B
JvanasoHe [1..32767].

3HaueHue no ymonyaxuio: 10.

<VALUE> - konnuecTtBo
MOMbITOK, MPUHUMAET 3HAYEHS
B AvanasoHe [1..255].

3HaueHne No yMonyaHuio: 5.

<ADDR> - IP-agpec ans
npoBepky paboTocnocobHOCTU
GRE-TyHHens.

<TIME> — uHTepBan B
CeKyH/ax, NpMHUMaeT
3HaueHus [5..150].

3HaueHne Nno yMonyaHuio: 5.

<IF> - chmanuecknii/
niornyeckunin nHtepdeiic, Ha
KOTOPOM BKJ/THOYEHO MONyYeHne
IP-appeca no DHCP.
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OonucaHue

3agartb MHTEPBa/T BPEMEHN MEXAY
oTK/todeHnem GRE-TyHHena n
nepesanpocom IP-agpeca Ha
nHTepdeiice/nHTepdeincax, ykasaHHbIX
komaHgoii keepalive dhcp dependent-
interface (Heo6s3aTenbLHO).

Mepeonpenenutb 3HadyeHue nonsa MSS
(Maximum segment size) Bo BXOAALMX
TCP-nakeTax (Heo653aTe/LHO).

BKOUNTL 3anuchb CTaTUCTUKU
CNO/b30BAHUS TEKYLLLETO TYHHE S
(Heo6s3aTE/NbLHO).

AKT/BMPOBATb TYHHESb.

Takxe 151 GRE-TYHHeNsA BO3MOXHO HACTPOUTb:

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

KomaHpa

esr(config-gre)# keepalive dhcp
link-timeout <SEC>

esr(config-gre)# ip tcp adjust-mss
<MSS>

esr(config-gre)# history statistics

esr(config-gre)# enable

+ QoS B 6a30BOM UM pacluMpeHHoM pexumax (cM. pasgen YnpasneHue QoS);
« proxy (cm. pasgen Npokcuposarne HTTP/HTTPS-Tpadiuka);

+ MOHUTOpPUHT Tpadhuka (cM. pasgensl Hactpoiika Netflow n Hactpoiika sFlow);
* (PYHKLMOHA/ NPOTOKO/I0B MapLupyTu3aumm (CM. pasaen Ynpas/eHrie MaplupyTusalueii);
* goyHKumoHan BRAS (cm. pazgen Ynpaenenne BRAS (Broadband Remote Access Server)).

Knoun

<SEC> — uHTepBan mexay
oTkodeHnem GRE-TyHHensa un
nepesanpocom IP-agpeca no
DHCP Ha nHTepdelicax.

<MSS> - 3HaueHne MSS,
NPUHUMAET 3HAYEHUS B
AnanasoHe [500..1460].

3HaueHne No ymonyaHuio:
1460.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

8.1.2 Mpumep HacTpoliiku IP-GRE-TyHHeNs

3apgava:

Opranmnzosatb L3-VPN mexay odmcamm komnaHmm yepes IP-ceTb, CNosb3yst AN TYHHENNMPOBaHUs Tpadimka

npotokon GRE.

* B KayecTBe /I0Ka/IbHOro Wwi3a ana TyHHena ucnone3yetca IP-agpec 115.0.0.1;
* B KayecTBe yAa/lIeHHOro W/ito3a ansa TyHHensa ucnonbsyetcs IP-agpec 114.0.0.10;
+ IP-agpec TyHHenNs Ha nokanbHol ctopoHe 25.0.0.1/24.

TyHHens GRE

PelleHue:

MpeaBapuTeNIbHO Ha MapLUpyTU3aTopax AO/MKHbI ObITb HACTPOEHbI MHTepdeickl Ans cBsa3un ¢ cetbio WAN
paspeLueHo nosyyeHve naketos npoTokona GRE n3 30HbI 6e30MacHOCTY, B KOTOPOW paboTatoT UHTepdeicsl,
nogknoyeHHble k cetn WAN.

Coszgagum TyHHenb GRE 10:
esr(config)# tunnel gre 10
YKaxxeM nokasibHbIl 1 yaaneHHbli w3 (IP-agpeca nHtepdieiicos, rpaHuyaiyx ¢ WAN):

esr(config-gre)# local address 115.0.0.1
esr(config-gre)# remote address 114.0.0.10

Ykaxkem IP-agpec TyHHens 25.0.0.1/24:

esr(config-gre)# ip address 25.0.0.1/24

Takxe TyHHesb [O/MKEH NPUHAANEeXaTb K 30He 6e30MacHOCTW, /151 TOFO YTOGbI MOXHO 6bI/10 CO3AaTh NPaBuUna,

paspeLuatome npoxoxaeHvne Tpadguka B firewall. MpruHaaneXxHoCcTb TYHHENS K 30He 3a4aeTcA cneayowei
KOMaHZ0M:

esr(config-gre)# security-zone untrusted
Bkntounm TYHHESb:

esr(config-gre)# enable
esr(config-gre)# exit
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Ha mapLupyTum3aTope A0/MKEeH 6bITb CO34aH MapLLUPYT A0 NTOKa/bHO ceTh napTHepa. B kauecTBe uHtepdeiica
Ha3HayeHusl ykasblBaeM paHee Co3faHHbIii TyHHeb GRE:

esr(config)# ip route 172.16.0.0/16 tunnel gre 10

Mocne NpUMEHEHUsT HACTPOEK TpadhuK BYAET MHKANCYNMPOBATLCS B TYHHE b U OTNPABAATLCS NapTHEPY,
HEe3aBUCKMO OT Ha/IMunst GRE-TyHHeNs 1 NpaBUIbHOCTM HACTPOEK C ero CTOPOHBI.

OnuunoHansHo a19 GRE-TyHHENA MOXHO ykasaTtb criefytoLme napaMmeTpsbl:

* BKOUNTb BbIYMC/IEHNE 1 BK/IIOUEHME B NAKET KOHTPO/IbHON CyMMbl 3arosioBka GRE n
MHKancy/IMpoBaHHOIO NakeTa [/ UCXOASLLEro Tpadguka:

esr(config-gre)# local checksum

* BKIOUNTbL NPOBEPKY HA/IMUUA Y KOPPEKTHOCTU KOHTPOIbHOM cyMMbl GRE ans Bxogsulero Tpaguka:

esr(config-gre)# remote checksum

* YKasaTb YHUKa/bHbIli naeHTudmKaTop:

esr(config-gre)# key 15808

* YKasaTb 3HaueHune DSCP, MTU, TTL:

esr(config-gre)# dscp 44
esr(config-gre)# mtu 1426
esr(config-gre)# ttl 18

* BkounTb 1 HacTpoUTb MexaHu3m keepalive:

esr(config-gre)# keepalive enable
esr(config-gre)# keepalive timeout <TIME>
esr(config-gre)# keepalive retries <VALUE>

CocTtosiHne TYHHENA MOXXHO NOCMOTPETb KOMaHAOI\/‘II
esr# show tunnels status gre 10

CueTumku BXO4ALLNX N OTNPaB/1IEHHbIX MakKeTOB MOXXHO NOCMOTPETb KOMaH,D,OVII
esr# show tunnels counters gre 10

KoHchurypauuio TyHHeNsi MOXHO NOCMOTPETb KOMaHA0iA:
esr# show tunnels configuration gre 10

HacTtpoiika TyHHens IPv4-over-IPv4 nponsBoanTcsl aHaormyHbiM 06pas3om.

Mpwn co3paHumn TyHHens Heobxoammo B firewall paspewnts npoTokon GRE (47).
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8.2 Hactpovika DMVPN

DMVPN (Dynamic Multipoint Virtual Private Network) — TexHonorua ansi cosgaHusi BUPTyasibHbIX YaCTHbIX
ceTeil, C BO3MOXHOCTbIO AVMHAMUYECKOro CO34aHuns TYHHeein mexay y3namu. NpemmMyLecTtsom gaHHOro
peLleHns ABNSAETCA BbICOKas MacluTabypyeMoCTb U NIErKOCTb HACTPOMKM NPY NOAKNHOYEHUN PUIMANoB K
roniloBHomy ocpucy. DMVPN uncnonb3yetcsa B Tononorum Hub-and-Spoke, 1 nossonset ctpontb npsimbie VPN-
TyHHenu Spoke-to-Spoke B gonosnHeHne K 06bl4HbIM Spoke-to-Hub TyHHeNnam. 310 o3HavaeT, 4to dunmnansi
CMOryT 06watbes Apyr ¢ ApYroM Hanpsimyto, 6e3 Heo6xo4MMOCTM NPOXoXAeHusa Tpadumka yepes Hub.

UTo6bl yCTAHOBUTL Takoe coeanHeHne, knneHTbl (NHC) no wrdpoBaHHoMy IPsec-TyHHeNo oTnpaBnsoT
COOTBETCTBME CBOEr0 BHYTPEHHErO (TyHHEeNbHOro) agpeca u BHeluHero (NBMA) agpeca Ha NHRP-cepBep
(NHS). Korga knmeHT 3axo4eT coeauHuTbes ¢ aApyrum NHC, oH nocbiniaeT Ha cepBep 3anpoc, YTobbl y3HaTb ero
BHeLLHWIA agpec. [onyyunB OTBET OT cepBepa, KNIMEHT Tenepb CaMOCTOATE/IbHO MOXET yCTaHaBNNBaTb
coeAnHeHue ¢ yaanéHHbIM (onInasiom.

8.2.1 AnroputMm HacTpPOIiKu

War OnucaHue KomaHpga Knroun

1 MpoBepnTb AOCTYMHOCTb «BHELUHUX» |P-
a[pecoB, HAXOAALMXCS Ha PU3NYECKMX
nHTepdeiicax.

2 MogrotoBuTb IPsec-TyHHeNn gns Cwm. pasgen Hactpoiika Policy-
pab0Tbl COBMECTHO C AVHAMUYECKNMU based IPsec VPN.

GRE-TyHHENAMN.

3 Cosgatb GRE-TyHHenNb 1 nepeitn B esr(config)# tunnel gre <INDEX> <INDEX> — ngeHtundmkarop
PEXUM ero KoHUIryprpoBaHmsi. TYHHens.

4 MepeBecTn GRE-TYHHENb B peXUM esr(config-gre )# multipoint
multipoint.

5 Ykasatb ak3emnnsap VRF, B koTopom esr(config-gre )# ip vrf forwarding <VRF> — nms VRF, 3agaeTcs
6yaeT paboTartb AaHHbin GRE-TyHHeNnb  <VRF> CTpokoit oo 31 cumBona.
(Heo6s13aTesIbHO).

6 Ykaszatb umsa VRF ot IP-nHTepdeiica esr(config-gre)# tunnel-source vrf = <VRF> — nms aksemnnsipa VRF,
KOTOpOro 6yAeT CTPOUTLCA AaHHbIi <VRF> 3agaeTcs cTpokoii go 31
GRE-TyHHenb (Heo6s13aTe/bHO). cumBosa.

Be3 ykazaHus knwoda "vrf' n
nmexun aksemnnspa VRF, byget
ncnosnb3oBaTbes IP-uHTepeiic
rno6asbHON KoHJIUrypaumn.

7 YcTaHOBUTL NOKasbHBIN IP-agpec ans esr(config-gre)# local address <ADDR> — IP-agpec
YCTAHOBKN TYHHESS. <ADDR> NIoOKas1bHOrO Wto3a, 3ajaértes
B Buae AAA.BBB.CCC.DDD, rge
Kaxgas 4yacTb NpUHMMaeT
3HayeHus [0..255].
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OonucaHue

3apartb IP-agpec Ha TyHHene. B
KayecTBe asibTepHaTMBbI MOXHO
HacTponTb DHCP-knneHT gns
nony4yenus IP-agpeca ot DHCP-
cepsepa.

YCTaHOBWTb OTKPbITbIV Naposb A/1s
NHRP-nakeToB (Heob6s3aTenbHo).

YkazaTb BPeMsi, B TEUEHNE KOTOPOTO Ha
NHS 6ygeT cyuiectBoBarb 3anmchb 0
[laHHOM K/ieHTe (He 06s13aTe/bHO).

3anatb COOTBETCTBUE «BHYTPEHHETO»
TYHHE/bHOro agpeca C «BHELHUM»
NBMA-agpecom.

3ajatb «/10rMyYecknii (TYHHEbHBI)»
agpec NHRP-cepsepa.

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpga

esr(config-gre)# local interface
<IF>

esr(config-gre)# ip address
<ADDR/LEN>

nnn

esr(config-gre)# ip address
<ADDR/LEN> secondary

esr(config-gre)# ip address dhcp

esr(config-gre)# ip nhrp
authentication <WORD>

esr(config-gre)# ip nhrp holding-

time <TIME>

esr(config-gre)# ip nhrp map

<ADDR> <ADDR>

esr(config-gre)# ip nhrp nhs
<ADDR>

Knoun

<IF> - uHTepdeiic, ot IP-
ajpeca KoToporo
yCTaHaBNMBAaETCSA TYHHE b.

<ADDR/LEN> - IP-agpec u
ONvHa Macky nofceTy,
3apaéTtca B BuAe
AAA.BBB.CCC.DDD/EE, rge
kaxxgas yacte AAA - DDD
npuUHUMaeT 3HadeHus [0..255] n
EE npvHumaet 3HayeHus
[1..32].

Kntou secondary yka3blBaer,
YTO HaCTPOEHHbI agpec
ABNAETCA [ONONHUTENbHBLIM IP-
agpecom. Ecnn aT1o KNoveBoe
C/I0BO OTCYTCTBYET,
HaCTpPOEeHHbIN afpec ABnseTcA
OCHOBHbIM |IP-agpecom.
Bo3moxHO yka3aTb [0 7
JononHuTeneHbIX IP-agpecos.

<WORD> — naponb B OTKpPbITOi
dhopme, 3a1aeTCs CTPOKOLA
[1..8] cumBonOB, MOXET
BK/ItOYaTh cuMBONbI [0-9a-fA-F].

<TIME> — Bpems B cekyHAax, B
TeyeHue KOTOpOoro Ha cepsepe
6yferT cyLecTsoBaTb 3an1cb 0
OaHHOM K/IMeHTe, NMpUHUMaeT
3HaueHus [1..65535].

3Ha4YeHve No yMOMYaHuIo:
7200.

<ADDR> - IP-agpec 3apaétca B
Buae AAA.BBB.CCC.DDD, rge
Kaaas yacTb NpUHMMaEeT
3HayeHusn [0..255].

<ADDR> - agpec, 3agaétca B
Buae AAA.BBB.CCC.DDD, rge
kaxxgas yacte AAA - DDD
npuHUMaeT 3HaueHus [0..255].
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OonucaHue

OnpenenuTtb agpecata MynsbTUKacTHoro — esr(config-gre)# ip nhrp multicast

Tpadmka.

BK/10UNTb BO3MOXHOCTb OTNPaBK/
NHRP Traffic Indication naketos.
BbinonHsietcs Ha NHS
(HeoGsi3aTesNbHO).

BK/OUNTH BO3MOXHOCTb CO3/aHWs
KpaTyanwmx MapLupyToB. BbinonHsercs
Ha NHC (Heo6s13aTe/bHO).

Mpueasatb IPsec-VPN k mGRE-TyHHenN0
(Heob6s13aTesIbHO).

BknounTb nepegavy umeHu NHRP-
rpynnsl NHRP-cocegsm B npouecce
o6meHa NHRP-coobueHnsmm
(HeoGsi3aTenbHO).

3apgarb cooteetcTBue rpynnsl NHRP,
nony4yeHHon ot NHRP-cocena B
npouecce obmeHa NHRP-
COOO6LLEHNAMM, U NONNUTKKKM QOS,
KoTopas 6yaeT NpuMeHeHa K
ncxogdawlemy B cTopoHy atoro NHRP-
cocefia Tpaduka (Heo6s3aTesNLHO).

BkntounTb paboty npotokona NHRP.

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpga

{ dynamic | nhs | <ADDR> }

esr(config-gre)# ip nhrp redirect

esr(config-gre)# ip nhrp shortcut

esr(config-gre)# ip nhrp ipsec
<WORD> { static | dynamic }

esr(config-gre)# ip nhrp attribute
group <WORD>

esr(config-gre)# ip nhrp map
group <GROUP> service-policy
output <POLICY>

esr(config-gre)# ip nhrp enable

Knoun

+ dynamic — oTnpaBnsAThL Ha
BCE NUpbI, C KOTOPbIMU €CTb
COEZIUHEHME;

+ nhs - oTnpaBnATb Ha Bce
cTaruyeckme
CKOHCQUTypypOBaHHbIe
cepsepa;

<ADDR> — oTnpaBnsatb Ha
crneunduyeckn
CKOHCOUIyprpOBaHHbIi agpec,
3afaértca B BUAE
AAA.BBB.CCC.DDD, rae kaxaas
YacTb NPUHMMAET 3HAYEHUS
[0..255].

<WORD> — ums VPN, 3agaéTtcs
CTpokoit oo 31 cnmBona;

+ static — ctatnueckoe
coeguHeHne, NPUMEHATCS
ans ceasu ¢ NHS;

+ dynamic — guHamnyeckm
yCcTaHaB/IMBaKLLeecs
coefuHeHue,
KOHchurypupyetcs ans
cBs3n mexay NHC.

<WORD> — nms rpynnsl NHRP,
3a/1aéTcsA CTPOKOIA [1..40]
CMMBOJIOB, HE NPUHUMAET
CUMBOJIbI [M#].

<GROUP> - ums rpynnbl NHRP,
3a/1aéTcsA CTPOKOIA [1..40]
CUMBO/IOB, He NpUHUMAaET
cUMBO/bI [M];

<POLICY> - nmsa QoS-
NOSIUTUKY, 3aaeTCs

CTpoKoii [1..31] cumBonoB.
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War OnucaHune KomaHpga Knroun

20 OpraHu3soBarthb IP-cBA3HOCTb
nocpeACcTBOM NPOTOKOIA
AVHaMNYecKon MapLIpyTU3aLun.

OcTasibHble HACTPOIKM aHaNorMYHbI HacTpolikaM ctatiuHoro GRE-TyHHens (cM. pasgen HacTpoiika GRE-TyHHenei).

8.2.2 Mpumep HacTpoliku 1

3apaua:

OpraHuzoBaTb DMVPN mexay odgpucamm komnaHuu, ncnonsaysa mGRE-TyHHenn, NHRP (Next Hop Resolution
Protocol), npotokon gnHamuuyeckoii mapLupytusaumm (BGP), IPsec. B gaHHoMm npumepe 6yaet HUB-
mapLupyTtusatop v gsa gounmnana. HUB — ato DMVPN-cepgep (NHS), a domnunansi — DMPVN-knveHTbl (NHC).

Hub

10.10.0.5

150.115.0.5

S 180.100.0.10 140.114.0.4 -
10.10.0.8 Eﬁwh‘-l n ESpnkE-z n 10.10.0.4
Hub BHewHwit IP-agpec — 150.115.0.5;
Spoke-1 BHewHwii IP-agpec — 180.100.0.10;

Spoke-2 BHewHuin IP-agpec — 140.114.0.4.

MapameTpsbl IPsec VPN:
IKE:

* rpynna Audpcoun-Xannmaxa: 2;
* anroputm wudpposaHua: AES128;
* asroputm ayteHtudmkaumm: SHA1.

IPsec:

+ anroputm wudpposaHua: AES128;
* asIroputm ayteHtTudmnkaumm: SHA1.
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MpeaBapuTenbHasa HacTpoiika MHTepdencoB:

esr-Hub# configure
esr-Hub(config)# int gil/0/1

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

esr-Hub(config-if-gi)# ip address 150.115.0.5/24

esr-Hub(config-if-gi)# ip firewall disable

esr-Hub(config-if-gi)# exit

esr-Hub(config)# ip route 0.0.0.0/0 150.115.0.1

esr-Hub(config)# do commit
esr-Hub(config)# do confirm

esr-Spoke-1# configure
esr-Spoke-1(config)# 1int gil/0/1

esr-Spoke-1(config-if-gi)# ip address 180.100.0.10/24
esr-Spoke-1(config-if-gi)# ip firewall disable

esr-Spoke-1(config-if-gi)# exit

esr-Spoke-1(config)# ip route 0.0.0.0/0 180.100.0.1

esr-Spoke-1(config)# do commit
esr-Spoke-1(config)# do confirm

esr-Spoke-2# configure
esr-Spoke-2(config)# 1int gil/0/1

esr-Spoke-2(config-if-gi)# ip address 140.114.0.4/24
esr-Spoke-2(config-if-gi)# ip firewall disable

esr-Spoke-2(config)# exit

esr-Spoke-2(config)# ip route 0.0.0.0/0 140.114.0.1

esr-Spoke-2(config)# do commit
esr-Spoke-2(config)# do confirm

PelweHune:

1. KoHdomrypupoaHue Hub.
Cosgagnm TyHHenb GRE:

esr# configure
esr(config)# tunnel gre 5

Ykaxem IP-agpec nHtepdeiica, rpaHmyaiero c ISP:

esr(config-gre)# local address 150.115.0.5

2. 3apagvm 3HaveHue MTU:

esr(config-gre)# mtu 1416

YctaHoBUM 3HauveHue ttl:

esr(config-gre)# ttl 16

OTknoumm firewall:

esr(config-gre)# ip firewall disable
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3apagum IP-agpec GRE-TyHHens:

esr(config-gre)# ip address 10.10.0.5/24

MNepeBeaémM GRE-TyHHenb B mutipoint pexum 415 BO3MOXXHOCTW COEAMHEHNSI C HECKOMbKUMU TOUKaMU:

esr(config-gre)# multipoint

Mepengém Kk HacTpoiike NHRP. HacTporm oTnpasky My/IbTUKACTOBbIX PACChI/IOK B AVHAMUYECKN
y3HaBaeMble agpeca:

esr(config-gre)# ip nhrp multicast dynamic

Mpon3BefémM HACTPOIKY NPOTOKOMA ANHAMUYECKO MapLupyTusaummn ansa Hub. B npumepe ato 6yaet
BGP.
MockonbKy B npumMepe ncnosnb3yetcst eBGP Heo6xoanMmMo sIBHO paspeLlnTb aHOHCMPOBaHWE NoAceTel:

esr(config)# route-map PERMIT_ALL
esr(config-route-map)# rule 1

esr(config)# router bgp 65005

esr(config-bgp)# neighbor 10.10.0.8
esr(config-bgp-neighbor)# remote-as 65008
esr(config-bgp-neighbor)# enable
esr(config-bgp-neighbor)# address-family ipv4 unicast
esr(config-bgp-neighbor-af)# route-map PERMIT_ALL out
esr(config-bgp-neighbor-af)# enable
esr(config-bgp-neighbor-af)# exit
esr(config-bgp-neighbor)# exit

esr(config-bgp)# neighbor 10.10.0.4
esr(config-bgp-neighbor)# remote-as 65004
esr(config-bgp-neighbor)# enable
esr(config-bgp-neighbor)# address-family ipv4 unicast
esr(config-bgp-neighbor-af)# route-map PERMIT_ALL out
esr(config-bgp-neighbor-af)# enable
esr(config-bgp-neighbor-af)# exit
esr(config-bgp-neighbor)# exit

esr(config-bgp)# address-family ipv4 unicast
esr(config-bgp-af)# exit

esr(config-bgp)# enable

esr(config-bgp)# exit

MpounsBeném HacTpoiiky IPsec gnsa Hub:

esr(config)# security ike proposal IKEPROP
esr(config-ike-proposal)# encryption algorithm aes128
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# exit
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esr(config)# security ike policy IKEPOLICY

esr(config-ike-policy)# pre-shared-key ascii-text encrypted 8CB5107EA7005AFF
esr(config-ike-policy)# proposal IKEPROP

esr(config-ike-policy)# exit

esr(config)# security ike gateway IKEGW

esr(config-ike-gw)# ike-policy IKEPOLICY

esr(config-ike-gw)# local address 150.115.0.5
esr(config-ike-gw)# local network 150.115.0.5/32 protocol gre
esr(config-ike-gw)# remote address any

esr(config-ike-gw)# remote network any

esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# exit

esr(config)# security ipsec proposal IPSECPROP
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

esr(config)# security ipsec policy IPSECPOLICY
esr(config-ipsec-policy)# proposal IPSECPROP
esr(config-ipsec-policy)# exit

esr(config)# security ipsec vpn IPSECVPN
esr(config-ipsec-vpn)# mode ike
esr(config-ipsec-vpn)# type transport
esr(config-ipsec-vpn)# ke establish-tunnel route
esr(config-ipsec-vpn)# ike gateway IKEGW
esr(config-ipsec-vpn)# ke ipsec-policy IPSECPOLICY
esr(config-ipsec-vpn)# enable

Mpueshkem IPsec K GRE-TYHHENIO, YTO6bI K/TMEHTbI MOI/IN YCTaHaBIMBATL LUMPOBAHHOE COeAVHEHME:

esr(config)# tunnel gre 5
esr(config-gre)# ip nhrp ipsec IPSECVPN dynamic

Bkntounm pa6oty NHRP 1 cam TyHHenb:

esr(config-gre)# ip nhrp enableesr(config-gre)# enable

3. KoHdpurypuposaHue Spoke
MpoBeaém ctaHaapTHyto HacTpoliky DMVPN Ha TyHHene:

esr# configure

esr(config)# tunnel gre 8

esr(config-gre)# mtu 1416

esr(config-gre)# ttl 16

esr(config-gre)# multipoint
esr(config-gre)# ip firewall disable
esr(config-gre)# local address 180.100.0.10
esr(config-gre)# ip address 10.10.0.8/24
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YKasblBaeM, CKO/IbKO BPEMEHU BYAET XPaHNUTLCS 3anncb O K/IMEHTE HAa CepBepeE:

esr(config-gre)# ip nhrp holding-time 300

YKa3blBaeM TyHHeNbHbI agpec NHS:

esr(config-gre)# ip nhrp nhs 10.10.0.5

3agaanMm cooTBETCTBME TYHHENIbHOMY afipecy — peasibHblii:

esr(config-gre)# ip nhrp map 10.10.0.5 150.115.0.5

HacTtpoum mynstukactoByto paccblsiky Ha NHRP-cepsep:

esr(config-gre)# ip nhrp multicast nhs

MpousBeném HacTpoiiky BGP ans spoke. lNMockonbky B npumepe ncnonb3yetcs eBGP HeobxoamMmo siBHO
paspeLmnTb aHOHCMPOBaHWE NOACETEN:

esr(config)# route-map PERMIT_ALL
esr(config-route-map)# rule 1

esr(config)# router bgp 65008

esr(config-bgp)# neighbor 10.10.0.5
esr(config-bgp-neighbor)# remote-as 65005
esr(config-bgp-neighbor)# enable
esr(config-bgp-neighbor)# address-family ipv4 unicast
esr (config-bgp-neighbor-af)# route-map PERMIT_ALL out
esr(config-bgp-neighbor-af)# enable
esr(config-bgp-neighbor-af)# exit
esr(config-bgp-neighbor)# exit

esr(config-bgp)# address-family ipv4 unicast
esr(config-bgp-af)# exit

esr(config-bgp)# enable

MpounsBeaém HacTpoiiky IPsec. Mpu co3gaHun wto3a npotokona IKE ansa NHS, ykakem KOHKPETHbIe
aZipeca HasHauyeHus. A npu cosgaHmm wito3a IKE ana NHC — agpec HasHauyeHus 6yaet any:

esr(config)# security ike proposal IKEPROP
esr(config-ike-proposal)# encryption algorithm aesl128
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# exit

esr(config)# security ike policy IKEPOLICY

esr(config-ike-policy)# pre-shared-key ascii-text encrypted 8CB5107EA7005AFF
esr(config-ike-policy)# proposal IKEPROP

esr(config-ike-policy)# exit

192



CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

esr(config)# security ike gateway IKEGW_HUB
esr(config-ike-gw)# ike-policy IKEPOLICY

esr(config-ike-gw)# local address 180.100.0.10
esr(config-ike-gw)# local network 180.100.0.10/32 protocol gre
esr(config-ike-gw)# remote address 150.115.0.5
esr(config-ike-gw)# remote network 150.115.0.5/32 protocol gre
esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# exit

esr(config)# security ike gateway IKEGW_SPOKE
esr(config-ike-gw)# ike-policy IKEPOLICY

esr(config-ike-gw)# local address 180.100.0.10
esr(config-ike-gw)# local network 180.100.0.10/32 protocol gre
esr(config-ike-gw)# remote address any

esr(config-ike-gw)# remote network any

esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# exit

esr(config)# security ipsec proposal IPSECPROP
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

esr(config)# security 1ipsec policy IPSECPOLICY
esr(config-ipsec-policy)# proposal IPSECPROP
esr(config-ipsec-policy)# exit

esr(config)# security ipsec vpn IPSECVPN_HUB
esr(config-ipsec-vpn)# mode ike
esr(config-ipsec-vpn)# type transport
esr(config-ipsec-vpn)# ke establish-tunnel route
esr(config-ipsec-vpn)# ike gateway IKEGW_HUB
esr(config-ipsec-vpn)# ike ipsec-policy IPSECPOLICY
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

esr(config)# security ipsec vpn IPSECVPN_SPOKE
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# type transport
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway IKEGW_SPOKE
esr(config-ipsec-vpn)# ike ipsec-policy IPSECPOLICY
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

Mpuesixem IPsec kK GRE-TYHHENO AN15 BO3MOXHOCTMW YCTAHOB/IEHNS LUMGIPOBAHHOTO COEANHEHNS C
CEPBEPOM 1 C APYTMMMW KNIMEHTaMU CETH:

esr(config)# tunnel gre 8

esr(config-gre)# 1ip nhrp ipsec IPSECVPN_HUB static
esr(config-gre)# ip nhrp ipsec IPSECVPN_SPOKE dynamic
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Brnounm paboty NHRP v cam TyHHenb:

esr(config-gre)# ip nhrp enable
esr(config-gre)# enable

CoxpaHuM KoHurypaumio:

esr# commit
esr# confirm

[ns ucnonb3oBaHus firewall Heo6xoAMMO NPOM3BECTUN €ro HaCTPOoIiKy. B JaHHOM nNpumMepe
firewall 6b171 OTK/THOUEH.

CocTtosiHne NHRP-3anuceit MOXHO NOCMOTPETb KOMaHAOoMA:

esr# show ip nhrp peers

Ounctute NHRP-3anmcy MoXHO KOMaHOoiA:

esr# clear ip nhrp peers

8.2.3 MMpumep HACTPOIiKKu 2

3apaua:

OpraHmnzosate DMVPN mexay ogomcammn KomnaHuu ¢ cootTBeTcTeyowmnmm nogecetsamm LANT n LAN2,
ncnonb3yst mMGRE-TyHHenn, NHRP (Next Hop Resolution Protocol), npoTokon gnHamuuyeckoi MapLupyTusaumm
(OSPF), IPsec. B Hawwem npumepe y Hac 6yaeT HUB-mapwpyTuzatop 1 aga dmnmnana. HUB — ato DMVPN-
cepsep (NHS), a dpunuansl — DMPVN-knmeHTbl (NHC).

HUB

tunnel ip
10.10.0.1/28
(area 10.10.0.0)

ip 150.115.0.5/30

ip 150.115.0.6/30

ip 180.100.0.8/30

tunnel ip ip 140.114.0.6/30

10.10.0.2/28
(area 10.10.0.0)

tunnel ip
10.10.0.3/28
(area 10.10.0.0)

LAN 1 192.168.1.0/24 LAN 2 192.168.2.0/24

ip 180.100.0.10/30 ip 140.114.0.5/30

SPOKE 1 SPOKE 2

Mpwn ncnonb3oBaHun cxemol DMVPN Heobxoaumo, utobsl HUB siBnsanca DR-mapLlupyTtnsatopom. Takum
06pas3om, MapLUpyTbl /I0KasIbHbIX noaceTel spoke 1 1 spoke 2 6yayT peTpaHcnnposaTbes vyepes hub.
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HUB BHewHuin IP-agpec — 150.115.0.5;
SPOKE-1 BHewwHwuin IP-agpec — 180.100.0.10;
SPOKE-2 BHewwHwuii IP-agpec — 140.114.0.4.

MapameTpsbl IPsec VPN:
IKE:

+ rpynna Audpdomn-Xannmaxa: 2;
+ anroputm wudposaHuna: AES128;
* anroputm ayteHtudukaumm: MDS5.

IPsec:

* rpynna Audpdomn-Xannmaxa: 2;
+ anroputm wudpposaHuna: AES128;
* anroputm ayteHtudmkaumm: MDS5.

PelweHue:

1. KoHdpurypuposaHue HUB:

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

MpeaBapuTensHoO HacTpoum npotokost OSPF:

esr(config)# router ospf log-adjacency-changes

esr(config)# router ospf 1

esr(config-ospf)# router-id 77.77.77.77

esr(config-ospf)# area 10.10.0.0
esr(config-ospf-area)# enable
esr(config-ospf-area)# exit
esr(config-ospf)# enable
esr(config-ospf)# exit

HacTponm nHTepdieiic 1 onpeaenvm NPUHaANEXHOCTb K 30He 6€30MacHOCTHU:

esr(config)# security zone untrusted

esr(config-zone)# exit

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# security-zone untrusted
esr(config-if-gi)# ip address 150.115.0.5/30

esr(config-if-gi)# exit
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HacTtponm GRE-TyHHEsb, onpeaenm npuHanIeXxHoCcTb K 30He 6e3onacHocTn, HacTpoum OSPF Ha GRE-

TyHHene, HacTpouM NHRP 1 Bkitoumm TyHHenb 1 NHRP komaHgoii enable. YUTo6bl HUB cTau DR,

H606XOIEI|I/IM0 BbICTABUTb MaKCMasibHbIiA nPUoOpPUTET:

esr(config)# tunnel

gre 1

esr(config-gre)# ttl 16

esr(config-gre)# mtu 1416

esr(config-gre)# multipoint
esr(config-gre)# security-zone untrusted
esr(config-gre)# local address 150.115.0.5

esr(config-gre)# -ip
esr(config-gre)# -ip
esr(config-gre)# -ip
esr(config-gre)# -ip
esr(config-gre)# -ip
esr(config-gre)# -ip
esr(config-gre)# -ip

address 10.10.0.1/28
ospf instance 1

ospf area 10.10.0.0
ospf priority 255

ospf

nhrp multicast dynamic
nhrp enable

esr(config-gre)# enable
esr(config-gre)# exit

Cos3gaamm ctatuyeckme MapLupyTbl 4s1a nogceten nHtepdericos spoke 180.100.0.8/30 n

140.114.0.4/30:

esr(config)# ip route 180.100.0.8/30 150.115.0.6
esr(config)# ip route 140.114.0.4/30 150.115.0.6

Mpou3ssBeném HacTpoiiky IPsec gnis HUB:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aes128
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# exit

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key ascii-text password
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit

esr(config)# security ike gateway -ike_spoke

esr(config-ike-gw) #
esr(config-ike-gw) #
esr(config-ike-gw) #
esr(config-ike-gw) #
esr(config-ike-gw) #
esr(config-ike-gw) #
esr(config-ike-gw) #

ike-policy ike_poll

local address 150.115.0.5

local network 150.115.0.5/32 protocol gre
remote address any

remote network any

mode policy-based

exit
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esr(config)# security -ipsec proposal ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aesl128
esr(config-ipsec-proposal)# pfs dh-group 2
esr(config-ipsec-proposal)# exit

esr(config)# security ipsec policy ipsec_poll
esr(config-ipsec-policy)# proposal ipsec_propl
esr(config-ipsec-policy)# exit

esr(config)# security ipsec vpn ipsec_spoke
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# type transport
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_spoke
esr(config-ipsec-vpn)# ike ipsec-policy 1ipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

MpuBshkeMm IPsec kK GRE-TYHHenN0, YTO6bI KNIMEHTLI MOIIN YCTaHAB/IMBATb LUMGPOBAHHOE COeAVHEHME:

esr(config)# tunnel gre 1
esr(config-gre)# ip nhrp ipsec ipsec_spoke dynamic
esr(config-gre)# exit

2. KoHdpurypuposaHue SPOKE:
MpeaBapuTensHoO HacTpoum npotokos OSPF ¢ aHoHcupoBaHnem noacet LANT:

esr(config)# router ospf log-adjacency-changes
esr(config)# router ospf 1

esr(config-ospf)# router-id 1.1.1.1
esr(config-ospf)# area 10.10.0.0
esr(config-ospf-area)# network 192.168.1.0/24
esr(config-ospf-area)# enable
esr(config-ospf-area)# exit

esr(config-ospf)# enable

esr(config-ospf)# exit

HacTpoum nHTepdeiic 1 onpefenmm NpUHaANeXHOCTb K 30He 6e30MacHOCTM:

esr(config)# security zone untrusted
esr(config-zone)# exit

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# security-zone untrusted
esr(config-if-gi)# ip address 180.100.0.10/30
esr(config-if-gi)# exit
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HacTtponm GRE-TyHHEsb, onpeaenm npuHanIeXxHoCcTb K 30He 6e3onacHocTn, HacTpoum OSPF Ha GRE-
TyHHene, HacTpouM NHRP 1 Bkitoumm TyHHenb 1 NHRP komaHgoii enable. YUTo6bl HUB cTau DR,
Heo6X0AMMO BbICTaBUTb MUHUMaJTbHBIA NPUOpUTET Ha spoke:

esr(config)# tunnel gre 1

esr(config-gre)# ttl 16

esr(config-gre)# mtu 1416

esr(config-gre)# multipoint
esr(config-gre)# security-zone untrusted
esr(config-gre)# local address 180.100.0.10
esr(config-gre)# ip address 10.10.0.2/28
esr(config-gre)# ip ospf instance 1
esr(config-gre)# ip ospf area 10.10.0.0
esr(config-gre)# ip ospf priority 0
esr(config-gre)# ip ospf

esr(config-gre)# ip nhrp holding-time 300
esr(config-gre)# ip nhrp map 10.10.0.1 150.115.0.5
esr(config-gre)# ip nhrp nhs 10.10.0.1/28
esr(config-gre)# ip nhrp multicast nhs
esr(config-gre)# ip nhrp enable
esr(config-gre)# enable

esr(config-gre)# exit

Cos3gaamm ctatuyeckme MapLupyTbl 4s1a nogceten nHtepdericos spoke 180.100.0.8/30 n
140.114.0.4/30:

esr(config)# ip route 150.115.0.4/30 180.100.0.9
esr(config)# ip route 140.114.0.4/30 180.100.0.9

MpoussBeném HacTpoiiky IPsec gnis SPOKE:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aes128
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# exit

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key ascii-text password
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit
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esr(config)# security ike gateway ike_spoke
esr(config-ike-gw)# ike-policy ike_poll

esr(config-ike-gw)# local address 180.100.0.10
esr(config-ike-gw)# local network 180.100.0.10/32 protocol gre
esr(config-ike-gw)# remote address any

esr(config-ike-gw)# remote network any

esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# exit

esr(config)# security ike gateway -ike_hub

esr(config-ike-gw)# ike-policy ike_poll

esr(config-ike-gw)# local address 180.100.0.10
esr(config-ike-gw)# local network 180.100.0.10/32 protocol gre
esr(config-ike-gw)# remote address 150.115.0.5
esr(config-ike-gw)# remote network 150.115.0.5/32 protocol gre
esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# exit

esr(config)# security dipsec
esr(config-ipsec-proposal)#
esr(config-ipsec-proposal)#
esr(config-ipsec-proposal)#
esr(config-ipsec-proposal)#

esr(config)# security ipsec

proposal ipsec_propl
authentication algorithm md5
encryption algorithm aesl128
pfs dh-group 2

exit

policy ipsec_poll

esr(config-ipsec-policy)# proposal ipsec_propl
esr(config-ipsec-policy)# exit

esr(config)# security qipsec
esr(config-ipsec-vpn)# mode
esr(config-ipsec-vpn)# type

vpn tipsec_spoke
ike
transport

esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_spoke
esr(config-ipsec-vpn)# ike ipsec-policy 1ipsec_poll
esr(config-ipsec-vpn)# enable

esr(config-ipsec-vpn)# exit
esr(config)# security qipsec
esr(config-ipsec-vpn)# mode
esr(config-ipsec-vpn)# type

vpn ‘ipsec_hub
ike
transport

esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_hub
esr(config-ipsec-vpn)# ike ipsec-policy 1ipsec_poll
esr(config-ipsec-vpn)# enable

esr(config-ipsec-vpn)# exit

Mpueskem IPsec k GRE-TyHHes0, AN BO3MOXHOCTW YCTAHOBNEHUSA WNGPOBAHHOIO COeAVMHEHUS C

CEPBEPOM 1 C APYTMMU KIIMEHTAMU CETH:

esr(config)# tunnel gre 1

esr(config-gre)# ip nhrp ipsec 1ipsec_hub static
esr(config-gre)# ip nhrp ipsec 1ipsec_spoke dynamic

esr(config-gre)# exit
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3. CocTtosHne NHRP-3anuncei MoXHO NOCMOTPETb KOMaHAO0M:

esr# show ip nhrp

4. [ononHuTensHo B security zone-pair untrusted self Heo6xoanMmo pa3pelwnTb NpoTokosbl anst GRE over

8.3 Hacrtpoiika L2TPv3-TyHHenemn

IPSec-TyHHeNq, a Takke g/1a npotokona OSPF:

esr(config)# object-group service ISAKMP_PORT
esr(config-object-group-service)# port-range 500
esr(config-object-group-service)# port-range 4500
esr(config-object-group-service)# exit
esr(config)# security zone-pair untrusted self

esr(config-zone-pair)# rule
esr(config-zone-pair-rule)#
esr(config-zone-pair-rule)#
esr(config-zone-pair-rule)#
esr(config-zone-pair-rule)#
esr(config-zone-pair-rule)#
esr(config-zone-pair)# rule
esr(config-zone-pair-rule)#
esr(config-zone-pair-rule)#
esr(config-zone-pair-rule)#
esr(config-zone-pair-rule)#
esr(config-zone-pair)# rule
esr(config-zone-pair-rule)#
esr(config-zone-pair-rule)#
esr(config-zone-pair-rule)#
esr(config-zone-pair-rule)#
esr(config-zone-pair)# rule
esr(config-zone-pair-rule)#
esr(config-zone-pair-rule)#
esr(config-zone-pair-rule)#
esr(config-zone-pair-rule)#
esr(config-zone-pair)# exit

1
action

permit

match protocol udp
match destination-port object-group ISAKMP_PORT

enable
exit

2
action

permit

match protocol gre

enable
exit

3
action

permit

match protocol esp

enable
exit

4
action

permit

match protocol ospf

enable
exit

L2TPv3 (Layer 2 Tunneling Protocol Version 3) — npoTtokon Ansi TYHHENMPOBaHNA NAKeETOB 2 YPOBHS MOAE/NN
OSI mexay asyms IP-y3namn. B kadyecTBe uHKancynmpyrowero npotokona ncrnonssyetca IP van UDP. L2TPv3
MOXET MCMOosb30BaThCs Kak anbTepHaTea MPLS P2P L2VPN (VLL) ans opradusaumu VPN ypoBHsi L2. B
MapLupyTtusatope ESR peanusoBaHbl ctatndeckue Heynpasnsemble L2TPv3-TyHHeNn, TO eCTb TYHHeNN
CO34al0TCA BPYYHYIO MyTEM KOH(PUIypMpoBaHUA Ha JI0OKa/TbHOM 1 yaaieHHOM y3nax. MapameTpbl TYHHeNs Ha
KaxKJ0M N3 CTOPOH A0/DKHbI 6bITb B3aMMOCOI/1aCOBaHHbIMY /1M NEPEHOCKMbIE laHHble He ByayT
[lekancympoBarbCs NapTHEPOM.

8.3.1 ANroputm HacTpPOWKu

LWar

OonucaHue

CkoHgourypupoBartb L3-uHtepdeiic, ot
KoToporo 6yaet ctpoutbest L2TPv3-

TYHHE/b.

KomaHpa Knoun
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OonucaHue

Co3pgatb L2TPv3-TyHHesNb 1 nepeiitn B
PEeXUM ero KoHUryprpoBaHus.

YKasaTb onvcaHue KOHUrypmpyemoro
TyHHens (HeoGsi3aTesnbHO).

YcTtaHoBUTL NIoKasibHbIN IP-agpec ans
YCTaHOBKWN TYHHENS.

YcTtaHOBUTL yaaneHHsblii IP-agpec ans
YCTaHOBKU TYHHENS.

Bbibpartb MeTo4 MHKancyauum ans
TyHHens L2TPv3.

YCTaHOBUTb IOKaS1bHbINA
naeHTndrkaTop ceccum.

YCcTaHOBUTb YAasieHHbIl
naeHTnrkaTop ceccum.

Onpepenntb nokanbHbili UDP-nopt
(ecnu B kauecTBe meToAa
WHKancynaumm 6ol BbibpaH UDP
npoToKon).

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

Knoun

esr(config)# tunnel 12tpv3 <INDEX> <INDEX> - ngeHTuchmkarop

esr(config-12tpv3)# description
<DESCRIPTION>

esr(config-12tpv3)# local address
<ADDR>

esr(config-12tpv3)# remote
address <ADDR>

esr(config-12tpv3)# protocol
<TYPE>

esr(config-12tpv3)# local session-
id <SESSION-ID>

esr(config-12tpv3)# remote
session-id <SESSION-ID>

esr(config-12tpv3)# local port
<UDP>

TYHHENs B AnanasoHe:

« ansi ESR-10/12V(F)/
15/15R/15VF - [1..10];

« nns ESR-20/21/30/31/
100/200 - [1..250];

« ans ESR-1000/1200/
1500/1511 (rev.B)/1700/
3100/3200/3200L/
3250/3300/3350 - [1..500].

<DESCRIPTION> — onucaHue
TYHHeNs, 3a4aéTcs CTPOKOI Ao
255 cumBonos.

<ADDR> - IP-agpec
NOKas1bHOrO LW/H03a, 3a4aéTcA
B Buae AAA.BBB.CCC.DDD, rae
Kaxaas 4yacTb NpyHUMaeT
3HaueHus [0..255].

<ADDR> - IP-agpec
JIOKaUTbHOTO LW033, 3aJaéTcs
B Buae AAA.BBB.CCC.DDD, rge
KakAast 4yacTb MPUHMMAET
3HaveHus [0..255].

<TYPE> — T1n nHkancynsauumu,
BO3MOXHbl€ 3HAYEHUS:

* ip — vHkancynauma B IP-
naker,

+ udp - vHkancynsuus B
UDP-geitarpammel.

<SESSION-ID> -
naeHTnmkaTop ceccum,

NPYHUMAET 3HaYeHNS
[1..200000].

<SESSION-ID> -
naoeHTnrkaTop ceccum,

MPYHMMAaET 3HaYeHUs
[1..200000].

<UDP> — Homep UDP-nopTa B
JvanasoHe [1..65535].
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LWar

10

11

12

13

14

15

OonucaHue

Onpegenutb yaaneHHslii UDP-nopt
(ecnu B kKauecTBe MeToAa
MHKancynsauum 6bin BblibpaH UDP-
npoToKon).

HasHaunTb LWMpoKoBeLLaTe NbHbI
AOMeH ansa nHkancynauum B L2TPV3-
NakeTbl 4AHHOTO TYHHEess.

AKT/BMPOBATb TYHHESb.

Ykaszartb pasmep MTU
(MaximumTransmitionUnit) gns
TyHHenel (Heoba3aTesbHO).
MTU 6onee 1500 6yaeTt akTUBHO

TOJIbKO B C/1iyvae npumMmeHeHnsa KomaHabl

"system jumbo-frames".

OnpeaenuTb NlokasibHoe 3HaYeHne

cookie Ansi LONONMHUTENBHOV NPOBEPKY
COOTBETCTBVSI MEeXAY NepeaaBaemMbIMu
[laHHbIMU 1 ceccueli (Heo6sA3aTenbHO).

Onpefenutb yaaseHHoe 3Ha4yeHne

cookie Anst 4ONO/THUTENBHON NMPOBEPKM
COOTBETCTBUSA MeXy nepeaaBaemMbIMu
JlaHHbIMU 1 ceccueit (Heo6s13aTenbHo).

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-12tpv3)# remote port
<UDP>

esr(config-12tpv3)# bridge-group
<BRIDGE-ID>

esr(config-12tpv3)# enable

esr(config-12tpv3)# mtu <MTU>

esr(config-12tpv3)# local cookie
<COOKIE>

esr(config-12tpv3)# remote cookie

<COOKIE>

Knoun

<UDP> — Homep UDP-nopta B
JAnanasoHe [1..65535].

<BRIDGE-ID> -
NOEHTUMKALNOHHBI HOMEp
MOCTa, NPYHUMAET 3HaYeHUs B
[AnanasoHe:

« ansi ESR-10/12V(F)/
15/15R/15VF - [1..50];

+ pna ESR-20/21/30/31/
100/200 - [1..250];

+ ana ESR-1000/1200/
1500/1511 (rev.B)/1700/
3100/3200/3200L
3250/3300/3350 - [1..500].

<MTU> - 3HauyeHne MTU,
NPUHMMAaET 3Ha4YeHNs B
AnanasoHe:

« pna ESR-10/12V(F)/15/
15VF/15R - [1280..9600];

+ ansa ESR-20/21/30/31 -
[1280..9500];

+ ansa ESR-100/200/1000/
1200/1500/1511/1700/
3100/3200/3200L
3250/3300/3350 -
[1280..10000].

3HayeHue no ymosiyaHuio:
1500.

<COOKIE> — 3HaueHune COOKIE,
napameTp NpuMHUMaeT
3Ha4YeHus ANNHOI BOCeMb UK
LLecTHaLUaTb CUMBO/IOB B
LUeCTHaAUaTePMYHOM BUAE.

<COOKIE> — 3HaueHune COOKIE,
napameTp NpMHUMaeT
3HaYeHus AJSIMHON BOCEMb W/N
LecTHaaLUaTb CUMBO/IOB B
LecTHaauaTepuyHomM suae.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

War OnucaHue KomaHpa Knoun

16 3aaaTb MHTEpPBa BPeMeHH, 3a koTopblii - esr(config-12tpv3)# load-average  <TIME> — nHTepBan B
yCpeaHAEeTCa cTaTucTika o Harpyske Ha  <TIME> ceKkyHAax, npuHuMaeT
TyHHene (He 06s13aTeslbHO). 3HayeHus [5..150].

3HayeHue no yMoyaHuio: 5.

17 BKOUMTb 3aNnCb CTATUCTUKM esr(config-if-sub)# history
NCNONb30BaHWs TEKYLLLEro TYHHenNs statistics
(HeoGsi3aTesIbHO).

Takxke ans L2TPv3-TyHHeNs BO3MOXHO HACTPOUTb:

+ QoS B 6a30BOM WM pacLUMPeHHOM pexumMax (CM. pasaen YnpasneHve QoS);
* cpyHkumoHan BRAS (cm. pasgen YnpaeneHue BRAS (Broadband Remote Access Server)).

8.3.2 Mpumep HacTpoiiku L2TPv3-TyHHens

3apgaua:
Opranmnsosatb L2 VPN mexay odmcamu KomnaHuun yepes IP-ceTb, UCnosib3ya 4715 TYHHeNMpoBaHusa Tpadmka
npotokosn L2TPv3.

* B KauyecCTBe MHKancy/mpyoLero npotokona ucnosnb3yercs UDP, Homep nopra Ha /10KasibHOM CTOPOHE U
HOMep nopTa Ha CTOpoHe napTHepa 519;

* B KauyeCTBe /1I0Ka/IbHOrO LW/I03a 418 TyHHens ucnonbayercs IP-agpec 21.0.0.1;

* B KauyecTBe y[a/IeHHOro Whk3a A4 TyHHens ncnone3syetcs IP-agpec 183.0.0.10;

* NAEHTMAINKATOP TYHHEsS Ha STIOKasIbHON CTOPOHE paBeH 2, Ha CTOPOHEe napTHepa 3;

* nageHTudmkaTop ceccum BHyTpY TyHHensa paseH 100, Ha ctopoHe napTHepa 200;

* B TYHHesNb Hanpasum Tpaduk u3 bridge ¢ ngeHtndmnkaropom 333.

Rouber .
R1

R

TyHHens L2TPv3

PelweHune:

MpeaBapuTensHo Heobxoanmo B firewall paspewnTs BXxogawmid Tpadmk no npotokony UDP ¢ noptom
oTnpasuTensa 519 n noptom HasHavyeHus 519.

Cosgagum TyHHenb L2TPv3 333:

esr# configure
esr(config)# tunnel 12tpv3 333
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

YKaxxeM nokasibHbIli 1 yaaneHHblii w3 (IP-agpeca nHTepdeiicos, rpaHnyaimx ¢ WAN):

esr(config-12tpv3)# local address 21.0.0.1
esr(config-12tpv3)# remote address 183.0.0.10

YKaxkem TUn nHKancyvpyoLero npotokona n Homepa UDP-nopTos:

esr(config-12tpv3)# protocol udp
esr(config-12tpv3)# local port 519
esr(config-12tpv3)# remote port 519

YKaxxeM naeHTUnKaTopbl CECCUN BHYTPW TYHHENS A1 IOKa/IbHOM U YAA/IEHHON CTOPOH:

esr(config-12tpv3)# local session-id 100
esr(config-12tpv3)# remote session-id 200

YctaHoBMM NpuHaanexHocTb L2TPv3-TyHHENA K MOCTY, KOTOPbIA A0/MKEH ObITb CBA3AH C CETbIO YAa/IEHHOIO
odmca (HacTpoiika MocTa paccMaTpusaeTcs B NyHkTe Mpumvep HacTpoiiku bridge ans VLAN v L2TPv3-
TYHHENS):

esr(config-12tpv3)# bridge-group 333
BkntourM paHee co3flaHHbIli TyHHEe b U BbliAeM:

esr(config-12tpv3)# enable
esr(config-12tpv3)# exit

Co3pgagnm cab-mHTepgeinc ans koMMyTaummn Tpadrka, NOCTYNatoLWEro U3 TYHHENS, B JTOKa/IbHY0 CETb C TETOM
VLAN id 333:

esr(config)# interface gi 1/0/2.333

YCTaHOBMM MPUHAANEXHOCTb cab-nHTepdeica K MOCTY, KOTOPbIV A0/MKEH ObITb CBSA3aH C JIOKa/TbHOW CETbIO
(HacTpoiika MocTa paccmaTpuBaeTtcs B NyHKTe HacTpoiika PPP yepes E1):

esr(config-if-sub)# bridge-group 333
esr(config-if-sub)# exit

Mocne npuMeHeHNs HaCTPOoeK TparK ByAeT MHKaNCyNMPOBAaTLCA B TYHHE b Y OTNPaBNATLCA NapTHepY,
He3aBNCUMO OT Hasmuna L2TPv3-TyHHeNnsa n npaBuibHOCTU HACTPOEK C ero CTOPOHBI.

HacTpolikv TyHHens B yaaneHHoOM oumce [O/KHbI ObiTh 3epKasibHbIMU STOKasIbHbIM. B KayecTBe NoKasibHOro
Lwnto3a fosmkeH ncnons3osarbes IP-agpec 183.0.0.10. B kayecTBe yfasieHHOro Wiko3a AOSHKEH
ncnonb3oBatbes IP-agpec 21.0.0.1. Homep nopTa nHKancy/vpytowero NpoToko1a Ha /IokasibHO CTOPOHE 1
CTOpOHe naptHepa 519. iaeHTudmkaTop ceccum BHYTpY TYHHENSA Ao/MKeH 6biTb paBHbiM 200, Ha cTopoHe
naptHepa 100. Takxe TyHHEeNb OO/DKEH NPUHAA/IexaTb MOCTY, KOTOPbIi HEOBXOAMMO COeANHUTL C CEThIO
napTHepa.

COoCTOsIHVE TYHHE/ISI MOXHO NOCMOTPETb KOMAH/10iA:

esr# show tunnels status 12tpv3 333
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CueTunku BXOAALLNX 1N OTNPaB/IEHHbLIX MAaKETOB MOXXHO NMOCMOTPETb KOM&HAOVIZ

esr# show tunnels counters 12tpv3 333

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KoHdpurypauuo TyHHENs1 MOXHO NMOCMOTPETb KOMaH/AO0IMA:

esr# show tunnels configuration 12tpv3 333

8.4 Hacrtpolika IPsec VPN

IPsec — 3To Ha6op NPOTOKO/IOB, KOTOPbIE 06ECMNEUMBALOT 3alUUTY NepeaaBaeMblX C NOMOLLbIO IP-npoTokona
AaHHbIX. [JaHHbI HA60P NPOTOKO/0B NO3BO/SET OCYLLECTB/IATL NOATBEPXAEHNE NOASIMHHOCTY
(ayTeHTudmKaLMIo), NPOBEPKY LIE/TOCTHOCTM 1 WdppoBaHue IP-NakeToB, a Takke BK/IHOUAET B CE6SI MPOTOKO/ b
ANS 3alMLLEHHOTO 06MeHa K/YaMu B ceT IHTepHET.

8.4.1 Anroputm HacTtpoliku Route-based IPsec VPN

LWar

OonucaHue

Cosgatb VTI-TyHHeNb 1 nepeintu B
PEeXUM ero KoHUryprpoBaHus.

Ykaszatb nokanbHbliii IP-agpec VTI-
TYHHens.

Ykasatb yganeHHbiin IP-agpec VTI-
TYHHens.

YctaHoBuTh IP-agpec nokasnbHoiA
CTOpOHbI VTI-TyHHENA.

KomaHpa

esr(config)# tunnel vti <TUN>

esr(config-vti)#local address
<ADDR>

esr(config-vti)#remote address
<ADDR>

esr(config-vti)# ip address <ADDR/

LEN> [unit <ID>]

nnn

esr(config-vti)# ip address <ADDR/

LEN> secondary [unit <ID>]

Knoun

<TUN> - umsa TyHHens
yCTpONCTBA.

<ADDR> - IP-agpec
NOKaIbHOrOo LW3a.

<ADDR> - IP-agpec
yAa1EHHOrO LL/03a.

<ADDR/LEN> - IP-agpec n
npedmkc nogceTn 3agaéTcs B
Bnae AAA.BBB.CCC.DDD/EE,
roe kaxxgas yacte AAA - DDD
npuHUMaeT 3HaveHus [0..255] n
EE npuHumaeT 3HaueHuns
[1..32];

<ID> - HOMep oHUTA],
NPUHUMaET 3HadeHus [1..4].

Kntou secondary yka3sblBaer,
YTO HACTPOEHHBIN agpec
ABNAETCA AONOMHUTENbHbIM |P-
appecom. Ecnu aTo koyesoe
C/IOBO OTCYTCTBYET,
HacTpOeHHbIli agpec ABnseTcs
OCHOBHbIM |P-agpecom.
Bo3moXHO ykasaTb Ao 7
JononHuTenbHbIX IP-agpecos.

205



LWar

10

11

12

OonucaHue

Bxknwountb VTI-TYHHENb B 30HY

6e30nacHOCTV N HACTPOUTL Npasuna
B3aVMOAENCTBUSA MeXy 30HamMun Uin
oTkntounTs firewall ana VTI-TyHHens.

BKMOUNTb TYHHEND.

Cospatb IKE-npochunb 1 nepeintn B
PeXnM ero KOHOUryprpoBaHus.

YKaszarb onvcaHue KOHUryprupyemoro
IKE-npochuns (Heo6s3aTeNbHO).

OnpepennTb anroputm
ayTeHTudmkaumm ans IKE
(HeoGsi3aTesbHO).

OnpeaennTb anropuT™ WMPoBaHUSA
ans IKE (Heo6si3aTesnibHO).

Onpepnenutb HoMep rpynnbl Auddu-
XannmaHa (Heo6s13aTenbHO).

Cosgartb IKE-nonnTuky n nepeintun B
pexuM eé KOHUrypnupoBaHus.

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-vti)# security-
zone<NAME>

esr(config-vti)# ip firewall disable
esr(config-vti)#enable

esr(config)# security ike proposal
<NAME>

esr(config-ike-proposal)#
description<DESCRIPTION>

esr(config-ike-proposal)#
authentication algorithm
<ALGORITHM>

esr(config-ike-proposal)#
encryption algorithm
<ALGORITHM>

esr(config-ike-proposal)# dh-
group <DH-GROUP>

esr(config)# security ike policy
<NAME>

Knoun

<NAME> — nM4 30HbI
6e3onacHoCTu, 3agaértcs
CTPOKOI A0 12 CMMBO/IOB.

<NAME> - nms npodmns
npotokona IKE, 3agaértca
cTpokoit go 31 cumBona.

<DESCRIPTION> — onucanue
TYHHenNs, 3a4aéTcs CTPOKOi Ao
255 cumBonos.

<ALGORITHM> — anroputm
ayTeHTuuKaumm, npuHMMaeT
3HaveHus: md>5, shal,
sha2-256, sha2-384, sha2-512.

3HaueHue No yMoMYaHuio:
shal.

<ALGORITHM> - npotokon
LUMcbpoBaHUs, NpUHMMaET
3HauveHust: des, 3des,
blowfish128, blowfish192,
blowfish256, aes128, aes192,
aes256, aes128ctr, aes192ctr,
aes256c¢tr, camellia128,
camellia192, camellia256.

3Ha4YeHne No yMon4YaHuto:
3des.

<DH-GROUP> — Homep rpynnbl

Onddom-XannmaHa, npuHMaeT
3HaueHus [1, 2, 5,14, 15,16, 17,
18].

3Ha4veHue Mo ymonyaHuio: 1.

<NAME> - umsa nonutuku IKE,
3agaéTcsa cTpokoit o 31
cumBosna.
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LWar

13

OonucaHue

Onpefenntb pexum ayTeHTudukaumm
IKE (Heo6s3aTensHO).

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

KomaHpa Knoun

esr(config-ike-policy)# <METHOD> - meToz
authentication method <METHOD> ayTteHTudmkauun IKE-ceccun.
MOXeT NPUHUMATL 3HAYEHUS:

+ pre-shared-key — metog
ayTeHTudmKauun,
NCMOb3YIoLLNiA
npeaBapuTensHO
COrnacoBaHHbIe K/ouu,
KOTOpble AO0/IKHbI
coBnagaTb y 060umx
y4yacTHukoB IKE-ceccup;

+ keyring — metog
ayTeHTudmKauun,
NCcnonb3yLmii Habop
npeasapuTenbHO
cornacoBaHHbIX K/OYen;

+ public-key — meTopg
ayTeHTudmKauun,
MCNOoNb3yoLWniA NpUBaTHbIE
KNHO4YM 1 cepTudmkatsl
X.509. daiinbl
CEPTUINKATOB U K/THOYE
LO/MKHbI ObITb 3arpy)XeHbl B
NoKasibHOEe XpaHWamLLe
MapLIpyTU3aTopa;

+ trustpoint — meTopg
ayTeHTUhmkaumn,
MCMO/Ib3YOLWUIA NpUBaTHbIE
KoUn U cepTudInKaTbl
X.509. daiinbl
cepTuchmnkaToB 1 Kouei
npepgoctasnstorcs PKI-
K/IMEHTOM, KOTOPbIiA
aBTOMAaTMNYECKM
BbINWNCLIBAET akTyasibHble
ceptudmnkatnl y
YAOCTOBEPSIIOLLETNO LEHTPA;

+ xauth-psk-key — metog
pacLUMpPEHHOIA
ayTeHTUrkaLmm,
NCMONb3yLWniA B Ka4ecTse
nepeoro chakTopa
ayTeHTudmKalum
npeasapuTenbHO
COrnacoBaHHbIe KIuUM 1
napy /10rMH-Naposb
nonb3oBaresis B ka4yecTse
BTOpPOro ghakTopa
ayTeHTudmKauuu;
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LWar

14

15

16

17

18

19

20

OonucaHue

3aaTtb Bpems XKM3HU COeANHEHNS
npotokona IKE (Heo6si3aTesnbHO).

Mpusasatb IKE-npodmne K IKE-
NnosnTUKe.

YKasatb ko4 ayTeHTudmKaumm
(o6s13aTenbHO, ecn B Ka4ecTBe
pexuma ayTeHTudmKauumn BolopaH pre-
shared-key).

Co3zgartb IKE-i03 1 nepeiitn B pexum

€ro KOHUrypupoBaHusi.

Mpueasatk IKE-nonmTtuky K IKE-wosy.

Ykaszatb Bepcuto IKE (Heo6si3aTenbHO).

YCTaHOBUTb PEXUM NepeHanpasieHuns
Tpadhmka B TyHHernb — route-based.

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-ike-policy)# lifetime
seconds <SEC>

esr(config-ike-policy)# proposal
<NAME>

esr(config-ike-policy)# pre-
shared-key ascii-text<TEXT>

esr(config)# security ike gateway
<NAME>

esr(config-ike-gw)# ike-policy
<NAME>

esr(config-ike-gw)# version
<VERSION>

esr(config-ike-gw)# mode route-
based

Knoun

+ eap — MeTo/ pacLUMpPEeHHO
ayTeHTUmkaLmm,
MCMONb3yLWNIA NpUBaTHbIE
K/oUmM 1 cepTmdmkaTsl
X.509 ans
ayTeHTudmkaymm
oTtBeTuuka B IKE-ceccun n
napy /10rMH-Naposb
nosb3oBarens ons
ayTeHTUdmKaLmm
nHuupnaropa IKE-ceccuu.

<SEC> — nepuvopg BpemeHy,
NPUHMMAaET 3Ha4YeHNs
[4 ..86400] cekyHga,

3HaueHne Nno ymonyaHuio:
10800.

<NAME> - nmsa npodpuns
npotokona IKE, 3agaértca
cTpokoit go 31 cumBona.

<TEXT> - cTpoka [1..64] ASCII-
CUMBOJI0B.

<NAME> - nmsa wniosa
npotokona IKE, 3agaértca
cTpokoit go 31 cumBona.

<NAME> — nma nonuTukm
npotokona IKE, 3agaértca
cTpokoit go 31 cumBona.

<version> — Bepcus IKE-
npotokona: v1-only unu v2-only.

3Ha4veHne Mo yMmoyaHuo: v1-
only.
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22

23

24

OonucaHue

Ykasatb geicteue gnst DPD
(Heo6s3aTE/NBLHO).

YKazaTb MHTEPBaST MEX/Y OTMPaBKOi
€o006LLEeHNn mexaHnamom DPD
(HeoGnA3aTENbHO).

Yka3aTtb nepuog BpeMeHn OXugaHus
oTBeTa Ha coobuieHus mexaHnsma DPD
(HeoGsi3aTesbHO).

Yka3aTtb 6a30Bblii NEPUOS BPEMEHM
0XunaaHua oTBeTa Ha CoobLleHns
(HeoGnA3aTENbHO).

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-ike-gw)# dead-peer-
detection action <MODE>

esr(config-ike-gw)# dead-peer-
detection interval <SEC>

esr(config-ike-gw)# dead-peer-
detection timeout <SEC>

esr(config-ike-gw)# retransmit
timeout <SEC>

Knoun

<MODE> - pexum pab6oTbl DPD:

* restart — coeguHeHue
nepeycraHaB/MBaeTCs;

+ clear - coeanHeHne
OoCcTaHaBNVBaeTcs;

+ hold - coeguHeHnune
noaepXnBaeTcs;

* none — MexaHu3Mm
BbIK/THOHEH, H/KaKMX
OeNCTBUiA HE
npeanpvHUMaeTcs.

3Ha4veHVe No yMOo/14aHuio:
none.

<SEC> — uHTepBan mexay
OTNPaBKOW CO06LLEHN
mexaHn3mom DPD, npuHumaet
3HaueHus [1..180] cekyHa.

3Ha4veHne Mo yMOo/1HaHuio: 2.

<SEC> — nepuog BpemeHu
OXuaaHnsa oTBeTa Ha
coobueHna mexaHnsma DPD
npuUHUMaeT 3HadeHuns [1..180]
CeKyH.

3HaueHue no ymonyaxuio: 30
CeKyHa.

<SEC> — 6a30BbIil nepuog,
BPEMEHU OXMAAHUSI OTBETA Ha
co06LeHnA NnpuHUMaeT
3HaueHus [1..30] cekyHa,
3Ha4yeHVe Mo ymonyaHuio: 4
CeKyHJbl.
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25

26

27

28

29

30

OonucaHue

YKa3aTb KO/IMYECTBO MOMbITOK
NMOBTOPHO OTNPaBKN COOBLLIEHWI
nocne HacTynneHus TalimayTa
oXuaaHus oteeta (Heo6s3aTenbHo).

YKasaTb ypOBEeHb C/lyyaitHoro pasépoca
neproaa oXxmaaHus otTeeTa Ha
c0006LeHns (Heo6s13aTesNLHO).

YkasaTb orpaHuyeHre MakCMMasibHoro
neproaa BPeMEH) OXMAaHUA OTBETA Ha
co06LIeHns (Heo6s13aTesNLHO).

[laHHasi KomaHaa OTK/oYaeT
pacwupenne MOBIKE IKEv2, koTopoe
Nno3BOJISIET UHMLMaTopy ike-ceccun
n3meHsThb local address B cootBeTcTBUM
¢ RFC 4555.

Mpueasatb VTI-TyHHens K IKE-uno3y.

Cozpgarb B IPsec-npocunb.

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-ike-gw)# retransmit
tries <TRIES>

esr(config-ike-gw)# retransmit
jitter <VALUE>

esr(config-ike-gw)# retransmit
limit <SEC>

esr(config-ike-gw)# mobike
disable

esr(config-ike-gw)# bind-interface
vti <VTI>

esr(config)# security ipsec
proposal <NAME>

Knoun

<TRIES> — KonMyecTBO
MONbITOK NOBTOPHOW OTNPaBKM
coobueHnit mexaHnama DPD B
c/yyae HacTyn/ieHuns TaimayTta
0XugaHnsa oTBeTa NpUHMMaeT
3Ha4veHusa ot 1 go 10.

[n1a nepBoro otTnpas/fieHHOro
CO06LLEHNS NeprOoA BPEMEHN
oXugaHua oteseTa OyneT paseH
6a3oBoMy nepuoay,
yKa3aHHOMY B KOMaHze
retransmit timeout, a gn1s
nocrieayoLmMx NonbITOK
NHTepBan oxugaHus éynet
paccuntaH no copmyne:

‘retransmit timeout" * 1.8 *
(N-1), rge N - Homep NonbITKY.

3HaueHune no yMmonyaHuio: 5
MOMbITOK.

<VALUE> — makcumanbHblii
MPOLEHT pasbpoca 3Ha4YeHui,
npuHumaeT 3HadeHus [0..100].

3HaueHne no ymonyaHuio: 0 %

<SEC> — MaKkcMasibHbIi
nepvog, BpeMeHN OXuaaHus
OoTBETa Ha Co06LIEHUS
npvHUMaeT 3HauveHus [15..300]
CEeKyHS.

3HaueHue no ymonyaHuio: 0
CeKyHf, y nepuoga Het
BEpXHero npeaena.

<VTI> - naeHTUdrKaLNOHHbII
HoMep uHTepdeiica VTI.

<NAME> - nmsa npoduns

npotokona IPsec, 3agaértca
cTpokoii go 31 cumsona.
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31 Onpegenntb anropuTm
ayTeHTuthmkaumm ans IPsec
(HeoGsi3aTesbHO).

32 Onpenenntb a/iropuTM LLMGPOBaAHUSA

ans IPsec (Heo6s13aTeNlbHO).

33 YKasaTb NpoTOKO/1 MHKaNCyNauum anis
IPsec (Heo6sa3aTeNbHO).

34 Cospgartb IPsec-nonuTuky n nepeintn B
PeXnM €€ KOHUrypupoBaHmsi.

35 MpuBsasaTk IPsec-npodunb K IPsec-
NOMNTMKE.

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-ipsec-proposal)#
authentication algorithm
<ALGORITHM>

esr(config-ipsec-proposal)#
encryption algorithm
<ALGORITHM>

esr(config-ipsec-proposal)#
protocol <PROTOCOL>

esr(config)# security ipsec policy

<NAME>

esr(config-ipsec-policy)# proposal

<NAME>

Knoun

<ALGORITHM> — anroputm
ayTeHTuuKaumm, npuHMMaeT
3HaveHus: md>5, shal,
sha2-256, sha2-384, sha2-512.

3Ha4YeHne No YyMoN4YaHuo:
sha1.

<ALGORITHM> - npoTtokon
LUncbpoBaHus, NpUHMMaeT
3HauyeHwust: des, 3des,
blowfish128, blowfish192,
blowfish256, aes128, aes192,
aes256, aes128ctr, aes192ctr,
aes256c¢tr, camellia128,
camellia192, camellia256.

3Ha4YeHWe No yMoN4YaHuto:
3des.

<PROTOCOL> -
VHKaNCy/IMpyoLLMiA MPOTOKOS,
MPVHUMAET 3HAYEHUS:

+ ah — gaHHbIli NpoTokon
OCYLLIECTB/IAET TOJIbKO
ayTeHTUprkaLmio Tpaduka,
WwncppoBaHme AaHHbIX He
BbIMNOJ/THAETCS;

* esp — AaHHbIin NPOTOKON
ocylLuecTBnsAeT
ayTeHTUdmkaumo 1
LwndppoBaHve Tpadumka.

3HaueHve no YMOHaHUIO: esp.

<NAME> — nms nonuTukmn
IPsec, 3agaétcs cTpokoin go 31
cumBona.

<NAME> - nms npodmns
npotokona IPsec, 3agaértcs
cTpokoii go 31 cumsona.
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36

37

38

39

40

41

OonucaHue

3agatb Bpems xu3Hu IPsec-TyHHens
(Heo6s3aTE/NBLHO).

OTkNtounTb peayteHTudukaumio IKE-
ceccum (HeoGa3aTesnLHO).

Cospatb IPsec VPN u nepeiitn B pexum
KOHOMryprpoBaHus.

OnpeaennTb pexmuM CcoriacoBaHus
[laHHbIX, HE0GX0AVMMbIX A5t aKTUBALIK
VPN.

MpuBsasaTb IPsec-nonnTuky K IPsec-
VPN.

3apgatb 3Ha4veHne DSCP ansa
ncnonb3oBaHusa B IP-3aronoske
ucxoaawmx naketos IKE-npoTokona
(HeoGsi3aTeNBbHO).

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-ipsec- policy)# lifetime
{ seconds <SEC> |

packets <PACKETS> | kilobytes
<KB> }

esr(config-ipsec- policy)#
reauthentication disable

esr(config)# security ipsec vpn
<NAME>

esr(config-ipsec-vpn)# mode
<MODE>

esr(config-ipsec-vpn)# ike ipsec-
policy <NAME>

esr(config-ipsec-vpn)# ike dscp
<DSCP>

Knoun

<SEC> — nepuof BpemeHu
XWU3HU IPsec-TyHHens, no
NCTEYEHUN NPONCXOANT
nepecoriiacoBaHue.
MpuHUMaeT 3Ha4eHus
[1140..86400] cekyHa,

<PACKETS> - KonmyecTBo
nakeTos, Nnocsie nepegayn
KOTOPOro npoucxoaut
nepecornacosaHue IPsec-
TyHHens. MNpuHUMaeT 3HaveHus
[4..86400].

<KB> - 06bem Tpadvka, nocne
nepegayu KoToporo
npovicxogut
nepecornacosaHue IPsec-
TyHHens. MNprHUMaeT 3Ha4eHns
[4..4608000] cekyHa,

3HayeHune no ymosyaHuio:
28800 cekyHA.

<NAME> - nmsa VPN, 3agaétcs
cTpokoii go 31 cumsona.

<MODE> — pexum paboTbl
VPN.

<NAME> - nms IPsec-
NOMUTUKK, 33aETCS CTPOKA A0
31 cumBona.

DSCP> - 3HaueHue koga DSCP,
NPUHUMAET 3HAYEHUS B
avanasone [0..63].

3HayeHue no ymonyaHuio: 63.
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42

43

44

45

OonucaHue

YctaHoBUTb pexunm aktusaunmn VPN.

OcyuecTtsuTtb NpusA3sKy IKE-wnto3a K
IPsec-VPN.

YCTaHOBUTb 3HAYEHNE BPEMEHHOIO
WHTEpBaia B CEKyHAaX, N0 NCTEUYEHUID
KOTOPOro CoeanHeHne 3aKkpbiBaeTcs,
€C/IM He BbIN0 NPUHATO NN NepegaHo
HW OfHOro naketa yepes SA
(HeoGsi3aTeNbHO).

OTKII0UNTL NepecoriacoBaHve Ktoyei
o paspbiBa IKE-coeanHeHus no
NCTEUYEHMNIO BPEMEHM, KOINYECTBY
nepefaHHbIX NaKeToB Unu 6aiT
(Heo6s3aTE/NBLHO).

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-ipsec-vpn)# ike
establish-tunnel <MODE>

esr(config-ipsec-vpn)# ike
gateway <NAME>

esr(config-ipsec-vpn)# ike idle-
time <TIME>

esr(config-ipsec-vpn)# ike rekey
disable

Knoun

<MODE> - pexum akTusaLmm
VPN:

* by - request — coegnHeHune

aKTMBUPYETCS BCTPEYHOWA
CTOPOHOIA;

* route — coeguHeHve
aKTMBMpYeTCs Npu
nosiBneHun Tpaduka,
MapLUpyTU3MPYEMOTO B
TYHHE/b;

+ immediate — TyHHeNb
aKTmBmpyeTcs
aBTOMaTM4ecku nocne
NpUMeHeHns
KOHdurypaumm.

<NAME> - nms IKE-un03a,
3afaétca cTpokoi ao 31
cuMBONA.

<TIME> — uHTepBan B
cekyHpax, MpuHumaeT
3HaueHus [4..86400].
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War OnucaHue KomaHnpa

46 HacTpouTb Haya10 nepecoriacoBaHus
kntoveii IKE-coeanHeHus Ao ncteyeHust
BPEMEHM XMN3HU (He06s13aTesIbHO).

esr(config-ipsec-vpn)# ike rekey
margin { seconds <SEC> |
packets <PACKETS> | kilobytes
<KB>}

47 YCTaHOBUTb YPOBEHb C/yYaiiHOro
pa3bpoca 3HauyeHuii napameTpoB
margin seconds, margin packets,
margin kilobytes (Heo6si3atenbHo).

esr(config-ipsec-vpn)# ike rekey
randomization <VALUE>

48 Ykaszartb onucaHne ans IPsec-VPN
(HeoGsi3aTesNbHO).

esr(config-ipsec-vpn)# description
<DESCRIPTION>

49 AktnsBumpoBaTthb IPsec VPN.

esr(config-ipsec-vpn)# enable

8.4.2 Mpumep HacTpolikm Route-based IPsec VPN

Knoun

<SEC> — nHTepBan BpemeH” B
CeKyHAaax, ocTaBLUNACS A0
3aKpbITUSI COEANHEHNS
(3apaeTcst komaHAoi
lifetimeseconds, cm. 22.2.13).
MprHYMaeT 3HaYeHUs
[4..86400].

<PACKETS> - konuyectso
NakeToB, OCTaBLUMXCA A0
3aKpbITUS COEANHEHNS
(3apaeTcst komaHAao
lifetimepackets). MpuHmaeT
3HauyeHus [4..86400]

<KB> — 06bem Tpadmka B
KnnobawnTax, 0OCTaBLUMIACS A0
3aKpbITUS COEANHEHNS
(3apaeTcst komaHAao
lifetimekilobytes). MpuHumaeT
3HauyeHus [4..86400]

3Ha4veHne No yMO/IHaHuio:

+ [NepecornacoBaHue Krtoueni
[10 UICTEYEHUS BPEMEHM —
3a 540 cekyHA.

+ MepecornacosaHve KoYei
[0 NcTevyeHns oobema
Tpadmka 1 KonmyecTea
NakeToB — OTK/THOUYEHO.

<VALUE> — makcumanbHblii
NPOLEHT pa3bpoca 3HaueHul,
npUHUMaeT 3HaueHus [1..100].

3Ha4yeHVe No yMo4aHuio:
100%

<DESCRIPTION> — onncaHwve
npodonns, 3a8aéTCsA CTPOKOIA
[0 255 cMmBO/OB.

120.11.5.1 m 192.0.2.0/24
LAN

ESR ESR
10.0.0.0/16 m 180.100.0.1 WAN
LAN : Y :
R1 ' R2
i IPsec Tunnel :
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3apava:
HacTtpouTtb IPsec-TyHHenb mexay R1 n R2.

* R1IP-agpec — 120.11.5.1,
* R2 IP-agpec — 180.100.0.1.

IKE:

+ rpynna Qudpdomn-Xannmaxa: 2;
+ anropuTtm wudposaHus: AES 128 bit;
* anroputm ayteHtudmkaumm: MD5.

IP sec:

+ anroputm wudposaHus: AES 128 bit;
* anroputm ayteHtudmkaumm: MD5.

PelweHune:

MpeaBapuTensHo B firewall Heo6xoanMo paspelwmntb npotokon ESP n ISAKMP (UDP-nopt 500, 4500).

1. KoHdurypuposaHue R1
HacTpoum BHeLLHWIA ceTeBOW MHTepdenc n onpeaenum NPUHaaNeXxHocTb K 30He 6e30MacHOCTY:

esr# configure

esr(config)# interface gi 1/0/1
esr(config-if-gi)# ip address 180.100.0.1/24
esr(config-if-gi)# security-zone untrusted
esr(config-if-gi)# exit

Cosgagum TyHHenb VTI. Tpaduk 6yaet nepeHanpaBnsatecs yepes VTI B IPsec-TyHHesb. B kauecTBe
NIOKa/IbHOTO 1 yAa/IEHHOIO LW/03a YKasbiBatoTcs IP-agpeca nHtepdelicos, rpaHmyaimnx ¢ WAN:

esr(config)# tunnel vti 1

esr(config-vti)# local address 180.100.0.1
esr(config-vti)# remote address 120.11.5.1
esr(config-vti)# ip address 10.10.10.1/30
esr(config-vti)# enable

esr(config-vti)# exit

[nsa HacTpoiikn npaBmn 30H 6e30NacHOCTX NOTpPebyeTcs co3natb Npodusib nopta npotokona ISAKMP:
esr(config)# object-group service ISAKMP

esr(config-object-group-service)# port-range 500,4500
esr(config-object-group-service)# exit

Co3gaamm cTaTuyecknin MmapLupyT Ao yaaneHHon LAN-ceTu. Ans Kaaoin NnoaceTun, KoTopasi HaxoamuTcs
3a |IPsec-TyHHesiem, HY)XHO yka3atb mappyT yepes VTI-TyHHenb:

esr(config)# ip route 192.0.2.0/24 tunnel vti 1
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Cosgaavm npochusib npoTtokona IKE. B npodmne ykaxkem rpynny Andodomn-Xansimana 2, asiroputm
wudpposaHus AES 128 bit, anroputm ayteHTncukaumm MDS5. [laHHble napameTpbl 6€30NacHOCTH
ncnosnb3ytoTca ang 3awuntsl IKE-coegnHeHus:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aesl128
esr(config-ike-proposal)# exit

Cosgaavm nonutuky npotokona IKE. B nonnTuke ykasbiBaeTca cnvcok npodpunei npotokona IKE, no
KOTOPbLIM MOTYT COI1aCoBbIBATLCA Y3/1bl U KNHOY ayTEHTU(IUKALNN:

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit

Cozgagum w3 npotokona IKE. B gaHHOM npodoune ykasbiaetcsa VTI-TyHHenb, NonmMTrka, Bepcus
NPOTOKO/IAa U PeXUM nepeHanpasneHus Tpaguka B TyHHesnb. MNMogaepxka MOBIKE oTkitouaetcs ans
route-based IPsec B 06s13aTe/IbHOM MopsAKe:

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)# ike-policy ike_poll
esr(config-ike-gw)# mode route-based
esr(config-ike-gw)# mobike disable
esr(config-ike-gw)# bind-interface vti 1
esr(config-ike-gw)# version v2-only
esr(config-ike-gw)# exit

Coszgaamm npodunab napaMeTpoB 6e3onacHocT Ans IPsec-TyHHena. B npodiune ykakem anroputm
lwndopoBaHus AES 128 bit, anroputm ayteHTudpmkaumumn MDS. [JaHHble napameTpbl 6e30nacHOCTH
NCNonb3yrTcs AN 3awmTbl IPsec-TyHHens:

esr(config)# security ipsec proposal ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

Co3pgaaym nonutuky ans IPsec-TyHHens. B nonuTrke ykasbiBaeTcsl CNMcok npoduneii IPsec-TyHHens, no

KOTOPbIM MOTYT COI/1aCOBbIBaTbCA Y3/1bl:

esr(config)# security ipsec policy 1ipsec_poll
esr(config-ipsec-policy)# proposal 1ipsec_propl
esr(config-ipsec-policy)# exit
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Cospgagum IPsec VPN. B VPN ykasbiBaetcs w3 IKE-npoTokona, nonutuka IP sec-TyHHens, pexnm
obMmeHa K/1oyammn 1 cnocob yCcTaHOBIEHNSA coeAnHeHus. INocne BBoAa BCEX NapamMeTpPoB BKHOYMM
TYHHeslb KoMaHol enable:

esr(config)# security ipsec vpn ipsecl
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_gwl
esr(config-ipsec-vpn)# ike ipsec-policy ipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

esr(config)# exit

2. KoHdpurypuposaHue R2
HacTpoum BHELLHWIA ceTeBOI MHTepdeinc n onpeaenum NPUHaaNeXHoCTb K 30He 6e30NacHOCTY:

esr# configure

esr(config)# interface gi 1/0/1
esr(config-if)# ip address 120.11.5.1/24
esr(config-if)# security-zone untrusted
esr(config-if)# exit

Cosgaaum TyHHenb VTI. Tpadmk 6yaet nepeHanpaBnsatbesa yepes VTI B IPsec-TyHHenb. B kavecTBe
NIOKa/IbHOTO M yAa/IeHHOTo LWto3a ykasbiBalotcs IP-aapeca nHtepdelicos, rpaHmyaiymx ¢ WAN:

esr(config)# tunnel vti 1

esr(config-vti)# remote address 180.100.0.1
esr(config-vti)# local address 120.11.5.1
esr(config-vti)# ip address 10.10.10.2/30
esr(config-vti)# enable

esr(config-vti)# exit

[na HacTpolikn npaBunn 30H 6e30MacHOCTU NOTPebyeTcs co3aatb NPoguab NopTa npotokona ISAKMP:
esr(config)# object-group service ISAKMP

esr(config-object-group-service)# port-range 500,4500
esr(config-object-group-service)# exit

Co3fgaamm ctatuyecknin MapLupyT Ao yaasieHHoi LAN-ceTu. Ans Kaxaon nofceTun, KoTopas HaxoamnTcs
3a IPsec-TyHHernem, HY)XHO yka3aTb mapupyT vyepes3 VTI-TyHHenb:

esr(config)# ip route 10.0.0.0/16 tunnel vti 1
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Cosgaavm npochusib npoTtokona IKE. B npodmne ykaxkem rpynny Andodomn-Xansimana 2, asiroputm
wudpposaHus AES 128 bit, anroputm ayteHTncukaumm MDS5. [laHHble napameTpbl 6€30NacHOCTH
ncnosnb3ytoTca ang 3awuntsl IKE-coegnHeHus:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aesl128
esr(config-ike-proposal)# exit

esr(config)#

Cosgaavm nonutuky npotokona IKE. B nonnTuke ykasbiBaeTca cnvcok npodpunei npotokona IKE, no
KOTOPbLIM MOTYT COI1aCoBbIBATLCA Y3/1bl U KNHOY ayTEHTU(IUKALNN:

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit

Cozgagum w3 npotokona IKE. B gaHHOM npodoune ykasbiaetcsa VTI-TyHHeNnb, NonmMTuka, Bepcus
NPOTOKO/a U PEXUM nepeHanpasneHus Tpaduka B TYHHe b:

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)# ike-policy ike_poll
esr(config-ike-gw)# mode route-based
esr(config-ike-gw)# bind-interface vti 1
esr(config-ike-gw)# version v2-only
esr(config-ike-gw)# exit

Coszgaamm npodunab napaMmeTpoB 6e3onacHocT Ans IPsec-TyHHena. B npodiune ykakem anroputm
lwndopoBaHus AES 128 bit, anroputm ayteHTudpmkauumn MDS. [JaHHble napameTpbl 6e30nacHOCTH
NCNonb3yrTcs AN 3awmnTbl IPsec-TyHHens:

esr(config)# security ipsec proposal ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

Co3pgaaym nonutuky ans IPsec-TyHHens. B nonuTrke ykasbiBaeTcsl CNMcok npoduneii IPsec-TyHHens, no
KOTOPbIM MOTYT COMMAaCoBbIBATLCS Y3/lbl.

esr(config)# security ipsec policy 1ipsec_poll

esr(config-ipsec-policy)# proposal 1ipsec_propl
esr(config-ipsec-policy)# exit
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Cospgagum IPsec VPN. B VPN ykasbiBaetcs w3 IKE-npoTokona, nonutuka IP sec-TyHHens, pexnm
obMmeHa K/1oyammn 1 cnocob yCcTaHOBIEHNSA coeAnHeHus. INocne BBoAa BCEX NapamMeTpPoB BKHOYMM
TYHHeslb KoMaHol enable:

esr(config)# security ipsec vpn ipsecl
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_gwl
esr(config-ipsec-vpn)# ike ipsec-policy ipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

esr(config)# exit

COoCTOsIHVE TYHHE/ISI MOXHO NOCMOTPETb KOMAH/10iA:

esr# show security +ipsec vpn status ipsecl

KoHdurypauumo TyHHeNst MoXHO NOCMOTPETb KOMaHAOIA:

esr# show security 1ipsec vpn configuration ipsecl

8.4.3 Anroputm HacTtpoiiku Policy-based IPsec VPN

War OnucaHue KomaHpa Knoun
1 Cospatb IKE-3k3emMnnsip n nepeintn B esr(config)# security ike proposal = <NAME> — nmsi npocouns
peXum ero KoOHurypmposaHums. <NAME> npotokona IKE, 3agaértca

cTpokoii go 31 cumsona.

2 YkazaTb onucaHue koHdurypupyemoro  esr(config-ike-proposal)# <DESCRIPTION> — onuncaHwue
TyHHens (HeoGsi3aTesnbHO). description<DESCRIPTION> TYHHenNs, 3aaéTca CTPOKON 10
255 cumBOSIOB.

3 Onpepenntb anropuTm esr(config-ike-proposal)# <ALGORITHM> — anroputm
ayTeHTudpmkauun ans IKE. authentication algorithm ayTeHTMdmKaUum, NpuHMMaeT
<ALGORITHM> 3HaveHus: md5, shal,

sha2-256, sha2-384, sha2-512.

4 Onpeaenntb anroputT™ WNGPoBaHNSA esr(config-ike-proposal)# <ALGORITHM> - npotokon
ans IKE. encryption algorithm LLIMCPPOBaHUS, NPUHMMAET
<ALGORITHM> 3Ha4yeHus: des, 3des,

blowfish128, blowfish192,
blowfish256, aes128, aes192,
aes256, aes128ctr, aes192ctr,
aes256c¢tr, camellia128,
camellia192, camellia256.
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OonucaHue

Onpegenutb HoMep rpynnbl Anddoun-
Xannmaxa.

Cosgarb nonuTtuky ans npoduns IKE un
nepeinTn B pexmnm eé
KOHUrypmpoBaHus.

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

KomaHpa

esr(config-ike-proposal)# dh-
group <DH-GROUP>

esr(config)# security ike policy
<NAME>

Knoun

<DH-GROUP> - Homep rpynnbl
Anddmn-XannmaHa, npuHumaet
3Hauenwus [1,2,5,14,15,16,17,
18].

<NAME> - umsa nonutuku IKE,

3agaétca cTpokoi ao 31
cMmBona.
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OonucaHue

Onpenenutb pexmMm ayTeHTuukaumn.

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

KomaHpa Knoun

esr(config-ike-policy)# <METHOD> - meToz
authentication method <METHOD> ayTteHTudmkauun IKE-ceccun.
MOXeT NPUHUMATL 3HAYEHUS:

+ pre-shared-key — metog
ayTeHTudmKauun,
NCMOb3YIoLLNiA
npeaBapuTensHO
COrnacoBaHHbIe K/ouu,
KOTOpble AO0/IKHbI
coBnagaTb y 060umx
y4yacTHukoB IKE-ceccup;

+ keyring — metog
ayTeHTudmKauun,
NCcnonb3yLmii Habop
npeasapuTenbHO
cornacoBaHHbIX K/OYen;

+ public-key — meTopg
ayTeHTudmKauun,
MCNOoNb3yoLWniA NpUBaTHbIE
KNHO4YM 1 cepTudmkatsl
X.509. daiinbl
CEPTUINKATOB U K/THOYE
LO/MKHbI ObITb 3arpy)XeHbl B
NoKasibHOEe XpaHWamLLe
MapLIpyTU3aTopa;

+ trustpoint — meTopg
ayTeHTUhmkaumn,
MCMO/Ib3YOLWUIA NpUBaTHbIE
KoUn U cepTudInKaTbl
X.509. daiinbl
cepTuchmnkaToB 1 Kouei
npepgoctasnstorcs PKI-
K/IMEHTOM, KOTOPbIiA
aBTOMAaTMNYECKM
BbINWNCLIBAET akTyasibHble
ceptudmnkatnl y
YAOCTOBEPSIIOLLETNO LEHTPA;

+ xauth-psk-key — metog
pacLUMpPEHHOIA
ayTeHTUrkaLmm,
NCMONb3yLWniA B Ka4ecTse
nepeoro chakTopa
ayTeHTudmKalum
npeasapuTenbHO
COrnacoBaHHbIe KIuUM 1
napy /10rMH-Naposb
nonb3oBaresis B ka4yecTse
BTOpPOro ghakTopa
ayTeHTudmKauuu;
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10

11

12

13

OonucaHue

3aaTtb Bpems XKM3HU COeANHEHNS
npotokona IKE (Heo6si3aTesnbHO).

MpwvBsA3aTh NONAUTUKY K NPOUIO.

YKazathb Koy ayTeHTUdmKaumu.

Cospgatb wimo3 ansa IKE n nepeiitn B
PEXMM €ero KOHUIrypnpoBaHus.

MpuBasatb nonuTtuky IKE.

YkazaTb Bepcuto IKE (Heobs3aTesibHO).

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-ike-policy)# lifetime
seconds <SEC>

esr(config-ike-policy)# proposal
<NAME>

esr(config-ike-policy)#pre-shared-
key ascii-text<TEXT>

esr(config)# security ike gateway
<NAME>

esr(config-ike-gw)# ike-policy
<NAME>

esr(config-ike-gw)# version
<VERSION>

Knoun

+ eap — MeTo/ pacLUMpPEeHHO
ayTeHTUmkaLmm,
MCMONb3yLWNIA NpUBaTHbIE
K/oUmM 1 cepTmdmkaTsl
X.509 ans
ayTeHTudmkaymm
oTtBeTuuka B IKE-ceccun n
napy /10rMH-Naposb
nosb3oBarens ons
ayTeHTUdmKaLmm
nHuupnaropa IKE-ceccuu.

<SEC> — nepuvopg BpemeHy,
NPUHMMAaET 3Ha4YeHNs
[4 ..86400] cekyHga,

3HaueHne Nno ymonyaHuio:
10800.

<NAME> - nmsa npodpuns
npotokona IKE, 3agaértca
cTpokoit go 31 cumBona.

<TEXT> - cTpoka [1..64] ASCII-
CUMBOJI0B.

<NAME> - nms wnio3a
npotokona IKE, 3agaértca
cTpokoii go 31 cumsona.

<NAME> - nms nonuTukn
npotokona IKE, 3agaétca
cTpokoii go 31 cumsona.

<version> — Bepcus IKE-

npoTokona: vi-only nnu v2-
only.
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15

16

17

18

OonucaHue

YCTaHOBUTL PEXUM NepeHanpas/ieHns

Tpadnka B TYHHENb.

Ykazatb geiicteue gns DPD
(Heo6s13aTE/NBLHO).

YKasaTb UHTEPBA/ MEX/Y OTNPaBKOi

coobueHunin mexaHnamom DPD
(HeoGsi3aTesNbHO).

YkasaTb nepuog BpeMeHN OXuaaHms
oTBeTa Ha coobuleHus mexaHnsma DPD

(HeoGsi3aTesNbHO).

Ykaszatb 6a30Bblii Nepnog BpeMeH
OXMAaHWsa OTBETA Ha COO6LLEHNSA

(Heo6s3aTE/NBLHO).

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-ike-gw)#mode<MODE>

esr(config-ike-gw)# dead-peer-
detection action <MODE>

esr(config-ike-gw)#dead-peer-
detection interval <SEC>

esr(config-ike-gw)# dead-peer-
detection timeout <SEC>

esr(config-ike-gw)# retransmit
timeout <SEC>

Knoun

<MODE> - pexum
nepeHanpasneHus Tpaguka B
TYHHE/b, MPUHUMAET 3HAYEHNS:

+ policy - based — Tpacmk
nepeHanpasnseTcsa Ha
OCHOBE NPUHAAIEXHOCTU K
yKa3aHHbIM B NOSIUTUKAX
noaceTsaMm;

* route - based - Tpadgmk
nepeHanpaBnsieTcsa Ha
OCHOBE MapLLpyTOB,
LU/THO30M Y KOTOPbIX
ABNSIETCS TYHHENbHbIV
nHTEepgeiic.

<MODE> - pexum pa6otbl DPD:

+ restart - coegnHeHue
nepeyctaHaB/IMBaETCH;

+ clear - coeguHeHune
OoCTaHaB/MBaeTCs;

+ hold - coeanHenmne
noaaepXxuBaeTcs;

* none — MexaHusM
BbIK/TOUEH, HAKAKNX
OENCTBUiA He
npeanpuHMMaeTcs.

<SEC> — nHTepBan mexay
OTNpaBKoi COObLLEHUI
mexaHn3mom DPD, npuHumaet
3HadeHus [1..180] cekyHa.

<SEC> - nepwvog BpemeHun
oXugaHusa otTeeTa Ha
coobLeHnsa mexaHnama DPD
npUHUMaEeT 3HadeHuns [1..180]
CeKyHAa,

3HaueHue no ymonyaxuio: 30
CeKyHa.

<SEC> - 6a30Bbli1 nepros
BPEMEHN OXMAaHNA OTBETA Ha
COo06LLEeHNS NpUHMMaEeT
3HaueHus [1..30] cekyHa,
3HaueHue no ymonyaxuio: 4
CeKyHJbl.
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War OnucaHue KomaHpa
19 YKazarb KOIMYeCTBO MNOMbITOK esr(config-ike-gw)# retransmit
NMOBTOPHO OTNPaBKN COOBLLIEHWI tries <TRIES>

nocse HacTyn/jeHus TaimayTa
oXuaaHus oteeta (Heo6s3aTenbHo).

20 YkasaTtb ypoBeHb c/yvaiiHoro pasbpoca esr(config-ike-gw)# retransmit
nepvoga oXxumaaHusa oTeeta Ha jitter <VALUE>
c0006LeHns (Heo6s13aTesNLHO).

21 YkasaTtb orpaHuyeHne MakcumansHoro  esr(config-ike-gw)# retransmit
nepuoga BpeMeHu oxmgaHus oteeta Ha  limit <SEC>
co06LIeHns (Heo6s13aTesNLHO).

22 YctaHoBuTb IP-aipec yaaneHHoro esr(config-ike-gw)#remote
woito3a IPsec-TyHHens. address <ADDR>

Knoun

<TRIES> — konuuecTBO
MONbITOK NOBTOPHOW OTNPaBKM
COO00LLEHWI B Cnyyae
HacTyn/eHus TanmayTta
oXnaaHua oTBeTa NpyHUMaeT
3Ha4veHusa ot 1 go 10.

[n1a nepBoro otTnpas/fieHHOro
CO06LLEHNS NeprOoA BPEMEHN
oXugaHua oteseTa OyneT paseH
6a3oBoMy nepuoay,
yKa3aHHOMY B

KoMaHze retransmit timeout, a
AN nocneayoLmx nonbIToK
NHTepBan oxugaHus éynet
paccuntaH no copmyne:

‘retransmit timeout" * 1.8 *
(N-1), rge N - Homep NonbITKY.

3HaueHune no yMmonyaHuio: 5
MOMbITOK.

<VALUE> — makcumanbHblii
MPOLEHT pasbpoca 3Ha4YeHui,
npuHumaeT 3HadeHus [0..100].

3HaueHne no ymonyaHuio: 0 %

<SEC> — MaKkcMasibHbIi
nepvog, BpeMeHN OXuaaHus
OoTBETa Ha Co06LIEHUS
npvHUMaeT 3HauveHus [15..300]
CEeKyHS.

3HaueHue no ymonyaHuio: 0
CeKyHf, y nepuoga Het
BEpXHero npeaena.

<ADDR> - IP-agpec
yAa1EHHOrO LU/03a.
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23

24

25

26

OonucaHue

YctaHoBuTh IP-agpec nogcetu
nonyvarens, a Takxe |IP-npotokon n
nopT.

YcTaHOBUTb

Cospgartb B npochunb IPsec.

OnpepennTb anroputm
ayTeHTUdurkaunn ans IPsec.

Onpefenntb anropnt™ WNgpoBaHns
ansa IPsec.

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-ike-gw)# remote
network <ADDR/LEN>

[ protocol { <TYPE> | <ID> } [ port

<PORT>]]

esr(config)# security ipsec
proposal <NAME>

esr(config-ipsec-proposal)#
authentication algorithm
<ALGORITHM>

esr(config-ipsec-proposal)#
encryption algorithm
<ALGORITHM>

Knoun

<ADDR/LEN> - IP-agpec un
Macka nofceTtu oTnpasuTens.
MapameTp 3apaétcA B Buge
AAA.BBB.CCC.DDD/EE, rge
Kaxgasa yactb AAA - DDD
npuHUMmaeT 3HadeHus [0..255] n
EE npvHumaet 3HayeHun
[1..32];

<TYPE> - T1n npotokona,
NpUHMMAaET 3HaYEHNS: esp,
icmp, ah, eigrp, ospf, igmp, ipip,
tep, pim, udp, vrrp, rdp, 12tp, gre;

<ID> - naeHTUMKaLMOHHbI
Homep IP-npoTokona,
NPUHUMAET 3HaYeHns
[0x00-0xFF];

<PORT> - TCP/UDP-nopr,
NpUHMMAET 3HaYEeHNS
[1..65535].

<NAME> - nmsa npodpunsa
npotokona IPsec, 3agaértcs
cTpokoit go 31 cumBona.

<ALGORITHM> - anroputm
ayTeHTUMKaLUMKn, NPUHUMAET
3HauveHusi: md5, shal,
sha2-256, sha2-384, sha2-512.

<ALGORITHM> — npoTtokon
LLIMdPPOBaHUS, NPUHMMAET
3HauveHust: des, 3des,
blowfish128, blowfish192,
blowfish256, aes128, aes192,
aes256, aes128ctr, aes192ctr,
aes256c¢tr, camellia128,
camellia192, camellia256.
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27

28

29

30

31

32

OonucaHue

YkazaTb NpoTokos (Heo6a3aTesnbHO).

Cospgarb nonuTuky asa npocpuns IPsec
N NepenTn B pexumm eé
KOHQUryprpoBaHus.

MpuBsi3aTb NOMMTUKY K MPOCUNLO.

3apatb BpeMs xu3Hu IPsec-TyHHens
(HeoGsi3aTeNbHO).

OTKAUNTL peayTeHTudukaumio IKE-
ceccum (Heo6si3aTenbHo).

Cosgatb IPsec VPN v nepeitn B pexum
KOHpurypmposaHums.

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-ipsec-
proposal)#protocol <PROTOCOL>

esr(config)# security ipsec policy
<NAME>

esr(config-ipsec-policy)# proposal

<NAME>

esr(config-ipsec-policy)# lifetime
{ seconds <SEC> |

packets <PACKETS> | kilobytes
<KB> }

esr(config-ipsec-policy)#
reauthentication disable

esr(config)# security ipsecvpn
<NAME>

Knoun

<PROTOCOL> -
VHKancympyroLwuii npoTokon,
MPYHUMAET 3HAYEHUs

+ ah — gaHHbIii NpoToKON
OCYLLECTB/AET TONLKO
ayTeHTudurkauuo Tpaduka,
LWnhpoBaHMe AaHHbIX He
BbIMOJIHAETCS;

* eSp — AaHHbI NPOTOKON
ocyluecTsnset
ayTeHTudmrKauumio n
LWndhpoBaHue Tpadmka.

3HaueHne No yMon4yaHuio: esp.

<NAME> - nms nonuTukn
IPsec, 3agaétca cTpokoii go 31
cumBona.

<NAME> - nmsa npoduns
npoTtokona IPsec, 3anaétca
cTpokoii go 31 cumsona.

<SEC> — nepvog BpemeHu
Xn3Hu IPsec-TyHHens, no
NCTEYEHUN KOTOPOro
npoucxoguTt
nepecornacosaHuve.
MpuH1MaeT 3HavYeHuA
[1140..86400] cekyHa,

<PACKETS> - konuuectBo
nakeToB, Nocne nepegayu
KOTOPbIX NPONCXOAUT
nepecornacosaHue IPsec-
TyHHens. MNpuHMMaeT 3HaveHns
[4..86400].

<KB> — o6bem Tpaduka, nocre
nepegayv KOToporo
npoucxoguTt
nepecornacosaHue IPsec-
TyHHens. MNpuHMMaeT 3HaveHns
[4..4608000] cekyHa.

<NAME> - nmsa VPN, 3agaétca
cTpokoit go 31 cumBona.
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33

34

35

36

37

38

39

OonucaHue

OnpeaenuTb PeXrm CoriacoBaHns
JlaHHbIX, HEOGXOAUMbIX A5 aKTUBALMN
VPN.

MpueasaTk IPsec nonntuky Kk VPN.

3apatb 3HayeHne DSCP ans
ncnonb3osaHusa B |IP-3aronoske
nexogAawmx naketos IKE-npoTokona
(HeoGsi3aTesNbHO).

YcTaHoBUTL pexnm aktusauumn VPN.

Ocywecteutb npusaska IKE-w03a K
VPN.

YCTaHOBUTb 3HAYEHNE BPEMEHHOIO
WHTEpBaia B CEKyHAaX, N0 NCTEUYEHUID
KOTOPOro CoeanHeHne 3aKpblBaeTcs],
€C/IM He BbIN0 NPUHATO UK NepegaHo
HW OfIHOro naketa yepes3 SA
(Heo6s13aTENBLHO).

OTKII0UNTb NepecoriacoBaHve Kyei
o paspbiBa IKE-coeanHeHus no
NCTEUYEHMNIO BPEMEHM, KOINYECTBY
nepefaHHbIX NaKeToB Unu 6aiT
(Heo6s13aTE/NBLHO).

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-ipsec-vpn)# mode
<MODE>

esr(config-ipsec-vpn)#ike ipsec-
policy <NAME>

esr(config-ipsec-vpn)#ike dscp
<DSCP>

esr(config-ipsec-vpn)#ike
establish-tunnel <MODE>

esr(config-ipsec-vpn)# ike
gateway <NAME>

esr(config-ipsec-vpn)# ike idle-
time <TIME>

esr(config-ipsec-vpn)#ike rekey
disable

Knoun

<MODE> - pexum paboTbl
VPN.

<NAME> - nms IPsec-
NoSINTUKN, 3a0aETCH CTPOKa [0
31 cumBona.

DSCP> - 3HaueHune koga DSCP,
NPUHMMAET 3Ha4YeHUs B
JAvanasoHe [0..63].

<MODE> — pexum aktnsaymm
VPN:

* by - request - coegnHeHune
aKTMBMPYETCSI BCTPEYHOWA
CTOPOHOIA;

* route — coeguHeHne
aKTMBMpYeTCS nNpu
nosiBneHun Tpaduka,
MapLIpyTU3MPYEMOro B
TYHHEnb;

+ immediate — TyHHeNb
aKTUBUpyeTCcs
aBToOMaTM4ecku nocne
NpUMeEHEeHUs
KOHdurypaumm.

<NAME> - nms IKE-unt03a,
3agaétca cTpokoi ao 31
cuMBONa.

<TIME> — uHTepBan B
CcekyHpax, MpuHumaeT
3HaveHus [4..86400].

227



CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

War OnucaHue KomaHpa Knoun
40 HacTpoutb Hauyano nepecornacoaHus  esr(config-ipsec-vpn)# lke rekey <SEC> — nHTepBan BpemeH” B
kntouei IKE-coegnmHeHns Ao ucteueHns  margin { seconds <SEC> | CeKyHAaax, ocTaBLUNACS A0
BPEMEHM XMN3HU (He06s13aTesIbHO). packets <PACKETS> | kilobytes 3aKpbITUA COeMHEHNS
<KB>} (3apaeTcst komaHAoi

lifetimeseconds) . NpuH1MaeT
3HaueHus [4..86400].

<PACKETS> — konuuectBo
MakeToB, OCTaBLUMXCA A0
3aKpbITUSI COEANHEHNS
(3apaeTcst komaHAo
lifetimepackets). NpuHUMaeTt
3HaueHus [4..86400].

<KB> - 06bem Tpaduka B
KnnobawnTax, 0OCTaBLUMIACS A0
3aKpbITUSA COeAMHEHNSA
(3apaeTcst komaHAo
lifetimekilobytes). MpuHumaeT
3HaueHus [4..86400]

11 YCTaHOBUTb YPOBEHb Cy4aliHOro esr(config-ipsec-vpn)# ike rekey <VALUE> — makcumasbHbliii
pasbpoca 3HauyeHuii napameTpoB randomization <VALUE> MPOLIEHT pa3bpoca 3HaYeHWiA,
marginseconds, marginpackets, npuHUMaeT 3HaueHus [1..100].

marginkilobytes (Heo6si3aTenbLHO).
42 Onucatb VPN (Heo6s3aTesbHO). esr(config-ipsec-vpn)# description <DESCRIPTION> - onucaHne
<DESCRIPTION> npodonns, 3a4aéTcs CTPOKOIA

00 255 cMMBO/IOB.

43 AkTnBupoBarth IPsec VPN. esr(config-ipsec-vpn)# enable

8.4.4 Mpumep HacTpolikn Policy-based IPsec VPN ¢ ayTeHTUdukaumneii no o6ueMmy n3aBeCTHOMy Kiouy

3apgaua:
ESR ESR
LAN . . :
R1 t R2

i IPsec Tunnel

HacTtpouTtb IPsec-TyHHenb mexay R1 n R2.
R1 IP-agpec — 198.51.100.1,
R2 IP-appec — 203.0.113.1;
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

IKE:

+ rpynna Audydomn-Xannmaxa: 2;

« anropuTtm wudgposanus: AES 128 bit;

* anroputm ayteHtudmkaumm: MDS5;

* ayTeHTUrkaLmsa no obemy N3BeCTHOMY K/Houy.

IPsec:

+ anropuTm wudpposaHus: AES 128 bit;
* anroputm ayteHtudukaumm: MDS5.

PelwweHune:

B firewall Heo6xoaymo paspelumntb npotokon ESP, UDP-nopt 500 (ans npotokona ISAKMP), UDP-nopT
4500 (ans IPsec Tpaduka npu Hannumm NAT mexay IPsec coceasamn).

1) KoHdburypupoBaHue R1

HacTtpoum IP-agpec Ha BHELWHEM CeTeBOM MHTepdelice:

esr# configure

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# ip address 198.51.100.1/24
esr(config-if-gi)# exit

Cosgaamm Habop anroputmoB ansa npotokona IKE. B Habope ykaxem rpynny Anddu-XanamaHa 2, anroputm
lwndopoBaHus AES 128 bit, anroputm ayteHTudpmkaymmnm MDS. [JaHHble napameTpbl 6e30nacHOCTH
ncnonb3yrTes ansa 3awmTtbl IKE-coegnHeHNS:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aesl128
esr(config-ike-proposal)# exit

Cozgaamm nonutuky npotokona IKE. B nonutrke ykaxem paHee co3faHHbIin Habop a/lropuTMOB, a Takxke
yKakeM 06LLMIA N3BECTHbIN K104, KOTOPbI 6yAeT NCNOAb30BaH Npu ayTeHTudmkaumm IKE-ceccum:

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit
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Cospgagum wnto3 npotokosna IKE. B gaHHOM pasferne nNpuBsXeM paHHee Co34aHHy nonmTtuky npotokona IKE,
ykaxem IP-agpeca ans noctpoeHust IPsec TyHHens 1 Habop fIoKasibHbIX U yAasieHHbIX CETEN, Tpaduk Mexay
KOTOpbIMM HeobXxoAMMOo 6yAeT WwndpoBaTb. Takke ykaxxem Bepcuto npotokona IKE n "policy-based" B kauectse
pexuma nepeHanpasneHus Tpadmka B TyHHENb:

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)# ike-policy ike_poll
esr(config-ike-gw)# local address 198.51.100.1
esr(config-ike-gw)# local network 10.0.0.0/16
esr(config-ike-gw)# remote address 203.0.113.1
esr(config-ike-gw)# remote network 192.0.2.0/24
esr(config-ike-gw)# mode policy-based
esr(config-ike-gw)# exit

Cosgaavm Habop anroputmos ans IPsec-TyHHens. B HeM ykaxxem anroputm wndgposaHusa AES 128 bit,
anroputm ayteHTudpmkaumm MDS. laHHble napameTpbl 6e30MacHOCTM UCMONb3YTCA A/18 3awwmThbl IPsec-
TYHHENs:

esr(config)# security ipsec proposal +ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

Cosgaavm nonutuky ans IPsec-tyHHens. B nonvTuke ykasblBaeTcs paHHee onvcaHHblil Habop anroputMoB
ansa IPsec-TyHHens.

esr(config)# security ipsec policy 1ipsec_poll
esr(config-ipsec-policy)# proposal 1ipsec_propl
esr(config-ipsec-policy)# exit

Cosgaaum IPsec VPN. B VPN yka3biBaetcs wsto3 IKE-npotokona, nonntuka IPsec-TyHHens, pexmnm oomMeHa
KntovamMm 1 cnocob ycTaHoB/IEHUA coeanHeHus. Iocne BBoga BCex napameTpoB BK/IHOUMM TYHHE b KOMaHZoM
enable:

esr(config)# security ipsec vpn ipsecl
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_gwl
esr(config-ipsec-vpn)# ike ipsec-policy 1ipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

esr(config)# exit

2) KoHdourypmpoBaHme R2

HacTpowum IP-agpec Ha BHELLHEeM CeTEBOM MHTepdieiice:

esr# configure

esr(config)# interface gi 1/0/1
esr(config-if)# ip address 203.0.113.1/24
esr(config-if)# exit
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Coszgagmm Habop anroputmoB ansa npotokona IKE. B Habope ykaxkem rpynny Anddu-XannamaHa 2, airoputm
wundpposaHus AES 128 bit, anroputm ayteHTncukaumm MDS5. [laHHble napameTpbl 6€30NacHOCTH
ncnosnb3ytoTca ang 3awutsl IKE-coegnHeHus:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aesl128
esr(config-ike-proposal)# exit

esr(config)#

Cosgaamm nonutuky npotokona IKE. B nonutuke ykaxxeM paHee Co3faHHblii Habop anropMTMOoB, a Takke
yKakKeMm 06LLMii N3BECTHbIN K04, KOTOPbIA 6yAeT cnonb3oBaH npu ayteHTudmkauun IKE-ceccnm:

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit

Coszgagum w3 npotokona IKE. B gaHHOM pasgerie npuBshXeM paHHee co34aHHy nonuTtuky npotokona IKE,
ykakem IP-agpeca na noctpoeHus IPsec TyHHenst 1 Habop NOKaslbHbIX Y yAaIeHHbIX CETel, Tpatuk mexay
KOTOpPbIMW HEeo6XxoAMMOo ByaeT WwudposBaTb. Takke ykaxxeM Bepcuto npotokona IKE n «policy-based» B
KayecTBe pexvmMa nepeHanpas/ieHns Tpagnka B TYHHe b:

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)# ike-policy ike_poll
esr(config-ike-gw)# remote address 198.51.100.1
esr(config-ike-gw)# remote network 10.0.0.0/16
esr(config-ike-gw)# local address 203.0.113.1
esr(config-ike-gw)# local network 192.0.2.0/24
esr(config-ike-gw)# mode policy-based
esr(config-ike-gw)# exit

Cos3gaamm Habop anropuTmoB Anst IPsec-TyHHens. B HeM ykaxem anroputm wudgpoBaHus AES 128 bit,
anroput™m ayteHtudmkaumm MD5. laHHble napaMeTpbl 6e30MacHOCTN UCNOMb3YHTCA AN 3aWunThbl IPsec-
TYHHENs:

esr(config)# security ipsec proposal ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

Co3gaavm nonutuky ansa IPsec-tyHHens. B nonvTtuke ykasblBaeTcs paHee onvcaHHblil Habop asiropuTtMoB /14
IPsec-TyHHeNA.

esr(config)# security ipsec policy 1ipsec_poll
esr(config-ipsec-policy)# proposal 1ipsec_propl
esr(config-ipsec-policy)# exit
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Coszgagum IPsec VPN. B VPN yka3biBaetcs w03 IKE-npoTokona, nonntuka IPsec-TyHHens, pexnm oomeHa
Kntoyamm 1 cnocob ycTaHOB/IEHUS coeanHeHus. ocne BBoga BCeX NapameTpoB BK/IHOUMM TYHHE b KOMaHZO
enable:

esr(config)# security 1ipsec vpn ipsecl
esr(config-ipsec-vpn)# mode ike
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_gwl
esr(config-ipsec-vpn)# ike ipsec-policy 1ipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

esr(config)# exit

CoCTOsiHME TYHHENSI MOXXHO NMOCMOTPETb KOMaHAOiA:
esr# show security ipsec vpn status tipsecl
KoHdhurypauuio TyHHeNsi MOXHO NOCMOTPETb KOMaHA0iA:

esr# show security ipsec vpn configuration ipsecl

8.4.5 Mpumep HacTpoliku Policy-based IPsec VPN c ayTeHTuchukauyueii ceptuchukatam X.509,
BbinucbiBaemMbiX PKI-knneHTom

3apgaua:
ESR ESR
LAN : - :
R1 | ' R2
: IPsec Tunnel :

............................................................................................

HacTtpouTts IPsec-TyHHenb mexay R1 n R2.
R1 IP-apgpec — 198.51.100.1,
R2 IP-apgpec — 203.0.113.1;

PKI:
* R1 BbicTynaet B ponu PKI-cepBepa — yA0CTOBEPAIOLENO LLeHTpa C caMonoAnMcaHHbIM cepTudinkaTom;
* Ha R1 n R2 HacTpauBatoTca PKI-k/imeHTbl, 3anpalivBaroLLme Bbinyck ceptudpmkartos ans IPsec VPN Ha
R1.
IKE:

* rpynna Audpcomn-Xannmaxa: 2;

« anropuTtm wudposanus: AES 128 bit;

* anroputm ayteHtudmkaumm: MDS5;

* ayTeHTUurkaumsa no ceptudmkaram X.509.
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IPsec:

+ anropuTm wudpposaHus: AES 128 bit;
* anroputm ayteHtudukaumm: MDS5.

PelwweHune:

B firewall Heo6xoaymo paspelumntb npotokon ESP, UDP-nopt 500 (an1s npotokona ISAKMP), UDP-nopT
4500 (ans IPsec Tpaduka npy Hannumm NAT mexay IPsec coceasimm). Takke Ha cTopoHe R1
Heobxoammo paspewwntb TCP-nopt 80 ana goctyna PKI-knneHTos K PKl-cepsepy.

1) KoHdhurypuposaHue R1

HacTtpoum IP-agpec Ha BHELWHEM CeTeBOM MHTepdelice:

esr# configure

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# ip address 198.51.100.1/24
esr(config-if-gi)# exit

HacTtpoum NTP-knneHTa Ha nonyyeHne TOUHOro BpeEMEHM OT LWto3a VIHTepHeT-npoBaligepa:

esr(config)# ntp enable

esr(config)# ntp server 198.51.100.15
esr(config-ntp-server)# exit
esr(config)#

HacTpoum PKI-cepeep. B Hem 3anonHum otmuntensHoe nms, challenge-password, Bpems Xusmm
BbINMCbIBAEMbIX KIIMEHTCKMX CEPTUCIMKATOB 1 NpuBshxeM PKI-cepBep K BHELLHEMY CETEBOMY UHTepdelicy:

esr(config)# crypto pki server

esr(config-pki-server)# subject-name

esr (config-pki-server-subject-name)# country RU
esr(config-pki-server-subject-name)# state Moscow
esr(config-pki-server-subject-name)# locality Moscow
esr(config-pki-server-subject-name)# organization Company
esr(config-pki-server-subject-name)# common-name ca.company.loc
esr(config-pki-server-subject-name)# exit
esr(config-pki-server)# source-interface gi 1/0/1
esr(config-pki-server)# challenge-password password
esr(config-pki-server)# lifetime 7
esr(config-pki-server)# enable

esr(config-pki-server)# exit

esr(config)#
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Ha aTom atane Heo6XxoAMMO NPUMEHUTb KOHUIypaumio Ha MapLupyTusaTope, YTobbl NoNy4YnTb LMGPOBOi
oTnevarok ceptudmkata PKI-cepeepa 13 BbiBoga komaHabl show crypto pki server, oH noHago6utcs B
fanbHenwen HacTpolike PKI-knneHToB:

esr# show crypto pki server

Status: Enabled

Lifetime days: 14

Certificate fingerprint: 79:D2:B6:TE:DF:77:2D:C5:27:68:99:10:BA:EC:D2:47
Source: gigabitethernet 1/0/1

Last issued serial number: --

Challenge password: Active

ESR.CA#

Mpopomknm ganbHelwyro HacTpoliky PKI-knneHTa. Heob6xoanmo 3anonHntb otanuntensHoe nms, URL ans
noaknoueHus Kk PKI-cepsepy (B cryyae maplupytusatopa R1 — ero co6¢TBeHHbIN IP-agpec, Ha3HauYeHHbI Ha
BHELLHWI MHTepPIEeiic), paHee NonyyYeHHbIV LcpoBoli oTneyaTok cepTudmkata PKI-cepBepa 1 JOMEHHOE UMS
MapLLpyTM3aTopa B KauecTBe a/ibTEPHATMBHOIO UMEHUN KIMEHTCKOTO cepTudmkara:

esr(config)# crypto pki trustpoint TP_R1
esr(config-trustpoint)# subject-name
esr(config-trustpoint-subject-name)# country RU
esr(config-trustpoint-subject-name)# state Moscow
esr(config-trustpoint-subject-name)# locality Moscow
esr(config-trustpoint-subject-name)# organization Company
esr(config-trustpoint-subject-name)# common-name rl.company.loc
esr(config-trustpoint-subject-name)# exit
esr(config-trustpoint)# subject-alt-name
esr(config-trustpoint-san)# dns rl.company.loc
esr(config-trustpoint-san)# exit

esr(config-trustpoint)# url http://198.51.100.1/
esr(config-trustpoint)# fingerprint 79:D2:B6:7E:DF:77:2D:C5:27:68:99:10:BA:EC:D2:47
esr(config-trustpoint)# challenge-password password
esr(config-trustpoint)# enable

esr(config-trustpoint)# exit

esr(config)#

Mepeigem K HacTpolike VPN.

Cosgaavm Habop anroputmoB Ansa npotokona IKE. B Habope ykakem rpynny Anddn-Xansimana 2, afiroputm
wudopoaHusa AES 128 bit, anroputm ayteHTudpmkauumn MDS. [JaHHble napameTpbl 6e30nacHOCTU
ucnosnb3yroTca ang 3awuntsl IKE-coegnHeHns:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aesl128
esr(config-ike-proposal)# exit
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Cosgaavm nonutuky npotokona IKE. B nonuTrke ykasbiBaeM paHee co34aHHbIli Habop anropuTmos, B
KayecTBe MeTofa ayTeHTudmnkaLmmn Bbibnpaem "trustpoint” n B komaHze crypto trustpoint ykassiBaem nvs
paHee co3gaHHoro PKI-knneHTa, BbinMcbiBaeMble UM cepTudrkaTsl OyAyT UCMONb30BaHbI NMpu
ayteHTudomkaumn IKE-ceccum:

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# authentication method trustpoint
esr(config-ike-policy)# crypto trustpoint TP_R1
esr(config-ike-policy)# exit

Cos3gagum w3 nportokona IKE. B gaHHOM pasgerne npusshXem paHHee co3gaHHyr nonnTtuky npotokona IKE,
ykakem IP-agpeca gna noctpoeHust IPsec TyHHenst n Habop NOKaslbHbIX Y yAA/IEHHbIX CETEN, Tpadmk mexay
KOTOpbIMW Heobxoaumo ByaeT wndpoBatb. Takke ykaxem sepcuto npotokona IKE n «policy-based» B
KayecTBe pexuma nepeHanpasneHns Tpadrka B TYHHeSb:

BaXHbIM MOMEHTOM Npu HacCTpolike ayTeHTUdmKaumm no ceptudonkaram X.509 asnsercs ykasaHve
KoppekTHbIX local id n remote id, npucyTcTBYOLWMX B cepTudmkaTtax B Ka4eCcTBe a/ibTEPHATUBHbLIX UMEH
ceptudmkara. MNockosnbky paHee B HacTpolikax PKI-knneHTa B kauecTBe afibTepHaTUBHOIO NMEHM
6b1/10 yKa3aHo No/IHOe AOMEHHOE MMS MapLlipyTmnsaTopa — ykakem ero n B komaHgax local id n remote
id.

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)# ike-policy ike_poll
esr(config-ike-gw)# local address 198.51.100.1
esr(config-ike-gw)# local network 10.0.0.0/16
esr(config-ike-gw)# remote address 203.0.113.1
esr(config-ike-gw)# remote network 192.0.2.0/24
esr(config-ike-gw)# local 1id dns rl.company.loc
esr(config-ike-gw)# remote id dns r2.company.loc
esr(config-ike-gw)# mode policy-based
esr(config-ike-gw)# exit

Cos3gaamm Habop anropuTmoB Anst IPsec-TyHHens. B Hem ykaxem anroputm wudgpoBaHus AES 128 bit,
anroput™m ayteHtudmkaumm MD5. [laHHble napaMeTpbl 6e30MacHOCTN UCNOMb3YHTCA A5 3aWunThbl IPsec-
TYHHENs:

esr(config)# security ipsec proposal ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

Co3gaavm nonutuky ans IPsec-tyHHens. B nonvtuke ykasblBaeTcs paHee onvcaHHblil Habop asiropUTtMoB /14
IPsec-TyHHeNA.

esr(config)# security ipsec policy 1ipsec_poll
esr(config-ipsec-policy)# proposal 1ipsec_propl
esr(config-ipsec-policy)# exit
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Coszgagum IPsec VPN. B VPN ykasbiBatoTca w3 IKE-npoTokona, nonuTtuka IPsec-TyHHens, pexum obmeHa
Kntoyamm 1 cnocob ycTaHOB/IEHUS coeanHeHus. ocne BBoga BCeX NapameTpoB BK/IHOUMM TYHHE b KOMaHZO
enable:

esr(config)# security ipsec vpn ipsecl
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_gwl
esr(config-ipsec-vpn)# ike ipsec-policy ipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

esr(config)# exit

2) KoHdourypmpoBaHue R2

HacTtpoum IP-agpec Ha BHeLLHEM CeTEBOM MHTepdieiice:

esr# configure

esr(config)# interface gi 1/0/1
esr(config-if)# ip address 203.0.113.1/24
esr(config-if)# exit

MpousBegem HacTpoiiky HacTpoliky PKI-knneHTa. Heo6xoamMmo 3anonHuTb oTinumutensHoe ums, URL gns
noakntoueHus Kk PKl-cepsepy (B criyuyae maplupytusatopa R2 — BHelluHwWit IP-agpec maplupyTusatopa R1),
paHee nosyveHHbli umdpoBoli oTnevaTok ceptudpmkata PKIl-cepeepa 1 fOMeHHOe nMsA MapLupyTusaropa B
KayecTBe a/lbTePHAaTUBHOIO UMEHW KIIMEHTCKOrO cepTudimkara:

esr(config)# crypto pki trustpoint TP_R2
esr(config-trustpoint)# subject-name
esr(config-trustpoint-subject-name)# country RU
esr(config-trustpoint-subject-name)# state Moscow
esr(config-trustpoint-subject-name)# locality Moscow
esr(config-trustpoint-subject-name)# organization Company
esr(config-trustpoint-subject-name)# common-name r2.company.loc
esr(config-trustpoint-subject-name)# exit
esr(config-trustpoint)# subject-alt-name
esr(config-trustpoint-san)# dns r2.company. loc
esr(config-trustpoint-san)# exit

esr(config-trustpoint)# url http://198.51.100.1/
esr(config-trustpoint)# fingerprint 79:D2:B6:7E:DF:77:2D:C5:27:68:99:10:BA:EC:D2:47
esr(config-trustpoint)# challenge-password password
esr(config-trustpoint)# enable

esr(config-trustpoint)# exit

esr(config)#
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Mepeligem K HacTporike VPN.

Coszgagmm Habop anroputmoB ansa npotokona IKE. B Habope ykaxkem rpynny Anddpu-XannamaHa 2, asiroputm
wundpposaHus AES 128 bit, anroputm ayteHTncukaumm MDS. [laHHble napameTpbl 6€30NacHOCTH
ncnosnb3ytoTca ang 3awuntsl IKE-coegnHeHus:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aesl128
esr(config-ike-proposal)# exit

esr(config)#

Cosgaavm nonutuky npotokona IKE. B nonutrke ykasbiBaeM paHee co34aHHbIli Habop anropuTmos, B
KayecTBe MeTofa ayTeHTudmkauumn Bolbupaem «trustpoint» n B komaHge crypto trustpoint ykasbiBaem nms
paHee co3gaHHoro PKI-knneHTa, BbinMcbiBaeMble UM cepTudrkaTsl OyayT NCMONb30BaHbI NMpu
ayteHTudgukaumm IKE-ceccun:

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# authentication method trustpoint
esr(config-ike-policy)# crypto trustpoint TP_R2
esr(config-ike-policy)# exit

Cozgagum w3 npotokona IKE. B gaHHOM pa3sgerne npuBsXem paHee co3gaHHy nonntuky npotokosna IKE,
ykakem IP-agpeca gna noctpoeHus IPsec TyHHenst 1 Habop NIOKasIbHbIX Y yAaIeHHbIX CeTel, Tpatuk mexay
KOTOpPbIMW HEeo6XxoAMMOo ByAeT WwudposBaTb. Takke ykaxxeM Bepcuto npotokona IKE n «policy-based» B
KayecTBe pexvmMa nepeHanpas/ieHns Tpagnka B TYHHe b:

BaXXHbIM MOMEHTOM NpPK HacTpolike ayTeHTUdMKaumm no ceptudukaram X.509 asnsetca ykasaHve
KoppekTHbIX «local id» n «remote id», NpuCyTCTBYOLWMUX B CEPTUdIMKATaX B KAYECTBE asibTEPHATUBHbIX
UMeH ceptudmnkara. Nockosnbky paHee B HacTpolikax PKI-knneHTa B kKayecTBe a/ibTeEpHATUBHOIO MEHM
6b1/10 yKa3aHo No/IHOe AOMEHHOE MM MapLlipyTmnsaTopa — ykakem ero n B komaHgax local id n remote
id.

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)# ike-policy ike_poll
esr(config-ike-gw)# remote address 198.51.100.1
esr(config-ike-gw)# remote network 10.0.0.0/16
esr(config-ike-gw)# local address 203.0.113.1
esr(config-ike-gw)# local network 192.0.2.0/24
esr(config-ike-gw)# local 1id dns r2.company.loc
esr(config-ike-gw)# remote id dns rl.company.loc
esr(config-ike-gw)# mode policy-based
esr(config-ike-gw)# exit
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Cosgaavm Habop anroputmoB Ans IPsec-TyHHens. B Hem ykaxkem anropuTtm wugpoBaHus AES 128 bit,
aniropuT™ ayteHTudmkaumm MD5. laHHble napaMeTpbl 6e30MacHOCTN UCNOMb3YHTCA A4 3awmnThbl IPsec-
TYHHenNs:

esr(config)# security ipsec proposal +ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

Cosgaavm nonutuky ans IPsec-tyHHens. B nonvTuke ykasblBaeTcs paHee onncaHHbIl Habop anroputMoB Ans
IPsec-TyHHens.

esr(config)# security ipsec policy ipsec_poll
esr(config-ipsec-policy)# proposal ipsec_propl
esr(config-ipsec-policy)# exit

Cosgaaum IPsec VPN. B VPN ykasbiBatotcs w3 IKE-npoTokona, nonutuka IPsec-TyHHens, pexum obmMmeHa
K/lo4aMu 1 cnocob ycTaHoBEHUA coeuHeHus. Mocie BBoAa BCeX NapaMeTpoB BK/IHOUYNM TYHHEIb KOMaHAow
enable:

esr(config)# security ipsec vpn ipsecl
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_gwl
esr(config-ipsec-vpn)# ike ipsec-policy 1ipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

esr(config)# exit

CoCTOsIHME TYHHENS MOXHO NOCMOTPETL KOMaHAO0M:
esr# show security ipsec vpn status 1ipsecl

KoHdurypauuio TyHHeNst MOXHO NOCMOTPETb KOMaHAOiA:
esr# show security 1ipsec vpn configuration ipsecl

CocTosiHue PKI-knmeHTa 1 Bpems crieaytolleli npoLleaypbl aBToMaTMyeckoro nepeBbinycka cepTudmkara
MOXHO MOCMOTPETb KOMaH/0ii:

esr# show crypto pki trustpoint TP_R1

8.4.6 Anroputm HacTtpoiiku Remote Access IPsec VPN

Remote Access IPsec VPN - cueHapuii opraHmsaunm BpemeHHbIx VPN-nogkaoyeHnii, B KOTOpoMm cepsep IPsec
VPN HaxoauTcs B pexvMe 0XuaaHus BXOAALUMUX NOAK/THUYEHWUIA, a KTMEHTbI OCYLLLECTB/IAIOT BPEMEHHbIEe
NOAK/IOYEHNA K cepBepy AN151 NOSTyYeHUA OOCTYyNna K CETEBbIM pecypcam.

JononHuTtensHoi ocob6eHHoCTbo RA IPsec VPN siBnsieTca BO3MOXHOCTb MCMOMNb30BaHWA ABYX(AKTOPHOM
ayTeHTudmkauum IPsec, rae nepebiM chakTopoM ayTeHTudukaummn sensietcs Extended Authentication (XAUTH)
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nnun Extensible Authentication Protocol (EAP), a BTOpbIM (DakTOpoM ayTeHTUUKaLMKN ABNSIETCS Napa NOrnH-
naponb ansa knueHta IPsec VPN.

LWar

OonucaHue

Co3zgartb IKE-3k3eMnnsip n nepeitun B
PEeXUM ero KoHgUryprpoBaHusi.

YKazaTb onvcaHune KoHuUrypupyemoro
TyHHensi (Heo6s3aTenbHO).

OnpepennTb anroputm
ayTeHTudmkaumm ans IKE
(HeoGsi3aTesIbHO).

YctaHoBuTh IP-agpec nokanbHoiA
CTOpOHbI VTI-TyHHENA
(HeoGsi3aTeNbHO).

Onpegenutb HoMmep rpynnbl Anddoun-
XannmaHa (Heo6s13aTesnbHO).

Cosgarb nonuTtuky ans npodouns IKE un
nepeinTn B pexmnm eé
KOHOUrypmpoBaHus.

KomaHpa

esr(config)# security ike proposal
<NAME>

esr(config-ike-proposal)#
description <DESCRIPTION>

esr(config-ike-proposal)#
authentication algorithm
<ALGORITHM>

esr(config-vti)# ip address <ADDR/

LEN> [unit <ID>]

nnn

esr(config-vti)# ip address <ADDR/

LEN> secondary [unit <ID>]

esr(config-ike-proposal)# dh-
group <DH-GROUP>

esr(config)# security ike policy
<NAME>

Knioun

<NAME> - nms npoduns
npotokona IKE, 3agaértca
cTpokoit go 31 cumBona.

<DESCRIPTION> — onucanue
TYHHenNs, 3a4aéTcs CTPOKOi A0
255 cumBonos.

<ALGORITHM> — anroputm
ayTeHTUuukaumm, npuHMMaeT
3HaveHus: md>5, shal,
sha2-256, sha2-384, sha2-512.
3HayeHne No ymos4aHuio:
shal.

<ADDR/LEN> - IP-agpec n
npedmkc nogceTn 3agaétcs B
Bnae AAA.BBB.CCC.DDD/EE,
roe kaxgas yacte AAA — DDD
npuHUMaeT 3HaveHus [0..255] n
EE npuHumaeT 3HaueHuns
[1..31];

<ID> - HOMep toHUTA],
NPUHUMAaET 3HadeHus [1..4].

Kntou secondary yka3blBaeT,
YTO HACTPOEHHBIN agpec
ABNAETCA AONOMHUTENbHbIM IP-
appecom. Ecnu aTo koyesoe
C/I0BO OTCYTCTBYET,
HacTpOeHHbIli agpec ABnseTcs
OCHOBHbIM |P-agpecom.
Bo3moXHO ykasaTb Ao 7
JononHuTensbHbIx IP-agpecos.

<DH-GROUP> - Homep rpynnbl

Anddm-XannmaHna, npuHumaeT
3HaueHws [1,2,5,14,15,16,17,
18].

3HaueHue no ymonyaHuio: 1.

<NAME> - umsa nonutuku IKE,
3agaétca cTpokoi ao 31
cumMmBoOna.
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7

10

11

12

OonucaHue

Onpenenutb pexmMm ayTeHTuukaumn.

3apatb pexum knveHTa (Tonbko ans
K/IMEHTA).

3ajatb BPeMms XW3HW CoeavHeHNs
npotokona IKE (Heo6si3aTesibHO).

OTkmounTb peayteHTudmnkauumio IKE
ceccum (Heo6a3aTeNnLHO).

MpwvBsA3aTh NONANUTUKY K MPOWIIO.

YkazaTb K04 ayTeHTUMKaLuu.

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-ike- policy)#
authentication method <METHOD>

esr(config-ike- policy)#
authentication mode client

esr(config-ike- policy)# lifetime
seconds <SEC>

esr(config-ipsec-policy)#
reauthentication disable

esr(config-ike-policy)# proposal

<NAME>

esr(config-ike-policy)#pre-shared-
key ascii-text <TEXT>

Knoun

<METHOD> - meToz
ayTeHTUdMKaLMm Kova.
MOXeT NPUHUMATL 3HaYEHWS:

+ xauth - psk - key — meTop,
AByXhaKTopHOW
ayTeHTMmKaumu,
ucnonb3yoLwunii napy
JIOTVH-Naposib U
npeaBapuTenbHO
NONyYeHHbIEe K/oum
LWndpoBaHus;

+ eap - MeTofq
ABYXhaKTOpHO
ayTeHTudumkaumm,
ncnonb3yLwmnii napy
NOTNH-Naposib U1
npeaBapuTenbHO
nony4YeHHble cepTuduKaThbl.

<SEC> - nepwvog BpemeHu,
NMPUHUMAET 3HAYEHNS
[4 ..86400] cekyHa,

3HaueHne no ymon4aHuio:
3600.

<NAME> - nmsa npodouns
npotokona IKE, 3apaétca
cTpokoii go 31 cumsona.

<TEXT> - cTpoka [1..64] ASCII
CVIMBOJIOB.
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13

14

15

16

17

18

19

OonucaHue

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

YkaszaTb cepTudpmkathl 1 kioum (Tonbko — esr-10(config-ike-policy)# crypto

ans metoga EAP)

Co3pgaTtb npodhusib focTyna.

Cosgarb nms nonb3oBaress.

3agarb naposb nosib3oBartesns.

Cosgatb nyn aipecoB HazHauYeHus
(Tonbko ansi cepsepa).

3aaartb NOACETb, U3 KOTOPOI ByayT
BblgaBatbCsl IP knneHTam (Tonbko as
cepBepa).

Cospgartb w3 ans IKE v nepeliti B
PEXMM €ro KOHPUTYPUPOBaHUS.

<CERTEFICATE-TYPE> <NAME>

esr(config)# access profile
<NAME>

esr(config-access-profile)# user
<LOGIN>

esr(config-profile)# password
ascii-text <TEXT>

esr(config)# address-assignment
pool <NAME>

esr(config-pool)# ip prefix <ADDR/
LEN>

esr(config)# security ike gateway
<NAME>

Knoun

<CERTIFICATE-TYPE> - Tun
cepTudmkarta unm Knwya,
MOXET NPUHMMAaTb CreayroLlme
3HaYeHus:

+ ca — ceptudmkart
yAOCTOBEPSIOLLEro
cepsepa;

+ crl — cnucok 0To3BaHHbIX
cepTumkaros;

+ local-crt — ny6nunyHbIii
cepTudomnkar cepeepa
yA&1EHHOro A0CTyna;

+ local-crt-key — npuBaTtHblIii
KoY cepeepa yaaIEHHOro
Joctyna.

<NAME> - nmsa ceptudmkara
WKW KoYa, 3a4aETCs CTPOKOIA
no 31 cumona.

Ha cTopoHe cepBepa
Heobxoanmo Aob6aBuTb Habop
cepTuchmkatos (ca, local-crt,
local-key).

Ha cTopoHe kniveHTa
Heob6xo0AMMO yKasaTb TOJIbKO
KOpHeBOWi cepTudomkar (ca).

<NAME> - nmsa npoduns
[0CTyna, 3a4aéTcsA CTPOKOW A0
31 cumBona.

<LOGIN> — noruH knneHTa,
3agaéTca cTpokoit Ao 31
cumBona.

<TEXT> - cTpoka [8..32] ASCII
CVMBOJI0B.

<NAME> - nms nyna agpecos
HasHa4yeHus, 3a4aETCS CTPOKOIA
0o 31 cumBona.

<ADDR/LEN> - agpec noacetu
1 npedoukc.

<NAME> - nms wnio3a
npotokona IKE, 3apaétca
cTpokoii go 31 cumsona.
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20

21

22

23

24

25

OonucaHue

MpuBasatb nonuTtuky IKE.

YCTaHOBUTL PEXMM NepeHanpas/ieHns
Tpadomka B TyHHEe b.

Ykasatb geiicteue gns DPD
(Heo6s13aTE/NbLHO).

YkasaTtb MHTepBas1 Mexay OTrnpaBKoii
coobueHnin mexaHnamom DPD
(HeoGsi3aTeNbHO).

Yka3aTb nepuog BpeMeHn oXugaHms
oTBeTa Ha coobuieHus mexaHnsma DPD
(HeoGnA3aTENbHO).

YkaszaTb 6a30Bblil Nepnog, BPEMEHU
OXnAaHusa O0TBETA Ha COO6LLEHMS
(HeoGsi3aTeNbHO).

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-ike-gw)# ike-policy
<NAME>

esr(config-ike-gw)# mode <MODE>

esr(config-ike-gw)# dead-peer-
detection action <MODE>

esr(config-ike-gw)#dead-peer-
detection interval <SEC>

esr(config-ike-gw)# dead-peer-
detection timeout <SEC>

esr(config-ike-gw)# retransmit
timeout <SEC>

Knoun

<NAME> — nma nonuTukm
npotokona IKE, 3agaértca
cTpokoit go 31 cumBona.

<MODE> - pexum
nepeHanpasfieHns Tpaguka B
TYHHE b, NPUHUMAET 3HAYEHUS:

+ policy - based — Tpacmk
nepeHanpasfsieTcs Ha
OCHOBE NPUHAAIEXHOCTU K
yKa3aHHbIM B MOANTUKAX
noaceTam.

<MODE> - pexum pa6otbl DPD:

+ restart - coegnHeHue
nepeyctaHaB/IMBaETCH;

+ clear - coeguHeHune
ocTaHaB/VBaeTCs;

+ hold - coeanHenmne
noaaepXuBaeTcs;

* none — MexaHusM
BbIK/TOYEH, HAKAKNX
OENCTBUIA He
npeanpuHMMaeTcs.

3HaueHve no YMO/THaHUIO!
none.

<SEC> — nHTtepBan mexay
OTMpPaBKOW COOBLLEHW
mexaHu3mom DPD, npuHumaet
3HaueHus [1..180] cekyHa.

3HayeHue no yMo4aHuio: 2.

<SEC> - nepuog BpemeHu
oXugaHusa oTeBeTa Ha
coobuieHna mexaHnsma DPD
npUHUMaeT 3HaueHus [1..180]
CeKyH.

3HaueHue no ymonyaxuio: 30
CeKyHA,

<SEC> — 6a30BbIli nepunos
BPEMEHW OXUAaHMsa oTBETa Ha
COO00LLEHNS NPUHMAET
3HaueHws [1..30] cekyHa.
3Ha4veHVe No ymonyaHuio: 4
CekyHAbl.
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26

27

28

29

30

31

OonucaHue

YKa3aTb KO/IMYECTBO MOMbITOK
NMOBTOPHO OTNPaBKN COOBLLIEHWI
nocne HacTynneHus TalimayTa
oXuaaHus oteeta (Heo6s3aTenbHo).

YKasaTb ypOBEeHb C/lyyaitHoro pasépoca
neproaa oXxmaaHus otTeeTa Ha
c0006LeHns (Heo6s13aTesNLHO).

YkasaTb orpaHuyeHre MakCMMasibHoro
neproaa BPeMEH) OXMAaHUA OTBETA Ha
co06LIeHns (Heo6s13aTesNLHO).

3agaTb nyn AMHaMMYeCcKoro
BblaeneHus IP-agpecos
KnueHTam (ToSbKO A1 CEPBEPA).

3asaTb pexuM AMHAMUYECKOTo
YCTaHOB/IEHUS YQ/IEHHOV NOACETM
(TonbKo AN KNMEHTA).

3apatb npodunb focTtyna (Tonbko Ans
cepBepa).

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-ike-gw)# retransmit
tries <TRIES>

esr(config-ike-gw)# retransmit
jitter <VALUE>

esr(config-ike-gw)# retransmit
limit <SEC>

esr(config-ike-gw)# remote
network dynamic pool <NAME>

esr(config-ike-gw)# remote
network dynamic client

esr(config-ike-gw)# access-profile
<NAME>

Knoun

<TRIES> — konuuecTBO
MONbITOK NOBTOPHOW OTNPaBKM
COO00LLEHWI B Cnyyae
HacTyn/eHus TanmayTta
oXnaaHua oTBeTa NpyHUMaeT
3Ha4veHusa ot 1 go 10.

[n1a nepBoro otTnpas/fieHHOro
CO06LLEHNS NeprOoA BPEMEHN
oXugaHua oteseTa OyneT paseH
6a3oBoMy nepuoay,
yKaszaHHOMY B KOMaHfe
retransmit timeout, a ans
nocneayoLwmx nonbITok
NHTepBan oxugaHus éynet
paccuntaH no copmyne:

‘retransmit timeout" * 1.8 *
(N-1), rge N - Homep NonbITKY.

3HaueHune no yMmonyaHuio: 5
MOMbITOK.

<VALUE> — makcumanbHblii
MPOLEHT pasbpoca 3Ha4YeHui,
npuHumaeT 3HadeHus [0..100].

3HaueHne no ymonyaHuio: 0 %

<SEC> — MaKkcMasibHbIi
nepvog, BpeMeHN OXuaaHus
OoTBETa Ha Co06LIEHUS
npvHUMaeT 3HauveHus [15..300]
CEeKyHS.

3HaueHue no ymonyaHuio: 0
CeKyHf, y nepuoga Het
BEpXHero npeaena.

<NAME> - nmsa nyna agpecoB
HasHa4yeHus, 3a4aETCS CTPOKOIA
0o 31 cumona.

<NAME> - nmsa npoduns
[ocTyna, 3a4aéTCA CTPOKOW A0
31 cumBona.
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32

33

34

35

36

37

OonucaHue

3apatb Npodunsaib AoCTyna U NOruH

(Tonbko ANst KNNEHTA).

3agaTb uHTeppeiic TepMmHaun
BblaeneHHoro IP ans noctpoeHus IPsec

VPN (TonbKo 4n1s KNUEHTA).

Cozpgartb npoduns IPsec.

Onpegenntb anropntm
ayTeHTUpmkaumm ans IPsec
(HeoGsi3aTeNbHO).

Onpefenntb anropntv WNgpoBaHns

ansi IPsec (Heobsi3aTesibHO).

YkazaTb NpoTokos (Heo6a3aTeNbHO).

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-ike-gw)# access-profile

<NAME> client <LOGIN>

esr(config-ike-gw)# assign-
interface loopback <INDEX>

esr(config)# security ipsec
proposal <NAME>

esr(config-ipsec-proposal)#
authentication algorithm
<ALGORITHM>

esr(config-ipsec-proposal)#
encryption algorithm
<ALGORITHM>

esr(config-ipsec-

proposal)#protocol <PROTOCOL>

Knoun

<NAME> - umsa npoduns
[0CTyna, 3a4aéTcsi CTPOKOR Ao
31 cumBona;

<LOGIN> — noruH knneHTa,
3agaéTca cTpokoit o 31
cumBona.

<INDEX> - nHpgekc
NHTepdelica, NpUHUMaeT
3HaueHus [1..65535].

<NAME> - nmsa npoduns
npotokona IPsec, 3anaétca
cTpokoii go 31 cumBona.

<ALGORITHM> — anroputm
ayTeHTUdmKaLmMKn, NPUHUMaET
3HadyeHus: md5, shai,
sha2-256, sha2-384, sha2-512.

3Ha4YeHne No yMon4yaHuio:
shal.

<ALGORITHM> — npotokon
LUMhPOBaAHUS, MPUHUMAET
3HauveHus: des, 3des,
blowfish128, blowfish192,
blowfish256, aes128, aes192,
aes256, aes128ctr, aes192ctr,
aes256c¢tr, camellia128,
camellia192, camellia256.

3Ha4veHne No yMO/IHaHuio:
3des.

<PROTOCOL> -
VHKaNCyMpyoLLuii NPOTOKON,
NPUHUMAET 3HAYEHUS:

+ ah — gaHHbIii NpoToKON
OCYLLLECTB/IAAET TO/IbKO
ayTeHTudurkauuo Tpaduka,
LWnhpoBaHMe aHHbIX He
BbIMOJIHAETCS;

* €Sp — AaHHbI NPOTOKON
ocyluecTsBnser
ayTeHTUdrKaumIo 1
LWndpoBaHue Tpadmka.

3HaueHne No yMon4yaHuio: esp.
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38

39

40

41

42

43

OonucaHue

3apgaTtb config-ipsec-proposal
KOHhMIrypmpoBaHusi.

MpwvBA3aTh NONUTUKY K NPOUIO.

3agatb Bpems xun3Hu IPsec-TyHHens
(Heo6s13aTE/NBLHO).

Cospatb IPsec VPN u nepeiitn B pexum

KOHCUIyprpoBaHus.

OnpeaennTb pexmnM coriacoBaHus

[laHHbIX, HE0GX0AVMMbIX A5t aKTUBALIN

VPN.

MpuesasaTb IPsec nonntuky k VPN.

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config)# security ipsec policy
<NAME>

esr(config-ipsec-policy)# proposal
<NAME>

esr(config-ipsec-policy)# lifetime
{ seconds <SEC> |

packets <PACKETS> | kilobytes
<KB> }

esr(config)# security ipsec vpn
<NAME>

esr(config-ipsec-vpn)# mode
<MODE>

esr(config-ipsec-vpn)#ike ipsec-
policy <NAME>

Knoun

<NAME> — nmsa nonnTtnkun
IPsec, 3agaétcs cTpokoin go 31
cumBoONa.

<NAME> - umsa npoduns
npotokona IPsec, 3agaértcs
cTpokoit go 31 cumBona.

<SEC> — nepuog BpemeHu
XWU3HW IPsec-TyHHens, no
NCTEYEHUN KOTOPOro
npoucxoguT
nepecoriiacoBaHue.

MPUHUMAET 3HAYEHNS
[1140..86400] cekyHa,

3HaueHue no ymonyaxuio: 540.

<PACKETS> — KonnuecTtBo
nakeToB, Nocsie nepegaqn
KOTOPbIX MPONCXOAUT
nepecornacosaHue IPsec-
TYHHEnNs.

MpuHUMaeT 3HaueHus
[4..86400].

3Ha4yeHVe No yMo4aHuio:
OTKJ/THOYEHO.

<KB> — o6bem Tpaduka, nocre
nepegayv KOToporo
npoucxogut
nepecornacosaHue IPsec-
TyHHens. MNpuHMMaeT 3Ha4eHns
[4..4608000] cekyHa.

3Ha4veHVe No yMo/14aHuio:
OTKJ/TOYEHO.

<NAME> - nmsa VPN, 3agaétca
cTpokoii go 31 cumsona.

<MODE> — pexum pa6oTtbl VPN,
NPUMHUMAaET 3HaveHus: ike,
manual.

<NAME> - nms IPsec-

NOMUTUKK, 334aETCS CTPOKA A0
31 cumBona.
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44

45

46

47

48

OonucaHue

3apatb 3HaYeHne DSCP ans
ncnonb3osaHusa B |IP-3aronoske
ncxogawmx naketos IKE-npoTokona
(HeoGsi3aTesNbHO).

YcTaHaBMBAETCA PEXUM akTuBaLm
VPN.

OcyuecTtBuTb NpuBA3ky IKE-wno3a k
VPN.

YCTaHOBUTb 3HAYEHNE BPEMEHHOIO
WHTepBasia B CEKyHAax, MO UCTEYEHUIO
KOTOPOro CoefMHEHWE 3aKpbIBaeTCs,
€C/IM He BbIN0 NPUHATO UK NepefaHo
HW ofHOro naketa yepes SA
(HeoGsi3aTesbHO).

OTKIUUTL NEepecoracoBaHve Ktyei
00 paspbiBa IKE-coegnHeHnsa no
NCTEYEHUIO BPEMEHM, KONTMYECTBY
nepegaHHbIX NakeToB Unn 6ainT
(HeoGsi3aTesNbHO).

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-ipsec-vpn)#ike dscp
<DSCP>

esr(config-ipsec-vpn)#ike
establish-tunnel <MODE>

esr(config-ipsec-vpn)# ike
gateway <NAME>

esr(config-ipsec-vpn)# ike idle-
time <TIME>

esr(config-ipsec-vpn)#ike rekey
disable

Knoun

DSCP> - 3HaueHune koga DSCP,

MPUHUMAaET 3HaYEeHUs B
Avanasone [0..63].

3HayeHue no ymonyaHuio: 63.

<MODE> — pexum aktnBaymm
VPN:

+ by - request — coegnHeHne

aKTUBMPYETCS BCTPEYHOL
CTOPOHOIA, AOCTYMNHO A1
cepBepa;

* route — coeiMHeH e
aKTMBMpyeTcs Npu
nosiBneHun Tpadguka,
MapLLpyTU3MPyEMOrO B
TYHHE/1b, AOCTYMHO 4151
cepBepa;

+ immediate — TyHHENDb
aKkTnBupyetcs
aBTOMAaTM4eckn nocne
NpUMeHeHNs
KOHJourypaumm, LOCTYNHO
4Ns KNMeHTa.

<NAME> - nms IKE-wnto3a,
3agaéTca cTpokoit Ao 31
cumBona.

<TIME> — uHTepBan B
CcekyHpax, MpuHumaeT
3HaueHus [4..86400].

3HaueHue no ymonyaxuio: 0.

3Ha4veHVe No yMOYaHuio:
BK/1IO4EHO.
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49

50

51

52

OonucaHue

HacTtpouTb Hayasio nepecoriacoBaHns
kntoueii IKE-coeanHeHns oo ncteveHns

BPEMEHM XMN3HU (He06s13aTesIbHO).

YCTaHOBUTb YPOBEHb C/TyHYaiHOrO
pasbpoca 3Ha4yeHwuii napaMeTpoB
marginseconds, marginpackets,
marginkilobytes (Heo6si3aTenbHO).

Onucatb VPN (Heo6s13aTesbHO).

AktnsupoBaTtb IPsec VPN.

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-ipsec-vpn)# ike rekey
margin { seconds <SEC> |
packets <PACKETS> | kilobytes
<KB> }

esr(config-ipsec-vpn)# ike rekey
randomization <VALUE>

esr(config-ipsec-vpn)# description

<DESCRIPTION>

esr(config-ipsec-vpn)# enable

Knoun

<SEC> — nHTepBan BpemeH” B
CeKyHAaax, ocTaBLUNACS A0
3aKpbITUSI COEANHEHNS
(3apaeTcst komaHAoi
lifetimeseconds) . NpuH1MaeT
3HaueHus [4..86400].
3HaueHue no ymonyaHuio: 540

<PACKETS> - konuyectso
NakeToB, OCTaBLUMXCA A0
3aKpbITUS COEANHEHNS
(3apaeTcst komaHAao
lifetimepackets). MpuHmaeT
3HaueHus [4..86400].
3Ha4veHne No yMO/IHaHuio:
OTK/IKOHEHO.

<KB> - o6bem Tpaduka B
KnnobaimTax, oCTaBLUMIACS [0
3aKpbITUSI COEANHEHUS
(3apaetcs komaHol
lifetimekilobytes). MpuHumaeT
3HayeHus [4..86400]
3Ha4yeHVe No yMo4aHuio:
OTK/THOYEHO.

<VALUE> — makcumanbHblii
MPOLEHT pasbpoca 3Ha4YeHwi,
NpUHUMaEeT 3HadeHuns [1..100].

3HaveHue no ymonyaxuio: 100.
<DESCRIPTION> - onuncaHwve

npocunns, 3agaéTcs CTPOKOWA
00 255 cMMBO/OB.
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War OnucaHue KomaHpa Knoun

53 BkNOUNTL pexum nepenokioyeHns esr(config-ipsec-vpn)# security ike <MODE> - pexum
knueHtoB XAUTH ¢ ogH1m normHom/ session uniqueids <MODE> nepenoaxKnYeHuns, npuHUMaeT
naponem (ToNbKO AN cepeepa) cnepyoume 3HaYeHus:
(HeoGsi3aTesNbHO).

* NO — YCTaHOBJ/IEHHOE
nogknoyeHne XAUTH
6yaeT yaaneHo, ecnu Ans
HOBOTrO NOAK/OYEHNSA
XAUTH nHuuymaropom
coeavHeHus 6byaet
OTMpaB/IEHO YBEAOM/IEHNE
"INITIAL_.CONTACT", 6yzet
Ha3HayeH paHee
MCMnosib30BaHHbIN IP-agpec.
B npotuBHOM cniyyae,
yCTaHOBJ/IEHHOE
coepguHeHne XAUTH 6yget
yaepxaHo. 114 HoBoro
nogknoyeHns XAUTH
OyA€eT Ha3Ha4YeH HOBbIN |P-
aapec.

* never — yCTaHOB/IEHHOE
nogkntodeHne XAUTH
6ynet yaepxaHo. ns
HOBOrO NOAK/OYEHNSA
XAUTH 6ygeT Ha3HaueH
HoBbI IP-agpec.
Yeepomnenue "INITIAL_CO
NTACT" 6ygeT B /1060M
c/y4yae npourHopnpoBaHo.

* replace — yctaHOBNeHHOe
nogknoyeHne XAUTH
6ynet yaaneHo. [, HoBOro
nogxntodeHna XAUTH
6y4€eT UCNO/Mb30BaH paHee
MCMnosib30BaHHsbIN IP-agpec.

+ keep — ycTraHoBneHHoe
nogknoyeHne XAUTH
6ynet yaepxaHo. Hoeoe
nogxntodeHne XAUTH
6y4ET OTK/IOHEHO.

8.4.7 Mpumep HacTpolikm Remote Access IPsec VPN

3apgaua:

ESR

R1 | ' R2

IPsec Tunnel

ESR
180.100.0.1

10.0.0.0/16

LAN
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Hactpoutb Remote Access IPsec VPN mexay R1 1 R2 ¢ ncnons3osaHvem BTOporo hakropa ayTeHTudukaumm
IPsec - XAUTH. B kavecTBe cepBepa IPsec VPN HacTponTb MapLupytmusaTtop R1, a mapwpyTtumsaTop R2 B
KayecTtBe knveHTa IPsec VPN.

R2 IP-appec — 120.11.5.1,
R1 IP-agpec — 180.100.0.1;
Knnentam IPsec VPN:

* BblgaBaTb agpeca 13 nyna nogcetr 192.0.2.0/24
* npepoctasnaTe goctyn Ao LAN nogcetn 10.0.0.0/16

IKE:

* rpynna Audpdomn-Xannmaxa: 2;
+ anroputm wudposaHus: 3DES;
* asroputm ayteHtudmnkaumm: SHA1.

IPsec:

+ anroputm wudposaHus: 3DES;
* asroputm ayteHtudmnkaumm: SHA1.

XAUTH:

* noruH: client,
* naposb: password123.

PelwweHue:

MpeaBapuTensHo B firewall Heo6xoanMo paspelmnTb npotokon ESP n ISAKMP (UDP-niopT 500, 4500).

1. KoHdpurypuposaHue R1
HacTpoum BHELLHWIA ceTeBOW MHTepdenc n onpeaenum NPUHaaNeXHoCcTb K 30He 6e30MacHOCTY:

esr# configure

esr(config)# security zone untrusted
esr(config-zone)# exit

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# security-zone untrusted
esr(config-if-gi)# ip address 180.100.0.1/24
esr(config-if-gi)# exit

[na HacTpolikn npaBunn 30H 6e30MacHOCTN NOTpebyeTcst co3aatb NPoguab NopTa npotokona ISAKMP:

esr(config)# object-group service ISAKMP
esr(config-object-group-service)# port-range 500,4500
esr(config-object-group-service)# exit

Cosgaavm npochusib npoTtokona IKE. B npodmne ykaxkem rpynny Andodomn-Xansimana 2, asiroputm
wndpposaHus 3 DES, anroputm ayteHTudmnkauumn SHAT. laHHble napaMeTpbl 6€30MacHOCTH
ncnonb3yrTes ansa 3awmTtbl IKE-coegnHeHNs:

esr(config)# security ike proposal IKEPROP
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm shal
esr(config-ike-proposal)# encryption algorithm 3des
esr(config-ike-proposal)# exit
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Cosgaamm nonutuky npotokona IKE. B nonutuke ykasbiBaeTcs cnucok npodunein npotokona IKE, no
KOTOPbLIM MOTYT COr/1acoBbIBaTLCA Y3/1bl, KNHOY ayTeHTUdMKaumm n metog ayteHtudmkaumm XAUTH no
Knouy:

esr(config)# security ike policy IKEPOLICY
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# authentication method xauth-psk-key
esr(config-ike-policy)# proposal IKEPROP
esr(config-ike-policy)# exit

Coszgagum npoduab AoCTyna 1 3aBefem B HeM napy /I0rMH 1 naposb Ansa kaveHta IPsec VPN:

esr(config)# access profile XAUTH
esr(config-access-profile)# user clientl
esr(config-profile)# password ascii-text passwordl23
esr(config-profile)# exit
esr(config-access-profile)# exit

Cosgaavm nyn agpecoB Ha3HavyeHus, U3 KoToporo 6yayT Bblaasatbes IP knneHtam IPsec VPN:

esr-1000(config)# address-assignment pool CLIENT_POOL
esr-1000(config-pool)# ip prefix 192.0.2.0/24
esr-1000(config-pool)# exit

Cosgaaum w3 npotokona IKE. B gaHHOM npodimne Heobxoammo ykalaTb nonmTuky npotokona IKE,
yKasaTtb /I0Ka/IbHYt0 MOACETb, B Ka4eCcTBe yaanleHHOW NoAceTy ykasaTb Ny agpecosB HasHauYeHus,
3a4aTb pexum nepeHanpasneHns Tpagurka B TyHHe b M0 NOSINTUKE U UCNOJIb30BaHNe BTOPOro gpakropa
ayteHTudomkaumm XAUTH:

esr(config)# security ike gateway IKEGW

esr(config-ike-gw)# ike-policy IKEPOLICY
esr(config-ike-gw)# local address 180.100.0.1
esr(config-ike-gw)# local network 10.0.0.0/16
esr(config-ike-gw)# remote address any

esr(config-ike-gw)# remote network dynamic pool CLIENT_POOL
esr(config-ike-gw)# dead-peer-detection action clear
esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# access-profile XAUTH
esr(config-ike-gw)# exit

Cosgaavm npodunb napameTpos 6e3onacHocTy ans IPsec-TyHHens. B npodune ykaxem anroputm
wndpposaHusa 3DES, anroputm ayteHTudmnkaumm SHA1. aHHble napaMeTpbl 6€30MacHOCTK
ncnonb3yrTca Ansa 3awntsl IPsec-TyHHens:

esr(config)# security ipsec proposal IPSECPROP
esr(config-ipsec-proposal)# authentication algorithm shal
esr(config-ipsec-proposal)# encryption algorithm 3des
esr(config-ipsec-proposal)# exit

Co3pgagym nonutuky ans IPsec-TyHHens. B nonuTrke ykasbiBaeTcsl CNMcok npoduneli IPsec-TyHHens, no
KOTOPbLIM MOTYT COFMTaCOBbIBATLCS Y3/1bl.

esr(config)# security ipsec policy IPSECPOLICY

esr(config-ipsec-policy)# proposal IPSECPROP
esr(config-ipsec-policy)# exit
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Cospgagum IPsec VPN. B VPN ykasbiBaetcs w3 IKE-npoTokona, nonutuka IPsec-TyHHens, pexum
o6MeHa K/llo4YaMu 1 pexunum oxuaaHus Bxogsulero coeguHenus IPsec — by-request. MNocne BBoga Bcex
napameTpoB BK/IOYMM TYHHENb KOMaHAoi enable:

esr(config)# security ipsec IPSECVPN
esr(config-ipsec-vpn)# mode ke

esr(config-ipsec-vpn)# ike establish-tunnel by-request
esr(config-ipsec-vpn)# ike gateway IKEGW
esr(config-ipsec-vpn)# ike ipsec-policy IPSECPOLICY
esr(config-ipsec-vpn)# enable

esr(config-ipsec-vpn)# exit

Paspelunm npotokon esp v udp noptel 500, 4500 B KoHurypauwmm firewall gns ycraHoBneHus IPsec
VPN:

esr(config)# security zone-pair untrusted self
esr(config-zone-pair)# rule 1
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol udp
esr(config-zone-pair-rule)# match destination-port object-group ISAKMP
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# rule 2
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol esp
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# end

2. KoHtpurypupoBaHue R2
HacTpoum BHELLHWIA ceTeBOI MHTepdeinc 1 onpeaenum NPUHaaNeXHoCTb K 30He 6e30NacHOCTY:

esr# configure

esr(config)# interface gi 1/0/1
esr(config-if)# ip address 120.11.5.1/24
esr(config-if)# security-zone untrusted
esr(config-if)# exit

[na HacTpolikn npaBunn 30H 6e30MacHOCTN NOTPebyeTcs co3aarb NPoguab NopTa npotokona ISAKMP:

esr(config)# object-group service ISAKMP
esr(config-addr-set)# port-range 500,4500
esr(config-addr-set)# exit

Cospgaavm npochunb npotokona IKE. B npodhnne ykaxem rpynny Audpdpu-XannmaHa 2, anroputm
wndpposaHus 3 DES, anroputm ayteHTudmnkauumn SHA1. laHHble napaMeTpbl 6€30MacHOCTH
ncnonb3yrTcs ana 3awmTtbl IKE-coegnHeHNs:

esr(config)# security ike proposal IKEPROP
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm shal
esr(config-ike-proposal)# encryption algorithm 3des
esr(config-ike-proposal)# exit

251



CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

Cosgaamm nonutuky npotokona IKE. B nonutuke ykasbiBaeTcs cnucok npodunein npotokona IKE, no
KOTOPbLIM MOTYT COr/1acoBbIBaTLCA Y3/1bl, KNHOY ayTeHTUdmKaumm, Metog, ayteHTudukaumm XAUTH no
KNHOUY U pexum ayTeHTUdmKaumm — KNNeHT:

esr(config)# security ike policy IKEPOLICY
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# authentication method xauth-psk-key
esr(config-ike-policy)# authentication mode client
esr(config-ike-policy)# proposal IKEPROP
esr(config-ike-policy)# exit

Co3aaamm npodunb A0CTyna 1 3aBefleM B HeM napy /10TViH 1 Naporib:

esr(config)# access profile XAUTH
esr(config-access-profile)# user clientl
esr(config-profile)# password ascii-text passwordl23
esr(config-profile)# exit
esr(config-access-profile)# exit

Cosgaaum nHtepdpelic loopback gna tepmuHaymm IP-agpeca, nonyyeHHoro ot IPsec VPN cepsepa:

esr(config)# interface loopback 8
esr(config-loopback)# exit

Cosgaaum wino3 npotokona IKE. B gaHHOM npodinne ykasbiBaeTcsa NOANTUKA, MHTEPIENC TepMUHaLINN,
pexXuM AMHaAMNYECKOro YCTaHOBNEHNS yaasieHHOM noaceTu, Bbioop npoduns agoctyna ansa XAUTH n
pexvmM nepeHanpasneHus Tpaduka B TYHHE b MO NOJUTUKE:

esr(config)# security ike gateway IKEGW
esr(config-ike-gw)# ike-policy IKEPOLICY
esr(config-ike-gw)# assign-interface loopback 8
esr(config-ike-gw)# local address 120.11.5.1
esr(config-ike-gw)# remote address 180.100.0.1
esr(config-ike-gw)# remote network dynamic client
esr(config-ike-gw)# mode policy-based
esr(config-ike-gw)# access-profile xauth client clientl
esr(config-ike-gw)# exit

Cosgaavm npodunb napameTpos 6e3onacHocTy Ans IPsec-TyHHens. B npodune ykaxem anroputm
wndpposaHusa 3DES, anroputm ayteHTudmnkaumm SHA1. laHHble napaMeTpbl 6€30MacHOCTK
ncnonb3yrTca Ana 3awutsl IPsec-TyHHens:

esr(config)# security ipsec proposal IPSECPROP
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

Co3pgagym nonutuky ans IPsec-TyHHens. B nonuTrke ykasbiBaeTCsl CNMcok npoduneli IPsec-TyHHens, no
KOTOPbIM MOTYT COFMTaCOBbIBATLCS Y3/lbl:

esr(config)# security ipsec policy IPSECPOLICY

esr(config-ipsec-policy)# proposal IPSECPROP
esr(config-ipsec-policy)# exit
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Cospgagum IPsec VPN. B VPN ykasbiBaetcs w3 IKE-npoTokona, nonutuka IP sec-TyHHens, pexum
obMmeHa K/1oyammn 1 cnocob yCcTaHOBIEHNSA coeAnHeHus. INocne BBoAa BCEX NapamMeTpPoB BKHOYMM
TYHHeslb KoMaHol enable:

esr(config)# security 1ipsec vpn IPSECVPN
esr(config-ipsec-vpn)# mode ike
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway IKEGW
esr(config-ipsec-vpn)# ike ipsec-policy IPSECPOLICY
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

Paspewunm npoTtokon esp v udp noptbl 500,4500 B kKoHdurypauum firewall ans yctaHoBneHus IPsec VPN:

esr(config)# security zone-pair untrusted self
esr(config-zone-pair)# rule 1
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol udp
esr(config-zone-pair-rule)# match destination-port object-group ISAKMP
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# rule 2
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol esp
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# end

COoCTOsIHVE TYHHE/SI MOXHO NOCMOTPETb KOMAH/10iA:

esr# show security ipsec vpn status IPSECVPN

KoHchurypauumo TyHHEeNs MOXHO NOCMOTPETb KOMaH/AO0MA:

esr# show security ipsec vpn configuration IPSECVPN

8.4.8 MMpumep HacTpoliku DPD (Dead Peer Detection)

3apgaua:
ESR ESR
LAN : -/ :
R1 . R2
i IPsec Tunnel :

............................................................................................

HacTtpoutb Dead Peed Detection Ha R1 gns Policy-based Ipsec VPN mexay R1 n R2.

McxoaHyo KoHMrypaumo MOXHO B3ATb M3 npumMepa HacTpolikn Policy-based IPsec VPN.

253



CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

PelwweHue:

Ha R1 B wnto3e npotokona IKE ykaxem: pexxum pabotsbl DPD — restart, nHtepsas onpoca — 1 cekyHay,
TalmayT — 4 CeKyHApbl:

esr# configure

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)# dead-peer-detection action restart
esr(config-ike-gw)# dead-peer-detection interval 1
esr(config-ike-gw)# dead-peer-detection timeout 4
esr(config-ike-gw)# exit

CoCTOsIHME TYHHENS MOXHO MOCMOTPETbL KOMaHA0M:
esr# show security 1ipsec vpn status ipsecl

KoHdhurypauuio TyHHeNst MOXHO NOCMOTPETb KOMaHAOIA:
esr# show security 1ipsec vpn configuration ipsecl

Mocne paspbiBa coegnHeHnsa mexay R1 n R2 Ha R1 IPsec-TyHHesnb HauHET nepecTpavBatbcs cnycTts 4
CeKyHZbl nocne paspbisa.

esr# show security ipsec vpn status

Name Local host Remote host Initiator spi
Responder spi State
ipsecl 198.51.100.1 203.0.113.1 Ox7a77a25a55853255

Oxb62fd04f2db43d08 Established

2037-10-30TO7:52:53+00:00 %CLI-I-CMD: user admin from console 1input: show security 1ipsec vpn
status

esr# show security ipsec vpn status

Name Local host Remote host Initiator spi
Responder spi State
ipsecl 198.51.100.1 203.0.113.1 Ox77706e37b4e68cce

Ox0000000OOOOOOOOO Connecting
2037-10-30TO7:52:57+00:00 %CLI-I-CMD: user admin from console 1input: show security 1ipsec vpn
status

8.5 Hacrtpoiika LT-TyHHenewn

LT (aHrn. Logical Tunnel — normyeckunii TyHHenNb) — TUN TyHHeNel, NpegHa3Ha4YeHHbIl Ans nepeaaym
MapLUPYTHOIN MHGIOpPMaLUK 1 Tpadhuka Mexay pasnuuHbIMU BUPTYasibHbiMK MapLupyTusatopamm (VRF),
CKOH(OUIYpMpOBaHHbLIMW HA OAHOM annapaTtHOM MapLupyTtusartope. LT-TyHHeNb MOXET UCNoMb30BaTbCsa A1
opraHuM3auun B3aMmMogencTeust Mexay asymsi unun 6onee VRF ¢ npumeHeHnem orpaHnyennii firewall.
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8.5.1 AnroputMm HacTpOIiKu

OonucaHue

Cozpgarb LT-TyHHeNnu s Kaxaoro un3
cywiectaytowmx VRF.

YkasaTb onvcaHue KOH(UIyprpyembix
TyHHenel (Heoba3aTesbHO).

BkounTb kaxgplii LT-TyHHeNb B
cooTBeTcTBytoWwmin VFR.

BkntounTb Kaxablit LT-TyHHENb B 30HY
6e30nacHOCTM M HACTPOUTL Npasuna

B3aVMOAECTBMSA MeXAy 30HamMu Uin

oTkntounts firewall ansa LT-TyHHens.

[na kaxgoro LT-TyHHens 3agaTtb HOMep
MPOTMBONONOXHLIN LT TyHHENb (B
npyrom VRF).

Ona kaxgoro LT-TyHHena ykasatb IP-
agpec 418 MapLupyTM3aLmum nakeTos.
[nsa Bzanmopenctayowmx LT-
TyHHenei4, IP-agpeca Ao/mkHbl ObITb 13
oaHoi IP-noacetn.

BKIOUnNTb TYHHENWN.

[na kaxgoro VRF HacTpouTb
HeobXxo4VMble MPOTOKObI
MapLupytusauum yepes LT-TyHHe b.

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config)# tunnel It <ID>

esr(config-It)# description
<DESCRIPTION>

esr(config-It)# ip vrf forwarding
<VRF>

esr(config-It)# security-
zone<NAME>

esr(config-1t)# ip firewall disable

esr(config-It)# peer It <ID>

esr(config-1t)# ip address <ADDR/
LEN> [unit <ID>]

nnn

esr(config-It)# ip address <ADDR/
LEN> secondary [unit <ID>]

esr(config-It)# enable

Knoun

<ID> - ngeHTudmkarop
TyHHensl B AnanasoHe [1..128].

<DESCRIPTION> — onucanune
TYHHenNs, 3a4aéTcs CTPOKOW 40
255 cMmBONOB.

<VRF> - nms VRF, 3agaetca
cTpokoii go 31 cumsona.

<NAME> - M5 30HbI
6e3onacHocCTu, 3agaértcs
CTPOKOIi A0 12 CMMBONOB.

<ID> — ngeHTudpmkarop
TyHHensl B AnanasoHe [1..128].

<ADDR/LEN> — IP-agpec u
npedmkc nogcet, 3a4aéTcs B
Bnae AAA.BBB.CCC.DDD/EE,
roe kaxxgas yacte AAA — DDD
npuUHMMaEeT 3HadeHuns [0..255] n
EE npvHumaeT 3HaueHus
[1..32];

<ID> — HOMep toHNTE,
NpUHUMaET 3HaueHus [1..4].

Kntou secondary ykasbiBaer,
YTO HaCTPOEHHbI agpec
ABNAETCA AONONHUTE/bHbLIM |P-
agpecom. Ecnv aTo koveBoe
C/I0BO OTCYTCTBYET,
HaCTpPOEHHbI azpec ABNseTcA
OCHOBHbIM IP-agpecom.
Bo3moxHO ykasaTb [0 7
JonosnHuTeneHbIX IP-agpecos.
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LWar OnucaHue

9 3afaTth HTEPBA/T BPEMEHW, 38 KOTOPbIi
yCpPEeAHsIeTcs CTaTUCTVKA O Harpyske Ha
TyHHese (Heo6s3aTenbHo).

10 Yka3zatb pasmep MTU (Maximum
Transmition Unit) nakeTos, koTopbie
MOXET NPOonycKaTb AaHHbIi bridge
(Heo6s13aTEMBLHO; BO3MOXHO, €C/N B
bridge BkntoueH Tonbko VLAN).
MTU 6onee 1500 6yaeT akTUBHO
TOJIbKO B C/ly4ae NpUMeHeHUss KOMaHpbl
"system jumbo-frames".

8.5.2 Mpumep HaACTPOIKU

3apgaua:

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

KomaHpa

esr(config-1t)# load-average
<TIME>

esr(config-1t)# mtu <MTU>

Knoun

<TIME> — uHTepBan B
CekyHpax, MpuHumaeT
3HayeHus [5..150].

3HayeHue no yMoyaHuio: 5.

<MTU> — 3HauyeHne MTU,
NPYHMMAaET 3Ha4YeHNs B
AnanasoHe:

+ pna ESR-10/12V(F)/15/
15R/15VF - [1280..9600];

+ ana ESR-20/21/30/31 -
[1280..9500];

+ ansa ESR-100/200/1000/
1200/1500/1511 (rev.B)/
1700/3100/3200/3200L/
3250/3300/3350
-[1280..10000].

3HaueHne Nno ymonyaHuio:
1500.

OpraHn3oBarb B3anMoAencTBme Mexay Xoctamu, TepMUHUPOBaHHbIMY B AByX VRF vrf_1 n vrf_2.

VicxogHasa KoHdourypaums:

hostname esr

ip vrf vrf_1

exit

ip vrf vrf_2

exit

interface gigabitethernet 1/0/1
ip vrf forwarding vrf_1
ip firewall disable
ip address 10.0.0.1/24

exit

interface gigabitethernet 1/0/2
ip vrf forwarding vrf_2
ip firewall disable
ip address 10.0.1.1/24

exit
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

PelwweHue:

Cosgaaum LT-TyHHenn ansa kaxgoro VRF ¢ ykasaHuem IP-agpecoB 13 ogHON nogceTu:

esr(config)# tunnel 1t 1

esr(config-1t)# 1ip vrf forwarding vrf_1
esr(config-1t)# ip firewall disable
esr(config-1t)# ip address 192.168.0.1/30
esr(config-1t)# exit

esr(config)# tunnel 1t 2

esr(config-1t)# 1ip vrf forwarding vrf_2
esr(config-1t)# ip firewall disable
esr(config-1t)# ip address 192.168.0.2/30
esr(config-1t)# exit

Ykaxkem ans kaxaoro LT-TyHHena LT-TyHHenb 13 VRF, ¢ KOTOpbIM HEO6X0AMMO YCTaHOBUTL CBA3b, 1
aKTVBUpyeM ux:

esr(config)# tunnel 1t 1
esr(config-1t)# peer 1t 2
esr(config-1t)# enable
esr(config-lt)# exit
esr(config)# tunnel 1t 2
esr(config-1t)# peer 1t 1
esr(config-1t)# enable
esr(config-lt)# exit

Ecnn B VRF He CKOH(UIypmMpoBaH HU OAMH 13 NPOTOKO/10B AUHAMUYECKON MapLupyTm3aumm, To
HeobXx04MMO yKasartb cTatnyeckie MappyTbl Ans kaxaoro VRF:

esr(config)# ip route vrf vrf_1 0.0.0.0/0 192.168.0.2
esr(config)# ip route vrf vrf_2 0.0.0.0/0 192.168.0.1
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CepBUCHble MapLUPyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaLmm

9 YnpaBneHue hyHKUUSIMU BTOPOro ypoBHS (L2)

+ HacTtpoiika gonsmyeckoro nHtepderica
* AJITOPUTM HaCTPOWKM
+ [prmMep HacTpoiikn pexmma L2
+ Hactpoiika VLAN
* AJITOPUTM HaCTPOWKM
+ Manunynsaumm ¢ VLAN Ha nHTepdpeiice
* [prmep HacTpokm 1
* [pymMep HacTpoikm 2
+ Pa3peleHne o6paboTkm VLAN B TervpoBaHHOM 1 HETETMPOBAHHOM peXMMax
* [prmep HacTpoikm 1
* [pymMep HacTpoikm 2
* [pumep HacTpoiikm Private Vlan
+ Hactpoiika LLDP
* AJITOPUTM HaCTPOWKM
* [pyMep HaCTPOKM
* HacTtpoiika LLDP MED
* AJITOPUTM HaCTPOWKM
+ MNpumep HacTpoiikm Voice VLAN
+ HacTtpoiika npoTtokonos cemeictea STP
+ HacTtpoiika npotokonos STP n RSTP
* AJITOPUTM HaCTPOWKM
+ [pyMep HaCTPOKM
+ Hactpoiika npotokona STP n RSTP B pamkax bridge
* AJITOPUTM HaCTPOWKM
+ [pyMep HaCTPOKM
+ HacTtpoiika npotokona MSTP
* AJITOPUTM HaCTPOWKM
+ [pyMep HaCTPOKM
+ HacTtpoiika BPDU Guard
* AJITOPUTM HACTPOWKM
+ [pyMep HaCTPOKM
* HacTtpoiika Bridge
* AJITOPUTM HaCTPOWKM
+ Mpumep HacTpoiikm bridge ana VLAN n L2TPv3-TyHHens
+ Mpumep HacTpoiikm bridge ana VLAN
* [pumMep HacTpoitkn gobaeneHus/yaaneHus stoporo VLAN-Tera
+ Hactpoiika Dual-Homing
* AJITOPUTM HaCTPOWKM
+ [pyMep HaCTPOKM
+ Hacrtpolika 3epkanpoBaHus (SPAN/RSPAN)
* AJITOPUTM HaCTPOWKM
+ [pyMep HaCTPOKM
+ HacTtpoiika LACP
* AJITOPUTM HaCTPOWKM
+ [pyMep HaCTPOKM
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CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

9.1 Hactpoiika hnsnueckoro nutepdeiica

9.1.1 ANroputM HacCTpPOIiKK

War OnucaHwune

1 Mepexopn B pexumm
KOHGMrypupoBaHus
hyHKLMOHaNa.

2 BbIkntounTh MHTEPheEiC.

3 3apatb onucaHne
(Heo6s3aTeNbHO).

4 3apgats MTU
(Heo6s13aTE/NBLHO).

5 3agaTb CKOPOCTb U Pexunm
paboThbl
npuemonepegarunka
(Heo6s13aTE/MBLHO).

6 3apgarb MAC-agpec
(Heo6s3aTeNbHO).

KomaHpga

esr(config)# interface
gigabitethernet

esr(config)# interface
tengigabitethernet

esr(config)# interface
fourtygigabitethernet

esr(config)# interface
twentyfivegigabitethernet

esr(config)# interface port-
channel { <ID> | <UNIT>/<ID> }

esr(config-if-gi)# shutdown

esr(config-if-gi)# description
<text>

esr(config-if-gi)# mtu <count>

esr(config-if-gi)# speed
<SPEED> <DUPLEX>

esr(config-if-gi)# mac-address
<ADDR>

Knrouun

<UNIT> - Homep ycTpoiicTBa B rpynne
ycTpoiicTs [1..4].

<ID> - NopsAKOBLI HOMeP TPyNMbI arperayymn
KaHas10B, NPUHUMaET 3HadeHuns [1..12].

<text> — g0 255 cCMMBO/IOB.

<count> — 552-10000.

3HaveHue no ymonyaruto: 1500.

<SPEED> — 3HauyeHue CKOpOCTK:

+ 10M - 3HaveHue ckopoctn 10 MéuT/C;

+ 100M - 3HaueHue ckopocTtn 100 M6uT/C;

+ 1000M - 3HaueHue ckopocTti 1000 M6unT/
(o

+ 10G - 3HaueHune ckopocTtu 10 Féut/c;

+ auto — aBTOMaTNYECKMIT BEIOOP pexnma
(HepgocTynHo anst 10G-uHTEepdelicos).

3Ha4yeHuve Nno ymoniyaHuio: auto.

<DUPLEX> — pexum paboTbl
npuemonepeaaTynka, NPUHUMAaET 3HaUYEHNS:

+ full-duplex — gynnekc;
+ half-duplex - nonyaynnekc.

<ADDR> - MAC-agpec ceTeBOro MocTa,
3agaétca B Bnge XX:XX: XX XX:XX:XX, rae
Kakas 4acTb NnpuHUMaet 3HaueHus [00..FF].

© Ha gaHHoOM 3Tane HacTPOIiKK HET HEOBXOAMMOCTY B 33AaHUN HacTpoek firewall.
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

9.1.2 Mpumep HacCTpOKu pexuma L2

3apgava:
HacTtpouTb nHTepdeiic gigabitethernet 1/0/1 Ha npoxoxaeHne Tpadmka cnegyowmm ob6pasom:

+ 3apatb MAC-address 68:13:e2:7e:e4:93;

+ MNepeBecTn nHTepdeiic B pexum Switchport;

* YcTtaHoBUTb 3Ha4YeHne MTU=1400;

+ MepeBecTn nHTepgeic B pexnm paboTsl Full-duplex Ha ckopocT 10M.

ESR

Switch

- S

PewieHue:

Mepengém B pexmm KoOHUrypmpoBaHmsa nHtepdeiica gigabitethernet 1/0/1 n 3agagnm Ha HEm MAC-address
68:13:e2:7e:e4:9a:

esr# configure
esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# mac-address 68:13:e2:7e:e4:9a

MepeBefém nHTepdenc B pexmm swithcport:
esr(config-if-gi)# mode switchport

YctaHoBuM 3HaueHne MTU Ha unTepdpelice, pasHoe 1400:
esr(config-if-gi)# mtu 1400

YcTaHOBMM Ha UHTepdeiice ckopocTb 10M 1 cornacyemM pexum paboTbl NpuemonepeaaTymka B nosHoM
[lynnekce. BbliileM U3 pexuma KOH(PUrypUpoBaHusl, MPUMEHNUM 1 COXPaHUM HACTPOVKK:

esr(config-if-gi)# speed 10m full-duplex
esr(config-if-gi)# end

esr# commit

esr# confirm
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CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

MpoBEPUM HACTPOEHHbIE NapaMeTpbl Ha MHTEpPAeiice:

esr# show interfaces switch-port status gigabitethernet 1/0/1

Interface gigabitethernet 1/0/1
Status: Up
Media: copper
Speed: 16M
Duplex: full
Flow Control: Disabled
MDI Mode: MDI

9.2 Hacrtpoiika VLAN

VLAN (anrn. Virtual Local Area Network) — nornueckas («BupTyasibHasi») floKasibHasi CeTb, NpeAcTaBNseT
€060 rpynny yCTPOWMCTB, KOTOPble B3aMMOAENCTBYIOT MEX/Y CO60M Ha KaHa/IbHOM YPOBHE HE3ABUCKMMO OT UX
JoM3nUecKoro mectoHaxoxaeHunsa. Pa6ota VLAN ocHoBaHa Ha MCMNO/b30BaHUM AONOMHUTENbHbIX NONEN
Ethernet-zaronoska cornacHo ctaHgapty 802.1q. Mo cytu, VLAN n3onunpyeT LimMpokoBeLlaTenbHblii JOMEH
nyTem orpaHuyeHms kommyTtauun Ethernet-copeiimos Tonbko ¢ oamnHakoBbiM VLAN-ID B Ethernet-3aronoBke.

9.2.1 ANroputM HacCTpPOIiKu

War OnuncaHue KomaHpa Knroun

1 Co3zpnatb VLAN. esr(config)# vlan <VID> <VID> — ngeHtudpmkatop VLAN,
3apaéTtcAa B AnanasoHe
[2..4094].

Takxe eCTb BO3MOXHOCTb
co34aHuns Heckosbkmx vlan
(uepes 3ansTylo), AManasoHa
vlan (uepe3 gedpmic nnu
KOMOUHMPOBAaHHYHO 3anuChb,
cofiepXxalllyto 3ansTbie 1

feduicsl).
2 3apaatb nms vlan (Heo6s3aTensHo). esr(config-vlan)# name <vlan- <vlan-name> - go 255
name> CUMBOJIOB.
3 OTKMUNTb oTcnexmBaHne coctosiHust  esr(config-vlan)# force-up
NMHTEpPENCcOoB, Ha KOTOPbIX pa3peLleHa
obpaboTka Ethernet-chpeimos gaHHOro
VLAN (Heo6si3aTenbHo).
4 YCTaHOBUTb pexum paboTbl esr(config-if-gi)# mode switchport  [Jonyctumo ans Bcex ESR.
donsnyeckoro nHtepdeica.
esr(config-if-gi)# mode hybrid JonycTumo TonbKo An1A

ESR-1000/1200/1500/1511
(rev.B)/1700.
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OonucaHuve

OTKNOUNTL 06PaBOTKY BXOAALLMX

HeTernpoBaHHbIX Ethernet-copeiimoB Ha
OocHOBe Tabnuupbl kommyTtauumn VLAN-a

no ymonuanuto (VLAN-ID — 1)
(HeoGs3aTeNbHO).

3apartb pexnm pabotbl L2-
nHTepcpeiica.

Hactpoutb cnucok VLAN Ha
nHTepdeiice.

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-if-gi)# switchport
forbidden default-vlan

esr(config-if-gi)# switchport mode
access

esr(config-if-gi)# switchport mode
trunk

esr(config-if-gi)# switchport mode
general

esr(config-if-gi)# switchport trunk
allowed vlan <ACT> <VID>

Knoun

Tonbko ans ESR-10/12V(F)/
15/15R/15VF/20/21/30/31/
100/200/3100/3200/3200L/
3250/3250/3300/3350/3350.

[JaHHbIA pexum asnsetcs
PEXUMOM MO YMOSTHAHUIO N He
oTobpaxaeTcs B
KOHdourypaumu.

Tonbko ans ESR-10/12V(F)/
15/15R/15VF/20/21/30/31/
100/200/3100/3200/3200L/
3250/3300/3350.

Tonbko gns
ESR-1000/1200/1500/1511
(rev.B)/1700.

[JaHHblli pexxmm asnsetcs
PEXMMOM MO YMO/TYaHUIO U He
oTobpaxaeTcs B
KOHdomrypaumn.

[nsi ESR-10/12V(F)/15/15R/
15VF/20/21/30/31/100/200/
3100/3200/3200L/
3250/3300/3350.

<ACT> — Ha3Hauyaemoe
Aelicteue:

add — BknoueHue uHTepdeiica
Bo VLAN;

remove — VCK/ItoUeHNe
nHTepgeica ns VLAN.

<VID> — ngeHTnUKaLMOHHbI
Homep VLAN, 3apaéTca B
Anana3soHe [2...4094]. MoxHo
3a/aTb Anana3oHoOM vyepes «-»
NN NEPEUNCNIEHNEM YEPES «,».
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10

OonucaHuve

HacTtpouTb VLAN B kauecTBe Default
VLAN Ha gaHHOM uHTepdieice ans

HeTermpoBaHHOro Tpaguka,
MOCTyNaloLLEero Ha AaHHbIi NopT.

YctaHoBuUTb ngeHTtudmkarop VLAN-

nopta (PVID) ans BxogsLLero
HEeTEerpoBaHHOro Tpaduka
(Heo6s3aTE/NBLHO).

Pa3pelwnTb Ha UHTepdeiice 06paboTKy
Ethernet-gopelimoB Bcex co3aHHbIX Ha

MapwpyTtmnsarope VLAN
(HeoGs3aTeNbHO).

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-if-gi)# switchport
general allowed vlan <ACT> <VID>
[<TYPE>]

esr(config-if-gi)# switchport trunk

native-vlan <VID>

esr(config-if-gi)# switchport
general pvid <VID>

esr(config-if-gi)# switchport trunk

allowed vlan auto-all

Knoun

Ans ESR-1000/1200/1500/
1511 (rev.B)/1700.

<ACT> — Ha3Hayaemoe
aencTeue:

add - BknoyeHne uHTepdeiica
Bo VLAN;

remove — VCK/IHOYeHNEe
nHTepgeica ns VLAN.

<VID> - naeHTMdnKaLnOHHbI
Homep VLAN, 3apaéTca B
AnanasoHe [2...4094]. MoxHo
3a/aTb AnanasoHoMm

uepes «-» UK NepeuncrieHnem
uepes «,»,

<TYPE> — Tun naketa:

tagged - nHTepdeiic 6yaet
nepegasartb Y NpUHMMATb
nakeTbl B yka3aHHbIX VLAN
TernpoBaHHbIMY;

untagged - nHTepdeliic byaet
nepegasaTtb NakeTbl B
yka3aHHbIX VLAN
HeTernpoBaHHbIMW. VLAN, B
KoTopyto ByayT HanpaBneHbl
BXOAsLLME HETEMMPOBAHHbIE
nakeTbl, HacTpanBaeTcs
KomaHpaoi switchport general
pvid.

Jnsi ESR-10/12V(F)/15/15R/
15VF/20/21/30/31/100/200/
3100/3200/3200L/
3250/3300/3350.

<VID> - ngeHtndmkartop VLAN,
3afaéTca B AnanasoHe
[2..4094].

[na ESR-1000/1200/1500/
1511 (rev.B)/1700.

<VID> — ngeHTUdmnKaLOHHbI
Homep VLAN, 3agaétca B
JAvanasoHe [1..4094].

Tonbko ans ESR-10/12V(F)/
15/15R/15VF/20/21/30/31/

100/200/3100/3200/3200L/
3250/3300/3350.
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War OnucaHwune KomaHpa Knroun
esr(config-if-gi)# switchport Tonbko ans
general allowed vlan auto-all ESR-1000/1200/1500/1511/
1700.
11 MepeBecTu nHTEpEiic B pexnm esr(config-if-gi)# switchport
M3071ALMN NO rpynnam protected-port
(Heo6s3aTENBLHO).
12 [ob6aButb nHTepdpeiic B rpynny esr(config-if-gi)# switchport <ID> — ngeHtudurkartop
n3onsauum (HeoGa3aTenLHo). community rpynnbl, NPUHUMAET 3HaYeHKe

B AnanasoHe [1...30].
[aHHasi KomaHAa akTyasibHa, TO/IbKO A [ ]

€CJ/IM NOPT HaxoauTCca B pexume
n3onAagun no rpynnam.

13 BkntounTb doyHKUMIO Private VLAN Ha esr(config-if-gi)# switchport <IF> - nHTepdeiic, 3agaetca B
nHTepdelice (Heobsi3aTesibHO). protected BMAE, ONMCaAHHOM B pasaene
Tunbl 1 NOPSLOK MMEHOBAHNMSA
nHTepceicos
MapLipyTu3arTopa.

9.2.2 MaHnunynauuu c VLAN Ha nHTepdeiice

9.2.3 Mpumep HacCTPOWKN 1

© [anHbiii npumep npegHasHaueH A4ns MCNONL30BaHWA NPU KOHUrypuposaHuy VLAN Ha ycTpoiicTBax
ESR-10/12V(F)/15/15R/15VF/20/21/30/31/100/200/3100/3200/3200L/3250/3300/3350.

3apgaua:

Ha ocHoBe 3aBogckoli KoHdurypauumn ana ESR-30 yaanute n3 VLAN 2 nopt gigabitethernet 1/0/1 n HazHaunTb
ero Ha nHTepdelic gigabitethernet 1/0/2 B HeTernpoBaHHOM pexume.

gigabitethernst 1LA0J1 /_/‘\
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ISP
m VLAN 2

ESR-30
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PelwweHue:

Monagém Ha nHTepdelic gigabitethernet 1/0/1 n yganum ero n3 VLAN 2:

esr# configure

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# no switchport access vlan
esr(config-if-gi)# exit

Mepeligém Ha nHTepdelic gigabitethernet 1/0/2 n HasHaumm ero B VLAN 2:

esr(config)# interface gigabitethernet 1/0/2
esr(config-if-gi)# switchport access vlan 2

MPUMEHUM 1 COXPaHUM U3MEHEHMUSI KOHAIMTYpaLWK:

esr(config-if-gi)# end
esr# commit
esr# confirm

MpoBeprM, YTO BHECEHHbIE M3MEHEHUS BCTYNWN B CUAY, U Tenepb nHTepdielic gigabitethernet 1/0/2
npuHagnexut K VLAN 2 B HeTermpoBaHHOM peXnme:

esr# show vlans 2
VID Name Tagged Untagged

2 - gil/0/2, tel/0/1-2

9.2.4 Mpumep HACTPOWKM 2

© [annbii npyMmep npegHasHaveH A/ Ucnosib3oBaHusa npu KoHdurypuposaHun VLAN Ha ycTpolicTBax
ESR-1000/1200/1500/1511/1700.

3apgava:

Ha ocHoBe 3aBogckoii koHdurypauun ans ESR-1000 yaanutb n3 VLAN 2 nopt gigabitethernet 1/0/1 n
Ha3HaunTb ero Ha uHTepdeiic gigabitethernet 1/0/2 B HeTermpoBaHHOM pexume.

gigabitethernet 1/0/1 //‘\
VLAN 2

ESR-1000
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PelwweHue:

Monazém Ha nHTepdelic gigabitethernet 1/0/1 n yonanum ero n3 VLAN 2:

esr# configure

esr(config)# interface gigabitethernet 1/0/1

esr(config-if-gi)# switchport general allowed vlan remove 2 untagged
esr(config-if-gi)# no switchport general pvid

esr(config-if-gi)# exit

Mepeligém Ha nHTepdelic gigabitethernet 1/0/2 n HasHaumm ero B VLAN 2:

esr(config)# interface gigabitethernet 1/0/2

esr(config-if-gi)# switchport general allowed vlan add 2 untagged
esr(config-if-gi)# switchport general pvid 2

esr(config-if-gi)# end

MPUMEHUM 1 COXPaHUM U3MEHEHMUSI KOHAIMTYpaLK:

esr(config-if-gi)# end
esr# commit
esr# confirm

MpoBeprM, YTO BHECEHHbIE M3MEHEHUS BCTYNWN B CUAY, U Tenepb nHTepdielic gigabitethernet 1/0/2
npuHagnexut K VLAN 2 B HeTErmpoBaHHOM peXnme:

esr# show vlans 2
VID Name Tagged Untagged

2 - gil/0/2, tel/0/1-2

9.2.5 PaspelwieHne o6pa6oTkm VLAN B TermpoBaHHOM U HETETMPOBaHHOM peXumax

9.2.6 Mpumep HacTpOWKN 1

© [anHbiii npumep npeaHasHavueH ans ucnonb3osaHUsa Npu koHdurypuposaHu VLAN Ha ycTpoiicTax
ESR-10/12V(F)/15/15R/15VF/20/21/30/31/100/200/3100/3200/3200L/3250/3300/3350.

3apava:

Ha ESR-30 HacTpouTb nHTepdoeiic gigabitethernet 1/0/1 Ha pexwum trunk ans nepegaun n npyema ppeinmos B
VLAN 2, VLAN 64, VLAN 2000 B TermpoBaHHOM pexume B CTOPOHY ycTpoiicTBa Switch. HTepdieiic
gigabitethernet 1/0/2 HacTpouTb Ha peXum access ANs onpefeneHmsa HeTermpoBaHHoro Tpagmka ot PC B
VLAN 2.

gigabitethernet 1/0/2 gigabitethernet 1/0/1

m WLAN 2.64,2000 :

PC ESR-15 Switch
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PelwweHue:

Mepengém B rnobasibHbIl pexnm KoHUrypuposaHus yctpolictea n cosgagmm VLAN 2, VLAN 64, VLAN 2000:

esr(config)# vlan 2,64,2000
esr(config-vlan)# exit

Mepeligém B pexunm HacTpolikn niTepdieiica gigabitethernet 1/0/1, 3anpeTtm ncnons3oBaxmne default-vlan
(VLAN 1) n HacTpoum ero npuHaanexHocTb K VLAN 2, VLAN 64, VLAN 2000 B TeErMpoBaHHOM pexuMe:

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# mode switchport

esr(config-if-gi)# switchport forbidden default-vlan
esr(config-if-gi)# switchport mode trunk

esr(config-if-gi)# switchport trunk allowed vlan add 2,64,2000
esr(config-if-gi)# exit

Mepengém B pexmm HacTpoikn nHTepdeiica gigabitethernet 1/0/2 n onpepenvm ero Kk VLAN 2 B
HeTerMpoBaHHOM PeXnMme:

esr(config)# interface gigabitethernet 1/0/2
esr(config-if-gi)# mode switchport
esr(config-if-gi)# switchport access vlan 2

MPUMEHUM 1 COXPaHUM U3MEHEHMNSI KOHAIMIYpaLWK:

esr(config-if-gi)# end
esr# commit
esr# confirm

MpoBepyM, YTO BHECEHHbIE U3MEHEHUS BCTYNWAW B CUAY, U Tenepb nHTepdoeiic gigabitethernet 1/0/1
npuHagnexumt K VLAN 2, 64, 2000, HacTpoeHHbIM B TErMPOBaHHOM pexnme, a nitepdeiic gigabitethernet 1/0/2
npuHagnexut K VLAN 2 B HeTermpoBaHHOM pexume:

esr# show vlans

VID Name Tagged Untagged
2 -- gil/o/1 gil/0/2
64 -- gil/o/1
2000 —- gil/o/1

9.2.7 Mpumep HACTPOIiKKU 2

© /aHHbIl npuvep npegHasHaueH AN YCNoNb30BaHWs Npu KoHdMryprposaHun VLAN Ha ycTpoiicTBax
ESR-1000/1200/1500/1511/1700.

3apaua:

Ha ESR-1000 HacTpouTb nHTepdelic gigabitethernet 1/0/1 Ha pexum trunk gna nepegaum n npuema periMos
B VLAN 2, VLAN 64, VLAN 2000 B TermpoBaHHOM pexnme B CTOPOHY ycTpoicTBa Switch. iHTepdeiic
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gigabitethernet 1/0/2 HacTponTb Ha peXum access AN5 onpefeneHms HeTermpoBaHHoro Tpagmka ot PC B

VLAN 2.
glgahl[eﬂ'le rnet 100i2 a gigabi‘[ﬂ'ﬂ'lernﬁ 1
—-—— VLAN 2 VLAN 2.64,2000 :
pC ESR-1000 Switch
PelueHwue:

Mepelifém B rNobasbHbIN pexum KoHdUrypuposaHus yctpoictea n co3gagum VLAN 2, VLAN 64, VLAN 2000:

esr(config)# vlan 2,64,2000
esr(config-vlan)# exit

Mepeligém B pexunm HacTpolikn niTepdieiica gigabitethernet 1/0/1, 3anpeTtm ncnonb3oBaxue default-vlan
(VLAN 1) n HacTpoum ero npuHagnexHoctb K VLAN 2, VLAN 64, VLAN 2000 B TErMpoBaHHOM peXuME:

esr(config)# interface gigabitethernet 1/0/1

esr(config-if-gi)# mode switchport

esr(config-if-gi)# switchport forbidden default-vlan

esr(config-if-gi)# switchport mode general

esr(config-if-gi)# switchport general allowed vlan add 2,64,2000 tagged
esr(config-if-gi)# exit

Mepeiigém B pexunm HacTpolikn niTepdieiica gigabitethernet 1/0/2, 3anpeTtm ncnonb3oBaHne default-vlan
(VLAN 1), ykaxkem Port-VLAN ID (PVID) 2 n onpegenum ero k VLAN 2 B HETETVPOBaHHOM PEXUME:

esr(config)# interface gigabitethernet 1/0/2

esr(config-if-gi)# mode switchport

esr(config-if-gi)# switchport forbidden default-vlan
esr(config-if-gi)# switchport mode general

esr(config-if-gi)# switchport general allowed vlan add 2 untagged
esr(config-if-gi)# switchport general pvid 2

MpVYMEeHM 1 COXpaHUM U3MEHEeHNs KOHAUrypaLmm:

esr(config-if-gi)# end
esr# commit
esr# confirm

MpoBepMM, UTO BHECEHHbIE N3MEHEHMA BCTYNWUAN B CUAY, U Tenepb nHTepdelic gigabitethernet 1/0/1
npuHaanexut K VLAN 2, 64, 2000, HacTpoeHHbIM B TErMPOBaHHOM pexume, a niTepdeiic gigabitethernet 1/0/2
npuHagnexnt K VLAN 2 B HETErMpoOBaHHOM peXuMe:

esr# show vlans

VID Name Tagged Untagged
2 -= gil/o/1 gil/o/2
64 -= gil/o/1
2000  -- gil/o/1
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9.2.8 Mpumep HacTpoliku Private Vlan

TexHonorusi Private VLAN (PVLAN) no3BonsieT npon3BoanTb pasrpaHuyeHre Tpaduka Ha BTOPOM ypOBHe
mogenu OSI mexay noptammn mapLUpyTu3aropa, KOTopble HaxXo4ATCA B O4HOM LUMPOKOBELLATe/IbHOM JOMEHE.

Ha mapLupytumsarope MOXeT 6bITb CKOH(puryprposaHo Tpu Tuna PVLAN-nopToB.:

* promiscuous — 370 NOPT, KOTOPbIA CNOoco6eH 0OMeHNBaTLCA AaHHbIMU Mexay NtobbiMU nHTepdencamu,
BK/toyas isolated- 1 community-noptel PVLAN,;

+ isolated — 310 NOpPT, KOTOPLIV NO/THOCTBLIO N30/IMPOBAH OT APYrNX NMOPTOB BHYTPW OAHOIO U TOrO Xe
PVLAN, Ho He oT promiscuous-noptos. PVLAN 610kMpytoT BeCb Tpadmk, nayLLmin B CTOPOHY isolated-
NMopTOB, KPOME Tpadimka CO CTOPOHbI PromisSCUOUS-NOPTOB; NakeTbl CO CTOPOHLI isolated-noptoB moryT
nepefasaTrbCs TO/IbKO B CTOPOHY Promiscuous-nopTos;

+ community — 3TO rpynna nopToB, KOTOPbIe MOTyT 06MEHMBATLCA AaHHbIMU MeXay coboi 1
promiscuous-nopTamu, aTn MHTepdercsl OTAeeHbl Ha BTOPOM ypoBHe Mogesnn OSI oT Bcex oCTallbHbIX
community-uHTepdoeiicos, a Takxe isolated-noptos BHyTpy PVLAN.

3apgava:

HacTpouTb M30M1ALMI0 NOPTOB B OHOM LUMpoKoBeLaTesibHom gomeHe (PVLAN). MopTbl gi1/0/2 n gi1/0/3
[O/MKHbI OTHOCUTBLCA K community 1, nopT gi1/0/4 pomkeH 6bITb N30/IMPOBaH B CTOPOHY promission port. B
KayecTBe promission port BbicTynaet gi1/0/1.

Internet

gi1/0/1 - promiscuous port

community port - gi1/0/2

community port - gi1/0/3 gi1/0/4 - isolated port

community 1

PeweHue:
Cospairte VLAN 10:

esr(config)# vlan 10
esr(config-vlan)# exit

HacTpolite nitepderic gi1/0/1 B pexvme «promiscuous port»:

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# mode switchport

esr(config-if-gi)# switchport forbidden default-vlan
esr(config-if-gi)# switchport mode trunk
esr(config-if-gi)# switchport trunk allowed vlan add 10
esr(config-if-gi)# exit
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HacTtpolite nHitepdelicol gi1/0/2, gi1/0/3 B pexume «community port»:

esr(config)# interface gigabitethernet 1/0/2
esr(config-if-gi)# mode switchport

esr(config-if-gi)# switchport
esr(config-if-gi)# switchport
esr(config-if-gi)# switchport
esr(config-if-gi)# switchport
esr(config-if-gi)# switchport
esr(config-if-gi)# exit

protected-port

community 1

forbidden default-vlan
mode trunk

trunk allowed vlan add 10

esr(config)# interface gigabitethernet 1/0/3
esr(config-if-gi)# mode switchport

esr(config-if-gi)# switchport
esr(config-if-gi)# switchport
esr(config-if-gi)# switchport
esr(config-if-gi)# switchport
esr(config-if-gi)# switchport
esr(config-if-gi)# exit

protected-port

community 1

forbidden default-vlan
mode trunk

trunk allowed vlan add 10

HacTtpolite nitepdelic gi1/0/4 B pexume «isolated port»:

esr(config)# interface gigabitethernet 1/0/4
esr(config-if-gi)# mode switchport

esr(config-if-gi)# switchport
esr(config-if-gi)# switchport
esr(config-if-gi)# switchport
esr(config-if-gi)# switchport
esr(config-if-gi)# exit

NHhopmauumio 0 cCOCTOSIHUM (IU3NYECKX UHTEPXDECOB B PEXMME U301SLMM MO TPynnam MOXHO Y3HaTb C

NMOMOLLbIO KOMaH/bI:

protected gigabitethernet 1/0/1
forbidden default-vlan

mode trunk

trunk allowed vlan add 10

esr# show interfaces protected-ports

9.3 Hacrtpoiika LLDP

Link Layer Discovery Protocol (LLDP) — npoTokon KaHa/lbHOro YPOBHS1, NO3BONSIIOLLNI cCETEBOMY
060pya0BaHMio onoBseLaTb 060pyaoBaHve, paboTatoLLee B /IOKasIbHOM CeTH, O CBOEM CyLLLEeCTBOBAHUN U
nepefasarb €My CBOW XapakTepPUCTUKK, & TaKke Mnoslyyarb OT Hero aHasiorMyHble CBeAeHUs.

9.3.1 ANropuTtm HacCTpPOWKMU

LWar OnucaHue

KomaHpa

1 AkTuBmpoBatb LLDP Ha esr(config)# lldp enable
MapLupyTu3aTope.
2 Bkntountb npuem n o6pabotky LLDPDU  esr(config-if-gi)# lldp receive

Ha hm3nyeckom nHTepdpeiice.

3 Bkntountb otnpasky LLDPDU Ha esr(config-if-gi)# lldp transmit

dmsnyeckoM nHTepdelice.

Knioun

270



LWar OnucaHue

4 YctaHoBUTb nepuog otnpasku LLDPDU
(Heo6s3aTE/NBLHO).
5 YcTaHOBUTL Nepunog, B TedeHue

KOTOPOro MapLUpyTU3aTop XpaHuT
WHpopmMaLmio, nonyyeHHyro rno LLDP
(Heo6s13aTENBHO).

6 YctaHoBuTh IP-agpec, koTopblin 6yaet
nepepasatbcsa B LLDP TLV B kavecTtse
management-address
(HeoGsi3aTeNbHO).

7 YctaHoBUTL none system-description,
KoTopoe 6yaeT nepefasatbes B LLDP
TLV B kauecTBe system-description
(Heo6s3aTE/NbLHO).

8 YctaHOBUTBL None system-name,
KoTopoe 6yaeT nepenaBatbcsi B LLDP
TLV B kauecTBe system-name
(HeoGsi3aTesNbHO).

9.3.2 Mpumep HACTPOWKU

3apava:

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

KomaHpa

esr(config)# lidp timer <SEC>

esr(config)# lidp hold-multiplier
<SEC>

esr(config)# lldp management-
address <ADDR>

esr(config)# lidp system-
description <DESCRIPTION>

esr(config)# lidp system-name
<NAME>

Knoun

<SEC> - nepuop BpemeHu B
ceKkyHAax, npuHuMaeT
3HaueHve [1..32768].

3HaueHue no ymonyaHuio: 30.

<SEC> — nepvopg BpeEMeHN B
cekyHAax, npuHumaet
3HayeHue [1..10].

3HayeHve no YMO/THaHUIO: 4.

<ADDR> - IP-agpec, 3agaetcs
B Buae AAA.BBB.CCC.DDD, rae
KavkAasi 4yacTb MPUHMMaET
3HaueHus [0..255].

Mo yMonyaHuio 3aaaeTcs oauH
13 CYLLECTBYHOLLX.

<DESCRIPION> - onucaHune
cucTeMbl, 3aaéTcs CTPOKO A0
255 cumBoNOB.

Mo ymonyaHuio cogepxuT
MHd)opMaunio o Mogenu n
Bepcum NO mapuipyTtusaropa.

<NAME> - nms cuctemsl,
3ajaeTcs CTpoKoii go 255
C/MBOJIOB.

Mo ymonuaHuio coBnagaet ¢
3agaHHbIM hostname.

OpraHuzosartb 06MeH 1 06paboTky LLDPDU mexay mapiupytusaropamu ESR-1 n ESR-2.

R1

PelweHune:

1. KoHdurypuposaHue R1

R2

Bkntounm LLDP rno6anbHO Ha mapLupyTmusarope:

esr(config)# 1ldp enable

61 1/0/1 m
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Bkntounm nprem n otnpasky LLDPDU Ha uHTtepdpeiice gi 1/0/1:

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# 1ldp receive
esr(config-if-gi)# 1ldp transmit

. KoHdpurypuposaHue R2

Bktounm LLDP rno6anbHo Ha mapLupyTtusarope:

esr(config)# 1ldp enable

Bkntounm nprem n otnpasky LLDPDU Ha nHtepdelice gi 1/0/1:

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# 1ldp receive
esr(config-if-gi)# 1ldp transmit

O6Luyto nHgopmaumo no LLDP coceasim MOXHO NOCMOTPETb KOMaHAOiA:

esr# show 1ldp neighbors

Moapo6Hyo MHGOPMALIMIO MO coceay KOHKPETHOTO MHTepdeica MOXHO NOCMOTPETbL KOMaHAOIA:

esr# show 1lldp neighbors gigabitethernet 1/0/1

O6uyto ctaTucTuky no LLDP MOXHO nocMOTpeTb KOMaH0M:

esr# show 1ldp statistics

9.4 Hactpoiika LLDP MED

LLDP MED — paclwumpeHnue ctaHgapta LLDP, koTopoe nossonset nepefasatb cetesble nonmtuku: VLAN ID,
DSCP, priority.

9.4.1

Llar

ANTOPUTM HaCTPOKU

OnucaHue KomaHpa

AkTuBMpoBath LLDP Ha esr(config)# lidp enable
MapLLpyTusartope.

BkntounTb oTnpasky LLDPDU Ha esr(config-if-gi)# lldp transmit

don3nyeckom nHTepdelice.

AkTnBMpoBath pacwmpeHne MED LLDP  esr(config)# lldp med fast-start

Ha MapLupyTm3artope. enable
Co3patb CETEBYHO NOMUTHUKY. esr(config)# network-policy
<NAME>

Knrouun

<NAME> - ums network-policy,
3agaeTcs cTpokoid go 31
cumMBOSa.
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5 YkazaTb TUMN NPUIOXKEHUSI.

6 YctaHoBUTbL 3HavyeHne DSCP
(Heo6s13aTENBLHO).

7 YctaHoBUTbL 3HaveHue COS
(HeoGsi3aTeNbHO).

8 YctaHoBuTb 3HaveHue VLAN ID.

9 YCTaHOBUTbL CETEBYHO NONMUTUKY Ha
nHTepdeiic.

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-net-policy)# application
<APP_TYPE>

esr(config-net-policy)# dscp
<DSCP>

esr(config-net-policy)#
priority <PRIORITY>

esr(config-net-policy)# vlan <VID>
[tagged]

esr(config-if-gi)# lldp network-
policy <NAME>

Knoun

<APP-TYPE> — tnn
NPUIOXEHWS, A1 KOTOPOTO
6yaeT cpabaTbiBaTb network-
policy.

MpUHUMAET 3HaYEHNS:

* Voice;

+ voice-signaling;

+ guest-voice;

+ guest-voice-signaling;
+ softphone-voice;

+ video-conferencing;
+ streaming-video;

+ video-signaling.

<DSCP> - 3HaueHue Koga
DSCP, npuHumaeT 3Ha4yeHus B
Amnanasone [0..63].

<COS> - 3HaueHue
npuopuTeTa, NpUHMMaeT
3HaYeHus:

+ best-effort — COSO;

+ background - COST;

+ excellent-effort — COS2;

« critical-applications -
C0Ss3;

+ video — COS4;

+ voice — COS5;

+ internetwork-control -
COSE¢;

+ network-control — COS7.

<VID> — ngeHTUdmKaLOHHbI
Homep VLAN, npuHumaet
3HayeHus [1..4094];

+ tagged - ksito4, Npu
yCTaHOBKe KOTOPOro
aboHEeHTCKOe YCTPONCTBO
6yaeT otnpaensTe Ethernet-
opeimbl yKazaHHOIO
NPUNOXeHNs B
TerMpoBaHHOM BUfe.

<NAME> - ums network-policy,
3agaeTcs CTpokoii go 31
cMMBONa.
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9.4.2 Mpumep HacTpoliku Voice VLAN

Voice VLAN — VLAN ID, npu nony4eHumn kotoporo IP-tenecoH nepexogut B pexum trunk ¢ 3agaHHbim VLAN 1D
ana npuema u otnpasku VolP-tpadvka. MNMepegaya VLAN ID ocyuwectenseTcsa nocpefcTtsom paciumpeHus MED
npotokosna LLDP.

3apgava:

Heob6xoanmo pasgenntb Tpadmk TenedoHnn 1 gaHHblx no pasHbiM VLAN, vid 10 ans gaHHbIx 1 vid 20 gns
TeneoHun n HactpouTb oTnpasky Voice VLAN c nopta gi 1/0/1 ESR. Npwn atom Ha IP-TenecoHe gomkeH
nogaepxuearbcs 1 6bITb BKAOYEH Voice VLAN.

ESR
Gi 1/0/1

PewieHune:

MpeaBapuTenbHo Heobxoanmo co3gatb VLAN 10 u 20 n HacTpouTb uHTepdpeiic gi 1/0/1 B pexxume trunk:

esr(config)# vlan 10,20

esr(config-vlan)# exit

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# mode switchport

esr(config-if-gi)# switchport mode trunk
esr(config-if-gi)# switchport trunk allowed vlan add 10,20
esr(config-if-gi)# exit

Bkntounm LLDP n nogaepxky MED B LLDP rno6asibHO Ha MapLipyTusaTope:

esr(config)# 1ldp enable
esr(config)# 1ldp med fast-start enable

Co3gagnm 1 HaCcTPOUM CETEBYHO NOSIMTUKY TakMm 06pa3oM, UTOObI AN NpunoxeHus voice ykasbisasica VLAN
ID 20:

esr(config)# network-policy VOICE_VLAN
esr(config-net-policy)# application voice
esr(config-net-policy)# vlan 20 tagged
esr(config-net-policy)# exit

HacTtpoum LLDP Ha uHTepdeiice n ycTaHOBMM Ha HEro CETEBYHO NOSIUTUKY:

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# lldp transmit
esr(config-if-gi)# lldp receive
esr(config-if-gi)# 1ldp network-policy VOICE_VLAN
esr(config-if-gi)# exit
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9.5 Hactpoiika npotokonoB cemeiictea STP

Spanning Tree Protocol — ceTeBoii NpOTOKO/, OCHOBHOI 3aa4eii KOTOPOro ABNSETCA NpuBefeHne cetu
Ethernet c n36bITOYHBIMY COeaUHEHUSAMY K APEBOBUAHON TONOMOrMK, UCKNoYatoLwen netnn. CeTeBble
YCTPOICTBa 06MEHNBAKOTCS CYXEGHBIMM COOBLLEHUSMU, UCNOMb3YS Kadpbl cneyuansHoro popmara (BPDU),
1 BbIGOPOYHO BK/IHOYAKOT/OTKOHAIOT MHTEpPIECbl BO n3bexaHue KonbLeBbIX TOMO0riA.

Rapid (6bicTpbiit) STP (RSTP) — siBNisieTcs ycoBeplueHCcTBOBaHMEM npoTokona STP, xapakTepusyeTcs
MEHbLUVM BPEMEHEM CXOAUMOCTU 3a CHET UCMOSIb30BaHNA MeXaHU3Ma Npea/IoKeHni 1 cornalleHnii
(propolsal/agreement proccess) v yny4LIeHHOR NOrMKoi oTNpaBku ciyebHbix BPDU-co06LLeHWiA.

Hwxe npeacrtasneHa cBogHasa tTabnuua no noggepxkke npoTokonos cemelictea xSTP.

YcTponcTBO STP/ RSTP
MSTP
Ha nopty Ha Gpugxe

ESR-10, ESR-12(V/VF), ESR-15(R,VF) (+) (+) (—)
ESR-100/200, ESR-20/21, ESR-30/31 (4] (+] (—)
ESR-1000 (—) (4 (+)
ESR-1200, ESR-1500/1511, ESR-1700 (—) (+) (—)
ESR-3100, ESR-3200(L), ESR-3250, ESR-3300, o o ®

ESR-3350

9.5.1 Hacrtpoiika npotokonoB STP u RSTP

[N akTMBauuM NpoTokona Heob6Xxo4MMo nepeBecTn paboTy nHTepdueiica B L2-pexum (mode switchport). Mo
YMO/I4aHUI0 NCNO/b3yeTcs NPoTokon RSTP co cnegyowmmmn BpeMeHHbIMn napameTtpamu: Hello Time — 2 ¢,
Forward Delay — 15 ¢, Max Age — 20 c.

ANropuTtM HacCTpPOMKN

War OnucaHue KomaHpa Knroun

1 Bkntountb STP B rno6ansHom pexmme  esr(config)# spanning-tree
KOHdourypauuu.

2 YCcTaHOBUTL MHTEPBAJT BPEMEHWY, esr(config)# spanning-tree <TIME> — Bpems B cekyHax,
3aTpadnBaemsblii Ha npocnywusaHve n  forward-time <TIME> npuHUMAaET 3HadeHus [4..30].
n3yyeHve

o 3HayeHue no ymonyaHuo: 15
COCTOSIHUI Nepes nepektoyeHnem B

CeKyH[.

cocTosiHue nepegaumn (Heo6si3aTesIbHO). YHA
3 YcTaHOBUTb MHTEpPBa BpeMeHn mexay  esr(config)# spanning-tree hello-  <TIME> — Bpems B cekyHzax,
oTnpaBkoi BPDU-nakeToB time <TIME> npuHUMaEeT 3HadeHus [1..10].

(Heo6s13aTE/NBLHO). .
3HaueHue No ymonyaHuio: 2

CEKyH/bI.
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LWar

10

OnucaHue

YcTaHOBUTL BPEMS, B TEYUEHME KOTOPOro
oyaet oxuaarbcsa nonyvyeHne BPDU ot
ROOT-kommyTaTopa (Heobs3aTe/bHO).

Bblbpatb Tvn npotokona: STP unu
RSTP.

YCTaHOBUTbL METO/, pacyeT CTOMMOCTHU

nyTv (Heo6s3aTenbHo).

HacTponTb NPMOPUTET CBA3YIOLLETo

nepesa STP (HeoGsi3aTesNIbHO).

MepeBecTu nHTepdpeiic B L2-pexum
Ans BkodeHus B paboty B STP/RSTP.

YCTaHOBUTb CTOMMOCTb Ha
onpeaeneHHoM uHTepdelice
(Heo6A3aTENbHO).

YCTaHOBUTb TUN UHTEPChElica
(HeobA3aTENbHO).

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config)# spanning-tree max-
age <TIME>

esr(config)# spanning-tree mode
<MODE>

esr(config)# spanning-tree
pathcost method <short | long>

esr(config)# spanning-tree priority

<PRIORITY>

esr(config-if-gi)# mo switchport

esr(config-if-gi)# spanning-tree
cost

esr(config-if-gi)# spanning-tree
link-type {point-to-point|shared}

Knioun

<TIME> — Bpems B cekyHaax,
NpUHUMAET 3HaueHus [6..40].

3HayeHue no ymonyaHuto: 20
CEKyHA,

<MODE> — npoTokon
cemeiictea STP:

+ STP - IEEE 802.1D
Spanning Tree Protocol;

+ RSTP - IEEE 802.1W Rapid
Spanning Tree Protocol;

3HaueHune Mo yMoN4aHuIo:
RSTP.

long — 3HaueHue LIeHHOCTM B
AmanasoHe [1..200000000];

short — 3HauYeHune LieHHOCT B
amanasoHe [1..65535].

3Ha4eHue no
ymonyaxuio: short.

<PRIORITY> -

NPUOPUTET, yKa3blBaeTcs B
AnanasoHe c warom 4096
[0..61440].

3Ha4yeHue no
ymMoyaHuio: 32768.

<COST> - cToMMOCTb NyTH,
yCcTaHaBNMBaeTcs B AnanasoHe
[1..20000000].

3HayeHue no ymonyaHuto: 4.
point-to-point — komaHza

onpegensietT uHTepdeiic Kkak
«TOYKa-TOUKaY;

shared — komaHga onpeaensiet
nHTepdeiic kak
«Pa3BETB/IEHHbIN».

3HayeHue no
ymon4yaHuio: point-to-point.
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LWar OnucaHue

11 YcTaHOBUTb NMpUOPUTET UHTEpdIElica B
ceasyouwlem gepese STP
(Heo6s3aTeNbHO).

Mpumep HaACTPOIiKK

3agava:

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

KomaHpa Knroun

esr(config-if-gi)# spanning-tree <PRIORITY> — npuopwuTer,
port-priority <PRIORITY> yKasblBaeTcs B
JAvanasoHe c warom 16 [0..240].

HacTpouTb Ha mapLupyTusarope npotokon STP ana npeforepaleHns NeTnm ¢ MHTepBasioM NpPOC/yLLMBaHUA K
n3yyeHuna cetn 10 cekyHA 1 BpeEMEHEM XN3HU CBA3YIOLLEro gepesa 15 CekyHa,

gilionl
vlan 50

ESR-20

gilon Switch
vlan 50

giLin/2
vian 50

PeweHne:

giLins:z
vian 50

[nsi npymepa pasGepem Cxemy C MapLIpyTM3aToOpPoM 1 KOMMYTaTOPOM, COEMHEHHbIX ABYMS IMHKaMU.

Mo ymonuaHuio Ha ESR BkntoveH npotokon RSTP.

Mepengém B peXmMM KOHUryprpoBaHus:
esr-20# configure

3agagmm NpoToKo No ymonyaHuio STP:

esr-20(config)# spanning-tree mode stp

YCTaHOBUM BPEMSI XM3HM CBA3YIOLLETO AepeBa — 15 CEKYHA U MHTEPBas NPOC/YLUMBAHUS Y U3YYEHUS CETU —

10 cekyHA:

esr-20(config)# spanning-tree max-age 15
esr-20(config)# spanning-tree forward-time 10
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

BbiBog, komaHabl show spanning-tree bridge global active:

esr-20# show spanning-tree bridge global active
Protocol version: STP
Root ID: [32768] a8:f9:4b:ad:5a:00
Root port: [128] gil/0/1
Pathcost 32768
Message Age 300

Hello time: 2 Max age time: 20 Forward delay: 15
Bridge ID: [32768] a8:f9:4b:ad:8e:5d

Hello time: 2 Max age time: 15 Forward delay: 10

Transmit hold count: 6 Topology change: 0

Time since topology change: 16 Topology change count: 2
Name State Prio.Num Cost Status Role PortFast Type
gil/o/1 en 128.2 32768 FRW Root No STP
gil/o/2 en 128.3 32768 BLK Altr No STP

9.5.2 Hacrtpoiika npotokona STP u RSTP B pamkax bridge

Pa6ota npotokonioB STP/RSTP Takke BO3MOXHa B pamMKkax BblgeneHHoro bridge-gomeHa, 4to gaet
BO3MOXHOCTb OpraHn30BaTb KO/MbLIEBYH OTKA30yCTOMUYMBYIO TOMOJIOMMIO B CETAX C UCMNO/Ib30BaHue L2-
TyHHenel (cepBuckl L2TPv3 u Ethernet over GRE), unu B ceTsix, yCTPOICTBA KOTOPbIX HE NoAAepXMBatoT

paboTy nNpoToKosoB cemelictBa XSTP.

© /115 koppekTHOIi paboTbl yeTpolicTBa A0/MKHBI NOAAEPXMBaTL pa6oTy npoTokonos STP/RSTP B bridge-

[loMeHe.

ANTOPUTM HaCTPOWKU

War OnucaHue KomaHpga

1 MepeiTn B pexmm KoHdUrypaumm esr(config)# bridge <BR-NUM>
bridge-gomeHa ana HacTpoiikm
npotokona STP/RSTP.

2 YCTaHOBUTb MHTEPBaT BPEMEHMN, esr(config-bridge)# spanning-tree
3aTpaumBaemblii Ha npocnywnBaHve 1 forward-time <TIME>
n3yyeHune
COCTOSIHWIA Nepep, NepekntoYeHNeM B
cocTosiHMe nepepaun (Heo6s3aTesbHO).

3 YcTaHOBUTb MHTEpPBa BpemeHn Mexay —esr(config-bridge)# spanning-tree
otnpaskoii BPDU-nakeToB hello-time <TIME>
(HeobGsi3aTeNbHO).

Knroun

<BR-NUM> - Homep bridge.

<TIME> — Bpems B CekyHAax,
npuHUMaeT 3HaueHus [4..30].

3HaueHue no ymonyaHuio: 15
CeKyHA.

<TIME> - Bpems B cekyHAax,
npUHUMaET 3HadeHus [1..10].

3HaueHve No ymonyaHuio: 2
CeKyHAbl.
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10

OonucaHue

YcTaHOBUTb BPEMS, B TEUEHNE KOTOPOro
oyaet oxuagarbcs nonyyeHne BPDU ot
ROOT -kommyTaTopa (Heo6si3aTenbHo).

Bblbpatb Tvn npotokona: STP unu
RSTP.

YCTaHOBUTb METO/, pacyeTa CTOMMOCTM
nyTn (Heo6a3aTensHo).

HactpouTb npuopuTeT Gpuaxa —
MCMONb3yeTcsi NPy BbiGope root
6pumxa B Tonosiorun (Heo6s3aTeNbHO).

BknounTb 6pnax B paboTy ¢
COOTBETCTBYOLUM UHTEpPhencom.

YCTaHOBUTb CTOMMOCTb Ha
onpeaeneHHoM uHTepdelice
(HeoGs3aTeNBLHO).

YCTaHOBUTbL TWN MHTEpdelica
(HeoGs3aTeNbLHO).

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-bridge)# spanning-tree
max-age <TIME>

esr(config-bridge)# spanning-tree
mode <MODE>

esr(config-bridge)# spanning-tree
pathcost method <short | long>

esr(config-bridge)# spanning-tree
priority <PRIORITY>

esr(config-if-gi)# bridge-
group <BR-NUM>

esr(config-if-gi)# spanning-tree
cost

esr(config-if-gi)# spanning-tree
link-type {point-to-point|shared}

Knoun

<TIME> - BpemsA B CEKyHAaXx,
npUHUMaET 3HaueHus [6..40].

3HayeHune no ymonyaHuio: 20
CeKyHa,.

<MODE> - npoTtokon
cemeiictea STP:

+ STP - IEEE 802.1D
Spanning Tree Protocol;

+ RSTP - |EEE 802.1W Rapid
Spanning Tree Protocol.

3HaueHue Mo yMo4aHuio:
RSTP.

long — 3HaueHne LIeHHOCTH B
JAvanasoHe [1..200000000];

short — 3HauYeHne LieHHOCTN B
JAvanasoHe [1..65535].

3HayeHue no
ymonuaxmio: short.

<PRIORITY> -

NPUOPUTET, yKas3blBaeTCs B
AnanasoHe c warom 4096
[0..61440].

3HayeHue no
yMosi4aHuio: 32768.

<BR-NUM> — Homep bridge.

<COST> - cTouMOCTb nyTH,
yCTaHaB/IMBAETCS B AManasoHe
[1..20000000].

3HayeHue no ymonyaHuto: 4.
point-to-point — komaHaa

onpegensieT uHTepdeiic kak
«TOYKa-TOUKaY;

shared — komaHaa onpegensiet
nHTepeiic kak
«Pa3BETB/IEHHbIN».

3HaueHue no
yMon4aHmio: point-to-point.
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War OnucaHue KomaHpa Knroun

11 YcTaHOBUTb NpUOPUTET NHTeppeiica B esr(config-if-gi)# spanning-tree <PRIORITY> — npuopwurerT,
ceasyowem gepese STP port-priority <PRIORITY> yKasblBaeTcs B
(Heo6s13aTesbHO). JAvanasoHe c warom 16 [0..240].

[ns koppekTHo paboTbl STP/RSTP B pamkax bridge-gomeHa nHtepdelicbl Heobxogmmo Ao06aBuTh B
bridge-nomeH cneaytoum o6pasom:

interface gigabitethernet 1/0/3
mode switchport

bridge-group 10

exit
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Mpumep HACTPOIKK

3agava:

C nomoubto npotokona RSTP opraHu3oBath pesepBupoBaHus cepsuca L2VPN, nocTpoeHHOro ¢ noMoLbio
Ethernet over GRE.

ISP 1

ESR 1
gi 11071
bridge 10

\ ai 103

*

GRE 1

ESR2
i 11001
bridge 10

ai 1/0/3 \

L d

GRE2

gi 11072 gi 102

Client 1
Client 2

ISP 2

PeweHne:

HacTtpoum agpecauuio Ha ESR1T n ESR2:

ESR2(config)# interface gigabitethernet 1/0/1
ESR2 (config-if-gi)# ip firewall disable

ESR2 (config-if-gi)# ip address 198.51.100.2/30
ESR2 (config-if-gi)# exit

ESR2(config)# interface gigabitethernet 1/0/2
ESR2 (config-if-gi)# ip firewall disable

ESR2 (config-if-gi)# ip address 198.51.100.6/30
ESR2 (config-if-gi)# exit

ESR2(config)# do commit

ESR2(config)# do confirm

ESR1(config)# interface gigabitethernet 1/0/1
ESR1(config-if-gi)# ip firewall disable
ESR1(config-if-gi)# ip address 198.51.100.1/30
ESR1(config-if-gi)# exit

ESR1(config)# interface gigabitethernet 1/0/2
ESR1(config-if-gi)# ip firewall disable
ESR1(config-if-gi)# ip address 198.51.100.5/30
ESR1(config-if-gi)# exit

ESR1(config)# do commit

ESR1(config)# do confirm
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HacTtpoum Ethernet over GRE. Onpegenvm GRE 1 kak ocHOBHOW kaHasn, GRE 2 — pe3epBHbIii:

ESR1(config)# bridge 10

ESR1(config-bridge)# enable
ESR1(config-bridge)# exit

ESR1(config)# tunnel gre 1

ESR1(config-gre)# mode ethernet
ESR1(config-gre)# bridge-group 10
ESR1(config-gre)# local address 198.51.100.1
ESR1(config-gre)# remote address 198.51.100.2
ESR1(config-gre)# spanning-tree cost 10
ESR1(config-gre)# enable

ESR1(config-gre)# exit

ESR1(config)# tunnel gre 2

ESR1(config-gre)# mode ethernet
ESR1(config-gre)# bridge-group 10
ESR1(config-gre)# local address 198.51.100.5
ESR1(config-gre)# remote address 198.51.100.6
ESR1(config-gre)# spanning-tree cost 20
ESR1(config-gre)# enable

ESR1(config-gre)# exit

ESR1(config-if-gi)# do commit
ESR1(config-if-gi)# do confirm

ESR2 (config)# bridge 10

ESR2 (config-bridge)# enable

ESR2 (config-bridge)# exit

ESR2 (config)# tunnel gre 1

ESR2 (config-gre)# mode ethernet

ESR2 (config-gre)# bridge-group 10

ESR2 (config-gre)# local address 198.51.100.2
ESR2 (config-gre)# remote address 198.51.100.1
ESR2 (config-gre)# spanning-tree cost 10

ESR2 (config-gre)# enable

ESR2 (config-gre)# exit

ESR2(config)# tunnel gre 2

ESR2 (config-gre)# mode ethernet

ESR2 (config-gre)# bridge-group 10

ESR2 (config-gre)# local address 198.51.100.6
ESR2 (config-gre)# remote address 198.51.100.5
ESR2 (config-gre)# spanning-tree cost 20

ESR2 (config-gre)# enable

ESR2 (config-gre)# exit

ESR2 (config-if-gi)# do commit

ESR2 (config-if-gi)# do confirm
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

[o6aBrM KNNeHTCKNe nHTepdeincobl B COOTBETCTBYOLWMIA bridge-aomMeH:

ESR1(config)# 1interface gigabitethernet 1/0/3
ESR1(config-if-gi)# mode switchport
ESR1(config-if-gi)# spanning-tree portfast
ESR1(config-if-gi)# bridge-group 10
ESR1(config-if-gi)# do commit
ESR1(config-if-gi)# do confirm

ESR2(config)# 1interface gigabitethernet 1/0/3
ESR2 (config-if-gi)# mode switchport
ESR2(config-if-gi)# spanning-tree portfast
ESR2 (config-if-gi)# bridge-group 10

ESR2 (config-if-gi)# do commit
ESR2(config-if-gi)# do confirm

MpoBepuM cTaTyc TyHHenew, 4ytobbl yoeanTbcs B CX0AMMOCTU npoTokona RSTP:

ESR1# sh tu status
Tunnel Admin Link MTU Local IP Remote IP Last change

gre 1 Up Up 1500 198.51.100.1 198.51.100.2 4 hours, 24

minutes and
58 seconds

gre 2 Up Up 1500 198.51.100.5 198.51.100.6 4 hours, 23
minutes and 6
seconds
ESR1# sh spanning-tree bridge 10 active
Instance name: bridge 10
Protocol version: RSTP
Root ID: [32768] a8:f9:4b:ad:fe:d1
Root port: [128] gre 1
Pathcost 10
Message Age 300
Hello time: 2 Max age time: 20 Forward delay: 15
Bridge ID: [32768] e4:5a:d4:01:b7:ec
Hello time: 2 Max age time: 20 Forward delay: 15
Transmit hold count: 6 Topology change: 0
Time since topology change: 1600 Topology change count: 7
Name State Prio.Num Cost Status Role PortFast Type
gil/o/3 en 128.5 32768 FRW Desg Yes RSTP
gre 1 en 128.3 10 FRW Root No RSTP
gre 2 en 128.4 20 BLK Altr No RSTP

HacTpoiika cepBuca 3aBeplUeHa.
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9.5.3 Hacrtpoiika npotokona MSTP

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

Mpotokon Multiple STP siBnsieTca coBpemeHHol peanusauneii RSTP, kitoueBoii 0CO6EHHOCTbIO KOTOPOA
asnsetca nogaepxka VLAN. B MSTP kaxablii nOpT MOXET paboTaTb C pa3HbiM KosimdectsoM VLAN,
nprHagnexawmx pasHbim aksemnaspam (STI). I3aMeHeHne COCTOSIHWA B OQHOM M3 MHCTAHCOB HE OKa3blBaeT
B/IMSAHUA HA COCTOSIHUE APYIUX 3K3eMIN/IAPO0B, YTO NO3BONAET NPoAo/KaTb 06paboTKy Tpadmka B crydvae

610KMpPOBKM 0gHOro 13 STI.

© niporokon MSTP noggepxaH Tonbko Ha ESR-1000.

ANrOPUTM HaCTPOKU

War OnucaHue
1 Bblbpatb Tun npotokona MSTP.
2 YCTaHOBUTL NPMOPUTET 4715

COOTBETCTBYIOLLETO UHCTaHCa nepes
OCTa/IbHbIMU, UCMO/b3YHOLLMMU 06LLNIA
ak3emMnnsip MST (Heo6s3aTesNbHO).

3 YcTaHoBUTL MakcMmabHoe
KO/IMYEeCTBO TPaH3UTHbIX Y3/10B A4/15
naketa BPDU, Heob6xoauMbIxX ons
hopmMupoBaHusa gepesa
(HeoGs3aTeNLHO).

4 YcTaHOBUTb NPUHAAIEXHOCTb
ak3emnasapa MST Kk COOTBETCTBYHOLLEN
rpynne VLAN (Heo6si3aTenbHO).

5 3apatb umsa koHdurypauum MST
(HeoGsi3aTeNbHO).
6 3aaTb HOMep pPeBU3NK KOHUrypauum

MST (Heo6si3aTeNIbHO).

KomaHpga

esr(config)# spanning tree mode
<MODE>

esr(config)# spanning-tree mst
<INSTANCE> priority <PRIORITY>

esr(config)# spanning-tree mst
max-hops <NUM>

esr(config-mst)# instance
<INSTANCE> vlan <VLAN>

esr(config-mst)# name <NAME>

esr(config-bridge)# revision
<REVISION>

Knroun

<MODE> - npotokon
cemeiictBa STP:

+ STP - IEEE 802.1D
Spanning Tree Protocol;

+ RSTP - |EEE 802.1W Rapid
Spanning Tree Protocol;

+ MST -IEEE 802.1S Multiple
Spanning Tree Protocol.

3HayeHne no yMmon4yaHuio:
RSTP.

<INSTANCE> - Homep
aksemnnapa MSTP [1..15].

<PRIORITY> -

NPUOPUTET, YKa3blBaeTCs B
AnanasoHe c warom 4096
[0..61440].

3HaueHue no
ymonuaHuio: 32768.

<NUM> — KonnyectBo
TPaH3WUTHbIX Y3/10B, NPUHNMAET
3HaueHus [6..40].

3HayeHve No yMon4aHuio: 6.

<INSTANCE> - Homep
aksemnnapa MSTP [1..15].

<VLAN> — Homep VLAN.

<NAME> - nms koHurypauum
MST [1..31].

<REVISION> - HOmep peBu3uun
koHdpurypaummn MST [0..65535].
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OonucaHue

YCTaHOBUTbL CTOMMOCTb UHTepdielica
[N1s1 COOTBETCTBYIOLLENO 3K3eMn/isipa

MST.

YcTaHOBUTb NPUOPUTET NopTa AN
COOTBETCTBYIOLLEro MHTEepdieiica B
ak3emnnsape MST.

Mpumep HACTPOIKK

3agava:

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

KomaHpa

esr(config-if-gi)# spanning-tree
mst <INSTANCE> cost <COST>

esr(config-if-gi)# spanning-tree
mst <INSTANCE> port-priority
<PRIORITY>

Knioun

<INSTANCE> - Homep
ak3emnnsipa MSTP [1..15].

<COST> - ctoumocCTb nyTH,
yCTaHaB/IMBaETCH B AnanasoHe
[1..20000000].

3HaueHue Nno yMonyaHuio: 4.

<INSTANCE> - Homep
aksemnnapa MSTP [1..15].

<PRIORITY> — npuopwurer,
yKa3blBaeTcs B
JAvanasoHe c warom 16 [0..240].

HacTtpouTb npotokon MSTP mexay yctpoiicteamu gns VLAN 100 n VLAN 200, Bblaenus A/1a 310ro
COOTBETCTBYIOLLME NHCTAHCHI.

ESR

Qi 1001

Switch

PeweHne:

—1

Cosgaamm Ha yctpoiictBax Heobxoammble VLAN. HacTtpoum nopt B pexnme General, Tpacmk VLAN100, 200
OyAeT oTNPaBNATLCA TErMPOBaHHbIM:

esr(config)# vlan 100

esr(config-vlan)# exit
esr(config)# vlan 200

esr(config-vlan)# exit
esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# mo switchport
esr(config-if-gi)# switchport general allowed vlan add 100,200

Switch(config)#vlan 100,200

Switch(config-vlan-range)#vlan active

Switch(config-vlan-range)#exit
Switch(config)#interface gigabitethernet 0/1
Switch(config-if)#switchport general allowed vlan add 100,200
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

Bknounm npotokon MSTP. HacTpoum vHcTaHck!l 1 cooTBeTcTByowme M VLAN.

esr(config)# spanning-tree mst configuration
esr(config-mst)# name mst

esr(config-mst)# revision 1

esr(config-mst)# instance 1 vlan 100
esr(config-mst)# instance 2 vlan 200
esr(config-mst)# exit

Switch(config)#spanning-tree mode mst
Switch(config)#spanning-tree mst configuration
Switch(config-mst)# name mst
Switch(config-mst)# revision 1
Switch(config-mst)# -dnstance 1 vlan 100
Switch(config-mst)# -dnstance 2 vlan 200

Mpoeepum paboty npotokona MSTP 1 cocTosHue NopToB.:

esr# sh spanning-tree bridge global
###### MST instance 1. Vlans mapped: 100
Regional Root ID: [32768] A8:F9:4B:AA:39:7B
This switch is the Regional Root
Time since topology change: 0 Topology change: 0
Topology change count: 32 Max hops: 20
Designated bridge ID: [32768] A8:F9:4B:AA:39:7B

###### MST instance 2. Vlans mapped: 200
Regional Root ID: [8192] A8:F9:4B:AA:39:7B
This switch is the Regional Root
Time since topology change: 0 Topology change: 1
Topology change count: 34 Max hops: 20
Designated bridge ID: [8192] A8:F9:4B:AA:39:7B

esr# sh spanning-tree gigabitethernet 1/0/1

###### MST 1. Mapped Vlans: 100
Regional Root ID: [16384] A8:F9:4B:AA:39:7B
This switch is the Regional Root
Name State Prio.Num Cost Status Role PortFast Type

gil/o/1 en 128.2305 4 FRW Desg No P2P Inter

###### MST 2. Mapped Vlans: 200
Regional Root ID: [8192] A8:F9:4B:AA:39:7B
This switch is the Regional Root
Name State Prio.Num Cost Status Role PortFast Type

gil/o/1 en 128.2305 4 FRW Desg No P2P Inter

HacTpolika npotokona MSTP 3aBepLueHa.
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9.5.4 Hacrtpoiika BPDU Guard

BPDU Guard — doyHKuMs, no3Bonstowas 6nokmposartb NopT npu noctynseHun BPDU. 3To npegoTtepawaet
cny4yaiiHoe nnm 3/10HaMepeHHoe co3faHune netenb B ceTu. PekomeHayetcs Bkaoyatb BPDU Guard Ha noptax,
K KOTOPbIM NOAK/H0YEHbI KOHEYHble YCTPOMCTBa. PYHKLUNA MOXET ObITb UCNO/Ib30BaHa Ha m3nyeckux, sub, g-
in-q HTepdeiicax, a Takke Ha port-channel.

®yHKUMS HegocTynHa Ha yctporictBax ESR-1000, ESR-1200, ESR-15xx, ESR-1700.

Mpun o6HapyxeHun Bxogswero BPDU nopT nepesoauntcs B ctatyc errdisable. B nore nosiBstcs
COOTBETCTBYHOLLME COOBLLEHMS:

2025-07-01T10:45:48+00:00 %MSTPD-W-BPDUGUARD: Received BPDU on port gigabitethernet 1/0/3 with
BPDU Guard - disabling port

2025-07-01T10:45:48+00:00 %LINK-W-ERRDISABLE: gigabitethernet 1/0/3 changed state to
ErrDisable, cause 'bpduguard'

Mo ymonyaHuto NopT He ByAeT NbiTaTbCsl aBTOMATUYECKN nepexoauTb B cocTosiHme "Up". 3To MOXHO caenarb
KOMaH/10M:

esr# set interface active gigabitethernet 1/0/3

Bo3moxHa HacTpoiika aBToMaTn4eckoro BOCCTaHOB/1IEHUA. [0 yMONYaHo BpeMEHHOW HTepBasl cocTaBnseT
300 cekyHp, (3HaueHune meHsieTcs ot 30 go 86400 cekyHp):

esr-15r(config)# errdisable recovery cause bpduguard
esr-15r(config)# errdisable recovery -interval
30-86400 Specify the timeout +interval in seconds

Mpu NonbITKe BOCCTAHOB/1IEHUA NOPTa B J1ore NosABUTCA COO6U.I,€HVI6:

esr# 2025-07-02T03:25:25+00:00 %LINK-W-ERRDISABLE_RECOVERY: Attempting to recover
gigabitethernet 1/0/3 from ErrDisable state caused by 'bpduguard'

ANropuTtM HacTpPOMKN

War OnucaHue KomaHpa Knroun
1 B KOHTeKCTe HacTpoiiku uHTepdpeiica/  esr(config-if-gi)# spanning-tree

TYHHENs akTMBMPOBaTb (PYHKLMIO bpduguard

BPDU Guard
2 BkniounTtb aBTOMaTmyecknii nepesog, — esr(config)# errdisable

nopta u3 cocTtosiHusA errDisable (He recovery cause bpduguard

06s13aTe/IbHO)
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War OnucaHue KomaHpa Knroun

3 YcTaHOBUTb BpeMeHHOW uHTepBasl, no  esr(config)# errdisable <TIME> - BpeM#s B cekyHAax,
NCTEYEHNN KOTOPOro UHTepdenc recovery interval <TIME> NPUHMMAET 3HAYEHNE B AnanasoHe
6yaeT nepeseeH B coctosHue "UP" [30...86400].

3HaueHue no ymonyanuto: 300.

Mpumep HACTPOIiKK

3agava:

Bkntounts BPDU Guard Ha dhmnsmyeckom nHtepdelice gigabitethernet 1/0/3, K KOTOPOMY NOAK/IOYEHO
KOHeuHoe ycTpolicTBo. Mpu noctynnexHnn BPDU nopT gomkeH oTkovatbes Ha 60 cekyH, U aBTOMaTUYECKM
BOCCTaHaB/MBaTbCS.

giLiorns

ESR
PC

PeweHne:

Bkntouaem Ha gigabitethernet 1/0/3 BPDU Guard:

esr(config)# interface gigabitethernet 1/0/3
esr(config-if-gi)# spanning-tree bpduguard

Bk/toyaem aBTOMaTYeCKoe BOCCTaHOB/EHME MHTepdielica 1 3a1aéM BpeMeHHol nHTepBan 60 cekyHa:

esr(config)# errdisable recovery cause bpduguard
esr(config)# errdisable recovery interval 60

MpoBepVM HACTPOIiKM BOCCTaHOBNEHMS UHTepdelica:

esr# show errdisable recovery
Timer dinterval: 60 seconds
Reason Automatic Recovery

bpduguard Enabled
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Mocne nepexoga nHTepdeiica B coCcTosiHME BNOKMPOBKY, ero ctatyc byaeT otobpaxarbcs Kak ErrDisable:

esr# show interfaces status

Interface Admin Link MTU MAC address Last change Mode
State State (d,h:m:s)

gil/o/1 Up Up 1500 68:13:e2:7e:73:91 00,18:31:16

routerport

gil/o/2 Up Down 1500 68:13:e2:7e:73:92 00,18:31:22

routerport

gil/o/3 ErrDisable Down 1500 68:13:e2:7e:73:93 00,00:00:08

switchport
Moapo6Hyt0 NHhopMaL Mo 0 6/10KMPOBKE UHTEPIENCOB MOXHO NOCMOTPETbL KOMaHZOM:

esr-15r# show 1interfaces status errdisable

Interface Err-Disable Reason Auto-Recovery Time Left
(sec)
gil/o/3 bpduguard 56

9.6 Hacrtpolika Bridge

Bridge (MocT) — 370 cnoco6 coemHeHus AByX U 6onee cermeHToB Ethernet Ha kaHalbHOM ypoBHe 6e3
CMNO/b30BaHNsA NPOTOKO/I0B 60/1ee BLICOKOrO YPOBHS, Takmx Kak IP. MakeTbl nepegatoTcs Ha ocHoBe Ethernet-
afipecos, a He IP-aapecoB. MocKobKy Nepeaya BbINOMHSAETCS HA KaHa/IbHOM YPOBHE (YPOBEHb 2 MOAEN!
OSl), Tpadomk NPOTOKO/I0B 60/1€E BLICOKOrO YPOBHS NPO3payHO NPOX0OAMT Yepes MOCT.

9.6.1 ANroputm HacCTpPOWKMU

War OnucaHue KomaHpa Knoun
1 [o6aBnTb ceTeBoii mocT (bridge) B esr(config)# bridge <BRIDGE-ID> <BRIDGE-ID> -
CUCTEMY M NEPENTU B PEXNM NOEHTUMKALNOHHBI HOMEep
HaCTPOIKM ero napaMeTpoB. MOCTa, NPMHUMAET 3HaYEeHNS B
AvanasoHe:

 ana ESR-10/12V(F)/
15/15R/15VF - [1..50];

+ ana ESR-20/21/30/31/
100/200 - [1..250];

+ ana ESR-1000/1200/
1500/1511 (rev.B)/
1700/3100/
3200/3200L/
3250/3250/3300/3350/
3350 - [1..500].

2 AKTUBMpPOBATbL CETEBOI MOCT. esr(config-bridge)# enable
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OonucaHue

Ykasatb ak3emnniap VRF, B koTopom
6yneTt paboTartb gaHHbI MHTepdelic
(HeoGsi3aTesbHO).

HasHaunTb onucaHue
KOHDUryprpyeMomy CeTeBOMY MOCTY
(HeoGsi3aTesbHO).

Csszatb cab-uHTepdeiic, ging-
uHTepgeic, L2GRE-TyHHENb nnm
L2TPv3-TyHHenNb C ceTeBbIM MOCTOM.
CBsA3aHHble UHTephenchbl/TyHHem n
CeTeBble MOCTbl aBTOMAaTUYECKM
CTaHOBATCS yYacTHUKamu obuero L2-
fomveHa (Heo6s3aTesbHO).

CBA3aTb TEKYLUNIA CETEBOIN MOCT C
VLAN. Bce uHTepdeliicbl n L2-TyHHenw,
ABNAIOLLMECH YSIeHaMWN Ha3Ha4yaeMoro
VLAN, aBTOMaTnyecky BKNHOYaKTCA B
CEeTeBOl MOCT U CTAHOBATCA
yyacTHVMKamu obuero L2-gomeHa
(HeoGsi3aTeNbHO).

YkazaTb pasmep MTU (Maximum
Transmition Unit) nakeToB, KoTopble
MOXET NponyckaTb AaHHbIN bridge
(Heo6s13aTE/MBLHO; BO3MOXHO, €C/IN B
bridge BkntoueH Tonbko VLAN).
MTU 6onee 1500 6yaeT akTUBHO

TOJIbKO B C/1yvae npnmMmeHeHnsa KomaHgbl

"system jumbo-frames".

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-bridge)# ip vrf
forwarding <VRF>

esr(config-bridge)# description
<DESCRIPTION>

esr(config-if-gi)# bridge-group
<BRIDGE-ID>

esr(config-if-12tpv3)# bridge-
group <BRIDGE-ID>

esr(config-bridge)# vlan <VID>

esr(config-bridge)# mtu <MTU>

Knoun

<VRF> - nmsa VRF, 3agaetcsa
cTpokoin go 31 cumBona.

<DESCRIPTION> — onucaHue
CEeTeBOro MOCTa, 3a4aéTcs
CTPOKOI Ao 255 cnmBonoB.

<BRIDGE-ID> -
NOEHTUOMKALNOHHBI HOMEp
MOCTa, NPYHUMAET 3HaYeHus B
AnanasoHe:

* ana ESR-10/12V(F)/
15/15R/15VF - [1..50];

« ana ESR-20/21/30/
31/100/200 - [1..250];

+ ana ESR-1000/1200/
1500/1511 (rev.B)/
1700/3100/
3200/3200L/
3250/3250/3300/3350/
3350 - [1..500].

<VID> — ngeHtudomkatop VLAN,
3afaéTcsa B AuanasoHe
[1..4094].

<MTU> - 3HauyeHne MTU,
NPUHUMAET 3HAYEHUS B
AunanasoHe:

« ana ESR-10/12V(F)/15/
15R/15VF - [552..9600];

+ ana ESR-20/21/30/
31 - [552..9500];

« ans ESR-100/200/
1000/1200/1500/
1511 (rev.B)/1700/3100/
3200/3200L/
3250/3250/3300/3350/
3350 - [552..10000].

3Ha4yeHVe No yMon4aHuio:
1500.
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OonucaHue

Ykaszartb IPv4/IPv6-agpec 1 macky
noAceTy Ans KOHUrypmpyemoro

nHTepdelica nnm BKIUMTb NOMyyeHne

IP-agpeca guHamunuecku.

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

KomaHpa

esr(config-bridge)# ip address
<ADDR/LEN> [unit <ID>]

nnm

esr(config-bridge)# ip address

<ADDR/LEN> secondary [unit <ID>]

esr(config-bridge)# ipv6 address
<IPV6-ADDR/LEN> [unit <ID>]

esr(config-bridge)# ip address
dhcp

Knoun

<ADDR/LEN> - IP-agpec un
ONIMHAa MacKu NoaceTw,
3ajaéTtcAa B BuAe
AAA.BBB.CCC.DDD/EE, rge
Kaxgasa yactb AAA - DDD
npuHUMmaeT 3HadeHus [0..255] n
EE npvHumaet 3HayeHun
[1..32].

<ID> — HOMep OHNTA],
NPUHUMAaET 3HadeHus [1..4].

Kntou secondary yka3blBaer,
YTO HACTPOEHHbIN agpec
ABNSAETCA [ONOMHUTENBHBLIM IP-
appecom. Ecnu 310 Ktoyesoe
C/10BO OTCYTCTBYET,
HaCTPOEHHbI agpec ABnseTcA
OCHOBHbIM |P-agpecom.
Bo3moXHO ykasaTb Ao 7
JonosnHuTeneHbIX IP-agpecos.

JononHutensHble yHKU1K
IPv4-agpecaumm cm. B pasgene
HacTpolika IP-agpecauunn.

<IPV6-ADDR/LEN> — IP-agpec
1 npedmkc noaceTu, 3agaéTcs
B Buae X:X:X:X::X/EE, rae
Kaxgas 4yacTb X npuHMmaeT
3HaueHus B
LecTHaAuaTepuyHoM popmare
[0..FFFF] v EE npuHumaet
3HayeHus [1..128].

<ID> - HOMep oHUTA],
NPUHUMaET 3HadeHus [1..4].

JononHutesnbHble yHKUUK
IPv6-agpecaunn cm. B pasgene
HacTpolika IPv6-agpecauun.

MOXHO yKa3aTb HECKOJIbKO
IPv4/IPv6-agpecos
nepeyncrieHnemM yepes
3anATyt0. Moxet 6bITb
Ha3Ha4eHo A0 8 IPv4/IPv6-
a/lpecoB Ha UHTepgeiic.

JononHutenbHble yHKUUK
npu pa6ote DHCP-knueHTa cm.
B pasgene YnpasneHne DHCP-
K/INEHTOM.
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LWar

10

11

12

13

OonucaHue

OTKIUUTL Ha NHTepdeiice dyHKUMM
Firewall nnu Bkniountb nHTEpPheiic B
30Hy 6e3onacHocTm (CM. pasgen
KoHdpuryprpoBaHue Firewall).

BKOUNTL 3anuchb CTaTUCTUKK
ICNO/Mb30BaHUA TEKYLLETO MHTepdelica
(Heo6s13aTE/NBLHO).

3agarb UHTEPBa/ BPEMEHMU, 3a KOTOPbII
ycpeaHsieTcs CTaTUCTVKA O Harpyske Ha
bridge (Heo6s13aTe/NbLHO).

3apatb MAC-agpec ceTeBoro MocTa,
OT/INYHBIA OT CUCTEMHOTO
(Heo6s3aTE/NBLHO).

BkntounTb Ha bridge pexxum nsonsuum
nHTepdeiicos.

B faHHOM pexume 06MeH Tpadnkom
MeX[y YfieHaMu CETEBOrO MocTa
3anpelleH (Heo6s3aTensHO).

KomaHgoii protected-ports

exclude {<IF> | <TUN> | <VLAN>}
WCK/THOYAOTCS U3 CNCKA U30/IMPYEMbIX
CYLLIHOCTW, BK/IIOUEHHbIE B CETEBO
MOCT.

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-bridge)# ip firewall
disable

esr(config-bridge)# security-zone
<NAME>

esr(config-bridge)# history
statistics

esr(config-bridge)# load-average
<TIME>

esr(config-bridge)# mac-address
<ADDR>

esr(config-bridge)# protected-
ports <MODE>

Knoun

<NAME> — nMs 30HbI
6e3onacHocCTu, 3aaétca
cTpokoit go 31 cumBona.

<TIME> - nHTepBas B
cekyHAax, npuHumaeT
3HaveHus [5..150].

3Ha4veHune Mo yMOolHaHuio: 5.

<ADDR> — MAC-agpec
CeTeBOro MocTa, 3a4aéTcs B
Bnge XX: XX XX:XX:XX:XX, rae
Kaxkaasi 4yacTb NpUHMMaeT
3HayeHus [00..FF].

* none — n3oNauus
NHTepdeincoB OTK/IOUEHA.
B paHHOM pexume
KOMMYyTauuMs KagpoB Mexay
ysieHaMmn ceTeBoro MocTa
paspeLueHa;

+ local — uzonsauus
NHTepdieiicoB BK/IOYEHA. B
[aHHOM pexunme
KOMMYyTauUuMs KagpoB Mexay
4sieHaMmn ceTeBoro MocTa
3anpeLyeHa;

+ radius — nsonsAuma
NUHTEpdencoB BK/IOUYEHA.
[Ona ncnonb3oBaHus
[aHHOro pexuma TpebyeTcs
HacTpolika Wi-Fi
KOHTposepa TyHHeneli B
pexume "radius”. B gaHHOM
pexume KOMMyTaLms
KafpoB MeXay YieHaMm
CeTeBoro mocra
3anpeLleHa, 3a
nckntoyeHnem SoftGRE
DATA TyHHenell.

[Onsa SoftGRE DATA-
TYHHenel napameTpbl
N30151uMK 3anpalunBaroTcs
y RADIUS-cepBepa.
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War OnucaHue KomaHnpa

esr(config-bridge)# protected-
ports exclude {<IF> | <TUN> |
<VLAN>}

14 3anpeTnTb KOMMyTaLuMio Tpaduka esr(config-bridge)# unknown-
unknown-unicast (korga MAC-agpec unicast-forwarding disable
Ha3HaueHus He cofepxuTcs B Tabnuue
KoMMyTauuu) B gaHHoMm bridge
(HeoGA3aTENBHO; NPYMEHUMO TOSILKO Ha
ESR-1000/1200/1500/1511/1700/
3100/3200/3200L/
3250/3250/3300/3350/3350).

15 YCTaHOBUTL BPeEMS Xn3Hu IPv4/IPv6- esr(config-bridge)# ip arp
3anuceii B ARP-Tabnuue, nsyyeHHbix Ha reachable-time <TIME>
faHHoMm bridge (Heo6si3aTeNbHO).

nnm
esr(config-bridge)# ipv6 nd
reachable-time <TIME>

Takke ans bridge-nHTepgeiica BO3MOXHO HAaCTPOUT:

+ QoS B 6a30BOM WM paclUMpPeHHOM pexumMax (CM. pasaen YnpasneHve QoS);
+ proxy (cm. pasgen NpokcrpoarHe HTTP/HTTPS-Tpachrika);
* MOHUTOPWHT Tpaduka (cm. pasaensl Hactpoiika Netflow n HacTtpoiika sFlow);

Knoun

<IF> - nHTepdeiic, 3agaercsa B
BUAe, ONMCaHHOM B pasjene
Tunbl 1 NOPSAOK MMEHOBAHNSA
NHTEpdencos
mMapLupyTu3artopa.

<TUN> — um4aA TyHHens,
3ajaeTtcd B BMAe, ONMCcCaHHOM B
pasgene Tunbl 1 NopsanokK
NMEHOBaHWUA TyHHenel
MapLupyTmsaropa.

<VLAN> - vlan, cBsi3aHHbI C
ceTeBbIM MOCTOM.

<TIME> — BpeMs XW13Hn
AnHamnyecknx MAC-agpecos,
B MUINCEKYHAAX.
Jonyctumble 3HayeHusa ot 5000
£0 100000000 MunnmcekyHa,
PeasnbHoe Bpems 06HOBNEHUS
3anucu BapbupyeTcs ot
[0,5;1,5]*<TIME>.

* (hYHKLVMW NPOTOKO/I0B MapLipyTusauun (CM. pasgen YnpasneHue mMapLipytusaumeil);

+ npotokon VRRF (cM. pazgen YnpaeneHne pe3epBripoBaHnem);

* goyHkumst BRAS (cm. pasgen Ynpaenenue BRAS (Broadband Remote Access Server));

* doyHKumK IDS/IPS (cm. pasgen HacTpoiika IPS/IDS).
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9.6.2 Mpumep HacTpoliiku bridge ana VLAN n L2TPv3-TyHHens

3apgava:

O6beanHUTb B eanHbI L2-goMeH nHTepdiencsl MapLupyTmM3aTopa, OTHOCALMECS K IOKalbHOW ceTu, n L2TPv3-
TYHHEe b, NPOXOAALLNIA N0 Ny6NnYHON ceTn. Ansa o6beanHeHus ncnonb3osaTtb VLAN 333.

VLAN 333

gil/of11
TynHens L2TPv3 333

VLAN 333 |
gil/o/12 |

PeweHue:
Cosgagmm VLAN 333:

esr(config)# vlan 333
esr(config-vlan)# exit

Co3pgaaym 30Hy 6e3omnacHoCTU «trusted»:

esr(config)# security-zone trusted
esr(config-zone)# exit

[o6asunm nHTepdelicel gi1/0/11, gi1/0/12 B VLAN 333:

esr(config)# interface gigabitethernet 1/0/11-12
esr(config-if)# mode switchport
esr(config-if)# switchport general allowed vlan add 333 tagged

Cosgaaum bridge 333, npusshkem Kk Hemy VLAN 333 1 ykaxxeM YNeHCTBO B 30He «trusted»:

esr(config)# bridge 333
esr(config-bridge)# vlan 333
esr(config-bridge)# security-zone trusted
esr(config-bridge)# enable

YCTaHOBUM NpUHAANEXHOCTb L2TPV3-TyHHENs K MOCTY, KOTOPbI CBA3aH C /TIOKasIbHOW ceTblo (HacTpolika
L2TPv3-TyHHeNsi paccmaTtpuBaeTcs B pasaene Hactpoiika L2TPv3-TyHHenel). B obuiem cnyvae
naeHTndonkaTopbl MOCTa 1 TYHHENS He A0/MKHbI coBnagaTh ¢ VID, kak B JaHHOM npumepe.

esr(config)# tunnel 12tpv3 333
esr(config-12tpv3)# bridge-group 333
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9.6.3 Mpumep HacTpoliku bridge ana VLAN

3apgava:

Hactpoutb MapLupytusauuto mexay VLAN 50 (10.0.50.0/24) n VLAN 60 (10.0.60.0/24). VLAN 50 gonxeH
OTHOCcUTbCA K 30HEe «LANT», VLAN 60 — Kk 30He «LAN2». Heo6x0aMMo paspeLumTb CBOOOAHYIO nepeaady
Tpadmka Mexay 30Hamu.

gilfo/12
ESR

bridge 50
10.0.50.1/24

bridge 50
10.0.60.1/24

Eil/0/11 Eil/0/14

PelueHwe:
Cospgagum VLAN 50, 60:

esr(config)# vlan 50,60
esr(config-vlan)# exit

Co3gaanm 30HbI 6e3onacHOCTM «LANT» 1 «LAN2»:

esr(config)# security-zone LAN1
esr(config-zone)# exit
esr(config)# security-zone LAN2
esr(config-zone)# exit

HasHaunm uHtepdoeincam gi1/0/11, gi1/0/12 VLAN 50:

esr(config)# interface gigabitethernet 1/0/11-12
esr(config-if-gi)# switchport general allowed vlan add 50 tagged

HasHaunm uHtepdoeiicy gi1/0/14 VLAN 60:

esr(config)# interface gigabitethernet 1/0/14
esr(config-if-gi)# switchport general allowed vlan add 60 tagged

Cospgaaum bridge 50, npmsshkem VLAN 50, ykaxxem IP-agpec 10.0.50.1/24 v uneHcTBO B 30HE «LANT»:

esr(config)# bridge 50

esr(config-bridge)# vlan 50
esr(config-bridge)# ip address 10.0.50.1/24
esr(config-bridge)# security-zone LAN1
esr(config-bridge)# enable
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Cosgaaum bridge 60, npusshkem VLAN 60, ykaxxem IP-agpec 10.0.60.1/24 1 uneHcTBO B 30HE «LAN2»:

esr(config)# bridge 60

esr(config-bridge)# vlan 60
esr(config-bridge)# ip address 10.0.60.1/24
esr(config-bridge)# security-zone LAN2
esr(config-bridge)# enable

Cosgaaum npasuna B Firewall, paspewatowme cBob6ogHoe NpoxoxaeHne Tpadmka mexay 30Hamu:

esr(config)# security zone-pair LAN1 LAN2
esr(config-zone-pair)# rule 1
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# exit

esr(config)# security zone-pair LAN2 LAN1
esr(config-zone-pair)# rule 1
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# exit

esr(config)# exit

MocMOTpeTb Y1IEHCTBO NHTEPENCOB B MOCTE MOXHO KOMaHZOM:

esr# show interfaces bridge

9.6.4 Mpumep HacTpoiiku go6aBneHus/ypaneHnsa stoporo VLAN-Tera

3apgaua:

Ha nHtepdgoeiic gigabitethernet 1/0/1 noctynatot Ethernet-kagpbl ¢ pasnnyHbiMmn VLAN-Teramu. Heo6xoanmo
nepeHanpasnTb NX B MHTepAielic gigabitethernet 1/0/2, no6asus sTopoii VLAN-ID 828. Mpu noctynneHun Ha
nHtepdpeiic gigabitethernet 1/0/2 Ethernet-kagpos ¢ VLAN-ID 828 faHHbI Ter Ao/XeH ObiTb YAaneH 1
oTnpasneH B uHTepdpeiic gigabitethernet 1/0/1.

PelweHune:

Cosgaamm Ha MapLupyTusatope bridge 6e3 VLAN n 6e3 IP-agpeca:

esr(config)# bridge 1
esr(config-bridge)# enable
esr(config-bridge)# exit

Bkntounm nHtepdpeiic gigabitethernet 1/0/1 B bridge 1:

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# bridge-group 1
esr(config-if-gi)# exit
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Bkntounm cab-uHtepgoeiic gigabitethernet 1/0/2.828 B bridge 1:

esr(config)# interface gigabitethernet 1/0/2.828
esr(config-if-sub)# bridge-group 1
esr(config-if-sub)# exit

Mpwn go6asneHun sToporo VLAN-Tera B Ethernet-kagp ero pasmep yBennumsaetcs Ha 4 6aiita. Ha
nHTepdece maplipytusartopa gigabitethernet 1/0/2 n Ha Bcem o6opygoBaHum, nepegatowiem Q-in-Q
Kagpbl, Heobxoanmo yeennunte MTU Ha 4 6ainta nnmn 6onee.

9.7 HacTtpoiika Dual-Homing

B Tekywein Bepcum MO dyHKLMA nogaepxmBaeTcs To/bko Ha MapLupyTtusatope ESR-1000.

Dual-Homing — TexHonorus pe3epB1MpoBaHns cCoeauHeHui, No3BONSIET OpraHM30BaTh HAAEXHOE CoOeiIMHEHNE
K/HOYEBbIX PECYPCOB CETU HA OCHOBE HA/IMUMS PE3EPBHbIX IMHKOB.

9.7.1 ANroputM HacCTpPOIKK

War OnucaHne KomaHpa Knoun

1 YkasaTb pe3epBHblii MHTepdielic, Ha esr(config-if-gi)# backup <IF> — nHTepgeiic, Ha KOTopbIi
KOTOpbIii 6yAeT NPONCXOAUTb interface<IF> vlan <VID> 6y4eT NponucxoanTb
nepekoyYeHne nNpu noTepe CBA3N Ha nepek/tyeHue.
OCHOBHOM.

<VID> — ngeHTUnKaLOHHbIN
Homep VLAN, 3apaétcs B
AnanasoHe [2..4094].

MOoXHO Takxe 3agarb
Jnana3oHoM yepes «-» Un
nepeyvncrieHneM 4yepes «,».

2 YkasaTb KONIMYeCTBO KONUIA NakeToB C esr(config)# backup-interface <COUNT> — Konn4ecTBO KOnuii
ofgHuUM 1 Tem xe MAC-agpecom, mac-duplicate <COUNT> NnakeToB, NPMHUMAET 3Ha4YeHne
KOTOpble 6YayT OTrpaB/eHbl B [1..4].

aKTUBHbIN NHTEpdenc npu
nepekstoyYeHnmn (Heo6s3aTenbHo).

3 YKa3aTb KONM4eCTBO NakeToB B esr(config)# backup-interfacemac- <COUNT> - konnuectBo MAC-
CeKyHfy, KoTopoe 6yget otnpaeneHo B per-second<COUNT> afpecoB B CEKyHAY, NPUHUMaET
aKTUBHbI MHTepddelic npu 3HaueHwue [50..400].

nepekstoyeHnmn (Heo6s3aTenbHo).

4 Ykasatb, UTo Heob6xoamMmo ocylectTeuTb  esr(config)# backup-interface
nepeksiyYeHne Ha OCHOBHOIA preemption
NHTepeic Npn BOCCTaHOB/IEHNMN CBA3M
(HeoGsi3aTeNbHO).
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9.7.2 Mpumep HACTPOIKU

3apgava:

OpraHun3oBatb pesepBupoBaHune L2-coeguHennin mapupytumdaTopa ESR ansa VLAN 50-55 uepes ycTpoiictea
SW1 1 SW2.

Switch

W1
Switch

SW2

PeweHue:
MpenBapuTeNbHO HY)XHO BbINO/HUTL CNeayoLlme AeicTBUs:
Cosgagmm VLAN 50-55:

esr(config)# vlan 50-55

Heobxoanmo oTtkntounTb STP Ha nHTepdelicax gigabitethernet 1/0/9 u gigabitethernet 1/0/10, Tak kak
coBMecTHas paboTa faHHbIX MPOTOKO/I0B HEBO3MOXHA:

esr(config)# interface gigabitethernet 1/0/9-10
esr(config-if-gi)# spanning-tree disable

NHTepdelickl gigabitethernet 1/0/9 u gigabitethernet 1/0/10 go6asum B VLAN 50-55 B pexume general:

esr(config-if-gi)# switchport general allowed vlan add 50-55
esr(config-if-gi)# exit

OCHOBHOI 3Tan KOHPUIyppOBaHUS:

Cpaenaem nHTepgeiic gigabitethernet 1/0/10 pe3sepsHbIM a1 gigabitethernet 1/0/9:

esr(config)# interface gigabitethernet 1/0/9
esr(config-if-gi)# backup interface gigabitethernet 1/0/10 vlan 50-55

MpPOCMOTPETL UHDOPMALIMIO O PE3ePBHbIX UHTEPMECAX MOXHO KOMAH/IOIA:

esr# show interfaces backup
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9.8 HacTtpoliika 3epkanupoBaHusi (SPAN/RSPAN)

B TekyLuei Bepcun MO dyHKUMA yaaneHHoro 3epkanunpoatms (RSPAN) nogaepxmBaeTcst TONIbKO Ha
mapLupyTtmsaropax ESR-1000/1200/1500/1511/1700.

3epkanvpoBaHune Tpaduka — oyHKUUS MapLLpyT13aTopa, NpeaHasHayeHHas 4718 nepeHanpasieHus Tpaguka
C 0OfIHOrO MopTa MapLIpyTU3aTopa Ha Apyroi NopT 3TOro Xe MapLupyTusaTopa (lokasibHoe 3epkanipoBaHue)
UKW Ha yaaneHHoe ycTpolicTeo (yaasieHHoe 3epkasiMpoBaHue).

9.8.1 ANroputM HacCTpPOIiKK

Lar

OnucaHue

Onpegenntb VLAN, no kotopomy byaet
nepefaBartbCs 0T3epPKa/IMPOBaHHbIl
Tpadvik (B c/ly4yae Mcnosib3oBaHus
YAQTEHHOO 3ePKa/IMPOBaHUS).

BK/IIOUUTH PEXMM YAA/IEHHOTO
3epkanmpoBaHus (B cnyyae
CMO/Ib30BaHUS YAA/IEHHOTO
3epKanmpoBaHus).

OnpefennTb pexuvm nopTa,
nepefaroLlero oT3epkasiMpoBaHHbIi
Tpaduk (Heobsa3aTesbHO).

B pexume KoHGurypauumn nHrepgeica
BK/THOUUTb 3epKa/IMpoBaHme.

KomaHpa

esr(config)# port monitor remote
vlan <VID> <DIRECTION>

esr(config)# port monitor remote

esr(config)# port monitor mode
<MODE>

esr(config-if-gi)# port monitor
interface <IF> [ <DIRECTION> ]

Knoun

<VID> — ngeHTUnKaLOHHbIN
Homep VLAN, 3apaéTca B
ananasoHe [2...4094];

<DIRECTION> — HanpaBneHue
Tpadgmka:

* tx — 3epkasimpoBaHue B

yKasaHHblIi VLAN TOnbKO
ucxogsulero Tpaduka;

* IX — 3epKasinposaHune B

ykazaHHbIi VLAN TonbKo
BXoZsLLero Tpaduka.

<MODE> - pexum:

* network — COBMELLEHHbI

pPexum nepefaqn AaHHbIX 1
3epkanupoBaHue (no

YMO/TYaHWIO);
monitor-only — TonbKO
3epkanupoBaHve.

<IF> - nHTepdelic, ¢ koToporo
OyayT 3epKaiMpoBaTbCs
kafpbl;

<DIRECTION> — HanpaBneHue
Tpadgmka:

* tx — 3epkanimpoBaHue

TOJIbKO MCXOAALLErO
Tpaduka,

rX — 3epkasimpoBaHue
TO/IbKO BXOAALLErO
Tpadmka.
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9.8.2 Mpumep HACTPOIKU

3apgava:

OpraHun3osartb yaasieHHoe 3epkannpoBaHue Tpadnka no VLAN 50 ¢ nHtepdoeiica gi1/0/11 gna nepegaym Ha

cepep Ana o6paboTKu.
Server

=3

VLAN 50

Switch

—

SW1
VLAN 50
ESR-1000] gi 1/0/5

gi1/0/11
‘ m Internet

gi 1/0/10

Switch

Sw2

PelweHue:
MpeaBapuTENbHO HYXXHO BbINO/HUTL CreayLlmne AeicTBUS:

+ Cospatb VLAN 50;
+ Ha nntepdelice gi 1/0/5 pobasuts VLAN 50 B pexnme general.

OCHOBHOI1 3Tan KOHpMryprMpoBaHus:

Ykaxkem VLAN, no KoTopoii 6yaeT nepefaBaTtbCs 3epKanmpoBaHHbIl Tpadimk:
esrloeo(config)# port monitor remote vlan 50
Ha nHtepdoeiirce gi 1/0/5 ykaxem nNopT 419 3epKa/iMpoBaHus:

esr1000(config)# interface gigabitethernet 1/0/5
esrlee0(config-if-gi)# port monitor interface gigabitethernet 1/0/11

YkaxeM Ha nHtepdeiice gi 1/0/5 pexum yaaneHHOro 3epkavpoBaHus:

esr1000(config-if-gi)# port monitor remote

9.9 Hacrtpovika LACP

LACP — npoTtokon gns arpernpoBaHns KaHanoB, N03BONSAET 06beUHNTL HECKO/TbKO (PM3NYECKMX KaHa10B B
OOMH Nornyeckunii. Takoe o6beMHeHe NO3BOMAET YBEMUMBATL NPOMNYCKHYIO CMOCOOGHOCTb U HAAEXHOCTb
KaHana.
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9.9.1 ANroputM HacCTpPOIKK

War OnucaHue

1 YCTaHOBUTb NPUOPUTET CUCTEMbI A/15
npotokona LACP.

2 YcTaHOBUTbL MexaHn3M 6anaHCUpPOBKU
Harpyskv 45 rpynn arperaumm
KaHaJ0B.

3 YCTaHOBUTb aAMUHUCTPATUBHbIN
TaiimayT npotokona LACP.

4 Co3gatb 1 NepenTn B pexmm
KOHQUIypMpoBaHus arpermpoBaHHOro
nHTepcpeiica.

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config)# lacp system-priority
<PRIORITY>

esr(config)# port-channel load-
balance { src-dst-mac-ip |
src-dst-mac | src-dst-ip | src-dst-
mac-ip-port }

esr(config)# lacp timeout {short |
long }

esr(config)# interface port-channel

{ <ID> | <UNIT>/<ID>}

Knoun

<PRIORITY> — npuopuTer,
yKasblBaeTCcs B guanasoHe
[1..65535].

3Ha4veHne Mo ymonyaHuio: 1.

+ src-dst-mac-ip -
MexaHu3m 6anaHCUPOBKU
ocHoBbIBaeTcsl Ha MAC-
agpece v IP-agpece
OTMpaBuTEeNs U
nosyvarens;

+ src - dst - mac — mexaHu3m
6anaHcMpoBKn
ocHoBbIBaeTcsl Ha MAC-
agpece oTnpaBuTeNs un
nosyvarens,

+ src - dst - ip — mexaHn3m
6anaHcMpoBKu
OCHOBbIBaeTcs Ha IP-
ajpece oTnpaBuTeNs u
nosnyvarens;

+ src - dst - mac - ip - port -
MexaHn3M 6aslaHCMPOBKU
ocHoBbIBaeTcs Ha MAC-
agpece, IP-agpece n noprte
oTnpaBuTeNs n
nosyvarens.

+ long — gnnuTtensHoe Bpems
TalimayTa,;

+ short — kopoTkoe Bpems
TaimayTa.

3HaueHve no ymonuaxuto: long.

<UNIT> — HOomep ycTpoiicTBa B
rpynne ycTpoiicTs [1..4].

<CH> - nopsgkoBblii HOMep
rpynnbl arperaunmn KaHasos,
NPUHUMaET 3HadeHus [1..12].
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5

OonucaHue

HacTponTb Heob6x0AVMbIE NapaMeTpbl
arpervpoBaHHOro kaHana.

3aaarb CKOPOCTb (HE06A3aTe NbHO).

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config)# interface port-channel

{ <ID> | <UNIT>/<ID> }.<S-VLAN>

esr(config)# interface port-channel

{ <ID> | <UNIT>/<ID> }.<S-
VLAN>.<C-VLAN>

esr(config-if-port-channel)# mode

switchport

esr(config-if-port-channel)# mode

routerport

esr(config-if-port-channel)# speed

<SPEED>

Knoun

<UNIT> — Homep ycTpolicTBa B
rpynne ycTpoiicTs [1..4].

<CH> — nopsiakoBbIii HOMep
rpynnbl arperawuymn KaHasos,
NPUHUMaET 3HadeHus [1..12].

<S-VLAN> - ngeHtucdmkaTop
cosgasaemoro S-VLAN.

<C-VLAN> — ngeHtncpumkatop
cosgaBaemoro C-VLAN.

YcTaHoBUTb MHTepheiic B
pexvm L2

YcTaHoBUTb MHTepdieiic B
pexum L3

<SPEED> - 3HauyeHne
CKOpOCTHK:

+ 10M - 3HayeHne cKkopocTu
10 M6ut/c;

+ 100M - 3Ha4yeHMe CKOpPOCTK
100 MéwuT/c;

* 1000M - 3HayeHune
ckopocTtn 1000 M6uT/C;

* 10G — 3HayeHue cKopoCTU
10 reut/c;

+ 25G — 3Ha4eHue CKopoCTU
25T6uTt/c;

* 40G - 3Ha4YeHne CKopocTH
40 réur/c;

+ 100G - 3Ha4yeHue CKOpOoCTH
100 réwurt/c;

MapameTp HacneayloT BCe
cthnsunueckme nHTepdeiicsl,
npuHagnexawme gaHHoOM
rpynne arperauum KkaHanos.

3Ha4yeHVe No yMo4aHuio:
1000M
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10

11

12

OonucaHue

M3meHuTL pasmep MTU
(MaximumTransmitionUnit). MTU
6onee 1500 6yaeT akTUBHO, TO/IbKO
€c/IM NpuMeHeHa KomaHa system
jumbo-frames (Heo6s3aTeNbHO).

MepeiTn B peXXmm KOHDUIypupoBaHus
dom3nyeckoro nHTepdielica.

BkntounTb domanyeckunii MHTepdeiic B
rpynny arperauum KaHaiaoB C
yKasaHneMm pexuma chopMnpoBaHus
rpynnbl arperaymn KaHasoB.

YctaHosutb LACP-npuoputet
nHTepdeiica Ethernet.

YCTaHOBUTb MHTEPBA/ BPEMEHMU, B
TeyeHne KOToporo cobrpaetcs
CTaTUCTMKA O Harpy3ke Ha uHTepdeiic
(HeoGsi3aTesNbHO).

BKHOUNTb 3aMUCb CTATUCTUKM
NCNoNb30BaHWs TEKYLLIEro nHTepgeinca
(HeoGsi3aTesIbHO).

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-if-port-channel)# mtu
<MTU>

esr(config)# interface <IF-
TYPE><IF-NUM>

esr(config-if-gi)# channel-group
<ID> mode <MODE>

esr(config-if-gi)# lacp port-priority

<PRIORITY>

esr(config-if-gi)# load-average
<TIME>

esr(config-if-gi)# history statistics

Knoun

<MTU> - 3HaueHne MTU B
baiTax.

MapameTp HacneayloT BCe
t¢husmnueckne nHtTepdeiicsbl,
npvHaanexaiwyme gaHHOW
rpynne arperauyn KaHaoB.

3HaueHne No ymonyaHuio:
1500.

<IF-TYPE> - Tvn nHTepdpeiica
(gigabitethernet nnu
tengigabitethernet).

<IF-NUM> - U/S/P - U-toHuT
(1), S - cnot (0), P — nopr.

<ID> — NopsAKOBbLI HOMEP
rpynnbl arperaumm KaHasos,
NPUHUMAaET 3HadeHuns [1..12].

<MODE> — pexum
dhopmupoBaHue rpynmnol
arperaumy kaHasoB:

+ auto — fo6aBUTbL
UHTEepgoeiic B
AVHaMU4Yeckyto rpynny
arperauuy ¢ noaaepxXKomn
npotokona LACP;

+ on - go6aBuTb NHTEpdeic
B CTATUYECKYIO rpynmny
arperauuu.

<PRIORITY> — npuopuTer,
yKa3blBaeTCA B AvanasoHe
[1..65535].

3Ha4veHue Mo ymonyaHuio: 1.

<TIME> - nHtepBan B
CekyHpax, MpuHumaeT
3HayeHus [5..150].
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War OnucaHue KomaHpa Kntoun

Takxke A/1s1 arpernpoBaHHOro NHTepdeiica BO3MOXXHO HAaCTPOUTb:

- IPv4/IPv6-aapecaumto (cM. B pasfenax HacTtpoiika IP-agpecauuy, HacTpoiika IPvé-agpecalymn n YnpasneHve
DHCP-knneHToM);

+ Firewall (cm. pasgen KoHdourypuposarue Firewall);

+ QoS B 6a30BOM WM pacLUMPEHHOM pexumMax (cM. pasgen YnpasneHve QoS);

+ proxy (cm. pasgen Npokcuposarne HTTP/HTTPS-Tpadiuka);

+ MOHUTOpPUHT Tpadhmka (cM. pazgensl HacTpoiika Netflow n Hactpoiika sFlow);

* (PYHKLMW NPOTOKO/I0B MapLipyTusauuy (CM. pasfen YnpasneHue mMaplupytusalmeil);

+ npotokon VRRF (cMm. pazgen YnpasneHve pesepBupoBaHnem)

* oyHkumsi BRAS (cm. pasgen YnpaeneHvie BRAS (Broadband Remote Access Server));

* cpyHkumm IDS/IPS (cm. pasgen Hactpoiika IPS/IDS).

9.9.2 Mpumep HACTPOIKMN

3apgaua:

HacTpouTb arpermpoBaHHblii KaHasT Mexay MapLupyTu3atopom ESR 1 KoMMyTaTopoM C NOMOLLbH
tengigabitethernet-uHtepcpeiicos co 3HaueHnem MTU 9000 B pexume Trunk gns nepegaun scex VLAN,
CO3[aHHbIX Ha MapLupyT13aTope.

aﬁlﬂm — E
Tell0/2 , '
ESR oo Switch
Port-Channel 3

PelueHne:
MpenBapuTenbHasa KOHUrypaumsa:

MpengapuTeNbHO Ha YCTPOCTBaxX HEOOX0AMMO BKIKOUMTL noggepky Jumbo-gopeiimoB. 18 BCTyneHUs
N3MeHeHwul B culy TpebyeTcs nepesarpyska ycTpoicTea:

esr (config)# system jumbo-frames

Takke Ha yCTpoiCcTBax A0/MKHbI ObiTb CO3aHbl Heobxoaumble VLAN ans nepegaumn B pexume Trunk.
OCHOBHOW 3Tan KOHOUIrypupoBaHus:

Cosgaanm nHTepdelic port-channel 3:
esr(config)# interface port-channel 3
MNepeBeaéM UHTEpPAElic B pexum swithcport:

esr(config-if-port-channel)# mode switchport
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CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

3apgaamm pasvep MTU = 9000:
esr(config-if-port-channel)# mtu 9000

YcTaHOBVM 3Ha4YeHne CKOPOCTH (hn3nYecKUx MHTepencos, Ha KOTopbIX ByaeT paboTaTb arpermpoBaHHbIl
nHTepdeiic:

esr(config-if-port-channel)# speed 10G
HacTtpoum paboty nHtepderica B pexxume trunk ¢ nepegadein scex VLAN, co3gaHHbIX Ha MapLipyTusartope:

esr(config-if-port-channel)# switchport mode trunk
esr(config-if-port-channel)# switchport trunk allowed vlan auto-all

Mepenagém kK HacTpoiike hmanyecknx nHTepdpelicos. MNepeBeném nHTepdeicesl tengigabitethernet1/0/1 u
tengigabitethernet1/0/2 B pexum paboTtsl switchport:

esr(config)# interface tengigabitethernet 1/0/1-2
esr(config-if-te)# mode switchport

Bkiounm nHTEepdelicel B co3gaHHyo rpynny arperaummn kaHanos c ID 3 B pexume auto ¢ noaaepxkoi
npotokona LACP:

esr(config-if-te)# channel-group 3 mode auto

JanbHeiiwas KoHgurypauus port-channel npoBoanTCcs kak Ha 06bIYHOM (PM3NUECKOM UHTEPElice.
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10 YnpasneHue QoS

» Basosblii QoS
« ANTOPUTM HACTPOKM
* [pyMep HACTPOIKM

CepBUCHbIE MapLUpyTM3aTopbl cepun ESR. PyKOBOACTBO MO 3KCM/lyaTaumm

+ Mpumep pacyeTa NPonyckHO CNOCOBHOCTY A/1S B3BELLEHHBIX ouepesei

+ PacwwupeHHbIi QoS

* AJITOPUTM HaCTPOIKM

+ [pyMep HaCTPOKM

* MexaHn3m paboTbl nonncepa
+ MPLS QoS

QoS (Quality of Service) — TexHonorusi NpeocTaBeHNa pasNnyHbLIM KlaccaM Tpadinka pasnnyHbIX
NPUOPUTETOB B 06CYXMBaHWK. Vicnonb3oBaHne cnyxobl QOS No3BonseT ceTeBbIM NPUIOXKEHNUAM
COCyLLEeCTBOBaTb B OAHOV CETW, HEe YMeHbLUas Npu 3TOM NPOMYCKHYI0 CMOCOBHOCTb APYTUX NPUIOXEHNIA.

10.1 BaszoBbliit QoS

B 6a30BOM pexume Ha mapLupyTtusatopax ESR knaccudmkaums (HanpasneHue Tpadguvka B o4epesp) 1
nepemapkmpoBka paboTaroT TObKO Ha BXxoae (Ha uHTepdpelice, Yepes KOTOpbIA NOCTynaeT Tpagmk, LO/HKEH

6bITb BK/OUYEH QOS).

10.1.1 ANropuTm HaCTPOIKKN

LWar OnucaHune

1 BkntounTb cepBuc QoS Ha nHTepdelice

/TyHHEne/ceTeBOM MOCTY.

Ecnu Ha uHTepdeiice He HasHaueHa

nonuTuka QosS, To nHTepdpeiic pabotaet

B pexxume BasicQoS.

2 YCTaHOBUTb pexuM JOBEPUS K
3HayeHuam kogos 802.1p n DSCP Bo
BXOAALLMX NakeTax (Heo6s13aTesnLHO).

esr(config)# qos trust <MODE>

KomaHpa Knroun

esr(config-if-gi)# qos enable

<MODE> — pexum foBepus K
3HayeHuaAm kogos 802.1p u
DSCP, npuH1maeT ofHo 13
crnefyoLmx 3HaYeHNIA:

+ dscp - pexum goBepus
3HadyeHuam kogos DSCP B
IP-3aronoBke. He IP-nakeTbl
OyayT Hanpas/ieHbl B
oyepesb Mo YMOYaHMH.

* COS — PEXUM [0Bepus
3Ha4yeHuam kogos 802.1p B
Tere 802.1q.
HeTermpoBaHHble NakeThbl
OyayT Hanpas/ieHbl B
oyepesb Mo YMOYaHMH.

+ cos - dscp — pexum
[0BepuUs 3Ha4YEeHUSAM KO40B
DSCP ans IP-naketoB 1
3HayeHuam kogos 802.1p
[ONS OCTa/lbHbIX MaKeTOB.
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CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

OnucaHue KomaHpa

YcTaHOBUTL COOTBETCTBME MEXAY
3HayeHuamu kogos DSCP Bxogawmx
NakeToB M UCXOAALUMN OdYepeasMu.

esr(config)# qos map dscp-queue
<DSCP> to <QUEUE>

[aHHoe cooTBeTCTBME paGoTaeT Ha
BXOAsALLME NaKeTbl MHTepdielica/
TYHHEs5/MOCTa, Ha KOTOPOM BK/TOUYEH
QoS (Heo6si3aTENBHO).

YCTaHOBUTbL COOTBETCTBUE MEXAY
3HayeHuamMu kogos 802.1p BXogALLMX
MakeToB M UCXOAALUMN OHepeasiMu.

esr(config)# qos map cos-queue
<COS> to <QUEUE>

[JlaHHOe cooTBeTCTBME paboTaeT Ha
BXOAsLLMe nakeTbl nHTepdeiica/
TYHHes/MoCTa, Ha KOTOPOM BK/IOYEH
QoS (Heo6si3aTENBHO).

YCTaHOBUTbL COOTBETCTBUE MEXAY
3HauyeHuamu kogos DSCP Bxogsawmx
naketos 1 kogoe DSCP Ha BbIxoge 13
yCTpoiicTBa (B C/lyyae HEOGXOAMMOCTM
nepeMapknpoBKm).

esr(config)# qos map dscp-queue
<DSCP> to <DSCP>

[JaHHoe cooTBeTCcTBUE paboTaeT Ha
BXoAsLMe nakeTbl HTepdelica/
TYHHENsi/MOCTa, Ha KOTOPOM BK/IOYEH
QoS.

BktounTb nameHeHms kogos DSCP B
cooTBeTcTBUM € Tabnumuei DSCP-
Mutation (B cnyyae Heo6XoANMOCTH
nepeMapkMpoBKm).

esr(config)# qos dscp mutation

Knioun

<DSCP> - knaccudukatop
o6cnyxmBaHus B IP-3aronoBke
naketa, MPUHNMAaET 3Ha4YeHNs
[0..63];

<QUEUE> - ngeHtndmkarop
ouvepeau, NpUHNUMAaeT 3HaYeHNs
[1..8].

3HayeHus Nno ymosiyaHuto:

+ DSCP: (0-7), ouepegp 1

+ DSCP: (8-15), ouepesab 2
+ DSCP: (16-23), ouepeap 3
+ DSCP: (24-31), ouepeap 4
- DSCP: (32-39), ouepeab 5
-+ DSCP: (40-47), ouepeab 6
+ DSCP: (48-55), ouepeap 7
+ DSCP: (56-63), ouepeapb 8

<COS> — knaccudmkatop
obcnyxmBaHus B Tere 802.1q
nakeTa, NPUHMMaET 3HaYEHNS
[0..7];

<QUEUE> - ngeHtndmkarop
ouepeau, NpUHUMaeT 3HaYeHNs
[1..8].

3HayeHns no yMmonyaHuio:

*+ CoS: (0), ouepeapb 1

+ CoS: (1), ouepeap 2
+ CoS: (2), ouepenb 3
+ CoS: (3), ouepenpb 4
+ CoS: (4), ouepeab 5
*+ CoS: (5), ouepeab 6
*+ CoS: (6), ouepeab 7
+ CoS: (7), ouepeab 8

<DSCP> - knaccudmkatop
o06cnyxnBaHms B IP-3aronoske
nakeTa, NpUHMMaeT 3HaYeHNs
[0..63].
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OonucaHve

YCTaHOBUTL HOMEpP ovyepeam no

YMOJIHaHMI0, B KOTOPYIO NonajaeT BeCb
Tpaduik, kpome IP, B pexnme gosepusi

DSCP-npuoputeTtam.

3aaatb KO/IMUYECTBO NPUOPUTETHBIX

ouepepeii. OcTaBLUMeCs ouepean
SIBMISIHOTCS B3BELUEHHbIMU
(HeoGs3aTENbHO).

Onpepenntb BeC A/1A
COOTBETCTBYIOLNX B3BELUEHHbIX
ouepepei.

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config)# qos queue default
<QUEUE>

esr(config)# priority-queue out
num-of-queues <VALUE>

esr(config)# qos wrr-queue
<QUEUE> bandwidth <WEIGHT>

Knioun

<QUEUE> - ngeHtndmkarop
ouepeau, NPUHUMAaET 3HaYEeHNS
[1..8].

<VALUE> - konnyecTtBo
ouepepeit, npuHMMaeT
3HaueHwue [0..8], rae:

+ 0 — BCe o4epeayn y4acTByOT
B WRR (WRR - mexaHn3m
06paboTkM ouepenei Ha
OCHOBe Beca);

+ 8 — BCce ovepegu
06CNyXMBaKTCA Kak
«strictpriority» (strictpriority
— NpVopuTETHas ovepesb
o6cnyxuBaeTca cpasy, Kak
TOMBKO NOSIBMSAOTCS
NakeThbl).

MproputeTHble ovepean
BbIAENATCS, HaunHas ¢ 8, B
CTOPOHY YMEHbLLEHUA HoOMepa
ouepeau.

3HayeHne No ymonyaHuio: 8.

<QUEUE> - ngeHtndmkarop
ouepeau, NPUHUMAET 3HaYeHne
[1..8];

<WEIGHT> - 3HaueHue Beca,
NpVYHUMAaET 3HadeHue [1..255].

3HaueHune no ymonyaHuio: Bec 1
[N BCex ouepeseil.
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10

11

OonucaHve

YCTaHOBUTb OrpaHNyYeHne CKOpOCTH
ncxogsulero Tpadguka ans
onpeaeneHHon ouepean nnm
nHTepcpeiica B Lenom.

KomaHAa akTyanbHa To/IbKo AN
BasicQoS-pexvma nHTepdeiica.

Ecnu Tpadmk Ha Bxoge 6bin
knaccudmumposaH Npyi NOMOLLM

paclwmpeHHoro QoS, orpaHu4eHne He
cpa6oTaeT (B c/iyyae Heo6XxoaumMocTu

OrpaHNuYeHNs CKOPOCTM BXOAALLETO
noToKa).

YCTaHOBUTb OrpaHNYeHne CKOpoCcTy
BXogsLero Tpacvka (B cnyyae

HEO6XO,C|,I/I MOCTU OorpaHmnyeHmna CKopoCcTu

NCXOASILLIErO NOTOKA).

CepBuCHble MapLLpyTMU3aTOpbl cepun ESR. PyKOBOACTBO MO 3KCnayaTaunm

KomaHpa

esr(config-if-gi)# traffic-shape
{ <BANDWIDTH> [BURST] |
queue <QUEUE><BANDWIDTH>
[BURST] }

esr(config-if-gi)# rate-limit
<BANDWIDTH> [BURST]

Knioun

<QUEUE> - ngeHtndmkarop
ouepeay, NPUHUMAET 3HaYeHne
[1..8];

<BANDWIDTH> - cpegHss
ckopocTb Tpadmka B Kbut/c,
NPUHMMAET 3HaYeHne
[3000..10000000] anst
TengigabitEthernet-
nHTepdeiicos 1 [64..1000000]
A5 NPOYNX MHTEPIENCOB U
TYHHenel;

<BURST> — pa3smep
CLEepX1BaloLLEero nopora B
K6ainT, npuHMMaeT 3Ha4YeHne
[4..16000]. Mo ymonuaHwuio 128
K6aliT.

3HayeHve Mo ymMos14aHuio:
OTK/TKOYEHO.

<BANDWIDTH> - cpegHss
CKOpoCTb Tpadmka B Kéut/c,
NPUHMMAET 3HaYeHne
[3000..10000000] gns
TengigabitEthernet-
nHTepdelicos 1 [64..1000000]
A5 NPOYNX MHTEPIENCOB 1
TYHHenel;

<BURST> — pa3mep
CAEepXuBaroLLLero nopora B
K6ainT, npuHNMaeT 3Ha4YeHne
[4..16000]. Mo ymonuaHuio 128
K6aliT.

3HauyeHue no YMOIYaHUIO:
OTK/MKOYEHO.
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10.1.2 Mpumep HACTPOWKK

3apgava:

HacTpouTb cneaytolime orpaHnyeHnst Ha nHtepdoelice gigabitethernet 1/0/8: nepegaBath Tpadmk ¢ DSCP 22 B
BOCbMYIO MPUOPUTETHYHO odepeab, Tpadnk ¢ DSCP 14 B ceibMyt0 B3BELLEHHYH 04epepb, YCTaHOBUTb
orpaHuyeHve no ckopoctu B 60 M6ut/c ans cefbMoi ovepeau.

ESR
gi 1/0/8

WAN
gi 1/0/5
Switch

1

PewieHue:

[nsi Toro YTo6bI BOCbMasi o4epeb ocTasiach NPMOPUTETHOM, a o4epeay C NEPBOi MO ceabMyto CTasmn
B3BELLUEHHbIMU, OrPaHNYMM KOIMYECTBO NPUOPUTETHLIX ouepeaeli Ao 1:

esr(config)# priority-queue out num-of-queues 1
MepeHanpasum Tpadmk ¢ DSCP 22 B nepByto NPUOPUTETHYIO ovepesb:
esr(config)# qos map dscp-queue 22 to 8
MepeHanpasum Tpadmk ¢ DSCP 14 B ceabMyto B3BELLEHHYO ovepesb:
esr(config)# qos map dscp-queue 14 to 7

Bknounm QoS Ha BxogsLLeM nHTepdperice Anst KOPPEKTHON Knaccudurkalmm Tpaduvka n HanpasneHus B
COOTBETCTBYHOLLYIO o4epeb CO CTOPOHbI LAN:

esr(config)# interface gigabitethernet 1/0/5
esr(config-if-gi)# qos enable
esr(config-if-gi)# exit

Bkntounm QoS Ha nHTepdieiice co ctopoHbl WAN ans npaBuibHON 06paboTku oYepesein n orpaHnyeHus
MosioChl NPONyCKaHUs:

esr(config)# interface gigabitethernet 1/0/8
esr(config-if-gi)# gos enable

YCTaHOBUM OrpaHuyeHmne no ckopocTu B 60 M6UT/c ans ceibMoii ouepeam:

esr(config-if)# traffic-shape queue 7 60000
esr(config-if)# exit
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MpoCcMOTPEeTb CTATUCTMKY N0 QOS MOXHO KOMaH0iA:

esr# show qos statistics gigabitethernet 1/0/8

10.1.3 Mpumep pacueta NPONycKHOW CMOCOGHOCTU A1A B3BELLUEHHbIX ouepeaeii

interface GigabitEthernet 1/0/1

dscp 0; speed 100 Mbps >

dscp 8, speed 100 Mbps

dscp 16; speed 100 Mbps

dscp 24; speed 100 Mbps

dscp 32; speed 100 Mbps

dscp 40; speed 100 Mbps

dscp 48; speed 100 Mbps

R

dscp 56; speed 100 Mbps

interface GigabitEthernet 1/0/2

gueue 1; weight 1; speed 5 Mbps

gueue 2; weight 1; speed 5 Mbps

queue 3; weight 1; speed 5 Mbps

queue 4; weight 1; speed 5 Mbps

gueue 3; weight 1; speed 5 Mbps

queue &; weight 4; speed 20 Mbps

queue T; weight 5; speed 25 Mbps

queue 8; weight §; speed 30 Mbps

R W

L J

traffic flow

B pamkax gaHHoro npumMepa npov3BefemM pacyeT NponyckHO CNoCOGHOCTY B3BELLEHHbIX ouepeeii.

Pe3ynerathbl ABNAOTCA NPUMEPHBLIMU U MOTYT OT/IMYAKTCA OT NPAaKTUYECKUX 3HAYEHUN, T. K. HE yunTbiBaOT

BNnAHME BCMN1ECKOB.
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Mprmep KoHurypauum:
KoHpurypauus ESR

hostname ESR

gos wrr-queue 1 bandwidth 1
qos wrr-queue 2 bandwidth 1
qos wrr-queue 3 bandwidth 1
qos wrr-queue 4 bandwidth 1
qos wrr-queue 5 bandwidth 1
qos wrr-queue 6 bandwidth 4
qos wrr-queue 7 bandwidth 5
qos wrr-queue 8 bandwidth 6

interface gigabitethernet 1/0/1
ip firewall disable
ip address 10.100.0.1/30
gos enable

exit

interface gigabitethernet 1/0/2
ip firewall disable
ip address 10.101.0.1/30
traffic-shape 100000 512
gos enable

exit

B npuBeaeHHOM NpriMepe HaCTPOEHbI B3BELLEHHbIE OYEPeaU C COOTBETCTBYHOLMMM BECAMU.

B komaHae qos wrr-queue 7 bandwidth 5:

+ 7 — 3HayeHue ouvepeam,
* 5 — 3HayeHue Beca oyepen.

Ha BxopAawmin nitepdperic GigabitEthernet 1/0/1 noctynatoT 8 NOTOKOB Tpaduka ¢ pa3IMyHbIMU 3HAYEHUSAMU
DSCP co ckopocTtbto 100 M6uT/C Kaxxablid. Mo ymonyaHuio mapLipytumsarop gosepsiet kogam DSCP, u
pacnpegeneHvie no o4yepeasm nponUCXoamuT B COOTBETCTBUM CO CreAytoLLel KapTou:

Map DSCP to queue

ESR# show gos map dscp-queue
di :d2 ©o© 1 2 3 4 5 6 7 8 9

0
1
2
3 04 04 05 05 05 05 05 05 05 05
4
5
6

B cooTBETCTBUM C 3TUMUN 3HAYEHUAMU pacnpegeneHne byaeT cneayowmm: Tpaduk ¢ 3HadeHnem DSCP 0
nonaget B oyepenb 1, DSCP 8 - ouepeab 2, DSCP 16 — ouepeab 3, DSCP 24 - o4vepegp 4, DSCP 32 -
oyepepb 5, DSCP 40 - ouepeab 6, DSCP 48 — ouvepeab 7 n DSCP 56 - oyepefb 8 COOTBETCTBEHHO.

Ha BbixogHoM nHTepdeiice (GigabitEthernet 1/0/2) HacTpoeH Lwelinep ¢ nonocoii nponyckaHus 100 MéuT/c.
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[lna pacyeTta nosiockbl NPONYCKaHUst KXo ovepean Ha BbIXOAHOM MHTepdelice HE06X0ANMO BbIMOTHUTb
cneayroLwme BblYNCIEHUS:

1.

HaliTn cymmapHblIii Bec Bcex ovepegeit: 1+1+1+1+1+4+5+6 = 20 (cnoxuTb Bce 3HaYeHns bandwidth ns
KOHGpUrypaumm);

2. C yuyeToMm 3HaueHus weiinepa (100 M6UT/c) HaliTM NPONYCKHY CNOCOBHOCTL oYepean Ha eaUHULLY

3.

Beca: 100/20 = 5 M6uTt/c;
BbluncimTb NPoONyCcKHY0 CNOCOBHOCTL KaXKAoi ovepean ¢ y4eToM X BECOB:

Ouvepeab 1: 1 x5 = 5 Mbps;
Ouvepeab 2: 1 x5 = 5 Mbps;
Ouvepegb 3: 1 x5 = 5 Mbps;
Ouepenb 4: 1 x5 = 5 Mbps;
Ouvepeab 5: 1 x5 = 5 Mbps;
Ouvepeab 6: 4 x5 = 20 Mbps;
Ouvepeab 7: 5 x 5 = 25 Mbps;
Ouvepeab 8: 6 x 5 = 30 Mbps;

10.2 PaclumpeHHblii QoS

10.2.1 ANropuTm HaCTPOIKKN

B pacluvpeHHOM pexumMe Ha MapLupyTmsaTtopax ESR knaccudvkauys nocTynaroLero Tpaguka Bo3MoXxHa Kak
Ha BXOASALLEM, TakK U Ha UCXOsILLEM MHTepdeiicax.

Lar

OnucaHue

Cospgarb cnuckn goctyna ans
onpegeneHus Tpadmka, K KOTopomy
LO/MKEH ObITb NPUMEHEH PaCLUNPEHHBIT
QoS.

Cosgartb knacc QoS n nepeiitn B
PEXUM HACTPOIKM NapaMeTpoB Knacca.

3apgatb onncaHue knacca QoS
(HeoGsi3aTenbHO).

Onpeaenutb Tpadouk, OTHOCALLMIACS K
KOHJIMIyprpyemMomy Knaccy no Crmncky
KoHTpons goctyna (ACL).

3afaTb 3HaYeHne aNns knaccudukauum
no nonto DSCP B 3aronoske IP-naketa
[ON5 KOHOUTYPUPYEeMOoro Kiacca.

3afaTb 3HaYeHne N knaccudukauum
no nonto EXP B MPLS 3aronoske ans
KOHhMrypmpyemoro knacca.

KomaHpa

esr(config)# class-map <NAME>

esr(config-class-map)#
description <description>

esr(config-class-map)# match
access-group <NAME>

esr(config-class-map)# match
dscp <DSCP>

esr(config-class-map)# match
mpls experimental topmost <EXP>

Knroumn

Cwm. pasgen HacTpoiika cnnckos
poctyna (ACL).

<NAME> - nms cosgaBaemoro
knacca, 3agaeTcs CTPOKOi f0
31 cumBona.

<description> — go 255
CMMBOJIOB.

<NAME> - nms cnucka
KOHTpONA AOCTyna, 3a4aéTcA
cTpokoii go 31 cumBona.

<DSCP> - 3HaueHune Koga
DSCP, npuHMmaeT 3HayeHuns
[0..63].

<EXP> — 3HaueHune nonga EXP,
npuHUMaeT 3HaueHus [0..7].
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12

OnucaHue

Onpepgenutb Tpadurk npotokona NHRP
B TyHHene GRE k koHdurypmupyemomy
Knaccy.

3agatb 3HadeHune koga IP Precedence,
KOoTopoe 6yaeT ycTaHOoBNEHO B IP-
nakeTax, COOTBETCTBYHLLMX
KOHhurypmpyemomy knaccy
(HEBO3MOXHO Ha3HauYaThb
ofHoBpeMeHHO ¢ nosnisiMiu DSCP n CoS)
(npun Heo6xoaMMOCTY
nepemapK1MpoBKM).

3apatb 3HayeHue 802.1p npuopuTteTa,
KOTOpOoe Oy