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NOTES AND WARNINGS

%

, |

Notes contain important information, tips or recommendations on device operation and
setup.

Warnings are used to inform the user about situations harmful for the device and the user
alike, which could cause malfunction or data loss.

HARDWARE AND SOFTWARE REQUIREMENTS:

Minimum system requirements for operator station:

CPU Pentium E5700 3.0GHz;

2GB RAM;

80GB HDD;

Ethernet 100/1000Mbit/s network adapter;

1366x768 or higher-resolution display;

MS Windows /XP/2000/Vista/7 or Linux operating system;
- Java JRE VM (SUN JRE 6.18 or later);

- Web browser with java plugin support.

Minimum system requirements for server:

CPU Intel Core 2 Duo E7500 3GHz;

AGB RAM;

500GB HDD;

Ethernet 100/1000Mbit/s network adapter;
Ubuntu or Debian operating system.
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1 ABSTRACT

This manual describes monitoring, firmware update, configuration management and diagnostics of
subscriber terminals (CPE), registered on Eltex.ACS server.
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2 DESCRIPTION

Eltex.ACS system was designed for establishing a unified subscriber terminal (CPE) configuration and
monitoring system. The system is equipped with the graphical user interface (GUI) and allows to facilitate the
following equipment operations:

- Activation and reconfiguration of any network devices that support TR-069.
- Subscriber device status monitoring.

- Troubleshooting.

- User configuration backup.

- Centrally-controlled firmware update.
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3 INSTALLATION AND CONFIGURATION

Eltex.ACS.GUI system employs 'client-server' architecture. Access server can be represented by any
computer that have sufficient performance to process multiple requests (server requirements depend on the
quantity of network devices and the number of workstations for technical personnel). The system uses Linux
operating system. Server operates on Java virtual machine.

MySQL database serves as a storage, thus no license purchase is required. Web access to system
functions is provided via Apache Tomcat also without any licensing.

To create a workstation (in order to launch the graphic client application) you will need a PC without any
special requirements. PC should come with pre-installed up-to-date Windows OS (Windows 2000, XP, Vista, 7,
8) or Linux OS with graphics subsystem. Java virtual machine (SUN JRE 6.18 or later) and a web browser with
java plugin support are mandatory. IE, Firefox, Opera, Google Chrome.

We recommend to install the server part on the multiprocessor computer running Linux OS. In this case,
you will be able to install ACS core, ACS.GUI, and MySQL on a single PC. For installation manual, see 'Eltex.ACS
Operation Manual'.
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4 CONSOLE APPLICATION APPEARANCE AND FEATURES

User interface

& EtexEms
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Fig. 1. ACS.GUI user interface window

1.

Control panel and control menu — administration toolbar.

Settings field allows you to view and edit CPE and ACS server settings. Settings field
contains tabs that are used as selectors for different groups of editable parameters. Some
parameters are read-only, others are editable. If the user has sufficient rights for editing
of current parameters, 'Edit' button will become active. Otherwise, the button will be
inactive, and the action is unavailable.

Task field allows you to view the 'group edit' command status.

Eltex.ACS.GUI autoconfiguration system



O ELTEX

5 OPERATIONS WITH ACS

5.1. DESCRIPTION

This window contains general device parameters.

l/ Description r Host monitoring r CPE management r Inventory r RRD statistics r Access

Name ACS

Type ACS

Lock =

IP address 192.168.16.43

Availability status Unknown

Access time 19.11.2014 12:10:30

Power, V' 220

Communication protocol TCP/P
T T e :

— Name — device name, specified during the object creation.

— Type — device type, specified during the object creation.

— Lock — identifies that the object is already being configured by another user. The name of the user,
that has locked the object, will be shown in the field.

— IP address — ACS server IP address.

— Avadilability status — not used.

— Access time — not used.

— Power, V — ACS server power supply voltage. ACS server should be powered by the 220V AC electrical
network.

— Communication protocol — communication protocol type.

The windows contains input field that you can use for adding the object description.

Eltex.ACS.GUI autoconfiguration system 9
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5.2. HOST MONITORING

The host monitoring menu contains the data collected during the ACS server polling.

5.2.1. SERVER

Description | Host monitoring r CPE management r Inventory r RRD statistics r Access

Server —
System L.s Reload

Network |[version:
Disk 1.6.502 13:37 30-09-2014

Statistic:

Currently active sessions: 0

Average session time: 32.700 seconds

Success sessions:
lazt minute: 0
last hour: 0
overall: 28

Error sessions:
last minute: 0
last hour: 0
overall: 0

Timed out sessions:
last minute: 0
lazt hour: 0
overall: @

Refused sessions:
last minute: 0
last hour: 0
overall: O

Downloads:
in queue: 0
success: 0
failed: 0

IC

<] i I

[4]

Version — information on the ACS server firmware version and build date.

Statistics:

Currently active sessions — number of currently active sessions between the server and CPE.
Average session time — quantity-weighted average time from the session initialization to the session

end for each CPE.

Number of sessions for the last minute/hour/total:
— Success sessions — successful sessions.
— Error sessions — error sessions.
— Timed out sessions — sessions ended with a timeout.

— Refused sessions — refused sessions (may occur during the intensive load).

— Downloads — file downloads (firmware, configuration files) from the server to CPE

(queued/successful/total).

Acsd licensed CPEs — number of CPEs in a system, allowed by the license.

License description — license parameters.

Memory usage — used memory volume.

Cpu time (user mode) — CPU utilization time in user mode.
Acsd process running for — acsd process running time.
System information — system information.

Number of records in DB tables:
— Informs — informs
— Hosts — hosts
— Command queue — command queues
— IP ping — echo tests

Click 'Reload’ button to refresh the information in the tab.
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5.2.2. SYSTEM

Description | Hostmonitoring | CPE management | Inventory | RRD statistics | Access

System

Network Hostname E-Linux
Description Linux E-Linux 3.2.0-60-generic #31-Ubuntu SMP Wed Feb 19 03:55:18 UTC 2014 i686
Location Unknown (configure /fetc/snmp/snmpd.conf)
Contact info Root =root@localhost= (configure /etc/snmp/snmpd.conf)

Average CPU load {1 min) 0.00
Average CPUload (5 min) 0.03

Average CPU load (15 min) 0.05

3 ] e e e ]

RANM, available 126956

RAM, total 2051144

Swap RAM, available 783388

Swap RAM, total 1253372

Host. Uptime 7 days, 23:56:41.29

You can view these settings in the control panel — ‘Information/System components

information/System' menu.

—  — server network name.

— Description — server operating system information.

— Location — server location information.

— Contact info — server operator contact information.

— Average CPU load 1 min/5 min/15 min — CPU load in percentage for the last minute/5
minutes/15 minutes.

—  RAM, available — free RAM volume, KB.

—  RAM, total — total RAM volume, KB.

— Swap RAM, available — free volume in the RAM swap file, KB.

—  Swap RAM, total — total volume of the RAM swap file, KB.

— Host. Uptime — device operation time since the last reboot.

Click L~ button to proceed to RRD Statistics tab, to add new parameter monitoring task or to view
the statistics for the previously assigned task (for detailed information, see chapter 5.5 RRD statistics).

Click 'Reload' button to refresh the information in the tab.

Eltex.ACS.GUI autoconfiguration system 11
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5.2.3. NETWORK

This tab shows the statistics of packet transmission through interfaces.

You can view these settings in the control panel — 'Information/System components
information/Network' menu.

Description | Host monitoring r CPE management r Inventory r RRD statistics |/ Access

./ Reload |Network interface lo -
Incoming data, bytes 2506871720
‘Outgoing data, bytes 2506871720

Incoming packages ‘Broadcast’ 0
Qutgoing 'Broadcast’ packages 0
Incoming packages with errors 0
Qutgoing packages with errors 0
Incoming 'Multicast' packages 0
Qutgoing 'Multicast' packages 0
Incoming ‘Unicast’ packages 22479857

Outgoing "Unicast’ packages 22479857

) ) ) ) e ) 2 2 (R 2]

ifAdminStatus Up
ifAlias

ifDescr lo
ifOperStatus Up

ifPhysAddress

To select the interface, use the 'Network interface' drop-down menu.

— Incoming data, bytes — amount of data received to the interface, in bytes.

— Outgoing data, bytes — amount of data sent via the interface, in bytes.

— Incoming Broadcast packages — amount of broadcast packets received to the interface.
— Outgoing Broadcast packages — amount of broadcast packets sent from the interface.
— Incoming packages with errors — amount of received packets with errors.

— Outgoing packages with errors — amount of sent packets with errors.

— Incoming Multicast packages — amount of multicast packets received to the interface.
— Outgoing Multicast packages — amount of multicast packets sent from the interface.

— Incoming Unicast packages — amount of unicast packets received to the interface.

— Outgoing Unicast packages — amount of unicast packets sent via the interface.

— ifAdminStatus — interface administrative status.
— ifAlias — name of the interface.

— ifDescr — description of the interface.

— ifOperStatus — interface status (up/down).

— if PhysAddress — interface physical address.

Click L~/ button to proceed to RRD Statistics tab, to add new parameter monitoring task or to view
the statistics for the previously assigned task (for detailed information, see chapter 5.5 RRD statistics).

Click 'Reload' button to refresh the information in the tab.

12 Eltex.ACS.GUI autoconfiguration system
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This tab contains the basic information on used disk space for a server.

Description | Host monitoring r CPE management r Inventory r RRD statistics r Access |

Server ~
System

Network
Disk

used, % 69.571

used, bytes 0 of 0
used, % 0.000

used, bytes 0of 0

You can view these settings in the control panel — 'Information/System components
information/Disks' menu.
Click L~ button to proceed to RRD Statistics tab, to add new parameter monitoring task or to view

the statistics for the previously assigned task (for detailed information, see chapter 5.5 RRD statistics).

Click 'Reload' button to refresh the information in the tab.

Eltex.ACS.GUI autoconfiguration system 13



S ELTEX

5.3. DEVICE OPERATIONS
5.3.1.  SELECT OPERATION CLASS

Class (NTE1400, NTP, TAU, etc.) — group of devices that conform to the following conditions: OUI
(manufacturer identifier) and ProductClass (device model identifier). Devices with unregistered
OUl+ProductClass link (section 5.4.2 Classes) will appear under the UNKNOWN class.

f Description rHost monitoring r/CPE management | Inventory | RRO
NP - :
e = JZ I BN ] ‘ ALL w | Filter by table field
NTE1400 : = |
; 3] & Filt t : -of all -
- L : |_| ] ilter by private options: name a

TC Device Type Profile

RG

NTU
5TB

NTE1400REVE | ¥ |

E 454C5458060018B...

NTP-RG-1402G  |NSK

454C54581A002E. .

NTP-RG-1402G-... [noname1

454C54580F0000

MNTP-RG-1402GC.. |noname

i |el00001111

MTP-2 1
f Description r Host monitoring r CPE management [
1
- ] !
= i
o= cpe i
= Jist i _ -
| :| |groups - CPE list,
= log H
¢ The groups are divi
s static ]
as i
dynamic | |static - stafic groj
[=] profiles 2
¢ [5] firmware o |dynamic - dynamid
list i |includes only those
files :
% schedule i| |In the static group
resource | |"Create group". Sta

Navigation for each device class is performed using the navigation tree with the following structure:

cpe — list of client devices (CPE (Customer Premises Equipment) is equipment located at the
customer's premises). The list contains the following subsections:

list — table that lists all devices located in this class.

journal — list of messages that contains CPE references to the server (informs), CPE parameter

setting errors, and commands from the operator to CPE and the respective replies.

groups — operations with CPE logical groups:

— static — static groups. List of CPEs in a group is edited by the operator and cannot
be changed in his absence. The static group may have several nesting levels. To
create the nested group, right-click the specific group and select the 'Create group'
menu item. Parent static group includes CPE devices from child static groups.
dynamic — dynamic groups. List of CPEs in a group depends on the group formation
rules. In each moment of time, the group includes only those devices that conform
to the rules.

profiles — configure lists of CPE configuration rules.

firmware — this tab controls the subscriber device firmware update process and contains three
sections:

list — deals with CPE firmware update rules. Here you can specify the file for firmware update

rules and link the rule to CPE profiles and models.

files — contains the list of firmware files registered in the system and allows to perform 'add'

and 'remove' operations.

14 Eltex.ACS.GUI autoconfiguration system



O ELTEX
— schedule — deals with the firmware update schedule configuration. By default, the 'Global for
all' record is enabled for all rules. You can create an individual schedule for each update rule, if
necessary.

resource’ — contains the list of other files registered in the system and allows to perform 'add' and
'remove' operations.

5.3.3. CPE — DEVICE OPERATIONS
5.3.3.1. CPE-LIST. DEVICE LIST

List of the current class devices is shown in the 'Device operations' tab located in the ‘cpe/list' tree
branch.

Devices with the data in 'Connect time' column highlighted green have connected to the server recently
and are available at the moment (highlighted yellow — connected a long time ago, red — a long while ago).
You can configure time intervals for state transitions in the 'Administration/Server configuration/System
modules' menu.

| Description | Hostmonitoring |~ CPE management [ Inventory [ RR
HTP -
TP [ i+ QHALL—M Filter by table field
:E”ﬂ" 1 {7 | Filter by private options: namem
B L Device Type Profile
e ioreve | [E | | [454C545806001B . [NTP-RG-14026  |NSK
HTU | 454C54581A002E... INTP-RG-1402G-... |noname1
STE:ix TE: Uué : 454C54580F0000... [NTP-RG-1402GC...\noname
elt00001911 NTP-2 1
| Description | Host monitoring | CPE management | Inventory | RRD statistics | Access |
-
= e | Q|ALL w | Filter tvytableﬂelds‘ |Records count: 28 Linewrap []
¢ (= cpe fj Fi‘ﬁerwpr\vaﬁeoptwons:name|-ufa|l- |V|va|ue| || (7] | i‘ |(5‘|
E :Iosgt Device Type Profile Connect time Address Firmw... | Hardware...| Subscriber | Aut..| Static gro...
o [@ groups 454C5458060018  |NTP-RG-1402G  |NSK 014-10-09 13:03:47 |hitp://192 168 212 11:300 3201 [1v4 (=] |~
°-H ﬁ[rfnr&isre 454C54581A002E. . [NTP-RG-1402G-.. [noname1  [2014-11-0509:4121 |hilp//192.168.212.24:300..[3.20.2... |1va Tecrep =)
j resource 454C54580F0000... [NTP-RG-1402GC..|\noname1  |2014-10-23 12:04:25 |hitp:/192.168.212.25:300...|3.20.2.... [wD:B+20 6
elk00001111 MNTP-2 1 nia
454C545808000001|NTP-RG-1400G noname nia
etlx929292131321 |NTP-RG-1400G-W [noname nia =
etlx575637567 NTP-RG-1400G-W [noname nia
ELTX1A002E98 NTP-RG-1402G-... |0 2014-09-26 10:59:34 |hitpiM92.168.212.16:300...[2.10.2.... |1v8 e
454C54581A0000... [NTP-RG-1402G-... |NSK 2014-10-24 09:59:42 |hitpM92.168.212.20:300...[3.201... |IW7 (7]
454C5458060025... [NTP-RG-1402G noname1  (2014-11-0509:41:01 |hitp:192.168.212.27:300...|13.20.2... |1v4 (=]
454C545808000000|NTP-RG-1402G-W [noname1  |2014-11-05 09:40:54 |hitp:/192.168.212.23:300...|3.20.2.... [[B+10 6 [
454C54581A001782[NTP-RG-1402G-... \noname1# |2014-11-05 09:40:40 |hitp:/192.168.212.22:300...|3.20.2.... [1vB e
454C54581D0000... [NTP-RG-1402GC..\noname1# |2014-11-05 09:40:55 |hitp:/192.168.212.26:300...|3.20.2.... |2v8 (7]
ELTX02000A6F MNTP-2 NTP-2TEST (2014-10-17 11:33:12 |nitp:192.168.212.29:300...|2.12.1 v2:B+10 (=]
454C54580200046F|NTP-2 NTPZ_MC  [2014-10-23 174713 |nitpi192.168.212.29:300...3.20.2.... |[TvZB+10 (%]
fsad NTP-2 ] nia
elt«00000000 MNTP-2 ] nia <
Active: 0; inactive: 0; long time inactive: 21. Not determined: 7.

! Only for TC class

Eltex.ACS.GUI autoconfiguration system
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5.3.3.1.1. OPERATIONS WITH THE LIST CPE

Select the ‘Linewrap' checkbox to show the full information in the 'Address’, 'Subscriber’, 'Static groups'
columns regardless of their width.

CPE authorization status

| | — authorization is not defined.
|©| — authorization success.

— authorization error.

CPE table search operating principles
Table record is reproduced as a string depending on the visibility of fields (columns).
The search is conducted in the search field by words delimited with spaces.
The filter is not case-sensitive.

Criteria are joined according to the logical 'AND' principle; records that satisfy all criteria will be shown

in search results.
Other special characters (except for the space) will not be used when entered in the search field.

To change the columns displayed in the table, click the |

('Change table fields') button.

Click the right mouse button on the CPE row in the general list to show the device control menu:

Description r Host monitoring f CPE management r Inventory r RRD statistics r Access |
NTP - :
2 : i+ Q|ALL ¥ | Filter by table fields |Records count: 28 Linewrap [_|
=T [c3]| £5 | Fitter by private options: name|rnfallr ‘v|va|ue| || 7 ] | & |(5‘|
= list
:‘E |I¢;3g Device Type Profile Connect time = Address Firmw... | Hardware... Subscriber | Aut..| Static gro...
o @ groups 454C54581A011773NTP-RG-14026G-... |NS“— S SAE N0 192.168.212.40:300...|13.20.2. |[1v10 (=] |~
=] profiles A ! Apply options
— ELTX1A013361 NTP-RG-1402G-... |0 > p:i192.168.212.41:300...[2.10.2... |1v10 (=]
== firmware 1 Set passwords
resource 454C54581A002E... |NTP-RG-1402G-... |noj (9] Reboot p:192.168.212.24:300...|13.20.2.... |1v8 TecTep [*]
| |454C5452060025... NTP-RG-1402C  |no| (&) Reset to default settings p:/i192.168.212.27:300..[2.20.2. . [1v4 (8]
B 454C54581D0000... |NTP-RG-1402GC_.|nof %‘5 Update firmware b [p:fi192.168.212.26:300...|13.20.2 28 9
454C545808000000 NTP-RG-1402G-W [no| & IpPingDiagnostics b PUM92.168.212.23:300...|13.20.2.... |[B+10 (=] =
‘| |454C545814001782 NTP-RG-1402G-... [no| | Operation downloadiupload » |p:/192 168.212.22:300...(3.20.2... |1v8 =]
ELTX1A008480 NTP-RG-14026-.. |0 | Bl System utilties ¥ p:192.168.212.32:300...[2.12.2.. [1v10 [S)
i »
| |454c5452140000... |[NTP-RG-1402G-... |Ng & Requestof TROGS options ¥ | 1000 00300 (3004 |17 =
4 £% Add to static group
i |454CE45802000A6F NTP-2 NT X p:/192.168.212.28:300...[3.20.2.... |[IvZB+10 (2]
B « Setting access passwords
454C54580F0000... |NTP-RG-1402GC...|no p:/192.168.212.25:300...(3.20.2.... |3v0:B+20 (7] [
i . Setting TROGY options
i RG- q - -
454C545806002673|NTP-RG-1402G Mg [ TRO69 tree options p:1i192.168.212.34:300...|13.20.1 w3 e
ELTXOG002673 NTP-RG-1402G 0 UM92.168.212.34:300...[212.2... |Tv3
2 ) Log of exchange P e
454C5458140084... NTP-RG-1402G-.. [Ng = Go to PON p:i192.168.212.32:300...[3.20.2.... |1v10 (=]
454C54580F0000... INTP-RG-1402GC.. NS [2 CPE summary info p:/i192.168.212.33:300..[3.20.2.. [3v0 [2)
ELTXOFOO00FE NTP-RG-1402GC...|0 2014-10-17 17:21:48 |http:i192.168.212.33:300...|2.8.5786 |3v0 (=]
454C545802000833|NTP-2 2 20141017 15:17:21 |http:iM192.168.212.31:300...3.20.2... |12 [*] —
Active: 0; inactive: 0; long time inactive: 21. Not determined: 7.

Apply options — CPE options synchronization command, common operation that should be
performed after implementing any changes to CPE settings on the server. New settings will be

applied during the next periodic session or may be applied with the current command.

Set passwords’ — command allows you to set CPE passwords. If you change passwords for

services (PPP, SIP, etc.), execute the command to apply them for CPE.
Reboot — reboot the CPE.
Reset to default settings — reset the terminal to factory settings.

1 . . .
Command is used in the safe server operation mode.

In the unsafe server operation mode (set by default), this button is not used.

For detailed description, see chapter 14. Frequently asked questions of the Eltex.ACS

16
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Update firmware:
— Update firmware according to setting of update rules — update CPE firmware immediately
(using the firmware update rule assigned to the

@ Update firmware according to setting of update rules
I update firmware by local file
4 update firmware by file from remote server

profile or individual update rule (always has a
higher priority) while ignoring ‘Firmware

downgrade' and 'Update on restart only'
checkboxes, and firmware update schedule.

— Update firmware by local file — update firmware from the local firmware file located in
this class (firmware-list).

— Update firmware by file from remote server — update firmware from the firmware file
located on the remote server, full path to the file should be provided.

— IPPingDiagnostics — function that performs echo test from CPE to the arbitrary LAN/WAN
host:

. . . . . . . ~ Task list
— Task list — view and edit the list of IPPing diagnostics tasks that has Rﬁﬁ ®
! Request for preset task
been executed from CPE by the operator during the current session. | & gun nost request
— Request for preset task — execute IPPing diagnostics using the | &: show resuits
preset task. ) Setting preset tasks

— Run host request — request IPPing by specifying only the host
address for the echo test. The interface used for the test will be selected automatically
by CPE from the route table.

— Show results — show all IPPing diagnostics results for CPE textually.

— Setting preset tasks — configure tasks that will be executed with 'Request for preset
task' command.

' _common 1P ping diagnosticopons &

|E|cnangeﬁems | =] Updatel % add ||\ Edit" Q Remove|

ID Interface Host Repetitions Timeout Block Size DSCP Result
1 22 192.168.12.16 B 1000 100 0
['® Edit object x5
Interface |22|

Haost

Repetitions

Timeout

Block Size

DsCP

|152.1EE.12.1E

ls

[1000

[100

o

| v Accept || # Cancel |
— Interface — device interface that will be used by a test. If the

parameter is not specified, the test should be performed through the interface
selected from the route table on the device.

—  Host — echo test server domain or IP address.

—  Replications — number of ping queries in the test.

— Timeout — query response time that will invalidate the query, if
exceeded.

—  Block size — data block size for a single query.

—  DSCP — corresponding field in the query.

— Download/upload operations — manage device log and configuration file download/upload
operations:

Eltex.ACS.GUI autoconfiguration system 17



S ELTEX

— Upload configuration file to server — upload the configuration from CPE to the server as

a single file. CPE configuration file will be created —
in the following directory: /Jroot | ‘® Upload configuration file to server
catalog/config/<class>/<serial number>/ name in | - Download configuration file to CPE
YYYY-MM-DD_HH-MM-SS format. e

— Download configuration file to CPE — download L = Pisplaylogs ofwork

CPE configuration to the server as a single file. File list from the directory /root
catalog/config/<class>/<serial number>/is shown.

— Refresh graphics resources’ — execute the command to refresh the graphics resources
— logo, boot screen.

— Upload log file — execute the command to upload CPE log file to the server.

— System utilities — contains the bundle of utilities:

. . e B ping
— ping — echo .test (sends the simple 'ping' command) from the o
server to device.
B teinet

—  Wake on LAN' — power on the device via WOL protocol. & ssh
— telnet? — connect to device via Telnet protocol.
— ssh® — connect to device via SSH protocol.

— Request TR069 parameters — commands that allow to
receive the data: | Templates
— Templates — request monitoring parameters from
CPE using the preconfigured template. You can
flexibly adapt these templates to any class by editing
the system files.

:,. Random request
_:. Execute random xml

21 view CPE options 454C545808000000" - from templates X ‘

NTP Software Version

Internet (PPP)
PPP addr

PPP error

Voice (WAN.IP) status
Voice (WAN.IP) mode
Voice (WAN.IP) addr
IPTV status

IPTV addr

STB status

FXS0 SIP status
FXS0

FX50 CallState

FXS1 SIP status

FXS81

FX51 CallState

Survey log

— Random request — request parameters from CPE by defining the full parameter name in
the request.

! Only for TC class
> Not supported in the current firmware version.
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@ view CPE options - manual mode E
Request
\nternetGatewayDevice]

Response

| v Perform the request || * Close |

— Add to static group — add the current device into the existing static group.

— Configure access passwords — configure access passwords from the server to CPE and from CPE
to the server.

— TRO069 parameter configuration — configure and view TR-069 parameters, set the profile and
checkboxes.

— TRO069 parameter tree — configure and view TR-069 parameters as a tree. Tree operations are
performed in the real time, all changes implemented by the operator into the CPE configuration
will not be saved in the server database.

43 CPE:ABF94B [ TC-20-W / TC04000261 -- http://192.168.254.106:9958
L)
‘ &' Request selected CPE branch 4 Device. g r.C i d
Device A
? = Devicelnfo : |\§|cnangeﬁecds .;;Recoaddalal\Savecmnges
¥ ?—DN?}I\em Hame Hew value Current value Hotification
@ =k i ConnectionRequestPassword |admin admin Off |~
& Interface | |connectionRequestURL [read only] [unknown] off =|
MznagementServer
[ = Routing ConnectionRequestUsername |admin admin Off |
= % Router | [pownloadrrogressuRL [unknown] off
sers q
o= WiFi ‘| |EnableCwnP [unknown] Off
e (& EndPoint || |KickURL [read only] [unknown] off
© ssiD {
=] X_ELTEX_RU_DisplaySetiings |:| [ManageableDeviceNotificatio.. [unknown] Off
s ﬁ_X_EL.TEX_RU_ProgramS : DeviceNumberOf. [read only] [unknown] off |
|.Z| Firefox
SSH {
Telnetd 3 [CA2E
VNC ‘|| Setings ereraﬁons rSeamh Tabs
o= X_ELTEX_RU_T! i
o X _ELTEX_RU_Time Commands : .
Check connect
Cam| D
Telnetd T o eI I
VNC Settings Operations r Search | Tabs
o= X_ELTEX_RU_TerminalSession
o X_ELTEX_RU_Time .
& x - ‘ 8} Reboot | () Reset to default settings ‘
ul Ly

To request the parameter value (parameter branch) from the device, click the 'Request selected CPE
branch’ button.

Click the 'Reload data' button to display the parameter values stored in the server cache.

Commands sent to CPE during tree operations are displayed in the '‘Commands’ field. To change the
parameter value, enter a new value into the 'New value' column and click 'Save changes' button. To add and
remove objects, right-click the specific object in a tree.
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You can search for the parameter by its name:

£ CPE: ABFS4B [ TC-20-W [ TC04000261 - http://192.168.254.106:9998

1
| &' Request selected CPE branch ‘ L4 Device.ManagementServer.ConnectionRequestURL
T Devicelnfo |Cnangeﬁelds & Reloaddatal . Save changes
¥ ?—DNSCI_ " E Name New value Current value Notification
ien :
v 3P ¢| |ConnectionRequestPassword [admin admin off d
& & Interface ‘| |connectionRequestURL [read only] [unknown] off =
¢+ = Rouling i |connectionRequestUsemame |admin admin off u
= Router ‘| |DownloadProgressURL [unknown] Off
[ = EnableCWMP [unknown] Off
il = : KickURL [read only] [unknown] Off
SSiD b
= X_ELTEX_RU_DisplaySettings | ManageableDeviceMNotificatio. [unknown] Off
v _X—E;‘TETX—RU—PWQHW‘S ‘| |ManageableDeviceNumberoOf. [read only] [unknown] Off = |
irefox :
=] ssH :
Telnetd et e
VNG : ( Settings r’ perafions r Search | Tabs
- :
8 X_ELTEX_RU_Time : [pasg| |
| |pevice. ManagementServer
Device.Users
Device.WiFi.EndPoint.1.Profile.l.Security
Device.X ELTEX RU TerminalSessions.rdp.l
<[] DE

Also, you can add the bookmark for any branch, so you can quickly navigate to it at a later time.

fSetIings r()perations rSearch r'labs |

| £% Add bookmark | | & Remove bookmarks |

Device ManagementServer

Device.X ELTEX RU DisplaySettings

wice.X ELTEX RU Programs.SSH

— Exchange log — go to operation log filtered by the serial number of the current CPE.

5.3.3.1.2. ADDING DEVICES

New devices appear in the list automatically. Also, you can create a device that is not yet connected to

the server.
To add such a device, click the & button and enter its serial number (‘SerialNumber'), specify the
manufacturer's identifier (‘OUI'), model ('‘ProductClass’), and click 'Create’ or ‘Authorization settings' button.

I; Add new CPE of class NTP El
Serialllumber || |
oul |MF‘343 |v|
ProductClass |NTF'-2 | - |
Subsecriber | |
| " Create | | w" Authorization settings ‘ | ¥ Cancel |

If you click the 'Create’ button, the password configuration window will not be shown, and you will be
taken to the private CPE options page.

Click the 'Authorization settings' button to open the password configuration window.
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|.. [2 Add new CPE of class NTP X |
OUI : ABF34B
Product Class : NTP-2
Serial : ELTX000888

Personal UserName || | Personal Password | |

ConReq UserName |adrmn | ConReq Password |admm |

Subscriber | |

| v Accept || # Cancel |
'Personal UserName' and 'Personal Password' — login and password that will be used by CPE for

establishing connection to the server. Login, if it is used, should be unique for each CPE.

If these fields are empty, use the general login and password, defined on the server. For CPE, these
parameters are configured manually or using DHCP Option 43.

'‘ConReq UserName' and 'ConReq Password' — login and password that will be used by the server for
establishing connection to CPE.

These fields are mandatory. If parameter values does not match on the server and CPE, you will not be
able to send any commands to CPE.

'Subscriber' — subscriber description.

If you click the 'Accept’ button, you will be taken to the private CPE options page.

To import the devices from the CSV file, use the 'Devices/Import from CSV file' main menu or click
button in the device list window.

y

To export the device list, click button.
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5.3.3.1.3. ASSIGNING PRIVATE CPE OPTIONS

In the general list, double click the row with CPE to show the private options menu.

' Edit private CPE options =

OUL : ASF94B
Product Class : NTP-2
Serial : eltx00000000

Common settings and rules to update firmware

o | |
Personal update rule Upd.Fw only on restart Allow dwgd FW version Ho setup data
=) I e EE—
List of short options
------------- [ —
Login testis |
Password [password |
VLANID O | |

Pa3spemnTs HacTpoiiky PPP nonkzoearento [ | |Disabled =

SIP proxy [192.188.101.2 |
Port #1 enable Enabled [
Port #1 number 6058 |
Port #1 password ‘4321| ) |
Port #2 enable Enabled [
Port #2 number 6358 |
Port #2 password ‘1234 |
Allow user to setting VOIP [ [pisabled ||

List of ext

| v Accept H * Cancel || Reques:cpzicns=|'cm|23E‘

General list of options is extracted from the profile (the figure shows SZT-WF profile).

To configure private options, use 'List of short options' and/or 'List of extra options' sections.

— Personal update rule — set the personal update rule for the current CPE. This rule has a higher

priority than the rule assigned to the 'Profile'.

— 'Upd. only on restart' and ‘Allow dwgd. FW version' — duplicate the firmware update rule

checkboxes, but have a higher priority.

— No setup data — if the flag is set, there are no profile rules or private parameters for this CPE.

— 'Full configuration' — click this button to access the resulting list of rules that will be applied to

CPE.

— Request options from CPE — click this button to request options from the short options list, results

will be displayed in the corresponding list fields.
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5.3.3.1.4. TRANSFERRING CPE CONFIGURATION

If you are planning to replace the CPE, you may transfer its configuration (profile, flags, and private
options) to another CPE; by doing so, the configuration source CPE will be removed from the server as non-
relevant.

B

To access the transfer menu, click the button.
E‘F Transferring configuration X |
Transfer configuration from the CPE: on the CPE:
|AMCEMISEEIFEEIEIEIE5 | ‘ |
|
| v Accept || # Cancel ||“ lnfon'naﬁon|

Click the 'Information’ button to show the brief information on CPE configuration, subject to transfer.

r"r Transferring configuration x |
Transfer configuration from the CPE: on the CPE:
|1511C51153EIEEIEIEIEIEI1 | EtlnBTEEBTEE?I |
Iype : NTP-RG-1400G Type : NIF-RG-1400G6-W
Device : 454C545808000001 Device : etlx5T75637567
Frofile : noname Profile : NIF2_MC
Subscriber I HE M3BECTHO Subscriber : HE M3IBECTHO
Hardware version : HE M3BECTHO Hardware version : HE M3BECTHO
Firmware version : HE M3BECTHO Firmware version : HE M3BECTHO
Connect time : no connect Connect time : no connect
Address : Address

| v Accept || # Cancel ||ulmom|an'on‘

5.3.3.2. CPE-LOG. CPE DATA EXCHANGE LOG

Show the list of messages and errors, that were received during the CPE operation: list of messages that
contains CPE references to the server (informs), CPE parameter setting errors, and commands from the
operator to CPE and the respective replies.

Description r Host monitoring r CPE management r Inventory rRRD statistics r Access |
—
2 || |2 & Jpevice] | wpe|—mn— [+ tever|—au— | =] tinewssp [] Records count: 10000
b's cpe E Index Type Technolo... Level Doer Manufact.., OUI Device ty...| Device User Time Shortinf... | Full infor...
% 192758 Command |NTP Error undef Eltex ABF94B MNTP-RG-1. |454C545. 2014-11-1_|connectio . [Connectio ;
o= groups i [192757 Command [NTP Error undef Eltex ABF94B MNTP-RG-1..|454C545.. 2014-11-1...|connectio... [Connectio...| |
N = Er’fnr:"vzg‘m 192755  |Command [NTP Error undef Eltex ABF94B  |NTP-RG-1..[454C545.. 2014-11-1...{connectio... (Connectio...
™ resource i 192754 Command [NTP Error undef Eltex ABF94B NTP-RG-1..|454C545. 2014-11-1_|connectio . |Connectio
192752 Inform NTP 0K Eltex ABF94B NTP-RG-1..|454C545... 2014-11-1...[2 PERIOD... [[DevicelD].
192751 Inform NTP 0K Eltex ABF94B NTP-RG-1...[454C545... 2014-11-1...|2 PERIOD... [DevicelD].
192750 Inform NTP 0K Eltex ABF94B NTP-RG-1..|454C545 2014-11-1._{2 PERIOD ... {[DevicelD]
i [192749 Inform NTP 0K Eltex ABF94B NTP-RG-1...|454C545... 2014-11-1...]2 PERIOD... |[DevicelD].
192748 Inform NTP 0K Eltex ABF94B MNTP-RG-1...[454C545... 2014-11-1..|2 PERIOD...|[DevicelD].
192747 Inform NTP 0K Eltex ABF94B NTP-RG-1.. |454C545 2014-11-1__|2 PERIOD .. |[DevicelD].
i (192746 Inform NTP 0K Eltex ABF94B NTP-RG-1..|454C545.. 2014-11-1...[2 PERIOD... [DevicelD].
192745 Inform NTP 0K Eltex ABF94B NTP-RG-1..|454C545. 2014-11-1_|2 PERIOD... |[DevicelD].
192744 Inform NTP 0K Eltex ABF94B NTP-RG-1.|454C545 2014-11-1._{2 PERIOD .. {[DevicelD]
i 192743 Inform NTP 0K Eltex ABF94B NTP-RG-1...|454C545... 2014-11-1...]2 PERIOD...|[DevicelD].
192742 Inform NTP 0K Eltex ABF94B NTP-RG-1..|454C545 2014-11-1._{2 PERIOD ... {[DevicelD]
192741 Inform NTP 0K Eltex ABF94B NTP-RG-1.../454C545... 2014-11-1...]2 PERIOD... |[DevicelD].
192740 Inform NTP 0K Eltex ABF94B NTP-RG-1...|454C545... 2014-11-1...[2 PERIOD... [[DevicelD]... |+ |

Data highlighted in red calls for special attention, they represent errors in the CPE configuration or
authentication process on the server. Double-click the record to open its detailed description.
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5.3.3.3. CPE-GROUPS. CPE GROUPS
5.3.3.3.1. STATIC

List of CPEs in a static group is edited by the operator and cannot be changed in his absence. It may have
several nesting levels. To create the nested group, right-click the specific group and select the 'Create group'
menu item. Parent static group includes CPE devices from child static groups. To add CPE into the static group,
use the 'Add to static menu' context menu command in the general CPE list.

|r Description r/ Host monitoring r CPE management r\nvenlory rRRD statistics r Access

”MTP ‘v‘ :
§ ;| ‘Ell.'j | t‘.""ML "H Records count: EELIHEWGD O
cpe ice ype rofile onnect time ress irmware version| Hardware version| Subscriber rization ic groups
[ D Devi T Profil C t i Adds Fi i Hardw: i Subscribes Authorizati Stati
% :‘ngt i |454C54580F000... NTP-RG-1402GC. . noname1 014-10-23 1Z:0... |hitp:.i192.168.21... |2.20.2.469 v0.B+20 o 128
=
= aroups il |454C545806002... |NTP-RG-1402G noname1 12014-11-05 094 |hitp:/1192 168.21.. (3202 469 v4 [S] 128
¥ 5‘3“1‘:25 | |454c545802000... |NTP-2 2x 2014-10-17 15:1... |http:/1192168.21... [3.20.2472 1v2 [*] 128
? dynamic :
0
1
—_ etix
=] profiles
e | firmware
resource
% Active: 0; inactive: 0; long time inactive: 3. Not determined: 0.

Click the right mouse button on the CPE row in the general list to show the device control menu.
To get help with the context menu commands, see Paragraph 5.3.3.1.1 Operations with the list CPE
5.3.3.1 CPE-list. Device list.
5.3.3.3.2. DYNAMIC

List of CPEs in a dynamic group depends on the group formation rules. In each moment of time, the

group includes only those devices that conform to the rules.

Description r/ Host monitoring r ‘CPE management r/ Inventory r RRD statistics r/ Access |
[fwre [~]

2
[3 cpe
= st
= log
¢ = groups
? static
128
? dynamic
h
etlx
= profiles
o= firmware
= resource

b
F ‘Ell-r-; H“LL "H Records count: 21 IELmewmp O

Device Type Profile Connect time Address Firmware version| Hardware version| Subscriber Authorization Static groups
454C545806001... INTP-RG-1402G  |NSK 014-10-08 13:0__. |hitp:/192 168.21_. [320.1.6073 4 (2]
._ 454C54581A002... [NTP-RG-1402G-... |noname 12014-11-0509:4 .. |http:/192.168.21... |3.20.2.471 e Tectep (%]
454C54580F000... [NTP-RG-1402GC..[noname 12014-10-23 12:0... |http:/192.168.21... |3.20.2.469 v0.B+20 (<]
3| [ELTX1AD02EQS NTP-RG-1402G-_. |0 |2014-09-26 105 |http:i192 168.21_. |2.102.2068 8 (2]
1 454C54581A000... [NTP-RG-1402G-... [NSK 12014-10-24 0955... |http:/192.168.21... |3.20.1.6075 W7 o
454C545806002. .. NTP-RG-1402G  |noname1 12014-11-0509:4 _ |http:/1192 168.21_. |3.20 2 469 4 (T)
;| [454C545808000... [NTP-RG-1402G-W [nonames 12014-11-0509:4 _ |http:/192 168.21.. |3.20 2 469 B+10 (%]
454C54581A001... INTP-RG-1402G-... [noname1# 12014-11-0509:4... |http:i192.168.21... |3.20.2.471 e (<)
i [454C545810000... NTP-RG-1402GC.._[noname 1# 12014-11-0509:4 _ |http:/192 168.21._. |3.20 2.470 2v8 (<]
1 ELTX02000AGF  |NTP-2 NTP-2TEST 12014-10-17 11:3... |http:/192.168.21... [2.12.1.323 1v2B+10 (%]
i| | Active: 0; inactive: 0; long time inactive: 21. Not determined: 0.

Click the right mouse button on the CPE row in the general list to show the device control menu.

To get help with the context menu commands, see Paragraph 5.3.3.1.1 Operations with the list CPE

5.3.3.1 CPE-list. Device list.

For dynamic groups, you may edit filtering rules that define CPE inherence to the group.

24
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s dynamic o] [ELTX14002E98 NTP-RG-14
i| |454054581400001D |NTP-RG-14

]
11
el

profiles s B-14

firmware % Add group

resource &) Delete group -
“\. Rename group h
& Move group
4| Show rules ;

2! Apply options |
¥ Setup passwords ]

|4 Reboot
(&) Reset to default settings
=} Perform remote turn up (Wake on LAN)

¥ Update firmware »
& Unload configuration
@ Upload file resources

TROG69 options 3
« Setfing access passwords

To show the editor, use the context menu by right-clicking the group name in a tree.

(" Group options "ethx’ |

To add regular expression you should change this and only this field, the rest will be ignored. Work in rules constructor: to specify bottom time
boundary fill out the first option, for top - the second, by necessity both.
‘ {7 Update CPE list |
Rules list
|—Regu\arexpressmn- | url= #2122
Rules constructor
|Sena| (Device) |v| ‘W’lldcard (mask) |V|
|— Option 1 - ‘
| @ Help || Cancel || % Add |
‘ . Edit ” & Delete

5.3.3.3.3. REGULAR EXPRESSION OPERATION PRINCIPLES
1. Multiple regular expressions are joined together according to 'OR' principle.
Permitted expression formats:
— param = value, in this case, 'value' is a number.
— param = 'value' (equal to 'like' in sql), in this case, 'value' is a string mask.
— param = 'value' (equal to 'regexp' in sql), in this case, 'value' is a regular expression.
2. You may define multiple constructions in a single expression,for example:
paraml = valuel or param1l = value2 and param2~'value3'.
3. String parameter values (including the date) should be enclosed in the single quotes — 'value'.

4. Numeric parameter value should be defined in expression without quotes.

5. You may use the following special characters during the creation of the 'value' (param =
'value') mask:

— ? —anycharacter.
— * — any characters.
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5.3.3.3.4. RULE CONSTRUCTOR OPERATIONS
Constructor rule of the same type are joined together according to 'OR’ principle.
Constructor rule of different types are joined together according to 'AND' principle.

Wildcard comparison type is used for Serial, Product Class, Profile, URL, Version, Hardware,
Username, Customer ID, Conrequser, Config name, Subscriber parameters.

Special characters during the Wildcard rule creation are used in the same way as for (param =
value) regular expression mask.

Value comparison type is used for the Editor parameter only, permitted values are listed in the
tooltip.

Datetime and Current comparison types are used for Last contact, Config update time,
Software update time parameters.

For the Datetime comparison type, you should specify the time in 'YYYY-MM-DD hh:mm'
format.

For the Current comparison type, you should specify the time in minutes.

5.3.4. PROFILES. CONFIGURATION PROFILES

This section allows you to create profiles to be assigned to CPE afterwards.

Profile is the set of configuration rules (property) that is common for the array of devices.

f Description rHosl monitoring rCPE management r\nvenlory rRRD statistics r Access ‘
w

P - :
& HIEFRNE
o cpe | | Index Profile name Inform interval, sec| Base profile Description Firmware update ... CPE types Excpt. by versions | Rules number Script name
= Bl 0 3600 Default NTP-RG 3
o firmware g
=] resource 3l |29 1 3600 44

il |54 2% 3600 2* 96
3l [40 NSK 3600 3* 70
il |55 NSK1 3600 3* 64
il (53 NTP-2TEST 3600 1 3* 23
i |56 NTP2_MC 3600 3* 32
i |45 non1 3600 0
il |37 noname 60 noname11 72
i (38 noname1 60 noname 3 57
i |47 noname 1# 60 noname a3+ 76
i |s2 noname12345 3600 test 3 56
i 39 nonamez 60 noname 123 ABFO4B:NTP-RG-1... 75 123js
il Jaa noname4 3800 noname1 2> 0
i |50 ntp2 3600 3+ 23
i |59 ltest 3600 noname test_description ASFO4BINTP-Z  |2° 0 test-rebootjs
43 testl 600 noname1 descrtestl ABF94BINTP-RG-1...|2.2.2.22 0 123)s

26

3

To add a new profile, click the [ *2] button.
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B Add new profile =
Profile name ¢ |noname]
Description
Inform interval, sec w0 (3600
Script name - -
Base profile - -
1
noname
test
no
i’- nonamell
Links with update firmware rules — |nonamedfyg
>

ASFI4B:NTP-RG-1402G
ASF94B:NTP-RG-1402CG-W:re _|

IC

ASFS4B:NTP-RG-1400GC-W | |
ASFI4B:-NTP-2

ASFI4B:NTP-RG-1400G
Restrictions by models ABFO4B:NTP-RC-1400C-W

ASFI4B:NTP-RG-1402GC—W: ¢

[v|4]

ASF34B:NTP-RG-1402G-W

ABF94B:NTP-RG-1402GC-W
ASF94B:NTP-2C -
[ i [ 1 |

Restrictions by firmware versions

| w Accept || # Cancel |

Profile name — name of the profile.

Description — arbitrary text description.

Inform interval, sec — time which should pass before CPE will establish access to the server for data
synchronization.

Script name — js script which will be used for the current profile (8 Operation with scripts);

Base profile — select the base profile from the drop-down list.

Links with update firmware rules — specify the update rule for profile. Select rules to be used in the
current profile from the right list and move them to the left list.

Restrictions by models — no restrictions are applied by default (when the left list is empty). When you
move the record from the general list on the right to the left list, selected restriction will be applied. If
the profile with this restriction is assigned to CPE which model is absent from the left list, this profile
will not work for such CPE.

Restrictions by firmware versions — no restrictions are applied by default (empty field). You can
specify a restriction using the mask, where '*' represents any quantity of any characters, and '?'
represents any single character. Example: "5.3.%; 6.?.??” If CPE firmware version falls outside the
scope of the selected masks, the profile will not work for such CPE.

B Edit profile 'noname1’ options |
‘ (& Reload | £ Add | (x} Relnovel fim] msenl = Parameters ‘ Records: 57
Name Value
Interm etGatewayDevice.LANDevice. 1.LANHostConfigManagement DHCPSenverEnable TRUE =
Intem etGatewayDevice L ANDevice. 1 LANHostConfigWanagement IPinterface.1 Enable TRUE L
Interm etGatewayDevice. LANDevice. . LANH0StC Pinterface.1 192.168.1.1 I
Device L: Bridge. 1 TRUE n
Device.L. Bridge.1 v
Description r Host monitoring r CPE management r Inventory ﬁ Device L: 0 Bridge. [TRUE
Device.L: 9.Bridge. —
e [
=y - Device L: 9.Bridge. TRUE
& 5] =2 R R )
Device.L: 9.Bridge, MuLT
o cpe i | Index Profile nan| Device.L: 9. Filter.1 o
£ Ean 0 Device L: g Filter.1 TRUE
o firmware o T e q
= evice. 0 Filter
resource 129 =
l5a | *\. Edit profile Device L: g Filter 2. o <
ol *\. Edit profile's options
"% profile’s configurator ¥ ca
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5.3.5. FIRMWARE. FIRMWARE UPDATE RULES

List of the firmware update rules for the current class is shown in the 'Device operations' tab located in
the 'firmware/list' tree branch.

Adding new firmware update rule

#H
To create the firmware update rule, click the [ **] button. In the opened window, select the file in the

'File' field from the list of uploaded files in the 'firmware-files' tree branch, define the name and version, and
click 'Apply’ button.

Q Add new Firmware E‘

ame — |

Enable the rule

Update firmware only on restart I:‘

Allow reduce of firmware versions I:‘

URL

Version 0.0.0

File name — ] — |v I
| " Accept | | & Cancel

Detailed configuration window will open:

Set update firmware rulesEdit new Firmware E
Options
o i
Allow reduce of rmware versions o Version o0
Linked profiles
—
Rer.ords count: § £3 i3
Index Profile name [ inform interval, sec | Base profile | Description | Firmware update ru.| CPE types | Excat. by versions | Rules number [ script name
55 NSK1 3600 & s
List of equipment types
A
i out ) anufacturer nweld version defaultProfile
11 AsFo4B [InTP-Re-14000-w e 1 o
B lasFaan NTP-2 et 1 o
10 |ABF94B INTP-RG-1400G (= 1 0
List of devices with personalized bound to this update firmware rule
RQCOI'GS count: 0
Device Type Profile Connect time Address. Firmware v...| Hardware versnon{ ‘subscriber | Au\hor...‘ Static groups.

You should specify links to the required profiles and CPE types. To do this, use |**| buttons to add
records from the drop-down lists in the respective sections.

E‘F Add Hardware

E‘F Add profile

| v Accept || # Cancel |

Profile list defines profiles for options that the current firmware update rule will be linked to.
Equipment type list defines device models that the update will be applied to.

'Enable the rule' checkbox — enables/disable the selected update rule.
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'Update firmware only on restart' checkbox — when selected, firmware will be updated on the next
device reboot (on the inform with the BOOT event).

'Allow reduce of firmware versions' checkbox — when unselected, firmware on CPE will be updated only
when the firmware version on server is higher than the actual device firmware version. When the checkbox is
selected, this restriction will be lifted.

In the ‘cpe list' list you will find the list of devices that have the current update rule assigned as a
personal rule.

Firmware update schedule configuration

The firmware update schedule list is shown in the 'Device operations' tab located in the
'firmware/schedule’ tree branch.

By default, the 'Global for all' record is enabled for all records. You can create daily/weekly periodic
schedule for each update rule, if necessary.

f Description r Host monitoring r CPE management r Inventory r RRD statistics r Access ‘

NTP - ;
2 = :_;|.".

- cpe ;| | Update rule | Start date | End data ‘ Hour
] profiles vy

¥ F[‘,’m“"’a"e 7 Setupdate Armware rules (Add new ruie)
[
% files I
__ % schedule Period
resource
Start date 20141120

End data 2014-12-20
Clock
Hour (start) 01:15
Heur (finish) 06:45
Week days
Week day (start) 1
Week day (finish) 7
Update rule
I

5.3.6. RESOURCE. THE LIST OF REGISTERED FILES'

The list of other files (except for the firmware files) registered in the system is shown in the 'Device
operations' tab located in the ‘resource’ tree branch. Also, you can perform 'add' and 'remove' operations in
this tab.

r Description r Host monitoring r CPE management r Inventory r RRD statistics r Access |
1

|' | (5
2 i 3 | -/ |Records count: 0

o[=| cpe i | Hame |Descn’pﬁon |Version
= profiles :
9 | firmware
2 list
files
W schedule
T resource

|NTF‘

Click & button to refresh the information in the tab.

! Only for TC class
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5.4. INVENTORY
Use the 'Inventory’ tab to view the general statistics for devices on the server sorted by different criteria.

54.1. COMMON

( Description r Host monitoring r CPE management r Inventory r RRD statistics r Access

Commaon P

Classes Ee i

Types

Firmware Versions ||ror.] device number: 43

Hardware versions || ¢ i pop — are configured ;31

Tz - be added automatically : 12
- not authorized ]

Lctivity statistic

- active : 0
- inactive : 3
- long inactive : 30
- not determined : 10

— Total device number — total device quantity in the system.

— of them — particular configuration statistics:
— are configured — CPE parameters has been edited by the operator.
— be added automatically.
— not authorized — not authorized on server.

— Activity statistics — particular activity statistics:

— active.

— inactive.

— long inactive.

—  not determined.

5.4.2.  CLASSES

| Description | Hostmonitoring |~ CPE management | Inventory | RRD statistics | Access |

EI::;T | Change ﬁeldsl 7 Reload | +] Createl Remove |

Types Index | Name Manufacturer | Device number [config,auto,unauth] Activity statistic [active,inactive,long time...

ST T UNKNO... |Unknown 0(0.0,0) 0,0,0,0

Hardware versions

— 1 NTP Eltex 28 (22, 6, 0) 0,0,21,7
2 NTE1400 |Eltex 5(5,0,0) 0,0,2,3
3 TAU Eltex 0(0,0,0) 0,0,0,0
4 TC Eltex 2(0,2,0) 0,2,0,0
5 RG Eltex 0(0,0,0) 0,0,0,0
6 NTE140... |Eltex 2(1.1,0) 0,0,2,0
7 NTU Eltex 4(2,2,0) 0,0,4,0
8 sTB Eltex 1(0,1,0) 0,1,0,0
10 [TR098  |Unknown 0(0,0,0) 0,0,0,0
11 [TR10B  |Unknown 0(0,0,0) 0,0,0,0
12 [TR135  |Unknown 0(0,0,0) 0,0,0,0
13 [TR104  |Unknown 0(0,0,0) 0,0,0,0
14 [TR104D |Unknown 0(0,0,0) 0,0,0,0
1002 [HUAWE! |[HUAWEI 1(1,0,0) 0,0,1,0

Use this tab to view the list of the existing device classes, manufacturer information, number of devices
of each class and activity statistics.

Right-click the table row to access the class operations menu.

iE3 ‘TR‘IUQD | ARNGW |C| 10,0, 0) |ﬂ, 0,00
\ 1002 HUAWEl [HUAWE) oo [o,0.1.0
2 |nTE1200 [EMex 5(5,0.00 loo 2 Z Show as fext
3 AU Eltex 0 (0, | ) Show as text o |\ Rename
4 TC Eltex 2 (0,| L OUllist, ProductClasses, Mapped OUl | || ounlist, ProductClasses, Mapped OUI
£ e Eo 00, L View datamodel I feess na... | User [ userip | startdate | F{ [ | view datamode!

— Show as text — show device class statistics in the simplified text view (also, you can access the
menu by double-clicking the table row).
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Rename — rename the class. This

Y Statistic

Index H-1
Name : RG
Manufacturer : Elt

Total device number: 0

of them - are configured
- ke added automa
- not authorized

Activity statistic
- active

inactive

long inactive

- not determined

ex

: 0
tically : O
: 0

(SR =T =y}

created manually by the operator.

OUI list, ProductClasses, Mapped OUI — view and edit (for classes that has been created
manually by the operator) class contents.

Class composition RG (Eltex)
Class name: RG

OUllist
ABF94B

Manufacture: Eftex

Product classes
RG-1402G
RG-1402G-W
RG-1402GF
RG-1402GF-W
RG-1404F-W
RG-1404G
RG-1404G-W
DF 14narT
Mapped OUls
ASF94B

O ELTEX

operation is available only to those classes that has been

»

To create/edit parameters of a manually created class, click the respective buttons and enter
OUI and ProductClass delimited by spaces in the opened window.

Class name: HUAWEI

OUllist
00259E

OUI should contain from 6
Mapped OUI can be edited

Manufacture: HUAWEI

Product classes
HG3245T

to 32 HEX characters.
later {button 'Change").

@ Input OUI and Product_Classes’ list, separate them by spaces.
Example: ABF94B NTP-2 NTP-2C NTP-RG-1400G

£ Add ‘ | &) Remove

||\Change

|| Cancel

# Close editor

View datamodel — view and edit (for classes that has been created manually by the operator)

datamodel.

Eltex.ACS.GUI autoconfiguration system
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32

¥ R (Eltex) datamodel

= deatel\ucopyllsgcheckom‘

Change fields [sezrch |

| Linewrap [ ]

5.4.3. TYPES

Name Type Min Max Length Version D Writable TR name Flag
InternetGate._|object 0] 0] 0 10 I - 0 Il
InternetGat._|object 0 0 0 10 1 - 0 =
ConfigFile |string 0 0 22 10 - 0
Persisten... |string 0 0 256 1.0 - 0
InternetGat._|object 0 0 0 10 O - 0
Additional...|string 0 0 64 1.0 - 0
Additional...|string 0 0 64 10 - 0
Description |string 0 0 256 10 - 0
DeviceLog |string 0 0 32 10 - 0
EnabledO...|string 0 0 1024 10 - 0
FirstUse.. |dateTime 0 0 0 1.0 - 0
Hardware. . |string 0 0 64 10 L 0
Manufact... |string 0 0 64 10 - 0
Manufact... |string 0 0 6 10 - 0
ModelMNa... |string 0 0 64 10 - 0
ModemPFir___|string 0 0 64 10 - 0
FroduciCl... |string 0 0 64 10 - 0
Provisioni...string 0 0 B4 1.0 - 0
Seriallu... |sting 0 0 64 10 - 0
SoftwareV...|string 0 0 64 10 - 0
SpecVers... |string 0 0 16 10 1.0 | - 0
UpTime unsignedint |0 0 0 10 - 0
Internet . |object 0 0 0 10 | - 0
Date |gateTime [0 o 0 1.0 el | 0 ~|
You can edit the following parameters: & Add new object. X
Name " |
—  Name — parameter name. T | |
—  Type — type. win o |
—  Min — minimum value of a - b |
parameter.
) Langth o |
— Max — maximum value of a | |
Version
parameter. | |
. Defaultvalue
— Length — field length.
—  Version — version. e -
— Default value — default value. fineme | !
—  Writable — read/write. Fisa o |
— TR name — TR parameter name.
—  Flag — flag.
g —Tee [ Accont._| | canea

Description | Host monitoring | CPE management | Inventory | RRD stafistics | Access

—
Classes L oa

Types

Firmware versions ||y zyayeT (Index=1002, HURWEI)
Hardware versions in database 1 CPE, of them
Profiles HGB245T : 1

2. NTE1400 (Index=2, Eltex)
in database 5 CPE, of them
NTE-RG-1402F : 4
NTE-RG-1402G6-w : 1

3. NTE1400REVE (Index=6, Eltex)
in database 2 CPE, of them
NTE-RG-1402G-W:rev.B : 2

1]
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5.4.4. FIRMWARE VERSIONS

r Description r Host monitoring r CPE management r Inventory r RRD statistics r Access
Common
Classes

Types

Firmware versions =
Hardware versions (4. NTF (Index=1, Eltex)
Profiles in database 28 CPE, of them
2.10.2.2068 :
2.10.2.2001 :
2.12.1.323 :
2.12.2.228
2.12.2.231 :
2.8.578¢6 :
3.20.1.86055 :
3.20.1.8073 :
3.20.1.8075 :
3.20.2.175 :
3.20.2.4/9 :

P I I = T B U S S R S

This tab lists the information on the existing firmware versions on the network and number of devices
with such firmware version sorted by classes.

5.4.5. HARDWARE VERSIONS

(T‘ ipti rHost itoring rCPE it rlnventory rRRD statistics eroess
Common —
Classes bt Reloa
Types
Firmware versions |3 yrz1400REVE (Index=6, Tltex) B
ST TTEUER IS in database Z CPE, of them
Profiles 22 ;1
2vT 1 =

4. NTP (Index=1, Eltex)
in database 28 CPE, of them
1vl0 :
1vz :
1v2:B+10 :

(S ST SR SR S

This tab lists the information on the existing hardware versions and number of devices with such
hardware version sorted by classes.

5.4.6. PROFILES

[ Description |  Host monitoring | CPE t [ Inventory | RRD statistics | Access
Common 75 potond
Classes b Reloa
Types
Firmware versions |1 pyaweI (Index=1002, HUAWEI) =
LTI TR TS in database 1 CPE, of them L
Profiles T

3p : 1

2. NTE1400 (Index=2, Eltex)
in database 5 CPE, of them
0: 4

noname @ 1

3. NTE1400BREVE (Index=&, Eltex)
in database 2 CPE, of them
0:1

noname : 1 —

This tab lists the information on the existing profiles and number of devices with such profiles sorted by
classes.
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5.5. RRD STATISTICS

This menu allows you to configure the collection of network interface load statistics. The data is
output in graphics/tabular format.

Round-robin Database (RRD) is a database, where the amount of stored data remains constant
over time. As the number of records remains constant, they are used in cycles when data saving is
performed. As a rule, such databases are used for storing information that is rewritten in regular periods
of time.

Description rHosl monitoring rCPE management rlnventory RRD statistics rAccess |

|& |\ | i | 3] £ cnange fietas |

UserName Start time Step Rrd file-path Device Parameter Counter's type
shan Irrdishan_EMS/ACSIL [EMS.ACS EMS/ACS/LoadAverag
20.11.2014 18:51:33 |300 oadAverage15min_14| e15min Gauge
15484305875
shan Irrdishan_EMS/ACSMM|EMS.ACS EMS/ACSMemoryRea)
20.11.2014 18:51:40 |300 emoryRealTotal_141 ITotal Gauge
G454312843

For adding monitoring tasks, use Host monitoring section, System, Network and Disk tab. Settings

available for monitoring are marked with button located to the right of the entry field. Click this
button to open Add Task dialog window or go to the record with existing task.

Task editing is performed by clicking

[ ® Rrd monitoring task x|

UserName shan

Device EMS.ACS

Tab name tabbedPane

Index value

Param name EMSIAC S/MemoryRealTotal

oI 12.6.1.4.1.2021.45.0

Param type T

Data type ‘quge | - ‘

Period of data gefting(in seconds) ‘EUU |m

[[] To apply generation of user events [ © it step 300 B
Every N seconds 0|

Description event description

p— ‘MMOR Every N minutes g

Max. value [double} 10.0 Every N hours 0

| v Accept | ‘ ¥ Cancel | | v Accept | ‘ * Cancel |

You can edit the following settings:

— Data type — select the type of saved data: absolute or increment (difference between
values).

—  Period of data getting (in seconds) — set the polling period in seconds. If polling values are
great, you can use the additional editing menu that is available by clicking the button to
the right of the entry field. There you can set the polling period in hours, minutes and
seconds. For example, every 1h 30min (0 sec), every 2h (Omin, 0 sec), every 2min 30sec. At
that, the value entered into the field will be automatically converted to seconds.

— To apply generation of user events — when checked, the following settings will become
available:

—  Event description — arbitrary text description.
—  Priority — select the event priority from the drop-down list.

—  Max. value (double) — maximum value of the monitored parameter; if exceeded,
user event will be generated with the defined priority.

Tl

Data gathered by the task are shown by clicking
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'@ Statistic of params x|

shan/EMS.ACS

Table

EMS/ACS/MemoryRealTotal

Kyres

RAN, total, in

!IIIIIIIII

16: 68 16:20 16:40 1768 17:28 17:48

B vemoryRealTotal vaximun: 2,051,144 Miniaun: 251,14, ETPRS3GTa 0L LN OS8R Missi s
R =N T ey
| |

O ELTEX

The chart explicitly shows time dependence of the measured parameter. You can adjust the chart type
(diagram or line chart), data type (average or maximum), and displayed time period (from the last two hours
to a week) with the corresponding drop-down lists below the chart.

The table lists measured parameter values for each point of time according to the polling period.

You can save the resulting chart into a file — just select its extension and click Save button.

Available extensions:

Bmp.
Gif.
Jpeg.
Jpsg.
Png.
Wbmp.

Click Reload button to refresh the information.

5.5.1.  EVENT TABLE CONFIGURATION

Click Change Fields button to configure the set of fields for the event table.

List of displayed fields:

User Name — record identifier.

Start time — record creation date.

Step — priority of the occurred event.

Rrd file-path — path to statistics output file.

Device — name of the device, that statistics is gathered for.
Parameter — monitored parameter.

Counter’s type — absolute or increment.

Eltex.ACS.GUI autoconfiguration system

‘.. [;i Change displayed fiel.. |

UserName
Start time
Step

Rrd file-path
Device
Parameter
Counter's type

‘ Choose all H By default |

‘ v Accept H # Cancel |
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5.6. ACCESS

This tab contains general settings for data exchange between the ACS core and GUI. Click Edit button to
make them available for editing. All settings are editable on this tab, except for the 'lcmp Ping delay, ms'.

; The following options are essential for gaining access: Read Community, Write Community.
V These settings should be confirmed by the network administrator or checked against the
SNMP agent configuration file.

r Description r Host monitoring r CPE management r Inventory r RRD statistics ﬁ’ Access

L

Description BHewHWil ACS cepeep
IP address 192.168.16.43
Timeout, ms 15000

Read community | User v3 public

Write community | Password v3 private

SHMP version

’E‘

SHMP port 161

Traps registration Accept

AcsD port 9594

— Description — text description that facilitate identification by the user.
— [P address — device IP address.
— Timeout, ms — timeout of data exchange with the device.

'_ { We do not recommend setting the timeout value lower than 5000ms.
I-'-I'. =)

Read Community/User v3 — password for read access, for SNMP v3 — user login.
Write Community/Password v3 — password for write access, for SNMP v3 — user password.
—  SNMP version — SNMP protocol version (supported versions: v2c, v3).
SNMP port — device IP port number for data exchange via SNMP.
Trap registration — trap registration mode:
- Accept — system will generate traps received from devices.
- Block — system will not generate or show traps.
AcsD port — web service port number.

To accept or save changes made to parameters, click the corresponding buttons — ‘Accept’ or 'Save'.

Click 'Reload’ button to refresh the information in the tab.
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The control panel is located in the upper part of the interface. It allows to create and edit .js scripts,
short parameter templates for CPE search and some system operations. Table 1 lists description of the control

panel basic controls.

Table 1. Controls

Designation | Button name | Description
Shortcuts
. Menu is not used.
.;;__l; Synchronize Synchronize
w OMNT search ONT search
k :J Save Save
<17 Apply Apply
Editing object tree
oy Add Add object into current tree node. For detailed description,
4 see Section 5 Operations with ACS
' Remove Remove current object or node.
2 Re-read Update the tree (the tree is completely re-read from the
: database)
Applet User application configuration

&)

Authentication
[locking]

Block or unblock the applet with a password

&

Session data

Show the window with the current user session
information

ﬂ Decor Applet theme configuration
View Configure the appearance of the elements
.| Pattern  of utilities | Edit startup templates for ping, ssh, web, telnet
running utilities
[ Save applet settings Save current applet size and location on the screen
4 Exit Close the applet (terminate the current user session)
Devices Menu is not used.
Management Menu is not used.
oLt Menu is not used.
ONT Menu is not used.
ACS Edit scripts and search for devices in node

o

Search for subscriber’s
devices (CPE)

CPE search in the current node. For detailed
description, see chapter 9 DEVICE SEARCH

Editor of embedded
scripts (Java Script)

Show the script editor

Setting common script
of all classes

Configure general script for all device classes

Eltex.ACS.GUI autoconfiguration system
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Setting xml-templates

Show CPE short parameter editor

server to the device

= of device option
- 55’“’”9 xm/-t.emp/ates Show CPE monitoring parameter editor
of device monitoring
Events Menu is not used.
Utilities System utilities, duplicates the pop-up menu of the object tree
i Run PING from the | Perform echo test from the user's PC to Eltex.ACS server
user’s PC to the device
i Run PING from the | Perform echo test from GUI to device

Administration

Rights and users (Menu is not used.)

GUI behaviour (Menu is not used.)

Server configuration (Menu is not used.)

SNMP traps receiving
and processing

Menu is not used.

Scheduled tasks | Menu is not used.
(monitors)
= System modules | View and edit module parameters
settings
- Administrator’s Go to Administrator Automated Workstation menu
workstation
EMS server restart Reboot the EMS server
Fil
Device firmware (Menu is not used.)
Information
State of backup system | View the state of the reservation system
Information about | View the EMS system state
— system components
hr User actions log View user activity log
System notification of | Send messages to all users connected to the system at the
users moment
Help HELP INFORMATION

About

Information about Eltex.EMS software and supported
devices

License

Information about used modules and effective license
restrictions

Revision history

Short changelog

38
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7 ADMINISTRATION RIGHTS AND USERS CONFIGURING USERS AND ROLES'
7.1. PRINCIPLE OF USER RIGHTS' DISTRIBUTION

Role mechanism is used as a basic principle of rights' distribution. Role is a logical entity, that contains
the following data:

Role name

Text description

Idle time (seconds)

List of permitted actions with objects:

Edit properties in a tree

Add an object into the tree

Remove an object from the tree

SNMP SET (modify and save)

SNMP RESTART (reboot device)

Firmware update (FW)

Configuration update

Edit privileges and roles (delegate system administrator privileges)
Edit ONT passwords

List of permitted nodes and objects

Alarm registration rights:

Info

Warning
Minor
Major
Critical

The system has one basic administrator role, named 'SuperUser'. This role is disabled for editing. It
automatically has all rights for each object.

All other roles are configured by the administrator according to operator job duties and logical
breakdown by devices or locations.

System user is a logical entity, that is designed for authorized logging into system. Each user has the
following set of parameters:

Name

Description

Role

Password

Account expiration date

Email address

Forwarding email messages to the user address
User blocking

When creating a new user, you have to complete all available fields. The name and password are
required for log in (authorization), the role describes the list of permitted actions, and the account expiration
date defines the account lifetime and is checked upon each authorization attempt.

7.2. CONFIGURING ROLES

Configuration of roles and users is available for system users with Edit rights and roles rights. To add or
edit roles, go to Administration/Rights and users/User role configuration menu item. When this menu item is

1 . . .
Not used in the current firmware version.
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selected, the application will give show the dialog window where you will be able to edit roles (except for the
SuperUser system role), and also add or remove them.

Q Role editor
Role list Options EMS -
guest n
Northbound Role name: e
SuperUser Drescription:
test_role Idle time (sec):
Allowed actions 1
[ Edit privileges ( 0 changes ) 1
Registration on alerts s
[ informational
] Warnings
[] Not so important (Minor)
[ important (Major)
[ critical
& add
There is a list of permissions for each role:
—Add, remove tree objects W cart prviieges of roke ‘guest’ [
. i MA4000 | MES3000L | system | TAU | SMG [ ACS | 1=
—Proflle operations MES | MXA | PON Common [ msR | smc
‘GPON Common rMSAN UEP | VoIP common rlinuxServerCommon ESR
— CPE list operations R ———
—CPE list operations, 'Reboot’, 'Reconfiguration’, etc. N
[[] work with profile’s options

—Commands to upload and download configurations _ _
D Work with CPE list. "Reboot", "Reconfiguration" and so on

from deVIceS [] Wiork with commands for update firmware [

—Upload and download configurations from devices, [7] Uplosd and downioss tom davices, ogies
resources, log-files (] Management of GPE groums
—CPE group management ) e wacre

[] Access utilities: telnet, ssh, web, ping, wal

_Add, remOV(:‘, edlt CPE [[] Request of TROGS options from CPE. m

—Access utilities: te/net’ SSh, WEb, ping] wol [] Gonfigure and view data about IP ping diagnostic
. . . S| [ work with Hardware
—Actions for retrieving some data from ONT
S| [ work with Firmware
—Configure and view IP ping diagnostics data (] kot Frmtaen i
—Hardware operations 0 cre searsn
. R [] Setting templates of short optiens, commen seript, edit scripts an so on
—Firmware operations
[[] work with CPE options tree.
—Firmware file operations i —
_CPE Search [] Add, remove classes by classes
: . [] inventory =
—ACS configuration
| v Accept H # Cancel || Select all H Reset all

—Operations with tree-like CPE parameters
—Resource file operations

—Inventory

—Scheduler

—Data model operations
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In addition to rules defined for each role, you have to specify the scope of effect for these rules. To do
this, edit the role and select 'Enable’ checkbox against the respective nodes in the right part of the role
configuration dialog window. If you enable access to a node for this role, all nested nodes and objects in this
node will become available automatically. To enable full access to the tree, you should give permission to
access the root node RootNode.

The application stores previously given permissions, and they are saved when these nodes
being merged with the higher level nodes. Note this, when revoking permissions. Also note,
that the application will not let you to delete the role, unless it belongs at least to one user.

7.3. CONFIGURE SYSTEM USERS

You have to enter your account name and password in order to login. When user authentication is
completed, you will see the dialog window with the list of permitted actions and nodes or the login error
message. You cannot operate the system without registration Configuration of user rights is performed by the
system administrator (admin) or another user with the respective rights.

\ E Form to edit the list of users E .
User List Name: admin
dmin
avp Description:  admin
dima Role: SuperUser
van
northbound Data: 12-12-2099
sanek )
shan E-mail:
test Traps: Do not send traps to e-mail
11
Logs: Do not send logs to e-mail
— ONT Problems: Do not send ONT problems to e-mail
¢ Add
Multiuser:
Block user: Userunlocked
8 Close

To add or edit users, go to Administration/Rights and users/System users configuration menu item. If
you choose this menu item, the application will show the user edit dialog window. System user admin cannot
be deleted or renamed. Also, you can't change its expiration date or password. You can define the following
parameters for other users:

['® Edituser S|
Name: |test |
Description: | |
Role: | SuperlUser | - |
Password: [] Change
Data: |22-10-2015 |
E-mail: | |
Traps to e-mail: [

Log archive to e-mail: [ ]
ONT problems to e-mail: [_|

Block user:

O
Multiuser: [

| v Accept || # Cancel |

— Name — arbitrary name, up to 32 characters

— Description — arbitrary description, up to 64 characters

— Role — role, that defines access rights

— Password — arbitrary alphanumeric password

— Date — user account expiration date

—  E-mail — e-mail address for sending alarm messages

— Send traps by e-mail — when checked, send e-mail messages to the defined address,
otherwise — do not send.
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— Send logs by e-mail — when checked, send e-mail messages to the defined address,
otherwise — do not send.
- Multiuser — mode, that allows authorization of multiple users with the single login In
this mode you can define approved IP addresses for the user. If user performs authorization
from one of these addresses, the password will not be prompted. Addresses should be
delimited with space or comma. Validation of addresses is not performed. Field size limit —
255 characters.

If the address list database doesn't exist, this mode considered to be disabled.

Password is stored encrypted in the database, thus the system administrator will not be able to acces
this information.

‘Edit' checkbox next to 'Password' field allows you to change passwords. If you need to
change the password (or to define it for the first time), select this checkbox and fill in the
'Password’ field. Otherwise, if you edit other parameters with this checkbox unselected, the
password will not be changed. This feature allows the system administrator to avoid entering
user password while changing other parameters of the account. Default password for 'admin’
account — empty field.

After the user account expires, the access to the system with this name will be blocked. System
administrator can modify the expiration date or delete the account.
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8 OPERATION WITH SCRIPTS
8.1. SCRIPTS

ACS server may be configured with scripts written in JavaScript. To configure CPE using the script, you
have to assign it to:

—  Profile:
[ Description | Hostmonitoring | CPE t |1
e -]
2 &[5 \]O
¢ = cpe Index Profile name | |
b= list I 0 3
= log
o- = groups 29 1 3
I profiles 54 2% 3
o-u firmware
| resource 40 NSK 3
_ B Edit profile 0
55 MNSK1 3
53 WTD aTCeT Profile name w0
o5 | *\._ Edit profile Description Default NTP-RG
. *\. Edit profile’s options Inform interval, ses J¢|2800
™| . Profile's configurator — NTUFPR e -
37 |n0name |t| ™
— Class:
[ Description | Hostmonitoring | CPE t | Inventory | RRD
TP -
= &5\ O]
[ cpe i Index Profile name | Inform interv...| By
22 list 4 0 3600
= log -
o = groups
u profiles Class seript
°'u firmware -
=] resource 40
- | v Accept || * Close ‘ .
— I
5 [NTP-2TEST 1200

— All devices on server:

ACS| Events Utilities Administration Informg

&Y Search for subscriber's devices (CPE)
1= Editor of embedded scripts {JavaScript)
- Setting common script of all classes
| & Setting xml-templates of device options
[| «s Setting xml-templates of device monitoring

To proceed to script creation and editing, use the 'ACS/Editor of embedded scripts (JavaScript)' menu in
the control panel.

ript editor (js)

H&DO @G BE#0 »u FEF 4 B DOWDHAE @&
1 load('spv_wrapper.js'); (=]
z =
3/ =
4
L e brl
£ respon3as cpe.AddObject ("I ridging.Bridge.',"SZI"):
7 wvar br_num = responsde.InstanceNumber
spv_wrapper.ja ]
test-reboot.ja 9 1if (br num »0)
1
11 Var tmp aIr = new
1z tmp_arr.push { {nams '+ br_num +'.
13 tmp_arr.push { [nams + br_num +'.
14 tmp_arr.push { [nams + br_num +'.
15 tmp_arr.push([name: .'+ br_num +'.
15
17 cpe.SetParameterValues (tmp_arr,
18 }
19 else
20
21 add_bridge_not_ewist():
22}
23
24
25 7/ f:
26 response = cpe.RddCbiect (' ZT)
27 var mr_mum = response.InstanceNumber
28
20 if (mr_num 30)
30
31 var tmp_srr = new
32 tnp_arr.push{{nam dgin '+ mr_num +'
33 tnp_arr.push{{nam dg: mr_num +'
34 tnp_arr.push{{nam dg: mr_num +'
35 tnp_arr.push{{nam dgin + mr_num +' —
an rmn_arr.push(fname ridain a4 mromom o+ T mlus: >

{1
Date of editing : 2014-08-27 10:37:22  Size: 32074
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8.2. FUNCTIONS
8.2.1. LOGGER(LOG)

logger(log) function allows to record informational messages into the acsd log.

logger ('My message') ; // Message “My message” will be recorded into the
log.
logger ('info', 'Info message'); // Message “info message” will be recorded into

the log with the info logging level.
8.2.2. EXEC

Exec function allows to execute an additional script from the current script. Both scripts should be in
<datadir>/scripts/ directory.
exec ('db.js'); //execute script db.Jjs

8.3. OBJECTS
8.3.1. DB

db — an object, that enables access to the server database. Query() method allows to perform SELECT
statement, Update() method — INSERT/UPDATE/DELETE statements.

var profile id = 34
var queryl = "select id from deviceprofilebean where name=" + profile id
var result = db.Query(queryl) ;

var prop name = ‘InternetGatewayDevice.X ELTEX Config.pbx.fxsl.phone’

var prop value = ‘12345678’

var ont id = 10

var query2 = "INSERT INTO hostpropertybean (name,value,hostid) VALUES ('" +
prop name + "', '" + prop value + "', " +
ont id + ");" ;

var result db.Update (query?) ;

8.3.2.  CPEFLAGS

cpeflags — an object, that enables access to the 'acsmain.hostflagbean' database flag table.
Object cpeflags.<name> represent the flag and contains one or all of the following properties: int_value,
str_value, tr_name
getAt(index) — return object flag by its array index
setAt(index, object) — set the flag using the specific index

Flags used by acsd:

— fw_personal_id — personal firmware update rule identifier, int_value integer;
fw_boot_only — enable firmware update on startup only, int_value boolen;
fw_downgrade — enable firmware downgrade, int_value boolen;

— noautoconfig — disable configuration of the following rules: property, int_value boolen.

Examples:
if (!cpeflags.autoconfig.hasOwnProperty ('int value')) { //hasOwnProperty
method allows to determine the availability of the selected property for the
object; in fact, this method indicates flag presence/absence.
cpeflags.autoconfig.int value = 1; //if the flag is absent, it will be
created with int value=l1
}
else if (cpeflags.autoconfig.int value == 1) // if int value=1l, specify
other values
{
cpeflags.autoconfig.int value = 2;
cpeflags.autoconfig.str value = 'zero';
cpeflags.autoconfig.tr name =
'InternetGatewayDevice.ManagementServer.PeriodicInformInterval';

}
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log ("cpeflags.autoconfig = " + cpeflags.autoconfig + ", int value = " +
cpeflags.autoconfig.int value +
", str value = " + cpeflags.autoconfig. + ", tr name = " +

cpeflags.autoconfig.tr name) ;

try {

var flag0 = cpeflags.autoconfig.getAt (0); // assign object flag
cpeflags.autoconfig to the variable flagO.

log('autoconfig[0]: name = ' + flag0.name + ', int value = ' +
flag0.int value + ', str value = ' + flagO.str value + ', tr name = ' +
flag0.tr name) ;
} catch (e) {

log('error', 'error on reading flag with index: ' + e.message);

}

var tmp = cpeflags.autoconfig.getAt(l); // assign the first object flag
cpeflags.autoconfig to the variable tmp.

if (tmp != null) { // if there are some data present in tmp, show the log
log('aquired autoconfig[l]: int value = ' + tmp.int value + ', str value =
' + tmp.str value + ', tr name = ' + tmp.tr name);
exit () ;

}
// else assign autoconfig flag with the index 1
try {
var flagl = {};
flagl.int value = 4;
flagl.str value = 'sample';
flagl.tr name = 'noname';
cpeflags.autoconfig.setAt (1, flagl);
} catch (e) {
log('error aquiring flag at index 1: ' + e.message);

}
8.3.3. CPE

cpe — an object that enables access to all inform structures and RPC methods, defined in the TR-069
protocol description.

cpe object methods (for description of properties' parameters, see the TR -069 protocol description):

GetRPCMethods () — return the array of methods supported by CPE.

// this block returns the list of supported methods into the server log.
var methods = cpe.GetRPCMethods ()
for (i = 0; i < methods.length; i++) {

logger ('Method: '+methods[i]):;

Download (object_of _parameter) — file download command (configuration, firmware) Object
parameters have the following properties: CommandKey, FileType, URL, Username, Password, FileSize,
TargetFileName, DelaySeconds, SuccessURL, FailureURL.

Returns an object with the following properties: Status, StartTime and CompleteTime.

var dlcmd = {};

dlcmd.CommandKey = 'acsd-js-dl';

dlcmd.FileType = '3 Vendor Configuration File';
dlcmd.URL 'http://10.255.240.200/test/config.txt"';
dlcmd.Username = 'testuser';

dlcmd.Password 'testpass';

dlcmd.FileSize = 0;
dlcmd.TargetFileName = ' config.txt';
dlcmd.DelaySeconds = 0;
dlcmd.SuccessURL = 'http://ya.ru';
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dlcmd.FailureURL = 'http://yandex.ru';
cpe.Download (dlcmd) ;
log ('Download response: Status ' + response.Status + ', StartTime ' +
response.StartTime + '; CompleteTime ' + response.CompleteTime) ;

Upload (object_of _parameters) — upload a file from CPE. Object parameters have the following

properties: CommandKey, FileType, URL, Username, Password, DelaySeconds.

Returns an object with the following properties: Status, StartTime and CompleteTime.

var array parameters = {};
array parameters.CommandKey = 'acsd-js-dl';
array parameters.FileType = '3 Vendor Configuration File';
array parameters.URL = 'http://10.255.240.200/test/config.txt"';
array parameters.Username = 'testuser';
array parameters.Password = 'testpass';
array parameters.DelaySeconds = 0;
cpe.Download (array parameters) ;
log ('Upload response: Status ' + response.Status + ', StartTime ' +
response.StartTime + '; CompleteTime ' + response.CompleteTime) ;

GetParameterValues (object_of _parameters_names) — get the parameter list from CPE.
Returns an object with the following properties: Name and Value.

var arr = new Array ();

arr [0] = 'InternetGatewayDevice.DeviceSummary';
var response = cpe.GetParameterValues (arr);
logger (response[0].Name+'='"'+response[0].Value);

SetParameterValues (object_of_parameters) — parameter setting method. The object list with Name

and Value properties is used as method parameters.

If error occurs during the method execution, the exception will be thrown. Exception will not be thrown

when method has been successfully executed. Method returns no result.

46

var parameters = new Array ();

parameters[0] = {Name: 'InternetGatewayDevice.IPPingDiagnostics.Host', Value:
'192.168.0.1"};

parameters[l] = {Name:
'InternetGatewayDevice.IPPingDiagnostics.NumberOfRepetitions', Value: '2'};
parameters[2] = {Name:
'InternetGatewayDevice.IPPingDiagnostics.NumberOfRepetitions', Value: '2'};

cpe.SetParameterValues (parameters, "commandKey") ;

AddObject (tree_object_name, parameterKey) — add object.
Returns an object with the following properties: InstanceNumber and Status.

var response = cpe.AddObject
('InternetGatewayDevice.Services.VoiceService.l.VoiceProfile.1l.Line.', 'acsd-
js-addobj"')

logger (' Instance new obj = ' + response.InstanceNumber + ', ' +
response.Status) ;

DeleteObject (object_name, parameterKey) — delete object.
Returns an object with the following property: Status.

var response = cpe.DeleteObject
('InternetGatewayDevice.Services.VoiceService.l.VoiceProfile.1l.Line.3."',
'acsd-js-delobj"')

logger (' del obj result = ' + response.Status);
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SetParameterAttributes (array_of_parameters) — set parameter attributes.
Returns no result.

var parameters = new Array():;

parameters[0] = {};

parameters[0] .Name = '
InternetGatewayDevice.ManagementServer.PeriodicInformInterval’
parameters[0] .Notification = 1;

parameters[0] .NotificationChange = true;

parameters[0] .AccessListChange = true;

parameters[0] .AccessList = [ 'subscriber' ];
cpe.SetParameterAttributes (parameters);

SetParameterAttributes (array_of_parameters) — get parameter attributes.
Returns an object with the following properties: Name, Notification and AccessList.

var arr=new Array();

arr [0]='InternetGatewayDevice.ManagementServer.PeriodicInformEnable';

var arr = cpe.GetParameterAttributes (arr);

logger (responce[0] .Name + ' notify = ' + responce[0].Notification + ' Access

= + responce[0] .AccessList)

GetParameterNames (parameter_names_array, NextLevel ) — get writeable parameter field.
Returns an object with the following properties: Name and Writable.

var response = cpe.GetParameterNames ('InternetGatewayDevice.', false);
for (var y = 0; y < response.length; y++)

log ('Name = + response[y] .Name + ' writable = ' + responsely].Writable)
Reboot (commandKey) — CPE reboot command.

cpe.Reboot ("commandKey") ;

FactoryReset — command will reset CPE configuration to factory defaults.
cpe.FactoryReset ();

Script example

test.js:
/* sample acsd script */
log('javascript from CPE session');
logger ('openacs-1like log function');
logger ('soap', 'soap level message, turn ed off by default');
log('info', 'info level message');

var cond = cpe.Inform.CurrentTime instanceof Date;
log ('curtime instanceof Date: ' + cond);

/* traverse cpe */
log('cpe.Inform.MaxEnvelopes type is ' + typeof cpe.Inform.MaxEnvelopes) ;
log('cpe.Inform.CurrentTime type is ' + typeof cpe.Inform.CurrentTime) ;

var d = '"Inform:\n';
for (let prop in cpe.Inform) {
if (typeof cpe.Inform[prop] == "number" || cpe.Inform[prop] instanceof Date)
d += prop + ' = ' + cpe.Inform[prop] + '\n';

}

d += '\nDeviceId:\n';
for (let prop in cpe.Inform.DeviceId)

d += prop + ' = ' + cpe.Inform.DeviceId[prop] + '\n';
d += 'Prototype: ' + cpe.Inform.DeviceId. proto + '\n';
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var SESSION TRANSFER COMPLETE = false;

var SESSION BOOT = false;

d += '\nEvents:\n';

for (let 1 = 0; i < cpe.Inform.Event.length; i++) {

d += cpe.Inform.Event[i].EventCode + ' ' + cpe.Inform.Event[i].CommandKey + '\n';
if (cpe.Inform.Event[i].EventCode.search('Download') != -1 ||
cpe.Inform.Event[i] .EventCode.search('7 TRANSFER COMPLETE') != -1)

SESSION TRANSFER COMPLETE = true;

if (cpe.Inform.Event[i].EventCode.search('l BOOT') != -1)
SESSION BOOT = true;

d += '\nParameters:\n';
for (let 1 = 0; i < cpe.Inform.ParameterList.length; i++)
d += ' ' + cpe.Inform.ParameterList[i].Name + ' = ' +
cpe.Inform.ParameterList[i] .Value + '\n';
d += '\nCPE-supported RPC methods:\n';
var meth = cpe.GetRPCMethods () ;
for (let m in meth)
d += "' ' 4+ meth[m] + '"\n';
log(d) ;
d = '"GPN:\n';
try {
/* if there is nothing contained in path, null will be returned */
/* var names = cpe.GetParameterNames ('InternetGatewayDevice.DeviceInfo.', false); */

var names =
cpe.GetParameterNames ('InternetGatewayDevice.Services.VoiceService.l.VoiceProfile.l.Line.

', true);
for (let 1 = 0; names && 1 < names.length; i++)
d += names[i].Name + ' : ' + names[i].Writable + '\n';
log(d) ;
} catch (e) {
log('error', 'error on GPN: ' + e.message);
}
d = '"GPV:\n';
try {
let values = [ 'InternetGatewayDevice.DeviceInfo.ModelName',

'InternetGatewayDevice.DeviceInfo.Description',
'InternetGatewayDevice.DeviceInfo.UpTime' ];

let response = cpe.GetParameterValues (values) ;
for (let i = 0; 1 < response.length; i++)

d += response[i] .Name + ' = ' + response[i].Value + '"\n';
log(d);
} catch (e) {
log('error', 'error on GPV: ' + e.message);
}
d = "SPV: ';
try {
let values = [ { Name:

'InternetGatewayDevice.ManagementServer.PeriodicInformInterval',
Value: '1600" } 1;
let response = cpe.SetParameterValues (values, 'acsd-js-paramkey'):;
d += response;
log(d) ;
} catch (e) {
log('error', 'error on SPV: ' + e.message);

}

d = '"GPA:\n';
try {
let names = [ 'InternetGatewayDevice.ManagementServer.PeriodicInformInterval',
'InternetGatewayDevice.DeviceInfo.ModelName',
'InternetGatewayDevice.DeviceInfo.Description',
'InternetGatewayDevice.DeviceInfo.UpTime' ];
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let response = cpe.GetParameterAttributes (names) ;

for (let 1 = 0; i < response.length; i++) {
d += response[i] .Name + ' notify ' + response[i].Notification;

if (response[i].hasOwnProperty ('AccessList')) /* access list might be undefined */
d += ', access list ' + response[i].AccessList;
A=\
}
log(d) ;
} catch (e) {
log('error', 'error on GPA: ' + e.message);
}
try {
let names = [];
names [0] = {};
names[0] .Name = 'InternetGatewayDevice.ManagementServer.PeriodicInformInterval';
names[0] .NotificationChange = true;
names [0] .Notification = 1;
names [0] .AccessListChange = true;
names [0] .AccessList = [ 'subscriber' ];

cpe.SetParameterAttributes (names) ;
log ('SPA done');
} catch (e) {

log('error', 'error on SPA: ' + e.message);

}

try {
let dlcmd = {};
dlcmd.CommandKey = 'acsd-js-dl';
dlcmd.FileType = '3 Vendor Configuration File';
dlcmd.URL = 'http://eltex.loc/acsd-ntp.conf';
dlcmd.Username = 'testuser';
dlcmd.Password = 'testpass';
dlcmd.FileSize = 1334;
dlcmd.TargetFileName = 'shit';
dlcmd.DelaySeconds = 2;
dlcmd.SuccessURL = 'http://ya.ru';
dlcmd.FailureURL = 'http://yandex.ru';

let response;

log ('BOOT flag ' + SESSION BOOT + ', Transfer Complete flag ' +
SESSION TRANSFER COMPLETE) ;

if (!SESSION TRANSFER COMPLETE || SESSION BOOT) {
response = cpe.Download (dlcmd) ;
log ('Download response: Status ' + response.Status + ', StartTime ' +

response.StartTime + '; CompleteTime ' + response.CompleteTime) ;
}
if (SESSION_ TRANSFER COMPLETE && cpe.Fault.Code != 0) {
let tc error = 'error on transfer complete: code ' + cpe.Fault.Code;

if (cpe.Fault.String.length)
tc _error += ': ' + cpe.Fault.String;

log('error', tc error);
}
} catch (e) {
log('error', 'error on Download: ' + e.message);

}

exit () ;
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9 DEVICE SEARCH

A.CS| Events Utilities Administration Informz

&) Search for subscriber's devices (CPE)
« Editor of embedded scripts (JavaScript)
+ Setting common script of all classes

ws Setting xml-templates of device options
ws Setting xml-templates of device monitoring

If you don't know which class the device belongs to, you may search for it by the serial number or IP

address.

CPE Search X |

The initial value is taken from the clipboard.
Search by serial number will be performed according to the condition of fill match with the string.
Search by address will be performed according to the condition for entry into the string.

‘Address |V| Class : NTP -
Oul: ABF34B
ProductClass : NTP-2
| Serial : 454C545802000A6F
URL : http://192.168.212.29:30005/

‘192.158.212.29

‘ &Y Search |

Class | NTP
Oul: ABF34B |
ProductClass : NTP-2

Serial | ELTX0200046F

1]

| .+ Move to CPE

The result will contain CPE list matching the specified criteria accompanied by the short description. To

go to CPE, double-click its records or click the ‘'Move to CPE' button.

50

Eltex.ACS.GUI autoconfiguration system



O ELTEX

TECHNICAL SUPPORT

For technical assistance in issues related to handling of ELTEXALATAU Ltd. equipment please
address to Service Centre of the company:

Republic of Kazakhstan, 050032, Medeu district, microdistrict Alatau, 9 st. Ibragimova, 9
Phone:

+7(727) 220-76-10

+7(727) 220-76-07

E-mail: post@eltexalatau.kz

In official website of the ELTEXALATAU Ltd. you can find technical documentation and software for
products, refer to knowledge base, consult with engineers of Service center in our technical forum:

http://www.eltexalatau.kz/en/
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