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Kpatkoe pykoBoACTBO no HacTpolike WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

1T AHHOTayuA
B HacTosiLLeM pykoBOACTBE NPUBOAMTCS cnepytowas nHgopmMmaums:

* nogkntoyeHune K web-nHtepdpeiicy WEP-2ac;

* HacTpolika ceTeBbIx napameTpoB WEP-2ac;

* 0O6HOB/NEHME NporpamMmmHoro obecnevenms WEP-2ac;

*+ HacTpolika SNMP;

* HacTpoiika 6ecnpoBOAHbIX NHTePdIelicoB (pexnm paboThbl, Nonoca);
* HaCcTpoliKa BUPTYasibHbIX TOYEK A0CTYNa;

* MOHUTOPWHI OCHOBHbIX NapaMeTpoB 6ecnpoBOAHON CETU.

B pyKoBOACTBE ONMCbIBAETCSA BapUaHT HACTPOIKM TOUYKM AOCTyna 6e3 MCMob30BaHUA COPT KOHTpOsiepa.
B kauecTBe npumepa 6yAeT pacCMOTPEHA C/iefytolas CXeMa, PUCYHOK 1:

2.4 My 20MTy 5y BOMIy

S510: FreeNetwork 55ID: FreeNetwork

Eez napoaa u :HU:‘D,OOQ{JHUF bes napona U wugpoaaHua
Touka pocTyna
locresan WEP-2ac locTteBan
(e )

cetb 1 192.168.100.3 cetb 2

s

FreeNetwork - 1VLAN
WorkNetwork - 100 VLAN
Management VLAN - 10 VLAN

24Ty 20MIy : 5Ty 80MIMy

SSID: WorkNetwork PoE switch S5ID: f;u Network

WrPA/WPAZ WPA/WPAZ

A L}
Pabouas Pabouasn
cetb 1 cetb 2
PucyHok 1 — MNpumep KoHdurypaumm cetu
Tun cetn Ucnonb3lyemas VLAN Vcnonb3yembiii Ucnonb3oBaHne
SSID wucppoBaHus/
aBTOpU3aLUM No
naposnto

BHYTpeHHAA koprnopaTBHas 6ecnpoBogHas 100 WorkNetwork WPA/WPA?2
CeTb, MCnonb3ytoLlas avanasoHbl 2,4 n 5Ty,
V3onmpoBaHa OT Apyrux rocTEBbIX CETEN.
[ns nogknoveHns Tpebyetca aBTopu3aums
nonb3oBarens no naposto. CeTb CAYXUT A4S
6e3onacHoro obMeHa faHHbIMU Mexay
BHYTPEHHMUM NEepPCOHaIOM KOMMaHuK.
rocteBast 6ecnpoBoHas CeTb, 1 (6e3 VLAN) FreeNetwork OTcyTCcTBYET
ncnonbaywas gnanasorsl 2,4 n 51Tu. He wndpoBaHme u
TpebyeT asTopM3aLmmn no naponto. CnyxuTt aBTopusauus

0N NOAK/YEHMs N0ObIX Nob3oBaTtenei
CO CTaHAapTHbIMM 6ECNPOBOAHLIMU
rafpketTamm K obLLeli cetn, 0TKyaa MOXHO
BbIATU, HANpymep, B IHTEPHET.



Kpatkoe pykoBoACTBO no HacTpolike WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

[ns BbINO/THEHNA HAcTpoikn noTpebyetca MK, nmetowmii 4ocTyn K ycTpoincTBy no ethernet n no6oi
ycTaHoBneHHsblin 6pay3sep (IE, FF, GH, 0).



Kpatkoe pykoBoACTBO no HacTpolike WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

2 [MopgknoyeHne K web-nHTepdoency
MoaxntounTb MK K yCTPONCTBY MOXHO C/eaytoLMM CNoCco60M:

+ MopgxntounTb ceTeBoi kKabenb K POE-nHTepdpelicy WEP-2ac n k PoE-kommyTaTopy/nHxektopy. [lanee kK
NHXEKTOPY WM KOMMyTaTopy nogxntounte MK.

[nsa nogknioveHuns k Web-nHtepdpelicy ycTpoilcTBa B afpecHol cTpoke bpaysepa seegute: 192.168.1.10.
Mpw ycnewHoM nogxnoyeHnn byaeTt oTobpaxeHa cTpaHmua asTopmsaumm. ns asTopmsauumn Ncnonb3ynte
[AaHHbIE:

+ User Name: admin
+ Password: password

Ecnu nocne BBefeHus IP-agpeca B 6pay3epe He NOSIBATCSI CTpaHuULa aBTopusalmmn, Heo6xo41MmMo NPoBEPUTL
IP-agpec Ha MK, HacTpoiiku KommyTaTopa. Ecnm Ha ycTpoiicTBe 6bl1a M3MEHEHA 3aBOACKas KOHAUrypauus, To
HY)XHO COPOCUTb TeKyLLMe HACcTPOIiKK. /151 3TOr0 HaXKMUTE U yaepXuBaliTe KHoMKy «F» Ha 60KOBOI naHenu
ycTpoiicTBa B TeueHne 20 cekyHa. LoXANTeCh, MoKa MHAMKATOP Ha BEPXHEl NaHenn ycTpoiicTBa HauHeT
MuraTb, M TOJIbKO NOC/Ie 3TOTO OTnyckaliTe KHonky F. LIBET MHAMKaTOpa A0/MKEH CMEHMTLCSI HA KPACHBIA — 3TO
03HayaeT, YTo BbINOJIHSETCS 3arpy3ka.



Kpatkoe pykoBoACTBO no HacTpolike WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

3 HacTpoiika ceTeBbIX NapameTpoB

[nsa ynaneHHoro ynpasnenna WEP-2ac, WEP-2ac Smart TpebyeTcsa ycTaHOBUTbL CETEBbIE NapamMeTpbl
060pyA0BaHNSA B COOTBETCTBMM C CYLLLECTBYHOLMMN HACTPOiKaMu CETH, B KOTOPOW ByaeT MCcnosb3oBaTbCs
obopyaoBaHue.

B meHio «Manage» oTkpoliTe Bknaaky «Ethernet Settings» 1 BbinonHuTe cnegyrowme HaCTPONKK:

Modify Ethernet (Wired) settings

Hostname WEP-26 (Range : 1 - 63 characters)

Internal Interface Settings

MAC Address ED:D9:E3:71:F5:40
Management VLAN ID 148 (Range: 1 - 4094, Default: 1)
Untagged VLAN ® Enabled Disabled
Untagged VLAN ID 1 (Range: 1 - 4094, Default: 1)
Connection Type StaticIP ¥
Static IP Address 192 . |168 .40 .26
Subnet Mask 255 . 1255 . 1255 . |0
Default Gateway 192 . |168 . |40 L1
DNS Nameservers Dynamic Manual

172 . |16 .0 1

172 . |16 .10 .3

Click "Update™ to save the new settings.
Update

+ Management VLAN ID - ykaxute Homep VLAN, KOTOpbI Bbl XXenaeTe UCnosb30BaThb A/151 ypaBieHus
TOUKOI gocTtyna. B gaHHOM npumepe ucnosnb3yetcs - 10.

+ Connection Type — Bbi6epuTe «Static IP» gna 3agaHus IP-agpeca Toukam goctyna B pyyHyto. B none
«Static IP Address» ykaxuTe IP-agpec WEP-2ac, B Hawewm cny4yae - 192.168.40.26. B none «Default
Gateway» nponuwunte agpec wmo3sa: 192.168.40.1. CMeHa macku ceTn — onuMoHasibHO. Ec/iv Bbl
Xotute pasgasartb IP-agpeca ans todek goctyna no npotokosy DHCP, To B none «Connection Type»
yCcTaHoBUTEe 3HadeHne «<DHCP» n Ha 3TOM HacTpolika CETEBOW YacTu OyAeT 3aKOHYEHa.

Haxmute kHonky «Update». Tenepb WEP-2ac 6yaet goctyneH B 10 VLAN no aapecy 192.168.40.26.

© TMepen BHECEHVEM 3MEHEHWIA B CETEBbIE HACTPOIKM T/, y6eanTech, HTo ynpasisioLwuii KOMMbOTEp
O6yaeT UMEeTb AO0CTYM K HEl. B criydyae OnGOUHbIX M3MEHEHWUIA, HACTPOKN MOXHO OTKaTUTb, COpPOCUB
TOYKY K 3aBOACKMM HACTPOMKaM, 419 3TOr0 HaXKMUTE KHOMKY F Ha NnLeBoi NaHenu n yaepxusante
HaxaToli B TedeHme 20 CekyHA, Noka He HaYHET MuUraTb MHANKATOP COCTOSHMS Ha BEPXHEl naHenmu
yCTpOIicTBA.




Kpatkoe pykoBoACTBO no HacTpolike WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

4 OG6GHoBNEHMe nNporpamMmHOro obecneyeHuns

[ns koppekTHoi pa6oTbl WEP-2ac, WEP-2ac Smart pekomeHayeTcs BbINONHUTL 06HOB/eHKe TMO.
AKTyaNIbHOCTb YCTAHOB/IEHHOW BEPCUU MOXHO YTOUYHUTL Y NPOM3BOANUTENS:

TenedpoH: +7(383) 272-83-31
+7(383) 274-47-87
e-mail: techsupp@eltex.nsk.ru

Mocne nonyyeHus aktyanbHol Bepcun MO oTkpoliTe MeHio «Maintenance», Bknaaky «Upgrade» u BbInonHuUTE
cnefytoLme HacTPONKK:

Manage firmware

Model Eltex WEP-Zac Smart
Firmware ersion
Primary Image: {Tekywasa eepcua M)
Secondary Image: (Bepcna MO pesepeHore odpasal

Upload Method @ HTTP O TFTP
Mew Firmware Image dann He sribpaH.
Upgrade

+ HaxmuTte kHonky «Switch», ecnu Bbl XoTuTe nepekniounTbCs Ha AnbTepHaTUBHbIA 06pas MO (ykasaHHbI
B none «Secondary Image»).

+ Upload Method - yctaHoBuTe donar «HTTP».

* New Firmware Image — HaxxmuTe KHOMKY «O630p» 1 B OTKPbIBLLEMCS OKHE noucka Bblbepute dhain rNno
C aKTyanbHOW Bepcuei, HaxxmuTe «OTKPbITb».

+ HaxmuTe kHonky «Upgrade». MpoLiecc 06HOBEHUSI 3aiIMET HECKO/bKO MUHYT (O ero TekyLlem cratyce
6yAeT yKa3aHOo Ha CTPaHuLE), Noc/ie Yero yCTpoiicTBO aBTOMATUUECKM nepesarpy3nTcs.

© He otkntovaiite nuTaHne YCTPOIICTBA, HE BbIMNOHAKTE €ro nepesarpysky B npotecce 06HosneHys MO.

MocMoTpeTb Tekyllyto Bepcuto MO MOXHO B MeHto «Basic Settings» (Firmware Version).


mailto:techsupp@eltex.nsk.ru

Kpatkoe pykoBoACTBO no HacTpolike WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Provide basic settings

» Review Description of this Access Point ...

These fields show infarmation specific to thiz access point.

1P Address: 192.168.40.26

MAC Address: E0:D5:E3:71:F5:40
Firmware \Version: 1.12.0.285

Uptima: S dayzs, 20 hours, 48 minutes
CPU Usage: 22,20%

Memary Usage: 130MB/248MB (52%)

| Refrash

D Device Information

Product Identifier:  WLAN-EAP
Hardware Version: 2vZ

Serial Number : WP12008615
Device Name: Eltax-AR
Dievice Description: WEP-Z2ac

b Provide Network Settings ...

These settings 2pply to this access point.

MNew Password

Confirm new password

b Serial Settings ...

Baud Rate| 115200 ¥

D System Settings ...
System Name WEP-26
System Contact |admin@example.com
System Location |Default

Click "Update” to save the new sattings.

| Update




Kpatkoe pykoBoACTBO no HacTpolike WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

5 Hactpoiika cepsuca SNMP

HacTpoiika cepsmca SNMP nponssoantcs B MeHio «Services», B pasgene «SNMP».

SNMP Configuration

SNMP = Enzbled Disabled

Read-only Community Mame (for Permitted SNMP Get Operations) public (Range: 1 - 256 characters)

Port number the SNMP agent will listen to 161 (Range: 1025 - £5525, Default: 161]

Allgwe SMNMP s=t reguests 2 Enabled Disablad

Read-write Community Mame {for Permitted SNMP Set Operations) privats (Range: 1 - 256 characters)

Restrict the source of SNMP reguests to only the designated hosts or subnets Erabled ™' Dizablad

Hostname, Address, or Subnet of Metwork Management System {masamxxmxx oo Hostname max 255 Characters)

1PvE Hostname, Address, or Subnat of Metwork Management System (3ense 00T OO0 OO DO Do R i Ex poa Hostname max 255 Characters)

Trap Destinations

Enabled Host Type SNME varsion Community Mame Hostname or IP or IPvE Addrass
- YP =" (Range: 1 - 256 characters) (33030, 3030303000 3000 0D 0G0 X000 RGN 000 oo oo/ Hostname max 255 Characters)
’ 1Pv4 ¥ | | snmpl/2 ¥ || public 172.16.0.22

Pvd ¥ | | snmpV2 r

Pvd ¥ | | snmpW2 hd
Debug Settings
Debugging Output Tokans {Range: 0 - 256 characters, empty string for 'no debug’, 'ALL, or 'traps,send’ - any tokens without spacas)
Dump Sent and Received SNMP Fackets Enzhled ® Disablzd
Logs ko Don't Lag v
Logs ko Specified Files {var{log/snmpd.log (Range: 1 - 256 characters, Default: fvar/log/snmpd.log)
Logs Pricrity Lave Emergency ¥ | (for Standart output, Standart error and File logs output)
Logs Pricrity Rangs From |Emergency ¥ |to |Emergency ¥ | (only for Syslog cutput)
Transport # upr Llupre ¥ TCRr LiTCRE

Click "Update” to save the new satiings.
Updata

+ Restrict the source of SNMP requests to only the designated hosts or subnets — yctaHoBuTe conar
«Enabled» .

+ Hostname, address, or subnet of Network Management System - ykaxuTte IP-agpec SNMP-cepBsepa, ¢
KoToporo 6yayTt otnpaenateca SNMP-komaHp!.

« Community name for traps — ykaxuTe «public» .

+ Enabled / Host Type / Host name or IP or IPv6 Address — yctaHoBuTe chnar Ha 0O4HOM 13 nonei gns
yKasaHusa agpeca npMemMHvka Tpanos 1 nponumTe B faHHOM nose IP-agpec ycTpoiicTBa, Ha KOTopoe
WEP-2ac cmoxeT nocblnarb Tpansi.

+ Haxmute kHonky «Update».



Kpatkoe pykoBoACTBO no HacTpolike WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

6 HacTpoiika 6ecnpoBOAHbIX NHTEpPdIENCcoB

Yctpoiictea WEP-2ac, WEP-2ac Smart nmetoT 2 paguounHtepdeiica (Radio1 n Radio2), cnoco6Hbix paboTatb
ogHoBpeMeHHo. Ho Radiol - Tonbko B Agvana3oHe STy, a Radio2 - B gnanasoxe 2,4y,
[anee 6yget npuBefeH NnpMMep HacTPOWkn 6ecrnpoBOAHbIX NHTEPKENCOB CO CrieayHLWMMM

XapaKTepucTMKamu:
Radio1:

+ avanasoH: 5Ty,
+ ctaHgapTbl: 802.11 a/n/ac;
* WwupwuHa nonocsbl: 80 MIu.

Radio2:

* gnanasoH: 2,4 Iy,
+ cTaHgapTbl: 802.11 b/g/n;
* WwupwuHa nonocsbl: 20 Mru.

B meHio «Manage» oTkpoiiTe Bknaaky «Wireless Settings» 1 BbinoniHUTE criefytoLime HacTPOMKU:

Country

Transmit Power Control
TSPEC Viclation Interva

Global Isoclation

Radio Interface
MAC Address
Mode

Channel

Airtime Fairness

Radio Interface 2
MAC Addrass

Mode

Channel

Airtime Fairnass

Update

Modify wireless settings

Click "Update” to save the new settings.

Russia v
On v

300 (Sec, Range: 0 - 900, 0 Disables)
® On Off

E0:D9:E3:71:F5:40
IEEE 802.113/nfac ¥

Auto v
® 0On Off
® On Off

E0:D9:E3:71:F5:50
IEEE 802.11b/a/n r

Auto v

® 0On Off

+ Country — BbI6Op HACTPOEK pagnonHTepdenca, COOTBETCTBYIOLLMX 3aKOHOAATENbCTBY BblOpaHHOM

CcTpaHbl. BbibepuTte B cnncke «Russiar.

+ Transmit Power Control — HacTpoiika pexuma orpaHmyeHus napameTpa Transmit Power Limit.

Bbibepute B cnncke «On».
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HacTpoiika Radio1:
+ Radio Interface — yctaHoBuTe donar «On;

Kpatkoe pykoBoACTBO no HacTpolike WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

+ Mode — BbiGepute 3HaueHune «IEEE 802.11 a/n/ac».

HacTpoiika Radio2:
* Radio Interface 2 — yctaHoBuTe dhnar «Ony»;

+ Mode - BbiGepuTte 3HaueHue «IEEE 802.11 b/g/n»;

+ Haxmute kHonky «Update».

B meHio «Manage» oTkpoiiTe Bknaaky «Radio» 1 BbiNnosiHUTE criefyoLlime HacTPOKK:

Madify radio settings

Radio | 1

Mode

Channel

Channel Update Period

Status .

On Off

|IEEE 802.11a/n/ac

Auto

Off

Limit Channels
Channel| 36 | 40 | 44 | 48 | 52 | 56 | 60 | 64 |132| 136|140 144|149 153|157 | 161 | Al
Use
Channel Bandwidth B0 MHz ~
Primary Channel Lower v
Transmit Power Limit |10 |(dBm, Range: 1- 18)
Advanced Settings
TSPEC Settings
Click “Update” to save the new settings.
Update
HacTpoiika Radio1:
+ Radio — BbiGepuTe 3HaueHune «1»;
« Channel Bandwidth — yctaHoBute 3HaueHne «80MHz»;
+ Haxmute kHonky «Update».
HacTpoiika Radio2:
+ Radio — BbiGepuTe 3HaueHne «2»;
« Channel Bandwidth — yctaHoBute 3HaueHne «20MHz»;

+ HaxmuTe kHonky «Update».
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7 HacTtpolika BUpTyasibHbIX TOYEK A0OCTyna

Ha kaxxgom 6ecnpoBogHOM UHTEpPdIenCce MOXHO HAaCTPOUTb A0 16 BUPTyasibHbIX Touek goctyna. Kaxgasa ns
TakMx TOYEK AOCTyNa MOXET UMETb MHAMBMAYaIbHOE Ms 6ecnpoBogHoli ceTu (SSID) u Tmn aBTopusaumn/
ayTeHTUdukaummn. CornacHo CXemMe CeTU, NPUBEAEHHON Ha PUCYHKe 1, HE0OXOANUMO HACTPOUTL 2 BUPTYasTbHbIE
ToukMn gocTyna Ha Radiol n Ha Radio2.

CneumanbHas yHKUMs ToUkn goctyna Band Steer no3sonsiet yctaHaBnmBaTth 4151 KNIMEHTOB, UMEIOLLUX
BO3MOXHOCTb pabortarb B gnanasoHax 2.4 'y v 5 Ty, npnoputeT nogk/iodeHns K 5 Iy, BUpTyasibHbIM
TOYKam goctyna.

[nsa pa6otbl oyHKUMm Band Steer Heo6xogmmo:

— HaCTpPOUTb pagnonHTepdelickl B pasHble YacTOTHbIE AManasoHbl;

— co3faTb Ha KaxaoM paguonHTepdelice BUupTyanbHble Toukn goctyna (VAP) ¢ oguHakoBbim SSID;
= NP1 UCNob30BaHUN LWMGIPOBAHNA Y6eanTbCs, YTO Naposin Ha 06enx ToUKax coBnagatoT;

— aKTMBMpoBaTb napameTp Band Steer Ha Toukax gocTyna.

B meHio «Manage» oTkpoliTe Bknaaky «VAP» 1 BbINONHUTE CriefytoLme HacTPOMKN:

Modify Virtual Access Point settings

Global RADIUS Server Settings

RADIUS Domain:

RADIUS IP Address Type: &) pys () pug

RADIUS IP Address: 192.168.1.1

RADIUS IP Address-1:

RADIUS IP Address-2:

RADIUS IP Address-3:

RADIUS Key: sessnses

RADIUS Key-1:

RADIUS Key-2:

RADIUS Key-3:

Enable RADIUS Accounting

Radio | 1

VAP Enabled VLAN ID SSID Broadcast SSID  Station Isolation  Band Steer 802.11k DSCP Priority  VLAN Trunk General Mode General VLAN ID VLAN Priority Security MAC Auth Type

o ~ | 100 Work Network w 4 o w 1 0 v WPA Personal Disabled v | (2]
WPA Versions: ™ wrA-TKIP WPAZ-AES
Key: sssssasss
Broadcast Key Refresh Rate |0 (Range:0-86400)

1 v o1 Free Network v v v W 1 0 v None ~ Disabled

2 2600 Enterprise 1 0~ WFA Enterprise v Disabled v

HacTpoiika Radio1:

+ Radio — BbIbepuTe 3HaYeHne «1».
+ Enabled - yctaHoBuTe chnarn gna VAP 0 n VAPT.
* VLAN ID — Homep VLAN:
+ ona VAP 0 yctaHoBuTe 3HavyeHue «100x;
+ ona VAP 1 yctaHoBUTe 3HaYeHue «1».
+ SSID — nms 6ecnpoBOAHO CeTH:
« ans VAP 0 yctaHoBuTe 3HaueHne «Work Network»;
+ ans VAP 1 yctaHoBuTe 3HayeHne «Free Network».
« Station Isolation — 3anpeT nepegayn nakeToB Mexay KNMeHTaMu TOUKM AOCTyna. YCTaHOBUTb donar.
+ Band Steer — yctaHoBKa npuopuTeTa nogxkaoueHns nonb3osarenei Kk SSID, HacTpoeHHoro Ha SITu.
YctaHoBUTb (hnar.
+ Security — pexum 6e30nacHOCTU CETH:
+ ana VAP 0 yctaHoBuTe 3HadeHne «WPA Personal» 1 ykaxuTe naponb 415 NOAKMOYEHNS K JaHHON
cetu B none «Key»;
+ ona VAP 1 yctaHoBuTe 3HayeHue «None».
+ Haxmute kHonky «Update».
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Kpatkoe pykoBoACTBO no HacTpolike WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

HacTpolika Radio2 ocyluiectensercs aHasiormyHbiM 06pa3om. B nyHkTe Radio BbibepuTe 3HaueHne «2», n

BbINO/IHNTE HACTPOWKK, NpuBeAeHHble Bbiwe ana Radio 1. Maponb gna «WorkNetwork» fomkeH 6bITb
oavHakoBbIM. HaxxmuTe KHonky «Update».

© Npu ncnonbsoBaHuy pesxuma WPA Enterprise aBTopusauus aboHeHTa NPOUCXOANUT C UCMOb30BaHNEeM
RADIUS-cepsepa. Npun nogktoueHun k SSID-knveHTa Ha RADIUS-cepBep oTnpasnseTcs 3anpoc Ha
noakntoyeHme aboHeHTa. B Tabnuue Global RADIUS server settings yka3biBaeTcs:
+ RADIUS IP Address — IP-agpec Bawero RADIUS-cepBepa;
+ RADIUS Key — naposnb gna goctyna k RADIUS-cepsepy.

Modify Virtual Access Point settings

Globzl RADIUS Server Settings
RADIUS Domain:

RADIUS IP Address Type: @ [pya 1PvE
RADIUS IF Add 192,168.1.1
RADIUS IP Add
RADIUS IF Address-2:
RADIUS IP Address-3:
RADIUS Kay: nraran
RADIUS Key-1:

RADIUS Kay-2:

RADIUS key-3:

Enable RADIUS Accounting

Radio |2 ¥

VAP Enabled VLAN ID SSID Broadcast SSID WLAN Trunk Station Isolation Band Steer 802.11k  DSCP Priority VLAN Priority Security MAC Auth Type

o 143 000111_Testlength or None ¥ || Disabled ¥ [I]
1 4 |158 BRAS-Guest el ’ 7 oy WPA Personal ¥ ||Disabled Y| (3
z 4 149 Eltex-Guast s s ¥l ov Mone ¥ ||Diszbled Y| (3
2 L 148 Eltex-Local td i o o ov WPA Enterprise ¥ || Disabled ¥ D

WPA Versions: & Wpa-TKIP WPA2-AES
¥ Enable Pre-authentication
Use Global RADIUS Sarver Settings

RADIUS Domain: enterprise.root
RADIUS IP Address Type: ® [py4 PG
RADIUS IP Address: 172.16.0.22

RADIUS IP Address-1:
RADIUS IP Address-2:
RADIUS IP Address-3:
RADIUS Key: nrEaren
RADIUS Key-1:
RADIUS Key-2:
RADIUS Key-3:
#| Enable RADIUS Accounting
Active Server: RADIUS IP Address ¥
Broadcast Key Refresh Rate [0 (Range:0-86400)
Session Key Refresh Rate |0 {Range:30-85400, 0 Disablas)
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8 MOHUTOPUHI OCHOBHbIX NapameTpoB 6eCcnpoBOAHON CETH

CnncoK NOoAKMHOUMBLUMXCS KNTMEHTOB MOXHO NMPOCMOTPETL B MeHto «Status», Bo Bkiaake «Client Association».

View list of currently associated client stations

Click "Refresh” button to refresh the page.

Refresh

Total Mumber of Associated Clients 10

S5ID

Eltex-Local [wlantvapl)
Eleex-Local (wlanOvapl)
Eltex-Local (wlanlvapl)
Eltex-Local [wlantvapl)
Eltex-Local [wlantvapl)
Eltex-Local [wlanivapz)
Eltex-Local (wlanlvap2)
Eltex-Local (wlanlvap2)
Eltex-Local [wlanivapz)

Eltex-Local [wlanivapz)

Gc:00-6d-44.5

Station

24-a2.e1:0c:84: 18

b4:9d:0b:5f.54:b5

20:a2ed20h1cs

:63:25:9a:b9-8d

34:8b:37-1c:0afc

Gd

00:0c-e7-90:de:95
T0:8bed 72:b4. 58

B4:be:0c:16:3a:b1

20:e4:17.03:02:c3

IP Address Hostname

1592.168.40.185 iPad-Kseniz 00:00:00
192,168.40.85 android-538f33b42490714c 00:00:02
192.168.40.221 iPhzne 00:00:13
192.168.40.203 android-6b261ba77ddbleac 00:00:37
Blackka-iPad

iMike

1592.168.40.67 00:02:06
152.168.40.79
192.168.40.215 android-d00406f9ectzb206 00:00:08

android-b467ed42bdbl6aes 00:00:06

192.168.40.208 androic-343291c375347=4fb 00:00:12

00:00:00

stanizlav-pc 00:00:20

25 dB -52 dBm
30 cB -52 dBm
22 dB -52 dBm
20 dB -52 dBm
44 dB -52 dBm
48 dB -52 dBm
32 dB -52 dBm
537 cB -52 dBm
28 dB -52 dBm
49 dB -52 dBm

Uptime RSSI SNR Moise Link Quality Rate Quality Link Capacity Status

Authorized

95% Mot supported Mot supportad ez
100% Mot supported Not supported as
94% Mot supported Mot supported Yes
98% Mot supported Mot supportad ez
100% Mot supported Mot supportad ez
100% Mot supported Mot supportad ez
100% Mot supported Not supported as
100% Mot supported Mot supported ez
50% Mot supported Mot supportad ez
0% Mot supported Mot supportad ez

CnrCOK CTOPOHHMX TOYEK A0CTYMa C ykazaHnem Homepa 6ecrnpoBOAHOIO KaHana 1 ypoBHA CUTHana,
HaxogAawwmxca B 30He sugumoctnn WEP-2ac n WEP-2ac Smart, MOXXHO NOCMOTPETL B MeHI0 «Status», BO

Bknagke «Rogue AP Detection».

View Rogue AP Detection

Click "R=fresh” button to refresh the page.

Refr==h
&F Detection for Radio 1 #® Ernsbl=d Dizab|=a
47 Defection for Radio 2 ® Ensbled Dizmzlmd

Click "Update" to save the new s=tlings.

Update

Detected Rogue AP List

Click "Del=te OId” to del=t= cbd =ntries from Detected Rogu= AP List

Delete CHd

Action  MAC Radic Bmscon Int Typs SSID Brivacy WPA Band '[Eg::;:}mmj
Grant | =0:51:53:83:e5:f6 wlan( 100 AR AP-SG_d014_YAM arr or = 40u [40]
Granl | =B:15:db:al:=i:a% wland 100 ae ELTX-S3CGHz_WiFi_=1s8 On Oon 5§ 40 [80]
Grant | a8:79:db:b0:24:70 wlan0 100 47  Eltex-Gues On On = 161 [20]
Grant | aB:fS:db:16:cG:al wlan0 100 AF  ERAS-Guast On On 5 48 [20]
Grant | aB:MS:4b:16:cG:a2 wlanl 100 A7 Eltmx-Guesl ar omr = 48 [20]
Grant | aB:M9:4b:16:cG:a4 wlanl 100 AP  Eltex-local On On 5 48 [20]
Grant | aB:M9:4b:16:82:80 wlan0 100 AP Eltex-locsl On On = 36 [20]
Grant | aB:MS:4b:16:ae:82 wlan0 100 AP Eltmx-Guest arr or 5 36 [20]
Grant | aB:75:4b:16:ae:83 wlan0 100 AP BRAS-Guest On On 5 36 [20]
Grant | aB:15:db:b0:37:f0 wland 100 A & _foor_5_0 Ofr or 5 d4d [20]
Grant | a2B:15:db:b0:-37:f1 wland 100 A & floor_5_1 i o 5 &4 [20]
Grant | aB8:f5:4b:ib:a3:81 wlanl 100 AP ELTX-SGHz_WiFi_A380 On On 5 60 [80]
Grant | a8:79:4b:b7:c0:82 wlan0 100 A7 Eltex-locsl On On = 44 [20]
Grant | =0:91:53:83:23:00 wlan( 100 AR AP-SG_4018_ 75 oI or =5 48u [40]

36 - 40 all
36 - 48 all
161 all
48 all
<8 all
<8 il
35 all
36 all
36 all
2 all
44 all
52 - 64 all
44 Wl
44 - 48 Wl

&
3

Channel Blocks Signal Beacons Last Beacon

Tus= Oct L7 17:40:24 2017
Tue= Oct 17 17:35:04 2017
Tue= Oct 17 18:50:32 2017
Tue= Oct 17 18:58:34 2017
Tue= Oct 17 18:58:34 2017
Tue Oct 17 18:58:34 2017

Rabex
6,5,12,18,24,25,25,54
6,5,12,15,24,36,48,54
6,5,12,18,24,36,45 54
12,185,234, 36.48.54
12,18,24 36.48.54
12,18,24 36.48.54

Wed Oct 1B 07:26:34 2017 6,5,12,18,24,36,48,54

Tue Oct 17 20:07:55 2017

Tue Oct 17 20:07:55 2017

6.5,12 18,24, 36,48 54

6.5,12,15,24,36,43,54

Wed Oct 1B 10:26:33 2017 6,5,12,18,24 35 48,54

Wed Oct 18 10:26:33 2017 6,5,12,18,24,35 48,54

Wed Oct 1B 05:17:12 2017 6,5,12,18,24,365,48,54

Wed Oct 1B 07:35:45 2017 12,185,324 36,48 54

Wed Oct 1B 10:03:38 2017 6,5,12,18,24,365,48,54

Cnuncok cobbitnin WEP-2ac MoxxHO nocmoTpeTb B MeHto «Status», Bo Bknagke «Events».
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KpaTkoe pykoBOACTBO Mo HacTpoiike WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

View events generated by this access point

Options Relzy Options
Persistence Enabled ® Disabled Relzy Log Enzbled ® Disabled
y ¥ (30003630036 X6 200K 300K 1 3OO 3 HOR0K 3 300K S T T TKHK § AN X0

Severity 7 Relay Host Hostname max 253 Characters)
Depth 512 |[(Range: 1-512) Relay Port 514 (Ranga: 1 - 65535, Default: 514)
Click "Update” to save the new sattings. Click "Update” to save the new sattings.

Update Update
Events

Click "Refresh” button to refresh the pags.
Refrash
Time Settings (NTP} Type Service Description
Sep 6 2017 11:09:59 debug hostapd[353] station: 48:9d:24:96:65:c0 deauthenticated rssi -57 reason 8 init 1
Sep 6 2017 11:0%9:5% info  hostapd[353] STA 48:59d:24:96:65:c0 disassociated from BSSID e0:d%:23:51:24:f2 reason 8: Sending STA is leaving BSS
Sep 6 2017 11:07:20 debug hostapd[353] station: 70:8b:cd:72:b4:5e deauthenticated rssi -73 reason 4 init 0
Sep 6 2017 11:07:30 info  hostapd[353] STA 70:8b:cd:72:b4:5e deauthed from BSSID e0:d9:232:51:e4:f2 reason 4: Disassociated due to inactivity
Sep 6 2017 11:07:21 debug hostapd[253] station: 48:9d:24:36:£5:c0 associated rssi -63(-63)

[nsa nonyyeHns 6onee Nnogpo6HON nHopMaLn PEKOMEHAYETCA 03HAKOMUTLCS € MOMHbIM PYKOBOACTBOM MO
akcnayatauyum (PykoBoacTeo no akcnnyartaumm WEP-2ac, WEP-2ac Smart, WEP-2ac-Z).
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9 Pexum pabotbl Cluster

9.1 OnucaHue

Pexum paboTbl «Cluster» no3BonseT 04HOBPEMEHHO yNpaBAsaTh YCTPONCTBAMM, BXOAALLMMN B OAUH KNacTep,
4TO NO3BOJISET CYLLECTBEHHO NOBLICUTL 3PEEKTUBHOCTL PABOThI C YCTPOCTBAMM NPV pasBepTbiBaHNN,
HacTpolike 1 akcnnyataumm 6ecnpoBOfHON CETU.

Mpu pa6boTe B pexumme «Cluster» gocTtatoyHO BbINOMHUTL HACTPOIKY OA4HOMO YCTPOMCTBA, OCTa/IbHbIe
YCTPOMCTBA AAHHOI0 KnacTepa aBToMaTuyeckn CKONUPYT KOHUrypaumio HaCTPOeHHOro ycTpoicTea. Ecnu B
KOHpMrypaumo o4HOro U3 yCTpomucTB ByayT BHECEHbl U3MEHEHNS, U3MEHEHNSA aBTOMAaTUYECKN NPUMEHSIETCS KO
BCEM BXOASALMM B K/lacTep ycTpoincTeam. [JaHHoe pelleHne gelicTByeT 1 npy o6HoBneHumn MO ycTpoincTs.
Pab6oTta B pexunme «Cluster» No3BoNsAeT BbINOMHUTL NOCAeA0BaTelbHOe KOHTpoMpyemoe ob6HoBneHne MO
YCTPOWCTB.

Knactepom Ha3biBaeTcs rpynna ycTponcTs, 06beAMHEHHbIX B pamMKax O4HOro LLMPOKOBeLLaTe/IbHOro JOMeHa, ¢
CMHXPOHM3NPYEMOI KOHpUrypaumein n nporpaMmmMHbiM obecnedeHnem. Mo ymonyauuio pexumm «Cluster»
BK/IIOUeH. OnpefensiowmmM napaMeTpom pexmma ABsSeTcs MMSA kiactepa, Mo KOTOPOMY NPOUCXOAUT
naeHTMdMKaLmsa NPYHaANEXHOCT YCTPOCTBA K AaHHOMY knactepy. Mo ymonuaHuio nms knactepa «default».
Mocne 3arpy3kn WEP-2ac onpegensieT, HaxoaaTcsa M B CETU YCTPONCTBA, BXOASALWME B KlacTep C TEM Xe
UMEHEM, YTO U B ero KoHpurypaumun. Ecnm ycTpoicTBa ¢ 3agaHHbIMY napametTpamu He HaligeHsbl, To WEP-2ac
cunTaeT ceba «<macTepomM» knactepa. Ecnu npuHagnexatime Kk faHHOMY KfiacTepy YCTpOWCTBa HalngeHsbl, TO
WEP-2ac HaunHaeT npoLecc KoNnMpoBaHUs KOHurypawumm ¢ Mactepa faHHoro knactepa. Takum o6pasom,
nepBoe yCTPOMCTBO, NOABMBLLEECH B CETU C BKIIOYEHHBIM pexumom «Cluster», cTaHOBUTCS MacTepoM 3TOro
KnacTtepa, a BCce YCTPOICTBa, NOABMBLUNECH B CETU MO3XKE, HO HACTPOEHHbIE Ha TO Xe UMSA KnacTepa, HaumHaoT
Ay6nmpoBaHue KoHurypauum Mactepa B CBoM HacTporikn. O4HOBPEMEHHO B CETU MOXET NPUCYTCTBOBATb
HEeCKOJIbKO K/1lacTepOoB € pas3/InyHbIMU MMeHamMun. OfHa Touka JAOoCTyna MOXeT NpuHaziexarb TONbKO K O4HOMY
13 KNnacTepos.

WEP-2ac 06baBSET 0 CBOEWN NPUHALIEXHOCTN K KNacTepy € NOMOLLbIO cneuuasibHoro npoTokona.
YctpoiictBo nocbinaet B LAN-ceTb lwimpokoBelatensHble UDP-nakeTbl € ykazaHMeM CBOEN NpuHaL/1eXXHOCTU K
onpenenieHHoOMy knactepy. Takum o6pa3om, BCe TOUKM AOCTyNa, BXOAsALME B KnacTep, 0OMeHnBatoTcA
NHhopMaLmen mexay coboi, y3HatoT O Ha/IMuMKM MacTepa B CETU U ero KoHurypaumm, a mactep, B CBOKO
ouyepefb, NPOBOAUT MHBEHTapPU3aLMI0 YCTPOWUCTB U B K&X/bli MOMEHT BPEMEHMN KOHTPO/IMPYET KONMYECTBO
YCTPOMCTB, BXOAALLMX B K/lacTep, U Ux agpeca.

9.2 WHcTannauus

Mpun pasBepTbiBaHUN CETU AOCTATOYHO HACTPOUTL OnpeAesieHHbIM 06pa3oM TO/IbKO OAHY TOYKY AocTyna. A
TOro Yto6bl YCTPONCTBA MOI/IM 0OMEHMBATLCA MeXay cob60ol nHopmaumnen, HeobxoanmMo yCTaHOBUTb B CETU
DHCP-cepBep o151 pasgaym ceTeBbIX apecos.

MopsAaoK MHCTaNNALUN CeTU:

1. YctaHoBka DHCP-cepBepa.
2. KoHtpurypupoBaHue 1 husnyeckoe Nogk/IyeHe ogHOM TOUKN focTyna.
3. ®usnueckoe NOAKMOYEHNE OCTASIbHbIX TOYEK AOCTYNa.

Mocne ycTaHOBKU B CETb NEPBOIT TOUKM AOCTYNa KOHMIypUpoBaTh OCTaslbHbIEe YCTPOCTBA HE HYXXHO,
[0CTATOYHO TOMbKO (PM3NYECKM BK/IHOUNTL UX B CETb. YCTPOICTBA NoJyyaT CeTeBbIE aApeca, OnpeaesnsT B CETU
macTepa knactepa «default» 1 aBTomaTuyeckn 6yayT CKOHUIYpUpoBaHbl No Nogo6uo MacTepa.
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9.3 HacTtpolika Cluster

o 1. YcTpoiicTBO MOXET paboTaTh B knacTepe, Tosibko ecnuv oTkatodeHsl WDS (Wireless Distribution
System) n WGB (Work Group Bridge).
2. Ons pa6otbl B knactepe Management Ethernet nHTepdelic Bcex Touek fo/mKeH HaXoAUTbCS
BHYTPW OAHO CETU.
3. Pexum paboTbl B knactepe BK/IIOUEH Ha YCTPOWCTBE MO YMOTUAHNIO.

B meHio «Cluster» oTkpoiiTe Bknaaky «Access Points» 1 BbINosHUTE criefyoLLme HacTPOKU:

Manage access points in the cluster

This access point is operating in stand-zlone maode... Mot
. Clustered
Saoftwlc mode anly for Captive Portal Instance Configuration
Clustering: [ Off A o
Access
Updats Points

Clustering Options...

Enter the location of this AP,
Location: not s=t

Enter the name of the cluster for thiz AP to join.

Cluster Name: default
Clustering IF Version: IPvE ™ IDwa
Cluster-Priority: o (Range: 0-255, Default: 0)

Click "Updats" to save the new ssttings.
Update

Single IP Management...

Cluster Managemeant Address: 0.0.0.0 (KK

Click "Update” to save the new settings.
Update

Secure Join Clustering...

Secure Mode: Enabled '* Disabled
Pass Phrase: (8 - 63 characters)
Reauthentication Timeout: 300 (Sec, Ranga: 200 - 86400)

Click "Update” to save the new settings.
Updats

[nsa pegaktnpoBaHus pasgena «Clustering Options» nepeBegunTe pexum knactepa B cocTosiHue «Offx».
B pasgene «Clustering Options» BbinonHWTE cnegyowme HacCTPOKK:

* Location — ykaxuTe gonsmyeckoe pacrnosioxeHune To4ku goctyna. Vicnonb3yeTtcs ana yaobcrea aHamsa
1 yNpaBeHNs CETbI0 B pas3/inyHbIX Tabnuuax MoHMTopuHra. B npumepe ncnonb3yetcs «Eltex»;

+ Cluster Name - ykaxunTe nms knactepa. Touka goctyna 6yaet nogknodaTbCs TO/IbKO K KnacTepy, MMs
KoToporo nponucaHo B «Cluster Name». B npumepe ncnonb3yetcs «default»;

+ Clustering IP Version — BbiGepuTe ncnonb3yemyto Bepcuto npotokona IP ans obmeHa ynpasnsioLlei
nHhopmaumeii Mexay ycTpoicTBamu knactepa. B npumepe ncnonb3yetcs «IPv4».

* Cluster-Priority — ykaxuTe npvopuTeT ycTpoiicTBa B knactepe. B npumepe ncnonb3yetcs «0».
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Haxmute kHonky «Update» an1a coxpaHeHnsi BHECEHHbIX U3MEHEHWIA.
B pasgene «Single IP Management» BbINONHWUTE cneaytowme HacTPOMKK:

+ Cluster Management Address - ykaxunte agpec, no KoTopoMmy 6yfeT AOCTyneH MacTep kiacrtepa.
JomkeH HaxoanTbecs B NogceTn knactepa. B npumepe ncnonbayetca «192.768.70.70».

HaxmunTe kHonky «Update» ans coxpaHeHsi BHECEHHbIX U3MEHEHWIA.
[nsa BknoveHus pexmma knactepa B none «Clustering» BbibepuTe 3HaueHme «Ony».

Manage access points in the cluster

This access point is operating in stand-alona moda... Mot
i Clustered
Softwlc mode only for Captive Portal Instance Configuration
Clustering: | On v o
Access
Update Points

Clustering Options...

Enter the location of this AP,
Location: not set

Enter the name of the cluster for this AP to join.

Cluster Name: default
Clustering IP Version: IPvs & 1Py
Cluster-Priority: 0 (Rangs: 0-255, Default: 0)

Click "Update" to save the new settings.
Updats

Single IP Management...

Cluster Management Address:|0.0.0.0 (E KR

Click "Updats" to save the new ssttings.
Update

Secure Join Clustering...

Secure Mode: Enzbled '"®' Disabled
Pass Phrase: (8 - 63 characters)
Reauthentication Timeaout: 200 (Sec, Range: 300 - 86400)

Click "Update" to save the new sattings.
Updats

[lns BKIOYEHNss aBTOMATUYECKOro Bbibopa KaHana ToYKol AocTyna Ha OCHOBaHMN HOMEPOB KaHaus10B, Ha
KOTOpbIX paboTaloT Apyrue 6amsnexatime ToUKM AOCTyna B 3TOM Xe KlacTepe, a Takke CNnekTPasibHOro
aHann3a 3allym/IeHHOCTH (hoHa CTOPOHHMMM ToYKamMKn A0CTynNa, nepeinanTe Ha Bknaaky «Radio Resource
Management» 1 HaxxmuTe KHOMNKy «Start» B pasgene «Channel Planner».

[ns BKIOYEHNss aBTOMATUYECKOro pacnpeeneHns MOLWHOCTY U3NyYeHUss TOYKM A0CTyna Ha OCHOBaHUK
YPOBHS BNIUSHUA COCEAHUX TOYEK A0CTYNa, KOTopble paboTatoT B TOM Xe Knactepe, nepengute Ha BKNaaky
«Radio Resource Management» 1 HaxmuTe kHoMKy «Start» B pasgene «Transmit Power Control».
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Channel Planner ...
Start | zutornatically re-assigning channels

Current Channel Assignmeants

IP Address Radio Band Channel Status
192.168.44.29 E0:D9:E3:51:E84:F0 B/G/N & up
192.168.44.29 E0:D9:E3:51:E4:EQ0 ASN/AC 48 up

Advanced
Change channels if interference is reduced by at least| 75% ¥
Refresh when access point is added to the cluster| 2nable ¥
Determine if there is better set of channel sattings every| 1 Minutes
Click "Update" to save the new sattings.
Update

Transmit Power Control ...

Start | 2utomatically re-assigning tx power

TPC statistics is not aveilable because tpc-planner is not wp

L

RSZI threshold 2.4 GHz -£5 {Range: -100.
RSEI threshold 5 GHz -70 {Ramnge: -100.
Interval 0 (Range: 1800,
Advanced
Minimal Tx Power i0 {Range: £...30)
Active Scan Mads ta
Debug Mode

Update
Monitaring

Automatically manage radio resource assignments

Clustared ﬁ
1

Access

Paints

-20)

-30)

25400 or 0)

B pasgene «Advanced» BbinosiHUTE cnegyroLime HacTPONKu:

+ Change channels if interference is reduced by at least — ycraHoB/TE NpoLEHT BbiMrpbILa B
YMEHbLLEHNMN YPOBHS LUyMa A1 NPUHATUA PELLEHNS Nepexosa Ha Apyroii kaHan. B npumepe

ncnonb3yetcs «75%»,

+ Refresh when access point is added to the cluster — Bkntounte nepecyer o6Leli cnekTpasbHO
CTPYKTYpPbI Cpefibl 1 BbIGOP ONTUMa/ILHOTO KaHasna AN Touek goctyna (3HadeHne «enabler), ecnu k
KnacTepy nNpucoegmnHAeTCs HoBas TOYKa AOCTyna;

+ Determine if there is better set of channel settings every — ycraHoBuTEe MHTEpPBa BpeMeHH, Yepes
KOTOPbIA NPOUCXOAMNT NepecyeT 06LLEei CeKTpasibHON CTPYKTYPbI cpelbl U BbIGOP ONTUMa/IbHOTO
KaHasna ang tovek gocryna. B npumepe ncnosnb3yetca «1Day».

HaxkmunTe kHonky «Update» ansi coxpaHeHUsi BHECEHHbIX U3MEHEHWIA.

9.4 MOHUTOPWHT

[nsi npocMoTpa NapameTpoB CECCUIA KTMEHTOB, NMOAK/HUYEHHbIX K TOUKaM [0CTyna 3afjaHHoro Kactepa,

nepenguTe Ha BKNagKy «Sessions».

Kaxaplil knneHT onpegensietcs MAC-aapecoM v TOUKOI A0CTYNa, K KOTOPOii OCYLLIECTB/ISIETCS €10 TeKyllee

noaxknryeHune.

[ns npocMoTpa cTaTuCTUKK B pasaene «Display» BbibepuTe Hy)XHOE 3HaUeHNe 1 HaXXMUTE KHOTKY «GOo».
MpOCMOTP CTAaTUCTUKN AOCTYNEH MO CNeAyoLUM NnapaMmeTpam:
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Manage sessions associated with the cluster

Sessions...

Wou may sort the following table by clicking on any of the column names.

Display | All Y| Ge |

AP Location User MAC Rate (Mbps] Signal Rx Total Tx Total Error Rate
not set 30:To12:F7iLFF 63 51 216 71z u}
not set S AD:50:9C:T3:DE 72 =10] 121 617 a
not set 80:ED:2C:BE:1E:0E 173 47 a3 354 a
not sat C4:B3:01:31:80:28 72 53 84 475 a
not sat 4C145:E3FCiF4: 20 130 62 136 389 a

+ AP Location — mecTononoxeHue To4kn gocTtyna. 3HadeHne nosly4eHo U3 OnmcaHnsa MeCcTONOTOXKEHUS,
yKasaHHOro Bo Bknagke «Basic Settings»;

+ User MAC — MAC-agpec 6ecnpoBOAHOro yCTPOMCTBA KNINEHTE,

+ ldle — cpegHee Bpems, KOTOpOe YCTPOMCTBO ObISI0 B COCTOAHMUM 6e30eACTBUS — KOrga YCTPOMCTBO He
NPUHUMAET WK He nepefaeT AaHHbIE;

+ Rate — ckopocTb nepefayv faHHbIX MeXAy TOUYKON A0CTyna 1 onpeaeneHHbIM KimeHTom, B Mbps;

+ Signal — ypoBeHb curHana, npuHUMaeMblin OT TOUKU AOCTYNa;

+ Rx Total — 06Luee KOo/IM4yecTBO NAKeTOB, NOSTYHEHHbIX K/IMEHTOM B TEYEHME JAaHHON ceccuw,

+ Transmit Total — 06LLee kKONMUECTBO NAKeTOB, NepefaHHbIX OT K/IMEeHTa B TeYeHne AaHHOW ceccuy;

+ Error Rate — 06Liee KO/IM4eCTBO NakeToB, OTOPOLLUEHHbIX TOYKOM A0CTYNa B TEYEHME AaHHOWN CEeCCUN.

[lna npocmoTpa COOTBETCTBMSA TOUEK AOCTYNa, HAXOAALLMXCS B KflacTepe, 1 6eCnpoBOAHbIX CETEW,
JeTekTupyeMbIX aTUMK ycTpoincTBamu, nepengute Ha Bknaaky «Wireless Neighborhood». Ha Bknaake
«Wireless Neighborhood» HaxoguTcsa Tabnuua, koTopas 4EMOHCTPUPYET, Kakme 6ecnpoBOiHbIE CETH
JeTeKTUpyeT Kakas Touka AO0CTyna 1 Kakoii ypOBEeHb CUTHaIa ToUKa A0CTyna OT HUX NPYHUMAET.

View neighboring access points

Wireless Neighborhood...

The Wireless Neighborhood table shows all access points within range of any AP in the cluster. Cluster members who are zalso "neighbors" are shown at the top of Neighbors list and identified by a heavy bar above the Network Mame. The colored
bars and numbers to the right of each AP in the Neighbors list indicate signal strength for ach neighboring AP, This signal strength is detected by the cluster member whose IP address is at the top of the column.

1 .

ote

Display Neighbaring APs: ) In cluster Notin cluster  ® Both| Access [P
Paints

Cluster
192.168.44.29 192.168.44.20
E0:D9:E3:51:E4:EQ E0:D9:E3:51:E4:F0
( not set } ( not set )

Neighbors (411)

BRAS-Guest

Default

Default

Default

AWEP2S

try

unifi-guest

Default

Eltex hh

Ha ocHOBaHUK AaHHOW Tab/mubl MOXHO NPOM3BECTU CNEKTPA/IbHBIN aHaNIn3 BCE CETU U OLEHUTL BIMSIHWE
NMOMEeX Ha Kaxayr TOUKy A0CTyna. 3TO NO3BONT OLEHUTb NPaBU/IbHOCTb PACNOOXEHNS TOUeK AOCTyna no
TEPPUTOPUUN MOKPBLITUA N YKAXKET HA MECTa, B KOTOPbIX YPOBEHb MOMEX NPEBbILAET AONYCTUMbINA. B BepxHeii
CTpOKe Tabnuubl 0TobpaxeHa MHhopMaums No KaxK4oMy pagnonHTepdeincy Touek gocTyna 3agaHHoro
Knactepa. B nesom cton6bue tabnvubl pacnonoxeHa nHpopmaums no 6ecnpoBOAHbIM CETSM, KOTOpblE BUAHbI
YCTPOCTBaM B KnacTepe. YpPoBeHb CUrHasa oT Kaxaol 6ecnpoBOAHON CETU YKa3aH B NPaBO BEPXHEN AYeinkn
Tabnuubl.
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Ta6numua chopMupoBaHa Tak, YTo B MEPBbIX €€ CTPOKax 0To6paxaroTcsi 6ecnpoBofHbIe CeTH, 06pa3oBaHHbIe
caMuM K/lacTepoM, Jasiee UayT MMeHa CTOPOHHUX ceTeil. NMpocMoTp TabnuLbl AOCTYNEH B TPEX pexumax:

* In cluster — npn yctaHoBneHHOM chniare B Tabnvue 6yaet oTobpaxarbcsa nHgopmaumns 0 6ecnpoBOfHbIX
CeTSAX, HAXOAALLMXCA TOMbKO B KNacTepe;

* Not in cluster — npu yctaHoBneHHOM chnare B Tabnuue 6yaet otobpaxarbes nHPopMaLmsa ToNbKO 0
CTOPOHHMX 6ECNPOBOAHbIX CETSAX;

+ Both — npn yctaHoBneHHoM chnare B Tabnmue 6yaet oTobpaxaTbCst MHOPMaLMS O BCEX CETSX.

[ns npocmoTpa TekyLero cnncka Tovek 4ocTyna B kacTepe u ux napameTpoB nepengnte Ha Bknaaky «Radio
Resource Management». B Tabnuue «Current Channel Assignments» npusogsatca cnegytowmye napameTpbi:

 IP Address — IP-agpec Toukn goctyna B KnacTepe;

+ Radio - MAC-agpec pagnouHTepcpeica Touku 4OCTyna B Knacrepe;

+ Band - Ha6op cTaHAapTOB, NOAAEPXKMBAEMbIX paanoHTEPEncoM TOUKM AOCTYyNa B KnacTepe Ha
[AaHHbIA MOMEHT;

+ Channel — Homep KaHana, Ha KOTOpOM paboTaeT Tovka AOCTyna;

+ Status — cocTosiHMe paboTbl pagnonHTepdelica ToUkn AOCTyna B KfacTepe;

+ Locked - 6noknpoBka cmeHbl kaHana. MNpu yctaHoBNEHHOM chniare B MOMEHT BblGopa ONTUMasibHOro
KaHana BceMu Toukamun gocTyna AaHHbll pagnonHtTepdieinc 6yaeT Mcnonb3oBaTb NPEXHNUIA KaHan npu
nboM ncxoae BbiIbopa ONTUMasIbHOIO KaHana.

HaxmunTe kHonKy «Refresh» s 06HOBNEHMA fAaHHbIX B Tabnvue «Current Channel Assignments».
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Automatically manage radio resource assignments

Channel Planner ... ’
Clustared |
Stop | automatically re-assigning channels

Current Channel Assignments i

IF Address  Radio Band  Channel Ststus Locked g
192,168.44,29 E0:D3:E3:51:E4:F0 B/G/N & up

192.168.44.29 E0:DI:E3:51:E4:E0 ANSAC 48 up

Befresh || Apply
Mo Mew channels proposed in the last iteration. Propesed Channel Assignments [ age
IF Addraszs Radio Proposed Channel

Advanced
Change channels if interference is reduced by at least| 73% ¥
Refresh when access point is added to the cluster| enable ¥
Determine if there is better set of channel ssttings every| 1 Minutes ¥
Click "Update" to save the new ssttings.
Update

Transmit Power Control ...
Start | @utomatically re-assigning tx power
RSSI threshold 2.4 GHz -65 {Range: -100,..-20)
RSSI threshold 5 GHz -70 {Range: -100,..-30]
Interval ] (Range: 1800,..86400 or 0)
Advanced
Minimal Tx Power 10 (Range: 5...30)
Active Scan Mada <
Debug Mode
Update

Monitoring Expa

TPC statistics is not aveilable becasuse tpc-planner is not up

B Tabnuue «Proposed Channel Assignments» npuBogunTcs nHdopmaumsi 0 BOSMOXHbIX 3HAYEHUSIX KaHasa, Ha

KOTOPbI NepeinaeT pagnonHTepgeiic Toukn 4ocTyna, ecnim byaeT 3anyLeH nepecyeT onTManbHOCTU BbiGopa
KaHana:

+ IP Address — IP-agpec Toukm goctyna B KnacTepe;

+ Radio - MAC-agpec pagnouHTepcpeica Touku 4OCTyna B KnacTepe;

* Proposed Channel — Homep kaHana, Ha KOTOpbI NepenaeT pagmonHTepgIenc ToukM 4ocTyna, ecnm
6yfeT 3anyLleH nepecyet oNTMMaslbHOCTU Bbibopa kaHana.
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9.5 OG6HOB/MEHVE NPOrPaMMHOr0 06ecrneyeHus

Pa6oTta B pexume «Cluster» N03BONSAET BbINOMHATL aBTOMaTnyeckoe o6HosneHme MO Bcex YCTPOWCTB,
BXOAALLMX B KnacTep, 6e3 NpuMeHeHUs BHELLHWX CUCTEM YNpaB/ieHUs U KOHTPO/1/1ePOoB.

O6HoBNeHne MO MOXHO BbINO/HUTD:

+ yepe3 Web-uHtepdeiic;
+ uyepe3 DHCP Autoprovisioning (opt 66, opt 67).

9.5.1 O6HoBneHne MO yepe3 Web-uHTtepdeic

[nsa o6HoBNeHns MO Ha ycTpolicTBax 3agaHHOro knactepa yepe3 Web-nHtepdpelic oTkpoliite Bknaaky «Cluster
Firmware Upgrade» Toukn goctyna.

Mpwn 06HOBMEeHMM MO ycTpoCTB KnacTepa thalin NpoLnBKM ByAET 3arpy>XeH Ha Kaxaoe yCTPOMCcTBO n
yCTaHOB/EH Ha NO3uLMI0 «Primary Image». ABTOMaTMYECKN BbINOSIHAETCA nepesarpyska yCTPOWCTB C
3arpy3koii N0, kKoTopoe COOTBETCTBYET HOBOMY 06pasy. YCTaHOB/NEHHOE paHee Ha ycTpoicTBax knactepa Mo
OyAeT coXxpaHeHo 1 nepemMelLeHo Ha no3uuuto «Secondary Image» (pesepBHasi Bepcusi M0).

Bo Bknaake «Cluster Firmware Upgrade» BbinosiHMTe cnegytoLine HacTpOoiKu:

Upgrade Firmware in Cluster
Cluster Firmware Upgrade...
Members IP Address MAC Address Device Firmware Version Firmware-transfer-status
WEP-
1 152,168.44.29 E0:DI:E3:51L:EH:EQ0  2ac ‘TEKFWI-_'I?" Maone
Smore BEPCHATIO)
Upload Method: 5 HTTRP TFTR
Mew Firmmware Image: BesSepuTe dain | $afn ke smbpad
Overall Upgrade Status: Mot Initialized
Start-Upgrade || Stop

+ Upload Method - BbiGepuTe meTog 3arpy3ku haiina MO Ha ycTpolicTBa. B gaHHOM npumepe
ncnonb3yetca 3arpyska yepes TFTP;
* New Filename Image — ykaxuTe nms cdaiina MO, koTopblil 6yAeT 3arpy>XeH B yCTPONCTBO.

HaxmuTte «Start-Upgrade» ans Hauana 06HOBMEHNUS.
B npouecce 06HOBMeHUs O YCTPONCTB HE OTK/OYaliTe NUTaHNe YCTPOICTB, a Takke He 0OHOBASATE U He
MeHsnTe Tekywyto Web-cTpaHuuy ¢ nporpecc-6apom 06HOBEHNS.

9.5.2 O6HoBneHwne MO yepe3 DHCP Autoprovisioning

[ns o6HoBNeHus MO noHagobutca TFTP-cepsep, a Takke DHCP-cepsep ¢ onpeseneHHon KoHurypaumei.
Mpoueaypa o6HoBeHns MO Toyek foCTyna BbIMAANUT C/eAyoLWwmM 06pasom:

1. Touka gocTtyna 3arpyxaetcsa u nonyyaet agpec no DHCP. B DHCP-ceccum Tovka gocTyna nosyyaet ot
cepBepa B onuusax 2 napametpa: tftp-server n filename, rge tftp-server — IP-agpec TFTP-cepBepa, a
filename — nms daiina ¢ pacwmpeHvem .manifest, cogepxatiero nHgopmaumio o Mo.

2. MacTep kiiactepa Ha OCHOBE MPUHATBIX AaHHbIX KaXKAble HECKO/IbKO CEKYHA, HAYMHAET NPOU3BOAUTL
nonbITKy 3arpy3kn manifest cpaiina ¢ TFTP-cepBepa. MNMocne 3arpy3ku haiina mactep cpaBHUBaET
Bepcuto MO, ykasaHHyto B dparine, co ceoein Bepcueli MO. Ecnu Bepcus MO mMacTepa He akTyasibHa, TO
macTep 3arpyxaert chaiin MO ¢ TFTP-cepsepa (Mms chaiina MO ykasbiBaeTcs B manifest-cpaiine) n
aBTOMaTN4eckn 06HOBNAETCS.
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3. OcTasibHble YCTPOICTBA B KNnacTepe onpeaensioT, YTO MacTep He akTuBeH. B knactepe npoucxogut
BblGOPKA HOBOrO Mactepa. YCTPOICTBO C 60/bLUMM 3Ha4YeHeM «uptime» CTaHOBUTCS MacTepoM. HoBbIi
mMacTep Takke NOBTOPSIET MyHKT 2: ckaunaeT manifest-chaiin, cpasHmBaeT Bepcum MO, o6HoBASAET MO.

4. Lvkn noBTOpsieTcs, NOKa BCe YCTPOICTBA B K/lacTepe He 06HOBATCA [0 akTyaslbHOV BEPCUM MPOLLMBKMN.

MopsaoK HACTPOIiKN OGHOBNEHUA:
a) PaamecTtuTb Ha TFTP-cepBepe chaiin "wep2.manifest", cogepxatyuii CTpoky:
VERSION="1.19.3.X" WEP-2ac-1.19.3.X.tar.gz,

roe WEP-2ac-1.19.3.X.tar.gz — umsa apxmsa, cogepxaulero No ana WEP-2ac;
1.19.3.X — Bepcud MO, cogepallerocs B apxuse.
Bepcuio MO MOXHO nocmoTpeTb B (haiine «version» B apxuse ¢ IMO.

b) PaamecTuTb Ha TFTP-cepepe apxus ¢ MO ana WEP-2ac.
c¢) B HacTtpolikn DHCP-cepeepa (dhcpd.conf) BHecTu cnepytolive npasku:

option tftp-server-name "100.0.0.1"
option bootfile-name "wep2.manifest";

rae 100.0.0.1 — agpec TFTP-cepsepa;
wep2.manifest — ums manifest-chaiina.
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TEXHNYECKAA NMOAAEP>XKA

[na nonyyeHma TeEXHUYECKON KOHCY/IbTALMM NO BONPOCAM 3KCnayaTaumm o6opyoBaHuUs
TOO «3nTekcAnaTtay» Bbl MmoXKeTe 06paTUTbcs B CEPBUCHbIN LLEHTP KOMMNaHUM:

050032, Pecnybnuka KasaxcrtaH, r. Anmatbl, MKp-H. AnaTay, ya. M6parnmosa 9
TenedoH:

+7(727) 220-76-10, +7 (727) 220-76-07

E-mail: post@eltexalatau.kz

Ha oduumanbHOM caiiTe KOMMaHUM Bbl MOMKeTe HaWTU TeXHUYECKYH AOKYMEHTaUMo W
nporpammHoe obecrneveHne pana npoaykumm TOO «3InTekcAnatay», obpatutbca K 6ase 3HaHWNA,
MPOKOHCY/IbTUPOBATLCA Y MHXKeHepoB CePBMUCHOrO LEHTPa Ha TexHMYeckom dopyme.

OduumansHbIi cant kKomnaHuu: http://eltexalatau.kz
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