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PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

[ns BO3MOXHOCTK npegocTasneHuns VolP-ycnyr aboHeHTam ceTun paspaboTtaHsbl IP-TenedoHbl cepun VP.
YcTpolicTBa OPUEHTUPOBaHbI Ha AOMALLHMX Nofb3oBarteneli n HebosbLume ouUcChI.

B HacTosLEeM pyKkoBOACTBE MO 3KCnyaTaunmn N3noXxeHbl Ha3HayeHne, OCHOBHbIE TEXHUYECKME

XapakTepucTrKK, Npasuia KOHPUrypupoBaHus, MOHUTOPUHTA U CMEHbI MporpaMMHOro obecrneveHus |P-
TenedgoHoB cepun VP.



PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

1 Onucanue VP-12, VP-12P

* HasHauyeHune

+ CTpyKTypa 1 NpUHUMN padoTbl

+ XapakTepucTuKn ycTporcTea

* KOHCTPYKTUBHOE UCMOJIHEHWE
* BepxHsasa naHenb ycTponcTea. MHankaums
+ 3aHss naHeNb yCTpoicTBa

* IHoMKaums COCTOSIHUA Ha aucniee

* KoMnaekT nocTtaBku

1.1 HazHayeHune

VP-12(P) — IP-TenedhoH, npeAHa3HauYeHHbI 415 NpefoCcTaBeHNS TO/I0COBbLIX YCAYT U NOAK/THYEHNS
nepcoHasibHOro KoMmnbloTepa B IP-ceTb N0 ogHOMY Kabesto. YCTpolicTBO o6agaet nepegoBbiM
hyHKUMOHANOM, UMEEeT NoafepXxKy TexHonorum PoE, BbICOKOe KaveCcTBO 1 YHUBEPCaU/IbHbI An3aiiH.

VP-12(P) nogoiaet ans opraHusauumii ¢ BbICOKMMY TPe6OBaHUSIMUN K KauecTBy nepeaaBaeMoii rofiocoBoi
MHpopMaLMK, HAAEXHOCTU N YyA06CTBY MCMNO/Ib30BaHNS.

Huxe n3obpaxeHa cxema BKIUeHNs ycmpoticmsa VP -12(P):

Cxema skntodeHus1 VP-12(P)



PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

1.2 CTpyKkTypa v NpuHUmMn paboTsbl
IP-TenedpoH VP -12(P) cocTouT 13 cnepyoLimx NnoAcucTeM:

* KOHTpOJ/1ep, B COCTaB KOTOPOro BXOAMT:

* BbICOKOMHTErpUpoBaHHasi cucteMa Ha kpuctanne (System-on-a-Chip — SoC) Realtek RTL8972C,
BK/IOYatowasn B cebsa npouyeccop, 100 merabuTHbI KOMMYTATOpP CO BCTPOEHHbIMU PHY,
annaparHoe yckopeHue Tpaduka L2/L3/L4;

+ flash-namsatb — 16MB;

+ oneparveHasa namaTb SDRAM — 128MB;

+ kopek (ADC/DAC);
* XNOKOKPUCTaIIMYECKNIA gucniien ¢ paspewweHnem 128x64 nukcenei;
* 3BYKOBOI kogek Realtek ALC5621 nnm Realtek ALC5633Q;

() B 3aBUCUMOCTM OT BEpCMM annapaTHOro obecneyeHus: ans sepcuin Hmke 2.0 — kogek Realtek
ALC5621; nns Bepcuin 2.0 n Bbiwe — koaek Realtek ALC5633Q.

* MNO/SIHOLEeHHas undpoBas knasmartypa ¢ 4ONoAHUTENbHbIMU (YHKLMOHA/IbHLIMY KaBuLlamuy;
* 1 nopt LAN: RJ-45 10/100BASE-T;

* 1 nopt PC: RJ-45 10/100BASE-T;

+ 1 nopt Handset: RJ-9 (4P4C) ansa nogxntoyeHns Tpyoku;

+ 1 nopt Headset: 3.5 mm jack nnu RJ-9 (4P4C) ansa nogkntoueHns Tpy6Kku;

() B 3aBMCUMOCTU OT BEPCUM annapaTHOro o6ecneyeHust: Ans Bepcuii Hmke 2.0 — pasbem 3.5 mm
jack, ons Bepcwii 2.0 v Bbilwe — RJ-9 (4P4C).

CTpyKTypHas cxema yCTpoiicTBa NpuBeAeHa Ha PUCYHKE HUXeE.

R145 R145

~

KoHTponep Ethernet

switch

Oucnaei
mazm

M Feone 23
2557

gl Vi e o | it

Knapwarypa



PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

YCTpoiicTBO paGoTaeT nof ynpas/ieHNeM onepawLyoHHoli cuctembl Linux. OCHOBHbIE (OYHKLMM yNpaBieHus
cocpeaoToUeHsl B npolieccope Realtek, KoTopbiil ocyLlecTBAsieT MapLipyTusauuio |IP-naketos, o6ecneuvBaeTt

pa6oty IP-tenedoHun.

1.3 XapakTtepucTukun ycTponcraea

OG6wWwwme napameTpbl

MutaHue

MoTpebnsiemasi MOWHOCTb B paboyeM pexvme
Pabounin gnanasoH Temneparyp

OTHocuTeNbHasA BNaXXKHOCTb Npy Temnepartype
25°C

Mabaputsl
Macca

JocTynHble nHTepdelichl

MapameTpbl LAN- nHTepdpeiica Ethernet

KonnuecTtBo nopToB
DNEeKTPUYECKNI pa3bem

CkopocTb nepegaun

Mognepxka ctTaH4apTOB
MapameTpbl PC- uHTepdpeiica Ethernet

KonunyecTtso noptos
DNeKTPUYECKUNA pasbem

CkopocTb nepegaun

+ apantep nutaHua 5B DC, 2 A
* nuTaHue no Ethernet-ka6ento PoE IEEE 802.3af (Tonbko
ans VP-12P)
He 6onee 3,5 BT (MakcMmarsibHbIii noTpebnsiemblii Tok 0,7 A)
oT +5 go +40°C
0o 80%

223x178x89,5 mm
He 6onee 0,52 kr
* LAN: 1 nopt Ethernet RJ-45 10/100BASE-T
« PC: 1 nopt Ethernet RJ-45 10/100BASE-T
+ Handset: 1 pasbem RJ-9 (4P4C) ans nogxntoHeHns Tpyoku

* Headset: 1 pasbem ans NnoAKNIOYEHUSA rapHUTYPbI

1
RJ-45

+ 10, M6ut/c
+ 100, MbuTt/c
* aBToOnpeaeneHue

BASE-T

1
RJ-45

+ 10 Mbut/c
+ 100 M6éut/c
* aBToOnpegeneHue



MNoppaepxka ctaH4apToOB

PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

BASE-T

OCHOBHbIE (hyHKUUOHa/IbHble BO3MOXHOCMU ycmpolicmsa

PYHKUNOHANIbHbIE BO3MOXHOCTU VolP

HOA,D,ep)KI/I BaeMble NMPOTOKO/Ibl

KonnyectBo akkayHTOB

KrtoueBble 0COGEHHOCTHU

PaboTta 3a NAT

ObecnevyeHne 6e30nacHoOCTU

lonocosble yHKLUK

SIP

2 SIP-akkayHTa C HE3aBMCUMOIA HACTPOWKON

Mogaepxka Ao 4-x pesepsHbiX SIP-cepeepos

MMGKNiA NNaH Hymepauun

Pab6ota 6e3 SIP-cepsepa

OTo6paxeHne HoMepa U UMEHU Bbl3bIBaKOLLETO abOHEHTA
(CallerID)

OTkntoueHne mukpodpoHa (Mute)

MoBTOpHbI Ha6op Homepa (Redial)

NHanBuayanbHas HacTpolika PUHITOHOB Ha akkayHTax €
BO3MOXXHOCTbH 3arpy3ku COGCTBEHHbIX PUHITOHOB
NcTopus Bbi3oBos (Call History)

NokanbHas TenedgoHHas kHura Ha 200 Homepos (Local
Phonebook)

TenedoHHast kHura LDAP (LDAP Remote Phonebook)
Moaaepxka pexuma rpomMKoli CBsiun

Pa6ota 3a NAT

Mepegaya n NpMemM KOPOTKUX TEKCTOBbIX CO06LLEHWI (SIP
MESSAGE)

MpPOCMOTP CYETUNKOB rOI0COBOW NOYTHI

BusyasnbHoe yBeoMIeH e 0 NOyYeHUN HOBOFO FO/I0COBOTO
coobuieHust (MWI)

YnaneHHas TenedgoHHas kHura (Remote Phonebook)

NAT keepalive
STUN mode
Public IP

SIP over TLS
SRTP

JxokomneHcaumsi, pekomeHgauum G.165, G.168 (AEC)
JetekTop aktnBHOCTM peun (VAD)
O6HapyxeHue v reHepuposaHue curHasios DTMF



O6HapyXeHue 1 reHepypoBaHne CUrHasIoB
DTMF

PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

* Inband
+ RFC2833

+ SIP INFO

Kogekn .

®yHKumn ABO .

CeTeBble (*)yHKL[I/IOHa.H bHbl€ BO3MOXHOCTU

KntoueBble 0CO6EHHOCTH

MpoTokosibl .

Mopnepxka PPPoE .

G.729
G.711a
G.711u
G.723.1
G.726-24
G.726-32

YnepxaHue Bbi3osa — Call Hold

Mepepava BbizoBa — Call Transfer

YBegomneHve o NocTynneHun HoBoro BbizoBa — Call Waiting;
Mepeagpecauns no 3aHaToctn — Call Forward on Busy
Mepeagpecauns no HeoteeTy — Call Forward on No response
BesycnosHas nepeagpecauus — Call Forward Unconditional

He 6ecnokontb — DND

CoBeplueHne aHOHUMHbIX BblI3oBOB — CLIR
ropsyas/Tennasa nuHma — Hotline/Warmline
TpexcTopoHHsA koHgepeHums — 3 Way-conference

OcTaHoBKa Habopa Mo Haxatuio #
Mpuem MHTEPKOM-BbI30Ba

+ Bo3MOXHOCTb pasgeneHus voip, managment n pc-data Tpadmka

no pasHbiM vlan

Static IP
DHCP
PPPOE
No IP

PAP, SPAP n CHAP aBTOopu3auus
PPPoE komnpeccus



Moppaepxka DHCP onuwii

Mopaepxka MexaHM3MOB KadecTBa

ob6cnyxmBaHusa QoS

Moppepxka DNS

Mognepxka NTP

OrpaHuyeHne ceTeBoro gocTtyna

MapLpyTtusauus

CeTeBoe 06HapyxeHue

YnpaBneHne N MOHUTOPUHT

KntoueBble 0COBGEHHOCTU

VHTepdelichl

PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

1 - Subnet Mask

3 - Router

6 - Domain Name Server

12 - Host Name

15 - Domain Name

26 - Interface MTU

28 - Broadcast Address

33 - Static Route

42 - Network Time Protocol Servers
43 - Vendor-Specific Information

66 - TFTP ServerName

67 - Bootfile name

120 - SIP Servers

121 - Classless Static Route

249 - Private/Classless Static Route(Microsoft)

« |P DSCP header
- 802.1P

+ Crartnyecku HacTpoeHHble agpeca DNS-cepsepoB
+ JuHamunyeckoe nonyyeHue agpecos DNS-cepsepos no DHCP

+ Cratundyeckoe ykaszaHue agpeca NTP-cepBepa
+ [nHamunyeckoe nony4veHune agpeca NTP-cepsepa no DHCP

+ CeTeBoWi akpaH
* dunstp MAC

+ CraTnyeckas mapLupyTmsaums
* HasHaueHue npasun MapLpytmsauum no DHCP (Option 33, 121,
249)

* LLDP, LLDP MED

+ OrpaHunyeHne gocTyna no ceteBbIM MHTEpdelicam

+ [nbkasi HacTpoiKa focTyna K a/ieMeHTaM MEHI0 Ha aucniee
yCTpoiicTBa

+ [BYA3bIYHbIN NHTEPhEC

+ Web-uHtepdeiic

+ SSH

+ Telnet

+ TR-069

* MeHIo Ha gucnnee ycTpoincTea



PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

BbiBOA, OT/1aA404HON HhopMaL i B + Syslog

+ Telnet

* File
3arpyska/obHosnenue MO u + ABTOOGHOBNEHME NO pacnucaHuto
KOHcpurypamm *+ lMepuoanyeckoe aBTOOGHOBAEHNE

* LleHTpanunsoBaHHoe 06HOBMeHVe Yepe3 ACS cepeep (TR-069)

10



PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

1.4 KOHCTPYKTMBHOE UCMNOJSIHEHNE

IP-TenedpoH VP -12( P ) BbINOSTHEH B N1ACTUKOBOM Kopryce ¢ pasmepamu 223x178x89,5 mm.

1.4.1 BepxHsa naHenb ycTpoiictea. MHankauus

BHewwHuii BuA BepxHeli naHenu yctpoiictea VP-12(P) npuBeaeH Ha pUCYHKE HUXE.

1234
NELTEX \
I )
CElEI=l (=)
@@
@& & g5
@
OO ® @
[ wow ) @
~J

L

Ha BepxHeli naHenu yctpoiictea VP -12( P ) pacnonoxeHbl cnegytoLye CBETOBblE UHAMKATOPbI:

AnemMeHT OnucaHue CocTosiHue CocTosiHue ycTpoiicTBa
nepepHeii MHauKaTopa
naHenu
1,2 L1,L2 VHauKaTopbl COCTOAHUSA He roput AKKayHT 3aperncTprpoBaH U HaxoauTCs B
nepBoii N BTOPOI NINHUN pexvmMe oXuaaHnsa BXoAALEero/CXoasLLero
BbI30Ba.
rOpuT 3e/1eHbIM AKKayHT aKTUBEH 1 Haxo4WUTCH B pexvme

pasroBopa wim Habopa Homepa.

MUraeT 3e/1eHbIM AKKayHT B npoLecce perucrpauum

(B pexume

oXnaaHus)

MUraeT 3e/1eHbIM BxofsiLLuii BbI3OB HA BTOPOIA IMHWW, OAWH
(Bo Bpewmsi nnn 6onee BbI30BOB Ha yAepXaHUu
pasroeopa)

MUraeT 3efieHbiM (B0 Bxoasuiwii BbI3oB
BPEMSI BXOAALLEro
BbI30BA)

11



AnemMeHT OnucaHue

nepegHeii

naHenu

3 MSG MHAmMKaTop Ha/Mumsa HOBbIX
CO0O6LLEeHWI

4 DND VHOuKaTop COCTOAHNA yCyru
DND

5 MUTE MHAnKaTop OTK/IHYEHHOIo
MUKpOodhoHa

1.4.2 3apHsas naHenb ycTponcTea

CocTosiHue
MHOMKaTopa

ropuUT KpacCHbIM

FOPUT OPaHXeBbLIM

MUraeT KpaCHbIM

He ropuT

ropuUT KpacCHbIM

He ropuT

ropuUT KpacCHbIM

He ropuT

PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

CocTosiHue ycTpoiicTBa

OwwubKa perucrpaumm

AKKayHT HaxoauTcsi B pexxume DND (He
6ecrnoKounTb)

EcTb HenpounTaHHbIe COO6LLI,EHI/IFI nnn
HOBbI€ r0/10COBLIE COO6LL|,eHI/IFI

OTCYTCTBYIOT HOBbIE COOBLLEHNS

Kak MMHUMYM Ha OOHOM akkayHTe
aKkTusmpoBaH pexvum DND

Pexxum DND He akTnBMpoBaH

AKTMBUPOBAH pPeXxum mute A1 TeKyLLEero
pasroBopa

Pexxum mute He akTnBnpoBaH

BHeluHwit Bug, 3aaHeli naHenn VP-12(P) 3aBUMCHT OT BepcuM annapatHoro obecnedyeHns. BHelWwHnid Bug, ons Bepcuii
Hke 2.0 npuBeaeH Ha pucyHke A, ons Bepcun 2.0 1 Bbille — Ha pUcyHke b.

20

—r

6

7

PucyHok A — BHelwHwii Bug 3agHeit naHenu VP -12( P) ana Bepcuii annapatHoro o6ecneyenns Huxke 2.0

12



PykoBoACTBO No akcnayaraumm IP-tenedoHoB cepun VP

-

®

1]

9

6 7 8 9

PucyHok b — BHelwHuii BUg, 3agHeli naHeny VP-12(P) ans Bepcwii annapatHoro o6ecneyenus 2.0 1 Bbille

OnucaHue

AnemeHT 3agHel naHenu
pasbeM A8 NOAKNIOYEHUS TaPHUTYPbI:

*+ N8 Bepcuii annapartHoro obecneyveHns Huxe 2.0 — pasbem 3.5 MM

6 Headset
+ ans sBepcun 2.0 1 Bbile — pazbeM RJ-9 (4P4C)
7 DC pasbeM An4 NoAKNYeHns agantepa nutadus, SV 2A
8 PC nopt 10/100BASE-T Ethernet (pazbem RJ-45) ana nogkniouenuns MK
9 LAN nopT 10/T00BASE-T Ethernet (pazbem RJ-45) ansi noaknoueHust K ToKasibHOW cetu

13



PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

1.5 NHAnKauma cocTosaHNA Ha aucnnee
1 2

\
b

E o B [
FICTT | AUBEH | FoDhiH - L] Loy

MHOukayusi cocmosiHuUsl Ha oucrisiee

No OnucaHue

1 ViHanKaTop 3BYKOBOro UHTepdeica:

-
' — Tened)oHHas TpyoKa NOAHATA;

© — cnKephOoH aKTBMPOBaH;

i
~* — nopxniouera rapHuTypa.
2 VIMs1 TeKyLLLEro akkayHTa, a Npu ero OTCYTCTBIAN — TeNEdOHHbIN HOMep
3 Tekywiasa gata n Bpems
4 [leiicTBMS, BbINOMHAEMbIE NPY HAKATAN COtT-KNABMLL

1.6 KomMnnekT noctaBku
B 6a30Bblii KOMMNEKT NOCTaBKM ycTpoiicTBa cepumn VP-12(P) BXxogsT:

* IP-tenechoH VP-12(P);

+ TenedoHHas Tpybka 1 kabenb Ans NoAKNYEHNs TPYOKY;

« Apantep nutaHunsa 220/5B 2A;

+ Kabenb RJ-45;

+ KpaTkoe pykoBOACTBO NO/b30BaTENSA U rapaHTUliHbIN Ta/10H.

( Mo 3anpocy B KOMNIEKT NOCTaBKN MOXET 6bITb l06aBeHa rapHUTypa

14



PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

2 OnucaHwue VP-15, VP-15P

+ Ha3HauyeHwne

« CTpyKTypa v npuHuMn padoTsbl

« XapakTepucTuKu ycTponcTea

* KOHCTPYKTMBHOE NCMO/THEHNE
* BepxHAa naHenb ycTpourcTea. MiHankauma
+ 3aHss naHeNb yCTpoicTBa

* lHauKauusa cocTtosaHUA Ha gucnsiee

« KomnsiekT nocTtaBku

2.1 Ha3HaueHune

VP-15(P) — IP-TenecboHbl, NpegHasHaueHHble 4718 NPeA0CTaB/IEHUSI TOI0COBbLIX YCYT U NOAK/IYEHUS
nepcoHasIbHOro KomneloTepa B IP-ceTb No ogHOMY Kabesno. YCTponcTBo 06r1afaet nepefosbim
hyHKUMOHANOM, UMEEeT NoafepXxKy TexHonorum PoE, BbICOKOe KaveCcTBO 1 YHUBEPCaU/IbHbI An3aiiH.

VP-15(P) nogoiaet ans opraHusauumii ¢ BbICOKMMY TPe6OBaHUSIMUN K KauecTBy nepeaaBaeMoii rofiocoBoi
NHopMaLmMK, HAAEXHOCTM 1 YA06CTBY UCMO/Ib30BaHNS.

2.2 CTpyKTypa 1 npuHumn pabotsbl
IP-tenedoH VP-15(P) cocToMT 13 Crneayrowmx noacucTem:

* KOHTpOJ/1Ep, B COCTaB KOTOPOro BXOAMT:
* BbICOKOMHTErpMpOBaHHasi cuctema Ha kpuctanne (System-on-a-Chip — SoC) Realtek RTL8972C,
BKNtoYaroLlasn B ceds npoueccop, 100-merabutHbIi KOMMYTaTOp CO BCTPOEHHbIMU PHY,
annapartHoe yckopeHue Tpadnka L2/L3/L4;
 flash-namatb — 16MB;
+ oneparmeHas namaTb SDRAM — 128MB;
+ kogek (ADC/DAC);
* XUAKOKPUCTaNnM4eckuii aucnneii ¢ paspeweHnem 128x64 nukceneis;
* 3BYKOBOI41 Kogek Realtek ALC5633Q;

* MOJIHOLIeHHAs UndpoBas Knaeuartypa ¢ A0NONMHUTENbHLIMU (OYHKLVOHAIbHBIMW KNaBuLLAMY,
* 1 nopt LAN: RJ-45 10/100BASE-T;
* 1 nopt PC: RJ-45 10/100BASE-T;
+ 1 nopt Handset: RJ-9 (4P4C) ans noaxntoueHns Tpyoku;
+ 1 nopt Headset: RJ-9 (4P4C) ans nogktoUeHns rapHUTypb;
CTpyKTypHasi cxema yCTpOiCTBa NPMBEAEHA HA PUCYHKE HUXE.
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PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP
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YCTpoiicTBO paGoTaeT nof ynpas/eHnem onepawLyoHHoli cuctembl Linux. OCHOBHbIE (OYHKLMM yNpaBieHus
cocpeaoToUeHsl B npoLieccope Realtek, KoTopbiil ocyLlecTBAsieT MapLipyTusauuio |IP-naketos, o6ecneuvBaet

pa6oty IP-tenecoHun.

2.3 XapakTepucTukuM yCTporcTBa

Oo6LwWwwme napameTpbl

MutaHue

MoTpebnsiemas MOLHOCTb B
pabouem pexvve

Pa6ounii ananasoH Temnepartyp

OTHOCUTENbHAsA BNAXHOCTb Npwu
Temnepartype 25°C

MabapuThl
Macca

JocTyrnHble UHTepdelicsl

+ apantep nutaHusa S5V DC, 2 A
* nuTaHue no Ethernet-ka6ento PoE IEEE 802.3af (Tonbko gns VP-15P)

He 6onee 4 BT (MakcumanbHblii noTpe6nsiemblii Tok 0,8 A)

oT +5 go +40°C
00 80%

205x210x86 mm
He 60nee 0,80 kr
+ LAN: 1 nopt Ethernet RJ-45 10/100BASE-T
« PC: 1 nopt Ethernet RJ-45 10/100BASE-T
+ Handset: 1 pasbem RJ-9 (4P4C) ana nogxnoUueHust Tpyoku

+ Headset: 1 pazbeM RJ-9 (4P4C) ansi NoAKIHYEHNS TapHUTYPbI
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MapawmeTtpbl LAN-uHTepdeiica Ethernet

KonnuectBo noprtos 1
DNeKTpuyeckuii pasbem RJ-45

« 10, M6uT/C
+ 100, Méut/c
* aBTOOMpeaeneHne

CkopocTb nepenaun

Moanepxka cTaH4apTOB BASE-T

MapawmeTtpbl PC-uHTepdeiica Ethernet

Konnuectso noprtos 1
DNeKTpuYeckuii pasbem RJ-45
CKOpOCTb Nepeaaun + 10 M6ut/c
+ 100 Méut/c
* aBToornpeaeneHve
Moanepxka ctTaH4apTOB BASE-T

OcCHoBHble Cl)yHKL{UOHaﬂbeIe BO3MOXHOCMU ycmpoUcmsa

®PYHKUNOHANNbHBbIE BO3MOXHOCTU VolP

MopaepxnBaemble NPOTOKO/bI + SIP

KonnyectBo akkayHTOB 2

PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP
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KntoueBble 0CO6EHHOCTH

Pabota 3a NAT

ObecneveHne 6e30MacHOCTH

lonocosble hyHKLNN

O6HapyXeHWe 1 reHeprpoBaHne CUTHasI0B
DTMF

Kopekn

PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

+ 2 SIP-akKkayHTa C He3aBMCMMO HACTPOIKOWA

+ Moppepxka o 4-x pesepsHbIX SIP-cepBepos

+ TMbKWii NNaH Hymepawmu

+ Pabora 6e3 SIP-cepBepa

+ OTo6paxeHne HoMepa 1 UMeHU Bbi3blBatoLLLEro aboHeHTa

(CallerID)

+ OTkoYeHne mukpodpoHa (Mute)
* MoBTOpPHSI Habop Homepa (Redial)
* VHauBMAayanbHasi HAacTPOMKa PUHITOHOB Ha akkayHTax C

BO3SMOXHOCTbH 3arpy3ku COOGCTBEHHbIX PUHTTOHOB

* WcTtopus BbizoBoB (Call History)
+ JlokanbHasa TenedoHHas kHura Ha 200 Homepos (Local

Phonebook)

* TenedpoHHas kHura LDAP (LDAP Remote Phonebook)

* MNopaepxka pexumMa rpoMKoli CBsi3u

+ Pabora 3a NAT

+ MNepegaya 1 NpuemM KOPOTKUX TEKCTOBbIX CO06LLEeHWiA (SIP

MESSAGE)

* [POCMOTP CYETUMKOB FO/I0COBO MOYTbI

BusyasnbHoe yBeAOM/IeHME O NOoyYeHUr HOBOTO Fo10COBOrO
coobueHunst (MWI)

* YpaneHHas TenedpoHHas kHura (Remote Phonebook)
+ OTo6paxeHune cTaTyca Habnogaemoro aboHeHTa (BLF)

NAT keepalive
STUN mode
Public IP

SIP over TLS
SRTP

IxokomneHcauusi, pekomeHgauum G.165, G.168 (AEC)
NeTekTop akTBHOCTM peun (VAD)
O6HapyxeHune 1 reHepupoBaHue curHanos DTMF

Inband
RFC2833
SIP INFO

G.729
G.711a
G.711u
G.7231
G.726-24
G.726-32

18



®yHkumn ABO

CeTeBble (*)yHKLWIOHaﬂ bHbl€ BO3MOXHOCTU

KntoueBble 0COGEHHOCTY

MpoTokosibl

Mopnepxka PPPoE

Moppepxka DHCP onuwii

Mopaepxka MexaHN3MOB KavyecTBa
o6cnyxumsaHus QoS

PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

* YpepxaHue Bbi3oBa — Call Hold

* Mepepaya BbI3oBa — Call Transfer

* YBegom/sieHne 0 NoCTyn/IeHMN HOBOrO Bbi3oBa — Call
Waiting;

+ MNepeagpecauns no 3aHsatoctn — Call Forward on Busy

+ MNepeagpecauns no HeoteeTy — Call Forward on No
response

+ besycnosHas nepeagpecauns — Call Forward Unconditional

+ He 6ecnokontb — DND

+ CoBepLleHne aHOHMMHbIX BbI30BOB — CLIR

* [opsivyas/Tennas nuHusa — Hotline/Warmline

+ TpexcTopoHHsia koHgepeHums — 3 Way-conference

+ OcTaHOBKa Habopa no Haxartuo #
* [pnem NHTepPKoOM-Bbl30Ba

- Bo3MOXHOCTb pasaeneHus voip, managment n pc-data
Tpadomka no pasHbIm vlian

« Static IP
« DHCP

+ PPPOE
* NolIP

+ PAP, SPAP n CHAP aBTOopusauus
* PPPoE komnpeccus

1 - Subnet Mask

3 - Router

6 - Domain Name Server

12 - Host Name

15 - Domain Name

26 - Interface MTU

28 - Broadcast Address

33 - Static Route

42 - Network Time Protocol Servers
43 - Vendor-Specific Information

66 - TFTP ServerName

67 - Bootfile name

120 - SIP Servers

121 - Classless Static Route

249 - Private/Classless Static Route(Microsoft)

« |P DSCP header
« 802.1P
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Moppepxka DNS

Mopnepxka NTP

OrpaHuyeHne ceTeBoro gocTyna

MapLwpyTtusauus

CeTeBoe 06HapyxeHue

YnpaBneHne N MOHUTOPUHT

KntoueBble 0COBGEHHOCTU

VHTepdelichl

BbliBOA, 0T1aA04HON nHdopmaLlmm B

3arpy3ska/o6HoBsrieHne MO 1 KoHUrypaumm

PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

Cratnyeckn HacTpoeHHble aapeca DNS-cepsepos
OnHammnyeckoe nonyyeHue agpecos DNS-cepepoB no
DHCP

Cratunueckoe ykasaHue agpeca NTP-cepBepa
OnHamnyeckoe nonyyeHne agpeca NTP-cepsepa no DHCP

CeTteBoli akpaH
®dunstp MAC

CraTtnyeckasn mapLupyTumsauns
HasHaueHue npaBun mapLupytusaumm no DHCP (Option 33,
121, 249)

LLDP, LLDP MED

OrpaHuyeHne gocTyna no ceTeBbIM NHTEpdencam

Mbkasa HacTpolika A0CTyna K 31eMeHTaM MeHI0 Ha gucniee
yCTpoiicTBa

[BYs13blUHbIV MHTEPGIENC

Web-nHtepgeiic

SSH

Telnet

TR-069

MeHI0 Ha gucnsiee ycTpoincTea

Syslog
Telnet
File

ABTOOGHOB/EHNE MO pacnucaHuto

Mepvogunyeckoe aBTOOOHOB/IEHNE
LleHTpanu3soBaHHOe 06HOBNeHWe Yepe3 ACS cepiep
(TR-069)

20



PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

2.4 KOHCTPYKTMBHOE MUCNOJSIHEHNE

IP-TenedpoH VP-15(P) BbINOMHEH B NaCTUKOBOM kopnyce ¢ pasMepamu 205x210x86 mm.

2.4.1 BepxHss naHesnb yCcTponcTea. MHamkaums

BHewwHuii BuA BepxHeli naHenu yctpoiictea VP-15(P) npuBeaeH Ha pUCyHKe HUXE.

1

©@©——24
®——>s
@) 6

L

L AELTEX

Ha BepxHeli naHenu yctpoiictea VP-15(P) pacnonoxeHbl cneayrowme cBETOBblE UHANKATOPbI:

dnemeHT nepeaHeii naHenu  OnucaHue CocTosiHne CocTosiHne ycTpoiicTea
MHAMKaTopa
1 o o VHaukaTopsl 3aBUCUT OT KOH(UrypaLmm
o © NporpaMMm1pyeMbIX KIaBuLL
(=) o
2 @ CucTemHblii HAVKaTOP 3aBUCUT OT KOHAUrypaLmm
(D)
o
()
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AnemeHT nepeaHei NnaHenn

OonucaHue

NHavkaTop Ha/amums HOBbIX
coobLeHnin

ViHArKaTOp BK/HOYEHHOIA
rapHUTYpbI

VHgukaTop OTK/1I04EeHHOro
MUKpodhoHa

VHpukaTop rpomKoli cBsisu

PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

CocTosiHue
MHAUKaTopa

MwuraeT 3eneHbIM

He roput

[opuT 3eneHbImM

He roput

[opuT 3eneHbIM

He roput

[opuT 3eneHbIM

He roput

CocTosiHue ycTpoiicTBa

EcTb HeMpounTaHHbIe COOBLLEHNSA
WM HOBbIE FO10COBbIE
coobueHus

HeT HOBbIX COOOLLEHWI

AKTMBMpOBaHa rapHuTypa

FapHMUTYpa He aKkTMBMpOBaHa

AKTMBMPOBAH pexumM mute 415
TeKyLLEero pasroBopa

Pexxum mute He akTnBMpoBaH

AKTVBMpPOBaHa rpomMkas cBsisb

'POMKas cBA3b He aKTMBMpPOBaHa
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PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

2.4.2 3agHAaa naHesnb ycTporcTBa

BHeluHwi1 Bug, 3aaHeli naHenn VP-15(P) nprBeaeHa Ha pUCYHKE HUXeE.

AnemeHT 3agHei naHenu

10

11
12

DC

PC

Reset

LAN

MapHuTypa
Tpy6ka

==Y

®

i
i

7 8910 11 12

OnucaHue

pasbem A4 NoAKIIYEeHUs aganTtepa nutaHus, 5B 2A

nopT 10/100BASE-T Ethernet (pazbem RJ-45) ansi nogknoueHus MK
KHonka ansi nepesanycka ycTpoiicTaa

nopt 10/100BASE-T Ethernet (pasbem RJ-45) ans nogkoueHus K 10KasibHON CeTu

nopT RJ-9 A7 NOAKNOUEHNS FAPHUTYPbI

nopt RJ-9 ans nogkoueHns Tpyokm
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PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

2.5 VHoMKauusa coCToAHUA Ha gucniee

o " FHHH

FHHH oHH P

WIHOukayus cocmosiHusi Ha oucrijiee

Ne OnucaHue

1 MHAavKaTop 3ByKOBOrO MHTEpdeiica:

 — tenethoHHan TpybKa NoaHATa,

i
il 6 :
TenedgoHHasi TPy6Ka NosIOKEHa;

al-
|

— CnvkepdOoH aKTBUPOBaH,;
2 Tekywasa nara 1 Bpems

3 ViIMeHa BK/TlOYEHHbIX aKKayHTOB, a NPy OTCYTCTBUN UMEH — TefIECbOHHbIﬁ HOMeEp (aKKayHT no ymosi4yaHuio
NnomMeyeH 3aKpalleHHbIM JIEBbIM HMXXHUM yFJ'IOM)

4 [JelicTBuS, BLINOHSIEMbIE NMPU HAXATUN COQIT-KNABMLL

2.6 KomniekT nocrasku
B 6a30Bblii KOMMNEKT NOCTaBKM ycTpoiicTBa cepumn VP-15(P) BXxogsAT:

* IP-tenechoH VP-15(P);

+ [1ByXno3uumoHHas NoACTaBKa;

+ TenepoHHasa Tpybka 1 kabenb ANa NOAKNIOYEHUA TPYOKY;
« Apantep nutaHusa 220/5B 2A;

+ Kabenb RJ-45;

* NHhopmaumsa o ToBape v rapaHTum.

() Mo 3anpocy B KOMNIEKT NOCTaBKN MOXET ObITb f06aBneHa rapHuTypa
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PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

3 YnpaBneHue yepe3 web-koHdurypatop (IP-tenedoHbl cepun VP)

3.1 Hauano pa6orthl (IP-tenedoHsbl cepun VP)

* MopgrotoBka K paboTe
« OnucaHue web-nHtepdelica
* OCHOBHbIE peXuMbl paboThbl
« OCHOBHbIe a/1eMeHTbI web-nHTepdeiica
* [prMeHeHne KoHurypaumm
« OTMeHa U3MeHeHWNIA

3.1.1 MopgroTtoBka K paboTe

© [Mpvi NepBOM BK/IOYEHWM YCTPOICTBA PEKOMEHAYETCS COPOCUTb €0 K 3aBOACKMM HacTpoiikam. 15
3TOrO B 3arpy>XeHHOM COCTOSIHUM MPW MOMOLLM KHOMOK U MEHIO Ha Aucniee TeniedpoHa BbINoNHUTE

cbpoc HacTpoek:
MeHio - 3. Hactpoiiku — 2. Cucrema — 5. Copoc HacTpoeKk — [la

YCTPOICTBO aBTOMATUYECKM Nepe3arpy3nTcs.

[nsa Hayana paboTbl NOAKNOUMTECH K YCTPONCTBY N0 UHTepdeicy LAN uepes web-6paysep:
1. OTKpoliTe web-6pay3ep, Hanpumep: Firefox, Opera, Chrome.

2. BBeauTe B afipecHoii cTpoke 6pay3epa IP-agpec ycTpoiicTea.

© pwu 3aBOACKNX YCTAHOBKaX YCTPOMCTBO paboTaeT B peXrMe MocTa C aBTOMaTMyYecKknm nonyyeHnem IP-
aZpeca v gpyrux napameTpoB cetu no npotokosty DHCP.

Y3Hatb nosy4YeHHbI IP-agpec MOXHO Npu NOMOLLM MEHIO Ha 3KpaHe YCTPOICTBa, /18 3TO cnenyeT
nepenTtn no cnepytowemy nytu: MeHio -> 1. Ctaryc -> 1. CeTb

Mpu ycnewHoM 06HapyXeHKM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN
nosib3oBaTens v naposs:
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PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

VP-12P rev.B -

Noruk

Mapone:

+ Boim

© 000 Tpednpuamue “3nmexc”, 2011 — 2018

@ o ymonuanuio, ums nonb3osarens — admin, naposns — password

3. BBeanTe umsi Nonb3oBatesisi B CTPoke «/10rMH» 1 naposib B CTPokKe «Maposib».
4. HaxxmuTte KHonky «BoiTu». B okHe 6pay3epa OTKPOeTCA naHelb MOHUTOPUHTA.

© epepn paboToii C yCTPONCTBOM peKoMeHAyeTCcs 06HOBUTL NporpaMMHOe o6ecneyeHns 40 akTyaslbHOM
Bepcun (cMm. pazgen MNMogmeHto «O6HoBNeHMe MO») .

AKTYyasibHYH0 Bepcuto MO MOXHO NOJyYUTb Ha CTPaHuLE 3arpy3ku uav npu obpalleHn B CepBUCHbIi
LeHTP KomnaHun SJTTEKC. KOHTaKTbl TEXHUUECKON NOAAEPXKKN U NONE3HBLIE CCbINKN CMOTPUTE B
paszgene TEXHNYECKAA MNMOALEPXKKA.

3.1.2 OnucaHue web-nHTepgeiica

3.1.2.1 OCHOBHbIe pexxumMbl pabomsl
Web-nHTepdelic yctpoincts cepum VP MOXeT paboTaTtb B BYX pexumax:

* HacTpoikn — pexum KOHpUryprpoBaHns cUCTEMbI — NO3BOSIET BbINOMHWUTL NOSTHOE
KOHChUIypupoBaHue ycTpoiicTea. JJaHHOMY PEXUMY COOTBETCTBYIOT TpU BKaAKN «CeTb», «IP-
TeneoHus» n «Cuctemanr.

* MOHUTOPUHI — PEXMUM MOHUTOPMHIA CUCTEMbI — UCMO/b3YETCA A1 NPOCMOTPA Pas/IMYHOro poaa
MHhopMaumK, KoTopast KacaeTcst paboTbl YCTPOINCTBA: aKTUBHOCTb VIHTEPHET-COEAMHEHWS], COCTOSIHME
TeneOoHHOro NopTa, 06bEM NMPUHATLIX/NEPefaHHbIX JaHHbIX MO CETEBLIM UHTepdelicam 1 Tak Aanee.
PeX1My MOHUTOPMHIra COOTBETCTBYET OfJHOMMEHHAs BKNagKa «MOHUTOPUHI».

3.1.2.2 OcHoBHbIe aniemeHmbl web-uHmepabelica

OKHO Mo/b30BaTeNbCKOro NHTepdielica pasaeneHo Ha LwecTb o6nacTeit (CM. pucyHoK "OCHOBHbIE 3/1EMEHTbI
web-koHpurypatopa"):

1. Imsi nonb3oBarens, Nog KOTopbIM ObIs1 OCYLLECTB/IEH BXOZ B CUCTEMY, KHOMKA 3aBepLUEHUs ceaHca
paboTbl B web-nHTepdpeiice (Bbix00) Noa AaHHbIM NOMb30BATENEM U BbiNagatollee MeHI0 Bbibopa si3blka
web-nHTepdelica.
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PykoBoACTBO No akcnayaraumm IP-tenedoHoB cepun VP

2. BknaZkn MeHto, KOTopble NMO3BO/IAKT BbIOUPATb KaTeropmm HaCTPOEK UM MOHUTOPUHIA
: Cetb, IP-TenedoHuna, Cucrema, MOHUTOPUHT.

3. Bknafikv NofIMeH0, HE06XOAUMbIE [/151 YPABIEHNMS NMOIEM HACTPOEK.

4. MNone HacTPOEK YCTPOIACTBa, KOTOpoe 6asnpyeTcst Ha Bbibope nonb3oBartesisi. [JaHHoe nose
npeAHasHa4YeHo [/ NPOCMOTPa HACTPOEK YCTPOICTBA M BBOAA KOH(IMUIYPALMOHHBIX JaHHbIX.

5. KHonkn ynpaeneHus koHurypaumei, noapobHas uHopmauma npusegeHa B pasgene lNpumveHeHne
KOHdpurypaunn.
*+ [MpumeHUMb — NPUMEHUTb U COXPaHUTb TEKYLLYIO KOH(IUIYpauuio B 3HEProHE3aBUCUMYIO NaMATb
YCTPOWCTBA;
+ OmmeHa — OTMeHa M3MeHeHWi (BO3MOXHA TOJIbKO [10 HaXKaTusi Ha KHOMKY «[TpUMeHUMb»).

6. IHchopmaumoHHoe nose, B KOTOPOM 0TOOpaXaeTcsi BepCrsi MPorpaMMHOro obecnevyeHusi, Bepcus web-
nHTEepdeiica.

VP-12P 1 w-
m IP-renecodns  Cuctema  MoHWTOpPUHF
QoS HacTtporka MAC-aapecos NokaneHeld DNS CeTeBoi aKkpaH ®uneTp MAC MapwpyTusayna SNMP

O6Lpne HacTpolku |
Wma xocTa

CKOpOCTL W Aynneke Auto v

BHewHaa ceTs (LAN)
MpoTokon DHCP v
AnbrepHaTustblit Vendor |D (onuus 60)
MepBuyHbIA DNS
BTOpUYHBIA DNS
Pasmep MTU 1500

Hcnonb3oatb VLAN

HacTpoiika IPSec

BKNKO4HTE

© 000 "Tpednpusmue "3nmekc”, 2011 — 2018 - Bepcuna M0O: 1.3.0.239
®) Bepcus eeb-umepgelica: 1.3.20

OcCHoBHbIe arieMeHmbl web-koHghuzypamopa

3.1.2.3 lpumeHeHue KoHu2ypayuu

+ [pHMEHHTE
KHonka «pUMeHUTb» NMeeT BUA; . Mo HaXaTuo Ha KHOMKY «MPUMEHUTb» NPOUCXOANT

coxpaHeHue KoHdurypauum Bo flash-namsTb ycTpolicTBa 1 NpMMEHEHVe HOBbIX HACTPOEK. Bce HacTpoiiku
BCTyNaloT B CU/ly 6e3 nepesarpysku ycTporcTaa.

B web-nHTepdeiice peannsoBaHa BM3yasibHasi UHAMKALMS TEKYLLEro COCTOSIHMSA NpoLecca NpMMeHeHus
HacTpoek, KOTopasi NokasaHa B Tab/mLe HUXe.
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PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

Bu3syasnibHasi UHOUKayusi meKyuje2o cCoCmosiHUS MPoYecca npuUMeHeHUst HacCmMpPoek

BHewwHwMii BUg, OnucaHue coCcTosIHUA

Mocne HaxaTus Ha KHOMKY «MPUMEHNUTL» NPOUCXOANT NPOLLECC NPUMEHEHUS 1

3anmcu HacTPoeK B NamMsTb YCTpoiicTBa. O6 3TOM MHKDOPMUPYET 3HAUOK H B
Ha3BaHWV BKNAAKN U Ha KHOTKE «[IPUMEHUTb»

HacTpoMky ceTi <%

O6 yCneLwHoM COXpaHeHUN 1 MPUMEHEHWUN HACTPOEK MHADOPMUPYET 3HAYOK s
Ha3BaHUW BK1AKN.

HacTpoikn ceTy &

HACTHOMKM CETH @ Ecnu 3HaueHue napameTpa 6bl/10 yKa3aHo C OLLIMGKOIA, TO NOC/Ie HaXaTusi Ha
A THOMEK CETE
ALTHOWKMA CE KHOMKY «[IpUMEHNTb» NOSIBUTCSA COOTBETCTBYIOLLEE COOBLLIEHNE C YKA3aHNEM

NPUYMHBI, @ B HA3BaHNM BK/IAAKN 0TOBPA3UTCS 3HAYOK h=d.

3.1.2.4 OmmeHa usmeHeHul

. X OtmeHa n "
KHOrMkKa OTMeHbl U3SMEHEHU NMEEeT BUA! . Mpn HaxxaTuu Ha KHomky "OTMeHa

OTpeAaKTUPOBaHHbIE HA CTpaHWLE NapameTpbl 0GHOBASIIOTCS TEKYLMMUN 3HAYEHNUAMMU, 3anNMCaHHbIMU B NaMSATK
yCTpOWCTBa.

© OTMeHa U3MEeHEHMI NPON3BOAMTCS TOJIbKO 0 HAXATUSI HAa KHOMKY «[pUMeHnTb». Mocnie HaxaTusi Ha
KHOMKY «[MpUMeHNTb» BO3BpAT K NpeablayLUMM HacTpolikaM 6yAeT HEBO3MOXEH.
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PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

3.2 KoHgurypuposaHue (IP-tenedpoHbl cepumn VP)

[nsa nepexofa B pexmm KOHUIrypmpoBaHus YCTPOICTBa BblbepuTe 0AHY U3 Tpex BKNaaok «CeTby, «IP-
TeneoHua» v «Cuctema» B 3aBUCUMOCTM OT Lie/IM KOHCOUITYypPUpPOBaHUS:

* B MeHt0 «CeTb» BbINOHAETCA KOH(PUIyprpoBaHue CeTeBbIX HACTPOEK YCTPOICTBA.

+ B meH1o «IP-TenechoHusi» BbinonHsoTes HacTpoiikun VolP (Voice over IP): HacTpoiika npoTokona SIP,
KOHoUrypaums akkayHToB, yCTaHOBKa Kogekos, BO 1 nnaHa Hymepauuu.

* B MeHto «CrcTema» BbINOJTHAOTCA HACTPOVKN CUCTEMbI, BPEMEHU, OCTYNAa K YCTPOUCTBY MO Pa3/iMYHbIM
MPOTOKO1aM, MPOU3BOAUTCH CMeHa Naposs 1 06HOB/IEHME NMPOrpaMMHOro o6ecneyeHmns yCTporcTaa.

SNeMeHTbI MEHIO pexrma KOHPUIyprpOoBaHWS:

* MeHto «CeTb»
* MNogMeHo «IHTepHET»
* MogmeHto «802.1X»
+ MoameHto «QoS»
« HacTtpoiika «MAC-agpecoB»
* MoameHo «JlokanbHbIi DNS»
* MoameHto «CeTEBOI IKPaH»
* MogmeHto «dunsTp MAC»
* [MogmeHo «MapLupyTmnsaymsa»
* MeHio «IP-TenedoHus»
*+ MoameHo «<HacTponkn cetTn»
* MNoaMmeHto «SIP akkayHTbI»
* MoameHto «O6Lme HacTpoliku SIP»
+ MoameHto «QoS»
*+ MoameHto «TenethoHHas KHUra»
* MNoaMeHo «/IcTopms BbI3OBOB»
* MeHo «[Monb3oBaTeNbCKNin NHTEpPdEc»
* MNogMeHo «K nasuLin »
* [NogmeHto «Menogum»
* MeHto «Cucrema»
+ lNogmeHto «Bpema»
*+ MoameHto «JocTtyn»
* MogmeHo «KypHan»
* MNopgmeHto «lMNaposin»
*+ MoameHo «YnpaB/eHne KoHdurypaumnen»
* MogmeHto «O6HoBNEHME TO»
» [NogmeHio «[epe3arpyska»
+ MoameHo «ABTOKOHUIypupoBaHmue»
* MNogmeHto «NHTepdieinc ynpaBneHms»
* MNogmeHto «CepTudomkaTbl»
* MNogmeHto «[onosHUTENbHbIE HACTPONKM»
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3.2.1 MeHto «CeTb»

B MeHt0 «CeTb» BbINOSTHSAETCS KOH(PUTYPUPOBaHME CETEBLIX HACTPOEK YCTPOICTBA.

3.2.1.1 lNoomeHo «MMHMepHem»

B nogmeHto «IHTEepHET» BbINOMHAETCHA KOHMIYPUPOBaHUE NIOKa/IbHOM CETK NO
npotokonam PPPoE, DHCP u Static.

m IP-renecbonma  Cuctema  MoHWTOPMHr

QoS HacTpoiika MAC-anpecoB  JlokaneHeld DNS — CeTeBoil 3kpaH  ©unmsTp MAC — Mapwpytusauus  SNMP

Ob6Lwume HacTpoiikK

Mma xocTa
CKOpOCTE M QyNnekc Auto v
BHewHsas cetb (LAN)
MpoTokon DHCP v

AnsTepHaTHEHLIA Vendor 1D (onuyua 60)
MepenyHblil DNS
BTopW4HbIA DNS

Pasmep MTU 1500

Mcnonesoeate WLAN

HacTpoiika IPSec

BEMOYUTE

O6Lume HacCTpPOIiKn

* VIMs1 xocma — ceTeBOe VMs YCTPOCTBa.
+ Ckopocmb U Oyri/iekc — yCTaHOBKa CKOPOCTU nepefayn AaHHbIX U pexuma paboTbl Ayniekca Ha
Ethernet-nopty LAN ycTpolicTsa:
+ Auto — aBTOMaTnyeckoe cornacoBaHvie CKOpoCTU 1 Ayrn/ieKca,
100 Half — nopaepxnBaetcsa ckopocTb 100 M6UT/C € NonyaynIeKCHbIA PEXUMOM,;
100 Full — nopaepxmBaetcsa ckopocTb 100 M6UT/C ¢ AyNNEKCHBIM PEXMMOM,
+ 10 Half — nopnepxuBaetcs ckopoctb 10 MGUT/C ¢ nonyaynaeKCHbIM PEXUMOM;
+ 10 Full — nogaepxmBaetcsa ckopocTb 10 M6GUT/c ¢ AyNNEKCHLIM PEXMMOM.
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BHelwHsAsA ceTb (LAN)

lpomokosn — BbIGOP NPOTOKO/A, N0 KOTOPOMY ByAeT ocyLecTBNATLCA nogkitoveHne LAN-uHTepdelica
YCTPOICTBA K CeTV nepegayn AaHHbIX:

+ Static — pexxum paboTbl, Npu koTopom IP-aapec 1 Bce HeobxoamMble napameTpbl Ha LAN-
nHTepdence Ha3HaYarTCs CTaTMYeCKy;

+ DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w03 no
YMOJI4aHWUIO 1 Apyrie napameTpbl, Heobxoaumble Ans paboTtbl B ceTu, byayT nony4veHsl ot DHCP-
cepBepa aBTOMaTN4ecky;

* PPPOE — pexwum paboTbl, npu kKoTopom Ha LAN-nHTepdeiice nogHumaetca PPP-ceccus yepes
Ethernet;

* No IP — pexum paboThbl, Np1 KOTOPOM UHTEpdeiicy He HasHadvaeTcs IP-agpec.

lpomokon "Static"

Mpu BbIGOpe NpoTokona Tuna «Static» AnsS pefakTMpoBaHusi CTaHyT AOCTYMHbI CNeaytoLMe napaMeTpbl:

IP-aopec — yctaHoBKa IP-aapeca LAN-nHTepdheiica ycTpoiicTBa B CeTv nepefayn gaHHbIX;

Macka noocemu — macka BHeLUHel NoaceTy;

LLino3 no ymonyaHuro — afpec, Ha KOTOpbI OTNpaB/IsAeTcsa NakeT, eC/v A/19 Hero He HalfeH MapLupyT B
Tabnvue mappyTtnsaumu;

MepsuyHbIli DNS, BmopuyHbili DNS — agpeca cepBepoB AOMEHHbIX UMEH (MCNO/b3yoTCA AN
onpeaenenus IP-agpeca ycTpolicTBa No ero JOMEHHOMY UMeHK). [JaHHbIE MOt MOXHO OCTaBUTb
MyCTbIMW, €C/IN B HUX HET HEOOXOAMMOCTN.

Pasmep MTU — MakcumasibHbI pazmep 6510ka AaHHbIX, nepejaBaeMbix No CeTw.

lMpomokon "'DHCP"

Mpu BbIGOpe npoTokona Tuna «DHCP» Ans peAakTupoBaHusi CTaHyT AOCTYMHbI C/ieAytoLmMe napameTpbi:

« AnnbmepHamusHsbil Vendor ID (onyusi 60) — npu ycTaHOBNEHHOM doniare yCcTpoiicTeo nepenaét B DHCP-

coobLeHmnsix B onumm 60 (Vendor class ID) 3HaueHue n3 nons Vendor ID (onyusi 60). Ecnu conar
AnbmepHamusHbil Vendor ID (onyus 60) He ycTaHoBMeH — B onuummn 60 nepeaaeTcsi 3HaYeHue no
YMO/TYaHUI0, KOTOPOE UMEET crieyoLwmnin hopmar:

[ VENDOR :npowussoautens][ DEVICE :Tun ycTpoiicteal[ HW :annapatHas Bepcus] [ SN :cepuiiblii Homep
1l WAN :MAC-aapec nHtepdeiica WAN][ LAN :MAC-aapec nHtepdoeiica LAN][ VERSION :Bepcus
nporpaMMHoro o6ecneveHus)

Mpumep: [VENDOR:Eltex][DEVICE:VP-12P][HW:1.0][SN:VI23000118] [WAN:A8:F9:4B:03:2A:DO][LAN:
02:20:80:a8:f9:4b][VERSION:#1.1.0]

+ Vendor ID (onyusi 60) — 3HaueHune onuum 60 (Vendor class ID) nepegasaemoe B DHCP
coobLueHusIX. Mpu nyctom none onumsi 60 B coobLeHusx npotokona DHCP He nepepaétes.

MepsuyHbIli DNS, BmopuyHbili DNS — agpeca cepBepoB AOMEHHbIX UMEH (MCNO/b3yoTCa AN
onpeaenenus IP-agpeca ycTpolicTBa Nno ero JOMEHHOMY UMeHK). AApeca, 3afjaHHble BPYUHYLo, ByayT
UMeTb NpuopuTeT Hag agpecamm DNS-cepBepoB, nonyvyeHHbIMK o npoTtokosy DHCP.

Pasmep MTU — MakcumasibHbIi pazmep 6510ka AaHHbIX, nepegaBaeMbix No CeTu.

Cnuncok ncnonb3dyembix DHCP onumin Ha kaxkaom ceTeBoM MHTepdielice MOXHO 3aaBaTtb BPY4HYHO.
VHdhopmauumsi no HacTpolike cnucka B npunoxeHnn Hactporika DHCP-kAVeHToB B My/ITUCEPBUCHOM PEXMME.
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NMpomokon "PPPOE"

Mpu BbIGOpE NpoTokona Tuna «PPPOE» Ans pefakTpoBaHusi CTaHyT AOCTYMHbI CNeAytoLLMe napaMeTpbl:

Vimsi nonib3osamesiss — st NoNb3oBaTensa AN asTopmsaunn Ha PPP-cepBepe.

lMaposib — naponb Ans aBTopu3aumm.

MTU — MakcMmasibHbIi pasmep 610oKa faHHbIX, NnepegaBaeMbix Mo ceTh (PeKoMeHAYEMOe 3HaYeHne —
1492).

Service - Name — nmsi ycnyrn — 3HaueHue Tara Service-Name B coo6ueHnn PADI (none He 06s3aTesibHO
AN 3anonHeHns).

Bmopoti docmyn — tun poctyna (IPOE) Kk nokanbHbIM CETEBLIM pecypcam. MOXHO BblbpaTb 0auH 13
[BYX 2 BapuaHTOB:

+ DHCP — guHamunyeckuin goctyn, korga IP-agpec v Bce Heobxogmmble napaMeTpbl Noay4varTcs no
npotokosny DHCP;

+ Static — cTatmyeckuii — B aTOM cydyae HeobxoaMMble ANs AOCTyna napaMmeTpbl 3a4arTcs
BpyuHyto: IP-agpec, Macka noacetn, DNS-cepsep, LLUM03;

(@ Mpwu BbIGOPE O0AHOrO N3 cnocoboB HasHaveHus IP-agpeca Ha nHTepdeiice BTOPOro
[oCTyna nosABASKTCA AOMNOSHUTE/bHbIE NapaMeTpbl, COOTBETCTBYIOLLME BbIGPaHHOMY
NPOTOKO/Y.

Wcrnonb3osamb smopoli docmynn 0715 VoIP — onuna gocTtynHa, ecnu ans cepsuca IP-tenedoHnn He
HaCTPOEH BblAeNeHHbIi MHTepdelic (yctaHoBNeH donar «/crosb3osams Hacmpoliku Internet »). Mpu
cHaToM chbnare (No ymonyaHuto) cepsuc IP-TenedoHnn ncnonb3yeT Ansa ceoeii paboTbl nHTepgelic PPP,
npu ycTaHOB/IEHHOM — MHTepdielic BToporo aocTyna (IPoE).

AnbmepHamusHbil Vendor ID (onyusi 60) — npu ycTaHOB/IEHHOM (hfiare YCTPOICTBO nepeaaéT

B DHCP-coo6weHusx B onuummn 60 (Vendor class ID) 3HaueHune u3 nonsi Vendor ID (onyusi 60). Ecnn
conar AsibmepHamusHbili Vendor ID (onyusi 60) He ycTaHoBNEH — B onumn 60 nepefaeTcsi 3HaYeHne
No YMONYaHWIo, KOTOPoe MMeET crneayoLwmii opmar:

[ VENDOR :npoussoautens][ DEVICE :tun yctpoiicteal][ HW :annapatHas sepcusi] [ SN :cepuiiHbiii Homep
Il WAN :MAC-agpec untepceiica WAN][ LAN :MAC-agpec nHtepdeiica LAN][ VERSION :Bepcus
nporpaMMHoro oéecneyeHusi)

Mpumep: [VENDOR:Eltex][DEVICE:VP-12P][HW:1.0][SN:VI23000118] [WAN:A8:F9:4B:03:2A:DO][LAN:
02:20:80:a8:f9:4b][VERSION:#1.1.0]

+ Vendor ID (onyusi 60) — 3HaueHne onuumn 60 (Vendor class ID) nepegasaemoe B DHCP
coobLueHusIX. Mpu nyctom none onumsi 60 B coobLieHusx npotokona DHCP He nepepaétes.

lNMpomokon "No IP"

Mpw BbIGOPE AAaHHOro pexrnma paboTbl CETEBOMY NMHTEpdielicy He HasHavaeTcs IP-agpec. JaHHbIin pexum
paboTbl NpeAHasHaveH ansa cay4vaes, korga IP-tenedoHns pabotaet B BbigeneHHom VLAN.

© BbibupaTtb gaHHbI pexnm crefyeT ¢ 0co60iM OCTOPOXHOCTLIO. Mepes BbIGOPOM AaHHOTO pexuma

pekomeHayeTtcsa y6eamTbesi B ToM, uto VolP VLAN aktuBupoBaH (MoaMeHo «HacTpoikin ceTtn») u
paspeLleH JOCTyn AJ1s ynpas/ieHusi Yepes COOTBETCTBYOLWMIA nHTepdelic ([oameHio «ocTyn»).
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© Mpu ncnonb3zoaHun pexxuma No IP 1 nonyyeHmem ceteBbix nonutuk no LLDP MED pekomeHayeTtcs
BK/IIOUUTL UHTepdhelic ynpaBneHus (CM. pasaen MoaveHto «/HTepdeiic ynpasnexns») u paspewnTb
focTyn yepes Hero (cM. pasgen MoaveHo «JocTyn»).

Ncnonb3oBatb VLAN

VLAN — BupTyasibHas nokasibHas ceTb. MpeacraBnset coboit rpynny XocToB, 06beANHEHHBIX B OAHY CETb,
He3aBMCUMO OT UX (PU3NYECKOro MECTOHaXOXAEHUS. YCTPONCTBA, CrpynnMpoBaHHbIe B O4HY BUPTYa/lbHYHO
cetb VLAN, nmetoT oguHakoBbli naeHtudmkatop VLAN-ID.

* Ucrnosb3zosams VLAN — npv ycTaHOBNEHHOM (oniare UCnonb30Bathb AJ/19 BbIX04a B CETb MAEHTUMKATOP
VLAN, nponucaHHsbIii B nosne «VLAN ID».
* VLAN ID — vpeHtudmkatop VLAN, ncnonb3yemsblil 418 AaHHOTO CETEBOIO MHTepdeiica.
+ 802.1P — npusHak 802.1P (gpyroe Ha3BaHune CoS — Class of Service), yctaHaBnMBaemblit Ha
ncxopsiwme ¢ gaHHoro nHtepdeiica IP-naketbl. MpuHMMaeT 3HauyeHns oT 0 (HU3LLWIA NpuopuUTET)
[0 7 (HavBbICLUNIA NPUOPUTET).

HacTpolika IPSec
B naHHOM pasgene ocyLlecTBASETCA HacTpoiika WwindgpoBaHns no texHonorum IPSec (IP Security).

IPSec — aTo HabGop NPOTOKO/IOB ANA 06ecneveHns 3awWnTbl AaHHbIX, NepefaBaeMbiX M0 MeXCeTeBOMY
npotokony IP, no3Bonstowmii ocyLLecTBNSTL NOATBEPXKAEHMNE NOATMHHOCTY (ayTeHTUMKALMIO), TPOBEPKY
LenocTHoCTN n/unu wudgposaHne IP-nakeToBs. IPSec Takke BKNHOYaET B ce6A NPOTOKONbI 415 3aLULLEHHOTO
obmeHa k/yamun B ceTu VIHTepHeT.

B Tekywiei Bepcumn nporpaMmMHOro obecneveHuns nocpefcTsom IPSec MOXHO OCyLeCTBAATL TONbKO AOCTYN K
nHTepdeiicam ynpaenenus yctpoiicteom (Web, Telnet).
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HacTpoiika IPSec
Brneo4HTE &
L1HT.=pr:‘ePr themet L
Nokanetwn IP-agpec
Adpec NOKANBHOW NOACETH
Macka nokansHoW NOACETH
Anpec yAaneHHol NoaceTH
Macka 'u'll"-ll'c-!H.’!l-I NOACETH
YAANEHHBIA W03
Pesam NAT-T Off v
ATPECCHEHBIN PERIM
Tun waeHTHHKaTOpa address v
AneHmuguEaTOp
@asa 1

3apanes 3agaHHbIA Koy

ANTOPHTM Ay TEHTHWPUEALIMKH s v
ANTOPHTI LWNIDPOBAHKA des v
Mpynna Quohdu-Xennmana 1 v

Bpewma #m3nm gpasel 1, © B&400

®aza 2

ANTOpHTM aYTEHTHDMKALMH hmac_md: l
ANTOpUTIA WWTDPOBAHKA des v
Ipynna Qudipu-Xennmana 1 v

BpeMAa ®uManW faswl 2, ¢

* Bk/1to4umb — paspeLwnTb Ucnosib3oBaHne npoTtokona IPSec ans wndposaHmsa gaHHbIX;

* MIHmepcpelic — HaCTpOIika MMeeT Cuny TobKo Npu Bbibope ans MHTepHeTa npotokona PPPoE n
onpeensiet, 4N focTyna no Kakomy nHtepdoeiicy ncnons3osatb IPSec: Ethernet (MHTepdeiic
BTOpOro goctyna) unu PPP (uHTepdbelic nepsoro goctyna). Mpw BbiGope
npoTtokonos DHCP unu Static B ycnyre akTuBeH Tosbko oanH uHTepdeiic (Ethernet), no kotopomy
BO3MOXEH A0CTYyN To/bKO nocpeactsoM IPSec;

* JlokasibHbIl IP-adpec — agpec ycTpolicTBa a/1a paboTbl no npotokony IPSec;

*+ Adpec /10kasibHOU nodcemu COBMECTHO ¢ Mackol /1okasibHOU nodcemu onpenenstoT /I0Kas1bHYH
NoAceTb A1 CO30aHUsA TONOOMMIA CETb-CETb U CETb-TOUKA;

+ Adpec yoasieHHol noocemu COBMeCTHO ¢ Mackol ydasieHHOU noocemu onpeaensitoT agpec
yAa/IeHHOI NOACeTU A/1A CBA3W C UCNOo/b30BaHeM WndpoBaHus no npotokony IPSec. Ecnu
Macka Mmeet 3HaudeHne 255.255.255.255, cBA3b OCYLLECTB/ISAETCA C eAMHCTBEHHbLIM XOCTOM.
Macka, oTmyHas ot 255.255.255.255, no3BoNSET 3a4aTb Lenylo nogceTb. Takmm o6pasom,
hyHKUMOHa/IbHbIE BO3MOXHOCTW YCTPOMNCTBA NO3BONSAIOT OpraHM3oBaThb 4 TONO0rMM CETU C
NCNosib30BaHNEM LWMGPOBaHUA Tpadiuka no NpoTokony IPSec: Touka-Touka, CETb-TOYKA, TOUKa-
CeTb, CETb-CETh;
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*+ YOasieHHbIU W/1H03 — W3, Yepes KOTOPbIN OCYLLEeCTBASETCA AOCTYN K yAaIEeHHON NoaceTy;

« Pexxum NAT-T — Bbl6op pexxumMa NAT-T. NAT-T (NAT Traversal) unkancynupyet Tpaduk IPSec un
ogHoBpeMeHHo co3aaeT nakeTbl UDP, koTopble ycTpoiicTBo NAT KOppeKTHO nepeckinaet. Ans
atoro NAT-T nomewaeT gononHUTeNbHbIN 3aronosok UDP nepen naketom IPSec, 4To6bl OH BO
BCell ceTn obpabatbiBancsa kak 006bluHbIv nakeT UDP, 1 XoCT nonyyatens He NpOBOAMNIT HUKaKMX
NPOBEPOK LeNoCTHOCTW. Mocne NocTynsieHna nakera K MecTy HasHadyeHus 3arosiosok UDP
yAansetcs, U NakeT AaHHbIX NPOA0/KaET CBOV AasibHEMLLNIA NyTb KaK MHKaNCy/IMpPOBaHHbIV nakeTt
IPSec. C nomoubto TexHUKN NAT-T BO3MOXHO YCTaHOB/IEHNE CBA3M MeXAy KnneHTamu IPSec B
3aLUNLLEHHBIX CEeTAX U 06LeAoCTYNHbIMY XocTaMu IPSec yepes mexceTeBble aKpaHbl. PeXxnmbl
pa6oTbl NAT-T:

+ On — pexnm NAT-T akTUBMpPYETCS TOMLKO Npu 06HapyxxeHnn NAT Ha nyTn K XOCTy
HasHayeHus,

+ Force — B nto6om cniyvae ncnosnb3osate NAT-T;

+ Off — He ucnonb3oBaTb NAT-T Npu yCTaHOB/IEHUN COEQUHEHNS.

LocTynHbl cneaytowime HacTpoiku NAT-T:

* UDP -nopm NAT - T — UDP-nopT nakeToB, B KOTOPblE OCYLLECTB/IAETCA UHKANCYNAUnNA
coobueHuii IPSec. Mo ymonuanuio 4500.

* MlHmepsan omnpasku nakemos NAT - T keepalive, cek — nHTepBasn OTNpaBku
nepuoanyecknx coobLLeHui Ana NogaepKaHns akTuBHOro coctosiHmua UDP-
coeaMHEeHNst Ha YCTPOINCTBe, BbiNoHAWLWeEro yHkuum NAT.

« AzpeccusHbIl pexxum — pexum paboTbl Ha case 1, korga 06mMeH Bceil He06X0AMMOl
NHGopMaLmen ocyLLEecTBASETCA TpEMS HeLWMPOBaHHbIMU NakeTamu. B
CTaHAapTHOM pexume (main mode) 06MeH OCYLLECTBASIETCS LLECTbHO
HelndpoBaHHbIMY NakeTamu.

« Tun udeHmuchukamopa — Tnn naeHTudrkaTopa ycrporictea: address, fqdn, keyed, user_fqdn, asn1dn;
* VldeHmuchukamop — naeHTUmKaTop yCTPONCTBa, NCMOob3yeMblii oSt naeHTudmKaumm Ha case 1
(3anonHATb Npu HeobxoaUMocTK). dopMaT UaeHTUGMKaTOpPa 3aBUCUT OT TUNa.

Pa3za 1

Ha nepBom aTane (pase) ABa y3na «4oroBapuBaroTcs» 0 MeTofie MAEHTUMKALMW, aNTopUTMe LIMDPOBaHNS,
xalw anroputme u rpynne Diffie Hellman. OHu Takke naeHTudnumpytoT apyr apyra. Ans gassl 1 umetotcs
cnepyoLe HacTPOKN:

+ 3apaHee 3adaHHbIl K/1t04 — CEKPETHBIN K04, UCNO/b3yeMblii B aroputMe ayTeHTudmnkaummn Ha dase 1.
MpencTtaBnsieT coboi CTPoKy OT 8 A0 63 CMMBO/OB;

« Anzopumm aymeHmuchukayuu — BbIGOP OQHOIO 13 CNnCcKa amropuTMoB ayTeHTudmkaumm: MDS5, SHAT;

« Az20pumm wiughposaHusi — BbIGOP OAHOMO U3 cnucka anroputMoB wndgposaHus: DES, 3DES, Blowfish;

« pynna Jughgpu-XennmaHa — Bbibop rpynnbl Diffie-Hellman;

* Bpewmsi Xu3Hu ¢hasbl 1, cek — BpeMs, No UCTeYEHUN KOTOPOro y3/1aM Heobxoanmo
nepenaeHTUUUMPOBaTL APYr Apyra v CpaBHUTL NonuTuKy (Apyroe HasBaHue IKE SA lifetime). Mo
ymMonyaHuio 24 yaca (86400 cekyHa).

Pa3za 2

Ha BTOpOM aTane reHepupyoTCsi JaHHbIE K/THOUeid, y3/bl «40roBapnBatoTCs» 06 NCMO/b3yeMOoit NoNnuTrke. IToT
PEXUM, TaKKe HasbiBaeMblii GbICTPLIM pexrmom (quick mode), oTnyaeTcs oT NepBoit pasbl TEM, YTO MOXKET
YCTaHOBUTLCS TOMLKO NOC/Ie NEPBOro aTana, KorAa BCe NakeTbl BTOPOI goasbl LMGpYOTCS.

+ Anzopumm aymeHmucpukayuu — BbI6Gop 04HOr0 U3 cnmncka anroputMos ayteHTudnkauumn: HMAC - MDS5,
HMAC-SHAT, DES, 3DES;
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« Az20pumm wiughposaHusi — BbIGOP OAHOMO U3 cnucka anroputMoB wndgpoBaHus: DES, 3DES, Blowfish;

« pynna Juchgpu-XennmaHa — Bbibop rpynnbl Diffie-Hellman;

* Bpewmsi Xu3HU hasbl 2, cek — BpeMsi, Yepes KOTOPOe NPOUCXOAUT CMeHa Koda LWngIpoBaHUsA AaHHbIX
(apyroe HasBaHue IPSec SA lifetime). Mo ymonyaHuio 60 MuHYT (3600 cekyHA).

@ [ BCTYNNeHMs1 B CUy HOBOM KOHCOMIypaLmmn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3aBUCUMYHO NaMsThb
HaXKMUTE KHOMKY «[IpuMeHUMb». JNsi OTMEHbI UBMEHEHUIA HXXMUTE KHOMNKY «OmmeHan.

3.2.1.2 TloomeHro «802.1X»

B nogmeHto «802.1X» ocyLLeCcTBNAETCA HACTpOlika napamMeTpoB ayTeHTudpmkauumn no cneymdunkaumm 802.1X.

m |P-TenecpoHHA CucTema MOHWTOPHHT

WHTeprer QoS Hactpoiika MAC-agpecoe  [lokanedeni DNS  Cetesoi 3kpad Qunstp MAC Mapwpymvzauma  SNMP

802.1X

Brnioumute ¥
WA nonbzosarens
Mapons
Auth Taimayt | 30
Held Tafmayt | 60

MaKcHMmansHoe KONUMUECTBC NONsMox. | 3

<

* Bk/iouumse — ycTaHoBUTE (pnar, 4ToObl BK/OUUTL ayTeHTUMKaumo no cneuudinkauum 802.1X.
* WIMs1 nosib308ame/isi — UMS NOJb30BaTeNS, UCMONb3yeMOe Npy ayTeHTUmKaumm.

* Maposib — Naposib, UICNOMb3YEMbI NPU ayTeHTUNKALUN.

+ Auth mativaym — Bpemsl OXugaHusa oTBeTa OT ayTeHTUpmkaropa Ha 3anpoc ayTeHTumkaumm.
+ Held malimaym — vHTepBas1 BpEMEHN MeXAyY NOMbITKaMU ayTeHTUNKaLUN.

* MakcnmasibHoe KOM4ecTBO NOMbITOK — MakCMaslbHOE KOSIMYECTBO MOMNbITOK OTMNPaBKK COO6LU,€HVII7I
EAPOL-Start.
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3.2.1.3 TlNoomeHto «QoS»

B nogmeHto «QoS» ocyLeCcTBASETCSA HACTPOKa NPUopmuTETOB 06pPaboTKN Tpadimka 1 Tuna ovepeaen.

m IP-renecroHma  Cuctema  MOHWTOPMHI

WHTEpHET m HacTpoika MAC-anpecos  JlokanbHeld DNS — CeTegoil akpaH — ©uneTp MAC  MapwpyTu3auus  SNMP

HacTpoiika QoS

KOHTpONk NoToka
BbiGOp NPHOPHTETOR DSCP v

Tun oyepenn Strict v

* KoHmMposib Nomoka — BK/Ilo4YeHMe/BbIK/TI0YEHEe MeXaHU3Ma ynpasneHns NOTOKOM nepesadn AaHHbIX Mo
npotokony TCP;
* Bbi60p npuopumemos — BbI6Op cnocoba npuoputusauumn Tpadmka:
* DSCP — mexaHun3M knaccudukaumm, ynpasneHns TpadpykoMm 1 obecneveHnst kayectsa
06CNyXnBaHUA NOCPeLCTBOM NPUOPUTETOB;
+ 802.1p — npusHak (apyroe HasBaHue CoS — Class of Service), ycTaHaBMBaeMblii Ha ucxogsilme ¢
AaHHoro uHTepdeiica IP-nakeTbl. MpuHMMaeT 3HadeHus ot O (H13LwuiA npuopuTeT) Ao 7
(HamBbICLIMIA NprOpUTET).

(® [pu BKIOYEHHOM KOHTPO/IE MOTOKA HACTPOIKN NPUOPUTETOB HELOCTYMHbI.

« Tun o4yepedu — BbIGOP AUCYUN/IUHBLI 0BC/TYXUBaHUU odepedel:
« Strict — gucumnaHa o6CnyXnBaHUSA odyepeaein, Npu KoTopon Tpadiuk ¢ 601ee HU3KUM
npuopuTETOM NepeaaeTcs, TONIbKO KOrfa yxe nepegaHa ovepepb ¢ 60s1ee BbICOKMM NPUOPUTETOM,;
+ WRQ — ancumnnuHa o6CcnyxmBaHus odyepeeit, Npn KOTopoi A0CTyNHasi nosioca NponyckaHus
[ennTca Mexay odyepenamm nponopunuoHasibHO NPUOPUTETY.
+ Mpuopumem 0..5 — onpegensieTcs Bec npuopuTteta B AgnanasoHe ot 1 o 127, uem
BblLLE BEC, TEM MPUOPUTETHEE TpadiuK.

@ [ns BCTYN/IEHUsSI B CUY HOBOI KOHQIUIypaLmMmn 1 3aHECEHUSI HACTPOEK B 3HEProHe3aBNCKMYH0 NamsITb
HaXXMUTE KHOMNKY «[TpuMeHUMb». NS OTMEHbl U3MEHEHWI HAXXMUTE KHOMNKY «OmmMeHan.

3.2.1.4 Hacmpolika «MAC-adpecos»

B nogmeHto «<HacTtpoiika MAC-agpecos» MOXHO nsmeHnts MAC-agpec LAN-uHTepdoeiica ycTpoincTsa.
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m IP-tenecoHma CuctemMa  MOHMTOPMHK

MHTEpHET QoS HacTpoiika MAC-aapecos  REIGLELETNE ERlNE] CeTeBoW 3KpaH duneTp MAC MaplpyTusauma SNMP

HacTpoiika MAC-agpeca LAN

MepeonpeaeniTs MAC

MAC v

* lMepeonpedesnumb MAC — npu yCcTaHOB/IEHHOM chnare Ha uHtepdeice NHTepHeT ncnonblyetca MAC-
agapec us nonsa MAC.
* MAC — MAC-aapec, KoTopblii 6yaeT Ha3HavyeH ceTeBoMy MHTepdeiicy yCcTpoicTBa.

[nsa nepeonpegenenns MAC Ha nHtepgoeiice «IP-Tenedonnsi» nnun «VLAN ynpaBneHusi» BOCNO/b3ynTecb
pasgenamu «HacTtpoiika MAC-agpeca Ha nHTepdeiice "IP-menecghoHusi"» nnn «Hactpoiika MAC-agpeca Ha
nHtepdoeiice "VLAN ynpasneHust"».

@ [15 BCTYNNEeHMs B CUy HOBOM KOHCOMIypaummn U 3aHECEHUSI HACTPOEK B SHEPTOHE3aBUCUMYHO NaMsiThb
HaXKMUTE KHOMKY «[IpuMeHUMb». NS OTMEHbI UBMEHEHUIA HXXMUTE KHOMNKY «OmMeHan.

3.2.1.5 TlNoomeHro «/TokasibHbIlG DNS»

B nogmeHto «JlokanbHbIi DNS» nponssoantcs KoHprrypmposaHme nokanbHoro DNS-cepsepa yctpoiictea
nytem fob6asnexHus B 6a3y nap IP-agpec — JOMEHHOe UMS.

JNokanbHbiii DNS no3sonseT w3y nonyuntsb IP-agpec B3aMMOAencTByoLLEero yCTpocTea no ero 4OMeHHOMY
nmeHn. B cnyyae otcytcTBua cepsepa DNS B cermeHTe ceTun, KOTOPOMY NMPUHAA/IEXMUT LLJIHO3, HO MPpK
Heob6xo04MMOCTM MapLupyTmusaLmm no ceTeBbiM MMeHaM NMbo UCMOMb30BaHKs B kadecTBe agpeca SIP-cepeepa
ero ceTeBoro MMeHu, MOXHO MUCNosb30BaTh «J/1okasibHbIi DNS». MNpy 3TOM HE06X0AMMO 3HaTb YCTaHOB/IEHHbIE
COOTBETCTBMS MEXAY MMEeHaM y3/10B (fomeHamu) 1 ux IP-agpecamu.

m IP-tenechorina Cuctema  MOHMTOPMHr

HMHTEpHET QoS HacTpoika MAC-agpecos NokaneHelit DNS CeTeBOn 3KpaH dunstp MAC MapwpyTruzauma SNMP

MmeHa yanos

LOoMeHHOR UMA IP-agpec

test.ru 192.1668.12.12
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[nsi no6aBneHns agpeca B CNMCOK HEOBXOANMO HaXaTb KHOMKY «Jo6asumb» N B OkHe «Co3damsb
coomsemcmaue» 1 3anofHUTb CneaytoLue nons:

CosgaTb cooTBETCTBHE

HNomeHHoe ma local

IP-agnpec 127.0.01

+ [lomeHHoe umsi — Vs y3na;
+ IP-adpec — IP-agpec y3na.

© HaxmuTe KHOMKy «MpUMeHUTb» ANa co3aaHust cootTeeTcTBus IP-aapec — gomeHHoe nmMs. s OTMEeHb!
N3MEHeHN i HaXXMUTE KHoMKy «OTMeHa». [11a yaaneHus 3anucy n3 cnmucka Heo6xoAanmMo YCTaHOBUTb
chnar HaNPOTUB COOTBETCTBYOLLEN 3anNNCK N HaXXaTb HA KHOMKY «YAa/IUTb».

3.2.1.6 TNodmeHro «CemeBoll sKpaH»

B noameHto «Cemesol skpaH» yCTaHaBNMBAKOTCA Npasuia NPoXoXAeHNs BXOASALLEro, UCXOAALLEro u
TPaH3UTHOrO Tpadinka. MimeeTcs BO3MOXHOCTb OrpaHn4MBaThb NPOXOXAeHNe Tpadnka pasHoro Tuna
(BxoAsAWMIA, UcxoasaLWMIA) B 3aBMCUMOCTI OT NPOTOKONa, IP-aapecoB NCToUYHMKA U HasHaveHus, TCP/UDP-
NOPTOB UCTOYHMKA U Ha3HaueHus (ans cooblueHnii npotokonos TCP unu UDP), Tuna coobuenns ICMP (ans
coobLeHunii npotokona ICMP).

m IP-tenecpoHma  Cuctema  MOHMTOPMHr

WHTepHeT QoS  HacTpoiika MAC-agpecos  JlokanbHeld DNS ©unETp MAC  MaplpyTusayus  SNMP

Mpasuna ansa sxogsallero Tpaduka

Wmsa MpoTokon Agpec oTNpaBuTenA MopTel oTNpaBWTenA MopTel NonyyaTens OelcTENe

Mpasuna gonsa uexogsaulero Tpaduka

HUma MpoTokon MopTel oTNPaBUTENA Appec nony4atens MopTel nony4yaTens OeicTene

[nsi no6aBNeHNs HOBOTO NpaBKIa HAXXMUTE KHOMKY «/Jo06asumb» 1 B OTKPbIBLLEMCS OKHe «Co3/aTh HOBOE
npasuio» 3anofiH1Te creayoLye nons:
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CosnaTtb HoBOE npasuno

MR
Tun Tpathuka Bxoaawmin v
MpoTokon TCP v
Adpec oTNpaeqTenA
MopTel OTNpaBUTENR 0
MopTel Nony4aTens 0

DeficTene MponycTUTE v

* VIMsi — Ha3BaHuWe npaBwua.
+ Tun mpaghbuka — BbIGOP TNa Tpadmka, Ha KOTOPbI pacnpocTpaHseTcs AeliCTBME AaHHOTO NpasBua:
*+ Bxodswjuii — Bxofswmii Ha ycTpoiicTBo Tpadmk (nonyyarenem siBNSIETCA HENOCPEACTBEHHO OANH
3 ceTeBbIX MHTEP(ECOB YCTPOCTBA);
* Vcxoosiwuli — nexofawmii ¢ yctpoiictea Tpadmk (Tpadhvik, reHeprpyeMblil 10KasibHO YCTPOCTBOM
C OAHOTO U3 CETEBbIX MHTEP(IENCOB).

« Adpec omnpasumesisi — 3afaeT HavyasbHbIl IP-agpec otnpasutens. Yepes cumson "/"
MOXHO YKa3aTb Macky MoACeTV B dopMaTax XXX.XXX.XXX.XXX WU XX, Hanpumep,
192.168.16.0/24 nnn 192.168.16.0/255.255.255.0, 4To6bI BbIAENUTL CPa3y LeNbll
AnanasoH aapecos (3anvchk Mackv B Buae /24 cooTBETCTBYET 3anucu /
255.255.255.0). MapameTp AOCTYyneH B cnydyasx korga napameTp "Tun Tpadguka”
NMeEeT 3HauYeHne "Bxoosuwud".

« Aodpec nosnyyamessi — 3agaeT IP-aapec nonyyarens. Yepes cumBos /" MOXHO
yKasaTb Macky noAceTu B oopMaTax XXX.XXX.XXX.XXX WU XX, Hanpmumep,
192.168.18.0/24 nnn 192.168.18.0/255.255.255.0, 4ToObI BbIAENUTL CPa3y LeNbll
AmanasoH agpecos. MNapameTp AOCTYMNeH B cay4yasix korga napameTp "Tun Tpadmka”
NMeEeT 3HaueHne "Mexoosauwud".

+ [lpomoko/s1 — NPOTOKO/ NaKeTa, Ha KOTOPbI/i pacnpocTpaHsieTcs AelCTBME AaHHOMO NpaBuna:
+ TCP;
+ UDP;
+ TCP/UDP;
* ICMP;
* No6oiA.
« [elicmsue — peiicTBMe, coBepluaemoe Haf naketamu (0T6poCuTb/MPonycTUTb).

Mpwu BbIGOpe npoTokonos TCP, UDP, TCP/UDP gnsa pegaktupoBaHus 6yayT AOCTYNHbI HACTPONKM:

« [Mopmbl omnpasumesisi — CNMCOK NOPTOB OTNPABMUTESIS, MAKETbl KOTOPOro GyayT nonaaaTtk Nof AaHHoe
npasuso (AonyckaeTcs ykasbiBaTb IM60 OAMHOUYHbI NOPT, 60 Yepes “-“ AnanasoH NopToB).

« [MopmsI noslyyamesisi — CMMCOK NOPTOB MNoJlyyaTess, NakeTbl KOTOPOro GyayT nonaaaTtk Nof AaHHOe
npasuso (gonyckaeTcs ykasblBaTb IM60 OAMHOUHbI NOPT, 60 Yepes “-“ AnanasoH NopToB).

Mpu BbIGOpe npoTokona ICMP ans pegakTMpoBaHust 6yayT AOCTYMHbI HACTPOMKU:

« Tun coobLeHus — MOXHO co3/laTb NPaBW/IO TONILKO AN onpedeneHHoro Tuna ICMP-coobueHns nméo
ANsi BCEX.
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@ HaxmunTe KHOMKy «MprUMeHUTb» ANa Ao6aBNeHNst HOBOTO Npaswa. 15 OTMeHbl U3MEHEHWIT HaXMUTe
KHOMKY «OTMeHa». 1N yaaneHus 3anucu 13 cnmcka Heo6xoanmMo YCTaHOBUTL doar HanpoTuB
COOTBETCTBYHOLLEW 3aMUCK N HAXaTb Ha KHOMKY «YAaINTb.

3.2.1.7 TlMoomeHr «Punbmp MAC»

B nogmeHto «dunnstp MAC» BbINONHAKOTCA HACTPOiKa duneTpauumn goctyna no MAC-aapecy xocTa.

m IP-renecpoina Cucrema  MoHWTOPWHI

WMHTepHeT QoS  HacTpoika MAC-agpecos  JlokanbHeld DNS — CeTeBoit akpaH  [ROCHS LYol  NMapwpyTuzayua — SNMP

JocTyn K ycTpoicTey

PEXMM DUnsTpa BhIKNHMEHO v

Pexnm dunetpa — onpeaensiet oAnH 13 Tpex anroputMos paboTbl husbTpa B 3aBucMMocTn ot MAC-
agpeca KnneHra:

* Omkmoyums — chunetpaums no MAC-agpecam OTK/Il04eHa — BCEM XOCTam paspeLleHo
NOAK/IYATLCA K YCTPOMCTBY;

* YEpHbIl crucok — B AaHHOM pexnme paboTbl hunbrpa xoctam, MAC-agpeca KOTOpbIX yKa3aHbl B
«Cnucke MAC-aapecoB», 3anpeLieHo NnogxKnyaTbes K ycTpoicTey. Xoctam, MAC-agpeca KOTopbIX
He yKa3aHbl B Cr1cKe, NOAK/I0YEHNE pa3peLLeHo;

« Benbili cnucok — B AaHHOM pexume paboTbl ounbtpa xoctam, MAC-agpeca KOTOopbIX YKasaHbl B
«Cnucke MAC-aapecoB», paspeLleHo nogknvarbes K ycTpoiictsy. Xoctam, MAC-agpeca KOTopbIX
B CMMCKE He yKa3aHbl, MOAKNIYEeHNe 3anpeLLeHo.

Cnuncok MAC-agpecoB

B cnncok MoxHo BHecTu o Tpuauat MAC-agpecoB XOCTOB, AOCTYN KOTOPbIM K YCTPONCTBY peryivpyeTcs
HACTPOIiKON pexuma hunsTpa.

Cnucok paspewénHbix MAC-agpecos

MAC-agpec
A8 F9:4B:00:11:22

05:00:27:A3:3E:83

[nsi [o6GaBNeHNss HOBOTO XOCTa B CMCOK HaXKMUTE KHOMKY «/Jo6asumb» 1 BBeauTe ero MAC-agpec.
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HobBasute MAC-agpec

MAC-agpec ad

@ HaxmuTe KHOMKy «[puMeHnTb» Ans aobaBneHust HoBoro MAC-agpeca. N5t OTMeHbl U3MEHEHWIA
HaXXKMUTE KHOMKY «OTMeHa». [1N1s yaanieHusi 3anmcy 13 cnicka Heo6xo4Mmo YCTaHoBUTL donar
HaNpPOTMB COOTBETCTBYIOLLIEN 3aMNCK 1 HaXKaTb Ha KHOMKY «YAanuTb».
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3.2.1.8 [lloomeHo «<Mapwpymu3sayusi»

B nogMeHto «<MapLupyTusauusi» HacTpanBarTCsi CTaTuyeckne MapLpyThl YCTPOCTBA.

m IP-renechonmna  Cuctema  MOHWMTOPMHI

WMHTEpHET QoS HacTpoitka MAC-agpecos NokansHein DNS CeTeBON 3KpaH OuneTp MAC MapLupy TH3ayua SNMP
MapLpyTrsauns
Wms Afpec HazHaYeHHs Macka nogcetu Linos
route 192.168.23.0 255.255.265.0 192.166.0.254

Ons no6aBneHnsi HOBOrO MapLLIpyTa HAXXMUTE Ha KHOMKY «06aB/UTb» 1 3ano/IHUTE CreaytoLime noss:

[obasnTb mapwpyT
KMima
A,qpec HaiHa4eHWA
Macka nogcetun

ko3

+ [IpPUMEHNTE ® OTMeHa

* ViMa — Ha3BaHWe mMapLupyTa, UCnosib3yeTca A y,qO6CTBa BOCNPUATUA YenoBeKOM. [1o/1e MOXHO

OCTaBUTb NYCTbIM,

+ Adpec HasHa4eHusi — IP-aipec XxocTa Uamn NofceTy HazHauyeHus, 0 KOTOPbIX He06X0AMMO YCTaHOBUTL

MapLLpyT;

* Macka noocemu — macka nogcetu. [1ns xocta Macka NoAceTy ycTaHaBNMBaeTCs B 3Ha4YeHne
255.255.255.255, anga nogcety — B 3aBUCUMOCTU OT €€ pasmepa;

* LWmo3 — IP-agpec W3a, Yepes KOTOPbI OCYLLECTBASETCA BbIXOA HA «AOpec HasHadeHUsI».

@ HaxmuTe KHOMKy «MpMMeHUTb» ANa A06aBeHNss HOBOTO MapLipyTa. 15 OTMEHbI MU3MEHEHMWIA HAXXMUTE

KHOMKY «OTMeHa». 1N yaaneHus 3anmucu n3 cnmcka Heo6xoanmMo YCTaHOBUTL doar HanpoTuB
COOTBETCTBYHOLLEW 3aMUCK N HAXaTb Ha KHOMKY «YAaINTb.
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3.2.2 MeHio «IP-tenecoHuns»

B meHto «IP-TenedhoHus» BbinonHatoTcs HacTpoliku VolP (Voice over IP): HacTpolika npoTokona SIP,
KOHGoUrypaumst akkayHToB, yCTaHOBKa Kogekos, IBO 1 nnaHa Hymepauuu.

3.2.2.1 ModmeHo «Hacmpoliku cemu»

B nogmMeHto «HacTpoiky cetu» nMmeeTcs BO3MOXHOCTb 3a,aTb COOCTBEHHbIE CeTEBblE HACTPONKM ANs
ycnyru VolP.

Cete QLGECHEWLLUEN Cuctema  MOHWUTOPMHN
SIP AKKaYHTbI C@LLI,HB HElCTpCHHH SIP QoS _eJ'IE{1]CIHHaF KHHra METGpI-1ﬂ Bbl30BOB

CeTeBble HacTpoikn IP-TenedoHun

Mcnone3oeatk HaCTpOIFIKH Internet

Mcnone3osare V0LAN

VLAN ID 10
802.1P 0 v
MpoTokon DHCP Y

AnbTepHaTHBHLIR Vendor 1D (onunA 60)
MepsuyHblid DNS

BTopHyYHbIA DNS

HacTtpoiika IPSec

BKNOYUTE

* Wcrionib3o8amb Hacmpolku Internet — nNpu yCcTaHOB/IEHHOM ch/iare UCNO/b30BaTb HACTPOIKM CEeTH,
YCTaHOB/IEHHbIE B MEHIO «Cemb» -> «/IHMepHem», Have — HaCTPOMKY, YCTAHOB/IEHHbIE B TEKYLLEM
MEHI0;

HacTtpoiika VLAN

* Ucnonb3zosamb VLAN — npu yctaHoBneHHOM hnare cepsuc IP-TeneoHnn 6yaet ucnonb3osatb 415
cBoeil paboTbl BblgeneHHbl nHTepdeinc B otaenbHo VLAN, Homep koTopoit yka3aH B rnone «VLAN ID».

* VLAN ID — npeHTtudmkarop VLAN, ncnonb3yemsblin 415 JaHHOTO CeTEBOro nHTepdeiica.

+ 802.1P — npusHak 802.1P (apyroe Ha3BaHue CoS — Class of Service), ycTaHaBnMBaeMblii Ha
ncxopsLLMe ¢ AaHHOro nHTepdeiica IP-nakeTbl. MpuHUMaeT 3HaueHust oT 0 (HM3LWKiA npuoputeT) Ao 7
(HauBbICWIWIA NpUOpPUTET).
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CeTeBble HACTPOWKMN

+ Mpomokos1 — BbIGOP NPOTOKONA HA3HaYeHUs agpeca Ha nHtepdeic ycnyru VolP:
« Static — pexum paboTbl, Npy KOTopoM IP-aapec 1 Bce HeobxoaMMble HACTPOlikn Ha LAN-
NHTepdenc HazHaYaeTcst BPYUHY!HO.
+ DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpeca DNS-cepsepoB v apyrue
napameTpbl, HeobXxoauUMble A5 paboTbl yCnyru (Hanpumep, ctatnyeckme MapupyTbl 4o SIP-
cepBepa, cepBepa peructpauum), yayT nonyyeHbl ot DHCP-cepBepa aBTOMaTUYECKN.

lpomokon "Static”
Mpw BbIGOpe Tuna «Static» ANA peaakTMpoBaHWA CTaHyT AOCTYMNHbI Criefyowme napameTpbl:

* IP -adpec — yctaHoBKa IP-agpeca nHtepdeiica ycnyru VolP.

* Macka noocemu — macka noacetun nHtepdeiica ycnyru VolP.

* L3 no ymonydaHuto — IP-agpec nHtepdeiica ycnyru VolP y wnito3a, Ha3Ha4eHHOro no
YMOTYaHUIO.

* lMepsuyHbili DNS, BmopuyHbili DNS — IP-agpeca DNS-cepBepoB, HE06X0AMMbIX OJ/151 padoThl
ycnyrmn VolP.

NMpomokon "DHCP"
Mpw BbIGOpe npoTokona Tuna «DHCP» gnsa pegakTupoBaHusa CTaHyT AOCTYMHbI CneayoLwme napaMmeTpbi:

« AnnbmepHamusHsbil Vendor ID (onyusi 60) — npu ycTaHOBMEHHOM dpoiare yCcTpoiicTBo nepenaét 8 DHCP-
coobLeHmnsix B onumm 60 (Vendor class ID) 3HaueHue 13 nonst Vendor ID (onyusi 60). Ecnu conar
AnbmepHamusHbil Vendor ID (onyusi 60) He ycTaHOBNEH — B onuun 60 nepefaeTcst 3HaueHve no
YMO/IYaHMIo, KOTOpoe NMeET cneayowmii goopmar:

+ [ VENDOR :npowussoautens][ DEVICE :1un ycTtpoiicteall HW :annapatHas Bepcus] [ SN :cepuiiHblii Homep
1l WAN :MAC-aapec nHtepdeiica WAN][ LAN :MAC-aapec nHtepdoeiica LAN][ VERSION :Bepcus
nporpaMMHoro o6ecneveHusi]

* Mpumep: [VENDOR:Eltex][DEVICE:VP-12P][HW:1.0][SN:VI23000118] [WAN:A8:F9:4B:03:2A:DO][LAN:
02:20:80:a8:f9:4b][VERSION:#1.1.0]

+ Vendor ID (onyusi 60) — 3HaueHune onuumn 60 (Vendor class ID) nepegaBaemoe B DHCP-
coobuweHusx. Mpu nyctom none onumsa 60 B coobuieHnax npotokosia DHCP He nepepaetcs.

* MepsuyHbIli DNS, BmopuuHbili DNS — afpeca cepBepoB AOMEHHbIX UMEH (MCNO/b3yoTCs AN
onpeaenenus IP-agpeca ycTpolicTBa Nno ero JOMEHHOMY UMeHK). AApeca, 3afjaHHble BPYUHYto, ByayT
UMeTb NpuopuTeT Hag agpecamm DNS-cepBepoB, nonyvyeHHbIMK 1o npoTtokosy DHCP.

Cnucok ucnonb3yembix DHCP-onuuii Ha Kaxaom CEeTEBOM MHTepIeiice MOXHO 3ajaBaTh BPYUHYIO.
MHdhopmaLysa no HacTPOiiKe cnucka B NpunoxexHun B.

HacTtpoiika IPSec
B naHHOM pasgesne ocyLecTBASETCA HACTpolika WwudpoBaHus no TexHonoruu IPSec (IP Security).

IPSec — 310 HA6Op NPOTOKO/OB A/151 06ECNEUEHNS 3aLLMTbI A@HHbIX, NepeAaBaeMbIX N0 MEXCETEBOMY
npoTokosy |IP, N03BONSAOWMIA OCYLECTBNATL NOATBEPXKAEHNE NOAIMHHOCTY (ayTEHTUIMKALMIO), NPOBEPKY
LIe/IOCTHOCTM 1/unun wndppoBaHune IP-nakeToB. IPSec Takke BKIOYAET B ce6SI NPOTOKO/bI A1 3aLLMLLEHHOMO
o6MeHa K/ouammn B CeTU VIHTEpHeET.

B TekyLlLieil Bepcumn nporpaMMHoro obecneyeHunsi nocpeacTsoM IPSec MOXHO OCyLLeCcTBAATb TO/IbKO AOCTYN K
nHTepdoelicam ynpaeneHus yctpoiicteom (Web n Telnet).
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Moapo6Hoe onncaHne HacTpoek IPSec npuBeaeHo B pasaene MNMoamerto «/HTepHeT» B rpadye Hactpolika
IPSec.

@ [ BCTYNNeHWs1 B CUy HOBOM KOHCOMIypaLmmn U 3aHECEHUSI HACTPOEK B SHEPTOHE3aBUCUMYHO NaMsThb
HaXKMUTE KHOMKY «[IpuMeHUMb». AN OTMEHbI UBMEHEHUIA HXXMUTE KHOMNKY «OmmeHan.

3.2.2.2 TMoomeHto «SIP akkayHmbI»

Bbi6bpaTb akkayHT 418 peAakTUPOBaHKsA MOXHO B BbINaAarLLEM MEHIO «aKKayHT».

Cete QGECHELLETEE Cuctema  MoHWTOpPMHr
HacTpoikn cetn SIP akkayHTb OfwWwme HacTpoikn SIP QoS McTopuA Bbl30BOB

SIP akkayHTbI

(AKKa\yHT ARKAYHT 1 v ]

3a KaxblM akkayHTOM MOXHO Ha3HauMTb COOGCTBEHHbIE aapeca SIP-cepBepa 1 cepeepa perucrpawumu,
rof10CoBble KOAEKMN, UHANBUAYa/TbHBINA N1aH HyMepauuy 1n gpyrie napametpsbl.

OCHOBHble HaCTPOKU

Cete QLGEENELLLTEE MonbsoBaTenbckui MHTepdiennc  Cuctema  MoHWTOpMHT

HacTpoitki cetv  [SIEETENIn M  OGWMe HAacTpoiky SIP QoS TenedhoHHaA kHUra  MICTOPMA Bbi30BOB

SIP akkayHTbI

ARKAYHT | AKKayHT 1 v

OCHOBHbIE HACTPOMKM | Koaeku — HacTpolikv cepsucoB  [JOMOMHMTEMBHbIE NapameTphbl

MnaH HyMepauui

BrmounTs ¥
Mima akkayHTa
Homep TenedoHa 001
MMA nonb3oearens
Mcnonb3oBaTh ansTepHaTUBHLIA HOMED
SIP-nopt 5060
Karteropua afoHeHTa He ucnone3oeats v

Homep ron OCOBOA NOMTEI

* Bk/1to4uMb — NPV YCTAHOBNIEHHOM ch/iare akkayHT akTUBEH.
* VIMsi akkayHma — MeTKa akkayHTa, KoTopas 6yeT UCno/b30BaThCs ANs MAEHTUMKALMN aKTUBHOIO
aKkayHTa WM akkayHTa Nno yMo4aHuio.
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* Homep mesneghoHa — aBOHEHTCKNIA HOMEP, 3aKPEeNsIEHHbI 3a akkayHTOM.

* VImMsi nosib30B8amesisi — UMSI NOMb30BATESS, CONOCTaB/IEHHOE C akkayHTOM (0To6GpaxaeTcs B
none Display-Name 3aronoska From B ncxoasaumx coobuieHusx SIP).

* Mcrnosb3o8amb a/lbmepHamusHbIU HOMep — Npu YCTaHOB/IEHHOM doiare B 3arofioBok «From»
coob6LeHuii SIP, oTnpaBAsieMbIX C JaHHOTO akkayHTa, 6yAeT NOACTaBIATLCA aflbTEPHATMBHBIN HoMep (B
4aCTHOCTH, YTOGbI MacKMpOBaTb CBOI peasibHblii HoMep OT cnucTeMbl AOH Bbi3blBAEMOrO abOHEHTA).

+ Modcmasnsimb 3a20/1080K 8 Contact — UCNOMb30BaTb a/lbTEPHATUBHbI HOMEp B
3aronoske Contact coobuieHus SIP.

+ SIP - nopm — UDP-nopT Ansi npuema BXoAsawmx coobueHunii SIP Ha gaHHbIA akkayHT, a Takke ans
oTnpaBkun ncxoasawmx SIP-coobLieHnii ¢ faHHOro akkayHTta. MNpuHUMaeT 3HaveHns 1-65535 (no
ymonyaHumio 5060).

« Kameezopusi aboHeHma — Kateropusi Bbi3biBatolero aboHeHTa (calling party category) — ucnonb3syetcs
ANa nepefayv B 3arofioBke «From» ncxogsawmx coobLeHuiA; nocnegHnii npn aTom nepegaeTcs B
copmarte Tel-URI (cm. RFC3966).

* Homep 2os10co80Ul noymsl — HOMep TenedoHa, Ha KOTOPbI ByAeT coBepLlaTbCs BbI30B NpuU Bbibope
a6oHeHTOM onuum "Bbi3oB" (4151 NPOC/YLLUMBAHUS FOI0COBOI MOYTbI) B MEHIO F0/10COBOI MOYTbI.

AymeHmucgpukayusi

AyTeHTUcuKaums

NoruH 4201

MNapone

+ Jlo2uH — nMs NoMb30BaTens, Ncnosb3yemoe A1s ayTeHTudmkaumm aboHeHTa Ha SIP-cepBepe 1 cepeepe
perucrpaumm.

+ lNaposib — Naposb, UCNob3yeMblii ANa ayTeHTUdmKaumm aboHeHTa Ha SIP-cepBepe 1 cepeepe
perucrpaumm.
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lMapamempsi SIP

B cekuuu «MapameTpbl SIP» BbINOMHAITCA HACTPOIiKM SIP-napaMeTpoB akkayHTa.

MapameTpel SIP

PesuM MCNonb3oBaHua SIP-Npokcy Homing v
SIP-npoKcH cepsep
Peructpauus
MeToa KOHTPONA OCHOBHOM Cepeepa Invite v
Tpaxcnopt UDP (npeanoytutensHo), TCl »
Tavmep T1, mc | 500
Taimep T2, mc 4000
Taiimep INVITE TpaH3akuuM (Taimep B), mc 32000
Moanucka gna Mwi

CepBep Nojn1coK

« Pexxum ucnosib308aHusi SIP -npokcu — B HACNAAALWEM CIUCKE MOXHO BblopaTb pexumm paboTsl ¢ SIP-
cepBepom:
* He ncnonb3oBaTtb;
+ Parking — pexum pesepsupoBaHust SIP-npokcy 6e3 KOHTPO/ISt OCHOBHOTO SIP-npokcy;
+ Homing — pexxum pesepsupoBaHuns SIP-NpokcK ¢ KOHTPOsIEM OCHOBHOIO SIP-npokcu.

TenedoH MOXET paboTaTb C OIHNM OCHOBHbIM U MakCUMYM YeTbIPbMS pe3epBHbIMU SIP-npokcu. MNpu
paboTe TO/IbKO C OCHOBHbIM SIP-npokck, pexumsl Parking 1 Homing H14em gpyr ot gpyra He
oTnnyaroTcs. B aTom cnyyae npu otkase 0CHoBHOro SIP-npokcn noTpebyeTcs ero BOCCTaHOB/IEHNE
Ans obecneyeHnst paboTocnoCo6HOCTL.

Mpu Hanmumm pesepBHbIX SIP-npokcn paboTta B pexumax Parking n Homing ocyuiectensietcs
cnenywoummMm obpasom:;

Mpwn coBepLLEeHM UCXOASLLETO Bbi3oBa TenedoH otnpasnset coobuieHune INVITE Ha agpec
OoCHOBHOro SIP-npokcn nnn npy nonbiTke pernctpaumm — coobuieHne REGISTER. B cnyyae ecnm no
ncTeyeHnn Bpemenn Invite total timeout oT 0CHOBHOro SIP-NPoKCK He NPUXOAMT OTBET UM NPUXOANT
otBeT 408 nnu 503 — TenedoH otnpasnsieT INVITE (nm6o REGISTER) Ha agpec nepBoro pe3epBHOro
SIP-npokcn. Ecnn oH ToXe He AO0CTYMEH, 3anpoc nepenpasisaeTcs Ha cneayoumii pesepsHbiii SIP-
NpoKcK n T.4. Kak TonbKo AOCTYMHbIV pe3epBHbIii SIP-npokcn 6yaeT HalaeH, npon3onaet
nepeperncTpaumsi Ha Hem.

[lanee, B 3aBNCMMOCTY OT BbIGBPAHHOTO peXxvMa pe3epBMpOBaHUs, AeNCTBUS crieaytoLme:

B pexume parking HeET KOHTpons ocHoBHOro SIP-npokcu n TenedoH npogo/mHkaeT paboTtatb C
pe3epBHbIM SIP-NpoKcK, gaxxe ecnin OCHOBHOM BOCCTAHOB/EH. [pu noTtepe cBs3n ¢ TekyLimm SIP-
NPoKcK ByaeT NPoAo/HKEH ONPOC NOcNeayrLWmx pesepsHbIX SIP-Npokcu No onucaHHOMY Bbille
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anroputMy. Mpy HeOCTYNHOCTY NOC/eAHEr0 pe3epBHOro SIP-NPOKCKU onpoc NPOAO/IXUTCS MO KPYrY,
HauMHasi C OCHOBHOTO.

B pexume homing AOCTYNHO Tpu BMAa KOHTPONSA OCHOBHOTO SIP-npokcu: nocpeacTBoOM
nepuoamyeckon nepegaym Ha ero agpec coobuwexnin OPTIONS, nocpefcTBOM Neprognyeckoi
nepepaym Ha ero agpec coobueHnii REGISTER nn6o nocpeactsom nepegaun 3anpoca INVITE npu
coBepLueHnn nexoasauero Bbizosa. 3anpoc INVITE cHayana nepegaetcs Ha oCHoBHoi SIP-npokey, a
3aTem, B c/lyyae ero HefJOCTYMHOCTY, Ha TEKYLLMIA pe3epBHbIA 1 T.4. He3aBucumo oT Buaa KOHTPONS,
€CNn 06HapYy>XeHO, YTO OCHOBHOW SIP-NPOKCK BOCCTAHOBU/ICA — NPOUCXOAUT Nepeperucrpaums Ha
HeM. TenedoH HaunHaeT pabotaTb ¢ OCHOBHbIM SIP-npokcy.

SIP-npokcu cepsep — ceTeBoin agpec SIP-cepeepa — yCTPOICTBA, OCYLLECTBASIOLErO KOHTPOb A0CTyNa
BCex abOHEHTOB K Tesile(pOHHOI ceTu nposaligepa. MOXHO yka3atb kak IP-agpec, Tak 1 JOMEHHOe MMS
(4epes gBoeToune MoxHo 3agate UDP-nopt SIP-cepBepa, no ymonyanuto 5060).

Peaucmpayusi — npu ycTaHOB/IEHHOM dofiare perncTpupoBaTth akkayHT, Ha CepBepe perncTpauuu.
Cepsep peaucmpayuu — CETEBOI afpec YCTPOICTBA, Ha KOTOPOM OCYLLECTB/ISAETCA perncTpaumns Bcex
aboHeHTOB TeNed)OHHON CETU C LieNblo NpeaocTaBNeHns M Npasa Nosb30BaTbCs yCyraMu CBA3n
(4epes gBOETOUME MOXHO YKa3zaTb UDP-nopT cepepa peructpaumu, no ymonyanuo 5060). MoxHO
yKasatb Kak IP-agpec, Tak 1 gomeHHoe umsa (Yepes ABoeToune MoxHo 3agatb UDP-nopt SIP-cepsepa, no
ymonyaHuio 5060). O6bIUHO cepBep perncTpaumm pusnmyeckn coBmelleH ¢ SIP-npokcy cepepom (OHK
MMetoT OAMHAKOBbIE afpeca).

Memoo KoHMpPOs1s1 OCHOBHO20 cepsepa — BbIOGOP MeTOAAa KOHTPONA AOCTYNHOCTN OCHOBHOTO SIP-
cepsepa B pexvme Homing:

+ Invite — KOHTPO/b NOCPEACTBOM Nepeayn Ha ero agpec 3anpoca INVITE npu coBeplueHum

NCXOAALLErO BbI30Ba;
* Register — KOHTPONb NOCPEACTBOM NEPUOANYECKON Nepefayn Ha ero agpec coobLieHui
REGISTER,;

+ Options — KOHTPO/b NOCPEACTBOM NEPUOAMYECKO Nepeaayn Ha ero agpec coobuieHnii OPTIONS.
epuod KOHMPO/Isi OCHOBHO20 cepsepa — UHTEPBasT OTNPAaBKM NEPUOANYECKMX COOBLLEHNIA B CEKYHAAX
C LeNbio NPOBEPKM AOCTYNHOCTU OCHOBHOrO SIP-cepBepa.

TpaHcropm — BbIGOP NPOTOKO/MA A1 TPAHCMOPTMPOBKM CO06LLEHNA npoTokona SIP.

Talimep T1 — nHTepBan mexay nocbinkoit nepsoro INVITE 1 BToporo npu oTcyTCTBMM OTBETA Ha NEPBbIi
B Mc, ansi nocneayowwmx INVITE (TpeTbero, 4eTBepToro 1 T.4.) AaHHbIA MHTEpPBas YBEeIMUMBAETCA BABOE
(Hanpumep, npu 3HaueHun 300 mc, BTopoii INVITE 6yaeT nepenaH yepes 300 Mc, TpeTuii — yepes 600 Mmc,
yeTBePTbI — yepe3 1200 mMc 1 T.4.);

Talimep T2 — MakcMasibHbIA MHTepBan Anst nepenocbisikn He-INVITE 3anpocoB 1 otBeToB Ha INVITE
3anpocsil;

Talimep B — obwwumii TaiimayT nepegayn coobuieHunin INVITE B mc. Mo nctevyeHnn gaHHoro taiimayta
onpefensieTcs, YTo Hanpas/feHe HeJOCTYNHO. icnonb3yeTcs Ans orpaHnYeHns peTpaHcaaunii
coobuweHuii INVITE, B TOM uncne ansi onpeaeneHns AoCcTynHocTy,

lMoodnucka 0719 MWI — npu yctaHOB/IEHHOM chnare 6yaeT oTnpaBnATbCA 3arnpoc NOAMNUCKM Ha cobbiThe
"message-summary". [locne nonyyeHns AaHHOTO 3anpoca cepBep NOANUCOK ByAeT yBeAOMNATb
YCTPOWCTBO O HA/IMYMMN HOBbIX F0/10COBbIX cO06LWEeHNsX nocpeactsom NOTIFY-3anpocos;

Cepsep noonucok — CEeTEBOI aapec yCTPONCTBA, Ha KOTOpbI ByayT oTnpaBnsaTbes 3anpockl SUBSCRIBE
ANS NoAnnckn Ha cobbiTns "message-summary” n "dialog". MoxHo yka3atb kak IP-agpec, Tak n
[lOMeHHOe UM (Yepe3 ABoeToure MOXHO 3aaatb UDP-nopt SIP-cepBepa, no ymonyaxuto 5060).

© [Mpu ucnosb3oBaHUU pasHbix 3Ha4YeHUl maliMepos Ha akkayHmax, SIP-nopmbi akkayHmos makxxe
00/DKHBI OM/IuYamaCs.
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Pe3zepsHbie SIP-npokcu

PezepeHble SIP-npokcu

SIP-npokck cepeep Cepeep perucrpaumm

[nsa npo6asneHns pesepBHOro SIP-npokcyn HaxXmmnTe KHoMKy «06aBnTb» U BbINOHWUTE CrieAyowme HacTPOKN:

+ SIP-npokcu cepsep — ceTeBoO agpec pesepBHoro SIP-cepeepa. MOXHO yka3aTb kak IP-agpec, Tak n
[OMeHHOe UM (Yepes ABoeToure MOoXHO 3agdatb UDP-nopt SIP-cepBepa, no ymonyaxuto 5060).

+ Cepsep peasucmpayuu — CETeBOW aipec pe3epBHOIo cepBepa perncTpaumm (Yepes ABOETOUME MOXHO
ykaszatb UDP-nopT, no ymonuanuto 5060). MoxHo yka3aTb Kak IP-agpec, Tak 1 JOMEHHOe UMsi. Ecnu
ycTaHoBneH dniar nepeg nonem Cepeepa perncrpauny, To BK/IlOYEHA perncrpaums Ha pesepsBHOM
cepsepe.

[na ypanexnua pesepsHoro SIP-npokcy yctaHoBute donar HanpoTyBe 3a4aHHOro agpeca v HaXMUTE KHOMKY
«YOanuTb».
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JonosiHumersbHble napamemps! SIP

HdononHuTensHble napameTtpol SIP

SIP-ponmen eltextest loc
MpumenuTe SIP Domain gnA permvctpagun &
Pexaa Outbound BriknioueH v

Mepuog EpemMeH NepepervcToaUmK, © 1600

(]
=

MKTEpEaN NCBTOPa PEMMCTPALMH, ©
Mcnoneaosate STUN
MyBnuyHel aopec

Kecnonsaoeate SIP Display Name npu
pemmcTpaLMu

Beigaua KIMB npw nonyueHum 183 Progress

Hagestsan gocTaeka npegeapuTensHLIX Supported v
oTeeToE (1xx)

Pazpewmte Timer &
MUHMIMANEHOE BPEMA CECCHN, C 120
Bpema ceccuu, ¢ 1800
Mepuoguueckmit onpoc SIP-cepsepa CrenioueH v
SIP-oTEET NpW CTKNOHEHWW BLIZ0EA 480 Temporarily Unavailable v
ObpabateieaTte 3aronoeok Alert-Info
MpoeepATe ToNBKo MMA NonezceaTena B RURI

MNepenaeate IP-agpec B 3aronoexe Call-1D

<o

* SIP -OoMeH — [OMEH, B KOTOPOM HaxoAmMTCsa YCTPOCTBO (3ano/HATL NPU HEOGXOAUMOCTH).
* MNpumeHumsb SIP Domain 07151 peaucmpayuu — npu yctaHoB/IeHHOM hnare npumeHnTtb SIP-goMeH ans
pervcTpaumm (SIP-gomeH 6yaet noactaBnsaTbesi B Request-Line 3anpocos REGISTER);
* MNpumeHumsb SIP Domain 07151 NOONUCOK — NpW yCTaHOB/IEHHOM hnare npumeHnTb SIP-goMeH ans
noanucok (SIP-gomeH 6yaeT noactaBnaTbes B Request-Line 3anpocos SUBSCRIBE);
« Pexxum Outbound — pexum Outbound:
* BbIK/1l04EH — MapLUPYTU3MPOBATb BbI30BbI COM/IACHO MiaHa Hymepauuy;
+ Outbound — pnsa paboTbl NCXOAALLEN CBA3M HEOOXOAUM MIaH HyMepauun, 04HaKo BCE BbI30BbI
6yayT MapLpyTusmpoBatbcs Yepes SIP-cepBep; B C/lyyae OTCYTCTBUA perncTpanmmn aboHeHTy
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Bbl4aeTCs OTBET CTaHLMK, YTOObI MOXHO ObI/10 OCYLLECTB/ATL ynpasneHne aboHEeHTCKUM
cepsucom (ynpasnexue [BO);

+ Outbound c Bbldayeli «<3aHIMO» — AN paboTbl UCXOASLEN CBA3N HEOOX0AUM NNaH Hymepauuu,
O[HaKOo BCe BbI30BbI OyAyT MapLLpyTM3npoBaTbes Yepes SIP-cepBep; Npu OTCYTCTBUMU perncrpaumm
BOCNO/1b30BaTbCS TeniepoHnel yaeT HEBO3MOXHO: B TPYOKY BblAaeTCA CUTHa OLLNOKM.

Nepuod spemeHuU nepepeaucmpayuu — BpeMsl, B Te4eHre KOTOPOro AeinCcTBUTEIbHA perncTpaums
akkayHTa Ha SIP-cepsepe. Nepeperucrpanmsa akkayHTa OCyLLEeCTB/IAETCH B cpeaHeM vepes 2/3
yKa3aHHOro nepvoga;

VIHmepsas nosmopa peaucmpayuu — NPOMEXYTOK BpeMEHN MexXay NomnbITKamn 3aperncTpnupoBaTbes
Ha SIP-cepBepe B c/lyyae HeycrneLwHoin pernctpaumm;

Mepuod 06HOB/MEHUS MOOMUCOK — BPEMS, B TEYEHME KOTOPOro AeicTBUTEbHA NOANNCKA Ha COObITUS.
O6HOBNEHVE NOAMUCKM OCYLLECTBNSAETCA B cpefHeM yepes 2/3 ykazaHHOro nepuosa;

ViHmepsas nosmopa noonucok — NPOMEeXyTOK BpeMeHN MexXxay NnomnbITkKamn nognucarbcs Ha cobbiTve B
c/yyae HeycnewHol NoANnCKY;

Vcnonb3osame STUN — npu ycTaHoBneHHoM dpnare ucnonb3yetcst npotokon STUN (Session Traversal
Utilities for NAT) anst onpeaenenus ny6nMyHoro agpeca yctpoiictea (BHelwHero agpeca NAT).
PekomeHAayeTcs NCNoNb30BaTh AaHHbI NPOTOKON Npu paboTte ycTpoicTBa Yepe3 NAT.

Mpwn ncnonb3osaHnn pasnnyHbix HacTpoek STUN Ha akkayHTax, SIP mopTbl akkayHTOB LO/MKHbI
pasnnyarbcs.

IMy61u4yHbIl adpec — faHHbI NapaMeTp UCNOb3YETCS B KAYECTBE BHELUHEro agpeca yCTpoincTea npu
pa6oTe 3a NAT (3a wnto3om). B kauecTBe ny6amnyHoro agpeca nponucbiBaetcsa agpec BHelwHero (WAN)
nHTepgoeiica witosa (NAT), 3a KOTopbIM ycTaHoB/eH IP-TenedoH cepumn VP. Mpy 3TOM Ha caMOM LL/H03€e
(NAT) Heobxoaumo caenatb Npo6poc cooTBeTcTBYOLWMX SIP- 1 RTP-nopToB, NCNo/b3yeMblx
YCTPOWCTBOM.
Wicnonb3osams SIP Display Name nipu peaucmpayuu — npyv ycTaHOBNEHHOM chiare nepegasaTb MMS
nonb3oBaTtens B nosne SIP Display Info coo6uwieHuns Register.
Bkidaya «KIl1B» ripu nosyyeHuu 183 Progress — npu yCTaHOB/EHHOM dhiare BblgasaTb CUrHa
«KOHTPOb NOCBI/IKX BbI30Bax» Npu nNpuemMe coobuieHns «183 Progress» (6e3 BnoxeHHoro SDP).
100rel — ncnonb3oBaHNe HaAEeXHbIX NpeaBapuTenbHbIX oTBeToB (RFC3262):

+ Supported — nogaepxka Ucnosib30BaHNA HaAEeXHbIX NpeaBapuTeNibHbIX OTBETOB;

* Required — TpeboBaHve UCNOMb30BaTh HAEXHbIEe NpeaBapuTesibHble OTBETLI;

* BbIK/Il04EH — HE UCNOMb30BaTb HAZEXHble NpeaBapuTesibHble OTBETHI.

Mpotokonom SIP onpeaeneHo aga Tuna 0TBETOB Ha 3anpoc, HULMnpytowwmii coeamHerne (INVITE) —
npeABapuTeNibHble Y OKOHYaTesbHble. OTBETHI Knacca 2XX, 3XX, 4XX, SXX 1 6XX ABMAKTCA
OKOHYaTe/IbHbIMN U NepefarnTcsa HALAEeXHO — C NoaTeepxaeHneM nx coobeHnem ACK. OTBeTbl
knacca 1xx, 3a ucknoyenvem otseta 100 Trying, ABNAOTCA NpeABapuTe/IbHbIMU U NepefarTcs
HeHaaexHo — 6e3 noaTeepxaeHust (RFC3261). 3T 0TBETHI coepaTt MHhopMaLmio O TEKYLLE
cTagunm obpaboTkm 3anpoca INVITE, BcrnefcTBme Yero noteps TakMx OTBETOB HeXesaTesbHa.
Vcnonb3oBaHve HafexHbIX npefsapuTesibHbIX OTBETOB TaKXe npeaycMoTpeHo npoTokosioM SIP
(RFC 3262) 1 onpegensietca Hanmumem Tera 100rel B MHALMMPYIOLLEM 3anNpOoCe, B 3TOM C/lyyae
npeABapuTeNibHble OTBETLI NOATBEPXKAAaTCA coobleHnem PRACK.

Paboma Hacmpolku 100rel npu ucxooswel cssa3u:

+ Supported — nepegasaTtb B 3anpoce INVITE ter supported: 100rel. B aTom cnyyae
B3aMMOAENCTBYIOLLMIA LL/KO3 MO CBOEMY YCMOTPEHUIO MOXET NnepeaaBarb
npegBapuTesibHble OTBEThI IGO0 HAAEXHO, IGO0 HET;
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* Required — nepepasartb B 3anpoce INVITE Tteru supported: 100rel vi required: 100rel. B
3TOM c/yyae B3avMOLENCTBYIOLMIA W3 OO/HKEH NepefaBaTtb npeaBapuTesibHble
OTBETbI HAAEXHO. EC/in B3anmoaencTByoLWniA W03 He NOAAEPXUBAET HAAEXHbIe
npenBapuTeNibHble OTBETbI, TO OH AO/MKEH OTKIOHUTL 3anpoc coobueHrem 420 ¢
yKasaHveMm Henoggepxmsaemoro Tera unsupported : 100 rel, B aToM cnyyae 6yget
oTnpasneH NoBTopHbIii 3anpoc INVITE 6e3 Tera required : 100 rel,

* Bbik/to4eH — He nepegasartb B 3anpoce INVITE Hu oanH 13 Teros supported : 100
rel v required : 100 rel. B aTom cnyyae B3anmoAencTBYOLWMIA LWIO3 ByaeT nepeaasatb
npenBapuTesibHble OTBETbI HEHAAEXHO.

Paboma Hacmpolku 100rel npu Bxodsiwel cBs3u:

« Supported, R equired — npn npueme B 3anpoce INVITE Tera supported: 100rel, nn60o
Tera required: 100rel, nepegaBatb npeaBapuTeNbHbIE OTBETLI HAAEXHO. Ecnn Tera
supported: 100rel B 3anpoce INVITE HeT, To nepegaBatb npeasapuTe/ibHble OTBETbI
HEeHaeXHo;

* BhbikstoueH — npu npueme B 3anpoce INVITE Tera required: 100rel, oTKNOHUTL 3anpoc
coobueHnem 420 c ykazaHMeM Henoaaepxmsaemoro Tera unsupported: 100rel. B
OCTa/IbHbIX C/y4yanx nepefasartb nNpeasapuTe/ibHble OTBETbl HEHAAEXHO.

* Paspewums timer — Npu ycTaHOBEHHOM dpnare BKtoYeHa noagepxka paclumperus timer (RFC 4028).
Mocne ycTaHOBNEHUA COeMHEHNS, eC/IM 06e CTOPOHbI NOAAEPXKMBAIOT timer, oA4Ha U3 HUX
nepuogunyecku otnpaenseT 3anpockl re-INVITE gns KOHTpons coeauHeHusi (ecnm o6e CTOPOHbI
noaaepxusatoT metog UPDATE, ans yero oH gomkeH 6bITb yKa3aH B 3arosnioBke Allow — o6HoBNeHne
CECCUM OCYLLEECTBNSIETCA NOCPEACTBOM Nepuroanyeckoin otnpasku coobueHnii UPDATE).

* MuHumasibHoe BpeMsi ceccuu, C — MAHUMaSIbHbIV MHTEPBaUT NPOBEPKM PaboTOCNOCOBHOCTY COeaUHEHUS
(ot 90 go 1800 c, no ymonuaxuio 120 c.).

* Bpewmsi ceccuu, ¢ — Nepuo BpEMEHUN B CeKyHAAX, N0 NCTEYEHMM KOTOPOro NPoM3oiaeT NpUHyanTebHOe
3aBepLUEHNEe CECCUU, B Clyyae ecnim ceccusi He byaeT BoBpemMs o6HoBneHa (ot 90 go 80000 c.,
pekomeHayeMoe 3HadeHue - 1800 ¢, 0 — Bpemsi CECCUMU He OrpaHUYEHO).

+ lMepuoduyeckuli onpoc SIP-cepsepa — BbIGOP criocoba onpoca SIP-cepsepa:

+ OmknodeH — SIP-cepBep He onpalumBaeTcs;

+ Options — onpoc SIP-cepsepa npv nomoLy coobuieHnii OPTIONS;
* Notify — onpoc SIP-cepepa npu nomoLum coobuieHnin NOTIFY;

* CLRF — onpoc SIP-cepsepa nyctbim UDP-nakeTom.

* MiIHmepsas1 onpoca — nepuog, BpeMeHn B CEKyHAaX, Yepes KOTopbIi BbiNnosHseTca onpoc SIP-cepeepa.
JocTyneH npu BKAOYEHHO onuun "Mepuoanyecknii onpoc SIP-cepeepa”.

+ SIP-omsem rpu omk/1Io0HeHUU Bbi308a — BbIOOP SIP-0TBETA NPY OTK/IOHEHWM BXOAALLETO BbI30BA.

+ O6pabambiBams 3a20/1080k Alert - Info — o6pabatbiBaTb 3aronioBok Alert-Info B 3anpoce INVITE ans
Bbl4Aun MOCbISIKN BbI30BA OT/IMYHON OT CTaHAAPTHOIA.

* [Mposepsimb Mo/ibKo UMS Mosib3o8amesisi 8 RURI — ecnn conar ycTaHOB/EH, TO aHa/IN3UPYETCA TONTbKO
abOHEeHTCKMIn HoMep (user), Npy coBMaAeHN KOTOPOro BbI30B OYAET Ha3HaYeH AaHHOMY akkayHTy. Ecnu
chnar cHAT, TO NPV NOCTYNNEHUN BXOASALLETO Bbl30Ba NPOM3BOAMTCA aHann3 Bcex anemeHToB URI (user,
host n port — a6oHeHTckuii Homep, IP-aapec n UDP/TCP-noprt). Mpu coBnageHun Bcex anemeHtos URI
BbI30B OyAeT Ha3HayYeH AaHHOMY akKayHTy.

*+ lMepedasamsb IP -adpec 8 3azosioske Call - ID — ecnu chnar yctaHoBseH, To B 3aronoske Call-ID npu
ncxopasiueli cBs3n NCnonb3yeTca co6CTBEHHbIN IP-agpec ycTpoiictea B popmare localid@host.

@ [15 BCTYNNeHMs1 B CUy HOBOM KOHCOMIypaLmmn U 3aHECEHUSI HACTPOEK B SHEPTOHE3aBUCUMYHO NaMsThb
HaXKMUTE KHOMKY «[IpuMeHUMb». JNsi OTMEHbI UBMEHEHUIA HXXMUTE KHOMKY «OmMeHan.
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Kopeku

CeTe Cuctema MOHWTOPHHI

Hactpoiku cetn  JRSllE=Tve 0 = Obwpe HacTpodkn SIP QoS TenedwonHad wivra  McTopuA BoizoBce

SIP akkayHThbI
ArKayHT Axrayur 1 v

OcHoBEHble HacTpoitty | Kopekw | HacTpodsw cepeucoe  [lomonHMTENbHBIE NapameTps lMnaH HymepaLmu

MpyopWTET KOAEeKOB

Kopex 1 G.711a v

Kopex 2 G729 v

Koper 3 G.711u v

Kopex 4 G723 v

Koper & G.726-24 v

Kopex 6 (G.726-32 v

Koper 7 Brikniouex v

BpeMH nakeTuaayuu

Bpema naketuzauum G.711, mc 20 v
Bpema naketuzaumm G.729, mc 20 v
BpemA naketuzaumm G.723, mc 30 v
Bpema naketuaayun G.726-24, mc 20 v
Bpema naketuaagun G.726-32, mc 20 v

Tun Harpysku

Tun warpysem G.726-24 | 103

Tun Harpysem (5.726-32 104

<o

+ Kodek 1..7 — no3BOMSIET BbIOpaTb KOAEKM 1M NOPSA0K, B KOTOPOM OHW ByAyT MCNoNb30oBaThCA. Kogek ¢
HaWBbICLLMM NPUOPUTETOM HYXXHO nponuncaTh B none «Kogek 1». ns paboTbl HEO6XOAMMO yKa3aTb XOTSA
6bl OAVH KOAEK:

* BbIKk/1H04EH — KOAEK HE NCMNOMb3YyeTCs.

+ G.711a — ucnonb3oBatb Kogek G.711A;

* G.711u — ucnonb3oBartb Kogek G.711U;

+ G.723 — ucnonb3oBarb Kogek G.723.1;
G.729 — ucnonb3oBatb Kogek G.729;
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+ G.726-24 — ucnonb3oBaTb Kogek G.726 co CKOpoCTbio 24 Kéut/c;
+ G.726-32 — ucnonb3oBaTb Kogek G.726 co ckopocTbio 32 Kéut/c.
* Bpewmsi nakemusayuu — YACN0 MUNINCEKYHA peun B ogHoM RTP-nakeTe (ans kogekoB G.711A,, G.
729, G.723 n G.726).
« Tun Hazpy3Ku - TUN AUHAMUYECKOl Harpy3kun ans kogeka G.726-24 nnun G.726-32 (paspeLleHHble s
1CNoMb30BaHMs 3HaYeHnss — oT 96 Ao 127).

@ [ BCTYNNeHMs1 B CUy HOBOM KOHCOMIypaLmmn U 3aHECEHUSI HACTPOEK B SHEPTOHE3aBUCUMYHO NaMsThb
HaXKMUTE KHOMKY «[IpuMeHUMb». AN OTMEHbI UBMEHEHUIA HXXMUTE KHOMNKY «OmmeHan.

HacTpoliku cepBucoB

CeTk CucteMa  MOHMTOPHMHT

HacTpoirn cetn  [SIIGETETENN  ODupe HacTpodkn SIP QoS TenedhoHHan kHura  MicTopuA BoizoB0B

SIP akkayHTbl

AxrayHT AxxayHt 1 v

OcHOBHEI2 HACTPOMKW Kopewm HacTpoiiku cepeucoe | [JONONHUTENEHEIE NAPaMETPL MnaH HyMepaLmu

OmmgaHve Boosa &
He Gecnokonts
OcTaHoBKa Habopa npw #
CLIR Bk v
[opAYaRITENNaA NUHUA
PaspelunTs NpUEM MHTEPKOM BhioEa &
leHepupoBaTE TOH

MpMOPUTET MHTEPKOM BbI30BA

MNepeagpecauns
BezycnosHan nepeanpecayna
I'Iepea,qoecauuﬂ No 3aHATOCTH

MepeagpecalyA No HEOTEETY

TREXCTOPOHHAA KOHhepeHUWA
Pesain NokaneHan v

Cepeep KoHDEpEHLMN

xonme

+ OxudaHue BbI308a — NPV YCTAHOB/IEHHOM pn1iare paspeLLeH NPMEM BXOASLLMX BbI30BOB, BO BPeMS
aKTMBHOIO BbI30Ba, MHaYe Ha 3anpoc BXOAALLEro Bbi3oBa GyAeT oTnpaBnieH oTeeT 484 Busy here.

* He 6ecriokoums — Npy yCTaHOB/EHHOM do/iare yCcTaHaB/IMBAETCS BPEMEHHbI 3anpeT BXOAsLLEN CBA3M

(ycnyra DND — Don't Disturb).
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+ OcmaHoska Habopa rnpu # — nNpu yCTaHOBIEHHOM chniare UCnosib30BaTb KHOMKY ‘#' Ha Tened)OHHOM
annapare 47151 OKOHYaHUs Habopa, nHave ‘#', HabpaHHas ¢ Tened)OHHOro annapara, UCNoMb3yeTcs Kak
yacTb HOMepa;

* CLIR — orpaHnyeHune ngeHTndukaLmm HoMepa Bbi3blBaloLWEro aboHeHTa:

* Bbiks1 — ycnyra CLIR oTkAo4eHa;

« SIP : From — B 3aronoBke From coobuieHnin npotokona SIP 6yaeT nepeaasatbcs Anonymous Sip :
anonymous @ unknown . host;

+ SIP:From u SIP:Contact — B 3aronoskax From n Contact coo6uieHunii npotokona SIP 6yaet
nepegasatbcsi Anonymous sip:anonymous@unknown.host.

+ [opsidasi/mennas IUHUS — NPY YCTaHOBIEHHOM chriare paspelleHa ycnyra «ropsyas/Tennas nnMHus».
Ycnyra no3BossieT aBTOMaTMYeckn yCTaHOBUTbL UCXoAsLlee coegnHeHne npy nogbeéme Tpyokm
TenedoHa 6e3 Habopa HoMepa C 3ajaHHO 3aepPXKoit (B cekyHaax). Mpu ycTaHoBNEHHOM dhnare
3anonHnTe criegyolme nons:

+ Homep ycnyeu "2opsivasi/mensas UHUS" — HOMep TenedoHa, C KOTOpbIM OyAeT ycTaHaBNMBaTbLCA
CoeAMHEHNE Yyepes BPeMs, paBHoe «TaliMayTy 3aAepXKu», Mocsie NOAHATUS TPYyOKMU TenedoHa (B
nnaHe Hymepauuy ncnonbdyemoro SIP-npocunnsa fomkeH ObiTb Npedrke Ha AaHHoe
HanpaBneHue);

*+ Talimaym 3adepxKu, C — NUHTepBas1 BPEMEHMU, Yepe3 KOTOpbIV ByAeT ycTaHaBIMBATLCS
coeAnHeHne ¢ BCTPeYHbIM abOHEHTOM, B CEKYHAAX;

+ Paspewums rpueMm UHMepPKOM BbI30808 — NPU BbIK/TKOYEHHO ONLUMN UHTEPKOM BbI30BbI OyayT
aBTOMATUYECKN OTKIOHATLCS;

+ [eHepuposamb MOH — nepepj aBToMaTuyeckMM OTBETOM ByaeT npourpaH KOPOTKUIA 3BYKOBOW CUTHaT,

+ [Mpuopumem UHMEPKOM BbI308a — KOrfa Onums BKIOYEHA, UHTEPKOM BbI30B MEET NPUOPUTET MO
OTHOLLEHMIO K aKTUBHOMY BbI30BY. Mepes aBToMaTuyeckum OTBETOM Ha MHTEPKOM BbI30B, aKTUBHbII
BbI30B OyZleT NoCTaB/eH Ha yaepxaHue. Korga onymsa oTKA4eHa, NPy akTUBHOM BbI30BE
aBTOMaTU4ecknii OTBET Ha MHTEPKOM BbI30B cpabarbiBaTb He byaer.

lMepeadpecayusi

MNepeagpecayun
BesycnoeHan nepeagpecaumn &
Homep GezycnoeHoA nepeagpecaliu
Mepeagpecalua no 3aHRTOCTH ¥
Homep nepeagpecalyi No 3aHATOCTH
MNepeagpecalva No HeoTeeTy &
Homep nepeanpecauyi No HEoTEETY

TammayTHeoTeeTa, ¢ 0

*+ besycsiosHas nepeaopecayusi — nNpu ycTaHOB/IEHHOM donare paspeLleHa
ycnyra CFU (Call Forward Unconditional) — Bce Bxogsilme BbI30Bbl NepeHanpaBnsoTCsa Ha yKa3aHHbIl
Homep 6e3yCc/1I0BHO Nepeagpecauuni.
* Homep 6e3yc108HOU nepeadpecayuu — HOMEP, Ha KOTOPbIV NepeHanpasnsoTCca Bce BXogdlwme
BbI30BbI, NPU BK/TOYEHHOI ycnyru «be3ycnoBHas nepeagpecauus» (B naaHe HyMmepawuumm
ncnonb3yemoro SIP-npochunsa AomkeH 6bITb NPedUKC Ha JaHHOe HanpaBeHue).
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* [Nepeadpecayus rno 3aHIMocmu — rnpu yCTaHOB/IEHHOM dofiare paspeLleHa
ycnyra CFB (Call Forward at Busy) — nepeagpecauus Bbi3oBa Npu 3aHATOCTV abOHEHTa Ha yKa3aHHbIi
HoMmep.

* Homep nepeadpecayuu o 3aHImMocmu — HOMEp, Ha KOTOPbI NepeHanpas/AloTCa BXogsaLwme
BbI30BbI NPV 3aHATOCTY abOHEHTa, NpK BKOUEHHOI ycnyre «Mepeaapecauusi no 3aHATocTh» (B
nnaHe Hymepauumm ucnonb3yemoro SIP-npocunia fomkeH 6biTb NpednKe Ha AaHHoe
HanpaBfeHue).

* [Nepeadpecayusi no Heomsemy — NP yCTaHOBNIEHHOM hriare paspelueHa
ycnyra CFNA (Call Forward at No Answer) — nepeagpecauusi Bbi3oBa Npu HeoTBeTe aboHeHTa.

* Homep nepeadpecayuu rno Heomsemy — HOMEP, Ha KOTOPbI NepeHanpaBNATCA BXoasLwme
BbI30BbI MNPV HEOTBETE abOHEHTA NPV BK/IKOYUEHHOI ycnyre «[MNepeaapecauusi no HEOTBETY» (B
nnaHe Hymepauumm ncnonb3yemoro SIP-npocunia fomkeH 6biTb NpednKe Ha AaHHoe
HanpasfeHue).

+ Talimaym Heomsema, ¢ — UHTEPBaUT BPEMEHW, Yepes KOTopbIin 6yaeT Npon3BoaUTLCA
nepeagpecalus Bbl30Ba B C/iyyae HeoTBeTa aboOHEHTa, B CEKyHAax.

Mpu BKMOYEHNM OAHOBPEMEHHO HECKO/bKMX YC/YT NMPUOPUTET CNIEAYHOLLMIA (B NOPSIAKE CHUXKEHUS):

+ CFU;
- DND;
+ CFB, CFNA.

TpeEXcMOopPOHHSISi KOHGhepeHYusi

TpEXcTopoHHARA KoHdepeHUNS

Pestiam YoanenHan (RFC4579) v

Cepeep kondepeHyn | conf

<o

* PexxuMm — pexunm paboTbl TPEXCTOPOHHEN KOH(hepeHuun. BO3MOXHO ABa pexunma:
* Jloka/ibHasi — KOH(pepeHLmMa cobupaeTcs yCTPOMCTBOM JIOKA/IbHO MOC/1e HaxXaTus KoMouHauun
«CONF»;
* YdaneHnHasi ( RFC 4579) — KoOH(pepeHLus cobrupaeTcs Ha yaa/ieHHOM cepBepe, NoC/e HaxaTus
«CONF» Ha cepBep, yka3aHHbIl B none «CepBep KOH(EPEHLUNN», OTNPaBNAETCA
coobueHue Invite. B aTom criyvae KoHpepeHuma paboTaeT No asiropuTMy, ONMcaHHOMY
B RFC4579.
+ Cepsep KoHghepeHyuu — B 06LLEM Cyyae afpec cepsepa, OCYLLECTBNALLEro ycTaHOBeHNE
KOHhbepeHuun no anroputmy, onucaHHomy B RFC4579. Aapec 3agaetca B chopmare SIP-
URI: user@address:port. MoXHO yKka3aTb TO/IbKO No/ib30oBaTtesnbekyto yactb URI (user) — B 3TOM criyyae
cooblleHue Invite oTnpaBuTca Ha aagpec SIP-npokcu.

@ [ns BCTYNNIEHUSI B CUY HOBOI KOHQIUIypaLMmN 1 3aHECEHUSI HACTPOEK B 9HEProHEe3aBNCKMYHO NamsIThb
HaXXMUTE KHOMNKY «[TpuUMeHUMb». [N OTMEHbI U3MEHEHWIA HXXMUTE KHOMKY «OmmMeHan.
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Cete QEECHELVLETEN Cuctema  MoHMTOpHHT

SIP akkayHThI

OCHOBHEIE HAC TPOREK Kogekn

MNepeaaqa DTMF
Twn HarpyskW ans naketos RFC 2833 =153

OQWHEKOERIA THN HEMPY3EM ANA NPUEME M
nepegsqM

HMEcnonb3oaaTh 0OHAPYKEHNE TULLWHL

Hcnonb3ceats axonogaeneHns

RTCP
RTP
MuHMManeHel RTR-nopT 23000
Makcumanerei RTR-nopt 28000
SRTP

BrOKHHTE
Kpuntorpadmueckui HaGop 1 AES_B0

Kpuntorpadmyeckmi HaGop 2 AES 32

xnTTep-dydep
MHHMMANEHAR 300K, MG 40
MakcuManbHas sanepsHka, Mo 130
Nopor HEMEANSHHOMD YAANEHWA NaKSTOE, MC S00

PIKTOP ONTHMHSSLUMK Bydepa 7
YeuneHne cMrHana ¢ MuKkpodpoHa

TPOMECH CEAIM
[apHUTYPL

TpyGm

HacTpoMEN CeTi SIP axxayHTH Ofuwme HacTporEn SIP QoS5 TenedoHHAA KHWUra MeTopua BeI30BOE

AKEYHT ArkayHT 1

HacTpofEN CEpEKUCOE

RFC 2833

LonONEUTENLHEIE NEP3METPEI Mnak HyMepaLmMK

0ok

0 ab

0 ab
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lMepedaya DTMF — cnoco6 nepegaun curHanos DTMF:

RTP

SRTP

* Inband — BHyTpunonocHas nepegava;

* RFC2833 — cornacHo pekomeHgaumn RFC2833 B kauecTBe Bbl4E/IEHHONM Harpy3ku B peyeBbIX
naketax RTP;

« SIP info — nepepaya coobuieHnii no npotokony SIP B 3anpocax INFO.

Tun Hazpy3Ku 0715 nakemos RFC2833 — tun Harpy3ku anda nepegayn naketos no RFC2833
(paspelueHHble An1a UCNosb30BaHMs 3Ha4YeHns — ot 96 1o 127).

OO0uHakosbIl murn Haz2py3Kku 0715 npuéma u rnepedaqu — ONuUs UCMNO/b3YeTCH NPU UCXOAALLEM BbI30BE
[/151 COr/lacoBaHMsA TMna Harpysku cobbITuid, nepesasaembix no RFC2833 (curHanos DTMF). Mpw
yCTaHOBNEHHOM chnare nepegaya n npmem cobbiTnini no RFC2833 ocyLecTBseTCs € Harpy3kon m3
MPUHATOrO OT BCTPEYHOW CTOPOHbI coobuieHmnsa 2000k. Mpu cHaTom dhnare nepegada cobbITUin NoO
RFC2833 ocyuiectBnserca ¢ Harpy3koi u3 npuHatoro 2000k, a nprém — ¢ TMNOM Harpysku u3
co6CTBEHHOI KOHMrypaumn (ykasbiBaeTcsi B ucxogsiem Invite).

Vicnonb3osamb 06HapyxeHue muwuHbl — NPV YCTAHOB/IEHHOM dh/1are UCnosib30BaTb AETEKTOP TULLWHBI.
Vicnonb3osame axonodassieHue — Mnpu YCTaHOB/IEHHOM do/iare UCnosib30BaTb 3X0MNoAaB/IeEHVE.

Bpems ducniepcuu — napamMmeTp, NO3BONAOLLMI 6OPOTLCA C 3XOM, BbI3BaHHbIM AMCMNEPCHEl peyeBoro
CUrHana. 3HayeHua napaMeTpa N3MeHSITCA B NPOMeXyTke oT 2 o 128 mc.

Ucnonb3osamb RTCP — npu yctaHoB/IEHHOM thnare mucnosnb3osarb npotokon RTCP ana koHTpons 3a
pasroBOPHbLIM KaHau10M.

* VIHmepsas nepedayu — nHTepsas nepegayun naketos RTCP, cek;

+ lNepuod npuema — nepuog npméma coobuieHna RTCP nsamepserca B eAnHMLax UHTepBasia
nepegayu; ecsiv no ucteyeHun neproga npuéma oT BCTPEUYHON CTOPOHbI He ByAeT NoslyYeHOo HU
ogHoro RTCP-nakeTa — yCTpOICTBO pa3pbIiBaeT COeAMHEHNE.

* RTCP - XR — npu ycTaHOBNEHHOM chnare 6yayT otnpaBnsatbesa naketbl RTCP Extended Reports B
cooTtBeTcTBMM ¢ RFC 3611.

MuHumasibHbIl RTP -nopm — HWKHAA rpaHuua guanasoHa RTP-nopTo., UCnosib3yeMblix 418 nepegaqm
pasroBOpHOro Tpadguka.

MakcumasibHbil RTP -nopm — BEpXHAS rpaHuua gnanasoHa RTP-nopTo., CNonb3yemblX /18 nepegaym
pasroBOpHOro Tpadguka.

BrntounTs
KpunTorpadpmueckni Habop 1 AES &0 v
KpunTtorpadpuueckui Habop 2 AES 32 v

Bkatowums — npun ycTaHOBMEHHOM dhnare 6yaeT ucnosnb3oBaTbes wudgposaHne RTP-noTtoka. MNpu atom
B SDP ncxogawmx INVITE-3anpocoB 6yaet ykasaH RTP/SAVP-npodunb. Takke B SDP Bxogsawmx
3anpocos 6yget npounssoguTbesa nouck RTP/SAVP-npoduna. Ecnv RTP/SAVP-npodunb He byaet
HalifieH, TO BbI30B OyAET OTK/TIOHEH.

Kpunmoepadhuueckuli Habop 1—2 — NO3BONSAET BblOPaTh a/rOPUTMbI LULMAIPOBAHWS U XELLMPOBaHNS,
KoTopble ByayT ncnonb3oBatbcs. KpnToHabop ¢ HauBbICLLIMM NPUOPUTETOM HYXXHO Nponucatb B nosne
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«Kpuntorpadpmueckunin Haéop 1». Ans paboTbl HEO6X0AMMO YKasaTb XOTSl Obl 0AMH KpunTorpaduyecknii
Ha6op:

+ AES_80 — cooteetcTtByeT AES_CM_128_HMAC_SHA1_80;

+ AES_32 — cootBetcTtByeT AES_CM_128_HMAC_SHA1_32.

Lxummep-6ychep

OxutTep-bydep
MWHMMANEHARA 330epHEa, MC 40 v
MaKCHMANEHSA 2a08pHES, MC 130 v
Mopor HEMEANEHHOMD YOANEHWA NaKETOR, MC 500 v
DarkTop onTUMuaaLmK Bydepa 7 v

DoxutTep (jitter) — 3T0 HEpaBHOMEPHOCTL NEPUOAOB BPEMEHU, OTBELEHHbIX HA AOCTaBKy NakeTa. 3agepxka B
[0CTaBKe MakeTa 1 MKUTTEP UCUNCNSETCH B MUSIMCEKYHAAX. BennumHa pkuttepa MMeeT 60/blUoe 3HAYeHNe
npv nepegaye MHopMaLmmn B peXnUMe peasibHoro BpeMeHu (Hanpumep, ronoc unv Buaeo).

B npotokone RTP ecTb none Ana meTkM TOYHOro BpeMeHW nepefavv OTHOCUTeNbHO Bcero RTP-notoka.
MpuHUMatoLLLee YCTPOICTBO NCMNO/Mb3YET 3TN BPEMEHHbIE METKWN A/18 BbIACHEHWS TOrO, KOrga criegyer oxuaaTb
naket, Cob/toAeH N NopAA0K NakeToBs. icxoasa 13 aToi nHopmManmmn, npueMHas CTOpOoHa BbISICHSAET, Kak
cnefyeT HaCTPOUTbL CBOW MapameTpbl, YTOOblI 3aMacKknpoBaTb NOTEHUMasIbHbIE CETEBLIE NPOGEMbI, TaKMe Kak
3afepXKN N pKUTTep. Ecnu oxmgaemoe Bpems Ha [OCTaBKY naketa OT OTnpaBuTeNs K NPUEMHUKY Ha
MPOTSXXEHMM BCEro Nepuoaa pasrosopa CTporo pasHO onpefeneHHoMy 3HayeHuo, Harnpumep 50 Mc, MOXHO
yTBEpPXAaTb, YTO B TAKOW CETU [KMTTepa HeT. Ho 3a4acTytlo NakeTbl 3a4epXnBatOTCA B CETU, U BPEMEHHOIA
NHTEepBan A0CTaBKM MOXET KosiebaTbCsi B 10BO/IbHO 6O/IbLLOM (C TOUKU 3peHUst Tpadomka, KPUTUYHOIO KO
BPEMEHW) BPpEMEHHOM AnanasoHe. B ciyyae ecnv NpuioxeHne-npueMHUK Takoro 3Byka Uam Buaeo oyaet
BOCMNPON3BOAUTL €r0 B TOM BPEMEHHOM Nopsaake, B KOTOPOM NPUXOLAT NakeTbl, Mbl NOyUYnM 3aMeTHOe
yXy[LeHUst KayecTBa rosioca (Unv BMAEO). Hanpmumep, ecav 310 KacaeTcsl ro/10ca, TO Mbl YC/IbILLUM
npepbiBaHUeE B rofioce U gpyrue noMexu.

YCTpOCTBO MMEET crieaytome HacTporikn pKuttep-6ydepa:

* MuHumasibHasi 3a0epxka, MC — MHUMa/IbHOE OXuaaemoe BpemMs 3a/epXku pacnpocTtpaHeHus |P-
nakera rno cetu.

* Makcuma/ibHasi 3a0epxxka, MC — MakCMMasibHOe OXuaemoe BpeMs 3aepXxku pacnpoctpaHeHus IP-
nakera rno cetu.

* [Nopoza Hemeds1IeHHO20 yoasieHusl nakemos, MC — MakCUMaslbHbI MPOMEXYTOK BpeMeHW, Yepes KOTOpbIii
NPOUCXOANT yaasnieHve peyeBbix NakeToB U3 bydhepa. 3HayeHne AaHHOro napametpa 60/bLue UM paBHO
MaKCUMasIbHOM 3a[epXxKe.

+ ®akmop onmumu3ayuu byghepa — napameTp, UCNOMb3yEMbIV AN ONTUMU3ALUN pasmepa SKUTTep-
6yhepa. PekomeHAyeTcA BbICTaBMATb ero 3HaveHue B 0.
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YcusieHue cueHa/oB

PykoBoACTBO No akcnayaraumm IP-tenedoHoB cepun VP

YeuneHwe curHana ¢ MukpodoHa
Mpomkoi CEAZM
[apHuTypL

Tpy6Giu

0 ab
0 ob

0 ab

* Y cusieHue cuzHasziac MUKpOd)OHa ZpOMKOlj CBA3U — onpeaendeT s3HavyeHne Ha KoTopoe 6yp,eT yCuieH

CUrHa ¢ MUKpodhoHa rPOMKOIA CBA3M (AonycTUMble 3HaYeHns -9, ... 9 ab, ¢ warom 1,5 AB).
* Y cuneHue cueHasna c MUKpOGhoHa eapHUMYypbl — onpeaensieT 3HaueHne Ha KoTopoe GyaeT yCuneH

CUrHas1 ¢ MUKpOhoHa rapHUTYpbI (ONyCTUMbIE 3HAYEHUS -9, ... 9 aB, ¢ warom 1,5 aB).
* Y cuneHue cueHasia C MUKpPOghoHa mpybku — onpefensier 3HayeHne Ha KoTopoe OyAeT YCUIEH CUrHa
¢ MyKpodhoHa TenedOHHON Tpy6KM (fonycTuMble 3HaYeHus -9, ... 9 ab, ¢ warom 1,5 aB).

@ [15 BCTYNNEHMs B CUy HOBOM KOHCOMIypaLmmn U 3aHECEHUSI HACTPOEK B SHEPTOHE3aBUCUMYHO NaMsThb

HaXKMUTE KHOMKY «[IpuMeHUMb». AN OTMEHbI UBMEHEHUIA HXXMUTE KHOMKY «OmmeHanr.

MnaH Hymepauuu

CeTk Cuctema MOHUTOPHHT

SIP akkayHTbI
AprayHT AprayHt 1

OcHOEHEIE HACTPOMKN Konekm HacTpolikk cepeucos

HacTpoiika nnaqa Hymepauun | S4,L8([%])

<o

Hactpoim cetn  ESIRETCETTSIN  Obuwe nacTpolikn SIP - QoS TenedowHan kivra  McTopwa EsIZOBOE

[lononHMTENEHEIE NApaMETpE MMnax HymepaLmu

MnaH Hymepauuy 3agaeTcs Npy NOMOLLM PerynsipHbIX BbIPAXEHWUIA B Noe «HacTpoiika nnaHa Hymepauumy.
Huxe npmBoaMTCA CTPYKTypa 1 chopMart 3anvcu npasuil MapLipyTm3aLnmm, 06ecneunBaomx pasnnyHble

BO3MOXHOCTV Habopa Homepa.
CTpyKTypa 3anvcu nnaHa MapLupyTU3aumm:
S xx, L xx (NpaBuno1 | MpaBuno? | ... | MpaBunoN)

rae:

61



PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

* XX — MPOMN3BO/IbHblE 3HAYEHNA TaliMepoB S u L;

* () — rpaHuUbI NNaHa Hymepauuuy;

* | — pasgenuTens NpaBu NaaHa Hymepauuy;

* MpaBuno1,Mpasuno2,MpaBunoN — Wa6/0HbI HOMEPOB, Ha KOTOPbIE paspeLLeH UK 3anpeLLEeH Bbi30B.

CTpyKTypa 3anvicu npasui MapLLpyTU3aLum:

Sxx Lxx prefix@optional(parameters)

roe:

* XX — NPOW3BO/IbHbIE 3HAUYEHMS TaliMepoB S 1 L. Talimepbl BHYTpU NpaBui MOTryT 6bITb OMYLLEHbI, B 3TOM
cnyvae Mcnosb3yoTcs ro6asibHble 3HaYeHUst TaliMepOoB, yKasaHHbIe Nepes Kpyr/ibIMU CKOOGKaMM;

- prefix — npedhukcHasi yacTb NpaBuUna;

+ @optional — onunoHanbHas yacTb NpaBuia (MOXET 6biTh ONyLleHa);

+ (parameters) — gononHNUTENbHbIE NAapaMeTpbl (MOryT 6bITh OMYyLLEHbI).

Talimepsbi

« Interdigit Long Timer (6ykBa « L » 8 3anucu rniaHa Hymepayuu) — BPeMsi OXUaaHns BBoga crieflytoLel
undpbl B cnyyvae, ecav HeT WaboHoB, NOAX0AAWMX NO4 HAbpaHHY0 KOMOUHaLMIO.

« Interdigit Short Timer (6yksa « S » 8 3anucu nnaHa Hymepayuu) — BPeMsi 0OXnAaHua BBoga cneaytoLlei
undpsbl, €CNn ¢ HabpaHHON KOMOGUHALMER NOMHOCTLIO COBNAAAET XOTS 6bl OANH LWAGNOH 1 NpY 3TOM
nmeeTcs elle XoTs 6bl OAMH LWabNoH, 40 NOMHOro COBNaAEHUS C KOTOPbIM HEOOXO0ANMO OCYLLECTBUTL
[OHabop Homepa.

3HauYeHVs1 TaliMepoB MOryT 6bITb HA3HAUYEHbI Kak A5t BCET0 MaHa MapLipyTu3aumi, Tak 1 Ass onpeaenéHHoro
npaBua. 3HaYeHVs1 TaliMepoB, yKa3aHHble nepes, KpPYrioi CKoGKoM, NPUMEHSIIOTCS KO BCEMY MiaHy
MapLIpyT13aLmi.

Opumep: S4 (8XXX.) nnu S4, L8 (XXX)

Ecnu 3HauyeHns TaliMepoB yKa3bIBatoTCsl B MpaBusie, TO OHWY NPUMEHUMbI TO/IbKO K 3TOMY npaBuy. 3HavyeHune
MOXET ObITb PacnosioeHo B IHO6OM MecTe LabnoHa.

Opumep: (S4 8XXX. | XXX) nnm ([1-5] XX SO) — 3anuch BbI30OBET MTHOBEHHYIO Nepeaadvy Bbi3oBa Npu Habope
TpPex3HayHoro Homepa, HaunHatrouwlerocs Ha 1,2, ..., 5.

MpegbukcHasi yacmb Mpasu/ njaaHa Hymepayuu

MpediKcHasn YacTb NpaBuia MOXET COAepPXaTb CNEeAYIOLLME 3IEMEHTbI:

nemeHT OnuncaHue

npeduKCHO

n yacTtu

X vnm x o6as umdppa ot 0 Ao 9, paBHO3HAYHO AnanasoHy [0-9]
0-9 Lindppel o1 0 oo 9

* CvmBon * (3B€34,04KA)
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INemMeHT
npeduKCHO
1 yacTtu

{a,b}

PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

OnucaHune

CumBon # (peluetka)

© Vicnonb3oBaHue cumBosia # B MiaHe HyMepaLuy MOXeT 6/10KMpoBaTh 3aBeplueHne Habopa C
NMOMOLLIbIO 3TOM KnaBuLn!

YkazaHue avanasoHa (depes Tupe), nepeuncreHue (6e3 npo6enos, 3ansTbiX U NPOUYMX CUMBOIOB MEXAY
umdppamm) UM KoMeuHaUMs U3 ananasoHa 1 nepeyncsieHusl.

Npumep avanasona: ([1-5]) — no6as umdpa ot 1 Ao 5.

Npumep nepeuvcnenus: ([1239]) — cooTBeTCTBYET N1060W U3 LUMdP 1,2, 3 UK 9.

MNpumep kombuHaLIMK AvanazoHa v nepeuncraenus: ([1-39]) — npumep U3 NpeabIayLLEro MyHKTa C UHOI
dhopmoii 3anncuy, T.e. cooTBeTCcTBYET Undpam ot 1 go 3 n 9.

YkaszaHue KonmyecTsa NoOBTOPEHUIA CMMBO/IA, CTOSILLIENO Nepes Ckobkamu, gmana3oHa Uan CUMBOJIOB *#,
Mpe:

* mMin — MUHUMa/IbHOE KO/INYECTBO NOBTOPEHWIA,

* max — MakcumMmasibHOe.
Bo3MoxHbI criegytowie dhopMbl 3anuncu:

+ {{max} — paBHo3HauHO {0,max},

+ {min,} — paBHO3Ha4YHO {Min,oo}.
Opumep 1: 6{2,5} — uudpy 6 MOXHO HabpaTb OT ABYX [0 NATU pa3. PaBHO3HaYHO 3anucy 66 | 666 | 6666
66666

Npunmep 2: 8{2,} — undppy 8 MoxHO HabpaTb OT AByX pa3. PaBHO3Ha4HO 3anucy 88 | 888 | 8888 | 88888 |
888888 | ...

Npumep 3: 2{,4} — undipy 2 MOXHO HabpaTb [0 YeTbIpex pa3. PaBHO3HaYHO 3anvcu 2| 22 | 222 | 2222.

CneLcrMBON «TOUYKa» YKa3biBAET HA BO3MOXHOCTb NMOBTOPEHUS NPE/ALIECTBYIOLLEN Nepes, AaHHbIM
CVYMBO/IOM LMppbl, AnanasoHa UM CUMBOJOB *# OT HyNsi 10 6€CKOHEYHOCTY pas. PaBHO3HAUYHO 3anicu

{0}.

Mpumep: 5x.* - X B 4aHHOM MpaBu/ie MOXET /MO0 OTCyTCTBOBaTL BOOOGLLE, MO0 NPUCYTCTBOBATL CKOSIbKO
YrogHo pa3s. PaBHO3Ha4HO 3anmcu 5* | Sx* | Sxx* |Sxxx* |...
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PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

INemMeHT OnucaHune

npeduKCHO

i yactu

+ CneucnmBOa «M/OC» MOBTOPEHNE NpeALlecTBYOLLEr nepes CUMBOIOM «+» LMAIPbI, AnanasoHa uim

CVMBO/I0B *# OT 0AHOrO /10 6€CKOHEYHOCTY pa3. PaBHo3HauHo 3anucy {1,}.

Mpumep: 7x+ - X B @HHOM NpaBu/ie A0/MKEH NPUCYTCTBOBAaTb Kak MUHUMYM OAMH pa3. PaBHO3Ha4YHO
3anucK 7X | 7xXX |7XXX | 7XxXxx |...

<argl:arg2> 3ameHa HabpaHHOI nocnefosaTeslbHOCTU. laHHas BO3MOXHOCTb NO3BO/ISAET 3aMEHNTb HabpaHHyo
nocnegoBatenibHOCTb (arg1) B 3anpoce Ha SIP-cepBep, Ha ApYryto Noc/1eA0BaTe/lbHOCTb CUMBO/IOB
(arg2). Mogudprkaums No3BoNSET yaaiaTb — <xX:>, 406aBNATL — <:XX>, B0 3aMeLLaTh — <XXXX>
Undpbl U CUMBONbI.

Npumep 1: (<9:8383>XXXXXXX) — paHHas 3anucb 6yaeT COOTBETCTBOBATL HAGPaHHbIM Lidypam
IXXXXXXX, HO B NnepegaHHOM 3anpoce nepegaHa Ha SIP-cepsep, BMecTo 9 6yaeT nogcraBneHa
nocnegosarenbHOCTb 8383

Npumep 2: (<83812:>XXXXXX) — gaHHas 3anncb GyAeT COOTBETCTBOBATL HAGPaHHbLIM Liudpam
83812XXXXXX, HO aTa nocnegosaTesibHOCTb 83812 6yaeT onyweHa u He 6yaeT nepegaHa Ha SIP-
cepsep.

, BcTaBka ToHa B Ha6op. MNpu coBepLUEHNN MEXAYTOPOAHUX 3BOHKOB (B OCPUCHBIX CTAHLMSIX - 3BOHKOB Ha
ropofck1me Homepa BHe odrca) NPUBLIYHO C/ibILLATL OTBET CTaHLMKU. OTBET MOXHO peasi3oBatb
BCTaBKOI 3aNsATON B HY>XHYH MO3ULMI0 NOCeaoBaTenbHOCTH uudp.

MNpumep: (8, 770) - npu Ha6ope Homepa 8770 nocne undpbl 8 6yaeT BblAaH HenpepbiBHbI ToH ("OTBeT
cTaHuumn").

! 3anpet Habopa Homepa. Ecnv B KoHUEe WwabnoHa Homepa A06aBUTb BOCKULLATENbHBIN 3HaK ‘', To Habop
HOMEpPOB, COOTBETCTBYIOLMX LWAG/I0HY, 6yAeT 3a6M10KMPOBaH.

Npumep: (8 TOX XXXxXxXX ! | 8 XXX XXXXXXX ) — BblpaXkeHue paspeLlaeT Habop TOMbKO MEXAYropoaHUX
HOMEPOB M UCK/TIHaET MEXAYHAapPOAHbIE BbI30BbI.

© 3anpeljatolime npaBuna AoMKHbI GbITb MPONMCaHbI NEPBbIMM.

OnyuoHa/sibHas Yacme rpasu/i rnjaaHa Hymepayuu

OnumoHanbHas 4yacTb npasuia MOXET onyLleHa, HO ec/lIM OHa BCE Taku UCMOJ/Ib3YeTCA TO MOXET coepXaTb
cnegywune 3/ieMeHThI:
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PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

anemeHT OnuvcaHune

OnuMoHaNbHOWN

yactu

@host:[port] Ha6op no npsimomy agpecy (IP Dialing). CumBon «@», NOCTaB/EHHbI NOC/1e HOMepPa, 03HaYaeT,

uTO Aanee GyAeT ykazaH aapec cepsepa, Ha KOTopblii 6yaeT OTNpaB/eH BbI30B HA HAGPaHHbIi
Homep. Kpome Toro, dpopmart agpeca c IP Dialing MOXeT 6bITb 1CMONb30BaH B HOMEpaX,
npefiHasHa4YeHHbIX A4/18 Nepeaapecalm 3B0HKOB. B cnyuae ecim @host:port He ykasaH, BbI30Bbl
MapLLpyTM3npytoTcs Yepes SIP-proxy.

Opumep: (1xxxx@192.168.16.13:5062) - Bce NATU3HAYHbIE HAGOPbI, HAYMHatoLLMecs ¢ 1,
MapLpyTusmpytotcs no IP-agpecy 192.168.16.13 Ha nopT 5062

JononHumesibHbIe napamemps Mpasus rnaaHa Hymepayuu
®opwmar: (param1: value1, .., valueN; .. ;paramN: value1, .., valueN)

* param — ¥Msi NapameTpa, HECKO/IbKO NapaMeTPOB YKa3blBAKOTCS YEPE3 TOUKY C 3ansTOi, BCe NapameTpbl
3ak/ouatoTcs B 06LLMe Kpyr/ible CKOGKY;
+ value — 3HaueHVe NapaMeTpa, HECKO/IbKO 3HaUYeHUIi OAHOTO NapameTpa yKasblBalTCs Yepes 3ansTyHo.

JonycTumMble napameTpbl U UX 3HaYEeHUA:

MapameTp OnwncaHve

line AKKayHT. COBEpLUEHME BbI30Ba YEPE3 AAHHbIN akKayHT, BO3MOXHbIE 3HaYeHusi 0 1 1.
3HaueHue 0 cooTBETCTBYET 1 akkayHTy, 3HaYeHe 1 — BTOPOMY akKayHTY.
Npumep: 12x(line:1) — BbI3OB Ha TPEX3HAUYHbIE HOMEP], HauUMHatowmecs Ha 12, GyayT
COBEpLUEHbI YUEPE3 BTOPOI akKayHT.

lMpumepbi
Opumep 1: (8 xxx XxxxxxX ) — 11-3HauHbIi HOMEp, HauMHaloLLMiAca Ha 8.

Opumep 2: (8 xxx XXxxxxX | <:8495> xxxxxxx ) — 11-3HauHbIi HOMEp, HAUMHaKLWNIACA Ha 8, ecnin BBEEH 7-
3HauHbIl, TO 4O6aBUTL K NepegaBaemMomMy Homepy 8495,

MNpumep 3: (0[123] | 8 [2-9]xx [2-9]xxxxxX) — HA60P HOMEPOB 3KCTPEHHbIX CYXO, & TaK )Xe HEKOTOPOro
CTpaHHOro Habopa MexJyropofHux HOMEpPOB.

Npumep 4: (SO <:82125551234>) — GbICTPbI HAGOP YKAa3aHHOTO HOMEPA, aHasor pexuma «Hotline».

MNpumep 5: (S5 <:1000> | xxxx) — AaHHbI N1aH HyMepawymn No3BoNseT HabpaTb /1060 HOMep, COCTOSILLIMIA 13
LMdp, a ecnnm HUYero He BBeAEHO B TeueHne 5 cekyHp, BbizBaTb HoMep 1000 (gonycTum, 3T0 CeKpeTapb).

MNpumep 6: (8, 10x.|1xx@10.110.60.51:5060) — AaHHbI NNaH HymepaLun No3BosseT HabupaTb Homepa
HaunHaoumecs Ha 810 1 coaepxalime Kak MUHUMYM oaHY undpy nocne "810". Mocne BBoaa 8 6yaeT BbiaaH
curHan "oTBeT cTaHuuKn". A Takke Habop Tpex3HauHbIX HOMEPOB, HaYMHaOLLMXCA Ha "1", BbI30B Ha KOTOPble
6ynet otnpasneH Ha IP - agpec 10.110.60.51 n nopt 5060.

Opumep 7: (S3 *xx#|#xx#|#xx#[*xx*x+#) — ynpaBneHue n ncnonb3osaxue ABO.
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PykoBoACTBO No akcnayaraumm IP-tenedoHoB cepun VP

© [nA BCTYN/IEHUA B CU/Ty HOBOWM KOHQIUIypaumun 1 3aHECEHNSI HACTPOEK B 3HEPrOHE3aBUCHMYIO NaMSAThb
HaXKMUTE KHOMKY «[MpUMeHNTb». N5l OTMEHbI MU3BMEHEHUI HAXXMUTE KHOMKY «OTMEHa».

3.2.2.3 [MoomeHro «Obwue Hacmpouiku SIP»

CeTk IP-TenedOHHA Cuctema MOHWTOPHHI
Hactpoikm cetw SIP arkayHTh (TIEE G TR Sl (oS Tenedonnan kiwra McTopwa BoizoE0E

OBwme HacTPONKK

Agpec STUN-cepeepa
WHtepean onpoca STUN-cepeepa, ¢ 30

CneumMdmkaLma TOHOE Poccua A

<onea

+ Adpec STUN-cepsepa — IP-agpec nnu gomeHHoe nmsa cepsepa STUN, yepes aBoeToune MOXHO BBECTU
asibTepHaTUBHbI NopT cepBepa (no ymonuyaxuio 3478).

* MiIHmepsasn onpoca STUN-cepsepa, cek — nHtepaasl, No UCTEYEHNM KOTOPOro OTNpaBAsSETCA 3anpoc Ha

cepeep STUN. UemM MeHbLLE MHTEPBas1 OMNPOCa, TEM BbILLE CKOPOCTb peakuum Ha M3MeHeHne nyo6AnYHoro
aapeca

+ Crieyugbukayusi moHos8 — BblGOP CTpaHbl, 719 onpeaeseHns NCnosib3yemMmoro Habopa TOHOB.

@ /14 BCTyn/eHNs B CUy HOBOV KOHCpUIypaLmn U 3aHECEHUSI HACTPOEK B SHEProHE3aBUCKMYIO NamMsaThb
HaXXMUTE KHOMKY «[TpuMeHUmMb». [INsi OTMEHbl U3MEHEHWIN HAXXMUTE KHOMKY «OmMeHa».
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PykoBoACTBO No akcnayaraumm IP-tenedoHoB cepun VP

3.2.2.4 TlloomeHto «QoS»

B nogmeHto «QoS» HacTpanBatoTcst hyHKLMN ob6ecnedeHnst kauecTBa obenyxusanms (Quality of Service).

CeTk Cuctema  MOHWTOPMHr

Hactpoiku cetm SIP arkayHTh OBwwme HacTpoitku SIP @ TenathonHan kHura MicTopua BeI20B0R

HacTpoiika DSCP gns SIP
AxxayHT 1 0

Arraynut 2 0

HacTpoiika DSCP gna RTP
ArrayHt 1 0

Arrayntr 2 0

<o

Hactpoiika DSCP gns SIP:

+ AkkayHm 1 — 3HadeHne nonst DSCP 3aronoBka IP-nakeTa ans curHanbHoro Tpadonka npotokona SIP ans
nepBoi NHNN.

+ AkkayHm 2 — 3HadeHune nonst DSCP 3aronoBka IP-nakeTa ans curHanbHoro Tpadpnka npotokona SIP ans
BTOPOIA NIMHUN.

Hactpoiika DSCP gna RTP:

+ AkkayHm 1 — 3HadeHne nons DSCP 3aronoska IP-nakeTa 4nsi ronocoBoro Tpaduka asisi Nnepeon IMHUN.
+ AkkayHm 2 — 3HadeHne nons DSCP 3aronoBka IP-nakeTa a5 ronocoBoro Tpaduka ass BTOpoi NHNN.

@ [ns BCTYNNIEHUSI B CUY HOBOI KOHQIUIypaLMmM 1 3aHECEHUS] HACTPOEK B 9HEProHe3aBNCKMYHO NamsIThb
HaXXMUTE KHOMNKY «[TpuMeHUMb». NS OTMEHbI U3MEHEHWIT HAXXMUTE KHOMKY «OmmMeHan.
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3.2.2.5 TloomeHr «TesneghoHHas KHu2a»

YnpasneHue NoKasibHOW TenieOHHO KHUTOWA

Cete WLEEELELLENE CucTema  MOHWTOPMHT
Hactpomm cetwn SIP akkayHTw Obwwe HacTpolim SIP QoS McTopuA BlzoE0E

NokansHan LDAP

MonyunTe TenedgoHHYK KHUTY © YyeTpoWcTBa

Qopmat thaina csv

= xml

* Crauats

3arpy3nTb TenedOHHYK KHUTY Ha YCTPOMCTBO

Oain TenethoHHOR KHIMA Beibepute diaiin | O30 He Beibpan
Qopmat haina csv

& xml

Pexam gobaeneHma

QuncTuTe TeneoHHYO KHUIY

Bnok napamempos "Tlosydums menegoHHY KHU2y ¢ ycmpolicmsa”
B naHHOM 6/10ke MOXHO cKavatb painn TeneqOHHON KHUTK.

+ dopmam ¢halizia — BblbepUTE hopmaT hanna Ans ckaumsaHus. [LOCTyNHbI cneayoLlmne gopmaTbl:
* CSV — TEKCTOBbI dpopmMarT haiina, B KOTOPOM KOHTaKTbl 3anncaHbl B BUAE Tabnvupbl. 3Ha4eHns B
Tabnmue oTAensaAwTCca Apyr OT Apyra BblopaHHbIM pasgenvTenem.
« xml — eXtensible Markup Language — paclumpsiemblii 3bik pa3MeTKu.
+ Pasdesniume/ib — CUMBON Pa3feneHnst 3HaYEHUn B CTPOKE. VICNoNb3yeTca 1 UMeEeT 3Ha4YeHUs npu
BblGoOpe chopmara csv.
+ [Jobasumb 3a20/1080K — Npu BbIOOPE AaHHONM ONUMK B BbIrpPy>XaeMoM csv-haiinie nepsas CTpoka obyaet
coaepXaTb 3arofoBOK.

Bnok napamempos "3azpy3umb meneghoHHY KHU2y Ha ycmpolicmso”
B naHHOM 6110ke HacTpanBatoTCsl NapameTpbl BOCCTAHOB/IEHWSA TeNedhOHHON KHUTN 13 pe3epBHOI KoMK,

+ dopmam ¢halizia — BbIGOP hopMmaTa 3arpyxaemoro taiina. JoctynHbl cneayrowme dhopmMarsl:
* CSV — TEKCTOBbI dpopmMarT haiina, B KOTOPOM KOHTaKTbl 3anncaHbl B BUAE Tabnvupbl. 3Ha4eHns B
Tabnmue oTAensawTCca Apyr OT Apyra BblopaHHbIM pasgenvTenem.
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« xml — eXtensible Markup Language — paclumpsiemblii 3bik pa3MeTKu.
* [Mpucymcmsyem 3a20/1080K — ONUMA OOCTYNHA Npu BbIbope dhopMarta Csv U 03Ha4aeT, YTo nepsas
CTPOKa COAEPXMT 3aro/I0BOK — Npy MMMNOpPTe nepeas CTpoka 6yAeT UTHOPUPOBATLCS.
* Pexxum 0obas/ieHusi — nNpv yCTaHOBIEHHOM donare KOHTaKTbl U3 3arpy)xaemoro gaina éyayT
[06aB/eHbl K CYLLEeCTBYHOLLMM.

© Ecnu chnar "Pexnm gobaBneHns" He yCTaHOB/EH, KOHTAKTbI 13 3arpy)aemMoro daisia 3ameHsaT
CyLlecTBytoLLME.

YnpasneHue tenecoHHoii kHurovi LDAP

B nogmeHto «TenedoHHas kKHUra» HacTpamneaetcs noakntodeHne kK LDAP-cepBepy 1 napaMeTpbl noucka.

CeTk IP-TenedoHMA CucTema MOHWTORPHHI
Hactpoiku cetn SIP axkayHThl OBuwe HacTpoiikm SIP QoS McTopuA Bel20B0B

NokansHan LDAP

Brriounts LDAP &
Appec LDAP-cepeepa
Mopt LDAP-cepeepa | 389
HauankHar BeTka NoMCHa
MoruH
Mapone
BepcuAa npoTokona 2 3

MakcMMansHoe KONWYELTED 3anNMCel B
OTE&TE OT Cepeepa

ATpUEYT MMEHN KOHTAKTA
ATpWOYT HOMEDA KOHTAKTA
ATPHEYT MMEHW BEIECAMMOID
@UNLTR NeHECKa UMeH

DUNbp NOKCKa HoMepa

[NoKCK MK EXCAAWENM BLIZ0EE &

<o

* Bkarodums LDAP — npu ycTaHOBMIEHHOM dhiare CTaHeT BO3MOXEH A0CTYN K aApeCcHO KHure yepes
3KpaHHOE MEHIO.

+ Adpec LDAP-cepsepa — nomeHHoe ums unu IP-agpec LDAP-cepBepa;

* Mopm LDAP-cepsepa — nopt TpaHcnopTHoro npotokosia LDAP-cepBepa;
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HauasbHasi sBemka roucka — ykasblBaeT MecTonosioxxkeHue B katasiore LDAP 6a3oBoro

Katasiora, cogepxatiero TenietpOHHYI KHUTY, U N3 KOTOPOro HaYMHaeTcs Nouck. YkasaHne 6a30B0oro
Katasiora cyxaet 06/1acTb MoMcka U TeM CaMbIM YMEHbLLAET BPEMS MOMCKA KOHTaKTa.

J1o2uH — NOTVH, KOTOPbIV ByAeT ncnonb3oBatbcs Npu asTopmsauun Ha LDAP-cepepe.

Maposib — naponb, KOTOPbIA ByAeT NCNObL30BaTbCA NPy aBTopu3aumm Ha LDAP-cepBepe.

Bepcusi npomokosia — sepcus npotokona LDAP dhopmMupyembix 3anpocos.

MakcumasibHoe Ko/iudecmso 3arnuceli 8 omseme om cepsepa —

napameTp, ykasbIBaloLmii MakCuMasibHOe KO/IMYECTBO pe3y/ibTaToB NouCcKa, KOoTopble 6yayT
BO3BpaLlLeHbl cepsepom LDAP.

© OueHb 6onbLIoe 3HaYeHne «Makc. Hits » 3ameniset ckopocTb noncka LDAP, noatomy napamertp
[O/MKEH ObITb HACTPOEH B COOTBETCTBMM C AOCTYMNHOM NPOMYCKHOM CNOCOGHOCTLIO.

Ampubym uMeHU KOHmakma — napameTp, yKa3blBaloLLMil aTpnbyT MMeHU KaxKAol 3anucy,
BO3BpaLLaemoii cepsepom LDAP.

Ampubym HoMepa KoHmakma — napameTp, yKa3sbiBatoLwunin aTpnbyT HOMepa Kaxaon 3anuncy,
BO3BpaLLaemoii cepsepom LDAP.

Ampubym umMeHU B8bIB0OOUMO20 — NapameTp, YKasblBaloLuii aTpubyT UMeHN A5 BbIBOAA Ha 3KPaH.
®usibmp rnoucka UMeH — PUIbLTP, UCNOMb3yeMblli 418 noucka MMeH. CUMBON «*» B

dmneTpe 0603HavaeT N60I cMMBO. CUMBON «%» B (huibTpe 0603HaYaeT CTPOKY BBOAA,
1Crnosib3yemyto B kKauecTse npedikca ycnosus unsrpa.

®usibmp rnoucka Homepa — PUNLTP, UCMOSb3yeMbI 418 Noncka Homepa. CUMBON «*» B oUNbTpe
0603HavaeT 6ol cumos. CUMBON «%» B hunbTpe 0603Ha4YaeT CTPOKy BBOAA, MCMOJb3yeMYIO B
KauecTBe npedvkca ycnosus unsrpa.

lMouck npu 8xodsiuWjemM 8bI308€ — NOUCK MMEHUN N0 HOMepPY NpY BXOAALLMX Bbl30BaX.

@ [1a BCTynNeHna B CU/Ty HOBOWM KOHpurypaumm n 3aHeCceHUs HacTPOeK B 3HEProHe3aBnCHMYHO
NamsiTb HOXMUTE KHOMKY «[IpuMeHuUmsb». NA OTMEHbl U3MEHEHUIN HAXXMUTE KHOMKY «OmmMeHan.
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YnpaBneHue yaaneHHoii Tened)OHHOW KHUroii

Cete QEECHEHLLTUEE lMonesoBaTtenbckui MHTepdec  Cuctema  MOHWUTOPMHI
HacTpoiku ceTn SIP akkayHTb OfLyne HacTpoikn SIP QoS McTOpHA BbI30BOB

NokaneHas  LDAP  YaanewHas

BKMIOYUTL YAANEHHYIO TENEMOHHYID KHUTY &
URL TenedoHHOA KHMIW | hitp:/iupdate local/phonebook.xm | (hitp: / fip: / https://download server loc/phonebook file)
WA nonk3oBaTens
Mapons [
PeixuM 3arpy3ku Mepuoguyecku v

VHTEpBan 00HOBNEHUA TENEMOHHON KHUIK, C 300

* BKNIOUNTb yAaNeHHy0 TenedoHHY0 KHUTY — Npy YyCTaHOB/IEHHOM (priare BK/Ilo4aeTcs aBToMarnyeckas
3arpyska Tene)OHHON KHUIK;

* URL TenedoHHO KHUIM — MOMHbIA NyTb K doaliny TenedoHHOR kHurn — 3agaetcs B coopmarte URL (Ha
AAaHHbI MOMEHT BO3MOXHa 3arpyska dhaiina koHdpurypaumm no npotokosiam TFTP, FTP, HTTP n HTTPS);

* Vimsa nonb3oBaresnia — ucnonb3yetca ana astopusaumm Ha FTP/HTTP/HTTPS-cepeepe npu 3arpyske
TenewOoHHOWN KHUTW;

+ Maponb — wncnonb3yetca ana astopusaunn Ha FTP/HTTP/HTTPS-cepBepe npu 3arpy3ke TenedoHHO
KHUTK;

+ Pexum 3arpy3km — Bbl6Op pexrma 06HOBNEHUS TeNedIOHHOM KHUMM, N0 pacnmcaHunio unm
aBTOMaTn4eckuy;

* NHTepBan 06HOBMEHNUS TENEdOHHOW KHUTU — MPOMEXYTOK BPEMEHMN B CEKYHAAX, YEPE3 KOTOPbI
OCYyLLeCTBNseTCA nepuognyeckoe obHoBIeHNe TennedOHHOW KHUrn. Ecnin napametp paseH 0,
TenedoHHas KHUra 06HOBUTCA TO/IbKO OAMH pa3 — cpasy nocse 3arpy3ku YyCTPOCTBa,

*+ [lH1 06HOBNEHNS TENEdOHHOW KHUTU — AHW HeAenNn, B KOTopble B 3a/jaHHOe Bpems OyaeT
NPOU3BOANTLCA aBTOMaTnYeckoe 06HOBIEHNE TeslePOHHOW KHUY;

* Bpems 06HOBNEHUA TeneoHHOM KHUMM — BpemMs B 24-4acoBOM hopmarte, B KOTopoe byaeT
NPOU3BOAUTLCH aBTOMaTnyeckoe 06HOBMIEHME TeNTeDOHHOWN KHUTK .

@ HaxmuTe KHOMKy «[pUMeHNTb> AN A06aBNEHNS HOBOMO Npaswna. 15 OTMeHbl U3MEHEHWA
HaXXMUTE KHOMKY «OTMeHa». [1Ns yaaneHus 3anmcy 13 cnicka Heo6xo4Mmo YCTaHoBUTL donar
HaNpPOTMB COOTBETCTBYIOLLIEN 3aMNCK 1 HaXKaTb Ha KHOMKY «YAanuTb».

71



PykoBoACTBO No akcnayaraumm IP-tenedoHoB cepun VP

3.2.2.6 [loomeHK «/Icmopusi BbI30808»

B nogmeHio «/cTopus BbI30BOB» NPOU3BOAUTCSA HACTPOIKA BEAEHMWSI XPOHOMOMM BbI30BOB.

CeTk CucTema MOHUTOPUHT

Hactpoikm cetn SIP akkayHTh OBwpe HacTpoliem SIP QoS TenadwoHHan kHvra IR GTTEREENTENT:S

MCTOPMH BbI3CBOB

Pazmep ueTopun Beizoece | 0

MonyurTe dain WCTOpUK BEIZOE0E * Crayars

CUMCTWTE MCTOPMEC BLIZCECE W OuMeTHTE

MocMoTpeTs "Ucmopuko exlzoeos”

«onma

* Pasmep ucmopuu 8b130808 — MakCMMaslbHOE KO/IMYECTBO 3anucer B XXypHase, MPUHUMAET 3Ha4YeHNs OT
0 no 10000 cTpok. 3HauveHne «0» OTKNIYAET BeeHNEe NCTOPUN BbI30BOB. [py AOCTMXKEHWN
YCTaHOB/IEHHOIO OrpaHNYeHns B XXypHane Kaxaas nocnegyowian sannucb yoaamt camyro CTpyHo 3anucb
B Hauasie XxypHana.

* Mony4ums ¢halinn ucmopuu 86130808 — QNS COXpaHeHus chaina «voip_history» Ha nokanbHom MK
HaXXMnTe Ha KHonky «CkayaTb».

« O4yucmumbs UCMOPUH BbI30BOB — AN1S1 OUNCTKM UCTOPUM BbI3OBOB HXXMUTE Ha KHOMKY «OUMCTUTbY.

[ns npocmoTpa UcTopun BbI30OBOB NepeianTe no cebifike «[locMompems “Ucmoputo BbI30808"». OnncaHmne
MOHUTOPVHIa NapaMeTpoB NpUBeAeHO B pasgene [oaMeH «/ICToprsa BbI3OBOBY .

[nsa BCTynneHns B CUy HOBOWM KOHGIUIypaumum 1 3aHeCEHNs HaCTPOEK B AHEProHe3aBMCUMYI0 NamMATb
HaXKMUTE KHOMKY «[lpuMeHUMb». [Nsi OTMEHbl U3BMEHEHWIA HAXXMUTE KHOMKY «OmMeHa».
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3.2.3 MeHio «[Nonb3oBaTenbCknii MHTepgenc»

3.2.3.1 lNoomeHro «K nasuwiu »

Cete  IP-tenedonma QIGGISLESIED IR CERTN GG G Cuctema  MoHWTOpPHHE

HacTpolka KnaeuL

CFi SKpaH A WcTopus A ~
D SKpaH A YaaneHHsA Ten ¥ fzn) e}
&

3rpaH T NMokanbHblE Kok ¥

. -

1

3rpaH T MeH v
(D OedcTene He BuiGp: ¥
DedcTene He Buibp: ¥

il
&l
-

OedcTene He BoISp: ¥

AKEEYHT v ARKayHT 1 v
AKEEYHT v Arkayut 2 v
DedicTeme He auifp:s ¥
OencTene He Buibp: ¥
@ OencTene He Buibp: ¥
@ OencTene He Buibp: ¥
@ MepeknunTs akka; ¥
@ MepernynTL aKka) ¥
@ OedcTeme He BoISp: ¥

Ha gaHHOI BKnaake BblGMpatoTcsi AeiCTBUS KOTOPbIE NPOUCXOANAT NPU HaxXaTun knaeui. HacTpoiku
BbIMO/IHEHBI B BUAE TabNULibl, CO CNEAYIOLLMMUN CTONBLAMM:

1. Knasuwa
2. [OelictBre — BbIOGOP AENCTBUS, KOTOpoe ByaeT BbINOTHEHO NPY HaXKaTUKM Ha Knasuwly. JOCTyMHbI
crepyoLLve BapuaHTbl:
a. [eicTBMe He BbIGpaHO — HaXKaTue Ha knaeully He Byaet o6pabaTbiBaTbCs;
b. akpaH — npu HaxaTun Ha KnasuLy ByAeT OTKPbLIT 3KpaH, BblIOpaHHbIA B fONONHUTENbHBIX
napamMeTpax;
C. BbI30B — NPV HaxXXaTuUM Ha KNaBuLly 6yaeT Npon3BeaeH BbI30B HA HOMEP, BblIOpaHHbIN B
[OOMOTHUTENbHBIX NapamMeTpax;
d. nepekoYMTb akkayHT — CMeHa akkayHTa no yMO/4aHuio;
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e. BLF — HasHauyaeTcsi Ha KNaBuLIV C BCTPOEHHbIM CBETOAMOAHBIM MHAMKATOPOM. CBETOANOAHbII
MHAMKATOP 0TOBPAXAETCS COCTOsIHNE aBOHEHTA, YKa3aHHOrO B A0NOMHUTE/bHbLIX HACTPOIKaXx.
HaxaTve KnaBuLIn MHULMUPYET BbI30B B PEXMME OXMUAAHNS. A B PEXUM pa3roBopa NepesoanT
BbI30B Ha YKa3aHHOro aboHEeHTa.

MeTka — MeTKa K/aBWuLLK, KoTopasi 0oToO6paxaeTcs psAoM Ha aKpaHe.
[ononHMTE NbHbIE NapaMeTpbl — BbIGOP A0MNO/IHUTE/ILHOTO NapaMeTpa AN AeNCTBUS KnaBuLLm (onums

3aBUCUT OT BbIGPaAHHOTO AeicTBUs).

Ons paboTbl hyHKuun BLF Heo6xoaumo ykasaTtb cepBep NoANUCOK B HACTPOKax Sip-akkayHTa.

MoameHto «Knaesumwmn» AOCTYNHO TOMbKO A5 ycTpoincts VP-15 n VP-15P.

Ana BCTyrnJieHnsd B cCuny HOBOA KOH('*)I/IpraLI.I/II/I N 3aHECEHUA HAaCTPOEK B IHEPIOHE3aBNCUMYIO NMaMATb
HaXXMUTE KHOIMKY «I'lpu:vleHumb». [na oTMeHbl N3MEHEHWUIT HaXMUTE KHOMKY «OmmeHan».
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3.2.3.2 [NoomeHro «Menoduu»

B nogmeHto «<Menoaum» MOXHO 3arpy3utb ayamochaina n ycTaHoBUTb Ero Kak Menoamio BbI3oBa. MOXHO
3a/laBaTb pasHble MesloAMmn BbI30Ba AJ151 Pa3HbIX akKayHTOB.

Cetb  IP-tenecorma [ELLLEELEEVCHEEOERT GG Cuctema  MoHMTOPMHT

ynpasneHMe MenognAmMK Bbl30Ba

3arpysuTe dann Menoguu BriGepuTe thaiin ©aiin He BrIGpaH

Wenonesyetca 0% M3 AOCTYNHOMO NPOCTPaHCTEa ANA menoaui (0 KGaiT of 384 KoanT)

Menoguu

HazeaHue AKKayHT 1 AKKayHT 2 Pazmep OeAcTBHA
default_ringtone.wav ® ® 20.0 KOa#T (20 513 Gaiit) >

[laHHyl0 BKNaKy yCNOBHO MOXHO pasfeninTb Ha Tpu YyacTu:

+ GN0K 3arpy3ku menoguu;
* MHAMKaTOpP 3aHATOro MPOCTPaHCTBA HA HaKONUTENN 1 06LLMIA pa3Mep NPOCTPaHCTBA Ha HakonuTene,

npefHasHa4YeHHOro A/18 XpaHeHUst Menoanii BbI30Ba;
* CMNWCOK 3arpyXeHHbIX Menoauii.

() [Mepep 3anucbio HA HAKOMUTE/b MENOAMMN CXUMAIOTCS U B MHAMKATOPEe 3aHATOro NPOoCTpaHCcTBa
OTOGpaXkaeTcs pa3Mep CXKaToro apxunBa BCEX MeTOAMiA.

Cn1COoK 3arpyXeHHbIX Mefiofuii BbINoMHEH B BUEe Tab/uLlbl, CO CeAyoLWyMN CToN6LaMu:

+ HaseaHue — nmsa dpainna menoguu;

+ AKKayHT 1 — Ha3HayeHne Menoann Ha NepBbI akKayHT;

+ AKKayHT 2 — Ha3Ha4yeHne Menoann Ha BTOPOW akKayHT,;

+ Pasmep — pasmep Hecxartoro dainna;

+ [eincTBuA — knasuLLa BOCNpon3BeaeHe Mesoaun / ocTaHoBKa BOCnpou3seneHus. MNMpu HaxaTum Ha
Knaeuwy menoausa byaet npovrpaHa ycTpOCTBOM.
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(@ Ecnun HeobxoguMo yaannTb Of4HY WM HECKOSIbKO MeNoanii, TO HE06X0AUMO OTMETUTL UX (D/TAXKKOM B
nepBoM CToN6Le TabNnubl M HaXXaTb KNaBuLy «YaanuTb» nog Tabnuuei.

A [nsa Toro uTo6bl MENOANS BbI30Ba KOPPEKTHO BOCMPOM3BOAMIACL HA YCTPOIACTBE, ee dhaiin A0/MKEH
YOOBNETBOPATbL CMEAYOLUM YCIOBUSIM:

+ YactoTa guckpetunsauumn — 8000 Iy,
* KonuyectBo kaHanoB — 1 (MoHo);

+ PaspsagHocTb — 8 bur;

+ Kogek — A-Law.

WHCTpyKUMA No NoAroToBke oainia Menoauv npveefeHa B NpuioxeHun Moarotoska chaiina menoanm
BbI30Ba.

3.2.4 MeH «Cuctema»

B MeHi0 «CucTeMar» BbINOSTHSAKOTCS HACTPOWKM CUCTEMbI, BPEMEHW, AOCTYNa K YCTPONCTBY NO Pa3/IMyHbIM
NPOTOKO/1aM, MPON3BOAUTCS CMeHa Naposnsi 1 06HOB/IEHVE NPOrPaMMHOI0 06ecneyeHns ycTpoiicTea.

3.2.4.1 lNoomeHK «Bpemsi»

B nogMeHto «HacTpoiiku BpeMeHW» BbINO/THAETCSA HACTPOIika NPOTOKoNa CUHXpoHu3auun Bpemenn (NTP).

CeTk IP-TenegoHHA m MOHHUTOPHHT

Doctyn  HypHan Maporm  Ynpaenexwe kovdwrypaupesd  Obdoenenwe MO Mepesarpyaka  Astokondwrypuposadwe  WHtepdbeiic ynpaenenns

CepTuduKaTs JononHUTensHEIE HACTROWEK

HacTpoliku BpemeHn
“Yacoson noAc Mascow v

ABTOMATHUECKMI N EpeEX0O Ha N eTHaa/
IUMHES BpEMA

Brniouute NTP &
Cepeep cuHxporm3agmy | pool.ntp.org -

WHTepdreic Intermat v

<o

* Yacosoli rnosic — no3Bo/ISiET YCTAaHOBWTbL YaCOBOIA NOSIC B COOTBETCTBUM C G/IMKANLLIMM rOPOAOM B
Baluem pernoHe 13 3ajaHHOro crnmcka.
+ ABmomamuuyeckuli nepexod Ha IemHee/3uMHee BpeMsi — NPU YCTaHOB/IEHHOM dhnare GyaeT nepexop,
Ha neTHee/3nMHee BpeMsi GyeT BbINOMHSATLCA aBTOMATUYECKUN B 3ajaHHblii Nepro, BpeEMEHMW.
* [Mepexod Ha niemHee BpeMsi — [eHb, KOr4a BbINO/HATL NEpexos Ha NieTHee Bpemsi.
* [Mepexod Ha 3umHee BpeMsi — [leHb, KOrAa BbINOMHATL Nepexo Ha 3MMHee BPeMs.
« COBuU2 BpeMeHU (MUH.) — Nepuof, BpeMeHN B MUHYTaX, Ha KOTOPbI BbINOMHAETCS CABUM BPEMEHW.
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* Brsmoyumb NTP — ycTaHoBUTe hiar, ecnin Heo6xX04MMO BK/IIOUUTL CUHXPOHU3ALUMI0 CUCTEMHOTO
BPEMEHM YCTPOIiCTBa C onpeaeneHHoro cepsepa NTP.

- Cepsep cuHxpoHu3ayuu — |IP-afpec/aoMeHHOE UMS cepBepa CUHXPOHM3aLMN BpeMeHU. Bo3MoXeH
Py4YHOI1 BBOA aipeca cepBepa W BbIGOP U3 CrmcKa.

* ViHmepgbelic — BLIGOP CETEBOIO MHTEPCDEIICA, UCMO/b3YEMOTOo /1S OTNPAaBKM 3arMpoCOB CMHXPOHM3aLIMN
NTP.

@ [ BCTYNNeHMs1 B CUy HOBOM KOHCOMIypaLmmn U 3aHECEHUSI HACTPOEK B SHEPTOHE3aBUCUMYHO NaMsThb
HaXKMUTE KHOMKY «[TpuMeHUMb». [Nsi OTMEHbI UBMEHEHUIA HAXKMUTE KHOMNKY «OmmeHa».
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3.2.4.2 TMoomeHto «[ocmyr»

B nogmeHto «[locTyn» HacTpamBaeTcsa AOCTYN K yCTPOWCTBY nocpeacTsom web-nHtepderica n no
npotokonam Telnet n SSH.

Cete  IP-Tenedonna [EEWCITZ MOHHTOPHHT

Bpews WM Hypran  Mapond  YnpaensHue kosdwrypsumen  OGhosnstue MO Mepesarpyska  AsToxokdurypuposarwe  Wemepdeiic ympseneHs  CepTwdikaTsl  [ONOMHHTENEHLIE HACTDORN

MopTel AocTyna
Mopr HTTP | &0
MopT HTTRPS | 442
Mopr Telnet | 23

MopTS5H | 22

Hoctyn Kycnyre "MHTepHeT"
Web # HTTP # HTTPS
Telnet &

55H =

Hoctyn kycnyre "VolP"
Web HTTP HTTPS
Telnet

S5H

Hoctyn K ycnyre "MHTepdedc ynpaeneHma"
Web HTTP HTTPS
Telnet

S5H

[ocTyn K 3anemeHTam MeHo

ipasnenue yonyraum

e il asroroncmrypnpoecime ] cers x L s x 1 orpan x ) €D
YnpaEnEHHE YETpOC TEOM

' [IPHMEHHTE X OTmesa

MopTkl gocTtyna

B gaHHOM pasgene BbInonHAeTca HacTporika TCP-nopToB 418 gocTyna K yCTPOoUCTBY No
npotokonam HTTP, HTTPS, Telnet, SSH.

* Mopm HTTP — Homep nopta gn1a goctyna k WEB-uHtepgoeiicy yctpoiictea no npotokony HTTP, no
ymonyaHuio — 80.
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« Mopm HTTPS — Homep nopTa ansa goctyna k WEB-uHTepdeiicy yctporictea no npotokony HTTPS
(HTTP Secure — 6e3onacHoe noAk/toueHne), No ymonyaduo — 443.

* lMopm Telnet — HOMep nopTa AN AOCTyna K YCTPONCTBY N0 NpoTokony Telnet, no ymonyaxuio — 23.

« Mopm SSH — HOMep nopTa A8 A0CTyna K yCTPOMCTBY No NpoTokony SSH, no ymonyaHuio — 22.

Mo npotokonam Telnet n SSH ocyLecTBASeTCA AOCTYN K KOMaHAHO cTpoke (KoHconb linux). Nms
no/sib3oBaTesns/naposb Ans NoAKIYeHus K koHconu: admin/password.

[ocTyn K ynpaBneHuio yepes uHTepdeiic ycnyrm MHTepHeT

[Nsi nonyyeHus 1ocTyna K yCTPOCTBY C UHTepdheiicoB ycnyr IHTEPHET YyCTaHOBUTE COOTBETCTBYHOLLME
paspeLLeHus:

Web

* HTTP — npw ycTaHOBNEHHOM chriare paspeLueHo noakaveHne K web-koHdurypaTopy ycTpoiicTea no
npoTtokony HTTP (He6e3onacHoe NoaKNtoueHne);

* HTTPS — npu ycTaHOB/IEHHOM chfiare paspeLleHo noaxtoyeHne K web-koHdurypartopy ycrpoictea no
npoTtokony HTTPS (6e3onacHoe nNoaktoueHmne).

T elnet — npoTokon, NpegHa3HaYEHHbI A5 OpraHn3aLuy ynpasneHns no cetu. Mo3BonseT yaaneHHo
MOAK/THUNTLCS K YCTPOCTBY C KOMMNbOTEpa [/ HACTPOIKU 1 ynpaeneHus. [Ana paspelieHunst goctyna K
YCTpOIACTBY No npoTokosy Telnet ycTaHOBKTE COOTBETCTBYIOLLMIA chnar.

SSH — Ge3onacHsblii NPOTOKO/ yAa/IeHHOTO yNpaBeHnsl ycTpoiicTBamu. B oTinumne
oT Telnet npoTtokon SSH wwndpyeT Beck Tpadovk, BKoUas nepeaaBaeMble naponu. [Ana paspelleHns gocTtyna
K YCTPOICTBY MO NpoTokosly SSH ycTaHoBMTE COOTBETCTBYOLLMIA donar.

[ocTyn K ynpaBneHuio yepes uHtepdceiic ycnyru VolP

B aaHHOM pasfaene ocyLeCTB/ISIETCA HACTPOiika AocTyna K uHTepdeiicy ycnyru VolP (MHTepdpeiic

ycnyru VolP HacTpamBaeTcs Ha cTpaHuue IP-TenedpoHna — HacTpoiika ceTun) uepes web

(npotokonbl HTTP nnn HTTPS), a Takke no npotokonam Telnet u SSH. [ns paspelleHns goctyna no Kakomy-
60 13 yKasaHHbIX NPOTOKO/I0B YCTAHOBUTE COOTBETCTBYIOLLME hraru.

BocTyn K ycnyre «/MHTepdeiic ynpaBneHus»

Pasfnen no3BonsieT HaCTPOUTbL AOCTYN 415 YpaB/ieHNs yCTPOCTBOM, UCNO/b3YSA

npotokonbl HTTP, HTTPS, Telnet n SSH. HacTtpoiika nHtepderica nponsBognTcsa Ha cTpaHuue Cuctema

— VLAN ynpaBneHus. [Ins pa3speLueHns 4ocTyna no KakoMmy-mbo 13 ykaszaHHbIX MPOTOKO/I0B yCTaHOBUTE
COOTBETCTBYIOLLME hnaru.

© [na asTopusauun no npotokonam Telnet n SSH no ymonyaHuio ncnonb3yoTcsa MMsA NoNb3oBaTens
admin, naponb — password. lMocne aBTopu3auum CTaHeT AOCTYNHa KOHCO/b OnepaLyioOHHOM
cucTeMbl Linux ¢ BO3MOXHOCTLHO UCMO/Ib30BaHUA OCHOBHbIX KOMaH KOMaHAHOro
nHtepnpetaropa shell.

[ocTyn K aneMeHTaM MeHI0

B gaHHOM 6/10ke HaxoAaTCst TPU rPynMbl 3/IEMEHTOB, AOCTYN K KOTOPbIM MOXHO 3anpeTuTb A5 Nonb3oBaTessi.
Ecnun TOT UK MHOV 3NEMEHT yKasaH B CMMCKE, TO A0CTYN K HEMY pa3peLLeH.

79



PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

3aI'IpETVITb AO0CTYyn MOXXHO, HaXKaB Ha KPeCTUK crnpaBa OT Ha3BaHUA 3/1leMeHTa MEHIO @ . Qna Toro,

+
4yTOObI Pa3peLLnTb AOCTYN A0 paHee 3anpeLeHHOoro 3/ieMeHTa MeHI0, HE0OX0AMMO HaxaTb Ha KHOMKY n3
BbINaatoLLEero cnmcka BblopaTb HEOOXOANMbIA 3/TEMEHT.

[nsa Toro, 4To6bl AAMUHUCTPATOPY NOJYUYUTb AOCTYN KO BCEM 3/1IEMEHTaM MEHH0, B TOM UMC/IEe U CKPbITbIM A5
nonb3oBaTesnsi, He06xoAMMO NePEKNOUNTLCA B PEXUM agMUHMCTpaTopa. [1a 3Toro B pasaene MeHto «Bbibop
nonb3oBaTens» Bbl6epuTe NyHKT «AAMUHUCTPATOP» 1 BBEAMTE Napo/ib.

@ /[ns gocTyna K CKpbITbIM 3/IEMEHTaM MEHHO NCMO/b3YETCS TOT Xe Naposib, YTo U A1 AocTyna K web-
NHTEpdeiicy.

@ [ BCTYNNeHMs1 B CUy HOBOM KOHCOMIypaLmmn U 3aHECEHUSI HACTPOEK B SHEPTOHE3aBUCUMYHO NaMsiThb
HaXKMUTE KHOMKY «[TpuMeHUMb». [Nsi OTMEHbI UBMEHEHUIA HAXKMUTE KHOMNKY «OmmMeHa».
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3.2.4.3 TNloomeHo «)XKypHasi»

MoameHo «KypHas» npegHasHayeHo A1 HaCTPOViKM BbIBOAA PA3HOro poAa OT/1af04HbIX COOOLLEeHNI
CUCTEMbI B LieNsiX 06HapyXeHus npuynH npobnem B paboTe ycTpoinctea. OTnafouHyo MHhopmaumo
BO3MOXHO MOMYYUTb OT CNeayoLWwmnx nporpaMMHbIX MOAy el yCTpocTBa:

* MeHedxep mesiechoHuu — OTBEYaET 3a paboTy dyHKumii IP-TenecoHun.

+ CucmeMHbIl MeHeodxep — OTBEYAET 3a HACTPOIKY YCTPOMCTBA COrlacHo goainy KoHdurypauumn.

« MeHedxep KoHbuaypayuu — oTBe4yaeT 3a paboTy ¢ haiisioM KoHdurypauum (UTeHme 1 3anncb B
KOHGUr-halin 13 pasnmyHbiX UICTOYHUKOB) U CO0P UHCPOPMALIMN MOHUTOPMHIA YCTPOICTBA.

* MeHedxep uHmepgpelicos — oTBeYaeT 3a paboTy nHTepheincoB B3aMMOAEeNCTBNS YCTPOICTBA C
nosb3oBateneM (Takmx Kak knasmatypa, Aucnneii, cnnkepdoH, TeneoHHasn Tpybka u T.4.).

Cete  IP-tenecdoHun m MOHUTOPUHI

Bpema  foctyn WRGTGELEM Mapond  YNpaeneHWe koHgMrypaumeRd  OGCHoENMeHWe MO [epesarpyaka  ABTOKOHDMIYpPUpOBaHWe  MHTepdeic ynpasneHna

CepTudukatel  [10MOMHUTENBHLIE HACTPOMKK

KypHan TenedoHum

BoiBOg, #ypHana OTHMHOYEHD v
OwmkK
Mpenynpexaesus
OTNago4Han HHDoPMAaLWMA
MHpopMalnoHHble coobWeHna

YpOBEHb TpaccUpoBKkM SIP

>KypHan cucTeMHoro meHeaxepa

BbiBog #ypHana OTKMHO4EHD v
OwwmGrn
Mpegynpexaedna
CTnago4Han UHpopMaLuma

MHpopMaluuoHHble coobleHnA

81



PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

YKypHan meHemkepa KoHcurypaumn

BbiBOL, *ypHana

OWKOKK

MpenynpexaeHia

OTNanoyHan MHPOPMALMA

WMHopMaLMOHHEIE COOBLLEHHA

OTENOYEHD

YKypHan meHemxepa nHTepdeicos

BbiBOL, *ypHana

OLWHGKK
MpenynpexaeHia
OTNanoyHan MHPOPMALMA

WMHopMaLMOHHEIE COOBLLEHHA

HacTpolika Syslog
BENH4YUTE
Pexmm
Apnpec Syslog-cepsepa

MopT Syslog-cepeepa

OTENOYEHD

XXypHan TenecoHun

* BbIBOO XypHasia — Hanpas/eHne BbIBOAA COOOLLEHWNI XypHana:
OMK/IIOYEHO — XYPHa OTK/IOYEH;
Syslog — coobueHnst BbIBOAATCA N0 NPOTOKONY syslog Ha yaaneHHbIli cepBep Mb60 B NTOKaNbHbIN
thaiin (HacTpoiika NPOTOKOA OCYLLECTBSIETCS HUXKE);

KoHcosb — coo6LLEHUSI BLIBOASITCS! B KOHCO/b YCTPOICTBA (HEO6X0AMMO NOAKNOUEHME Yepes

nepexogHvk COM-nopra);

Telnet — coobLeHns BbIBOAATCA B telnet-ceccuio; Ans aToro cHayana HeobxoAMMo co34aTb
noAK/IYeHne No nNpoTokony telnet.
* OwubKu — ycTaHoBUTe ch/iar, ecnvm Heo6X0A4MMO BbIBOAUTL CO06LLEHUA TUNa «OLWNBKN».
+ lNpedynpexdeHusi — ycTaHoBUTe donar, ec/im He06XoANMO BbIBOAMTL COOOLLEHNA TUNAa
«MpepynpexaneHns».
+ OmnadoyHast uHghopmayusi — yctaHoBuTe hnar, ecnim HeobxoauUMO BbIBOAUTL OTN1af04UHbIE COOOLLEHNS.
* VIHgbopmayuoHHbIe coobwjeHusi — ycTaHoBUTE donar, ec/ii HeobXxoANMO BbIBOAUTL MHADOPMALMOHHbIE
COOOLLEHNS.
* YposeHb mpaccuposku SIP — 3a0aéT ypoBeHb BbiBOAA CO06LLEHWNI cTeka SIP-meHemkepa TenedoHnn.
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YKypHasn cMCTeMHOro MeHemKepa, MeHemKepa KoHurypauum, meHeaxepa nHtepceiicos

* BbIB0O XypHasa — Hanpas/ieHne BbiBOAA COOBLLEHNIA XypHana:
* OMK/IIOHEHO — XYPHaUT OTK/THOYEH,;
+ Syslog — coobLeHns BbIBOAATCA NO NPOTOKONY Syslog Ha yaaneHHbId cepeep MO0 B NNOKa/TIbHBIN
thaiin (HacTpoiika NPOTOKOA OCYLLECTBASIETCS HUXKE);
* KoHco/1b — CO06LEHNSA BbIBOAATCA B KOHCO/b YCTPOICTBA (HEO6X0AMMO NOAKNOUEHME Yepes
nepexogHuk COM-nopra);
+ Telnet — coobuweHuns BbIBOAATCA B telnet-ceccuto; An1a 3T0ro cHavyania Heo6xo4MMO co3faTb
noaxntoyeHne no npotokony telnet.
* OwubKu — ycTtaHoBUTE (pnar, ecnm HeobXxoAMMO BbIBOAUTL COOBLLEHNA TUMa «OLLINOKN».
+ lpedynpexdeHusi — ycTaHoBUTe donar, ec/iv He06X0ANMO BbIBOAUTL COOOLLEHUA TUNA
«[IpedyrnpexoeHusi».
+ OmniadoyHasi UHghopmayusi — yctaHoBuUTe donar, ecnm Heo6xo04UMO BbIBOAWUTL OT/1aZL04HbIE COOOLLEHNS.
* VIHehopmayUuoHHbIEe CO0bWEeHUST — yCcTaHOoBUTE hnar, ec/im Heo6Xo0AMMO BbIBOAUTL MHDOPMALMOHHbIE
COOOLLEHNS.

HacTpolika Syslog

Ecnu xoTs 6bl 0AMH U3 XypHaNIoB (MeHemkepa TenetoHN, CUCTEMHOTO MeHepkepa 1 MeHekepa
KOHGpUrypawmmn) HacTpoeH ans BoiBoga B Syslog, Heobxoammo BktounTb Syslog-areHTa, KoTopblli 6yaeT
nepexBaTbiBaTb OT/1af04HblE COOOLLEHNSI OT COOTBETCTBYHLLETO MEHEMKEPA U OTNPABAATL UX IGO0 Ha
yAaNeHHbIN cepBep, NMM60 CoXpaHsiTb B /IOKa/bHbIN daiin B dpopmare Syslog.

Bkatoyums — npu ycTaHOBNEHHOM dhnare 3anyLeH Syslog-areHT.
Pexxum — pexum paboTbl Syslog-areHTa:
+ Cepsep — NHopMaLs XXypHasIoB OTNPaBsSieTCs Ha yaaneHHblii Syslog-cepsep (3TOT pexum
Ha3blBaeTCs «yfasIeHHbI XypHan»);
* Jloka/ibHbIl ¢hali/n — HhopMaLMst XXYPHaT0B COXpaHSETCA B IOKa/IbHOM dhaiine;
+ Cepsep u ¢halin — nHhopMaLms XypHaI0B OTNPaBNAETCS Ha yaasieHHbIn Syslog-cepeep v
COXpaHsieTcs B JIoKaibHOM chaiine.
Adpec Syslog-cepsepa — IP-agpec nnm nomeHHoe ums Syslog-cepeepa (Heo6XxoanMo ANa pexmma
«CepBep»).
* Mopm Syslog-cepsepa — NopT Ans BXoAsWwmx coobleHmnii Syslog-cepeepa (no ymonyanuto 514,
HeobXxoauMo Ana pexuma «Cepeep»).
* Vmsi halina — vims chaiina ansa xpaHeHus xypHana B popmarte Syslog (Heo6xoaumo ans pexmma
«®daiiny).
*+ Pasmep ¢palina, kb — MmakcuManbHbIi pasmep goaiina xypHana (Heo6xoaumMo Ans pexuma «daiiny).

@ [ BCTYNNeHWs1 B CUy HOBOM KOHCOMIypaummn U 3aHECEHUSI HACTPOEK B SHEPTOHE3aBUCUMYHO NaMsThb
HaXKMUTE KHOMKY «[TpuMeHUMb». N5t OTMEHbI UBMEHEHUIA HAXKMUTE KHOMNKY «OmmMeHa».

3.2.4.4 T[loomeHro «[laposiu»

B noameHto «Maponu» ycTaHaBIMBaKTCA Naposv AOCTyna agMUHUCTPATOPA, HENPUBUIETMPOBAHHOTO
nonb3oBatens U Habnwaarens.

YcTaHOBMEHHbIE NAapPOV UCMONL3YTCA A1 AOCTyNa K YCTPOCTBY Yepe3 web-nHTepdpeiic, a Takke no
npotokony Telnet.
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Mpu BXofe yepe3 web-nHTepdeiic agMmHmcTpaTop (Naposib No yMoyaHuto: password) MMEeeT MNosHbIA AoCTyn
K YCTPOWCTBY: UTEHWE U 3aMUCh J/IH06bIX HACTPOEK, MOJHbIA MOHUTOPVHT COCTOSIHIS YCTPOICTBA.

@ /lorvH agmuHucTparopa: admin

CeTb  IP-TenedoHMA m MOHUTOPMHT

Bpema  [octyn  ypHan m Ynpaenexue koudwmrypawwen  OBnoenenwe MO Mepezarpyaka  ASTOKOH(MrypUDOEaHWE

[ononkuTensHLIE HACTPOKK

Wurepdbenc ynpaenesna  Ceptudukats

Mapone agMuHucTpaTopa (admin)

Mapons

MogTeepwaeHe

* Maposb adMuHUCMpPamopa — B COOTBETCTBYHOLLME NOMS BBEAMTE Naposib aAMUHUCTpaTopa 1
noATBEpAMUTE €ro;

@ [ns BCTYN/IEHUSI B CUY HOBOI KOHQIUIypaLMKM 1 3aHECEHUSI HACTPOEK B 9HEProHe3aBNCKMYHO NamsiThb
HaXXMUTE KHOMNKY «[TpuUMeHUMb». [N OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OmmeHan.
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3.2.4.5 TMoomeHto «Ynpas/sieHue KoHgpuzypayuel»

B nogmeHto «YnpasrieHve KoHurypaumeii» BbINOMHAETCA cOXpaHeHne 1 06HOBEHUE TeKyLLein
KOHdUrypaumm.

CeTe  IP-TenedoHus m MOHWUTOPMHT

Bpema ocTyn  HypHan Maporn WY HWE KOHM 'Vl ObHoenenwe MO TMepezarpyaka  AsToroHdwurypuposadve  Wdtepchedic ynpaenenwna  CepTudmeats
7 4 7 ) )
[ononHUTENEHEIR HACTRORKK
dainbl KoHpUrypaymmn

Mony4nTe apxXMe KOH(UMYPALMK © * Cravyate
YCTpOWCTER

3arpyauTb apXWE KOHCOUIYPALWMW Ha BriGepute taiin Dann He BoIbpaH
. | BEDEpHTE (iain |
YCTPOMCTED

& 3arpyaums

CBpoc Ha zaBoACKNe HACTPOMKN x Cépoc

MonyyeHune KOHUrypayum

UTO6bI COXPaHUTL TEKYLLYH KOH(UIypauuo YCTPOCTBA Ha JIOKasIbHbIA KOMMbIOTEP, HXKMUTE KHOMKY
«CKavaTb».

OGHoOBNEeHNEe KOH(Urypaumm

[na o6HOBNEHMSA KOHGUIypauumn yCTPOMCTBA HaXKMUTE KHOMKY «BblbepuTe halin» B CTpoke «3agpy3ums apxus
KOHhuz2ypayuu Ha ycmpolcmso», ykaxute daiin (B oopmarte .tar.gz) n HaXMUTE KHOMKY «3arpy3nTb».
3arpyxeHHas KoHUrypauusa npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

COpocC K 3aBOACKUMM HacTpoiikam

[na cépoca ycTpoicTBa K HacTporikam Nno yMONYaHUI0 HaXXMUTE KHOMKY «Copoc».

s N

© Mpun copoce kKoHGMrypaumm 6yayT Takke COPOLLEHDI:

* KOHTaKTbl
* UCTOpPKMA BbI3OBOB
* TEeKCTOBble C006LI.I|eHI/IF|
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3.2.4.6 TlloomeHto «ObHosneHue MNO»

MoameHto «O6HOBEeHNe NO» npefHa3HavYeHo A1 06HOBEHNS ynpaBnsaoLLeli MUKPONporpaMmmbl YCTPOUCTBA.

CeTe  IP-TenecpoHuR m MOHWTOPMHT

Bpema  [Joctyn  Hypwan  [Maporm  YnpaeneHuwe kondwrypauywed QRETEWEGERTERNONE [epezarpyska AeTokoddwurypupoeadwe  WMWTepdieiic ynpaenedna  CepTudweatsl

[ononHUTENsHEIE HACTROMEW

OBHoeneHve nporpammHuoro obecnedeHns

AxTuEHAA BepckA MO 1.5.D.134.

Pezepevan eepcua MO 1.5.0.127

ObHoenerua 10 matowe docmynue! no adpecy: hitp:Veltex-co. ru/supportdownloads’

®aiin obHorneHua MO BuiGepute chaiin | Pain He Buibpan

« AkmusHas gepcusi [10 — Bepcusi NporpaMMHOro o6ecneyeHus], ycCTaHOB/IEHHOTO Ha YCTPOICTBeE.

+ [Mposepumb 06HOB/IEHUS — KHOMKA [/11 NPOBEPKM NOC/eAHel Bepcuy nporpaMMHoro obecnedenusi. C
MOMOLLbI0 3TOW cpyHKLMM Bbl MOXETE 6bICTPO NPOBEPUTL HANIMUME HOBOV BEPCKM NPOrPaMMHOIO
o6ecneyeHns 1 B c/lyyae He06GXOAMMOCTM BbINOSTHATL €70 06HOB/IEHNE.

« PesepsHasi sepcusi 10 — Bepcusi NPOrpaMMHOro 06ecneyeHus], yCTaHOB/IEHHOTO Ha YCTPOIACTBE, Ha
KOTOPYIO MOXHO NnepeiiTv B c/iyyae npo6siem ¢ akTuBHoli Bepcueii MO.

« Cdenamb akmusHoUli — KHOMKa, NO3BONAOLLAS CAeNaTh pe3epBHyto Bepcuio MO akTUBHOM, ANs 3TOTo
notpebyeTca nepesarpyska ycTpoictea. AKTBHas Bepcusi MO B 3TOM C/lyyae CTaHET PE3ePBHOIA.

@ /[ns paboTbl PYHKLMM NPOBEPKM OOHOBEHMS HEOBXOAMMO Haslnume BbixoAa B VIHTEPHET.

O6HOBUTL NporpaMmMHoe obecneyeHne yCTPoNCTBa MOXHO TakKe BPYUYHYH0, peABapuTesibHO 3arpy3us daiin
MO c caita http://eltex-co.ru/support/downloads/ n coxpaHuB ero Ha kKomnbloTepe. 18 3TOro HaXkMuTe
KHOMKY «BbibepuTe thainn» B none dadlis1 o6HosneHusi 10 v yKaxnTe NyTb K halinly ynpasnstoLeli nporpammbl
B (hopmare .tar.gz.

[nsi 3anycka npolecca 06HOBMEHNSI HEOGXOAMMO HaxkaTb KHOMKY «3arpy3uTb dhaiin». Mpouecc 06HOBNEHNS
3aiiMeT HeckosibKo MUHYT (0 ero TekyLeM ctatyce 6yAeT yKasaHo Ha CTpaHuLE), Noc/sie Yero yCTPoCTBO
aBTOMATNYeCKN nepesarpysuTcs.

© He oTknovaiiTe NTaHMe yCTPOICTBA, HE BbINOMHANTE €ro nepesarpy3ky B npouecce o6HoBaeHus MO.
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3.2.4.7 TloomeHro «[Nepe3azpy3ka»

B nogmeHto «lMepesarpy3ka» BbINO/HAETCA nepe3anyck yCTPoMcTBa.

CeTe  IP-TenedhoHUR m MOHWTOPMHF

Bpema  [Joctyn  MypHan  [aponw  Ynpaenewue kondwrypaumelt  OBuoenenuve MO IECEEGETEM  Astokondmrypuposadne  Wumepdbeic ynpaenesna  CepTudimkaTs

J,DI'ICJ'IH-I TENLHLIE HACTPOHKM

MNepesarpyska ycTponcTea

 MNepesarpyaka

[nsi nepesarpy3ku yCTpoiicTBa HaXMKUTE Ha KHOMKY «[epe3sarpy3nTb». [pouecc nepesarpy3ki ycTpoictea
3aHVMaeT NPUMEPHO T MUHYTY.

3.2.4.8 lNoomeHo «ABMOKOHU2YypupoBaHuUe»

B nogmeHto «ABTOKOHOUIyprpOBaHme» BbINOHAETCSA HacTpoiika anroputma DHCP-
based autoprovisioning (aBTokoHbUryprpoBaHue Ha ocHoBe npoTokona DHCP) n npoTokona aBToMaTu4eckoro
KOHpMrypupoBaHusa aboHeHTCKMxX ycTpoincTts TR-069.

Cete  IP-TenedpoHMA m MOHMTOPHHT
Bpema  Joctyn  Mypwan  Maporw  ¥npaenenue komdurypaumen  OGHoenenwe MO TMepeszarpyaka AVt yatsel:=00 00  |HTephelic ynpaeneHns

Ceptudmeatel  [JoNonHUTENEHBIE HACTPORKKA

OBwume HacTpolkun

MpUOpUTET NAPaMETPOE W3 DHCP options v

AsTomatudeckoe o6HoeneHwe MO v kKoHdUrypaymm

Kondpurypaums

AgTomaTuueckoe obHoENEHUE Mepuoguueckn v
Daiin koHurypaLm (tftp(http):/idownload.serverloc/config_file.cfg)
WMHTepean obHoeneHuA kondmrypagun, ¢ 300

MporpammHoe obecneyenune

ABTOMaTHYEC Koe DDHOBENEHUE Mepuonuuecku v
Daiin MO (tftp(http):/idownload.server loc/firmware file)

WMurepean obnoenenwa MO, ¢ 3600

*+ [Mpuopumem napamempos U3 — AaHHbIN NapaMeTp onpenensier, 0TkyAa Heo6Xo4NUMO B3ATb Ha3BaHUA U
pacnosoxeHue aisioB KOHUrypauumn n nporpammMHoro obecnevyeHns:
+ Static settings — nyTun K painam KoHgUrypaumm 1 nporpaMmMHoOro obecneyeHus onpeaensaoTcs
COOTBETCTBEHHO M3 NapamMeTpoB «dain KoHdurypauumn» n «dainn Moy;

87



PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

« DHCP options — nyTu K chaiinam KoHdurypaumm 1 nporpaMMHOro obecneyeH1s onpeaensitotcs us
DHCP onuuii 43, 66 1 67 (a1 3TOro Heo6XoANMO ANA YCNyrn VIHTepHET BbiGpaTb NPOTOKON
DHCP).

Moapo6Hoe onucaHne anropuTMOB paboThl ONMCcaHo B pasaesne [oAMeH0 «/IHTEPHET».

ABTOKOHpUrypmposaHue Ha ocHoBe npotokosia DHCP

* Wims nonb3osamesis FTP — ncnonb3yetca gna astopmsaumu Ha FTP cepeepe npu 3arpysku
KoHurypaumm nnm MNo.

* lMaposb FTP — ncnonb3yetcsa Ans astopmsaunn Ha FTP cepepe npu 3arpy3kun koHdurypauumn nnm Mo.

KoHtpuaypayusi

+ ABmomamuyveckoe 06Hos/ieHUe — pNs 0GHOBNEHUA KOHurypauum u MO oTAenbHO MOXHO 3a4aTb OA4MH
N3 HECKOJIbKMUX PEXMMOB OGHOBNEHMS.

* BbIKk/1l04EHO — aBTOMAaTM4YecKoe 0OHOBIEHNE KOHGUTypaLumn nam NporpamMmmHoro obecneyeHuns
YCTPOMCTBA OTK/IHOYEHO.

+ lMepuoduyecku — aBTOOOHOB/IEHNE KOHGIUTYpaLUN N NPOrpaMmMHOro obecrneyeHunst ycTponcrTaa
6yneT Npon3BOAMTCA Yepes 3a4aHHbI NPOMEXYTOK BPEMEHU.

* [Mo pacnucaHuro — aBTOOGHOBNEHME KOHUrypauum namn nporpaMMHOro obecneyeHns ycTporicTea
6yaeT Npon3BOAMTCA B 3aflaHHOE BPeMS, B yKa3aHHble AHW Heaenw.

* @alin KoHgbuaypayuu — NOMHbIA NyTb K dpaliny koHdurypauumn — 3agaetca B oopmate URL (Ha faHHbIiA
MOMEHT BO3MOXHa 3arpy3ka paitna KoHgurypaumm no npotokonam TFTP n HTTP)

« tftp://<server address>/<full path to cfg file>

+ http://<server address>/<full path to cfg file>

+ ftp://<server address>/<full path to cfg file>

* rae <server address> — agpec HTTP-, TFTP- unu FTP-cepBepa (goMeHHoe nms unu IPv4),
« <full path to cfg file> — nonHbI NyTb K haliny kOHUrypaumm Ha cepBepe;

* MIHmepBas1 06HOB/IEHUST KOHbU2ypayuu, ¢ — NPOMEXYTOK BPEMEHW B CEKYHAaX, Yepe3 KOTOpbIii
oCyLLecTBAseTCA Nnepmoanyeckoe o6HOBNEHNE KOHUTypaLmMmn yCTpoNCcTBa; BbIGOp 3HaYeHns 0 o3Havaet
OAHOKpaTHOe 06HOBEHNE TOMbKO Cpasy Nocsie 3arpy3ku yCcTpolicTea.

+ Bpemsi 06Hos/1eHus1 halisia KoHguzypayuu — BpeMs B 24-yacoBom dhopmaTe, B KOTopoe byaet
NPOU3BOANTCA aBTOOOHOBIEHNE KOHbUrypaumn.

+ [JHU 06HOB/1EHUST KOHGpUYPayuU — OHW HeAenun, B KOTopble B 3afaHHOe BpeMs byaeT Npon3BoAUTbLCA
aBTOOGHOB/IEHME KOHGIMTYpaLnn.

[MpozpammHoe obecrieyeHue

« ABmomamuyeckoe 06HoB/IeHUEe — ANs 06HOBNEHUSA KoHdUrypauuu 1 MO oTAeNbHO MOXHO 3aaTb OAWH
3 HECKO/bKUX PEXMMOB 0GHOB/EHNS.

* BbIK/IlOYEHO — aBTOMATMUYECKOE 0GHOB/EHME KOHAUTYpaLMK U NPOrPaMMHOI0 06ecrnedeHust
YCTPOIACTBA OTK/IOUEHO.

« [Mepuoduyecku — aBTOOGHOB/IEHME KOHAIMIypaLymn Uy NPorpaMMHOro o6ecneyeHmnst ycTpoiicTea
6yAeT NPOM3BOAMTCS Yepes 3aaHHblii MPOMEXYTOK BPEMEHMW.

« Mo pacrucaHur — aBTOO6HOBMEHVE KOHQUIypaLyK UK NMPOrPamMMHOIo 06GecrnedeHnst ycTpoicTea
6yAeT NPOM3BOAMTCS B 3a[jaHHOE BPEMS, B yKa3aHHble AHU Heaenu.

* ®alin MO — nonHblii NyTb K chaiiny nporpaMmMHoro obecneyeHnst — 3agaétcs B popmate URL (Ha
[laHHbIA MOMEHT BO3MOXHa 3arpy3ka cpaiina MO no npotokonam TFTP n HTTP):
+ tftp://<server address>/<full path to firmware file>
* http://<server address>/<full path to firmware file>
+ ftp://<server address>/<full path to firmware file>
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* rae <server address> — agpec HTTP-, TFTP- unu FTP-cepBepa (goMeHHoe nms unu IPv4),
« <full path to firmware file> — nonHbI NyTb K dhainy MO Ha cepsepe;

* MiHmepsas1 06Hos/eHUs 10, ¢ — NPOMEXYTOK BPEMEHUN B CEKYHAAX, Yepes3 KOTOPbIA OCYyLLeCTBASETCA
nepuoamyeckoe 06HOB/IEHNE NPOrPamMMHOro obecneyeHns yCTponcTea; BblI6op 3HavyeHunst 0 o3HavaeT
OAHOKpaTHOe 06HOBEHNE TOMLKO Cpasy Nocsie 3arpy3ku ycTpolicTea.

* Bpemsi 06Hoss1ieHus 10 — Bpems B 24-4acoBOM (popmare, B KOTopoe 6yAeT Npov3BOAUTCA
aBTOOOHOB/IEHNE MPOrPamMMHOro obecneyeHus.

* [lHU o6Hos/1eHus MO — AHW Hefenw, B KOTOpble B 3aaHHoe BpeMs ByaeT npon3BoauTbCS
aBTOOOHOB/IEHNE MPOrPamMMHOro obecneyeHns.

[eTanbHoe onvcaHne asropuTma aBToMaTnyeckoro 06HOBNEHMA Ha OCHOBe npoTokosia DHCP cmoTpuTte B
NPUNOXeHUM ANropuT™M paboTbl aBTOMAaTUYECKOro 06HOBIEHNS YCTPOICTBA Ha OcHOBe npoTokosia DHCP.

ABTOKOHhurypuposaHue no nporokony TR-069

Mo npoTokosny TR-069 BO3MOXHO NPOW3BECTM NO/THOE KOHIMIYppOBaHUe YCTPOCTBa, 0GHOB/IEHUE
nporpaMMHOro o6ecneveHuss, UTeHre nHgopMauum o6 yctpoiicTee (Bepcus MO, Mofenb, CepuiiHblii Homep 1
T.71), 3arpy3Ky 1 BbIrpy3Ky Lie/1oro goaiinia KoHdurypauuy, yaaneHHyo nepesarpysky ycTpoicTsa.

ABToKOHGpUrypupoBaHue no npotokony TR-069
Obume
Brnrounte knuenta TR-063 &
WHTepdeic Internet v
Anpec cepeepa ACS hitp:/fupdate local:9595/
BrniounTe Nepuoguueckui onpoe &

Mepwog onpoca, © &0
3anpoc coeguHeHnA c ACS

MmnA nonbaoearens acs

Mapone
3anpoc coe0MHEHHA C KNHEHTOM

MiA nonb3osarens | admin
Mapone
Hactpoiiku NAT
Pestaaa NAT STUN v
Anpec STUN-cepeepa | stun.local
Mopt STUN-cepeepa | 3478
MuHUMAaNEHEIA Nepuog, onpoca, ¢ 30

MakcumMansHER nepuog onpoca, © &0
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Oo6wue

* Brsmoyums kiueHma TR -069 — npuv ycTaHOBNEHHOM donare paspelleHa paboTta BCTPOEHHOro KneHTa
npotokona TR-069.

* MIHmepgpelic — BbIGOP UHTEPAIEca ana paboTel No npotokony TR-069. Ecnm Ha yCTPOIACTBE BK/IHOYEH
nHtepdpeiic VLAN ynpasneHus, To aaHHasa VLAN aBTomatmnyeckn 6yaeT ncnonb3oBatbes Ansi paboTbl No
npotokony TR-069. HacTpolika Bbi6opa nHTepdieiica 6yaeT 3ab/10KMpoBaHa.

+ Adpec cepsepa ACS — agpec cepBepa aBTOKOH(MIypnpoBaHus. Agpec Heo6xoaMmo BBOAUTL B
chopmarte http://<address>:<port> nnu https://<address>:<port> (<address> — IP-agpec wim JOMeHHOe
nma ACS-cepBepa, <port> — nopt cepsepa ACS, no ymonyaHuio nopt 80). Bo BTOPOM C/iyyae KAMeHT
6yaeT ucnonb3oBatb 6e3onacHbIin npotokonn HTTPS ana o6meHa nHdopmaumeii ¢ cepsepom ACS. ACS-
cepsep cupmebl Eltex no ymonuaHuo ucnonb3yet ans cessun nopt 9595.

* Bk/1o4umsb nepuoduyeckuli onpoc — Npu ycTaHOBNEHHOM chfiare BCTPOEHHbIN KNneHT TR-069
ocyLlecTBAseT nepuoguyecknii onpoc cepsepa ACS ¢ MHTepBasiOM, paBHbIM «[1epuody onpocar, B
cekyHAaax. Llenb onpoca — 06HapyXuTb BO3MOXHbIE N3MEHEHMWSA B KOHUTypauum yCTponCTBa.

3anpoc coeduHeHusi ¢ ACS

* VM5 nosb3osamerisi, Maposib — Ms NoMb30BaTesNs U Naposib A5 AocTyna kineHTa Kk ACS-cepeepy.

3anpoc COEOUHEHUSsI C K/ITUeHMOM

* VM5 nonb3osamers, Maposib — VMsi NONb30BaTeNs U Naposnb Ans goctyna ACS-cepeepa K KNNMEeHTY
TR-069.

Hacmpoliku NAT

Ecnu Ha nyTn Mexay KnveHTom u cepeepom ACS nMeeT MecTo npeo6pasoBaHie ceteBbix aapecoB (NAT —
network address translation) — cepeep ACS MOXET HE UMETb BO3MOXHOCTb YCTAHOBUTb COEAVHEHMNE C
K/TMEHTOM, €C/IM HE UCMO/b30BaTb ONpPeAe/eHHbIE TEXHOOMMY, NO3BO/SIOLLIME 3TOM0 M3GexaTb. ITU
TEXHO/IOTUI CBOASATCS K ONPEAENEHNIO KNIMEHTOM CBOET0 TaK Ha3biBAEMOro NMy6/IMYHOI0 ajpeca

(appeca NAT vnu no-apyroMy — BHELLHErO afipeca L33, 3a KOTOPbIM YCTAHOB/EH KNWEHT). Onpeaenvs
CBOIi MyG/INYHBIN afpec, KNMEHT COOGLLAET ero CEPBEPY, 1 CEPBEP B AasIbHENLLEM A/ YCTaHOB/IEHMS
COE[IVHEeHUSI C KNIMEHTOM MCMOb3YET Y)XXE HE ero NokasbHbIi aapec, a ny6MuHbIii.

* Pexxum NAT — onpefensieT, KakuM 06pa3oM K/IMEHT AO/DKEH MOMYYNTb MHpOpMaLMo O CBOEM
ny6nnyHom agpece. Bo3MOXHbI CnefyroLme pexumbl:

+ STUN — ncnonb3osatb npotokon STUN ansa onpegeneHnst nyo6nnyHoro agpeca,;

+ Manual — py4Hoii pexum, npu Bbibope pexuma Manual ny6nunyHbIin agpec KnneHTa 3agaetcs
BPYUHYyt0 Yepe3 napametp Adpec NAT (agpec Heo6xoamMmo BBOAUTL B popmarte IPv4). B aTom
pexume Ha yCTpoicTBe, BbinosHAwwem yHkumm NAT, Heobxogmmo fo6aBuTb NPaBuio
npo6poca TCP-nopTa, ncnosb3yemoro kaneHTom TR-069;

+ Off — NAT He ucnonb3yeTcs — AaHHbIN PeXUM pekoMeHAyeTCs MCNOo/b30BaThb, TO/IbKO KOraa
YCTPONCTBO NOAKNOYEHO K cepBepy ACS Hanpsimyto, 6e3 npeobpa3oBaHns ceTeBbIX agpecos. B
3TOM cny4yae ny6/nyHbI agpec coBnagaeT C /IOKaslbHbIM aApecoM KneHTa.

Mpu BbiGope pexnma STUN Heo6xoauMo 3aaTh CefyroLye HacTPOKM:

+ Adpec STUN-cepsepa — IP-agpec nnn gomeHHoe nma STUN-cepsepa.
* Mopm STUN-cepsepa — UDP-nopt STUN-cepBepa (No ymonyaHuio 3HaueHue 3478).
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+ MuHumasibHbIl nepuod onpoca  MakcumasibHbIl nepuod ornpoca — onpeaensioT UHTepBas
BPEMEHV B CEKYHAaX [/1s OTNPaBK/ Nepuoanyecknx coobleHmii Ha STUN-cepBep ¢ Lenbio
06HapyXeHNs M3MEHEHNSA Ny6MYHOTO aapeca.

© [na koppekTHoli paboTbl ¢ ACS-cepeepom 3a NAT muHuMasibHbIA nepuog, onpoca STUN-cepeepa
[O/MKEH MeHbLLUe, YeM MakcumasibHoe BpeMsi coxpaHeHust ceccum NAT-yCTpOCTBOM.

© [n4 BCTynneHns B Cuy HOBOW KOHCPUIypaLymn U 3aHECEHUSI HACTPOEK B SHEProHe3aBUCKMYI0 NaMATb
HaXXMUTE KHOTKY «[TpuMeHUmMb». [N OTMEHbl U3MEHEHWIN HAXMUTE KHOMKY «OmMeHa».

3.2.4.9 TloomeHK «VIHmepabelic yrnpasieHuUs »

MeHI0 NO3BO/SIET HACTPOUTL CETEBOI UHTEPENC ANA OpraHn3aL M CETEBONO ynpaBeHns YyCTPONCTBOM,
ncnonb3ys npoTtokosnbl HTTP, HTTPS n Telnet.

CeTe  IP-TenedoHus m MOHUTOPUHT

Bpema  [octyn  Hypuwan  Maponm  ¥Ynpaenewwe kondwrypauwed  OOnoenenne MO MNepesarpyaka  Astorondrypuposanve EGEEWGERISMWELENERIEEE  Ceptudmeats

[ononHuTeNEHEIE HACTPOMEN

HTEepdelic ynpaBneHns

BrniounTe wHTepdpeic ynpaenesua ¥

Tun gocTyna Tagged v
VLANID | 20

B02.1P 0 v

MpoTokon DHCP v

Ansreprarvedwit Vendor ID (onwwa 60)
MepenyHbii DNS

BropuyHeii DNS

* Brsmoyums uHmepgpedic ynpassieHus — npu ycTaHOBMIEHHOM (priare ynpasneHne yCTpOoCTBOM
NPON3BOANTCS Yepes AaHHbIN NHTepdelic.
« Tun docmyna — 3afaeT pexum paboTbl nHTepdelica:
« Tagged — paHHble NepenaloTcs MHTepdencom ¢ ncnonb3oBaHnem 3aaaHHoro VLAN
ID;
+ Untagged — paHHble nepepatoTca HTepdgeincom 6e3 ncnonb3oaHnst VLAN.
* VLAN ID — naeHTudukatop Ang BblaeneHms nHtepdenca B BUPTYyaslbHYH /IOKaslbHYHO CETb.
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+ 802.1 P — npusHak 802.1P (apyroe HasBaHne CoS — Class of Service), ycTaHaBnMBaeMblit Ha
ncxopsaLLmMe ¢ AaHHoro nHTepdeiica IP-nakeTbl. MpuHUMaeT 3HaueHust oT 0 (HM3LWKWIA NpuopuTeT)
A0 7 (HavBbIcLUNIA NPUOPUTET).

* Mpomokos1 — BbIGOP NPOTOKONA HA3HAYeHWs agpeca Ha MHTepdelic:

« Static — pexum paboThbl, Npy KOTopoM IP-aapec 1 Bce HEOBX0AMMbIE HACTPOIKN
Ha LAN-nHTepdheiice HasHauyaeTCcsa BPYUHYHO.

* DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpeca DNS-
CEpPBEpPOB 1 Apyrve napaMeTpsbl, He06xoAMMble A1 PaboTbl NHTepdelica (Hanpumep,
cTaTnyeckme MapLupyThbl), 6yayT nonyyeHbl oT DHCP-cepBepa aBToMaTUUYeCKM.

Mpotokon "Static"
Mpw BbIGOpe Tuna «Static» NS pegakTMpoBaHWs CTaHyT AOCTYMNHbI CNeayoLe napameTpbl:

* IP -adpec — yctaHoBKa IP-agpeca nHtepdelica ynpaBneHus;

+ Macka nodocemu — Mmacka NnoaceTn nHrepdeica ynpasneHus;

* Lo3 no ymonyaHuto — IP-aapec ceTeBoro LWk3a no yMo4aHuo nHTepdelica ynpasneHus;

* MepsuyHbili DNS, BmopuyHbili DNS — IP-agpeca DNS-cepBepoB, HE06X0AMMbIX AJ/151 padoThl
NPOTOKO/10B aBTOKOH(IUIYPMPOBaHUWSA LL/IH03a, HACTPOKa KOTOPbIX NPOM3BOANTCA HA CTpaHuLe
Cuctema — ABTOKOH(purypupoBaHue.

Mpotokon "DHCP"
Mpw BbIGOPE NpoTokona Tuna «DHCP» ans pegaktmpoBaHusa CTaHyT AOCTYMHbI CriefytoLive napaMmeTpsb:

« AnlbmepHamusHsbil Vendor ID (onyusi 60) — npu ycTaHOBMEHHOM dpiare yCcTpoiicTeo nepenaét 8 DHCP-
coobLeHmnsix B onumm 60 (Vendor class ID) 3HaueHue 13 nonst Vendor ID (onyusi 60). Ecnu conar
AnbmepHamusHbil Vendor ID (onyusi 60) He ycTaHOBNEH — B onuun 60 nepefaeTcst 3HaueHve no
YMO/IYaHMIo, KOTOpoe NMeET cneayowmii goopmar:

[ VENDOR :npowussoauTens][ DEVICE :Tun ycTpoiicteal[ HW :annapatHas sepcus] [ SN :cepuiiblii Homep
1l WAN :MAC-aapec nHtepdeiica WAN][ LAN :MAC-aapec nHtepdoeiica LAN][ VERSION :Bepcus
nporpaMMHoro o6ecneveHusi]

Mpumep: [VENDOR:Eltex][DEVICE:VP-12P][HW:1.0][SN:VI23000118] [WAN:A8:F9:4B:03:2A:DO][LAN:
02:20:80:a8:f9:4b][VERSION:#1.1.0]

+ Vendor ID (onyusi 60) — 3HaueHune onuumn 60 (Vendor class ID) nepegasaemoe B DHCP cooblueHusix. Mpu
nycTtom none onums 60 B coobeHnsax npotokona DHCP He nepepaéTtcs.

* lMepsuyHbIli DNS, BmopuyHbili DNS — afpeca cepBepoB AOMEHHbIX UMEH (MCNO/b3yoTCS AN
onpeaenenus IP-agpeca ycTpolicTBa Nno ero JOMEHHOMY UMeEHK). AApeca, 3afjaHHble BPYUHYLo, ByayT
UMeTb NpuopuTeT Hag agpecamm DNS-cepBepoB, nonyvyeHHbIMK 1o npoTtokony DHCP.

Cnncok ncnonb3dyembix DHCP onumit Ha kaxkaom ceTeBoM MHTepdielice MOXHO 3aaBaTtb BPY4HYHO.
VHdhopmauumsi no HacTpolike cnucka B npunoxeHnn Hactporika DHCP-kAVeHToB B My/ITUCEPBUCHOM PEXMME.

@ [ BCTYNNeHWs1 B CUy HOBOM KOHCOMIypaLmmn U 3aHECEHUSI HACTPOEK B SHEPTOHE3aBUCUMYHO NaMsThb
HaXKMUTE KHOMKY «[IpuMeHUMb». JNsi OTMEHbI UBMEHEHUIA HXXMUTE KHOMNKY «OmmeHan.
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3.2.4.10 TlloomeHro «Cepmudbukamai»

CeTe  IP-TenedoHuA m MOHWTOPMHT

Bpema  Joctyn  Mypwan TMaponw  Ynpaenewwe koHdwirypaumwelt  Obdoenenne MO Mepezarpyaka  Astokondurypupoeadme  WMurepdiedc ynpaenennn Syt y ]

[ononHUTENsHBIE HACTPOHKW

CepTtudoukaTbl
Tun Obuwee umMA OpraHuzauyua
KopHesoit cepmidoukar 192.168.1.1 Eltex

KnuenTckuil ceptudkar <cepmuthUKam omeymemeyem:

WEB-ceptudmkar 192.168.1.1 Eltex Ent

MogmeHto «Cepmucbukamal» NO3BONSIET MPOCMATPMBATb, CKaUMBaTb 1 3arpyaTb Ha YCTPOCTBO
cepTUdMKaThbl 418 MICNOIb30BAHUSA B 3aLLMLEHHBIX COeAMHEHMsX TLS.
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KopHeBoii cepTucpmkar

KopHeBoii cepTudmKaT Ucnonb3yeTcs A1 NPOBEPKM NOAMHHOCTYA CEPTMAMKATOB NPV BXOASILLMX
coefiHeHMsIX. TOT CEPTUIMKAT AO/MKEH ObITb NOANMCAH LIEHTPOM aBTOPU3aLMN.

CeTe  IP-TenedqoHus m MOHUTOPMHT

Bpema  [Hoctyn  ypwan  [Maponw  Ynpaenenue koHwrypauwern  CObnoenenwe MO Mepesarpyska  Astokodpurypuposadne  MHTepdbeiic ynpaenenna RO atvetle ]

[ononHUTENsHEIE HACTPOWHKK

KopHeBoit cepTudmkaT

Ceprudmkar

CepwiiHeii Homep  81:72:33:DD:0D:F4:26:C7
Heneitcteutenen po 01.01.1970

Heneicteutened nocne  31.12.1975
WmA nonyyatena

OBwee vua  192.166.1.1
Opranmzauma  Eltex

[ononHuTenbHEIe AoMeHHbIE 3gpeca  —
LlenTp aBTOpM3aUmMK

OBwee vua  192.166.1.1

Opranmzauma  Eltex

Onepaunu ¢ cepTHgQMUKaTOM

Crauars cepTuhMKaT ¢ yeTporcTEa 7 Crauate
3arpyanTe CepTUDWKAT Ha YCTPOACTEO Bribepute dbaitn | D3N He Buibpan
| ZeDEpWTE iann |
& 3arpyauts

€ Hazag

+ CepuliHbili HOMEpP — CepWiiHbIA HOMep BbIGpaHHOro cepTudmrkara;

* HedelicmsumersieH 00 — AaTa Hadasna AeicTBuA cepTugmnkara;

* HedelicmsumersieH nocsie — Aata OKOHYaHMA AelcTBMS cepTudmkara;

* VImsi nonydamesisi — faHHble 0 nonyyatene ceptudukara (O6uee ums, OpraHmsaums, JonosHUTeNbHbIE
[IOMeHHble afpeca);

* LJeHmp asmopusayuu — faHHble 0 LeHTpe aBTopusaumn (O6Lee nvs, OpraHnsaums).
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KnueHTcKuii cepTudpmkar

KnueHTckuii cepTdomkat 1cnosib3yeTcs Npu CXOAALLMX COeAMHEeHMsIX No npoTokosy SIP ¢ ucnosb3oBaHneMm
TLS.

Cete  IP-TenegoHMA m MOHWMTOPMHHT
Bpemn  [octyn HypHan MNapany YnpasneHue koHdwrypaumei OBHoaneHue MO Mepesarpyaka ABTOKDHDMIYpHPOBaHUE WHrepdedic ynpaenexma

[ononHUTENLHLE HACTPORKN

KNueHTCKUW cepTUduKaT

Ceprripmiar
CepuiHsii Homep
Hegedictemtened go  16.04.2018
HepedcteuTened nocne  16.04.2019
Wmn nomyyatens
O6wee vmms  vpl12-left
Oprandzalps  Eltex

[lononHMTeNbHBIE AOMEHHRE aapeca <EMPTY> -
LieHTp asTOpHiaLnmK
Oblwes viMr  Root CA

Opramzauyms  Eltex

Onepaumm ¢ cepTHdHKaTOM

CrauaTk cepTWgEaT © yCTpoRcTEa #* Crauame
3arpyanTe ceptuurat Ha yeTpoicTeo BribiepuTe thain Dain He exbpan
& 3arpyaume

& Hazag

+ CepuliHbIli HOMep — CEPUiHbIA HOMEP BbIGpaHHOro cepTudmkaTa;

* HeodelicmsumesieH 00 — pata Havyasna AeicTena ceptudmkara;

+ HeodelicmsumesieH nocsie — Aata OKOHYaHusi AeCcTBUS cepTudmkara;

* VImsi noslydamesisi — paHHble o nonydatene ceptudgukara (Obuiee nmsi, OpraHusauus,
[lononHUTENbHbIE JOMEHHbIEe aapeca);

* LJeHmp asmopusayuu — faHHble 0 LeHTpe aBTopusaumn (O6Lee nvs, OpraHnsaums).
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WEB-cepTucmkat ncnonb3yeTcsa npu goctyne kK web-koHdurypartopy yctpoiictea no npotokony HTTPS.

Cete  IP-TenedhoHmMA m MOHWTOPHHT

[ononHUTENEHEIE HACTPORKK

WEB-ceptudpukar

Ceptudhukar

CepuitHbIi HoMep
HeneiicTeuTenen ao

HepeficTeMTENEH Nocne
WMmA nonyyatens

OBLes vms
Oipranuzaums

LononHuTentHsle 4oMEHHEIE a0 peca

OBee vz

Opransnzayua

Onepaunm ¢ cepTUdrkaTom

Cravate cepTuduraT ¢ yeTpoRcTEa

3arpyauTs cepTMdMKAT Ha YCTPOMCTED

€ Hazap

Bpema  Joctyn  Aypwan Taponm  Ynpaenewue kondmrypaupedt  Obnoenenwe 0 TMepesarpyaka  AsToxoH(MrypupoBaHue

CD:02:8E:EE:3F:25:3F.B3

01.10.2018

18.10.2086

192.168.1.1

Eltex Ent

LlenTp aBTOpH3aLMK (caMmonognucaHHbIA cepTHdmkar)

192.168.1.1

Eltex Ent

* Crauats

BuiBepure dhaiin | $ain He Buibpan

& 3arpyaums

WHreptheic ynpaenerua

Ceprudmrars

+ CepuliHbili HOMEpP — CepuiiHbIA HOMep BbIGpaHHOro cepTudmrkara;

+ HedelicmsumersieH 00 — AaTa Hadana AeicTBusa cepTugmnkara;

* HedelicmsumesieH nocsie — pata OKOHYaHWs AelCTBUA cepTudmkara;
* VImsi noslydamesisi — faHHble 0 nonyyatene ceptudukara (O6uee ums, OpraHmsaums, JonosHUTeNbHbIE

[IOMeHHble afpeca);

* LJeHmp asmopu3ayuu — AaHHble 0 LeHTpe aBTopusauum (O6Lee nms, OpraHuzauus).
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PykoBoACTBO No akcnayaraumm IP-tenedoHoB cepun VP

3.2.4.11 [NoomeHro «orno/iHUmesibHble HacmpoUKu»

MeH!0 No3BONISIET HACTPOUTb [0MNOTHUTE/bHbIE HACTPOIKM YCTPOICTBA.

CeTk IP-TenedgoHUA Nonb3oBaTenLCKUA WHTeppenc m MOHWTORMHT
Bpema  Joctyn  HypHan Maponw  ¥Ynpaenedwe koHdurypauwen  ObHoenexue MO

WMutepheic ynpaenenua  Ceptudimeare QI TG T TR T olelt 1]

3apesepsuporaHHblie VLAN |D

Mepezarpyska  ABTOKCHOMMypUDOBaHWE

HauaneHen WLAN 1D 1

Koreusen WLAN 1D

HacTtpoliku LLDP

Brniouwts LLOP

Mepuop nepegauun LLOP | 30

3apesepBupoBaHHbie VLAN ID

3apesepsuposaHHblie VLAN ID Heobxoanmbl 4151 BHYTPUCUCTEMHbBIX HYXXA, LL/IHO3a U MOTYT ObiTb N3MEHEHbI B
3aBMCUMMOCTHM OT ncnosib3yemoro Ha cetn VLAN ID:

* HauasibHbil VLAN ID — HauyanbHoe 3HadeHne ngeHtndukaropa VLAN B 3ape3epBuMpoBaHHOM
JnanasoHe, NpUHUMaEeT 3HaueHus [1-4090].

* KoHeuHbIl VLAN ID — HavyanbHoe 3HaveHne nageHtndgukaropa VLAN B 3ape3epBrpoBaHHOM gnanasoHe.
[aHHas HacTpoiika HefoCTyNHa AN peAakTMPOBaHUSA U PacCYMTbIBAETCSA aBTOMATUYECKN.

LLDP
* Bksrouums LLDP — npu ycTaHoBMEHHOM ch/iare Mcnosib3oBartb Npotokon LLDP.

* [Nepuod nepedayu LLDP — nHTepBan nepegayn coobuieHnii no npotokony LLDP. Mo ymonuyanuio — 30
Ccex.

@ [ BCTYNNeHWs B CUy HOBOM KOHCOMIypaLmmn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3aBUCUMYHO NaMsiThb
HaXKMUTE KHOMKY «[TpuMeHUMb». [Nsi OTMEHbI UBMEHEHUIA HAXKMUTE KHOMNKY «OmmMeHa».
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PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

3.3 MoHuTtopuHr (IP-TenedoHbl cepun VP)

* MOHUTOPUHT CEeTEBLIX NapaMeTpoB

* MoHuTopuHr IP-TenedoHmmn

* MoHuTopuHr Ethernet-noptos

+ MNpocmoTp ARP-Tabnuubl

+ MMpocmoTp nHhopmaLmm 06 ycTpoinctee
* MOHUTOPWHTI CETEBbIX COeANHEHWUI

* MpocmoTp Tabnuubl MapLipyTU3almm

* MpocMOoTp UCTOPUM BbIZOBOB

[lna nepexofia B PEXUM MOHUTOPMHIA CUCTEMbI HA NAHENN BKNA0K BbiGepUTe NyHKT «MOHUTOPUHI».

° Ha HekoTopbIX CTpaHMLax He peanin3oBaHO aBToMaTMyeckue o6HoBMEHME AaHHbIX MOHUTOPUHIa

= ORHOEMTE

yCTpoiicTBa. AN nonyyeHust Tekyllei MHpopmaLmm € yCTPONCTBA HAXMUTE KHOMKY
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3.3.1 MOHUTOPWHT CeTeBbIX NapamMeTpoB

PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

B nogmeHo «/IHTepHET» OCYLLECTBNSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOCTBA.

CeTk IP-TenedpOHUA CucTema MOHWTOPHHI

Beixog B HTEpHET

MpoTokon gocTyna DHCP

IP-apgpec 192.168.6.74

= ObHoBUTL

|P-tenedosna  Ethemet-noptet ARP Yetpolicteo  Conntrack Mapwpytusauwa  MeTopun Beizoe0s

« [Mpomokos docmyna — NPOTOKO/, UCMO/Mb3yeMblii 4718 AOCTyNa K /IOKasIbHOM CeTu.

* IP-adpec — IP-agpec ycTpoiicTBa B /10Ka/IbHOW CETU.

3.3.2 MoHuTopuHr IP-tenedoHum

B nogmeHto «IP-TenedpoHmsi» OCyLLLeCTB/ISIETCS MPOCMOTP COCTOSIHISA ceTeBOro MHTepdieiica VolP u

MOHUTOPUHI aKKayHTOB.

Cete  IP-TenedoHnAs  CucTema

WMareprer EEEENEGETEM Ethernet-noprs ARP Yetpolictee  Conntrack

CocTtosaHue ceTeBoro ukTepdelica VolP
IP-anpec 192.168.3.74

MoHutopuHr SIP-akkayHTOB

MNe AxkayHT NokansHeIA HoMep Cratyc

1 Account 1 001 BeiknioueH

2 Account 2 001 Belkniouen
@ PerucTpupoats | ® PasperucTpupoBats

TekywWe BbIZ0BbI

NokaneHbie napameTpkl yﬂﬂJ‘leHHﬂﬂ CTOpOHa

Akkaynt Homep [Mopr Homep Wma  IP-appec MMopr

MapupyTuaauua

Me TOPMA BRIZOBOE

Peructpauyua Wcrekaet yepez Appec cepeepa
Otknkouena
COTknkoueqa
Bpemna nayana [nwrensvocTe CocToAanne  Tun Bryrpernui SIP CalllD
noeHTHMEaTOR
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PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

CocTtosiHue ceTteBoro nHtepdevica VolP
+ IP-adpec — IP-agpec ceteBoro nHtepdelrica ycnyru VolP.
MoHuTOpUHr SIP-akKayHTOB

* Ne — [NopsiAKOBbIi HOMEP akkayHTa.
* AKKayHm — NM$ akkayHTa.
* JloKasibHbIl HOMep — HoOMep Tened)oHa aboHeHTa, 3aKpenIeHHbI 3a AaHHbIM akKayHTOM.
+ Cmamyc — cTaTyC akkayHTa:
* BKJ/IHOYEH;
* BbIK/THOYEH.
* Peaucmpayusi — COCTOsiHUE peructpaummn TesieddpOHHOro Homepa rpynnbl Ha NPOKCU-CepBepeE:
* OmkodeHa — yHKUMS pernctpaunm Ha SIP-cepBepe Bbik/toueHa B HacTpoiikax npodunns SIP;
+ Owubka — npoueaypa perncTpawlmmn 3akoHunnacb Heygadei;
* BbinosiHeHa — npoueaypa perucrpaumm Ha SIP-cepBepe BbINoNHEHA YCMNeLLHO.
* Micmekaem yepes3 — BpPeMs [0 UCTEUEHUS pernctpauun akkayHta Ha SIP-cepsepe;
+ A0pec cepsepa — agpec cepBepa, Ha KOTOPOM NOCAeAHWUIA pa3 npoLuna perncTpalmio aboHeHTcKas
NNHUS;

Mop Tabnuueli MoHuTopuHra SIP akkayHTOB HaX0oAATCS KHOMKW ANs NPUHYAUTENbHOI pernctpaumm unm
OTMEHbI perncTpaLuy BbiIGpaHHbIX akKayHTOB.

Tekyllue BbI3OBbI
NokanbHble napameTpbl

* AKKayHm - UMl akkayHTa Yepes KOTOPbIli OCYLLECTB/IEH BbI30B UM HA KOTOPOM MPUHST BbI30B.
* Homep - TenedOHHbIi HOMEpP Ha3HAYEeHHbI Ha AaHHOM akKayHTe.
* Mopm - nokanbHbIn nopT RTP noToka.

YpaneHHas cTOpoOHa

* Homep - TenedOHHbIi HOMEpP BCTPEYHOW CTOPOHBI.

* VIMs1 - IMS BCTPEYHOI CTOPOHBI.

* IP-adpec - IP-agpec BCTPeUHOI CTOPOHbI MCMoNb3yeMblit ans RTP.

* Mopm - UDP nopT BCTpeYHOIi CTOPOHbI MCnonb3yeMblii ans RTP noToka.

O6Lwue napamMmeTpbl

* Bpewmsi Hayasia — BpeMsl Havyana BbI30Ba.
+ [numenbHocmb — NPOAOC/IHKUTENbHOCTb BbI30BA.
+ CocmosiHue — COCTOsIHME BbI30Ba. BbI30B MOXET CyLLeCTBOBaTb B O4HOM U3 CNeAYHLMX COCTOSHWIA:
* BbI30B — nogaetca curHan KB (npy coBepLIEHNN CXOASLLETO 3BOHKAY);
* BXOAALWMIA BbI30B — Ha TeNeqOH NofaeTcs Bbi3blBHOM curHan (Npy NocTynaeHnn BXOASLLErO
3BOHKA);
* pasroBop
* Ha yaepXaHuu
* KOH(pepeHuns
+ Tun - TMN BbI30BA:
* BXOAALLNI
* ncxoasaLmia
* BHYTpeHHUiA ngeHTudunkaTop
+ SIP Call-ID
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3.3.3 MoHuTopuHr Ethernet-noptos

PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

Cete IP-TenedborHMna  Cuctema QROLLEGIULIY

WHteprer  |P-TenedioHuA ARP  Yerpoiictee  Conntrack
CoctosHue Ethernet-nopTos
Mopr  Mopkntoyenne Cropoctb Pesxmm
LAN Ben. 100 Meuric Full-duplex
PC Brakn.
< OBHOBUTL

MapLupyTraauma

L‘JETDF)I.’F! BLIAOBOE

Mepenaxo MpuuaTo

12.7 MBa#T (13 357 936 Dailt) 95.5 MbaiT (100 143 837 Gadr)

* [lopm — Ha3BaHue nopTa:
* LAN — nopT BHELLHEN CeTH;
* PC — nopt gnis nogkntodeHus MK,

* [MoOK/IYEHUE — COCTOSTHUE NOAK/IYEHNUS K AaHHOMY NOPTY:
* BK/1. — K NOPTY NOAK/THOYEHO CETEBOE YCTPONCTBO (SIMHK aKTUBEH);
* BbIK/l. — K NOPTY HE NOAK/THUYEHO CETEBOE YCTPOMCTBO (SIMHK HE aKTUBEH).
+ CKopocmb — CKOPOCTb MOAK/OUEHUSI BHELLHETO CETEBOTO ycTpoiicTBa K nopty (10/100 M6ut/c).

« Pexum — pexum nepegadv gaHHbIx:
* Full-duplex — nonHbIin gynnekc;
* Half-duplex — nonyaynnexc.

+ lNepedaHo — KONNYECTBO NepefaHHbIX 6aliT ¢ nopTa.

* [MPUHSMO — KONNYECTBO NPUHATLIX GalT NOPTOM.

© [ns nonyyeHus Tekylleli nHopmaumm o cocTosiHum Ethernet-nopToB 1 06GHOBNEHNS 3HAYEHUS

CYETYMKOB NPUHATBLI N NepegaHHbIX 6anT HaXXMUTE KHOIMKY

% OFHOBWTE
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3.3.4 TpocmoTtp ARP-Tabnmubl

PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

B noameHto «ARP» BbinosHseTcs npocMmoTp ARP-Tabnmubl. B ARP-Tabnvue cogepXxutcsa nHpopmauus o

cooTBetcTBUM IP- 1 MAC- agpecoB coceH/X CETEBbIX YCTPONCTB.

ARP-Tabnuua

IP-appec
192 168.5 47
192 168.561

192.165.5.46

< OBHOBUTE

CeTk IP-TenedoHWA CucTema MOHMTOPMHI

WMuteprher  IP-TenedonnAa  Ethernet-nopre m Yetpoiicteo  Conntrack  Mapwpytvzaums  MeTopur Beizoeos

MAC-appec
32:55:E3:E9:06:A8
12:01:DE:43:6E:4F

TE:62:70:11:8C:43

WmA knuenTa

WuTepdeic
Bridge
Bridge

Bridge

+ IP-adpec — IP-agpec ycTpoiicTea.

+ MAC-adpec — MAC-agpec ycTpoicTBa.
* UIMsi KlueHma — ceTeBOe MMsi NOAKNHOUYEHHOTO YCTPOCTBA.
* VIHmepgbelic — nHTepdieinic, Co CTOPOHbI KOTOPOro akTUBHO ycTpoicTBo: LAN, PC, Bridge.

[N NonyyeHnst TekyLLein MHopMauum HOXMUTE KHOMKY

= ORHOEMTE
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PykoBoACTBO No akcnayaraumm IP-tenedoHoB cepun VP

3.3.5 MpocmoTp nHchopmaunmn o6 ycTpomncTee

B nogmeHto «YcTpoincTBo» NprBeaeHa obuas nHpopmaums o6 ycTpoincTsee.

CeTe IP-TenedpoHMA  CucTeMa m

WMuTepher  IP-tenedoonuA  Ethernet-nopte ARP Elapieiai:vl Conntrack  Mapwpytusauma  WcTopuA Bki30B0E

NHdopmauwna ob ycTpoicTee

Manenue WP-12P rev.B
Bepcua MO

Bepcua annaparHoro obecneveHua

Bepcua aarpyzumka

Jasoncroin MAC-anpec EO:DIE3TE.DC:45
CepuiHEIR HoMeD

CucTeMHOS EpEMA 14:36:45 16.11.2018

Bpema paboTel 20H, 19:35:26

* MI30es1ue — HaMeHOBaHWe Mofeny yCTponcTBaa.

* Bepcusi MO — Bepcus NporpammMHOro o6ecneyeHns ycTporicTea.

* Bepcus annapamHo20 obecreyeHusi — HOMep PeBU3NN YCTPOICTBA.

* Bepcusi 3a2py3quka — Bepcus MO HavabHOro 3arpy3ymka ycTpoincTaa.

+ 3asodckoli MAC-adpec — MAC-agpec yCTPOICTBa, yCTaHOB/IEHHbI 3aBOA0M-U3rOTOBUTE/EM.

+ CepuliHbili HOMEP — CEepUiHbIA HOMEp YCTPOICTBA, YCTaHOB/IEHHbIN 3aBOA0M-U3rOTOBUTE/EM.

+ CucmeMHoe B8peMsi — TekyLune BpeMs U Aara, yCTaHOB/IEHHbIE B CUCTEME.

* Bpewmsi pabombl — BpemMs paboTbl C MOMEHTA MOC/IeAHEr0 BKIHOYEHUS WX nepesarpyskun yCcTporcTBea.
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PykoBoACTBO No akcnayaraumm IP-tenedoHoB cepun VP

3.3.6 MOHUTOPMHT CETEBbLIX COEANHEHNI

B nogmeHto «Conntrack» oTobpaxatoTcs Tekylme akTUBHbIE CEeTeBblE COeAVHEHMNS YCTPOICTBA.

CeTe IP-TenecgpoHMAs  CucTeMa m

WMuteprer  IP-tenedonmA  Ethernet-nopTe ARP  YetpordcTee EESLIEES  Mapwpytuaauwa  WcTopuA BoizcEos

BeiBog, akTWBHbIX ceccuil NAT

UnCcno aKTHMBHLD COSIMHEHHIA B

YWCno NoKazaHHex coeguHeHnd B

Cnucok coegMHeRWA

MpoTokon Apnpec ucto4Huka Appec HazHaveHWA TadmayT
TCP 192.168.27.86:61208 192.168.5.74:80 1muH 52 ¢
TCP 192.168.27.86:61207 192.168.5.74:80 1 muH 42 ¢
ucp 192.168.6.74:33205 192.168.5.47:53 53c
TCP 192.168.27.86:61193 192.168.5.74:80 TMuH2 ¢
TCP 192.168.27.86:61211 192.168.5.74:80 4aH 23459 muH B9 ¢
TCP 192.168.27.86:61192 192.168.5.74:80 TMuH2 ¢
< OBHoBMTL

BbiBog akTUBHbIX ceccuii NAT

* Yucno akmusHbIx cOeOUHEHUU — 06LIee YNC/0 aKTUBHbIX CETEBbIX COEANHEHWIA.

* Yucs1o nokazaHHbIX COeOUHEHUl — YNCN0 COeAVHEHWN, BbiBEAEHHbIX B Web-uHTepgeic. Ytobbl He
CHMXaTb Npon3sBoanTenbHOCTbL paboTbl WEB-nHTepdheiica, MakcumMasibHOE YACO NOKa3aHHbIX
coefuHeHui orpaHnyeHo 3HadeHemM 1024. OcTasibHble COefMHEHNSI MOXHO NOCMOTPETL Yepes
KOMaHAHYH KOHCO/b yCTpoiicTBa (komaHaa cat /proc/net/nf_conntrack).

Cnucok coeguHeHWnIi

* [Ipomoko/1 — NPOTOKO/, N0 KOTOPOMY YCTAHOB/IEHO COEAVHEHME;

+ Adpec ucmoyHuka — |IP-agpec n Homep nopra nHuumaropa coeguHeHuns,
+ Adpec HazHaveHusi — |IP-agpec 1 HoMep nopTta ajgpecara coefHeHus;

+ Talimaym — nepvog, BpeMeH! [0 YHUUTOXEHNS COeANHEHNS.

= ORHOEMTE

[N nonyyeHnst TekyLLein MHopMauum HOXMUTE KHOMKY
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PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

3.3.7 MpocmoTp Tabnuubl MapLLpyTU3auum

B nogmeHo «<MapLupyTu3aums» oTobpaxaerca Tabnmua MapLipyTusagum ycTpoicTea.

CeTk IP-TenedoHUA Cuctema m

WMHteprer  IP-tenedwonmAa  Ethermnet-nopts ARP  Ycrpoiicteo  Conntrack MeTopuR esizoeoe

Tabnuua MaplpyTU3aLMmn

Appecat LWinkoz Macka ®naru MeTpuka ObpaweHna ObHapy#eHua MHTepdeic
192.168.7.0 192.168.8.7 255.255.255.0 UG 0 0 0 br0
192.168.46.0 192.168.8.9 255.256.255.0 UG 0 0 0 brl
192.168.47.0 192.168.8.10 255.255.255.0 UG 0 0 0 br0
192.168.45.0 192.168.8.8 255.255.255.0 UG 0 0 0 br0
192.168.8.0 0.0.0.0 255.255.255.0 U 0 0 0 brl
0.0.0.0 192.168.8.1 0.0.0.0 UG 0 0 0 br0
 OOHOBWTE

+ Adpecam — IP-agpec xocTa unu nofceTn HasHavyeHus, 0 KOTOPbIX YCTAHOB/IEH MapLLUpPYT.

* LWmo3 — IP-agpec Wwno3a, Yepes KOTOpPbI OCYLLECTB/SETCH BbIXO Ha agpecarta.

+ Macka — macka nofcetu.

* 1a2u — onpenesieHHble XxapakTepucTukn AaHHoro mapLupyta. CyLecTBYOT criefytoLlime 3Ha4YeHNs
prazos:

U — yKkasbIBaeT, UTO MapLUpyT CO3aH W1 AB/ISETCA NPOXOANMbIM;

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy;

G — yka3bIBaeT, YTO MapLUpyT nposieraet Yepes BHELHWI W3, CeTeBoW MHTepdelic cucTembl
npegocTaBnseT MapLUpyTbl B CETU C MPAMbIM NOAKI0YEHEeM. Bce npoyre MmapLupyTbl NPOXOAAT
yepes BHeLWHWe Wwo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C
NPAMbIM NOAK/TIOYEHUEM;

R — ykasblBaeT, UTo MapLUpyT, CKopee Bcero, Obl1 co34aH ANHAMUYECKUM MPOTOKO/IOM
MapLupyTM3aumm, paboTalolmM Ha NIoKasTbHO cucTeme, nocpeacTBOM napameTpa reinstate;

D — ykasblBaeT, UTO MapLUpyT Obls1 f06aBNEH B pe3y/ibTare NoslyvyeHns coobLLeHNs
nepeHanpaeneHus ICMP (ICMP Redirect Message). Korga cuctema y3HaeT 0 MapLupyTe u13
coobuweHns ICMP Redirect, mapLupyT BkIO4aeTca B TabnvLy MapLupyTm3auun, YTobbl UCKTHOUNTD
nepeHanpasneHne 415 nocnefywmx NakeTos, NnpegHasHaueHHbIX TOMY Xe ajapecary. Takue
MapLLpyTbl OTMeYeHbl donarom D;

M — ykasblBaeT, UTO MapLLpyT NOABEPrcs U3MEHEHWIO - BEPOATHO, B pe3ynbrare paboThbl
[AVHaMNYeCKOro NpoToKo/1a MapLUpyTM3aLunm Ha NI0KaslbHON CUCTEME U MPUMEHEHUS napamMeTpa
mod;

A — yKa3blBaeT Ha byhepur3oBaHHbIi MapLLpyT, KOTOPOMY COOTBETCTBYET 3anuchb B Tabnuue ARP.
C — yKasbIBaeT, YTO UCTOYHMKOM MapLupyTa ABnseTcsa bydep MapLupyTusauum aapa;
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PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

+ L — yKa3bIBa€eT, YTO MYHKTOM Ha3HaYeHUs1 MapLipyTa sIBNSETCA O4MH U3 aApecoB AaHHOro
KoMMbtoTepa. Takune «/1oKasibHble MapLUpPYThI» CYLLECTBYIOT TO/IbKO B Bychepe mapLipyTnsaumy;

* B — yKa3bIBa€eT, YTO KOHEYHbIM MYHKTOM MapLupyTa SIBASETCS LMPOKOBeLLaTeNnbHbI agpec. Takme
«LUMPOKOBELLLaTe NbHbIE MapLLPYThI» CYLLECTBYHOT TOMIbKO B Bychepe MapLupyTmauum;

+ | — ykasbIBaeT, UTo MapLpyT cBA3aH ¢ KonbLeBbiM (loopback) nHtepdpelicom ¢ Lenbo MHONA,
HeXesnn obpalleHne K KonbLeBOoi ceTu. Takme «BHYTPEHHME MapLUPYTbI» CYLLECTBYHT TO/bKO B

6ydhepe MmapLupyTmusaumu,

« 1 — yKasbIBa€eT, uTo feliTarpaMMbl, HaNpaensemMble No 3TOMy agpecy, 6yayT OTBEPraTbCs

CUCTEMOIA.

+ Mempuka — onpeaensieT «CToMMOCTb» MapLipyTa. MeTpuka UCNonb3yeTcs A7 COPTUPOBKM

AyGNUPYIOLLMX MApLLPYTOB, €C/V TaKoBble NMPUCYTCTBYIOT B TabNMLE.

+ ObpauwjeHus — 3atpUKCUPOBaHHOE UMC/0 06PALLEHNMIT K MApLLPYTY C Lie/blo CO3[aHNs coeauHeHus (He
CMNOSb3YETCS B CUCTEME).

+ O6Hapy»xeHusl — YNCNo 06HAPYXEHWUI MapLLPYTa, BbINO/THEHHbIX NPOTOKO/OM IP.

* ViHmepgbelic — Msi ceTEBOro NHTepelica, Yepes KOTOpPbIii NPO/IeraeT AaHHbI MapLUpyT.

[N nonyyeHust TekyLlein MHopMaLum HOXXMUTE KHOMKY

3.3.8 [lpocmoTp NcTopun BbI3OBOB

2 ORHOEMTE

B noameHto <<|/|CTOpI/IFI BbI30BOB» MOXHO NPOCMOTPETL CIMACOK COBEPLUEHHbIX Tel'leq.)OHHbIX BbI3OBOB, a TakKXxe
CBOAHYHO Manopmaquo Mo KaxXa0oMYy BbI30BY.

B onepaTtvBHOI NaMsaTK yCTPONCTBa MOXHO coxpaHuTb Ao 10 000 3anuceii o coBepLlleHHbIX Bbl3oBax. Mpu
konmuecTBe 3anuceli 6onee 10 000 camble cTapble (BBEPXY TabnULbl) YAANAOTCA, U B KOHEL, dhaiina

[06aBNATCA HOBbIE.

3anucb cTaTuCcTuUKK B XypHaJsie BbISOBOB HE BEAETCA NPU HYJ/IEBOM pasmMmepe NCTOpUn.

CeTe IP-TenegoHmMA

MHTepHet P-tenedgonna

®uUneTp (NokasaTs)

NokansHeIA
HoMep

1 2 008

007

ma

pOUME MapaMemps UCmopuL 8s

30806€

IP-agpec
BCTPEYHON
CTOpOHEI

YOaneHHsId
HOMEp

0304
01.01

03:04
01.01

Bpema
nocTynneHWA
EEIZ0BEa

14
1970

16

1070

20 v

CTpaHuLa 1

3annCcen Ha CTpaHWUEe

Wit

Lonnirack

Bpemn
HaYana
pasrosopa

AnuTensHOCT
pasroBopa

CocToAHMe
Bbil0Ba

local

local

Tun
BelioBEa

BHOAALMIA

BXOAALMIA

Nepegade Nepegako

MNpWHaTe  TMPHHATO

Gawr nakeToE GaMT
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OnucaHue nonei Tabnmupbl <MCTOPUSI BbI3OBOBY:

* # — NOPsAAKOBbIN HOMep 3annucu B Tabnuue;

* JluHUsi — HOMep abOHEHTCKOro nopTa yCTPOWCTBa;

* Jloka/ibHbIl HOMep — HOMepP abOHEHTA, 3aKpenIeHHbIN 3a AaHHbIM aOOHEHTCKMM NOPTOM;

* YOasieHHbIli HOMep — HOMep y[as/leHHOro aboHeHTa, C KOTOpbIM Bbl/10 YCTaHOBNEHO TeneoHHoe
coeVHeHNe;

* IP-adpec scmpeyHol cmopoHbl — IP-agpec yganeHHOro aboHeHTa, C KOTOpbIM 6bIs10 YCTaHOBIEHO
TenedoHHoe coeNHeEHNE,;

* Bpewmsi nocmyrisieHusi 8bI308a — BPEMS 1 Aata NOCTYNeHNs/COBEPLUEHMS BbI30Ba;

* Bpewmsi Hauasia paz2osopa — BpeMs 1 AaTa Havana pasroBopa;

* [lnumesnibHOCMb pa32os8opa — LJIMTENBHOCTL Pa3roBopa B CeKyHAax;

+ CocmosiHue BbI308a — NPOMEXYTOYHOE COCTOsHME B0 NpuyMHA 3aBepLUeHUs BbI30Ba, OnncaHme
CTAHOBMWTCA AOCTYMHbIM NPY HABEAEHUN Kypcopa Ha 3anncCb COCTOSIHUSA BbI30Ba,

+ Tun B8bI308a — TN BbI30BA: UCXOAALLMI NN BXOASALNIA;

+ [NepedaHo nakemos — KOM4YecTBo nepegaHHblx RTP-nakeToB 3a BpemMs pas3roBopa;

*+ lNepedaHo 6alim — KONNYECTBO NepeaaHHbIX 6ainT 3a BpeMs pa3roBopa,;

* [IpuHsIMO nakemos — KONM4YecTBO NPUHATLIX RTP-nakeToB 3a BpemMsi pa3roBopa;

* [puHsimo 6alm — KONMYECTBO NPUHSATBLIX 6aT 3a BPEMS pa3roBopa.

B Tabnuue nctopum 3BOHKOB MOXHO MPOM3BECTY OTOOP 3anuceli Mo pasnyHbIM napameTpam A/ 3Toro
HaXKMUTE CCbINKy «PUnbTp (NoKasaTb)». GUNLTPaLMA MOXET NPOU3BOAUTLCSA MO HOMEPY abOHEHTCKON TIMHUN,
NOKa/IbHOMY UK yaasieHHOMY Homepy, IP-aapecy BCTPEUYHOW CTOPOHLI, BPEMEHW NOCTYN/IEHUS BbI30BA,
BPEMEHM HaYas1a pa3roBopa, COCTOSHUIO BbI30Ba M TNy 3BOHKA. OnncaHne napaMeTpoB (hubTpaLum ykasaHo
B ONMcCaHuK noseii TabsunLbl ICTOPUN BbI30BOB BbILLE.

* Bpemsi nocmyrizieHus 8bi3o8a 0m/00 unv Bpemsi Hadasia pa32osopa om/00 — BpeMeHHbIEe paMKu
NOCTYN/IeHNs/COBEPLUEHNS BbI30Ba UM HaYaa pasroBopa B popMare «44:MM:CC A4.MM.ITTT».

[N CKpbITUS HACTPOIiKM NapameTpoB ounbTpaL M 3anuceil B Tabnmue HaXXMUTE Ha CCbIKy Pubmp
«CKPbIMb».

[ HACTPOIKN NapaMeTpPoB UCTOPMU 3BOHKOB HAXXKMUTE Ha CCbI/IKY «HacTpouTb napameTpbl NCTOPUM
BbI30BOB». [10ApPO6HOE OnMcaHne HACTPOIKM NapaMeTpPoB NPUBEAEHO B [oaMeH0 « TenetoHHas KHuray.

H o o
[Mpu HaXKaTnn Ha KHOMKY nponsonget nepexoq K Ta6n|/|u,e, Ha4dynHas C nepsou 3arnuncu.

4 < o o
Mpy HaXXaTUKM Ha KHOMKY npou3oiaeT nepexon K npeablayLlei cTpaHule ¢ Tabnuuelt NCTopyn BbI30BOB.

>

Mpn HaXXaTtum Ha KHOMKY Npon3oAeT Nepexoa K caeayroLlen cTpaHmue ¢ Tabnuueii nCTopun Bbi30BOB.

. o o
Mpu HaXXaTnm Ha KHOMKY npon3onaet nepexon K Ta6m/|u,e, 3akaH4ymBad nocsiegHen 3anncblo.

CenekTtop «3anucei Ha cTpaHMue» No3BOMSIET HACTPOUTb KOIMYECTBO BbIBOAMMbIX 3anncei Tabnmubl Ha
OHOW CTpaHuLe.
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4 Mpumep HacTpolikn (IP-TenedoHbl cepun VP)
1. Ha MK oTkpoitte web-6pay3ep, Hanpumep, Firefox, Opera, Chrome.

2. B agpecHolii cTpoke 6paysepa BeeauTe IP-aapec ycTpoiicTaa.

© Mo ymonyaHuio ycTpoincTBo nonyyaet IP-agpec n gpyrue napameTpbl cetn no npotokony DHCP. Ansa
AanbHeiwei paboTbl He06x0aMMO y3HaTh IP-agpec koTtopbii nonyunn IP-tenedoH ot DHCP cepsepa.
Caenartb 3T0 MOXHO NPV MOMOLLM 3KPAHHOTO MEHIO:

1. HaxmuTte codpT-K/1aBULLy «MEHHO»
2. B paspgene «ctatyc» nocMoTpuTe Kakol IP-agpec nonyunn tenedoH.

Ecnn IP-agpec yctaHosneH B 3HadeHue 0.0.0.0, To 310 3HauuT IP-TenedpoH He nonyunn ero ot DHCP
cepsepa. B Takom criyyae Heo6X0ANMMO HACTPOUTL CETEBbIE NapaMeTpbl BPYUYHYH NPy MOMOLLN
3KpaHHOro MeHHO.

Mpun ycnewHoOM NOAKIHYEHNM K YCTPOCTBY NOSABUTCSA OKHO C 3anpoCOoM /I0rMHa 1 naposs. 3anosiHuTe
MoNA U HKMUTE KHOMKY «BoTu».

VP-12P -

NoruH:

Maponk:

@ o ymonuanuto noruH: admin, napons: password.
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Mpw ycneLuHo aBTopM3aL OTKPOETCS CTPaHMLA C MOHUTOPUHIOM TEKYLLIEr0 COCTOSIHUSI YCTPOCTBa:

VP-12P
Cets  IP-tenedona Cucrema m

MHTEpHET IP-Tenedonna Ethemnet-noptsl ARP YCTpoiAcTeo Conntrack hapwpyTusayma MCTOpWA BLI30BOB

CocTosiHne ceTeBoro MHTepdeica VolP
IP-agpec 192 168877

MoHuTopuHr SIP-akkayHTOB

AKKaYHT TNoKankeHBIW HoMep Peructpauusa WcTekaeT yepes Appec cepeepa CocToAHWE NTMHUK
1 oo OTENHYEHR HeakTHEHa
2 001 OTENHYEHR HeakTHEHa

o Feperipo

@ 000 "Mpednpuamue "3nmekc”, 2011 — 2018

Bepcus MNO: 1.3.0.239
Bepcus seb-uimepgeiica: 1.3.20

B BEpXHEM MPABOM YI/1y, NPU HEOBXOANMOCTU, BO3MOXHO CMEHUTb A3blK Web-HTepdelica Ha HyXHbIiA:

VP-12P rev.B

m IP-TenedpoHUAs  CucTeMa  MOHUTOPMHI

QoS HacTtpoiika MAC-anpecos NokansHeit DNS CeTeroi skpaH Dunetp MAC
OBwue HacTpoWKN
WMma xocTa
CropocTe W Oynnekc Auto v
BHewHas ceTb (LAN)
MpoTokon DHCP v

MapLipyTuzauyua

SNMP
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3. NS UI3MeHeHns1 CETEBbIX HACTPOEK YCTPOIiCTBa nepelignTe B pasaen «CeTb — VIHTEpHET».

B none «MpoTokon» Bbi6epuTe NPOTOKO/, UCMOMb3YEMbIil BaLLM MOCTABLUVKOM YCYT VIHTEPHET, 1
BBEAUTE HEOBXOAVMbIE AAHHbIE COMMTACHO UHCTPYKLMSAM NpoBaligepa. Eciv ans nogx/ityeHns K ceTu
npoBaiigepa 1cnosb3ykTcs CTaTUYeckne HacTPolikK, To B nosie «MPoTOKO/» HY)HO Bbi6paTh 3HaUYeHne
«Static», 3anonHMTL Nonsa «BHelwHwWii IP-aapec ycTpoiicTBar, «Macka noaceT», «LLIno3 no yMonyaHuio»,
«MepBuYHbIi DNS» 1 «BTopUyHbIii DNS» - 3HaYeHns1 NnapameTpoB NpeaoCcTaB/soTCs NpoBaliiiepom.

" MpUMEHTE

[na coxpaHeHnsa U NpUMEHEHNA HaCTPOEK HaXKMNTE KHOMKY

VP-12P u -
IP-tenechbonna  Cuctema  MoHMTOPMHI
QoS  HacTpoiika MAC-agpecos  JlokanbHolid DNS — CeTesoi 3kpaH  ©unsTp MAC  MapwpyTusauus  SNMP
OO0wre HacTpOMKK
Mna xocta
CKOpOCTb M Jynnekc Auto v
BHelwHsas ceTb (LAN)
MpoTokon DHCP v

AnbTepHaTHBHbI Vendor 1D {onuwma 60)
MepsuyHbIA DNS
BTOpUYHLIA DNS

Pasmep MTU 1500

Menoneszoeats VLAN

HacTpolika IPSec

BHIHYHTE

® 000 "MpednpuAmue "Snmekc”, 2011 — 2018 Bepcuna M10: 1.3.0.239
Bepcus sef-unmepghedca: 1.3.20

Ecnu B ceTun Bawero ViHTepHeT-npoBaligepa ncnonb3yercsa npusaska k MAC-agpecy, OTkpoviTe BKnagky
«CeTb - > Hactpoiika MAC-agpecoB». B pasgene «Hactpoiika MAC-agpeca LAN» yctaHoBuTe donar
«lMepeonpenennts MAC» 1 Beegute B nose «MAC» Heobxoaumbli MAC-agpec ycTporictea. Ans

' [TpUMEHKTE

COXpPaHEeHUA N NpUMEHEHNA HACTPOEK HAXXMUTE KHOMKY
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oo [P-TenechoHna Cuctema  MOHWUTOPMHr
AHTepHET QoS HaCTpDFIKa MAC—a,qpecou NoKkanbHeIA DNS CeTesoi JKpaH '$l-1J'IbT|J MAC

HacTpoiika MAC-agpeca LAN

MepeonpeaeniTs MAC

MAC

x OTMeHa

L4

00:11:22:33:44:55 -

Ha Bknagke «IP-TenedpoHmst -> SIP akkayHTbI» BbINO/IHAETCS HACTPOIiKa akkayHTOB A/1s1 paboThbl Mo
npotokony SIP. 11 3Toro BbibepuTe B BbiNagatoLLeM CIUCKE «AKKAYyHT», KOTOPbIVi HEO6X0AMMO

HaCTpPOWUTb.

CeTb Cuctema  MOHWTOPWHr

Hactpoiku cetn STV Obume HacTpodin SIP QoS MeTopwAa Brizoece
SIP akkayHTbl
AxrayHT ArxayHt 1 ¥

OTMeTbTE NYHKT «BKNOUNTbL», BBEAMTE HOMEP TenedioHa, KOTopbIii 6yAeT HasHaYeH AaHHOMY akKayHTY, a
Takxe yKaxuTe /I0rMH U Naposib A5t aBTopu3aumm Ha SIP-cepeepe.

BkouuTE ¥
Homep TenedoHa 4201
MM#a nonb3oBaTena 4201

Mcnone308aTe ansTepHaTMBHEIA HOMep
SIP-nopT 5060
Kateropua aboHeHTa He ucnons3083Th v
AyTeHTUUKauns
Norwe 4201

Mapone sone
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Hwxe Ha Bknagke ykaxute IP-aapec unm gomeHHoe ums SIP-cepeepa v cepeepa peructpauum (npm
HEeo6X0MMOCTMN) B COOTBETCTBYIOLLMX NONsX. EC/N Ha cepBepax 1CMnosib3yloTcs HoMepa NnopToB,
OT/IMYHbIe oT 5060, To Yepe3 ABOETOUME YKaXKWTE a/lbTepPHATVIBHbIE NOPTbI. YCTaHoBUTE dhnar
«PerucTpauusi», ecnu ans paboTbl Tened)oHMn Heobxoama permcTpauns aboHeHToB Ha SIP-cepeepe
(06bI4HO, perucTpaums HeobxoaMma).

MNapameTpol SIP

Pexam ucnonezoeannA SIP-npokcn Homing v
SIP-npokcy cepeep | ecss 10 eltextest loc

Peructpaums &

Cepeep pervcTpauun | ecss 10 eltextest loc
MeToa KOHTPOMA OCHOBHOMD CepEepa Invite v
Mepuog koHTpona ocHoeHoro cepeepa, ¢ | 30

Ykaxute SIP gomeH (npy Heo6xoaumocTu) B 6/10Kke napameTpoB «JonosHUTeNbHble NapamMeTpbl SIP». Mpw
Heo6Xx04MMOCTM UCNOIb30BaHNA JOMEHHOro UMEHN Npu perncTpauum, yctaHosute SIP-gomeH B pasgene
«[lononHuTteneHble napameTpbl SIP»:

[ononHuTensHble napameTpsl SIP

SIP-noMeH eltextest.loc

MpuMeHuTE SIP Domain ona o

pPETUCTPALMK
Pesxun Outbound BhIKNHOYEH v
MNeprog BpeMeHn nepeperncTpaLin 1800

MHTepean NoeTopa perdcTpayum 30

My GnuyHbIA agpec

+ TIpHMEHTE

[nAa coxpaHeHnsa U NpUMEHEHNA HACTPOEK HAXXMNTE KHOMKY
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5 MpunoxeHus K pykoBoAcTBy no akcnnyaTtaumm (IP-tenedpoHsbl cepun VP)

5.1 Anroputm paboTbl aBTOMATU4eCcKOro 06HOBMEHUSA YCTPOICTBA HA OCHOBE
npotokosia DHCP

VP'1 2P - admin

Cete  IP-TenedoHun m MOHUTOPWHT
Bpema  Hoctyn  AypHan  Maponu  ¥npaeneHue koHurypauued  OOHoenedue MO Mepesarpyska G Llel IRy =TS

WMHTEpMENRT YNpaBneHna [ononHUTENBHBIE HACTPORKH

O6LWwune HacTporKK

MpUOPUTET NapamMeTpos U3 | DHCP options v

AsTomaTnyeckoe obHoeneHue MO K KoHdUrypaymm

KoHdpurypauua
ABTOMBTH4EC KOE ODHOBINEHUE BhIKINH4EHD v
MporpaMmHoe oGecneyeHne

ABTOMETHYEC KOS ODHOBMNEHNWE BuIKn4eHo v

ANropuTm paboTbl NPoLEeAypbl aBTOMATUYECKOr0 06HOB/IEHNS YCTPOACTBA ONPeAensieTcs 3HaUeHem
napameTpa «/Tpuopumem napamempos U3».

Ecnu BbiGpaHo 3HaueHune «Static settings», To 3 napametpoB «daiin koHdurypaumm» n «daiin No»
onpeaensieTcs NnonHblli NyTh (BKOYas NPOTOKON AOCTyna 1 aapec cepBepa) K chaiinam KoHdurypauum n
nporpaMmmHoro o6ecneyeHust. MonHblii NyTb ykasbiBaetcs B gpopmate URL (nogaepxvBatoTcst NPOTOKO/b
HTTP n TFTP):

<protocol>://<server address>/<path to file>, rge

<protocol> — npoToKon, NCNoMb3yeMblii ANs 3arpy3kn COOTBETCTBYIOLLETO haiina ¢ cepeepa (NoaaepKMBatoTcs
npotokonbl HTTP n TFTP);

<server address> — agpec cepBepa, C KOTOPOro Heo6XxoANMO 3arpy3nTb doaiin (AomeHHoe umsi unu IPv4);
<path to file> — nyTb K haiiny Ha cepBepe, halin AomKeH UMeTb pacluMpeHue tar.gz.

B URL gonyckaeTcsa Ucnosib3oBaHue CrefyroLiyx MakpocoB (3ape3epBrpoBaHHbIe C/10Ba, BMECTO KOTOPbIX
YCTPOIACTBO NOACTABNSET ONpee/ieHHbIe 3HAUEHNS):

+ SMA — MAC address — BmecTo gaHHoro makpoca B URL ¢haitna ycTpoiicTBo noactaBnsiet
cobcTBeHHbI MAC-aapec;

+ SSN — Serial number — BMecTo gaHHoro makpoca B URL cpaiina ycTpoiicTBO noactae/nsieT
COGCTBEHHbI CEPUIHBIV HOMEP;

« SPN — Product name — BMecTO AaHHoro makpoca B URL ¢haiina ycTpoiicTBo noAcTaBnseT
HasBaHve mogenu (Hanpumep, VP-12P);
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« SSWVER — Software version — BMecTo gaHHoro makpoca B URL dpaiina ycTpoiicTBo
noAcTaBnsAeT HoOMep Bepcun NporpaMMHOro obecneveHus;

« SHWVER — Hardware version — BMecTo AaHHoro Makpoca B URL cpaiina ycTpoicTso
noAcTaBNseT HOMep annapaTHo Bepcun yCTponcTea.

MAC-agpec, cepuiiHblii HOMEpP ¥ Ha3BaHWe MOAENV MOXHO Y3HaTb Ha CTpaHuLe MOHUTOPUHIa B pasgene
«YCTPOWCTBOY.

Mpumepbl URL:
tftp://download.server.loc/firmware.tar.gz,

http://192.168.25.34/configs/vp-12(p)/mycfg.tar.gz,
tftp://server.tftp/SPN/config/SSN.tar.gz,
http://server.http/SPN/firmware/SMA .tar.gz n T.4.

Mpu aToM JonycKaeTcsl onyckaTb HekoTopble napameTpbl URL. Hanpumep, ghaiin KoHguUrypauyum MoxHo
3a4aTb B TakoM doopmare:

http://192.168.18.6/ nnu config_vp12.tar.gz

Ecnn n3 URL-thaiina KoHurypaumm nnmn nporpaMMHOro obecrneyeHns He ygaétca ussneds Bce Heobxoanmble
ANs 3arpy3ku doalina napameTpsbl (NPOTOKO/, aApec cepeepa v nyThb K chaiiny Ha cepsepe), byaet
npon3BeAeHa NnonbiTka U3BMeYb Hen3BecTHbI napametp 13 DHCP-onuuii 43 (Vendor specific info) nnmn 66
(TFTP server) n 67 (Boot file name), ecnu B ycnyre VIHTEPHET yCTaHOB/MEHO NOyYeHMe aapeca no npoTokKony
DHCP (chopmart 1 aHanus DHCP onuuii 6yaeT npuBeaéH Huxe). Ecnm n3 DHCP-onumii He nonyyaertcs u3Bfedb
HegocTaloWwuii napameTp, 6yaeT NCnonb3oBaTbCA 3a4aHHOE 3HAYEHVE N0 YMOYaHWIO:

+ Ans npotokona: tftp;

« Ans agpeca cepsepa: update.local;

* Ans uMeHun dpaiina koHdpurypauum: SMAC.cfg;

« ANS MeHu goaitna nporpammMHoro obecneveHust: vp12.fw.

Takum obpasom, ecniv nons «Palizn KoHguzypayuu» n «Padis1 MNO» ocTaBUTb NYCTbIMKU, 1 NO NpoTokony DHCP
He 6yayT nonyyeHbl onuun 43 nnn 66, 67 ¢ ykazaHnem MecTononoxeHus atnx gaiinos — URL dainna
KOHpurypauumn éyaeTt uMeTb BUA:

tftp://update.local/A8.F9.4B.00.11.22.cfg,
a URL gpainna No:
tftp://update.local/ vp12.fw.

Ecnu BbiGpaHo 3HavyeHne «DHCP options» — URL ¢haitnoB koHurypaumm n nporpaMMHoro obecneyeHms
nssnekatorca n3 DHCP onuuii 43 (Vendor specific info) nnn 66 (TFTP server) n 67 (Boot file name), ans vero B
ycnyre VIHTEpHET [O/KHO ObITb YCTAHOBNEHO MoslyyeHne agpeca no npotokosty DHCP (chopmart 1 aHanms
DHCP onuuii 6yaet npusegeH Huxke). Ecnun n3 DHCP onuwii He yaaetcs onpeaenuntb Kakoli-Hnbyabp napameTp
URL — ans Hero ncnosnb3yeTcs 3afaHHoe 3HaYeHre No yMONYaHuio:

+ Ans npotokona: tftp;

« Ans agpeca cepsepa: update.local;

 Ans uMeHun dpaiina koHdpurypauum: SMAC.cfg;

« ANS MeHu goaitna nporpammMHoro obecneveHust: vp12.fw.
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He cmoTpsa Ha nms daiina koHdurypaumm SMAC.cfg, dhopmart dhaiina go/mkeH 6bITh .tar.gz
He cmoTps Ha nms daina npowmeku vp12.fw, doopmart daina gomkeH obiTh .tar.gz
Bo3moxHa 3arpyska TeKCTOBOro haiina koHdmrypaumm, paclumpeHme doaiina npm atom
065s13aTe/1bHO AO/MKHO 6bITb .yaml

O O =

®dopmart onyum 43 (Vendor specific info)
1|<acs_url>|2|<pcode>|3|<username>|4|<password>|5|<server_url>|6|<config.file>|7|<firmware.file>
1 - Kog agpeca cepBepa aBTOKOHpUrypmpoBaHumsa no npotokony TR-069;
2 - ko4, 4Nnsa ykasaHusa napametpa Provisioning code;
3 - Kof, MeHW nonb3osarens A4 asTopusaunn Ha cepsepe TR-069;
4 - kof naponsa ansa astopusaumm Ha cepeepe TR-069;

5 - kog, agpeca cepBepa; agpec cepsepa 3agaercs B oopmare URL: tftp://address nnum http://address. B
nepBOM BapuaHTe yka3aH agpec cepsepa TFTP, Bo BTopom — HTTP;

6 - Kog, MeHU haiina KoHpurypaumu;
7 - xog, nmeHun haina Mo,

"|" - 06A3aTenbHbIV pasgennuTenbHbIn CUMBO MeXAy KogaMu U 3Ha4YeHUSMW NOAOMNLMIA.

© [ns aBToKOHMrypmnpoBaHusa no npotokony TR-069 nogonuun 1, 3 u 4 6yayT NPUMEHATLCS, KOraa B
pasgene aBTOKOH(UrypupoBaHusi Ha ocHoBe npoTtokona DHCP 6yaet Bbi6paH npuoputeT ns DHCP
onuuia.

Anroputm onpegeneHna napametpoB URL chalinoB KoHturypauymm n nporpaMMHOro ooecneyeHus us
DHCP onuutii 43 n 66.

1. Wununanusauma DHCP-o6meHa
Mocne 3arpy3kun ycTpoicTBo nHuumnnpyet DHCP-o6meH.

2. AHanus onuumn 43
Mpwn nony4yeHumn onummn 43 BbINOMHAETCSA aHaNIN3 NOAOMNLNIA C Kogamu 5, 6 1 7 € Lenbio onpeaenenuns
azpeca cepsepa 1 UMEH haliioB KOHGUrypauum 1 NnporpammHoOro o6ecneyeHus.

3. AHanus onuuu 66
Ecnun onums 43 ot DHCP-cepBepa He nonyyeHa NnnMbo nosyyeHa, Ho 3 Heé He yaanoch U3B/edb agpec
cepBepa — OCyLLEeCTBASIETCA NOUCK onuumn 66. Ecnu nms daiina MO Takke He yaanocb NoayYnTb —
OCYyLLEeCTBNAETCA NOMCK onuumn 67. M3 HUX N3BNeKakTCA COOTBETCTBEHHO aapec cepepa TFTP v nyTb K
Gainy MO. Aanee dainbl KOHUIypauumn n NporpammMHOro obecnedeHnst byayT 3arpyXarbcsl ¢ agpeca
13 onuun 66 no npotokony TFTP.

OCO0GEeHHOCTU OGHOB/IEHNA KOH(pUrypaumm.

daiin KoHdUrypauum AomkeH MMeTb oopmar .tar.gz (B gaHHOM chopmate NpoucXoanT COXpaHeHne
KoHdhurypaumm yepes web-nHtepdpeiic B 3aknagke «Cuctema» — «YnpasrieHvue KOHGUrypaumein»).
3arpyxeHHas c cepBepa KoHdurypauus npuMeHseTcs asTomarnyeckn 6e3 nepesarpyskm ycTpoincTea.
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OCco0GeHHOCTU OGHOBMEHUA nporpaMmMmHoOro o6ecneyeHuns.

®daiin nporpaMMHOro o6ecneyeHuns Jo/MKEH MMETb dropMar .tar.gz. Mocne 3arpysku gpaiina Mo
OCYLLIECTB/ISIETCS €70 pacnakoBka 1 npoBepka Bepcum (Mo cogepXxrMoMy chaiina version B tar.gz-apxvee).

Ecnu Tekywasa Bepcus NnporpaMMHOro obecneveHns coBnagaeT ¢ Bepcueli doarina, nony4YeHHoOro no npoTokosny
DHCP, o6HoBNneHune MO npounsBoanTbes He byaeT. O6HOBNEHNE NPON3BOAMTCS TOMLKO B Clyyae
HecoBnageHus sepcuii. O 3anyLweHHOM npouecce 3anncu obpasa nporpammHoro obecneveHus Bo flash-
namsaTb YCTPOWCTBA CBUAETENLCTBYET NOOYEpPEAHOE LMKIMYEeCcKoe MuraHue nHavkaropa «Power» 3eneHbiv,
OpaHXeBbIM U KpacHbIM LBETOM.

-

© He oTk/oyaiiTe NUTaHMe 1 He Neperpyxaiite yCTPONCTBO BO BpeMs 3anncy obpasa Bo flash-namsite.
[aHHble aeicTBMA NpmMBeayT K YacTU4YHOM 3anucu MO, 4To paBHOLEHHO NOpYe 3arpy304HOro pasgena
ycTpolicTBa. [lasnbHewasn paboTta ycTpoinctea 6yaetT HeBO3MOXHA. [ BOCCTaHOB/IEHUSA
paboToCNnOCO6HOCTUN YCTPONCTBA BOCMNO/Ab3YNTECH MHCTPYKLUMEN, KOTOpas NpuBeaeHa B MPUIOXEHUN
Mpoueaypa BOCCTAHOB/IEHNSI CUCTEMBI NOC/e 605 Npu 06HOBIEHUM NPOrPaMMHOro 06ecneyeHmsI.

5.2 TMpoueaypa BOCCTaHOB/IEHUS CUCTEMbI NOc/ie c605 Npy 06HOBIEHUM
nporpamMmmMHoro obecrneyeHus

Ecnv npu BbINO/THEHUM NPOLEAYPbI 06HOBNEHMS NPOrPaMMHOro obecnedyeHus (Yepes web-nHTepdeinc nnm
yepes MexaH1M3M aBTOMaTMYECKOro 0GHOB/EHNSA HA OCHoBe npoTokona DHCP) npown3soluen c6oit (Hanpumep,
3-3a C/ly4aitHoro OTK/OUYEHMsl NTaHKs), B pesynsTaTe Yero gasibHelillas paéoTta ycTpoiicTBa ctana
HEBO3MOXHOI (MHAMKaTOp «Power» NOCTOSIHHO FOPUT KPaCHbIM LIBETOM), BOCMO/Ib3YTECH CieAy WM
a/ITOPUTMOM BOCCTAHOB/IEHMA PabOTOCNOCOBHOCTN YCTPONCTBA:

1. PacnakyiTe apxuB C haiiziom nporpaMmMHOro obecnevyeHus.

2. Mogkntounte MK k nopty LAN yCTpOICTBa, yCTAHOBUTE Ha CETEBOM MHTepelice agpec 13 noacetu
192.168.1.0/24.

3. 3anyctute Ha MK TFTP-knuenTa (ans Windows pekomeHyeTcsi ucnosib3oBarb nporpammy Tftpd32), B
KayecTBe ajpeca yaasieHHOro xocta ykaxuTe 192.168.1.6, a ansa nepegayum Boibepute gain linux.bin n3
pacnakoBaHHOIo apxvBa nporpaMMHOro obecneyeHus.

4. 3anycTuTe KOMaHZy OTnpaBkK (haiifia Ha yaasieHHsblin xocT (komaHaa Put). lo/keH 3anycTUThes
npouecc nepegauyn daiina Ha yctpoiicteo VP-12(P).

5. Ecnu npouecc nepegaumn dhaiina Hauyancs — AoXAUTECh ero OKoH4YaHus, nocre yero VP-12(P)
npousBeseT 3anncb NPOrpaMMHoro obecrneyeHuns B naMaTb 1 aBTOMaTUYECKUN BbIMOMHUT 3aryck
cucTembl. Bpems 3anuncu coctasnsieT okoso S MUHYT. O6 ycneLwwHoM BOCCTaHOB/EHMM YCTPOICTBA
CBUAETE/NbCTBYET OPaHXEBbIV WX 3eNeHblin LBET nHankartopa «Power». [Npy 3ToM Ha ycTpoiicTee
coxXpaHsieTcs KoHdurypauums, kotopas 6bina fo c6of. Ecnm nogkioumTbCs K YCTPONCTBY He yaaeTcs —
npovsseanTe cOpPoC Ha 3aBOACKNE HACTPOMKN.

6. Ecnu npouecc nepegayumn darina He Havasics, y6eauTecb B KOPPEKTHOCTU CETEBbLIX HACTPOEK
KOMMbIOTEPA 1 NONpoobyiiTe ewe pas. B cnyyae Heygaum — yCTPOMNCTBO HEOOGXOAMMO OTNPaBUTbL B
PEMOHT NGO BbINO/THUTL BOCCTAHOB/IEHUE, NOAK/THOUUBLUMCE K ycTpoincTBy no COM-nopTy yepes
cneuuanbHblii agantep (MpyU ero HaIMunmn).

5.3 3anyck Npon3BO/IbHOrO CKpMMTa Npu cTapTe CUCTEMbI

Meprioguyeckn BO3HNKAET HEOGXOAMMOCTb NPK CTapTe YCTPOWCTBA BbINOMHATL ONpeAeneHHble AeiCTBIS,
KOTOpblE HeNb3s1 OCYLLIECTBUTbL 3ajaHNEM ONpeieNieHHbIX HAaCTPOoeK Yepes doaiin KoHdurypaumn. Ans 3Toro B
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ycTpoiicTBe cepum VP npefycMoTpeHa BO3MOXHOCTb HACTPOIKM 3amnycka Npou3Bo/IbHOTO CKpUNTa Yepes
KOHCpUIypaLVOHHbI dhaiin. B CKpUNT MOXHO NOMECTUTDL /1H00YH0 Xenaemyto Noc/1eaoBaTe/lbHOCTb KOMaHI.

[lns 3anycka Npon3Bo/IbHOrO CKpunTa B doariie KoHdurypaumy cosgaHa cekumsa HacTpoek:
UserScript:

Enable: "0"

URL: "

Onuus «Enable» paspeluaet (ecnv 3HadeHve 1) unum 3anpewtaet (ecnm 3HayeHune 0) 3anyck cKpunTa, NyTb K
KoTopoMy yka3aH B napametpe URL.

3anyckaeMblil CKpUNT MOXET pacnonaratbCs Kak Ha yAasIeHHOM cepBepe, Tak U Ha caMoM ycTpoiicTee. C
yOasIeHHOro cepeepa CKpUNT MOXET ObITb 3arpy)XeH nocpeactsom npoTtokonoB HTTP wan TFTP. PaccmoTpum
npumepsbl dalina KoHdurypaumm 45 3anycka nonb3oBaresibCKoro CKpunTa ¢ pasHbIX UCTOYHUKOB.

1. 3anyck ¢ HTTP-cepBepa

[ns 3anycka ckpunta ¢ HTTP-cepBepa Heobxoammo B napameTpe URL ykasaTb NONHbIV NyTb K doaiiny B
opmatre HTTP-URL:

URL: “http://192.168.0.250/user-script/script.sh”

B aTtom cniyyae nocne ctapta ycTporictea dhaiin script.sh, xpaHswwmiics B katanore user-script no agpecy
192.168.0.250, aBTOMaTU4YECKN 3arpy3nTcsa no npotokony HTTP ¢ ykasaHHOro cepeepa, nocrie yero oyget
NPOu3BEAEH ero 3anyck.

2. 3anyck ¢ TFTP-cepeepa

[nsa 3anycka ckpunta ¢ TFTP-cepBepa Heobxoammo B napameTpe URL ykasaTb NO/HbIA NyTb K doaiiny B
oopmate TFTP-URL.:

URL: “tftp://192.168.0.250/user-script/script.sh”

B aTtom cniyyae nocne ctapta ycTporictea dhaiin script.sh, xpaHawwmiics B katanore user-script no agpecy
192.168.0.250, aBTOMaTU4YECKN 3arpy3nTca no npotokony TFTP ¢ ykazaHHOro cepsepa, nocse yero oynet
NPOu3BeAEH ero 3anyck.

3. 3anyck nokasbHOro ckpunTa

BBuagy ocobeHHoCTel (haiinoBoit CUCTEMbI TOKa/IbHBIA CKPUNT AO/MKEH pacnonaraTbCsa TONbKO B Katanore /etc
/config, Tak Kak TO/IbKO COAEPXMMOE 3TOrO Katasiora COXpaHseTcs nocne nepesarpysku yctporictea. CKpunT B
katanore /etc/config MoXHO co3gaTb NMG0 ¢ NOMOLLLIO peAakTopa Vi, b0 3arpy3nTb ero ¢ BHELLIHEro
TFTP-cepBepa (komaHaoii tftp —gl user.sh <TFTP-server address>). [Mocne co3gaHus ckpunta emy
Heob6x0AMMO Ha3HauMTb NpaBa Ha 3anyck komaHaoi chmod 777 /etc/config/user.sh.

B dhaiine koHdumrypauum URL gns 3anycka oKasibHOro CKpunTa umMeeT BUA;
URL: “File://etc/config/user.sh”

@ BaxXHO OTMETUTb, YTO NO/IL30BATE/IbCKUIA CKPUNT AO/MDKEH HAUMHATLCA C AnpeKkTUBbI #!/bin/sh.
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5.4 Hactpoiika DHCP-knMeHTOB B My/IbTUCEPBUCHOM pPeXnmMe

Ha ycTtpoiictBax cepun VP nmeeTcsi BOSMOXHOCTb HacTpamBarb onuuu, nosyvyaemole DHCP-knueHTamn Ha
pasHbIX MHTEpgeiicax.

PacnpegeneHue 3anpaliMBaeMblx Onuuii Npu MynsTUCEPBUCHOM PEXUME:

Option Tonbko Internet + VolP Internet + VolP + Managment
MHTepdeiic
Internet
Internet  VolP Internet  VolP MNG
1 = Subnet Mask + + + + + +
3 = Router + + + + + +
6 = Domain Name Server + + + + + +
12 = Host Name + + - - - +
15 = Domain Name + + - - o +
26 = Interface MTU + + + + + +
28 = Broadcast Address + + + + + +
33 = Static Route + + + + + +
42 = Network Time Protocol Servers + + - - - +
43 = Vendor-Specific Information + + - - - +
66 = TFTP Server Name + + - - - +
67 = Bootfile name + + - = o +
120 = SIP Servers + - + - + -
121 = Classless Static Route + + + + + +

...
+
+
+
+
+

249 = Private/Classless Static Route (Microsoft)

118



PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

CornacHo npueggeHHol Tabnuue onuun 1, 3, 6, 26, 28, 33, 121, 249 moryT 3anpawmBatbes dhcp-knneHTamm
AN Kaxaoro cyouHtepdeiica. CoOTBETCTBEHHO AaHHble onuuy 6yayT UHAMBUAYa/TbHO NPUMEHEHbI ANS
Kakgoro cyouHtepdpeiica. Onuum 12, 15, 42, 43, 66, 67, 120 moryT 3anpalumBaTbCs U NPUMEHSATLCS TOMTbKO AN
oaHoro dhcp-knmeHTa, Tak kak OHU 0BLEeCUCTEMHbIE, TO eCTb HE NPUBOASAT K HACTPOIiKe CEeTeBOro nHTepdeiica.

KoHcpurypauumio cnvcka 3anpatunBaeMblX OMNLMii MOXHO U3MEHSITb U XPaHWUTCS OHa Kak 1 BCe OCTaslbHble
HacTpoikn B KOHGMUrypauuoHHom cpaiine: /etc/config/cfg.yaml. Mo ymonyaHuio cnuckn onuuin He NponucaHbl
(B KoHcpurypauum cnegytrowian 3anuce DHCPOptionList: ™), 3To 3HAUUT 4TO ONLMK 3anpaLLMBatOTCA U
NMPUMEHSIOTCSI COr/TAacHO NPUBEAEHHOM Bbile Tabnuue.

Cnoco6bl pegakTupoBaHusi KOHurypaumm
I. C nomouyblo pegakropa vi.

1. Cnucok onuuin ana nHtepdieiica Internet 3agaetcs B napametrpe DHCPOptionList cekunn
Internet=>Network.

2. Cnmcok onuumii ans nHiTepdeiica VolP 3apaetcsa B napametpe DHCPOptionList cekymmn Voip=>Network.

3. Cnmcok onuumii ans nHTepdeiica Management 3agaetcsa B napametpe DHCPOptionList cekuymm
System=>ManagementVLAN

Mocne pefakTpoBaHUsS 1 COXPaHeHUsi B peflakTope Vi He0GX0AMMO BbINOSIHATL CrEAYOLLME KOMaHIbI:

* reloadcfg — npumeHsieM n3MeHeHHy0 KOHhurypauuo B paboTy, pesynbTaT BbINO/IHEHMS KOMaHAbI
fonxeH 6b1Tb "Configuration accepted”
* save — COXpaHsieM U3MEHEHHYIO KOHUIypaLmsi B 3HEpProHe3aBrCMMYH0 NamsiTb

© KomaHay save MOXHO BbINOMHATH TOMIbKO B C/lyYae YCMNeLHOro BbINO/IHEHUS NpeablayLuei KomaHapl.
Ecnu npu BbinonHeHnn komaHAabl reloadcfg pesynsrar 6b1n "Configuration not accepted”, save
BbIMO/IHATb 3aMpeLleHo.

Il. C nomowbo KomaHabl setconf (PekomeHAQyem UCcnosib30BaTh AaHHbIN MeTon)

[aHHbIli MmeToa n36aBNseT 0T HEOOXOAMMOCTU BbINONHEHUS komaHg reloadcfg n save. Micnonb3yiiTe koMmaHabl
getconf (BbIBECTM Ha 3KpaH TEKYLLYH KOHUrypaumio) n setconf (ycTaHOBMTb 3HaUEHME NapaMeTpa).

Mpumep 1. Heobxogumo nonyunts 3HavyeHne DHCPOptionList:

* AN nHTepgielica Internet
getconf Internet.Network | grep DHCPOptionList
* Ansa nHTepgelica VolP
getconf Voip.Network | grep DHCPOptionList
* AN nHTepdelica Management
getconf System.ManagementVLAN | grep DHCPOptionList

Mpumep 2. Heo6x04MMO Ha3HAYNTL HEKOTOPbIA CAXCOK ONUMIA:

* AN nHTepgielica Internet
setconf Internet.Network DHCPOptionList "3,6,26,28,33,121,249,12"
* 0ons nHtepgoeiica VolP (HasHayaem cnyMcok onuuii Mo yMon4YaHuio)
setconf Voip.Network DHCPOptionList "
* AN nHTepdelica Management
setconf System.ManagementVLAN DHCPOptionList "3,6,26,28,33,42,43,66,67,121,249"
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lll. KoHdourypupoBaHue Ha NnepcoHasILHOM KoMMnbloTepe (He pekoMeHAyeM UCNO/b30BaTh AaHHbI
MeToa)

MpeaBapuTenbHO ckadaiite KOHUrypauumio ¢ ycTpoiictea Ha MK (uepe3 web-uHTtepdoeiic), ganee ¢ NomMolLbo
Nto60ro TEKCTOBOTO peAakTopa NoMeHsIiTe 3HaueHUsl, COXpaHnTe N3MeHeHMsl. 3aBepLuatoLLMM 3TarnoM
SIBNAETCS 3arpy3ka U3MEHEHHOI KOHhUrypaLmm B yCTPOICTBO.

MpaBuna pegaktuposaHusa DHCPOptionList

1. BanugHble 3HaveHus: 3,6,12,15,26,28,33, 42,43,66,67,120,121,249;

2. Onuwmn B napameTpe DHCPOptionList yka3biBatoTca yepes 3ansaTyto u 6e3 npobenoB Mmexay onumusimu,
npumep DHCPOptionList: "3,6,12,15,26,120,121"

3. Mopsagok cnepgoaHns onuuin B DHCPOptionList He BaxeH,;

4. Kaxpgan us onuuii 12,15, 42, 43, 66, 67, 120 MOXET 6bITb 3anpoLLeHa U NpMMeHeHa TO/IbKO C OAHOr0
NHTEpdelica;

5. Onumn 1, 3, 6, 26, 28, 33, 121, 249 moryT 3anpatumBatrbcs dhcp-knveHTammn ans Kaxaoro

cybuHTepdieiica;

Onuun 66 n 67 4OMKHbI ObITb YKa3aHbl HA OAHOM 1 TOM Xe UHTepdeiice;

7. Ecnn B DHCPOptionList H14ero He ykasaHo, TO CMMCOK 3anpaluvMBaeMblX onuuii — no ymonyaHmio (c
y4yeToM MyHkTa 8);

8. Ecnv DHCPOptionList ykazaHbl onuuu (M3 nyHkTa 4), KOTOpble N0 YMO/YaHWio 3anpallunBaroTcs ¢ Apyroro
nHTepgeiica (Ha kotopom DHCPOptionList He 3anosiHeH), To Toraa onuuy GyayT 3anpallnBaTbCs C
nepBoro nHTepdelica, a Ha BTOPOM U3 CMCcKa MO YMOMYaHWIO AaHHble ONuMmn 6yayT UCKHOYEHbI ;

9. Ecnu ans untepgeiica B DHCPOptionList ykazaH cnMcok onuuid, To 6yayT 3anpalumBaTtbCs TO/IbKO 3TU
onuuw;

10. Onumio 1 B DHCPOptionList Henb3sa ykasbiBaTb, OHa 3anpalunBaeTcs U NPUMEHSIETCA BCerga n co Bcex
NHTepencoB He3aBMCKMMO OT NPOYUX HACTPOEK;

o

Ecnu kakoli 6o 13 NyHKTOB HapyLLEH, TO NPy NPUMEHEHUN KOHQIUTypaummn OyaeT BbIBEAEHO CO0OLLEHNe
"Configuration not accepted”. OwnbKy B KOHGMrypaLum MoXHO y3HaTb ecnv BKNunTb noru configd, Torga
npu NPYMEHEeHUN KOHUrypauum 6yaet Nogpo6HO ykazaHa NpuyMHa no KOTOpoii KoHdurypaums He
npUMeHeHa.

* [pumep K NYyHKTY 8:

Honyctum ana nHtepdpeiica Internet ykasaH cnegyrowmii cnmcok onuuia: Internet.Network. DHCPOptionList: "3,
6, 26, 28, 33, 121, 249, 12"

A ans nHTepdeiica management H1Yero He ykasaHo: System.ManagementVLAN.DHCPOptionList: ", Torga
COr/1IaCHO NYHKTY 7, AO/MKEH ObITb 3anpoLLeH CNMCOK onumid No ymonyanuio 3, 6, 12, 15, 26, 28, 33, 42, 43, 66,
67,121, 249, HO Tak Kak onuuio 12 Mbl yKkasanu siBHO Ha UHTepdoeiice Internet, To U3 atoro cnucka oHa Gyaet
NCK/OYEHa.

B ntore 6yayT cnegytowme CnmMcKu:

3HadyeHune napametpa: Internet.Network. DHCPOptionList: "3, 6, 26, 28, 33, 121, 249, 12"
3anpalumBaeMblii cnnucok onuuii: 1, 3, 6, 26, 28, 33, 121, 249, 12
3HadeHne napametpa: System.ManagementVLAN.DHCPOptionList:
3anpalumBaemblii cnucok onuuii: 1, 3, 6, 15, 26, 28, 33, 42, 43, 66, 67, 121, 249

© Mocne pepaktnposaHmsa DHCPOptionList pekomeHayeTcs nepesarpyska ycTpoicTsa. [1o nepesarpysku
KOppekTHas paboTta yCTpoicTBa He rapaHTUpyeTcs
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5.5 lMoprotoBka (hanna menoamu Bbi3oBa

[nsa Toro, 4To6bl MeNoausa Bbi30Ba BOCNPON3BOANIACL KOPPEKTHO, 3arpyXaemsblii ayguodalin AomKeH
oTBevartb cnegylowmm TpeboBaHnAM:

* YacroTa guckpeTtusauyumn — 8000 Iy,
+ KonnyectBo kaHanoB — 1 (MoHo);

+ PaspsgHocTb — 8 buT;

+ Kogek — A-Law.

MoaroToBUTL oaiin Menoanmn BbiI3oBa MOXHO PasiMyHbIMK CnocoGamu:

1. MNpu nomowm aygnopegaktopa «Audacity» nam aHanornyHoro, Hanpumep, «Sony Sound Forgey;
2. Tpy NnomMoLLm KOHCONbHBIX yTUAuT (sox, ffmpeg, gstreamer);
3. Mpwv nomowwm oHNaliH cepsuca.

Hwxe npuBefeHa MHCTPYKUMSA MO NOArOTOBKe ayamodaiia ¢ nomoLLbio pegaktopa «Audacity».

5.5.1 TlMopgrotoBka dhaiia menoguun BbioBa B ayanopeaaktope «Audacity»
1. Jo6aBbTe hailn menogun B NpOeKkT

MNew Ringtone

’__Z— /’ Jﬂ 57 -48 KHHKI3aII'IyCITHLI'h’iOHIHTlI)pl‘;HrI 12 -6-30
N e Q|+ k ﬂ” 57 -48 -42 -36 -30 -24 -18 -12 -6-30
&6 o XO[C h|f~| QIQIQI LY E e —
ALSA ™ \!J default: Front Mic:1 ~ || 2 (ctepeo) k. Y ‘) default
‘EIB‘D ‘ . % . . 3|D . . l.IDD . . 1.I30 . . Z:IDD . . 2:?0 . ‘ 3:?0 . . 3:I3D . . 4:IDD

x\mrngm v AT i "'Mww'”w" T 'ﬂw'n"ﬂp['up 1
- o =

e MWN}MH[L“LLJM..I.J|.I|.,J... il . ---IIJWM']L”MnJdu

. THL uL (A S T Mm A
T " \ T
7 WWMW.LL.UH.L.JM,. e e M

sl datl, o J e .JWLJM,JJH

YacToTa npoekTa (ry): MNpuannaTb K Mo3znuwa ayguo Ha4ano 1 ANUTENbHOCTh BhlOENEHKMA hd
44100 e Brikn e 00400m00.000c™ 00400m00.000c» 0040O0MOO.000c~
OcraHoBNEHOD.
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2. Paspmenute fopoxKy Ha ABe (Npeo6pasyiiTe B ABE MOHOAOPOXKN) — BblGEPUTE MYHKT «PazaenunTb
CTepeoAopOXKKy B MOHO» B MEHH0 YNpaB/IeHUs [IOPOXXKOIA.

Mew Ringtone

@awn Mpaeka Beyenuts Bwg Ynpaenenwe Jopoxkw Co3paHue 3¢¢9KTI:I AHanuz Cnpaska
_‘-‘,’ 8|1 57 48 K 12 -6-30
I &4 nmsanycruTMoumopnnr 12 -6-30
» ® LJ J”

Qe k| Wf 57 48 42 -36 -30 24 -18 -12 -6-30

n - m K«

OF Y < KO LLEVER s
ALSA ™ \!-' default: Front Mic:1 | 2(crepeo)k ™ 4) default
Esln . ) t] o 3.‘, . . l:lr.lo . . 1:|30 . ] Z:Po o 2:|:n . . 3:.00 . . s:lso . ] 4:90 ]
x| New Ringtonw| 1,0 [T R 1
b |
— HazeaHme... ;
il
1. - f ‘ |
Rl Bl et e Ml e I|1L||.|| m N ..I.”thll...]“

®) BonHa

) Ocumnnorpamma (46) :

_) CnexTporpamma
_ il

MomMmeHATE cTepeo KkaHanesl

PazAenuib cTEpec A0POXKY

PaszgennTs cTepeo 4OPOXKY B MOHO A
R osnen repeo sopoxsy s[> [ OO

Wave Color > w00m00.000c> 00uy00m00.000c* 00u00OMO0.000ce
DopmaTt >

oa =P \.. (Shift+M)
Yactota ?
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3. Y6epuTte ofiHy U3 AOPOXKEK. [151 3TOr0 HAXKMUTE KHOMKY «3aKpbITh» B MAHENN YNPABEHNS.

Mew Ringtone

@ann Mpaska Boigenwte Bwg Ynpaenenwe fAopoxkv Co3gaHve 3pdexTol AHanwz CnpaBka
’T-}"ﬂ ﬂﬂ -E;'.-' o -4|8 IKnlnxlsaFlyc‘Tu;r H-"iOHIHTt:)pIr;HI‘h -12 ' -6 -|3 OI
n > = N n
ﬂzﬂ ‘D'FI -57 -48 .—42 -36 -30 -24 -18 -12 -6-30
$s L) o | XD it > &&IQQ[»|io
ALSA ¥ \!' default Front Mic:1 ™~ | 2 (cTepeo) k v 49 default B2
E:u 30 1t oo 1:30 2:00 2:30 3:00 3:30 4:00
] e Ringtnere e T P A e ey W T _._,l.“.l,l,][,.,,]ﬂ
Tuxo [ Cono |
= . ] I ' :
n n
.I—_._’.—-——I.
Mono, 44100Hz
32-bit float | [ H
folll J.II.II m I . ||.]||.J|.||] I

w \ Wk
|

il A ‘ -l

32-hil103‘ Mﬂuhh 17 Ji

YacToTa npoekTa (u): MpuannaTte K MNo3nuna ayauo Hayano n ANMTENEHOCTE BEIASNEHWNS v
R Brakn ~  |[00u00m00.000cr 00400m00.000c 00400M00.000c™
QOCTaHOBNEHO. 3aKpLITs

123



PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

4. Ecnv Heo6XxoayMo, 06PEXLTE NLLIHEE — BbIAENNTE HEHYXHYH UM MOBTOPSIIOLLYIOCS YacTb doaiina u

HaxkmuTe «Delete».

®ain (paeka BeigenuTe BuA Ynpaenenue [opoxku Co3gaHue 3¢¢enﬂu

New Ringtone

AHaNM3 Cnpamca

P " P ’Tﬁ 7 ﬂﬁ -57 -48 Knmc sanymn MOHHTopHHr -2 -6-30
gﬂ* W 57 48 42 36 30 24 -18 -1'2 " 6-30

]| P
6
ALsa v | &

T KM QIQIQI.QI »:

default: Front Mic:1

™ | Z(crepeo)k ™ 1) default

10 2,0 3,0 4,0 5,0 5 0 T o ﬂ.D 9,0 10 0 ll D 12 0 15 0 lll 0 15 0 16 0
P S S S S . . .

| New Ringtorrw

Tuxe | Cono

Mouo, 44100Hz
32-bit float

-~

YactoTa npoekTa (Mfu): MpuamnaTb kK

~

OcTaHOoBAEHO.

U_‘nm.mmmh m

™ YT Ry

o d Ml h i o AR

Mo3wumns ayano Ha4ano v ANUTeNLHOCTE Bl AeneHus v

e ~ 00400m2005lc* 00400M20.051c* 00400MO00.000cw
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PykoBoACTBO No akcnsiyaTaumm IP-tenedoHoB cepum VP

5. CMeHuTe YacToTy AuckpeTusaumy npoekTa Ha 8000 L B HUXKHE YacTu BCNOMOraTe/lbHOro OKHa.

MNew Ringtone

Dain Mpaeka BoegenuTe Bwg Ynpaenenwe [fopoxku Co3gaHue

¢pdextel AHanuz CnpaBxa

IT'E'& Mﬂ =57 I-4|8 IKnluklsaFlyc‘Tu:r H-"iOHIHTIOpIp;HI‘- -1I2‘ -ﬁ -|3 ClI
n > ® M = N
Eg**EEJ!MH 57 -48 -42 -36 -30 -24 -18 -12 -6-30
$s L) - o | XD 1wt i~ @& P>
ALSA ¥ \.!-' default: Front Mic:1 2 (cTepeo)k 49 default A
E’Jo -,0 00 1,0 20 30 40 5,0 €0 70 80 90 100 11,0 12,0 13,0 14,0 150 1s.o|

ﬁlmwmngtmw 0,57

i11025
| 16000
| 22050
32000
44100
48000

88200

96000

176400

192000

352800

'w"'W'm‘wmrw'mvwwﬁnwﬁwn] =

384000 jekTa (Ty): MpUannaTe K Mo3vuna ayano

Buikn ~| 00u00m20051cr

OcTaHoBNEHD.

Ha4ano n ANUTENbHOCTE BbIAENEHWA o

00400mM20051cy 00400M00.000c
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6. CMeHUTe 4acToTy AMCKPETM3aLmMy ayanoA0POXKN B MEHIO «[JOPOXKM» — «CMEHUTb 4acToTy
[INCKPETU3ALNN LOPOXKKN...».

®aian Mpaeka BugenwTs Bug  Ynpaenenue Cozfanve 3pdexTul AHanu3 Cnpaska
Co343Te HOBYHO > MOHUTOpUHI ~12—-6--3-0
n = m K M ® e
-24 -18 -12 -6-30

Ceectu

s . e
ALSA v \!J default: Front Mic:1 v 2(c
Vo -10 00 1,0 20 30 4

CMEHMTE YACTOTY AVICKPETNZALMMN JOPOXKN

B oRoRH ? 12,0 13,0 140 15,0 15.0|
P, W N s 1.

BKANUNTE/BLIKNIOYAWTE 3BYK >

x| New Ringtorre|

Twsa | Cono MNaHopaMyMpoBaHue

BhIPOBHATE A0POXKA

YRopRAoUMTE A0POXKM

Moo, 44100Hz

32-bit float ) g T
. X | Crocpouuzau gopoxer (axn/om) b b i

YacTtoTa npoekTa (y): MpuaunaTte K Moswuynsa ayguno Ha4ano 1 ANWTENLHOCTE BLIASAEHWA v
8000 ~ T ~  00mM00mM20/051cy (00u400M20051cy 00u00MOD.000c
OcTaHoBnEHO.

MepeguckpeTHzayma ~ 0

HoBan 4yacToTa guckpeTuaaun (fu): v

8000 A

O cancel || 11025

16000

22050

32000

44100

48000

88200

96000

176400

192000

352800

324000
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7. 2KcnopTupynte menoaunto: MeHro «daiin» — «Export» — «39KcnopT ayamno»

New Ringtone

e Bug Ynp CozgaHue SddekTsl AHanMs Crpaska
C034aTb NPoeKT crl+N [Tiiﬂ ﬂﬁ 57 -48 IKﬁnklsaFlyc‘Tw;I‘ NiDHIHT‘ﬂpD;HI'l 12 -6-30
OTKpAITS.. Cirl0 &Iﬂﬂ ﬂ’r‘l 57 48 42 36 -30 -24 -18 -12 -6-30
HepasHue Gainsl % 3(||_D|D| I 'H| r\‘ﬂ @\|e\|{9"g‘| 2' ° *
3akpuite ctriew | | 2(cTepeo)k ™ 4) | default ~
CoXpaHmMTL NPOEKT curks SI,D . 4‘,0 ) 5:0 ) GI,D . 7I,0 ) a‘,oL] 9I,D . 1(?,0 ) 11;,0 ) 12‘,0 ) 13I.0 ) 1?.0 ) 15‘,0 ) lﬁl.ﬂ

CoxpaHWTs NPOEKT KAK...
N i

Sl
JknopTMpoBaTe kak MP3
IKENOPTUPOBATE Kak WAV
VIMNOPTUPOBaTE >
JkcnopTMpoRaTe kak 0GG

Lienouku b

MapameTpel CTpaHMUEL...

B T

oadll

8000 T ~

OcTaHoBNEHO.

00u00mM0B.410cr

MNeyate...
JKCNOPTUPOBAaTE B HeCckonkKo anrnos... Shift+Ctri+L
Brixog Ctr+Q
CoxXpaHnTE CKaTyHo KOMWIO NPOeKTa...
YacToTa npoekTa (fu): Mpuanunate K Mo3nuna ayamo Ha4ano U ANUTENLHOCTE BbiAENEHUA v

00u00m0B.410cr 00u00MDD.000CT

B nossusLlEMCS OKHE BblﬁepI/ITEZ

+ MecTo B (hannoBOW CMCTEME e HEOOXOANMO COXPaHUTb MENOANIO;

+ Vmsa dpaina;
« 3aronoBok WAV (Microsoft);
+ KogmnposaHue A-Law.
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Places

Q, search

[& Recently Used
E Desktop

File System

efi

bkp

Filesystem root

MapameTpel

Name: MNew Rinbtone.wav

Save infolder: < | fit viadimir

Name

B virtualgox VviMs
H Bugeo

D fokymernTe:

L 3arpyskn

[ MzoBpaxequs
I Myzeika

22 OBLegocTyNHLR
Ll paboumia cron

A WaBnoHs!

Create Folder

~  Size | Modified

18.11.2019
15.10.2019
NaTHWLE
20.01.2020
16:45
BTopHUK
15.01.2020
14.10.2019
15.10.2019

Mpouve HecxaTele Gaine e

3aronoBok: WAV (Microsoft)

KogupoBanme: A-Law

& cancel Save

8. Ypanute Terv n 3aBepLunTe aKCnopT

MameHUTL Tarm

Wcnone3yite ctpenky (Mau ENTER nocne pegakTUpoBa HAR) ANA H3BMUI ALK Mo NONAM.

MeTKa
Artist Name
Track Title
Album Title
Track Number
Year
Genre
Comments

Software

HAHPEI

M3MeHUTL BOCCTaHOBMUTE. ..

3HayeHne
Lavf57.71.100
Jobasute Yaanute OumcTuTe
LaGnoH
3arpymTh... COXpaHWTL... HazHaYMTE NO YMONYAHUKD

() Cancel v OK

®daiin rotoB An1a 3arpy3km B Ka4ectse Mmesiognn Bbi3oBa.
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TEXHUYECKAA NOAJEPYHKA

[na nonyyeHma TeXHUYECKON KOHCYbTaLLMM NO BONPOCaM 3KCnayaTauum obopyaoBaHua
TOO «3nTekcAnaTtay» Bbl MoxKeTe 06paTUTbCA B CEPBUCHbBIN LLEHTP KOMMNAHWUW:

050032, Pecnybnvka KasaxcraH, r. Animatbl, MKp-H. Anatay, yn. Mbparnmosa 9
TenedoH:

+7(727) 220-76-10, +7 (727) 220-76-07

E-mail: post@eltexalatau.kz

Ha oduumanbHOM caiiTe KOMMNaHUM Bbl MOMKETe HaWTU TeXHUMYECKYI AOKYMEHTauuio W
nporpammHoe obecneveHne ana npoaykumm TOO «InTekcAnaTay», oBpaTuTbcA K 6ase 3HaHWA,
NPOKOHCY/IbTUPOBATLCA Y MHXKeHepoB CepBUCHOTO LeHTPa Ha TeXHUYEecKom popyme.

OduumanbHbIn canT komnaHuu: http://eltexalatau.kz
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