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YCNOBHbIE OBO3HAYEHUA

0O603HauyeHue OnucaHue

MonyXMpHbiMm WPMUPTOM BblAENEHbl MNPUMEYaAHMA U NpeaynpexaeHus,

MNonyXXupHbii WpneT
Ha3BaHWe rnas, 3aro/I0BKOB, 3aro/1I0BKOB TabauL,.

Kypcue Calibri Kypcusom Calibri ykasbiBaeTcs MHopmaums, Tpebytowaa 0ocoboro BHUMaHus.

MpumeyaHua u npegynpexaeHua

MpumeuaHna cogeprkaT BaXkKHYO UWHPOpMaLUIO, COBETbl WAM pPeKoMeHJauuu no
MCNO/Ib30BAHUIO U HACTPOWMKe yCTpoiicTBa.

MpepynpexxaeHa MHPOPMUPYIOT NMONb30BaTENA O CUTYaLMAX, KOTOpPble MOryT HaHeCcTu
Bpep, yCTPOACTBY UK YeN0oBEeKY, NPUBECTU K HEKOPPEKTHOI paboTe ycTpoiictBa unu notepe
AaAHHbIX.

.—
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BBEAEHUE

B Hactoswee Bpemsa IP-tenedpoHua asnsetca oaHOM M3  Hambonee ObICTPO pasBMBAOLLMXCA
TeNEeKOMMYHUKaLUMNOHHbIX ycayr. [1as Bo3MOXKHOCTM npegocTaBneHma VolP-ycnyr aboHeHTam ceTu pa3paboTaHbl
aboHeHTCcKMe wWto3bl cepumn TAU-2M.IP (nanee — «yCcTPONCTBOY).

AboHeHTCcKkuI wnto3 IP-tenepoHnn TAU-2M.IP ncnonb3yeTtca Ana NOAKAOYEHMA aHANoroBblX TenepoHHbIX
annapaTtoB K CeTAM MaKeTHOM nepegayu AaHHbIX, BbIXOA, Ha KOTOPble OCYLWECTBAAETCA yepe3 MHTepdeinc
Ethernet.

YCTpOMCTBO OPMEHTUPOBAHO HA AOMALLHMX NONb30BaTeNen n Hebonbwne oduchl.

B HacToslleM pPYKOBOACTBE MO 3KCNyaTaluMW W3/IOXKEHbl Ha3HaYeHMe, OCHOBHble TeXHUYecKue
XapaKTEPUCTMKM, NpaBuaa KOHOUIYpUPOBAHUA, MOHWUTOPUHIA U CMEHbl MNpPOrpammHoro obecneyeHus
aboHeHTCKux wato3o. IP-TenepoHmm TAU-2M.IP.

AboHeHmckul wno3 TAU-2M.IP 7
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1 ONUCAHUE U3AENUA

1.1 HasHauyeHue

YctpoiictBo TAU-2M.IP — BbICOKONPOU3BOAUTE/IbHbIM abOHEHTCKMI w03 |IP-TefiedoHUM C MOJIHbIM
Habopom yHKLMIA, NO3BOAAIOLLMX MOTPEOUTESNIO UCMOIb30BaTh NpemnmylecTsa IP-tenepoHunm.

ABOoHeHTCcKMIM wnto3 TAU-2M.IP npeaHasHayeH Ans NOAK/OYEHWNS aHAIOTOBbIX Te/IePOHHbIX annapaToB U
dakc-mopemos K IP-cetn. bnarogapa BCTPOEHHOMY MapLUpyTU3aTOPYy YCTPOMUCTBO obecneymBaeT BOSMOXKHOCTb
NoaKNIOYEHUA 0OOPYA0BAHUA /IOKANbHOM CeTUM K CeTU LIMPOKOMOJIOCHOTO AO0CTyna. K yCTPONCTBY  MOXKHO
NOAKNOYUTL OAMH KOMMbIOTEP, AOCTYMN B MHTEPHET A/1A KOTOPOro BO3MOMEH C MOMOLLbHO BCTPOEHHbIX GYHKLMIA
NAT/DHCP-cepBepa. USB-pasbem wWcnonb3yetcA AAS MNOAKAOYEHMS BHewHero Hakonutensa, 3G/4G USB-
moaema.

1.2 XapaKTepucTuka ycTpoiictea

Unmepagpeiicoi:

e FXS: 2 nopta RJ-11;
e LAN: 1 noprt Ethernet RJ-45 10/100BASE-T;
e WAN: 1 noprEthernet RJ-45 10/100BASE-T;
e USB: 1 nopt USB2.0.

MuTaHMe WAK3a OCYLLEeCTBAAETCA Yepes BHelWHMI aganTtep 12 B noctosHHOro ToKa ot cetn 220 B.
®dyHKYyuu:

e ceTeBble PYHKUUM:

— paboTa B peXxnme «MOCTa» UaM «MapLIpyTU3aTopa;

— noaaepKa PPPoE (PAP, SPAP n CHAP aBTopu3saumna, PPPoE komnpeccusn);

— noaaep*xka PPTP;

— noaaepka L2TP;

— noaaeprKKa ctatmyeckoro agpeca u DHCP (DHCP-knuneHT Ha ctopoHe WAN, DHCP-cepsep
Ha ctopoHe LAN);

— noaaep*xKa DNS;

— noaaepxKka NAT;

— CeTeBOW 3KpaH;

— noaaepxka NTP;

— noaaeprKKa mexaHU3MOB KayecTBa ob6cnyxuBaHma QoS (QoS no DSCP n 802.1P);

e nopaepKa pyHkumn IPTV;

e npoTokonbl IP-tenedpoHmu: SIP;

e  3X0 KomneHcauus (pekomeHaaumun G.168);
e [eTeKTop akTuBHOCTM peuu (VAD);

e reHepaTop KOMQOPTHOrO LWyMa;

e 0bOHapyKeHune 1 reHepupoBaHue curHanos DTMF;

8 AboHeHmckul wmo3 TAU-2M.IP
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nepegaya DTMF (INBAND, rfc2833, SIP INFO);
nepepnaya dakca:

- G.711A/G.711U;
— T.38;

pabota c SIP-cepsepom 1 6€3 Hero;

¢yHKUMM [BO:

— yaepxaHue BbizoBa — Call Hold;

— nepepaya Bbizosa — Call Transfer;

—  yBeAoM/eHMe 0 NocTynaeHun HoBoro Bbi3oBa — Call Waiting;
— nepeagpecauma no 3aHatoctn — Call Forward at Busy;

— nepeagpecauma no HeoteeTy — Call Forward at No answer;
— besycnosHasa nepeaapecauyms — Call Forward Unconditional;
— He 6ecnokountb — DND;

— Caller ID: FSK, DTMF;

— ropa4yas anmHuA — Hotline;

—  TpynnoBoii BbI30B;

— nepexsaT Bbi3oBa — Call Pickup;

—  TPEexCTOPOHHAA KOHpepeHuus;

—  TMBKMI NnaH Hymepauuu;

obHoBneHue MO yepes Web-nHtepodeiic;

nogaepr*kka DHCP-based autoprovisioning;

TR-069;

YOANEHHbIA MOHUTOPWHT, KOHPUTrypupoBaHMe K HacTponka: Web-uHTtepdeiic, Telnet.

Ha pucyHke 1 npuseaeHa cxema sKraoveHmna TAU-2M.LIP.

Cetb
nposaiigepa

3G/4G mogem

UsB 10/100Base-T

TAU-2M.IP

PucyHoK 1 — dyHKLUMOHaNbHaA cxema ncnonbsosanma TAU-2M.IP

AboHeHmckul wmo3 TAU-2M.IP 9
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13 CTpyKTypa 1 npuHUMN paboTbl nsgenusn

ABOHeHTCKUI TepmuHan TAU-2M.IP cocToUT U3 cneayiowmx NnoacucTem:

e KOHTPOJI/IEP, B COCTaB KOTOPOrO BXOAMT:

BbICOKOMHTErPUpPOBaHHan cuctema Ha Kpuctanne (System-on-a-Chip — SoC) Realtek
RTL8972C, BKkatovatowas B cebs npoueccop, 100-mOUTHbI KOMMYTaTOP CO BCTPOEHHbIMM
PHY, annapaTHyto akcenepauuio Tpaduka L2/L3/L4, USB 2.0 noptbl, PCI-E KoHTpoanepsbl, 8

KaHanos PCM pgns paboTbl npuaoxkeHuit VolP;
— flash-namaTtb — 8MB;
— onepatuBHaa namAaTb SDRAM — 128MB;

e 2 aboHeHTCKMX KomnekTta SLIC;

e 1 nopt LAN: RJ-45 10/100BASE-T;

e Ethernet-moaynb WAN: RJ-45 10/100BASE-T;
e USB Host nopr.

CTpYKTypHan cxema yCTponcTBa NpMBeAEeHa Ha PUCYHKe 2.

RJ45 RJ45

KOHTponnep

ETHERNET
SWITCH

‘ P U USB-uHTepdeiic

FXS1 FXS2

RJ11 RJ11

PucyHoK 2 — CTpyKTypHaa cxema TAU-2M.IP

YcTpoitictBo paboTaeT noa ynpaBAeHWEM OMNEPAUMOHHOW cucTembl Linux. OCHOBHble ¢yHKUUK
ynpaBneHua cocpepoToyeHbl B npoueccope Realtek, KoTopbliit ocyliecTBaseT maplupyTusauumio |P-nakeTos,

obecneunsaeT paboty |IP-TenedpoHUK, NPOKCUPOBaAHUE FPYNNOBOro TpaduKa 1 T.A4.
®YHKUMOHANbHO YCTPOMCTBO MOXKHO pa3aennTb Ha 4 6aoka:

e bnok nopaeprKku ceteBbix GYHKUMIA YCTPOMCTBA;

e bnok IP-TtenepoHuy;

e bnok 06paboTkm multicast-tpadmka;

e bnok ynpasneHus (onepaunoHHasa cuctema Linux).

10 AboHeHmckul wmo3 TAU-2M.IP
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BnoK noppep:Ku ceteBbiX QYHKUMW YyCTpoiicTBa obecneymBaeT MPOXOXKAEHWEe W KommyTauuto |P-
NnakeToB B COOTBETCTBMMU C Tabanueit mapLlipyTusaumm yCTPoOnCTBa, MoXKeT 0b6pabaTbiBaTb KaK HETETMPOBAHHbIE,
TaK U TerMpoBaHHble NaKeTbl B 3aBUCMMOCTM OT HAaCTPOMKM ceTeBbIX MHTepdencos. MogaepKmBaeT NPOTOKObI
DHCP, PPPoE, PPTP, L2TP.

Bbnok IP-renepoHnn obecrneunsaer paboTy ycTpoicTtBa NO npoTtokoay SIP ans nepesayn pedeBblx
CUTHaNoB MO CETU C KOMMyTauMeit naketos. PeyeBol curHan aboHeHTa NOCTynaeT Ha MoAylb abOHEHTCKMX
komnsektos SLIC, rae npeobpasosbiBaeTcs B undpposon Bua. OundpoBaHHbI cUrHan HanpasafeTcsa B 610K IP-
TenedoHUm, rage KoampyeTca no ogHoOMy U3 BblIBpaHHbIX CTaHA4APTOB U B BUAE LMPPOBbLIX NAKETOB NOCTyrnaeT B
KOHTPO/I/IEP Yepe3 BHYTPUCUCTEMHYIO Maructpanb. Linpposble nakeTbl cofepykaT, KPOMe PeyeBblX, CUTHa/bl
yrnpaBaeHUsa 1 B3aMMOAENCTBUA.

Bnok o06pabotkn multicast-tpadpuka npegHasHayeH ana obpabotkm IGMP-cooblieHunii n multicast-
TpaduKa ¢ uenbto nogaepKkn GyHKunn IP-tenesmuaeHus.

Bnok ynpaBneHuna Ha 6ase onepaumoHHOM cncTeMbl Linux KOHTpoAnpyeT paboTy Bcex ocTasibHbix 6/10K0B
M NOACUCTEM YCTPOMCTBA M 0becneynBaeT Ux B3aMmoaencTBme.

dPyHKUMOHaNbHas cxema ycTponctsa TAU-2M.IP npeacTtaBieHa Ha pUCyHKe 3.

Bnok

Bnok |P-TenedhoHum
noaAepPHKKK

ceTeBbIX

DYHKLUNIA

CTpOKCTBa
ycTpovcr Bnok obpaboTku

multicast-tpacumka

PucyHok 3 — dyHKLMOHaNbHaA cxema ycTpoicTea cepumn TAU-2M.IP
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1.4

OCHOBHble TeXHUUYECKMe NapameTpbl

OCHOBHble TEXHMYECKME NapameTpbl YCTPOMUCTBa NpmBeaeHbl B Tabanue 1.

Tabanuya 1 — OCHOBHble TEXHUYECKME NAapaMeTpbl

Mpotokonbl VolP

| MNoppep»mMBaemble NPOTOKObI | SIP
Ayaunokoaeku
Kopekn G.729, annex A, annex B

G.711a, G.711u,

G.723.1,G.722, G.726-24, G.726-32
MNepepava moaema: G.71134,
Mepepaya dakca: G.711a, G.711u, T.38

Napametpbl WAN-uHtepdeiica Ethernet

Konnyectso noptos 1
DNEeKTPUYECKN pasbem RJ-45
CropocTb nepegauun, Méut/c 10/100, aBTOOMNpeaeneHne
MNopnep»Ka CTaH4APTOB BASE-T
NapameTpbl LAN-uHTepdeiica Ethernet
Konnuyectso uHtepdeicos 1
DNEeKTPUYECKN pasbem RJ-45
CropocTb nepegauun, Méut/c 10/100, aBTOOMNpPeaeneHne
MNopaepKKa cTaHoapToB | BASE-T
MapameTpbl aHaNOroBbix aBOHEHTCKUX NOPTOB
Konnyectso noptos 2
ConpoTtusneHue wneda (6es yyeta conpotusneHus TA) 00 800 Om

Mpuem Habopa

MMMNY/IbCHbIN/YacToTHbIN (DTMF)

3awmTa abOHEHTCKMX OKOHYaHUI

MO TOKY U NO HanpA>XeHUk

Bbigaua Caller ID

FSK BELL202/FSK V.23/DTMF

YnpasneHue

YaaneHHoe ynpasneHue

Web-uHtepdoeiic, Telnet, SSH, SNMP, TR-069

OrpaHuyeHue gocTtyna

no nNapoako

O6wue napameTpbl

MuntaHue

agantep nutanma 12V DC, 1.5 A.

MoTpebnsemas MOLLHOCTb

He bonee 7.2 BT (MakcmanbHbIn noTpebaaembit ToK 0.6 A)

Pabounin gnanasoH TemnepaTyp

oT +5 po +40°C

OTHOCUTEIbHAA BNIAXKHOCTb Npu Temnepatype 25°C

no 80%

labaputbl

122x96x33 mm

Macca

He 6onee 0,15 Kr.

12 AboHeHmckul wmo3 TAU-2M.IP

G.711u




S ELTEX

1.5 KOHCTpYKTMBHOE UcnosHeHue

ABOHeHTCKUI TepMmuHan TAU-2M.IP BbINOAHEH B N1IACTUKOBOM Kopnyce padmepamm 122x96x33 mm.

1.5.1 BepxHAA NaHe b YCTPONACTBA

BHewHm Bug BepxHei naHenu yctpoiictea TAU-2M.IP npuBeaeH Ha puUcyHKe 4.

1 2 4 5
~
/ \
\
o @0 - o~ z
g 3[_.)_]% S
eeeeeccecccccccccccce
eeeo0ececccccccccccce
eceee | ‘ ceecoe
Cceooe ())\(\‘Ll(:)/\ eee
eceee ceecoe
eeeeeccecccccccccccce
eeceeccccscsccccccccce
®eceecccccccccccccce
eeceecececcccccccccce
Seeececceccccccccccce
eeceevccccscccccccce

=

PucyHoK 4 — BHewHWn Bug BepxHert naHenn TAU-2M.IP
Ha BepxHelt naHenu yctpoiictea TAU-2M.IP pacnofioxeHbl cnegytolme CBETOBbIE MHAMKATOPbI:

Tabanua 2 — OnvcaHue MHAMKATOPOB M OPraHOB yNpaBaeHWs nepeaHei naHenm

dnemeHT nepegHeii naHenu OnucaHue
1 Power WHAMKATOP NUTaHUA U cTaTyca paboTbl ycTpoicTaa
) USB MHAMKaTop paboTbl BHewHero USB-ycTpoiictea (USB flash, BHeLWHWIA ecTKMiA
anck, 3G/4G USB-moaem)
3 » WHAMKATOPbl PaboTbl aHaNOroBbIX TENEHOHHbIX MOPTOB
4 LAN mHamkatop LAN-mHTepdelica
WAN mHamkatop WAN-uHTepdelica

1.5.2 3aaHAA naHenb yCTPOMCTBA

BHewHM BMA 3aaHeln naHenn yctpoinctea TAU-2M.IP npuBeaeH Ha pUCYyHKe 5.

LAN
10/100

PucyHoK 5 — BHewHuin BuA, 3aaHei naHenn TAU-2M.IP

AboHeHmckul wmo3 TAU-2M.IP 13
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Ha 3agHei naHenu yctpoictea TAU-2M.IP pacnonoeHbl cnegytowme pasbembl U OpraHbl YNpaBaeHus,

Tabnmua 3.

Tabanuya 3 — OnMcaHWe MHAMKATOPOB U OPraHOB YNpaBneHua 3agHei naHenn TAU-2M.IP

dnemeHT 3agHei naHenm OnucaHue

6 12v pasbem 414 NOAKMYEeHMA aganTepa NMTAHUA

7 USB pasbem USB ana nogkntoyeHunn sHewHero USB-ycTpoiictBa (USB flash,
XeCTKni anck, 3G/4G USB-moaem)

) Phone 2 pasbema RJ-11 ana noaxnoHeHMA aHanoroBbIxX TesedoHHbIX annapaTos

9 LAN nopt 10/100BASE-T Ethernet (pasbem RJ-45) ansa nogknodeHns
JIOKa/IbHOTO CETEBOTO YCTPOMCTBA

10 WAN nopt 10/100BASE-T (pazbem RJ-45) ans noaxt04eHNA K BHELLHEN ceTH

1.6 CsetoBasa UHAUKaALMUA

Tekylee cocTosiHue ycTpoicTea TAU-2M.IP otobparkaeTtcs npu nomowm nigmkatopos WAN, LAN, Phone,

Power — PaCNONOXEHHbIX Ha BerHeVI naHenn. I'Iepequb COCTOAHUM MHOWKATOPOB NpuBeaEH B Taﬁnmu,e 4,

Tabnnuya 4 — CBeToBas MHAMKALMA COCTOAHUSA yCTpolicTBa cepumn TAU-2M.IP

UHpukatop

CocroAaHUe MHAMKaTOpA

CocTofiHMe yCTpoiicTBa

roput (3enenHbim  — 10 Mbps,
opaHXxeBbim — 100Mbps)

YCTaHOBNEHO coegunHeHwne mexay
CTaHUMNOHHbIM TEPMUHAZIOM U ab0HEHTCKMM

Mmuraet

WAN YCTPOWCTBOM
npouecc nakeTHoW nepegayn aaHHbix no WAN-
muraet o
nHTepdeicy
roput (3eneHbim  — 10 Mbps, | yCTaHOBNEHO COEAMHEHME C MOAKAOYEHHBIM
LAN opaH:KeBbim — 100Mbps CeTeBbIM YCTPOMCTBOM

npouecc nakeTHoW nepefayy gaHHbix no LAN-
nHTepoeicy

3€J'I€Hb|ﬁ, ropuUT NOCTOAHHO

TenedoHHas TpybKa NOAHATA (MMHMUA aKTUBHA)

He roput

TpybKa nonoxkeHa, HopManbHas paboTa

3€e/IeHbIN, B TEYEHUE CEKYHAbI MUTAET C
yactotoi 20 lu, 3atem 4 ceKkyHAbl
naysa

Ha TenedOHHbIM MOPT MOCTYNaeT BXOAALLUNA
BbI30B

3eeHbll,
MUraHue

nepunogunyeckoe peakoe

OTCYTCTBYET perncrpaumsa aboHeHTCKoro nopra
Ha SIP-npoKcu cepeepe

3eﬂeHbIV1, ﬂ,BOﬁHble KOPOTKNE MUraHnAa
C MHTEPBaNIOM B 3 CeKyHAbl

naeT Tect JTUMHUU

3e/1eHbIN, ropuT

USB-ycTpoCTBO NOAK/IOYEHO

USB "
He roput USB-yCTPONCTBO He NOAKAKYEHO
o BKIIOYEHO MUTaHWE YCTPOMCTBA, HOPMANbHaA
3e/1eHbll, ropuUT NOCTOAHHO
paboTa
OpaHXXeBbIN, FOPUT NOCTOAHHO OTCYTCTBYET BbIxog, B IHTepHeT
Power KPacHbIW, rOPUT NOCTOAHHO 3arpysKa ycTpomncrea

nepunogn4yeckoe nonepemeHHoe
MUraHue KpaCHbIm n 3e/1eHbIMm
LBeTamu

cbpoc ycTpoICTBa K 3aBOACKMM HaCTPOMKam

14
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1.7 C6pocC K 3aBOACKMM HACTpOiMKam

[ns 3anycka ycTpoincTea € 3aBOACKMMU HACTPOIMKaMn HEOBXOAMMO B 3arpyKEHHOM COCTOAHUM HaXaTb U
yOEepKuBaTb KHOMKy «F», KOTopaA Haxoautca Ha GOKOBOW MaHenM yCcTPOMCTBA, NOKa WMHAWMKATOp «Power»
Ha4yHeT nepunognvyeckm mMuratb nonepemeHHO KpaCHbIM U 3e/ieHbiM LBeTaMMu. I'Ipom3017|p,eT aBTOMaTHU4YeCKan
nepesarpyska yctpoiictea. Mpu 3aBoackux yctaHoBKax Ha WAN-uHTepdeice 3anyweH DHCP-knueHT, agpec
uHTepdeiica LAN - 192.168.1.1, macKka noacetm — 255.255.255.0; uma nonb3osaTtensa/naposb 418 AOCTyNa Yepes
Web-uHtepoeiic: admin/password.

1.8 KomnnaeKT noctaBku

B 6a308Bblii KOMNIEKT NOCTAaBKM yCTponcTBa cepun TAU-2M.IP BxopAT:

e TepMMWHan abOHEHTCKUIN YHUBEPCA/IbHbIN;
e agantep nuTaHua 220/12B 1.5 A;
e PYKOBOACTBO MO YCTaHOBKE U HACTpoOliKe.

AboHeHmckul wno3 TAU-2M.IP 15
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2 YNPABJIEHUE YCTPOMCTBOM YEPE3 WEB-KOHOUTYPATOP

2.1 Hauano pa6orbi

[na Hayana paboTbl HYXKHO MNOAKAYNUTLCA K yCTPoNCcTBY No nHTepdeincy LAN yepes Web-6paysep:

1. Otkpoitte Web-6paysep (nporpammy-npoCMOTPLLMK TMNEPTEKCTOBbIX AOKYMEHTOB), Hanpumep,
Firefox, Opera, Chrome.
2. BseauTte B agpecHOM cTpoKe bpaysepa IP-agpec ycTpoiicTsa.

__ﬁ_ |I 3aBopackom IP-agpec yctpoiictBa: 192.168.1.1, macka noaceTtu: 255.255.255.0

Mpun ycnewHom obHapyXKeHUM YCTPOMCTBA B OKHe Gpaysepa oTobpasmnTca cTpaHULa C 3aNpoCoOM MMEHMU
no/sib3oBaTesiA U Naposs.

TAU-2M.IP u -

NoruH:

admin

Mapons:

3. BeeauTe uMA nonb3oBatena B CTpoke «JlorMH» M napoib B  CTpoke «[Maposib».

ﬁ " 3aBoAcKue YyCTaHOBKU: 1I0rUH: admin, naponb: password.

4. Haxmute KHOMKy «BoiTu». B oKHe Bpaysepa OTKpoeTcA MeHIo BbiCTporo KoHurypuposaHus,
PUCYHOK 6.

2.2 CmeHa nonb3oBaTeneu

Ha ycTpoiicTBe cyulectsyeT Tpu Tuna nonb3osaTeneit: admin, user n viewer. Monb3osatenb admin
(apmuHKUCcTpaTOp, Naponb No ymonyaHuio: password) nmeeT NoHbIA A0CTYN K YCTPOMCTBY: YTEHME U 3anucb
MobbIX HacTPoeK, NOAHbIA MOHUTOPWUHT COCTOAHUA ycTpoicTea. Monb3oBaTenb user (HEMPUBUAETUPOBAHHDIM
nonb3oBaTesb, Napo/ib MO YMOAYaHUIO: USer) MMeeT BO3MOXHOCTb BbINOJHUTL TO/bKO HAacTpoiKy PPPoE ans
NoAKNIOYEeHUA K MHTepHEeT, He MmeeT A0CTyna K MOHMTOPUHIY COCTOAHMA ycTponcTea. lMosb3oBaTenb viewer
(Habnopgatenb, Nnaponb MO YMOAYaHWUIO: viewer) MMeeT NpaBo TONbKO MPOCMaTPMBaTb BCIO KOHUrypauuio
ycTpoiicTBa 6e3 BO3MOMXKHOCTU YTO-INMBO pefaKTUpoBaTb, MOHUTOPMHI COCTOAHMA YCTPOMUCTBA eMy AO0CTyMneH B
nosHOM obbeme.

TAU-2M.IP

CeTb |P-'I'EJ1EC1JOHI-‘Iﬁ CHUcTeMma
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Mpu HaxKaTMKM Ha KHOMKY «8bIX00» TEKYLLAA CeCCUA Nonb3oBaTens byaeTt 3aseplieHa, 0To6pasnUTCa OKHO
aBTOpU3aLUMK:

-2M.IP

Norun:

admin

Mapons

Ona cmeHbl gocTyna HeobXoAMMO YKasaTb COOTBETCTBYHOLLME WMMA MOJb30BATeNA M Napo/ib, HaxaTb
KHONKY «Bolimu».

2.3 Pexxumbl paboTtbl Web-uHtepdeiica

Web-uHtepdelic ycrpoiictea TAU-2M.IP moxeT paboTaTb B TpeX pexkMmax:

e MOHMUTOPUHT — PEXUM MOHUTOPMHIA CUCTEMBI — UCMONb3YETCA A8 NPOCMOTPA PAs3/IMYHONo poaa
nHPopMaumm, KoTopas KacaeTcA paboTbl YCTPOMCTBA: aKTUBHOCTb WMHTEpHeT-coeauHeHus,
coctoaHne TenedoHHOro nopta, o06bem MPUHATbIX/NepeaaHHbIX AaHHbIX MO  CETEBbIM
nHTepdelicam 1 Tak ganee;

e [ANTKM — perMm BbICTPOro KOHOUIYPUPOBAHUA CUCTEMbI — B KarKAOM MAUTKE CrpynnupoBaHbl
HaCTPOMKM NO UX GYHKLMOHANbHOMY HasHayeHuto: UHTepHeT, IP-TenedoHus, IP-TenesngeHme u
Apyrve. B nanTKy BbiBeAeHbl TO/IbKO OCHOBHbIE NapaMeTpbl, NO3BONAIOWME MAaKCMMabHO BbICTPO
HaCTPOUTb onpeaeNieHHY GYHKUMIO YCTPONCTBa;

e HacTpoWKM — pacCWMPEHHbI pPeXMM  KOHOUIYPUPOBAHMA  CUCTEMbI  (PEKMM  MOMHOrO
KOHOUIYpUMpPOBaHUSA) — NO3BOAAET BbINONHUTL MOJIHOE KOHOUTYPUPOBaHME YCTPOMCTBA.

Ona HaBuraummn mexgy pexknmamm Web-uHtepdeica cnykUT naHenb, KOTOpas HaxoaWTCA C JieBoW
ctopoHbl Web-uHtepderica. Mpu HaBeAeHUN YKa3aTeNn MbllW NaHe b PACKPbIBAETCA:

WuTepHer WHTepHeT
Pesim paoo Peskim pao
MpoToK MpoTos
IP-aap| IP-aaH]
@ Wacka nogce @ MOHUTOPMHT WaCKa NoACE
i LUAKIE Na yrMan4aH R LNtz N0 yraon-aH
i MepemHEli O L+ HacTpoiku MEpBMHEI D
BTOpMYHLIR D BTOpM4HEIA D

AboHeHmckul wmo3 TAU-2M.IP 17
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M3 pexunma «NAnTKM» B pexknm «HacTpoiikn» nepexos BO3MOMKEH TaKKe yepes CCblIKY «nodpobHee» B
Ha3BaHMUM MNAUTKM.

24 MNpumeHeHne KOHPUrypauum n OTMEHa USMEHEHUN

2.4.1 TMpumeHeHue KOHPUrypaLmm
JH Mo HaXaTuio Ha KHONKyY «MprUMeHUTb» NPOUCX0AUT cCOXpaHeHue KoHpurypauum Bo flash-namatb

YCTPOIACTBaA M NPUMEHEeHMe HOBbIX HAacTpoeK. Bce HAacTpoiKkKu BeTynatoT B cuny 6e3 nepesarpysku
YCTPOMCTBaA.

KHonka «lpumMeHUTb» B MeHI ObICTPOro KOHOUIYPUPOBAHUA M B MEHIO PACLUMPEHHBIX HACTPOEeK

COOTBETCTBEHHO UMeeT BUA,: 5 .

B Web-nHTepdelice peannsoBaHa BU3yanbHaa MHAMKALMA TEKYLLEro COCTOAHMUA MpoLuecca NpuMeHeHus
HaCTPOEK:

Ta6nv1u,a 5- BM3yaanaﬂ MHOWKaUMA TEKYLLETro COCTOAHUA npoLecCa NpUMeHEHNA HAaCTPOEK

BHelwHwMit Bug, OnucaHue cocToAHUA

MNMocne HaxaTuA Ha KHOMKY ((anMEHVITb)) nponcxogunT npouecc npuMmeHeHnAa N 3anmcu

HacTpoRKM CETH = HaCTpoeK B MamATb ycTponctea. 06 sTom MHGOPMUPYET 3HAYOK H B Ha3BaHWWU BKAAAKMU
N Ha KHONKe «[puMeHunTb».

06 ycrnewHOM COXpPaHEHWM W MPUMEHEHUM HACTPoeK MWHbopmUpyeT 3Hauok L4 8
HacTpoikm ceT & Ha3BaHWUW BKNAKMN.

Ecnn 3HauyeHue napameTpa 6b110 YKa3aHoO C OLLIM6KOﬁ, TO Noc/sie HaXXaTuA Ha KHOMNKY
«anMeHMTb» noABUTCA COOTBETCTBYHOLUEE COO6LLI,EHVI€ C YKas3aHmem npuynHbl, a B

Ha3BaHWWN BKNaAKU 0T06pa3VITCF| 3HA4YO0K E]

HacTpoikm cetn @

2.4.2 OTmeHa U3MeHeHui

Jn OTMeHa U3MeHeHU NPOM3BOAUTCA TO/IbKO A0 HaXKaTuA Ha KHONKY «MpumeHuTb». B 3TOM cnyyae

- OTPefaKTUPOBaHHbIe Ha CTPaHUUEe napameTpbl OGHOBATCA TEKYWMMM  3HauYeHUAMM,
3anNUCaHHbIMKU B NamATM ycTpolicTBa. Mocne Ha)KaTMa Ha KHoONKy «lMpumeHuTb» BO3BpaT K
npeabiAyLWMUM HacTpoKam 6yaeT HEBO3MOMKEH.

KHOMKa OTMeHbl M3MEHEHUIA B MEHIO BbICTPOro KOHOUIYPUPOBAHWUA U B MEHIO PACLUMPEHHbIX HAaCTPOEK

x ® OtmeHa
COOTBETCTBEHHO MMmeeT Bna,: 5

2.5 MeH1io 6bicTpOro KOHGUrypupoBaHUA

B MeHt0 6bICTPOro KOHPUrypMpoBaHMUA OTOBPAXKAKOTCA OCHOBHbIE HAaCTPOKM YCTPOMCTBA, PUCYHOK 6.
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NHTepHeTt

Pexum pafoTwl
MpoTokon

BHewHui IP-agpec
Macka noaceTu
LLINko3 No yMonuaHui
MepBrYHEIR DNS

BTopHyHIi DNS

nogpoGHee

MapwpyThiatog ¥
Static v
192.168.10.21
2552552550
192.168.10.1

192.168.10.1

3 -

|P-TeneBuageHne

BrnioyuTe IPTV

nogpo6Hee

rd

BrniounTe HTTP- 1«

NpPoKCK

MopT HTTP

1234

2 -

IP-tenechoHunn

MUHKUA 1 NuHKA 2 SIP

BrMOUNTE

Homep
AyTeHTMdIMKaLnA

MMA nons3oeaTens

Mapone

Cucrema

td

001

= -

LocTyn k Web yepes WAN

HTTP

HTTPS

i

rd

= -

nogpoGHee

nogpoGHee

PucyHoK 6 — MeHto 6bIcTporo KoHGUrypupoBaHua

2.5.1 WHTepHeTt

HaCTpOVIKM pasgeneHbl No cheayrowmm KaTeropmam:

UNHmepHem — BbICTPan HaCTPOWMKA BbIXOAA B CETb MHTepHeT;
IP-meneghoHus — BbICTpas HAacTpoKKa TenedoHUu;
IP-menesudeHue — KOHPUTYpUPOBaHUE YCTPONCTBA ANA NoaaepKKN GyHKLUMM IPTV;
Cucmema — HacTpolika goctyna Kk Web-uHtepdeincy yepes WAN-noprT.

Pexxnm paboTbl — pexkum paboTbl YyCTPOICTBA:

mapuwpyTtunsaTtopa (LAN nsonmposan ot WAN);

nepepaatotca npospayvHo M3 LAN 8 WAN 1 obpaTHo

Ons poctyna K ceTm UHTEpHET HeEOBXOAMMO YCTaHOBWUTbL OCHOBHbIE HAacTPOMKW B pasgene «MHTepHeT».
[ns yKasaHWA LOMNONAHWUTE/IbHBIX NMapameTpoB MeperanTe B PEXMM pPacIMPEHHbIX HACTPOEK, HaXKaB CCbIKY
«noapobHeey.

Mapwpymuzamop - mexgy LAN- u WAN-uHTepdelicom ycTaHaBAMBAETCA PEXUM

Mocm — mexagy WAN n LAN-nHTepdpencom ycTaHaBAMBAETCA PEKMM MOCTA: AaHHble

Mpomokosn — BbIGOP MPOTOKONA, MO KOTOPOMY OyAeT OCylecTBAATbCA nogkatodeHne WAN-
NMHTepdelica yCTPONCTBA K CeTn NpoBangepa:

AboHeHmckul wmo3 TAU-2M.IP
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—  Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce Heobxoaumble napameTpbl Ha WAN-
nHTepdelic HasHavatoTca ctatudeckn. Mpu Boibope TMna «Static» gna pepakTMpoBaHUs
6yayT AOCTYMNHbI CAeayowme napameTpbl:

BHewHuli IP-adpec — yctaHoBKa |P-agpeca WAN-uHTepdeica ycTponctsa B CeTu
nposanaepa;

Macka nodcemu — macka BHeLWHel noaceTu;

LUno3 no ymon4yaHuto — afpec, Ha KOTOpblii OTNpaBAAeTCcA NakeT, eciu Oas Hero He
HangeH mapLpyT B Tabamue MapLpyTm3aumnm;

MepsuyHsbiii DNS, BmopuuHbili DNS — aapeca cepBepoB AOMEHHbIX UMEH (MCnob3yroTCA
Ans onpeaeneHusa IP-agpeca ycTpoicTBa Mo ero AOMeHHOMY MmeHM). [laHHble noas
MOKHO He 3aN0/IHATb, EC/IN B HUX HET HEOHXOAMMOCTH.

— DHCP — pexum pabotbl, Nnpu Kotopom IP-agpec, macka noacetu, agpec DNS-cepsepa,
W/t03 MO YMONYAHUIO M Apyrue napameTpbl, Heobxoaumble Ana paboTbl B cetn, byayT
nony4yeHol ot DHCP-cepBepa aBTOMaTHUYeCKN.

MNopaepXnsaemblie onuum:

1 — macka cetu;

3 —aapec ceTeBOro W/3a No YMOAYAHUIO;

6 —appec DNS-cepsepa;

12 — ceTeBOE MMA YCTPOICTBA;

15 — pomeHHOEe nms:

26 — pasmep MTU;

28 — WnpoKoBeLLaTeNbHbIM apec CeTH;

33 - cTaTMyecKkMe mappyThbl;

42 —appec NTP-cepsepa;

43 — cneunduyHan nHpopmauma nponssoguTens;
60 — anbTepHaTMBHbIN Vendor ID;

66 —aapec TFTP cepsepa;

67 — uma daiina NO (gns 3arpy3km no TFTP ¢ cepBepa n3 onumm 66);
82 - uHpopmaums areHTa DHCP Relay;

120 - outbound SIP-cepBepa;

121 — 6ecknaccoBble CTaTUYECKME MAPLIPYThI.

B DHCP-3anpoce B onuum 60 yCTpONCTBO nepedaet chaeaylowyo MHGoOpMaUUIO
npounssoautens B popmare:

[VENDOR:npoussoautenb][DEVICE:Tun yctpoiictea][HW:annapaTtHana BepcuaA] [SN:cepuiiHbIi
Homep][WAN:MAC-  agpec  uHTepdeiica  WAN][LAN:MAC- agpec  wuHTepdelica
LAN][VERSION:Bepcua nporpammHoro obecneyeHums]

MNpumep:
[VENDOR:Eltex][DEVICE:TAU-2M.IP][HW:1.0][SN:VI23000118][WAN:A8:F9:4B:03:2A:D0]
[LAN:02:20:80:28:f9:4b][VERSION:# 2.3.1]

Cnucok ucnonb3syembix DHCP-onuuii Ha Kaxagom ceTeBom WHTepodelice (Internet, VolP,
Management) MOXKHO 3aaBaTb Bpy4YHYto. MHGOpPMaums no HacTpPomKe Crincka npeacTaBaeHa
8 NMpunoxerue B. HACTPOMKA dhcp-KNMeHTOB B My/IbTUCEPBUCHOM PEXUME

—  PPPoE — pexum pabotbl, npu Kotopom Ha WAN-uHTepdelice nogHumaetca PPP-ceccus.
Mpw BbIGOpE «PPPOE» ana peaakTMPOBaHUA CTaHYT AOCTYMHbI CAeAyolWme napameTpbl:

Umsa nonbzoseamesna — nMA NOAb30BaTeNa 41a asTopmsaunm Ha PPP-cepsepe;
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lMaposb — naponb AnAa asTopusaumun Ha PPP-cepsepe;

Service-Name — vma ycnyrm — 3HadeHue Tera Service-Name B coobuweHun PADI ana
MHUUKnanm3auuun PPPoE-coeamHeHns (MCnonb3oBaHMe AaHHOW ONUUK He aBafeTca obasaTesbHbIM, 3TOT
napameTp HacTpamBaeTCs TO/IbKO Mo TpeboBaHMIo NpoBanaepa);

Bmopoli docmyn — TN A0CTyna K JIOKaJibHbIM  CETEBbIM  pecypcam.
MoKHo BbIbpaTh 2 BapuaHTa:

DHCP — puHamuyeckuit poctyn, Korga IP-agpec M Bce Heobxoaumble napameTpbl
noay4yatorca no npotokony DHCP;

Static — cTaTMYeCcKM — B 3TOM C/lydae HeobxoAMMble AAA A0CTYNa napameTpbl HYXKHO
YKa3aTb BPYYHYIO:

= |P-aOpec — Npu CTaTUYECKOM A0CTyNe C 3TOro afpeca ocylectsaseTca gocrtyn ao PPTP-cepsepa;
= Macka nodcemu — NPy CTaTU4ECKOM A0CTyNne Macka NnoaceTu;

= DNS-cepsep — npu cTatuyeckom goctyne cepsep DNS, ncnonbayemblii B 1OKaIbHOM CeTY;

= [l/n1103 — NPV CTaTUYECKOM A0CTyne W3 Ana Aoctyna K PPTP-cepBepy (ecam Heobxogum).

—  PPTP — pexXum, Npu KOTOPOM BbIXO4, B MIHTEPHET OCYyLLEeCTBAAETCA Yepes cneumasbHbIi
KaHan, TYHHeNb, ucnonb3ya npoTokon PPTP. Mpu Bbibope «PPTP» ona pefakTMpoBaHuA
CTaHYT AO0CTYMNHbI cneaytowme napameTpbl:

PPTP-Cepgep — agpec cepsepa PPTP (gomeHHoe umsa unu IP-agpec 8 dopmate IPv4);
Uma nonbzosamesna — UMA NONb30BaTeNa Ana asTopusaumm Ha PPTP-cepsepe;
lMapons — naponb ana astopusaumm Ha PPTP-cepsepe;

Bmopoli docmyn — TMn AOCTyna K JIoOKa/ibHbIM ceTeBbiIM pecypcam u PPTP-cepsepy.
Mo*KHo BbIGpaTb 2 BapuaHTa:

DHCP — punHamuyecknin poctyn, Korga |IP-agpec M Bce Heobxogumble napameTpsl
nosny4atorca no npotoxkony DHCP;

Static — cTaTU4Yeckuid, B 3TOM C/lydyae Heobxogumble ana pgoctyna K PPTP-cepsepy
napameTpbl 3a4a0TCA BPYYHYHO:

e |P-adpec — nNpw CTaTUYECKOM A0CTYMe C 3TOro afpeca ocyLWwecTBAAETCA AOCTYN A0
PPTP-cepBepa;

e MacKka nodcemu — npu CTaTUYECKOM A0CTyNne Macka NoAceTu;

e DNS-cepsep — npwu ctatmyeckom goctyne cepsep DNS, ucnonbsyemblii B
JIOKaNbHOWM ceTu;

e 03 — npu cTaTMYecKom AO0CTyne w3 ans goctyna K PPTP-cepsepy (ecau
Heobxoaum).

— L2TP — pexum, Npu KOTOpOM BbIXxog, B MHTepHeT ocyLLecTBAAETCA Yepes crneunasbHbIn
KaHan, TYHHeNb, ucnosb3ysa npotokon L2TP. Mpu Bbibope «L2TP» ana peaakTMpoBaHus
CTaHYT AOCTYMHbI cneaytowme napameTpbi:

- L2TP-Cepsep — aapec cepsepa L2TP (gomeHHoe nma nam IP-agpec B dopmarte IPv4);

- Ima nonb3oeamensa — UMa NONb30BaTeNA ANA aBTopusaummn Ha L2TP-cepsepe;

- laposb — naponb Ana asTopusaunm Ha L2TP-cepsepe;

- Bmopoli docmyn — TN [OCTyna K NIOKaNbHbIM CeTeBbIM pecypcam u L2TP-cepsepy.
MoHO BbIOpaTb 2 BapMaHTa:

DHCP - panHamuyeckuin poctyn, Korga |IP-agpec n Bce HeobxoguMmble napameTpbl
nony4atorca no npotoxkony DHCP;

Static — cTaTMYecKMi, B 3TOM C/yd4ae Heobxogumble ana poctyna K L2TP-cepsepy
napameTpbl 334aH0TCA BPYYHYIO:
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= |P-agdpec — Npu CTaTUYECKOM A0CTYyNe € 3TOro agpeca ocylecTsaserca goctyn ao PPTP-cepBepa;
= Macka nodcemu — Npu CTaTU4ECKOM A0CTyNne Macka NnoaceTu;

= DNS-cepgep — npu cTtaTndyeckom aoctyne cepsep DNS, ncnonb3yemblii B TOKa/IbHOM CeTH;

= [l/a103 — NpW CTaTMYECKOM A0CTyne W03 Ana goctyna K L2TP-cepeepy (ecnm Heobxoanm).

MpoTtokonbl PPTP n L2TP mncnonb3ytoTca 4na Co3gaHMA 3alUMLLEHHOrO KaHana CBA3M
yepes Internet mexay KOMMNbOTEPOM YyAaNeHHOro NOMb30BaTeNA M YACTHON CeTbio ero
opraHusauuu. PPTP n L2TP ocHoBbiBalOTCA Ha npoTokone Point-to-Point Protocol (PPP) u
ABMAIOTCA €ro pacwupeHusmu. [aHHble BepxHUX yposBHert mogenn OS|I cHavana
nMHKancyamnpytotca B PPP, a 3atem B PPTP nan L2TP gna TyHHENbHOM nepeaayun yepes cetu
obwero poctyna. ®yHKUMOHaNbHbIEe BO3MOXHOCTM PPTP n L2TP pasauyHbl. L2TP moxket
MCNOIb30BaTbCA He TO/IbKO B IP-ceTax, cnyKebHble cOObLWEeHUs s co3gaHuA TYHHena u
nepecbiIKK No HeEMY AaHHbIX UCNO/b3YIOT O4MHaKoBbIA GopmaT M NpoTokobl. PPTP moxkeT
NPUMeEHATbCA ToNbKO B IP-ceTax, n emy HeobxoguMmo oTgenbHoe coepuHeHue TCP ana
CO3/laHMA U UCNOAb30BaHMA TyHHena. L2TP nosepx IPSec! npegnaraet 6onblue yposHel
6esonacHocTn, Yyem PPTP, M UMeeT BbICOKYH CTeneHb 3allMLEHHOCTU BaKHbIX AAA
OpraHM3auum AaHHbIX.

OcobeHHocTM L2TP penatoT ero oYeHb NepPCrnekTUBHbIM MPOTOKOAOM A/1A MOCTPOEHMUS
BMPTYaNbHbIX CETEMN.

Ona BCTynaeHnAa B CUNy HOBOWM KOH(I)VIpraLI,VIVI N 3aHeCeHUA HaACTPOEK B 3HEProHe3aBUCMMYIO MaMATb

Ha*XMuUte KHOMKRyY . Ona oTmeHbl N3MEHEHUIN HaXXMUTe KHOMKY

Y106bl NOAKNIOUUTL YCTPOWCTBO K CETU NpoBangepa, HeOBXOAMMO YTOYHUTb Yy onepaTopa CeTeBble
HacTpoiKu. Mpu NCNoNb30BaHUKN CTAaTUYECKMX HACTPOEK B Nosie «MPOTOKO» HYXKHO BblbpaTb 3HaueHme «Staticy,
3aMo/iHUTbL nons «BHewHun IP-agpec», «Macka noacetu», «LUno3 no ymonyaHuio», «lMNepBuuHbii DNS» 1
«BTopuyHbIM DNS» npenocTaBieHHbIMM NPOBANAEPOM COOTBETCTBYHOLWMMM 3HAYEHUAMU. Ecan ycTpoictea B
CeTM npoBaigepa MNOJyyaloT ceTeBble HACTPOMKKM no npoTtokonam DHCP, PPPoE, PPTP uau L2TP — B none
«MpoTokon» BbIGEpUTE COOTBETCTBYHOLIMIA MPOTOKON M BOCMOAb3YHTECb MHCTPYKUMAMM nposargepa Ana
NOJIHOM M NPaBUbHOM HACTPOMKN YCTPOMCTBA.

2.5.2 IP-tenedpoHuA

Ons pabotbl IP-TenepoHUN HeobXOAMMO YCTaHOBWUTb HACTPOMKM B pasgene «IP-teneboHus». [Ons
YKasaHua [OMOJHWUTE/bHbIX MapaMeTpPoB MepeianTe B PEXUM PACLIMPEHHbIX HACTPOEK, HaXKaB CCbUIKY
«nodpobHee».

Bo BKnagkax «JIMHMA 1», «JIMHMA 2»  BbINOJHAIOTCA OCHOBHblE HACTPOMKM TenepOoHHbIX MNOPTOB
ycTpoiictea «Phonel», «Phone2» cooTBeTCTBEHHO:

e  BKAw4umoe — npu ycTaHOBNEHHOM dare AaHHAA IMHUA aKTUBHA;

e Homep — abOHEHTCKMIN HOMEP, 3aKpeneHHbI 3a TenepoHHOM NnHUe;

e VimA nonv3osamesns — UMA NONb30BaTeNA ANA ayTeHTUPUKaumm Ha SIP-cepsepe;
e [laposb —naponb ans ayteHTMPUKaumm Ha SIP-cepsepe.

Bo Bknaake «SIP» BbINOAHAIOTCA OCHOBHbIE HAaCTPoMKu ans SIP-npokcu cepeepa:

e SIP-npokcu cepsep — ceTeBoh agpec SIP-cepBepa — yCTpOWMCTBa, OCYLLECTBAAIOLLEIO KOHTPOJIb
[ocTyna Bcex aboHeHTOB K TenedoHHOW ceTh nposaiigepa. MoXHO yKasaTb Kak IP-agpec, Tak u
OOMEHHOe MMSA (Y4epe3 ABOETOYME MOMKHO 3aAaTb anbTepHaTuBHbIM UDP-nopt SIP-cepBepa, no
ymonyaHuio 5060);

l,ﬂ,nﬂ KOppeKTHOM paboTbl IPSec cneayeT OTKAOUYUTL TPAHCAALMIO 3APECOB OTNPaBUTENA.
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e Pezucmpauyusa — npu yctaHosseHHOM dare paspelieHa perucrpaums aboHEeHTCKUMX MopToB Ha
cepBepe perncrpaumm;

o (Cepsep peaucmpayuu — CETEBOWN agpec YyCTPOMCTBA, HAa KOTOPOM OCYLLECTBAAETCA perncrpaymsa
Bcex aboHeHToB TenledOHHON CETU C Lenblo NpenoCcTaBAeHNa UM NpaBa NoAb30BaTbCA yCAyramum
cBA3M (4epes ABOETOYME MOXKHO YKasaTb a/fbTepPHATMBHbIM MOPT CepBepa perncrpauuu, no
ymonyaHmio 5060). MosKHO yKasaTb KaK |P-agpec, Tak n agomeHHoe umaA. OBblYHO cepsep
pernctpaumnmn pusmnyeckm coemelleH c SIP-npokcu cepsepom (OHU MMEIOT OAUHAaKOBbIN aapec);

e SIP domain — pomeH, B KOTOPOM HaxoAuTCA YCTPOWCTBO (3anMONHATbL NpU HeobxoAumocTu),
Ha3Ha4yaeTcA aBTomaTtmyecku u3 15 onumm npotokona DHCP uam 3apaetca Bpy4vHyto. [JomeH,
33aaHHbIV BPYYHYIO MMEEeT NPUOPUTET Hag, HAaCTPOMKOM, nonyvyeHHoi no DHCP.

[na BCTynAeHUA B CUAY HOBOW KOHOUrypaumm M 3aHECEHMA HACTPOEK B SHEProHesaBMCUMYI0 MamATb

HaXXMUTe KHOMKY . ,ﬂ,nﬂ OTMEHbI USMEHEHUI HaXXMUTE KHOMKY

2.5.3 IP-teneBnpgeHue

Ons pabotbl GyHKUMKM IPTV HYKHO BbINONHUTL OCHOBHbIE HAaCTPOMKK B pasgene «IP-tenesugeHue». Ans
YKa3aHuA [OMONHMUTE/IbHbIX MapameTpoB MepenauTe B PEXMM PaCIMPEHHbIX HACTPOEK, HaXKaB CCbIIKY
«nodpobHee».

e  BKaw4yume IPTV — npu ycTaHOBAEHHOM dare paspelleHa TpaHcasauma curHanos IP-TenesmnaeHus
¢ WAN-unTepdeiica TAU-2M.IP (n3 ceTn npoBaigepa) Ha yCTPOMCTBA, NOAKAOYEHHble K LAN-
nHTepoelicy;

e  BKawoyume HTTP-npoKcu — npwu ycTaHoBAeHHOM dnare ncnonbsoBatb HTTP-npokecn. HTTP-npokcu
ocyuwecTtBaseT npeobpasosaHne UDP-notoka B noTtok HTTP, 4To No3BOAAET Y/AYYLIUTb KaYyecTBO
TPaHCANPYEMOTO M306paXKEHNA MPU NJOXOM KQYecTBe KaHana CBA3WU B IOKA/IbHOW CeTH.

e [lopm HTTP — Homep nopTta HTTP-npoKcK, c KoToporo byaeT oCyecTBAATbLCA TPaHC/IMPOBaHMe
BMAEO-NOTOKa. Mcnonb3yiiTe 3TOT NOPT ANA NOAKAYEHMA K TPAHCAMPYEMbIM YCTPOMCTBOM
notokam IPTV.

Hanpumep, ecnm yctpolicteo umeeT Ha LAN-uHTepdeiice agpec 192.168.0.1, gns nopTta Npokcu-cepsepa
BblbpaHO 3HayeHue 2345, n HeobxoaMmo BocnpomsBecTn KaHan 227.50.50.100, TpaHcaupytowmiica Ha UDP-
nopt 1234 - ana nporpammel VLC aapec NOTOKa HYXXHO 3a4aTb B Buae:
http://@192.168.0.1:2345/udp/227.50.50.100:1234.

Ona sctynneHuna B cmny HOBOM KOH(I)MI'ypaLI,MM N 3aHeCeHMA HACTpPOeK B 3HEProHe3aBUCMMYIO NMaMATb

Ha*XMute KHOMKy . Ona otmeHbl M3MEHEHUIN HaXKMUTe KHOMKY

2.5.4 Cucrema

B pasgene «Cuctema» BbINOHAETCA HacTpoika poctyna kK Web-koHdurypatopy ycTpoictea. [ns
YKasaHua [OMNOJHWUTE/bHbIX MAapaMeTpPoOB MeperanTe B PEXUM PACLIMPEHHbIX HACTPOEK, HaXKaB CCbUIKY
«nodpobHeey.

Loctyn Kk Web yepe3s WAN:

e HTTP — npu yctaHOBNEHHOM dnare paspelleHo noakntodeHune kK Web-koHburypatopy ycTpoictsea
yepe3 WAN-nopT no npotokony HTTP (He6e3onacHoe noakAo4eHue);
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e HTTPS — npu ycTtaHOBAeHHOM dnare paspeleHo noakatodeHne K Web-koHdurypaTtopy
ycTpoiictea yepe3s WAN-nopT no npotokosy HTTPS (6e3onacHoe noaknoUyeHue).

Mo ymonuanuio aoctyn K Web-untepdeiicy ycrpoiictea paspelueH ToabKo yepe3 LAN-untepdeiic.

[na BCTynaeHus B cUAy HOBOW KOHOMIypauun M 3aHECEeHWA HACTPOEK B SHEProHe3aBMCUMYIO MamATb

Ha*XXMute KHOMKy . ,ﬂ,l’lﬂ OTMEHbI USMEHEHWNI HaXKMUTE KHOMKY

2.6 PacwmpeHHble HaCcTpPoiKu

[Ons nepexoga B peXMm paclUMpeHHbIX HAaCTPOEK YCTPOMCTBA HaXKMUTE CCbl/IKY «100pobHee» B Ha3BaHUU
Nto60oM NAUTKM UAM HA NAaHeNn caeBa BbibepuTe NYHKT « HacTpomKku».

2.6.1 OcHoBHble 3nemeHTbl Web-uHtepdeiica

Ha pucyHKe 7 npepncTasBieHbl anemeHTbl Hasuraumm Web-koHdurypatopa B pexkume pacliMpeHHbIX
HaCTPOEK.

TAU-2M.IP 1 n- admin

IP-tenedronmnAa  IP-TteneBnaeHne  Cuctema 2
WHTepHeT QoS  [EEMnGITERiINeEZo0: M DHCP-cepeep  JokanbHblid DNS  NAT W npoGpoc nopTos  CeTeBOW 3kpaH  ACL  @unstp MAC
MapwpyTusauna  OWHaMMYECKWA DNS  SNMP

Hactpoiika MAC-agpeca WAN v)

Mepeonpenenuts MAC O

MAC =

L]
© 00O "Mpednpusmue "Snmexc”, 2011 — 2018 7 Bepeua MO: (tekywan eepcena MO)

Bepcus seb-usmepgelica: (Tekyman eepcua Beb-unrepipeiica)

PucyHoK 7 — dnemeHTbl Hasuraumm Web-koHdurypatopa

OKHO N0/1b30BaTENbCKOTO UHTepdelica pa3geneHo Ha cemMb obnacTel:

1 WmA nonb3oBaTtens, Nojg KOTOPbIM 6bli OCYLLECTBAEH BXOZ4, B CUCTEMY, KHOMKa 3aBeplueHus
ceaHca paboTbl B Web-uHTepdeiice (8bix00) noa, AaHHbIM NOAb30BaTENEM M BbINagaloLLEE MEHIO
BblbOpa A3blka Web-uHTepdelica.

2 BKnagkMm MeHlo TPynnupyloT BKAAAKM nogmeHto no Kateropusm: Cetb, IP-TenedonHusn, IP-
TenesupeHue, Cucrema.

3 BKnagku nogmeHo CNyXaT ANnAa ynpasaeHna noanem HaCTpoek.

4 MaHenb cMeHbl pexknma Web-KkoHdurypaTopa (onncaHve npuseaeHo B pasgene 2.3).
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5 Mone HacTpoekK ycTpolicTBa, KoTopoe 6asmnpyeTca Ha BbiIbope Nosb3oBaTensa, npefHasHayYeHo anA
NPOCMOTPa HACTPOEK YCTPONCTBA M BBOAA KOHPUIYPAUMOHHBIX AAHHbIX.

6 KHOnKu ynpasneHua KoHPuUrypaumen, noapobHaa nHpopmauma npuseseHa B pasgene 2.4,

- [lpumeHUMb — NMPUMEHUTb U COXPAHUTbL TEKYLLYIO KOHOUIypauumilo B 3HEProHe3aBUCUMYIO
NamsATb YCTPOWCTBA;
- OmmeHa — OTMEeHA U3MEHEHWNI (BO3MOXKHA TOJIbKO A0 HAXKaTUA Ha KHOMKY «[IpumeHuUms»).

7 WHbopmaumoHHOe noJsie, B KOTOPOM OTObparkaeTcs Bepcusa NporpaMmHoro obecrneyeHus, Bepcus
Web-nntepdeiica.

2.6.2 MeHo «CeTb»

B meHto «CeTb» BbINOAHAETCA KOHGUIYPMPOBaHUE CETEBbIX HAaCTPOEK YCTPOCTBA.

2.6.2.1NoameHIo «AHTEepHET»

B noameHto « IHTepHET» BbINoHAETCA KOHOUTYpUPOBaHUMe BHeLHel ceTu (no npoTtokonam PPPoE, DHCP,
PPTP, L2TP, cTaTU4YECKHM, B PEXMME MapLUPYyTU3aToOpPa M MOCTa) U TOKa/IbHOW ceTu.

OBLwwe HacTpoKrkn

WMma xocTa
BHelwHAR ceTb
Mogknouenne k MHTepHeT MpoBogHOE NoKMOYEHKE v
CropocTe W gynnekc Auto v
HacTpoiiku nogxnioveHus
Pexum paboTs MapLupyTuaatop v
Mpotoken DHCP r

AnsTepHaTtiekii Vender 1D (onuwa 60)
Mhcpopmauma areqra DHCP Relay (Onuwa 82)
MepBuunbl DNS
BropuuHeii DNS

Paamep MTU 1500
Mcnonbaoeate VLAN

OTKMOYKTE TRaHCNAUWKD aipecos OTNREBUTENA

IlokanbHas ceTb

|P-agpec 192.168.11

Macka nogceTw 2552552550

HacTpolika IPSec

BrriounTe CosmecmHan _-'J&‘D-O.'T'-? mpaHcnayul 86‘_-‘36‘606 omnpasumens u IPSec HesozMoxHa
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Obuwue HacmpolKu

e MmAa xocTa — ceTeBoe MMA YCTPOMCTBA.

BHewHss cemb

e [loOKnro4eHue Kk HmepHem — cnocob NoAKAOYEHUA YCTPOMCTBA K BHELLHEN CeTH:

— [1po8oOHOe nodKoYeHue — NoaKAoYeHNe K ceTn UHTepHeT oCyLLecTBASETCA TO/IbKO Mo
Ethernet-kabento yepes nopt WAN;

— 3G/4G USB-modem — nopxaodeHne K cetm WMHTepHeT ocyulectsnserca yepes
6ecnposoaHoit USB-moaem 3G/4G (4epe3 ceTb MOBU/IbHOW CBA3W), MOAK/IOYEHHbINA K
USB-nopTy ycTporcTsa.

— Asmomamu4ecKu repexodume Ha pe3epeHbil KaHAsa — NoAKNYeHUe K ceTn UHTepHeT
OCYLLECTBASETCA MO OCHOBHOMY KaHasy (3agaeTca Huxe B nose « OCHOBHOW KaHan»), u B
cnyyae nponagaHus AocTyna K cet MHTepHeT no oCHOBHOMY KaHany byaeT npousseaeH
aBTOMATUYECKUIA Nepexos Ha pe3epBHbIi KaHan.

e CKOpOCTb M AynneKc — YCTaHOBKAa CKOPOCTU Mepefayn AaHHbIX U pexuma paboTbl gynnekca Ha
Ethernet-nopty WAN aboHeHTCKOrO LWAt03a:

— Auto — aBTOMaTM4YeCKOe COornacoBaHMe CKOPOCTU U AyNneKca;

— 100 Half — noanepnsaetca ckopocTb 100 M6UMT/C € noayaynaeKCHbIM PEXUMOM;
— 100 Full — noaaepxusaetca ckopoctb 100 M6UT/c ¢ AynaeKCHbIM PEXNUMOM;

— 10 Half — nopgaep»unsaetca ckopoctb 10 M6UMT/C € NONYAYNNEKCHbIM PEXKUMOM;

— 10 Full - noppepskmeaeTca ckopocTb 10 MBUT/C € AYNAEKCHbIM PEXKUMOM.

Hacmpoliku nodknawoyeHus

Mpu Bbibope cnocoba nogknoueHusa «MpoBogHoe noAKAOYeHUe» OyayT AOCTYNHbI chaegytowme
HaCTPOWKM NOAKIOYEHUS:

e Pexum pabotbl — perknm paboTbl yCTPOMNCTBA:

—  Mapwpymuzamop — mexagy LAN- n WAN-uHTepdeincamm ycTaHaBAMBAETCA PEXMM
mapuwpyTtusaTtopa (LAN nsonmposan ot WAN);

—  Mocm — mexagy WAN n LAN-MHTepdpeincamm yCcTaHaBIMBAETCA PEXMM MOCTa: AaHHble
nepepatotca npospayvHo M3 LAN B WAN 1 06paTHO — PpaKTUYECKM YCTPONCTBO paboTaeT B
perKnme KOMMyTaTopa.

Mpu BblibOpe pexnma pabotbl «Mapwpymuszamop» 6yayT [OOCTYNHbI Cledylolme HaCTPOMKM
NOAK/IOYEHUs:

e [lpomokon — BblIbOP MNPOTOKO/MA, MO KOTOpOMY bOyaeT ocywectBnaTbca nogkntovyeHve WAN-
NMHTepdelica yCTPOMCTBA K CETU NpeaoCcTaBAeHMA yCayr NpoBakgepa:

—  Static — pexXum paboTbl, Npu KoTopom IP-agpec 1 Bce HeobxoaMmble napameTpbl Ha WAN-
nHTepdelic HasHayatoTca cTaTudeckun. Mpu Bblibope TMNa «Static» Ana peaakTMpoBaHusA
CTaHYT AOCTYMNHbI cneAytowme napameTpsl:

- BHewHuli IP-adpec ycmpolicme — ycTaHoBKa IP-agpeca WAN-uHTepdeinca ycTpoiicta B
cetTn npoBanaepa;

- Macka nodcemu — MacKa BHELWHeN NoaceTy;

- W03 no ymonvaHuro — appec, Ha KOTOPbI OTNpPaBAseTcAa NAKeT, ecan ANA HEro He
Hal4eH MapLpyT B TabaunLe mapLupyTusaumu;
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- MepsuyHsbili DNS, BmopuyHbili DNS — agpeca cepBepoB AOMEHHbIX MMEH (MCMob3ytoTca
ansa onpeaeneHva IP-aapeca ycTpPoOMCTBa MO ero AOMEHHOMY MMeHu). [laHHble nons
MOXHO OCTaBUTb NYCTbIMK, EC/IU B HUX HET HEOHXOAMMOCTU.

— DHCP — pexkum paboTbl, npu Kotopom IP-agpec, macka noacetn, agpec DNS-cepBepa,
LW/IO3 MO YMOJYAHUIO U Apyrue napameTpbl, Heobxoaumble ans pabotbl B cetu, byayT
noayyeHol oT DHCP-cepBepa aBTOMATUYECKMU.

Mopaepxnsaemble onunm:

- 1 —macka cetu;

- 3 —aapec ceTeBOro W/03a N0 YMOAYAHUIO;

- 6—appec DNS-cepBepa;

- 12 — ceTeBOE UMSA YCTPOICTBA;

- 15 — pomeHHOe nms;

- 26 —pasmep MTU;

- 28 — WMpOKOBELLATE/bHbIM aapec ceTy;

- 33 - cTaTU4ecKme MmapLlpyTbl;

- 42 —appec NTP-cepBepa;

- 43 — cneundmnyHaa MHGoOpPMaLUUA NPOM3BOAUTENS;
- 60 — anbTepHaTMBHbIN Vendor ID;

- 66 —agpec TFTP-cepBepa;

- 67 — uma daina NO (ana 3arpysku no TFTP ¢ cepBepa 13 onuumu 66);
- 82 - uHpopmauma areHTa DHCP Relay;

- 120 — outbound SIP-cepBepa;

- 121 — 6ecknaccoBble CTaTUYECKME MapLLPYThI.

Ons npotokona DHCP nmeeTtca BO3MOXKHOCTb 3a4aTb Heobxoanmoe 3HayeHune onumin 60 u 82.

- AnbmepHamuseHbili Vendor ID (onyus 60) — npu ycTaHoB/AeHHOM dnare YCTPOMCTBO
nepeaaétr 8 DHCP-coobuweHusax B onumm 60 (Vendor class ID) 3HaueHne us nona Vendor ID
(onyusa 60). Npu nyctom none onuua 60 B coobueHUAx npotokona DHCP He nepepgaércs.

Ecnn dnar AnemepHamueHeiii Vendor ID (onyus 60) He ycTaHoBAeH — B onumn 60 nepegaetcs
3HaYeHue Mo yMO/IMaHUIO, KOTOPOE MMEET caeaytowmii opmar:
[VENDOR:npoussoautenb][DEVICE:Tun yctpoinctea][HW:annapatHas Bepcua] [SN:cepuiiHbii
Homep][WAN:MAC-agpec nHTepdelica WAN][LAN:MAC-aapec nHTepdelica
LAN][VERSION:Bepcua nporpammHoro obecneyeHums]

MNpumep:
[VENDOR:EItex][DEVICE:TAU-2M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

- MHbopmaumsa areHta DHCP Relay (onums 82) — npu ycTaHoBneHHOM dnare nossonser
nobasutb B DHCP-3anpoc:

= loeHmugukamop uyenu azeHma (Onyua82) — nossonsaet pobasutb B DHCP-3anpoc onuuio 82,
nogonumto 1 - Agent Circuit ID;

= loeHmugukamop yoaneHHo20 azeHma (Onyus82) — no3sonaeTt aobasuts B DHCP-3anpoc onuuio 82,
nogonuuto 2 - Agent Remote ID.

Cnucok ucnonbsyembix DHCP-onuuii Ha Kaxaom ceTeBom UHTepdelice (Internet, VolP,
Management) MOMHO 33ajaBaTb BpPy4YHylo. WMHbOpMauMs No HACTPOWMKe ChWCKa
npegacTtasneHa B Mpunosxenue B. HACTPOMKA dhcp-KAMEHTOB B My/IbTUCEPBUCHOM PeXMMe
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Mepsu4Hbili DNS, Bmopu4Hsili DNS — IP-agpeca DNS-cepsepoB — ecnm agpeca DNS-
cepBepoB He Ha3HayalTcA aBToMaTuyecku no npotokony DHCP, npu HeobxogmmocTu 3agaite X
BPy4YHylo. Agpeca, 3aZiaHHble BPYy4YHyl, byayT umeTb npuoputeT Hag agpecamu DNS-cepsepos,
nosiydeHHbiMn no npotokony DHCP.

—  PPPOE — pexxum pabotbl, npu Kotopom Ha WAN-uHTepdelice nogHumaerca PPP-ceccus.
Mpu BbibOpe « PPPOE» Ans pegakTMpoBaHUA CTaHYT AOCTYMHbI c/ieAytowme napameTpbl:

Umsa nonbzosamesna — nma NoAb3oBaTena 4na asTtopmsaunm Ha PPP-cepsepe;

lMaposb — naponb AnAa aBToOpU3aLmnu;

MTU — maKcMmanbHbi  pasmep 610Ka JaHHbIX, MepeAaBaemMbliX MO CETU
(pekomeHayemoe 3HayeHne — 1492);

Service-Name — uma ycnyru — 3HadyeHue Tera Service-Name B coobuweHun PADI (none He
0b6A3aTeNbHO ANA 3aNONAHEHUA);

Tun coeduHeHUs — B 3aBMCMMOCTU OT BblbpaHHOro 3HavyeHua PPPoE-ceccua nogHsTa
Bceraa (AlwaysOn), uHUUMMpyeTcA npu HeobxoauMmocTn nepedaun Tpadpuka (OnDemand) wam
MHULMUPYETCA M TEPMUHMPYETCA BPYUHYIO MPU MOMOLLM KHOMOK «BKAOUUTL TyHHE b/BbIKNHOUYUTbL
TyHHenb» (Manual);

Talimaym HeakmusHOCMU, C — TMPOMENKYTOK BpPEMEHM, MO WCTEYEHUU KOTOPOro
npoucxoauT paspblB PPPoE-ceccun no HeakTnBHOCTM B pexkume OnDemand;

LCP echo uHmepesasn, ¢ — nepuog, otnpasku LCP-3anpocos;

Konuyecmeo owubok LCP echo — KonunyectBo HeoTBeyeHHbix LCP-3anpocos, nocne
KOTOPbIX Nponcxoaut paspbis PPPoE-ceccuu;

Bmopoli Odocmyn — TMn  pocTyna K  JIOKaJibHbIM  CETEBbIM  pecypcam.
Mo*KHo BbIOpaTb 2 BapuaHTa:

DHCP — pnHamumyecknin goctyn, Korga IP-agpec n Bce Heobxoaumble napameTpbl NOAyYatoTCs
no npotokony DHCP;

Static — cTaTM4ecknin — B 3TOM c/lydae HeobxoauMmble ANA AOCTyNa napameTpbl 3aatoTcA
BPYYHYIO:

= |P-adpec — Npwn CTaTU4ECKOM AOCTyne C 3TOro agpeca ocyllecrsnserca gocryn go PPTP-
cepsepa;

= MacKka nodcemu — Npu cTaTUHECKOM A0CTyNe MAcKa NOACETH;

= DNS-cepsep — npu cratuyeckom poctyne cepsep DNS, ncnonbsyembii B /10Ka/NbHOM

ceTu;
= [lln03 — nNpu CTaTUYEeCKOM AocCTyrne w3 AnAa goctyna kK PPTP-cepeepy (ecau
Heobxogum).

Ucnonszosame emopoli docmyn 014 VolP — onuma poctynHa, ecnm ana cepsuca IP-
TenedoHUM He HacTpoeH BblAeNeHHbI MHTepdelic (ycTaHoBneH dnar «Mcrnonb3zosams HacmMpolku
Internet»). Mpu cHaTom dnare (No ymonyaHuio) cepsuc IP-tenedpoHmm ncnonbsyeT ana ceoei paboTobl
uHTepdelic PPP, npu yctaHoBNEHHOM — MHTepdenc BToporo aoctyna (IPoE);

AnnapamHoe yckopeHue mMpAaguka — B 33aBUCMMOCTM OT BbIOPAHHOrO 3HAYeHwUA
AOCTUraeTcs yBe/MYEHUE MPOMYCKHOM CMocoBHOCTM YCTpONCTBa Npu nepeaade Tpaduka PPP (npu
Bblbope PPP) unu IPoE (npu Bbibope Ethernet).

—  PPTP — pexum, npu KOTOPOM Bbixog, B NHTEpPHET oCyL,ecTBAsSETCA Yepe3 crneunanbHbli
KaHan, TYHHeNb, Ucnonb3ya npoTokon PPTP. Mpu Bbibope «PPTP» pns peaakTMpoBaHus
CTaHYT AOCTYMNHbI CneAytolme napameTpbl:

PPTP-Cepsep — IP-appec cepsepa PPTP;
Umsa nonbzosamersda — UMA NOAb30BaTeNa Ana astopmsaumm Ha PPTP-cepsepe;
lMaposb — naponb AnAa asTopusaummn Ha PPTP-cepsepe;
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MTU — maKcMmanbHbit  pasmep 610Ka AaHHbIX, MepeaaBaemMblX MO CETU
(pekomeHayemoe 3HaveHue — 1462);

Tun coeduHeHUA — B 3aBMCUMOCTM OT BblOpaHHOro 3HayeHus PPTP-ceccus nopgHATa

Bceraa (AlwaysOn), uvHUAUMMpPYETCA nNpU  HeobxoguMmocTM nepedaun TpaduKa

(OnDemand) wnn vHULMUPYETCA U TEPMUHUPYETCA BPYYHYIO MPU MOMOLLM KHOMOK

«BKaoyume myHHesno/Bbikaoyumes myHHens» (Manual);

Talimaym HeakmusHoCcMU, C — MPOMEXYTOK BPEMEHM, MO WUCTEYEHUU KOTOPOro

npouncxogut paspbis PPTP-ceccnmn no HEAaKTUBHOCTHM B pexkume OnDemand,

LCP echo uHmepsasn, c — nepuog otnpasku LCP-3anpocos;

Konuuecmso owubok LCP echo — KonuyectBo HeoTBeyeHHbIx LCP-3anpocos, nocne

KOTOpPbIX NponcxoauT paspbis PPTP-ceccuu;

Bmopoli docmyn — Tun [ocTyna K JIOKanbHbIA ceTeBbiM pecypcam u PPTP-cepsepy.
Mo*KHo BbIOpaTb 2 BapuaHTa:

DHCP — punHamuyeckmin poctyn, Korga IP-agpec n Bce Heobxogumble napameTpsbl
nosnyyatorca no npotokony DHCP;

Static — cTaTUyeckui, B 3TOM Cnyvyae Heobxogumble ana pgoctyna K PPTP-cepsepy
napameTpbl 3a4a0TCA BPYYHYIO:

¢ IP-g0pec — npu CTaTU4ECKOM A0CTyne C 3TOro agpeca ocyuiecTsaserca goctyn ao PPTP-
cepBsepa;

e Macka nodcemu — nNpw CTaTUYECKOM A,0CTYNe MacKa noaceTy;

e DNS-cepsep — npu ctaTuyeckom goctyne cepsep DNS, ncnosb3syemblii B NOKa/bHOM

cetu;
o lllnt03 — nNpwW CcTaTUYECKOM JocTyne w3 gns goctyna K PPTP-cepsepy (ecnm
Heobxoaum).

Ucnionezosame emopoli docmyn 0as VolP — onuus gocTynHa, ecam ana cepsuca IP-
TenedoHUM He HACTPOEH BblAeNEeHHbIM MHTepdenc (yctaHoBneH dnar «Mcnosb3oBaTb HACTPOMKM
Internet»). Mpwu cHatom ¢nare (No ymonyaHuto) cepsuc IP-renedoHnn ncnonbayet aaa cesoel paboTsbl
nHTepoelic PPP, npu yctaHoBneHHOM — MHTepdelic BToporo gocTyna (IPoE).

AnnapaTtHoe ycKkopeHue TpadurKa paboTaeT To/IbKO A1A UHTepdelica BToporo goctyna (IPoE).

— L2TP — pexXum, npu KoTopom Bbixog B MHTEPHET OCYLLECTBASETCA Yepes CreunasbHbIn
KaHan, TYHHeNb, ncnonbsya npotokon L2TP. Mpu Bbibope «L2TP» ana penakTMpoBaHusA
CTaHYT AOCTYMHbI Cegytolme napameTpbl:

L2TP-cepsep — IP-appec cepsepa L2TP;

Umsa nonb3zosamesna — uMA NONb30BaTeNA ANA aBTopu3aumun Ha L2TP-cepsepe;

lMaponb — naponb Ana asTopusaumm Ha L2TP-cepsepe;

MTU — MaKcMManbHbit  pasmep 6/10Ka  AaHHbIX, MepefaBaemMblx MO CETH

(pekomeHayemoe 3HayeHue — 1462);

Tun coeduHeHUA — B 33aBUCMMOCTM OT BblBpaHHOro 3HayeHua PPTP-ceccua noaHaTa
Bcerga (AlwaysOn), uvHUMUMMPYETCA NpU  HeobxogMMoOCTM nepefdaun  TpaduKa
(OnDemand) wan vHULMUPYETCA U TEPMUHUPYETCA BPYYHYIO MPU MOMOLLM KHOMOK
«Braoyums myHHesns/Boikaoyume myHHens» (Manual);

Talimaym HeaKkmusHOCMU, C — MPOMEXYTOK BPEMEHM, MO MUCTEYEHUU KOTOPOro
npoucxogut pa3pbis L2TP-ceccum no HeaKTUBHOCTU B pexknme OnDemand,;

LCP echo uHmepsasn, c — nepuog otnpaskun LCP-3anpocos;

Konuyecmeo owubok LCP echo — Konn4yectBo HeoTBedeHHbix LCP-3anpocos, nocne
KOTOpPbIX NponcxoamT paspbis L2TP-ceccuu;

Bmopoli docmyn — Tun [ocTyna K JIOKaZbHbIM ceTeBbiM pecypcam u L2TP-cepsepy.

MoHO BbIOpaTb 2 BapMaHTa:
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DHCP — puHamuyeckuit poctyn, Korga IP-agpec M Bce Heobxoammble napameTpbl
nonyyatorca no npotoxkony DHCP;

Static — cTaTMYecKM, B 3TOM C/lydae Heobxogumble ana poctyna K L2TP-cepsepy
napameTpbl 334a0TCA BPYUHYIO:

- IP-adpec — npu cTaTUYECKOM A0CTyne € 3TOro agpeca ocyllectsaserca gocrtyn ao PPTP-
cepsepa;

- Macka nodcemu — Npu CTaTU4ECKOM A0CTyNne Macka NnoaceTu;

- DNS-cepgep — npu ctatudyeckom goctyne cepsep DNS, ucnosibayemblit B JIOKa/ibHOM
cetu;

- lLino3 — npu cTaTMYecKom JocTyne waw3 ana aoctyna K L2TP-cepsepy (ecau
Heobxoaum);

- Ucnonbszosams emopoli docmyn 0as VolP — onuma aocTynHa, ecam gna cepsuca IP-
TenedoHUM He HaCTPOeH BblgeneHHbl uHTepdelic (yctaHoBneH ¢nar «Mcnonb3osaTtb
HacTpoiKkM Internet»). Mpu cHATom o¢nare (No ymonyaHuio) cepsBuc IP-TenepoHnn
nucnonb3yet Ana cBoel paboTbl MHTepdelic PPP, npu ycTaHOBAEHHOM — uHTepdeic
BTOporo aoctyna (IPoE).

AnnapaTtHoe ycKkopeHue TpadurKa paboTaeT ToNbKo A1A uHTepdeiica BToporo goctyna (IPoE).

Mpotokonbl PPTP u L2TP mncnonb3yloTca ANA CO34aHMA 3alMLLEHHOrO KaHana CBA3MU
yepes Internet mexay KOMMNbIOTEPOM YyAaneHHOro NO/sb30BaTeNs M YACTHOM CeTbio ero
opraHusaumn. PPTP n L2TP ocHoBbiBaloTCcA Ha npoTokone Point-to-Point Protocol (PPP) u
ABNAIOTCA ero pacwupeHuamn. [aHHble BepxHUX ypoBHel mogenn OS| cHavana
WHKancynunpytotca B PPP, a 3aTtem B PPTP mnun L2TP ana TyHHeNbHOM nepepayun yepes ceTu
obuwero goctyna. ®yHKUMOHaNbHbIE BO3MOXKHOCTM PPTP n L2TP pasauyHbl. L2TP moxet
MCMNONb30BaTbCA He TO/IbKO B IP-ceTsx, cnyKebHble COOOLWEHUs NS COo34aHMA TyHHeNa u
NepecbiNIKK No HEMY AaHHbIX UCNO/b3YIOT O4MHAKOBbIA GopmaTt M NpoTokobl. PPTP moxker
NPUMeEHATbCA ToNbKO B IP-ceTax, n emy HeobxoguMmo oTgenbHoe coeguHeHue TCP ana
CO3[aHMA WU WUCNONb30BaHMA TyHHena. L2TP nosepx IPSec? npegnaraet 6onblue ypoBHeN
6e3sonacHocTn, yem PPTP, U rapaHTMpoOBaTb BbICOKYO CTeneHb 6e30nacHOCTb BaKHbIX AAS
OpraHmM3auum AaHHbIX.

OcobeHHocTM L2TP aenatoT ero oyeHb NEPCnekTUBHLIM MPOTOKOAOM AJ1A MOCTPOEHMUS
BMPTYaNbHbIX CETEMN.

Ucnonszosame VLAN 80 sHewHeli cemu — Npu yCTaHOBAEHHOM dnare Mcnonb3oBaTb A4 BbIXOAA
B MHTepHeT naeHtudunKkaTop VLAN, yKasaHHbI B none «VLAN ID».

— VLAN ID — npeHtndpurkatop VLAN, ncnonbayemblii 4Na gaHHOW yCayru;

— 802.1P - npusHak 802.1P (apyroe HasBaHue CoS — Class of Service), yctaHaBAnMBaeMmblit
Ha ucxopAwme ¢ gaHHoro nHtepdeiica IP-naketbl. MNMpuHUMaeT 3HavyeHMsa oT 0 (HU3LWKIA
npuopuTet) go 7 (HamsbiCWKUI NPUOPUTET).

VLAN — supmyanbHasa A0KanabHaA ceme. MNpeactasnset coboii rpynny Xoctos, 06beANHEHHbIX B
OAQHY CeTb, HEe3aBMCMMO OT WX (U3MYECKOrO  MECTOHAXOMKAEHUA.  YCTPOWCTBa,
CrpynnNupoBaHHble B 04HY BUpTyanbHyto ceTb VLAN, MMEIT OAMHAaKOBbIM MAEHTUDUKATOP
VLAN-ID.

OmKAl4YUMb MPAHCAAYU adpecoe omnpasumesns — NpU YCTaHOBNEHHOM ¢nare OTKAtoYeHa
noameHa ajpeca MWCTOYHMKA OTMNPaBUTENs MNaKeTa W3 JIOKanbHOM noAacetn (OTKAlouYeHue
masquerading ).

Mpu BbIGOpe pexuma paboTbl «Mocm» byayT AOCTYNHbI CAeAytowme HacTPOMKM NOAKNIOUYEHNA:

2 ina KOpPEKTHOM paboTbl IPSec cnepyeT OTKNHOUNTL TPAHCAALMIO aapPecoB OTNpaBUTeNs.
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e [lpomoKosn — BbIOOP MPOTOKOMA, MO KOTOpPOMY OyAeT ocywecTBaAATbcA nogkatovyeHne WAN-
nHTepdelica yCTPOMCTBa K CeTM NpenocTaBAeHMA yCayr npoBaiaepa:

Static — pexkum paboTbl, Npu KoTopom IP-aapec 1 Bce Heobxoanmble napameTpbl Ha WAN-
MHTepdelic HasHavalTca cTaTudecku. Mpu Bbibope Tuna «Static» gna pepakTMpoBaHUs
CTaHYT AOCTYMHbI Cnegytowme napameTpbl:

- IP-adpec — ycTtaHoBKa IP-agpeca WAN-uHTepdelica ycTponcTBa B CeTn NpoBaiaepa;

- Macka nodcemu — macKa BHELLHEeN NoaceTu;

- W3 no ymon4aHuro — afpec, Ha KOTOPbI OTNPaBAAeTcA NakeT, ecv A1a Hero He
HangeH mapLlpyT B Tabamue MapLipyTm3aumnm;

- MepsuyHblli DNS, Bmopu4yHbili DNS — appeca cepBepoOB [AOMEHHbIX WMEH
(ncnonbsytoTcs gns onpegeneHun IP-agpeca ycTpoicTBa Mo ero 4OMEHHOMY UMEHMU).
ﬂ,aHHbIe Nnos1IA MOXXHO OCTaBUTb NYCTbIMU, €C/IN B HUX HET H€O6XO,£I,VIMOCTVI.

DHCP — pexnm paboTbl, npyn Kotopom IP-agpec, macka nogcetu, agpec DNS-cepsepa,
W03 MO YMOMYAHUIO W ApyrMe napameTpbl, Heobxoaumble ansa paboTbl B ceTw,
Ha3Ha4valTcA no npoTokony DHCP.

- AnbmepHamusHbili Vendor ID (onyua 60) — npu ycTaHoBAeHHOM ¢nare YCTPOMCTBO

nepeaaét 8 DHCP-coobuweHusax B onunmn 60 (Vendor class ID) 3HaueHne us nons Vendor ID
(onyus 60). NMpu nyctom none onums 60 B coobLieHUsax npoTokosna DHCP He nepegaéTca.

Ecnn dnar AnbmepHamusgHeili Vendor ID (onyusa 60) He ycTaHOoBAeH — B onuuu 60
nepepgaeTcsa 3Ha4YeHne Nno yMoa4aHuIo, KOToOpPoe MMeeT cneayroLlmii popmar:
[VENDOR:npoussoautens][DEVICE:Tun yctpoiictea][HW:annapaTHas Bepcus]
[SN:cepuinHbIn Homep][WAN:MAC-agpec nHtepdpeinca WAN]J[LAN:MAC-agpec uHtepdeiica
LAN][VERSION:Bepcua nporpammHoro obecneyeHus]

Mpumep:
[VENDOR:Eltex][DEVICE:TAU-2M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

NHdopmauusa areHta DHCP Relay (onuus 82) — npu yctaHoBneHHom dnare nossossdeT
nob6asuTtb B DHCP-3anpoc:

= UoeHmugukamop yenu aeeHma (Onyus82) — nossonset aobasutb B DHCP-3anpoc
onumtio 82, nogonuuto 1 - Agent Circuit ID;

=  UoeHmugukamop yoaneHHoz2o0 aeeHma (Onyua82) — nossonseT aobasutb B DHCP-
3anpoc onumio 82, nogonumio 2 - Agent Remote ID.

—PPPOE — pexum paboTtbl, npyn kKotopom Ha WAN-unHTepdeice nogHumaerca PPP-ceccua. Mpu
Bbl6ope «PPPOE» AnA pesakTMpoBaHmA CTaHYT AOCTYNHbI Ciegyolme napameTpbl:

Umsa none3zosamena — uMma NONb30BaTeNA AnA asTopusaumm Ha PPP-cepsepe;

lMapons — naponb Ana aBTopusauunm;

MTU — maKcumanbHblit pasmep 6/10Ka AaHHbIX, NepegaBaeMblix Mo CeTU (pekomeHayemoe
3HavyeHue — 1492);

Service-Name — ums ycnyrn — 3HadyeHune Tera Service-Name B coobuweHun PADI (none He
0643aTeNIbHO AN1A 3aMN0/IHEHUS);

Konuyecmeo owubok LCP echo — KonnyecTBo HeoTBeueHHbIX LCP-3anpocoB, nocsie KOTopbIX
npoucxogut paspbis PPPoE-ceccuu;

Mpu Bbi6ope PPPOE B pexkxMme mocTa TMn coeguHeHus Bcerga 6ypet AlwaysOn.

AboHeHmckul wno3 TAU-2M.IP 31



S» ELTEX

Bmopoli docmyn — TMn A0CTyNa K I0Ka/ibHbIM CETEBbIM Pecypcam.
Mo*KHo BbIOpaTb 2 BapuaHTa:

DHCP — puHamuuyeckuidt pgoctyn, Korga |P-agpec u Bce HeobxoguMmbie napameTpbl
nonyyatorca no npotoxkony DHCP;

Static — cTaTUYecKkuit — B 3TOM c/iy4ae Heobxoaumble AAA A0OCTyna napameTpbl 3agaroTcA
BPYYHYIO:

= |P-ag0pec — Npwn CTaTU4ECKOM AOCTyne C 3TOro aapeca OCyLWecTBAAeTcs AOCTyn A0
PPTP-cepBepa;

=  MacKka nodcemu — nNpun CTaTUYECKOM A0CTyNne MacKka NOACETH;

= DNS-cepsep — npu ctatuyeckom goctyne cepsep DNS, ncnosnbsyemblii B IOKanbHOM

cetu;
= [lImo3 — npu cTaTMYEeCKOM AocCTyne w3 ans goctyna K PPTP-cepsepy (ecam
Heobxoaum).

Cnucok wucnonbzyemblx DHCP-onumii Ha Kaxkgom ceteBom uHTepdelice (Internet, VolP,
Management) MOKHO 3aaBaTb Bpy4Hyto. MIHPopmauma No HacTpoMKe CNMCKa NpeacTaBieHa
8 Mpunoxerune B. HACTPOMKA dhcp-KNMeHTOB B My/IbTUCEPBUCHOM PEXUME

- MepsuyHsbili DNS, Bmopu4Hsili DNS — IP-agpeca DNS-cepsepoB — ecan agpeca DNS-
CepBepoB He Ha3HavyaloTCA aBTOMATMYecKM no npotokony DHCP, npu HeobxoammocTtu
3afaiTe ux Bpy4YHyto. Aapeca, 3aJaHHble BpPy4Hylo, OyayT MmeTb NpPUOPUTET Hag,
agpecamu DNS-cepsepos, nonyvyeHHbIMK No npoTtokony DHCP.

Mpu BbIGOpe cnocoba nogknoueHna «3G/4G USB-mogem» A1 HACTPOMKKM ByayT JOCTYNHbI cneaylowme
nona:

HacTpoiky NoAKMNKYeHNA
IMOGHUNBHBIR NpoBaidep Megarfon v
Mma nonbaosatena
Maponk
Homep gossoHa Go#
NononHUTENBHBIE NADaMETPLI AT+CGDCONT=1 IF.internet
MTU 1492

[N 3anonHexHun Hacmpoex peKoMeHdosaqHsIMu Z Mo YMORYAHWHD
-'.‘IDOGGEIGE'.'DO\‘;.‘ JHEYEHUAMU HaxMUMme KHONKY

OTKNIOYUTL TPEHCMALMIO A0peCoB OTNPasUTENA

e MobunbHbili nposatioep — nma npoBanaepa, NpeaocTasasoWero 4octyn K cetm 3G/4G. U3 cnucka
Bbl MorkeTe BbIOpaTb OAHOMO U3 LWECTU MOOWbHBIX ONepaTopoB (HAaCTPOMKM KaxKAOro M3 HUX
XPAHATCA B NamATU YCTPOMCTBA), MPUCYTCTBYIOWMX Ha TeppuTopum Poccuiickoit Pepepauymm:
MeradoH, bunaiiH, MTC, CkannumHk, Tene2, Yota. Mpun HaxaTum Ha KHOMKY «[lo ymondaHuto»
NPOM30MAET 3aMN0/IHEHWE HAaCTPOEK NOAK/OYEHMA NapaMmeTpaMm BbibpaHHOro nposaiaepa. Ecam
HaCTPOWMKM NpoBangepa B Bawem pernoHe oTAnYatoTcA OT NPeA/IOKEHHbIX, OTPEAAKTUPYINTE UX B
COOTBETCTBUMN C HEOBXOAMMbBIMM 3HAYEHUAMU.

Ecnu Balwero nposaitigepa HeT B cnvcKe — BbibepuTe 3HauyeHue «pyroii» u 3anosHWTe BCe NOAA B
COOTBETCTBUM C HACTpoMKamu Baluero npoBanaepa;

e [lpomokon — none AOCTYNHO TONbKO Npw Bbibope 3HaueHMA «[pyrol» U3 cnmucka MoBUbHBIX
nposaiaepos. B 604bWNHCTBE CNydyaeB MOBUAbHbIE OMepaTopbl UCMOAL3YIOT NPOTOKoA PPPOE
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KHonka

AN\ AOCTyrna K CBoel ceTu, oAHaKo ans paboTbl ¢ MogeMaMn HEKOTOPbIX NMPOBaiAepoB MOXKeT
notpeboBaTbca BbIbOp NpoTokona DHCP;
UmAa nonvszosamend — WMA NOAb30BaTeNs Aaa WAeHTUOMKaAUMM NPU  MOAKMIOYEHUM K
b6ecnpoBoaHOM ceTy;
Mapoae — naponb Ana naeHTUdUKaLmMm Npm NogKAYEHUM K BecnpoBogHOM CceTu;
Homep 00380HG — HOMeEp [,03BOHA A5 NOAKAOYEHNA K becnpoBoaHOM ceTu (Npumep: *¥99***1#);
JonoaHumernbHble napamempsi — NapameTpbl A8 MOAKAYEHUA K CETU MOBWUIbHOMU CBA3U
(npumep: AT+CGDCONT=1,IP,internet — ana MeradoH); B AaHHOI CTPOKE HeNb3A MCNONAb30BaTb
KaBbIYKy;
MTU — maKcMmasibHbi pa3mep 6JioKa AaHHbIX, MepenaBaembiXx MO CEeTU, PEeKOMeHAyemoe
3HayeHne — 1492,
OMmKaYumMb MpPaHcAayuo aopecos omnpasumessa — NpU ycTaHOBAEHHOM ¢iare OTKAOYeHa
nogMeHa ajpeca MWCTOYHWMKA OTNpaBUTeNs MaKeTa M3 JIOKalbHOM noacetn (OTKAKYeHUue
masquerading).

«llo ymonuaHuro» npegHasHayeHa ANA 3ano/IHEHWA HACTPOeK npoBalgepa 3apaHee

npeaycTaHOBAEHHbIMW 3HAYEHUAMM, XPAaHUMbIMWU B NaMATU YCTPOMCTBA, TEM CamMbiM U36aBAAs NoAb3oBaTeNsa OT
HEeobXxo4MMOCTU UCKaTb 3T HACTPOMKK B MIHTEepHeTe.

Mpu BbibOpe crnocoba noaxaloyYeHMs «ABTOMATMYECKM NEpexoauTb Ha pe3epBHbI KaHan» byayT
LOCTYMHbI CeAytoLMe HacTPOMKK:

BHelwHAR ceTh

Moaknierue K MHTepreT

OCHOBHON KaHaN

CrOpOCTb W gynnekc
HacTpoikk NpoBOOHOTO NOAKMHK4EHHA

MpoTtoson
AneTepHaTneHel Vendor 1D (onumus 60)
WMHdopmauws aredta DHCP Relay (Onwas 82)
MepsaryHzr DHS
Bropuutcit DNS
Pasmep MTU
Wenonesoeate WLAN

HacTpoikk GecnpoBogHoro NoAKNHYEHHA
MoSMNbHES NpoBANaED
imA Monb3oBaTENS
Mapons
Homep goseoHa
JononHUTENEHLIE NApaMETDEI
MTU

JIng 38N0MHERLA HECTDOEK DEXOMEHO0SSHHEML
MEOEAIGE00M SHAYEHLIAIMY HEKMUME KHOMKY

OTEMFMWTE TREHCMALMIC A0PECOE CTNRABUTENS

AETOMATWHECKM NEpeXoanTs ¥

MposooHol r

Auto v

DHCP v

1500

IMegafon r

1492

# Mo ymondaqmo

OcHosHoli kaHan (Preferred channel) — 3 BbiNagaloWero Cnncka Hy»KHO BbIGpPaTb TUM OCHOBHOrO

KaHana:

AboHeHmckul wmo3 TAU-2M.IP

33



S» ELTEX

— [poeodHoli (Wired) — kaHan uepes Ethernet WAN nopT ycTpoiicTsa.
— bBecnposodHsili (Wireless) — KaHan uyepe3 ceTb MODBWIbHOM CBA3M MOCPEACTBOM
6ecnposoaHoro USB-moaema.

Hacmpoliku npo8o0H020 NoOKAYEHUSA:

HacTpoiikM WAEeHTUYHbI HacTpoikam ans cnocoba nopknoueHuns «lMpoBogHOE NOAKAIOYEHUE» C
Bbl6paHHbIM pexkMmom « MappyTusaTop».

Hacmpoliku 6ecripog8o0H020 MOOKAOYEHUS:

HacTpoliku naeHTUYHbI HacTpoiKam ans cnocoba nogknoveHna «3G/4G USB-mogem».

[posepKa Haau4Yusa docmyna 8 UHMepHem:

MpoEepKa HANW4KMA OOCTYNa E HHTEPHET

TarmayT c#MaaHKA OTBETA OT Cepeepa, Mc 1000
Yucno monbTex JOCTYNA K cepeepy 10
lHTEpEaN MEXOY UMENEMK 0NpOCa CEpESPOE, © 240

Ping-cepeep 1

e Talimaym oxudaHua omeema om cepgepa, C — BPEMA, B TEYUEHME KOTOPOro OXUAaeTca OTBET OT
PING-cepBepa;

e Yucno nonbimok Oocmyrna K cepgepy, C — MaKCMMasZbHOE 4YMC/AO MOMbITOK gocTyna K PING-
cepBepy, Nocse yero byaeT NPUHATO peLEHME O NEPEXOAE Ha Pe3epBHbIV KaHan;

o  UHmepsan meudy YUKAAMU Onpoca cepeepos, C — MPOMENKYTOK BPEMEHW, MO WUCTEYEHUMU
KOTOPOro HauMHaeTcs HOBbIM LKA onpoca PING-cepBeposB.

e Ping-cepsep 1..5 — IP-agpec nnn gomeHHoe nma PING-cepsepa. Nona gna ssoga PING-cepsepoB
2..5 noasnatoTcA nocne 3anoJHEHUA NpeablayLwero nons.

JIoKanbHaa cemso:

e |P-adpec ycmpolicmea — |IP-aapec yCTPOWCTBA B /IOKA/IbHOW CeTH;
e  Macka nodcemu — MacKka NoAceTH B 10Ka/IbHOW CEeTH.

/ HacTpoiika n1oKanbHOM ceTn B pexxume paboTbl ycTpoicTBa «MocT» HepoCTynHa.
/ Mpu u3ameHeHMU appeca NOKaNbHOM MOACETU NMPOUCXOAUT aBTOMATMUYeCKas CMeHa nyna
agpecos noKanbHoro DHCP-cepBsepa (Cetb — DHCP-cepBep).

Hacmpolika IPSec:

B AaHHOM pasgene ocyLLecTBAAETCA HACTpoiKa WwndposaHMaA nNo TexHonoruu IPSec (IP Security).
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IPSec — ato Habop npoToKosioB Ans obecnevyeHms 3alMTbl AaHHbIX, NepeaaBaeMbiX MO MEXCEeTeBOMY
npotokony [P, nNo3BonsoWMiA OCYWECTBAATL MOATBEP)KAEHUE MNOAAMHHOCTU (ayTeHTUdUKALMIO), NPOBEPKY
uenocTHoctn u/vnn wndposaHme IP-naketos. IPSec Take BKAOYaeT B ceba MPOTOKO/bI A4 3aWMILEHHOTO
obmeHa Kntodamm B cetn MHTepHeT.

B TeKkywel Bepcum nporpamMmmMHoro obecrneyeHua nocpencTBom IPSec MOXKHO OCyLecTBAATb TOJbKO
[OCTyN K uHTepdelicam ynpasneHus yctponctsom (Web, Telnet, SSH).

HacTtpoika IPSec
Brniounte  ®
MHTepdeic Ethernet w
NokaneHbin IP-agpec
AJpPEC NOKANLHON NOACETH
WMacka nokaneHol NogceTH
Appec yoaneHHoi nogceTH
Macka yganeHHon NogceTH
¥aaneHHbld Wi
Pestum NAT-T Off w

ArpecCHEHBIN PEHHM

Tun ngeHTHdgmkaTopa address d
WMoerTHdukaTop
daza 1
3apaHee 2a4aHHbIA KoY
ANropHTM 8yTEHTHHMEALHK mds w
ANropuT™ WHEpoBaHHA des bt
Fpynna Ouddn-Xennmana 1 w
Bpema #u3nu dasel 1, cek 25400
Pasa 2
ANropHTM 8yTEHTHHMEALHK hmac_mds bt
ANropuT™ WHEpoBaHHA des bt
Fpynna Ouddn-Xennmana 1 w

Bpema #nzHu dasnl 2, cex 3500

e BKao4umMb — paspewnTb NCNoIb30BaHME NPOTOKoAA IPSec ana WndpoBaHMA OaHHbIX;

e VHmepdgelic — HacTpoliKa UMeET CUy TONIbKO Npu Bbibope ana MHTepHeTa npoTtokonos PPPOE,
PPTP unu L2TP n onpeaennet, ana AocTyna no Kakomy nHTepdeicy ncnonbsosatb IPSec: Ethernet
(nHTEpdeiic BTOporo aocrtyna) nam PPP (uHTepdelic nepsoro goctyna). Npu Bbibope NpoTOKo0B
DHCP wnu Static B ycnyre akTMBEH TOMbKO OAMH UHTepdelic (Ethernet), no KoTopomy BO3MOXKeH
[0CTYN ToNbKO nocpeactsom IPSec;

o JloKanweHblil IP-a0pec — aapec ycTpoicTea ansa paboTtbl no npoTtokony IPSec;

e AOdpec nokansHoli nodcemu coBMecTHO ¢ MacKoli s1oKkansbHOU nodcemu onpenensatoT NOKaAbHYHO
noAceTb A/1A CO34aHMA TONONOTNIN CETb-CETb MU CETb-TOYUKA;
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e Adpec yodaneHHol nodcemu coBmecTHO ¢ Mackoli yoaneHHol nodcemu onpeaenatoT agpec
yAaneHHoW noaceTn AnA CBA3M C UCMOoJ/ib30BaHMeEM WndpoBaHUA no npotokony IPSec. Ecam macka
nmeeTt 3HavyeHme 255.255.255.255 — cBA3b ocywecTBaAeTcA C egMHCTBEHHbIM XocTom. Macka,
oTAnMYyHas ot 255.255.255.255, nos3BosdeT 3a4aTb LUeAyw noaceTb. Takum  obpasom,
dYHKUMOHA/IbHblE BO3MOXHOCTM YCTPOMCTBA MO3BOMIAIOT OpraHM3oBaTb 4 TOMOAOIMMM CETU C
ncnosb3oBaHMem WndpoBaHUA TpadpuKa No npoTokoay IPSec: TouKa-TouyKa, ceTb-TOYKa, TOYKa-
CeTb, CeTb-CeTb;

e YOaneHHbIl W03 — W03, Yepes KOTOPbIM OCYLECTBAAETCA A0CTYN K yAaNeHHOW NoACETH;

e Pexum NAT-T — Bbibop perkuma NAT-T. NAT-T (NAT Traversal) nnkancynmpyet Tpaduk IPSec u
oAHoBpemeHHo co3gaeTt nakeTtbl UDP, KoTopbie ycTpolictBo NAT KoppeKTHO nepecbinaet. Ana
atoro NAT-T nomelaeT fONOAHUTENbHbIW 3aronoBok UDP nepeg naketom IPSec, 4tobbl OH BO
BCel ceTn obpabaTtbiBanca Kak obbluHbIN nakeT UDP, 1 xoCT nonyyatens He NpoBoAUA HUKaKUX
NPOBEPOK LLeNOCTHOCTU. locne nocTynneHMA MakeTa K MeCTy Ha3HadeHuAa 3aronosok UDP
YLANAETCA, U NAKeT AaHHbIX NPOAOJIXKAET CBOM AaNbHENLUNIN NYTb KakK MHKANCY/IMPOBAHHbIA NaKeT
IPSec. C nomowwpbto TexHUKM NAT-T BO3MOXKHO YCTaHOB/IEHME CBA3N MeXay KaveHTamu |PSec B
3aWMLLEHHDBIX ceTAX U 0bLwenoCcTynHbIMM XOCTaMK IPSec yepes merKceTeBble 3KpaHbl. Pexnmbl
pabotbl NAT-T:

— On — pexum NAT-T akTMBMpyeTcAa TOIbKO Npu obHapyxeHun NAT Ha nytm K xocty
Ha3Ha4yeHus;

—  Force — B ntobom cny4yae ncnonb3osatb NAT-T;

—  Off —He ucnonb3osaTb NAT-T npu yCTaHOBAEHUN COEAMHEHMA.

JoctynHbl cnegyrowme HacTpolikn NAT-T:

UDP-nopm NAT-T — UDP-nopT nakeToB, B KOTOpPble OCYLLECTBAAETCA MWHKancynauma
coobueHuit IPSec. Mo ymonyanumto 4500.

UHmepesan omnpasku nakemos NAT-T keepalive, cek — UHTepBaN OTNPaABKN NEPUOANYECKUX
COOBLWEHNIN ANA NnoanepaHna akTMBHOro coctosHna UDP-coeaAnHEHMA Ha YCTPOMCTBE, BbINOMHAIOLLETO
dyHKUmMM NAT.

e AcpeccusHbili pexcum — pexum paboTbl Ha ¢ase 1, Korga obmeH Bcer Heobxoaumown
MHpOpMaumelt ocylecTBAAETCA Tpema HewndpoBaHHbIMU MakeTaMu. B cTaHZapTHOM perKume
(main mode) o6meH ocylLecTBAAETCA WeCTbIo HeWMpPOBaAHHbIMM NaKeTaMu;

e Tun udeHmugukamopa — TMnN maeHtTudukatopa ycrponctea: address, fqdn, keyed, user fqdn,
asnldn;

e UdeHmugukamop — naeHTUGMKaTop YCTPOICTBA, UCNOAb3YEMBbIN Ana naeHTUdOUKauum Ha dase 1
(3anonHATL Npu HeobxogumocTu). PopmaT MaeHTUPUKATOPa 3aBUCUT OT TUMa.

®aza 1. Ha nepsom 3sTane (pase) ABa y3na «A40roBapMBalOTCA» O METoAe MAEHTUPUKALMK, aaropuTme
WwndposaHua, xew-anroputme u rpynne Diffie Hellman. OHu Takke naeHtndumumpytot apyr apyra. Ansa ¢asel 1
MMeIoTCA CeayloLLme HaCTPOMKHK:

e 3apaHee 300aHHbIU KMOY — CEKPETHbIM K04, UCMOAb3YEMbI B aNrOPUTME ayTEHTUDUKALUKN Ha
¢dase 1. MpeacraBnset coboit CTPOKyY OT 8 A0 63 CMMBO/IOB;

e Anzopumm aymeHmugukayuu — Bbi6op 04HOrO M3 CNUCKa anroputMoB ayteHTUdMKauumn: MDS5,
SHA1L;

e Aneopumm wiugposaHus — BbIBOP OAHOro M3 CNUCKa anroputmos wudposaHus: DES, 3DES,
Blowfish;
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o [pynna Jugpgu-XenamaHa — sbibop rpynnbi Diffie-Hellman;

e Bpemsa xmwusHuU ¢passl 1, cek — Bpemsi, MO WUCTEYEHUW KOTOPOro Yy3nam Heobxoammo
nepengeHTMoMLMPOBaTb APYr APYra U CPaBHUTb NOJMTUKY (apyroe HasBaHue IKE SA lifetime). No
ymonyaHuio 24 yaca (86400 cekyHa).

®a3a 2. Ha BTOpOM 3Tane reHepupyroTcs AaHHbIe KAoYen, y3bl «40roBapusaoTca» ob Mcnoab3yemoi
NOANTUKE. DTOT PEXKNM, TaKKe HasbiBaemblit BbiCTpbIM pexkumom (quick mode), oTanyaerca oT nepsoit pasbl
TEM, YTO MOXKET YCTaHOBMUTLCA TOJIbKO NOC/Ie NepBoro 3Tana, Koraa Bce nakeTbl BTOPon ¢asbl WwndpyroTcs.

e Anzopumm aymeHmuguKkayuu — BbiI6op OAHOIo M3 CNUCKa airopuTMoB ayTeHTudmkaumm: HMAC -
MD5, HMAC-SHA1, DES, 3DES;

o Aneopumm wugposaHus — BbIBOp OAHOrO M3 CNUCKA anroputmos wudposanma: DES, 3DES,
Blowfish;

o [pynna Augpu-XenamaHa — Bbib6op rpynnbl Diffie-Hellman;

e Bpemsa mu3HuU ¢pa3bl 2, ceK — BPeEMS, Yepe3 KOTOpOoe MPOUCXOAUT CMeHa Katouya WndpoBaHus
AaHHbIX (apyroe HasaHue IPSec SA lifetime). Mo ymonuanuto 60 muHyT (3600 cekyHA).

[na BCTyNAEeHMsA B CUAY HOBOW KOHOUIypauuu M 3aHeCceHWs HACTPOEeK B IHEProHEe3aBUCUMYHO MamsATb
HaXXMUTe KHOMKY «TpumeHuUmoe». AN OTMEHbl USMEHEHUI HaXKMUTE KHOMRY «OmMeHa».

/ DaHHaa peanusauma IPSec paboTaeT TONbLKO NpPU OTKAIOYEHHOW TPaHCAAUMU agpecosB
oTnpasuTtens, Tak Kak IP-agpec knaneHTta yyacrsyeT B popmuposaHum wudpa.

2.6.2.2NMogmeH0 «QoS»

B nogmeHio «Q0S» OCYLLECTBNAETCA HAaCTPOMKA NpuopuTeToB 06paboTKM TpaduKa 1 TMNa odyepeseit.

HacTtpoiika QoS

KoHTponb noToka
BuiOop npuopuTetoe | DSCP v

Tun cyepenn Strict v

Hacmpolika QoS

e KoHMposab nomoKa — BKAOYEHUE/BbIKAOYEHME MexaHW3Ma YMnpaB/JeHUA MOTOKOM nepesayn
OaHHbIX no npoTtokony TCP;

e Boibop npuopumemos — Bbi6op cnocoba npuopuTesaumn Tpadmka:

— DSCP — mexaHM3M KnaccuduKaumm, ynpasneHua TpaduKom M obecrnevyeHUs KayecTBa
06CNyKMBaHMA NOCPEACTBOM NPUOPUTETOB;

— 802.1p — npusHak (gpyroe HasBaHue CoS — Class of Service), ycTaHaBnMBaeMblli Ha
nucxogalmMe ¢ AaHHoro WHTepdeica IP-naketbl. MpuHUMaeT 3HaveHua oT O (HU3WKIA
npuopuTet) Ao 7 (HamBbICWUIUI NPUOPUTET).
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V Mpw BKAIOYEHHOM KOHTpPOJ1e NOTOKA HaCTpOVIKM nPUOpPUTETOB HEAOCTYMHDbI.

e Tumn o4yepedu — BbIOOP ANCLMMNINHBI OOCNYKUBAHMA oYepesen:

—  Strict — gucumnanHa obcnyXMBaHMA odepeaen, Npu KoTopor TpaduK ¢ 6osiee HUIKUM
NpPUopUTETOM MNepenaeTca, TONbKO KOraa yKe nepegaHa odepenb ¢ 6osiee BbICOKMM
NPUOPUTETOM;

— WRQ - pumcumnnuHa obcnyuBaHMA ouepenen, npu KOTOPOW AOCTynHas noJsoca
NPONYCKaHUA Oe/INTCA MeX Ay ovyepeaamm NPonopLmMOoHaIbHO NPUOPUTETY.

lpuopumem 0..5 — onpepenaeTca Bec NpMopuUTeTa B AnanasoHe ot 1 o 127, yem Bbiwe
BEC, TeM NpuopuTeTHee TpaduK.

2.6.2.3 NogmeHto «HacTpoiika MAC-agpecos»

B nogmeHto «Hactpoiika MAC-agpecos» moxHO nameHntb MAC-agpec WAN-uHTepdelica ycTpoincTsa.

Hactpoiika MAC-agpeca WAN
Mepeonpegenute MAC

- MAC -

Hactpoitka MAC-agpeca Ha wHTepdeiice "IP-tenedoHua"

MAC -

Hactpoiika MAC-agpeca Ha uHTepdgeiice "MHTepdeic ynpaeneHus'

MAC -

e [lepeonpedenums MAC — npu ycTaHoBneHHOM dnare Ha uHTepdelice NHTepHeT mcnonbayeTca
MAC-agpec n3 nona MAC.

Mpu HaxaTUM Ha KHOMKY BbiNagawowero meHi B none «MAC» s8o3momHo 3anucatb MAC-agpec
KOMMbOTEPa, C KOTOporo Bbl noakntoueHsbl K Web-KoHpUrypaTopy. 3T1a dyHKUMA ByaeT nosesHa, ecim Ha ceTu
Bawero MHTepHeT-NpoBaiaepa ncnonbyetca npmsaska no MAC-agpecy. B atom cnyyae, ecnm Bam Heobxoanmo
ncnonb3osBaTb YycTponctBo TAU-2M.IP B KauvecTBe Mapuwpytmnsatopa, Ha WAN-uHTepdelic ycTponcTsa
Heobxoanmo HasHaumnTb MAC-agpec Bawero KomnbtoTepa (KOTOPbIN paHee Obln NOAKAOYEH K ceTU UHTepHET).

Ona nepeonpepeneHma MAC Ha wuHTepdeince «IP-tenedoHmsa» wunn «UHTepdeiic ynpasneHUa»
BOCMNOAb3yMTECh pasgenamm «Hactpoiika MAC-agpeca Ha uHTepdeice "IP-meneporHua» wnnn «HacTpoiika
MAC-agpeca Ha uHtepdeiice "MiHmepdelic ynpasneHusa'».

[Na BCTYNAeHMS B CUAY HOBOW KOHOUIypaumm M 3aHECeHMs HaCTPOEeK B 3HEProHe3aBMCMMY0 NamATb
HaXXMUTe KHONKY «[TpumeHumo». N OTMEHbl U3MEHEHUI HaXKMUTE KHOMKRY «OmmeHa».

2.6.2.4NMNogmeHto «DHCP-cepBep»

B noameHto «DHCP-cepBep» BbINOAHAKOTCA HACTPOMKM noKanbHoro DHCP-cepBepa, ycTaHaBaMBatoTcA
CTaTUYeCKue NPUBA3KU aapecos.
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YcTponcTeo TAU-2M.IP nmeet BO3MOHOCTb nocpeacTsom NpoToKoAa ANHaMmu4yeckoro
KoHourypupoBaHus (DHCP — Dynamic Host Configuration Protocol) aBTomaTuMyecku HasHauaTtb IP-agpeca u
HeobxoamMmble ANA BbIXOoAa B MHTEepHET mapameTpbl KOMNbtoTepam, nogKkntodeHHbim K LAN-nHTepdeicy. Ero
MCMONb30BaHWE MO3BONSAET M3be)kaTb OrpaHMyYeHWin PyyHOM HacTpolku npoTtokona TCP/IP. DHCP-cepsep
OOCTYNeH Ana KOHPUrypmpoBaHuaA, TONbKO ecn cepBuc MHTEPHET HAaCTPOEH B PeXKMME MapLLpyTM3aTopa.

HacTtpoiikn DHCP-cepeepa

BintoyeH ¥

C]

Havanbhblit IP-agpec 19216812

KonwyecTeo aapecos 250

Cpok apeHael (B MUHYTAX) 720

CTtaTuyeckue NPUBA3KK aopecoB

MAC-agpec IP-agpec

Hacmpoliku DHCP-cepsepa

e  BKaw4eH — npu yCTaHOBAEHHOM dnare BKAOUYUTb oKanbHbI DHCP-cepBep;
e HauanbHelili IP-adpec — HavanbHbIN agpec nyna |IP-agpecos;
o Konuyecmso adpecos — KONNYECTBO afPECOB B Ny/E;

e CpoK apeHabl — YCTaHOBKAa MAaKCMMaJIbHOTO BPEMEHM WCMOJIb30BaHUA MOAKAKOYEHHbIM
ycTpoiicteBom IP-agpeca, HasHayeHHoro DHCP-cepBepom, MUHYTBI.

[Nna BCTyNAeHUs B CUAY HOBOW KOHOMUIypaLuu M 3aHECEeHWA HACTPOEK B SHEProHEe3aBMCUMYD NaMATb
HaXXMUTe KHONKY «[TpumeHuUmoe». [N OTMEHbl U3MEHEHUI HaXKMUTE KHOMKRY «OmmeHa».

/ Mpu nonbITKE U3MEHUTb HauabHbINM agpec Ha 3HaYeHUe U3 4PYro NOACETU NO OTHOLUEHUIO K
nogcetm wuHtepdeiica LAN npoucxogut aBTOMATMUECKAs YCTAaHOBKA Nyna noj TeKyluee
3HauyeHue agpeca N0KaNIbHOM NOACETH.

Cmamuyeckue npueasKu adpecos

[na nobaBneHns HOBOW CTaTUYECKON NPUBA3KM HAaXKMUTE KHOMKY «Jobasumb» W 3aN0AHUTE cleylolime
nons:

Co30aTk CTATUYECKYH NPUBA3KY anpecoB

ma
MAC-agpec -

IP-agpec
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e MMmA TeKyLLel CTaTUYECKOM NPUBA3KK;

e MAC-agpec — ycTaHOBKa ctatuyeckoro MAC-agpeca. 3agaetca B popmate XX:XX:XX:XX:XX:XX,
BO3MOKeH Bblbop agpeca NoAKAOUYEHHbIX YCTPOMUCTB U3 BCM/IbIBAOLWLETO MEHHO;

e |P-agpec —ycTaHoBKa ctatnyeckoro IP-agpeca ana ykazaHHoro MAC-agpeca.

KoHburypupoBaHMe CTaTMYECKUX MPUBA3OK Mose3Ho, ecin Bam Heobxoaumo, 4Tobbl onpeseneHHoMy
KOMMbloTepy, noakntodeHHomy K LAN-uHTepdeincy ycTponcTea, Bcerga HasHadasica onpeaeneHHbii IP-agpec.

Haxkmute KHoNKy «flpumeHumes» pna BHeceHuA IP-agpeca B cnMCOK cTtatuyeckux IP-agpecos gna DHCP-
cepBepa. 1719 OTMEHbl U3MEHEHUN HaXKMUTE KHOMKY «OmmeHa».

[na yoaneHus agpeca vM3 crnucka HeobXoAMMO YCTaHOBWUTL GJiar HaNnpPOTUB COOTBETCTBYIOLLEN 3anucy U
HaKaTb Ha KHOMKY «Y0aaume».

2.6.2.5 MogmeHI0 «JloKanbHblt DNS»

B noameHto «JTokanbHbIi DNS» npounssoauTca KoHbUrypmpoBaHue noKanabHoro DNS-cepBepa ycTpoicTea
nytem gobasneHua B 6a3y nap IP-agpec — ,OMeHHOE nms.

JNlokanbHbln DNS nosBosseT w3y noayumtb IP-agpec B3ammopeincrBylowero ycTponcTtsa Mo ero
AOMeHHOMY MMeHU. B cnydae otcyTcTBuA cepsepa DNS B cermeHTe ceTn, KOTOPOMY NPUHALNEKUT LLJTHO3, HO MPU
HEOBXOAMMOCTM MapLUPyTU3aLUKM MO CeTEBbIM MMEHAM AMBO UCNONb30BaHUA B KavyecTBe aapeca SIP-cepsepa
€ro CeTeBoro MMeHM, MOXKHO UCMOo/b30BaThb «JloKanbHbIM DNS». Mpyn aToM HEO6XOAMMO 3HATb YCTAaHOBEHHbIE
COOTBETCTBUA MEXAY UMEHaMM Y3108 (LomeHamu) n ux IP-agpecamu.

Nmena yanos

JomeHHoe uma IP-agpec

®

test.ru 192.168.12.12

Hacmpolika y3nos

Ona pobaBneHns agpeca B CMMCOK HEOBXOAMMO HaKaTb KHOMKy «/Jobasumb» W B OKHe «Co30ameb
coomeemcmaeue» 3anoNHNUTb CeaylolLme Nona:

CozpaTb COOTBETCTENE

[omeHHoe MMA local

IP-agpec | 127.0.01

+ [PUMEHUTE x OTMeHa

e JloMeHHOEe UMA — UMA Y3Na;

e |P-agpec—IP-agpec y3na.

Haxkmute KHOMKy «[IlpumeHUmMos» AnAa co3paHua cooteeTcTeuA IP-agpec — AomeHHoe uma. na oTMeHbl
M3MEHEHUIN HaXmuTe KHOMKY «OmmeHa». OnAa ypaneHua sanmcm M3 cnuvcka HeO6XO,CI,VIMO YCTaHOBUTb cbnar
Hanpotmse COOTBeTCTByIOLLI,Gﬁ 3aMCUN N HaXXaTb Ha KHOMKY «Yoanume».
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2.6.2.6 NogmeHto «NAT n npobpoc nopToB»

B nogmeHto «NAT 1 npobpoc NnopToB» BbINOJHAETCA HAaCTpoiKa npobpoca noptos (ports forwarding) ns
WAN-unHTepdeica B LAN-uHtepdeiic. MogmeHto g0CTYNHO, TONbKO ecnn cepBuc MHTEPHET HAacTPOEH B pernme
MapLpyTusaTopa.

NAT — (Network Address Translation) pexum TpaHCAALUMM CeTeBbIX aApecoB — MO3BOAAET
npeobpasosbiBaTh |P-agpeca u cetesble nopTbl IP-maketoB. [pobpoc ceTeBbix MOPTOB Heobxoaum, Koraa
TCP/UDP-coeauHeHmne ¢ noKanbHbiM (MogknodeHHbiMm K LAN-MHTepdelicy) KomnbloTepom ycTaHaBANBaeTCa U3
BHeLWHen ceTn. [laHHOe MeHI0 HacTpoeK NO3BOAAET 3a4aTb NPaBWUAa, paspellatome NPOXoKAEHME NAKETOB U3
BHELWHEN CeTM Ha YKasaHHbIA agpec B JIOKA/SIbHOM CeTW, TeM CaMblM fgenad BO3MOMHbIM YCTAaHOBAEHUE
coegmHeHuna. NMpobpoc nopToB rnaBHbIM 06pasom HeobxoaMm MpPU UCNOb30BAHUKM torrent- M p2p-cepBUCOB.
[na 3Toro B HacTpoWKax torrent- Man pP2p-KAMEHTa HYKHO MOCMOTPETb Mcnoab3yemble um TCP/UDP-nopTbl u
3a4aTb 4719 3TUX NOPTOB COOTBETCTBYOLLME NPaBMaa Npobpoca Ha IP-agpec Bawero komnbloTepa.

HacTpoiiku NAT

BrniounTe NAT ¥

Mpasuna NAT

Uma LAN IP MopTel LAN MpoTokon WAN IP NopTel WAN

test 192.168.2.100 30000 TCP HEe yKazaH 30000

Hacmpolika npasuna NAT

Ona nobasneHus Hosoro npasuna NAT HaxkmuTe KHOMKY «Jobasumb» 1 B OTKpbIBLIEMCA OKHe «Co3aaTb
HOBOE MPaBWIo» 3aMoIHUTE CieaylolLme Nons:

COS,ElaTb HOBOE npaBwno
Wma
IP-agpec HasHadeHWA nakeTos LAN
MopTel HA3Ha4eHuA LAN
MpoTokon TCP v
IP-afpec WCTOYHMKA NakeTos WAN

MopTel HazHaveHua WAN

e  Vmsa —Has3BaHWe npasuaa (nose 06s3aTenibHO ANA 3aN0AHEHUA);

e |P-adpec HaszHayeHus nakemos LAN — |P-agpec XocTa B NOKa/ibHOW CEeTW, Ha KOTOpbIn
OCyLLeCTBAAETCA TPAHCAALMA NAKeTOB, NoANaAaloLWwuX NoA AaHHOe NPaBuo;
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e [lopmel Ha3zHavyeHus LAN — 3HadyeHus TCP/UDP-nopToB nosy4yaTens, Ha KoTopble 6yayT
TPAHCAMPOBATLCS MaKeTbl B JIOKAJIbHYIO CeTb (40MnycKaeTcs yKasbiBaTb MO0 OAMHOYHLIA MOPT,
nmbo yepes “-“ ananasoH NopTos);

e [lpomoKkon — BblbOp NPOTOKO/A NakeTa, noAanagatoliero nog AaHHoe npaswuno: TCP, UDP,
TCP/UDP;

e |P-adpec ucmouHuka nakemos WAN — |P-agpec oTnpaBuTenAa NakeTa BO BHELIHEN CEeTH,
noAnajaoLLero nog gaHHoe Npasuno;

e [lopmsi HasHaueHua WAN — 3HayeHua TCP/UDP-noptoB nonyuyatena nakera BO BHELWIHEN ceTtu,
NPV KOTOPbIX MaKeT NoAnaAaeT noj AaHHOe NPaBMo (A0MNycKaeTca yKasbiBaTb IM60 OANHOYHbIN
nopT, "nbo yepes “-“ gManasoH NOpToB).

Mpasuno npobpoca noptoB paboTaeT cnegyowmm obpasom. Y naketa, npuxogawero Ha agpec WAN-
nHTepdelica ycTponcTBa No NPOTOKOAY «[IpOmMOKoa» Ha NopT M3 aAnanasoHa «lopmei WAN» n nmetowero
agpec ucTtoyHuKa «IP-adpec WAN» (ecnn 3To napamMeTp OCTaBUTb MYCTbIM — afpec WMCTOYHUKA He
aHaM3MpyeTca), OCYLLEeCTBAAETCA NOAMEHA agpeca W MopTa HasHayeHUA Ha cofepkumoe nonewn «lP-adpec
LAN» v «[Mlopmer LAN» COOTBETCTBEHHO.

HaxmuTte KHOMKY «[TpumeHumo» ansa pobasaeHUA HOBOro NpasBuna. [ns OTMeHbl U3MEHEHUIA HaxKMUTe
KHOMKY «OmmeHa».

Ona yYAaneHna npasuaia U3 CNUCKa HEO6XO,CI,I/IMO YCTaHOBUTDb d)nar Hanpotme COOTBETCTBYIOLLI,Eﬁ 3annMcn mn
HaXaTb Ha KHOMKY «Ypanutb».

2.6.2.7 MogmeHto «CeTeBOM IKPaH»

B noameHio «Cemesoli 3KpaH» YCTAaHABAMBAIOTCA NPaBUAA MPOXOXKAEHMA BXOAALLErO, MCXOAALLEro U
TpaH3uTHOro TpadmKa. MmeeTcs BOSMOXKHOCTb OrPaHNYMBATL NPOXOXKAEHWNE TpadumKa pasHoOro TMna (Bxogawmi,
UCXOAALNNA, TPAH3UTHbIN) B 3aBUCMMOCTU OT NPOTOKONA, |P-aapecoB UCTOYHMKaA U Ha3HaveHua, TCP/UDP-nopToB
WUCTOYHMKA U Ha3HauyeHuA (gnsa coobuweHnit npotokonos TCP nan UDP), Tna coobweHuma ICMP (gns coobieHni
npotokona ICMP).

MNpasuna gna sxoadawero Tpaduka

Hmna Mpotokon Anpec oTnpaEuTens MopTel oTNpaEUTENA MopTel nony4aTens OdelcTene

®

= MpaBuna ana ucxopswero Tpaduka

Hms MpoTtokeon MopTEl oTNRaeuTensa Agpec nony4arens MopTel nony4arensa OeiicTene

Mpasuna Ana TpaH3UTHOro Tpaduka

Wma  Mpetoken Appec oTnpaevrens MopTEl eTNpaeuTensa Agpec nony4arensa MopTel nony4arensa OercTene

Hacmpolika npasusa cemesoz2o 3KpaHa

Ona pnobaBneHna HOBOro NpPaBuaa HaXXMUTE KHOMKY «Jobasume» n B OTKpbiBlIEeMca oKkHe «Co3patb
HOBOE MPaBWIO» 3aMNoIHUTE Ceaylolme NoNA:
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CosnaTtb HoBOE npasuno
Mmn
Tun Tpatbuka BxoaaLyuit v
MpoTokon TCP v
Agdpec 0TNpaBuTens
MopTel OTNpaBMTENA 0
MopTel Nony4aTens 0

[eicTane MponycTHTL v

UmsA — Ha3BaHWe npaBuna;

Tun mpaguka — BbIbOp TMNa TpaduKa, Ha KOTOPbIA PacnpoCTPaHsAeTcA AeNcTBMEe AaHHOro
npasuna:

Bxodsawuli — BXogAWMM Ha YCTPOMCTBO TpaduK (nonydyatenem aBaseTca HenocpeaCcTBEHHO
OAVH U3 ceTeBblX UHTepdelicoB ycTpoiicTea). Mpu BbibOpe AaHHOro TMna Tpaduka Ans
pefaKTUPOBaHMA CTAHYT AOCTYMNHbI CeaytoLme Noaa:
=  Adpec omnpasumesna — 3afaeT HavanbHbIl IP-aapec otnpasuTena. Yepes cumeon
"/" MOYHO YKa3aTb MacKy noacetn B GopmaTax XXX.XXX.XXX.XXX /M XX, Hanpumep,
192.168.16.0/24 van 192.168.16.0/255.255.255.0, 4To6bl BblAENUTb CPasy Le/bIi
AVanasoH agpecoB (3anMcb Mackum B Buae /24 cooTBETCTBYeT 3anucu
/255.255.255.0);
Ucxodawuli — ncxogawmini ¢ ycTponcrtea TpaduK (TpaduK, reHepupyemblit SIOKanbHO
YCTPOMCTBOM C 04HOro M3 ceTeBbix MHTepdelicos). NMpu Bbibope AaHHOro TMna TpaduKa
ONA pefaKTMPOBAHUA CTaHYT AOCTYMHbI CAeAytowme nona:
=  Adpec noayyamens — 3apaeT |P-agpec nonyyatens. Yepes cumson "/" moxHO
yKasaTb Macky noacetm B GopmaTax XXX XXX.XXX.XXX WAW XX, Hanpumep,
192.168.18.0/24 nnn 192.168.18.0/255.255.255.0, 4Tobb! BbIAENNTL CPA3y LENbIN
ANanasoH afpecos;
TpaH3UMHbIG — TPaAH3UTHLIA TPadUK (TPaduK, NPOXOAAMN MeXay ABYMA CETeBbIMU
nHTepdelicamm, Korga oTnpasuTeNnem M NosydvaTenem ABAAKOTCA BHELWHME YCTPOICTBA).
Mpw BbIOOPE AaHHOrO TMMa TpaduKa ANA PEAAKTUPOBAHUA CTAHYT AOCTYMHbI CAeaytowme
nons:
=  Adpec omnpasumens — 3agaet |IP-agpec otnpasutens. Yepes cumeon "/" moxHO
yKasaTb Macky noacetm B GopmaTax XXX XXX.XXX.XXX WAU XX, Hanpumep,
192.168.16.0/24 nnan 192.168.16.0/255.255.255.0, 4T0bbl BblAENNUTb CPa3y LenbIiA
AManasoH afpecos;
=  Adpec nosyyamens — 3apaaet |P-agpec nonyyatens. Yepes cumson "/" moxHO
yKasaTb Macky noacetm B dopmaTax XXX XXX.XXX.XXX WAW XX, Hanpumep,
192.168.18.0/24 nnan 192.168.18.0/255.255.255.0, 4Tobbl BblAENUTb CPa3y LenbliA
ANanasoH afpecos;

lMpomokos — NPOTOKOAN NaKeTa, Ha KOTOPbIN pacnpocTpaHAeTcsa AeACTBUe AaHHOro npasuna: TCP,
UDP, TCP/UDP, ICMP, nto60i1.

Helicmeue — peicteune, coBepliaemoe Hag naketamu (oT6pocutb/nponycTuTs).

Mpwu BbIGOpe npoTokonos TCP, UDP, TCP/UDP ana peaaktMpoBaHUa byayT AOCTYMNHbI HACTPOMKMU:
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e [lopmel omnpasumesnsa — CNUCOK NOPTOB OTNPaABUTENA, NaKeTbl KOoToporo 6yayT nonagatb nog
AaHHOoe npasBuio (aonyckaeTcs yKasbiBaTb MO0 OAMHOYHbLIN NOPT, AMbo yepes “-“ amnanasoH
nopToB);

e [lopmbel nosy4amens — CNUCOK MOPTOB MOAy4YaTens, NakeTbl KOTOporo 6yayT noanagate Mog
AaHHOe npaBuao (AonycKaeTcs yKasbiBaTb MO0 OAMHOYHbBIN MopT, Mbo yepes “-“ amanasoH
nopTos).

e [lpu BbibOpe npoTtokona ICMP ans pegaktMpoBaHuAa byayT 4OCTYMHbI HACTPOMKM:

e Tumn coobweHuss — MOXHO CO34aTb NPaBWU/IO TOIbKO As1a onpegeneHHoro tuna ICMP-coobueHuns
mbo ana Bcex.

HaxXmute KHONKy «MpumeHUTb» ana nobasneHua HOBOro MpaBwaa. [ns OTMEHbl U3MEHEHUN HAaKMUTE
KHONKy «OTmeHa». [ns ypaneHua 3anucum M3 CNMCKa HeobXxoAMMO YCTaHOBWUTb ¢nar HanpoTuB
COOTBETCTBYHOLLEM 3aMNCK U HaKaTb Ha KHOMKY «YOanuTb».

2.6.2.8 MogmeHto «ACL»

B noameHto «ACL» BbINOMHAOTCA HAaCTPOMKKM cnuckoB agoctyna. Access Control List mam ACL — cnucok
KOHTPOAA A0CTyNa, COAEPMKUT NPaBuMAa, onpeaensaoLlme npoxoxaeHne Tpaduka yepes nHTepoeic.

OrpanuueHus no MAC-agpecam

Ne Cratyc MAC-agpec OocTyn OrpaHn4eHHe CKOPOCTH

OrpanudeHna no URL-agpecam

Ne cratye URL

+ [lo6aBuTb W ¥Yoanute

OrpaHu4yeHus Nno BPeMEeHMN CYTOK

Ne Cratyc Havano KoHew OocTyn OrpaHH4eHne CKOpoCTH

+ [lobaBuTh W Ynanutb

OzpaHuyeHua no MAC-adpecam

CoszpaTtb HOBOE Npasumio

BKNOYMTE
MAC-agpec -

3anpeTuTe gocTyn ¥

e BKao4umMb — Npu ycTaHoBAeHHOM dnare akTueMpyeTca npasuno ¢unbTpaumm no MAC;
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MAC-adpec — MAC-aapec ycTpoiicTBa, A5 KOToporo byaeTt aeiicTBoBaTh CO34aHHOE NPaBuo;

3anpemums 0ocmyn — NpwW ycTaHOBJIEHHOM ¢nare ¢ 3aflaHHOro ycTpoiictea 6yaeT NO/IHOCTbIO
3anpeLéH AocTyn 1M nepegada TpaH3UTHoOro Tpaduka. Ecam ¢nar He yctaHoBNEH, cKopocTb byaeT
OorpaHMYeHa A0 YKa3aHHOro 3HayYeHus;

Oz2paHu4eHue ckopocmu, Kbum/c — MaKCUMabHasA CKOPOCTb MOTOKAa AaHHbIX A1A YCTPOWCTBA C
yKkaszaHHbIM MAC-agpecom (0 KBUT/c — 3KBMBANEHTHO OTCYTCTBMIO OFPaHUYEHMA CKOPOCTM MOTOKa
OaHHbIX);

OzpaHuyeHusa no URL-adpecam

Cospatb HoBOE npaeuno

BKMOYNTE

URL

BKa04uMe — Npy yCTaHOBNeHHOM dnare akTuBupyeTca npasuao ¢puabtpaumm no URL;

URL — URL-agpec ycTpoicTBa, 41A KOTOporo byaeT AeMcTBOBaTb CO34aHHOE NPaBuio;

O2paHuYeHUA No epemMeHU CymoK

CosgaTtb HoBOE npaBuno
BrNOYMTE
Havano 00:00
KoHey 00:00

3anpetaTb goctyn ¥

BKao4ume — Npuv ycTaHOBNEHHOM daare NpaBuao GpuUAbTPaALMN aKTUBUPYETCA M AeaKTUBUPYETCA
B Ha3Ha4YeHHOe Bpems;

Hauano — Bpemsa B 24-4yacoBom ¢popmaTe cymcaeHus (44:mm), ¢ KoToporo byaeT AelcTBOBaTb
Co3aaHHOe NPaBuAo;

KoHey — Bpema B 24-yacoBoM popmaTe cyumcaeHus (44:mm), 4o KoToporo byaer aeicTeoBaTb
Co3aaHHOe NPaBuAo;

3anpemums Odocmyn — nNpu ycTaHoBieHHOM ¢nare 6yaeT MNOAHOCTbIO 3anpeliéH AocTyn M
nepegava TpaH3UTHOro Tpaduka. Ecam ¢nar He ycTaHOBAEH, CKOPOCTb ByAeT orpaHuuyeHa Ao
YKa3aHHOro 3HayeHus;

02pCIHU°IEHU€ CKopocmu, K6um/c — B Te4yeHne 3a4aHHOro nHTepBasia BpemMeHU CKOPOCTb 6y,CI,ET
OorpaHn4yeHa A0 YKa3aHHOro 3Ha4veHuA (0 K6MT/C — 3KBUBANIEHTHO OTCYTCTBUIO OrpaHMYeHUA
CKOPOCTHK NOTOKa AaHHbIX).
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2.6.2.9 NogmeHio «Punbtp MAC»

B nogmeHto «dPnabtp MAC» BbINOAHAOTCA HACTPOMKa dmabTpaumm goctyna no MAC-agpecy KameHTa.

JocTyn K yeTpoicTBy

PesstumM uNbTpa NPOBOGHOW CETH OTKNIUNT v

e Pexum odunbTpa — onpenenser OguH U3 TPEX aJroputmos paboTbl GUAbTPA B 3aBUCMMOCTM OT
MAC-agpeca KnveHTa:

—  Omknodume — punbTtpauma no MAC-agpecam OTKAOYEHA — BCEM K/IMEHTAM paspeLleHo
MOAKNOYATLCA K TOYKE AOCTYNa;

— YépHelli cnucok — B pJaHHOM pexxnme paboTbl duabTpa KaneHTam, MAC-agpeca KOTopbIx
yKasaHbl B «Cnucke MAC-agpecoB», 3anpelleHO MOAKAYATLCA K TOYKe AocTyna.
AboHeHTam, MAC-azpeca KOTOPbIX He yKa3aHbl B CNUCKE, MOAK/IOYEHNE pa3peLleHo;

— benbili cnucok — B AaHHOM pexkume paboTbl dunbtpa kKameHTam, MAC-agpeca KOTOpbIX
yKasaHbl B «Cnucke MAC-agpecoB», paspelleHO MOAKAIYATbCA K TOYKe A[0CTyna.
AboHeHTam, MAC-azpeca KOTOPbIX B CMIUCKE HEe YKa3aHbl, NOAK/IOYEHUE 3aMnpeLLeHO.

Cnucok MAC-adpecoe

B CnMCOK MOXHO BHecTM A0 Tpuauatv MAC-agpecoB KAMEHTOB, [AOCTYN KOTOPbIM K YCTPOWMCTBY
peryanpyeTtcs HacTpoKon pexmma ¢unbTpa.

[na pobaBneHMa HOBOTO KAMEHTA B CNUCOK HaxXmuTe KHoNKy «Jobasume» v BBeguTe ero MAC-agpec.

[Nna BCTyNAeHUs B CUAY HOBOW KOHOUIypauuun M 3aHeceHWs HaCTPOEeK B IHEProHEe3aBUCUMYHO MamsATb
HaXXMUTe KHONKY «TpumeHuUmMoe». AN OTMEHbl USMEHEHUI HaXKMUTE KHOMKRY «OmmeHa».

2.6.2.10 NogmeHto « MapLipyTusauua»

B nogmeHio « MapLpyT13aLmsa» HacTPaMBakoTCA CTaTUMECKMEe MapLIPYTbl YCTPOMCTBA.

MaplwpyTUsaums

WUmsa Agpec HazHa4YeHUA Macka noacetu Wnws

®

routet 192.168.23.0 2552552550 192.168.0.254

[na pobasneHna HOBOro MapLIpyTa HaXXMUTE Ha KHOMKY «[1o06aBuTb» U 3ano/HMTE caeayloLimMe Nons:

HNo6asuTe MapwpyT
Mma
ALpec HazHaYeHnA
Macka noacetu

LLinro3
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e VMA — HasBaHMe MaplipyTa, MCMOAb3yeTca AnA yaobcTBa BOCMPUATUA YenoBeKkom. one MoKHO
OCTaBUTb NYCTbIM;

e Adpec Ha3Ha4eHus — |P-agpec xocTa WAM NOACETM Ha3HayYeHudA, OO0 KOTOpbIX Heobxoaumo
YCTaHOBUTb MapLupyT;

e Macka nodcemu — macKka nogcetu. [aa xocta macka NOACETU YCTAaHAB/MBAETCA B 3HAYeHue
255.255.255.255, ana nogcetm — B 3aBUCMMOCTUM OT €€ pasmepa;

e Uimo3— IP-agpec Wwnto3a, Yepes KOTOPbI OCYLLECTBAAETCA BbIXOA Ha «AOpec Ha3HA4YeHUa».

Ona BCTynaeHua B CUYy HOBOW KOHOUrypauuu U 3aHECEeHUs HAaCTPOeK B 3HEpProHe3aBMCUMMYIO MamMATb
HaXXMUTE KHOMKY «[TpumeHums». 1na OTMEHbl USMEHEHUI HaXXMUTE KHOMKY «OmMmeHa».

2.6.2.11 NoameHto «AuHammnuecknii DNS»
B nogmeHto «AnHammnyecknit DNS» BbINONHAETCA HAaCTPOMKa COOTBETCTBYIOLLLErO CEPBUCA.

AuHamuyeckuli DNS (D-DNS) nossonsaet uHbopmauuu Ha DNS-cepBepe 06HOBNATbCA B peasbHOM
BPEMEHW B aBTOMAaTUYECKOM pexume. [lpumeHaeTca ANA Ha3HAYeHWA MNOCTOAHHOTO AOMEHHOIO MMEHMU

YCTpOMCTBY (KOMMNbIOTEPY, POyTEpy) ¢ AMHaMmuyecknm IP-agpecom.
OuHamunueckmii DNS yacto nprMeHAeTcs B 0KaNbHbIX CETAX, IAe KAMeHTbl nonydatoT IP-agpec no DHCP, a
NOTOM PEerncTpupyoT CBOM MMeHa Ha slokasbHoMm DNS-cepsepe.

OuHamudecknin DNS

&
BrntounTe D-DNS &
- Mposaiinep D-DNS | dyndns.org -
@
MMRA Nonb30BaTena
Mapons

NoMeHHOE MMA

e  Bknwyume D-DNS — npw yctaHoBneHHOM ¢nare cepsuc D-DNS akTUBEH U ANA peaaKTMpPOBaHUA
OOCTYMHbI CiefytoLme HaCTPOMKK:

e [Iposalidep D-DNS — appec nposaiigepa D-DNS — Bbibepute ogHoro nposangepa M3 Crumcka
OOCTYNHbIX UNU BBEAUTE €ro agpec BPYUHYIO;

e VimA nonv3osamesna — UMA NONb30BATENA ANA AOCTyNa K y4eTHOM 3anucu cepsuca D-DNS;
e [laposb — naponb Ans AocTyna K yyeTHoM 3anucu cepsuca D-DNS;

e JlomeHHOe uMs  — perucTpupyemoe AomeHHoe uma Ha D-DNS cepsepe. Ob6HOBneHue
nHbopmauumn ob IP-agpece ycTpoicTBa Ha cepBepe MNpoBalfepa NPOUCXOAUT MEPUOLUYECKM
yepes 60 cekyHA.

[Nna BCTYNAeHMA B CUAY HOBOW KOHOUTypauumn M 3aHeceHWUs HaACTPOEK B 3HEProHe3aBUMCUMYIO MamATb
HaXXMUTe KHONKY «[TpumeHumob». [JNA OTMEHbl U3MEHEHUI HAXKMUTE KHOMKY «OmmeHa».
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2.6.2.12 NogmeHio «SNMP»

MporpammHoe obecnedyeHne TAU-2M.IP no3sonAaeT NnpoBOAUTb MOHUTOPUHT COCTOAHMA YCTPOMCTBA U €ro
KOHUrypmpoBaHue, ucnosb3ya npotokon SNMP. B noameHtio «SNMP» BbINOAHAKOTCA HAaCTPOMKU NapameTpoB

SNMP-areHTa.

YcTponcTBO noaaepmeaeTt npoTokosbl Bepcuint SNMPv1, SNMPv2c.

Hactpoiika SNMP

BrnoHuTE SNMP

Mapont Ha YTeHue

@ Maponk Ha 3anuce
= Ajpec AnA npuema Tpance vi
o Ajpec Ana npUema Tpanoe v2
Anpec ana npuéma coobLyesuid Inform

CHCTEMHOE MMA YCTPOIRCTEA

KOHTaKTHaA MHOopMaLMA NPOM3BOAMTENA

MeCTONONGHKEHWe YCTPOHCTEA

Maponk B Tpanax

Bratouyumes SNMP — npu ycTaHOBAEHHOM dnare paspeLleHo Ucnosib3oBaHue npotokosia SNMP;
lMaponb Ha YmeHUe — Napoib Ha YTEHWE NapameTpoB (0bwenpuHATbIn: public);

Mapone Ha 3anuce — Napob Ha 3anNMCcb NapameTpos (06LWeNPUHATLIN: private);

Adpec 05 npuéma mpanos vl — IP-agpec nan gomeHHoe MMA NpuemHuKa coobueHmii SNMPv1-
trap B popmarte HOST [COMMUNITY [PORT]];

Adpec 05 npuéma mpanos v2 — IP-agpec naM gomMmeHHoe MMA NpuemHuKa coobueHmii SNMPv2-
trap B popmarte HOST [COMMUNITY [PORT]];

Adpec 0ns npuéma coobujeHuli Inform — IP-agpec UAM AOMEHHOE MMA NPUEMHUKA COObLEeHun
Inform B dopmate HOST [COMMUNITY [PORT]];

CucmemHoe umsa ycmpolicmea — UMA YCTPOMNCTBa;

KoHmakmHaa uHgpopmayua npouzsooumens — KOHTAKTHAaA WHPopmauma npoussoguTens
YCTPOWCTBA;

MecmononoxeHue ycmpolicmea — nHGopMaLMA O MECTOMOJIOXKEHUM YCTPONCTBA;

Mapons 8 mMpanax — Naposib, cCoAepKaLMNCA B Tpanax (no ymondaHuto: trap).

B Tekywel Bepcun nporpammHoro obecnedyeHua Mo npotokoay SNMP  umeeTcs BO3MOMXKHOCTb
KOHdUrypmpoBaTb OTAE/bHbIE MapaMeTpbl YCTPOMCTBa: obuwme HacTpolku SIP, HacTpoiikn SIP-npoduneis,
HACcTPOMKM FXS-nopTa, HaCTPOMKKM rpynn BbI30Ba, HACTPOMKKU KoAoB ynpasaeHnsa ABO c TenedpoHHOro annapara,
HacTponkn SNMP, HAaCTPOMKM CUCTEMHOTO KypHana.

HuyKe npuBeseH CNUCOK OOBEKTOB, NOAAEPHKUBAEMbIX NS YTEHUA U KOHOUIYPUPOBAHMSA NOCPEACTBOM
npotokosna SNMP:

Enterprise.1.3.1 — o6wwme HacTpolikn SIP-npoduneis;
Enterprise.1.3.2.1 — HacTpoliku SIP-npoduneir;

Enterprise.1.1.2.1 — HacTpoliku FXS-nopTa;

Enterprise.1.4.1.1 — HacTPOIKM rpynn BbI30BA;

Enterprise.1.5 — koabl akTuBauunm ABO c TenedoHHOro annapaTa;
Enterprise.2.1 — HacTpoliku SNMP;
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e Enterprise.3.1 — HacTPOMKKN CUCTEMHOFO XKypHana.

roe Enterprise — 1.3.6.1.4.1.35265.1.56 naeHtnduKkatop ycTpoiicTea.

[na 3anucu HacTpoeK B 3HEProHe3aBMCUMMYIO NaMATb HAXKMUTE KHOMKY «[lpumeHumoe». ONnA OTMeEHbI
M3MEHEHWNN HAaXXMNTE KHONKY « OmmeHa».

2.6.3 MeHwo «IP-TenedpoHuna»

B meHio «IP-TenedoHma» BbinoaHAOTCA HacTpolikn VolP (Voice over IP): HacTpolika npoTokona SIP,
KoHOUrypauma nHtepdeicos FXS, ycTaHOBKa KOAEKOB, NJ1aHa HYMepaLMn, MeToA0B nepesayun pakca u mogema.

2.6.3.1 NogmeHto «HacTpoiku ceTn»

B noameHto «HacTpoitku cetu» nmeeTca BO3MOXHOCTb 3aZaTb COOCTBEHHblE CETeBble HACTPOMKM AnA
ycnyrmn VolP.

CeTteBble HacTpolkn IP-TenedoHUK

Mcnone3oeate HacTpoikn Internet

Mcnonbaosate VLAN

VLAN 1D 10
802.1P 0 v
MpoTokon DHCP v

AnestepHaTueHel Vendor ID (onuua 60)
WMHpopmauua arenta DHCP Relay (Onuus 82)
MepeuyHElil DNS

BropuyHelil DNS

HacTponka IPSec

Brro4nTe

. Ucnons3osames HGCI‘npOUKU Internet — npun yCTaHOBJIEHHOM d)nare MCcnonb3oBaTb HaCTpOﬁKM cetn,
YCTaHOBJ/IEHHbIE B MEHIO «Cemb» -> «MHmepHem», NnHa4vye — HaCTpOﬁKM, YCTaHOBJ/IEHHbIE B
TEeKyLWEeM MEHIO,

e Ucnonbzosams VLAN? — npu yctaHoBneHHom ¢nare cepsuc IP-tenedpoHnn bygeTt ncnonb3osatb
Ans cBoew paboTbl BblaeneHHbI MHTepdelic B otaenbHolt VLAN, HOMep KOTOPOW yKasaH B none
«VLAN ID» .

e 802.1P — npusHak 802.1P (gpyroe Ha3BaHue CoS — Class of Service), ycTaHaBAnMBaemMbli Ha
ncxogaLLmMe ¢ AaHHoro uHTepdeica IP-naketbl. MpuHMMaeT 3HayeHus oT 0 (HM3WKii npuopmTeT)
00 7 (HauBbICcLWINK NpuopuUTeT).

e [Ipomokos — BbI6GOP NPOTOKONA Ha3HAYeHUA agpeca Ha MHTepdeiic ycayru VolP:

B Bepcum MO 1.9.1 paspeluaeTca 3a4aBaTb UHAMBUAYANbHbIE ceTEBble HACTPOMKKM ycayru VolP Tonbko B BblaeneHHon VLAN.
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—  Static — pexxum paboTbl, Npu KoTopom IP-aapec n Bce Heobxoanmmble HacTpoliku Ha WAN-
nHTepdelic HasHayaeTcs BPydHyto. Mpu Bbibope TMna «Staticy ana penakTMpoBaHusA
CTaHYT AOCTYMHbI Ceaytoume napameTpsbl:

- IP-adpec —ycTaHoBKa IP-agpeca nHtepdeica ycayrm VolP;

- Macka nodcemu — macka noacetv nHtepoeica ycayrm VolP;

- Wnto3 no ymonyaHuto — IP-agpec aeponTHoro wo3a uHtepdelica yenyrm VolP;

- MepsuyHeili DNS, Bmopu4Hsili DNS — IP-agpeca DNS-cepBepoB, Heobxoanmbix ans paboTbl
ycnyrmn VolP.

— DHCP — pexxkum paboTbl, Npn Kotopom IP-agpec, macka noacetu, agpeca DNS-cepsepos u
Apyrue napameTpbl, Heobxoaumble pgns paboTbl ycayru (Hanpumep, cTaTUYeckue
MmapLpyTbl Ao SIP-cepsepa, cepBepa peructpaumu), byayt nonydyeHbl ot DHCP-cepBepa
aBTomaTunyecku. Ecam oT nposaiigepa He yaaétca nonyyumtb agpeca DNS-cepsepos, Bbl
MOXEeTe HasHauuTb WX BPy4YHyto B nonax «llepguyHelli DNS» wn «BmopuyHbili DNS».
Agpeca, 3afaHHble Bpy4YHylo, ByayT MmeTb npuoputeT Hag agpecamu DNS-cepsepos,
noay4YeHHbIMU No npoTtokony DHCP.

Ons npotokona DHCP nmeeTcs BO3MOMKHOCTb 3a4aTb Heobxoanumoe 3HayeHue onuuii 60
n 82.

- AnbmepHamusHbili Vendor ID (onyus 60) — npu ycTaHoBAeHHOM ¢nare YCTPOMCTBO
nepeaaét 8 DHCP-coobweHusax B onunmn 60 (Vendor class ID) 3HaueHne us nons Vendor ID
(onyus 60). Npu nyctom none onums 60 B coobLieHUsax npoTokona DHCP He nepegaéTca.

Echn dnar AnemepHamusHeili Vendor ID (onyus 60) He ycTaHoBneH — B onuuu 60
nepepaeTcsa 3Ha4YeHne No yMoa4aHuIo, KOTOPoe MMeeT cneayrolmii popmar:
[VENDOR:npoussoautens][DEVICE:Tun yctpoiictea][HW:annapaTHas Bepcus]
[SN:cepuinHbIn Homep][WAN:MAC-agpec nHtepdpeinca WAN][LAN:MAC-agpec uHtepdeiica
LAN][VERSION:Bepcua nporpammHoro obecneyeHus]

Mpumep:

[VENDOR:EItex][DEVICE:TAU-2M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

- MHbopmaums areHta DHCP Relay (onums 82) — npu yctaHoBnAeHHOM dnare nossonser
nobasutb B DHCP-3anpoc:

= loeHmugukamop uyenu azeHma (Onyua82) — nossonsaet pobasutb B DHCP-3anpoc onuuio 82,
nogonumio 1 - Agent Circuit ID;

= loeHmughukamop yoaneHHo20 azeHma (Onyus82) — nossonaeTt aobasutb B DHCP-3anpoc onuuio 82,
nogonuuio 2 - Agent Remote ID.

Cnucok ucnonb3syembix DHCP-onuuii Ha Kaxagom ceTeBom WHTepodelice (Internet, VolP,
Management) MOXKHO 3aaBaTb Bpy4HYyto. MIHPopmauma No HacTpoiKe CNncka npeacraBaeHa
8 Mpunoxerue B. HACTPOMKA dhcp-KNMeHTOB B My/IbTUCEPBUCHOM PEXUME

Hacmpolika IPSec:

B naHHOM pasfesnie ocyLecTBAAETCS HacTPoiKa WwWndpoBaHuMa no TexHonormum IPSec (IP Security).

IPSec — 3T0 Habop NPOTOKONOB ANa obecneyveHns 3alMTbl AAHHbIX, NepeaaBaemMblX N0 MEKCETEBOMY
npoTokony IP, NO3BOMAIOWMIA OCYLECTBAATb MOATBEPKAEHWE NOAJAMHHOCTU (ayTeHTUdUKaLMIO), NPOBEPKY
LUenocTHocTM n/unn wudpoeaHue IP-naketoB. IPSec TakKe BKAOYaeT B cebA NPOTOKOAbI ANA 3aLMWEHHOMO
obmeHa Kitoyamu B ceTn MHTepHeT.
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B TeKywel Bepcun nporpamMmmMHoro obecrneyeHua nocpeAcTBOM IPSec MOXKHO OCyWecTBAATb TONbKO
[OCTYN K UHTepdericam ynpasneHus yctponctsom (Web, Telnet, SSH).

MNoapobHoe onncaHue HacTpoekK IPSec npuBeaeHo B pasaene 2.6.2.1 B rpacde Hacmpolika IPSec.

Ona BCTynaeHua B CUYy HOBOW KOHOUrypauuu U 3aHECEeHUs HAacTPOeK B 3HEpProHe3aBMCUMMYIO MamMATb
HaXXMUTE KHOMKY «[TpumeHums». Ana OTMeHbl USMEHEHUI HaXXMUTE KHOMKY «OmMmeHa».

2.6.3.2NMogmeHI0 «QOS»

B nogmeHto «QoS» HacTpamsatoTca GyHKUMKM obecnedyeHus KadecTBa obcnyxmnsanua (Quality of Service).
HacTpoiika guanasora RTP-nopTce

MurnmansHeid RTP-nopt 23000

Makcumanshkid RTP-nopt 26000

m LI

HacTpoiika DSCP gna curHanusauun (SIP)

SIP-nopt DSCP

Hacmpolika duanasoHa RTP-nopmos

MuHumaneHsili RTP-nopm - HUKHAA rpaHULa auanasoHa RTP-nopToB, uUcnonb3yembix 4nA nepegayu
pa3roBopHoro TpadukKa;

MakcumaneHsili RTP-nopm - BepxHAA rpaHuua gmnanasoHa RTP-nopToB, MCNOAb3yeMbIX AN nepegayu
pa3roBopHoro Tpaduka;

Hacmpolika DSCP 90n1 cueHanu3auuu (SIP)

HobasnTb

SIP-nept 0

DSCP 4]

Hacmpolika npasusaa QoS

SIP-nopm — 3HayeHWe nopTa WMCTOYHWMKA A4 MCXOAALEro ro/locoBOro TpaduKa, KoTopbi 6yaeT
MapKMpPOBaTbCA 3a4aHHbIM Kogom DSCP;

e DSCP - 3HayeHue nona DSCP 3aronoska IP-nakeTa Ans ronocoBoro Tpaduka C 3agaHHbIM MOPTOM
NCTOYHMUKA.

[na BCTynneHuA B CUY HOBOW KOHPUIypaLuMm M 3aHECEHMA HACTPOEK B SHEProHEe3aBUCUMYHO
NamMATb HAXKMUTE KHOMKY «MPUMEHUTb». [1NA OTMEHbI UBMEHEHUI HaXKMUTE KHOMKY « OTMeHa».
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2.6.3.3 NogmeHI0 «HacTpoiika IMHKMA»

B noameHto «Hacmpolika AuHU» BbINONHAOTCA HACTPOMKKM TenedoHHbIX nopToB Phonel, Phone?2.

Cnuncok TeneoHHbIX NUHWIA

Nuuna  Cratyc Homep Tenedona WmMsA nonesoBaTtens Nornd  SIP nopt  Mpodune
&

1 BrnrodeH 001 5060 1st profile
2 BkrioueH 002 5060 1st profile
£

[na pegakTMpoBaHUA HACTPOEK HaXKMUTE IEBON KHOMKOM MbILLMN MO CCbi/IKE C HOMEPOM HacTpaMBaemom
JMHWM U B OTKPbIBLUEMCA OKHE «PeaKTMPOBaTh IMHMIO:» 3aN0HUTE Cnesylolme nona:

Penaktuposate NuHWKO 1. HacTpolika akkayHTa
BrniosmTe
Mpodwns SIP 1zt profile v
Homep Tenedona 001
Hwm nonbsoBaTens
cnone30EaTs ANETEPHATHEHEI HOMED

SIP-nopT 3060

Kareropwa adobeHTa He WcnonksoeaTh v
AyTeHTHIMEILMA
Norax
_apcnb EITTRRTTIE LY
Yenyrn [BO

Pestiam wenonssosaqua Flash Tranzsmit flash A
OMOaAHKE BLISOBA

Bulnaq4a HOMEPa BREsIEIRWETD 350HEHTA NPW CXKHAAHWA
BbIS0Ea

Ocrakoska Habopa npu #
MoprRYaRITENNER MMHKUR
BesycnoBHan Nepeagpecaums
Mepeagpecalls No 3aHATOCTH
MNepeagpecauuMa No HEOTBETY
He SecnokoMTe

PaspelunTe NEpexBaT BLIZ0EA Ha nopT

CLUR B, v
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HacTpoika chuanyeckux napameTpos

Bolaada HoMEPA ELISEIBAKLETD Off ¥
TavmayT HaGopa nepeoi UWppel, © 1]
TaAmayT "JanaTo", ¢ 120
TanmayT sbi30Ba aboleHTa, © 1]
MuHUManbHOE BpeMA oSHapyeHns oT0os, MC SO0
Murumanstoe spema obSHapyxenwa Flash, mc 100

YeuneHwe Ha npuewe, 0.1d4B -70

Younedwe Ha nepegase, 0.1dB 1]

YpoBeHE ronoca ¢ Tenedoda, dB 1]

¥poeeHs roneca ¢ mukpododa, dB 1]

ONUTENLHOCTL MMNYNBCA WHGPSH, MG 100
MHHUMANEHEIA MeUKWDpOEDA MHTEPEAN, MC 200
TarcodoH Bran. v

HacTpolKka CeTeBblX NapaMeTpoe

DSCP 0

+ [IpHMEHHTE X OTMEHE

Hacmpolika akkayHma

. Bknoyume — Nnpu1 yCTaHOB/IEHHOM cbnare NOPT aKTUBEH,

e [Ipochuns SIP — BbIGOP SIP-Nnpoduna ns nepeyHs gocTynHoblx. HacTpolika npodunein nponssoamntca
B MeHI0 «/P-menegoHusa» -> «[1pogunu».

e Homep menegoHa — aBOHEHTCKMIN HOMEp, 3aKpeneHHbIl 33 TeflePpOHHbIM MOPTOM;

e UmA none3osamensa — UMA MNOAb30BaTeNs, COMOCTaBNEHHOe € NMopTom (oTobparkaeTcAa B mnose
Display-Name 3aronoBska From B ucxoaawmx coobuieHusx SIP);

e MUcrionbzosams anbmepHAMuUBHbIl HomMep — Mpu ycTaHoBAeHHOM ¢dnare B 3aroNoBoK «From»
coobueHnit SIP, oTnpaBasemblix ¢ 4aHHOro nopta, 6yaeT NoACTaBAATLCA aNbTepPHATUBHbIN HOMeEp
(8 yacTHOCTK, 4TOBbI MacKMpoBaTb CBOW peanbHbli HOmep OT cuctembl AOH Bbi3biBaeMoro
aboHeHTa);

e [loOcmaename 3a201080K 8 Contact — anbTePHATUBHbLIA HOMEp, NPUCBOEHHbIA TenedpoHHOMY
nopty, byAeTr 3ameHeH Ha yKasaHHbI Homep B 3aronoBke Contact coobuieHus SIP. [OaHHas
HaCTPOIKa UCMONb3YETCA TObKO A4 NOPTOB, HAXOAALMXCA B rPynne Bbi30Ba;

e SIP nopm — UDP-nopT ana npnéma Bxogawmx coobuieHnn SIP Ha AaHHbIA aKKayHT, a TaKXe ana
OoTnpaBKK ncxogAawmx SIP-coobuieHuin ¢ AaHHOrO akkayHTa. MpuHUMaeT 3HadyeHmna 1-65535 (no
ymonyaHuio 5060);

e Kamezopua aboHeHma — KaTeropua Bbi3biBatowero aboHeHta (calling party category) —
MCnosb3yeTca A/1A nepeaayun B 3aroNoBKe « From» Ucxoaalmx coobLleHnit; NocneaHnini Npu 3Tom
nepeaaetca B ¢opmate Tel-URI (cm. RFC3966);
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Jlo2uH u naponb 048 aymeHMU@PUKAUUU — UMA NONb30BaTeNs U Naposb, UCnosb3yemble Ans
ayTeHTUOMKaummn aboHeHTa Ha SIP-cepBepe (1 cepBepe perucTpaumu);

Ycnyau [IBO

Pexcum ucnonv3zosarus flash — pexxum ncnonbsoaHua ¢pyHKumm flash (KopoTkuin oT60M):

— Transmit flash — nepepaua flash B KaHan (oAHMM M3 MeTOA0B, HAaCTPOEHHbIX BO BKNaAKe
«MNpodunn» B napametpe lepedaya Flash);

— Attended calltransfer — flash obpabaTtbiBaeTca NOKaNAbHO YCTPOMCTBOM (Nepeaaya Bbi3oBa
OCYLLECTBASETCA NOC/e YCTaHOB/JEHUA COegMHEHMUA C TpeTbUM aboHeHToMm). MoapobHoe
onucaHue anroputma pabotol «Attended calltransfer» cmotpute B pasagene 3.1 Nepeaaya
BbI30Ba;

— Unattended calltransfer — flash obpabaTbiBaeTca /0KasbHO YCTPOWCTBOM (nepepgaya
Bbi30Ba OCYLLECTB/AETCA MO OKOHYaHWO Habopa Homepa TpeTbero aboHeHTa).
MopgpobHoe onucaHne anroputma pabotol «Unattended calltransfer» cmoTtpute B
pasgene 3.1 MNepepaya BbI3OBY;

— Local calltransfer — nepepaya BblI30Ba BHYTPW YCTPOICTBA, 6€3 OTNpaBKM coobLieHun
REFER. MNogpobHoe onucaHue anroputma pabotbl «Local calltransfer» cmotpute B
pasgene 3.1 MNepepaya Bbi3oBa.

Pexum nepeda4yu 8bi308a — HACTPOMKa [OCTynHA TonbKo ana Attended calltransfer n Local
calltransfer u oTBeYaeT 3a pekMm akTUBALMM YCAYTU Nepesaym Bbi30Ba:

— KombuHMpoBaHHbIN — Nepesaya BbI30Ba aKTMBMUPYETCA No 0TOOO M No HaxKaTuio R 4;
—  Flash+4 —nepepaya BbI30Ba aKTUBMPYETCS Nocse Haxkatua R 4;
— Mo otboto — nepesaya BbI30Ba aKTUBMPYETCA Nocne oTbos.

OxudaHue 8bI308a — NPW YCTAaHOBNEHHOM ¢are paspelleHa ycayra « OxudaHue 8b1308a» (ycnyra
OOCTYMHa B perknme ncnonbsoBanusa ¢yHkumm flash — call transfer);

Boidaya HOMepa ebi3blearoweco aboHeHMa npu OHCUOGAHUU 8bI3080 — npun yCTaHOB/IEHHOM d)nare
nponcxoauT Bblaa4ya HOMepa aboHeHTa ANnAa yecnyrn oxxmagaHua Bbi30Ba,

OcmaHoeKka Habopa npu # — Npn YyCTaHOBNEHHOM ¢dare Ncnob3oBaTb KHOMKY ‘# Ha TenepoHHOM
annapaTe gna oKoHYaHWA Habopa, MHaye ‘#’, HabpaHHasA ¢ TenedoHHOro annapaTa, UCNob3yeTca
KaK 4acTb HOMepa;

lopa4as/mennas AuHUA — NPU yCTaHOBAEHHOM ¢nare paspelleHa ycayra «e2opa4as/mennas
AUHUA». Ycnyra No3BosseT aBTOMATUYECKMU YCTaHOBUTb MCXOAsALee coeauHeHWe Mpu nogbéme
Tpy6KM TenedpoHa 6e3 Habopa HOMepa C 3a4aHHON 3a4epPKKOM (B ceKyHAaax). MNpu ycTaHOBAEHHOM
dnare 3anonHUTe cnegytowme nons:

— Homep ycayau "eopauas/mennas auHUA" — Homep TenedpoHa, C KoTopbim 6yaet
YCTaHaB/AMBATLCA COEAMHEHME Yepe3 Bpems, paBHoe «TalMayTy 3a4epKKu», nocne
noaHATMA TpybKkM TenedoHa (B NnaHe Hymepaumm ucnonbsyemoro SIP-npoduna gonxkeH
6bITb NPedUKC Ha faHHOE HanpaBAeHKe);

— Talimaym 3a0epiKu, ¢ — NHTEpPBaN BPeMEHU, Yepe3 KOTopbli ByaeT ycTaHaBAMBaTbCA
coeauHeHue ¢ BCTpeYHbIM abOHEHTOM, B CEKYHAAX;

bGe3ycnosHas nepeadpecayus — Npu ycTaHoBeHHOM ¢nare paspeweHa ycayra CFU (Call Forward
Unconditional) — Bce BxoasLime BbI30Bbl NepeHanpaBAstoTCA HA YKasaHHbI Homep 6e3ycnoBHOM
nepeagpecaumu. Mpu yctaHoBAeHHOM dnare 3ano/HUTE caeaytowme nons:

— Homep 6e3ycnosHoli nepeadpecayuu — HOMEP, Ha KOTOPbIA NepeHanpasnalTca BCe
BXOJALLME BbI30Bbl, NPU BKAIOYEHHOMN ycayrn «besycnoBHaa nepeagpecauma» (B naaHe
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Hymepaumm ucnonbdyemoro SIP-npoduna pomkeH ObiTb nNpedMKC HA AaHHOe
HanpasfieHue);

e [lepeadpecayusa no 3aHAMocmu — Npu ycTaHOBNeHHOM d¢nare paspeweHa ycayra CFB (Call
Forward at Busy) — nepeazpecauus BbI30Ba NpuU 3aHATOCTU abOHEHTA Ha YKasaHHbIN Homep. Mpu
yCTaHoOB/IEHHOM dare 3ano/IHUTE Cneaytowue nons:

— Homep nepeadpecayuu Mo 3aHAMOCMU — HOMEP, HA KOTOPbIA MepeHanpaBaAoTCA
BXOAALLME BbI30BblI NMPU 3aHATOCTU abOHEHTA Npu BKAOYEHHOM ycnyre «[lepeaapecaumn
No 3aHATOCTM» (B NNaHe HymepaLMn ncnosibsyemoro SIP-npoduna aonskeH 6biTb npeduKc
Ha AaHHOe HanpasaeHue);

e [lepeadpecayus no Heomeemy — NpPU YyCTaHOBAEHHOM dnare paspelweHa ycayra CFNA (Call
Forward at No Answer) — nepeagpecauma Bbi30Ba Npu HeoTBeTe aboHeHTa. Mpu ycTaHOBIEHHOM
¢dnare 3anonHUTe cnegyoLme nona:

— Homep nepeadpecayuu no Heomeemy — HOMEP, Ha KOTOPbIN MNepeHanpaBAAloTCA
BXOAALLME BbI30BbI NPN HeOTBETE abOHEHTa NpU BKAOUYEHHON ycayre «lNepeagpecaums no
HeoTBeTy» (B N/aHe Hymepauuun ucnoabsyemoro SIP-npoouns ponKeH 6biTb NpedurKe Ha
[aHHOe HanpaB/ieHue);

— Talimaym Heomeema, ¢ — WUHTEpPBa/J BPEMEHU, Yepes KOTopblli byaeT npou3BOAUTLCA
nepeaapecaums Bbi30Ba B C/ly4yae HeOTBETa abOHeHTa;

e He 6ecrokoums — NpU YCTAaHOBAEHHOM dJiare yCTaHAB/AMBAETCA BPEMEHHbIM 3anpeT BXoAsLen
cBnasn (ycnyra DND — Don’t Disturb).

Mpu BKAOYEHMUM OAHOBPEMEHHO HECKOJIbKUX YCAYT NPUOPUTET CAeAYIOWNIA (B NOPAAKE CHUMKEHUSA):

CFU;
DND;
CFB, CFNA.

e Paspewums nepexsam eb6I13086a HA MOPM — NPW BKJIOYEHHON OMUMU paspelleH nepexsar
BXOAALLMX HA MOPT BbI3OBOB (MepexBaT paspellaeTca TONAbKO B Mpeaenax O4HOW rpynnbi
nepexsara v Npw yCI10BMU MCNOJIb30BaHMA NopTamu ogHoro SIP-npoduns);

e CLIR — orpaHunyeHue naeHTMdmUKaLuMm HoMmepa Bbi3blBatoLLErO abOHEHTA

—  Boeikn—ycnyra CLIR oTKAo4YeHa;

— SIP:From — B 3aronoBke From coobuweHnit npotokona SIP 6yaetr nepeaaBaTbeA
Anonymous sip:anonymous@unknown.host

—  SIP:From u SIP:Contact — 8 3a2zon08Kkax From u Contact coobuieHnit npotokona SIP byget
nepepasaTbca Anonymous sip:anonymous@unknown.host

Hacmpolika puzuyeckux napamempos

e Bbidaua Homepa 8bi3bisarouje20 — BblbepuTe pexnm onpeaeneHUs HOMepa Bbi3blBAlOLLErO
aboHeHTa (Caller ID). Ons paboTbl Caller ID HeobxoamMmo, YTobbI TenedOoHHbIM annapaT aboHeHTa
noAAep:KMBas YyCTaHOB/IEHHbI MeToA;

— Off — onpegeneHve Homepa Bbi3blBaOLLEr0 abOHEHTA BbIK/IOYEHO;

— FSK Bell 202, FSK V.23 — onpepeneHve HOmepa M MMEHW Bbi3biBalolLlero aboHeHTa
metogom FSK (no crangapty Bell202, wam ITU-T V.23). Bblgaya HOMepa B AUHUIO
OCYLLECTBAAETCA MeXKAY NepBbIM M BTOPbIM CUTHAZIOM NOCbIJIKM BbI30Ba MOTOKOM AAHHbIX
C YaCTOTHOM moaynaumen;
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— DTMF - onpeaeneHne Homepa Bbi3blBatoLero aboHeHTa metogom DTMF. Beligaya Homepa
B JIMHWUIO OCYLLECTBAAETCA MEXAY MepBbiIM M BTOPbIM CUIHA/JOM MOCbIJIKM BbI30Ba
AByx4yacTtoTHbiMu DTMF-nocbinkamu;

— RUS AON - nageHtndumkauma aMHMK BbidblBatowero aboHeHTa metoaom «Pycckmin AOH».
Homep onpegensaetca no curHany «3anpoc AOH», BblgaBaemomy TenepoHoOm
BbI3bIBAEMOr0 abOHEHTa;

Talimaym Habopa nepesoli yugpsl, ¢ — Tanmep oXuaaHua Habopa nepson UMdpbl Homepa. Mpu
OTCYTCTBMM Habopa B TeyeHWe YCTAaHOBAEHHOrO BpemMeHW aboHeHTy OyaeT Bbl4aH CUrHan
«3aHATO», a NpMem Habopa Homepa byaeT npekpaLleH;
Tatimaym «3aHAmo», ¢ — Talimep BblgayM abOHEHTy cuUrHana «3aHAaTo». Ecnm no wcreyeHum
YCTAHOB/EHHOrO TaliMayTa abOHEHT He MOoNoXMT Tpybky TenedoHa — B MHUIO ByaeT BblgaH
CUrHaN OWKNBKY;
Talimaym evbi308a aboHeHmMa, C — 3aMnycKaeTcs Mpu MNOCTYN/JEHUM BXOAALLEro Bbi30Ba MU
onpeaenser MakcMmanbHOe Bpems OTBeTa Ha Bbi30B. [10 UCTeYEeHMM YCTaHOB/IEHHOIO TaiMayTa
yaaneHHomy aboHeHTy byaeT oTnpaB/ieH CUrHaA 3aHATOCTY.
MuHumanesHoe epema obHapyxceHua omboda, MC — MUHUMaNbHOe Bpemsa obHapyxeHua oTbos.
OOHOBPEMEHHO C  3TMM, [JaHHbll  MNapameTp ABAAETCA  MAKCMMaJbHbIM  BPeMeEHEM
AeTeKTUpoBaHMA KopoTkoro otbos (flash).
MuHumasneHoe spems obHapyxceHus flash — MMHUManbHoe BpemA OOHAPY!KEeHUA KOPOTKOro
oT60s1, (80-1000) mc;
YcuneHue Ha npuem, 0.1dB — ycuneHvue curHana Ha Npuém (CUrHan, KoTopblit BblgaeTca B TPYOKRy
TenedoHa), (-200..200) eanHunua nsmepenma — 0,1 ab;
YcuneHue Ha nepedaye, 0.1dB — ycuneHue curHana Ha nepegady (curHana, nocrynarowero B
MUKpodoH TenedoHHOM TPybKM), (-200..200) eanHunua nsmepenus — 0,1 ab;
YposeHb 2010ca ¢ menedoHa, dB - HAaCTPOMKa YPOBHA PeYEBOro cUrHana K aboHeHTy, (-31..31 ) dB;
YposeHb 2010ca ¢ MUKPOGOHA, dB - HaCcTpOIiKa YPOBHS pe4yeBoro cMrHana oT aboHeHTa, (-31..31)
dB;
AnumensHocme umnynsca yugpel, MC — HACTPOWMKa Heobxoguma Mnpu MMMYAbCHOM pexume
Habopa Homepa, (10-150) mc;
MuHumasneHebll mexcyugposoli UHMepsasn — HaCTPOIMKa HeobxoaMMa NPU UMMYAbCHOM pPeXxume
Habopa Homepa, (150-20000) mc;
TakcoghoH (Payphone) — HacTpoiKa pexurma paboTbl IMHUK NPU NOAKAOYEHUM TaKCcodOHa:
—  Bbikn. (Off) — 0bblUHbIN peXxnm, TaKCOGOH He MOAKNIOYEH;
- [lepenontocoska (Polarity reversal) — nameHeHMe NONAPHOCTU HaNPAXKEHWUA MUTaHUSA
JIMHUM NPU UCXOLALLEM BbI30BE MOC/IE OTBETA BCTPEYHOrO abOHEHT];
— Umnynscel 12 KMy (12 kHz) — npn nUcxoaAwWeM Bbi3OBE B JIMHWUIO OAWMH pa3 B CEKyHAYy
BblAaeTcsa TapuPHbIN MMNyAbC YacToTom 12 Ky,
— Umnynscel 16 KMy (16 kHz) — npn ncxoaAwem Bbi3OBE B JIMHUIO OAWH pa3 B CEKyHAY
BblAaeTcsa TapudHbIN MMNyAbC YacToTom 16 Kly,

Hacmpolika cemesgbix napamempos

DSCP - 3Ha4yeHune nona DSCP 3aronoska IP-naketa ans ronocosoro TpaduKa € HacTpanmBaemom
NNHUN.

[Nna BCTYNAEeHMA B CUAY HOBOW KOHOUIypauumn M 3aHeceHWUs HaCTPOEK B 3HEProHEe3aBMCUMYIO MamATb
HaXXMUTe KHONKY «[TpumeHumoe». N OTMEHbl USMEHEHUIN HAXKMUTE KHOMKY «OmmeHa».

2.6.3.4NogmeHto «Mpodpunm SIP»

B noameHio «lpodunn SIP» BbINOAHAOTCA HacTpoiKkn SIP-npodunen yctponctea. 3a Kawabim SIP-
npoduiem MoOXHO HazHAUYUTb COOCTBEHHbIE agpeca SIP-cepBepa v cepBepa pernctpaLmm, rolocoBble KOLgeKM U
Kogekn daKkca/moaema, WHAMBMAYaNbHbIM NAaH Hymepauum W gpyrme napameTpbl. HeobxoamMmocTb
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MCMo/sib30BaHMsA pasHbix SIP-npodunein BO3HMKAET, KOraa pasHble aboHeHTCKME NopTbl paboTaloT Yepes pasHble
HanpasneHusa cBaA3u (pasHble SIP-cepBepbl). MpM 3TOM 3a KarKabiM aOOHEHTCKMM MNOPTOM MOXKET ObiTb
3aKpensieH ToNbKo oauH SIP-npodunab (HacTpolika B MeHto «IP-menegoHus» -> «Hacmpolika auHuli»).

Cnuncok npochbunen SIP

Wma npodmnn LT SIP-npokcH cepeep Cepeep permcTpayuu SIP-gomeH Pexwnm Outbound
1st profile 1.2 off
2nd profile oft
3rd profile Off
4th profile Off
5th profile off

Ob6LWure HacTporKK

Mcnonb3oBate STUN

Taitmep T1, Mc | 500 (100-1000)
Taimep T2, Mc 4000 (1000-32000)
Taiimep B, mc | 32000 (1000-39000)

[na sanonvenus Hacmpoex malivepos SIP 7 TI0 YMOTHEHHH0
PEKOMEHOOBAHHLIMU SHAYEHUAMU HAXMUME KHONKY

TpaHcnopT | UDP (npeanodyTMTensHo), TC v

CneunpHKaLmna TOHOB Poccua v

[Nna penakTMpoBaHWA HAcTpoek NPoduaA HAXKMUTE NEBOM KHOMKOWM MbILM NO CCbIJIKE HACTPaMBaeMoro
npoounn. B oTKpbIBLLEMCA OKHe «PefakTnpoBaTtb Npoduib:» 3aNoNHUTE caeaytolme nons:

PenaktnpoBate npodune SIP "1st profile”

MNapameTptl SIP

Cocrtae npodwns  JuHkk 1, 2
mA npodung 1st profile
Pez#aam ucnonbsceanua SIP-npokck Homing v
SIP-npokcK cepeep
PermcTpauwms
Cepeep perucTpawian
MeTon KoHTpONR OCHOEHOID CEpEEPa Invite v

Mepuos KOHTPONA OCHOBHOID CEPEEPA, © 30

PesepeHbie SIP-npokcH

lMapamempesi SIP

e Cocmae npoguns — CNUCOK abOHEHTCKMX MOPTOB, KOTOPbIM HasHayeH npoduab, none He
peaakTupyemoe;

e VMsa npoghunaa — nonb3oBaTebCKOe MMA HacTpanBaemoro npoouns;
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e Pexcum ucrono3osaHua SIP-npoKcu — B BbINAAAOWEM CMIMCKE MOXHO Bbl6paTh pexum paboTbl C

SIP-cepBepom:

— He ucnonb3oBaTb— pexum, npm Kotopom SIP-NpOKcM cepBep He MCNOAb3yeTcA, a BCe
3anpocbl INVITE oTnpaBastoTca Ha agpec, yKasaHHbIA nocie cMmBosia «@» B 3amnucu
MACOK MNJlaHa HyMepaLuuu;

— Parking — pexum pesepsupoBaHua SIP-npokcn 6e3 KoOHTPoA 0OCHOBHOTO SIP-npoKcy;

— Homing — pexnm pesepsupoBaHuna SIP-NpoKcK ¢ KOHTPOoeEM OCHOBHOrO SIP-npoKcu.

LWnto3 moxKeT paboTaTb C O4HUM OCHOBHbIM M MAKCUMYM YeTblipbMA pe3epBHbiMM SIP-npoKcu.
Mpu pabote ToNbKO € OCHOBHbIM SIP-npokcu, pexxumbl Parking 1 Homing Huuyem gpyr ot gpyra He
oT/nyatoTca. B atom cnyyae npu oTkase ocHOBHOro SIP-npoKkcu notpebyeTtcs ero BOCCTaHOBJ/IEHUE
ans obecneyeHma pabotocnocobHoCTH.

Mpun Hanuumm pesepsHbix SIP-npokcn pabota B pexumax Parking n Homing ocywectBnseTca
cnepytowmm obpasom. Mpu coBepLUeHMM NCXOAALLErO BbI3OBA W03 oTNpaBaseT coobweHune INVITE
Ha agpec ocHOBHOro SIP-NpoKcn nan npu NonbiTKke perncrtpauum — coobueHme REGISTER. B cayyae
€c/n No ucTedeHumn Bpemenu Invite total timeout ot ocHoBHoro SIP-npoKcy He npuxoauT oTeeT, IMbO
npuxoaut oteeT 408 mam 503 — wmo3 otnpasnset INVITE (nMbo REGISTER) Ha agpec nepsoro
pe3sepBHOro SIP-npokcn. Ecam OoH TOXKe He [0CTyneH, 3anpoc NepenpaBaAeTcA Ha CAenylolmi
pesepBHbIA SIP-npokcn M T.4. Kak TOAbKO AOCTYNHbIN pesepBHbId SIP-npokcn byaer Halged,
NPoM30MAEeT NepeperncTpaLma Ha Hem.

Janee, B 3aBUCMMOCTH OT Bbl6paHHOI'0 pexXnma pesepsnpoBaHnA, ,El,eﬁCTBMFI cnegyowme:

B pexume parking HeT KOHTposAa OCHOBHOro SIP-NpoKcu, M W03 Npoao/KaeT paboTtatb ¢
pesepBHbIM SIP-NPOKCK, Aa*Ke eciv OCHOBHOM BoccTaHoB/EH. MMpu noTepe cBA3WU C TeKywmm SIP-
NPOKcKM byaeT Npofo/iKeH OMpPOC MOCAeAyroWMX pe3epBHbiX SIP-npokcn no onucaHHOMY Bbilwe
anroputmy. Mpu HeZOCTYNHOCTU NocneAHero pesepBHOro SIP-NpoKcK onpoc NPOAOIKUTCA MO KPyry,
Ha4YMHaAA C OCHOBHOTO.

B pexume homing [ocTynHO TpW BMAA KOHTPOAA OCHOBHOro SIP-npokcu: nocpeactsom
nepuogMyeckon nepegaym Ha ero agpec coobuieHunt OPTIONS, nocpeactBom nepuoamnyeckoi
nepeaaun Ha ero agpec coobueHuit REGISTER nnbo nocpeactsom nepegaun 3anpoca INVITE npwu
coBeplweHun ucxogaulero sbizosa. 3anpoc INVITE cHayana nepepaetcs Ha ocHoBHOM SIP-npokey, a
3aTeMm, B C/ly4ae ero HeAOCTYNHOCTU, Ha TEKYLLUIN pe3epBHbIN U T.4. HesaBUCMMO OT BUAA KOHTPOAA,
ecnm obHapy»KeHo, YTO OCHOBHOM SIP-NPOKCK BOCCTAaHOBWJICA — MPOUCXOAMUT NepeperucTpaumns Ha
Hem. LLnto3 HaumnHaeT paboTaTb C OCHOBHbIM SIP-NpoKcu.

e SIP-npoKkcu cepsep — ceTeBoi aapec SIP-cepBepa — YCTPOWCTBA, OCYLLECTBAAIOWErO KOHTPOJIb

[ocTyna Bcex aboHeHTOB K TenedoHHOW ceTh nposaiigepa. MoXHO yKasaTb Kak IP-agpec, Tak u
OOMEHHOe UmsA (Yepes gBoeTouMe MOXKHO 3aaaTtb UDP-nopTt SIP-cepBepa, no ymonyaHuto 5060);

e Peazucmpayua — npu ycTaHoBneHHOM ¢nare perncTpMpoBaTb MOPTbI, UCMOAb3YIOWME AAHHbIV

npodunb, Ha cepBepe perncTpauuu;

e Cepgep peaucmpayuu — CEeTeBON afpec YyCTPOMCTBA, Ha KOTOPOM OCYLLECTBAAETCA perucrpaums

Bcex aboHeHTOB TenedOHHOW CEeTU C LLeNblo NPeAOoCTaBAeHUA UM NpPaBa No/b30BaTbCA YCayramm
CBA3N (4Yepes ABOETOUYME MOXKHO YKasaTb UDP-nopT cepBepa perucrpaymm, no ymondaHuo 5060).
Mo3KHO yKasaTb Kak IP-agpec, Tak U gomeHHoe umsa. O6bIYHO cepBep pernctpaunn Gpusmyecku
coBmelleH ¢ SIP-npoKcn cepeepom (OHM MMEIOT 0AMHaKoBble agpeca);

e  Memod KOHMpPOoAa OCHOBHO20 cepeepa — BbIBOP METoAa KOHTPOAA AOCTYNHOCTU OCHOBHOrO SIP-

cepBepa B pexkume Homing:
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— Invite — KOHTPOAb NOCPeACTBOM Nepenayvn Ha ero agpec 3anpoca INVITE npu cosepweHumn
NCcXo4ALLErO BbI30OBA;

— Register — KOHTPOb NOCPEACTBOM NEPUOANYECKON Nepesadn Ha ero agpec coobueHui
REGISTER;

— Options — KOHTPO/Ib NOCPEACTBOM NMEPUOANYECKON Nepeaayn Ha ero agpec coobueHui
OPTIONS;

e [lepuod KOHMPOAsA OCHOBHO20 cepsepd — WHTEPBAa OTMNPABKU NEPUOANYECKMX COOOLLEHMA B
CEeKyHaxX C Le/bio NpoBEPKM J0CTYNHOCTU ocHoBHOrO SIP-cepeepa.

Pe3sepsHbie SIP-npokcu

Ons pobasneHua pesepBHOro SIP-npoKcu HaxkmuTe KHOMKY «[Jo6aBUTb» W BbINOJHWUTE Cleaylowme
HaACTPOMKM:

e  SIP-npokcu cepsep — ceTeBot aapec pesepBHoro SIP-cepeepa. MoXHO yKasaTb KaK IP-agpec, Tak u
AOMEeHHOoe UM (Yepes aBoeToume MoXKHO 3aaatb UDP-nopT SIP-cepBepa, no ymonyaHuio 5060);

e C(Cepsep peaucmpayuu — CETEBOW afpec pPe3epBHOro cepBepa pPerucrTpauuu (depes gBoetouune
MOHO yKa3aTb UDP-nopT, no ymonuyaHuto 5060). MoskHO yKa3aTb Kak IP-agpec, Tak u gomeHHoe
nma. Ecam yctaHosneH dnar nepes nonem Cepgepa pe2ucmpayuu, TO BKAKOYEHA PerncTpauma Ha
pe3epBHOM cepBepe.

[na ynaneHua pesepsHoro SIP-npokcn yctaHoBUTe dnar HanpoTMB 3a4aHHO0 agpeca U HaXKMUTe KHOMKY
«Yaanutb».

SIP-nomeH
MpyseHATe SIP Domain AnA perucTpaLan
Pestm Qutbound BrewnioueH ¥
Mepwog BpeMeHn NepeperncTpaumK 1500
VHTEPEAN NOETOPA PETHCTRALAK 30
MySnH4HLIA 3apec
licnonesoeate SIP Display Name npw permcTpaumm
Bolaada KB npw nony-eqm 183 Progress
VANATE HEAKTHEHLIE MEAMK
Brizos afokeHTa 120 Ringing ¥
MNepegaeate cHMBON # Kak %23
100rel Supported v

Pazpewwts Timer &

MUHAMANEHOS EPEA CECCHM, © 120
Bpema ceccum, © 1500
Mepregw<eckuii ompoc SIP-cepeepa OTEMHOMEH A

OSpaSareisare saronosok Alert-Info

[MpoEepATs TONBED WAMA Nonb3oeaTens B RURI

MNepegaears IP-agpec g saroncexe Call-ID
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SIP domain — poOMeH, B KOTOPOM HaxOoAMTCA YCTPOWCTBO (3aMONHATb Npu HeobxoaumocTu),
Ha3HayaeTcA aBTomaTtmyeckn u3 15 onumm npotokona DHCP waun 3apaetca BpydHyto. [lomeH,
334aHHbI BPYYHYIO MMEET NPUOPUTET Hag, HAaCTPOMKOM, nonyvyeHHoin no DHCP;

lMpumeHumes SIP Domain 8n4a pecucmpayuu — npu yctaHosaeHHOM dare npumeHuts SIP Domain
ana pernctpaunu (SIP-gomen byaet noacrasnaTbea B Request-Line 3anpocos Register);

Pexcum Outbound — pexkum Outbound:

—  BbIK/M0YeH — MapLupyTM3MpPOBaTb BbI30BbI COM/IACHO NJaHa HymMepauuu;

— Outbound — pna paboTbl ucxoasaLen cBA3N HeobxoaMm naaH Hymepauuu, OAHAKO Bce
BbI30Bbl OyAyT MaplipyTusupoBaTbca 4epe3 SIP-cepBep; B C/lyd4ae OTCYTCTBMA
perucrpaunmn aboHeHTy BblAAETCA OTBET CTaHUMW, YTOBbl MOMKHO OblI0 OCYLLECTBAATb
ynpaBneHne aboHeHTCKUM cepBrcom (ynpasneHue 4BO);

— Outbound c ebidaueli «3aHAMO» — pns PaboTbl UCXOAALLEN CBA3M HeobXxoAMM MAaH
HymepaLmn, of4HaKO BCeE BbI3OBbl ByayT MaplpyTusnpoBatbca yepes SIP-cepsep; npu
OTCYTCTBUM PErucTpaLmm BOCNONb30BaTbCA TenedoHuel byaeT HEBO3MOXKHO: B TPYOKy
BbIAETCS CUTHA OWMOKM.

lMepuod epemeHuU nepepeaucmpayuu — Bpems, B Te4eHNE KOTOPOro AeNCTBUTENbHA perucTpaums
aboHeHTCcKoro nopta Ha SIP-cepBepe. MNepeperucrpauma NopTa OCyLLECTBAAETCA B cpegHeM Yyepes
2/3 yKkasaHHoro nepvoga;

VMHmepean noemopa peaucmpayuu  — TPOMEXKYTOK BPEMEHM  MEXKAY MOMbITKaMM
3aperucTpupoBaTtbes Ha SIP-cepBepe B clyyae HeyCrnewHOoM perncTpaumy;

My6auyHsili adpec — AaHHbIA NapamMeTp UCMOJb3YyeTCs B Ka4yecTBe BHELHEero agpeca yCcTponcTea
npu pabote 3a NAT (3a wn3om). B KauyectBe nyb6anMyHOro agpeca NpPoONUCbIBaeTcA agpec
BHewHero (WAN) unHTepdeica wnto3a (NAT), 3a KoTopbiMm ycTaHoBneH TAU-2M.IP. Mpu 3Tom Ha
camom wstosze (NAT) Heobxoaumo caenatb npobpoc cooTtBeTcTByOWMX SIP- 1 RTP-nopTos,
NCMNONb3yeMbIX YCTPOUCTBOM;

Ucnonbzoseames SIP Display Name npu pesucmpayuu — npu ycTaHoBieHHOM dnare nepenasatb
nms nonbsosatens B nose SIP Display Info coobuweHun Register;

Boidaua «KIlB» npu noayyeHuu 183 Progress — npwu ycTaHOBAEHHOM ¢nare BblgaBaTb CUrHan
«KOHTPOb NOCLISIKM BbI3OBa» Npu npueme coobueHua «183 Progress» (6e3 BnoxkeHHoro SDP);

Y0aname HeakmugHble meduu - NPy yCcTaHoBAEHHOM dnare yaanaTb HeakTUBHbIe Meana NOTOKU
npu moandukaumm SDP-ceccun. UcnonbsyeTca ANa B3aMMOAENCTBUA CO LWO3aMMU, HEKOPPEKTHO
noagepskuMsarowmmm pekomeHgaauuio rfc3264 (no pekomeHaauMuM KOMYECTBO MOTOKOB, MNpM
MoAUDUKaLUAX CECCUU HE A0MKHO YMEHbLUATbCA);

Bbizo8 aboHeHma — nNpeaBapuTENbHbIM  OTBET, KOTOPbIM OTNPAaBAAETCA  YCTPOWCTBOM
BbI3blBatoLEeMy 060pyA0BAHNIO NP BXOAALLEM 3BOHKE:

— 180 Ringing — Bbi3biBaloweMy obopyaoBaHuio oTnpasaseTca oteeT 180; nonyuyms 3TO
coobLeHue, Bbi3biBatowee 0b6opya0BaHNE AOMKHO BblAATb B IMHUIO IOKA/bHbBIA CUrHAN
KNB;

— 183 Progress with SDP — Bbi3biBatoleMy obopyaoBaHuMio oTnpasBnaseTcs oteeT 183+SDP —
NCNoNb3yeTcA ANA MNPOKAOYEHUA Pas3roBOPHOro TpaKTa A0 OTBeTa Bbi3biBaemoro. B
AaHHOM cnydae TAU-2M.IP 6yaet yaaneHHo BblAaBaTbh Bbi3blBatoLLEeMY aBOHEHTY CUrHan
KMB.

— lepedasame cumeon # Kak %23 — npw ycTaHOBNEHHOM dnare nepefaBaTb 3HAK PyHTa
("peweTkry") B SIP URI Kak escape-nocnenoBatesibHOCTb "%23", nHaye - Kak cumson "#".
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100rel — ncnonb3oBaHWe HafeXHbIX NpeaBapuTebHbix oTBeToB (RFC3262):

—  Supported — noagaepKa NCNOMb30BaHWNA HAAEXKHbIX NPeABapUTEbHbIX OTBETOB;
— Required — TpeboBaHMe NCNONb30BaTb HAZEXKHbIe NPeABapuUTe/bHble OTBETHI;
—  BbIKtoYeH — He UCMOoJ1b30BaTb HadeXKHble NpeaBapuTesibHble OTBETbI.

MpoTtoKkosiom SIP onpepeneHo ABa TMNa OTBETOB Ha 3aMpoc, MHULIMMPYOWMIA coeguHeHne
(INVITE) — npeaBapuTtenbHble MU OKOHYaTesIbHble. OTBETbI Knacca 2xX, 3xX, 4xx, 5xx 1 6xx ABnstoTcA
OKOHYaTe/IbHbIMU U NepeaaroTcs HafeXKHO — ¢ noaTsep:aeHnem mnx coobueHmem ACK. OTBeTbl
Knacca 1xx, 3a uckawodeHmem oteseta 100 Trying, aBnA0TCA npeaBapuUTeibHbIMU U NepeaatoTca
HeHagexHo — 6e3 noaTeeprkaeHna (RFC3261). 3Tn oTBeTbl cogep:KaT MHPOPMaLMIO O TeKyLen
cTagmmn ob6paboTkm 3anpoca INVITE, BcneactemMe 4yero notepa TaKMX OTBETOB HeXesaTesbHa.
Ucnonb3oBaHMe HaZeXHbIX NPeaBapuTe/ibHbIX OTBETOB TaKXKe NMpeaycMoTpeHOo npotokonom SIP
(RFC 3262) 1 onpeaensetca Hannumem Tera 100rel B MHULUMMPYIOLLEM 3anpoce, B 3TOM C/ly4yae
npeasapuTesibHble OTBETbI NOATBEPKAat0TCA coobleHnem PRACK.

Paboma Hacmpoliku npu ucxoodsuweli ceasu:

— Supported — nepepgasatb B 3anpoce INVITE Ter supported: 100rel. B stom cnyyae
B3aMMOLENCTBYIOWMIA  WAO3 MO CBOEMY YCMOTPEHUIO  MOXeT  nepeaasaTb
npeABapuTenbHble OTBETbl IMOO HaAEXKHO, MO0 HET;

— Required — nepepaBaTb B 3anpoce INVITE Tern supported: 100rel w required: 100rel. B
3TOM C/y4ae B3aMMOLENCTBYIOLLMIA W03 AOXKEH NepesaBaTtb NpeaBapuUTe/ibHble OTBETbI
HafexHo. Ecan  B3aMMOOENCTBYIOWMI  WAKO3  He  MNOAAEpPKMBAET  HagerHble
npeaBapuTenbHble OTBETbl, TO OH [JO/XKEH OTK/AOHMUTb 3anpoc coobleHnem 420 c
yKasaHMeM Henopaep)kmsaemoro Ttera unsupported: 100rel, 8 3Tom cnyvae 6yger
oTnpaB/eH NOBTOPHbIM 3anpoc INVITE 6e3 Tera required: 100rel;

— BoliknawoyeH — He nepepasaTb B 3anpoce INVITE Hu oauH 13 Teros supported: 100rel v
required: 100rel. B 3Tom cnyyae B3aMMOAENCTBYHOLWMIM W03 OyaeT nepeaasaTb
npeaBapuTenbHble OTBETbl HEHAZAEKHO.

Paboma Hacmpoliku npu exoosaweli ceasu:

— Supported, Required — npu npueme B 3anpoce INVITE tera supported: 100rel, nnbo Tera
required: 100rel, nepegaBaTb NpeaBapuTe/ibHbIE OTBETbI HaAeKHO. Eciu Tera supported:
100rel B 3anpoce INVITE HeT, To NnepeaaBaTb NpeaBapuTe/ibHble OTBETbl HEHAAEKHO;

— BoikaoyedH — npu npueme B 3anpoce INVITE Tera required: 100rel, oTKNOHUTb 3anpoc
coobuweHnem 420 c yKasaHMem Henoadep:kusaemoro Tera unsupported: 100rel. B
OCTa/bHbIX C/ly4aax nepefasaTtb NpesBapuTe/ibHblie OTBETbI HEHAAEKHO.

Paspewums timer — npyn ycTaHOBNeHHOM dnare BK/AOYEHa nogaepyKa pacwmpeHua timer (RFC
4028). Nocne ycTaHOBNEHUSA COeANHEHUSA, eCIM 0b6e CTOPOHbI NOAAEPKUBAKOT timer, o4Ha U3 HUX
nepuogmMyeckn otnpasnaet 3anpocbl re-INVITE gns KoHTpons coeauHeHua (ecnm obe CTOPOHbI
nogaepkmeaot metog UPDATE, ans uyero oH AosiXeH 6biTb ykasaH B 3aronoBke Allow -
OBHOBNEHME CECCUM OCYLLECTBASETCA NOCPEACTBOM MNepuoaMUYecKon OTMPaBKM COOBLEHMI
UPDATE);

MuHumasneHoe spemsa ceccuu, C — MWUHUMaANbHbIM WMHTEPBAN MNPOBEpPKM paboTocnocobHoCcTM
coeguHeHuns (o1 90 ao 1800 c, no ymonyaHuto 120 c.);

Bpemsa ceccuu, ¢ — nepuos BpPeMeHM B CEKYHOAX, MO WMCTEYEHWMU KOTOPOro npousonaet
NPUHYAUTENIbHOE 3aBEpPLUEHNE CECCUU, B C/lyYae ecan ceccus He byaeT BoBpems obHoBeHA (OT
90 no 80000 c., pekomeHayemoe 3HavyeHme - 1800 ¢, 0 — Bpema ceccum He orpaHUYeHo);

Mepuoduyeckuli onpoc SIP-cepeepa — Bbibop cnocoba onpoca SIP-cepsepa:
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—  OmeknroyeH — SIP-cepBep He onpalnBaeTcs;

— Options —onpoc SIP-cepsepa npu nomolun coobueHmnin OPTIONS;
— Notify — onpoc SIP-cepsepa npu nomouwy coobuweHnin NOTIFY;

— CLRF—onpoc SIP-cepsepa nyctbim UDP-nakeTtom;

MHmepesan onpoca — nepuon, BPeMeHU B CEeKyHZax, Yepes KOTOpbli BbinosHAeTca onpoc SIP-
cepsepa;

Obpabameisams 3a20n080K Alert-Info — obpabatbiBaTh 3aronosok Alert-Info B 3anpoce INVITE
ONA BblAa4M Ha abOHEHTCKUI MOPT OT/IMYHOWM OT CTaHAAPTHOM MOCbIJIKM BbI30Ba;

lMposepssmb mosibko ums nosaezoeamens 8 RURI — ecnn ¢dnar ycTaHOB/AEH, TO aHaAu3upyeTca
TONIbKO abOHEHTCKMIt Homep (user), MpuM COBMaZEHUM KOTOPOro BbI3OB OyAeT Ha3HayeH Ha
aboHeHTCcKMn nopT. Ecam dnar cHAT, TO NpM NOCTYNIEeHUM BXOAALLErO Bbl30Ba NPOM3BOAMTCA
aHanus scex anemeHToB URI (user, host n port — aboHeHTCcKuIA Homep, IP-agpec u UDP/TCP-nopr).
Mpu coBnageHun Bcex anemeHToB URI BbI3oB byaeT HasHayeH Ha aBOHEHTCKMIA NOPT.

lMepedasames IP-adpec 8 3azon08ke Call-ID — ecnn ¢nar yctaHoBneH, To B 3aronoske Call-ID npu
ncxopALLen cesasm Ucnosbayetcs cobcTBeHHbIN IP-agpec ycTpolictBa B dopmarte localid@host.

TpexcmopoHHSASA KOHpepeHyuUs

TpEXCTOPOHHAR KOHPEDEHLUNA

Peskm NokansHas v

CepBep koHDEPEeHLMN

Pextum — pexkMm paboTbl TPEXCTOPOHHEN KOHPEepeHLMM. BO3MOXKHO ABa pexkuma:

— JlokanbHaa — KoHbepeHUMA cobupaeTca J/IOKaZIbHO YCTPOMCTBOM MOCAEe HaXKaTuA
KombuHauum «flash+3»;

— YOaneHHas (RFC4579) — koHdepeHuma cobupaeTca Ha yaaneHHOM cepBepe, ONs Yero
nocne Haxatua «flash+3» Ha cepBep oTnpasnsetca coobuieHne Invite Ha Homep,
yKasaHHbI B none «Cepsep KoHgepeHyuu». B aTom cnydyae KoHdepeHuma pabotaeT no
anroputmy, onncaHHomy B RFC4579. MoapobHOo AaHHbIN anropuTm onucaH B nyHkTe 3.3.2.

Cepsep KOHgpepeHuyuu — B 0OOLLEM Cayvyae aapec CepBepa, OCYLLECTBAAIOLWLErNO YCTaHOB/EHUE
KOHpepeHUMn no anroputmy, onmcaHHomy B RFC4579. Apgpec 3apaetca B ¢opmate SIP-URI:
user@address:port. MoHO yKa3aTb TO/NbKO NOAb30BaTENbCKYO YacTb URI (user) — B aTom cnyyae
coobuieHue Invite oTnpaBuTca Ha agpec SIP-npokcu.

Hacmpolika IMS

Hactponka IMS

Pessaam IMS BranioweH ¥

Pexcum IMS — pexknum paboTbl ¢ IMS. BO3MOXKHO TPU peXMMa;

— BeobikntoyeH — IMS He ncnonb3yeTcs;

— bBe3 noanucku - paspelleHo ynpaBieHMe HEKOTOPbIMM Buagamn ycayr ¢ cepsepa IMS (IP
Multimedia Subsystem). B 3Tom c/ny4ae BKAOYeHMe ycayr  «TPexcTOPOHHASA
KoHbepeHumMa» (paboTaeT ToNbKO no anroputmy RFCA579), «YaeprkaHue BbI3OBay,
«O¥unaaHue BbizoBa», «lopayvas AMHUA» (HE3ABUCMMO OT TOTO, BK/IOUYEHBI OHW UAN HET B
KOHpUrypaLmm) Npor3BoanUT yaaneHHo cepsep IMS nocpeacTtsom OTMNPaBKM COOBLLEHUM
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Notify, B Tene KoTopbiXx MepeaaloTcA KOMaHAbl Ha aKTMBaLMIO/AeaKTUBALMIO YCAyr B
dopmaTte XCAP (paktnueckn — XML, RFC4825). Mpu Takom BapuaHTe 3anpocbl SUBSCRIBE
nocne pernctpaunn aboHEHTOB LWAKO30M He OTMNpaBAAtoTcA, 0bpabaTbiBalOTCA TONbKO
NOTIFY-3anpocbl, npuHATble OT IMS, ¢ NomoLWbiO KOTOPbLIX NPOUCXOAUT ynpasaeHune
ycayramu;

— C noanuckon - paspelleHo ynpaBaeHne HeKOoTOpPbIMW BuaamMu ycayr ¢ cepsepa IMS (IP
Multimedia Subsystem). B 3Tom cnyyae BKAOUYEHME YyCaAyr «TPexcTOPOHHAN
KoHdepeHuMa» (paboTaeT ToNbKO Mo anroputmy RFCA4579), «YaepskaHue BbI30BaY,
«OxugaHue Bbi3oBa», «lopavan MMHUA» (HE3aBUCUMO OT TOTO, BKAKOYEHbI OHU MU HET B
KoHbUrypaummn) npomsBoamT yaaneHHo cepsep IMS nocpeacTBom OTNpaBKM COOBLIEHNI
Notify, B Tene KoTOpbIX MepeaaloTcA KOMaHAbl Ha aKTMBALMIO/AeaKTMBALUMIO YCayr B
dopmate XCAP (paktnueckn — XML, RFC4825). Mpu Takom BapuaHTe W03 OTNpaBaseT
3anpocbl SUBSCRIBE nocne peructpaumm aboOHEHTOB M MNpW  YCMELWHOW noAanucke
obpabatbiBaet NOTIFY-3anpockl, npuHATbie OT IMS, ¢ NOMOLLBIO KOTOPbIX NPOMCXOANT
ynpaBfeHue ycayramu.

Uma ycayau “YOepraHue 8bi308a” — Ha3BaHue anemeHTa XML B Tene coobuweHus Notify,
MCNO/Ib3yemMoro ANs nepefadvn KomaHabl akTUBaLUMUK/AeakTMBaumMm ycnyrn «Yaep>aHme Bbi3oBay.
Hanpumep, ecanm ums ycayrm  umeeT 3HadeHue «call-hold», To KomaHga aktuBauuu byaer
BbIFAAETD TaK:

<call-hold active="true"/>
a KOMaHAa JeaKkTuBaLmu:
<call-hold active="false"/>

Umsa ycayeu "OmucudaHue 6bi308a" — HasBaHMe 3nemeHTa XML B Tene coobuweHus Notify,
MCMONb3YeMOro ANA nepegayn KoMaHabl akTMBaLmMmu/geaktmsaumm yeayrm « OxKugaHue Bbi3oBa».
Hanpumep, eciv uma ycayrm umeet 3HadeHue «call-waiting», To KomaHaa aktMsauumn Gyaet
BbIFNAAETb TaK:

<call-waiting active="true"/>
a KOMaHAa AeaKTuMsauuun:
<call-waiting active="false"/>

Umsa ycayeu "TpexcmopoHHAs KoHgepeHyua" — HasBaHWe anemeHTa XML B Tene coobuweHus
Notify, wucnonbsyemoro aAna nepegayum  KOMaHAbl  aKTMBaUMW/OEaKTMBAUMM  YCAYIU
«TPexXcTOPOHHAA KoHdepeHuua». Hanpumep, ecam MMA ycayrm MmeeT 3HadeHue «three-party-
conference», To KOMaHAa akTUBaLMK ByAeT BbIFNAAETh Tak:

< three-party-conference active="true"/>
a KOMaHAa AeaKTuBaLuu:
< three-party-conference active="false"/>

Uma ycayau '"Topsyaa auHus" — HasBaHWe anemeHTa XML B Tene coobueHua Notify,
MCNONb3yeMOro ANA nepefavym KOMaHAbl akTuBaumm ycayrm «lfopadaa aAnHuA». B KomaHge
aKTMBAUMM NepepatoTca Homep TenedoHa ropadvert JIMHUKM U TalmayT Bbi3oBa. Hanpumep, ecam
UMA ycayru umeeT 3HadeHue «hot-line-service», 1 HeobxoAaMmO coBeplLaTb BbI3OB Ha HOMep
30001 4yepes 6 ceKyHA nocsie nogbema TpyoKu TenedpoHa - KomaHaa akTuBauumn byaeT BbirnaaeTb
Tak:

<hot-line-service>
<addr>30001</addr>
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<timeout>6</timeout>
</hot-line-service>
Ecnmn KomaHAa aKTMBALLMKM He Noay4YeHa, ycayra «lfopadaa nMHua» 6yaeT BblKAOYeHa.

e Wma ycayeu "lepedaya ebizosa" — Ha3BaHWe anemeHTa XML B Tene coobueHua Notify,
MCNO/Mb3yemMoro Aaa nepegayv KOMaHAbl aKkTUBaUMM/AeakTmMBaumm ycayrn «TpexcTOPOHHAS
KoHdepeHumsa». Hanpumep, ecam uma ycayrm mmeeT 3HadeHue «call-transfer», To kKomaHaa

aKTUBaUWUM byaeT BbIrALETb TakK:

< call-transfer active="true"/>
a KOMaHZa fleakTnBaLuu:

< call-transfer active="false"/>

Mo YMONYaHUIO eCin He npuliia KoOMaHAa Ha aKTuBauUio — BCe Bbllle nepedyuncieHHble yCcnyru
0EeaKTUBUPOBAHbI.

[1naH Hymepayuu

MnaH HyMepaLui

HacTpoika nnaka Hymepavumm 33, L5 ((xABCD"H].5)

MnaH Hymepauuu 3afZaeTcd MpuM MOMOLM PErynspHbIX Bbipa)KeHUit B nosne «HacTpoika nsaHa
HyMepauum».

HuxKe npuBoaMTCA CTPYKTYpa M GOPMAT pPerynapHbIX BbipaXKeHUi, obecneymBalowmx pas/ivyHble
BO3MOKHOCTU Habopa Homepa.

CTpyKTypa perynapHoro BblpakeHus:

Sxx, Lxx (),
roe
XX — NPOU3BOJIbHbIE 3HaYeHUA TalimepoB S u L;

() — rpaHMUpBI NhaHa HymepaLuu.
OcHoBoW  sABnAlOTCA  0603HAYyeHMs  ANA  3anNUCM  NOCNeAOoBaTe/NbHOCTM  HabpaHHbIX  undp.

MocnepoBaTenbHOCTb UMbP 3anMCbiBAaeTCA C MOMOLLbIO HECKO/IbKMX 0603HauyeHui: undpbl, Habupaemble C
Knasuatypbl TenedoHa: 0, 1, 2, 3, ..., 9, # n *. Ucnonb3oBaHne cumBona # B nnaHe Hymepauum MmoKet

610KMpOBaTb 3aBepLUeHMe Habopa C NOMOLLbIO 3TOM KnaBuwn!

. NocnepoBaTenbHOCTb Ll,Md)p, 3aK/NOYEHHAA B KBagpaTHble CK06I-(M, COOTBETCTBYET mo6omy n3
3aK/IIOYEHHbIX B CKOBKM cumBony.

—  Mpwumep: ([1239]) — cooTBeTcTBYET Nt06OM N3 UMPP 1, 2, 3 Man 9.

. Yepe3 Tupe moxKeTt 6bITb YKasaH Aumana3oH CMMBOJIOB. Yauwe BCero MCNonb3yeTrca BHYTPU
KBa4paTHbIX CKOBOK.

—  Mpwumep 1: (1-5) - ntobas undpa ot 1 Ao 5.
—  Mpumep 2:([1-39]) - npumep 13 NnpeablayLLEro NYHKTa C MHOW GOpMOli 3anucu.

e CumBon X cooTBeTtcTBYeET Ntoboit undpe ot 0 Ao 9.
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—  Npumep: (1XX) - nto601 TPEX3HAYHBI HOMEP, HaUMHaKOLWMIACA Ha 1.
e  «.» - MOBTOPEHME NpeablayLiero cumaosa ot 0 40 6€CKOHeYHOCTH pas.
e  «+» - MOBTOPEHME NpeablayLiero cuMmeosa ot 1 o 6eckoHe4yHoCTH pas.
¢ {a,b}—noBTopeHune npeapiayLlero cumeona ot a Ao b pas;
¢ {a,} —noBTOpeHMe npeabliayLero CMUMBOJ1a He MeHbLLE a pas;
e {,b}—nosTopeHne npegbiayuiero cumeona He 6osbLue b pas.

= [pumep: (810X.) - mexxayHapPOAHbI HOMEpP C NO6bIM KOMYECTBOM UUDP.

HacTtpoiku, Banstowme Ha 06paboTKy NaaHa HyMepaumu:

e Interdigit Long Timer (bykea «L» & 3anucu naAaHa HymMepauyuu) - BPems OWOaHuA BBOAA
cnepyowen umdpbl B TOM C/ydvae, eCcanm HeT WabnoHOB, MNOAXOAALWMX Nogh HabpaHHyto
KOMBWHaumio;

e Interdigit Short Timer (6ykea «S» & 3anucu nAaHA Hymepayuu) - BPEMS OXWAAHWA BBOAA
cnepyowen undpbl, ecanm ¢ HabpaHHOM KOMBWMHAuMen NONHOCTbIO COoBMagaeT XoTA Obl o4WH
WwabsIoH, M NpPU 3TOM MMeeTcs elle XoTA bbl 0gMH WabaoH, A0 MNOMHOrO COBMAAEHMA C KOTOPbIM
Heob6Xx04MMO OCyLLEecTBUTb A0HAbop Homepa.

JononHuTenbHbie BO3SMOXKHOCTY:
1. 3ameHa HabpaHHOM NocnefoBaTe/IbHOCTH

CwHTaKkeuc: <argl:arg2>

[aHHas BO3MOMHOCTb MO3BO/MAET 3aMeHUTb HabpaHHYD NOCNef0BaTENbHOCTb Ha  /obylo
nocnepoBaTeIbHOCTb HabupaembiXx CMMBONOB. MpU 3TOM BTOPOM apryMeHT Ao/KeH ObiTb yKasaH
onpeaenéHHbIM 3HaYeHmem, 0b6a aprymeHTa MoryT 6bITb NyCTbIMU.

—  Mpumep: (<83812:> XXXXXX) - paHHas 3anucb byaeT cooTBeTCTBOBaTb HabpaHHbIM
umdpam 83812, HO 3Ta Moc/ieaoBaTeENbHOCTL ByAeT onyweHa u He byaeT nepegaHa Ha
SIP-cepsep.

2. BcTaBKa ToHa B Habop
Mpwn BbIxoae Ha MeXKropog, (B 0PUCHbIX CTaHLMAX - Ha ropoa) NPMBbLIYHO CAblWaTb OTBET CTAHLMWU, UTO

MOXHO peann3oBaTb BCTAaBKOW 3anATOM B HYXXHYIO NO3nymnto nocnenoBaTte/ibHOCTU LI,M(I)p.

— Mpumep: (8, 770) - npu Habope Homepa 8770 nocne umbpbl 8 6yaeTr BblaaH
HenpepbIBHbIN TOH.

3. 3anpet Habopa Homepa.

lll

Echv B KOHue WwabnoHa HOMepa AO6aBMTb BOCK}'IMLI,aTEJ'IbeIﬁ 3HaK !, TO H360p HOMEpPOB,

COOTBETCTBYOWMX WabnoHy, byaet 3a610KMPOBaH.

—  Mpumep: (8 10X xxxxxxx ! | 8 XXX XXXXXXX ) — Bblpa)keHWe paspellaeT Habop TO/bKO
MEeXAYropoAHMX HOMEPOB U UCKNOYAET MEXAYHAPOAHbIE BbI30OBbI.

4, 3ameHa 3HayeHuit Talimepos Habopa Homepa

3HayeHWA TanMmepoB MOryT ObITb HasHauyeHbl Kak AAAa BCero nJaHa Hymepauuu, Tak UM AnA
onpeaenéHHoro wabnoHa. bykea «S» oTBevaeT 3a ycTaHOBRYy «Interdigit Short Timer», a «L» - 3a
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«Interdigit Long Timer». 3Ha4yeHMA TaliMepoB MOMKET ObITb yKasaHO Ans Bcex WabAoOHOB B niaHe
HYMepaLnn, eciv 3HAYEHUA NepeYmCaeHbl 40 OTKPbIBAOLWENCA KPYr/10 CKOBKM.

—  Npumep: S4 (8XXX.) nam S4,L8 (XXX)

Ecnu 3K 3HaUYeHUs yKasaHbl TO/IbKO B OAHOW M3 NOCAeL0BaTE/IbHOCTEN, TO AeNCTBYIOT TONbKO A1 Heé.
TaKke B 3TOM C/ly4ae He HaJo CTaBUTb ABOETOUME MENKAY K/IOYOM U 3HaYeHWeM TallmayTa, 3HaYeHue
MOXeT bbITb PacnonoXKeHo B tobom mecTe WabaoHa.

—  Mpumep: (5S4 8XXX. | XXX) nan ([1-5] XX SO) — 3anmcb BbI30OBET MFHOBEHHYIO nepeaavy
BbI30Ba Npu Habope Tpex3Ha4yHOro Homepa, HaymHatuleroca Ha 1,2, ..., 5.

5. Habop no npamomy agpecy (IP Dialing)

CuMMBOA «@», NOCTaBJEHHbIN NOC/Ne HOMEePa, 03HAYaeT, YTo fJasnee byAeT yKasaH agpec cepBepa, Ha
KOTOpbIV ByAeT OTNpaB/ieH BbiI30B Ha HabpaHHbIA HoMep. PekomeHayeTca ncnonb3osatb «IP Dialing»,
a TaKXke Npuém u nepenady Bbi3oBoB be3 pernctpaumu («Call Without Reg», «Answer Without Reg»).
3To MOKeT NOMOYb B C/lydae OTKasa cepsepa.

Kpome Toro, ¢popmat agpeca c IP Dialing moxeT 6bITb MCNONb30BaH B HOMepax, NpeaHa3Ha4YeHHbIX 44
nepeagpecalmm 3BOHKOB.

—  Mpumep 1: ( 8 XXX XXXXXXX ) - 11-3HaUYHbIN HOMEP, HaYMHaOLWMIMCA Ha 8.

—  Mpumep 2: ( 8 XXX XXXXXXX | <:8495> XXXXXXX ) - 11-3HaUHbIA HOMEpP, HAYMHAIOLWMIACA Ha 8,
ecnv BBeAEH 7- 3HauHbIN, To ,06aBUTb K NepegaBaemomy Homepy 8495.

—  Npumep 3: (0[123] | 8 [2-9]xx [2-9]xxxxXX) - HA6OP HOMEPOB SKCTPEHHbIX CNYKO, a TaKKe
HEKOTOPbIX MEXAYTOPOAHUX HOMEPOB.

—  Mpumep 4: (SO <:82125551234>) - 6bICTpbIM HAbOP YKa3aHHOro HOMepa, aHaNor peXnma
«Hotline» Ha gpyrux watosax.

—  Mpumep 5: (S5 <:1000> | XXXX) - AaHHbIK NAaH HymMepauun nossonseT HabpaTtb No60M
HOMep, COCTOALLMA U3 UNdp, a ECIM HUYETO He BBEAEHO B TeyeHMe 5 CeKyHA, Bbi3BaTb
Homep 1000 (gonycTum, 3To cekpeTapb).

— Mpumep 6:  (FSXFXXXX*XH | * 20 * XXXXXXXXXXXH | #xx# | [2-7]xxxxx | 8, [2-9]xxxxxXXXX | 8,
10x. | 1xx<:@10.110.60.51:5060>).

—  Npumep 7: (1xx|0[1-9]]|00[1-8]|*5x*xxxx*x# | * 2x* XXXXXXXXXXXH# | #xx# | [2-7]xxxxx |8, [2-
9IxxxxxXxxx | 8, 10x.).

MHoraa moskeT noTpeboBaTbCA COBEPLUATb 3BOHKM JIOKA/NIbHO BHYTPW yCTpoiicTea. Mpu aTom ecan IP-
afipec ycTpoWCTBa He WM3BECTEH WM MEepPUOAMYECKM U3MeHsAeTcs, ya0bHO MCno/ib3oBaTh B KayecTee
afpeca cepsepa 3apesepsupoBaHHoe cnoso «{local}», uTo o3HayaeT OTNpPaBKy COOTBETCTBYIOLLEM
nocnepoBaTeNbHOCTU LMdp Ha COBCTBEHHDIN aapec ycTpoiicTea.

— Mpumep: (123@{local}) — BbI3oB Ha Homep 123 6yaeT 06paboTaH NOKaNbHO BHYTPU
YCTPOWCTBA.

6. HacTpolika koga nepexsaTta
Mpu nomoLwm aHHOM KOMaHAbl MOXHO YCTaHOBUTb KOA NepexsaTa ANA 3aaHHOM rpynnbl.
CuHTakenc: ABC@{pickup:X}, rae
ABC — Kog, nepexaTa (Hanpumep *8),
X — Homep rpynnbl nepexsaTa (Hymepauus rpynn nepexsarta c 0).
—  Mpumep: 112@{pickup:0} — aboHeHTbl A 1 b cocToAT B OAHOW rpynne nepexsarta C

nHgekcom 0. B cnyyae ecan aboHeHTy A nmocTynaeT BXOAALWMM Bbl30B, TO aboHeHT b
MOXET NepexsaTuTb Bbl30B, Habpas KombUHauuo undp 112.
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YemaHoska npogunel dialplan

[Ona Kaxaoro HanpasneHuMa MOXKHO BblbpaTb He 6onee ogHoro npoédwuns dialplan, kKoTopbiit byaet
onpeaensaTo NapameTpbl BbI30OBOB HAa 3TOM HanpasaeHWW. HacTpoiku npodunein npoussoasTca B pasgene
«Mpodwnnan dialplan». [Ona Kaxporo HanpaBneHWA HACTPOMKa anbTepHaAaTUBHOrO npodwuaa yKasbiBaeTcA B
KpYr/bix CKobKax nocne cnosa «profile:».

Npumep:([23]xxx(profile:0)

Hacmpolika 20s10c08bix KOOeKos

HacTpoiika ronocoBLIX KOOEKOB

Kogex 1 G.711a v

Kogex 2 G.71u v

Kopex 3 G7231 A

Kogex 4 G.729 A

Kogex 5 BeaniodeH v

Bpema nakeTHiaumw G711, mc 20 A

Bpema nareTusaLmn G.729, mc 20 A

EBpems narketmsagmmn G.723.1, mc 30 v

CurHanbHbIM NPOLLECCOP YCTPOMCTBA BbINOAHAET PYHKUUM KOAMPOBAHMUA aHaNOroBOro peyeBoro TpadukKa,
JaHHbIX PaKkca/moaema B LMPPOBbIE CMTHa/bI, a TakKe obpaTHoro gexkoamposanua. L3 noggepusaer
cnepytowme ronocosble Kogekn: G.711A, G.711U, G.729, G723.1, G.726, G.722.

G.711 — npeactasnset coboi MKM-kogupoBaHue 6e3 cxkaTusi pedyeBon MHbopmauuun. [aHHbIM Koaek
[omKeH OblTb 06s3aTenbHO noagep:kaH Bcemu npowussogutenamu VolP-obopygosaHua. Kogekn G.711A u
G.711U oTtaunyatotca gpyr oT Apyra 3aKOHOM KoAaupoBaHUA (A-3aKOH — NMHeNHoe KoaupoBaHMe U U-3aKOH -
HenunHelHoe). KognposaHue no U-3akoHy npumeHseTca B CeBepHoint AmepuKe, no A-3akoHy — B EBpone.

G.722 — WMPOKOMOJIOCHbIM KoAek, ucrnonb3yowmin AODUKM c pasgeneHMem Ha noaamanasoHbl U
paboTatoLmii co ckopocTblo 48, 56 1 64 K6UT/C.

G.723.1 — KoAgeK Co cxaTuem peyeBoi MHPopmaLMK, NpeaycMaTPMBaET ABa pexnma paboTbl: 6.3 Kbut/c
1 5.3 Kbut/c. Kopek G.723.1 nmeeT AeTeKTOp peyeBoil akTUBHOCTM M obecneymBaeT reHepauunio KombopTHOro
WYMa Ha yA4a/eHHOM KOHLLe B Nepmnog, MoN4YaHuA.

G.726-24, G.726-32 - KOAeK co cKaTuem pe4veBoi MHopmauumn no anroputmy AOUMKM mn ckopocTbio
nepeaauun 24 naun 32 Kéut/c.

G.729 — TaKKe fABNAETCA KOAEKOM CO CaTMem pedyeBon MHbopmaumm u obecneuymBaeT CKOPOCTb
nepepayn 8 K6ut/c. AHanornuHo Koaeky G.723.1, Koaek G.729 noaaepsknsBaeT AeTEKTOP peyeBoit aKTUBHOCTHU U
obecneumBaeT reHepaumio KOMGOPTHOTrO WyMa.

e Kolek 1..7- nossonseT BblbpaTb KOAEKN M MOPAAOK, B KOTOPOM OHM ByayT MCNo/b30BaTbCA.
KofeK C HauBbICIUMM MNPUOPUTETOM HYXHO nponucatb B none «Kogek 1». Ona paboTbl
HeobX0AMMO YKaszaTb XOTA bbl 04AUH KOAEK:

—  BblKo4YeH - KOAeK He NCNONb3YeTCA.
— @G.711a - wuncnonb3oBaTb Koaek G.711A;
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— G.711u—wucnonb3oBaTtb KogeKk G.711U;

— @G.723 —ucnonb3oBaTb Koaek G.723.1;

— G.729 (A, B) — ncnonb3oBaTtb Koaek G.729 annexA nnu G.729B.
—  G.726-24 - ucnonb3osaTb KogeKk G.726 co ckopocTbio 24 Kéut/c
—  G.726-32 - ucnonb3osaTb Kogek G.726 co ckopocTbio 32 Kéut/c
— @G.722 - ncnonb3oBaTb Kogek G.722

e BpemAa nakemusauuu — YUCNO MUANUCEKYHA peun B ogHom RTP-nakeTe (ans kogekos G.711,
G.729,G.723 1 G.726).

e Tun Haepysku - TUM ANHAMUYECKON HArpy3Ku Ansa Kogeka G.726-24 nnm G.726-32 (paspelueHHble
A9 UCNO/b30BaHMA 3HaYeHMA — oT 96 go 127).

V MoryT 6bITb 3a4aHbl aNbTePHATUBHbIE r0/10COBbIe KOAEKMU ANA BbIGpaHHOro HanpasneHua. Ana
KaXA40ro U3 HanpasaeHUi B NJaHe Hymepauumn ecTb BO3MOXHOCTb 3a4aH1A NPeanoUYTUTeIbHOro
KogeKa ana nepegaumn peuun. [na Kaxaoro HanpasneHUa 40NOAHUTE/IbHbIE HACTPOKU KOAEKOB
YKa3blIBalOTCA B KPYrabiX CKo6Kax nocne cnosa «codecs:».

Ecnv Heobxo4MMO MCNOb30BaHME HECKONbKUX KOAEKOB, TO UX MEPEUYNCAAIOT Yepes CMMBOA «,». MOXHO
YKa3biBaTb HECKO/bKO MNapameTpoB ANA HanpaBieHMA. B Takom cinyvyae OHM [A0/MKHbl OblTb pasgeneHbl
cumBoniom  «;» - (paraml:subparamil,subparam2;param2:subparami,subparam?2). [onyctumbie 3HayeHusA
cybnapametpos subparamX: g711a, g711u, g729, g723.

Jonyctumble 3HaueHMA napameTpos paraml u param2 — codecs u rfc2833_PT cooTBETCTBEHHO.

Npumep: ([23]xxx(codecs:g729; rfc2833_PT:96)|8x.(codecs:g711a;g711u)).

xwummep-6ygep

MxutTep-dydep
MWHHMANbHAA 3308[0KKa, MC 40 v
MaKcHManbHaA 33Je[orKa, MG 130 v
Mopor HEMEANEHHOND YAANSHHA NAKETOE, MG 500 v
DaKTop onTHMHI ALK Sydepa 7 v
ﬂ,)KVITTep (jitter) — 3TO HEepPaBHOMEPHOCTb nepunoaosB BpemeHWU, OTBEAEHHbIX Ha OOCTaBKYy MaKeTa.

3agepikKa B LOCTAaBKe NaKeTa M AXKUTTEP UCUMCNAETCA B MUAIMCEKYHAAX. BeanunHa guttepa nmeet 6osblioe
3HauyeHue Npu nepegade MHGOPMALMM B PEKMME PeasibHOro BpeMeHU (Hanprumep, rosoc uau Buaeo).

B npotokone RTP, KOTOpbIi elle Ha3biBalOT «NPOTOKONOM MOTOKa nepedatouiei cpeabl» (media stream),
€CTb NnoJsie AN METKM TOYHOro BpeMeHU nepegaym oTHOCUTeIbHO Bcero RTP-noToKa. MpuHumatoLLee ycTpoicTeo
NCMO/b3YeT 3TU BPEMEHHbIE METKU ANA BbIACHEHMA TOTO, KOr4a CAeAyeT OXKuaaTb NakeT, cobaoaeH M NopaaoK
naketoe. Mcxoga w3 3ton mMHOOpMauUMM, MPUEMHas CTOPOHA BbIACHAET, KaK creayeT HacTpPOUTb CBOM
napameTpbl, YTO6bl 3aMacKMpPOBaTb NOTEHLUMAbHbIE CeTeBbIe NPO6ieMbl, TAKME KaK 3a4EPKKU U OKUTTep. Ecim
OXWAAEMOE BpPEMA Ha [AOCTaBKY MNaKeTa OT OTNpaBMTEeNA K NPUEMHWMKY Ha MPOTAEHWM BCero nepuoga
pasroBopa CTPOro paBHO onpeaeseHHOMY 3HaYeHUo, Hanpumep 50 MC, MOXKHO YTBEP!KAaTb, UTO B TaKOM CETU
AXUTTepa HeT. Ho 3a4acTylo MakeTbl 3a4epKMBAlOTCA B CETM, M BPEMEHHOW WHTepBan O0CTaBKU MOMKeT
KonebaTbcs B 40BO/IbHO 60/1bLWIOM (C TOYKM 3peHNn TpaduKa, KPUTUYHORO KO BpeMEHW) BpEMEHHOM AManasoHe.
B cnyyae ecnm npuaosKeHne-npueMHUK Takoro 3ByKa Maun smaeo 6yaeT BOCNPOM3BOAUTb €ro B TOM BPEMEHHOM
nopsAaKe, B KOTOPOM MPMXOAAT NaKeTbl, Mbl MOAYYMM 3aMeTHOEe YXYALWEeHWA KayecTBa rosnoca (Mam Buaeo).
Hanpumep, ecam aTo KacaeTca roioca, To Mbl YCbIWWM NPepbiBaHME B ro/10Ce U APYrue Nomexu.
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YCTpOCTBO MMEET crieaytolme HaCcTPOMKN axuTTep-bydepa:

e MuHUMGAbHAA 300epPH KA, MC — MMHUMAJ/IbHOE OXMAAEMOE BPeMA 3a4epPXKKN PacnpocTpaHeHus
IP-naKeTa no cety;

e MakcumanbHasa 3a0epHKa, MC — MaKCMMa/IbHOE OXKUAAEMOE BPEMA 3a4ePKKN pacrnpoCTpaHeHUs
IP-naKkeTa no cety;

e [lopoz HemeOneHHO20 yOasneHuUs NaKemos, MC — MaKCMMa/ibHbIM NMPOMENKYTOK BPEMEHU, Yyepes
KOTOPbIA MPOMCXOAUT yAaNEHWE peyeBbiX NMakeToB M3 bydepa. 3HaYeHMe AaHHOro napameTpa
60/bllie UM PAaBHO MAaKCMMaJibHOM 3a4EPrKKe;

e  ®akmop onmumusayuu bygepa — napameTp, UCNONb3YEMbIN A1A ONTMMM3AUMM pa3mepa
OKuTTEp-bydepa. PekomeHayeTcs BbICTaBAATbL ero 3HaveHue B 0.

lepedaya ¢pakca u modema

MNepenada dhakca W MoOema
MNepeaadsa mogema G.711a VBD A
Konex dhakca 1 G.711a v
Koger dpakca 2 G.711u ¥
Konek doakca 3 ErmnousH v
OSHapyxeHue dakca Qbe cTopoHb ¥
MpuHUMaTe Nnepexed B T.33

Mepepaya daKkca MOMKET OCYLLECTBAATLCA C UCMNO/b30BaHUEM PeYyeBOro Kogdeka 711 vau cneumanbHoro
KoZeKa gns nepenayun pakcMmmibHblX coobeHnin T.38.

T.38 — cTaHAapT, onucbiBaloWM nepesady GakCMMMUIbHBIX COOBLLEHNI B peasibHOM BpemMeHM Yyepes IP-
ceT. CUrHanbl U AaHHble, NnepegaBaemble GakCUMUIbHBIM annapaTom, KOAMPYIOTCA B NaKeTbl NpoTokona T.38.
B popmupyemble NakeTbl MOXKET BBOAMUTLCA U3ObITOYHOCTb — AaHHbIE U3 NPeablayLLmMX NaKeToB, YTO NO3BONSET
OCYLLECTBAATb HAaZEXKHYI0 nepeaavy $akca no HecTabuabHbIM KaHanam.

e [lepedaya modema — BbIBOP KOAEKA, KOTOPbIM ByAET NCNOb30BaTbCA A4 Nepeaaym AaHHbIX Npu
AETEKTMPOBAHMM LWJHO30M CUTHANI0B MOAEMA:

—  BbIKNOYEH — HE AEeTEKTUPOBATb CUTHA/Nbl MOAEMA;
— G.711a VBD — ncnonb3oBaTtb Koaek G.711A B pexxume VBD;
— G.711u VBD — ucnonb3osatb Kogek G.711U B pexmume VBD.

B pexxume VBD (Voice band data) wnto3 BbiKAOYaeT AETEKTOP aKTMBHOCTM peun (VAD), reHepaTop
Kom¢opTHoro wyma (CNG) 1 axoKomneHcaTopbl, YTO HEO6XOAMMO NPU YCTaHOBAEHUN MOLEMHOTO COeAUHEHUS.

V Bbl6paHHblﬁ KoAeK AO0NXKeH 6bITb TaK)Xe aKTUBEH B CNUCKe Pa3roBOpPHbIX KOAEKOB.

e KolOek ¢pakca 1.3 — nossonseT BbIGpaTb KOAEKM W NOPAAOK, B KOTOPOM OHM 6yayT
MCcNoib3oBaThCA. KoAeK C HaMBbICWIMM MPUOPUTETOM HY}KHO NponucaTthb B none «Kogek dakca 1».
[na paboTbl HEOBXOAMMO YKa3aTb XOTA Bbl OANH KOAEK:

—  BblKatoYeH — KogeK He UCnonb3yeTcs.
— @G.711a - wuncnonb3oBaTb Koaek G.711A;
— @G.711u—uncnonb3oBaTtb Kogek G.711A;
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— T.38 —ucnonbzosatb npoTokon T.38.

/ Bce Koaeku ¢aKca gonKHbI 6bITb pasHbimu! Kpome atoro npu Bbibope G.711a uam G.711u
COOTBETCTBYIOLMNIA KOAEK A,0/1KeH BbITb aKTUBEH B CNUCKE PA3roBOPHbIX KOAEKOB
ycTpoiicTBa.

e [lpuHumame nepexod 6 T.38 — npu ycTaHOBAEHHOM dare paspelleH BXoasawui re-invite Ha T.38
OT BCTPEYHOrO W033;

e OG6HapyxceHue akca — onpepenser HanpasBAeHMe BbI30Ba, MPUM KOTOPOM paspeLleHo
AEeTeKTUPOBaTb TOHbI ¢paKca, nocsie Yero byaeT ocyLecTB/ATL Nepexos Ha KogeK dakKca:

— He demexkmuposamb moHbl (haKca — OTKAOYAEeT AETEKTMPOBAHWE TOHOB ¢aKca, HO He
3anpewaet nepegadyy dakca (He byaeT MHMLMMPOBATLCA Nepexos Ha Koaek ¢dakca, Ho
[aHHbIN Nepexos MOXKeT bbiTb CAe/aH BCTPEYHbIM LU/IO30M);

— Obe cmopoHbI — AETEKTUPYHOTCA TOHbI KaK Npu nepeaadve dakca, Tak U npu npueme. Mpu
nepegaye ¢akca getektmpyetca curHan CNG FAX c aboHeHTCcKoM nvHuu. MNpu npueme
¢dakKca geTektTmpyetca curHan V.21 c aboHeHTCKOW NnHUK;

—  BoI3bisarowasa — AETEKTUPYHOTCA TOHbI TONBKO Npy Nepeaadve dakca. Mpu nepepade dakca
aetekTupyetcs curHan CNG FAX c abOHEHTCKOM MHUK;

— Boi3bisaemas — [ETEKTUPYHOTCA TOHbI TONIbKO Npu npueme ¢akca. Mpu npueme dakca
aetekTupyetcs curHan V.21 c aboHEeHTCKOM IMHUN,

e Pasmep uszbbimouyHocmu T.38 Redundancy — pobaBneHne N3bbITOYHOCTM B NaKeTbl T.38, 3HaueHue
COOTBETCTBYET KO/MMYECTBY MNPeAblAyWMX MaKeTOB, KOTOpoe Ayb/MpyeTca B KaKAOM HOBOM
nakeTe T.38. Takol cnocob n3bbITOYHOCTU UCNONbL3YETCA B C/ly4ae NoTepy NaKeToB Npw nepeaave.

donoaHumesnsHbie napamempbi

,ﬂ,DI’IOJ'IHIr’ITeJ'II:.Hl:.Ie napaMeTphl
MNepeaasa DTMF RFC 2833 r
Mepsnada Flash SIP Info (Hookflash) v
Twun Harpyskk gnA naketos RFC 2833 95
CAMHAKOELIA THN HAMPY3KW ANA NPUEMA W Napeadn
HenonesosaTe oSHapyHEHHE THLLHMHEL ¥
McnonesosaTe XONOASENEHWE
Wenonesoeate RTCF

Bpema JUCnepcHH, Mo 32

o [PMMEHHTE X OTmeHa

e [lepedaya DTMF — cnocob nepepaun curdanos DTMF:

— Inband — BHyTpMnonocHas nepeaaya;

— RFC2833 — cornacHo pekomeHgauum RFC2833 B KauyecTBe BblAENEHHOM HArpysku B
peyesblix nakeTax RTP;

—  SIP info — nepepnaya coobuieHnin no npotokoay SIP B 3anpocax INFO.

e [lepedauya Flash — cnocob nepeagauu Flash:

— SIP info (Hookflash) — nepepauya coobuieHuii Ha B3aMMOZEWCTBYIOLLYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitve flash nepepaetca B pacliMpeHuUun
Application/Hook Flash Kak signal=hf;
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— SIP info (DTMF Relay) — nepepnava cooblieHnin Ha B3aMMOAENCTBYIOLLYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitve flash nepepaetca B paclMpeHuUun
Application/dtmf-relay kak signal=hf;

— SIP info (Broadsoft) — nepepavya COOb6LWIEHNI HA B3aUMOAENCTBYIOLLYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitve flash nepepaetca B pacluMpeHuun
Application/Broadsoft kak event flashhook;

— SIP info (SSCC) — nepepava cooblieHnin Ha B3aMMOAENCTBYIOLLYIO CTOPOHY MO NPOTOKOY
SIP B 3anpocax INFO. Cobbitue flash nepepaetca B pacwmpeHun Application/sscc Kak
event flashhook.

V B Tekywieit Bepcumn MO nepegaua Flash BoamorkHa TonbKo no npotokony SIP.

e Tun Haepy3Ku 0asa nakemos RFC2833 — Tun Harpysku gnsa nepegaym naketos no RFC2833
(pa3pelueHHble ANA UCNONb30BaHMA 3HaYeHusA — oT 96 go 127);

e OOuHaKosbIli mun Hazpysku 048 nNpuéma u nepedayu — onNuMA UCMONb3YETCA NPU UCXOAALLEM
BbI30BE A1 COr/1acoBaHMUsA TUMA Harpysku cobbiTuii, nepegasaembix no RFC2833 (DTMF u Flash).
Mpun yctaHoBneHHoM ¢nare nepegayda M npuem cobbitmit no RFC2833 ocywectBnsetca ¢
HarpysKoi 13 NPMHATOrO OT BCTPEYHOM CTOPOHbI coobuieHus 2000k. Mpu cHATomM dnare nepenaya
cobbiTMin no RFC2833 ocyuwecTBAfeTca C Harpyskolh m3 npuHatoro 2000k, a npuém — ¢ TMnom
HarpysKku ns cobcteeHHOM KoHdUrypaLmm (yKasbiBaeTcs B ucxogsawem Invite);

e Ucnonvzosame 0bHapymeHUe MuWUHbl — NPU YCTaHOBAEHHOM ¢dnare MCNoab30BaTb AETEKTOP
TULIWHbI;

e Ucnonvzosams axornodasseHue — Npu yCTaHOBNEHHOM diare MCNONb30BaATb IXONOAaBNEHNE;

e Ucnonvzoeame RTCP — npwn yctaHoBAeHHOM diare ucnonb3oBaTb NpoTtokoa RTCP gns KoHTpons
33 Pa3roBOPHbIM KaHaJ/IOM:

—  WHmepesan nepedayu — HTepBan nepeaaym naketos RTCP, cek;

— [lepuod npuema — nepuog npuéma coobuweHus RTCP usmepsaetcs B eaMHMLAX
WHTepBasia nepesayun; ecan No UCTEYEHUU nepuosa NPMEmMa OT BCTPEYHOMN CTOPOHbI
He byaeT nosyyeHo HM ogHoro RTCP-naketa — TAU-2M.IP pa3pbiBaeT coeguMHEHUe;

— RTCP-XR — npu yctaHoBneHHOM dnare 6yayT oTnpaBnsatbca naketbl RTCP Extended
Reports B cootBetcTBumM ¢ RFC 3611;

e Bpemsa ducnepcuu, mc — napameTp, NO3BOAAIOLWMIA BOPOTLCA C 3XOM, BbI3BaHHbIM Aucnepcueit
pe4yeBoOro cMrHana. 3HavyeHUA NapameTpa U3IMEHAIOTCA B NPOMEKYTKe oT 2 40 128 mc.

O6wue HacTpoiku npoduneit SIP

OBWKMe HACTPOMKK

Wcnoneaoeats STUN

Tammep T1, mc 00 (100-10:00)
Taiimep T2, mc 4000 (1000-32000
Taimep B, mc 32000 (1000-39000
LInR 3anonnenls HRECTPoEK malmepos SIF # 10 yMon4aHue

PEKOMEHOOSSHHEIL SHSHEHLIAMY HENMUMS KHOMKY
TpascnopT UDP (npegnouturensHo), TC ¥

Cneyndwkauma ToHoE Pocoun v

+ [PHMEHNTE ® OTMeHa
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e Ucnonvzosams STUN — npu yctaHoBneHHoM ¢nare ucnonbsyetcs npotokon STUN (Session
Traversal Utilities for NAT) ans onpeaeneHua nybaMuyHOro aapeca ycTpoiicTea (BHellHero agpeca
NAT). PeKomeHayeTca UCMO/b30BaThb AaHHbIN NPOTOKO Npu paboTe ycTponctea Yepes NAT;

e Adpec STUN-cepsepa — IP-agpec nnn gomeHHoe umsa cepsepa STUN, yepes gBoeToume MOXKHO
BBECTW aNibTepPHATUBHbIN NOPT cepBepa (No ymonyaHuio 3478);

e UHmepsan onpoca STUN-cepsepa, cek — WHTEpPBaJa, NO MUCTEYEHUM KOTOPOro OTMNPABAAETCA
3anpoc Ha cepsep STUN. Yem meHblie MHTepBasn ONpoca, TEM BbllWE CKOPOCTb peakuum Ha
n3MeHeHune nybanyHoro agpeca.

- Tatlimep T1, mc — nHTepBan mexay nocbinkon nepsoro INVITE u BTOporo npu OTCyTCTBUM
oTBEeTa Ha nepBblii B Mc, ana nocneayowmx INVITE (TpeTbero, 4eTBepToro M T.4.) OaHHbIN
WHTepBaN yBennumBaeTca BABoe (Hanpumep, npu 3HadeHun 300 mc, BTopol INVITE byget
nepepaH yepes 300 mc, TpeTnin — yepes 600 mc, yeTBepTbiid —4yepe3 1200 mc n 1.4.);

- Talimep T2, MC — MaKCcMManbHbIA WHTEpBan Ana nepenocbiiku He-INVITE 3anpocos u
otseTos Ha INVITE-3anpocsl;

— Talimep B, mc — obwmit TanmayT nepegaym coobweHnmii INVITE B mc. Mo ncre4eHnmn gaHHoro
TalMayTa onpegensierca, YTo Hanpas/ieHMe HenocTynHo. Mcnonb3yetca gns orpaHuMyeHus
peTpaHcaauuii coobweHnn INVITE, B Tom uncne gns onpeneneHus gocTynHocTy;

e TpaHcrnopm — BbIGOP NPOTOKOMA AN TPAHCMOPTUPOBKM CO0bLEeHMIA NpoToKona SIP;
e CneyuguKkayusa moHo8 - BbIGOp CTpaHbl 417 onpeaeneHus Ucnosblyemoro Habopa TOHOB.

[Nna BCTYyNAEeHMs B CUAY HOBOW KOHOUIypauuun M 3aHeceHWs HaCTPOeK B 3HEProHEe3aBUCUMYHO MamsATb
HaXXMUTe KHONKY «TpumeHumoe». AN OTMEHbl USMEHEHUI HaXKMUTE KHOMKRY «OmmeHa».

2.6.3.5 NogmeHio «Mpodunu dialplan»

B aTOM NoaAMEHI0 MOXKHO HaCTpoOuUTb npod)mnm BbI30Ba A/1A UCMNOJIb30BAHWA Ha PA3/IMYHbIX HAaNpaB/1EHUAX.

Cnucok npodomneii dialplan

Homep npodmna dialplan MNpodmnn SIP

profile: 0

Bcero moxHo HacTpouTb 4 npoduns dialplan.
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PedakmuposaHue npoguns dialplan

Pepaktuposanue npodvns dialplan 0

Kogekn

Koadek 1 G.711a v

Konek 2 G729 A

Kodek 3 G.711u v

Konek 4 G723 A

Kodek 5 G.726-24 v

Konek 6 G 726-32 A

Kodek 7 G.722 v

Bpems naketusayun G.711, mc 20 v
Bpema nakeTusauni G.729, mc 20 v
Bpema naketusaumu G.723, Mc 30 v
Bpema nakeTusaunn G.726-24, mc 20 v
Bpema naketusaymm G.726-32, mc 20 v

Tun Harpy3kM G.726-24 | 103

Tun Harpy3kmn G.726-32 104

Mepepa4a hakca n Mogema

Mepeaada Mogema G.711a vBD b
Koaek dpakca 1 G.711a A
Kogek dhaxca 2 G.711u b
Kogek pakca 3 BhikntoyeH A

MpuHMMaTe nepexod & T.38
OOononHUTENbHEIE NapaMeTpel

MNepena4a DTMF RFC 2833 v

w
o

Tun Harpy3kW AnA nakeToe RFC 2833
MCnonb30BaTh OOHAPYKEHUE THLWMHEl (¥
Mcnonb3oBaTh 3XONOAaBNeHHe ¥

Bpema gucnepcud, mc | 32

MakcuMansHoe KONUYEeCTBO BbI30BOB 12

Pwurrep-Gycep

IMuHUMANbHAA 3a0epMmKa, MC 40 v
MakciManbHas sanepika, Mo 130 v

QakTop onTuMK3aunK Oydepa T v

Mopor HeMeAneHHoro YAANEHWA NaKkeTos, MC 500 v

OpMHaKOBbIA TWIN HAMPY3KW ANA Npréma 1 nepedaqm
AETOMBTUMECKOE YCUMEHUE Ha NpUEME

YpOBEHE YCHIEHWA NprUema 25 1B
ABTOMATHYECKOE YCHNEHUE Ha Nepefaqe

YPOBEHb YCUNEHUA NEpefa‘ -25 nb
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Kodeku

Kodek 1..7 — no3BonsieT BblbpaTb KOAEKN U MOPAAOK, B KOTOPOM OHWU ByayT MCNONb30BaATbCA.
KogeKk ¢ HamBbiCLUMM MPUOPUTETOM HYKHO nponucatb B nose «Kopek 1». Ona pabotol
HeobXxo4MMO YKa3aTb XOTA Obl O4ANH KOLEK:

—  BbIKa0YeH - KOOEK He NCNONb3YeTCA.

— @G.711a —wncnonb3oBaTb Kogek G.711A;

— @G.711u—wucnonb3oBaTtb Kogek G.711U;

— @G.723 —ucnonb3oBaTb Koaek G.723.1;

— G.729 (A, B) — ncnonb3oBaTtb Koaek G.729 annexA nnu G.729B;
— G.726-24 - ncnonb30BaTh KogeK G.726 co ckopocTbio 24 Kbut/c;
— G.726-32 - ncnonb3oBaThb Kogek G.726 co ckopocTbio 32 Kbut/c;
— @G.722 - ncnonb3oBaTb Koaek G.722.

Bpemsa nakemu3ayuu — YACNO MUJIUCEKYHA, peun B oaHom RTP-nakete (gns kogekos G.711A, ,
G.729, G.723 n G.726).

Tun Haepy3KuU - TN AUHAMUYECKOMN Harpysku ansa Kogeka G.726-24 unm G.726-32 (paspelueHHble
AN UCNONb30BaHUA 3HaYeHua — ot 96 ao 127).

[epedaya ¢hakca u modema

Mepedaya modema — BbIGOP KOAEKA, KOTOPLIV BYAET NCNOIb30BaATLCA A7 Nepesayn A4aHHbIX Npu
OEeTeKTMPOBAHMM LWJIHO30M CUTHAI0B MOLEMA:

—  BbIK/IOYEH — HE AEeTEKTMPOBATb CUTHA/Ibl MOAEMA;
— G.711a VBD — ncnonb3osaTtb Koaek G.711A B pexxmume VBD;
— G.711u VBD — ucnonb3osatb Kogek G.711U B pexmnme VBD.

B perxknme VBD (Voice band data) wnto3 BbiKAOYaeT AETEKTOP aKTUBHOCTM peun (VAD), reHepaTop

Kom¢popTHOro wyma (CNG) 1 axoKomneHcaTopbl, YTO HEOBXOAMMO NPU YCTAaHOBEHUN MOLEMHOTO COeAMHEHUA.

V Bbl6paHHbIi KOAEK A,0/MKeH 6bITb TaKKe aKTUBEH B CMIUCKE Pa3roBOPHbIX KOAEKOB.

Kooek ¢akca 1..3 — nosBossfeT BbIGpaTb KOAEKM W NOPAAOK, B KOTOPOM OHM byayT
Mcnosb3oBaThbcA. KoAek ¢ HauMBbICWMM NMPUOPUTETOM HYXKHO NponucaTh B none «Koaek dpakca 1».
[na paboTbl HEOBXOAMMO YKa3aTb XOTA Bbl OANH KOAOEK:

BbikntoveH — KoAek He UCNob3yeTca.
G.711a — ucnonb3oBaTtb Koaek G.711A;
— G.711u - uncnonb3oBaTtb Kogek G.711A;
— T.38 —uncnonbzosaTb npoTtokon T.38.

V Bce KogeKku dpaKkca AomKHbl 6biTb pasHbiMmu! Kpome atoro, npm Bbi6ope G.711a unau G.711u

COOTBETCTBYHOLUMIT KOAEK [oNKeH ObiTb aKTMBEH B CNUCKE Pa3sroBOPHbIX KOAEKOB
YyCTpOWCTBa.

MpuHumames nepexod 8 T.38 — Npu yCcTaHOB/eHHOM dnare paspelleH Bxoaawmi re-invite Ha T.38
OT BCTPEYHOrO LW/033;

Pasmep uzbbimoyHocmu T.38 Redundancy — pobasneHune n3bbITOMHOCTM B NaKeTbl T.38, 3HaueHune
COOTBETCTBYET KOMMYECTBY MNpeablaylunx MNaKeToB, KOTOpoe Ayb/auMpyeTca B KaXKAOM HOBOM
nakeme T.38. Takoh cnocob6 M36bITOYHOCTM MpeAHasHayeH B C/Ayyae MNOTEPU MAKeToB npu
nepegade.
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HonoaHumesnbHble napamempbi

e [lepedavya DTMF — cnocob nepepaym curHanos DTMF:

— Inband — BHYTpMNOAOCHas Nepesaya;

— RFC2833 — cornacHo pekomeHgaumm RFC2833 B KauyecTBe BblAe/I€HHOW Harpysku B
peyesbix nakeTtax RTP;

—  SIP info — nepepaya coobueHni no npoTtokony SIP B 3anpocax INFO.

e Tun Haepy3Ku 074 nakemoe RFC2833 — Tun Harpysku ans nepegadm naketos no RFC2833
(paspelleHHble A4na UCNONb30BaHMUA 3HaYeHMA — oT 96 ao 127);

U Ucnons3osams O6H0py)f(€HU€ muWwiuHbl — NpnU YyCTaHOB/IEHHOM d)nare MCNoNb30BaTb AETEKTOP
TULWIWNHDI,

e Mcnonwe3osame sxonodasseHue — npn yCtTaHOB/IEHHOM d)nare MCNonb30BaTb aXonoaaB/ieHne;

e Bpemsa ducnepcuu, Mc — napameTp, NO3BOAAIOLWMNIA BOPOTLCA C 3XOM, BbI3BaHHbIM Auchnepcueit
pevyeBoOro curHana. 3HadyeHUA NapameTpa UIMEHAIOTCA B NPOMeKyTKe oT 2 A0 128 mc;

. MakcumanbHoe Konu4yecmeo 86130808 — 3TOT napameTp nNo3BOsIAET YCTAHOBUTL OrpaHUYEHNE Ha
KOnm4yecTBo O4HOBPEMEHHDIX BbI3OBOB Ha HalnpaB/ieHNUN.

[ummep-bygep

e MuHUMGAbHAA 300epPHKA, MC — MUHUMANbHOE OXUAAemoe BpeMsa 3aZepPKKU pacnpocTpaHeHus
IP-naKkeTa no cety;

o MakcumanbHas 3a0epHKa, MC — MaKCUMaJIbHOE OXKMAAaeMoe BpemMs 3a4ePHKKM pacnpocTpaHeHUs
IP-naKeTa no cety;

e ®akmop onmumuzayuu Oygepa — nNapameTp, WUCMONb3YeMbl AAA ONTUMM3ALMM pasmepa
OKUTTEP-bydepa. PekomeHayeTcs BbICTaBAATbL ero 3HayeHue B 0;

e [lopoz HemeOneHHO20 yOasneHUs MaKemos, MC — MaKCUMa/bHbIM NPOMEXKYTOK BpeMeHW, Yepes
KOTOPbIN MPOUCXOAMUT yAaNeHWe peyeBbiX NakeToB M3 Bydepa. 3HauyeHWe JaHHOro napameTpa
60/ble UK PaBHO MaKCMMaNbHOM 3aaep:KKe (gonycTumblie 3HauyeHusa ot 0 go 500, HO He meHee
3HaYeHua MaKcMmanbHoro bydepa AxKuUTTEPa);

e OO0uHaKosbIl mun HagpysKu 045 Npuéma u nepedaqyu — NpPn ycTaHOBJAEHHOM dJiare MCNoab30BaTb
OAMHAKOBbIN TUN HarpysKW 418 NpMemMa U nepegauu;

e Asmomamuyeckoe ycuseHue Ha rpuéme — ecan dbnar ycTaHOBMEH, TO MPUHMMAEMbI CUTHAN
byner ycuneH A0 3a4aHHOrO ypoBHA (MakcMmanbHoe ycuneHue curHana +/- 15a6), uHaue
yCUneHne NponssoauTbca He byaerT;

e YposeHb ycuneHus npuéma — onpefenser 3HayeHue YpoBHA, A0 KOTOporo byaeT ycunmBaTbes
aHa/NoroBbIM CUTHaN Npu Npueme (AoNyCTUMbI 3HadveHus -25, -22, -19, -16, -13, -10, -7, -4, -1 ab);

e Asmomamuyeckoe ycuneHue Ha nepedave — ecnu dnar ycTaHOBAEH, TO NepeAaBaemMblit CUrHan
byaeT ycuneH A0 3a4aHHOrO YpPoBHA (MaKcMMasnbHoOe ycuneHue curHana +/- 1546), uHaue
ycuaeHue NpovsBoauTbCa He byaerT;

e YposeHb ycuneHusa nepedayu — onpenenset 3HaueHWe YPOBHSA, A0 KOTOporo byaeTt ycunamsatbea
aHa/NIoroBbIN CUrHaN Npu Nepeaaye (AoNyCcTMMbI 3HadveHua -25,-22, -19, -16, -13, -10, -7, -4, -1 aB).
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2.6.3.6 MogmeHto «Ipynnbl Bbi3oBa»

B nogmeHto «pynnbl BbI30Ba» BbINOJHAETCA YpaB/eHWe rpynnamm Bbi30BOB.

lpynnbl Bbl30Ba NpeAHasHavyeHbl AN BbiNOAHEHUA GYHKUMN LeHTpa 06paboTKn BbI3OBOB. YCTPOMCTBOM
noaaep:Kmeaetca 3 perknma paboTbl rpynn Bbi3oBa:

e [pynnosoli (Group) — pexunm, Npu KOTOPOM BbI30B MOCTyMaeT Ha Bce CBOHOAHbIE MOPTbI rPYMMbl
oaHoBpemeHHo. [pu OTBeTe OAHOr0 M3 YYaCTHWKOB rPynMbl BblI30B Ha OCTajibHble MOPTbI
npekpalaercs;

e 3alepxaHHbili epynnoeoli (Serial) — peXum, NpuU KOTOPOM BbI3OB MNOCTYNaeT Ha NepBbi
cBOOOAHBIM B CNUCKe Tpynnbl MOPT, 3aTem, 4Yepe3 OnpenesieHHbl MPOMEKYTOK BpPeMeHMU
(Talimaym ebiz08a cnedyrowe2o nopma), K OCHOBHOMY no6aBaseTcsa ciegyowmini cBoboaHbIi B
cnvcke nMopT M T.4. MNpu OTBETE OAHOIO M3 YYACTHWMKOB TPYMMbl, BbI30B Ha OCTasIbHblE MOPTbI
npekpawaeTcs;

e [louckoesilli (Cyclic) — pexxum, npu KoTopom no TaimayTy (Talimaym evi3o8a cnedyrouiezo nopma)
nocnefoBaTesibHO BblGMpaeTca CBOGOAHbIM YYaCTHMK M3 COCTaBa rPynmbl, U Ha 3TOT HOMep
nepexoauT Bbl30B.

pynnel BeI3OBA
@
WmA rpynnkl Cratyec Mpodgune SIP Homep TenedoHa CocTae rpynnsl
= Groupt x 1t profile
= Group2 x 1st profile
Group3 x 1st profile

e Vms epynnel — Ha3BaHMe rPynnbl Bbi30Ba;

e Cmamyc — coCTOsIHME TPYNMbl BbI30Ba: BKAKOYEH, BbIKNIOYEH;

e [Ipoghuns — SIP-npodunb, UCNONb3YEMbIN FPYNMNOM BbI3OBA;

e Homep menegoHa — Homep TenedoHa rpynnbl BbI3OBa;

e Cocmas epynbl — CNUCOK IMHUIA (NOPTOB), KOTOPbLIE BXOAAT B rpynny Bbi30Ba.

[NA BbINONHEHMA HACTPOEK TPYynMbl BbI30Ba HAa)KMWUTE Ha COOTBETCTBYIOLLYIO CCbIJIKY B KONOHKE «MmsA
2pynnoi»:
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PegakTupoBaTh rpynny

BrntounTh

®

Mpoguns 1st profile v
Uma rpynnel | Group
Homep TenedgonHa

WM#A nons3osartens Ansa
ayTeHTH UKALMK

MNapons AnA ayTeHTdHKaLMKI
SIP nopt 5060
Twn rpynnel Group v
Pa3mep c4epeam Bolizosa 10
TalimayT OTBETA Ha BBI30B. ¢ 20

Pa3spewnTs NepexeaT BbI30Ba Ha rpynny ¥

CocTae rpynnsl
NuHnA 1

NuHua 2

BK/t04UMb — NpU yCTaHOBN@HHOM d1are UCNosb30BaTh rpynmny;

Mpoghune — SIP-npodunb, HasHAYEHHbIN rpynne Bbl3oBa. HacTpoiikn npoduns BbINOAHAOTCA B
pasgene «IP-menegoHus -> lpogunu;

Ums epynnel — naeHTMGUKAUMOHHOE UMSA TPYMMbl;
Homep menegoHa — TenedOoHHbIV HOMEp FPynMbl BbI30BA;

Umsa nonsszosamensa 048 aymeHMUGpUKayUU — UMA NOJb30BaTeNsA, KOTOPOE UCMOAb3yeTca ANA
ayTeHTUPMKaumm Ha SIP-cepBepe;

Mapone 0na aymeHmupukayuu — napoab ANA ayteHTMduKauumn Ha SIP-cepsepe;
SIP nopm — anbTepHaTUBHbIN SIP-nopT rpynnbl (o ymonyaHuto 5060);
Tun epynnesl —TWN rPynNnbl Bbi30Ba:

— Group — cUrHan Bbi3oBa NOAAETCA Ha BCE NOPTbI B rpynne 04HOBPEMEHHO;

—  Serial — KoNnMYecTBO NOPTOB, Ha KOTOPbIE NOAAETCA BbI3bIBHOW CUTHA, YBEMYMBAETCA Ha
OAMH MO UCTeYEeHMM TaliMayTa BbI30Ba CNeAyoWwero nopTa;

—  Cyclic — curHan Bbi30Ba Yepes MHTEPBAJ, PaBHbIlM TaliMayTy BbI30Ba C/leAyHOLWEro nopTa,
noZaeTcs No oYepeam Ha Kaxkablii mopT B rpynne. MNpu AOCTUKEeHUM nocieaHero nopTa B
rpynne o63BOH NPoA0/IXKaAETCA BHOBb C NEPBOro NopTa;

Talimaym ebi308a crnedyrowe20 nopma, ¢ — ONUMA UCNOAb3yeTcA rpynnamu Tuna «serial» u
«cyclicy n 3apgaeT MHTepBan BpemMeHW B CEKyHAAX, Yepe3 KOTOpPbI OCYLLEecTBAAETCA BbI30B
cnepytowiero/cneayoLmx nopTos;

Pasmep oqepedu 8bl30808 — HaCTpOﬁKa NO3BO/IAET OrpaHN4YnNTb MaKCUMMaJZibHOeE YYUCNO
HeoTBeYeHHbIX BbIS3OBOB B o4epeaun rpynnbl Bbi3oBa. nOCTyI'IVIBLLIVIVI BbI30B HE CTaBUTCA B o4epeapb,
€C/in B rpynne ectb CBO60/.'J,HbIe nopThbl;

Taﬁmaym omeema Ha 8bl308, C — eCNn He 6y,u,eT OTBETA Ha prI'II'IOBOVI BbI3OB MO UCTeYEeHUU
AaHHOIo MHTEepBaa BpeMeHMU, Bbi30B C6paCbIBaeTCﬂ,'
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e Pa3spewums nepexseam 8bi308a HA 2pyrnny — Npu yCTaHoBAeHHOM dnare paspelleH nepexsat
BbI30BA, NMOCTYNMBLIErO Ha rpynny. MepexsaT BbI30Ba BO3MOXKEH, TO/IbKO €C/IM aDOHEHTbI rpynnbl
BbI30Ba NpMHageKaT o4ou rpynne nepexsata (2.6.3.7 MogmeHto «[pynnbl nepexsaTta»).

e Cocmas epynnbl — Npu ycTaHoBAeHHOM dnare nnHUA (nopT) 6yaer BXOAWUTb B COCTaB AaHHOM
rpynnbl BbI30Ba.

Ona BCTynaeHua B CUY HOBOW KOHOUIypauuu U 3aHECEeHUs HAacTPOeK B 3HEpProHe3aBMCUMMYIO MamMATb
HaXXMUTE KHOMKY «[TpumeHums». 1na OTMeHbl USMEHEHUI HaXXKMUTE KHONKY «OmmeHa».

2.6.3.7 NogmeHio «pynnbl nepexsara»

MoameHto «pynnel nepexeama» CAYXKUT ANA HACTPOMKKM rpynn nepexsaTta BbI30Ba.

lpynna nepexsaTta BbI30Ba — rpynna aboHEHTOB, YNOJHOMOYEHHbIX MPUHUMATL (NepexBaTbiBaTb) N06OW
BbI30B, Hampas/ieHHblA Ha Apyroro aboHeHTa, BxogAWero B rpynny. To ecTb, KaxAabli abOHeHT,
NPUHaANEXKaLWMN Tpynne, MOMKET NepexBaTUTb BbI3OB, MOCTYNUBLUMK Ha Atoboro gpyroro aboHeHTa AaHHOM
rpynnbl nytem Habopa Koga nepexsaTta. HacTpolika Kofa nepexBaTa OCYLECTBAAETCA B NyHKTe «[11aH
Hymepayuu» noamerto «f1pogunu».

Mpynnbl nepexsaTa

NuHnA 1 NnHna 2

C}

Mpynna 1 "

[ns pobasnenuns/yganeHuna AMHUM ycTaHoBUTe/CHUMUTE GAar HaNnPoOTMB 3a4aHHOM rpynnbl.

[Nna BCTYNAEeHUs B CUAY HOBOW KOHOUIypauumn M 3aHeceHWs HACTPOEK B IHEProHEe3aBUCUMYIO MamATb
HaXXMUTe KHONKY «TpumeHuUme». N OTMEHbl U3MEHEHUI HaXKMUTE KHOMKRY «OmmeHa».

Ucnonv3zosaHue ycayau:

Ha TenedoHHbIlt annapaT aboHeHTa, NpUHag/AeXKalero rpynrne nepexsarta, NocTynaeT Bbi3oB. Ecu
aboHEeHT He MOKeT OTBETUTb Ha BbI30B — APYrol aboHeHT, TaKKe MpUHagNeXKalmii 3Ton rpynne w
NCMONb3YIOLWMIA TOT e Npoduab SIP, MoXKeT nepexsBaTTb NOCTYNUBLINIA BbI30B. [/1A 3TOro OH AO/KEH HabpaTb
Kog, nepexsaTa, NoC/e Yero NPomM3onaeT coegmMHeHMe ¢ Bbi3biBaloWwmMm aboHEHTOM.

ObpaTtnte BHMMaHWE, YTO MepexBaT Bbi30Ba BO3MOXEH TOJ/IbKO B TOM C/yyae, €C/M Bbi3biBaeMblli U
nepexBaTbiBatOLWMI BbI30B aBOHEHTbI MCNOJIb3YIOT OAMH U TOT e SIP npodub.

lpynna nepexBaTa MOXET MWCMO/b30BaTbCA COBMECTHO C rpPynnoi Bbi3oBa, A/1A 3TOr0 BCE NOPTHI,
npuvHagaexKalpe rpynne Bbl30Ba, AO/IKHbI NPUHaANEXKaTb rpynne nepexsaTa. B aTom cayyae noboit nopt
NpUHaaAeKalWwmn rpynne nepexsarTa MOXKeT NepexBaTUTb BbI30B, NOCTYNMBLUNIA Ha FPYNMNoBON HoMep.

Ecnu aboHeHT HabupaeT Kog, Nnepexsata B MOMEHT, KOr4a Ha rpynny uam tenedoHHbIiA NopT He nocTynaeT
HW OA4HOTO BbI30Ba — abOHEHTY ByAeT BblAaH CUrHaN «3aHATOY.
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2.6.3.8 NogmeHio «MpeduKcbl ynpasneHmna OBO»

B noameHto «lMpedukcbl ynpasneHuna [ABO» HacTpamsaroTcA KoAbl, Habupaemble ¢ TenedpoHHOro
annapaTta, 4na akTMBaumu nnm geaktusaumm ycayr 4B0O.

ABGOHEHT MOXeT YynpaB/AATb COCTOAHMEM YCAYr CcO cBoero TenepoHHOro annapata. J[JocTynHbl
cnepytowme GyHKLUK:

e aKTMBaAUMA ycnyru — * kog_ycnyru #;
e pOBEpPKa aKTUBHOCTU yciyrv — *# koa_ycnyru #;
e OTMeHa ycnyru - # kog_ycnyrm #;

Ona aktuBauumn ycayr «besycnoBHas nepeagpecaunsa», «lepeagpecauma Bbi30Ba MO 3aHATOCTUY,
«Mepeagpecaumsa no HeoTeeTy», «[opAYas/Tennas AaMHUA» TpebyeTca BBECTM HOMep TenedpoHa:

* Kog_ycnyru * Homep_TenedoHa #
Mocne BBOAA KOAA AKTMBALMWM MAWU OTMEHbI YCAYTM abOHEHT ycablwuT curHan «lMoarteepykaeHve» (3

KOPOTKUX cmrHana), KOTOprﬁ rOBOPUT O TOM, 4TO yCayra yCnewHO akTuBnpoBaHa Ui OTMEHEHA.

Mocne BBOZA KoAa MPOBEPKM YCAYrM abOHEHT MOMKET yc/iblwaTtb AMbo curHan «OTBeT CTaHLMU»
(HenpepbIBHbIN curHan), AMb6o curHan «3aHATo» (KopoTkue ryakn). CurHan « OTBET CTaHLMUMU» FOBOPUT O TOM, YTO
yC/yra BKAOUYEHa M aKTUBUPOBaHa, CUrHaN «3aHATO» — yC/Iyra BbIKNO4YeHa.

Mpedukeel ynpasneHua ABO
®
Yenyru BO Koa akTMBaLMK Kop peakTMBauuMmn Kon npoBepkM cTaTyca ycnyru
- BesycnosHas nepeagpecayuna o 21 " #21# H21#
&
Mepeagpecauuna no 3aHATOCTH .99 " #22# HAH
MepeagpecauMa no HEOTBETY < 61 4 #51# HO1H
Pa3pelunTe NEpeXBaT BbI30Ba Ha NopT . 08 " #08# *#00#
lopAYan/Tennan NHHWA . 53 e #53# *#52#
CuaaHWe BbIz0Ba X 43 " #43% #4324
He GecnokonTe X 96 " #26# *H26#
YHpaBneHme aboHeHTCKNM cepsucom
e Ycnyau [1BO — cnucok ycnyr [BO:
— 5€3yC/706HGFI nepeadpecaqu;q — ycnyra, npu aKtuBauuun KOTOpOﬁ BCe BbI3OBbI,

nocTynueluMe aboHEeHTY, NepeHanpaBAAOTCA Ha 3a4aHHbI HoMep;

— Tepeadpecayus ebi308a Mo 3aHAMOCMU — YCAyra, NPU aKTUBALMW KOTOPOW BCE BbI30BbI,
noctynuelumMe aboHeHTY, B C/Ay4ae ero 3aHATOCTM NepeHanpasBAAloTCA Ha 3a4aHHbIN
HoMmep;

— [lepeadpecauus no Heomeemy — ycayra, NpPUM aKkTMBaUMW KOTOPOM BCe BbI3OBbI,
noctynueluMe aboHeHTy, MNepeHanpaBAAlOTCA Ha 3afaHHblIA HOMep nNpW HeoTBeTe
aboHeHTa B TeyeHMe onpeaeieHHOro BpemMeHu;

AboHeHmckul wmo3 TAU-2M.IP 79



S» ELTEX

—  Paspewumb nepexeam 6b1308a HA 1MOPM — €CN yCayra akTMBMpoBaHa aboHeHTOM —
MOCTYMMBLIME HA HEro BbI30Bbl MOTYT BbITb NepexsayeHbl APYrMMU aboHEeHTamMKn U3 TOM
e rpynnbl nepexsara;

— Tlopayasa/Tennaa AMHWA — NpU aKTMBAUMM YCAYTK, MOCAe NOAHATUA TPYbKM 4epes
YCTAHOBNEHHbIN WMHTEPBAN BPEMEHM MNPOUCXOAMT aABTOMATMYECKMIt Habop 3agaHHOro
HoMmepa;

— OwudaHue 8bI13080 — aKTUBALMA YCAYrY No3BoAsAeT aboHEHTY B COCTOAHMM Pa3rosopa
noay4aTb yBegOMMEHME O HOBOM MOCTYMMBLUEM Bbl30BE. ABOHEHT MOMKET MPUHATD,
OTKNOHWTb MM UTHOPUPOBATb OXKMAAOLWNIA BbI3OB;

— He becriokoums — ycnyra nossonsetr aboHeHTYy BPEMEHHO OrpaHuWYuTb BCe BXoAdAlLMe
BbI30BbI.

e Kod akmusayuu — Kog, s akTMBaLLMK YCAyru;
e Kod deakmusayuu — Kog, ANA LeaKTUBaLUM yCayru;

e KoO nposepku cmamyca ycayau — Kog, LN KOHTPOA aKTUBHOCTU YCAYTH;

Koa Aeaktusaumm mn Kopg, NPOBEPKU CTaTyCa YCAyrn 3ano/IHAKTCA aBTOMAaTU4YECKU Ha OCHOBaHUMN KOAa
dKTUBaUuunun.

[na BCTyNAeHWs B CUAY HOBOW KOHOUIypaLuu M 3aHECEHWA HACTPOEK B SHEProHe3aBMCUMYO MaMATb
HaXXMUTe KHOMKY «[TpumeHuUmoe». AN OTMEHbl USMEHEHUI HaXKMUTE KHOMRY «OmmeHa».

2.6.3.9 NMNogmeHo «CurHanbl Bbi3oBa»

B noameHto «CMrHasbl BbI30Ba» OCYLLECTB/AETCA HACTPOMKa a/IbTEPHATMBHOIO CMrHana Mocbl/IKM Bbi30Ba
(kapeHuUKn) B 3aBUCMMOCTM OT 3HaYeHus 3arosioBKa Alert-Info Bo Bxogawem Invite. 3HaueHne KageHuuu ans
Ka)K[0ro CUrHasa Bbi30oBa 3a4aéTcCs B BUAE NOCNEA0BATE/NIbHOCTM Yepeayowmxca AANTeNbHOCTEN MMMY/IbCa U
nays, pasgeneHHbix cumsonom " umau 3HayeHne AAUTENbHOCTM WMMy/Abca/naysbl 3agaetca B
MUAIUCEKYHAAX WU AO0/MKHO BbiTb KpaTHO 100. MuUHMManbHas AAUTENbHOCTb MMNyAbca/naysbl cocTaBaser
200mc, maKkcumanbHasna - 8000 mc.

Ons Toro 4to6bl NPUBA3aTL ONPeAEeNEHHYI0 KaZeHUMIo K 3HauyeHuto 3aronoBka Alert-Info Bo Bxoaswem
Invite, Heobxoaumo B cooTBeTcTBytoWwEemM npodune SIP akTuBuposaTb dnaar «Obpabamsieams 3a201080K Alert-
Info», a B HacTpolKax KafZeHUWM yKa3aTb Ha3BaHME cMrHana B nosne «HasBaHue curHana» (Hanpumep, Example-
cadence). KageHuua byaeT npourpaHa B IMHUIO, €Cin BO BXxoaswem Invite 3aronosok Alert-Info byget nmetb
3HayeHue <http://127.0.0.1/Example-cadence>.

Ecnmn kageHums no 3aronoBky Alert-Info He HalgeHa, 6yaeT nponsBeaeHa NOMbITKa HAUTU KageHUMIO No
HOMepy BbI3blBatowero aboHeHTa. lMpu OTCYTCTBUM nocieAHer BblAaeTca CTaHAAPTHbIM CUrHan Bbi30Ba C
KageHuumel "1000,4000".

n,n
) .

Tabnuua curHanos

HazeaHue curiana KapeHuus
Bellcore-dr1 1000,4000
Bellcore-dr2 1000,3000
Bellcore-dr3 1000.2000
Bellcore-drd 1000.1000
Bellcore-drs 700.700,700,3000
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ﬂ,ﬂﬂ penakTnpoBaHMA onpeageneHHoro CurHaza HaXXMuUTe Ha COOTBETCTBYHOLWLYHO CCbIZIKY B KOJIOHKE
«Ha3saHue cuzHana».

Onsa pobaBneHna cMrHana HaxkmuTe KHOMKY «[106aBUTb» 1 BbINONHUTE CAeAytowme HaCTPOMKM:

Pena KTUPOB&aTk CHUrHan

HassaHwe curHana Bellcore-dri

KaneHuuA 1000,4000

U HasseaHue cucHana — uma cUrHana;

e KadeHyus — pANTENbHOCTb MOAAYM BbI3bIBHOINO HaMnpAXeHUa Ha TenedoHHbIN annapaTt u yepes
3aMATYIO/TOYKY C 3amATON A/IMTENbHOCTb Nay3bl M4y CUrHanamu Bbi3oBa, oba 3HadeHus
OO0/MKHbI 6bITb KpaTHbI 100 Mc, MMHMManbHoe 3HadYeHne 200mc, makcumanobHoe — 8000 mc;

[na BCTynAeHus B CUly HOBOW KOHOUIypaLuu M 3aHECEeHWA HACTPOEK B SHEProHe3aBUCUMYD MaMATb
HaXXMUTe KHOMKY «[TpumeHuUmoe». AN OTMEHbl USMEHEHUI HaXKMUTE KHOMRY «OmMeHa».

2.6.3.10 MeH10 «UcTOpPUA BbI3OBOBY

B nogmeHto ((MCTOpMFI Bbl30OBOB» NMPON3BOAUTCA HaCTDOVIKa BeAeHNA XPOHO/I0TK BbISOBOB.

icTopWA BbI3OBOB

Faamep WCTOPUK BIZ0E0E 20

ManyyuTk Gain MCTOpKMK BbI30B0E r* CKayaThb

OUNCTHTL CTOPWID BRI30B0E m

MocmoTpeTes ‘wer

e Pa3smep ucmopuu 661308608 — MaAKCMMaA/JbHOE KOAMYECTBO 3anucer B KypHane, npuHUMaeT
3HayeHna ot 0 go 10000 cTpoK. 3HauveHMe «O» OTKAKOYAET BedeHMe MCTOPUM Bbi30BOB. [lpu
OOCTUXKEHMM YCTAHOB/IEHHOIO OrpaHUYEHUA B KypHaNe Kaxaasa nociaefyowas 3anucb yaanut
CaMylo CTapylo 3anucb B Havase }KypHana;

e [lonyyums ¢halin ucmopuu 86130808 — ANA coxpaHeHusa daikna «voip_history» Ha nokanbHom MK
Ha*KMUTe Ha KHOMKy «CKavaTb»;

e O4ucmumes UCMOPUIO 8bI30808 — ANA OYUCTKM UCTOPUN BbI3OBOB HaXKMMUTE Ha KHOMKY «O4nUCTUTBLY;

[na npocmoTpa MCTOPUW BbLI3OBOB NepenguTe Mo cCblike «flocMompems “UCmOpulo 8b130808”».
OnucaHne MOHUTOPUHIA NapaMeTpPoB NpuBeaeHO B pasgene 2.7.10 MoameHto «cTopus BbI3OBOBY.

[Nna BCTyNAeHMA B CUAY HOBOW KOHOUrypauum M 3aHECEHWA HACTPOEK B SHEProHe3aBUCUMYD MaMATb
HaXXMUTe KHOMKY «[TpumeHumob». na 0OTMEHbl U3MEHEHWNI HaXKMUTE KHOMKY «OmMmeHa».

AboHeHmckul wmo3 TAU-2M.IP 81



S» ELTEX

2.6.4 MeHio «IP-TenesupgeHue»

2.6.4.

1NoameHio «IPTV»

B nogmeHto «IPTV» BbINONHAIOTCA HAaCTPOMKKM Ana paboTbl cepsuca «IP-TenesmaeHme».

HacTpoiikn undpoBore TeneenaeHns

Brniounte IPTV

®

Bepcua IGMP 3 v

Mepuognyeckoe oGHOENEHWE NOANMCKU
BKNHOYUTE
BEICTPLIN BEIX0OM M3 TPYNNEI
BKNK4YMTE
HacTpoWka VLAN ans IPTV
Wcnonb3sosate VLAN
Hactponka HTTP-npokcK

Brnioyute ¥

MopTHTTP 1234

Braouume IPTV — npu ycTaHOBAEHHOM dnare paspelleHa TPaHCAauus curHanos IP-tenesnaeHus
¢ WAN-uHtepdeirica TAU-2M.IP (U3 ceTn npoBaigepa) Ha YyCTPOMCTBA, NoAakatoYeHHble K LAN-
nHTepoelicy;

Bepcus IGMP — Bepcus npotokona IGMP gns otnpasku IGMP-coobuweHnunii ¢ WAN-uHTepdeiica
(coobuieHnt  aKTMBAUMKM  WMAM  [eaKTMBAUMWM  NOAMUCKM  Ha  KaHanbl  IP-TtenesunpeHwma).
MNopaepxnsatoTca sepcum 2 u 3.

lepuoduyeckoe obHosseHUe NodnucKu

BKAOYUMb — NPU BKAOYEHHOW ONUUM NPOUCXOANT Nepuoaudeckan otnpaska ¢ WAN-uHTepoeiica
COOBLWEHNI CO CMUCKOM aKTUBHbIX IPTV-KaHaNoB Ha BbllIECTOAWMI cepBep, OCYLLECTBAALLNA
TpaHcnAUuMIO curHanos |IP-TenesngeHua. BralouyeHne ¢yHKUMM nepuoamndeckoro obHoBneHUs
NOANUCKM HeobXoAMMO, eCAn BbIWECToAWMIA cepBep OTKAYaeT TpaHcaauuio |IPTV-kaHanos
yepes onpeaeneHHbI UHTEPBan BpeMeH!;

— [epuod ob6HoeneHUs, ¢ — Nepuoa, OTNPaBKU COOBLLEHUIA CO CMMCKOM aKTUBHbIX IPTV-
KaHanoB, B CEKyHAaX. YCTaHOBUTE BEANUYMHY Neproaa 06HOBEHUA B 3HAUYEHWNE, MEHbLLEE,
yem TaliMayT OTK/IOYEHUA TPAHCAALMMN CUTHANA BbILLECTOALLMM CEPBEPOM.

Bbicmpsili 8b1x00 U3 2pynnbl

BKao4ume — Npu ycTaHOBAEHHOM dare BKAOYEH PEXMM BbICTPOro BbIXoAa M3 rpynnbl. JaHHas
OYHKUMA yMeHblIaeT 3afeprKKy YCTPOMCTBA Ha Nepek/loveHne MexXay MHOroagpecHbimu
NOTOKaMK (OTK/AOYEHME NOTOKA MPOUCXOAMUT CPasy Mociae MOJyYeHUA OT KAMEHTA COOBLLEHMS
«Leave Group» 6e3 gononHUTEeNbHOrO nepecnpoca). He pekomeHAyeTcs MCNo/ib30BaTb AAHHbIN
peXKnm, Korga Kk ogHomy nopty LAN noakntoueHo bonee ogHoro npuémuuka IPTV.

Hacmpolika VLAN 0onsa IPTV

Ucnone3osame VLAN — npu ycTaHOBAEHHOM dnare Ucnonb3osBatb Ans ycayru IPTV BblaeNeHHbIN
VLAN (Homep VLAN moskeT coBnagaTtb ¢ Homepom VLAN ana ycayrn UHTepHeT uam STB), nHave
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ana IPTV b6yaeT ucnosb3oBaTbcA MHTepdenc ycayru UHTepHeT. ITa HacCTpoiiKa no3Bosset
onpeaenuTb MHTepdelic ana npuéma IPTV-CMrHaN0B U3 BHELLHEN ceTu;

—  VLAN ID — naeHTudUuKaunoHHbin Homep VLAN ana npnéma curHanos IP-tenesnaeHus;

— 802.1P - npusHak 802.1P (apyroe HassaHune CoS — Class of Service), yctaHaBAnBaemblit
Ha ucxoadulme ¢ AaHHoro uHtepdenca IP-naketbl. NMpuHMMaeT 3HadeHusa oT 0 (HMU3LWKiA
npuoputet) Ao 7 (Hausbicwnii npuoputeT). Wcnonb3yetca B paboTe anroputMos
obecneveHuns KayecTsa cepsuca (QoS).

Hacmpolika HTTP-npokcu

e  BKaw4umes — npu yctaHoBAeHHOM dnare BkatoveHa PpyHKuma HTTP-npokcn. HTTP-npokcu
ocyuwecTtsaseT npeobpasosaHne UDP-notoka B notok HTTP, ncnonb3ytowmin npotokon TCP
(npoToKON  Hage)KHOM  [OCTaBKM  MAKETOB), UTO TMO3BOASET Y/Ay4ylWWUTb KA4yecTBO
TpaHCANPYyemoro n3obpaxkeHna Npu NJIOXOM KayecTBe KaHana CBA3W B IOKA/IbHOW CeTw;

e [lopom HTTP — Homep nopta HTTP-npokcu, ¢ KoToporo Oyper ocywecTBAATbCA
TpaHCAMPOBaHWE BWAEO-NMOTOKA. WMcnonb3yiTe 3TOT NOPT  ANA  NOAKOYEHMA K
TpaHcaAnpyembim yctpoicteom TAU-2M.IP notokam IPTV.

Hanpumep, ecan TAU-2M.IP umeeT Ha LAN-uHTepdelice agpec 192.168.0.1, ana nopta NpoKcu-cepeepa
BblOpaHO 3HauyeHue 2345, n HeobxogMmo BocnpomsBecTn KaHan 227.50.50.100, TpaHcanpytowmiica Ha
UDP-nopt 1234 - pgna nporpammbl  VLC agpec nNOTOKA HYXHO 33agatb B BuAae:
http://@192.168.0.1:2345/udp/227.50.50.100:1234.

[na BCTynneHWA B CUYy HOBOW KOHOUIypaLMuM W 3aHECEHUS HAaCTPOEeK B 3HEProHe3aBUCUMYIO
NamATb HAXKMUTE KHOMKY «[IpumeHumbo». LnA OTMEHbl USMEHEHUI HAXKMUTE KHOMKY « OmmeHa».

2.6.5 MeHi0 «Cuctema»

B meHto «Cnctema» BbINONHAKOTCA HaCTpOf/‘IKM CUCTEMDI, BpEMEHU, A0CTYNAa K yCTpOﬁCTBy no pas3MYHbIM
NPOTOKO/1aMm, MPOU3BOANTCA CMEHA Napoaa n obHOoBNEHUE nporpammHoro obecneyeHus YCTpOD’ICTBa.

2.6.5.1MNogmeHI0 «Bpema»

B noameHto «HacTpoiku BpemeHM» BbINONHAETCA HACTPOWMKa NPOTOKO1a CUHXPOHMU3aunn BpemeHn (NTP).

HacTpoiikn BpemeHn
YacoBol noAac Moscow, Russia A\

ABTOMATUYECKUA Nepexoa Ha neTHee/! G

HH IMMHEE BpEeMA
E+3 Mepexon Ha NeTHEE BPeMA - v - v - v
B v v
Mepexon Ha 3MMHEE BPemMA - v - v - v
B v v
Casur BpemMeHn (MKUH.) 60

BrniounTe NTP &

CepBep CHXPOHM3ALNK pool.nitp.org -

 [PUMEHUTB X OTMeHa
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Hacmpoliku spemeHu

e Yacosoli nosc — No3BO/IAET YCTaHOBUTb YAacOBOW MOAC B COOTBETCTBUM C BAMNKANLLIMM FOPOAOM B
Bawem pernoHe 13 3a,aHHOrO CNMUCKA;

e Asmomamuyeckuli nepexod HaA nemHee/3UMHee 8pPeMA — NpPW ycTaHoBAeHHOm dnare byaet
nepexos Ha netHee/3umHee Bpems ByAeT BbINOJHATLCA aBTOMATMYECKM B 3aAaHHbIA nepuog,
BpeMeHMU:

— [lepexo0 Ha nemHee epems — AeHb, Koraa 6yaeT BbINONHATLCA NEPEX0A Ha NeTHee Bpems;

— [lepexo0 Ha 3umHee epemsa — AeHb, Koraa byaeT BbINOAHATLCA NEPexos Ha 3MMHee Bpems;

— (COsuez spemeHU (MUH.) — nepnog, BpeMeHM B MUHYTaX, Ha KOTOPbIM BbIMOAHAETCA CABUT
BPEMEHM.

e Brmwouyume NTP — ycTaHoBuTe dnar, eciv HeobX0AMMO BKAOUYUTb CUHXPOHU3ALUIO CUCTEMHOTO
BpeMeHMW yCTPOKCTBaA c onpeaeneHHoro cepeepa NTP;

e Cepsep cuHxpoHuszayuu — IP-agpec/aomeHHOe uMA cepBepa CUHXPOHM3AUMN BPEMEHM.
Bo3morKeH py4yHOi BBOA, agpeca cepeepa nam Bblbop M3 cnmcka.

[na BCTynAeHWa B CUAY HOBOW KOHQUIypaumm U 3aHECEHMA HACTPOEK B SHEProHesaBMCUMYIO MamATb
HaXXMUTe KHOMKY «[TpumeHuUmMoe». AN OTMEHbl USMEHEHUI HaXKMUTE KHOMKRY «OmMmeHa».

2.6.5.2NopgmeHio «locTyn»

B nogmeHto «[locTyn» HacTpauBaeTca AOCTYn K ycTpouctBy nocpeactsom Web-uHTtepdelica, Telnet u
SSH, a TakXe goctyn no npotokoay FTP K HakonuTento, nogkatodeHHomy K nopTy USB.

MopTel AocTyna
Mopt HTTP | 80
Mopt HTTPS | 443
Mopr Telnet | 23

MopT SSH | 22

DocTyn k ycnyre "MHTepHeT"
Web
BrewnaAr cete @ HTTP HTTPS

Mokanskan cete @ HTTP @ HTTPS
Telnet

BrewHAR ceTe

NokankHar cete ¥
SSH

BrewHAn ceTh

NokaneHan cete ¥

OocTyn k yenyre "VolP"
Web [ HTTP [0 HTTPS

Telnet

(2]
w
I

HocTyn k yenyre "ViHTepdeiic ynpaenerus”
Web () HTTP [ HTTPS

Telnet

2]

SH
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Ooctyn k USB
BHelwHAA ceTb
NokaneHaA ceTe &
PaspelmTs OCTYN BHOHUMHOMY Nonb3ceaTent ¥

Pﬂ]pELLIHTb 3anuck aHOHUMHOMY NONb30BATENH

lopmoel docmyna

B paHHOM pasgene BbiNosHAETCA HacTpolika TCP-nopToB A4asa AOCTyna K yCTPOMCTBY NO NPOTOKOAam
HTTP, HTTPS, Telnet, SSH.

e [Tlopm HTTP — Homep nopTa ana goctyna Kk Web-nntepdelicy yctpoiictea no npotokony HTTP, no
ymonyanuio — 80;

e [lopm HTTPS — Homep nopTa Ana goctyna K Web-nHtepodeiicy ycrpoiictea no npotokony HTTPS
(HTTP Secure — 6e3onacHoe NoaKAo4YeHne), No ymondaHuio — 443;

e [lopm Telnet — HOMmep NopTa 4NA JOCTYNa K YCTPOMCTBY No nNpoToKoay Telnet, no ymonyaHuio — 23;

e [Topm SSH — Homep nopTa g5 A0CTyNa K yCTPOMCTBY Mo NpoToKoay SSH, no ymonyaHuio — 22.

Mo npoTokonam Telnet n SSH ocywecTBAseTca AOCTYN K KOMaHAHOM CTpoke (KoHconb linux). Umsa
nonb3oBaTena/naponb AnA NOAKAYEHMA K KOHconn: admin/password.

Locmyn K ycayze MIHmepHem

Ana nonyyeHmsa AoCTyna K YCTPOWCTBY C UHTepdeicoB ycayrn MHTepHET yCTaHOBUTE COOTBETCTBYOLWMNE
paspelleHus:

Web, BHeluHAA ceTb:

e HTTP — npw yctaHoBAeHHOM dnare paspelleHo noakatoveHne K Web-KoHpUrypatopy ycTponctea
yepe3 WAN-nopT no npotokony HTTP (He6e3onacHoe noakAo4eHue);

e  HTTPS —npu ycTaHoBNEHHOM daare paspeLleHo noakatodeHne Kk Web-koHdurypatopy yctponctaea
yepe3 WAN-nopT no npotokony HTTPS (6e3onacHoe noakto4eHume).

Web, BHyTpeHHss ceTb:

e HTTP — npw ycTaHOBAEHHOM dnare paspelleHo noakatoveHne K Web-KoHpUrypatopy yctpomnctea
yepes LAN-nopT no npoTtokoay HTTP (He6e3onacHoe noakAo4YeHMe);

e HTTPS — npu ycTaHOBNEHHOM dare paspeLleHo noakatodeHne Kk Web-koHdurypatopy yctponctsea
yepes LAN-nopt no npotokony HTTPS (6e3onacHoe noakAoUYeHme).

Telnet:

Telnet — npoToKo/A, NpeAHa3sHAYeHHbIN ANA OpPraHW3auMK ynpasaeHus no ceTu. Mo3BonseT yaaneHHo
NOAKMOUYUTBLCA K LUJHO3Y C KOMNbIOTEPA A1A HACTPOMKM U yNpaB/ieHuA.

Onsa paspelieHns AocTyna K ycTPoOKMCTBY no npotokony Telnet n3 BHewHen (yepes WAN-nopT) uau
BHyTpeHHel (Yepe3 LAN-NopT ) ceTv ycTaHOBUTE COOTBETCTBYIOLWME daaru.

SSH:

SSH — 6e30nacHbll NPOTOKOAN YAANEHHOrO YNpaBAeHuUa ycTpolcTBamu. B oTanumne ot Telnet, npoTokon
SSH wndpyeT Becb TpaduK, BKAOUYAA NepeaaBaemMble Napou.
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Ona paspelleHns [oCTyna K YCTPOMCTBY no npoTokony SSH wu3 BHewHel (yepes WAN-nopT) wam
BHYTpeHHelt (uepe3 LAN-nNopT) cetn ycTaHOBUTE COOTBETCTBYIOLLIME dnaru.

Locmyn K ycnyee VolP:

B aaHHOM pa3gene ocylLecTBAAETCA HAaCTPOMKa A0CTyna K uHTepdeicy yeayrn VolP (uHTtepdelic yeayrm
VolP HacTpauBaeTca Ha cTpaHuue IP-tenedoHns — Hactpoika cetn) yepes Web (npotokonbl HTTP uam HTTPS), a
TaKkXe no npotokonam Telnet n SSH. [lna paspelweHna A0CTyna nNo Kakomy-Mbo M3 yKasaHHbIX MPOTOKO/0B
YyCTaHOBMTE COOTBETCTBYLOWME dpaaru.

Jlocmyn K ycayze IHmepgelic ynpasneHus:

Pa3gen no3soiseT HacTpoUTb AOCTYN 405 YNPaBAeHUA YCTPOMCTBOM, MCNOAb3yA NpoTokonbl HTTP, HTTPS,
Telnet uan SSH. Hactpoiika uHTepdenca npoussoamutca Ha cTpaHuue Cuctema — VLAN ynpasneHua. [na
paspeLleHma A0CTyMNa NO KaKOMY-1M60 M3 yKa3aHHbIX MPOTOKO/I0B YCTAaHOBUTE COOTBETCTBYHOLLME daaru.

Onsa aBTropusauum no nporokonam Telnet n SSH no ymonuaHuio ncnonb3yotTca MMa Noab3oBaTensa
v admin w naponb password. Mocne aBTOpU3auUUM CTAHET A[OCTYNMHAa KOHCONb OMnepalUOHHOM
cuctembl Linux ¢ BO3MOXKHOCTbIO MUCNOJ1Ib30BaHUA OCHOBHbIX KOMaHA KOMaHAHOrO MHTepnpeTaTopa
shell.
Hocmyn k USB:

B naHHOM pa3genie OCyLLEeCTBAAETCA HAaCTPOMKA A0CTyNa K yCTPOWCTBY, NogxkatoveHHoMmy K USB-nopTy, no
npotokony FTP.

Ons paspeweHna aoctyna K nogknwoueHHomy USB-ycTpoictBy no npotokony FTP u3 BHelwHel (Yepes
WAN-nopT) nnmn BHyTpeHHel (4epe3 LAN-nopT) ceTn ycTaHOBUTE COOTBETCTBYHOLWME daaru.

[na paspeweHuns goctyna K nogkatodeHHomy USB-ycTpoicTBY aHOHMMHOMY MO/1b30BaTE/NI0 YCTaHOBUTE
dnar «PaspewnTb A4OCTYN aHOHMMHOMY NO/Ib30BATE/NIO».

[na paspeweHna 3anncu AaHHbIX HAa USB-yCTPOMCTBO aHOHMMHOMY MO0/1b30BaTeN0 ycTaHoBWUTe daar
«PaspewunTb 3aNnUcb aHOHMMHOMY NOJIb30BATENIOY.

[Nna BCTYNAeHMA B CUAY HOBOW KOHOUIypauumn M 3aHeceHWUs HACTPOEK B IHEProHEe3aBUCUMYIO MamATb
HaXXMUTe KHONKY «[TpumeHumeo». N OTMEHbl U3MEHEHUI HaXKMUTE KHOMKRY «OmmeHa».

2.6.5.3 NogmeHio «XypHan»

MoameHto «*ypHan» npeaHasHaYeHO ANA HACTPOMKM BbiBOAA Pa3HOro poga OT/NaA04HbIX COOBLEHMM
cucTemMbl B Lensx obHapyXKeHusa NpuunH npobaem B pabote ycTpoiictea. OTNaL0UYHYO MHPOPMALMIO BO3SMOMXKHO
NoNy4YMTb OT CAEAYIOWMX NPOrPaMMHbIX MOAY/IeN YCTPOMCTBA:

e MeHeaxep TenedoHumM — oTBeYaeT 3a paboTy dyHKUMi IP-TenedpoHum.
e CUCTeMHbIN MeHeaKep — OTBEeYaEeT 3a HAaCTPOMKY YCTPOMCTBA COracHO danny KoHourypaumu.

e MeHeaxep KOHOUrypaumMm — oTBevaeT 3a paboTy ¢ dpaiiom KoHOUrypauumn (YTeHne M 3anucb B
KOHOUIYPaUMOHHbIN dain U3 PasNIMUHbIX WUCTOYHWKOB) U cbop WMHPOPMALMM MOHUTOPUHTrA
YCTPOWCTBA.
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JKypHan TenedoHum
BhiBog, #ypHana OTKMIOYEHD v
Ownbrn
Mpegynpexgesna
0OTnagoyHas egopMauna
I H@opMaLMoHHBIE COOTUEHNA

YpoBeHE Tpaccupoekun SIP 0 v

}K}'DHaﬂ CUCTEMHOro MeHelxepa
BrlBog ®ypHana OTENOYEHD r
Ouwmbrn
Mpegynpexgeina
OTnagounan whdopmauna

I H@opMaALMOHHBIE CooDUEHNA

JKypHan MeHemxepa KoHgurypawum
BuiBog #ypHana OTKND4EHD v
Owmbrn
Mpeaynpesxgeina
OTnago4Has nhgopMauns

I HfopMayMoHHbIE coodugeHnA

Hactpoika Syslog
BrnounTs
Pextum Cepsep M
Appec Syslog-cepeepa | syslog.server

Mopt Syslog-cepeespa 514

HypHan menegoHuUU

e Bblg00 #ypHAAa — HanpaB/eHWe BbIBOAA COOBLLEHWI KypHana:

—  OMKAKYEHO — XKypHan OTKIOYEH;

— Syslog — coobueHna BbIBOAATCA NO MPOTOKOAY Syslog Ha yaaneHHbl cepsep anMbo B
NIOKanbHbI dainn (HacTpoiKa NPOTOKOMa OCYLLECTBAETCA HUNKE);

— KoHconb — coobLeHUs BbIBOAATCA B KOHCO/b YCTPOMCTBA (HEOOXOAMMO NOAK/OYEHME
yepes nepexoaHnk COM-noprta);

— Telnet — coobuweHunsa BbiBOAATCA B telnet-ceccuto; ana 3Toro cHavyana Heobxoaumo
co34aTb NOAK/OYEHME MO NpoToKoy telnet.

Hwue HacTpauBaeTca Tun COO6LLI,EHMI‘;1, BbIBOAUNMDIX B XKYPHan Teneq)OHMMZ

e Owubku —ycTaHoBuTe dnar, eciv He0bXoAMMO BbIBOAUTL cO0bLEHMA TUNa « OWNOKNY»;

e [lpedynpexdeHus — YycCTaHoBMTe nar, eciM HeobXxoAMMO BbIBOAWUTL COOOLWEHWUA TUNa
«[pedynpexcdeHua»;

e  OmnadoyHaa uHpopmayus — ycTaHoBuTe ¢nar, ecnm HeobXoAMMO BbIBOAUTL OTAaA04HbIE
coobueHus;
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e UHpopmayuoHHble coobueHUs — ycTaHoBUTe dnar, ecaM HeobxoAMmo  BbIBOAMTb
MHPOpPMaLMOHHbIE COObLLEHUS;

e YposeHb mpaccuposku SIP — 3apaéT ypoBeHb BbiBoAa coobuieHuit cTeka SIP-meHegkepa
TenedoHuu.

HypHan cucmemHo20 MmeHeoxepa

e  BbIi800 M#(ypHAna — Hanpas/ieHME BbIBOAA COOOLLEHN }KypHana:

—  OMKA0YeHo — XKypHa OTK/IOYEH;

— Syslog — coobuieHuna BbIBOAATCA MO NPOTOKO/Y syslog Ha yAaneHHbI cepeep AM6O B
NOKaNbHbIV palin (HacTpolika MPOTOKO/A OCYLLECTBAAETCA HUKE);

— KoHconb — coobleHns BbIBOAATCA B KOHCOJ/Ib YCTPOWCTBA (HEO6XOAMMO NOAK/OYEHME
yepes nepexogHuk COM-nopra);

— Telnet — coobuweHnsa BbiBoAATCA B telnet-ceccuio; Ana 3Toro cHavana HeobxoaMmo
€034aTb NOAK/IOYEHME NO NPOTOKOoAY telnet.

Huxe HaCTpanBaeTCAa Tun COO6IJJ,EHI/II7I, BbIBOAUMDIX B XXYPHa/1 CUCTEMHOIo meHeaxepa:

e Owubku —yctaHoBuTe daar, eciv HE0HXO0ANMMO BbIBOAUTL COObLEHMA TUNa « OWNOKKY»;

o [IpedynpexcdeHus — ycTaHoBUTe ¢nar, ecan HeobXxogMmO BbIBOAUTb cooblieHua Tuna
«[MpedynpexcoeHusn»;

e  OmnadoyHaA UHPOPMAYUA — ycTaHOoBUTe ¢nar, ecnn HeobXoAMMO BbIBOAUTb OT/NaA04YHble
coobuieHus;

e UHpopmayuoHHble coobujeHus — ycTaHoBuTe d¢nar, ecanm HeobxoAMMO  BbIBOAWUTb
MHGOPMALMOHHbIE COODLLEHUS;

MypHOA MeHeOxcepa KoHgpu2ypayuu

e Bblg00 #ypHaAaa — HanpaB/eHWe BbIBOAA COODLLEHWI KypHana:

—  OMKYeHo — KypHaN OTK/IOYEH;

— Syslog — coobuieHunn BbIBOAATCA MO NPOTOKO/Y syslog Ha yAaneHHbI cepBep AM6O B
JIOKanbHbI dainn (HacTpoiKa NPOTOKOMA OCYLLECTBAAETCA HUNKE);

— KoHconb — coobLeHns BbIBOAATCA B KOHCO/Ib YCTPOMCTBA (HEOOXOAMMO NOAKMOYEHME
yepes nepexogHnk COM-nopra);

— Telnet — coobuweHnuns BbiBOAATCA B telnet-ceccuto; AnAa 3Toro cHayana HeobxoaMmo
co3aaTb NOAK/AOYEHME MO NpoToKoy telnet.

HuKe HacTpamBaeTcs TMN COOBLLEHWN, BbIBOAUMbIX B KypPHaN MeHeaKepa KOHPUrypaLmm:

e  Owubku —ycTaHoBuTe daar, eciv He0b6X0ANMO BbIBOAUTL cO0bLLEHMA TUNA «OWNBKNY;

e [IpedynpexncdeHua — ycTaHoBWUTe nar, eciM HeobXoAMMO BbIBOAMTb COOBLLEHUA TuUna
«[MpedynpexcoeHus»;

e  OmnadoyHaa uHpopmayus — ycTaHoBuTe ¢nar, ecnm HeobXoAMMO BbIBOAUTb OTAaA04YHbIE
coobLeHus;

e UHpopmauyuoHHble coobujeHus — ycTaHoBuTe ¢nar, ecam  HeobXxoaAMMO  BbIBOAWUTH
MHPOPMaLMOHHbIE COObLEHMA.
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Hacmpolika Syslog

Ecnm xoTa 6bl 0gMH U3 KypHanoB (MeHedyKepa TenedoHUU, CUCTEMHOTO MeHeaKepa AN MeHeaKepa
KOHOMIypaumm) HacTpoeH gns BbiBoga B Syslog, HeobxoguMmo BKAOUMTL Syslog-areHTa, KoTopblii 6yaer
nepexsaTtbiBaTb OT/Naf04YHble COOOLWEHWA OT COOTBETCTBYIOLLErO MEHeA)Kepa W OTMpaBaaTb UX Mbo Ha
yAaneHHbll cepBep, MMbO coXpaHATb B IOKaNbHbIN ¢ann B popmate Syslog.

e  BKaw4umoe — npu ycTaHoBAeHHOM ¢nare 3anyuweH Syslog-areHT;
e Pexcum — pexkum pabotbl Syslog-areHTa:

— Cepsep — nHbOPMALUA KYPHANOB OTNPaBAAETCA Ha yAaneHHbi Syslog-cepsep (3ToT
PEXKMM Ha3bIBaAETCA KyAaNeHHbIV KypHan»);

—  JlokanoHsili palin — HGOPMALMSA KYPHANOB COXPAHAETCA B IOKaNbHOM daine;

— Cepsep u ¢halin — HGOPMALMA KypPHANOB OTNPABAAETCA HA yaaneHHbIn Syslog-cepsep K
COXpaHAETCA B /IOKasibHOM daline.

Janee, B 3aBMCMMOCTM OT pexunma Syslog-areHTa, 4OCTYNHbl HACTPOMKMU:

e Adpec Syslog-cepsepa — |IP-agpec unu gomeHHoe ums Syslog-cepsepa (HEO6X0AMMO ONA PEKUMA
«Cepsep»);

e [lopm Syslog-cepgepa — nopT ana BxoaAwmx coobweHnin Syslog-cepsepa (no ymonyaHuio 514,
Heobxoanmo ans pexxmma «Cepsep»);

e Umsa galina — uma danna aAna xpaHeHUs KypHana B popmate Syslog (HeobxogMmo ANna perkuma
«®Danny;

e Pasmep palina, K6 — MaKcMManbHbIi pasmep ¢aina KypHana (HeobxoguMMo ANA pexuma
«Dann»).

2.6.5.4NMNogmeHo0 «AyteHTUPuKauma WEB»

MNapameTpel ayTeHTUhUKaLMKM

Digest-ayresmidmrayms WEB ¥

+ [MpUMeHNTE X OTmeHa

Mapont agMuHMcTpaTopa (admin)

®

Mapone

MogrespraeHmwe

+ H3MeHNTL Napons

Maponk HeNpUMBUNErMPOBAHHOMO NOML30EATENA (USEr)

L]

Mapone

Mogreep+aeHwe

" HsmeHnTs napons

MNapont Habnoaarens (viewer)

Mapone

L]

MNogreepxaeHwe

" HMsmeHnTs napons
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B noameHio «AyTeHTUPUMKaums WEB» ycTaHaBAMBaAlOTCA NapoaM  A0CTyna  aAMWUHUCTPATOPa,
HenpuBUIErMPOBAHHOIO NO/b30BaTe A U HabalogaTens.

Digest-aymenmugpuxkayus WEB (WEB Digest-authentication) — npu ycTaHoBaeHHoOm dnare
ayTeHTUdMKaUMA Nosib3oBaTeiel OCYLLEeCTBAAETCA B COOTBETCTBUM ¢ anropuTmamu digest.

YCTaHOB/IEHHbIE NMAPOAM UCMONb3YIOTCA ANA A0CTyna K ycTpoiictey yepe3 Web-uHTepdeiic, a Takke no
npotokosam Telnet n SSH.

Mpu Bxoae yepe3s WEB-uHTepdeiic agmuHmucTpaTop (Naposib No ymondyaHuto: password) nmeeT nosHbii
OOCTYN K YCTPOMCTBY: YTEHME M 3anucb J0ObIX HACTPOEK, MONHbIA MOHUTOPUHI COCTOAHWA YCTPOMCTBA.
HenpueunernpoBaHHbI Nosb3oBaTe b (MapO/b MO YMOAYAHUIO: USEr) MMEEeT BO3MOMKHOCTb BbINOJHUTb TO/IbKO
ceTeBble HACTPOMKM (KpoMe HaCTpoeK NogKNYeHUA K UHTepHEeT), MmeeT AOCTYN K MOHWUTOPUHIY COCTOAHUA
ycTpolicTBa. HabnogaTtens (Maposib No yMOAYaHWIO: viewer) MMeeT BO3MOMKHOCTb TOJIbKO MpPOCMaTpuMBaTh
KOHUrypaumio 1 AaHHbIe MOHUTOPMHIA YCTPOICTBA 6€3 BO3MOXKHOCTU BHOCUTb KaKMe-Inbo smeHeHus.

/ JlornH agmuHucTpatopa: admin
JlorvH HeNpUBMAEGIMPOBAHHOIO NOb30BaTeNA: user
NoruH Habnwgatena: viewer

. ﬂaponb adMUHucmpamopa — B COOTBETCTBYWOLWME Nnona BBeguTe naposib agMUHUCTPATOPa U
noarsepaunTte ero;

. ﬂaponb Heripususecupo8aHHO20 10s16308aMeEsIA — B COOTBETCTBYHOUWME NONA BBEOAUTE MNMAPO/Ib
HENPUBUNETNPOBAHHOIO NONb30BATENA U MOATBEPAUTE €50,

. /70p0ﬂb Habawdamens — B CoOOTBeETCTBYKOWME nNonA BBeOgUTE MNapo/sb Ha6ﬂIOAaTe.I'IFI n
noarsepauTte ero.

[Nna BCTYyNAEeHUs B CUAY HOBOW KOHOUIypauumn M 3aHeceHWs HaCTPOEeK B IHEProHEe3aBUCUMYHO MamATb
HaXXMUTe KHONKY «TpumeHuUmMoe». AN OTMEHbl USMEHEHUI HaXKMUTE KHOMKY «OmmeHa».

V Mpwu o6HOBNEHUM Bepcum 40 2.3.0 1 Bbille Bce naponu 6yayT 3awmndpoBaHbl. Mpy Bo3BpaTe Ha
Bepcuio 2.1.0 M HUXKe Tpebyetca cOpocUTb KOHPUrypaLUIO YCTPOIACTBA A0 3aBOACKOMA.

V HauuHas c Bepcumn MO 2.3.0 goctrynHa ¢pyHKUMA wndpoBaHua naponeit B paiine KoHUrypauum
ycrpoicrea. Mpu nogrotoeke ¢paina cfg.yaml gna asTomatmueckoro KoHGUrypupoBaHusa, ecnm
TpebyeTca U3MEHUTb OA4UH U3 NapoJiei Ha yCTpoiicTBe, Heobxogumo ybpatb ‘encrypted’ n
3agaTtb naponb. Hanpumep, 4To6bI U3MEHUTb NAaPONb A4NA NOAb30BaTeNA admin, Hy)XXHO B
3HaueHun «AdminPassword» ctepeTb ‘encrypted’ 1 3aaaTb HOBbIN Napoab ‘*HOBbIM Nnaponb™’.

2.6.5.5MogmeHto «YnpaBneHne KoHpurypaymemn»

B noameHio «YnpaBneHWe KoHUrypaumen» BbINOJAHAETCA COXpaHeHMe U OOHOBAEHME TeKyLen
KOHUrypauum.

®aiinel kKoHbUrypaymm
MonyunTe apXxne KoHGMIypauum c r* Cravatk
yCTpolicTEa
3arpyanTe apxue KoHpurypaumm Ha BriGepuTe daiin Daiin He BeIOpaH
YCTPOiCTBO
& 3arpyaume
CHpoc Ha 33B04CKNE HACTPOIKN x Cbpoc
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[osyyeHue KoOHgu2ypayuu

YT0bbl COXPaHUTb TEKYLLYO KOHOUrypaumio YCTPOMCTBA Ha JIOKA/bHbIA KOMMbIOTEP, HAXMUTE KHOMKY
«CKavaTtb».

Ob6HosneHUe KoHguaypayuu

e 3aepy3ums apxus KOHpueypayuu Ha ycmpolicmeo — BblOOpP COXPaHEHHOro Ha J/IOKa/ibHOM
KomnbtoTepe daiina KoHourypaumun. Ona obHoBAEHMA KOHPUrypauum yCTPOMCTBA HaXmuTe
KHOMKY «Bbibepute daiin», ykaxkute ¢aiin (B dopmaTe .tar.gz) U HaxKMUTe KHOMKY «3arpysuTby.
3arpy»KeHHasa KoHOUTrypauusa NpUMeHseTcs aBToMaTUYecKn 6es nepesarpyskun ycTpoicTBa.

e (bpoc Ha 3a800ckue Hacmpoliku — pns cbpoca yCTPOMCTBA K HACTPOMKAM MO YMOJIMaHUIO
HaxkmuTe KHoNKy «Copoc».

2.6.5.6 MogmeHto «O6HOBNEHME MO»

MNoameHtio «O6HoBneHne O» npegHasHayeHo ANA  OBHOBNEHWMA YNPABAAOLWLENA MUKPONPOrpPammbl
YCTPOWCTBa.

TAU-2M.IP m- admin
CeTe  IP-TenedoHuA IP-TeneengeHue

Bpems  [foctyn HypHan AyTerTMdMkaUMA WEB  YNpaEneHWe KoHmUrypaLment O6xoeneswe MO Mepezarpyska  ABTOKOHGMIYpPUpOSaHHE

WHTepdeiic ynpasnexua Cepmdmkars DonNoNHUTENEHEE HACTPOREK

Q0HOBMNEHWE NporpamMMHONe obecneqyeHnA

]

@aiin ofkoanexuA MO BeibepuTe chaiin | $a#in te Exipa

pame i espes 1.13.X U HLKE, KOH!

juq yempolcmes Gydem cOpolwens

e AxkmueHas sepcus 10 — BepcuaA NporpaMmmHoro obecneyeHus, yCTaHOB/IEHHOIO Ha YCTPOWCTBE;

e [Iposepumb 06HOB7EHUS — KHOMKA AN MPOBEPKM aKTyasbHOCTM BEPCUM MPOTrPaMMHOro
obecneyeHun. C NOMOLLbHO 3TOW GYHKUMKM Bbl moxKeTe BbICTPO NPOBEPUTL HAIMUME HOBOWM BEPCUU
nporpaMmHoro obecneyeHus u, B ciydae Heobxo4MMOCTH, BbINMOAHUTL €ro 06HOBNEHME.

DOna paboTbl GyHKUMM NPOBEPKU 06HOBNEHNA HEO6X04MMO HasMuMe Bbixoga B UHTepHer.

O6HOBUTbL NpPOrpammHoe obecrneyeHme YCTPOMCTBA MOXKHO TaKXe BPY4YHYO, NpeaBapuUTesibHO 3arpysvs
daiin MO c caita http://eltex-co.ru/support/downloads n coxpaHue ero Ha KomnbloTepe. [NA 3TOr0 HaxkMUTe
KHOMKY «Bblbepute dann» B none @alin ob6HosneHuA M0 1 yKaxkute nyTb K Galiny ynpasaaioLLel NporpaMmmsl B
dopmare .tar.gz.

Ona 3anycka npouecca O6HOBAEHMSA HeoBXOAMMO HarKaTb KHOMKY «3arpysutb ¢ain». lpouecc
06HOB/NEHUA 3alIMeT HECKOJIbKO MMHYT (0 ero Tekywem craTyce 6yAeT yKasaHO Ha CTPaHWLE), nocne 4Yero
YCTPOMCTBO aBTOMAaTUYECKM NepesarpysmTcs.

He oTknouailTe nuTaHue YCTPOMCTBA WM He BbLINOAHANTE ero nepesarpysky B npouecce
obHoBsneHusa MNO.
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2.6.5.7 MNogmeHto «lMepe3arpyska»

B noameHto «lMepesarpyska» BbINOAHAETCA Nepes3anyck yCTPonCTBa.

MNepezarpyska ycTpoiicTea

ZNepesarpysuTs

[na nepesarpysku yCTPOMCTBA HaXKMUTe Ha KHOMKY «lepe3arpy3nTby». Mpouecc nepesarpyskun ycrpomncrsa

3aHMMaeT NpUMepHo 1 muHyTy.

2.6.5.8 MogmeHI0 «ABTOKOHUrypuposaHme»

B noameHto

«ABTOKOHOUIYpUpOBaHUE»

BblNO/IHAETCA

HacTpoMKa  anroputma

DHCP-based

autoprovisioning (aBToKoHOUrypMpoBaHMe Ha ocHoBe npoTokosna DHCP) M npoTokona aBTOMAaTUMYECKOrO
KOHOUIyprMpoBaHna aboHeHTCKMx ycTpoicts TR-069.

ABTOKOHWIypHUpoBaHe Ha ocHoee npotokona DHCP

MpuopuTeT napaweTpos U3

KoHdpurypaums

AsTomaTiueckoe obHOENEHNE

Dain koHpUrypaLmm

WHTepean obHoBREHWA KoHMIypaLyu, ©

MporpammHoe obecneyeHne

AsTomaTuyeckoe obHoBNEHNE

@ann MO

M1Tepean obHoanenna MO, ¢

DHCP options v

HEPHD,D,H uecKn r

(tftp(http)://download. server loc/cenfig_file.cfg)

300

HEPHD,.’J,H YECKW T

(tftp(http)-/fdownload server loc/firmware file)

3600

ABTokoHbUrypuposaHue no npotokony TR-069

Obwme

BiniounTs knuenta TR-069 ¥
WhTepdeiic

Anpet cepsepa ACS

BknioduTe nepucpuueckuii onpoc ¥

Mepuoa onpoca, © 60

3anpoc coeanHenna c ACS

A nonb3oeatens acs

Mapons  weees

BﬁHPOC COENMHEHHA C KNMHEHTOM

ImA nonk3oeatens

Mapone  =eee
Hactpoku NAT
Pesam NAT STUN v
Agpec STUN-cepeepa  stun.local

Mopt STUN-cepeepa | 3473
MuHumansHeid nepuoa enpoca, ¢ 30

MakcumansHeiit nepuoa cnpoca, ¢ | 60

Internet .

http:/fupdate local-9595/
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ABTOKOHOUrypMUpoBaHMe Ha ocHoBe npoTtokoaa DHCP:

e [lpuopumem napamempos U3 — AaHHbIA MapameTp onpegenser, oTkyaa HeobxogMmo B3ATb
Ha3BaHMA U pacnosioXKeHne gpanaos KOHPUIypaLmm U NPOrpammHoOro obecneyeHums:

— Static settings — nymm K ¢alinam KoHourypaumm m nNporpammHoro obecrneyeHus
onpeaensTca COOTBETCTBEHHO M3 MapameTpoB «@alin KoHpuaypayuu» v «®@alin M0»;
noapobHee o paboTe anropuTma cMOTpUTE B pasaene 5;

— DHCP options — nytm K ¢ainam KoHpuUrypauum u nporpammHoro obecneyeHus
onpeaenstotca 3 DHCP-onuuii 43, 66 1 67 (A5 3TOro Heobxoaumo ana ycayrm UHTepHeT
BbIbpaTb NpoTokon DHCP); noapobHee o paboTe anroputma cMoTpuUTe B pasaene 5;

e Asmomamuueckoe ob6HosneHue—pana obHoBnaeHna KoHoUrypaumm MO oTAeNbHO MOXKHO 33a4aTb
OAVH U3 HECKO/IbKUX PEeXMMOB 0BHOBIEHUS:

—  BblKMoYeHO — aBTOMaTMyeckoe OOHOB/eHMEe KOHUrypaumm waM MpPorpammMmHOro
obecneyeHuna yCTPONCTBA OTK/IOYEHO;

— [epuoduuyecku — aBTOOOHOBAEHWE KOHPUrypauum WAM NPOrpaMMHOro obecneyeHus
ycTpoicTBa byaeT Npon3BOAMTCS Yepes 3a4aHHbI MPOMEKYTOK BPEMEHM;

— o pacnucaruo — aBTOOBOHOBNEHWE KOHOUIypauumn MAM NPOrpammHOro obecneyeHus
ycTpoicTBa byaeT NpoM3BOAMTLCA B 334aHHOE BPEMS, B YKa3aHHbIe OHWU Heaenu.

e  @alin KoHgueypayuu — NOAHbIA NyTb K danny KoHourypaumm — 3apaétca B popmate URL (Ha
AaHHbIN MOMEHT BO3MOXHa 3arpyska ¢aiina KoHpurypaumm no npotokonam TFTP u HTTP):

tftp://<server address>/<full path to cfg file>

http://<server address>/<full path to cfg file>

roe < server address > —agpec HTTP- unu TFTP-cepBepa (aomeHHoe ums unm IPv4),
< full path to cfg file > — nonHbIM NyTb K daitny KoHOUrypaLmm Ha cepBepe;

e VHMepsan 0b6HOBAEHUS KOH@U2Ypayuu, ¢ — NPOMEKYTOK BPEMEHMU B CEKYHAAX, YEPE3 KOTOPbIM
OCYLLECTBNAETCA Nepuogmnyeckoe obHoBNEHME KOHQUIrypaumu yCcTpoicTBa; Bbibop 3HaueHua 0
03Ha4aeT O4HOKpaTHOe O6HOB/IEHWNE TOJ/IbKO Cpasy Noc/ie 3arpysKu YCTPOMCTBa;

e Bpemsa obHosneHus ¢alina KoHGuUaypayuu - spema B 24-yacoBom popmarte, B KoTopoe byaer
NPOM3BOAMUTCA aBTOOOHOB/IEHME KOHPUIypaLuu;

e [lHU 006HOBMEHUA KOHGuUaypayuu - [HW Hedenn, B KOTOpble B 3agaHHoe Bpemsa 6yaer
NPOU3BOANTLCA aBTOOBHOBEHNE KOHPUTypaLmu.

e  @alin MO — nonHbIN NyTb K danny nporpammHoro obecneveHuns — 3agaétca B dopmarte URL (Ha
OaHHbIA MOMEHT BO3MOXKHa 3arpy3ka ¢aiina NO no npotokonam TFTP n HTTP):

tftp://<server address>/<full path to firmware file>
http://<server address>/<full path to firmware file>
roe < server address > — agpec HTTP- unu TFTP-cepBepa (AomeHHoe ums unu IPv4),

< full path to firmware file > — nonHbIlt NyTb K dpany MO Ha cepBepe;
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e UHmMepsan o06HoBneHUA [10, ¢ — NPOMENKYTOK BPEMEHW B CEKyHAaX, 4Yepe3 KOTopblii
OCyLLEeCTBAAETCA nepuoamnyeckoe obHoOBIEHWE NPOrpPammMHOro obecneyeHuma YCTpoIiCTBa; BbIOOp
3HayeHuA 0 03HaYyaeT oAHOKpPaTHOe OOHOB/IEHUE TOIbKO CPa3y Noc/e 3arpy3KM YyCTPOMCTBa;

e Bpemsa obHosneHus [10 - Bpema B 24-yacoBom d¢opmaTe, B KoTopoe byaeT npousBoamnTcA
aBTOOOHOB/IEHME NPOrpPaMMHOro obecneyeHus;

e [lHu obHosneHua 10 - pHW Hepenn, B KoTopble B 33faHHOe Bpemsa OyaeT nNpousBoaUTbCA
aBTOO6HOB/IEHNE NPOrpaMMHOro obecneyeHus.

[eTanbHoe onuncaHWe anropuTma aBTOMAaTMYECKOro OOHOB/AEHMA Ha OcHoBe npoTokosna DHCP
npeacrasfieHo B pasgene 5.

ABTOKOHOUTrypMUpoBaHuMe no npotoKoay TR-069:

O6uwue:

e  Bkaw4yume kaueHma TR-069 — npwu ycTtaHoBneHHOM ¢nare paspeleHa paboTta BCTPOEHHOro
KnneHTa npoTokona TR-069;

e UHmepdgelic — BbIOOP NHTEpdeica, Yepes KOToPbIN ByAeT BbINONHATLCA aBTOKOHOUIYpUpoBaHue
ycTpoiicTea no npotokoay TR-069. Ecam Ha watose BKAOUEH UHMepgelic ynpasneHus, To AaHHas
VLAN aBTOMaTu4yeckM byger mcnonb3oBaTbcs AnA paboTbl no npotokony TR-069. Hactpolika
BblbOpa MHTepdeica byaeT 3a610KMPOBaHa;

e Aolpec cepsepa ACS — agpec cepBepa aBTOKOHPUIypupoBaHuA. Agpec HeobxoaMmo BBOAUTL B
dopmate http://<address>:<port> nam https://<address>:<port> (<address> — IP-agpec wau
aomeHHoe ums ACS-cepBepa, <port> — nopt cepsepa ACS, no ymonyaHuto nopt 80 ). Bo BTopom
Cny4Yae KAMeHT bygeTt ucnonb3osBatb 6e3onacHbiM npotokon HTTPS ana obmeHa nHdopmaumel ¢
cepBepom ACS. ACS-cepsep dpupmbl Eltex no ymonuaHuto ncnonbsyet gns ceasm nopt 9595;

e  BKaw4yumoe nepuodu4veckuli onpoc — NpU ycTaHOBAEHHOM ¢Jiare BCTPOEHHbIM KaneHT TR-069
ocyLLecTBAsET Nepuoanyecknin onpoc cepsepa ACS ¢ MHTepBaNoOM, paBHbIM «[lepuody onpoca», B
cekyHpax. Lenb onpoca - 06HapyKUTb BO3SMOMKHbIE USMEHEHUA B KOHGUTYpaALMK YCTPONCTBA;

e [lepuod onpoca — HTepBan oTnpaBku coobueHuii 2 PERIODIC.
3anpoc coeguHeHua c ACS:
Wms nonvsosamens, Maposas — nma Nonb3oBaTena U Napob 41A A0cCTyna KaneHTa K ACS-cepsepy.
3anpoc coegUHEHUA C KINEHTOM:

Uma nonezosamens, [laposb — MmAa NONb30BaATENA M NAPOab Ana goctyna ACS-cepsepa K KameHTy TR-069.

Hactpoitku NAT:

Ecnun Ha nyTn mexay KaveHTom u cepsepom ACS nmeeT mecTo npeobpasoBaHue ceTeBblx agpecos (NAT —
network address translation) — cepsep ACS MOMeT He WMMeTb BO3MOMHOCTW YCTAHOBUTb COEAMHEHME C
KMEHTOM, EC/IM HE UCMOb30BaTb ONpeae/ieHHble TEXHO0TMU, NO3BOAIOLLME 3TOro U3berKaTb. TN TEXHOIOTUU
CBOAATCA K ONpefesneHnIo KAMEHTOM CBOEro, Tak HasbiBaemoro nyb6auuyHoro agpeca (agpeca NAT wmau no-
ApYyroMmy — BHeELWHEero agpeca Wo3a, 33 KOTOPbIM YCTaHOBAEH KaneHT). Onpenenns cBoi nybanyHbIA aapec,
KAWEHT coobliaeT ero cepsepy, W cepBep B AajbHelllem ANA YCTAaHOBAEHUA COEAMHEHMA C KAMEHTOM
MCMO/b3YET yKe He ero IoKaabHbIi agpec, a Nny6aAnYHbIN.

e Pexwum NAT — onpegenset, Kakum o06pasom KAMEHT AO/KEH MNOAYyYUTb MHPOPMALMIO O CBOEM
nybanyHom agpece. BO3MOXKHbI CAeaylome pesxnmbi:
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— STUN — vcnonb3oBatb npotokon STUN ans onpeaeneHunsa nybamMyHoro agpeca;

— Manual — py4yHoi pexum, Korga nybanyHbIN agpec 3afaeTca ABHO B KOHUrypauuu; B
3TOM peXume Ha ycTpolictee, BbinonHAwwem ¢yHKUunmM NAT, Heobxogmmo [06aBUTb
npasuno npobpoca TCP-nopTa, ucnonbdyemoro KameHtom TR-069;

— Off — NAT He ncnonb3yeTca — AAHHbIN PEXUM PEKOMEHAYETCA WCMNO/b30BaTb TOJIbKO
KOraa yCTPOMCTBO NOAK/AOUYEHO K cepBepy ACS Hanpsmylo, 6e3 npeobpa3oBaHUA CETEBbIX
agpecos. B atom cnyyae ny6anyHbIN agpec coBnagaeT C N0KabHbIM afpeCcOM KAMEHTa.

Mpu BbibOpe perknuma STUN HeobxoamMmo 3a4aTh c/iefytolmMe HacTPOMKK:

- Adpec STUN-cepsepa — IP-agpec nnn gomeHHoe nms STUN-cepBepa;

- Mopm STUN-cepsepa — UDP-nopt STUN-cepBepa (no ymonyaHuio 3HayeHue 3478);

- MuHumansHslli nepuod onpoca, ¢ U MakcumanoHsili nepuod onpoca, ¢ — ONpPenenatoT
MHTEpPBa/N BPEMEHM B CeKyHAax ANA OTMPaBKM nepuoamnveckux coobuieHmin Ha STUN-cepBep c uenbto
o6HapyKeHUsa nsmeHeHma nybanyHoro agpeca.

Mpu Bblbope perkuma Manual nybanYHBIN agpec KAMEHTa 3343eTcA BPYYHYo Yepes napameTp Adpec
NAT (agpec Heobxogmmo BBoAgUTbL B dopmaTe IPv4).

/‘ Ona KoppeKTHoU paboTtbl ¢ ACS-cepsepom 3a NAT mMHUManbHbIi nepuopg onpoca STUN-cepBepa
BONKeH BbITb MeHbLUe, YeM MaKcumanbHoe Bpema coxpaHeHua ceccun NAT-ycTpoiictBom.

Mo npotokony TR-069 BO3MOXHO MNPOU3BECTU MOJIHOE KOHPUIypupoBaHWe YyCTPoONCTBa, ob6HOBAEHME
nporpammHoro obecneyeHus, yteHne MHbopmaunmn ob ycrpomnctee (Bepcus MO, mogenb, CEPUNHBIN HOMEP U

T.4), 3arpy3Ky U BbIFPY3Ky Lenoro ¢aina KoHduUrypaumm, yaaneHHyo nepesarpysky ycTponctsa (noagepskaHbi
cneundukaunm TR-069, TR-098, TR-104).

[Nna BCTyNAeHus B CUAYy HOBOM KOHOUrypaLuu U 3aHECEeHMS HACTPOEK B 3HEProHe3aBUCHMMYI0 NamATb
HaXXMUTe KHONKY «[TpumeHuUmMoe». AN OTMEHbl USMEHEHUI HaXKMUTE KHOMKRY «OmmeHa».

2.6.5.9 NogmeHo «UHTepdelic ynpaBaeHUa»

MeHto No3BosIAET HAaCTPOUTb ceTeBOW MHTepdeC ANA opraHn3aL MM CEeTEBOro YNpaB/ieHUs YCTPOMCTBOM,
nucnonbaysa npoTtokonsl HTTP, HTTPS, Telnet n SSH.

NHTepdelic ynpaenerus

BrnmkuuTe wHTepdeiic ynpaenesna ¥
Tun gocTyna Tagged v
VLAN ID | 20
8021P | O v
Mpotokon DHCP r
AnsTepHaTuexbit Vendor D (onuwa 60)
Whpopmauua aredta DHCP Relay (Onuua 82)
Mepeuunkii DNS

Bropuuneit DNS
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e Brawuume uHmepdgelic ynpasaeHus — NpuU ycTaHOBAeHHOM dare ynpas/eHue YyCTPONCTBOM
NPOn3BOANTCA Yepes AaHHbIN MHTepdeic,
e Tun docmyna — 3agaeT pexum paboTbl MHTepdelica:
— Tagged — paHHble nepeaatotca MHTepdelicom ¢ ncnonb3oBaHmem 3agaHHoro VLAN ID;
— Untagged — paHHble nepeaatotca nHTepdeincom 6e3 ncnonbsosaHmnsa VLAN.
e VLAN ID — naeHTdUKaTOp ANA BblaeNeHUa HTepdeinca B BUPTyaibHYHO JIOKA/IbHYIO CETb,
e 802.1P — npwusHak 802.1P (apyroe HasBaHue CoS — Class of Service), yctaHaBAnMBaemMblii Ha
ncxoaalme ¢ gaHHoro nHtepdeica IP-naketbl. MpuHMMaeT 3HayeHus oT O (HU3WKIA NnpuopuTeT)
0o 7 (HauBbicLWINA NpropuTeT);
e [lpomoKos — BbIOOP NPOTOKOJ1a Ha3HaYeHUA ajapeca Ha UHTepdeNnc:

— Static — pexxum paboTbl, npu KoTopom |IP-agpec 1 Bce Heobxoanmble HacTpokn Ha WAN-
nHTepdelic HasHa4vatoTca BpydHyto. Mpu Bbibope TMna «Static» anAa penakTMpoBaHUSA
CTAHYT JOCTYMHbI CieayloLme napameTpbi:

= |P-adpec —ycTaHoBKa IP-agpeca nHtepdeica ynpasneHus;

=  Macka nodcemu — Macka nogcetTv uHTepderica ynpasaeHums;

= [lino3 no ymon4yaHuro — IP-aapec ceTeBoro wst03a no yMoa4yaHuto nHtepdeica
ynpasneHus;

= [lepsuyHsbili DNS, BmopuyHsili DNS — |P-agpeca DNS-cepBepoB, Heob6Xo4MMbIX
AnA paboTbl NPOTOKO/I0B aBTOKOHPUIYPUPOBAHMA LWKO3a, HACTPOMKA KOTOPbIX
Npoun3BoANTCA Ha cTpaHuue Cuctema — ABTOKOHGUIypupoBaHue.

— DHCP — pexum paboTbl, npu KoTopom IP-aapec, macka nogcetu, agpeca DNS-cepsepos u
Apyrve napameTpbl, Heobxoaumble ana paboTbl UHTepdelica (Hanpumep, cTaTUYecKue
mapwpyTbl), 6yayT nonyydeHbl ot DHCP-cepBepa aBTomaTnyecku. Ecam ot nposaigepa He
yAaéTtca nonyyumtb agpeca DNS-cepsepoB, Bbl moXKeTe Ha3HayuTb UX BPYYHYHO B MOAAX
«lMepsuyHbili DNS» v «BmopuyHeili DNS». Appeca, 3agaHHble Bpy4YHyt, byayT MmeTb
npuoputeT Hag agpecamun DNS-cepsepos, nonyvyeHHbIMM No npoTtokony DHCP.

Ons npotokona DHCP nmeeTtca BO3MOXKHOCTb 3a4aTb Heobxoanumoe 3HaYeHune onumm 60.

e AnemepHamusHsili Vendor ID (onyus 60) — npwn ycTaHoBNeHHOM dnare yCTPOMCTBO Nepeaaér B
DHCP-coobuweHusax B onuumn 60 (Vendor class ID) 3HaueHne us nonsa Vendor ID (onuua 60). Mpwu
nycrtom nose onuus 60 B coobLieHunsx npoTtokosa DHCP He nepeaaércs.

Echn dnar AnemepHamuseHeili Vendor ID (onyus 60) He ycTaHoBneH — B onuuu 60
nepegaercsa 3Ha4YeHne No yMoa4aHuUIo, KOTOPoe MMeeT cneayrolmii popmar:
[VENDOR:npoussoautens][DEVICE:Tun ycTpoiictea][HW:annapaTHas Bepcus]
[SN:cepuitHbIn Homep][WAN:MAC-agpec nHtepdpeinca WAN][LAN:MAC-agpec uHtepdelica
LAN][VERSION:Bepcua nporpammHoro obecneyeHums]

MNpumep:
[VENDOR:EItex][DEVICE:TAU-2M.IP][HW:1.0][SN:VI23000118][WAN:A8:F9:4B:03:2A:D0]
[LAN:02:20:80:a28:f9:4b][VERSION:#2.3.1]

e  UHpopmayus aezeHma DHCP Relay (onyus 82) — npu yctaHoBieHHOM diare no3sonseTt A06aBuTb
B8 DHCP-3anpoc:

—  UWoeHmugukamop uenu azeHma (Onyus82) — nossonseT aobasutb B DHCP-3anpoc
onumtio 82, nogonuuto 1 - Agent Circuit ID;

—  UdeHmugpukamop ydaneHHoz20 azeHma (Onyus82) — nossonseT gobasnte 8 DHCP-3anpoc
onumio 82, nogonuuto 2 - Agent Remote ID.
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Cnvcok wmcnonbsyemblx DHCP-onumii Ha Kaxkgom ceteBom uHTepdeiice (Internet, VolP,
Management) MOKHO 3aaBaTb Bpy4Hyto. MIHPopmaLma Mo HACTPOIKe CNMCKa NpeacTaB/ieHa
B NpUNOXKeHun B.

Ona BCTynneHua B cUy HOBOW KOHQUrypauMuM U 3aHECEeHUs HACTPOeK B 3HEpProHe3aBMCUMMYIO MamMATb
HaXXMUTE KHOMKY «[TpumeHums». [1na OTMeHbl USMEHEHUI HaXXMUTE KHONKY «OmmeHa».

2.6.5.10 MNoameHio «CeptndpurKaTbi»

CepTtudukatsl
Tvn OBLee UMA OpraHMzaums
KopHeBo#l cepTudukaT 192.168.1.1 Eltex
KNUeHTCKMA cepTrdmnkaT 192.168.1.1 Eltex

CepTUdUEKAT 192.168.1.1 Eltex Ent

MNogmeHto «CepTuduMKaTbI» MO3BONSET NPOCMATPMBATb, CKAYMBATb W 3arpyXaTb Ha YCTPOWCTBO
cepTMdUKATbI 418 UCNOJIb30BAHUSA B 3aLUMLLEHHbIX coeanHeHuaAx TLS.

KopHeBoii ceptudukar

KopHeBoil cepTudmKaT MCNONb3yeTca Aa8 MPOBEPKU MNOOJMHHOCTM CEPTUPUKATOB MpPU BXOAALLMX
coeguHeHuaAX. IToT cepTUUKAT A0/IKEH BbiTb MOANNCAH LEHTPOM aBTOPU3ALMM.

Kopreeoi ceptucukar

CepTuthukar
CepWitHbIA Homep  CA9F FB:C4:A3:CCY9C4F
HeneicTentenad oo 16.06.2017

HeneWcTeuteneH nocne  16.06.2018
WmMsA nony4atens

Oblee MmA 192.168.1.1
OpraHusaums  Eltex

[ONONHUTENbHLIE AOMEHHLIE agpeca  —
LleHTp aBTopM3aLmumn

O0wee nMa  192.168.1.1

OpraHusaums  Eltex
Onepauunu ¢ cepTUhHKaTOM
CKayaTb CEQTMPUKET C YCTPOACTBA * Cravatb

3arpyanTb CepTMMUKAT Ha YCTPOACTBO BoiGepuTe aiin ®ain He BeIBpaH
& 3arpy3uTs

€ Haszan
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e CepuliHblli HOMep — cepuiHbIi HoMmep BblIbpaHHOro cepTUdMKaTa;

e HedelicmeumeneH 0o — paTta Havyana aencTens cepTudmKata;
e HedelicmeumesneH nocne — gaTa OKOHYaHUA AeUCTBUS cepTUPMKaTa;

e Umsa nonydamens — QAaHHble O noaydvatene ceptuoukata (Obuwee uma, OpraHusauus,
[ononHutenbHble AOMEHHble aapeca);

e lleHmp aemopu3ayuu — AaHHble O UeHTpe aBTopu3auun (Obulee nma, OpraHusaums).

KnueHTcKuii ceptudurar

KnneHTcknin  ceptudmKaT WCNONb3yeTcA NpU  UCXOAAWMX COeAMHEeHuAX no npotokony SIP ¢
ncnosb3osaHuem TLS.

KnueHTCKuiA cepTudmkar

CepTUdhuKaT
CepWiHBIn Homep  AB:45:7E:84:9D:39:51:F7
HepeicTeutened go  16.06.2017

HepercTeMTened nocne  14.06.2027
WmA nony4atens

Ofwee uma ~ 192.168.1.1
Opranuszauna  Eltex

JONOMHUTENBHBIE AOMEHHBIE apeca  —
LieHTp aBTOpM3aLMM (CaMONOANNC aHHBII CepTgMKaT)

OblWwee uMA - 192.168.1.1

Opranmzauns  Eltex
Onepauum ¢ cepTUdMKaTOM
CKavaTb CepTUDMKAT C YCTPONCTBA ™ CkavaTb

3arpyzuTk CEPTUDUKAT HA YCTPOMCTED BuiGepuTe daiin | @@l He BoiGpaH
& 3arpy3utb

€ Hasag

e CepuliHbili HOMep — CepUnHbIN HOMep BblibpaHHOro cepTuduKara;
e HedelicmsumeneH 0o — pata Havyana AencTeua cepTudmKaTa;
e HedelicmsumesneH nocse — AaTa OKOHYaHUA AeNCTBUA cepTUPUKATA;

e Umsa noaydamens — QAaHHble O noaydyatene ceptuoukata (Obwee wmma, OpraHusauus,
[ononHutenbHble AOMEHHbIe aapeca);

e lleHmp aemopu3ayuu — AaHHble O LeHTpe aBTopusauun (Obwee uma, OpraHusaums).
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WEB-cepTudpukar

WEB-cepTudmKaTt ncnosbsyetca npu goctyne K Web-KoHpurypatopy yctponcrsa no npotokoay HTTPS.

WEB-ceptudumkar

CepTudmkaT

CepHiHLIA HOMep  BBI9D:44.EEIFCI05:25:8E
HegeiicTeuTenen o 14.09.2016

HepeictenTenen nocne  01.10.2084
Wma nonyvartens

Obwee nma  192.168.1.1
Opranmzauus  Elex Ent

JononHuTeneHble OOMEHHbLIE agpeca  —
LleHTp aBTOpM3aLMK (CaMONOANMC aKKbIA CepTHMNKaT)

Obwee nma  192.168.1.1

Opranmzauus  Elex Ent
Onepaunmn c cepTdMKkaTom
CkayaTe CepTUUKaET C yCTpoAcTea ™ Cravate

3arpyanTe CepTMQUKaT Ha YCTPORCTED BriGepuTe (aiin | ©aiN He BuibpaH

& 3arpyauTh

€ Hasan

e CepuliHbili HOMep — cepUnHbIN HOMep BblIbpaHHOro cepTudUKaTa;
e HeodelicmeumeneH 0o — paTta Havana AencTeua cepTnudmrKaTa;
e HedelicmeumerneH nocsae — AaTa OKOHYAHUA AEUCTBUA CepTUPUKATa;

e UMsa noayyamens — [OaHHble O nosy4yatene cepTuouKkata (Ob6wee wma, OpraHusauus,
JononHutenbHble LOMEHHbIE aapeca);

e lleHmp aemopu3ayuu — AaHHble O LeHTpe aBTopusauun (Obwee nma, OpraHusauus).

2.6.5.11 NoameHI0 «JONONHUTENbHbIE HACTPOUKUY»

B nogmeHo «JONOAHUTENbHbIE HACTPOMKU» MOXKHO BKAOUYNTL UPNP.

UPnP

Brto4uTe UPNP ¥

3apeszepeupoBanHble VLAN ID

HadvaneHeli VLAN 1D 1

KoHeuHelA VLAN 1D 6

+ [pUMEHHTL ® OTMeHa
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e  Bkaw4yume UPnP — npu yctaHoBneHHOm dnare npoTokon UPnP 6yaet aktuseH. Mpotokon UPnP
MCMONb3YEeTCA HEKOTOPLIMU NPUIoKeHUAMM (Hanpumep, DC-kaneHTamu, Takumu Kak FlylinkDC++)
AN aBTOMATUYEeCKOro cosgaHusa npasun npobpoca TCP/UDP-nopToB, MCMNO/Mb3yemMbIX 3TUMMU
NPUIOXKEHUAMM, HA BbllecToAlWemM MaplipyTusaTope. PekomeHayetca Bkaouutb UPNP gnA
obecneyeHunna paboTbl cepBMcoB obmeHa pannamm B ceTu.

3ape3epsuposaHHsie VLAN ID

3apesepsupoBaHHbie VLAN ID HeobxoamMmbl 418 BHYTPUCUCTEMHbIX HYKA, LWLJHO3a U MOTYT ObITb MU3MEHEHDI

B 3aBMCMMOCTM OT ncnosb3yemoro Ha cetun VLAN ID:

e HauanbHbii VLAN ID — HavyanbHoe 3HayeHue uaeHtuoumkatopa VLAN B 3apesepBMpOBaHHOM
AvanasoHe, NpMHUMaeT 3HavyeHua [1-4090];

e KoHeuHbin VLAN ID — HayasnbHOe 3HayeHwe uaeHtTudumkatopa VLAN B 3ape3epBMPOBAHHOM
AnanasoHe. [aHHaa HacTpoliKa HeaoCTyMHa [ANA pPefaKkTUPOBAHUA M paccyUTbiBaeTCA
aBTOMATUYECKM.

Ona BCTynaeHnAa B CUNy HOBOWM KOHd)VIpraLI,VIVI N 3aHeCeHUA HaACTPOEK B 3HEProHesaBUCMMYIKO NMaMATb

HaXXMUTe KHOMKY «[TpumeHumoe». AN OTMEHbl USMEHEHUI HaXKMUTE KHOMRY «OmmeHa».

2.7

MOHUTOPUHT cUCTEMDI

Ons nepexona B penMm "MOHUTOPUHT cUCTEMBbI" Ha NaHenn cnesa BblbepuTe NyHKT « MOHUTOPUHTY.

Ha HeKOTOpbIX CTPaHULAX He peasiM30BaHO aBTOMATUYECKUE obHOBEeHMEe AdHHbIX MOHUTOPUHrA

= OBHOEWTE

ycTpoicTBa. AnAa noayvyeHUa TekyLen MHGoOpMaLmm C yCTPOICTBA HAaXKMUTE KHOMKY

2.7.1 NoameHw «UHTEpPHET»

B nogmeHto ((MHTepHeT» ocyLwecTBnAaeTcAa NPoOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK yCTpOl\aCTBa.

Bbixoa B MIHTepHeET

MOAKNI4EHHE K CETH MposogHoe

MpoTokon gocTyna DHCP

IP-agpec 192.168.63.2
[omeHHoe Wma myhostrg54.ddns.net
Cratyc D-DNS PerucTpayma yenewxa

i OGHOBHMTB

Bbixo0 8 UHmepHem

e [loOKnw4eHue K cemu — cnocob noaKNw4YeHNA K CeTh nepepayvyn OaHHbIX. HaCTPOﬁKa
noAKNI4YEHNA NPON3BOAUTCA B pa3gene Cetb — UHTepHerT:
- HposodHoe — nogknw4yeHme K CcCetn nposaﬁp,epa ocyliecreBnAaeTca nocpeancrsom

coefiMHEeHNA MeaHbIM UAM ONTUYECKUM naTy-Kopaom ¢ noptom WAN;
— 3G/4G USB-modem — nogknoueHue K ceTu nposaigepa ocyllectsnsercsa depes 3G/4G
USB-moaem, nogkntoueHHbI K nopTy USB Ha 3aaHen naHenu ycTpoiicTaa.
e [Ipomokosn docmyna — NPOTOKOA, UCNONb3YyEMbIM ANA AOCTYNA K ceTu UHTepHeT;
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e |P-adpec — IP-agpec ycTpoiicTBa BO BHELLHEN CETY;
e |P-adpec 80 sHympeHHeli cemu nposalidepa — |P-aapec, KOTOPbIA UCNONb3YETCA BO BHYTPEHHEN
ceTu NpoBaiaepa gaa 4OCTyna K I0Ka/IbHbIM CETEBLIM pecypcam npoBaiaepa.

Echn BbIBpaH cnocob

e Hanuuue c8a3u — NoKasbIBaeT AOCTYMHOCTb pPing-cepBepa Yepes 4aHHOE MOAK/YEHNE;

NOAKAOYEeHUA

«ABTOMATMUECKM NepexoauTb HA pe3epBHbI  KaHany,
oTobparkaeTcs ABa NOAKNOYEHMA, A1 KOTOPbIX AONONHUTENBHO BbIBOAATCA CAeAytoLme nons:

e AKMUBHOCMb — MOKa3blBaeT, YTO MHTepdeinc ucnonbyetca ANA nepeaadn Mnosb30BaTe/IbCKUX

OAHHbIX.

2.7.2 NoameHo «IP-renepoHma»

B noameHto «IP-tenedpoHmus» ocCylEecTBAAETCA NPOCMOTP COCTOAHMA ceTeBoro WHTepdeica VolP,
MOHUTOPUHT abOHEeHTCKMX KOMMNIEKTOB W COCTOAHMA perncrtpauumn rpynn Bbli30Ba, TeCTUpPOBaHUE ﬂMHMVI,

MOHUTOPUHT IMS.

|P-agpec

Hwmsa rpynne CocToRHmne
Group1 BeknEMEHA
Group2 BhiEnkHEHa
Groupd Brkniqena

MOHUTOPKUHT IMS

INuHuA

Ynpaenenme ¢ IMS
TpéxcTOpOHHAR KeHDEpEHUMS
Yaep#aHue Boisosa
(4MaaHHe BLIS0EA
lopAYaniTennan nueua
Homep ropR-er NMHKH
TanmayT ropAYei MHHMK, ©

Wma yenyrm "Mepenaqa eniscea”

MOHWUTOPKHT TpYNN Bel30Ba

192.188.1.58

TNokansHbIR
JICLEE Howep PerucTpauua
1 0o OTrkmicseHa
2 ooz OTrmiosena

uepes

CocToAHKe ceTeBoro uHTepdenca VolP

MOHUTOPWHT 8DOHEHTCKWX KOMNMNEKTOR

Werekaer Apgpec
CEPEEPA  NMHHWK

Homep Tenediona

1

BrikneeHn

2

BriknmHero

CocToAHne

BhikniHena

BrikniHena

CNWCOK MMHHA

Coctomuue YganesHoi  CocTomAHWe
Ebl3oea 1 abonedT 1 Ebl30Ba 2

PerucTpaums Hcrekaer yepes
OTEntHeHa
OTrmio4eHa

OTrmio4ena

YoaneHHs | Tecr
aboHeHT 2 NHHHK

Appec cepsepa

CratHcTrka
FX5

MNokasars

MNokasars
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CocmosHue cemesoz2o uHmepgelica VolP

e |P-adpec — IP-agpec ceTeBoro uHtepodeliica ycnyru VolP.

MoHumopuHa aboHEHMCKUX KOMIIAEKMO8

e JluHUA — HOMep abOHEHTCKOro KOMMJ/IEKTa YCTPOMCTBA;

e JlokanbHbili HoMep — Homep TenedoHa aboHeHTa, 3aKpensieHHbI 33 AaHHbIM abOHEHTCKMM
nopTom;

e Pezucmpauus — COCTOAHWE perncTpaLmm TenepoHHOro Homepa rpynnbl Ha NPOKCU-CepBepe:

—  OmkKnw4veHa — pyHKUMA perncTpaumm Ha SIP-cepBepe BbIK/IOYEHA B HAaCTPOMKax npoduna
SIP;

— OwubKa — npouenypa perncTpauumn 3akoH4YnAacb Heyaaven;

— BeinonHeHa — npoueaypa pernctpaummn Ha SIP-cepsepe BbINOJAHEHA YCMNeLWwHO.

e Vcmekaem yepes — BpeMs A0 UCTEUEHMA PerncTpauumn aboHeHTCKoro nopTa Ha SIP-cepsepe;

e Adpec cepsepa — afpec cepBepa, Ha KOTOPOM MoCAeAHUIA pa3 NPOLLUAa PerncTpaumio aboHeHTCKasn
NINHUS;

e CocmosAHUe AUHUU — COCTOAHWE (GU3NYECKOW NUHUWN. JIMHUA MOXKET HaxoAWUTbCA B OAHOM W3
cneaytoLmx COCTOAHUN:

— He akmusHa — TenedoHHasa TpybKa nonoxkeHa (NMH60 abOHEHTCKMIA NOPT BbIK/AKOYEH),
HopMasibHas paboTa;

— AKmueHa — TenedoHHaa TpybKa NOAHATA; B JIMHMIO BbIAAETCA CUrHA/A OTBETA CTAHLMM,
6o curHan KMB, ambo curHan ownbKkK, NMb0 IMHUA HaXOAUTCA B COCTOSIHMM Pa3roBopa;

— locbinka 6bi308a — Ha TenedoH MOLAETCA BbI3bIBHOW CUTHAN (Npu nocTynaeHuu
BXOZALLErO 3BOHKA);

— TecmuposaHue — 3anyLLeH NPOLLECC TECTUPOBAHMA TNHUN.

e CocmosHue 8bi308a 1, 2 — KaxAblit aBOHEHTCKMI NOPT MOXKET OAHOBPEMEHHO NoAAEePKMBaATb A0
ABYX ceaHCOB CBA3W. B AaHHOM nose oTobpaykaeTcA COCTOAHME Bbl30Ba C COOTBETCTBYHOLLMM
yAaneHHbIM aboHeHTOM. BbI30B MOMET HaxoAUTbCA B OAHOM U3 C/ieAyoWmnX COCTOAHMUIA:

— Habop Homepa — ocyliecTBnsieTcA Habop Homepa ¢ TenedoHHOro annapara;

— 3aHAMO — BbI30B MO KakKMM-IMBO npuuMHam oTbunacAa, B NUHUIO BbIJAETCA CUrHan
«3aHATOY;

—  Ucxooawuli 861308 — OCYLLECTBAAETCA BbI30B YAa/IeHHOro aboHeHTa, B IMHUIO BblAaETCA
curHan KIMB;

—  BxoOswuli 8bi308 — Ha TenepoHHbIM MOPT NOCTyNaeT BXOAAWMA BbI30B, B JIUHUIO
BblAAETCSA BbI3bIBHOM CUFHA;

— Pa32080p — yCTaHOBNEHO PAa3roBOPHOE COeAMHEHUE C YAA/IEHHbIM abOHEHTOM;

—  BcmpeuyHbili Ha yOepxaHuU — yaaneHHbli aboHeHT NOCTaB/IeH Ha yAepKaHUe;

—  JloKasnbHsbIli HG yOepHaHUU — NOKaibHbIM aBOHEHT NOCTaBNEeH YAa/IeHHbIM Ha YAEepXKaHME;

—  OwubKa, nonoxume mpybKy — B NIUHUIO BblAAETCA CUrHaN OWWMOKKU. CUrHan olwmbKu
0BbIYHO BblAAeTCcA MO UCTEYEHUM TaliMmayTa BblAauyum CUrHana «3aHATO» (HacTpauBaeTca
OTAEeNbHO AN KaXKA0W IMHMK), Koraa 3abbinv NoNoKUTb TPy6Ky TenedoHa.

e YOaneHHsIli aboHeHm 1, 2 — Homep TenedoHa yaaneHHoro aboHeHTa KaxKaoro ceaHca CBA3sK.

e Tecm aAuHUU — NO KHOMKe TecT 3anyckaeTcA Npouecc TecTMpoBaHWUA abOHEHTCKOM AnHuu. O
cTaTyce npouecca cBuAaeTenbcTByeT o6paTtHbiit Talimep (B ctonbue «CoCTOSHUE NUHUWNY),
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CUTHANM3UPYOWMiA 06 ocTaBlemMcA BpeMeHu TecTa. Henb3sa 3anycTutb TecT OAHOBPEMEHHO Ha
HECKONbKMX NMHMAX. [MpogomkutenocHocTb Tecta — 80 cekyHA. Ha Bpema Tecta abOHEHTCKMI
KOMMAEKT 6/10KMpyeTcA — coBepLUaTb M MPUHMMATb 3BOHKKU ByAeT HEBO3MOXKHO.

NokankHeIi WeTekaeT  Afpec CocToAHNe YaaneHHbIi CoctToAHNE YaaneHHbIN Teer
Nuuna Pernctpauna CocToAHNE NHHNUN _ _

HoMep Yepes cepBepa BBIt0OBA 1 aGoHeHT 1 EbI30OBA 2 AGOoHeHT 2 MHHIN
1 20000 EcTe 000612 192.168.16.250 ( TECTMPOBAHME (73)

Mo OKOHYaHWUM TecTa pe3y/IbTaT MOMKHO NMOCMOTPETb, HaXKaB Ha KHOMKY :.

PesynbTaT npeacraBaseTca B BuAe TabanLpbl U COAEPKUT Cedytolime AaHHble:

e [JlaTaTecTa
e [locToAHHOE CTOPOHHEE HanpsakeHue Ha nposoae A (TIP)

e [locToAHHOE CTOPOHHEE HanpsyKeHue Ha nposBoge B (RING)

e [lepemeHHOe CTOPOHHEe HanpsaskeHue Ha nposoae A (TIP)

e [lepemeHHOe CTOpPOHHee HanpsKeHue Ha nposoae B (RING)

e HanpsaxeHune NnUTaHUA ANHUK

e [MonepeyHbili TOK (TOK B AMHUK)

e TpoaonbHbIl TOK (TOK yTeuKku)

e ConpoTusneHue mexay nposogamu A (TIP) n B (RING)
e ConpoTusneHue mexay nposogom A (TIP) u 3emnéi

e ConpoTusneHue mexxay nposogom B (RING) u 3emnéi
e Emkoctb mexay nposogamu A (TIP) n B (RING)

e EmkocTtb mexay nposogom A (TIP) 1 3emnéii

e Emkoctb mexay nposogom B (RING) n 3emnéii

. B cTonbue «Tect AMHUNY.

e TenedoHHbIM annapaT — MHPOPMaLMA O HAANYMK NoaKAtoYeHus TA (TenedoHHOro annapara).

Mpumep pesynbTarta Tecta AMHuM 1:

Peaynetat Tecta; [TuHuA 1

Data Tecta

[MoCToRHHOE CTOPOHHEE HANPAXEHWE Ha npoBage A (TIP)
MocToRAHHOE CcTOpPOHHES HAaNpAxeHWe Ha npoBoge B (RING)
MepeMeHHoe CTOPOHHES HANPR¥EHWE Ha npoeoge A (TIP)
MepeMeHHCe CTOPOHHES HaNpRWEHWe Ha npoeoge B (RING)
Hanpa+eHne NHTaHWA NIAHKK

MonepedyrbIA ToR

MpoaonbHEIR TOK

ConpomvenesWe mexay nposogamd A (TIP) u B (RING)
ConpoTWENeHHME MEXTy nposogom A (TIP) U semnén
Conpomveneswe mexay nposogos B (RING) W semnéi
EmEoCTs Mesxay nposogamia A (TIP) u B (RING)

EMEQCTH ME#Oy npogogom A (TIP) W 3eMnei

Emrocts mexay nposogom B (RING) v semnen

TenedoHHLIM annapar

& YOanuTh X 3aKpbITs

12:06:19 24.12.2019
-0.225504 B
-0.280332 B
0.044563 B
0.029545B
-50.386585 B
0.124063 mA
0.281903 mA
1296435303 kOm
530.850220 xOm
280.785919 xOm
30 HD

30 HD

30 1D

He nogrmouen
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e Cmamucmuka FXS — oTobpakaeT KO/IMYeCTBO BXOAALMX N UCXOAALLMX 3BOHKOB, MOCTYMNUBLLMX Ha
nopT, a TaK»Ke nocneaHnit HabpaHHbIA HOMep.

CtatucTuka FXS: Nukua 1 %

MocnegHnk HabpaHHBIA HoMEp B001
KonWuecTEs EXOIALIMY SE0HKOE

HonW4ecTED WCXOASWMX SB0HKDE | 2

*® 33EphITH ' 3 ChpoC CTATMCTAKM |

MNog Tabnuueit MoHWUTOPUHra abOHEHTCKMX KOMMJIEKTOB HAXO4ATCA KHOMKU AAA NPUHYAUTENbHOM
perncTpauum anm oTMeHbl PermcTpaumnm Bblo paHHbIX AUHUNA.

MoHuUmopuHe 2pynn 8bi308a

e Vims epynnel — Ha3BaHWe rPynnbl BbI30BA;

e CocmosHue — COCTOsIHME TPYNMbl BbI30BA: BK/IOYEHA WM BbIKNOYEHA;

e Homep menegoHa — Homep TenedoHa, 3aKpeneHHbI 3a rpynnoi Bbi30Ba;

e Cnucok AuHuli — CNUCOK INHWIA (MOPTOB), KOTOPbIE BXOAAT B rpynmny;

e Peazucmpayus — cocTosiHMe perucrTpaumm TenepoHHOro HoMmepa rpynbl Ha NPOKCU-CepBepe:

—  OmkKnwyeHa — GyHKUMA pernctpaumm Ha SIP-cepBepe BbIK/IlOUYEeHa B HAaCTPOWKax mpogus
SIP;

— OwubKa — npoueaypa perncTpaumnm 3akoHYnIacb Heygaden;

—  BeinosHeHa — npoueaypa perucTpaumm Ha SIP-cepBepe BbINOJIHEHA YCMNELHO;

e Vcmekaem yepes — BPeMA [0 UCTEUEHMA PETMCTPALMK rpynnbl Bbi30Ba Ha SIP-cepeepe;

e Adpec cepsepa — ajpec cepBepa, Ha KOTOPOM MOC/AeAHWI pa3 Mpolwaa perncrpaumio rpynna
BbI30Ba.

MoHumopuHe IMS

MoHUTOPUHT IMS NOKasbiBaeT COCTOAHWE HEKOTOPbIX YCAYr (aKTMBMPOBAHA WM He aKTUBMPOBAHA) Ha
KaXKA0iM abOHEHTCKOWN IMHMM, NPW YCNOBUK, YTO HA 3TOM NIMHUWN paspeLlleHo yaaneHHoe ynpaB/eHne ¢ cepeepa
IMS (IP Multimedia Subsystem).

e YnpaeneHue ¢ IMS — nOKasblBaeT, BKAWYEHO WAW HeT yAaNeHHOe YynpaBaeHue ycayramu
aboHeHTCcKoM nMHuKM c cepsepa IMS (HacTpauaetca B npodune SIP, cm. nogmeHto «Mpodpunu
SIP»);

o TpEXCMOPOHHAA KOHepeHUUs — NOKA3bIBAET, NPULLIA AN HET KOMaHAa Ha aKTUBALMIO YCayru
«TPEXCTOPOHHAA KOHPepeHUUa» c cepaepa IMS;

e  YOepiycaHue 8b1308a — NOKA3bIBAET, MPULLAA AN HET KOMAHAA Ha aKTUBaLMIO yeayru «YaepKaHue
BbI30Ba» ¢ cepsepa IMS;

e OxudaHue 8bi308a — NOKA3bIBAET, NPULLAA UIN HET KOMAHAA Ha aKTMBAUMIO ycayrmn «OxuaaHme
BbI30Ba» ¢ cepsepa IMS;
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. I'opﬂqaﬂ /IUHUA — NOKa3blBaeT, Npullaa NWin HeT KoMmaHaa Ha aKTUBaLUUNIO YCNyru «Fopﬂqaﬂ NMNHNA»
c cepsepa IMS;

e Homep 2opayeli nuHUU — NOKa3blBaeT HoMep TenedoHa ana ycnyru «fopavas NMHMAY B KOMaHae
aKTMBauum ot cepsepa IMS;

e Talimaym eopsveli AuUHUU, C — TOKa3bliBaeT TaMmayT Habopa ans ycnyrn «lopsyaa AUHUA» B
KOMaHe aKTMBauum ot cepsepa IMS.

e Umsa ycayeu «[lepedaya 661308a» - NOKA3bIBAET 3aJaHHOE MMA ycnyru «lepeaaya Bbi3oBa».

' —ycnyra akTUBMPOBaHa;

¥ —ycnyra He aKTUBMpPOBaHa.

2.7.3 NoameHio «Ethernet-nopTbi»

B nogmeHto «Ethernet-nopTbi» BbINOAHAETCA NPOCMOTP cocToAHUA Ethernet-nopToB ycTpoiicTsa.

CocTosHue Ethernet-noptoe

Mopr Mogkno4yeHue CropocTe Pexum MepenaHo MpwuHATO
WAN Bkn 100 MEuT/C Full-duplex 1.4 MGBaiT (1 493 435 GaiT) 516.7 MBaiT (541 842 450 GaWT)
LAN Bhlkn

Z OGHOBHTE

CocmosHue Ethernet-nopmos

e [lopm —Ha3BaHWe nopTa:

—  WAN — nopt BHelLHel ceTy;
— LAN — nopT noKanbHOM ceTu.

. lModknoueHuUe — cocTosHue NOAKNKOYEHNA K AaHHOMY NOPTY:

—  BKa. — K NOPTY NOAK/IOYEHO CETEBOE YCTPOWMCTBO (NMMHK aKTUBEH);
—  BbIKA. — K NOPTY He NOAKNIOYEHO CETEBOE YCTPOMCTBO (IMHK HE aKTUBEH).

e CKOpocmb — CKOPOCTb MOAK/OYEHUA BHELIHero ceTeBoro ycTpoiictea K nopty (10/100/1000
Méut/c);

. Pexcum — pexkxnm nepenaym faHHbIX:

—  Full-duplex — nonHbIt aynnekc;
— Half-duplex — nonyaynnekc;

e [lepedaHo — KONMYECTBO NepeaaHHbIx 6aiT ¢ NopTa;

[MpUHAMO — KONNYECTBO NPUHATLIX 6AUT NOPTOM.

[na nonyyeHms Tekylein nHpopmaummn o coctoaHnn Ethernet-noptos HaxkmuTe KHONKY « OBHOBUTLY.
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2.7.4 NoameHio «DHCP»

B nogmeHto « DHCP» MOXHO MOCMOTPETb CMMUCOK NOoAKAOMEHHbIX K LAN-MHTepdency ceTeBbIX YCTPOMCTB,
KOTOpbIM OblIM Ha3HaueHbl IP-agpeca nokanbHbiM DHCP-cepBepom, a TaKKe BpemMs 40 UctedyeHusa apeHapl IP-
agpeca.

Cnucok DHCP-knneHTOB

MAC-agpec Hma knuexTa IP-agpec Bpema 4o UcTe4YeHUnA apeHakl

®

Z OGHOBUTb

AxkmugHblie DHCP-apeHObI

e  MAC-adpec — MAC-agpec NoAKAOYEHHOr0 YCTPOCTBA;
e UmA KaueHma — ceTeBoe MMsA NOAK/IOHEHHOTO YCTPOICTBA;
e |P-adpec — IP-agpec, Ha3HAYEHHbIN KAUEHTY U3 NyNa a4pecos;

e Bpems 0o ucmeveHus apeHObl — CPOK, Yepes KOTOPbIV UCTEKAET apeHa Bblae/leHHOro ajpeca.

Ons nonyyeHua Tekywen nHdopmauymm o DHCP-KnneHTax Haxmute KHomnKy « OBHOBUTbY.

2.7.5 NoameHto «ARP»

B nogmeHto «ARP» BbinonHseTca npocmoTtp ARP-Tabnuubl. B ARP-Tabnunue cogeputca nHbopmaums o
cootBeTcTBUM IP- 1 MAC- agpecoB coceiHMX CETEBbIX YCTPOMCTB.

ARP-Tabnuya

IP-agpec MAC-agpec MM knnedTa NHTepdenc
-

192.168.18.1 ABF94B80ET00 WAN

192.168.18.34 14:CC:20:03:82:06 WAN

£ OGHOBUTL

ARP-mabauya
e |P-adpec — |P-anpec ycTpoicTBa;
e  MAC-adpec — MAC-agpec ycTpomncTBa;
e VIMA KnueHMa — ceTeBOe UMA NOAKNOYEHHOIO YCTPOMUCTBA;

e UHmepdgelic — uHTepdeiic, co CTOpOHbI KOTOPOro akTMBHO ycTpolicteo: WAN, LAN, Bridge.

[na nonyyeHms Tekylein nHGopmaummn HaxkmuTe KHonky « OBHOBUTbLY.
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2.7.6 MoameH0 «YCTPOUCTBO»

B noameHto «YcTponcTBo» npmeeaeHa obwaa nipopmauma ob yctpoincrse.

TAU-2M.IP e admin

WuTtepuer  IP-tenedwonwns  Ethermet-noptel  DHCP  ARP RwpilU=i:hvl CPU  Conntrack

MapwpyTuzauua  MCTOPUA BeIZ0BOE  [IMArHOCTHKE

WMHpopmauna ob ycTpoAcTee

Wznenue TAU-ZNLIP
* Bepcua MO (rexywan sepcua MNO)
HH Saeonckon MAC-agpec AR FI4B0EAA1E
o CepWiAHbIA HoMmep WVI38015919
CucTemHoe EpEMS 12:08:02 24122018
Bpewms pabote 0 gx, 13:46:45

UHpopmayusa 06 ycmpolicmse

e M30enue — HAMMEHOBAHME MOLENN YCTPOWCTBA;

e Bepcua 10 — Bepcua NporpammMmHoOro obecrneyeHus yCcTponcTBa;

e 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepdeica ycTpolicTBa, YCTaHOBAEHHbIM 3aBOA0M-
N3roToBUTENEM;

e CepuliHbili HOMep — cepuitHbIi HOMep YCTPOMCTBA, YCTaHOB/IEHHbI 3aBOA0M-U3roTOBUTEIEM;

e CucmemHoe 8pemMsa — TeKyLLMe BpeMs U AaTa, YCTAaHOB/IEHHbIE B CUCTEME;

e Bpemsa pabomel — Bpemsa paboTbl C MOMEHTa MOCAeAHEro BK/YEHUA MWW Mepesarpysku
yCTPOMCTBA.

2.7.7 NoameHto «CPU»

B noameHto « CPU» oTobpakatoTcs AaHHble NO UCMO/b30BaHMIO NPOLEeccopa.

WMcnonk3oeanue npoueccopa
IRG 0.00%
o
£ System [ 3.49%
&
Steal 0.00%
User - 6.49%
SoftiRQ | 0.94%
10Wait 0.00%
Idle s—— 82 0%
Mice 0.00%

Ucnoas3oeaHue npoyeccopa

e /RQ - NpoLEHT NPOLLeCCOPHOro BpeMeHu, NoTpadeHHoro Ha 06paboTKy annapaTHbIX NpepbiBaHU;
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e System — npouUeHT UCNO/b30BaHMA NPOLLECCOPHOIO BPeMeHM NnpoLieccamm Aapa;
e User— npoLeHT NCNOoNb30BaHMA NPOLLECCOPHOro BpeMeHW Nob30BaTeIbCKUMM NPOrpamMmmMamu;

e SoftlRQ — npoOUEHT NPOLECCOPHOro BPEMEHM, MOTPaAYEeHHOro Ha 06paboTKy NpPOrpamMmMmHbIX
npepbiBaHW;

e |OWait — npoueHT NpoLECCOPHOro BpeMeHU, NOTPAYEeHHOro Ha onepaLum BBOA3;
e Idle — npoueHT He3a4eNCTBOBAHHbIX NMPOLLECCOPHbIX PECYPCOB;

e Nice — npoueHT WCNo/ib30BaHWA MNPOLLECCOPHOrO BPEMEHM MPOrPaMmMamm C M3MEHEHHbIM
NPMOPUTETOM.

2.7.8 NoameHio «Conntrack»

B noameHio «Conntrack» oTobpaaloTcs TeKyLUME aKTMBHbIE CeTEBblE COeAMHEHMA YCTPOICTBA.

BreiBog akTuBHeIX ceccuin NAT

YMCNO AKTMBHBIX COEAMHEHMI 11

YnCNO NOKA3AHHBIX COEAMHEHNA 11

@

CnucoK coeauHeHUi

Mpotokon ADpec UCTOYHHKA ADPEC Ha3HaYeHUA TavmayT
unknown 192.168.1.1 224.0.01 9 MuH 31 cek
unknown 2222 224001 9 MUH 51 cek
tcp 192.168.27 128:1504 192 168.10.20:80 1 MuH 59 cek
icp 192.168.27.128:1593 192.166.10.20:80 1 MuH 39 cek
udp 127.0.0.1:40143 127.0.0.1:53 9 ek

udp 192.168.10.20:48834 192.166.10.1:53 2 mMuH 39 cek
tcp 192.168.27 128:1590 192 168.10.20:80 9cex

tcp 192.168.27 128:1505 192 168.10.20:80 4 AH 23 4 59 MuH 50 cek
icp 192.168.27.128:1592 192.166.10.20:80 1 MuUH 26 cek
udp 127.0.0.1:47601 127.0.0.1:53 9 ek

tcp 192.168.27 128:1580 192 168.10.20:80 9cex

tcp 192 168 27 128:1591 192 168 10.20°80 9 cek

& OGHOBUTH

Bbigo0d akmusHbix cecculi NAT

. Yucno akmusHsbix coeduHeHuli — o6m,ee YNCNO aKTUBHDbIX CETEBbIX COEAMHeHMﬁ;

e YHucsn0 noKa3aHHbLIX coeOuHeHUl — YACN0 coeaNHEHMI, BbiBeAeHHbIX B Web-nHTepdeiic. YTobbl He
CHW}KaTb MpPOM3BOAUTENLHOCTL paboTbl Web-nHTepdelica, MaKCMManbHOe 4YMCAO MOKa3aHHbIX
COoeAVHEeHUI orpaHnyYeHo 3HavyeHmem 1024, OcTanbHble COeANHEHUA MOXKHO MOCMOTPETb Yepes
KOMaHZAHYIO KOHCO/b YCTpoiCcTBa (KoMaHaa cat /proc/net/nf conntrack).

Cniucok coeduHeHul

. [TpomoKoa — NPOTOKO/, N0 KOTOPOMY YCTAaHOBNEHO COeANHEHNE;

e Adpec ucmoyHuka — IP-agpec U Homep NopTa MHULMATOPA COeAUHEHUS;
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e Adpec Ha3zHa4yeHuA — |P-agpec 1 HOmep NopTa agpecata CoeAUHEHUS;

e Talimaym — nepuog BpeMeHMU A0 YHUUTOXKEHUS COeANHEHUA.

Ons nonyyeHma Tekylen MHGopMaLMn HaXKMUTE KHONKY « OBHOBUTL».

2.7.9 NoameHio «MapLwpyTusauma»

B noameHo « MapLpyTtusauma» otobparkaetca Tabavua mappyTmsaummn ycTpoicTaa.

Tabnuya maplpyTusaums

Appecar Linws Macka dnarn MeTpuka O6paweHna OBHapyHeHUA WHTepthenc
192.168.1.0 0.0.0.0 255.255.255.0 u 0 0 0 br0

&

o 192.168.10.0 0.0.0.0 255.255.255.0 u 0 0 0 ethi
0.0.0.0 192.168.10.1 0.0.0.0 uG 0 0 0 ethi

Z ODHOBUTL

e Adpecam — IP-agpec xocTa UAn NOACETU Ha3HAYEHMUSA, 4O KOTOPbIX YCTAHOBIEH MAPLLPYT;
e Llmo3—IP-agpec Wwto3a, Yyepes KOTopbI OCYLLECTBAAETCA BbIXOA HA agpecaTa;
e Macka nodcemu — macka NoaceTy;

e ®nagau — onpeaeneHHble XapaKTEPUCTMKM JAaHHOro MapuwpyTa. CylecTByloT cieaylolme
3HayeHuna ¢naros:

— U - ykasbiBaeT, YTO MapLlpyT CO34aH U ABAAETCA NPOXOANMBIM;

— H-yka3biBaeT Ha MapLIpyT K onpeaesieHHOM y31y;

— G - yKasblBaeT, YTO MapLUpyT MnposeraeT yYepes BHewWHM wno3. CeteBol MHTepdelic
CUCTEMbI NPeaoCcTaBAAeT MapLpyTbl B CETM C NPAMbIM NOAKAOYeHMeM. Bce npouue
MapwpyTbl NPOXOAAT Yepe3 BHelHue wto3bl. drarom G 0TMeYaloTca BCe MapLUpyThl,
KpOoMe MapLIPyTOB B CETU C MPAMbIM NOAK/IOYEHUEM;

— R - yKasblBaeT, YTO MapLIpyT, CKopee Bcero, Obln co34aH AMHAMUYECKMM MPOTOKO/IOM
MaplpyTusaummn, paboTaloWwyMM Ha JOKaAbHOW cUcTeme, MOCPenCTBOM MapameTpa
reinstate;

— D - yka3biBaeT, YTO MapwpyT 6bln gobasneH B pesynbTaTe MOAYYEHUSA COOBOLLEHMA
nepeHanpasnexHus ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o MapLipyTe us
coobuweHuns ICMP Redirect, mapwpyT BKAtoYaeTca B Tabavuy Maplupytusaumm, 4tobbl
WCKNIOYNTb NepeHanpas/ieHne A1a NocieAyloWwmnx NakeTos, NpeAHa3HAYeHHbIX TOMY XKe
agpecaTy. Takne mapwpyTbl oTmeyeHbl dpnarom D;

— M - yKasbIBaeT, YTO MApPLIPYT NOABEPrCcA U3MEHEHUIO - BEPOSATHO, B pe3ysibTaTe paboTbl
OWHAMMWYECKOro NPOTOKO/Ia MapLUpyTM3auumM Ha JIOKaNbHOM CUCTEME U MPUMEHEHMUA
napameTpa mod;

— A -yKa3sblBaeT Ha 6ydepn30BaHHbIA MapLIPYT, KOTOPOMY COOTBETCTBYET 3anucb B Tabauue
ARP.

— C- yKa3blBaeT, YTO MCTOYHUKOM MapLupyTa AsaseTca bydep mappytmsaumm sapa;

— L - yKa3bIBaeT, YTO NYHKTOM Ha3HaYeHMA MapLipyTa ABAAETCA OAMH U3 afpecoB JAHHOIO
KomnbtoTepa. TaKue «JIOKasibHble MapLIpyTbl» CYLLEeCTBYIOT To/bko B bydepe
MapLlpyTU3aLmm;
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— B - yKasbIBaeT, YTO KOHEYHbIM MYHKTOM MapLLPYyTa ABASETCA LUMPOKOBELLATENbHbIN agpec.
TakMe  «WMpPOKOBeLWATE/IbHblE  MapLIpyTbl»  CYLWECTBYOT Tonbko B  bydepe
mapLpyTusaumm;

— | - yKasblBaeT, YTO MapLLPYT cBsA3aH C KosbLeBbiM (loopback) nHtepdeitcom ¢ uenbio HOM,
Hexenn obpalleHne K KObLEBOW CeTU. TaKMe «BHYTPEHHWE MAapLUPYTb» CyLLeCcTBYIOT
TONbKO B bydepe mapLipyTmsaumnm;

— | - yKasbIiBaerT, 4To AgenTarpaMmmsbl, Hanpas/asiemMble Mo 3TOMy agpecy, byayT oTBepraTbCcs
CUCTEMOI;

e MempuKka — onpegenser «CTOMMOCTb» Mapwpyta. MeTpuKa MCnosib3yeTca A8 COPTUPOBKM
Ay6MpYOLLMX MapLLIPYTOB, eC/IM TAKOBble MPUCYTCTBYIOT B TabanLe;

e  ObpauweHusa —3adUKCUPOBAHHOE YMCA0 06PALLEHWNIA K MAPLLPYTY C LLe/Ibio CO34aHMNA coeanHeHMUA
(He ncnonbsyetca B cucteme);

o Ob6HapyxeHUA —4YNCNo OBHaPYKEHU MapLIpPyTa, BbINOJHEHHbIX NPOTOKoI0M IP;

e VHmepdgelic — umsa ceTeBoro nHTepdelica, Yepes KOTOPbIN NposieraeT AaHHbIA MapLUpYyT.

[na nonyyeHus TekylLen MHopmMaLMn HaXKMUTE KHOMKY « OBHOBUTBL Y.

2.7.10 NoameHo «UAcTOpUA BbISOBOB»

B noameHo «McTOpUA BbI3OBOB» MOMKHO NMPOCMOTPETb CMMUCOK COBEPLUEHHbIX TeflepOHHbIX BbI30OBOB, a
TaKXKe CBOAHYI0 MHPOPMaLMIO NO KaXKA0MY BbI30BY.

B onepaTMBHOM NaMATU YCTPOMCTBA MOXKHO coxpaHuTb 40 10 000 3anucei o coBepLUeHHbIX Bbi3oBax. Mpu
Konuyectse 3anuceir 6onee 10 000 camble cTapble (BBepxy Tabauubl) yaanatoTca, MU B KoHel ¢alina

,D,OGBB/'IFH-OTCFI HOBbIE.

3anucb CTaTUCTUKM B XypHase Bbi30OBOB HE BEAETCA NPU HYNIEBOM pa3mMmepe UCTOPUN.

DunbTp (NokasaTs)

Hacir

IP-agpec  Bpems Bpems

JNokaneHeld  YAanexHbIi _
# INueus BCTPEYHOM NOCTYNMEHMA Havana = _
HoMep HoMep pasroeopa BbI30Ba EbI3OBA  NAaKETOB Gant naketoe Salt

CTOPROHEI BbI30Ba pasroeopa

OnutensHocTe CocTosHMe Tun MepegaHo MMepegaHo TMpuHATO TpHHATO

12 008 - - 03:04:14 - - local BXOAALMA O 0 0 0
01.01.1970

2 1 oo7 - - 03:04:16 - - local BXOAALMA O 0 0 0
01.01.1970

207 sanuceit Ha cTpannLe

CTpanuua 1 us 1

OnucaHue none Ta6}'IMLI|bI «KUCTOPUNA BbI3OBOB»:

e #-nNOpAAKOBbIM HOMEp 3anucK B Tabanue;
e JIuHUA — Homep abOHEHTCKOro NopTa yCTPOMCTBa;
e JloKanbHsIli HOMep — Homep aboHeHTa, 3aKpenaeHHbI 33 AaHHbIM aBOHEHTCKMM NOPTOM;

e YOaneHHsIli HOMep — HOMep yAaneHHoro aboHeHTa, C KOTOPbIM BbIN0 YCTaHOBAEHO TenedoHHoe
coeguHeHue;
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e |P-adpec scmpeyvHoli cmopoHsi — IP-agpec yaaneHHOro aboHeHTa, C KOTOPbIM ObIN10 YCTAHOB/IEHO
TenedoHHoe coeanHEHUE;

e Bpemsa nocmynseHus 6613064 — BPEMA U AaTa NOCTynneHna/coBepLlieHns Bbi30Ba;
e Bpems Ha4ana pa3z2o80pa — Bpema 1 Aata Hauyana pasrosopa;
e JlnumesnbHOCMb Pa32080pa — ANUTENIBHOCTb Pa3roBopa B CEKYHAaX;

e CocmosHue 8b1308a — NPOMEXKYTOYHOE COCTOAHME AMBO NPUYMHA 3aBepLLEHMS BbI30BA; ONUCaHne
CTaHOBMUTCA AOCTYMHbIM MPU HaBEAEHNN Kypcopa Ha 3anmcb COCTOAHMA Bbl30Ba;

e Tun 8613080 — TUN BbI30BA: UCXOAALLMA NN BXOSALLMMA;

e [lepedaHo nakemos — KOANYecTBO nepenaHHbix RTP-nakeToB 3a Bpems pa3roBopa;
e [lepedaHo 6alim — Konn4ecTBO NepenaHHbIx 6aliT 3a Bpems pa3roBopa;

e [IpuHAMO Nakemoe — Konnyectso NpuUHATbIX RTP-NakeToB 3a Bpema pasroBopa;

MpuHamo 6alim — KonmMyecTBo NPUHATBLIX 6alT 33 Bpems pasroBopa.

B TabanLe UCTOPMM 3BOHKOB MOXKHO MPOU3BECTM OTOOP 3anucei No pa3MYHbIM napameTpam. Jns aToro
HaXXmuTe ccblky «PunbTp (NOKasaTb)». PUALTPALLMA MOMKET NPOU3BOAUTLCA MO HOMEPY abOHEHTCKOM NNHUK,
JIOKa/IbHOMY WU yAaneHHOMYy Homepy, |P-aspecy BCTpeYHOW CTOPOHbI, BPEMEHW MOCTYMN/JEHUA BbI30Ba,
BpPeMeHM Hayaa PasroBopa, COCTOSHMIO BbI30BA M TUMY 3BOHKA. OnucaHue napameTpoB pUAbTPALMKN YKa3aHO B
onuncaHuu nonem Tabanubl UCTOPUN BbI3OBOB BbILLE.

Bpemsa nocmynneHus evi308a om/0o wnn Bpemsa Hayasna paszeoeopd om/00 — BPEMEHHblE PaMKM
nocTynneHuns/coseplieHna Bbi30Ba MM Hadvana pasrosopa B GopmaTte «H4:MM:CC A4.MM.ITIT,

[NA CKpbITUA HACTPOMKM NapameTpoB GpuAbTPaUMM 3anmncei B Tabauue HaxkmuTe Ha cCbiiky Puaemp
«CKpbIMb».

[ns HacTpOWKM NMapameTpoB MCTOPUM 3BOHKOB HAXKMUTE Ha CCbUIKY «HacTpouTb napameTpbl UCTOpPUU
Bbl30BOB». lM0ApPO6HOE onMcaHMe HACTPOMKM MapameTpoB NpuBeseHo B pasgene 2.6.3.10 MeHio «UcTopwma
BbI30OBOBY.

“ o o
Mpun HaXaTUM Ha KHOMKY nponsonaer nepexon K Ta6nmu,e, Ha4nHaA C nepBown 3anncu.

MpY HaxKaTMM Ha KHOMKY NPOM30MAET Nepexoa, K Npeablaywei cTpaHuue ¢ Tabanuein nctopmm
BbI30BOB.

’
Mpuv HaXaTUM Ha KHOMKY npon3sonaer nepexon K cneagyroulen ctpaHuue C Ta6}'IMLI,EM ncropun
BbI30OBOB.

4 . o
Mpu HaXaTUM Ha KHOMKY npon3sonaer nepexon K Ta6nmu,e, 3aKaH4YnBaA nocneagHen 3anncblo.

CeneKkTop «3anucei Ha CTpaHULUE» MOo3BOMAET HAaCTPOUTb KONMYECTBO BbIBOAMMbIX 3annceit Tabamupl Ha
OAHOWM CTpaHuLe.

2.7.11 NoameHwo «JUarHOCTUKa»

B nogmeH0 MOXHO BbINOJAHUTb NPOBEPKY AOCTYNHOCTU y31a B CETU N onpeaenTb MapLpyT cnefoBaHUA
AaHHbIX.
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2.8

HduarHoctuka
Hazeanwe canta gocgle.com

Hazeaxue canta google.com

CeTeBble yTUAUTDI:

Ping — yTauTa gns npoBepKu coeANHEHUI B ceTAX Ha ocHose TCP/IP;

Traceroute — yTuAnTa AnA onpeneneHmua MapLipyToB cClefoBaHmMsA AaHHbIX B ceTax TCP/IP.

Mpumep HacTpoiikn

MNoakntoumte MK K ogHomy M3 LAN-NOpTOB YCTPOMCTBA, NPOBOA, OT CETM NpOBaliaepa NoAKAUUTE
K nopty WAN;

B agpecHoli cTpoke bpay3sepa BeBeguTe IP-aapec wato3a (no ymonyaHmio 192.168.1.1);

Mpy ycnewHoOM MNOAKAYEHUN K YCTPOWCTBY MOSBUTCA OKHO C 3aMpoOCOM JIOTMHA W Mapons.
3anonHuTE NoAsA U HaxKMUTE KHOMKY «Bontn» (Mo ymonyaHuto nornH:admin, naponb:password).

TAU-2M.IP u -

Narut:

Mapone:

EcAn 3TO OKHO He MNOoABMAOCH, y6e,ﬂ,MTECb, 4YTO B HaCTpOVIKaX ceTeBOro nogkatoyeHne Ha sawem MK
YCTaHOBJ/IEHO aBTOMATUYECKOE NoslydeHne IP—ap,peca.

B nautke «MHTepHeT» HacTpauMBaeTcA BHellHee coeauHeHune. Ecan  TAU-2MLIP  bypet
MCMNONb30BATLCA B KAYECTBE MapLUpyTU3aTOpa — B NANTKE «UHTEpHET» BblbepuTe 3HaYeHne nons
«Pexnm paboTbi» - maplipyTnusaTop. B none «MpoTokon» BbibepuUTe NPOTOKOJ, UCMNONb3YEMbIN
BALWMM NOCTABLUMKOM yCnyr MHTepHeT, 1 BBegMTe HEOBX0ANMbIE AaHHbIE COrIaCHO MHCTPYKUMAM
nposangepa. Ecam gna nogknoyeHUa K cetm npoBangepa UCNOIb3yHTCA CTaTUYECKME HAaCTPOMKM,
TO B none «pOTOKON» HY}KHO BblbpaTb 3HauYeHUe «Static», 3aNONHUTL NonA «BHewHWM IP-agpec
ycTponctea», «Macka nogcetn», «LUnto3 no ymonyaHuio», «lepBuuHbit DNS» n «BTOpUYHbIN
DNS» - 3Ha4YeHWA NapameTpoB NPeaOoCTaBAATCA NPoBanaepoM. A COXPaHEHUA U NPUMEHEHMUA

v
HACTPOEK HaXXMUTE KHOMKY .
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WHTepHet nogpoGHee
Pexnm padotel | MapwpyTtuiaTop v
MpoTokon | PPPOE v

KIMA none3osaTens | login
Nnapone | ssess
Service-Name | internet

BTopoi gocTyn | DHCP v

3 -

Ons yKasaHWA [ONONAHUTENbHbIX MAapamMeTpoB NepenguTe B PEXUM PaCLIMPEHHbIX HACTPOEK, HaXKas
CCbIIKY «nogpobHee» (cmoTpuTe pasgen 2.6.2.1 MoameHto «MHTepHEeT»).

e Ecnu B cetn Bawero MHTepHeT-nNpoBangepa Mcnonblyetcs npueaska K MAC-agpecy, Haxmute
KHOMKY «noapobHee» B NANTKe «MHTEPHET» N OTKpolTe noameHto «Hactpoitka MAC-agpecos». B
pasgene «Hactpolika MAC-agpeca WAN» yctaHosuTe dnar «Mepeonpegennts MAC» 1 BBeguTe B
none «MAC» MAC-agpec ycTpoicTBa, KOTOpbIi paHee Hbln noaKkatoueH K cetu MHTepHeT. Ecau
6b1n1 nogkntoveH MK, ¢ KOTOporo NPomM3BOAMTCA B AaHHbI MOMEHT HACTPOMKa YCTPOWCTBA, TO
O0CTAaTOYHO HaXKaTb Ha KHOMKY «KA0HUpos8ame», YTobbl HasHaunTb wato3sy MAC-agpec sawero K.
[na coxpaHeHUA n NpUMeHeHNA HaCTPOEeK HaXKMUTE KHOMKY «[TpUMeHUTbY.

m IP-TenecboHmn IP-reneengeHne  Cuctema

WHTepHeT [EREMGGITERVNGETLGC DHCP-cepeep  NokansHslit DNS  NAT W npofpoc nopToe  CeTesoi skpaH  MaplupyTwsauna  [OuHaMuueckuil DNS  SNMP

HacTpoiika MAC-agpeca WAN

NepeonpeaenuTs MAC ¥

@&

= DOPMET: XXX

+ MpHMEHNTE ® OTMeHa

Ecnn TAU-2M.IP 6ypet ncnonb3oBaTbCA B KAYeCTBE 2-MOPTOBOr0 KOMMYTAToOpa, TO B NAUTKe «MHTepHeT»
BblbepuTe 3HauyeHMe nona «Pexum paboTbl» - MocCT. B none «IP-agpec» ykaxute agpec, Kotopbli byaer
Ha3HauYyeH YCTPOWCTBY AN AOCTyna K Hemy. BBeaute macky noacetu (no ymonyaHuio 255.255.255.0). Ons

COXpaHEHUA N NPUMEHEHNA HACTPOEK Ha*XMUTE KHOMKY .

WHTepHer noapoGHee
Pexum pabotel | MocT v
Mpotokon | Static v

IP-agpec | 192.168.1.1
Macka nogcetn 2552552550
LLnto3 no ymonyanu | 192.168.10.1
MepBuyHBIl DNS  192.168.10.1

BTopuuHbIi DNS

3 -

AboHeHmckul wmo3 TAU-2M.IP 113



S ELTEX

B perkume mocma wnio3 He byaeT aBTomaTMdecku BblgaBaTbh IP-agpeca no npotokosy DHCP ycTpoiicTBam,
NoAKAOYEHHbIM K UHTepdelicy LAN.

e B nautke «IP-TenedoHMA» BbINOAHAETCA ObICTPAA HACTPOMKa aBOHEHTCKMX NNHUIA Ana paboTbl No
npotoKkoay SIP. [1na storo BbibepuTe BKAAAKY «JIMHMA» C HOMEPOM JIMHUMU, KOTOPYHO HEOBXOANMMO
HacTpouTb. OTMETbTE NYHKT «BKAOUUTLY», BBEAUTE HOMep TenedoHa, KOTopbIA byaeT Ha AaHHOM
NMHWU, NOTUH WM Naponb AnAa asTopmsaumm Ha SIP-cepsepe. [nA coxpaHeHUA U NPUMeHeHuA

HaCTpOeK HaXXMuUTe KHOMKY e .

IP-TenedoHunsa nogpoGHee
NMuHMAa 1 NMuHua 2 SIP

BrniounTe ¥

Homep | 333
AyteHTMchbnKauma

ViMA none3oeatena | 20007

Mapone | ssss

Takum e 0bpasom HacTpansaeTca abOHEHTCKan IMHUA B APYroi BKNagKe «JIMHUA».

o Bbibepute Brknaaky «SIP» B nantke «IP-TenepoHus» gna HacTpoiikm napametpos SIP. Ykaxute IP-
agpec uam pgomeHHoe uma SIP-cepepa u cepsepa peructpaumm (npu Heobxoammoctn) B
COOTBETCTBYIOWMX Nonax. Ecam Ha cepBepax MCNOJIb3yOTCA HOMepa NOPTOB, OTANYHbIe oT 5060,
TO Yepes ABOETOUME YKaXKNUTE afibTepHaTUBHbIE NOPTbl. YKaxute SIP someH npu Heo6X04MMOCTH.
YctaHoBuTe ¢nar «Peructpauma», ecam ana pabotol TenedoHUn Heobxoguma perncrpauma
aboHeHTOB Ha SIP-cepBepe (06bI4HO, perucTpaums Heobxoamma). Ns COXpaHeHUA U NPUMEHEHMUA

v
HACTPOEK HaXXKMUTE KHOMKY .

IP-TenedgoHusa noapoGHee
NMuana 1 Nuema 2 SIP

SIP-npokck cepsep
PerncTpauma
Cepeep permcTpawmm

SIP gomeH

2 -

Ona yKasaHWA [ONONHUTENbHbIX MapaMeTpoB NepenguTe B PEXUM PaACLIMPEHHbLIX HACTPOEK, Haxas
CCbINIKY «noapobHee» (cmoTpuTe pasaen 2.6.3 MeHro «IP-menegoHus »).
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e Ecnm npepnonaraetca ncnosb3oBaHue IP-tenesngeHna — B NanTKe «IP-tenesmnaeHne» otmerbre
NYHKT «Brkaouuts IPTV». [nAa BKAOYEHUA BO3MOXKHOCTM nepepaunm |IPTV-notokos no HTTP
OTMeTbTe NYHKT «BkAtounTb HTTP-npokcu». B none «MopT HTTP» yKaxknte nopT, KoTopblin byaeT
MCNONb30BATbCA A/A MNOAKAOYEHMA BHELWHUX YCTPOMCTB K aoKanbHOMy HTTP-npokcu. [ns

COXpaHeHUA U NpUMeHeHNA HaCTPOeK Ha*XMUTe KHOMKY .

IP-reneBuaeHne nogpoGHee

BrnkouuTe IPTV ¥

Bmr4nTe HTTP- @
MPOkKCH

MopT HTTP | 1234

= -

Echn pgna ycnyrm IPTV mcnonb3yetca otaenbHbli VLAN, nepeigute B peKMM pacLUMPEHHbIX HaCTpOeK,
Ha’KaB CCbI/IKY «noapobHee», n ykaxkute ID VLAN B COOTBETCTBYHOLLEM MOJIE.
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3 UCNOJIb3OBAHUE AOMNONHUTE/IbHBIX YCNYT

3.1 Mepepaya Bbi3OBaA

Ycnyra «llepepaya Bbi30Ba» MOMET BbINOMHATLCA JIOKaNbHO CPencTBamuM Wo3a AnMbo cpeacrtsamu
B3aMMogencTBytowero ycrponcrtea. Ecam  ycnyra  ocywectsnfeTca  cpeAcTBAMW  B3aMMOLEMCTBYIOLWLENO
YCTPOICTBa, TO AOCTYN K ycayre «Mepenaya Bbi30Ba» YCTaHaB/AMBAETCA Yepe3 MEHI0 HacTpoeK aboHeHTCKoro
nopta «/P-menegoHus» -> «Hacmpolika auHuli» nytem Bblbopa 3HadyeHua «Transmit flash» B8 none «Pexcum
ucnonezosaHusa flash». B 3Tom cnyyae NOrMKy BbINOAHEHUA YCAyrM onpeaendeTr B3auMOAENCTBylollee
YCTPOWCTBO.

Mpun BbINOAHEHUM ycayru «[lepedaya 8bI308a» NOKANbHO CPeACTBaMWM  LWIAO3a AOCTYN K Hel
YyCTaHaB/AMBAETCA Yepe3 MEeHIo HacTpoeK aboHeHTCKoro nopTa «IP-menegoHua» -> «Hacmpolika auHuli» nytem
Bblbopa 3HaueHua «Attended calltransfer», «Unattended calltransfer» nn6o «Local calltransfer» B none «Pexcum
ucnones3osaHus flash».

Ycnyra «Attended calltransfer» nossonseT BpemeHHO pas3opBaTb coeaMHeHWe C  aboHEeHTOoM,
Haxo4ALWMMcA Ha cBA3M (aboHeHT A), yCTaHOBUTb coefuHeHue ¢ ApyrMm aboHeHTom (aboHeHT C), a 3aTem
BEPHYTLCA K MperKHeMy coeanHeHnto 6e3 Habopa Homepa b0 NepesaTh BbI3OB C OTK/IlOUYeHUeM aboHeHTa B.

Ncnonb3oBaHue yenyrm «Attended calltransfer»:

HaxoaAcb B COCTOAHUK pa3roBopa C abOHEHTOM A, yCTaHOBUTb €ro Ha yaepsKaHue C NOMOLLbIO KOPOTKOro
oT60s5 flash (R), AorKaaTbcs cMrHana «OTBET CTaHUMU» U HabpaTb Homep aboHeHTa C. MNocne oTeeTa aboHeHTa C
BO3MOXHO BbIMONHEHWE CleayoWwmnx onepauuii:

. RO — oTkawoueHune 860HeHTa, HaxogAweroca Ha ygepxXaHuu, coeanHeHune C a6OHEHTOM,
HaXo4uBLWIMMCA HA CBA3MU,

e R 1-oTK/AouyeHne aboHeHTa, HAaXOAALLEroca Ha CBA3W, coeanHeHMe C abOHEHTOM, HaXOo4MBLLUMMCSA
Ha yaep:KaHuu;

e R 2-nepeknoyeHne Ha Apyroro aboHeHTa (cMeHa aboHeHTa);
e R 3—KoHOpepeHUUs;
e R4 -nepepaya BbI30Ba, yCTaHAB/AMBAETCA PAa3roBOPHOE coegmMHeHMe mexKay aboHeHTamu A u C;

e R oT60l — Nnepeaaya BbI30Ba, YCTaHAB/IMBAETCA PA3rOBOPHOE COEAUHEHME MeKay aboHeHTamu A
nC.

Huke Ha pucyHKe npeacTaBieH anroputm paboTsl yenyrun «Attended calltransfer»:
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ABoHeHT B knaget
Tpy6ry (nepegava
8bl308a)

ABoHeHT B paspsieaer

coeanHeHue ¢
aboxenTom A

_ AboHeHT C
INVITE 2
” 100 Trying ABoHeHT A
3 ycTaHaBansaeTt
180 Ringing coeanHeHME C
= 200 OK aBonentom B
ACK o
= INVITE sendonly
~ ABOHeHT B crasurt
I Ry aboxenTa A Ha
200 OK receiveonly | yaep#aHue (Hamumaer
| Fl
= ACK ash)
INVITE |
- 100 Trying
180 Ringing
200 OK
ACK _

Ha pasHom arane aboxenT B mower: nepexntouarsca memay aboHexramm A v C,

ucnonbaya komBuHaumio R (Flash) 2; orBurs onsoro 3 aboHenToB, uenonssyn
womburauuto R 0, nubo R 1; coeay 6 AuC Toy6KY.
INVITE sendonly ~
» 100 Trying
200 OK receiveonly
ACK >
¢ REFER (replaces)
202 Accepted >
NOTIFY Activated o
< 200 OK
INVITE (replaces) >
100 ';Mﬂl
) 180 Rllnging
ZOOlOK
ACK

AGownenT C paspbiBaet BYE

coeauHenue ¢ abonextom B
NOTIFY Terminated

v

A

200 OK

200 OK

h 4

’

BYE

L.

200 OK

h 4

ABoHeHT B
ycTaHasnusaet
cOBAUHEHNE C
aboxenTom C

ABoHeHT B crasut
aboreHTa C Ha
yAepKanue

ABoHeHT A
ycraHasnmeaer

coeguHeHue ¢
aboHeHTom C
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Ycnyra «Unattended calltransfer» nossonseT noctaBuTb Ha yaepyaHue aboHeHTa, HaxoAslwleroca Ha
cBasn (aboHeHT A), ¢ nomoulblo KopoTkoro otbosa flash u ocyuiectButb Habop Homepa Apyroro aboHeHTa
(aboHeHTa C). Mepenaya BbI30Ba OCYLLECTBAAETCA aBTOMATUYECKM MO OKOHYaHMIO0 Habopa Homepa aboHeHToMm B.

Huxe Ha pucyHKe npeacTaBaeH aaroputm pabotel yeayrmn «Unattended calltransfer»:

INVITE & \
100 Try".‘g 'l‘ ABOHEHT A
= ycraHasnueaer
180 Ringing coeauHeHme ¢
200 OK aboxerTom B
ACK o /
INVITE sendonly
. ABoHenT B crasur
100 Trying aboHeHTa A Ha
200 OK receiveonly 9 yaepxarue (Haxumaer
v Flash)
ACK /
ABoHeHT B nabupaer
Homep aboneHTa C u / REFER (replaces)
knaper Tpy6xy
(Mepenava sbizosa) \ 202 Accepted >
NOTIFY Activated e
200 OK
ABoHeHT B pa3pbisaer BYE
coeguHenme ¢ 200 OK e
aboneHtom A INVVITE
T » \
| 100 Trying ABoHeHT A
% . ycraHasnmpaet
‘¢ 180 R:nglng COEAVHEHME C
L 200 OK abonenTom C
ACK o /
NOTIFY Terminated
200 OK l

Ycnyra «Local calltransfer» no3sonaeTt caenaTb Nepeaaydy Bbi30Ba BHYTPU W32 6€3 OTNPaBKU BHELIHETO
coobueHns REFER B Tom cnyyae, ecnm aboHeHT C aBnsieTca NoKaibHbIM aboHeHTom TAU-2M.IP, v BbI30OB €ro
6bln NpousBeaeH HanpAMylo B 06xod npokcu-cepsepa. Ecnm e aboHeHT C sBNAETCS BHEWHUM aboHeHTOM
nMb0o NoKanbHbIM, HO OH Obl/1 BbI3BaH Yepes NpoKcu-cepsep, yenyra «Local calltransfer» paboTtaeT TaK e, Kak
Attended calltransfer», To ecTb nepefaya Bbi30Ba OCYLIECTBASETCA NOCPEACTBOM OTNpaBKkM aboHeHTy B
coobuweHunsa REFER.

3.2 YBepomneHue o NocTynjieHnn HoBoro Bbizosa — Call Waiting

Ycnyra nossonsaet a6OHEHTy, Npwn 3aHATOCTU ero Teﬂed)OHHbIM pasroeopom, ¢ nomoLblo onpegeneHHoro
CUrHasa Nnony4nTb onoselleHne o HOBOM BXo4ALLEM Bbl30OBe.
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MNonb3oBaTesib, NPU MNOJIYYEHUN OMOBELLEHUA O HOBOM BbI30BE, MOMXET MPUHATbL WMAN OTKJAOHUTb
OXKUOAIoLW NI BbI3OB.

JocTyn K ycayre ycTaHaBAMBaEeTCA Yepe3 MEeHI0 HacTpoeK aboHEHTCKOM AMHMKM NyTem Bblbopa 3HauyeHus
«Attended calltransfer», «Unattended calltransfer» nn6o «Local calltransfer» B none «Pexcum uUcrnonb308aHUSA
flash» v yctaHoBku dnara « OxcudaHue 8bi308a».

Ucnonb3oBaHue ycayru:

B coctoAHWMM pas3roBopa M MNOAYYEHUU WHOMKALMKM O MOCTYMAEHUM HOBOMO BbI30Ba BO3MOMKHO
BbINOSIHEHUE CeAYHOLWMX ONepaLyuii:

e R O-—o0TKa3 oT HOBOrO BbI3OB3;
e R 1-npuHATb OXXNAaoLWMii BbI3OB;

¢ R 2-—nepekntoyeHune Ha HOBbI BbI30B (CMeHa aboHeHTa);

R — KopoTkuit oT6oi (flash).

33 TpexcTopoHHAA KOHpepeHUUA

TpexcTopoHHAA KoHbepeHuMa — ycayra, obecneynBaroLLlas BOSMOXKHOCTb O4HOBPEMEHHOr0o YCTaHOB/EHUSA
TenedoHHOro coeanHeHUa MexXay Tpems aboHeHTamu. MNepexon B pexMmM KOHpepeHUMM ocyLecTBAsSeTca no
Ha*KaTuto Knasuw R 3 (onucaHo B pasgene 3.1 Mepeaaya BbI3oBa).

ABOHEHT, CObpaBLINN KOHbEPEHUUID, ABAAETCS ee MHULMATOPOM, Apyrue ABa abOHEeHTa — ee y4acTHUKaMMU.

Bo3amMoXKHO fgBa pexunma paboTbl TPEXCTOPOHHEN KOHpEepeHUMU: NOKaNbHbIN U yaaneHHbln. B nepsom
pexnume KoHbepeHuuss cobupaetcs JIOKanbHO abOHEHTOM-MHULMATOPOM, BO BTOPOM — KOHdepeHuus
yCTaHaB/AMBAETCA C MOMOLLbIO YA3/IEHHOTO CepBepa, Tak Ha3bIBAEMOro cepBepa KoHbepeHumu.

3.3.1 JloKanbHasa KOHepeHuua

B perume KoHbepeHUMM HaxaTve KopoTKoro otbos flash mHuumaTopom urHopupyetca. CooblueHus
NPOTOKOMA CUTHANW3aUMK, NPUHATbIE OT YYaCTHUKOB M MNepeBoAAlMe CTOPOHY MHULMATOPA B PEXUM
yAEPKaHWA, NPUBOAAT K BbIBOAY 3TOrO YYacTHWKA M3 KOHOEPEeHUMN, MPU 3TOM MHULMATOP U BTOPOMN YYACTHUK
nepeKkNtoYaTca B COCTOAHNE 06bIYHOMO ABYCTOPOHHErNO Pa3rosopa.

KoHdepeHuus paspyLiaeTcs, eciv ee NoknaaeT MHMUMaAToOp, 060MM yyacTHMKaM Npu 3Tom byaeT nepesaHo
coobuieHne oT6oA. Ecam KoHdpepeHLMIO NOKMAAET Nt060I U3 YYaCTHUKOB, TO €€ MHULLMATOP U BTOPOW YYaCTHUK
nepekntoyaTca B COCTOSIHME OB6bIYHOrO [ABYCTOPOHHEro pasroBopa. KopoTkuit otboit flash npu atom
obpabaTbiBaeTcAa Kak onucaHo B pasgenax 3.1 MNepeaaya BbizoBa U 3.2 YBegoMAeHME O NOCTYNNEHUM HOBOMO
BbizoBa — Call Waiting.

Ha pucyHKe HMXKe npeacTaB/ieH aaropuTM BbINoHEHUA ycayrn «3-way conference» nokasnbHo aboHeHTOM B
no npotokony SIP.
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INVITE ‘
100 Trying d "‘-‘\ MHuumatop
- " | yctaHaBnusaet
180 Ringing > | coeauHeHue c
200 OK || yvactHukom 1
ACK
 Veramomen ceanc 1
INVITE sendonly \
100 Trying "\.‘ MHuumatop crasut
) 5 y4yacTHuKa 1 Ha
200 OK receiveonly N | yaepwanve (Haxumaer
ACK / Flash)
INVITE
< B0 Wk ""‘ WHuumatop
= 180 Ringing i ycTaHaBausaet
L 200 OK | coeguHeHue ¢
< y4YacTHUKOM 2
ACK
UHuumatop Haxkmmaer flash 3 - j INVITE (sendrecv)
cobupaeT KoHdpepeHLuio.
YyacTHUK 1 npu aTom > 200 OK (sendrecv) >
CHUMaETCS C yAepsKaHua. \ 200 OK
BYE
< 4 Y4acTHUK 2 nokuaaer
200 OK ) KOHpepeHLmio
’ MHULMATOPOM K
iy
BYE
WHuumatop paspbisaer {
coeguHeHue ‘ 200 OK IS

3.3.2 YpaneHHaa KoHPpepeHuusa

YaaneHHas KoHdpepeHuMa paboTaeT no anroputmy, onucaHHomy B RFC4579. OcobeHHOCTb anroputma
COCTOMT B TOM, 4TO no HaxKatuio flash+3 aboHeHT-MHMLMaATOp yCTaHaBAMBaET COEAMHEHME C CEPBEPOM
KOHdepeHUMM (Ha3biBaeMbIM TaKKe GpOKYycom), nocne 4ero NPocuT GOKyC YCTaHOBUTb COeANHEHME C ABYMA
APYTMMU y4acTHUKaMM KoHdepeHLMKN. HuKe Ha puUcyHKe AeTanbHOo M306parkeH anropmuTm paboTbl.
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ABoHeHT A (MHUMUMaTOop)
OTNpaBAseT Ha cepsep ‘;“'
3anpoc Ha ycTaHoBneHue |
KOHbepeHuMn "‘,‘
(Hakumaer 3) |

WHuumatop npocut |
cepBep yCTaHoBMTD |
coeguHeHne c |

aboHeHTom C I\I

INVITE N
- "l | ABoHeHTA
10 Maging | ycranasnusaet
200 OK | coeAuHeHue ¢
| ABoHeHTOM B
ACK N
RTP ABOHEHT A
INVITE, sendonly N | CTaBuT Ha
200 OK | yaepsaHue
| (Haxumaer
ACK |/ Flash)
L B
INVITE aboHeHTa .
180 Ringing
B 200 OK
ACK

v

INVITE, sendonly

A4

200 OK

F 3

ACK

INVITE, sip:Conf-App >
P 180 Ringing
EOO OK Contact:Conf-1D;isfocus
) ACK >
B
REFER sip:Conf-ID Refer-To:C >
202 Accepted
NOTIFY (Trying)
200 OK
INVITE Contact:Conf-ID;isfocus >
< 180 Ringing
< 200 OK
ACK >
Al
< NOTIFY (OK)
200 OK
< SUBSCRIBE sip:Conf-ID
200 OK >
ACK R
< 200 OK ]
< NOTIFY (OK)
200 OK >

' ABOHEHT A

| ycranaeamsaer
| coeguHeHue ¢
| A6onenTom C

\ ABOHEeHT A cTaBuT

| Ha yaepaHue
| (Haxkumaet Flash)
/ aboHenTa C

\ Cepeep

| ycraHasnuBaet
| coefMHeHmne ¢
| aboHeHTOM C
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MHUUMaTOp NpocuT f-‘"

CepBep YCTaHoBUTL |
coefMHEHME C |

aboHeHTOM B |
\

\

Bye

A

200 OK

v

REFER sip:Conf-ID Refer-To:B

202 Accepted F2

r s

NOTIFY (Trying) F3

&

200 0K F4 .
INVITE Contact:Conf-ID;isfocus F5[ |
»| | Cepsep
180 Ringing F6 “". ycTaHaBAWBaeT
|
coeuHeHue ¢
200 OKF7 | aboHenTom B
ACK F8 o fl
- ww
P NOTIFY (OK)
200 OK > SUBSCRIBE sip:Conf-ID
200 OK _
NOTIFY _
200 OK
P NOTIFY (OK)
200 OK L
Bye
200 OK

v
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4 ANTOPUTMbI YCTAHOBJ/IEHUA COEAUHEHUA

4.1 Anroputm ycnewHoro Bbi3oBa no nportokony SIP

Mpotokon SIP (Session Initiation Protocol) — npoToKkon ycTaHOBAEHUA ceaHca obecneynBaeT BbINOJHEHUE
6a30BbIX 3334 YNpaB/ieHMA BbI30BOM, TaKMX KaK OTKPbITUE M 3aBepPLUEHMNE CeaHCa.

MpoTtokon SIP onpegenaeT 3 0OCHOBHbIX CLEHAPMA YCTAHOBAEHNA COEANHEHMA: MEXKAY NONb30BATENAMM, C
yyacTmem MpoOKCU-CepBepa, C y4vacTuem cepsepa nepeagpecaunn. OCHOBHbIE aNrOPUTMbl YCTAHOBJ/EHUA
coeguvHeHna onucaHbl B aokymeHTe |ETF RFC 3665. B pgaHHOm pasgene npuseneH npumep CueHapua
YCTaHOBAEHUA coeAnHeHUA No NpoToKoay SIP mexay ABymA W03aMK, KOTOPbIM 3apaHee n3secTHol IP-agpeca
Apyr Apyra.

ABOHEHT A ABoHeHT B

o

INVITE 1
100 Trying 2
180 Ringing 3

200 OK a

ACK
5
BYE
6
200 OK
7

OnucaHue anropuTma:

1. AGOHeHT «A» Bbi3biBaeT aboHeHTa «B».

2. LWnto3 aboHeHTa «B» npuMHAN KOMaHAy Ha 06paboTKy.
3. ABOHeHT «B» cBobOAEH. B 3TOT MOMEHT Ha annapaT aboHeHTa « B» BblaaeTcA «[ocbl/IKa BbI30BaAY,
a aboHeHTY «A» « KOHTPO/Ib NOCbI/IKM BbI30Ba».
4. ABGOHEeHT «B» oTBeYaeT Ha Bbi30B.
5. LWno3 aboHeHTa «A» NoATBEPKAAET YCTAaHOB/EHNE CECCUN.
6. OT60l aboHeHTa «A», abOHEHTy «B» BblAAETCA aKyCTUUYECKUIM CUTHAN «3aHATOY.
7. LWno3 aboHeHTa «B» noaTBEP:KAAET NPUHATYIO KOMaHAY 0T60s1.
4.2 Anroputm Bbi3oBa ¢ yyactuem SIP npokcu-cepsepa

B OaHHOM pasfene OnWCbIBAaeTCA CLEHapWil YCTAaHOBNEHWA COeAUHEHMA MeXAy ABYMA LWA3aMu C
y4yactmem SIP npoKcu-cepsepa. B aTom caydyae Bbi3blBalOWMiA W03 (aBOHEHT A) AOMKEH 3HATb MOCTOSAHHbIN
aapec aboHeHTa M IP-aapec npokcu-cepsepa. SIP npokcn-cepsep obpabaTtbiBaeT cOObLLEHUSA, NOAYYEHHbIE OT
«aboHeHTa A», BbINOAHAET MOMCK «aboHeHTa B», Mpurnawaer K ceaHCy CBA3W M BbINOAHAET GYHKUUK
MapLIpyTU3aTopa MeXay ABYMSA LW03aMM.
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ABoHEHT A SIP proxy

SERVER

O

2 N

: Register
ABoHeHT A 3anpawmsaet ; Register
asTOpu3aumio lig 401 Unauthorized \ AboeHT B 3anpatuusaer
~ 401 Unauthorized aBTOpU3aLUIO
6 Register >
AboHeHT A peructpupyeTcs ¢ Register
asTopu3aLueit i 200 OK AboHeHT B peructpupyetca ¢
Iy 200 OK 3| ) asTopusaumen
INVITE
SIP-cepsep TpebyeT { i 407 Proxy authentication required
ayTeHTUdMKaLnio \ ACK
BbizoB ( INVITE
ayTeHTUdMKaumen 9 2 100 Trying
INVITE
100 Trying
180 Ringing
180 Ringing
200 OK
2 200 OK
ACK
ACK "
BYE
BYE
200 OK
o 200 OK

OnucaHue aNropuTma:

Pernctpauua Ha SIP-cepsepe.

ABOHeHT «A» 1 aboHeHT «B» peructpupytotca Ha SIP-cepsepe.
SIP-cepBep 3anpaluimBaeT aBTOpM3aumIo.
ABOHeHT «A» 1 aboHeHT «B» peructpupytotca Ha SIP-cepBepe c aBTopuM3auueit.
OtBeT SIP-cepBepa 06 ycnewHol pernctpaumnm.
ABOHEHT «A» BbI3blBaeT aboHeHTa «B».
3anpoc ayTeHTUPMKauum ot SIP-cepsepa.
LLnto3 aboHeHTa «A» NOATBEPKAAET NPUHATYIO KOMAHAY Ha 3aNpOC aBTOPMU3aLLMK.
ABOHEHT «A» BbI3blBaeT aboHeHTa «B».
SIP-cepBep NpMHAA KOMaHAY Ha 06paboTKy.
. SIP-cepBep TpaHCAMpYeT 3anpoc Bbi3oBa aboHeHTOM «A» aboHeHTa «B».
. LlLnto3 aboHeHTa «B» npuHAN KomaHAay Ha 06paboTKy.
. ABoHeHT «B» cBobofeH. B 3TOT MOMEHT Ha annapat aboHeHTa «B» Bblaaetca «[llocblnka
Bbl30Ba», @ abOHEHTY «A» — «KOHTPO/Ib MOCbIZIKU BbI30BaY.
13. ABoHeHT «B» oTBeYaeT Ha BbI30B.
14. Wnto3 aboHeHTa «A» NOATBEPKAAET YCTAHOBAEHNE CECCUMN.
15. OTt60i1 aboHeHTKa «A», aboHeHTYy «B» BblaaeTcA akyCTUYECKUIN CUTHAN «3aHATOY.
16. LWnto3 aboHeHTa «B» noaTBeprKAAET NPUHATYIO KOMaHAY oT60A.

LN A WNRE

[
N = O

4.3 Anroputm Bbi30Ba C yYacTUeM cepBepa nepeagpecauum

B OaHHOM pasfene ONWUCbIBAETCA CLEHApWit YCTaHOBAEHWUA COEAMHEHUA MeXAy ABYMA LWH03aMMU C
yyacTMem cepBepa nepeagpecaumn. B atom cnyyae BbisbiBatowmin w3 (aboHeHT A) camocToATeNbHO
yCTaHaBAWBaET COeANHEHUE, a CepBep Nepeaapecaumn nllb peanmsyeT npeobpasoBaHMe NOCTOAHHOIO agpeca
Bbi3blBaemMoro aboHeHTa B ero TeKylui agapec. Aapec cepsepa nepeagpecauunm aboHEHT nosyyaeT oOT
aAMMHUCTPaTOpa CeTU.

124 AboHeHmckul wmo3 TAU-2M.IP



S ELTEX

ABOHeHT A

Cepsep

nepeagpecaimu

<

O

1 INVITE

2 | 100 Trying

3 302 Moved Temporarily

4 ACK

) INVITE

6 100 Trying

7 180 Ringing

8 200 OK

9 ACK

10 BYE

11 200 OK
A =1

OnucaHue aAropuTma:

No v s

8.
9.

ABGOHeHT «A» BbI3blBaeT aboHeHTa «B». BbI30B HanpaBadeTcA Ha cepBep nepeagpecaummn ¢
nHdopmaumen ob agpece Bbi3biBaEMOro aboHeHTa.

Cepsep nepeagpecaumm NPUHAN KOMaHAY Ha 06paboTKy.

CepBep nepeagpecauumm 3anpocun nHPopmaumio o Tekywem agpece aboHeHTa «B» y cepsepa
MecTononoxKeHuaA. MNonyyeHHas MHGopmauma (TEKyLWMIA aapec BbI3biIBAEMOro No/b30BaTeNs UAn
CMWUCOK 3aPermcTpMpoOBaHHbIX aZPecoB Bbi3blIBaEMOro No/sib30BaTeNsA) nepenaeTcs B coobweHun
«302 moved temporarily» aboHeHTy «A».

LLinto3 aboHeHTa «A» NOATBEPKAAET NPMEM OTBETA OT CEPBEpPA NepeaspecaLmu.

ABOHEHT «A» HanpsMmyto Bbi3biBaeT aboHeHTa «B».

LWnto3 aboHeHTa «B» npuMHAN KOMaHAy Ha 06paboTKy.

ABOHeHT «B» cBO6OAEH. B 3TOT MOMEHT Ha annapaT aboHeHTa « B» BblaaeTcA «[oCbIKa BbI30BAY,
a aboHeHTy «A» — «KOHTPONb NOCbINIKM BbI30Ba».

ABOHEHT «B» OTBEYAET Ha BbI30B.

Lnto3 aboHeHTa «A» NOATBEPKAAET YCTAHOBNEHWE CECCUM.

10. OT60i1 aboHeHTKa «A», aboHeHTYy «B» BblaaeTcA akyCTUYECKUIN CUTHAN «3aHATOY.
11. Wnio3 aboHeHTa «B» NnoATBepKAAET NPUHATYIO KOMaHAy oT6oA.
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5 AJITOPUTM PABOTbl ABTOMATUMYECKONO OBHOBJIEHUA YCTPOMCTBA HA OCHOBE
NMPOTOKOJIA DHCP

CeTe  IP-TenedpoHuAn  IP-Teneengeqne [T Y]

Bpema Doctyn HypHan AyTeHTudwukauua WEB YnpaeneHwe KoHDHypauwe OSvosnedwe MO Mepesarpyska ABTORDHIMIYDHUPOBAHWE

HHTepdere ynpagnexsua Cepmdukars JononHMTeNbHEE HACTPOMER

ABTOKOH(DUIYpUpOBaHWE Ha OCHOBe npoTokona DHCP

MpHOPHTET NapameTpos WS Siatic settings v
E Kondmrypaums
o ABTOMATHHECEDE DGHOENEHNE Mepruoguyecki v
®ain xoHEHrypawan {tftp{http)-'download server loc/iconfig_file.cig)
HMuTepean obHoBNEHMA KOHEHMIYpaLWK, © 300
Mporpammyoe oDecneYeHwe
AETOMATHYECKDS 0OHOENSHNE Mepuogudeckm v
Cann Mo (tftp(http)-download server locifirmware file)
Humepaan oSHoeneHna MO, © 3600

Anroputm paboTbl NpoLeaypbl aBTOMATUYECKOrO OOHOB/IEHWA YCTPOMCTBA ONpPeAenseTca 3HaYeHnem
napameTpa «fpuopumem napamempos u3».

Ecnn BbibpaHo 3HaueHue «Static settings», To U3 napameTpoB «Palin koHgpuaypauuu» n «dPalin MNO»
onpeaensieTca NOJIHbIA NyTb (BKAOYAA MPOTOKOA [OCTyna M agpec cepsepa) K ¢paisam KoHpuUrypaumum um

nporpammHoro obecneuveHus. MoaHbIM NyTb yKasbiBaeTca B popmate URL (noadep:kvMBaroTca MPOTOKO/bI
HTTP n TFTP):

<protocol>://<server address>/<path to file>, rae

<protocol> — npoTOKOA, WcCMNoNb3yembli ANA 3arpyskM COOTBETCTBYlOWero daina c cepsepa
(nopaeprxuBatotca npotokoabl HTTP u TFTP);

<server address> — agpec cepsepa, C KOTOPOro Heo6xoaMmo 3arpysuntb ¢ann (AomMeHHoe Uma uau
IPv4);

<path to file> — nyTb K dainy Ha cepsepe.

B URL aonyckaeTca MCNoNb30BaHWE CeAyloWMX MaKpoCoB (3ape3epBUpOBaHHbIE CN0Ba, BMECTO
KOTOPbIX YCTPOWCTBO NOACTaBAAET onNpeae/ieHHble 3HaYeHMs):

SMA — MAC address — BmecTo aaHHoro makpoca 8 URL ¢aitna ycTpoincTBo noacraBnsier co6CTBEHHbI M
MAC-agpec;

SSN — Serial number — BMecTo gaHHoro makpoca 8 URL ¢aitna ycTpoitcteo noacrasnseT co6CTBEHHbIN
CEePUMNHbIA HOMED;

SPN — Product name — Bmecto gaHHoro makpoca B URL ¢daitna ycTpoicTBo noacTaBifeT HasBaHue
moaenu (Hanpumep, TAU-2M.IP);
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SSWVER - Software version — BmecTo gaHHoro makpoca 8 URL daiina ycTpoincTso noacrasnset Homep
BEPCMM NPOrpaMmmHoOro obecneyeHus;

SHWVER — Hardware version — BmecTo gaHHoro makpoca B URL ¢alina ycTpolcTBO noacrasnseT
HOMep annapaTHOM BepCcUK yCTponcTBa.

MAC-azpec, cepuinHblA HoMmep U Ha3BaHWE MOAE/IM MOXKHO Y3HaTb Ha CTPaHULE MOHUTOPUHIA B pasgene
«YcTponcTBO».

Mpumepbl URL:

tftp://download.server.loc/firmware.file,
http://192.168.25.34/configs/tau2m/my.cfg,
tftp://server.tftp/SPN/config/$SN.cfg,
http://server.http/SPN/firmware/SMA.frm u T.4.

Mpu sToM AoNycKaeTca onycKkaTb HekoTopble napametpbl URL. Hanpumep, aiin KoHpUrypaumm moxKHO
3afaTb B TaKOM popmare:

http://192.168.18.6
nnu
config_tau2m.cfg

Echm 3 URL-dalina KoHdurypauum wuam nporpammHoro obecneyeHusa He yaaétca U3B/eYb Bce
Heobxoaumble ana 3arpysku daiiia napamerTpbl (MPOTOKO, afpec cepeepa UK NyTb K ¢panny Ha cepeepe) —
6yaeT npousBeaeHa MOMbiTKa U3BAEYb HEU3BECTHbINM napameTtp M3 DHCP-onumii 43 (Vendor specific info)
unn 66 (TFTP server) n 67 (Boot file name), B cnyyae ecam B ycnyre VIHTEPHET YCTaHOBAEHO MO/yYeHMe
agpeca no npoTtokony DHCP (dopmat n aHanns DHCP-onuuii 6yaet npmusenén Huke). Ecan ns DHCP-onumin
He MoJyYyaeTca M3BAEYb HeJOoCTAWMIn napameTp, OyAeT WMCNONb30BATbCA 33a4aHHOE 3HavyeHue no
YMONYaHWIO:

e ANs npoTokona: tftp;

e AnA agpeca cepBepa: update.local;

e NS umeHu palina KoHourypaumm: tau2m.cfg;

e AnA umeHu daina nporpammHoro obecnedveHus: tau2m.fw.

Taknum obpasom, ecnn nona «@alin KoHpuaypayuu» n «®aiin N10» ocTaBUTb NYCTbIMKU, U MO NPOTOKOAY
DHCP He 6yayT nonydeHbl onuun 43 nam 66, 67 C yKasaHMEM MecTOnonoxeHua 3tux ¢arinos — URL daina
KOHOUIypaumm byaet uMeTb BUA,:

tftp://update.local/tau2m.cfg,
a URL ¢aina NO:
tftp://update.local/tau2m.fw.

Ecnn BbibpaHo 3HauyeHne «DHCP options», URL ¢annos KoHpuUrypauum n nporpammHoro obecneyeHumsn
ussnekatorca u3 DHCP-onuuit 43 (Vendor specific info) nan 66 (TFTP server) n 67 (Boot file name), ana yero B
ycnyre MIHTepHeT A0/1KHO BbiTh YCTaHOB/IEHO NMoslyYeHMe agpeca no npoTtokony DHCP (bopmat u aHanms DHCP-
onuuin byaet npuseaéH HuKe). Ecnm ns DHCP-onuumii He yaaeTca onpeaenvTb Kakoh-Hubyab napametp URL —
ONA Hero UCnosib3yeTca 3aiaHHOe 3HaYeHUe No YMONYAHUIO:

e  OnA npoToKona: tftp;
e Ons agpeca cepsepa: update.local;
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e ANA MmeHu dainna KoHourypaumm: tau2m.cfg;
e ANA umeHu dainna nporpammHoro obecneyveHus: tau2m.fw.

dopmart onuum 43 (Vendor specific info)
1|<acs_url>|2|<pcode>|3|<username>|4|<password>|5]|<server_url>|6|<config.file>|7|<firmware.file

1 - ko4 agpeca cepBepa aBTOKOHOUTYPUPOBaHMSA No NpoToKkoy TR-069;

2 - KOo4, ANA yKasaHua napameTpa Provisioning code;

3 - KOo4 MMeHM NosIb30BaTeNa ANA aBTopusaumm Ha cepsepe TR-069;

4 - Kopg napona gna aBTopmsaunm Ha cepsepe TR-069;

5 - Kop, afpeca cepBepa; aapec cepsepa 3agaetca B popmarte URL: tftp://address naum http://address. B
nepBoM BapuaHTe yKasaH agpec cepsepa TFTP, Bo sBTopom — HTTP;

6 - Ko umeHn dainna KoHdUrypauuu;

7 - Kog, umeHu darina MNO;

"|" - obsA3aTeNbHbI pa3feNUTeNbHbIN CUMBOA MEXAY KO4aMM U 3HAYEHUAMU NogoMNUUA.

’ Ona aBTOKOHOUrypupoBaHMA no npotokoay TR-069 noaonuuu 1, 3 u 4 6yayT NnpUMeHATbCA, Koraa
B pasgene aBTOKOHOUIrypupoBaHUA Ha OCHoBe npoTtokosna DHCP 6yaer BbibpaH npuoputer u3
DHCP-onuui.

Anroputm onpegeneHua napametpos URL ¢aiinos KoHpurypauum n nporpammHoro obecneyeHms us
DHCP-onuuit 43 1 66

1. WHwuumanmnsauma DHCP-obmeHa

Mocne 3arpysku ycTponcTeo nHnummnpyet DHCP-obmeH.

2.  AHanmsz onuymun 43

Mpu nonyyeHnn onumm 43 BbINOJHAETCA aHANMU3 NOAONUNIA C KOoAamKM 5, 6 U 7 C Uenbio onpeaeneHus
agpeca cepsepa M UMEH GaiioB KOHGUIypaLMn U NPorpammHoro obecrneyeHus.

3.  AHanus onuumn 66

Ecamn onuma 43 ot DHCP-cepBepa He nosyyeHa AnMb60O NoayvyeHa, HO M3 HEE He yAanocb M3B/eYb agpec
cepBepa — ocyuwecTBaseTcA nouck onuun 66. Ecam mma danna MO Takke He ypanocb MNOAYyYUTb —
ocyuLecTBaseTcA Nouck onuum 67. U3 HUX M3BNEKAOTCA COOTBETCTBEHHO aapec cepsepa TFTP u nyTb K danny
MNO. fanee daitnbl KOHOUTYpaLUUKM U NPOrpaMmHoOro obecnedyeHma ByayT 3arpyKaTbCa ¢ agpeca M3 onuum 66 no
npotokony TFTP.

Oco6eHHOCTM 06HOBNEHUA KOHOUTypauumn

daiin KoHOUrypauumn gomkeH nmeto dopmart .tar.gz (8 gaHHOM dopmaTe NPOUCXOAMUT COXpPaHeHMe
KoHdurypaumm uepes Web-nHtepdeiic B 3aknagke «Cuctema» - «YnpaBneHue KoHbUrypauumemn»).
3arpy»KeHHas ¢ cepBepa KoHOUrypauusa NPUMeHAETCA aBTOMaTHMYeCcKM 6e3 nepesarpysKku ycTpomncTaa.

OcobeHHOCTU 06HOBNEHUA nporpammMmHoOro obecneueHus

®daiin nporpammHoro obecneuveHua AoaxeH umeTb dopmart .tar.gz. lMocne 3arpysku ¢aina MNO
OCYLLEeCTBAAETCA €ro pacnakoBKa M NpoBepKa Bepcumn (no cogepxumomy daiina version B tar.gz-apxumse).

Ecnun Tekylwana Bepcua nporpamMmHoro obecneyeHus coBnagaet ¢ Bepcueit ¢aitna, NnoaydyeHHoro no
npoTtokony DHCP, o6HoBneHne MO nponssoantbea He byaeT. O6HOBAEHME NPOM3BOAMUTCA TONLKO B Cayyae
HecoBnageHua Bepcuid. O 3anyweHHOM npouecce 3anucu obpasa nporpammHoro obecnevenua so flash-
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NamATb YyCTPOMCTBA CBMAETEIbCTBYET NOOYEPEAHOE UMKANYECKOe MUTaHWe MHAMKATOpa « Power» 3e/1eHblm,
OpaH»KeBbIM 1 KPaCHbIM LLBETOM.

He oTKalouaitiTe NUTaHMe U He Meperpy)Kaiite yCcTpoicTBO BO BpemA 3anucu obpasa Bo flash-
' namatb. [laHHble AEACTBUA NpPUBEAYT K 4YacTUuHoi 3anucu MO, 4TO pPaBHOLEHHO mnopue
3arpy3ouyHoro pasgena ycrpoicrsa. JanbHelwaa pabora ycTpoicrBa b6ygeTr HeBO3MOXKHa. AnA
BOCCTAHOB/JIEHUA pPaboTocnocobHOCTM YCTPOMACTBA BOCMOAb3YiHTECH WHCTPYKUMEH, KoTopas

npusegeHa B pasgene 6.
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6 nNPOLUEAYPA BOCCTAHOBJIEHMA CUCTEMbl NOCNE CbOA TMPU  OBHOBJIEHUU
MPOrPAMMHOIO OBECIMEYEHUA

Ecnv npu BbINONHEHMM Npoueaypbl 06HOBEHUA nporpammHoro obecneyeHus (yepes Web-uHTepoeiic
WAU 4Yepe3 MexaHWM3M aBTOMaTUYecKoro o6HOB/AeHMA Ha OcCHoBe npoTokona DHCP) npousowen cboi
(Hanpumep, n3-3a cayyaltHOro OTKAOYEHUA NUTaHKA), B pe3yabTaTe Yero gasnbHelllas paboTa ycTpolcTBa cTana
HEBO3MOXKHOM (MHAMKaTOp «Power» MNOCTOAHHO TOPWUT KPacHbIM LBETOM), BOCMOJ/b3yMTECh CleayloWwmum
aNrOpUTMOM BOCCTaHOB/IEHWS PaboTOCNOCOHOHOCTM YCTPOMNCTBA:

e Pacnakyiite apxuBs c paitnom nporpammHoro obecneyeHums.

e Moakntounte MK K nopty WAN ycTpoiicTBa, ycTaHOBUTE Ha ceTeBOM MHTepdeiice agpec u3
noacetn 192.168.1.0/24.

e 3anyctute Ha MK TFTP-knueHTa (ana Windows pekomeHAyeTcs WMCNOAb30BaTb MNpoOrpammy
Tftpd32), B KauecTBe agpeca yganéHHoro xocTa ykaxkute 192.168.1.6, a gns nepegaym Bbibepute
daiin linux.bin U3 pacnakoBaHHOro apx1Ba NporpammHoro obecneyeHus.

e 3anycTMTe KOMaHAy OTNpaBku ¢aina Ha yaaneHHbl XxocT (KomaHga Put). JoskeH 3anycTUTbCS
npouecc nepeaayn dpaiina Ha yctpoiictso TAU-2M.IP.

e Ecnu npouecc nepegayun ¢aina Hayanca — AOKAMTECb €ro OKOHYaHusA, nocne yero TAU-2M.IP
npounsseaeT 3anucb NPOrpaMmMHoOro obecneyeHus B NamaATb M aBTOMATUYECKM BbIMOJHUT 3anycK
cucTembl. Bpems 3anmncu coctaBasieT okoao 5 mmHyT. 06 ycnewHom BOCCTaHOBAEHWM YCTPOMCTBA
CBUOETENbCTBYET OPAHIKEBbIN UAN 3€/1eHbIN LBET UHAMKATOpa «Power». MNpu aTOm Ha ycTpoicTBe
coxpaHseTca KoHdurypaums, Kotopasa b6bina o cboda. EcnvM noaKnounTbcs K YCTPOMCTBY He
ypaétca — npounsBeanTe cbOpoc 4,0 3aBOACKMX HAaCTPOEK.

e Ecnm npouecc nepepaun ¢aitna He Hadanca, ybeamtecb B KOPPEKTHOCTU CeTeBbIX HACTpoek
KOMMbtoTepa W Nonpobyiite elle pa3. B cayyae Heygaum ycTponcTBO HeobXoAMMO OTNPaBUTb B
PEMOHT 60 BbIMOAHUTbL BOCCTAHOBAEHME, NOAKNHUYMBLIUCH K ycTpoiicTBy no COM-nopTy yepes
cneuyanbHbI aganTep (Npu ero Haanumm).
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NPUNOMXEHUE A. PACYET A/INHbI TENE®OHHOW NMHUU

Tabnmua 6 — 3aBUCUMOCTb 3/IEKTPMUUYECKOrO CONpOTUBAEHUA 1 KM uenen aboHEeHTCKUX KabenbHbIX ANHUN
NOCTOSTHHOMY TOKY Npu TemnepaType oKpyKatollein cpeabl 20°C oT npumeHsemoro Kabens.

Mapka kabensa gna AJIFTC AvameTp AneKTpUyecKoe AnvHa anHum AnvHa
}UAbl, MM conpoTusBaeHue (apyrme TA), Km | auHum (TA
1 Km uenu, Om, Pycb), Km
He 6onee
TN, TNMAsn, TAMN3, TMMan3, 0,32 458,0 3,537 1,528
TNNB, TNM anb, TNN36, 0,40 296,0 5,473 2,365
TANBI, TNNanbl, TNNB6LRA, 0,50 192,0 8,438 3,646
TANsnB6LWnN, TNN366LURN, 0,64 116,0 13,966 6,034
TNN3snb6LWn, TAMT 0,70 96,0 16,875 7,292
TNB, TN36l 0,32 458,0 3,537 1,528
0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
0,64 116,0 13,966 6,034
0,70 96,0 16,875 7,292
Tr, T, TBI, TK 0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
0,64 116,0 13,966 6,034
0,70 96,0 16,875 7,292
TCrlWn, TALLR 0,50 192,0 8,438 3,646
0,70 96,0 16,875 7,292
TCB 0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
KCn3n 0,64 116,0 13,966 6,034
KCnn, KCN3m, KCMne, 0,90 56,8
KCN3ne, KCnnr, KCN3Mr,
KCN3nkK 28,521 12,324
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MPUNOXKEHUE b. 3ANMYCK NMPOU3BOJIbHOIO CKPUMTA NMPU CTAPTE CUCTEMDbI

MNeproamyeckm BO3HUKAET HEOBXOAMMOCTb NPU CTapTe YCTPOMCTBA BbIMNOHATL ONpeaenéHHble 4eNCcTBUS,
KOTOpble HEeNb3A OCYLECTBUTb 33aJaHMEM onpeaeneHHbIX HacTpoeKk 4vepes ¢daiin KoHourypaumn. Ona sToro
cnyyan B ycTpoiictee TAU-2M.IP npeaoycMoOTpeHa BO3MOMKHOCTb Yepe3 KOHPUIypaumoHHbIn ¢aiin HacTpouTb
3aMyCK MPOM3BOJIBHOFO CKPMMTA, B KOTOPbI MOMKHO MOMECTUTb N0OYI0 Kenaemyto nocnenoBaTesibHOCTb

KOMaHZ,

[ns 3anycka Npon3BOAbHOMO CKpMNTa B dpainae KOHPUIypaLuum co3gaHa CeKLMUsa HACTPOoeK:

UserScript:
Enable: "0"
URL: ""

Onuma «Enable» paspelaeT (ecnm 3HayeHue 1) uau 3anpelaet (ecam 3HadeHune 0) 3anycK cCKpUNTa, NyTb K
KOTOPOMY YKa3aH B napametpe URL.

3anycKkaemblil CKPUNT MOXET pacrnosiaraTbCA Kak Ha yAanéHHOM cepBepe, Tak U Ha camom ycTpoicTee. C
YOANEHHOro cepBepa CKPMNT MOXKET ObiTb 3arpyKeH nocpeactsom npotokonos HTTP uaun TFTP. PaccmoTpum
npumepsbl dparna KoHOUrypaLmm Ana 3anycka No/b30BaTENbCKOrO CKPMMTA C Pa3HbIX UCTOYHMKOB.

1. 3anyck c HTTP-cepsepa

Ons 3anycka ckpunta c HTTP-cepBepa Heobxoanmo B napameTtpe URL yKasaTb NosHbIM NyTb K daiiny
B popmaTe HTTP-URL:

URL: “http://192.168.0.250/user-script/script.sh”

B aTom cnyyae nocne ctapTta ycTtpoictBa ¢ain script.sh, xpaHAwmiica B Katanore user-script no
agpecy 192.168.0.250, aBTomaTuyecku 3arpysutca no npoTtokony HTTP ¢ yKasaHHoro cepsepa,
nocne yero 6yaeT NnponsBeaEH ero 3anyck.

2. 3anyck c TFTP-cepsepa

[ns 3anycka ckpunTa ¢ TFTP-cepBepa Heobxoammo B napametpe URL yKkasaTb NOAHbIN NyTb K painy
B dopmaTte TFTP-URL:

URL: “tftp://192.168.0.250/user-script/script.sh”

B atom cnyyae nocne crapTta ycTpoictBa ¢ain script.sh, xpaHawmiica B Katanore user-script no
aapecy 192.168.0.250, aBTomaTMyeCKu 3arpy3nTca no npotokony TFTP ¢ ykasaHHOro cepsepa, nocne
yero byaeT nponsseaEH ero 3anyck.

3. 3anycK N0Ka/sbHOro CKpunTa

Beuay ocobeHHocTen ¢$alifIoBOM CUCTEMBI JIOKA/bHbBIA CKPUMT LO/KEH PAcnonaratbCs TO/bKO B
KaTanore /etc/config, Tak KaK TO/MIbKO COAEPKMMOE 3TOro KaTajora COXpaHaeTca nocne
nepesarpysku ycrtpoictea. CKpunT B KaTanore /etc/config moxHO co3gatb AM60 C NOMOLLbIO
peaaktopa vi, iMbo 3arpysutb ero ¢ BHewHero TFTP-cepeepa (KomaHgoh tftp —gl user.sh <TFTP-
server address>). MNocne co3gaHuMa CcKpunTa emy HeOOXOAMMO HA3HAuYMTb MpaBa Ha 3anyck
KomaHgol chmod 777 /etc/config/user.sh.

B daine koHourypaumm URL ans 3anycka N0KaIbHOrO CKpUnTa uMeeT BUA:

URL: “File://etc/config/user.sh”

BaXKHO OTMETUTb, YTO NO/Ib30BaTENbCKMIA CKPUNT A0MKEH HauMHaTbhCA ¢ AupekTussbl #!/bin/sh.
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NPUNOMKEHWUE B. HACTPOMKA DHCP-K/IMEHTOB B MY/IbTUCEPBUCHOM PEXXUME

Ha ycrtpoiictBax TAU-2M.IP, HauuHaa c¢ Bepcun 1.14.1, mmeeTca BO3MOMKHOCTb HAcTpauBaTb OMUUM,
nonyyaemble DHCP-KnmMeHTaMm Ha pasHbix MHTepdencax.

TonbKko Internet + VolP Internet + VoIP + Managment
uHtepdeic Int
Option pbeit
ernet Internet VolP Internet VolP MNG
1 = Subnet Mask + + + ‘ + ‘ + +
3 = Router + + + ‘ + ‘ + +
6 = Domain Name
+ + + + + +
Server
12 = Host Name + + o 5 -
15 = Domain Name + + o - -
26 = Interface MTU + + + + + +
28 = Broadcast
+ + + + + +
Address
33 = Static Route + + + + + +
40 = Network
Information Service + + o o - +
Domain
41 = Network
Information Service + + o o - +
Servers
42 = Network Time
+ + o o o +
Protocol Servers
43 = Vendor-Specific
. + + = - - +
Information
66 = TFTP Server
+ + = - - +
Name
67 = Bootfile name + + = - - +
120 = SIP Servers + - + 5 + -
121 = Classless Static
+ + + + + +
Route
249 =
Private/Classless
. + + + + + +
Static Route
(Microsoft)

CornacHo npuBeaeHHoW Tabauue, onumu 1, 3, 6, 26, 28, 33, 121, 249 moryT 3anpawmeatbca DHCP-
KAMeHTaMK ans Kaxaoro cabuHTtepdelica. CooTBETCTBEHHO, AaHHbIe onuun byayT UHANBMAYANbHO NPUMEHEHbI
ONA Kaxgoro cabuHtepodeiica. Onumn 12, 15, 40, 41, 42, 43, 66, 67, 120 moryT 3anpalinBaTbCA U NPUMEHATbLCA
ToNbKO Ana ogHoro DHCP-KnAneHTa, Tak KaK OHM 0OLLECUCTEMHbIE, T.e HEe NPUBOAAT K HACTPOMKe CeTeBOro
nHTepdodelica.

KoHurypaumio cnucka 3anpalinMBaemblX OMUMM MOMHO M3MEHATb, M XPAHUTCA OHa, Kak W Bce
OCTa/IbHble HacTPOIKKM, B KoHbUrypaumoHHom daiine: fetc/config/cfg.yaml. Mo ymonyaHuio cnncku onumin He
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nponucaHbl (B KOHoMrypaumm — cneayowan 3anucb: DHCPOptionList: ""), 3To 3HauuT, 4TO oOMUUK
3anpaLmMBalOTCa U NPUMEHAIOTCS COrNacHoO NpuBeAEéHHOM Bbile Tabauue.

Cnocobbl peaakTMPOBaHUA KOHOUrypauum
l. C nomoLblo pegakTopa vi

1. Cnucok onuumii ans wuHtepdenca Internet 3agaétca B napamertpe DHCPOptionLlist cekunm
Internet=>Network.

2. Cnucok onuuit pna uHtepdeitca VolP 3amaétca B napametpe DHCPOptionList cekuum
Voip=>Network.

3. Cnucok onuuit ana uHtepdeiica Management 3agaétca B napametpe DHCPOptionList cekuuu
System=>ManagementVLAN.

Mocne peaakTMPOBaHMUA M COXPaHEHUSA B peAaKTope Vi He06X0ANMMO BbINOIHUTL CAeAyoLWMe KOMaHab!:

e reloadcfg - npumeHsem U3MeHeEHHYO KOHOUIypauuio B paboTy, pe3ybTaT BbINOJHEHUA KOMAHAb!
JomKeH 6b1Tb "Configuration accepted”;

e sagve - COXpaHAeM U3MeHEeHHYI0 KOHd)VII'ypaLI,MFI B SHEPrOHE3aBUCMMYIO NaMATb.

KomaHAay save MOXXHO BbINOJIHATb TOMIbKO B C/Ay4ae YCNELWHOro BbINOJIHEHUA NpeablAyLen
KomaHabl. Ecnu npu BbinonHeHMM KomaHpabl reloadcfg pesynbtat 6bin "Configuration not
accepted", save BbINONHATbL 3anpeLLeHo.

"

1. C nomoLublo KOoMmaHAb! setconf

[aHHblli meToa, — pekomeHayembli. Takke OH u3baBifeT oT HeobX0AMMOCTM BbIMOJHEHUA KOMaHA,
reloadcfg n save. getconf (BbiBecTM Ha 3KpaH Tekywyi KoHourypaumio) mn setconf (ycTaHOBUTb 3HauyeHue
napameTpa).

MNpumep 1. Heobxoanmo nonyuntb 3HayeHne DHCPOptionList:
ana nHtepdeica Internet

getconf Internet.Network | grep DHCPOptionlList

ans nutepdeiica VolP

getconf Voip.Network | grep DHCPOptionList

onAa nHtepdenca Management

getconf System.ManagementVLAN | grep DHCPOptionList

MNpumep 2. Heobx0AMMO Ha3HaYMUTb HEKOTOPbIM CMMCOK ONLMIA:
ana nHtepdeica Internet

setconf Internet.Network DHCPOptionlList "3,6,26,28,33,121,249,12"

Ans nHtepoeiica VolP (HasHayaem CMCOK onumii Mo YMOAYaHMI0)

setconf Voip.Network DHCPOptionList ""

Ana nHtepdeinca Management

setconf System.ManagementVLAN DHCPOptionlList "3,6,26,28,33,42,43,66,67,121,249"
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1l. KoHdurypuposaHue Ha nepcoHaibHOM KOMNbioTepe

MpenBapuTeNbHO CKauMBaeTcs KoHbuUrypaums c yctpoictea Ha MK (yepe3 Web uHtepdeiic), nanee ¢ nomoulbio
Moboro TEKCTOBOrO penaKkTopa MEHAITCA 3HAYeHWs, COXPAHAITCA W3MEHEeHWs. 3aBeplualolMm 3Tarnom
ABNAETCA 3arpy3Ka MU3MEHEHHOM KOHPUIYpaLLMK B YCTPOMCTBO.

' Ucnonb3oBaHMe faHHOro MeToga He peKomeHgyetca!
[ J

MNpasuna pepgaktuposaHna DHCPOptionlList

1. BanugHble 3HaveHus: 3,6,12,15,26,28,33,40,41,42,43,66,67,120,121,249;

2. Onuwuu B napametpe DHCPOptionlList yka3sbiBatoTca Yepes 3anaTyto U 6e3 npobenos mMexay onunamM,
npumep DHCPOptionlList: "3,6,12,15,26,120,121";

3. NopagoK cneposanua onumin B8 DHCPOptionList HeBaeH;

4. Kaxpgas us onuui 12, 15, 40, 41, 42, 43, 66, 67, 120 moxeT ObITb 3aNpoLleHa U NPUMEHEHbI TO/IbKO C
OfHOro nHTepodeiica;

5. Onummn 1, 3, 6, 26, 28, 33, 121, 249 wmoryt 3anpawwusatbcA DHCP-kaneHTamu Ana Kaxkaoro
cabuHTepdelica;

6. Onuuu 66 1 67 fONKHbBI ObITb YKAa3aHbl HAa OAHOM M TOM Ke UHTepdelice;

7. Ecnu B DHCPOptionList HUYero He yKasaHo, TO TOr4a CNUCOK 3anpaLllMBaeMblX ONLUMIN — MO YMONYAHUIO
(c yueTom nyHKTa 8);

8. Ecau B DHCPOptionList ykasaHbl onumn (M3 nyHKTa 4), KOTOpble NO YMO/MAHWUIO 3anpaluMBaloTCA C
apyroro uHTtepdeiica (Ha Kotopom DHCPOptionList He 3anonHeH), To Torga onuuu 6yayT
3anpalwmnBaTbCA C NepBoOro UHTepdelica, a Ha BTOPOM — AaHHble OnuMn ByayT UCKAOYEHbI U3 CNMCKa MO
ymonyaHuto *;

9. Ecau ana uHtepderica B8 DHCPOptionList ykasaH cnvMcok onuuii, To ByayT 3anpallimMBaTbCs TOIbKO 3TU
onuuu;

10. Onuuto 1 8 DHCPOptionList Henb3a yKasbiBaTb, OHa 3anpawnBaETCA U NPUMEHAETCA BCerga v co Bcex
NHTepdencoB HE3ABMCUMO OT MPOYNX HACTPOEK.

Ecnn Kakoi-nMbo M3 MyHKTOB HapylleH, TO Npu NpuUMeHeHUn KoHdurypauum byaeTt BbiBeaeHO coobuieHue
"Configuration not accepted". OwmMBKy B KOHPUIypaLUM MOMKHO y3HaTb, C/IM BKAOYUTL loru configd, Toraa npu
NnpUMeHeHUN KoHPUrypaumm byaeT noApobHO yKasaHa NpuYnHa, No KOTOPOWN KOHPUIypaLmua He NpUMEHEeHa.

* Mpumep K NyHKTY 8:
Odonyctum, ansa nHtepdelica Internet ykasaH cneayrowmin cnucok onumii: Internet.Network.DHCPOptionList: "3,

6, 26, 28, 33,121, 249, 12"

A ana nHtepdeirica management HU4Yero He ykasaHo: System.ManagementVLAN.DHCPOptionList:

TOrAa, COrnacHo NyHKTY 7, AOMKeEH 6biThb 3aNpoLLeH CNMCOK onuuii no ymonyanuio 3, 6, 12, 15, 26, 28, 33, 40, 41,
42, 43, 66, 67, 121, 249, HO TaK KaK onuuto 12 Mbl yKasanu siBHO Ha UHTepdelice Internet, To U3 3TOro cnucka
OHa byaeTt ucknoyeHa.

B utore 6yayT cneaylowme Crmncku:

3HauyeHue napametpa: Internet.Network.DHCPOptionList: "3, 6, 26, 28, 33, 121, 249, 12" 3anpalunBaemblii
cnucok onumit: 1, 3, 6, 26, 28, 33, 121, 249, 12 3HayeHne napameTpa: System.ManagementVLAN.DHCPOptionList:

3anpalwmBaemsblii cnucok onuumit: 1, 3, 6, 15, 26, 28, 33, 40, 41, 42,43, 66, 67, 121, 249

V Nocne pepaktMposaHua DHCPOptionList pekomeHgyeTcAa nepesarpyska ycrpoicrea. [o
nepesarpysKku KOppeKkTHaa paboTa ycTpoicTBa He rapaHTUpyeTcs.
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TEXHUYECKAA NOAAEPKKA

[ns nonyvyeHma TEXHUYECKOM KOHCYIbTalMmM MO BONPOCam 3KcnayaTaumm obopyaoBaHus
TOO «3nTeKkcAnaTtay» Bbl MoXKeTe 06paTUTbCA B CEPBUCHDLIN LLEHTP KOMMNaHWUW:

050032, Pecnybnuka KasaxcrtaH, r. Animatbl, MKp-H. AnaTay, ya. Mbparnmosa 9
TenedoH:

+7(727) 220-76-10, +7 (727) 220-76-07

E-mail: post@eltexalatau.kz

Ha oduumanbHom caiiTe KomnaHuM Bbl MOXKeTe HaWTU TEeXHWYECKYH [OKYMEHTauMio U
nporpammHoe obecneveHve ana npoaykumm TOO «3InTekcAnatay», obpatntbca K 6ase 3HaHWA,
MPOKOHCY/IbTUPOBATLCA Y MHXeHepoB CepBUCHOrO LEeHTPa Ha TeXHUYeckom popyme.

OduumanbHbIn canT KomnaHuu: http://eltexalatau.kz
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